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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. Lenpto npenojaBaHus TUCHMILIMHBI SBISIETCS OCBOCHHE METOJI0OB MOHUTOPHHIA, YIPABICHUS U
aJIMUHUCTPUPOBAHUS IIPOTPAMMHBIX CPEACTB 3alUTH HHPOPMALIUH, PEATU30BaHHBIX HA OCHOBE KIHEHT-
CEepBEPHON TEXHOJOTHMU M HMCHOJb3yEMBbIX B TOM YHCJIE B paMKaX O0BEKTOB KPUTHUUECKOM
MH(POPMALIMOHHON WHPPACTPYKTYPHI.

1.2. 3agauy AUCHUILIUHBI

1. IlonyueHue 3HaHUN W YMEHHH MO MeToaaM cOopa W ayauTa COOBITHHA WHGOPMAIIMOHHON
0€30MacCHOCTH B COBPEMEHHBIX CPEICTBAX 3aIIUThl HH(POPMAIIUH.

2. IlonyueHue yMEHHMI M HaBBIKOB LIEHTPAJIU30BAHHOTO YIPaBJICHUS KIMEHTCKUMH MOAYJISIMU
CPEICTB 3alIUThl HHPOPMAIIMN U pearnpoBaHUs Ha YTPO3bl O€30MaCHOCTH.

3. IlonydeHue 3HaHUM O METOJIaX KOHTPOJSI pabOTOCIIOCOOHOCTH U IEIOCTHOCTH KIMEHTCKHX
MOJYJIEH CPeNICTB 3alUThl HHPOPMAIUH.

4. VI3yueHue METOJ0B KOHTPOJISI U OLEHKH YCTAaHOBJIEHHOTO MPOTPAMMHOIO M anmnapaTHOro
o0ecrnieyeHrs Ha 3alIUIaeMbIX KOMIBIOTEPAX B JIOKAJIbHOU CETH.

5. H3ydeHue MeToA0B 00eCIeueHHs] 1 KOHTPOJISI aHTUBUPYCHOM 3aITUTHI pa00YMX CTAHIMHN B CETH
OpraHM3alliH.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Yacte Ooka gucrmiing: O0g3aTebHas 4acTh.

Monyne quctumiud: Moayns HanpasieHus noarotoBku (hard skills — HS).

Nunexc qucuumnunsl: 51.0.2.1.

PeanusyeTcs ¢ mpuMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ no JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTHKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCIUTUITMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTreHInu 1 HHAUKATOPBI UX JOCTHIKEHUS
WVHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUINHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

OobmenpodeccnoHanbHbIe KOMIETEHITUH
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OIIK-1. Crocoben
000CHOBBIBATH TPEOOBAHMUS
K cUCTeMe 00eCIIeUeHHS
HHGOPMAITOHHOH
6e30macHOCTH U
pa3pabaThiBaTh MPOEKT
TEXHUYECKOT'0 33/1aHHs Ha ee
CO3JIaHNE;

OIIK-1.1. 3naer mepsr
(opraHM3alMOHHbBIE, TEXHHYECKHUE)
1 TEXHOJIOTHU 00eCTIeueHNs
nHGOPMAITIOHHOH 6€30I1aCHOCTH

3HaeT TeXHUYECKNE MEepPhl 00eCTIeUeHUS
UH()OPMAIIMOHHON 06€30MacHOCTH, B paMKax
obecnieueHus1 HHHOPMAITHOHHON 0E30MaCHOCTH
3aIUIIEHHBIX aBTOMATU3UPOBAHHBIX CHCTEM

OIIK-1.2. 3HaeT ysI3BUMOCTH
CHCTEM H YIPO3bl
uH(pOpMaMOHHON Oe30MacHOCTH

3HAeT OCHOBHBIE YA3BUMOCTH CHCTEM U YTPO3bI
UH(POPMAIIHOHHON 0€301IacHOCTH

OIIK-1.3. 3HaeT HOPMaTUBHYIO
6a3y u [OCT4l,
pETJIaMEHTUPYIOIIHE TPOIECC
pa3pabOTKH TEXHUYECKUX 3a1aHUi
Ha CO3JaHUE CUCTEM 00€ECIIEUEHN S
nH(GOPMAIIMOHHOW 0€30MaCHOCTH
00BEKTOB

3HaeT HOPMATUBHYIO 0a3y B 00J1aCTU CO3/1aHUS U
obecnieueHus 6€30MIaCHOCTH 0OBEKTOB KPUTHICCKON
UH()OPMAIIMOHHON HH(DPACTPYKTYPBI

OIIK-1.4. YMeeT 000CHOBBIBATh
TpeOOBaHMS K IpoIieccaM u
TEXHOJIOTUSAM 00ECTICUSHHS
nH(GOPMAIIMOHHOW 0€30MaCHOCTH

YMeeT 0600CHOBBIBATh TPEOOBAHUS K MpOIEccaM U
TEXHOJIOTHSAM OOecreueHHs HHPOPMAIIHOHHON
0€30I1acHOCTH, B YaCTHOCTH ISl 00eCTIeUeHUS
0e30MmacHOCTH 0OBEKTOB KPUTHIECKOH
UH()OPMAIIMOHHONW HHPPACTPYKTYPBI

OIIK-1.5. YMeer ocyliecTBIATh
BEIOOp MOJICHCTEM, PEATU3YIOIIHX
TEXHOJIOTUN 00ecTIeYeHHS
nHGOPMAITMOHHOW 0€30MaCHOCTH

YMeeT oCyIIecTBISATh BEIOOP MOJCUCTEM,
peann3yomuX TEXHOIOTHH 00eCcTIedeHHs
UH()OPMAIIMOHHON 6€30IaCHOCTH IJIS
aBTOMAaTH3UPOBAHHBIX CHCTEM

OIIK-1.6. YMeeT 000CHOBEIBATH
TpeOOBaHUs K MepaM o0ecTieyeHns
nH(GOPMAIIOHHON 0€30ITaCHOCTH

YMmeeT 000CHOBBIBATh TPeOOBAaHUS K MepaM
obecnieueHust UHHOPMAITMOHHON OE30MaCHOCTH
ABTOMATHU3UPOBAHHBIX CUCTEM OOBEKTOB
KPUTHYECKON HH(OPMALMOHHON HHPPACTPYKTYPHI

OIIK-1.7. YMmeer pa3pabaTbiBaTh
TEXHIUYECKOE 3aJaHre Ha CO3TaHuUE
MOJICUCTEMBI 00eCTIeYeHN s
nH(GOPMAIIMOHHON 0€30ITaCHOCTH

VYMeet pa3zpabaThIBaTh TEXHUYECKOE 331aHHE Ha
CO3/IaHUE TTOJICUCTEMBI 0OECIICUECHHS
UH()OPMAIIMOHHON 0€30MacHOCTH

OIIK-1.8. 3HaeT oTedecTBEHHEIE U
3apyOexKHbIe CTAHAAPTHI B
o0racT obecreyeHus
UHOPMAIIMOHHOH 6€30IaCHOCTH

3HaeT OTe4YeCTBEHHbIE U 3apyOeKHbIC CTAHIAPTHI B
obractu obecniedyeHuss HHPOPMALIMOHHOMN
0€30IMaCHOCTH, B YaCTHOCTH B 00J1aCTH 00€eCIIeueHHsI
UH()OPMAIIMOHHON 6€30IMaCHOCTH 0OBEKTOB
KPUTHYECKOW HH(POPMAIIMOHHON HHDPACTPYKTYPhI

OIIK-1.9. 3naetr HOpMaTUBHYIO U
MpaBoBY10 0a3zy B 00J1acTu
obecnieueHUs] HHOOPMAITHOHHOM
6€30MacHOCTH, HOPMAaTHBHBIC
meroanueckue TokymMeHTsl DCh
Poccun, ®CTOK Poccum 1 nHBIX
PETYIATOPOB B 00JIACTH
obecrieueHNst THPOPMAITMOHHON
0e30macHOCTH

3HaeT HOPMATHUBHBIC METOAMYECKUE IOKYMEHTBI
®OCTIK Poccuu B 061acTu 00eCIIeueHHS
WHGPOPMAIIMOHHON 0€30ITaCHOCTH 00BEKTOB
KPUTHYECKOU MH()OPMAMOHHON HHPPACTPYKTYPHI

OIIK-1.10. 3HaeT OCHOBBI
YIPaBICHUS PUCKAMHU
nHGOPMAITMOHHON 0€30ITaCHOCTH

3HaeT OCHOBBI YIIPABJICHUS PUCKAMHU
UH()OPMAIIMOHHON 0€30MacHOCTH

OIIK-1.11. YMeeT onieHHBATH
pucku HHQOPMAIIMOHHON
0€e30IacHOCTH

YMeeT olleHuBaTh PUCKU HH(POPMAITMOHHOM
0e30macHOCTH
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OIIK-5. Criocoben
IPOBOANUTH HAyUIHbIC
HCCIICIOBAHUS, BKIIIOUAs
9KCIIEPUMEHTAIBHEIE,
00pabaTbIBaTh pe3yJIbTaThl
HCCIIeIOBaHUH, 0hOPMIIAT
HAY4YHO-TEXHUUYECKHE
OTYETHI, 0030pPbI, TOTOBHUTH
O pe3yJibTaTaM
BEITTOJTHEHHBIX
HCCJIEJOBAHUN HAy4HBIE
JOKJIaIbl ¥ CTaThH

OIIK-5.1. 3naer TeopeTndeckue u
JKCIIEPUMEHTAILHBIE METOBI 1
CpeACTBa HAYYIHBIX HCCIICIOBAHUI

3HaeT TCOPECTUICCKUE U OKCIICPUMCHTAJIbHBIC
METOAbI U CPCICTBA HAYUHBIX I/ICCHe)Z[OBaHI/Iﬁ

OIIK-5.2. 35aeT MeTOAbI
00paboTKH pe3yabTaTOB
HCCIIETOBAaHUHN

3HaeT MeTOIbI 00pabOTKHU pe3yJIbTaTOB
HCCIeI0BaHuM

OIIK-5.3. 3naer MmeTonuKy
MIPOBEJICHUS TATEHTHBIX
HCCIIEIOBAaHUHN

3HaeT METOANKY MTPOBEICHUS MTaTEHTHBIX
HCCIIEIOBaHUN

OIIK-5.4. 3naer npaBuia u
CTaHJIapThI Pa3pabOTKN OTYETHOM
JIOKYMEHTALUH, TPEOOBaHHS
I'OCToB Ha odopMmiieHHE HAY4HO-
TEXHHYECKOI JOKyMEHTAIIUU

3HaeT NpaBWiIa U CTaHAAPTHI pa3pabOTKH OTYETHON
nokyMmeHTauuu, TpeboBanus ' OCToB Ha
oopMmITeHIIe HAYIHO-TEXHIIECKOH JOKYMEHTAIUH

OIIK-5.5. YMeer cocTaBisaTh
OTYETHI O IPOBEJCHHBIX HAYYHBIX
HCCIIEIOBAHMAX, B TOM YHCJIE Ha
WHOCTPAHHOM SI3BIKE

YMeeT cocTaBIISITh OTYETHI O MPOBEACHHBIX HAYYHBIX
HUCCIICJOBAHUAX

OIIK-5.6. YMeeT opopMIIaTh
pe3yIbTAThl HAYYHBIX
HCCIICJIOBAHNH B BHJIC HAYIHO-
TEXHUYECKHE OTYETOB, 0030pOB,
HAYYHBIX TOKIIAIOB U cTaTel

YMeer opopMIISTE pe3yIbTaThl HCCICIOBAHUN B
BUJIE OTYETOB

OIIK-5.7. YMeeT npeAcTaBisTh
pe3yIbTATHl HAYYHO-
HCCIIeIOBATENbCKON IEATEIIbHOCTH
B BHUJIC TIPE3CHTAINH, YCTHBIX
JOKJIaZIOB, BECTU Hay4YHbIE
IMICKYCCHH, B TOM YHCJIC Ha
WHOCTPAHHOM SI3bIKE

YMeer npencTaBisTh pe3yIbTaThl HAYIHO-
HCCJIEIOBATEILCKOM AEITEIBHOCTH B BUJIE
MPEe3eHTAIUH, YCTHBIX JOKJIA0B

IIpodeccuonanbHbIe KOMIIETEHIIUH

4. O0beM IMCUMIIMHBI B 324€THBIX eJUHUILIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHYeCKUX YacOB,
Bbl/JIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy 00y4aroimuxcsi ¢ npenojaasarejieM
U HA CAMOCTOSITEJIbHYI0 Pa0oTy 00y4Yaromuxcs

0611135{ TPYAOCMKOCTH JUCHUIIJIMHBI COCTABJIACT 4 3a4eTHBIX CIWHUII, 144 AKaJICMHUYCCKUX 4aCOB.
PacnpeneneHI/Ie TPYAOCMKOCTH JUCHUIIJIMHBI 110 BUAAM yqe6H0171 ACATCIIBHOCTU MPCACTABIICHO B

tabnuie 4.1.
Tabnuua 4.1 — Tpy10eMKOCTh TUCIMILIIMHBI 110 BUJIaM Y4eOHOM J1esTeIbHOCTH
o Bcero |CemecTpbl
Bunpl yueOHOI esTenbHOCTH
yacoB |1 cemectp
KonrakTHas ayguropHasi pa6oTa o0y4aomuxcs ¢ npenojaaBarejeM, BCero 54 54
JIeKIIMOHHEBIE 3aHATUS 18 18
JlaGopaTopHbIe 3aHATH 36 36
CamocrosiTeibHass padoTa 00y4aOmuXcs, B T.4. KOHTAKTHasi 54 54
BHeayIMTOpHasi padoTa o0y4yalolmuxcs ¢ npenojpaBartejeM, BCero
[ToaroroBka K TECTUPOBAHUIO 10 10
[ToaroroBka k 1abopaTopHOiil paboTe, HaNMCaHUE OTYETa 30 30
Hanucanue otdera no 1abopatopHoii padote 14 14
IToaroroBka u capaya JK3aMeHa 36 36
OO0mas TpyaoeMKoCTh (B 4acax) 144 144
Oo0mas TpyaoemMKocTh (B 3.€.) 4 4
4
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5. CTpykTypa u coaep:kaHue JUCUMILIHHbI
5.1. Pa3nennl (TeMbl) JUCHUIJIMHBI U BUABI Y4eOHOH 1eATeJIbHOCTH

CTpykTypa IUCHUIUIUHBI IO pa3aenam (TeMam) u BUJaM y4eOHOU JesSTeNTbHOCTH MPUBEICHA B
tabmume 5.1.
Tabnuma 5.1 — Pa3aenst (TeMbl) AUCHUILINHBL U BUABI YUEOHOH IEATEIbHOCTH

Jlek. Cam. Bcero
JIab. dopmupyembie
HasBanus pasnenoB (TeM) TUCIUTLTAHBI 3aH., pab., | gacoB (0e3
pao. KOMIIETEHIINH
q q JK3aMEHa)
1 cemecTp
1 IlenTpanu3oBaHHOE yIIPaBICHUE CPEICTBAMU 4 20 26 50 OIIK-1, OIIK-5
3a1uUThl UHGOpPMaLUU OT
HECaHKITMOHHUPOBAHHOTO JIOCTYIIA B JIOKAJTHLHOM
ceTu
2 lleHTpanu3oBaHHAs HHBEHTApHU3AIUS 2 4 10 16 OIIK-1, OIIK-5
PECYPCOB JIOKAJIbHOM ceTu. Y NaaéHHbIN
KOHTPOJIb pab0TOCIIOCOOHOCTH CPEJCTB 3AIUThHI
nHpopManuy Ha pabOYMX CTAHIIMIX
3 Llentpanu3oBaHHas 3a1IUuTa OT BUPYCOB B 4 6 8 18 OIIK-1, OIIK-5
JIOKAJIBHOM CETH
4 [leHTpaIM30BaHHBIN YUYET U YIIPABIICHUE 4 6 8 18 OIIK-1, OIIK-5
CpeACTBaMU NEPCOHATILHON UACHTU(DUKAIINN 1
ayTeHTUUKAITIT
5 AHallM3 HOPMATHUBHBIX TPEOOBAHUM 1O 4 - 2 6 OIIK-1, OIIK-5
YOPaBIEHUIO CPEICTBAMU 3AIIUTH HHPOPMAIIH
Uroro 3a cemectp| 18 36 54 108
Urtoro| 18 36 54 108

5.2. Conep:xanue pa3enoB (TeM) TUCHHIINHBI

Coneprkanue pas3iesioB (TeM) TUCHUILIMHEI (B T.4. TIO JICKIHUIM) MPUBEICHO B TabywmIe 5.2.
Tabmmma 5.2 — CoaeprkaHue pa3ieaoB (TeM) TUCIUTUIMHBI (B T.Y. 11O JCKIIHSIM)

TpynoemkocTs
HasBanus paznenosB (Tem) Coneprxanue pa3ienoB (Tem) dopMupyemsbie
JVICTIATUTHHBI JTVCIUTUIAHBI (B T.9. TIO JICKIIHSIM) (7eKUHOHKEIE KOMIICTEHIIH
3aHATHSA), 4
1 cemecTp

1 LlenTpanuzoBaHHOE ITpunuuns! noctpoenust C3U “Secret 4 OIIK-1, OIIK-5
YIPaBJIEHUE CPEACTBAMU Net Studio”; ocHOBHBIE MEXaHU3MBbI
3alUThl UHHOPMAIMH OT 3alMTHI; alapaTHbIE CPEJICTBA,
HECAHKIIMOHUPOBAHHOTO KOH(QUTypUPOBAHUE; AYIIHT;
JIOCTYTIA B JIOKAJILHOU CeTH MOHHUTOPHHT U OIIEpPaTUBHOE

yIpaBJICHUE; IOJTHOMOYHOE

yIpaBJICHUE TOCTYIIOM U KOHTPOJIb

MeYaTH.

Hroro 4
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2 llenTpanuzoBaHHas 3HaKOMCTBO C OCHOBHBIMH 3a/1a4aMU 2 OIIK-1, OIIK-5
MHBEHTapU3alus pecypcoB MHBEHTapU3ali U KOHTPOJIS
JIOKAJIbHOM CeTH. Y NaN€HHBIM |3alIUIIAEMBIX PECYPCOB; IOATOTOBKA
KOHTPOJIb K MHCTICKIIMSM; MHCTIEKIIUU
paboTOCTIOCOOHOCTH CPEACTB | KOMIBIOTEPOB; MOIYYSHHE OTYETOB C
3amuThl HHQOpPMAIMK HA pe3yJibTaTaMu UHCIIEKTUPOBAHUSI.
pabounx CTAaHIHUAX YV 1an€HHblil KOHTPOJIb
paboTOCTIOCOOHOCTH CPEJCTB 3aIIUTHI
uHpOpPMAaLU Ha paOOYNX CTAHIUSX.
Hroro 2
3 Llentpanu3oBanHas 3aumTa |YIpaBieHUE 3alUTHBIMU 4 OIIK-1, OIIK-5
OT BUPYCOB B JIOKaJIbHOM ceTH |Mexanuzmamu [ T-unppactpyKTypsl ¢
nomoribio Kaspersky Security Center.
APXUTEKTYpa U TUIIOBBIE CTPYKTYPHI
3amuThl Ha 0aze Kaspersky Security
Center. YnpasieHue cepsepamu U
rpynrnamMu aIMUHUCTPUPOBAHHUS.
VYnpaBieHue KINeHTCKUMHU
KomrnbloTepamu. PaboTa ¢ otueramu,
CTaTHUCTUKOM.
Hroro 4
4 IenTpamm3oBanuseiil yueT u | Haznauenue «SafeNet Authentication 4 OIIK-1, OIIK-5
yIpaBlieHUE CPeACTBAMU Manager»; BO3MOXHOCTH;
MepCOHAIILHOU apXUTEKTYpa; HACTPOUKA; YIIPABICHUE
uAeHTU(GUKAIIY U KU3HEHHBIM LIUKIIOM CPE/ICTB
ayTeHTUUKAITIT ayTeHTH(UKAINH; ayTAT
UCIIOJIb30BaHUS CPEJICTB
ayTCeHTH(UKAIIAH.
Hrtoro 4
5 AHann3 HOPMAaTHUBHBIX AHanu3 HOpMaTUBHBIX TPEOOBaHUN 4 OIIK-1, OIIK-5
TpeOOBaHU MO YNPABICHUIO |0 YIPABIECHUIO CPEICTBAMU 3AILUTHI
CpeJICTBaMU 3alUThI uHpOpMaLnU. AHAIN3 HOPMATHBHBIX
uHpOpMaLUN TpeboBanuil denepanbHoil CyKObI
10 TEXHUYECKOMY U HKCIIOPTHOMY
koHTpoo (PCTOK) npu
obecrieueHNH Mep OE30MTACHOCTH
NEPCOHAIBHBIX JaHHBIX, B
rOCYJapCTBEHHBIX HH(POPMAITMOHHBIX
cucreMax. AHanu3 TpeOoBaHUN
0€30MacHOCTH K
aBTOMATHU3UPOBAHHBIM CUCTEMAM
YIPaBJIEHUS TEXHOJIOTUYECKUMU
IIPOLIECCaAMHU.
Htoro 4
Hroro 3a cemectp 18
Uroro 18
5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)
He npenycmoTpeHo yueOHbIM MI1aHOM
5.4. JlaGopaTtopHble 3aHATHUSA
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HaumenoBanue 1abopatopHbIX paboT MpHUBEACHO B TadnuIe 5.4.
Tabmuna 5.4 — HaumeHnoBaHnue 1a60paTOPHBIX padboT

HasBanus paznenos (Tem) HaumenoBanue naboparopubsix | Tpynoemkocts, | Dopmupyembie
JUCIUTUTUHBI pabot q KOMITETCHIIUH
1 cemecTp
1 LlenTpanuzoBanHoe Secret Net Studio. Paszrpannuenue 6 OIIK-1, OIIK-5
yIpaBJI€HUE CPEICTBAMU JIOCTYTIA K JIaHHBIM.
3alUThl UHHOPMAIIUU OT Pasrpanunuenue gocryna k
HECaHKI[MOHHUPOBAHHOI'O ycTtpoiictBaMm. KoHTpounb neuatu
JIOCTYTIA B JIOKAJIbHOM CETH KOH(UICHINATbHBIX JaHHBIX.
Secret Net Studio. 3amkHyTas 4 OIIK-1, OIIK-5
nporpammHas cpeaa. Kontpoiib
LIETTIOCTHOCTH.
Secret Net Studio. Ayaut 4 OIIK-1, OIIK-5

coObITHI MHDOPMAITMOHHOM
oe3omacHoctu B C3U1 or HCJ]
Secret Net. Pabora co cBeneHnamu
B JKypHaJIe PETUCTPAIlUU COOBITHH.
TeHneBoe KONMMpPOBaHUE

OnepaTuBHOE yINpaBieHUE 6 OIIK-1, OIIK-5
3alMIaeMbIMH Pa0OYUMHU
CTaHLUSAMH U MOHUTOPHHT
COOBITHI HHPOPMALIMOHHOI

0e30MacHOCTH
Hroro 20
2 lleHTpanu3oBaHHas “Kb NaBenTapuzanms’”. 4 OIIK-1, OIIK-5
WHBEHTapHU3alus pecypcoB [IpoBeneHne MHCIEKIMI U y4eT

JIOKAJBHOU ceTH. Y Tan€HHBIM | M3MEHEHHH KOH(PUTYpaIun
KOHTPOJIb pa00TOCIIOCOOHOCTH | 3aIMINAeMbIX pa00YHNX CTAHITUH.
CPEJICTB 3alIUThl HHPOPMAIIUU
Ha paboYMX CTAHIIMIX

Htoro 4

3 LlenTpanu3oBaHHas 3allMTa | YIIPaBJIEHUE CEpBEpaMU 6 OIIK-1, OIIK-5
OT BUPYCOB B JIOKaJIbHOM ceTn |anMuHucTpupoBanus "Kaspersky
Security Center"

Hroro 6
4 [leHTpaqU30BaHHBIA YUE€T U | YTIpaBJIEHUE )KU3HCHHBIM ITUKIIOM 6 OIIK-1, OIIK-5
yIIpaBJIeHUE CPEICTBAMH cpencts ayrentudukanuu eToken
MIePCOHAIbHON UACHTU(UKAIUY | C TTOMOIIIbI0 Safenet
1 ayTeHTUUKAITTT Authentication Manager.

Htoro 6

Uroro 3a cemectp 36
Hroro 36

5.5. KypcoBoii npoekT / KypcoBasi paéora
He npenycMoTpeHo y4eOHbBIM MIIaHOM
5.6. CamocTosiTeqbHaAs1 padoTa

Buer caMocTosITENIbHOM paboOThI, TPYAOEMKOCTh M (POPMHUPYEMbIE KOMIIETCHIIMU TIPEICTABIICHBI B
Tabmauue 5.6.
Tabmuua 5.6. — Buapl caMoCcTOSTENbHON pabOTHI, TPYJO0EMKOCTh U (JOPMHUPYEMBbIE KOMITETEHIIUN
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HazBanus pasnenos (Tem) B . | TpynoeMkocts, | @opMupyembie Dopmbl
CaMOCTOSITEIbHOU
JUCITUTUTAHBI q KOMIICTCHITHH KOHTPOJIS
paboThI
1 cemecTp
1 LlenTpanu3zoBaHHOE ITogroroska k 2 OIIK-1, OIIK-5 | TectupoBanue
yIOpaBlIeHUE CPEACTBAMHU TECTUPOBAHUIO
3aIMThl UHPOPMALMHK OT  |[ToAroTOBKA K 16 OIIK-1, OIIK-5 | JlabopaTopHas
HECaHKIIMOHUPOBAHHOTO 1n1aGopaTopHOit pabota
A0CTyIla B JIOKAJbHOM CETH pa6OTe, Halmcague
oTyeTa
Hanmcanwne oTdera 1o 8 OIIK-1, OIIK-5 OTuer no
nabopaTopHoOi nabopaTtopHOit
pabote pabote
Hroro 26
2 llenTpanuzoBaHHas ITonroroBka k 2 OIIK-1, OIIK-5 | TectupoBanue
WHBEHTApHU3AIHsI PECYPCOB |TECTUPOBAHUIO
JIOKAJIbHOM CETH. [ToxroroBka K 6 OIIK-1, OTIK-5 | JlaGopaTopHas
Y nan€HHBL KOHTPOIIb nabopaTopHoii pabota
paboTocroco0HOCTH paGoTe, HaNHCaHHe
CpCACTB 3allIMTLL oT4yeTa
uH(opMaImK Ha pabOIMX | Hanycanne otyera mo 2 OIIK-1, OIIK-5 Ortyer o
CTaHIHAX 1abopaToOpHOi 1a00paTOpHOM
pabote pabote
Uroro 10
3 LlenTpanuzoBaHHast [ToaroroBka k 2 OIIK-1, OIIK-5 | TectupoBanue
3alUTa OT BUPYCOB B TECTUPOBAHUIO
JIOKAJIBHOM CeTH [Toxroroska k 4 OIIK-1, OIIK-5 | JlabopaTopHas
1abopaToOpHOit pabota
paboTe, HanUcaHHe
oTyeTa
Hanucanue otuera no 2 OIIK-1, OIIK-5 Otyet no
nabopaTopHOi nabopaTtopHOit
pabore pabore
Hroro 8
4 IenTpanuzoBanuslii yuet |[logroroBka k 2 OIIK-1, OIIK-5 | TectupoBanue
U YTIIpaBJICHHUE CPEJICTBAMU |TECTUPOBAHUIO
[IePCOHABHOM IToAroToBKa K 4 OIlIK-1, OIIK-5 | JlaboparopHas
UJIECHTU(DUKALNH 1 1abopaTopHOii pabora
ayTeHTH(HKALMH pabore, HarMCaHKE
oTyeTa
Hanucanue otuera no 2 OIIK-1, OIIK-5 Ortuer no
nabopaTopHOI nabopaTopHOH
pabore pabore
Hroro 8
5 AHanu3 HOPMATUBHBIX ITonroroBka k 2 OIIK-1, OIIK-5 | TectupoBanue
TpeOoBaHuU MO TECTUPOBAHUIO
TIPABJICHUIO CPEJICTBAMU
ZaIII)II/ITI)I I/IHCI)OIfMaIII/II/I Hroro 2
Hroro 3a cemecTp 54
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TToaroroBka u cmaua 36 DK3amMeH
JK3aMeHa

Hroro 90

5.7. CooTBeTcTBHE KOMIIETEHUMH, (POPMUPYEMBIX IPH U3YUYEHUU TUCUMUIIIMHBI,
U BU/0B YU4eOHOM 1esiTeJIbHOCTH

CooTBeTcTBUE KOMIIETEHIIUM, (POPMUPYEMBIX MPU U3YUYECHHH TUCHHUIUIUHBI, U BUIOB yueOHOM
NEATEILHOCTH MPEICTAaBICHO B TabHUIIe 5.7.
Tabnuna 5.7 — CooTBETCTBUE KOMIETSHIIHH, (OPMUPYEMBIX IPU U3YUYEHUHU AUCLUUILINHBI, U BUIOB

3aHATHI
Bupl yaeOHOI 1esITeIBHOCTH
dopmupyembie
Jlek. JIa0. Cam. DopMBI KOHTPOJIS
KOMIIETEHIINH
3aH. pao. pao.
OIIK-1 + + + JlaboparopHas pabota, OT4er 1o
naboparopHoii padore, TectupoBanue, JK3aMeH
OIIK-5 + + + JlabopaTtopHnas pabota, OTueT 1o
nabopartopHoi padore, TectupoBanue, JxK3amMeH

6. PeiiTunroBasi cucreMa /1Jisl OLlEeHKH yCIIeBAeMOCTH 00y4aromuxcst
6.1. banabHble oneHKH 11t GOPM KOHTPOJISA

bannbHble otieHkH U1t POpPM KOHTPOJIS IPEICTaBICHbI B Ta0muiie 6.1.
Tab6muna 6.1 — bamnbHbIE OLIEHKH

. . |MakcumanpHbIif 6ann
MakcumanbHbIi MakcumanbHbIi
3a mepuoj Mexxay | Bceero 3a
DopMBbI KOHTPOJISI 6amt Ha 1-yro KT ¢ OaJut 3a rmepuos
2KT u Ha xoHEI CEeMECTp
Hauana cemectpa | Mexay 1KT u 2KT
cemecTpa
1 cemecTp
JlaboparopHnas paboTa 15 15 15 45
TectupoBanue 0 0 10 10
Otuer no nabopatopHOH 5 5 5 15
pabote
OK3aMeH 30
Hrtoro makcumym 3a 20 20 30 100
nepuo
Hapacraromum ntorom 20 40 70 100

6.2. Ilepecuer 0a/1710B B OLICHKH 32 TEKYIIH KOHTPOJIb

[TepecueT 6a/UIOB B OIIEHKH 32 TEKYITUH KOHTPOJb MPEJCTABICH B TabmuIE 6.2.
Tabmura 6.2 — Ilepecuer 6AJIIOB B OIICHKH 32 TEKYIIUH KOHTPOIIb

bannel Ha ATy TEKyIIero KOHTPOIS Orenka

>90% oT MakcuMalIbHOI cyMMBbI OaioB Ha gaty TK 5

Ot 70% no 89% ot makcuMabHOM cyMMBI O6aiioB Ha naty TK

Ot 60% 10 69% OoT MakcuManbHOI cymMbl OamioB Ha naty TK

N |W |

< 60% oT MakcuManbHOI cymMMbl OaioB Ha naty TK

6.3. IlepecueTr cyMMbI 02/1710B B TPAAUIIHOHHYIO M MEKAYHAPOAHYIO OLIEHKY

[lepecuer cymMMBI 0a/UIOB B TPAIUIIMOHHYIO M MEXIYHAPOJAHYIO OLIEHKY MPEACTABIICH B TAOIHUIIE
6.3.
Tabmuma 6.3 — Ilepecdet cymMMbl 6ATIJIOB B TPAIUIIUOHHYIO U MEXIYHAPOIHYIO OLIEHKY
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Hrorosas cymma 6asios,
Onenka YUMTBIBAET YCIEUIHO CIAHHBIN Onenka (ECTS)

9K3aMeH

5 (oTnM4HO) (3aUTEHO) 90— 100 A (oTIM4HO)

4 (xopor10) (3a4TEHO) 85 -89 B (ouens xopor1o)
75 -84 C (xoporo)
70 — 74 D (y1oBIETBOPHUTEIHHO)

3 (YIOBJIIETBOPHUTEIHHO) (3a4TEHO) 65— 69
60 — 64 E (nmocpencTBenHo)
2 (HeyJI0BJIETBOPUTEIHHO) (HE 3aUTEHO) Hwxe 60 6ammoB F (HeynoBieTBOpUTENHHO)

7. YueOHO-MeTOANYeCcKOe 1 MH(OPMAIIHOHHOE o0ecneyeHue TUCIUTIIHHbI
7.1. OcHOoBHas IMTEpaTypa

1. Mapmakos, /[. B. IIporpamMHo-annapaTHble CpeACTBa 3aUIUThl HHPOPMALHH @ ydeOHOE
nocobue / JI. B. Mapmakos, /. B. ®arxu. — Pocrtos-Ha-Jlony : Jouckoit I'TY, 2021. — 228 c.
[DnexTpoHHBIH pecypc]: — Pesxxum goctyna: https://e.lanbook.com/book/237770.

7.2. JlonotHUTEIbHAS JJUTEpaTypa

1. Jessaun, I1. H. Moaenu 6€30nacHOCTA KOMITBIOTEPHBIX CUCTEM. YTIPABJICHUE JOCTYIIOM H
WHGOPMAIIMOHHBIMU MMOTOKaMH : yuebHoe mocooue / I1. H. JleBssHuH. — 2-€ W31., HCHpP. U JOM. —
Mocksa : I'opsiuas nunusi-Tenexkom, 2017. — 338 c. [DnekTpoHHBIN pecypc]: — Pexum mocryna:
https://e.lanbook.com/book/111049.

7.3. YueOHO-MeTOANYECKHE TT0COOUS
7.3.1. O6s3aTes1bHbIE YUeOHO-METOANYECKHE MOCOOUs

1. JIaGopaTOpHBI MPAKTUKYM 110 AUCHUILTHHE “YTIpaBIeHUE CPEACTBAMH 3aUThl HHpopmarmn” /
Paxmanenko MU.A. - 2021. - 103 c. [DnexkTpoHHBIH pecypc]: — Pexum poctymna:
https://disk.fb.tusur.ru/information_security _management/laboratory work.pdf.

2. Meroandeckue yKa3aHHs K CaMOCTOSTEIbHOM W WHIWBHAYaJbHON padoTe Mo JUCHUIIIINHE
"Vupasienue cpencramu 3amuthl nHpopmanun" / Paxmanenko M.A. - 2021. - 6 c. [DneKTpOHHBIN
pecypc]: — Pexuwm pocTtymna:
https://disk.fb.tusur.ru/information_security _management/independent_work.pdf.

7.3.2. YueOHO-MeTOAUYECKHE ITOCOOUS AJI51 JIMIX
C OrPAaHUYEHHBIMH BO3MOKHOCTSIMM 310POBbSI 1 HHBAJIU/I0B

Y4ebHO-MeToAnUeCKIEe MaTepUabl s CAMOCTOSTEILHON U ayJUTOPHOI paboThl 00yYaromuxcs
W3 YHUCJIA JIUI] C OTPAaHUYCHHBIMH BO3MOXXHOCTSIMH 3JJ0POBbSI M HHBAJIUOB MPEIOCTABISIOTCS B (hopMax,
a/IalITUPOBAHHBIX K OTPAaHUYCHUSIM UX 3I0POBbS U BOCTIPUITHS HHPOPMALIUH.

Jst i ¢ HapylIeHUsIMU 3peHus:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B I1€YaTHOW (hOpME YBEIUICHHBIM IPUPTOM.

Jst i ¢ HAapyIIeHHsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeYaTHOM (opme.

J1st i1 ¢ HAPYIIEHHSIMU OTIOPHO-IBUTATEILHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeyaTHOU (opme.

7.4. CoBpeMeHHbIe TPpo(deccuoHATIbHBbIE 0a3bI JAHHBIX
1 UH(OpPMAIHOHHBIE CTIPABOYHbIE CHCTEMbI

1. Tlpu u3yyeHUHn NUCUUILIMHBI PEKOMEHAYETCS 00palaTbCsd K COBPEMEHHBIM 0a3aM JaHHBIX,
MHPOPMAIIMOHHO-CIIPABOYHBIM M MOUCKOBBIM cHcTeMaM, K KOTopeiM Y TYCVYPa oTkpbIT gocTy:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.
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2. 'ocymapcTBeHHBIM peecTp CcepTUGUIMPOBAHHBIX CPEACTB 3alUThl HHpOpMamuu:
https://reestr.fstec.ru/reg3.

8. MatepunajbHO-TeXHHYeCKOe H POrpaMMHOe ofecrieyeHne TUCHUIIHHBI
8.1. MaTepuabHO-TeXHHYECKOe H IPOrpaMMHoe o0ecredeHue sl JTeKINOHHBIX 3aHATHI

Jlnst mpoBeeHus 3aHATUN JEKIIMOHHOTO TUIA, TPYIIOBBIX U MHAUBUIYaIbHBIX KOHCYJbTAIUA,
TEKYLIEro KOHTPOJIS U MPOMEXYTOUHON aTTECTAllMU UCIIONb3YeTCsl yueOHask ayAUTOPHUS € JOCTaTOYHBIM
KOJIMYECTBOM TIOCAI0YHBIX MECT IS y9eOHOH TPYIBI, 000pYyI0BaHHAS JOCKOH M CTAaHIAPTHOW y4eOHOM
MeOenbto. MimeroTest MynbTUMeInitHOe 000pyI0BaHKE U YUEeOHO-HATJISAHBIE TTOCOOUS, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH 110 JIEKIIMOHHBIM pa3ziesiaM AUCLUILINHBL.

8.2. MaTepuaibHO-TeXHHYECKOE U POrpaMMHOe o0ecreyeHue 1Jisl JIa0OpaTOPHBIX padoT

Jlabopatopus mporpaMMHo-aInapaTHbIX CpeAcTB oOecriedyeHus: UHPOPMAITMOHHON 0€30MaCHOCTH:
ydyeOHasi ayAuTOpHs AJs NPOBEACHUS 3aHATUN MPAKTUUYECKOTO THIA, yueOHAas ayauTopus Iis
MIpoOBeIeHUs 3aHATHi TabopaTopHoro Tumna; 634045, Tomckas obnacts, r. ToMck, yi. KpacHoapmeiickas,
a. 146, 405 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- UnTepaktuBHas nocka IQBoard DVT TN100;

- [Ipoektop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yeunmurens Roxton AA-60M;

- [ToTonounskrit rpomMkoroBoputesb Roxton PA-20T;

- AnmapatHble cpeficTBa ayTeHTH(HKauu nois3osatens "eToken Pro";

- [IporpammHo-anmnapaTHelii Komruieke 3amuThl nHpopmaruu: [TAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW1000 4 .x;

- YcTpoicTBa YTEHHUSI CMapT-KapT U paMOMETOK: aJanTep KOMIbIOTEPHBIN JJIs CUUTBHIBAHUS U
nepenaun B [IK cepuitHpix HOMepoB O€CKOHTAKTHBIX HaeHTU(uKaTopoB IronLogic Z-2 USB;

- MarautHo-mMapkepHas J0CKa;

- Kommnekr cnenuanu3upoBaHHoi yueOHON Mebeny;

- PaGouee mecTo mpemnogaBaTens.

[IporpamMmMHOe obecrieueHue:

- Kaspersky endpoint security;

- Microsoft Windows 10;

- VirtualBox;

- AnnapaTHO-TIpOrpaMMHBIE CpPEJICTBA YIPAaBJIEHHUS IOCTYNOM K JaHHBIM, MHU(POBAHUS:
DallasLock;

Ayautopusi MOJEIUPOBAHUS, MPOCKTUPOBAHUS W OSKCILUTyaTallud HUH(POPMAIMOHHBIX U
AQHAJTUTUYECKUX CHCTEeM: yueOHasl ayAUTOpHUs AJs IPOBENCHUsS 3aHATUN MPAKTUUYECKOTO THIa, yueOHas
ayAUTOpUs JJIsl IPOBEIeHUs 3aHATUI JabopaTtopHoro tuna; 634045, Tomckas obnacte, T. ToMmck, yiI.
Kpacnoapwmeiickas, n. 146, 407 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- UnTepaktuBHas nocka TraceBoard TS-408L;

- [IpoexTop ViewSonic PJD5154 DLP;

- Kommnekr cnenuanuzupoBaHHoi yueOHON Mebeny;

- PaGouee mecTo npernogaBaTes.

[IporpamMmmHOe obecrieueHue:

- Kaspersky endpoint security;

- KasperskySecurityCenter;

- Microsoft Windows 10;

- VirtualBox;

8.3. MarepuajibHO-TeXHHYECKOE M IPOrPaMMHoOe o0ecredeHue sl CaMOCTOSITeIbHON padoThl

Jlnst caMocTosATeNbHONW pabOThl UCIOJIB3YIOTCS YyueOHbIE ayAUTOPUH (KOMIIBIOTEPHBIE KJIACCHI),
PacIoIOKEHHBIE 110 aipecaM:
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- 634050, Tomckast o6macts, r. Tomck, Jlennna npocnexr, 1. 40, 233 ayn.;

- 634045, Tomckas ob6macts, . ToMck, yi. KpacHoapmeiickas, 1. 146, 209 ayn.;

- 634034, Tomckas o6nacts, r. Tomck, Bepmunauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacts, r. Tomck, Bepmuauna ynuna, a. 74, 207 aya.

Ornrcanne UMEIOIIETOCs 000PYT0BAHMUS:

- yueOHast MeOeb;

- KOMIIBIOTEPHI;

- KOMIBIOTEPHI MOAKIIOUYEHBI K ceTH «VHTepHET» M 00ecneunBaIOT JOCTYI B AJICKTPOHHYIO
nH(popManmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[Tepeyens mporpaMMHOTO 00ECIICUEHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mns Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepuaJIbHO-TeXHHYECKOE 00ecrevyeHne TUCIMTILTAHBI IS JTUI] C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIM/IOB

OcBoeHue AMCHUIUIMHBI JINIAMH ¢ OTPAHUYCHHBIMH BO3MOKHOCTSIMHU 3/10POBbSI M MHBAJIHIAMHU
OCYILIECTBIISICTCS C UCTIOJIb30BAaHUEM CPEJCTB 0OYUEHUS OOILEro 1 CHeHMaIbHOI0 Ha3HAYCHHUS.

[Ipu 3aHATHSAX ¢ 00YYAIOIIMMUCS C HAPYWIEHHSAMH CJYyXa MPEeIyCMOTPEHO HCIIOJIb30BAHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUUHBIX CPEACTB M JPYTUX TEXHUUYECKHX CPEICTB
npuema/nepenaun yueoHoi HHGOpMaluu B TOCTYIHBIX (opMax, MOOUIBHOM CUCTEMBI IPEToAaBaHus
U1 00y4aloUUXCcs C MHBAJIUAHOCTHIO, MOPTAaTUBHON MHAYKIIMOHHOW CHCTEMbI. YueOHast ayaAuTopHs, B
KOTOPO# 3aHUMAIOTCA 00ydYaromuecs ¢ HapylUIeHHeM cliyXa, 000pyJA0BaHa KOMIIBIOTEPHON TEXHUKOMH,
ayIMOTEXHUKOHU, BUJCOTEXHUKOU, SJICKTPOHHOU TOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHAX ¢ O0YYAIOIIMMHUCS C HAPYIIEHUSIMH 3PeHHs MPETyCMOTPEHO HCIOJIb30BaHHE B
JEKIMOHHBIX U YYEOHBIX ayJUTOPUSIX BO3MOXKHOCTH MPOCMOTPA YJaJE€HHBIX 00OBEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM cllaii]a Ha KpaHe) MPH MOMOIIM BUACOYBEIUUYUTEIEH I KOM(POPTHOTO
IPOCMOTDA.

[Ipu 3aHATHAX ¢ OOy4YarOUIMMHUCS C HAPYUWIEHHUSIMM ONOPHO-IBUIaTeJbHOI0 ammaparta
UCIIOJIB3YIOTCS aJbTEPHATUBHBIE YCTPOMCTBA BBOAA MH(MOPMALMU U APYrHe TEXHUYECKHE CPEICTBa
npuema/nepenayn yueOHoil nHGoOpMaIu B JOCTYIHBIX (opMax, MOOMIBHON CUCTEMbI 00y4YeHUS IS
JIIOJeY ¢ MHBAJUIHOCTBIO.

9. OneHovnblie MaTepHuaJbl U METOAUIECCKUE PEKOMCHAALIMMA 110 OPraHU3aAllMU U3YICHUSA
JAUCHHUIIIMHBI

9.1. Conep:xaHue OLEHOYHBIX MATEPHUAJIOB IJI TEKYLIEr0 KOHTPOJISI
U MPOMEKYTOYHOI aTTecTaluu

Jlnst oueHKu cTeneHu chOPMUPOBAHHOCTH M YPOBHSI OCBOCHHS 3aKPETUICHHBIX 32 AUCIUIIIUHOMN
KOMITETEHITNI UCIIONB3YIOTCS OIICHOYHBIE MaTepualbl, MpeCcTaBlIeHHbIe B Tabnue 9.1.
Tabmuia 9.1 — ®opMbI KOHTPOJISL U OLIEHOUHBIE MaTEPHAIIBI

Haspaumi pasaeinos (tem) PopwmHpyemie ®opmebl koHTpOJs | OnieHounbie MaTepuansl (OM)
JUCLIATUIMHBI KOMIIETEHIIUH
1 LleHTpanu3zoBaHHOE OIIK-1, OIIK-5 |JIaGopaTopHas Tembl m1abopaToOpHBIX paboT
yIpaBJIeHUE CPEACTBAMHU pabota
3aIUThl HHQOPMALHH OT TecTtupoBanue [IpumepHBIil nepeyeHb
HECAHKIIMOHUPOBAHHOTO TECTOBBIX 3a1aHMI
JI0CTyTa B JIOKAILHOH CeTH DK3aMeH [TepeueHpb YK3aMEHAIMOHHBIX
BOIIPOCOB
Otuer 1o Tembl m1abopaToOpHBIX paboOT
nabopaTopHOi
pabote
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2 llenTpanuzoBaHHas OIIK-1, OIIK-5 |JlaGoparopHas Tewmbl 1abopaTopHBIX PabOT
MHBEHTapU3alus pecypcoB pabora
JIOKAJIBHOH CeTH. Y Man¢HHbIN TecTupopanue [TpuMepHSIil TepedeHs
KOHTPOJIb pa6OTOCHOCO6HOCTI/I TECTOBBIX 3aJaHUN
CPE/ICTB 3aLUTHI HHPOPMALIHH DK3aMeH I[lepeyeHn dK3aMEHAMOHHbIX
Ha paboYMX CTAHIIMIX BOTPOCOB
Ortuer no Tewmbl 1abopaTopHBIX PabOT
nabopaTopHOi
pabote
3 LentpanuzoBannas 3anuTa ot |OIIK-1, OIIK-5 [JlaGopaTopHas Tembl 1abopaTopHBIX pabOT
BHPYCOB B JIOKQJIBHOU CETH pabora
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
DK3aMeH [Tepeuens sK3amMeHaIIMOHHBIX
BOITPOCOB
OrtueT no Tembl 1abopaTopHBIX paboT
nabopaTopHOH
pabote
4 lleHTpaIn30BaHHBIN yUYeT U OIIK-1, OIIK-5 |JlabopaTopHas Tembl 1a00paTOPHBIX padoOT
yIpaBlIeHUE CPeCTBAMHU pabota
NEPCOHANLHOM HICHTU(DHKALMH TecTtupoBanue [IpumepHBIil nepeueHb
¥ ayTeHTU(UKAMH TECTOBLIX 3aJaHuN
DK3aMeH [Tepeuyens sK3aMeHAITMOHHBIX
BOITPOCOB
Ortuer no Tembl 1a00paTOPHBIX padOT
nabopatopHoOit
pabote
5 AHanu3 HOPMATUBHBIX OIIK-1, OIIK-5 |TectupoBaHue [IpumMepHbIil TEpeYeHb
TpeOOBaHMI1 IO YIIPABICHHUIO TECTOBBIX 3aJaHUI
CpEACTBAMH 3aINThI DK3aMeH [Iepeuens 3K3aMEHAMOHHBIX
uH(bOpMaIU BOIIPOCOB

lxana oneHku cHPOPMUPOBAHHOCTU OTAEIbHBIX MIAHUPYEMBIX PE3YyJbTATOB OOyUYEHHS IO
JTUCIUIIINHE TpUBeAcHa B Tabmuie 9.2.
Tabnuma 9.2 — Illkamna oneHku cHopMUPOBAHHOCTHU IUIAHUPYEMBIX PE3YJbTATOB OOyUYEHHUS IO

JAUCLUILIINHE
®opmynupoBka TpeOOBaHUH K cTeneHn C(HOPMUPOBAHHOCTH
Ouenka bamner 3a OM MJIAHUPYEMBIX Pe3yJIbTaTOB 00ydeHUs
3HATh yMETh BJIQ/IETh
2 <60% ot OTCYTCTBME 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HeyIOBJIETBOPUTEIBHO) | MAKCUMAJIBHOH | MIIM ()parMeHTapHbIe YMEHUH UITU HABBIKOB WJIN
CYMMBI 0aJI0B 3HAHUSA YaCTUYHO ¢bparmeHTapHble
OCBOEHHOE pUMEHEHNE
yMEHHUe HaBBIKOB
3 ot 60% no o01mue, HO He B LI€JIOM YCIICIITHO, B 1IEJIOM
(YIOBJIETBOPUTEIIHLHO) 69% ot CTPYKTYpPUPOBaHHBIC HO HE YCIEITHOE, HO HE
MaKCUMAaJIbHOU 3HAHUS CHUCTEMAaTHUYECKH | CHCTEMAaTUYECKOE
CYMMBI 0aJIIOB OCYIIECTBIISIEMOE pUMEHEHNE
yMEHHUE HaBBIKOB

CornacoBaHa Ha noptane Ne 74367 13



4 (xoporo) ot 70% no c(hOpMHUPOBAHHEIE, B LIEJIOM B LIEJIOM
89% ot HO coJiepKaliue yCIIEITHOE, HO yCIENIHOE, HO
MaKCHMaJIbHOM OTJICITbHBIC coJieprKaIniue COJIepIKaIIue
CYMMBI Oa1oB HpO6JI€MI>I 3HAaHUA OTACJIIbHBIC OTACJIBHBIC
poOesbl yMEHUe poOebI
[IPUMEHECHUE
HaBBIKOB
5 (OTJIMYHO) >90% ot chopmupoBaHHble | CHOPMHUPOBAHHOE YCHENTHOE U
MaKCUMAaJIbHOW | CHCTEMaTHYECKHUE yYMEHHUE CUCTEMaTHUYECKOE
CYMMBI 0aJUTOB 3HAHUS pUMEHEHUE
HaBBIKOB

[Ikana KOMIUIEKCHOW OLIEHKH CPOPMHUPOBAHHOCTH KOMIIETECHIMI MprBeieHa B Tabmuie 9.3.

Tabmuma 9.3 — [llkana KOMITICKCHOM OIICHKH C(OPMUPOBAHHOCTH KOMITCTESHITHI

Ornenka

dopmynupoBKa TpeOOBAHUH K CTETICHH KOMIIETEHITHH

2
(HEeyAOBIIETBOPUTEINIHHO)

He nMeet He0OXOAMMBIX MIPEACTABICHHI O TPOBEPSIEMOM MaTepuase

nJIn

3HaTh HA YPOBHE OPUEHTHPOBAHMS, ITpeicTaBleHUi. O0yJaronuiics 3HaeT
OCHOBHBIC HpI/I3HaKI/I 1501051 TepMI/IHI)I I/ISY‘IaCMOFO DJICMCHTA coz[epmaHI/m, nux
OTHECEHHOCTH K ONPEJICIICHHON HayKe, OTPAC/Id WIH 00bEKTaM, y3HACT B
TEKCTax, I/I306pa)KCHI/I$[X MM CXe€Max " 3HAa€T, K KaKUM HCTOYHHUKaM HY)KHO
oOparatecs it 00Jiee IeTaaIbHOTO €r0 YCBOCHHUS.

(YIOBJIETBOPHUTEIHHO)

3 3HaTh U YMETh Ha PeNPOAYKTHBHOM ypoBHE. OOyJaronuxcs 3HaeT
W3YUYEHHBIN 3JIEMEHT COACP)KaHUS PEMPOTyKTUBHO: MPOU3BOJIBLHO
BOCITPOM3BOUT CBOM 3HAHUS YCTHO, MUCHbMEHHO UJTH B JIEMOHCTPUPYEMBIX
IECUCTBUAX.

4 (xopo1o) 3HaTh, yMETh, BIA/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENnpoayKTUBHOM YPOBHE, YKa3bIBaTh HA 0COOEHHOCTH U B3aUMOCBS3H
U3yYEHHBIX 00BEKTOB, HA UX JJOCTOUHCTBA, OTPAHUYEHUS, UCTOPHIO U

MCPCICKTUBLI Pa3BUTUA U 0COOEHHOCTH AJId pa3HbIX 00BEKTOB YCBOCHUA.

3HaTh, yMETh, BJI/ICTh HA CHCTEMHOM ypoBHE. OOy4JaroIuiics 3HaeT
W3YUYEHHBIHN 2JIEMEHT COACPKAHUS CUCTEMHO, TPOU3BOJIBHO U JIOKA3aTEIIbHO
BOCITPOM3BOUT CBOU 3HAHUS YCTHO, MUCHbMEHHO UJTU B JIEMOHCTPUPYEMBIX
NEUCTBUSIX, YUUTHIBASI U YKA3bIBasl CBS3U U 3aBUCUMOCTH MEX]Y dTHM
AJIEMEHTOM M JIPYTUMHU dJIEMEHTAMU COACPIKAHUS TUCIUTIITUHBI, €T0
3HAYUMOCTD B COJICP>KaHUU TUCIUTIITUHBI.

5 (oTIM4HO)

9.1.1. IIpuMepHBIii IepedeHb TeCTOBBIX 3aIaHUI

1. Kaxkoii u3 MeTo10B KOHTpOJIs 1eiaocTHOCTH ¢aitsioB orcyTcTByeT B C3U oT HCJI Secret Net

Studio?

a)  KonTpoas comepxumoro

b)  Kontpoas atpubyToB

c) KoHTposib CAaHKIIMOHMPOBAHHBIX U3MEHEHUI

d) Kontpomas cymecTBoBaHUS

. Jnst gero mpenHa3zHayeHa mporpaMma ornepaTuBHoro ynpasienus Secret Net Studio?
a)  Jlms 3amuThl KoHGUAESHIIUATEHON HHGOPMAITIT

b) g upentudukanuu u ayTeHTH(UKAIMY MTOJb30BaTenei 10 3arpy3ku OC

¢)  Jyig ueHTpaau30BaHHOTO YIPAaBJIEHUS 3alIUIIAEMbIMH KOMIIbIOTEpAMU

d)  Jlns xoHTpOJIs BEIBOAA KOH(GUIESHIINATHLHON HHGOpMAITIH

. Kakue tunoseie 3anaun anmuHucTpaTopa 6ezomacHoctu Secret Net Studio HE otHocsTes
HaCTPOMKE NMapaMeTPOB CUCTEMBI 3AIUTHI?

a)  PenmaktupoBaHue CTPyKTypbl ONEPATUBHOIO YIIPaBICHUS

b)  Hactpoiika mapameTpoB cOOpa JOKAIbHBIX )KYPHAJIOB
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c¢)  KourponupoBaHue coOCTOSHUS 3aIUIIEHHOCTH CUCTEMBI
d) Hactpoiika mapaMeTpoB CETEBBIX COSTUHEHUI

4. Kakwue TumnoBsie 3amaun aaMuHucTpaTtopa 6e3onacHoctu Secret Net Studio HE otHOCcsTCS K
MOHUTOPHUHTY U YIPABIECHUIO CUCTEMOM 3alUTHI?
a) KoHnTponupoBanue 1 onoBelieHne o MpoOU30IIEAIINX COOBITUSIX HECAHKIIMOHUPOBAHHOTO
JocTyna
b)  KoHTponupoBaHHe TEKYLIETO COCTOSIHUS 3aIIUIIAEMbIX KOMITBIOTEPOB
c) HacTtpoiika mo4ToBO# pacChUIKM YBEIOMJICHHI O TpEeBOrax
d) BrimonHenue neHCTBUH C 3aIIMIAEMBIMH KOMIIBIOTEPAMHU [IPH BO3SHUKHOBEHUU YTPO3 [T
0€30MacCHOCTH CUCTEMBI

5. Jns gero HeoOX01MMO KBUTHUPOBaHHUE TpeBor B cucteMe Secret Net Studio?
a) Jnst ycTpaHeHus OCJIeACTBUA TPEBOTH
b) [l mpenoTBpamieHus TPEBOT B OyayIiemM
¢) s duxcanuu peakuuu aIMUHACTPATOpa O€30MaCHOCTH Ha TPEBOTY
d) Jns ynaneHus TpeBOTH U3 )KYPHAJIOB ayuTa

6. Kaxkoil u3 MexaHU3MOB YJaJICHHOTO YIpPaBJICHHs 3alIMIAEMbIM KOMIIBIOTEPOM HE peain30BaH B
Kaspersky Security Center?
a) VY aneHHas ycTaHOBKa MPUJIOKEHUN
b)  VmanmenHas mepesarpy3ka 3aliiiaeMoro KOMIbTepa
¢)  YnaaneHHBI KOHTPOJIb LIETOCTHOCTH HH(OPMALIUK OTPAaHHUYEHHOTO TOCTyIa
d) VYnmanennoe ynpaBieHHE HACTPOMKAMU aHTUBHpYCa

7. Kakue BO3MOXHOCTH YyIpaBJeHHsA amnmnapaTHeiMH uacHTHGukaTtopamu e¢Token HE
npenocrapiset Safenet Authentication Manager?
a) Oo6noBnenue coaepxxkumoro eToken
b)  OO6cnyxuBaHue 3aPOCOB Ha Pa30IOKUpoBKY eToken
c)  H3neuenue kmoueid mumdpoBanus u3 mamsatu eToken
d) CamocrostenbHas peructpanus e Token mons3oBarenem Ha otaensHoM WEB-caiite

8. Kako#t u3 BapuantoB orBeTta HE OTHOCUTCS K BO3MOXKHOCTSIM LIEHTPAJIW30BAHHOIO ayauTa
COOBITHH, CBA3AHHBIX C MHPOPMAITMOHHONW OE30MaCHOCTHIO B JIOKAJIBHOW CETH OpraHU3aIluu C
MTOMOIIIBIO TIPOTPAMMBI ONIEpaTUBHOTO ynpaBieHus Secret Net Studio?
a)  KourtponupoBaHue cOCTOSHHUS 3aIUIIEHHOCTH CUCTEMBI
b) Omnpenenenue oOCTOSITENBCTB, KOTOPHIE NMPUBEIN K M3MEHEHHIO COCTOSHHSA
3anuineHHocTH cuctembl nin K HCJL
¢)  Hactpoiika KoHGUTYpaIlMOHHBIX MTAPAMETPOB CEPBEPOB OE30MACHOCTH M ar€HTOB
d) BelgBieHHE NPUYKUH MPOU3OIIECIIINX U3MEHEHUN COCTOSIHUS 3aIUIEHHOCTH CUCTEMBbI

9. Kakoii u3 BapuaHToB oTBeTOB HE wuncnons3yeTrcs s onepaTUBHOrO H3BEIICHUSA
aJIMUHHCTpaTopa 0€30MacHOCTH O TPEBOTraxX B MPOTpaMMe ONEpPaTUBHOIrO yIpaBlieHUs Secret
Net Studio?
a) BusyanbHoe oToOpa)keHHe TPEBOTU Ha AUAarpaMMe yIpaBICHUS
b)  IluceMo Ha PJIEKTPOHHYIO MOYTY aAMUHUCTPATOPY 0€30MacCHOCTH
c)  VYBemomuieHue Ha TenedoH aAMUHUCTpaTopa O6e3omacHocTH 1Mo SMS
d)  3BykoBOe yBeJOMJIEHHE B MPOTPaMME ONEPATHUBHOTO YIPABICHUS IPH BOSHUKHOBEHUU
TpPEBOTH

10. KakuM mepam 3amuTthl MHQOPMAIMKU B TOCYIapCTBEHHBIX MH(POPMAIIMOHHBIX CHUCTEMaXx
MO3BOJISIET yIOBJIETBOPUTH MEXAHU3M 3aMKHYTOM mporpaMMmHoi cpeapl Secret Net Studio?
a) BrisBnenue, aHanu3 ysa3BUMOCTEH MHPOPMANMOHHON CUCTEMBI M OTIEPAaTUBHOE
yYCTpaHEHUE BHOBb BBISIBIICHHBIX YS3BUMOCTEH
b) brokupoBanue ceanca moctyna B ”HGOPMAIMOHHYIO CHCTEMY IOCJE YCTAHOBJICHHOTO
BpeMeHHU 0e3/1eicTBUS (HEAaKTUBHOCTH) TIOJIB30BATEIS HIIH T10 €T0 3aIpocy
c) VYnpapnenue 3amyckoM (0OpameHus Mi) KOMIIOHEHTOB ITPOTPaMMHOTO 0OecTieueHusl, B
TOM 4YHCJIE€ OMNpEeJeIeHHE 3allyCKaeMblX KOMIOHEHTOB, HACTpPOWKa MapaMeTpoB 3amycka
KOMITIOHEHTOB, KOHTPOJb 32 3allyCKOM KOMIIOHEHTOB MPOTPaMMHOI0 0OecredyeHus
d) 3amuTa apXUBHBIX (alsioB, MapaMeTPOB HACTPOUKHU CPEJCTB 3aIMUTH UHGOPMAIIUU U
NpPOrpaMMHOI0 O00ecCreueHUs W MHBIX JaHHBIX, HE MOAJIeKAUMX U3MEHEHUIO B Mpolecce
00paboTku nHOpMaIUn
11. Kakyro noxacucremy B cucteme Secret Net Studio cieayet ucmonas30BaTh A peaanu3aiii MEPhI

3alUThl MHPOpPMaUHMU B TOCYyIapCTBEHHBIX HH(popManuoHHBIX cucteMmax «KoHTpoib
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12.

13.

14.

15.

16.

17.

18.

HCIIOJIb30BaHUs MHTepdelcoB BBOoAa (BbIBOAA) MHGOpMAIUM HAa MAIIMHHBIE HOCHUTEIIH
uHopmanumn»?

a) Mopyns Bxona

b) Tlomcucrema KOHTPOIIS IEIOCTHOCTH

c) [Toncucrema pasrpaHuydeHHs OCTYIA K yCTPOMCTBAM

d) 3amkHyTas mporpaMmHas cpena

Kakyro u3 Mep 3amuthl HHGOpPMalMU B FOCYyAapCTBEHHBIX MHPOPMAIMOHHBIX CUCTEMaX HE
no3BossieT peamzoBaTh C3U ot HC/ Secret Net Studio?

a) Peanu3zanmst He0OXOIUMBIX METOIOB (TMCKPEIIMOHHBIN, MaHIaTHBINA, POJICBON MW UHOU
METO[1), TUIIOB (YTEHHE, 3aMHCh, BBIMOIHEHUE WM UHOM TUIT) M MPaBUJI pa3rpaHuyeHHs 10CTyna
b) VYrpasnenue 3anmyckoM (0OpamieHus M) KOMIIOHEHTOB MTPOTPAMMHOTO 00eCTieYeHusI, B
TOM 4YHCJIE ONpeeseHHE 3allyCKaeMblX KOMIOHEHTOB, HACTpPOWKa MapaMeTpoB 3amycka
KOMITIOHEHTOB, KOHTPOJb 32 3allyCKOM KOMIIOHEHTOB MPOTPaMMHOI0 0O0ecredyeHus

c) 3amuTa nHpopManu, oopadaTeiBaeMON TEXHUUYECKUMHU CPEACTBAMHU, OT €€ yTEUKH I10
TEXHUYECKUM KaHajlaM

d) VYmnpaBneHue 1OCTYIIOM K MAIIMHHBIM HOCUTENSIM HHGOPMAITIH

Kaxkyto nmoacucremy B cucteme Secret Net Studio ciemyer uCmonb30BaTh IS peain3alii MEphl
3alIUTHl MH(pOpMaALMU B TOCYIapCTBEHHBIX HMH(POPMALMOHHBIX cucTeMax «MOHUTOPHUHT
(TpocMOTp, aHANIN3) PE3yJIbTATOB PETHCTPAIUM COOBITHI OE30MAaCHOCTH M pearupoBaHUE HA
HUX»?

a)  Ilomcucrema KOHTPOJIS LETOCTHOCTH

b) Tlomcucrema pasrpaHudeHus JOCTyIa K YCTPOUCTBaM

c¢) Iloacucrema onepaTUBHOIO ynpaBieHUS

d) 3amkHyTas mporpaMmHas cpena

Kakoe u3 mporpaMMHBIX CpeICTB MO3BOJISIET pealu30BaTh CIECAYIOUIYI0O MEpPY 3allUThI
uHpOopMalUu B TOCYIapCTBEHHBIX HHPOPMAIMOHHBIX cHUCTeMax: «YIpaBieHUE
uAeHTU(PUKATOPaMH, B TOM YUCIIE CO3JaHKe, TPUCBOCHUE, YHUUTOKEHUE UIACHTU(PUKATOPOB»?
a) Kon bezonacnoctu: MHBeHTapu3anus

b)  Secret Net Studio

c) SafeNet Authentication Manager

d) Kaspersky Security Center

s yero nmpeHa3HauYeH MEXaHMU3M KOHTPOJIS MOAKIIOUYEHUS U U3MEeHEHUs ycTpoicTB B C3U ot
HCJ] Secret Net Studio?

a)  Jlnd ciexeHus 32 HEU3MEHHOCTBIO COAEPKUMOTO PECYPCOB KOMITbIOTEpA

b)  Jlnsa orpannuenus ucronb3zoBanus [10 Ha kommblOTEpE

c) Jlnst oOHapyXeHHsI U pearupoBaHUs HAa U3MEHEHHS amnmapaTHOW KOHPUTypamuu
KOMIIBIOTEpa

d)  Jlns ueHTpaau30BaHHOIO yHpPaBIEHUS 3aIIMIIAEMbIMU KOMIIBIOTEPAMU

Hns wero mpennasznaueH mexanu3M koHTpous nenoctHocty (KII) B C3U or HCJI Secret Net
Studio?

a) Jns orpanndenus ucnosibzoBanus [10 Ha koMIbrOTEpE

b) Jnst oOHapyXKeHUsI U pearupoBaHUs Ha U3MEHEHHUS ammapaTHONW KOHPUTYpaluu
KOMIIBIOTEpa

¢)  Jyig ueHTpaau30BaHHOTO YIPAaBJIEHUS 3alIUIAEMbIMH KOMIIbIOTEpaAMU

d) Jlns cnexxeHus 3a HEU3MEHHOCTBIO COIEPKUMOI0 PECYPCOB KOMITbIOTEPA

s yero nmpegHa3HaueH MeXaHU3M 3aMKHYToM porpammuoi cpeanl B C3U ot HCJ] Secret Net
Studio?

a) Jlnst oOHapy»XeHHsI U pearupoBaHUsA HAa U3MEHEHHS amnmapaTHOW KOHpUTypamuu
KOMIIBIOTEpA

b) i ueHTpaaIu30BaHHOTO YIPaBIEHUS 3alIUIAEMbIMU KOMIIbIOTEPAMU

c)  Jlnd ciexxeHus 3a HEU3MEHHOCTBIO COAEPKUMOTO PECYPCOB KOMITbIOTEpA

d)  Jns orpanmyenus ucnosb3oBanus [10 Ha kommbroTEepe

Kakue pexxuMbl 111 3aMKHYTOU TTporpamMmMHoil cpenbl cymectBytoT B C3U ot HCJI Secret Net
Studio?

a)  KonbuneHnuaabHbIN U CEKPETHBIN

b)  DTajroHHBIN U TOJITHOMOYHBIN

c)  Msrkuii u KeCTKUH
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d) JluckpenwoHHBIN U MaHIATHBINA

19. Kakas u3 3amuthbix Gynkiuit HE otHocuTes k Kaspersky Security Center?
a)  YpaneHHoe ymnpaBiieHHE aHTUBUPYCHBIMH CPEACTBAMHU 3aILlUTHI
b)  Vder ycTaHOBIEHHOTO MPOTPAMMHOTIO 0OCCIICYCHHS M TIOUCK B HUX YSA3BUMOCTEH
c)  Pasrpanuuenue noctymna nojp3oBaTenel K HH(GOpPMALIMKA OTPAaHUYEHHOTO TOCTyIa
d) Aynut coOsITuil HHGOPMAITMOHHON 0€30TaCHOCTH, MPOUCXOASANINX HA 3alUIIAEMbBIX
KOMIIBIOTEpaxX B CETH OpraHu3aluu

20. Kakoit u3 mepeunciIeHHbIX 3aUTHRIX MexaHu3MoB Secret Net Studio HE ucnonssyercs mis
oOecrneyeHus 3alUThl HHOOPMALIUK OTPAaHUYEHHOTO JoCTyna?
a)  KouTpomas nienoctHocTn
b)  PasrpanmveHue moctyna K yCTpOHCTBaM
c¢)  Hpentudukamus u ayreHTUPUKALNS TOTb30BaTEICH
d) TlomHOMOYHOE pa3rpaHUUYCHUE JOCTYIIA

21. Cornacuo npukazy ®CTOK Poccunm ot 11 deBpans 2013 r. N 17 006 yTBep)aeHUN TpeOOBaHUH
0 3amuTe WHpOpMaNMU, HE COCTABISIONIEH TOCYJapCTBCHHYIO TalHY, COJAEpIKAIIEHCS B
rocyJIapCTBEHHBIX MHGOPMAIMOHHBIX CHCTeMax, kakoe u3 aeiictBuii HE oTtHocuTcs k
BBISIBJICHUIO MHLKJEHTOB MH(GOPMAlMOHHON 0€30MacHOCTH M pearupoBaHHUIO HA HUX?
a)  OmpeneneHue Jull, OTBETCTBEHHBIX 32 BBIABICHUE UHIIUICHTOB
b)  AHanu3 MHUUIEHTOB, B TOM YHCIIE OINpeAesIeHHe HCTOYHUKOB U MPUYMH BOZHUKHOBEHUS
MHIUJICHTOB, a TAK)KE OLIEHKA UX MOCJIeICTBUN
c) OrnpeneneHue I, KOTOPBIM pa3pelieHbl AHCTBUI TI0 BHECEHUIO U3MEHEHU B 0a30BY10
KoH(purypamuo nHGOpMaIMOHHON CHCTEMBI U €€ CUCTEMBI 3alUThI HHPOPMAIIUH
d) [InanupoBaHue U MPUHATHE MEP MO MPEAOTBPAILIECHUIO MTOBTOPHOTO BO3HUKHOBEHHUS
MHIU/ICHTOB

22. Cornacno npukazy ®CTIK Poccun ot 11 deBpans 2013 r. N 17 006 yTBep)aeHUN TpeOOBaHUT
0 3amuTe WHpOpMAINMU, HE COCTABISIONIEH TOCYIapCTBCHHYIO TalHY, COJAEpIKAIIEHCS B
roCyJ1apCTBEHHBIX MH(GOPMAIIMOHHBIX CUCTEMAaX, KaKO€ U3 JIEUCTBUN OTHOCUTCS K KOHTPOJIIO
(MOHHUTOPHHTY) 3a Oo0ecCreueHneM YpPOBHS 3alMINCHHOCTH MH(OpPMAIIUH, COJIepKaIIehHCs B
nH(popMaIMoOHHOM cucTeme?
a) AHanu3 UHLIUJIEHTOB, B TOM YHCIIE ONpeeIeHHe HCTOYHUKOB U MPUYUH BO3SHUKHOBEHHUS
MHIUICHTOB, a TAK)KE OLIEHKA UX MOCJIeICTBUN
b) Omnpenenenne mapamMeTpoB HACTPOUKH MPOTPAMMHOTO OOECIeueHUs, BKIOYas
NMporpaMMHOE 00ECIeYeHUEe CPEJCTB 3aluThl WHDOPMAIMK, COCTaBa M KOH(GUTYypaIuu
TEXHUYECKHUX CPEJICTB U MPOrpaMMHOro oOecreyeHus 10 BHECEHUsI U3MEHEHUN B 0a30BYIO
KoH(purypamuo nHGOPMaIMOHHON CHCTEMBI U €€ CUCTEMBI 3alUThl HHPOPMAIIUH
c) AHanu3 W OleHKa (PYHKIIMOHHPOBAHUSA CUCTEMBI 3alMUTHl HHPOpMaANUU
MHQOPMALIMOHHON CHUCTEMBI, BKJIIOUas BBISBJICHUE, aHAJIU3 U YCTpaHEHHE HEJOCTATKOB B
(GYHKIMOHUPOBAHUM CUCTEMBI 3a1IUTHI HH(OpMaluu NHPOPMAITUOHHON CHCTEMBbI
d) VYrpasneHue cpecTBaMu 3alluThl HHOOpMaui B HHOOPMAIIMOHHON CUCTEME, B TOM
YHClie TapaMeTpaMu HaCTPOUKH MPOTrPAMMHOI0 00ecreYeHUs

23. Cornacno npukazy ®CTOK Poccunm ot 11 depans 2013 r. N 17 06 yTBep)aeHUN TpeOOBaHU
0 3amuTe WHpOpMAINMU, HE COCTABISIONIEH TOCYIapCTBCHHYIO TalHY, COJAEpIKAIIEHCs B
rocyJJapCTBEHHBIX HUH(POPMALIMOHHBIX CHUCTEMaX, KaKOe BbICKAa3bIBAHME OTHOCUTCSA K MEpaM IO
OTPAaHUYEHUIO IPOTPAMMHON cpeibl?
a) JomxHbl 0o0ecrieyuBaTh yIpaBlieHUE MpaBaMHU U IPUBUIIETUSIMU CyOBbEKTOB JAOCTYyIa,
pasrpaHUYeHUE JOCTyINa CyObEKTOB JOCTYIMa K 00BbEKTaM JOCTyNa Ha OCHOBE COBOKYITHOCTHU
YCTaHOBJIEHHBIX B MH(GOPMAIIMOHHONW CHCTEME MPaBUJI pa3TpaHUUYEHHsS AOCTyMa, a TaKxke
obecrnieunBaTh KOHTPOJIb COOJIOICHUS ATUX TPABIII
b) JlomkHbI 00ecieunBaTh cOOp, 3aMMCh, XPaHEHUE U 3aIIUTY UH(POPMALIMU O COOBITUAX
0e30macHoCTH B MH(GOPMALIMOHHOM CUCTEME, a TaKkKe BO3MOXKHOCTh MPOCMOTpa U aHAIU3a
nH(GOpPMaIIMU O TAaKUX COOBITUSX U pearnpoBaHUEe Ha HUX
c) JomxHBl 0o0ecrneynBaTh YCTAHOBKY M (MJIM) 3alyCK TOJBKO Pa3pEemIEHHOTO K
HCIIOJIb30BAHUIO B MH(POPMALIMOHHON CUCTEME MPOTPAMMHOI0 00EeCreyeHus Ui UCKIII0YaTh
BO3MOXXHOCTh YCTAHOBKHM U (MJM) 3amycka 3alpelieHHOT0 K HCIOJb30BAaHHUIO B
WH()OPMAITMOHHOW CHCTEME MPOTPAMMHOIO OOCCTICUCHHS
d) HomxHbl obecrieunBaTh 0OHApYy)KeHHUE B MHOOPMAITMOHHON CUCTEME KOMIBIOTEPHBIX
nporpamMmm Ju00 HWHOW KOMIBIOTEpHOW uUHDOpPMAIUMU, NpPEIHA3HAYCHHOU s
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HECAHKIIMOHUPOBAHHOTO YHUYTOXXEHUS, OJIOKUPOBaHUSA, MOAUGUKALHUU, KOMHUPOBAHUSI
KOMIIBIOTEPHOW MH(POPMALMU UM HEUTpalU3alUU CPECTB 3aIIUTHl HHPOpPMAIUH, a TAKXKe
pearupoBaHHe Ha OOHAPYKEHUE ITUX MPOTrpaMM U HHDOpMaIuu

24. lns gero npennasHadeHo TeHeBoe konupoBanue B C3U ot HCJI Secret Net Studio?
a) s HakomJeHUsS WHPOpPMAIUU O COOBITUAX, PETUCTPUPYEMBIX Ha KOMITBIOTEPE
CPEIICTBAMU CHUCTEMBI 3aIIUThI
b) JI1s KOHTPOJIS ¥ OMOBELIEHUS O MPOU3OLIEAIINX COOBITUSIX HECAHKIIMOHUPOBAHHOTO
JocTyna
c) Hnst mepemenieHus AyO0auKaToB (KOTHUI) MaHHBIX, BEIBOJUMBIX Ha OTUYYXKJIaeMble
HOCHUTEN UHPOpMaIUu
d) HenpaBwibHBINH OTBET

25. Jlna kakux ycrpoiictB HE ocymectBisiercs teneBoe konupoBanne B C3U ot HCJI Secret Net
Studio?
a)  IlpunaTepn
b)  USB-nocurenu
c) CeteBbie KapThl
d) CD-mpuBoasl

26. Kakoe annapatHoe cpeactBo 3amuTtel HE npumenserca coBmectno ¢ C3U ot HCJ] Secret Net
Studio?
a)  Amnmaparsasie uaeHtuduratopsl «eTokeny
b)  IIporpammHo-ammapaTHbiii KOMITIEKC «C0O00ITbY»
c) [IporpamMHO-anmapaTHbIi KOMILIEKC «AKKOPI»
d) TIlmara «Secret Net Card»

27. C Kakoi 1enplo MOXKeT ucroiab3oBaThes Safenet Authentication Manager B rocygapCTBEHHBIX
MH(GOPMaLMOHHBIX cucTeMax?
a) [lenTpanru30BaHHOE pelI€HHE OCHOBHBIX 3aJlay MO YNPaBICHUIO U 00CITYKMBaHUIO
CUCTEMBI 3alUThl CETH OpraHUu3aluu
b)  3ammra KOH(UIESHIMATBHON HH()OPMAILIUH, B TOM YUCJIE TIEPCOHAIILHBIX TAHHBIX, a TAKKE
CBEJICHUI COCTABIISIIOIINX TOCYJAPCTBEHHYIO U KOMMEPYECKYIO TailiHy
c)  YmopaBieHue )KM3HEHHBIM IIMKJIOM alNapaTHBIX ayTeHTU(HUKATOPOB

d) Co6op, 06paboTka u cucteMaTu3anus HHGOPMAIIMK O MPOTPAMMHOM M armnapaTHOM
o0ecrieyeHNH, YCTAHOBJICHHOM Ha KOMITBIOTEPAX M CepBepax B JOKAIBHOW BBIYMCIUTEIBHON
CeTH

28. C xakoit menpio MoxeT ucmoib3oBathesi Kaspersky Security Center B rocynapCTBEHHBIX
nH(GOPMaLMOHHBIX cucTeMax?
a)  3amura KOHQHUACHIHUATIHLHOW HH(GOPMALIMU, B TOM YHCIIE EPCOHABHBIX JAHHBIX, a TAKXKe
CBEJICHHUI COCTABIISIIOIINX TOCYJAPCTBEHHYIO U KOMMEPYECKYIO TailiHy
b)  VmpapneHue >KU3HEHHBIM ITUKJIOM anapaTHBIX ayTeHTU(PUKATOPOB

c) Coop, ob6paboTKa U cucteMaTu3alus HHPOPMAIUK O MPOTPAMMHOM M almapaTHOM
oOecrieueHNH, YCTAHOBICHHOM Ha KOMITBIOTEPAX M CepBepax B JOKAIBHOW BBIYMCIUTEIBHON
CeTH

d) [lenTpanu3oBaHHOE pEIICHHE OCHOBHBIX 3a/ay MO YIPaBICHUIO U 00CIYKHUBAHUIO

CUCTEMBI 3alIUThl CETH OpraHUu3aluu
29. Kakoe W3 mporpaMMHBIX CpPEJICTB IMO3BOJSIET PEAIU30BATh CIEAYIOIIYI0O MEpPYy 3alIUThI
WH(pOpPMAIUK B TOCYJIapCTBEHHBIX MH(DOPMAITMOHHBIX CUCTeMaX: « YHUUYTOXKEHUE (CTHpaHUE)
nHbOpMallMy Ha MAIIMHHBIX HOCHUTENSX MPH UX Mepeaaye MEexAYy MOJb30BaTelsIMH, B
CTOPOHHHUE OpraHU3alUM I PEMOHTA WJIM YTUIW3ALUM, a TAaKKe KOHTPOJIb YHUUTOXKEHHUS
(ctupanms)»?
a) Kon bezonacnoctu: MuBeHTapu3anus
b)  SafeNet Authentication Manager
c) Secret Net Studio
d) Kaspersky Security Center

9.1.2. IlepeyeHb IK3aMeHANMOHHBIX BOMIPOCOB

Jns dero mpegHa3HAuY€H MEXaHU3M KOHTPOJIA MOAKIIOYEHUS U U3MEHEHHs yCTPOUCTB?
. Jns Kakux yCTpOWCTB peann30BaH MEXaHU3M KOHTPOJIA MOAKIIOYEHUS U U3MEHEHUS?
. Jnst yero npenHa3zHaueH MexaHnu3M KoHTpoJisi uenoctHoctu (KII)?

W —
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Jnst yero npenHa3HavYeH MEXaHU3M 3aMKHYTOU MPOrPAMMHOM Cpebl?

[lepeuncnure U NOACHUTE METOBI KOHTPOJIS LIETOCTHOCTH.

Kakue ecTp pexuMbl 151 3aMKHYTOU MPOrpaMMHOM cpeibl? B ueM 3aKkitouaroTcst UX OTJIMYHS ?

Jns1t 9ero HyKeH KypHal COOBITHIA?

Kaxoit ¢opmar maHHBIX HCTIOIB3YyETCS B )KypHaie Secret Net?

[IpuBenuTe M MOSICHUTE HECKOJIBKO KaTErOpUN PETUCTPALIUUA COOBITHH.

Kto MoxeT pabotath ¢ )KypHaIOM?

11. JIng yero Hy>KHO TEHEBOE KOMUPOBAHUE?

12. JIia Kakux YyCTPOMCTB MOKET OCYILECTBIATHCS TEHEBOE KOMTUPOBAHUE?

13. Jlog yero mpeaHa3HavyeHa IporpaMma onepaTUBHOrO ynpasieHus Secret Net?

14. Kakue pexxumbl pabOTHl IMEET IpOrpaMma OrepaTUBHOTO yrpaBieHus Secret Net?

15. IlepeuncauTe TUIMOBBIE 3a7a4l aJMUHUCTPATOpa 0€30MaCHOCTH, JJIsI BBIOJHEHUS KOTOPBIX
UCIIOJIb3YETCs MporpamMma ONepaTUBHOIO YIPaBICHUS B PeKUME KOH(DUTYPUPOBAHUSL.

16. IlepeuncnauTe TUIMOBBIE 3a7a4l aJMUHUCTPATOpa 0€30MACHOCTH, JJIsI BBIOJIHEHUSI KOTOPBIX
UCIIOJIb3YETCs MporpaMma ONepaTUBHOIO YIPaBICHUS B PEKUME YIPABICHUS.

17. B kakoi mocineaoBaTeIbHOCTH TPUMEHSIOTCS TApaMETPhl TPYIIOBBIX MOJUTHK?

18. st uero HeoOxoauMo kBuTHpoBanue coobrtuiit HC?

19. Kakue BuABI OTYETOB MOKHO MTOCTPOUTH € MTOMOIIBIO TTporpaMmbl OV ?

20. B kakux cimydasx HEOOXOAMMO U3MEHEHUE CETEBBIX HACTPOEK?

21. Ilepeuucnute GpyHKIIMU cepBepa aaMuHUCTpupoBanus Kaspersky Security Center.

22. Jns gero HE0OX0auM nacrnopT kommnbiotepa B cucreMe Kb: MuBenTapusanus?

23. Ha3zoBuUTe OCHOBHBIE 3a/1a4ul, BOSHUKAIONIME MTPU YIIPABICHUH KU3HEHHBIM IIUKJIOM YCTPONCTB

ayTeHTU(UKAIIH.

._.
e A

9.1.3. Tembl 1a00paTOPHBIX padoOT

1. Secret Net Studio. Pazrpannuenue noctyna K JaHHbIM. Pasrpanndenue 10cTyna K yCTpOHCTBaM.
KonTtposs neyatu KoHQUICHINATBHBIX TaHHBIX.

2. Secret Net Studio. 3amknyTast nporpamMMHasi cpea. KoHTpoub 11eocTHOCTH.

3. Secret Net Studio. Ayaut cobbituii maHpopmanuonnoi 6ezonacuoctu B C3U or HCJI Secret
Net. Pabota co cBeieHUsIMH B KypHaJIe perucTpanuu coObITuii. TeHeBoe KonupoBaHUe

4. OnepaTuBHOE YINpaBIEHUE 3ALIMINAEMBIMA Pa0OYMMH CTAHIUSIMH U MOHHUTOPUHT COOBITUH
UH(POPMALIMOHHOM 0€301MacHOCTH

5. “Kb MuBenrtapusauus”. IlpoBeqeHne MHCHEKUUNA W y4yeT M3MEHEHUH KOHPUTypaluu

3alMIaeMbIX PA0OYMX CTAHIUH.

VYnpasnenue cepepamu anmuHuctpuposanus "Kaspersky Security Center"”

. YIpaBieHUe KM3HEHHBIM LHMKJIOM cpeacTB ayTeHTH(dukauuu eToken ¢ momomipio Safenet

Authentication Manager.

~ o

9.2. MeTonnueckne peKOMeHIa N

YueOHBI MaTepuan u3iaraercsa B GopMe, MPeroiaraliiei caMoCTOsSTEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosiTeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIILYIO POJIb
B XO/JI€ BCETro Y4eOHOro mpolecca.

Hauatpe uzydeHue quCHHUIUIMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMoi, CIUCKOM
y4e0HO-METOJUYECKOTO U MporpaMMHOro odecrnedeHusi. CamocrosiTenbHas padoTa CTyJeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepuajiaMH, BBIOJTHEHHE KOHTPOJIbHBIX MEPONPUATHH, MPeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: TUCUUILIAHBI ISl Ty4YIIETO OCBOEHUS MaTepHraia He0OX0IUMO PEryJspHO
oOpamaTbcsi K pEKOMEHAYEMOW JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHET CTyAeHTa Ha cailTe YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)Ke 00IIEeTOCTYTHBIMU UHTEPHET-NIOPTAIaMU, COACPKAIIUMHU
HAayYHO-TIONYJSIPHbIE U CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHeKTaM
y4eOHON AMCUUILITUHBIL.

[Ipu camMoCTOATEILHOM U3YYEHHUU TEM CIIEAYHTE PEKOMEHIAIHSIM:

— YTEHHE HWJH MPOCMOTP MaTepHuajia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBUAYATbHOTO TOHMMAaHUS U OCBOEHHS MaTepuajia, BbIJIENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITATbCS COOTHECTH TEOPHUIO C MPUMEpPAMHU U3
MIPAKTUKU;
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— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BbISICHUTH UX
3HauYEHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuana;

— OCMBICIIMBalTE MPOYUTAHHOE U U3YUYEHHOE, OTBEUATE HA MPEJI0KEHHbBIE BOIIPOCHI.

CtyneHThl MOTYT MOJy4aTh HHAUBUIyaIbHbIE KOHCYIbTAIMH, B T.4. C UCIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIUH.

[To gucuumiIMHE MOTYT MPOBOAMTHLCS OMOJHUTEIbHBIC 3aHATHUA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB | 3anucu BEeOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / SJIEKTPOHHOM

YKypHaJIe Mo TUCIUILUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM JIJIsl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTSIMU

3A0POBbS U HUHBAJIHU/10B

Jis nun ¢ OrpaHUYEHHBIMH BO3MOJMKHOCTSIMH 3J0POBbS U HWHBAJIUJIOB IPEIYCMOTPEHBI
JIOTIOJTHUTEJbHBIE OLIGHOYHBIE MaTepuaibl, EPEeYeHb KOTOPHIX yKa3aH B Tabmuie 9.4.

Tabnuna 9.4 — JlomonHUTENbHBIE MaTepHalibl OLEHUBAHUA IJs JHUI C OTPAaHUYCHHBIMH
BO3MOKHOCTSIMU 3J10POBbSI U MHBAJIUJOB

Kareropuu o6yuaronuxcs

Bupl 7onMOMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYeHUs

C HapymeHusiMH ciyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy11eCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyHICHUSMU 3pEHUS

CobecenoBaHue 1o BOIpocam K
3a4eTy, OMPOC M0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUIYAJIBHO)

C HapyuIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO allnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHMyYeHUSIMH TIO
o0IIeMe TUIIMHCKUM
MOKa3aHUSIM

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE pa0OTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOMS U3 COCTOSIHUS
o0yJaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToauuyecKkue PCKOMEHAAIUHA 110 OMCHOYHBIM MaTepHaJIaM JIJd JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & IMCHHO:

— B mieuaTHou hopme;

— B I1€YaTHOW (hOpMe C yBETUUYEHHBIM MIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHUA aCCUCTCHTOM 3aJIaHUSA BCIIYX;

— MPEJIOCTABJICHUE 33aJaHHUS C UCTIOJIL30BAHUEM CYPIOIIEPEBO/IA.
.HI/IIIaM C OIrpaHUYCHHBIMU BO3MOXHOCTAMHU 3JO0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BpPEMA Ha

MOATOTOBKY OTBETOB Ha KOHTPOJIBHBIE BONPOCHL. [ Takux oOydarommxcs MpeaycMaTpUBaeTCs
nocTymHas popMa IpeaoCTaBICHIs OTBETOB HA 33aJJaHHs, 2 UMEHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB HAa KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNEM YCIIYyT aCCHCTEHTA;

— MPEeJICTaBIEHUE OTBETOB YCTHO.

[Ipouenypa omeHUBaHHUS PE3yIbTATOB OOYyYEHHUS JHUI C OTPAHUUYCHHBIMU BO3MOXXHOCTSIMHU
30pPOBbSI U MHBAIUIOB 10 NUCHUILIMHE TPEIyCMAaTPUBACT MPeAOCTaBlIeHne HHPopManuu B GopMax,
aIalITUPOBAHHBIX K OTPAaHMUYCHUSAM HX 30POBbSI U BOCHIPUATHS HHDOpMALINH:

J1st Iuu ¢ HapylIeHUsIMU 3PeHu:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B I1€YaTHOW (hOpMe YBEIUICHHBIM MIPUPTOM.
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J st U ¢ HApyIIeHUsIMU cJIyXa:

— B (popMe PIIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

J1st i1 ¢ HApYLIEeHHUsIMU OTIOPHO-IBUTaTeJIbHOT0 anmapara:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOJAUTHCS B HECKOJIBKO 3TATIOB.
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