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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. Ilenpto npenoaaBaHusl JUCLUIUIMHBI SBJISETCS OCBOEHUE METO/I0B MOHUTOPUHIA U YIIPABIEHUS
IPOrpaMMHBIMU CPEICTBAMH 3aIIUTHI MHPOPMALIMU, PEATM30BAHHBIMU Ha OCHOBE KIIMEHT-CEPBEPHOMN
TEXHOJIOTHUH.

1.2. 3agauy AUCHUILIUHBI

1. IlonyueHue 3HaHUN W YMEHHH MO MeToaaM cOopa W ayauTa COOBITHHA MHGOPMAIIMOHHON
0€30MacCHOCTH B COBPEMEHHBIX CPEICTBAX 3aIIUThl HH(POPMAIIUH.

2. IlonyyeHue yMEeHHH UM HABBIKOB IIEHTPAJIM30BAHHOTO YIPABICHUS KIMEHTCKUMU MOIYJSIMU
CPEICTB 3alIUThl HHPOPMAIIMN U pearnpoBaHUs Ha YTPO3bl O€30MaCHOCTH.

3. IlonydeHue 3HaHUM O METOJIaX KOHTPOJSA pabOTOCIIOCOOHOCTH U METOCTHOCTH KIMEHTCKHX
MOJYJIEH CPeNICTB 3alUThl HHPOPMAIUH.

4. VIzyueHue METOJ0B KOHTPOJISI U OLEHKH YCTAaHOBJIEHHOTO MPOTPAMMHOI0O M amnmnapaTHOro
o0ecrnieueHys Ha 3alIUIaeMbIX KOMIBIOTEPAX B JIOKAJIbHOU CETH.

5. H3ydeHue MeToa0B 00eCIeUueHHs] 1 KOHTPOJISI aHTUBUPYCHOM 3aITUTHI pa00YHMX CTAHINHN B CETH
OpraHM3aliH.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. ucuumiunasl (Moayan).

Yacte 6soka aucturiuH: YacTs, popmupyemast ydacTHUKaMH 00pa30BaTEIbHBIX OTHOIICHHIA.

Monayns mucuurinHa: Moaysabs HanpaBieHHOCTH (poduiist) (major).

HNunexc nuctumaunel: b1.B.02.03.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTUM.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyabTAaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUMIIJIMHE, COOTHECCCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHus: TUCHUTUTMHBI HANpaBjieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeIbHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMnereHInn 1 HHAUKATOPBI UX JTOCTHIKEHUS
WNHauKaTOpsl OCTHKEHUS [Tnanupyemble pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUIMHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Ob0menpodeccuoHanbHbIe KOMIIETEHIIUN

IIpodeccuonanbHbIe KOMIIETEHIIUH
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[TK-2. CniocobeH pemaTh
3a1a4n
pohecCHOHATLHOM
NESITETLHOCTH C YYETOM
TEKYIETO COCTOSTHUS U
TEHJCHUNN Pa3BUTUA
WH(POPMAITMOHHBIX
TEXHOJIOT'MH, CPEJCTB
TEXHUYECKON 3alIUThI
uHpOpMaInH, ceTel u
CHCTEM TIepeiadun
uHpOpMaLUN

[1K-2.1. 3naeT ocCHOBHBIC
MEpBI IO 3aIUTe
uHpOpMauu B
ABTOMATH3MPOBAHHBIX
cucTeMax

3HaeT OCHOBHBIE MEPHI 110 3aIIUTE
I/IH(i)OpMaIII/II/I B aBTOMAaTHU3UPOBAHHBIX
CUCTEMAX, B TOM YHCJIC YIIPABIACMBIC 110 CCTHU

I1IK-2.2. Ymeer
PETUCTPUPOBATH U
aHaJM3UPOBATH COOBITHS,
CBSI3aHHBIE C 3alUTOMN
uHpopmaiuu B YMeer
PETUCTPUPOBATH U
aHaJM3UPOBATH COOBITHS,
CBSI3aHHBIE C 3alUTOMN
uHpopmaIuu B

YMeeT perucTpupoBaTh U aHATU3UPOBATH
COOBITHS, CBSI3aHHBIE C 3AITUTON MHPOPMAITUH
B aBTOMATH3UPOBAHHBIX CHCTEMax

IT1K-2.3. YMmeer npUMEHATH
THUIIOBbIE TPOrPaMMHBIE
CPEJICTBA PE3EPBUPOBAHMS U
BOCCTAHOBJICHUS
uHpOpMaLuu B
ABTOMATH3UPOBAHHBIX
cucreMax

VYmMmeer MMPUMCHATH TUIIOBBIC TPOTPAMMHBIC
cpeacTBa pe3CpBUPOBAHUA U BOCCTAHOBJICHUA
I/IH(I)OpMaI_II/II/I B aBTOMATHU3UPOBAHHBIX
CHUCTEMaAx

I1K-3. Criocoben
OCYILIECTBIISATH
yIpaBJICHUE CPEICTBAMH
3alIUThl HH(OpPMAIHH, B
TOM YHCJIC
OCYIIECTBIISIOIIMH
HEIPEPBIBHBIN
MOHHUTOPHHT
3alUIIEHHOCTH
ABTOMAaTH3UPOBAHHBIX
CHCTEM

[1K-3.1. 3naer pykoBosIne
¥ METOJINYECKHE JOKYMEHTBI
YIOJTHOMOYEHHBIX
(denepalibHBIX OPTaHOB
UCTIOJTHUTEIILHOW BJIACTH 110
3amyTe HHPOPMaLUU

3HaeT pyKOBOJAIINE U METOJIUYECCKHE
JIOKYMEHTHI YIIOJTHOMOYECHHBIX (peiepaaIbHbIX
OpraHOB MCIIOJHUTEIBHOM BIACTH O 3aIUTE
MH(OPMaIINH, CBSI3aHHBIC C pealn3anueii Mep
o 3amute uHpopmaruu UCIdx, TUC,
KUMN.

[1K-3.2. YMeeT onpenenars
MoJITIeKale 3alIuTe
nH(}OpMAIMOHHBIE PECYPCHI
ABTOMAaTU3MPOBAHHBIX CHCTEM

YMeer ornpenensaTh MO IeKAaIIe 3alIiTe
nH(OpPMaAITMOHHBIE PECYPCHI
aBTOMATH3HPOBAHHBIX CHCTEM

ITK-3.3. « [IK-3.3 - YMmeer
aHaAJU3UPOBATh YTPO3bI
ABTOMATH3UPOBAHHOM
CUCTEME U LUPKYJIUPYIOLIeH B
Hell nHpopmanuu, BHIOUpaTh
HE00XO0IMMbIE CPEeCTBA JIJIs
oOecrieueHus
UH(POPMALIMOHHOM
0e3onacHoCcTH

YMeer BbIOMpaTh HEOOXOAMMBIE CPEACTBA IS
oOecrnieyeHHnss UHPOPMALIMOHHOM
0€30MacHOCTH aBTOMaTH3UPOBAHHBIX CHCTEM

4. O0beM IMCUMIIMHBI B 3249€THBIX eJHHULIAX C YKA3aHHEM KOJIHYeCTBA AKA/leMH4YeCKHUX 4aCOB,
BbIICJICHHBIX HA KOHTAKTHYIO pa0d0oTy 00y4aromuxcsi ¢ nNpenoaaBarejieM
H Ha CAMOCTOSITEJILHYIO pa0doTy 00y4arommxcst

OO61mmast TpyA0€MKOCTh JUCIUTUIMHBI COCTABISET 4 3a4eTHBIX eUHUIL, 144 akageMHUeCKUX 9acoB.
Pacnpenenenue Tpya0eMKOCTH TUCHUILIMHEI 110 BUAAM Y4EOHOU JEATEIbHOCTH MPEICTABICHO B

tabmute 4.1.
Ta6ymna 4.1 — Tpy10eMKOCTh JAUCIUIUIMHBI 110 BUAAM YU4COHOM JIeITeIbHOCTH
o Beero  |CemecTpbl
Bunbl yueOHOM nesTebHOCTH
4acoB |7 cemecTp
KonTakTHas aynuropHasi padoTa o0y4yarouuxcs ¢ npenojaaBarejieM, BCero 90 90
3

CornacoeaHa Ha noptane N2 73342




JlexuMoHHEBIE 3aHATUSI 18 18

JlaGopaTopHble 3aHATHS 36 36
Kypcosas pabota 36 36
CamocTosiTe/ibHasi padoTa 00y4alOUIUXCsl, B T.4. KOHTAKTHasA 54 54
BHeayMTOpHasi padoTa o0y4yaloluxcs ¢ npenojaaBarteyeM, BCero
[ToaroroBka k 3auery 10 10
Hanucanue oTueTa 1o KypcoBoii pabore 22 22
[ToaroroBka K TECTHPOBAHUIO 10 10
[ToaroToBka k mabopatopHO paboTe, HATMCAHUE OTYETa 12 12
O0mas TpyAoeMKOCTh (B Yacax) 144 144
Oo0mas TpyaoeMKocTh (B 3.€.) 4 4

5. CTpykTypa u cojep:kaHue TUCHHUIIMHBI
5.1. Pa3znennl (TeMbl) JUCHUNIMHBI U BUAbI Y4eOHOI 1eITeJIbHOCTH

CTpyKTypa IHCIUILUTMHBI TIO pa3jaeiaM (TeMaMm) ¥ BHjaaM y4eOHOW JNesATeIbHOCTH NMPUBEACHA B
tabymue 5.1.
Ta6muma 5.1 — Paznens! (TeMbl) TUCIMILIMHBI M BUABI YI€OHON ACATEIHHOCTH

Jlek. Cam. Bcero
JIa6. | Kypc. dopmMupyemsbie
HasBanus paznenoB (Tem) AUCUMILIMHBL | 3aH., pab., | yacos (0e3
pab. | pad. KOMITETCHITUHT
q 9 | ’K3aMeHa)
7 cemecTp
1 [leHTpanu30BaHHOE yIPaBIECHUE 4 20 36 16 76 I1K-2, TIK-3
CpeICTBaMU 3alIUTHl THPOPMAITUHU OT
HECaHKIIMOHMPOBAHHOIO JIOCTYTIa B
JIOKAJIBHOM CETH
2 llenTpanu3oBaHHasi MHBEHTAPU3ALMS 2 4 10 16 [IK-2, IIK-3
PECYPCOB JIOKAJIBHOU CETH. Y Aal€HHbIN
KOHTPOJIb pa00TOCIIOCOOHOCTH CPEJICTB
3amuTHl HHGOPMAITUU Ha pabodmnx
CTaHIIUAX
3 LlenTpanu3oBaHHas 3a0iuTa OT BUpYyCOB B | 4 6 10 20 [1K-2, T1K-3
JIOKaJIbHOM CeTH
4 IleHTpaIM30BaHHBIN YUYET U YIIpaBICHUE 4 6 10 20 [IK-2, T1IK-3
CpeAcTBaMU IIEPCOHAIIBHON
UACHTU(DHUKAIIIY U ayTeHTU(DUKAITIH
5 AHanu3 HOPMATHUBHBIX TPEOOBAHUM 1O 4 - 8 12 [1K-2, T11K-3
YIPaBIEHUIO CPEICTBAMU 3AIUTHI
uHbopMaluu
Hroro 3a cemectp| 18 36 36 54 144
Hroro| 18 | 36 36 54 144

5.2. Coaep:xanue pa3iesoB (TeM) TUCHUNIMHBI

Copepxanue pa3esioB (TeM) JUCIUTLINHBI (B T.9. IO JISKIIHSIM) IPUBEICHO B Tadwmie 5.2.
Ta6ymna 5.2 — CoaepikaHue pa3ieaoB (TeM) TUCHUILIMHEI (B T.Y. IO JICKIIHSIM)

TpynoemkocTsb
Ha3zBanus paznenos (Tem) Copepxanue pa3aeion (TeM) (JI:I) zKHHOHHHe dopmupyemsble
JUCLUIUIAHBL JUCLHUIUIAHBI (B T.4. TIO JICKIIUSM) KOMIIETEHIIUU
3aHATHSA), U
7 cemecTp
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1 HenTpanuzoBaHHOE
YIIPaBJICHUE CPEICTBAMHU
3aIUThl HH)OPMAIMH OT
HECaHKIMOHUPOBAHHOIO
JIOCTyIa B JIOKAIBHOUN CETH

[Tpunuuns! noctpoenus C3U “Secret
Net Studio”; OCHOBHBEIE MEXAHU3MBI
3alIUTHI; allllapaTHbIC CPEJICTBA;
KOH(UTYpUpPOBaHUE; ayINT;
MOHUTOPHUHT M ONIEPATHBHOE
yIpaBJICHUE; TIOJTHOMOYHOE
yIpaBJICHUE TOCTYTIOM U KOHTPOJIb
HCYaTH.

[1K-2, TIK-3

Hroro
2 llenTpanu3zoBaHHas 3HaKOMCTBO C OCHOBHBIMU 3aJjauaMu IIK-2, I1K-3
MHBEHTapHU3alUs PECypCcoB MHBEHTApU3aLUU U KOHTPOJIS
JIOKAJIBHOM CETH. Y JaN€HHBIN |3allUIIAaeMbIX PECYPCOB; MOArOTOBKA
KOHTPOJIb K UHCTIEKUUAM; HHCIIEKIIUH
paboTOCIIOCOOHOCTH CPENICTB | KOMIBIOTEPOB; MOJIYYCHUE OTUYETOB C
3anUThl UHGOPMAIIUU Ha pe3yiabTaTaMu UHCIEKTUPOBAHUS.
pabouux CTaHLHUAX Y 1an€HHbli KOHTPOJIb
paboTOCIOCOOHOCTH CPEJCTB 3aIUTHI
UH(pOpPMAaLIUU Ha Pa0OYNX CTAHIUSX.
Uroro
3 LlenTpanu3oBaHHas 3alUTa | YTpaBJICHUE AU THBIMU I1K-2, IIK-3
OT BUPYCOB B JIOKaJIBHOU ceTH |MexaHnu3MaMu [ T-uHGpacTpyKTypsI ¢
nomoinbio Kaspersky Security Center.
ApXUTEKTYpa U TUIIOBBIE CTPYKTYPBI
3amuThl Ha 6a3e Kaspersky Security
Center. YnpaBieHue cepBepaMu U
rpyInIaMy aIMUHUCTPUPOBAHUS.
VYnpaBneHne KINEHTCKUMU
KommbioTepamu. Pabora ¢ otuetamu,
CTaTUCTUKOM.
Hroro
4 llentpanmu3oBanublii yuetr u |Hasznauenue «SafeNet Authentication IK-2, T1IK-3

yIpaBlieHUE CPEACTBAMHU
MEePCOHAIILHOU
uACHTU(DHUKAIH U
ayTeHTU(UKAIIH

Manager»; BO3MOKHOCTH;
apXUTEKTypa; HACTPOIKaA; YIIpaBICHHUE
YKU3HEHHBIM LIUKJIOM CPE/ICTB
ayTeHTH(HUKAWK; ayauT
UCTIOJIb30BaHUS CPEJICTB
ayTeHTH(UKaIUH.

Htoro
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5 AHann3 HOPMAaTHUBHBIX
TpeOOBaHUH MO yNPaBICHUIO
CpeJICTBaMU 3alUThI
uHpOpMaLUN

AHanu3 HOpMaTUBHBIX TPEOOBaHUN
TI0 YTIPABJICHUIO CPEICTBAMH 3aIUTHI
uHpOpMaLUU. AHAINA3 HOPMATHBHBIX
TpeboBanuil denepanbHoOM C1y)ObI
10 TEXHUYECKOMY M SKCIIOPTHOMY
koHTpomo (PCTOK) npu
obecrieueHNH Mep 0€3011aCHOCTH
NePCOHAIBHBIX JaHHBIX, B
roCyJIapCTBEHHBIX WH(POPMAIIMOHHBIX
cuctemax. AHaiu3 TpeOoBaHUI
0€30MacHOCTH K
ABTOMATH3UPOBAHHBIM CUCTEMaM
yIpaBJICHUS] TEXHOJIOTUIECKIMHU
poleccaMH.

[1K-2, TIK-3

Htoro

Hroro 3a cemectp

18

HUroro

18

5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)

He npegycmoTpeHo y4eOHBIM MIIIaHOM

5.4. JlaGopaTopHbIe 3aHATHUSA

HaumeHnoBaHue 1abopaTopHbIX paboT MpuBeieHo B Tabnuie 5.4.
Tabnuia 5.4 — HaumeHoBaHue 1a00paTOpHBIX paboT

HasBanus pazneno (Tem)
JVCIUATUTHHBI

pabort

HaumenoBanue naboparopusix | TpyaoeMKOCTb,

9

dopmupyembie
KOMIETEHIINH

7 cemecTp

| IlenTpanu3zoBanHoe
yIIPaBJIEHUE CPEICTBAMU
3alIMTHl HHPOPMALIUU OT
HECaHKI[MOHMPOBAHHOI'O
JIOCTyTa B JIOKAJIBHOM CETH

Secret Net Studio. Pazrpannyenue
JI0CTyTa K TaHHBIM.
Pasrpannuenne nocrymna k
ycTpoiictBam. KoHTpob nievatu
KOH(UACHIIUAIBHBIX JIaHHBIX.

[K-2, TIK-3

Secret Net Studio. 3amkHyTas
nporpammMHas cpeaa. KoHTposb
IIEJIOCTHOCTH.

I1K-2, TIK-3

Secret Net Studio. Aynut coObITuit
nH(OpPMAIIMOHHON OE30MaCHOCTH B
C3U ot HCJ] Secret Net. Pabora
CO CBE/ICHUSIMH B XXypHaJe
peructpanyu coObiTuil. TeneBoe
KOIIMPOBAHUE

[1K-2, TIK-3

OnepatuBHOE yIipaBieHHE
3aIUIIAeMBIMU PAa0OYUMU
CTaHIUSMHU U MOHUTOPHHT
COOBITHI HH(POPMATTMOHHOH
0€30MacHOCTH

[K-2, TIK-3

Hroro

20
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2 llenTpanu3zoBaHHas “Kb MuBenrapuzanus’. 4 [1K-2, TIK-3
MHBEHTapu3alus pecypcoB [IpoBeneHne MHCIIEKIUHT U y4eT
JIOKaJIbHOM ceTH. Y Jan€HHbIil | M3MEHEHUH KOHPUTYpaIuu
KOHTPOJIb pab0TOCTIOCOOHOCTH | 3alUIAEMBIX PA0OYUX CTAHLIUH.
CpPEJCTB 3alIUTHl HH)OPMAIIH
Ha paboYMX CTAHIIMIX Hroro 4
3 LlenTpanu3oBaHHas 3allUTa | YIpaBJICHHUE CEPBEPAMHU 6 [1K-2, T11K-3
OT BUPYCOB B JIOKaJIbHOU ceTn  |aaMuHUCTpupoBanus "Kaspersky
Security Center"

Uroro 6
4 llenTpanu30BaHHbIN y4eT 1 | YIpaBlieHUE )KU3HEHHBIM IIUKIOM 6 [1K-2, TIK-3
yIpaBiIE€HUE CPEACTBAMU cpencts ayreHTudukanuu eToken
NEePCOHANBHON HICHTHU(UKAIUY | ¢ TTOMOIIbI0 Safenet
U ayTeHTU(UKAITIH Authentication Manager.

Hroro 6

Hroro 3a cemectp 36
Utoro 36

ConepxaHue, TpyJAOEMKOCTh KOHTAKTHOM ayIUTOPHOU pabOThl U (popMUpyeMble KOMIETEHIIUHU B

5.5. KypcoBasi padora

paMKax BBIIOJIHEHHUSI KypCcOBOI paboOThI MpecTaBieHbl B Tabauie 5.5.
Tabmuma 5.5 — ConepkaHue KOHTAKTHON ayIMTOPHOU pabOThI U €€ TPYJ0EMKOCTh

. . Tpynoemkocts, | PopMmupyembie
ConeprxaHre KOHTaKTHOM ay TUTOPHOI paboThI
q KOMITETEHIINH
7 cemecTp
B cooTBeTcTBUM ¢ BapuaHTOM, onpesiesieHre HHpOopMaluy, 8 [1K-2, TIK-3
0o0pabaTbIBa€MOI B aBTOMAaTU3UPOBAHHBIX CUCTEMAX
opranu3zaiuu. KoHkperuzaus 061acTu AeATelbHOCTH
opranuzaiuu. OnpezeneHue yrpo3sl, a Takke MHGOpMaIH,
HY KJatolleics B 3alure, Kpyra JIML, HMEIOIIKX NPaBo Ha
paboty ¢ 3Toi nHpopMaIHeH.
OmnpeneneHre HOPMaTUBHBIX JOKYMEHTBI, PETYJINPYIOLINX 4 [IK-2, TIK-3
00paboTKy 1 3amuTy HHOOPMAIIUY OTIPEACIICHHOW KATeTOPUH.
Ouxcanus TpeOOBaHHH MO 3aIUTe HPOPMALIMU B COOTBETCTBUU
C TaHHBIMH HOPMATHBHBIMH JJOKYMEHTaMHU.
OO0bearHEHNE BUPTYATbHBIX MAIIUHBI (CEPBEPHYIO U 2 [1K-2, TIK-3
KJIMEHTCKYI0) B JIOMCH
VYcraHoBKa cepBepHO 1 KiHeHTckux dactei Secret Net Studio, 8 [1K-2, TIK-3
npyrux C3U Ha BUpTyaiabHbIE MALTMHbI
Ycranoska [10, ucnonb3yromierocs st 00pabOTKU JaAHHBIX WITH 2 [IK-2, T1IK-3
BEJICHUS JI€ATEIbHOCTU COIVIACHO MHMBUYaJbHOMY 3aJJaHUIO0
Hacrpoiika moacucrem Secret Net Studio u qpyrux cpeacts 6 [1K-2, TIK-3
3alUThl HH(GOPMALMK HAa BUPTYAJIbHBIX MAIIMHAX B
COOTBETCTBUU C BApPUAHTOM
OreHka COOTBETCTBUSI HOPMATHBHBIM TPEOOBaHUSIM 6 [IK-2, T1IK-3
BBINOJIHEHHON pabOTHI M MOATOTOBKA MOSICHUTEILHON 3aITUCKU
Uroro 3a cemectp 36
Hroro 36

[IpumepHas TeMaTuKa KypcoBBIX padoT:

BrinorHeHue KypcoBoit paboTel Ha Temy “AamuHuUcTpupoBaHue u ynpasienue C3U or HC/|
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Secret Net”. CoBMECTHO ¢ PYKOBOJUTEIIEM BO3MOXKEH BBIOOP APYTroil TeMbI KYpCOBOM pabOTHI, OJTHAKO
HEO0OXOJAUMBIM SIBIISIETCA YCJIOBUE MPUMEHEHHS B paMKax KypcOBOW pabOTHI cpeJcTBa 3al[UTHI
HHPOpPMALIMU OT HECAaHKIMOHMUPOBAHHOTO JOCTYyIa B JIOKAJbHOM CETH C MPUMEHEHUEM BbITAHHBIX
MpenojaBaTesieM BUPTYyalIbHbIX MAIIMH U BBIIIOJHEHHE TPEOOBAaHUMN 3aJaHUs 110 BApUAHTY.

[IpuMepHBIC BapraHTHI 3aIaHU Ha KYPCOBYIO paboTy:

1. Jlana naopmarmoHHas cucteMa oOpabOTKHU NEPCOHANBHBIX TaHHBIX, KACAIOIINXCS PACOBOM H
HaIlMOHAJIbHOW MPUHAJIC)KHOCTH TpaxaaH, B o0beme Menee 100 Thic. cyOBEeKTOB 0€3 ydeTa
COTPYIHUKOB. J[JIsl CUCTEMBI aKTyaJbHbI yTPO3bl 3-I0 TUIMA.

2. Jlana rocynapcTBeHHasi HH()OPMAIMOHHAsI CHCTEMa PETHOHAIBLHOTO YPOBHS, 00OpadaThIBaromas
MH(OpMaIMIO, HE COCTABISAIOIIYIO TOCYIapCTBEHHYIO TailHy, pa3rialieHue KOTOPOi MOXKET
MPUBECTH K YMEPEHHBIM HETaTUBHBIM MOCJIEJICTBUAM B COLMAIBHOW MM KOHOMHYECKOM
o0JtacTy NeITENILHOCTH.

VY nocroBepsAronmi HEHTP.

bankoBckas opraHnuzanusi.

. Jlana aBTOMaTH3upoBaHHAs CUCTEMa YIIpaBIICHHs TexHoyorudeckumu nporeccamu (ACY TII).
B cnyyae HapymieHus 1EJIOCTHOCTH HMHpOpMaluu, o0padbaTeiBaeMO B JaHHOW CUCTEME,
BO3MO>KHO BO3HUKHOBEHHE UYPE3BbIUAHON CUTyallMH MEXPETHOHAIBLHOTO XapaKTepa.

oW

5.6. CamocTosiTesibHas padora

Bunbr camocTosTensHOM paboThl, TPYJOEMKOCTh U (hOPMHUPYEMbIe KOMIIETCHIIMH TPEICTaBICHBI B
tabnwuie 5.6.
Ta6ymma 5.6. — Buasl caMOCTOSATEIbHOM pabOThI, TPYJ0EMKOCTh U (POPMHPYEMBIC KOMIETECHITUN

Bunnr
HasBanus paznenoB (Tem) . | Tpynoemkocts, | @opmupyemsble DopmbI
JUCIUILTAHBI CaMOCTOATEIRHON q KOMIIETEHIINH KOHTPOJIS
paboThl
7 cemecTp
1 LlenTpanuzoBaHHOE [ToaroroBka K 3auety 2 IIK-2, TIK-3 3auér
YHpPaBJICHUE CPCACTBAMHU | HamricaHWE OTYETa 110 6 [1K-2, I1K-3 KypcoBas
3aLUTHl KHPOPMALMK OT | KypcoBoii paboTe pabora, OTyer
HECAaHKIIMOHUPOBAHHOTO o KprOBOﬁ
JIOCTyTa B JIOKAJIIBHOM CETH pabore
IloaroroBka k 2 IIK-2, ITK-3 TectupoBanue
TECTUPOBAHUIO
[ToaroroBka k 6 ITK-2, TIK-3 JlabopaTtopHas
nabopaTopHOi pabora
paboTe, HalMCaHKE
oT4yeTa
Hroro 16
2 llenTpanuzoBaHHas [ToaroroBka k 3auery 2 IIK-2, I1K-3 3auér
MHBCHTapu3alus peCypcoB | HanmmcaHue oT4eTa 10 4 [1K-2, T11K-3 KypcoBas
JIOKAJIbHOM CETH. KypCOBO#1 pabote pabota, OTyer
YV nanéHHblii KOHTPOJIb 0 KypCOBOi
paboTocrnocoOHOCTH pabore
CPCACTB 3AIUTHI IToxroroska K 2 [IK-2, [1IK-3 | TectupoBaHue
uHpOpMaLuu Ha pabouux TeCTHPOBAHHIO
CTAHIHIX [Tonroroska k 2 [IK-2, T1IK-3 Jlaboparopnast
1a00paTOpHOIt pabora
paboTte, HarMcaHue
oTyera
Hroro 10
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3 LlenTpanu3zoBaHHas ITogroroBka k 3auery 2 [1K-2, TIK-3 3auér
3amuTa OT BUpYCOB B Hanmcanue otyera no 4 [1K-2, T1K-3 KypcoBas
JIOKJIbHON CEeTH KypCOBO# paboTe pabora, OTyer
10 KYpCOBOM
pabote
ITogroroska k 2 I1K-2, TIK-3 TectupoBanue
TECTUPOBAHUIO
[MonroroBka k 2 [1K-2, T1K-3 JlaGopaTopHas
nabopaTtopHOi pabora
pabore, HarUCaHKe
oTyeTa
Hroro 10
4 Ilentpanu3oBanHbliil yuet |[loaroroska k 3auety 2 I1K-2, TIK-3 3auér
1 yNpaBJICHUE CPEACTBAMHU | HanmcaHue OT4ETA 110 4 [1K-2, TIK-3 Kypcosas
TNEepCOHANbHOM KypCOBO#1 pabote pabota, Otuer
UICHTUDHUKALIMY U 110 KyPCOBOI
ayTeHTU(UKauu paGote
IToaroroBka x 2 I1K-2, IIK-3 TectupoBanue
TECTUPOBAHUIO
ITogroroska k 2 I1K-2, TIK-3 JlaGopaTopHas
1abopaToOpHOt pabota
pabote, HarMcaHue
oTyera
Hroro 10
5 AHanu3 HOPMATUBHBIX [ToaroroBka K 3adety 2 [1K-2, T1K-3 3auér
TpeOoBaHHii 110 Hanucanue oryera no 4 I1K-2, TIK-3 Kypcosas
YOPABICHUIO CPCIICTBAMHU | KypcOBOM paboTe pabota, Otuet
3aImuThl THGOPMAITIHT 110 KypCOBOif
pabote
IloaroroBka x 2 I1K-2, I1K-3 TectupoBanue
TECTUPOBAHUIO
Hroro 8
Hroro 3a cemectp 54
Hroro 54

5.7. CooTBeTcTBHE KOMIIETeHIUH, GOpMHPYEeMBbIX IPH U3YYEHUHU AUCHHUILIMHBI,
1 BHJ0B Y4eOHOIi 1esiTe IbHOCTH

CooTBeTcTBUE KOMIIETEHIIUH, (OPMUPYEMBIX NMPU U3YUYEHHH JUCLUIUIMHBI, U BUJIOB yueOHOM
JeSTeTLHOCTH TMPEICTABIICHO B Tabymiie 5.7.
Tabnuna 5.7 — CooTBETCTBUE KOMIETEHIHNH, (OPMUPYEMBIX IPU U3YUEHUU AUCLUILINHBI, U BUJOB

3aHATHI
Bunpsl yueOHOM AedTeIbHOCTH
dopmupyemsle
Jlek. | Jla6. | Kypc. | Cam. DopMBI KOHTPOJIS
KOMIICTEHIIH
3aH. pao. pao. pao.
I1K-2 + + + +  |3auér, Kypcosas pabora, JlJabopaTopHas
pabota, OTyer o KypcoBoi padore,
TectupoBanue
[1K-3 + + + +  |3auér, KypcoBas pabota, JlabopaTropHas
pabota, OTyer o KypcoBoi padore,
TectupoBanue
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6. PeiiTuHroBasi cucremMa Uisi OLEHKH YCIIeBAeMOCTH 00y4aloIMXCs
6.1. banabHbie oneHKH 11t GOPM KOHTPOJISA

bannbHble onleHkH U1t POpPM KOHTPOJISt IPECTABICHHI B Ta0uie 6.1.
Tabnuua 6.1 — bambHbIEe OLEHKH

. N MaxkcuManbHbBIN 0ailI
MakcumanbHbIi MakcumanbHbIN
3a MepPHOJ MEKITY Bcero 3a
DopMBI KOHTPOJIS 6amn Ha 1-yro KT ¢ OaJLI 3a IepuoI
2KT u Ha xoHEN CEeMEeCTp
Hayajia ceMecTpa mexay 1KT u 2KT
ceMecTpa
7 cemecTp
3auér 0 0 30 30
JlaGopaTtopHnas pabota 20 20 20 60
TectupoBaHue 0 0 10 10
Hroro makcumym 3a 20 20 60 100
epuo.I
Hapacratomum utorom 20 40 100 100

bannbHble oLleHKH ISl KypcOBOM paOoThI MpecTaBiieHbl B Tabnuie 6.1.1.
Tabmuma 6.1.1 — banibHble OLIEHKHU JJIs1 KYpCOBOM paboThI

. . | MakcumainbHbI#i Oamt
MakcumanbHbII MaxkcumanbHbII
3a IEPUOJ MEXKITY Bcero 3a
@DopMbI KOHTPOJIS 6amn Ha 1-y10 KT ¢ 0asut 3a mepuos
2KT u Ha xoHeI CEMECTD
HayaJjla ceMecTpa mexay 1KT u 2KT
cemecTpa
7 cemecTp
Ot4er 1o KypcoBoi 30 40 30 100
pabote
HToro MmakcumyM 3a 30 40 30 100
epHoL
Hapacratomum utorom 30 70 100 100

6.2. IlepecueT 0a/1.10B B OLIEHKH 32 TEKYIIH KOHTPOJIb

[TepecueT 6anIoOB B OLIEHKH 3a TEKYIIUH KOHTPOJIb MIPEACTaBICH B TabmuIie 6.2.
Ta6mmia 6.2 — Ilepecder OasIOB B OIEHKH 32 TEKYIIHH KOHTPOJIb

banibl Ha aTy TEKyIero KOHTPOIs Onenka

> 90% ot MakcuMaibHOI cymMMbl OamioB Ha faty TK 5

Ot 70% 1o 89% ot MakcuManbHOI cymMbl OamioB Ha naty TK

Ot 60% 10 69% ot MakcuManbHOM cymMMbl 6aiioB Ha aaty TK

N |W ([

< 60% ot MakcuMaibHOI cymMbl OamioB Ha naty TK

6.3. [lepecuer cyMMbI 02J1JI0B B TPAAUITMOHHYIO M MEKIYHAPOAHYIO OLIEHKY

[TepecyeT cyMMBbI 0amioB B TPAJUIIMOHHYIO U MEXIYHAPOJAHYIO OIIEHKY MPECTABIEH B TaOIHIe
6.3.
Tabmuma 6.3 — Ilepecuer cyMMbl 6AJIIOB B TPAIUIIMOHHYIO U MEKIYHAPOIHYIO OLICHKY

Hrorosas cymma 6ainios,
Ouenka YUYUTBIBAET YCIEIIHO CITAaHHBIN Onenka (ECTS)
HK3aMEeH
5 (oT4YHO) (3a4TEHO) 90 - 100 A (OTJIIMYHO)
4 (xopor10) (3a4TEHO) 85 -89 B (ouens xoporio)
75— 84 C (xoporo)
70 - 74 D (ynoBieTBopuTENIBHO)

CornacoBaHa Ha noptane Ne 73342 10



3 (yAOBIETBOPUTENIHHO) (3aYTEHO) 65— 69

60 — 64 E (mocpencTBenHo)

2 (HeyIOBIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6ammos F (meynoBrnerBoputeabHO)

7. Y4eOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE o0ecneyeHue TUCHUILINHBI
7.1. OcHOBHas JUTEpaTypa

1. Mapmaxkos, [[. B. [IporpammHo-anmnapaTHbie CpeAcTBa 3alIUTHl HHPOpMANUHU : yueOHOE
nocobue / JI. B. Mapmaxkos, J[. B. ®arxu. — PocTtoB-Ha-Jony : Jonckoit ['TY, 2021. — 228 c.
[DnexTponHsbIit pecypc|: — Pexum gocryna: https://e.lanbook.com/book/237770.

7.2. lonoJTHUTEIbHAS JIUTEPaTypa

1. ®omun, /1. B. UudopmannonHas 6€30MacHOCTh U 3alIUTa HH(POPMAIINH: CTIEIIMATU3UPOBAHHBIC
aTTECTOBaHHBIC IPOTPAMMHBIC M TPOrPAMMHO-AMIAapaTHBIE CPEeACTBa : MeToaudeckue yka3zanus / [1. B.
®omuH. — bnarosemenck : AMI'Y, 2017. — 240 c. [DnekTpoHHbIi pecypc]: — Pexum poctymna:
https://e.lanbook.com/book/156494.

2. EpmakoBa, A. FO. Metoasl U cpeacTBa 3allUThl KOMIBIOTEPHON HHPOpMAIUU : yueOHOE
nocobue / A. FO. EpmakoBa. — Mocksa : PTY MUPDA, 2020. — 223 c. [DnekTpoHHbIN pecypc]: —
Pexum noctyna: https://e.lanbook.com/book/163844.

7.3. YueOHO-MeTOANYEeCKHE MOCOOUs
7.3.1. O6s3aTe1bHbIE YUeOHO-METOAMYECKHE TOCOOUSI

1. JlaGopaTopHbIi MPAKTUKYM 1O JUCIUIUIMHE “YTIpaBJICHUE CPECTBAMHM 3aIUThl HHDOopmarun” /
Paxmanenko M.A. - 2021. - 103 c. [DunexTpoHHBIU pecypc]: — Pexum pgocrtyna:
https://disk.fb.tusur.ru/information security management/laboratory work.pdf.

2. MeTroauueckue yKa3aHHs 110 BBIMOJHEHUS KYPCOBOW pabOTHI MO MUCIUILIMHE "YIIpaBieHUE
cpeacTBaMu 3amuThl mHGopManuu" s cTyneHToB cnenuaibHocTerd 10.03.01, 10.05.02, 10.05.03 /
Paxmanenko MHU.A. - 2019. - 7 c. [DnektpoHHBH pecypc]: — Pexum pgoctyna:
https://disk.fb.tusur.ru/information security management/course work.pdf.

3. MeTroauueckue yKa3aHus K CaMOCTOSITEJIbHOW M MHAWMBHUAYaJbHON paboTe MO MUCIUILIMHE
"Vupaienue cpeactBaMu 3amuThl nHGopmanuu" / Paxmanenko M. A. - 2021. - 6 c. [DneKTpOHHBIN
pecypc]: — Pexum pocTymna:
https://disk.fb.tusur.ru/information security management/independent work.pdf.

7.3.2. YueOHO-MeTOANYECKHE MTOCOONS JIS JINIT
€ OrpaHMYeHHBIMU BO3MOKHOCTSIMHM 3/10POBbSI M HHBAJIHU/I0B

Y4eOHO-MeTOIUYeCKHEe MaTepUaIIbl ISl CAMOCTOSITEIILHON U ayIMTOPHOIM PabOThl 00YYaIOLIHXCS
U3 YHCIIa JIUI] ¢ OTPAHUYCHHBIMU BO3MOXKHOCTSIMU 370POBbSI M HHBAJIH/IOB IIPEIOCTABISIOTCS B (hopMax,
aJIalITUPOBAHHBIX K OTPAHHYCHHUSM HUX 3[I0POBbSI U BOCHPUATHS HHOOpMALIUY.

JI1s JIMI ¢ HAPYIIEeHUSIMH 3PEeHus:

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B [1€YaTHOW (hopMe YBEIUIECHHBIM HIPUPTOM.

JI1s1 JIMIL ¢ HAPYIIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B miedatHou popme.

JI1s1 JIMIL ¢ HAPYIIEHUSIMHU ONOPHO-IBUTaTEIbHOI0 anmnapara:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B miedatHou popme.

7.4. CoBpeMeHHbIe TPpo(eccuoHATIbHBbIE 0a3bl JAHHBIX
1 HH(POPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. IIpu u3ydyeHUU NTUCHUIIUHBI PEKOMEHAYETCSl 00pallaThCsa K COBPEMEHHBIM 0a3aM JaHHBIX,
WHGOPMAIIMOHHO-CIIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa oTKpHIT gocTym:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.
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2. 'ocymapcTBeHHBIM peecTp CcepTUGUIMPOBAHHBIX CPEACTB 3alUThl HHpOpMamuu:
https://reestr.fstec.ru/reg3.

8. MatepunajbHO-TeXHHYeCKOe H POrpaMMHOe ofecrieyeHne TUCHUIIHHBI
8.1. MaTepuabHO-TeXHHYECKOe H IPOrpaMMHoe o0ecredeHue sl JTeKINOHHBIX 3aHATHI

Jlnst mpoBeeHus 3aHATUN JEKIIMOHHOTO TUIA, TPYIIOBBIX U MHAUBUIYaIbHBIX KOHCYJbTAIUA,
TEKYLIEro KOHTPOJIS U MPOMEXYTOUHON aTTECTAllMU UCIIONb3YeTCsl yueOHask ayAUTOPHUS € JOCTaTOYHBIM
KOJIMYECTBOM TIOCAI0YHBIX MECT IS y9eOHOH TPYIBI, 000pYyI0BaHHAS JOCKOH M CTAaHIAPTHOW y4eOHOM
MeOenbto. MimeroTest MynbTUMeInitHOe 000pyI0BaHKE U YUEeOHO-HATJISAHBIE TTOCOOUS, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH 110 JIEKIIMOHHBIM pa3ziesiaM AUCLUILINHBL.

8.2. MaTepuaibHO-TeXHHYECKOE U POrpaMMHOe o0ecreyeHue 1Jisl JIa0OpaTOPHBIX padoT

Jlabopatopus mporpaMMHo-aInapaTHbIX CpeAcTB oOecriedyeHus: UHPOPMAITMOHHON 0€30MaCHOCTH:
ydyeOHasi ayAuTOpHs AJs NPOBEACHUS 3aHATUN MPAKTUUYECKOTO THIA, yueOHAas ayauTopus Iis
MIpoOBeIeHUs 3aHATHi TabopaTopHoro Tumna; 634045, Tomckas obnacts, r. ToMck, yi. KpacHoapmeiickas,
a. 146, 405 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- UnTepaktuBHas nocka IQBoard DVT TN100;

- [Ipoektop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yeunmurens Roxton AA-60M;

- [ToTonounskrit rpomMkoroBoputesb Roxton PA-20T;

- AnmapatHble cpeficTBa ayTeHTH(HKauu nois3osatens "eToken Pro";

- [IporpammHo-anmnapaTHelii Komruieke 3amuThl nHpopmaruu: [TAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW1000 4 .x;

- YcTpoicTBa YTEHHUSI CMapT-KapT U paMOMETOK: aJanTep KOMIbIOTEPHBIN JJIs CUUTBHIBAHUS U
nepenaun B [IK cepuitHpix HOMepoB O€CKOHTAKTHBIX HaeHTU(uKaTopoB IronLogic Z-2 USB;

- MarautHo-mMapkepHas J0CKa;

- Kommnekr cnenuanu3upoBaHHoi yueOHON Mebeny;

- PaGouee mecTo mpemnogaBaTens.

[IporpamMmMHOe obecrieueHue:

- Kaspersky endpoint security;

- Microsoft Windows 10;

- VirtualBox;

- AnnapaTHO-TIpOrpaMMHBIE CpPEJICTBA YIPAaBJIEHHUS IOCTYNOM K JaHHBIM, MHU(POBAHUS:
DallasLock;

Ayautopusi MOJEIUPOBAHUS, MPOCKTUPOBAHUS W OSKCILUTyaTallud HUH(POPMAIMOHHBIX U
AQHAJTUTUYECKUX CHCTEeM: yueOHasl ayAUTOpHUs AJs IPOBENCHUsS 3aHATUN MPAKTUUYECKOTO THIa, yueOHas
ayAUTOpUs JJIsl IPOBEIeHUs 3aHATUI JabopaTtopHoro tuna; 634045, Tomckas obnacte, T. ToMmck, yiI.
Kpacnoapwmeiickas, n. 146, 407 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- UnTepaktuBHas nocka TraceBoard TS-408L;

- [IpoexTop ViewSonic PJD5154 DLP;

- Kommnekr cnenuanuzupoBaHHoi yueOHON Mebeny;

- PaGouee mecTo npernogaBaTes.

[IporpamMmmHOe obecrieueHue:

- Kaspersky endpoint security;

- KasperskySecurityCenter;

- Microsoft Windows 10;

- VirtualBox;

Ayautopuss MOJEIUPOBAHUS, MPOCKTUPOBAHUS U ODKCILUTyaTallud HUH(POPMAIMOHHBIX U
AHAJTUTUYECKUX CUCTEeM: yueOHasl ayAUTOpUs AJs IPOBENCHUS 3aHATUN MPAKTUYECKOTO THIa, yueOHas
ayAUTOpUs JJIsl IPOBEIeHUs 3aHATUI JabopaTtopHoro tuna; 634045, Tomckas obnacte, T. ToMmck, yiI.
Kpacnoapwmeiickas, n. 146, 407 ayn.
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Onucanue UMeroLerocss 000pya0BaHuUs:

- UnTepaktuBHas nocka TraceBoard TS-408L;

- [Ipoextop ViewSonic PJD5154 DLP;

- KommiekT cnenuann3npoBaHHON yueOHOM Mebenu;
- PaGouee mecTo mpenogaBaTels.

[IporpamMmmMHoe obecrieueHue:

- Kaspersky endpoint security;

- KasperskySecurityCenter;

- Microsoft Windows 10;

- VirtualBox;

8.3. MaTepuajibHO-TeXHHYECKOe H IPOrpaMMHoOe o0ecriedeHne 1 KypcoBoii padoThI

JIaGopaTopusi mporpaMMHO-aNnapaTHBIX CPEACTB o0ecrieueHus] NH(POPMAIIMOHHOM 0€30MacHOCTH:
yueOHas ayauTOpHUs AJIS NMPOBEICHUSA 3aHATUN NMPAKTUUYECKOTO THUIMA, yueOHas ayIuTOpHUs I
MpOBeIeHuUs 3aHsITHil TabopaTtopHoro tumna; 634045, Tomckas obmacts, r. ToMck, yi. KpacHoapmeiickas,
a. 146, 405 ayn.

Omnwucanue UMeEIoNIerocss 000py0BaHUS:

- UnTepaktusHas nocka [QBoard DVT TN100;

- [IpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yemnmurens Roxton AA-60M;

- [ToTonounslit rpomkorosopurens Roxton PA-20T;

- AnmmapaTHble cpescTBa ayTeHTuuKanuu noias3zonarens "eToken Pro";

- Ilporpammuo-annapaTHbiii koMiuieke 3auuTsl nHpopmanun: [TAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW1000 4 .x;

- YcrpoiicTBa UT€HUS CMapT-KapT U PaJMOMETOK: aJanTep KOMIBIOTEPHBINA JJI CYUTHIBAHUS U
nepenauu B [IK cepuiiHpix HOMepoB OECKOHTAKTHBIX uAeHTUUKaTOpoB IronLogic Z-2 USB;

- MarauTHO-MapKepHas J10CKa;

- KommuiekT ciennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

[Iporpammuoe obecnieueHue:

- Kaspersky endpoint security;

- Microsoft Windows 10;

- VirtualBox;

8.4. MaTepI/laJ'II)HO-TeXHI/I'-IeCKOC H MporpammHoe odecneyeHue IJ1s1 CAMOCTOATEILHOM paﬁoTI)I

st camocToATeNbHONU pabOThl UCIIOIB3YIOTCS yUeOHbIE ayIUTOPpUH (KOMIBIOTEPHBIC KJIACCHI),
PacmoJoKeHHBIE MO apecam:

- 634050, Tomckast o6macts, r. Tomck, Jlennna npocnexr, 1. 40, 233 ayn.;

- 634045, Tomckas o6macts, . ToMck, yi. KpacHoapmeiickas, 1. 146, 209 ayn.;

- 634034, Tomckas o6nacts, r. Tomck, Bepmunauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacts, r. Tomck, Bepmmauna ynuna, a. 74, 207 aya.

Onucanue uMeroerocs 000pya0BaHus:

- yueOHast MeOeb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJKIIOUECHBI K ceTu «MHTepHEeT» U 00ecrneyuBaloT JOCTYI B 3JIEKTPOHHYIO
nH(popManmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[lepeuenb mporpaMMHOT0 O0OecreueHusI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mns Windows;

- 7-Zip;

- Google Chrome.

8.5. MaTepuajJibHO-TeXHHYECKOE o0ecrevyeHne TUCIMTILTAHBI IS JTUI] C OTPAHUYEeHHBIMH
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BO3MOKHOCTSAMH 310POBbA U HHBAJIN/I0B

OcBoeHME AUCIUILIMHEI JIUIIAMU C OTPAHMYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbSI M MHBAIUIAMHU
OCYIIECTBIISIETCS C UCTIOIB30BAHUEM CPEICTB 00YUEeHUS OOIIEro U CrennaIbHOr0 Ha3HAYEHUSI.

[Ipu 3aHATUSAX ¢ OOyYaOUIMMUCA C HAPYUIEHHSIMH CJyXa MPEIyCMOTPEHO HCIOJIb30BaHHE
3BYKOYCHJIMBAIOIIEH ammapaTypbl, MyJIbTUMEIUNHBIX CPEICTB M JPYTHUX TEXHUUYECKHUX CPEJICTB
npueMa/nepenayu yueOHoi uHQopManuu B JOCTYMHBIX opMax, MOOUIBHON CHUCTEMBI MPENoAaBaHUs
JUTsL 00YYAIOIIUXCSl ¢ UHBAMHOCTHIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMBl. YueOHas ayauTOpHs, B
KOTOPOM 3aHMMAIOTCs 0OyUaromuecs ¢ HapylIeHueM ciayxa, 000pyaoBaHa KOMIBIOTEPHOU TEXHUKOM,
ayAMOTEXHUKOU, BUACOTEXHUKOU, SJIEKTPOHHOU TOCKOU, MYJIbTUMEIUUHON CUCTEMOM.

[Ipu 3aHATHUSIX ¢ 00YUYAIOIIUMUCS C HAPYLIEHUSIMHU 3PEHUs TPEIYyCMOTPEHO UCIOJIb30BAHUE B
JMEKIUOHHBIX U y4eOHBIX ayAUTOPHUSX BO3MOXKHOCTH MPOCMOTpaA YAAJICHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WM claiijia Ha SKpaHe) MPH MOMOIIHM BUACOYBEIUUHUTENEH 11 KOMPOPTHOTO
MIPOCMOTpA.

[Ipu 3aHATHSAX ¢ OOYyYAIOMIMMHCS C HAPYUIEHHWSIMH ONMOPHO-ABUraTeJbLHOIr0 ammapara
HCTIONB3YIOTCS allbTePHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMAlMU U APYyrue TEXHUYECKUE CPEeACTBa
npueMa/mepenadn yueOHoi nHGOpMaIMU B JOCTYMHBIX opMax, MOOUIBHON CUCTEMBbI OOyUEeHUS IS
TOJEH ¢ MHBATUAHOCTBIO.

9. OI[eHO‘IHBIe MaTepuajJbl U METOANYECCKUEC PEKOMCHIAIIUH 110 OPraHM3allui U3YyYCHUSA
AUCHUITJIMHbI

9.1. Conep:xaHue OLIeHOYHBIX MAaTEPHAJIOB JJIsl TEKYIIer0 KOHTPOJIS
U MIPOMEKYTOYHOM aTTecCTAHH

Jlnst oueHku cteneHu chOpMUPOBAHHOCTH U YPOBHSI OCBOCHHS 3aKPETUICHHBIX 32 AUCHUIIIUHOMN

KOMITETEHIINI UCIIOJIb3YIOTCS OLICHOYHbIE MaTepualbl, MpeCcTaBlIeHHbIe B Tabuuue 9.1.
Ta6mmia 9.1 — @opMbI KOHTPOJISI M OLICHOYHBIE MATEPUATIBI

Hasanus pasnenos (rem) PopmHpyemEIe ®opmbl KoHTpost |OueHouHble MaTepuaisl (OM)
JUCLUIIAHBI KOMIIETEHIIUU
1 IlenTpanuzoBaHHOE [1K-2, T11K-3 3auér Ilepeuenb BOIIPOCOB 15t
yIOpaBlieHUE CpeACTBAMU 3auera
3aLUTBI HHPOPMALIUH OT Otuer 1o kypcoBoii | [IpumepHsblii iepedeHb
HCCAaHKIIMOHUPOBAHHOTO pabote TEMaTHUK KypCOBBIX padoT
JI0CTYTA B JIOKATLHOH CETH JlaGopaTopHas Tembl 1abOpaTOpHBIX paboOT
pabora
TectupoBanue [IpumMepHbIi TEpeUeHb
TECTOBBIX 3a/IaHU
2 llenTpanu3oBaHHas [1K-2, TIK-3 3auér IIepeuyens BOonpocoB 11t
MHBEHTapU3alysl peCypcoB 3aueTa
JIOKAJIbHOM CeTH. Y IaN¢HHbIN Oruer 110 KypcoBoii | [IpuMepHBIit TIepeUeHb
KOHTPOIIb PabOTOCIIOCOOHOCTH pabore TEMAaTHUK KypPCOBBIX pabOT
CPEJICTB 3alUThI HHOPMAITUH JlaGopaTtopHas Temb1 1a6OpaTOpHBIX pabOT
Ha pabOYUX CTAHITUAX pa6oTa
TectupoBanue [IpuMepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
3 LlenTpanuzoBanHnas 3amuta ot | [1K-2, T1K-3 3auér Ilepeuenb BOITPOCOB IJist
BHUPYCOB B JIOKaJIbHOU CETH 3auera
Otuer no kKypcosoii | [IpumepHsbIil iepedeHb
pabote TEMaTHUK KypCOBBIX padoT
JlaGopatopHas Tembl m1abopaTOpHBIX padoOT
pabota
TectupoBanue [IpumMepHbIi IEpedeHb
TECTOBLIX 3aJaHUuN
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4 lleHTpaIM30BAHHBIN YUET U
yIpaBlieHUE CPEACTBAMHU
MIEPCOHAIBHON MICHTU(DUKALINN

[K-2, TIK-3

3auér

3a4ycTa

[Iepeuyens BonpocoB i

OTuer o KypcoBoi

[IpuMepHBIii TIEpedeHb

CPEICTBaMU 3aIIHUTHI
uHbopmanuu

TpeOOBaHU MO yNpaBICHUIO

H ayTeHTUUKaInu pabore TEMaTHK KypCOBBIX paboT
JlaGopatopHas Temsbl m1abopaTopHbIX padoT
pabota
TectupoBanue [IpumepHBIil nepeyeHb

TECTOBBIX 3aJaHUI
5 AHanu3 HOPMATUBHBIX [1K-2, T11K-3 3auér Ilepeuenb BOIIPOCOB IJ1st

3a4cTa

pabote

Otuer 1o KypcoBoi

IIpuMepHBIil IepeyeHb
TEMaTHUK KypCOBBIX padoT

TectupoBanue

[IpumepHBIil nepeyeHb
TECTOBBIX 3aJaHUI

[lkana oneHku cHOPMUPOBAHHOCTU OTIEIbHBIX IUIAHUPYEMBIX PE3yJIbTaTOB OO0y4YEeHHUS IO
TUCIUIUIMHE TpUBeNeHa B Tabmuie 9.2.
Tabnuua 9.2 — Illkana oueHku cOPMUPOBAHHOCTH IUIAHUPYEMBIX PE3yJIbTATOB OOyUYECHHS IO

JAUCIUTLIINHE
®opmynupoBKa TpeOOBaHUM K CTeeHU C(HOPMUPOBAHHOCTH
Orenka bannet 33 OM TUTAHUPYEMBIX PE3yJIbTaTOB 00YUYECHHS
3HATh yMETh BIIAJIETh
2 <60% ot OTCYTCTBME 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HEYTOBJIETBOPUTEIHHO) | MAKCUMAIBLHOM | MIIH (hparMeHTapHbIE YMEHUN WU HABBIKOB WJIN
CyMMBI 0aJIIOB 3HAHUS YaCTUYHO (dbparmeHTapHbBIC
OCBOEHHOE MIpUMEHEHNE
yMeHHue HaBBIKOB
3 ot 60% 1o o01111e, HO He B LIEJIOM YCIICILIHO, B LIEJIOM
(YZIOBIIETBOPUTEIHHO) 69% ot CTPYKTYypUPOBAHHbIE HO HE YCHEIIHOEe, HO He
MaKCHUMaJIbHOM 3HAHUA CUCTEMATHYECKU | CUCTEMATHUECKOe
CYyMMBbI 0aJIOB OCYIIECTBIISIEMOE MpUMEHEHHE
yMEHHE HABBIKOB
4 (xopor10) ot 70% 1o c(hOpMHUPOBAHHEIE, B LIEJIOM B LIEJIOM
89% ot HO coJiepKaliue yCHENIHOE, HO yCHEUIHOEe, HO
MaKCUMaJIbHOMI OT/IeTIbHbIE cojieprKalue coJieprKaliye
CYMMBI 0ayuIoB | mpoOIeMBbl 3HAHUS OT/IeNIbHbIE OT/I€NIbHbIE
poOeITbl yMeHHe poOeITbI
MIpUMEHEHUE
HaBBIKOB

5 (oTIM4HO)

>90% ot
MaKCUMaJILHOU
CyMMBI 0aJIIoB

chopMUpOBaHHbIE
CHUCTEMATHUUYECCKHE
3HaHUA

chopMUpOBaHHOE
YMEHHE

YCIIEIIHOE U
CHCTEMAaTHYECKOe
pUMEHEHHE
HaBbIKOB

[Tkana KOMIJIEKCHOW OLIEHKH CPOPMHUPOBAHHOCTH KOMIETCHIUI MpHBeieHa B Tabmuie 9.3.

Tabmuia 9.3 — Illkana KOMIJICKCHOM OIIEHKH CHOPMUPOBAHHOCTH KOMITETEHITUI

OrneHka

cDOpMy.]'II/IpOBI(a. Tpe60BaHHfI K CTCIICHU KOMIICTCHIIMH
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2 He nMeet He0oOXOAMMBIX MIPEACTABICHHI O TPOBEPSIEMOM MaTepuase
(HEeyAOBIETBOPUTENBHO) | UJIU
3HaTh HA YPOBHE OPUEHTHPOBAaHMS, peicTaBiieHnid. OOydaromuiics 3Haet
OCHOBHBIC MPU3HAKH WM TEPMHUHBI U3y9IaeMOTO 3JIEMEHTA COACPKAHMS, UX
OTHECEHHOCTH K ONPEICIICHHON HayKe, OTPAC/Id WIH 00bEKTaM, y3HACT B
TEKCTax, N300PAKEHUSIX UITU CXeMaX U 3HAeT, K KAKMM HCTOYHUKAM HYKHO
oOpaiuarbcs 1)1 00Jiee 1eTalnbHOIO €ro YCBOSHHUS!.

3 3HaTh ¥ YMETh Ha PeNPOAYKTUBHOM ypoBHE. OOyJaronuxcs 3HaeT
(YIOBIIETBOPUTENBHO) |M3YUYEHHBIH 3JIEMEHT CO/IepKaHUSI PENPOAYKTUBHO: IPOU3BOIBHO
BOCIPOM3BOAMT CBOU 3HAHUS YCTHO, MUCHMEHHO WJIH B IEMOHCTPUPYEMBIX
NEUCTBUAX.

4 (xopo11o) 3HaTh, yMETh, BIA/I€Th HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENnpoayKTUBHOM YPOBHE, YKa3bIBaTh Ha 0COOEHHOCTH U B3aUMOCBS3H
U3yYEHHBIX 00BEKTOB, HA UX JOCTOWHCTBA, OTPAHUYEHUS, UCTOPHIO U
HEePCHEKTUBBI Pa3BUTUS 1 OCOOCHHOCTH JJIS1 pa3HBIX 0OBEKTOB YCBOCHHUS.

5 (oTIM4HO) 3HaTh, yMETh, BJIa/IETh HA CHCTEMHOM ypoBHe. OOyyaromuiics 3HaeT
M3yYEHHBIN 3JIEMEHT COAEP)KaHUSI CUCTEMHO, POU3BOJIBHO U JI0KA3aTEIBHO
BOCIIPOMU3BOJUT CBOM 3HAHUA YCTHO, IMCbMCHHO WUJIK B ACMOHCTPUPYCMbIX
HeﬁCTBHHX, YUUThIBAA U YKa3bIBasA CBA3U U 3aBUCUMOCTH MCKIY 3THM
9JICMCHTOM U APYTUMH DJICMCHTAMU COACPIKAHUA JUCHUIIIMHBI, €TO
S3HAYUMOCTD B COACPKAHUN JUCHUIIINHBI.

9.1.1. IlpuMepHBIii IepedeHb TeCTOBBIX 3a1aHUI

1. Kaxkoii u3 MeTo10B KOHTpOJIs 1eaocTHOCTH ¢aitioB orcyTcTByeT B C3U oT HCJI Secret Net
Studio?
a)  Kontpoas comepxumoro
b)  Koutpons arpubyTos
c¢)  KoHTposb CaHKIIMOHMPOBAHHBIX H3MEHEHUI
d) KonTpomns cymecTBoBaHUs
2. Jlnsg gero npeaHa3zHaueHa mporpamMmma ornepatuBHoro yrpasieHus Secret Net Studio?
a)  Jlng 3amuThl KOH(GUAEHIMATIbHON HHpOpMauu
b) g upentuduxanuu u ayTeHTH(GUKANY MTOJIb30BaTenei 10 3arpy3ku OC
c)  Jlnst meHTpanu30BaHHOTO YIIPABICHHS 3alIUIIAEMBIMI KOMITBIOTEpAMHU
d)  Jlnsg KoHTposist BBIBOA KOH(MUIEHIINAIBHON HHpOpMAaIK
3. Kakue tumnossie 3amaun aaMuHucTpaTtopa 6e3onacHoctu Secret Net Studio HE otHOCsTCS K
HACTpOIKe apaMeTpOB CUCTEMBI 3aLUTHI?
a)  PemaktupoBaHHEe CTPYKTYpPHI ONEPATUBHOTO YITPABICHHS
b)  Hactpoiika mapameTpoB cOOpa JOKAIBHBIX )KYPHAJIOB
¢)  KoHTpommpoBaHue cOCTOSHHS 3alIUIIECHHOCTH CUCTEMBI
d) Hactpoiika napaMeTpoB CETEBBIX COETUHEHHIM
4. Kakwue TumnoBsie 3amaun aaMuHucTpaTopa 6e3onacHoctu Secret Net Studio HE otHOCsTCS K
MOHHUTOPHHTY U YIPaBICHUIO CUCTEMOW 3alUThI?
a) KonTponupoBanue u onoBenieHre 0 MPOU30IIECIINX COOBITUSIX HECAHKITMOHUPOBAHHOTO
JOCTYTIa
b)  KonTponupoBaHHe TEKYIIETO COCTOSHHUS 3aIIUIIAEMbIX KOMIBIOTEPOB
c¢)  Hacrpoiika mouToBOM pacchUIKM YBEJOMIIEHUH O TpeBOrax
d) BrimonHeHWe NEHCTBHIA ¢ 3alMIAeMBIMI KOMITBIOTEPAMHU TIPY BO3HUKHOBEHUH YTPO3 JIJIs
0€30MacCHOCTH CUCTEMBI
5. Jns gero HeoOX01MMO KBUTHUPOBaHHUE TpeBor B cucteMe Secret Net Studio?
a)  Jlns ycrpaHeHuUs MOCIEACTBHN TPEBOTH
b)  Jig mpenoTBpalleHusl TPEBOT B OyIylieM
c) Jlist pukcanuu peakiuy aIMHHUCTpaTopa 0€301MacHOCTH Ha TPEBOTY
d) s ynaneHust TpeBOTH U3 )KypHAJIOB ayuTa
6. Kakoii 13 MexaHHM3MOB YIaJICHHOTO YIIPABICHHS 3alIUIIaeMbIM KOMITBIOTEPOM HE pean30BaH B
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Kaspersky Security Center?
a) VY aneHHas ycTaHOBKa MPUIIOKEHUN
b)  VnmanmenHas mepesarpy3ka 3amiiiaeMoro KOMIbTepa
¢)  YnaaneHHBIH KOHTPOJIb LIETOCTHOCTH HH(OPMALIUK OTPAaHUYEHHOTO TOCTyIa
d) VYnmanennoe ynpaBieHHE HACTPOMKAMU aHTUBHpYCa
7. Kakue BO3MOXHOCTH YyIpaBJeHHsA amnmnapaTHeiMH uiacHTHGukaTtopamu eToken HE
npenocrapiset Safenet Authentication Manager?
a) Oo6noBneHue coaepxxkumoro eToken
b)  OO6cnyxuBaHue 3anPOCOB Ha Pa30IOKUpoBKY eToken
c¢)  H3neuenue kmoueid mumdpoBanus u3 mamsatu eToken
d) CamocrostenbHas peructpanus e Token mons3oBarenem Ha oTaensHoM WEB-caiiTe
8. Kako#t u3 BapuantoB orBeTa HE OTHOCHTCS K BO3MOXKHOCTSIM LIEHTPAJIW30BAHHOIO ayauTa
COOBITHH, CBA3AHHBIX C MHPOPMAITMOHHONW OE30MaCHOCTHIO B JIOKAJIBHOM CETH OpraHU3aIluu C
MTOMOIIIBIO TIPOTPAMMBI ONIEpaTUBHOTO ynpaBieHus Secret Net Studio?
a)  KouTtponupoBaHue cOCTOSHUSA 3aIUIIEHHOCTH CUCTEMBI
b) Omnpenenenue oOCTOSITENBCTB, KOTOPHIE NMPUBEIN K M3MEHEHHIO COCTOSHHSA
3amuineHHocTH cuctembl nin K HCJL
¢)  Hactpoiika KoHGUTYpaIIMOHHBIX MTAPAMETPOB CEPBEPOB OE30MACHOCTH M ar€HTOB
d) BelsgBieHHE NPUYKUH MPOU3OMIEIIINX U3MEHEHUH COCTOSIHUS 3aIUIEHHOCTH CUCTEMBbI
9. Kakoii u3 BapuaHToB oTBeTOB HE wuncnonp3yeTrcs s onmepaTUBHOTO H3BEIICHUSA
aJIMUHHCTpaTopa 0€30MacHOCTH O TPeBOTraxX B MPOTpaMMe ONEpPaTUBHOIrO yIpaBiieHUs Secret
Net Studio?
a) BusyanbHoe oToOpakeHHe TPEBOTU Ha AUAarpaMMe yIpaBICHUS
b)  IluceMo Ha PJIEKTPOHHYIO MOYTY aAMUHUCTPATOPY 0€30MMacCHOCTH
c)  VYBemomiieHue Ha TenedoH aAMUHUCTpaTopa O6e3omacHocTH o SMS
d)  3BykoBOe yBeJOMJIEHHE B MPOTPaMME ONEPATHUBHOTO YIPABICHUS IPU BOSHUKHOBEHUU
TpPEeBOTH
10. KakuM mepam 3amuTthl MHQOPMAIMKU B TOCYIapCTBEHHBIX MH(POPMAIIMOHHBIX CHUCTEMax
MTO3BOJISIET yIOBJIETBOPUTH MEXAHU3M 3aMKHYTOM mporpaMMHoi cpeapl Secret Net Studio?
a) BrisBnenue, aHanu3 ysa3BUMOCTEH MHPOPMAIMOHHON CUCTEMBI M OTIEPAaTUBHOE
yYCTpaHEHUE BHOBb BBISIBIICHHBIX YS3BUMOCTEN
b) brokupoBanue ceanca moctyna B ”HGOPMAIIMOHHYIO CUCTEMY IOCJIE YCTAaHOBJICHHOTO
BpeMeHHU 0e3/1ecTBUS (HEAaKTUBHOCTH) TIOJIB30BATEIS HIIH T10 €T0 3aIpoCy
c) VYrnpapnenue 3amyckoM (0OpameHus iMi) KOMIIOHEHTOB ITPOTPaMMHOTO oOecTieueHusl, B
TOM 4YHCJIE€ ONpeJeseHHE 3allyCKaeMblX KOMIOHEHTOB, HACTpPOWKa MapaMeTpoB 3amycka
KOMITIOHEHTOB, KOHTPOJIb 32 3allyCKOM KOMIIOHEHTOB MPOTPaMMHOI0 0O0ecredyeHus
d) 3amuTa apXUBHBIX (aisioB, MapaMeTPOB HACTPOUKHU CPEJCTB 3aIMUTH HHGOPMAIIUU U
IpPOrpaMMHOI0 00ecCreueHUs W MHBIX JaHHBIX, HE MOAJIeKAUMX U3MEHEHUIO B Mpolecce
00paboTku nHpOpMaIUn
11. Kakyro noxacucremy B cucteme Secret Net Studio cieayet ucmoas30BaTh A peaaTnu3aiii MEPhI
3alUThl MHPOpPMAaUHMU B TOCYyIapCTBEHHBIX HH(popManuoHHBIX cucteMax «KoHTpoib
HCIIOJIb30BaHUs MHTepdelcoB BBOoAa (BbIBOJAA) MHGOpMAIUM HAa MAIIMHHBIE HOCHUTEIIH
nHpopmaumn»?
a) Mopnyns Bxona
b) Tlomcucrema KOHTPOIIS IEIOCTHOCTH
c) [Toncucrema pasrpaHuydeHHs OCTYIA K yCTPOMCTBAM
d) 3amkHyTas mporpaMMmHas cpena
12. Kakyro u3 Mep 3auuThl HHGOPMaLMU B FOCYAapCTBEHHBIX MHPOPMAIMOHHBIX CUCTEMaX He
no3BojsieT peannzoBaTh C3U ot HC/ Secret Net Studio?
a) Peanu3zanmst He0OXOIUMBIX METOIOB (IMCKPEIIMOHHBIN, MaHIaTHBIN, POJICBON MW UHOU
METO]1), TUIIOB (YTEHHE, 3aMHUCh, BBIMOIHEHUE WM UHOM TUIT) M MPaBUJI pa3rpaHuyeHUs 10CTyna
b) VYrpapnenue 3amyckoM (0OpamieHus M) KOMIIOHEHTOB MTPOTPAMMHOTO 00ecTieYeHusI, B
TOM 4YHCIIE ONpeNeieHHE 3allyCKaeMblX KOMIOHEHTOB, HACTpPOWKa MapaMeTpoB 3amycka
KOMITIOHEHTOB, KOHTPOJb 32 3allyCKOM KOMIIOHEHTOB MPOTPaMMHOI0 0OecredyeHus
c) 3amurta nHpopManu, oopadaTeiBaeMON TEXHUUYECKUMHU CPEACTBAMHU, OT €€ yTEUKH I10
TEXHUYECKUM KaHajlaM
d) VYmnpaBneHue 1OCTYIIOM K MAIIMHHBIM HOCUTEISIM HHGOPMAITIH
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13.

14.

15.

16.

17.

18.

19.

20.

21.

Kaxkyto nmoacucremy B cucteme Secret Net Studio ciemyeTr uCmonb30BaTh IS pean3alii MEphl
3alIUTHl MH(pOpMALMU B TOCYIapCTBEHHBIX HMH()OPMALMOHHBIX cucTeMax «MOHUTOPHUHT
(TpocMOTp, aHANIN3) PE3yJIbTATOB PETHCTPAIUM COOBITHI OE30MAaCHOCTH M pearupoBaHUE HA
HUX»?

a)  Ilomcucrema KOHTPOJISA EITOCTHOCTH

b) Tlomcucrema pasrpaHudeHus JOCTyIa K yCTPOUCTBaM

c¢) Iloacucrema onepaTUBHOIO yHpaBiIeHUS

d) 3amkHyTas mporpaMMmHas cpena

Kakoe u3 mporpaMMHBIX CpeJCTB MO3BOJISIET pealu30BaTh CIECAYIOUIYI0O MEpPY 3allUThI
uHpOopMalUu B TOCYIapCTBEHHBIX HHPOPMAIMOHHBIX CcHUCTeMax: «YIpaBieHUE
uAeHTU(PUKATOPaMH, B TOM YUCIIE CO3JaHKe, TPUCBOCHUE, YHUUTOKEHUE UIACHTU(PUKATOPOB»?
a) Kon bezonacnoctu: MHBeHTapu3anus

b)  Secret Net Studio

c) SafeNet Authentication Manager

d) Kaspersky Security Center

s yero nmpeHa3HauYeH MEXaHU3M KOHTPOJIS MOAKIIOUECHUS U U3MEeHEHUs ycTpoicTB B C3U ot
HC/J] Secret Net Studio?

a)  Jlnd ciexeHus 32 HEM3MEHHOCTBIO COAEPKUMOTO PECYPCOB KOMITbIOTEpA

b)  Jlnsa orpannuenus ucronb3zoBanus [10 Ha kommbIOTEpE

c) Jlnst oOHapy»XeHHsI U pearupoBaHUs HAa U3MEHEHHS amnmapaTHOW KOHPUTypamuu
KOMIIBIOTEpa

d) Jlns ueHTpaau30BaHHOIO yHpPaBIEHUS 3aIIMIIAEMbIMU KOMITbIOTEPAMU

Hns wero mpenna3znavueH mexanu3M koHTpous nenoctHoctd (KII) B C3U ot HCJI Secret Net
Studio?

a) Jns orpanndenus ucnosibzoBanus [10 Ha koMIbrOTEpE

b) Jnst oOHapyXKeHUsI U pearupoBaHUs HAa U3MEHEHHUS ammapaTHOW KOHPUTypaIluu
KOMIIBIOTEpa

c)  Jig ueHTpaau30BaHHOTO YIPAaBJIEHUS 3alIUIAEMbIMH KOMIIbIOTEpAMU

d) Jlns cnexxeHus 3a HEU3MEHHOCTBIO COIEPKUMOI0 PECYPCOB KOMITBbIOTEPA

s yero nmpegHa3zHayeH MeXaHU3M 3aMKHYToM mporpammHuoi cpeanl B C3U ot HCJI Secret Net
Studio?

a) Jlnst oOHapyXeHHsI U pearupoBaHUs HAa U3MEHEHHS amnmapaTHON KOHpUTypamuu
KOMIIBIOTEpa

b) i ueHTpaaIu30BaHHOTO YIPaBIEHUS 3alIUIAEMbIMU KOMIIbIOTEPAMU

c)  Jlnd crexxkeHus 32 HEU3MEHHOCTBIO COAEPKUMOTO PECYPCOB KOMITbIOTEpA

d)  Jns orpanmyenus ucnonb3oBanus [10 Ha kommbroTEepe

Kakue pexxuMbl 111 3aMKHYTOM TTporpamMmMHoil cpenbl cymectBytoT B C3U ot HCJI Secret Net
Studio?

a)  KonbuneHnuaabHbIN U CEKPETHBIN

b)  DTajroHHBIN U TOJITHOMOYHBIN

c)  Msrkuii u KeCTKUH

d) JluckpenwoHHBIN U MaHIATHBIA

Kaxkas u3 3amutHbeix pyaknuii HE otHocuTcs k Kaspersky Security Center?

a)  YpaneHHoe ymnpaBiieHHUE aHTUBUPYCHBIMH CPEACTBAMHU 3aILlUTHI

b)  Vder ycTaHOBJIEHHOTO MPOTPAMMHOTI0 0OCCIICYCHHS M TIOUCK B HUX YSA3BUMOCTEH

c)  Pasrpanuuenue noctymna nojp3oBaTenel K HH(GOpPMALIUKA OTPAaHUYEHHOTO TOCTyIa

d) Aynut coOsITull HHGOPMAITMOHHON 0€30TaCHOCTH, MPOUCXOASANIUX HA 3alUIIAEMbBIX
KOMIIBIOTEpaxX B CETH OpraHu3aluu

Kakoii u3 nepeuncieHHbIX 3anuTHBIX Mexanu3MoB Secret Net Studio HE ucnons3yercst aist
oOecrneyeHus 3alUThl HHOOPMALIUK OTPAaHUYEHHOTO JoCTyna?

a)  KouTpomas nienoctHocTn

b)  PasrpanmveHue moctyna K yCTpOHCTBaM

c¢)  Hpentudwukamus u ayreHTUPUKALNS TOTb30BaTEICH

d) TlomHOMOYHOE pa3rpaHUUYEHUE JOCTYIIA

Cornacno npukazy ®CTIK Poccuu ot 11 despans 2013 r. N 17 06 yTBepkaeHIN TpeOOBaHMI
0 3amuTe mHpOpMaNMU, HE COCTABISIONIEH TOCYIapCTBCHHYIO TalHY, COJAEpIKAIIEHCS B
rocyJIapCTBEHHBIX MHGOPMAIMOHHBIX CHCTeMax, kakoe u3 aeiictBuii HE oTtHocuTcs k
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BBISIBJICHUIO MHLKJEHTOB MH(GOPMAlMOHHON 0€30MacHOCTH M pearupoBaHHUIO HA HUX?
a)  OmpeneneHue Jull, OTBETCTBEHHBIX 32 BBISABICHUE UHIIUICHTOB
b)  AHanu3 MHUUJEHTOB, B TOM YHCIIE OINpeAesieHHe HCTOYHUKOB U MPUYMH BOZHUKHOBEHUS
MHIUJICHTOB, a TAK)KE OLIEHKA UX MOCJIeICTBUN
c) OrnpeneneHue JauIl, KOTOPBIM pa3pelieHbl AHCTBUI TI0O BHECEHUIO U3MEHEHU B 0a30BY10
KOH(purypamuo nHGOpMaIMOHHON CHCTEMBI U €€ CUCTEMBI 3alTUThl HHPOPMAIUH
d) [InanupoBaHue U MPUHATHE MEP MO MPEJOTBPAILIECHUIO TOBTOPHOTO BO3HUKHOBEHHUS
WHIU/ICHTOB

22. Cornacno npukazy ®CTOK Poccunm ot 11 deBpans 2013 r. N 17 006 yTBep)aeHUN TpeOOBaHUT
0 3amuTe WHpOpMANMU, HE COCTABISIONIEH TOCYIapCTBCHHYIO TalHY, COJAEpIKAIIEHCS B
roCyJ1IapCTBEHHBIX MH(GOPMAIIMOHHBIX CUCTEMAaX, KaKoe U3 JIEUCTBUN OTHOCUTCS K KOHTPOJIIO
(MOHHUTOPHHTY) 3a Oo0eCreueHneM YpPOBHS 3alMINECHHOCTH MH(OpPMAIIUK, COJIepKaIIehHCs B
nH(popMaIMoHHOM cucteme?

a) AHanu3 WHIHUJIEHTOB, B TOM YHUCJIE ONpeAeiieHNe HCTOYHUKOB U IPUYHH BOSHUKHOBEHUS
WHIMJCHTOB, a TAK)KE OIIEHKA MX TOCIICICTBHIA
b) Omnpenenenne mapamMeTpoB HACTPOUKH MPOTPAMMHOTO OOeCIeueHus, BKIOYas

MporpaMMHOE 00ECIeYeHUEe CPEJCTB 3aluThl WHQOPMAIMU, COCTaBa M KOHGUTYypaIuu
TEXHUYECKHUX CPEJICTB U MPOrpaMMHOro oOecreyeHusl 10 BHECEHUSI U3MEHEHUN B 0a30BYIO
KoH(purypamuo nHGOpMaIMOHHON CHCTEMBI U €€ CUCTEMBI 3alTUThl HHPOPMAIUH
c) AHanu3 W OleHKa (PYHKIIMOHHPOBAHUSA CUCTEMBI 3aMHUTHl HHPOpMaANUU
MHPOPMALIMOHHON CHUCTEMBI, BKJIIOUas BBISBJICHUE, aHAJIU3 U YCTpaHEHHE HEJOCTATKOB B
(GYHKIIMOHUPOBAHUM CUCTEMBI 3a1IUTHI HH(OpMauu HHPOPMAITUOHHON CHCTEMBbI
d) YupasneHue cpecTBaMu 3alIUThl HHOOpMaMK B HHOOPMAIIMOHHON CUCTEME, B TOM
YHClie TapaMeTpaMi HaCTPOUKH MPOTrPAMMHOI0 00ecreUeHUs

23. Cornacno npukazy ®CTOK Poccun ot 11 depans 2013 r. N 17 006 yTBep)aeHUN TpeOOBaHU
0 3amuTe WHpOpMAINMU, HE COCTABISIONIEH TOCYIapCTBCHHYIO TalHY, COJAEpIKAIIEHCS B
rocyJJapCTBEHHBIX HH(POPMALIMOHHBIX CUCTEMaX, KaKOe BbICKAa3bIBAHME OTHOCUTCSA K MepaM I10
OTPAaHUYEHUIO TPOTPAMMHON Cpeibl?
a) JomxHbl 0o0ecriedyuBaTh yIpaBlieHUE MpaBaMHU U IPUBUIIETUSIMU CyOBEKTOB JAOCTYyIIa,
pasrpaHUYeHUE JOCTyINa CyObEKTOB JOCTYINa K 00BbEKTaM JOCTyMNa Ha OCHOBE COBOKYITHOCTHU
YCTaHOBJIEHHBIX B MH(GOPMAIIMOHHONW CHCTEME MpaBUJI pa3TpaHUUYEHHs AOCTyMa, a TaKxke
obecrnieunBaTh KOHTPOJIb COOJIOICHUS ATUX TPABHII
b) JlomkHbI 00ecieunBaTh cOOp, 3aNMMCh, XPaHEHHUE U 3aITUTY HH(POPMALIMU O COOBITUAX
0e30macHOCTH B MH(GOPMALIMOHHOM CHUCTEME, a TaKkKe BO3MOXKHOCTh MPOCMOTpa U aHaAIU3a
nH(GOpPMaIIMU O TAaKUX COOBITUSX U pearnpoBaHUEe Ha HUX
c) JomxHBl 0o0ecreynBaTh YCTAHOBKY M (MJIM) 3alyCK TOJBKO Pa3pEmIEHHOTO K
MCIIOJIb30BAHUIO B MH(POPMALIMOHHON CUCTEME MPOTPAMMHOI0 O0ecreyeHus Uiu UCKII0YaTh
BO3MOXHOCTh YCTAHOBKHM W (MJM) 3amycka 3alpelieHHOTO0 K HCIOJb30BAaHHUIO B
WH()OPMAITMOHHOW CHCTEME MPOTPAMMHOIO OOCCTICUCHHS
d) HomxHbl 0obecrieunBaTh 0OHApYy)KeHHUE B MHOOPMAITMOHHON CUCTEME KOMIBIOTEPHBIX
nporpamMmm Ju00 HWHOW KOMIBIOTEpHOW HHDOpPMAIUU, NpPEIHA3HAYCHHOU s
HECAHKIIMOHUPOBAHHOTO YHUYTOXXEHHUS, OJIOKUPOBaHUSA, MOAUGUKALHUHU, KOMHUPOBAHUSI
KOMIBIOTEPHOW MH(POPMALMU UM HEUTpalU3alUU CPEICTB 3aIIUTHl HHPOpPMAIIUH, a TAKXKe
pearupoBaHe Ha OOHAPYKEHUE ITUX MPOTrpaMM U HHDOpMaIuu

24. lns gero npennasHadeHo TeHeBoe konupoBanue B C3U ot HCJI Secret Net Studio?
a) Jns HakomseHUs WHPOpPMAIIUU O COOBITUAX, PETUCTPUPYEMBIX Ha KOMITBIOTEPE
CPEIICTBAMU CHUCTEMBI 3aIIUThI
b) 115 KOHTPOJIS U OMOBELIEHUS O MPOU3OLIEAIINX COOBITUSIX HECAHKIIMOHUPOBAHHOTO
JocTyna
c) Hnst mepemenieHus AyO0auKaToB (KOTHUI) TaHHBIX, BEIBOJAUMBIX Ha OTUYYXKaeMble
HOCHUTEIM UHPOpMaIUu
d) HenpaBwibHBINH OTBET

25. Jlna kakux ycrpoiictB HE ocymectBisiercs teneBoe konupoBanue B C3U ot HCJI Secret Net
Studio?
a)  IlpunaTepn
b)  USB-nocurenu
c) CeteBbie KapThl
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26.
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d) CD-nmpuBoasl

Kakoe annapatnoe cpenctso 3amutel HE npumensiercs coBmectHo ¢ C3U1 ot HCJI Secret Net
Studio?

a)  Amnmaparsasie uaeHtTuduratopsl «eTokeny

b)  IIporpammHo-ammapatHbiii KOMIUIEKC «CO00ITbY»

c) [IporpamMHO-anmapaTHbIi KOMILIEKC «AKKOPI»

d) TIlmara «Secret Net Card»

C kako# 11epI0 MOXET HCTIoJIb30BaThes Safenet Authentication Manager B rocy1apCTBEHHBIX
nH(GOPMALMOHHBIX cucTeMax?

a) [lenTpanru30BaHHOE pelI€HHE OCHOBHBIX 3aJlay MO YNPaBICHUIO U 00CITYKMBAHUIO
CUCTEMBI 3alIUThl CETH OpraHUu3aluu

b)  3ammra KOH(UIESHIMATBHON HH()OPMAILIUH, B TOM YUCJIE TIEPCOHAIILHBIX TAHHBIX, a TAKKE
CBEJICHUI COCTABIISIIOIINX TOCYJaPCTBEHHYIO U KOMMEPYECKYIO TailiHy

c)  YmpaieHue )XKMU3HEHHBIM IIMKJIOM alNapaTHBIX ayTeHTU(HUKATOPOB

d) Co6op, 0o6paboTka u cucteMaTu3anus HHGOPMAIIMK O MPOTPAMMHOM M almnapaTHOM
obecrnieueHnH, YCTAaHOBIEHHOM Ha KOMIBIOTEPAX U CEpBEpax B JIOKAJIbHOW BHIYUCIUTEIBHOMN
CeTH

C kakoil menpio MokeT ucnoab3oBaTthes Kaspersky Security Center B rocyaapCTBEHHBIX
nH(pOPMALMOHHBIX cucTeMax?

a)  3amura KOHQUACHIHUAIHLHONW HH(OPMALIMU, B TOM YHCIIE EPCOHATBHBIX JAHHBIX, a TAKXKE
CBEJICHUI COCTABIISIIOIINX TOCYJAPCTBEHHYIO U KOMMEPYECKYIO TailiHy

b)  VmpapneHue >KU3HEHHBIM ITUKJIOM anapaTHBIX ayTeHTU(PUKATOPOB

c) Coop, ob6paboTKa U cucteMaTu3alus HHPOPMAIUK O MPOTPAMMHOM M almapaTHOM
obecrieueHnH, YCTAaHOBIEHHOM Ha KOMIBIOTEPAX U CEpBEpax B JIOKAJIbHOW BHIYUCIUTEIBHOMN
CeTH

d) [lenTpanu3oBaHHOE pEIICHHE OCHOBHBIX 3a/1ay MO YIPaBICHUIO U 00CIYKHMBAHUIO
CUCTEMBI 3alUThl CETH OpraHUu3aluu

Kakoe u3 mporpaMMHBIX CpeJCTB MO3BOJISIET pealu30BaTh CIECAYIOUIYI0O MEpPY 3al[UThI
WH(pOpPMAIUK B TOCYJapCTBEHHBIX MH(DOPMAITMOHHBIX CUCTeMaX: « YHUUYTOXKEHUE (CTHpaHUE)
nHbOpMallMy Ha MAIIMHHBIX HOCHUTENSX MPH UX Mepeaaye MexAYy MOJb30BaTelsIMH, B
CTOPOHHHUE OpraHU3alUM I PEMOHTA WJIM YTUIW3aLUM, a TAK)Ke KOHTPOJIb YHUUTOXKEHHUS
(ctupanwms)»?

a) Kon bezonacnoctu: MHBeHTapu3anus

b)  SafeNet Authentication Manager

c) Secret Net Studio

d) Kaspersky Security Center

9.1.2. IlepeyeHb BONPOCOB ISl 3a4€Ta

s 4ero npenHa3Hau€H MEXAaHU3M KOHTPOJIA NOJKIIOUEHUS U U3MEHEHUS yCTPOUCTB?
Jns KakuX YCTpPOWCTB peaju30BaH MEXaHU3M KOHTPOJISA MOJKIOYEHHS] U U3MEHEHUs?
Jns yero npenHa3HaueH MeXaHu3M KOHTpoJis ueiaoctHoctu (KI)?

[ yero npegHazHaueH MEXaHU3M 3aMKHYTOW IIPOIpaMMHOM cpeabl?

[lepeuncnure U NOACHUTE METOABI KOHTPOJIS LIETOCTHOCTH.

Kakue ecTb peskuMBl 11 3aMKHYTON IPOrpaMMHOMN cpenibl? B ueM 3axitouarorcs ux OTIIngus?
Jlis 4ero Hy»eH KypHail cOObITHIA?

Kakoii popmar nanHbIX Hcnoab3yeTcs B )KypHane Secret Net?

[TpuBeuTE M MOSICHUTE HECKOJIBKO KATETOPUIl pETUCTPAIIH COOBITHIA.

Kto moxeT paboTaTh ¢ )KypHaiIoM?

. st uero Hy»KHO TeHEBOE KONUpOBaHUE?

. st Kakux yCTpONCTB MOXET OCYIIECTBIIATHCS TEHEBOE KOIUPOBaHUE?

. st yero npenHazHadeHa IporpaMMa OIepaTUBHOrO yipasieHus Secret Net?

. Kakue pexxumbl paboThl HIMEET MporpaMMa ONnepaTUBHOTO yrpasieHus Secret Net?

. Ilepeuncnure TUMIOBBIE 3aJja4M aJIMUHHUCTPATOpPa OE30MACHOCTH, JAJIsl BBHIIIOJHEHUS KOTOPBIX

UCTIOJIb3YETCsI IPOrpaMMa OTNepaTUBHOTO YIPABJICHUS B peXKUME KOH(PUTYPHPOBAHUS.

. Hepe‘-II/ICHI/ITC TUIIOBBIC 3aJa4Yd aAMHUHUCTPATOPA 6€3OHaCHOCTI/I, JJIA BBINIOJIHCHUSA KOTOPBIX

UCIIOJIB3YETCs IIPOrpaMma OIEPaTUBHOIO YIIPABJICHUS B PEXKUME YIIPABIICHHUS.
B kaxoii mocyie10BaTeIbHOCTH IPUMEHSIOTCS TApaMETPhl IPYIIOBBIX MOJIUTHK?
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18.
19.
20.
21.
22.
23.

st gero HeoOxoauMo kBuTHpoBanue coobrtuiit HC?

Kakwue BUIbI 0OTYETOB MOKHO MOCTPOUTH C MOMOIIIBIO Tporpammel OY?

B kakux ciayyasx HeoOX0IMMO U3MEHEHHE CETEBhIX HACTPOEK?

[Tepeuncnure pynkuu cepBepa anmuauctpupoBanus Kaspersky Security Center.

st gero HeoOxomuM nacropT komnbiotepa B cucreMe Kb: MaBenTapusanus?

HazoBuTte 0CHOBHBIE 3a/1au, BOSHUKAIOUIUE NP YIPABICHUHN KU3HEHHBIM IIUKJIOM YCTPOUCTB
ayTeHTU(UKAITIH.

9.1.3. IlpuMepHBIii IepedeHb BOMPOCOB /ISl 3aIIUTHI KYPCOBOH padoThl

. Kakas mndpopmanus oOpabaTeiBaeTcs B aBTOMAaTHU3MPOBAHHBIX CHCTEMaX OpraHU3alNU

COTJIACHO 3aaHHI0?

. Kakue HopmaTHBHBIE JOKYMEHTHl PErjJaMEHTUPYIOT obecrnedeHne HHPOPMAIMOHHOMN

0€30MacHOCTH IS 3aIaHHOTO BapyuaHTa?

Kakue moacucTeMspl CpeACTB 3alIUThl MHOOPMALMU PEANN3YIOT MEPHI MO 00ECTIEeYCHUIO
nH(GOPMaIMOHHON 0€30MaCHOCTH COTJIIACHO 3aJaHHOMY BapuUaHTy?

Kakum 00pazom peain30BaHbl MHCTPYMEHTHI 00pabOTKU U XPaHEHHsI TAHHBIX Ha BUPTYATbHBIX
MaliuHax?

. Kakwue cpencrsa 3ammrel Tpedyrores nomumo C3U ot HC/] Secret Net Studio?

9.1.4. IlpuMepHbIii NepeYeHb TEMATHK KYPCOBBIX padoT

Brimonnenue kypcoBoit paboTsl Ha Temy “AnmunHucTpupoBanue u ynpasienue C3U ot HC/]
Secret Net”. CoBMECTHO ¢ PYKOBOJUTEIIEM BO3MOXKEH BBIOOp APYroil TeMbI KYpCOBOM pabOTHI, OJTHAKO
HEO0OXOJAUMBIM SIBIISIETCA YCJIOBUE MPUMEHEHHUS B paMKax KypCcOBOW pabOTHI cpeJcTBa 3allUTHI
HHPOPMALIMU OT HECAaHKIMOHMPOBAHHOTO JOCTYyIa B JIOKAJbHOM CETH C MPUMEHEHUEM BbITAHHBIX
MpenojaBaTesieM BUPTYalIbHbIX MAIIMH U BBIIIOJHEHHE TPEOOBaHUMN 3aJaHUs 110 BApUAHTY.

[IpuMepHbIe BapraHTHI 3aIaHU Ha KYPCOBYIO paboTy:

l.

nkhw

~ o

Jana naopmManroHHas cuctemMa 00pabOTKH MEepCOHATBHBIX JaHHBIX, KaCAIOUIUXCsl paCOBOM U
HaIlMOHAJIbHOW MPUHAJIC)KHOCTH TpaxaaH, B o0beme Menee 100 Thic. cyOBeKTOB 0€3 ydeTa
COTPYIHUKOB. J[JIsl CUCTEMBI aKTyaJbHBI yTPO3bI 3-I0 TUMA.

Hana rocymapctBeHHas nHGOPMAIMOHHAS CUCTEMa PErHOHAIBLHOTO YPOBHS, 00pabaThiBaroIas
MH(OpMaIHIO, HE COCTABISAIONIYIO TOCYIapCTBEHHYIO TailHy, pa3rialieHue KOTOpOi MOXKET
MPUBECTH K YMEPEHHBIM HETaTUBHBIM MOCJIEJCTBUAM B COLMAIBHOW MM KOHOMHYECKOM
o0JtacTy NEeATENLHOCTH.

VY nocroBepsAronmi HEHTP.

bankoBckas opraHnuzanusi.

Jlana aBToMaTH3MpOBaHHAs CHCTEMa yIpaBieHUs TexHoJornueckumu npoueccamu (ACY TII).
B cnayyae HapymieHus 1EJIOCTHOCTH HMHpOpMalnuu, o0padbaTeiBaeMO B JaHHOW CUCTEME,
BO3MO>KHO BO3HUKHOBEHHE UYPE3BbIUAHON CUTYallMH MEXPETHOHAIBLHOTO XapaKTepa.

9.1.5. Tembl 1a00paTOPHBIX padoOT

. Secret Net Studio. Pazrpannuenne noctyna K JaHHbIM. Pasrpanndenue 10ocTyna K yCTpOHCTBaM.

KonTtposs neyatu KoHQUICHINATBHBIX TaHHBIX.

Secret Net Studio. 3amMkHyTast mporpammHas cpefa. KoHTposb HeT0CTHOCTH.

Secret Net Studio. Aynut cobsituii nnpopmanronnoit 6ezomnacHoctu B C3U1 ot HCJL Secret
Net. PaGota co cBeieHUsIMH B KypHaJIe perucTpauu coOsITuii. TeHeBoe KonupoBaHUe
OnepaTuBHOE ynpaBjeHUE 3alUIIAEMbIMU PA0OYUMHU CTAHIIUSIMU U MOHUTOPHUHT COOBITHI
UH(POPMALIMOHHOM 0€301MacHOCTH

. “Kb HuBeutapusanusa”’. IIpoBeneHne HMHCIEKIOUH U y4eT U3MEHEHHUH KOH(PUTYpaALUU
y Y

3alMIaeMbIX Pa0OYMX CTAHIUH.
VYnpasnenue cepepamu anmuHuctpuposanus "Kaspersky Security Center"”

. YIpaBieHHe KM3HEHHBIM LHMKJIOM cpeacTB ayTeHTUdukauuu eToken ¢ momomisio Safenet

Authentication Manager.

9.2. MeTonnueckne peKOMeHIalUN

YueOHBI MaTepuan u3iaraercs B GopMme, Mperoiaraiiie caMoCTOsSTEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosITeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIIYIO POJIb
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B XO/JIe BCETro Y4eOHOro mpolecca.

HauaTp uzydeHue qucHMIUIMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMoi, CIUCKOM
y4e0HO-METOUYECKOTO U MporpaMMHOro odecredeHusi. CamocrosiTenbHas paboTa CTyJeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepualiaMH, BBIIOJTHEHHE KOHTPOJIbHBIX MEPONPUATHH, MPeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: TUCUUILIMHBI ISl Ty4YIIETO OCBOEHUS MaTepHaia He0OX0IUMO PEryJIspHO
oOpamaTbcsi K pEKOMEHAYEMOW JUTEepaType U MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHEeT CTy/AeHTa Ha cailte YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)KE 00IIETOCTYTHBIMU HHTEPHET-MIOPTaIaMU, COACPKAIIUMHU
HAayYHO-TIONYJSIPHbIE U CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHeKTaM
y4eOHOW AMCUUILTHHBIL.

[Ipu caMoCTOATEIHLHOM U3YYEHUU TEM CIIEAYHTE PEKOMEHIAIHSIM:

— YTEHHE HWJH MPOCMOTP MaTepHuajia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBHUAYATbHOTO MOHMMAHUS U OCBOEHHS MaTepuaja, BbIJENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITATbCS COOTHECTH TEOPHUIO C MIPUMEpPAMHU U3
MIPAKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BBISICHUTH UX
3HaYeHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATE HA MPEJI0KEHHbBIE BOIIPOCHI.

CtyneHThl MOTYT MOJy4aTh HHAUBUIyaIbHbIE KOHCYJIbTAIMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB
TEJIEeKOMMYHHUKAIUH.

[lo nucuunavHe MOTYT MPOBOJIUTHCA JOMOJHUTEIbHbIE 3aHATUS, B T.4. B opMe BEOMHAPOB.
Pacnimcanue BeOMHApOB | 3anucyu BEOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / JIEKTPOHHOM
YKypHaJIe Mo TUCIUILUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU
310POBbsI H HHBAJINI0B

Juis nun ¢ OrpaHUYEHHBIMH BO3MOJKHOCTSIMM 3J0pPOBbS U HWHBAJIUIOB IPEIYCMOTPEHBI
JIOTIOJTHUTEJbHBIE OLIGHOYHBIE MaTepuabl, EPEeYeHb KOTOPHIX yKa3aH B Tabmuie 9.4.

Tabnuna 9.4 — JlomonHUTENbHBIE MaTepHUalibl OLEHUBAHUA IJs JHUIl C OTPAaHUYCHHBIMH
BO3MOKHOCTSIMH 3JI0POBbSI U MHBAJIUJOB

Kareropuu o6yuaronuxcs

Buapl 7onOMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYEeHUs

C HapymeHusIMH ciIyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pA0OTHI

[Ipenmy11eCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyHICHUSMU 3pEHUS

CobecenoBaHue o BOIpocam K
3a4eTy, OMPOC M0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUIYATBHO)

C HapyuIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO arlnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHMyYeHUSIMH TIO
o0IIeMe TUIIMHCKUM
MOKa3aHUSIM

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE paOOTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOJS U3 COCTOSIHUS
o0yJaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToauuyecKkue PCKOMEHAAIUHA 110 OMCHOYHBIM MaTepHaJdaM J1Jd JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMM 310POBbS 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIHUJIOB MPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & HMCHHO:

— B mieuaTHou hopme;

— B I1€YaTHOH (hopMe C yBETUUYECHHBIM IIPHPTOM;
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— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— METOJIOM YTEHUS aCCUCTCHTOM 3aJJaHHs BCITYX;

— MPeIOCTaBICHNUE 3aaHNUs C UCIIOIB30BAHUEM CYPIOTIEPEBO/IA.

Jlumam ¢ orpaHUYEHHBIMH BO3MOXXHOCTSIMHU 3[I0POBbSl M MHBAIUIAM yBEIMYHBACTCS BpEeMs HA
MOATOTOBKY OTBETOB Ha KOHTPOJIBHBIE BOMPOCHL. [[s Takux oOydarommMXcs MpeaycMaTpUBaeTCs
nocTymHas popMa npeoCTaBICHHs OTBETOB HA 33aJJaHHs, 2 UMEHHO:

— MUCBMEHHO Ha Oymare;

— HabOp OTBETOB Ha KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNUEM YCIIYT aCCHCTEHTA;

— MPEJICTaBIIEHUE OTBETOB YCTHO.

[Ipouenypa omeHUBaHHUS PE3yIbTATOB OOYYECHHUs JUIl C OTPAHUUYCHHBIMU BO3MOXXHOCTSIMHU
3I0pPOBbSI U MHBAIUIOB 10 JUCIUILIMHE TPEIyCMAaTPUBACT MPEAOCTaBIeHNEe HHPOopManuu B GopMax,
aIalITUPOBAHHBIX K OTPAaHUYEHHSIM UX 3JI0POBbsI U BOCIIPHATHS HHPOPMAaITUH:

Jst U ¢ HapylIeHUsIMU 3peHu:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM HIPUGPTOM.

J st U ¢ HApyIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU (opme.

J1st U1 ¢ HApYIIEeHUSIMU OTIOPHO-IBUTaTeIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOAUTHCS B HECKOJIBKO 3TATIOB.
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JIMCT COI'JTACOBAHUA

Paccmotpena u onobpena Ha 3acenanunu kadenpst BUC
nportokon Ne 1 or«24 » 1  2023T.

COI'TACOBAHO:
JIOKHOCTD Nuunmansl, pamunms IMoamuce
3aBenyrommii Beimyckatomiei kad. KUBOBC A.A. lllenynanos  CornacoBaHo,
c53e145e-8b20-45aa-
9347-a5e4dbb90e8d
3aBenytomuii ooecneunBatomieit kad. bBUC E.1O. Koctiouenko CormnacoBaso,
c6235dfe-234a-4234-
8819-e1597aac6463

N.0O. nayasibHUKA y4eOHOTO yIpPaBIICHUS N.A. Jlapuommua CornacoBaHo,
c3195437-a02{-4972-
a7c6-abbeelf21e73

IKCIIEPTHDI:

Houent, kap. KUBSBC A.A. Kones CormacoBaHno,
81687a04-85ce-4835-
9e1e-9934a6085fdd

Houent, kap. KUBDBC A.1O. Sxumyx CornacoBaHno,
411df265-tb78-4863-
b293-1f03438cb07cc

PA3PABOTAHO:

Homent, kap. BUC N.A. Paxmanenko PaspaboTtano,

438e5305-e83a-40ae-
b333-7c8412fc4661
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