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VY4eOnsIii man mHadopa 2023 roga

O0beM JUCHMIIMHBI U BUABI yU€OHOU AESITEIbHOCTU

Bunb! yueOHOM nesTeNbHOCTH 8 cemectp Bcero EnnHunel

JIeKIIMOHHbIE 3aHATHSA 22 22 qJacoB
[IpakTrueckue 3aHATUA 22 22 4acoB
JlaGopaTopHble 3aHATHUS 16 16 4acoB
CamocrositenpHast padbora 48 48 4acoB
ITonroroBka u caaya SK3aMeHa 36 36 qacoB
OO01mas Tpya0eMKOCTh 144 144 JacoB
(BKJIOYAs MPOMEKYTOUHYIO aTTECTALIHIO) 4 4 3.€.

DopMbI IPOMEKYTOUYHOM aTTeCTaIUs Cemectp
DK3aMeH 8

Tomck
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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. Ilenpro mpenoaaBaHUs AUCLUILIMHBL SBISETCA M3YyUEHUE METOJOB 3aIIUTHl U OCHOBHBIX
3aKOHOMEPHOCTE! nepeayn nHpopMaIMy B IU(PPOBBIX TeJle- KOMMYHHUKAIMOHHBIX CUCTEMaX.

1.2. 3agauy AUCHUILIUHBI

1. 3agavelt TUCIUTIIMHBI SBISACTCA (OPMUPOBAHUE Y CTYJCHTOB KOMIICTCHIIUM, TTO3BOJISIOIINX
CaMOCTOSTENbHO MPOBOAUTH MAaTE€MaTUUYECKUU aHalu3 (U3UYECKUX MPOIECCOB B aHAJOTOBBIX U
nudpoBBIX ycTpoiicTBax (hopMUpOBaHUs, TpeoOpa3oBaHus U 00paOOTKH CUTHAJIOB, OLICHUBATh PEaIbHBIC
U TpeAesibHbIE BO3MOXHOCTH MNPONYCKHOM CHOCOOHOCTM M TNOMEXOYCTOHYHBOCTH
TEJIEKOMMYHUKALIMOHHBIX CHCTEM M CETEeH.

2. MecTo aucuuninnsl B crpykrype OIIOIT

bnok nucuunnun: b1. ucuumiunasl (Moayan).

Yacte O6soka aucturiuH: YacTs, popmupyemas ydacTHUKaM# 00pa30BaTEIbHBIX OTHOIICHHIA.

Monynb quctumiinH: Moayiis crienanu3anuy (major).

Wunexc nucumnauasl: b1.B.02.09.

PeanusyeTcs ¢ mpUMEHEHHEM D3JIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ no JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBetcTBUU ¢ ®I'OC BO 1 0cHOBHOI 00pa3oBaTeabHOM MporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHnu 1 HHAUKATOPBI UX JOCTHIKEHUS

NHaukaTopsl TOCTHXKEHUS [1nanupyemble pe3yabTaThl 00yUeHUs 10
Komnerenuus
KOMITETCHIINH JTUCLHUTIITNHE
YHuBepcajibHble KOMIIETCHIIMT
Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN
IIpodeccuonanbHbIe KOMIIETEHIUH
I1K-7. Cnioco6en pemats [[1K-7.1. 3naeT MmeToasb 3HaeT METO/Ibl ONTUMH3ALINH CYIIECTBYOIINX
3a/1a4y ONTUMU3ALNHI ONTUMU3ALNH 1 HOBBIX TEXHUYECKUX PEIICHUN B YCIOBUIX
CYILIECTBYIOIINX U CYILIECTBYIOIINX U HOBBIX anpUOPHOI HEOIPEIETIEHHOCTH B 00JIacTH
HOBBIX TEXHUYECKUX TEXHUYECKUX PEIICHUN B 3a1uThl HH(OPMaLUU
pELICHH B YCIOBUAX YCJIOBUSX allpUOPHOMN
arpUOPHOM HEONPEIEIEHHOCTH
HEONPEICJICHHOCTH C I1K-7.2. YMeeT npUMEHATH YMeeT NpUMEHATh COBPEMEHHBIN
IIPUMEHCHNEM IIaKCTOB | cCOBpEMEHHBII MaTeMaTHYECKHUH anmnapar Uil peleHus
NPUKITATHBIX TIPOTPAMM | MaTeMaTHUECKUI anmapar AJis |3aaud ONTUMHU3AIUY B 00JaCTH 3alllUThI
pelieHus 3aJauu uH(bOopMauu
ONTUMU3ALNH

[1K-7.3. Baageer meromamu  |Bnageer MeTogaMi ONITUMU3AIIUA

ONTUMHU3ALUU IIPOEKTUPYEMBIX PaJIMO3IEKTPOHHBIX CUCTEM
IIPOEKTUPYEMBIX Y KOMIUIEKCOB B 00JIaCTH 3alllUThI
PaIMO3IEKTPOHHBIX CUCTEM U | MH(pOpMAUU

KOMILIEKCOB

4. O0beM IMCUMIIVIMHBI B 324€THBIX eJMHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMH4YeCKUX 4acOB,
BbIIEJICHHBIX HA KOHTAKTHYIO pa0oTy 00y4aromuxcsi ¢ npenoaasarejieM
H Ha CAMOCTOSITEJIbHYIO padoTy 00y4arommxcst
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OO6mmas TpyA0€MKOCTh TUCIMIUIMHBI COCTABIISIET 4 3aU€THBIX eWHUII, 144 akaJeMUYecKuX 4acoB.

Pacnpenenenue Tpya10eMKOCTH TUCIHUIUIMHEI 110 BHIaM YU4€OHOU JEATEIBPHOCTH MPEJACTABICHO B
tadimue 4.1.

Ta6mmma 4.1 — Tpy10eMKOCTh AUCIUIUIMHBI IO BUJAM YUY€OHOM NeSITeTbHOCTH

Bcero |CemecTpsl
4acoB 8 cemectp

Buapl yaeOHOI gesTenbHOCTH

KonTakTHas aynuTopHas padora 00y4alomuxcs ¢ npenojaBareseM, BCero 60 60
JIeKunoHHbIE 3aHATHS 22 22
[IpakTHyeckue 3aHATUA 22 22
JlaGopaTopHbIe 3aHATHS 16 16
CamocrosiTeibHass padoTa 00y4alomuXcs, B T.4. KOHTAKTHasI 48 48
BHeayMTOpHasi padoTa o0y4yaloluxcs ¢ npenojaaBarteyeM, BCero
Harmmcanne oT4yeTa mo mpakTHYECKOMY 3aHATHIO (CEMUHAPY) 12 12
BrinosiHeHHE TPAKTUUECKOTO 3aJaHUS 13 13
[ToaroroBka Kk TECTUPOBAHUIO 12 12
[ToaroroBka k mabopatopHO paboTe, HATMCAHUE OTYETa 5 5
Hanucanue otdera no naboparopHoii padote 6 6
IToaroroBka M ciava 3xk3amMeHa 36 36
Oo0mast Tpya10eMKOCTh (B Yacax) 144 144
OO0mas Tpyr0eMKoCTh (B 3.€.) 4 4

5. CTpykTypa ¥ coaep:KkaHue TUCHHUILIMHBI
5.1. Pa3nennl (TeMbl) JUCHUNJIMHBI U BUAbI Y4eOHOI 1eATeJIbHOCTH

CTpyKTypa IMCUUILUIMHBEI TIO pa3jaeiaM (TeMaMm) ¥ BHjaaM y4eOHOU NesSTeILHOCTH IPUBEICHA B
tabmmre 5.1.
Ta6auma 5.1 — Pa3nensl (TeMbl) TUCIUIIIMHEI M BUJIBI YICOHOM e TEILHOCTH

Jlek. Cam. Bcero
[Tpak. | JIao. dopmupyembie
HasBanwust paznenos (Tem) JUCHUILTAHBL | 3aH., pab., | gacos (0e3
3aH., 4 | pao. KOMIIETCHITHH
q q dK3aMeHa)
8 cemecTp
1 [Ipeamer kypca. Mudopmanmonnas 2 - - 6 8 [1K-7
0€30IacHOCTh B CUCTEME HAIIMOHAIBHON
6e3omacHoctu Poccuiickoit denepanuu
2 OCHOBHBIE MTOHSTHSI TEOPUN 2 4 - 6 12 I1K-7
UH(POPMALIMOHHOM Oe30macHOCTH. AHATU3
yIpo3 HHPOPMAITMOHHON 0€301acCHOCTH
3 Metozsl u cpeAcTBa o0ecTeueHUs 4 6 8 6 24 T1IK-7
nH(pOpMaITMOHHOM 0€30MacHOCTH B
PaJIMORIIEKTPOHHBIX CHCTEMAaX MepeIadn
uHbopMaluu
4 OCHOBBI KOMILIEKCHOTO 00€CTICUCHHUS 4 4 4 10 22 [1K-7
nH(pOpMaIMOHHOM 0€30MMaCHOCTH B
PaZMOdIIEKTPOHHBIX CUCTEMAX Mepelayn
5 Crangaptbl HHPOPMAITMOHHOM 4 4 - 6 14 [TK-7
0€30MMacHOCTH, KPUTEPUHU U KJIACCHI OLIEHKH
3aIIUIIICHHOCTH
6 MeToa0s0rust MOCTPOEHUS U aHAIN3a 4 - - 6 10 [1K-7
cucTteM obecrneyeHus: THPOPMAIMOHHOM
0e301acHOCTH
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CUCTEMaAX Iepcaaun

7 TexHn4yeCKHE KaHAJIbl yTEUKU 2 4 4 8
UH(POPMALIUU B PAJUOIICKTPOHHBIX

18

IIK-7

Hroro 3a cemectp| 22 22 16 48

108

HUrtoro| 22 22 16 48

108

5.2. Conep:xanue pa3esoB (TeM) JUCHUNIMHBI

Copepxanue pa3esioB (TeM) TUCIUTLINHBI (B T.Y. [0 JISKIIUSIM) IPUBEICHO B Tadwmie 5.2.
Tabmuma 5.2 — Conepskanue pas3ienoB (TeM) TUCHUILIMHEI (B T.4. IO JICKIUSIM)

HasBanwus paznenos
(TeM) TUCIUTLTAHBI

Copepxanue pa3aenoB (TeM) AUCIUILTHHBI (B
T.4. TIO JICKIUSIM)

TpynoemkocTsb
(JIeKIIMOHHBIE
3aHATHUSA), U

dopMupyemebie
KOMIIETEHILIUH

8 cemectp

1 ITpeamer kypca.
Nudopmarnmonnas
0e30IacHOCTb B
CHCTEME
HaAIIMOHAJIbHOM
0e30macHOCTH
Poccuiickoit
®denepannn

emu u 3anaum kypcea. [Ipenmer, cTpykTypa u
KpaTKoe cojiepxanue Kypca. Mcropus
BO3HHUKHOBEHHUS U Pa3BUTHUS CUCTEM 3aIUThI
nHpopmanuu. [ToHsTHE HAITMOHATBHON
Oe3omacHocTH. Buabl 0€301acHOCTH TUYHOCTH,
o01iecTBa U rocy1apcTBa: 3KOHOMUYECKas,
BHYTPUIIOJIUTUYECKAS], COL[UANIbHAS,
MeXayHapoaHast, uH(OopMallMOHHasl, BOGHHAs,
[OrpaHUyHasi, SKoJiorndyeckas u ipyrue. Bumapl
3amumaeMoir nadopmaiuu. OCHOBHBIC TTOHATHS
1 00IIEMETOA0I0TMUECKHE TPUHIIUITBI TEOPHH
nH(pOpMaIMOHHOW 0€301MaCHOCTH.

Ponws nadopmarmonHoii 6€301acHOCTH B
o0ecreueHny HallMOHAIbHON O€3011acCHOCTH
rocynapcra. Obecneuenne HHPOPMaIMOHHOM
0€30MaCHOCTH B HOPMAJIbHBIX M YpE3BbIUaliHbIX
cutyauusix. OCHOBHbIE IPABOBHIE U
HOpPMAaTUBHBIE aKThI B 00J1aCTH
nH(pOpMaAITMOHHOW 0€301MaCHOCTH.
MeTtoauueckue yka3aHus 110 U3yUYEHHUIO Kypca.
PexoMeHnyemas OCHOBHas U IOMOJHUTENIbHAS
JuTepaTypa.

I1K-7

Hroro
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2 OCHOBHBIE
TIOHSITHS TEOPUHT
UH(POPMALIMOHHOM
0€30MacHOCTH.
AHanus yrpo3
UH(POPMALIMOHHOM
0€301acHOCTH

OCHOBHBIE TIOHSTHS TCOPHUH KOMIIBIOTEPHON
6e3onacuoctu. [lonsTre nHpOpManuu, UH
dbopmanmonnoit 6e3omacHocta AC. CyObeKTHO-
00BEKTHAsI MOJIeNTb MH(POPMAITHOHHOW CUCTEMBI.
OcHosuble onpenencHus. SA3bk. OOBEKTHI.
Cy0nexTsl. JJoctyn. MHpOpMaIMOHHBINA TOTOK.
Mouutop 6e3onacHocTH. SApo 6e30nacHOCTH.
Hepapxudeckne MOJE JH BEIYUCIUTEIBHBIX
CHCTEM M MOJIEJIb B3aUMOJICHCTBHS OTKPBITHIX
cucrem (OSI/ISO). Llennocts nHpOpMAIUH.
AnnutuBHas mozenb. [lopsakoBas mkana.
Pemerka nieHHOCTH. AHAJIU3 yrpo3
MHPOPMALMOHHOM 6€30MacHOCTH. YTPO3bI
KOH(UICHITMATLHOCTH, IIEJIOCTHOCTH,
JIOCTYITHOCTH HH()OPMAIIH, PACKPBITUS
napaMeTpoB HH(OPMAITMOHHON CHCTEMBI.
CtpykTypa TeOpur KOMIBIOTEPHON
6e3onacHocTH. OCHOBHBIC YPOBHU 3aIIUTHI
nH(popMmanuu. 3amuTa MalMHHBIX HOCUTENIEH
unpopmanuu (MHU). 3ammra cpencrs
B3aumojeiicteus ¢ MHU. 3amura
npeacTaBIeHUs nHpOopMany. 3aluTa co-
nepxanust nHGopmarui. OCHOBHBIC BUBI aTakK
Ha uHpopmarmonnbie AC. Kimaccuduxarmst
OCHOBHBIX aTaK U BPEIOHOCHBIX IPOTPAMM.

[IK-7

Htoro
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3 Metoapl u [TocTpoeHue cucreM 3amThl OT YIPO3bl 4 [IK-7

CpeacTBa HapyIeHUs! KOH(QUACHIUAIEHOCTH
o0ecrnieyeHus uHpopmanuu. OpraHu3alMOHHO PEXUMHbBIE
MHPOPMALMOHHON  |Mephl. 3aIuTa OT HECAHKIIMOHUPOBAHHOTO
0€3011acCHOCTH B nocryna (HCJI). [Toctpoenue napoabHbIX

pPaIuodNEeKTPOHHBIX | cucTeM. Kpunrorpaduyeckre METO bl 3aIIUTHI.
cUCTeMax Iepegauu |3amuTa OT Yrpo3bl HapyIIEeHUs

uHpOpMaLUN KOH(HUIESHIINATLHOCTH HA YPOBHE CO/ICPIKaHUS
uHpopmanuu. [loctpoeHue cucrem 3amuThl OT
YIpo3bl HAPYLIEHUSI LIETOCTHOCTH HH(OPMALIUH.
Opranu3alnOHHO-TEXHOJIOTUYECKUE MEPBI
3alUTHI. 3alUTa LEJOCTHOCTH IPOrPaAMMHO-
anmapaTHou cpeibl. OCHOBHBIE METO/IbI 3aIIUTHI
namsta. Ludposast moanmuce. 3ammra ot yrpo3sl
LIEJIOCTHOCTU Ha YPOBHE COJIEpKaHUs
uHpopmanuu. [loctpoeHne cucTemsl 3aUTHI OT
YTPO3bI TOCTYITHOCTH HHPOPMALINH.

OKCIUTYy TAlIUOHHO-TEXHOJIOTMUECKHUE MEPbI
3aluUThL. 3a1mTa oT c00EB MPOrpaMMHO-
anmnapaTHOM cpeibl. 3alluTa CEeMaHTUYECKOTO
aHaJIM3a U aKTyaJIbHOCTH
uHpopmanuu.Iloctpoenne cucTemsl 3alIUTHI OT
YIpO3bl PaCKpPHITUS TapaMeTPOB
nH(popManroHHO# cuctembl. COKpBITHE
XapaKTepPUCTUK HOCUTENE. MOHUTOPUHT
HCIIOJIb30BAaHUsI CUCTEM 3alllUThI. 3aluTa
[IapaMeTPOB MPEACTABICHUS U COAECPHKAHUS

uHpopmanuu.
Hroro 4
4 OCHOBBI INousatue moautuku 6e3onacHoctH. Ilomuruka 4 TIK-7
KOMIIJIEKCHOT'O (ctpaterus) 6e3omacHocTd. J(UCKpelMOHHAS
obecrneyeHus MOJINTHKA Pa3rpaHUueHUs 10cTyna. MaHaTHas
nH(GOPMaLMOHHON (TOTHOMOYHAS ) TOMTUTHKA pa3rpaHUueHUs
0C30IMaCHOCTH B nocrtyna. Pa3paboTka u peanuzanus NOJTUTUKA

PaZMOdIIEKTPOHHBIX | Oe3omacHOCTH. Mozenu 6e30MacHOCTH.
cucreMax nepenaun |OnucaHve CUCTEM 3aLIUThI C TOMOILBIO
Marpuisl focryna. Monens Xappucona-Pys3o-
VYnemana (HRU). Pazpemmmocts npoGieMsl
6e3omacHocT. MoJienb pacpocTpaHeHus TIpaB
nocryna Take-Grant. Pacimpennas moaenb
Take-Grant, ananu3 nHHOPMALIMOHHBIX KaHAJIOB.
Onucanue mogenu bemnna-Jlanaaynst (BL).
OcHoBHas TeopeMa 6e30MacHOCTH MOICTTU
benna-Jlananynsl. DKBUBaJIEHTHBIE TTOJIXO/IBI K
orpejaeneHuto 6e3omacHocTu Mojaenu bemna-
Jlarmamynel. PemeTka MaHIaTHBIX MOJEIIEH.
Poneast monutrka 6€30MacHOCTH.

Hroro 4
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5 Cranpaptbl
UH(POPMALIMOHHOM
0e30IacHOCTH,
KPUTEPHH U KJIACCHI
OLICHKH
3alIUIIEHHOCTH

OCHOBHBIE KPUTEPUU 3AIIMUILIEHHOCTU
MH(POPMAIMOHHBIX aBTOMAaTH3UPOBAHHBIX
cucteM (AC). Knaces! 3amumenHoctu AC.
Kputepuu u kiaccsl 3alIUILIEHHOCTH CPENICTB
BerunciurensHor Texuuku (CBT) u AC.
CrangapTsl 110 OLeHKHU 3aiuiieHHocTd AC.
CrannapT o1leHKH 6€301acHOCTH
kommbroTepHBIX cucteM TCSEC («OpanskeBas
KHUTa»). OCHOBHBIE TPEOOBAHHS K CUCTEMaM
3amuThl B TCSEC. Knaccel 3amutel TCSEC.
Konunemums 3anmrer AC u CBT 1o
PYKOBOJSIIIMM JOKyMEHTaM | ocTeXxKkoMuccHu
P®. Knaccudukanus CBT no gokymeHTam
I'ocrexxomuccnu. Knaccudurarms AC no
JNOoKyMeHTaM ['ocTtexkoMuccuu, TpeboBaHus
KJIaCCOB 3aIIUTHL. EMuHbBIE KpuTepuu
0e30macHOCTH HH(POPMAIIMOHHBIX TEXHOIOTHIA
(Common Criteria). OCHOBHBIE TIOJIOKEHUS
«EnunbIx xputepuesy. TpeboBaHus
6e3onacHoctu. [Ipodumu 3amuTs.

[IK-7

Htoro

6 Metomoiorus
MOCTPOCHUS U
aHalli3a CUCTEM
obecrieueHus
UH(POPMALIMOHHOM
0€30IMacHOCTH

[IpumeHeHNnEe nepapxXuUeCcKoro MeToaa JUist
noctpoenus 3amunieHHon AC. Mccnenosanue
KOPPEKTHOCTH peau3aliii U METOIbI
Bepudukanuu AC. Teopust 6€30MacHBIX CUCTEM
(TCB). Undopmanunonnsie AC u nporpaMMHbIe
CpeACTBa, CepTU(PULUPOBAHHBIE B COOTBETCTBUU
¢ TpeboBaHUsAMU «OpaHKEBON KHUTH.
ITpo6nemMbl KOMITBIOTEPHOM G€30MaCHOCTH.
IlepciekTBHBIE HANIPABJIECHUS UCCIEIOBAHNUN B
00J1acTH KOMIIbIOTEpHOU O6e30nmacHOCTH. LIeHTpbI
KOMIIbIOTEpHO# Oe3omacHoCcTU. PexoMennanumn
10 CAMOCTOATEIBHOMY YIIIyOJI€HHOMY
U3Y4YEHHIO Pa3JIeNoB Kypca.

[K-7

Hroro

7 Texuuueckue
KaHaJbl yTeUKU
uHpopmaIuu B
PaZMOdIIEKTPOHHBIX
CUCTeMax Iepeaadu

[TonsiTHe 1 0OCOOEHHOCTH YTEUKH MH(POPMAIIUH.
Crpykrypa, kimaccuukanms 1 OCHOBHBIC
XapaKTEPUCTHKH TEXHUIECKUX KAaHAJIOB yTEUKH
nHpopmanuu. [IpocTeie 1 cocTaBHBIC
TEXHUYECKHE KaHAJIbl YTEUKH HH(POpMAITUH.
XapaKTepuCTUKA ¥ BO3MOKHOCTH ONTHYECKHX,
aKyCTUYECKHX, PaTHOIICKTPOHHBIX U
MaTepUATbHO-BEIIECTBEHHBIX KAHAIOB YTEUKH
nH(popmaIuu.

[TK-7

Hroro

Hroro 3a cemectp

22

Htoro

22

5.3. [IpakTuyeckue 3aHATHS (CEMUHAPbI)

HanMmeHnoBaHue MpakTUYECKUX 3aHATUN (CEeMHHAPOB) MPUBEACHO B Tabmuie 5.3.
Tabnuma 5.3. — HaumeHnoBaHue MpakTUYECKUX 3aHATUN (CEMHHAPOB)

CornacoBaHa Ha noptane N2 69953



HasBanus pasznenos (tem) | HaumeHnoBanue npakruueckux 3ausatui | TpygoemkocTs, | Dopmupyembie
JUCLUIIINHBI (cemuHapoB) q KOMIIETCHIINH
8 cemecTp
2 OCHOBHBIE TOHATHS Crannaptsl HH(OPMAIIMOHHON 4 [K-7
TEOpUH HHPOPMALIMOHHOM |0€30MacCHOCTH U KPUTEPUH OLIEHKU
Oe3onacHocTU. AHAIHN3 0€30MaCHOCTH CUCTEM U CeTeil nepenadn
yrpo3 HHPOPMAIIMOHHON  |MH(pOpMAIUU
0e30macHOCTH HUrtoro 4
3 MeToabl U cpeaicTBa Pa3zpaboTka apXuTeKTypbl MOACIIH 6 ITK-7
obecrieueHus 06e30macHOCTH HHGOPMAITHOHHBIX
nH()OpMAITMOHHOM CUCTEM U ceTei
0€e30IacHOCTH B
PaZMOdIIEKTPOHHBIX
cCUCTeMax Iepeaadu Hroro 6
uHbopmauu
4 OcHoBbl KOMIUIEKCHOTO | Pa3paboTka nmpakTHuecKkux 4 [K-7
obecrieueHHs peKOMeHAalni 0 00eCTIeYeHUIO
UH(POPMALIMOHHOM 6e301acHOCTH HH(POPMALIMOHHBIX
0e30macHOCTH B cucTeM
AIMOAICKTPOHHBIX
IC)I/ICTeMaX ngpenar{n Hroro 4
5 Cranaaptbl 3aKOHOAATENIbCTBO B 00JIACTH 4 [IK-7
UH(POPMALIMOHHOM nH(POPMAIIMOHHOHN 0€301TacHOCTH
0€301acCHOCTH, KpUTEPUU U
KJIACCHI OLICHKU Hroro 4
3alUIIEHHOCTH
7 TexHn4eckne KaHaJbl [TonsiTHe 1 0OCOOEHHOCTH YTEUKH 4 ITK-7
yTEUYKH HH(OpMAIUHU B nHpopmanuu. CTpyKTypa,
PaZMOdIIEKTPOHHBIX KJ1accuuKalus 1 OCHOBHBIE
CUCTeMax Iepeaadu XapaKTePUCTHKU TEXHUUYECKUX KaHAJIOB
yreuku nHdopmanuu. [Ipoctsie u
COCTaBHbIE TEXHUUECKHE KaHAJbl YTEUKH
nHpopmanuu. XapakTepucTHKa U
BO3MOYKHOCTH ONTHYECKHX,
aKyCTHUYECKUX, PAAHOIIEKTPOHHBIX U
MaTepHUaTbHO-BEIIECTBEHHBIX KaHAJIOB
yTEUYKH HHOOpMAITUH.
HUtoro 4
Hroro 3a cemectp 22
Hroro 22
5.4. JlaGopaTopHbIe 3aHATHSA
HaumenoBanue nabopatopHbix paboT npuBeaeHo B Tabnuie 5.4.
Tabnuia 5.4 — HaumeHoBaHue 1a00paTOpHBIX paboT
Hazpanus pa3znenos (tem) Haumenosanue naboparopusix | Tpynoemkocts, | @opMupyemsbie
JUCIUITAHBI pabot q KOMIIETEHIINH
8 cemectp
8
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3 Metoasl 1 cpeicTBa N3ydeHune Mex1yHapOaHOTO 8 [1K-7
obecrnieueHust THOOPMAIIMOHHOM |cTaHIapTa O€30MaCHOCTH

0€e3011acCHOCTH B uHpopMannoHHbIX cucteM [SO.
PaIMo3IEeKTPOHHBIX cucTeMax |MccnenoBaHue CHCTEMBI 3alIUTHI
nepeaayu nHGOpMaIH uHpopmanuu «Ctpax NT».

Cucrema 3amuThl HHPOPMAIHA
SecretNet. Cucrema 3amursl
uHpopmanuu Dallas

Hroro 8
4 OCHOBBI KOMIIJIEKCHOTO Cucrema aHannsa puckoB U 4 I1K-7
oOecrnieueHHst UHPOPMALIMOHHOH |IPOBEPKU MOJTUTUKU
0e30macHOCTH B UH(POPMALIMOHHOM 0€30MacHOCTH
PalMO3IEKTPOHHBIX CUCTEMAX  |MPEANPHUITUS
nepeaavu Hroro 4
7 TexHn4ecKkHre KaHAJIbl yTEYKH | DHEPTeTUYECKOE CKPBITHE 4 [TK-7
uHpopmaIuu B pedeBoil nHGOpMaITIH.
panno3IeKTPOHHBIX cucteMax | CkpemOiepsl.
neperavyu Hroro 4

Uroro 3a cemectp 16
Hroro 16

5.5. KypcoBoii npoekT / KypcoBasi padora
He npenycmoTpeHo y4eOHbBIM MIIaHOM
5.6. CamocTosiTeqbHaAs1 padoTa

Bunbl caMmocToATeIbHOM paboThI, TPYJOEMKOCTh U (POPMHUPYEMbIC KOMIICTCHIIMH TIPEICTaBICHBI B
tabnuue 5.6.
Tabmuma 5.6. — Bujbl caMoCcTOATEIbHOU PabOThI, TPYIOEMKOCTh B (DOPMHPYEMbIEe KOMIICTCHIIUN

Bunbr
HasBanus pasznenos . Tpynoemkocts, | Popmupyemblie
g — CaMOCTOSITENILHON 4 KOMITETCHITHI DopMBI KOHTPOJIS
paboThI
8 cemectp
1 ITpeamer kypca. Hanucanue otuera no 2 I1K-7 Otuer o
HNudopmanronHas MIPAKTHYECKOMY MPAKTHYECKOMY
0€301acHOCTh B 3aHATHUIO (CEMUHAPY) 3aHATHIO
CHUCTEME (cemuHapy)
HaIMOHAILHOM BrinonHenue 2 IK-7 I[IpakTHuecKoe
OesoracHoCTH MPaKTUIECKOI0 3aJaHus 3aaHue
Poccuiickoi [MoaroToBka K 2 IK-7 TectupoBanue
Deneparun TECTUPOBAHUIO
Htoro 6

2 OcHoBHble noHsitTua |Hanucanue oTuera no 2 [IK-7 Otuer no
Teopuun MPAKTUIECKOMY MPAKTUIECKOMY
UH(POPMALIMOHHOM 3aHATHIO (CEMUHApY) 3aHATHUIO
0e3onacHocTU. AHaIHU3 (cemunapy)
yrpos Brinosnnenue 2 I1K-7 [IpakTrueckoe
MH()OPMALIMOHHOH IPAKTUYIECKOTO 3aIaHus 3aJaHne
Oe30macHOCTH [ToaroroBka K 2 [1K-7 TectupoBanue

TECTUPOBAHUIO

Hroro 6
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3 Meroasl u cpeactBa |Hanucanue otdera mno 1 [1K-7 Otyet no
obecrieyeHUs MIPAKTHIECKOMY MPAKTHYECKOMY
UH(POPMALIMOHHOM 3aHATHIO (CEMUHApY) 3aHATHUIO
0€e3011acHOCTH B (cemuHapy)
PaanO3JICKTPOHHBIX Brinonnenue 1 I1K-7 [IpakTrueckoe
CHUCTEMaxX Ieperain MPAKTUYECKOTO 3aTaHUS 3aJIaHnue
uHbopmaluy [ToaroroBka K 1 T1K-7 TectupoBanue
TECTUPOBAHUIO
[ToaroroBka K 1 [1K-7 JlaGopaTopHas
naboparopHoit padore, pabora
HAIMCaHWEe OTYeTa
Hanucanue otuera no 2 I1K-7 Otuer o
nmabopaTopHoi pabore nabopaTopHOU
pabore
Hroro 6
4 OCHOBBI Hanucanue otyera o 2 I1K-7 Otuer o
KOMIUIEKCHOTO MIPAKTHIECKOMY MPAKTHIECKOMY
obecrieueHus 3aHATHUIO (CEMUHAPY) 3aHATHIO
UH(POPMALIMOHHOM (cemuHapy)
0e30MmacHOCTH B BrinonHeHne 2 [IK-7 ITpakTHUeckoe
PaanO3JICKTPOHHBIX MPAKTUYECKOTO 3aTaHUS 3aJlaHue
CHCTCMAX IEPCNAIN | [TonroToBKa K 2 [K-7 TectupoBanue
TECTUPOBAHUIO
[ToxroroBka K 2 [1K-7 JlaGopaTopHas
nabopatopHoit padore, pabora
HAIMCaHWEe OTYeTa
Hanucanue otuera no 2 I1K-7 Otuer o
nabopaTopHoi pabore nabopaTopHOU
pabore
Hroro 10
5 Cranaaptbl Hanucanue otuera no 2 I1K-7 OtyeT no
UHGOPMAMOHHON MIPAKTHIECKOMY MPAKTHYECKOMY
0€30macHOCTH, 3aHATHUIO (CEMUHAPY) 3aHATHIO
KPUTEPUU U KIIACCHI (cemunapy)
OLICHKU Brimonnenue 2 I1K-7 [IpakTrueckoe
3alUIIEHHOCTHA MPAKTAYECKOT O 3aJaHUs 3a7aHue
IToaroroska k 2 ITK-7 TectupoBanue
TECTUPOBAHUIO
Hroro 6
6 MeTtoaomorus Hanucanue otuera no 2 I1K-7 Otuer o
MOCTPOCHHUS U aHAlIM3a |PAKTUYECKOMY MPAKTHYECKOMY
cUcTeM OOecTieUeHHsI  |3aHATHIO (CEeMUHapY) 3aHATHIO
nH(}OpMAITMOHHON (cemunapy)
0e30macHOCTH Brinonnenue 2 IIK-7 [IpakTrueckoe
MPAKTUYECKOTO 3a/IaHuUs 3a/laHue
IToaroroBka x 2 IIK-7 TectupoBanue
TECTUPOBAHUIO
Hroro 6
10
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7 Texuuueckue Hanucanue otuera no 1 [1K-7 Otyet no
KaHaJIbl yTCUKU MIPAKTHIECKOMY MPAKTHYECKOMY
uHpOpManuu B 3aHATHIO (CEMUHApY) 3aHATHUIO
PaguOdJIEKTPOHHBIX (cemuHapy)
CUCTEMAX IICpEiain Brinonnenue 2 I1K-7 [IpakTnueckoe
MPAKTUYECKOTO 3a/IlaHuUs 3a/laHue
IToaroroska k 1 ITK-7 TectupoBanue
TECTUPOBAHUIO
[ToaroroBka K 2 [1K-7 JlaGopaTopHas
naboparopHoit padore, pabora
HaNMCcaHue OTYeTa
Hamnucanne otyera no 2 I1K-7 Ortuet no
nmabopaTopHoi pabore nabopaTopHOU
pabore
Hroro 8
Hroro 3a cemectp 48
IToaroroBka u cmavua 36 OK3aMeH
HK3aMeHa
Hroro 84

5.7. CoorBercTBHE KOMIIETEHINH, GOpPMHPYEMBIX IPH H3YYCHHH AUCHHUILINHBI,
1 BHJI0B Y4eOHOM 1esiTeIbHOCTH

CooTBeTcTBHE KOMIETEHIMH, ((OPMUPYEMBIX NMPU U3YyUYECHHH AUCIUILINHBI, U BUJIOB Y4eOHOM
JeSATEeIbHOCTH MPEICTABIICHO B Tabuie S.7.
Tabnuua 5.7 — CooTBeTCTBHE KOMIETEHIUH, (OPMUPYEMBIX MPU U3yYECHUH TUCIMILINHBI, U BUIOB

3aHSITUH
Bunel yueOHOM nesTeNbHOCTH
dopmMmupyemsbie
Jlek. | Ilpak. | Jla6. | Cam. @DopMbI KOHTPOJIS
KOMITETEHIIUH
3aH. 3aH. pao. paod.
I1K-7 + + + + JlabopaTtopHas pabota, OT4yeT 1o

naboparopHoi padote, OT4er 1o
MPAKTUYECKOMY 3aHITHIO (CEMUHApY),
[IpakTnueckoe 3ananue, TecTupoBanue,
DK3aMeH

6. PeiiTuHroBasi cucreMa /1Jisl OlEeHKH yCIIeBAeMOCTH 00y4aromuxcst
6.1. banabHbie oneHKH 11t GOPM KOHTPOJISA

bannbHble onieHkH U1t POpPM KOHTPOJIS IPECTaBICHbI B Ta0muie 6.1.
Tab6muma 6.1 — bamibHbIE OLIEHKH

N . MakcumanbHbIi
MaxkcumanbHbIN MakcuManbHBIN
0as 3a nepuos Bcero 3a
DOpMBI KOHTPOJISI O6ay Ha 1-y1o KT ¢ | OGann 3a nmepuon
Mexay 2KT u na CEMECTp
Hauana cemectpa | mexay KT u 2KT
KOHEI] ceMecTpa
8 cemectp
Jlaboparopras paboTa 8 10 10 28
[IpakTrueckoe 3a1anue 4 4 4 12
TectupoBanue 2 2 2 6
Otuet no mabopaTopHOMH 4 4 4 12
pabote
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OTyeT no NpakTUIECKOMY 4 4 4 12
3aHSTHIO (CEMUHApY)

OK3aMeH 30
Hroro makcumym 3a 22 24 24 100
EpPUOL

Hapacraromum urorom 22 46 70 100

6.2. IlepecueT 0a/1710B B OLICHKH 32 TEKYIIH KOHTPOJIb

[TepecueT 6anoB B OLIEHKH 3a TEKYIIUH KOHTPOJIb MIPEACTABIICH B TabmuIie 6.2.
Tabmuia 6.2 — Ilepecuer 6aJJI0B B OIIEHKH 32 TEKYIIUH KOHTPOJIb

bamnibl Ha naTy TEKylero KOHTpoIs Onenka

>90% oT MakcuMalIbHOI cyMMbI OaiioB Ha gaty TK 5

Ot 70% 1o 89% ot MakcuManbHOI cymMbl OamioB Ha faty TK

Ot 60% 10 69% OoT MakcuManbHOI cymMMbl OamioB Ha naty TK

N|W | B~

< 60% oT MakcuMalIbHOI cyMMBbI OaiioB Ha gaty TK

6.3. Ilepecuet cyMMbI 02/1710B B TPAAUIIHOHHYI0 M MEKIYHAPOAHYIO OLIEHKY

[TepecuyeT cyMMBbl 6asioB B TPAJUIIMOHHYIO U MEXAYHApPOJHYIO OIIEHKY MPEJCTaBIEH B TaOIHUIEe

6.3.
Tabmuma 6.3 — Ilepecuer cymMMbl 6AJJIOB B TPAJIUIIMOHHYIO U MEXKTYHAPOAHYIO OLIEHKY
Hroroas cymma 6anios,
Onenka YUYUTBIBAET YCIICIIHO CIAHHBIN Onenka (ECTS)
IK3aMeH
5 (oTIM4YHO) (3a4TEHO) 90— 100 A (OTJIIMYHO)
4 (xopor1o) (3a4TeHO) 85 -89 B (ouens xoporo)
75 -84 C (xoporo)
70 — 74 D (yaoBneTBOpUTENHHO)
3 (yAOBIETBOPUTENBHO) (3aYTEHO) 65— 69
60 — 64 E (mocpencTBenHo)
2 (HeyIOBJIETBOPUTEIHHO) (HE 3aUTEHO) Hwxe 60 6amios F (meynoBnerBoputreabHO)

7. YueOHO-MeTOAnYecKoe 1 MH(OPMAIIHOHHOE o0ecneyeHue TUCIUTIIHHbI
7.1. OcHOBHas JqUTEpaTypa

1. 3amuTa nHGOPMAIIMK B PAJHOIICKTPOHHBIX CHCTEMaX Iepeaadn HHPopMaIuu [ DIeKTPOHHBIN
pecypc]: Kypc nekuuii, KoMIsloTepHbIe J1a00paTOpHbIe paboThl, KOMITBIOTEPHBIH MPAKTUKYM, 33/IaHUE HA
camMoCTosITeNbHYI0 padoty / ['onmukoB A. M. - 2017. 913 c. [DnexTpoHHBI#H pecypc]: — Pexum nocryna:
https://edu.tusur.ru/publications/7072 .

7.2. lonoTHMTEIbHAS JIUTEPaTypa

1. lNomukoB, A. M. 3ammTa uHpopmalyu B paAHodIeKTPOHHBIX cHCTeMax rnepeaadn nHhopMaluu:
COOpHHK KOMIMBIOTEPHBIX Ja00paTOPHBIX padboT [DnekTpoHHbIH pecypc] / A. M. IN'onmukoB. — ToMck:
TYCYP, 2018. — 224 c¢. [DnekTpoHHBU pecypc]: — Pexum pgocrtymna:
https://edu.tusur.ru/publications/8806 .

7.3. YuyeOHO-MeTOANYECKHE MOCOOUA

7.3.1. O6s3aTesIbHbIE YUeOHO-METOAMYECKHE MOCOOUsI
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1. Tonukos, A. M. KogupoBanue u mudppoBanre nHGOPMALMK B PATUOIICKTPOHHBIX CHCTEMAaX
nepenaun napopmanuu. Yacts 2. [ludposanue: Kypc nexiuii, KOMIbIOTEpHBIE TaO0OpaTOpHBIE padOTHI,
KOMIBIOTEPHBIA MPAKTUKYM, 33/IaHUE Ha CAMOCTOSTEIbHYIO paboTy. — [DnekTpoHHBIH pecypc] / A. M.
lNomukoB. — U3n. nmepepab. u gon. — Tomck: TYCVYP, 2018. — 377 c¢. [DnexTpoHHBIHN pecypc]: —
Pexxum moctyma: https://edu.tusur.ru/publications/8846 .

7.3.2. YueOHO-MeTOANYECKHE MTOCOONS IJIS JINIT
C OrPaHUYEeHHBIMH BO3MOKHOCTSIMH 310POBbsI 1 HHBAJIU/I0B

Y4eOHO-MeTOINYEeCKUE MaTEPUaJIbl ISl CAMOCTOSITENILHON U ayAUTOPHOI pabOThl 00yJaromuxcs
U3 YUCJIA JIUI] C OFPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3/J0POBbsI M HHBAJIUIOB MPEIOCTABIAIOTCA B opMaXx,
aIalITUPOBAHHBIX K OTPAaHHYCHUSAM X 3[J0POBBS U BOCHPUATHS HH)OPMALIUY.

J1s1 M1 ¢ HAPYIIeHUsIMH 3PeHus:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B [1€4aTHOW (hopMe YBEIUYCHHBIM HIPUPTOM.

JI1s1 JIMII ¢ HAPYHIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— B miedatHou popme.

JI1s1 JIMIL ¢ HAPYIIEHUSIMU ONOPHO-IBUTaTEIbHOT0 anmnapara:

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— B miedatHoi popme.

7.4. CoBpeMeHHbIe TPOo(eccuoHATbHBbIE 0a3bl JAHHBIX
U HH()OPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. [Ipu u3ydeHUU NTUCHUIIUHBI PEKOMEHAYETCS 00pallaThCsa K COBPEMEHHbIM 0a3aM JaHHBIX,
WH(OPMAIIMOHHO-CIIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa oTKpHIT gocTym:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MatepunaJibHO-TeXHHYeCKOe H POrpaMMHOe ofecrieyeHne JUCHUIIHHBI
8.1. MaTepuabHO-TeXHHYECKOe H IPOrpaMMHoe o0ecriedeHue sl JTeKINOHHBIX 3aHATHI

Jlnst mpoBeeHus 3aHATUN JEKIIMOHHOTO TUIA, TPYIIOBBIX U MHAUBUIYaIbHBIX KOHCYJbTAILU,
TEKYLIEro KOHTPOJIS U MPOMEXYTOUHON aTTECTAllMU UCIIONb3YETCsl yueOHask ayAUTOPHUS C TOCTaTOYHBIM
KOJIMYECTBOM TIOCAI0YHBIX MECT IS Y9eOHOH TPYIIBI, 000pYyI0BaHHAS JOCKOH M CTAaHIAPTHOW y4eOHOMH
MeOenbto. meroTest MynbTUMeInitHOe 000pyI0BaHKE U YUEeOHO-HATIISAHBIE TTOCO0USI, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH 110 JIEKIIMOHHBIM pa3ziesiaM AUCLUILINHBL.

8.2. MaTepuaibHO-TeXHHYECKOE M MPOrPaMMHOe o0ecreuyeHue 1Jisl NPAKTHYECKUX 3aHATHIl

JlaGopaTopusi paauodIEKTPOHHBIX CHCTEM Iepenadyr uHbopMaluu: ydyeOHas ayauTopHs A
NpOBECHHUS 3aHATUN NPAKTUYECKOrO TUMA, yueOHas ayaUTOpUs I MPOBEACHUS 3aHATUU
1a00paTOPHOTO THUIIA, MOMEIIEHHUE JIJIi KYpPCOBOT'O MPOEKTHUPOBAHUS (BBIMOJIHEHUSI KYPCOBBIX padoT);
634034, Tomckast obnacts, r. Tomck, Bepmununa ynuia, 1. 47, 401 ayz.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- Komnerorep (8 miT.);

- Monwutop (197 SAMSUNG 1730S) (8 mirt.);

- KnaBuarypa (8 mir.);

- Mpims (onrrrueckas) (8 mirt.);

- Kommnekr cnenuanuzupoBaHHoi yueOHON Mebeny;

- PaGouee mecTo mpemnogaBaTens.

[IporpamMmMHOe obecrieueHue:

- 7-Zip;

- Adobe Acrobat Reader;

- Far Manager;

- Free Pascal;

- Free Pascal Lazarus (Bepcus 1.6);

- GIMP;

- Google Chrome;

- Microsoft Windows Server 2008;
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- Microsoft Windows XP;
- Mozilla Firefox;

- OpenOffice;

- Opera;

- Opera Developer;

- PTC Mathcad 13, 14;

- Scilab;

8.3. MaTepuaibHO-TeXHNYECKOE U POrpaMMHoOe o0ecriedyeHue 1Jisl JJa0opaToOpPHBIX padoT

JlaGopaTopusi paguod’IEKTPOHHBIX CHCTEM Iepenadyn wHhopMaruu: ydyeOHas ayauTopus s
MpPOBECHUS 3aHATUN NPAKTHUYECKOTO TUNA, ydeOHas ayaWTOpUs I MPOBEACHUS 3aHATUU
71a00paTOPHOTO THUTA, TOMENIEHUE ISl KYPCOBOTO MPOCKTUPOBAHMS (BBIMOIHEHHS KYPCOBBIX padoT);
634034, Tomckast obmacts, r. Tomck, Bepmununa ynuna, 1. 47, 401 ayz.

Onucanrie UMEIOIIETrocss 000pyI0BaHUS:

- Komnerorep (8 mr.);

- Monwutop (197 SAMSUNG 1730S) (8 mr.);

- KnnaBuarypa (8 mr.);

- Mpis (ontrueckas) (8 mir.);

- Kommuiekt ciennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

[Iporpammuoe obecnieueHue:

- 7-Zip;

- Adobe Acrobat Reader;

- Far Manager;

- Free Pascal;

- Free Pascal Lazarus (Bepcus 1.6);

- GIMP;

- Google Chrome;

- Microsoft Windows Server 2008;

- Microsoft Windows XP;

- Mozilla Firefox;

- OpenOffice;

- Opera;

- Opera Developer;

- PTC Mathcad 13, 14;

- Scilab;

8.4. MaTepI/laJ'II)HO-TeXHI/I'-IeCKOC H nMporpammHoe odecneyeHue IJ1s1 CAMOCTOATEILHOM paﬁoTI)I

Jnst camocToATENbHONU paboOThl UCTIOIB3YIOTCS yUeOHbIE ayIUTOpUH (KOMIBIOTEPHBIC KJIACCHI),
PacmosoKeHHBIE M0 apecam:

- 634050, Tomckast o6macts, r. Tomck, Jlennna npocnexr, 1. 40, 233 ayn.;

- 634045, Tomckas o6macts, . ToMck, yi. KpacHoapmeiickas, 1. 146, 209 ayn.;

- 634034, Tomckast o6macts, r. Tomck, Bepmmnauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacts, r. Tomck, Bepmuauna ynuna, a. 74, 207 aya.

Onucanue UMeroerocs 000pya0BaHuUs:

- yueOHast MeOeb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJKIIOUEHBI K ceTu «HTepHEeT» U 00ecrneyuBaoT JOCTYI B 3JIEKTPOHHYIO
nH(popmanmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[lepeuenb mporpaMMHOT0 O0OecreueHusI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mns Windows;

- 7-Zip;

- Google Chrome.
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8.5. MaTepuaibHO-TeXHHYEeCKOe o0ecneyeHue TUCIUIIMHBI IJIs1 JIMI] ¢ OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIN/IOB

OcBoeHME AUCIUILIMHEI JIUIIAMU C OTPAHMYEHHBIMU BO3MOKHOCTSIMU 3I0POBbSI M MHBAIUIAMHU
OCYIIECTBIISIETCS C UCTIONIB30BAHUEM CPEICTB 00YUEeHUS OOIIEro U CreluaIbHOr0 Ha3HAYEHUSI.

[Ipu 3aHATUSAX ¢ OOyYaOUIMMHCA C HAPYUIEHHSIMH CJyXa MPEIyCMOTPEHO HCIOJIb30BaHHE
3BYKOYCHJIMBAIOIIEH ammapaTypbl, MyJIbTUMEIUNHBIX CPEICTB M JPYTHUX TEXHUUYECKHUX CPEJICTB
npueMa/nepenayu yueOHoi nHGopManuu B JOCTYMHBIX opMax, MOOUIEHON CHUCTEMBI MPENoAaBaHUs
JUTsL 00YYaIOIIUXCSl ¢ UHBAUIHOCTHIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMBbl. YueOHas ayAuTOpus, B
KOTOPOM 3aHMMAIOTCs OOyUaromuecs ¢ HapylIeHueM ciayxa, 000pyaoBaHa KOMIBIOTEPHOU TEXHUKOM,
ayAMOTEXHUKOU, BUACOTEXHUKOU, SJIEKTPOHHOU TOCKOU, MYJIbTUMEIUMNHOU CUCTEMOM.

[Ipu 3aHATHUSIX ¢ 00YUYAIONIMMUCS C HAPYLIEHUSIMHU 3PEeHUs TMPEIYCMOTPEHO UCIOIb30BAHUE B
JMEKIUOHHBIX U y4EOHBIX ayJAUTOPHUSX BO3MOXKHOCTH MPOCMOTpaA YAAJICHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WM claiijia Ha SKpaHe) MPH MOMOIIHM BUACOYBEIUUHUTENEH 11 KOMPOPTHOTO
MIPOCMOTpA.

[Ipu 3aHsATHSAX ¢ OOYyYAIOMIMMHCS C HAPYUHIEHHWSIMH ONMOPHO-ABUTaTeJbLHOIr0 ammapara
HCTIONB3YIOTCS allbTePHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMALMU U APYyrue TEXHUYECKUE CPEeACTBa
npueMa/mepenadn yueOHoi nHGOpMaIMU B JOCTYMHBIX opMax, MOOUIBHON CUCTEMBbI OOyUEeHUS IS
TOJE ¢ MHBATUIHOCTBIO.

9. OI[eHO‘IHBIe MaTepuajJbl U METOANYECCKUEC PEKOMCHIAIIUH 110 OPraHM3allui U3yYCHUSA
AUCHUITJIMHbI

9.1. Conep:xaHue OLIeHOYHBIX MAaTEPHAJIOB JIsl TEKYIIEer0 KOHTPOJIS
U MIPOMEKYTOYHOM aTTeCTAHH

Jlnst oueHku cteneHu chOpMUPOBAHHOCTH U YPOBHSI OCBOCHHS 3aKPETUICHHBIX 32 AUCHUIIIUHOMN
KOMITETEHIINI UCIIOJIb3YIOTCS OLICHOYHbIE MaTepualbl, pecTaBlIeHHbIe B Tabuuie 9.1.
Ta6mmma 9.1 — @opMbI KOHTPOJISI M OLICHOYHBIE MATEPUATIBI

HagBaI;Eii;;ieﬂii (Tem) igﬁﬁgfggr;;e ®opmebl koHTpOIst | OneHounsie MaTepuansl (OM)
1 ITpeamer kypca. [1K-7 [IpakTuueckoe TeMbl MpaKTUYECKUX 3aJaHUI
HNudopmanronHas 3aJjaHue
0e30MacHOCTb B CUCTEME TectupoBanue IIpuMepHBIil IepeyeHb
HAI[MOHAJILHOW 0€30MacHOCTH TECTOBBIX 3aaHM
Poccutickort @enepartin DK3aMeH [MepeueHs SK3aMEHAIIMOHHBIX
BOIIPOCOB

Ortuer no TeMbl NpakKTUYECKUX 3aHATUN

MPAKTHYECKOMY

3aHATHUIO

(cemuHapy)
2 OcHoBHble noHsATHs Teopun | I1K-7 IIpaxTHueckoe TeMbl IpakKTUYECKUX 3aJaHUN
UH(POPMALIMOHHOM 3a/1aHue
6e30macHOCTH. AHAIIN3 yIpo3 TectupoBanue [IpumepHBIil nepeueHb
MH()OPMAIMOHHOM TECTOBBIX 3a/IaHUI
GesonacHoCTH DK3aMeH ITepeyens SK3aMEHALMOHHbIX

BOIIPOCOB

Otuer 1o TeMBbl IPaKTUYECKUX 3aHATHN

IIPAKTUYECKOMY

3aHITHIO

(cemuHapy)
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3 Metoasl 1 cpeicTBa [IK-7 JlabGopaTopHas Tewmbl 1abopaTopHBIX PabOT
obecrnieueHuss THHOPMAITMOHHON pabora
0e30macHOCTH B [IpakTuueckoe TeMbl MpaKTUYECKUX 3aJaHUI
PAANOIJICKTPOHHBIX CUCTEMAX 3aJlaHNE
nepejiaun uHdopManuu TectupoBanue [IpuMepHbIii IEpeYeHb
TECTOBBIX 3aJaHUI
OK3aMeH [Tepeuens sK3amMeHAIIMOHHBIX
BOIIPOCOB
Otuer o Tembl 1abopaTopHbIX pabOT
nabopatopHOit
pabote
Ortuer no TeMbl NpaKTUYECKUX 3aHATUN
MPaKTUYECKOMY
3aHSATHUIO
(cemuHapy)
4 OCHOBBI KOMILJIEKCHOTO [K-7 JlaboparopHas Temb! mabopaTopHBIX padoT
obecrieueHust THHOPMAITMOHHON pabora
0e30macHOCTH B [IpakTHueckoe TeMbl MpakKTUYECKUX 3aJaHUI
PaaMOAIEKTPOHHBIX CUCTEMAaX 3a/1aHue
nepeaatin TectupoBanue [IprMepHEIi IepeYeHb
TECTOBBIX 3aJaHUN
OK3aMeH [Tepeuens sK3amMeHaIIMOHHBIX
BOIIPOCOB
Otuer o Tewmbl 1abopaTopHbIX pabOT
nabopaTopHOH
pabore
Oruer 1o TeMbl IPaKTUYECKUX 3aHATHN
MPaKTUYECKOMY
3aHSTHUIO
(cemunapy)
5 Cranaaptel uHpopmarmonnou | [1K-7 [IpakTueckoe TeMbl MpaKTUYECKUX 3aJaHUI
0€e30MacHOCTH, KPUTEPUHU U 3aJjaHue
KJIacChl OLICHKH 3alMIICHHOCTH TectupoBanue [IpumepHbIil nEepedyeHb
TECTOBBIX 3a/IaHUM
OK3aMeH [Tepeuens sK3aMeHAIMOHHBIX
BOIIPOCOB
Otuer o TeMbl NpakKTUYECKUX 3aHATHN
MPaKTUYECKOMY
3aHITHIO
(cemuHapy)
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6 Metononorus nocrpoenus u  |11K-7 IIpakTHueckoe TeMbl NpaKTUYECKUX 3aJaHUI
aHaiM3a cucteM o0ecreyeHus 3a/1aHUE
MH(OPMALIHOHHOH TectupoBanue [IpuMepHBIii TIEpedeHb
Ge3omacHoCTH TECTOBBIX 3aJaHUN
OK3aMeH [lepeueHp PK3aMEHALIMOHHBIX
BOIIPOCOB
Oruer 1o TeMbl NPaKTUYECKUX 3aHATHN
IIPAKTHYECKOMY
3aHITHIO
(cemuHapy)
7 Texundeckue kaHaybl yreuku |I1K-7 JlaGopaTopHas Tembl 1abopaTopHBIX pabOT
uHdopmaIuu B pabora
Paaro3JICKTPOHHBIX CUCTCMaX IIpakTrnueckoe TeMbl MPaKTUYECKUX 3aJaHUI
neperadyu 3a/1aHue
TecTtupoBanue [IpumepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
DK3aMeH [lepedens 3K3aMeHATMOHHBIX
BOITPOCOB
Oruer 1o Tembl 1abopaToOpHBIX paboT
nabopaTopHOi
pabote
Oruer o TeMbl NpakKTUYECKUX 3aHATHN
MPAKTHYECKOMY
3aHITHIO
(cemuHapy)

[lkana oneHku cHOPMUPOBAHHOCTU OTIENbHBIX IUIAHUPYEMBIX PE3yJIbTaTOB O0y4YEeHHUS IO
TUCIUIUIMHE TpUBeeHa B Tadmuie 9.2.
Tabnuua 9.2 — lllkana oueHku cOPMUPOBAHHOCTH IUIAHUPYEMBIX PE3yJIbTATOB OOyUYECHHS IO

JAUCIUTLIINHE
®opmynupoBka TpeOOBaHUM K CTeeHU C(HOPMUPOBAHHOCTH
Orenka bannet 33 OM TUTAHUPYEMBIX PE3yJIbTaTOB 00YUYEHHS
3HATh yMETh BIIAJIETh
2 <60% ot OTCYTCTBME 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HEYTOBJIETBOPUTEIHHO) | MAKCUMAIBHOM | MIIH (hparMeHTapHbIE YMEHUN WU HABBIKOB WJIN
CyMMBI 0aJIIOB 3HAHUS YaCTUYHO (dbparmeHTapHbBIC
OCBOEHHOE MpUMEHEHNE
yMeHHue HaBBIKOB
3 ot 60% 1o o01111e, HO He B LIEJIOM YCIICILIHO, B LIEJIOM
(YZIOBIIETBOPUTEIHHO) 69% ot CTPYKTYpUPOBAHHbIE HO HE YCHEIIHOEe, HO He
MaKCHUMaJIbHOM 3HAHUA CUCTEMATHYECKU | CUCTEMATHUECKOe
CYyMMBbI 0aJIOB OCYIIECTBIISIEMOE MpUMEHEHHE
yMEHHE HABBIKOB
4 (xopor10) ot 70% 1o c(hOpMHUPOBaHHEIE, B LIEJIOM B LIEJIOM
89% ot HO coJiepKaliue YCHENIHOE, HO yCHEUIHOEe, HO
MaKCUMaJIbHOMI OTJIeNIbHbIE cojieprKalue coJieprKaliue
CYMMEI 0ayuioB | mpoOIeMBbl 3HAHUS OT/IeNIbHbIE OT/IeNIbHbIE
poOeITbl yMeHHe poOeITbI
MpUMEHEHNE
HAaBBIKOB
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5 (OTIMYHO) >90% ot c(hOopMUPOBaHHEIE | CHOPMUPOBAHHOE YCHENTHOE U

MaKCHMAaJIbHOM CHUCTCMATUYCCKUC YMCHUC CHUCTEMATHUYCCKOC
CYMMBI 0aiioB 3HaHHUA MMPUMCHCHUC
HaBBIKOB

[Ikana KOMIUIEKCHOHM OlleHKH ¢(hOPMHUPOBAHHOCTH KOMIIETEHIINI TIpuBeieHa B Tabmuie 9.3.
Tabmuia 9.3 — Illkana KOMIIJIEKCHOM OIIEHKH C(HOPMUPOBAHHOCTH KOMITETEHITHI

Onenka ®opmynupoBka TpeOOBaHUM K CTETIEHU KOMIIETECHIINH

(HEyAOBIETBOPUTENBHO) | UJIU

2 He nmeeT He0OXOAMMBIX MPEACTABICHUI O IPOBEPSEMOM MaTepHae

3HaTh Ha ypPOBHE OPMEHTHPOBAHMS, ITpeicTaBieHNi. OOyyaronuiics 3HaeT
OCHOBHBIC NPU3HAKU UM TEPMUHBI U3y4aeMOI0 3JIEMEHTA COACP KAHUS, UX
OTHECEHHOCTb K OIIPE/ICTICHHON HayKe, OTPACIH WK 00BEKTaM, y3HAeT B
TEKCTaxX, MU300paKEHUAX WIHM CXEMaX U 3HAET, K KAKUM HCTOYHUKAM HY>KHO
oOpamiarbes s 0oJiee eTaabHOrO ero YCBOCHHUS.

(YZIOBIIETBOPUTENBHO) |M3YUYEHHBIHN 3JIEMEHT CO/IEp KaHUSI PEIPOAYKTUBHO: IPOU3BOIBHO

3 3HaTh U YMETh HA PeNPOAYKTHUBHOM YpoBHE. O0yyaronuxcs 3HaeT

BOCIPOW3BOJIUT CBOU 3HAHHS YCTHO, MUCbMEHHO WM B JJIEMOHCTPUPYEMBIX
NEeNCTBUIX.

4 (xopotio) 3HaTh, yMETh, BJIa/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENpOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
M3YYECHHBIX 00BEKTOB, Ha UX IOCTOMHCTBA, OTPAHUYECHUS, UCTOPHUIO U
MEPCTIEKTUBBI Pa3BUTHUS M OCOOCHHOCTH IS Pa3HbIX 00BEKTOB YCBOCHHUSI.

5 (oTIM4HO) 3HaTh, yMETb, BIIAJICTh HA CHCTeMHOM ypoBHe. OOyuaromuiicsi 3HaeT
W3YYEHHBIHN 2JIEMEHT COAEP KAHUSI CUCTEMHO, IPOM3BOJIBHO U 10Ka3aTEIbHO
BOCIIPOM3BOAMT CBOY 3HAHUS YCTHO, IMCBMEHHO WM B IEMOHCTPUPYEMBIX
JNENCTBUSAX, YUUTHIBAsI U YKA3bIBas CBSA3HM U 3aBUCUMOCTH MEKIY ITUM
AJIEMEHTOM U JPYTMMHU JIEMEHTAMU COJAEPKAaHUS AUCLHUIUIMHBI, €T0
3HaYUMOCTb B COJIEP>)KAHUU JUCLUILINHBL.

9.1.1. IlpuMepHBIii IepedeHb TeCTOBBIX 3a/IaHUI

. Kakue Tpu ocHOBHBIE cocTaBistone HHPOPMAITMOHHOW O0€301MaCHOCTH BaM W3BECTHHI: 1)
3amHUPPOBAHHOCTD, IEIOCTHOCTh, AOCTYMHOCTH; 2) KOH(PUACHUHAIBHOCTH, 3aKPBITOCTH,
JOCTYNHOCTh; 3) KOHDUIECHIMAIBHOCTH, IEIOCTHOCTh, 3AMHUIICHHOCTH; 4)
KOHQpUAEHIMATBHOCTh, ETOCTHOCTh, JOCTYIHOCTS.

. Kakne kmaccsl AC Hauboiiee 3a.0MIIEHBI, COTJACHO PYKOBOJASIIUM JOKYMEHTaM
INocrexxkomuccuu P®: 1) 3bu 3A;2) 2bu 2A;3) 11, 1T, 1B; 4) 1B, 1A;

. Kakast mozenp siBnsieTcst MOJIENbIO MMPOU3BOIBHOTO (AUCKPEIIMOHHOTO) YIPABICHUIO TOCTYTIOM:
1) Mognens bemna — Jlallagyna; 2) Mogens buba; 3) Xuppucona—Py330-Yinbemana; 4) Moaenb
Knapka — BusicoHa.

. Kakas monens sBiseTcst MOIeNIbI0 MaHJAaTHOTO ympaBiieHnto goctynom: 1) Monens bemnna —
JlalTlamyma; 2) Monens buba; 3) Xuppucona—Py330-Yinemana; 4) Monens Kitapka — Buiicona.

. [lepeuncnure Tpu OCHOBHBIX BUJa yrpo3 MHPOpPMANMOHHOW Oe3omacHocTH: 1) yrpo3sa
HapylmIeHus] KOHPUIECHINATBHOCTH, yTPO3a HApYIICHHS IEJIOCTHOCTH, yIpo3a HapyIICHHS
3alIMIIEHHOCTH; 2) yrpo3a HapylmeHus KOH(OUICHUHAIbHOCTH, Yrpo3a HapymIeHHUS
[IEJIOCTHOCTH, yTp0O3a HApYIICHUs JOCTYITHOCTH; 3) yrpo3a HapylIeHHs KOH(PUACHINAIbHOCTH,
yIrpo3a HapyIIeHUs 3aKPHITOCTH, yTpo3a HApYIIEHUs JOCTYIHOCTH; 4) yrpo3a HapyuleHUs
3am(ppOBaHHOCTH, YIPO3a HAPYIIEHHS LIETOCTHOCTH, YIp03a HAPYIICHUS JTOCTYITHOCTH

. Kakas ayrentudukamnus Hauboiee cuipHas: 1) mudpoBas moAamuce; 2) Mmapoib; 3)

Oounomerpuueckas; 4) yHUKaIbHBIN MPEIMET;

. Kakue nBa ocHOBHBIX BUAa TpeOoBaHMi Oe3o0macHOCTH coaepkar «O0mme Kputepuu»: 1)

TpeOOoBaHUSIX 0€30MaCHOCTH, MPOCKTUPOBAHKUE U pa3paboTKa: 2) HCIOJIBb30BAHHE PECYPCOB,
KpHUnTorpaduueckas moJIepKKa; 3 OIeHKa YS3BUMOCTEH, OIlEHKA 3a1aHus TI0 Oe301acHOCTH; 4
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(yHKIIMOHATBHBIE, TPEOOBAHUS JOBEPHS;

. Kakue MexceTeBbie SKpaHbl UCTIOJIB3YIOT Ha TPAHMIIE JIOKATBLHOU ceTH U cetu MHTepHeT: 1)

KOMMYTATOPbl, (YHKIIMOHUPYIOIIHEC Ha KAaHAIHHOM YpPOBHE; 2) CETEeBbIC WJIU TMaKETHHIS
GbuabTpHI; 3) MITI03BI CEAHCOBOTO YPOBHS (circuit-level proxy); 4) nmakeTHbie PHIIBTPHI.

Kakue meToas! 3amutel nHGopmaruu ucnoiab3ytorcsa B ctanaapte IEEE802.11 (WiFi): 1)
PAW, EWR; 2) WER, WAP; 3) PEW, APW; 4) WEP, WPA.

Kakue Buabpl ckpeMOJIepoB SBIAIOTCS HanboJee 3alUIIeHHBIME: 1) BpeMEHHBIE; 2) YaCTOTHBIC,
3) KOMOMHUPOBAHHBIC; 4) TOTOYHBIE.

9.1.2. IlepeyeHb IK3aMeHANMOHHBIX BONIPOCOB

BrinenuTe ABa OCHOBHBIX THIIA MEXCETEBBIX AKpaHOB. Kakue neicTBUS MO yMOIYaHUIO
OCYIIECTBIISIOTCS. MEKCETEBBIM SKPAaHOM B OTHOIICHUU Tpaduka? SIBIsSETCs JIM OJUH U3 TUIIOB
MEXCETEeBBIX IKpaHOB Oolsiee Oe3omacHbIM, Hexenau Apyroit? Uro mexcereBoil 3KpaH
NPUKIIAJHOTO YPOBHS MO YMOJIYAaHHUIO JIeJaeT C BHYTPEHHUMH ajpecamu?

B geM cx0/1cTBO MeXCETeBOro 3KpaHa ¢ ¢puiIbTpanueil nakeroB u Mapupyrtusaropa? Koraa
peKOMeHlyeTcsl BBIOUpPATh MEXKCETEBOM 3KpaH ¢ makeTHOH dunbTpanueit? Uto nomxeH
o0ecrieunBaTh MEKCETEBOM AKPaH AJIsl IPOBEPKH cOCTOSTHUA? [IpH KaKoM yCIIOBUM MEKCETEBOM
9KpaH MPUKIIAJHOTO YPOBHS MOKET HAa3bIBAaTbCA THOPUIHBIM?

Yrpo3sl unpopmanuu. Buasl yrpo3. OcHOBHbBIE HApYLICHUS. XapaKTep MPOUCX0XKICHHS YTIPO3.
Hcrounnku yrpo3. IIpeanocbuiku nosiBiaeHus yrpos.

Yrto takoe mHPopMamuoHHas Oe3zomacHocTh? Kakume KOMIOHEHTH BXOJASAT B
UHPOPMALMOHHYIO 0€30MacHOCTh?

Ha3zoBure aBa THna 6momerpudeckux cucteM. Ha3oBuTe OCHOBHBIE KaTETOpUH aTak.

Cuctema 3amutsl nHGopmanuu. Kiaccel kaHaI0B HECAaHKIIMOHUPOBAHHOTO IMOJYYCHHUS
uHpopmanuu. [IpuunHbl HApYIIEHNUS EIOCTHOCTH HH(DOpMAITUH.

MeToabl U MOJENIU OLIEHKHU ysA3BUMOCTU MHpopmauuu. OOmas Moaenab BO3ACHCTBUS Ha
uHpopmanuio. OOmIas Moienb mpolecca HapymeHus (U3NIecKoi eJTOCTHOCTH HH(POPMAIIHH.

CTpyKTypHupOBaHHas CXe€Ma MOTEHLHUAIBHO BO3MOXXHBIX 3JOYMBIIJICHHBIX JEHCTBUN B
ABTOMATH3UPOBAHHBIX CHCTEMaX 00pa0OTKU JaHHBIX.

Jlia mpenoTBpalieHus nepexnsaTa J0HKHO UCHOBb30BaThes MN(POBaHHE - BMECTE C KaKOU
ciyx00ii 6ezonacHocTr? MosxeT u ciayxk06a obecredeHns JOCTYITHOCTH MPEAOTBPATUTD aTaK!
Ha OTKa3 B 00CITy>)KUBaHUH?

HazoBute Tpu Tuna ayreHTHUGUKAUMOHHBIX (akTopoB. [louemy aByxdpakTopHas
ayTeHTH(UKaLus.

MeTtogoaoruyeckue MoaxoAbl K OIEHKE ySA3BUMOCTH MHPOpManuu. Mojaenb 3aiuThl
CHUCTEMBI. C IOJHBIM NEPEKPBHITHEM. PeKOMEHIAIMK IO UCIOJIB30BAHUIO MOJENEN OLIEHKHU
ysi3BUMOCTH HH(popMaruu. J[omyIieHus: B MOAEIAX OLIEHKU YA3BUMOCTH HH(POPMALIUH.

MeToasl onpenenaeHus TpeboBaHu K 3amuTe nHpopmanuu. PakTopbl, 00yCIOBIMBAIOIINE
KOHKpEeTHBbIe TpeOOBaHUs K 3aluTe, 00yCIOBICHHBIE CHeUU(PUKONH aBTOMATU3UPOBAHHOMN
o0paboTtku uH- popmarmu. Kimaccudukanus TpeGoBaHUM K CpeCTBAM 3aIUThl HHPOPMALIUH.

TpeGoBaHus K 3amure, onpeaeaseMble CTPYKTYpOd aBTOMATHU3UPOBAHHOM CUCTEMBI
o0paboTku nmaHHBIX. TpeboBaHus K 3amuTe, 00yCIOBIMBaeMble BHIAOM 3alIUIIacMOI
uHpopmanuu. TpeGoBanus, 00yCIOBIMBAEMbIE B3aMMOACHCTBUEM IOJIH30BATENS C KOMILUIEKCOM
CPEJICTB aBTOMATHU3alUH.

JlomKHa 1M TONUTHKA OE€30MaCHOCTH ONPEAEIATh KOHKPETHBIE TPEOOBaHMS peaau3aluu s
KaXJ0ro TUIlAa CUCTEM BHYTpH camoil monutuku? [louemy B MOJUTHUKY 0€30MaCHOCTH
BKJIIOYAIOT OTKAa3bl OT 3AIIUTHI?

HazoBure nBe cocTtaBisitomux pucka. KakoB ypoBeHb pHcKa IIpU OTCYTCTBUH yTpo3?

Ha3oBute aBe coctaBistonux pucka. KakoB ypoBeHb pucka Ipu OTCYTCTBUM yrpo3? Uro Ta-
Koe ys3BUMOocTh? HazoBute yeThipe nenu s yrpo3. MoxeT Ju yrpo3a uMeTh 0osiee 0IHOM
uenu?

I'ne pacnonoxeHsl JOCTYNHbIE U3 HHTEPHETA CUCTEMbI B apPXUTEKTYPE C OJIHUM MEKCETEBBIM
skpaHom? [louemy mopsok mpaBui B HaOOpe MPaBHI MEXKCETEBOr0 HKpaHa UrpaeT BaXKHYIO
poan?

MosxHOo n1u paccmarpuBaTh ucnoib3oBanue SSH kak peanuszanuio VPN? Ilouemy
nosab3oBarenbekrue VPN TpeOyroT cTtporoit ayrenTudukanun?
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Moxet i mudpoBaHUE MOJHOCTHIO 3aIMUTUTh AaHHBIE, epenaBaeMbie yepe3 VPN. C uem
HE00XO0AMMO KOMOMHHPOBATH MOJUTHKY, YTOOBI 00ecreunTh 6e3omacHocTh VPN?

[Tpuronnuel nu mMexy3noBble VPN mis ucnosib3oBaHusg Mexay opranuzanusimu? Ilouemy
azipecarys SIBISETCS MOTEHIIMATBLHON MPOoOJIeMOM, CBA3aHHON ¢ MEXKy3JI0BEIMU VPN?

AHanu3 CylIecTBYIOIIUX METOAUK OIpeieieHHs TpeOOBaHUH K 3aluTe HH()OPMALIUH.

daxTophl, BIUSIONINE HA TPeOYEeMbIi YpOBEHb 3aIluThl HHPopMaluu. OYHKIIUN U 3a]a4H 3a-
muThH HHPopManuu. OCHOBHBIE MOJOKEHHUS MEXaHU3MOB HEMOCPEACTBEHHOU 3aIIUThl U
MEXaHU3MBbl YIPaBJICHHUSI MEXaHU3MAMK HEMOCPEICTBEHHOM 3auThl. MeToabl popMUpOBaHUS
bynkumii 3amuThl. COOBITHS, BOSHUKAIOIIKE MTPU (HOPMUPOBAHUH (PYHKIIUN 3aIIUTHI.

Ecnu undopmanus odeHb cekpeTHa, Kakol MeTo] ayTeHTU(PUKALIUU CIEYET UCIOIb30BaTh?
['te nOMKHBI XpaHUTBCA 3alMCH ayIUTa B UI€aJIbHOM ciydae?

B yeMm cxozicTBO MeKCETEBOro SKkpaHa ¢ GUIbTpaluell makeToB u Mapupytusaropa? Korma
PEKOMEHTyEeTCsl BRIOMPATh MEKCETEBOM IKpaH ¢ MaKeTHOU (puibTparuei

Kakoe ckpeMOinpoBanue peanusyeT JaHHbIH ckpemOnep? (aHagoroBoe wik IUPPOBOE).
Kaxoit Bug 9acToTHOTO TpeoOpa3oBaHust OCYIIECTBISIET TaHHBINH CKpeMOiep?

KakoBwsl mpeumyiiecTBa U HEJOCTATKU JAHHOTO BUIa ckpemOiupoBanusa? Kakoma
paz00pUMBOCTh BHIXOIHOTO curHama? Kakyro mojgocy 4acToT 3aHMMAET BBIXOIHOW CUTHAM?

Cnoco6s1 u cpeactBa 3amuthl nHGopmaruu. CmocoObl «abCOMIOTHON CUCTEMBI 3aITUTHIY.
ApXUTEeKTypa CHCTEM 3amuThl MHPopManuu. TpeOoBanus. OOIMEMETOTOJIOTUIECKUX
MIPUHLIUIIOB apXUTEKTYPhl CUCTEMBI 3aIIUTHl MH()OPMAIIUH.

Ha kakux cucteMax JOKHBI YCTaHABIMBATHLCS aHTUBUPYCHBIE MporpamMbl? Kakoil miinHbI
JOJIKHBI OBITH TTApOsIU?

Uto nmomkeH obecrmeynBaTh MEXKCETEBOUM dKpaH JJisg MpoBepku coctosinusa? [Ipu kakom
YCIIOBUU MEXCETEBOM 3KpaH MPUKIAJHOTO YPOBHS MOKET Ha3bIBaThCSI THOPUTHBIM?

Cormacao 'OCT P UCO/M3BK 1 - kakue Tpu rpymiibl GakKTOPOB HEOOXOAMMO YUUTHIBATH MTPU
dbopmupoBanun TpeOoBaHUH B 00J1aCTH HHMOPMAITMOHHOM 0€3011acHOCTH?

Kakue ocHOBHbIE MH(OpPMALMOHHBIE aKTUBBI JOJKHBI ObITh YUTEHBI M 3aKpEIJICHBI 3a
OTBETCTBEHHBIMH BJajAeidblaMHu JJs oOecrneuyeHUss MHPOPMAIMOHHOM O€e30MacHOCTH
Oopra"u3anuu’?

KiroueBbie MOMEHTEHI 3Tara aHaJin3a PUCKOB: (TIEPEUNCITUTE)

[Tpuronner nu MexysnoBbie VPN s ucnosb3oBanus Mexay opranuzauusimu? [louemy
azipecarys SBISETCS MOTEHIIMATBLHON MPOoOJIeMOM, CBA3aHHON ¢ MEXKy3JI0BEIMU VPN?

Kakue nBa kpuTepusi TOJKHBI UCIOJIB30BATHCS JIJIs ONMpPEEIeHUs TOro, Kakoe YCTPOUCTBO
cllelyeT UCIOJb30BaTh - MEXCeTeBOM 3kpaH win VPN-cepBep Ha oTaenbHoM cucteme? Ecnu
HCTOJIb3YeTCA OTAEIbHBIN VPN-cepBep, JOJDKEH JIM OH pa3MellaThbCsa B JEMUINTAPU30BAaHHOM
30HE UHTEpHETA?

Kakum Habopom mapameTpoB MOXKeT ObITh HaeHTHHUIMpOBaH puck. [lo kakoit dhopmyie
MO3KET OBITh BBIYMCIIEHa CTOUMOCTh pUcKa?

[Tepeuncnure cranmapte OK 11 kmaccoB pyHKIIMOHATBHBIX TPEOOBAHUIA.

Kak npouzBoauTcs BeIYMCICHUE MTOTEHIIMANA HAMaIeHus ?

MoxHo n1u paccMmaTpuBaTh ucnoyb3oBanue SSH kak peanuzanuio VPN? Ilouemy
nosib3oBatenbckue VPN TpelytoT cTporoit ayrentudukanum?

9.1.3. TeMbl NpaKTUYECKUX 3aTAHUI

. Cranpaptel HHOPMALMOHHON 0€30NMaCHOCTH M KPUTEPHH OLIEHKU 0€30IaCHOCTH CHUCTEM U

ceTell nepeaayn uHGoOpMaIu

. Pa3paboTtka apXUTEKTyphl MOJIeIH 0€30MaCHOCTH MH(POPMAITMOHHBIX CUCTEM U CeTei

Pa3paboTka mpakTHUYECKUX PEKOMEHAANNA 0 00ECTIEYeHHIO 0€30IacCHOCTH HH(POPMAITMOHHBIX
CUCTEM

3aKOHOJATEIBCTBO B 00J1aCTH HHPOPMALIMOHHOM 0€301acHOCTH

[Tonsitue m ocobeHHocTn yTeuku uHpopmanuu. CTpyKTypa, KilacCupUKAIUi U OCHOBHBIC
XapaKTepPUCTUKN TEXHMYECKUX KaHaJoB yTeuku HHpopmauuu. IIpocTbie u cocTaBHbIE
TEXHUYECKUE KaHaNbl YTEUKU MH(POpMaIi. XapaKTepUCTUKa U BO3MOKHOCTH ONTHYECKHX,
AKyCTHYECKUX, PaJMOIIEKTPOHHBIX M MaTEepHAJbHO-BEIIECTBEHHBIX KaHAJIOB YTEYKHU
uHpOpMaLIUH.
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9.1.4. TeMbl NpaKTUYECKUX 3aHATHI

1. CrangapTsl HHGOPMAIIMOHHON 0€30MaCHOCTH M KPUTEPHUH OLICHKH 0€30MacHOCTH CUCTEM U
ceTell nepeaayn uHGoOpMaIHK

2. Pa3paboTka apXUTEKTYpbl MOJEIU 0€30MacCHOCTH HH()OPMAITMOHHBIX CUCTEM U CEeTeH

3. Pa3paboTka mpakTHYECKUX PEKOMEHIANNN M0 00eCIIeUeHUI0 Oe30MacHOCTH HH()OPMAITMOHHBIX
cUCTEM

4. 3akoHONaTeNbCTBO B 001acTU MH(GOPMALIMOHHON O€30MacCHOCTH

5. IlonsiTue m oco6eHHocTu yrteuku mHpopmanuu. CTpykTypa, KiaccupuKanus U OCHOBHBIC
XapaKTepPUCTUKU TEXHHYCCKUX KaHaJoB yTeuku HMHpopmanmu. [IpocThie 1 cocTaBHBIE
TEXHUYCCKUE KaHANbl YTeYKU WH(MOpMaIi. XapaKTepUCTUKA U BO3MOXKHOCTH ONTHYECKUX,
aKyCTHYECKUX, PaJMOIIECKTPOHHBIX M MaTEPHAIbHO-BEIICCTBEHHBIX KaHAJIOB YTEYKHU
uHbopmanuu.

9.1.5. TembI J1a00paTOPHBIX PadoT

1. U3ydyeHne MeXIyHapOIHOTO CTaHAapTa 0e30macHOCTH HHPOpManHOHHBIX cuctem [SO.
UccnenoBanue cucteMsl 3amiuThl nHGopmauu «Crpax NT». Cucrema 3amuThl HH(pOpMaIun
SecretNet. Cucrema 3amutsl napopmarmu Dallas

2. Cuctema aHanu3a PHCKOB W MPOBEPKU IMOJUTHKH HH(POPMAIMOHHOW 0€30MacHOCTH
TPEIIPUSATHS

3. DHepreTuueckoe CKpeITHE peueBoil nHpopMmaruu. CKpeMOIephl.

9.2. MeToan4yeckne peKOMeH AU

YueOHBI MaTepuana u3jaraercs B GopMme, Mperoiaraloiie caMoCTOsATEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3zoBanue. [Ipu 3ToM camocTosITeNbHAs padoTa CTyACHTOB UIPAET PEIIAIOIIYIO POJIb
B XO/JI€ BCETro Y4eOHOro mpoIliecca.

Hauatp n3yueHue QUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ paboueil MporpaMMoid, CIIUCKOM
y4e0HO-METOUYECKOTO U MporpaMMHOro odecrnedeHusi. CamocTosiTenbHas padoTa CTyJeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepualaMH, BBIOJTHEHHE KOHTPOJbHBIX MEPOMPUSATHH, MPEeayCMOTPEHHBIX
y4eOHBIM IIJIaHOM.

B npouiecce nzydeHust TUCUUILTAHBI ISl Ty4YIIETO OCBOSHUS MaTepHaia HeoOX0IUMO PeryspHO
oOpamaTbCcsi K pEKOMEHAYEMOW JUTEpaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJb30BaThCsl yepe3 KaOWHET CTyAeHTa Ha cailte YHuBepcuTeTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)KE 00IIETOCTYTHBIMH HHTEPHET-TIOPTAIaMU, COAECPKAIIUMHU
HAayYHO-TIONMYJSIPHBIE U CIEIUalIU3UPOBAHHBIE MaTepHalbl, MOCBSIICHHBIE PA3JIUYHBIM aCHEKTaM
y4eOHOW AMCIUILTHHBIL.

[Ipu caMoCTOATEIHLHOM U3YYEHHUU TEM CIEAYNUTE PEKOMEHIAIHSIM:

— YTEHHE UM MPOCMOTP MaTepualia OCYLECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHANBHUAYATBHOTO TOHMMAHUS M OCBOCHHS MaTepuala, BbIIENss OCHOBHBIE UJEH; HA OCHOBAHUHU
M3YUYEHHOTO COCTAaBUThH Te3UChl. OCBOMB MaTepual, MOMbITATbCS COOTHECTH TEOPHUIO0 C IPUMEpPAMHU U3
MPaKTHKU;

— €CITU B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEyeT BBISICHUTh HX
3HAYCHHME I TOHUMAaHUs JaIbHEHIIIEro MaTepuana;

— OCMBICIIMBalTE MPOYUTAHHOE U U3YYEHHOE, OTBEYANTE HA MPEJI0KEHHBIE BOIIPOCHI.

CTyaeHTsl MOTYT MOJy4aTh WHAUBUIYATbHbIE KOHCYIbTAIIUH, B T.4. C HCIIOJIb30BAaHUEM CPEJICTB
TEJIEeKOMMYHUKAIUH.

[To nucuuniarHe MOTYT MPOBOJIUTHCA JOMOJHHUTEIbHBIEC 3aHATUS, B T.4. B opMe BEOMHAPOB.
Pacnucanue BeOMHAPOB U 3amucy BEOWHAPOB MYyOJUKYIOTCS B 3JIEKTPOHHOM Kypce / 3IEKTPOHHOM
YKypHAJIe Mo TUCIUIUINHE.

9.3. TpeﬁoBaHnﬂ K OIHCHOYHBIM MaTe€pHaJIaM AJid JUll ¢ OrPAaHUYCHHBIMUA BO3MOKHOCTAMMU
3A0POBbA U HHBAJIMI0B

Jas nu1 ¢ OTrpaHUYEHHBIMH BO3MOXXHOCTSMHU 3J0POBBS M HHBAIHIOB MPEIYCMOTPEHBI
JIOTIOJIHUTEJIbHBIE OLIEHOYHBbIE MaTepHalibl, IEPEeUeHb KOTOPHIX yKa3zaH B Tabnuue 9.4.

Tabnuna 9.4 — JlomonHUTENbHBIE MaTEepHUalbl OIEHUBAHUSA IJs JHUIl C OTPAaHUYCHHBIMH
BO3MOKHOCTSIMH 3JIOPOBbSI M MHBAJIHJIOB
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Kareropuu oby4aromuxcs

Buasl 1ooHUTENEHBIX OLEHOYHBIX
MaTepHuaioB

q)OpMI)I KOHTPOJIA U OLICHKHU
pe3yIbTaTOB OOYUECHHUS

C HapylIeHHsIMU cllyXa

TecTbl, TUChbMEHHBIC
CaMOCTOSTENIbHBIE PAOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE pabOThI

[IpenmyniecTBEHHO TUCHbMEHHAS
MpoBepKa

C HapyLIEeHUAMU 3pEHUS

CobecenoBaHue 1o BOIIPOCaM K
3a4eTy, ONpoc MO TePMUHAM

[Ipeumy1iecTBEHHO yCTHas
poBepKa (MHIUBUYaTBHO)

C HapylLIeHUSIMH OIIOPHO-
JIBUTATEJILHOTO alapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE pa0OThI, TMCbMEHHbBIE
CaMOCTOSITENIbHBIE PaOOTHI, BOITPOCHI

K 3a4eTy

[IpeumyiecTBEHHO
JUCTAaHIMOHHBIMU METOIaMH

C orpaHU4YeHHUSIMHU 110
o01IIeMe IUIINHCKUM
MOKa3aHHUIM

TecTbl, THCbMEHHBIC
CaMOCTOSTENIbHBIE PAaOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE paOOTHI,
YCTHBIE OTBETHI

[Ipenmy1iiiecTBEHHO MPOBEpPKa
METOJIaMH, ONPEIEISIOIIMMHUCS
UCXOS U3 COCTOSIHUS
oOyyJaromerocss Ha MOMEHT

MIPOBEPKH

9.4. MeToauuecKkue PEKOMEHIAIUHA MO OCHOYHBIM MaTepuadamM AJd JUIl ¢ OrPpAaHUYCHHBIMHA
BO3MOKHOCTSAAMH 310POBbA U HHBAJINI0B

Jist Ui ¢ OTpaHUYEHHBIMH BO3MOYKHOCTSMH 3JI0POBbS U MHBAJIHUIOB MPEAyCMaTPUBACTCS
nocTymnHas popMa npeaoCTaBICHHs 3aJaHHIA OIICHOYHBIX CPEIICTB, & UMEHHO:

— B Ie4aTHou (opme;

— B Ie4aTHOH (hopMe ¢ YBEITUYCHHBIM IIPUPTOM;

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— METOJIOM YTCHUS aCCUCTCHTOM 3aJ]aHHs BCITYX;

— MPEIOCTaBICHHE 3aIaHNUs C UCIIOJIB30BAHUEM CYPJIOTIEPEBO/IA.

JIumam ¢ orpaHUYEHHBIMH BO3MOXXHOCTSIMHU 3[I0POBbSl U MHBAIUIAM yBEIHMYHBACTCS BPEeMsl Ha
MOJATOTOBKY OTBETOB Ha KOHTPOJIbHBIC BOMPOCHI. [[s Takux oOydaroIIMXcs MpeaycMaTpUBaeTCs
nocTymnHas popMa npeoCTaBICHH OTBETOB HA 33aJJaHHs, 2 UMEHHO:

— MUChMEHHO Ha Oymare;

— HabOp OTBETOB Ha KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHUEM YCIIYT aCCHCTEHTA;

— MPEJICTaBJICHUE OTBETOB YCTHO.

[Ipouenypa oneHUBAHHUS PE3yIbTATOB OOYYCHHUsS JHUIl C OTPAHUYCHHBIMHU BO3MOXKHOCTSIMHU
3I0pPOBbSI U MHBAIUOB 0 JAUCIUILIMHE TPEIyCMaTPUBACT MPEAOCTaBlIeHUE HHPOopManuu B hopmMax,
aJIalITUPOBAHHBIX K OTPAHUYCHHSIM UX 3JI0POBbsI U BOCIIPHATHSL HH(POPMAIIUH:

Jst i ¢ HapyIeHUsIMU 3PeHus:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B I€YaTHOW (hOpMe YBEIUICHHBIM IPUPTOM.

Jst i ¢ HApyIIeHHsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeYaTHOM (opme.

J1s i1 ¢ HAPYIIEHHUSIMU OTIOPHO-IBUTATEJIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeYaTHOM (opme.

[Ipu HEOOXOMMMOCTH JJISI JUIl C OTPAHHUYCHHBIMU BO3MOXKHOCTSIMH 3J0POBbsI U MHBAJIHJIOB
mpoIielypa OlCHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOXKET MPOBOJAUTHCS B HECKOJIBKO 3TATIOB.
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JIMCT COI'JTACOBAHUA

Paccmotpena u onobpena Ha 3acexannu kadenpsr PTC
nportokon Ne 5  or« 1 » 12 2022r.

COI'TACOBAHO:
JomKHOCTD Wunnwmanel, pamumus IMoamuce

3aBemyromuii Beiyckaromnieit kag. PTC A.A. MemepsikoB  CoriacoBaHo,
5bbb058c-a625-4513-
8e7f-25eb16694704

3aBenytomuii obecrnieunBatomieit kag. PTC A.A. MemepsikoB  CoriaacoBaHo,
5bbb058c-2625-4513-
8e7f-25eb16694704

N.0O. nayasibHUKA y4eOHOTO yIpPaBIICHUS N.A. Jlapuommna CoriacoBaHo,

¢3195437-a021-4972-
a7c6-abbeelf21e73

IKCIIEPTHBI:

Houent, xad. PTC

B.A. I'pomoB

CornacoBaHno,
bbaa5b2b-4¢38-4841-
a5bb-85f9ddafe277

Crapmuii mpenonaBarens, kag. PTC

J1.0. HoznpeBaTbix

CormnacoBano,
bd0039b0-9¢48-4859-
9803-60c9ddba7116

PA3PABOTAHO:

Homent, kag. PTC

A M. I'onukos

Pazpabotano,
d76b3893-b3a9-44a5-
8418-e53e691ec9d0
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