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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. PaccmoTpeTh OCHOBHBIC MOHSTHUS YIpaBICHUS MHLIMJICHTAMH M HENPEPHIBHOCTHIO OM3HEca,
OLOCHUTH UX pOHB U CBiJA3HU C OCTAJIBbHBIMH I/I3y‘{CHHBIMI/I AUCHUIIJIMHAMHU I10 HH(I)OpMaLIHOHHOﬁ
0€30I1aCHOCTH.

1.2. 3agauy AUCHUILIUHBI

1. ommcarh mporecc ynpaplieHUs] HHIIMACHTaMH HHpopMaronHoi 6e3onacHocTH (MB).

2. ompenenuTh 0COOEHHOCTH CUCTEMBI yIpaBieHus HHIuAeHTaMu b 1 paccMoTpeTs ee OCHOBHBIE
XapaKTePUCTHKH.

3. IaTh OCHOBHBIC OIpENENICHHS, OTHOCAMUECS K MpodiemMe 0OecreueHus HeNMPEepPbIBHOCTH
ouzneca (OHB).

4. paccMOTpeTh OCHOBHBIE aCIIEKThI YIIPaBJICHUS HEMPEPhIBHOCTHIO Ou3Heca (YHB).

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Yacte Otoka gucrmiing: O0g3aTeIbHas 4acTh.

Monynb quctuminH: Moayns cenuanu3anuu (mpoduis) (major).

Nunexc qucuumiuael: 51.0.05.02.

PeanusyeTcs ¢ mpUMEHEHHEM D3JIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ no JMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JTOCTHIKEHUS
WVHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0y4eHUS 110
KOMIICTEHIIMH JUCLUIUINHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-6.1. Cnocoben
OpPraHU30BBIBATH U
o0ecrieunBaTh
UHPOPMALMOHHY IO
0€e301acHOCTb MPU
peanzanuu
TEXHOJIOTUIECKUX U
OHM3HEeC-IIPOIIECCOB
OpraHu3anui KpeauTHO-
(¢uHaHCOBOH cepbl, B
TOM YHCJIE ITPOIECCOB,
CBSI3aHHBIX C
OCYLIECTBIIEHUEM
MEPEBOJIOB JICHEKHBIX
CpEJICTB

OIIK-6.1.1. 3naer
MOJUIeKALIUE 3aIIUTe
TUIIOBBIE TEXHOJIOTMYECKUE U
Ou3HEeC-MPOIIECCh
OpraHu3anui KpeauTHO-
(¢uHaHCOBOH C(epbl, B TOM
YHCJIE CBA3aHHbIE C
OCYILIECTBIJIEHUEM TIEPEBOIOB
JICHE)KHBIX CPEJICTB

3HaeT NOAJEKAIINE 3aIIUTE TUIIOBbIE
TEXHOJIOTUYECKHE U OU3HEC-ITPOLIECCHI
OpraHu3anuil KpeIuTHO-(PUHAHCOBOM CepBI,
B TOM YHUCJIE CBSI3aHHBIE C OCYIIECTBICHUEM
IIEPEBOJIOB JICHEKHBIX CPEICTB

OIIK-6.1.2. Ymeer
OTCJIC)KUBATh OCHOBHBIE
yIpo3bl 6€30MacHOCTH
uHopMaIuu nmpu
OCYIIECTBIICHUH MTEPEBOIOB
JICHEXKHBIX CPEJICTB C
UCTIOJIb30BaHUEM ILIATEKHBIX
CHCTEM, IJIAaCTUKOBBIX KapT,
CUCTEM JINCTAHIIMOHHOTO
OaHKOBCKOT'O OOCITYKUBaHHSI

U Jp.

YMeeT OTCIIeKHBATh OCHOBHBIE YTPO3bI
0e30macHOCTH HH(POPMAIIHH TTPH
OCYIIIECTBIICHUH ITEPEBOIOB JICHEKHBIX
CPEJICTB C MCIIOJIb30BAaHUEM TUIATEKHBIX
CHUCTEM, IJIACTUKOBBIX KapT, CUCTEM
JTUCTaHITHOHHOTO OAHKOBCKOTO
00CITy>KMBaHUS U JIP.

OIIK-6.1.3. Bnaneer
HAaBBIKAMU PETUCTPALIUU
COOBITHH, CBA3aHHBIX C
3alIUTON HH(pOpMAIMK IPU
peanu3anuu
TEXHOJIOTUYECKUX U OU3Hec-
IIPOLIECCOB OPraHU3aLUl
KpeIUTHO-(PHUHAHCOBOM
cdepbl, B TOM YUCIIE IPU
OCYILECTBIICHUHU [IEPEBOIOB
JICHEKHBIX CPEACTB

Brnaneetr HaBbIKaMM perucTpanuy COOBITHH,
CBSI3aHHBIX C 3aIIUTON MH(POPMALIUU TPU
peanu3aly TeXHOJOTHUECKUX U Ou3Hec-
IPOIIECCOB OpraHU3aluil KPeJUTHO-
(buHaHCOBOH Cdepsbl, B TOM YHUCIIE TIPU
OCYILIECTBIIEHUH NIEPEBOAOB JIECHEKHbIX
CpeAcTB
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OIIK-6.2. Cnocoben
YIPaBIATH
WHIMICHTaMHU
UH(POPMALIMOHHOM
0e301IacHOCTH,
OCYILIECTBIIATH KOHTPOJIb
oOecrnieyeHus
UH(POPMALIMOHHOM
0€e3011acHOCTH B
OpraHu3aIUsIX
KpeAUTHO-(PUHAHCOBOI

chepsl

OIIK-6.2.1. 3HaeT NpUHLIUIIBI
BBISIBJICHMSI, yU€Ta U
YCTpaHEHUs UHIIUJIEHTOB,
BO3HUKAIOIINX B
ABTOMAaTU3UPOBAHHBIX
CHUCTEMax OpraHU3aLNN
KpeAUTHO-(PUHAHCOBOI

chepsr

3HaeT NPUHLIUIIBI BBISBJICHUS, YUETa U
YCTpaHEHUs! MHIUJIEHTOB, BOSHUKAIOIINX B
aBTOMATHU3HPOBAHHBIX CUCTEMAaX
OpraHu3anuii KpeIuTHO-(PMHAHCOBOM c(epbl

OIIK-6.2.2. Ymeet
OCYIIECTBIISATH KOHTPOJIb
OpTraHU3aAIMOHHOMN
0€e30IacHOCTH B
OpraHu3aIusIX KpeauTHO-
(buHaHCOBOH Chepsl

YMeeT ocymecTBISATh KOHTPOJIb
OpraHu3aIMOHHON OE30MTaCHOCTH B
OpraHu3aIUsAX KPeAUTHO-(DMHAHCOBOU cepbl

OIIK-6.2.3. Bnaneer
METOAMKON OOHAPYXKEHUS U
yCTpaHEHUs! HHLUJCHTOB
UH(POPMALIMOHHOM
0€301acHOCTH, BO3HUKAIOIIUX
B TIpoliecce IKCIUTyaTaluu
ABTOMATH3UPOBAHHBIX CHCTEM
OpraHu3aluil KpeaAUTHO-
¢duHaHCOBOM chepbl

Brnaneer MmeTonukoii oOHapyXeHUs U
yCTpaHEHUs! HHIUACHTOB HH(OPMAIIMOHHOMN
0€30MacHOCTH, BO3HUKAIOIIUX B IIPOLIECCE
JKCIUTyaTallui aBTOMaTU3UPOBAHHBIX CUCTEM
OpraHu3aluil KpeAuTHO-(PUHAHCOBON Cepsl

IMpodeccuonanbHbIe KOMIIETEHIIUH

4. O0beM IMCUMILIMHBI B 324€THBIX eJUHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHYeCKUX YacoB,
BblJIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy 00y4aroiuxcsi ¢ npemnojaaBarejieM
U HA CAMOCTOSITEJIbHYI0 Pa0oTy 00y4Yaromuxcs

06111351 TPYAOCMKOCTD JUCHUIIJIMHBI COCTABJIACT 3 3a4eTHEIX CIWHUII, 108 AKaJICMHUYCCKUX 4aCOB.
Pacnpe,ueneHHe TPYAOCMKOCTH JUCHUIUJIMHBI 110 BUAAM yqeGHoﬁ ACATCIIBHOCTU MPCACTABICHO B

tabnuue 4.1.
Tabnuua 4.1 — Tpy10eMKOCTh TUCIMILIIMHBI [10 BUJIaM Y4eOHOH J1eTeIbHOCTH
o Bcero  |Cemectpsl
Bunel yueOHOI nesTenbHOCTH
4acoB |8 cemecTp
KonrakTHas ayguropHasi pa6oTta o0y4alomuxcs ¢ npenojaaBarejeM, BCero 54 54
JIeKIIMOHHEBIE 3aHATUS 18 18
JlaGopaTopHble 3aHATUS 36 36
CamocrosiTeibHas padoTa 00y4aomuXxcs, B T.4. KOHTAKTHasI 54 54
BHeayMTOpHasi padoTa o0y4yaloluxcs ¢ npenojgaBarteyieM, BCero
[ToaroroBka k 3auery 18 18
IToaroroBka K TECTUPOBAHUIO 18 18
[ToaroroBka k mabopaTopHOi paboTe, HAMMCAHUE OTYETA 18 18
Oo0mast Tpy10eMKOCTH (B Yacax) 108 108
Oo0mas TpyroemMkocTh (B 3.e.) 3 3

5. CTpykTypa ¥ coep:KaHue TUCHHUILIMHBI
5.1. Pa3nennl (TeMbl) JUCHUIJIMHBI U BUAbI Y4eOHOI 1eATeJIbHOCTH

CTpyKTypa IMCHUIUIMHBEI TIO pa3jaeiaM (TeMaMm) ¥ BHaaM y4eOHOU NesSTeIbHOCTH IMPUBEICHA B
tabnuue 5.1.

CornacoBaHa Ha noptane N2 61000 4



Ta6mmma 5.1 — Pa3nensl (TeMbl) TUCIMIUIMHBI U BU

16l Y9€OHOM ACSTEIHHOCTH

Hasanus paznenosB (Tem) Jlex. | JIa6. | Cawm. Beero wacos dopMupyemsbie
TUCLIAILINHEBI 3aH., 4| pad. |pabd.,d (0es KOMIIETEHIINHU
IK3aMEHa)
8 cemecTp
1 HopmartuBHas 6a3a ynpaBieHUs 6 6 18 30 OIIK-6.1, OIIK-6.2
nanuaeatamu b u o0ecrieuenue
HENPEePBIBHOCTH OM3HECa
2 Vupasnenue uniuaesramu b 6 24 18 48 OIIK-6.1, OIIK-6.2
3 VYnpaBieHue HEMPEPHIBHOCTHIO 6 6 18 30 OIIK-6.1, OITK-6.2
Ou3Heca opraHu3aluu
Uroro 3a cemectp |18 36 54 108
Hroro |18 36 54 108

5.2. Conep:xanue pa3iesnoB (TeM) TUCHUNINHBI

Coneprxkanne pa3ienoB (TeM) TUCHUTUIAHEI (B T.4. IO JIEKIHUSIM) PUBEICHO B Ta0ywmIe 5.2.

Tabmuna 5.2 — Coneprkanue pa3zienos (TeM) TUCHUILIMHEI (B T.4. IO JEKIHUSIM)

HasBanus paznenos (Tem)
JUCHUITIINHBI

Conep:xanue pa3ienoB (Tem)
JUCHUTUIIUHBI (B T.Y. 1O JEKIHIM)

TpynoemkocThb
(JIeKLMOHHBIE
3aHATHA), U

dopmMupyemsbie
KOMIIETCHIIUH

8 cemecTp

1 HopmartuBHas 6a3a
yIpaBieHUs
uHiuaeHTamu b u
obecrieueHue
HENPEePBHIBHOCTH OM3HEca

ISO/IEC 27035:2011 - ynpaBienue
uHuaeHrtamu b

1SO/1EC 27037 - pyKOBOJCTBO 1O
UACHTUPUKAIMH, cOOpYy W/Win
MOJIyYEHHIO U 00ECTIeYeHUIO
COXPAaHHOCTH CBUJIETEIBCTB,
MPEJCTABICHHBIX B JIEKTPOHHOMN
dbopme

ISO/IEC 27031:2011 - pyKoBOJICTBO
10 TOTOBHOCTH MH(OPMALIMOHHBIX U
TEJIEKOMMYHUKAIIUOHHBIX TEXHOJIOTUI
1151 o0ecTeyeHNsl HeMPEePbIBHOCTH
OusHeca

BS 25999 u I'OCT P 53647 -
yIpaBJIeHUE HEMTPEPHIBHOCTHIO
OusHeca

OIIK-6.1,
OIIK-6.2

Hroro
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2 YupasneHue CoO0biTne u nnuuaent Ub 6 OIIK-6.1,
uHuaeHramu b Lenu u 3aaun ynpasiieHus OIIK-6.2
uHaeaTamu b

Cucrema yripaBieHHUs UHIUICHTAMU
nb

Oransl mpouecca yrpaBieHUs
uHiaeatamu b

Oo6napyxenue coosituii Ub u
nHuAeHToB b 1 onoBenenne o Hux
O6pabotka codbrTii Ub u
uHiyaeHToB b

PearupoBanue Ha nnuuaentsl Ub
JlokyMeHTaIusi CUCTEMBI YIIPaBICHUS
uHiaeatamu b

['pynmna pearupoBaHusi Ha UHIUIEHTHI
b

ObecnieueHne 0CBEIOMICHHOCTH U
oOydeHue B o0act HHIUACHTOB b
CoxpaHeHue J10Ka3aTeIbCTB
uHienTa b

Cpencrta ynpasieHus coobitusimu b

Htoro 6

3 Ynpasienue Onpenenenns HENPEPHIBHOCTU 6 OIIK-6.1,
HEIPEPBIBHOCTHIO Ou3Heca M ynpaBJICHUS €10 OIIK-6.2
Ou3Heca opraHu3alnuu Cucrema yrpaBieHus
HEMPEepPbIBHOCTHIO OM3HECA
JKv3HEeHHBII IMKII yIpaBICHUS
HENPEePbIBHOCTHIO OM3HECA
JIOKyMeHTaIMsI ¥ 3aIUCH B 00J1aCTH
HENPEepbIBHOCTH OM3HECa
I'otoBHocts UTT xk OHB

Cpencrta ynpasieHus
HENPEePbIBHOCTHIO OM3HECA

Hroro 6
Hroro 3a cemectp 18
Hroro 18

5.3. lIpakTH4yeckue 3aHATUSA (CEMUHAPHI)
He npenycMoTpeHo y4eOHBIM IIaHOM
5.4. JlabopaTopHbIe 3aHATHUSA

HaumenoBanue 1a00paTopHbIX pabOT MpHUBEACHO B TaduIlE 5.4.
Tab6muna 5.4 — HaumeHnoBaHue 1a60paTOPHBIX padoT

HasBanus paznenos (tem) | HanmeHnoBanue 1abopaTopHbIX T dopmupyembie
JVICTIATUTHHBI pabot PYAOCMKOCTE, 1 KOMIICTEHIIH
8 cemecTp
1 HopmartuBHas 6a3a Hopmartunas 6a3a ynpaBieHus 6 OIIK-6.1, OIIK-6.2
yhpaBieHus: HHIUACHTaMH |uHImIeHTamMu b u obecneuenue
Wb u obecnieuenue HENPEPbIBHOCTH OM3HECa
HENPEPBIBHOCTH OM3HECa Wtoro 6
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2 YupasneHue Cucrema ynpaBieHUs 6 OIIK-6.1, OIIK-6.2
nHiuaenramu b nHiuaenrtamu b
O6napyxenue coowituii Ub n 6 OIIK-6.1, OIIK-6.2
naiuaenToB b u onosenieHue o
HUX
O6pabotka cobbiTuit Ub 6 OIIK-6.1, OIIK-6.2
nHuuaeHToB Ub.
Pearnposanue Ha unuuaentsel b 6 OIIK-6.1, OIIK-6.2
Hroro 24
3 Ynpasienue VYipaBineHue HEPEPbIBHOCTHIO 6 OIIK-6.1, OIIK-6.2
HENpEepbIBHOCTHIO OM3Heca |OM3HEeca OpraHu3aliu
OpraHu3aIu HUtoro 6
Hroro 3a cemectp 36
Hroro 36

5.5. KypcoBoii npoekT / kypcoBasi padora

He npenycMOTpeHO y4eOHBIM IIaHOM

5.6. CamocTosiTesqIbHaAs1 paboTa

Bunbr camoctosaTensHOM paboThl, TPYJOEMKOCTh U (hOpMHUpPYEMble KOMIIETCHIIMH MPECTaBICHbBI B

Tadymue 5.6.

Tabmuia 5.6 — Busbl caMocTosATeIbHON pabOThl, TPYJ0EMKOCTh U (hOPMHUPYEMbIE KOMIETEHIIUN
Hasganus pasnenos | Buael camocrositensHoit | Tpyaoemkocts, | Popmupyembie DopMBbI
(TeMm) AMCUUITIINHBI paboThI q KOMIIETEHIIUN KOHTPOJIA

8 cemecTp
1 HopmartusHas 6a3a |IloaroroBka k 3auery 6 OIIK-6.1, 3auér
yIpaBieHUs OIIK-6.2
unnuaeHramMu Ub v |TToaroroska k 6 OIIK-6.1, TectupoBanue
obecrieucHue TECTUPOBAHUIO OIIK-6.2
HCHPCPLIBHOCTH [Toxroroska K 6 OIlK-6.1, JlaGopaTopHas
Gusneca nabopaTopHoii paboTe, OIlK-6.2 pabora
HamucaHue oT4era
Hroro 18
2 YupaBneHue [ToaroroBka k 3aueTy 6 OIIK-6.1, 3auét
namuaeatamu b OIIK-6.2
TToaroroBka x 6 OIIK-6.1, TectupoBanue
TECTUPOBAHUIO OIIK-6.2
ITogroroska k 6 OIIK-6.1, JlaGopatopHas
nabopaTopHoii pabdore, OIIK-6.2 pabota
HamucaHue oT4eTa
Hroro 18
3 Vnpasnenue [ToaroroBka k 3auety 6 OIIK-6.1, 3ayér
HETPEPHIBHOCTHIO OIIK-6.2
OusHeca IloaroroBka k 6 OIIK-6.1, TectupoBanue
OpraHu3aluvu TECTUPOBAHUIO OIIK-6.2
[ToaroroBka k 6 OIIK-6.1, JlabopartopHas
nmabopatopHoi pabore, OIIK-6.2 paborta
HanucaHue oT4yera
Hroro 18
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Uroro 3a cemectp 54
Hroro 54

5.7. CooTBeTcTBHE KOMIIETEHUMH, ()OPMUPYEMBIX NPH U3YUYEHUU TUCUHUIIIMHBI,
U BU/0B YU4eOHOM 1esITeJIbHOCTH

CooTBeTcTBUE KOMIIETEHIIUM, (POPMUPYEMBIX MPU U3YUYCHHH TUCHHUIUIUHBI, U BUIOB YyueOHOM
NEATEILHOCTH MPEICTAaBICHO B TabHIIEe 5.7.
Tabnuna 5.7 — CooTBETCTBUE KOMIETSHIIHH, ((OPMUPYEMBIX TIPU U3YUYECHUHU AUCLUUILINHBI, U BUOB

3aHATUI
dopmupyembie Bunpl yueOHoM aedrenbHOCTH
@®opMbI KOHTPOJIS
KOMIICTEHIIMH Jlek. 3aH.|JIab. pa6. |Cam. paO.
OIIK-6.1 + + + 3auér, JlabopaTopHas padora,
TectupoBanue
OIIK-6.2 + + + 3auér, JlabopaTopHas padorta,
TectupoBanue

6. PeiiTuHroBasi cucreMa /1Jisl OLlEeHKH yCIIeBAeMOCTH 00y4aromuxcst
6.1. banabHbie oneHKH 11t GOPM KOHTPOJISA

bannbHble onieHKH U1t POpPM KOHTPOJIS IPECTaBICHbI B Ta0muiie 6.1.
Tab6muua 6.1 — bamnbHbIE OLIEHKH

. . | MakcumanbHbIl Oarmn
MaxkcumanbHbIN MaxkcumanbHbIN
3a MepHOJ MEKITY Bcero 3a
DopMBbI KOHTPOJISI 6aymt Ha 1-yro KT ¢ OaJi 3a mepuoI
2KT u Ha xoHE CEeMEeCTp
Hayajia ceMecTpa mexay 1KT u 2KT
cemecTpa
8 cemectp
3auét 0 0 20 20
JlaGopaTtopHnas pabota 10 40 10 60
TectupoBaHnue 0 0 20 20
Htoro makcumyM 3a 10 40 50 100
nepuo.
Hapacratomum ntorom 10 50 100 100

6.2. [lepecuer 0a/1J10B B OlIEHKH 32 TeKYIIMA KOHTPOJIb

Ilepecuer 6aI0B B OLICHKH 33 TEKYILIMI KOHTPOJIb MpeACTaBiIeH B Tadnuue 6.2.
Tabnuua 6.2 — [lepecuer 6aI0B B OLICHKH 33 TEKYLIHI KOHTPOJIb

Bamnibl Ha faTy TEKyIIero KOHTPOIs OneHka

> 90% ot MakcuMaibHOI cymMMbl OamoB Ha naty TK 5

Ot 70% 1o 89% ot MakcuManbHO# cymMMbl OaioB Ha naty TK

Ot 60% 10 69% oT MakcuMaIbHOU cyMMBI 6aiioB Ha naty TK

N |W ([

< 60% ot MakcuMabHOI cymMbl OamioB Ha naty TK

6.3. Ilepecuer cyMMblI 02/1710B B TPAAUIIHOHHYIO M MEKAYHAPOAHYIO OLICHKY

[lepecuer cyMMBbI 0a/IOB B TPAJIUIIMOHHYIO M MEXIYHAPOJAHYIO OLICHKY MPEACTABIICH B TaOJIUIIE
6.3.
Tabmuma 6.3 — Ilepecuer cyMMbl OAJUIOB B TPAIUIIMOHHYIO U MEXKTYHAPOIHYIO OLICHKY

Htorosas cymma Oanos,
Onenka YUMTBIBAET YCIEITHO CIaHHBIN Onenka (ECTS)
9K3aMeH
5 (0TIMYHO) (3a4TEHO) 90 —-100 A (0TIMYHO)
4 (xoporo) (3a4TeHO) 85 -89 B (ouens xoporo)
75— 84 C (xoporo)
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3 (yAOBIETBOPUTENIHHO) (3aYTEHO) 65— 69

60 — 64 E (mocpencTBenHo)
2 (HeyIOBIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6ammos F (meynoBrnerBoputeabHO)

7. Y4eOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE o0ecneyeHue TUCHUILINHBI
7.1. OcHOBHas JUTEpaTypa

1. UnxeHepHo-TexHu4eckas 3auuTa nuapopmanun: Yuedbnoe nocodue / A. A. Tutos - 2010. 195
c. [Dnexrponnsiii pecypc|: — Pexum gocryna: https://edu.tusur.ru/publications/654.

7.2. lonoJTHUTEIbHAS JIUTEPaTypa

1. OcHoBbl nHpOpMaALIMOHHOM O6e3omacHOCTH: Y4yebHoe mocodue / A. M. I'onmukos - 2007. 201 c.
[DnexTponHsIi pecypc]: — Pexum goctyna: https://edu.tusur.ru/publications/1024.

2. CTO BP B®bO-1.5-2018 CTAHIAAPT BAHKA POCCHUU BE3OITACHOCTbD
®UHAHCOBBIX (BAHKOBCKUX) OIEPALIMM VIIPABJIEHUE WHIUAEHTAMU
MH®OPMAIIMOHHOM BE30IIACHOCTU O ®OPMAX U CPOKAX B3AUMOJIEMCTBUSA
BAHKA POCCUU C YHACTHUKAMU MHOOPMAILIMOHHOI'O OBMEHAIIPU BBISIBJIEHUN
VHIIMJIEHTOB, CBS3AHHBIX C HAPYIIIEHUEM TPEBOBAHHMI K OBECIIEYEHUIO 3ALUTHI
NHOOPMAIIUU [ONeKTpOHHBIHI pecypc]: — Pexum pocrymna:
https://cbr.ru/statichtml/file/59420/st-15-18.pdf.

7.3. YueOHO-MeTOANYEeCKHE MOCOOUs
7.3.1. O6s3aTesIbHbIE YUeOHO-METOAMYECKHE TOCOOUSI

1. besonacHocth cereit DBM. Yacte 1: JlabopaTtopusiii mpakTukym / A. K. HoBoxpecTos, A. U.
I'ynse - 2017. 92 c. [DnekrpoHHbIN pecypc]: — Pexxum noctyna: https://edu.tusur.ru/publications/7225.

2. 3amura nHGopManuy B UHPOKOMMYHHUKALMOHHBIX cucTeMax U ceTsix: COOpHUK J1abopaTOPHBIX
pabor / A. M. TomnukoB - 2012. 374 c. [DnekTpoHHBHH pecypc]: — Pexum nocryna:
https://edu.tusur.ru/publications/1050.

3. besomacHocTh ceteit OBM: MeTonuueckue ykasaHus Il CAaMOCTOATEIIbHON paboThI CTyIeHTa /
HosoxpectoB A.K., IIpackypun I'.A., 2014. — 4 c. [DnexTpoHHbIl pecypc]: — Pexum gocrtyna:
https://disk.fb.tusur.ru/bsevm/independent_work.pdf.

7.3.2. YueOHO-MeTOANYECKHE TOCOONS JIS JINIT
€ OrpaHUYeHHBIMU BO3MOKHOCTSIMHM 3/10POBbSI M HHBAJIHU/I0B

Y4eOHO-MeTOIUYeCKUEe MaTepUAIIbl ISl CAMOCTOSITEIILHON U ayIMTOPHOM PabOThl 00YYaIOLIHXCS
U3 YHCIa JIUI] ¢ OTPAHUYCHHBIMU BO3MOXKHOCTSIMU 370POBbSI M HHBAJIH/IOB MPEIOCTABIAIOTCS B (hopMax,
aIalITUPOBAHHBIX K OTPAHUYCHHUSM X 3[0POBbS U BOCHPUATHS HHOOPMALIUH.

JI1s JIMIL ¢ HAPYIIEHUSIMH 3PeHus:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B [1€4aTHOW (hopMe YBEIUIECHHBIM HIPUPTOM.

JI1s1 JIMIL ¢ HAPYIIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B miedatHou popme.

JI1s1 JIMIL ¢ HAPYIIEHUSIMHU ONOPHO-IBUTaTEIbHOI0 anmnapara:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B miedatHou popme.

7.4. CoBpeMeHHbIe TPo(deccuoHATIbHBbIE 0a3bl JAHHBIX
1 HH(POPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. IIpu u3ydyeHUU NTUCHUIIUHBI PEKOMEHAYETCSl 00pallaThCsa K COBPEMEHHBIM 0a3aM JaHHBIX,
WHGOPMAIIMOHHO-CIIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa oTKpHIT gocTym:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MaTepnajbHO-TeXHHYECKOE U POrPaMMHOe o0ecnedyeHne JUCIUIITHHbI

8.1. MaTepI/IaJIBHO-TeXHI/I‘IeCROQ H NMporpaMmmMHoe¢ o0ecrneuyeHue JJIsl JIEKIUOHHBIX 3aHATHI
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Jlnst mpoBeieHUs 3aHATUN JIEKIIMOHHOTO THUIA, TPYIIOBBIX U UHAUBUIYaTbHBIX KOHCYJbTAIIHIA,
TEKYLIEro KOHTPOJISL U MPOMEXKYTOUHON aTTECTAllMU UCIIONb3yeTCsl yueOHask ayAUTOPHS C TOCTAaTOYHBIM
KOJIMYECTBOM ITOCAJ0OYHBIX MECT JJII Y4EOHOM rpymibl, 000pyA0BaHHAs JOCKOM M CTaHAAPTHOU y4eOHOU
MeOenpto. IMeroTest MybTUMeIniTHOe 000pyI0BaHNE U YUEOHO-HATIISAHBIE TTOCOOUS, 00eCTICUNBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH T10 JIEKIIMOHHBIM pa3ziesiaM AUCLUILITHHBIL.

8.2. MaTepua/ibHO-TeXHNYECKOE U POrpaMMHoOe o0ecriedyeHue 1Jisl JJa0opaToOpPHBIX padoT

JIaGopaTopusi mporpaMMHO-aNnapaTHBIX CPEACTB o0ecrieueHus] NH(POPMAIIMOHHOM 0€30MacHOCTH:
yueOHass ayauTOpHUs AJIS NMPOBEICHUSA 3aHATUN NMPAKTUUECKOTO THUIMA, yueOHas ayIuTOpHUs I
MpoBeIeHus 3aHsITHil TabopaTtopHoro tuma; 634045, Tomckas obmacts, r. ToMck, yi. KpacHoapmeiickas,
a. 146, 405 ayn.

Omnwucanue UMeEroNIerocss 000py0BaHUS:

- UnTepaktuBHas nocka [QBoard DVT TN100;

- IIpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yemnmurens Roxton AA-60M;

- [ToTonounslit rpomkorosopurens Roxton PA-20T;

- AnmmapaTHble cpecTBa ayTeHTuuKanuu noias3zonarens "eToken Pro";

- Ilporpammuo-annapaTHblii koMiuieke 3auuTsl nHpopmaun: [TAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW 1000 4 .x;

- YcrpoiicTBa UT€HUS CMapT-KapT U PaJMOMETOK: aJanTep KOMIBIOTEPHBIN A CYUTHIBAHUS U
nepenauu B [IK cepuiiHpix HOMEpoB OECKOHTAKTHBIX uAeHTUUKaTOpoB IronLogic Z-2 USB;

- MarauTHO-MapKepHasi J10CKa;

- Kommuiekt ciennanu3upoBanHoi yueOHoM Meben;

- PabGouee mecTo npenoaBaress.

IIporpammHoe obecnieueHue:

- Cucrema MoHUTOpHUHTa Zabbix;

- Microsoft Windows 10;

- VirtualBox;

- Ananuzarop tpaduka Wireshark;

- MexcereBoii akpan Positive Technologies Application Firewall Education;

- Cucrema 3amuThl OT yTeuku AanHbIX: KonTyp nndopmarmonsoit 6e3onacunoctu SearchInform;

- Cucrema oOHapyKeHUsI BTOPKEHUH Snort;

- Cucrema oOHapy>KeHUs! BTOp>KeHH Suricata;

- CpencTBO CKaHMPOBAHUS 3AIIMIIEHHOCTH KOMIIBIOTEpHBIX ceTeit: MaxPatrol Education;

- CpecTBO CKaHMPOBAHUS 3alUIIEHHOCTH KOMIbIOTepHBIX ceteil: XSpider Education;

8.3. MaTepI/IaJ'II)HO-TeXHI/I'-IeCKOC U IIporpaMmmMHoOe odecneyeHue IJ151 CAMOCTOATEILHOM paﬁoTI)I

st camocToATeNbHONU paboThl HCIIOIB3YIOTCS yUeOHbIE ayIUTOpUH (KOMIBIOTEPHBIC KJIACCHI),
PacmosoKeHHBIE MO apecam:

- 634050, Tomckast o6macts, r. Tomck, Jlennna npocnexr, 1. 40, 233 ayn.;

- 634045, Tomckas ob6macts, . ToMck, yi. KpacHoapmeiickas, 1. 146, 201 ayn.;

- 634034, Tomckas o6macts, r. Tomck, Bepmuauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacts, r. Tomck, Bepmuauna ynuna, a. 74, 207 aya.

Onucanue uMeroerocss 000pya0BaHus:

- yueOHast MmeOeb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJKIIOUEHBI K ceTu «MHTepHEeT» U 00ecrneyuBaloT JOCTYI B 3JIEKTPOHHYIO
nH(popmanmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[Iepeuenb mporpaMMHOT0 O0OecreueHusI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 s Windows;

- 7-Zip;

- Google Chrome.
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8.4. MaTepuaibHO-TeXHHYECKOe o0ecneyeHue TUCIUIIMHBI IJIs1 JIMI] ¢ OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIN/IOB

OcBoeHME AUCIUILIMHEI JIUIIAMU C OTPAHMYEHHBIMU BO3MOKHOCTSIMU 3I0POBbSI M MHBAIUIAMHU
OCYIIECTBIISIETCS C UCTIONIB30BAHUEM CPEICTB 00YUEeHUS OOIIEro U CreluaIbHOr0 Ha3HAYEHUSI.

[Ipu 3aHATUSAX ¢ OOyYaOUIMMHCA C HAPYUIEHHSIMH CJyXa MPEIyCMOTPEHO HCIOJIb30BaHHE
3BYKOYCHJIMBAIOIIEH ammapaTypbl, MyJIbTUMEIUNHBIX CPEICTB M JPYTHUX TEXHUUYECKHUX CPEJICTB
npueMa/nepenayu yueOHoi nHGopManuu B JOCTYMHBIX opMax, MOOUIEHON CHUCTEMBI MPENoAaBaHUs
JUTsL 00YYaIOIIUXCSl ¢ UHBAUIHOCTHIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMBbl. YueOHas ayAuTOpus, B
KOTOPOM 3aHMMAIOTCs OOyUaromuecs ¢ HapylIeHueM ciayxa, 000pyaoBaHa KOMIBIOTEPHOU TEXHUKOM,
ayAMOTEXHUKOU, BUACOTEXHUKOU, SJIEKTPOHHOU TOCKOU, MYJIbTUMEIUMNHOU CUCTEMOM.

[Ipu 3aHATHUSIX ¢ 00YUYAIONIMMUCS C HAPYLIEHUSIMHU 3PEeHUs TMPEIYCMOTPEHO UCIOIb30BAHUE B
JMEKIUOHHBIX U y4EOHBIX ayJAUTOPHUSX BO3MOXKHOCTH MPOCMOTpaA YAAJICHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WM claiijia Ha SKpaHe) MPH MOMOIIHM BUACOYBEIUUHUTENEH 11 KOMPOPTHOTO
MIPOCMOTpA.

[Ipu 3aHsATHSAX ¢ OOYyYAIOMIMMHCS C HAPYUHIEHHWSIMH ONMOPHO-ABUTaTeJbLHOIr0 ammapara
HCTIONB3YIOTCS allbTePHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMALMU U APYyrue TEXHUYECKUE CPEeACTBa
npueMa/mepenadn yueOHoi nHGOpMaIMU B JOCTYMHBIX opMax, MOOUIBHON CUCTEMBbI OOyUEeHUS IS
TOJE ¢ MHBATUIHOCTBIO.

9. OI[eHO‘IHBIe MaTepuajJbl U METOANYECCKUEC PEKOMCHIAIIUH 110 OPraHM3allui U3yYCHUSA
AUCHUITJIMHbI

9.1. Conep:xaHue OLIeHOYHBIX MAaTEPHAJIOB JIsl TEKYIIEer0 KOHTPOJIS
U MIPOMEKYTOYHOM aTTeCTAHH

Jlnst oueHku cteneHu chOpMUPOBAHHOCTH U YPOBHSI OCBOCHHS 3aKPETUICHHBIX 32 AUCHUIIIUHOMN
KOMITETEHIINI UCIIOJIb3YIOTCS OLICHOYHbIE MaTepualbl, pecTaBlIeHHbIe B Tabuuie 9.1.
Ta6mmma 9.1 — @opMbI KOHTPOJISI M OLICHOYHBIE MATEPUATIBI

Hasanus pasnenos (rem) PopmHpyemEIe ®opmbl KoHTpost |OueHouHble MaTepuaisl (OM)
JUCIUTITUHBI KOMITETCHIINH
1 HopmaTtuBHas 6a3a OIIK-6.1, 3auér Ilepeuenb BOIPOCOB 115t
ynpasnenus nauuaeHtamu b | OTIK-6.2 3a4eTa
H 00ecTeyeHIe HeMPEPBIBHOCTH JlaGopaTopHas Tembl 1abopaTOpHBIX paboT
OusHeca paboTa
TectupoBanue [IpumepHBIil nepeueHb
TECTOBBIX 3aJaHUI
2 YnpaBiieHHE UHIIUJICHTaMHU OIIK-6.1, 3auéT [Tepeuens BOIpOCOB 1J1st
Ub OIIK-6.2 3a4era
JlaboparopHas Tembl 1a00paTOPHBIX padOT
pabota
TectupoBanue [IpumepHBIil nepeueHb
TECTOBBIX 3aJaHUI
3 Ynpasnenue OIIK-6.1, 3auér IIepeyens BOnpocoB [uist
HENpepbIBHOCThIO On3Heca OIIK-6.2 3a4era
Opranu3sanuu Jlaboparopuas Tembl 1ab0paTOPHBIX padoOT
pabota
TectupoBanue [IpumMepHbIi IEpedeHb
TECTOBLIX 3aJaHUN

Hlkana oneHKH cHOPMUPOBAHHOCTU OTIEIBHBIX IUIAHUPYEMBIX PE3yJIbTaTOB OOy4YEeHUS IO
JTUCIUILIMHE TpuBeaeHa B Tabmuie 9.2.

Tabnuna 9.2 — lllkana oueHkn cOPMUPOBAHHOCTH TUIAHUPYEMBIX PE3yJIbTATOB OOYyUECHHS IO
JTUCHUIINHE
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dopmynupoBKa TpeOOBaHUH K CTETICHH C(HOPMHUPOBAHHOCTH
Ouenka bamner 3a OM MJIAHUPYEMBIX Pe3yJbTaTOB 00ydeHUS
3HATh yMETh BJIQ/IETh
2 <60% ot OTCYTCTBME 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HEyIOBIETBOPUTENHHO) | MAKCUMAIBHOMU | UITU ()parMeHTapHBIC YMEHHUH UITN HABBIKOB WU
CYMMBI 0aioB 3HAHUSA YaCTHUYHO (dbparmMeHTapHbIE
OCBOEHHOE MPUMEHEHHE
yMEHHE HABBIKOB
3 ot 60% no o01mue, HO He B LI€JIOM YCIICIITHO, B 1IEJIOM
(YZ1OBJIETBOPUTENBHO) 69% ot CTPYKTYypUPOBAHHbIE HO HE YCIEIIHOE, HO HE
MaKCHMaJIbHOM 3HAHUS CHUCTEMAaTHUYECKH | CHCTEMAaTUYECKOE
CyMMBbI 0aJI0B OCYIIECTBIISIEMOE IIPUMEHEHHE
yMEHHUE HABBIKOB
4 (xoporo) ot 70% no chopMupOBaHHBIE, B 1IEJIOM B IICJIOM
89% ot HO cozeprKalue YCIIEIIHOE, HO YCIIEIIHOE, HO
MaKCUMaJIbHOM OTJIeNIbHbIE coJieprKaliue coJieprKaliue
CYMMBI 0ayuioB | mpoOseMbl 3HaHUS OTJIENIbHbIE OTJIeIbHbIE
npoOesbl yMEHUe poOebI
MIPUMEHEHHE
HaBBIKOB
5 (OTIU4YHO) >90% ot chopMUpOBaHHbBIE | CHOPMUPOBAHHOE YCIICIIHOE U
MaKCUMAJIbHOW | CHCTEMaTHYECKHE yMEHHUe CUCTEMATHUYECKOE
CYMMBI 0aIOB 3HAHUSA MPUMEHEHHE
HABBIKOB

[Ixanma KOMIUIEKCHOM OLIEHKU C(hOPMHUPOBAHHOCTH KOMITETCHIIMI MpHBEIeHa B Ta0uIe 9.3.
Ta6mmma 9.3 — [llkaia KOMIUIEKCHOM OIEHKH C(hOPMHUPOBAHHOCTH KOMITETSHIIUH

OreHka

dopMynrpoBKa TPeOOBAHUN K CTETICHH KOMIIETEHITUN

2
(HEYTOBJIETBOPUTEIIHLHO)

He nmeet HeoOX0IMMBIX PEICTABICHUN O IPOBEPSIEMOM MaTepHualie

WIH

3HaTh HAa YPOBHE OPHEHTHPOBaHMS, TIpeicTaBlieHnid. O0yJaromuiics 3HaeT
OCHOBHbIE MPU3HAKU WM TEPMHUHBI U3y4aeMOT0 dJIEMEHTa COACPKAHMUS, UX
OTHECEHHOCTb K ONPEICTICHHON HayKe, OTPaciid WK 00bEKTaM, y3HAeT B
TEKCTax, U300paKEHUSX UM CXeMaX U 3HAeT, K KaKUM HCTOUYHUKAM HY>KHO
oOpaiartbcs A 6ojee IeTalbHOTO €ro YCBOCHHUSI.

3 3HaTh ¥ yMETh Ha PeNpPOAYKTHBHOM ypoBHEe. O0yyaromuxcs 3HaeT
(YIOBIIETBOPUTEIHHO) |M3YYCHHBIHN 3JIEMEHT COACPKAHUS PENPOAYKTUBHO: TIPOU3BOIHHO
BOCITPOM3BOJUT CBOM 3HAHUS YCTHO, MUCbMEHHO UJIU B IEMOHCTPUPYEMBIX
JICUCTBUSIX.
4 (xoporo) 3HaTh, YMETh, BIIaJIETh HA AHAJTUTHYECKOM ypOBHE. 3Has Ha

PENpOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
M3Y4YEHHBIX 00BEKTOB, Ha UX JIOCTOMHCTBA, OTPAaHUYEHHUS, UCTOPHUIO U
NEePCTIEKTUBBI PA3BUTUS U OCOOEHHOCTH I pa3HbIX O0BEKTOB YCBOSHHUSI.

5 (OTJIMYHO)

3HaTh, yMETh, BJIa/IETh HA CHCTEMHOM ypoBHE. OOy4aromuics 3HaeT
M3YYEHHBIHN 3JIEMEHT CO/IePKaHUSI CUCTEMHO, TPOU3BOJIBHO U 10Ka3aTEIbHO
BOCIPOU3BOAMT CBOU 3HAHUS YCTHO, MUCHMEHHO WJIH B IEMOHCTPUPYEMBIX
NENCTBUAX, YUUTHIBAsI U YKA3bIBasl CBA3H U 3aBUCUMOCTH MEXKIY ITUM
AIIEMEHTOM U JPYTHMHU 3JIEMEHTAMU COJEP>KaHUs AUCLIUIUINHBI, €T0
3HaYUMOCTD B COJIEP)KAHUU JUCIUILTUHBIL.
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1. Kakoii u3 MeTo10B KOHTpOJIA 1iesocTHOCTH (paitioB oTcyTeTByeT B C3U ot HCJI Secret Net?
a) KonTpomas conepxumoro
b) KonTpomas atpuOyToB
¢) KoHTpoas cCaHKIIMOHUPOBAHHBIX U3MEHEHUN
d) Kontpons cymiecTBoBaHMs

2. Jlns yero nmpeaHa3HayeHa mporpamMma onepaTuBHOTO ynpasienus Secret Net?
a) Jlns 3amuTel KoH(UICHIMATEHON HHMOpMAIUN
b) Jns uaenTHdUKaMu 1 ayTeHTU(PUKAUK TTOIb30BaTesnei 10 3arpy3ku OC
¢) Jlns ueHTpain30BaHHOTO YIIPAaBJICHUS 3alUIIIAEMbIMU KOMIIbIOTEPAMU
d) [ns koHTpOIs BEIBOAA KOH(MUIEHITNATHLHON HHPOPMAITIHI

3. HazoBute oauH U3 PEKUMOB pabOTHI TPOTrPaMMBbI ONIEPaTUBHOTO yrpaBieHus Secret Net?
a) PexxuM ynpaBieHus 3alIUTHBIMU MEXaHU3MaMU
b) Pexxum naeHTHGUKAINY U ayTeHTU(DUKAITAN TTOJIh30BaTEICH
¢) PesxuM MOHMTOpUHTA U ONIEPATUBHOTO YIIPaBJICHUS
d) Pexxum anmapaTHO# OJIOKMPOBKH 3aITUIIIAEMOTO0 KOMIIBIOTEpA

4. BriOepute TUNIOBBIC 3a7la4l aIMUHUCTpPATOpa 0E30TACHOCTH, IJIS BHIMOJIHEHUsSI KOTOphiXx HE
HCIOJb3yeTcsd MporpaMMa oOIepaTUBHOTro ymnpaBieHus Secret Net B pexume
KOHDUTYpUPOBAHHUS:
a) PenaktupoBaHue CTPyKTYpbI ONEPATUBHOTO YIPABICHUS
b) Hactpoiika mapameTpoB cOopa JIOKaJIbHBIX KyPHAJIOB
¢) KonTponupoBanue cocTOSHUS 3alIUIIIEHHOCTH CUCTEMBI
d) Hacrtpoiika mapameTpoB CETEBBIX COCTMHEHUI

5. llepeuncnure TUMOBBIE 3aJla4d aJMUHHCTpaTOpa 0€30MACHOCTHU, JJISl BBHIMOJIHEHHUSI KOTOPBIX
UCIIOJIb3YETCs MporpaMma ONepaTUBHOIO YIPaBJICHUS B PEKUME YIPABICHUS.
a) KontponupoBaHue u onoBenieHNe 0 MPOU3OLIEAIINX COOBITHIX HECAHKIIMOHUPOBAHHOTO JI0
CTyma
b) KonTponupoBaHue TEKyIIETO COCTOSHUS 3aIUIIAEMbIX KOMIIBIOTEPOB
¢) Hactpoiika mouToBoii pacchuiku yBegomiieHu o coobrtusix HCJJ
d) BrimonHeHue nelcTBUI ¢ 3alIUIIAEMBIMH KOMITbIOTEPAMU MPHU BO3ZHUKHOBEHUHU YIPO3 IS
0€3 OMacHOCTU CUCTEMBI

6. Jlns gero Heobxoaumo kButupoBanue coobiTuit HCJI B cucreme Secret Net?
a) Jns ycrpanenns mocneacteuit HCJI
b) Hns npenotepamenus HCJI B Oyaymiem
¢) Jns dbuxcanuum peaknuu agMuHACTpaTopa 6e3onacHocTd Ha coobrTe HC/
d) Hns ynanenus coobrtuss HCJI u3 s)xypHanoB ayaura

7. Kaxkoil n3 MexaHM3MOB yAaJIEHHOTO YIIpaBJIeHUs 3alIUIIaeMbIM KOMIIBIOTEPOM HE peain30BaH 1
Kaspersky Security Center?
a) YnaneHHas yCTaHOBKA MPHUIIOKCHUN
b) VYnanennas nmepesarpyska 3aliuiiaeMoro KOMIboTepa
¢) YialeHHBIH KOHTPOJIb LIETOCTHOCTH UH(OPMALIMKU OTPAaHUYEHHOTO JIOCTyIa
d) YnanenHoe ympaBieHHE HACTpOHKaMHU aHTUBUPYCa

8. Kakne BO3MOXXHOCTH ymIpaBlieHUs anmnapaTHbiMu uaeHTudukatopamum eToken HE
npenocrapiset Safenet Authentication Manager?
a) O6nosnenue coaepxkumoro eToken
b) OO6cnyxuBaHUE 3aPOCOB Ha pa3dsokupoBKy eToken
¢) HzBneuenue kimoueit muppoBanus u3 mamsatu e Token
d) CamocrosarensHas peructpanus eToken nmons3oBarenem Ha otneasHoM WEB-caiite

9. Kakoii U3 BapuaHTOB OTBETA HE OTHOCHUTCS K BO3MOKHOCTSIM LIEHTPAJIM30BAHHOTO ayauTa
COOBITHH, CBA3AHHBIX C MHPOPMAIMOHHONW OE30MaCHOCTHIO B JIOKAJIIBHON CETH OpraHU3aIluu C
MOMOIUIBIO TTPO TPaMMBbI ONTEPATUBHOTO yIpaBiieHus Secret Net?
a) KonTponupoBaHue coCTOSHUS 3alIUIIIEHHOCTH CUCTEMBI
b) Omnpenenenue 06CTOATENBCTB, KOTOPbIE MIPUBEIN K U3MEHEHHUIO COCTOSIHUSI 3alIUIIICHHOCTH
cuctembl win K HCJJ
¢) Hactpoiika KOHGUTYpaIMOHHBIX TTAPAMETPOB CEPBEPOB OE30MACHOCTH M ar€HTOB
d) BelsgBieHue NpUUMH NPOU3O0IIEIIINX U3MEHEHUI COCTOSIHUS 3allUIIIEHHOCTH CUCTEMBI

10. Kakoii M3 BapuaHTOB OTBETOB HE€ HCHOJB3YETCS MJIi ONEPAaTUBHOTO HU3BEIICHUS

aJIMUHUCTpaTOpa 0€30MaCHOCTH O COOBITUSAX HECAaHKIIMOHMPOBAHHOI'O JOCTYyNa B MPOrpaMme
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omnepaTMBHOTO yrnpasiieHus Secret Net

a) BusyansHoe oroOpakenne HCJl Ha muarpamme ynpaBiieHUs

b) IIucebMO HA PAEKTPOHHYIO TOUTY AIMHHUCTPATOPY OE30MACHOCTH

¢) YBeaomsieHue Ha TenedoH aIMHUHHUCTpaTopa O0e3omacHocTy mo SMS

d) 3BykoBO€ yBeAOMIICHHE B MPOTpaMMe ONIEPATHBHOTO YIpaBiieHus npu BosHUKHOBeHUH HCJ]

9.1.2. IlepeyeHb BONPOCOB ISl 3a4€Ta

. ISO/IEC 27035:2011 - ynpaBnenue unuuaentamu b

I1SO/1EC 27037 - pyKOBOJCTBO 10 UACHTU(UKAINH, COOPY W/WIH MOIYYECHUIO U 00eCTIeUeHUI0
COXPaHHOCTH CBUJIETEIBHCTB, IPEACTABICHHBIX B 3JIEKTPOHHOU (hopme

ISO/IEC 27031:2011 - pyKOBOJACTBO MO TOTOBHOCTH HH(POPMALMOHHBIX U
TEJIEKOMMYHUKAIIMOHHBIX TEXHOJIOTUH [ 0OecrieueH s HeMpepbIBHOCTH On3Heca
BS 25999 u 'OCT P 53647 - ynpaBneHue HeNpepbIBHOCTHIO OM3HEca

Cob6brtie u untuaent Ub

Henu u 3anaum ynpasienus nHuuaenramu b

Cucrema ynpasnenus nauuaearamu b

Oramsl npouecca ynpasieHus nauuaesramu b

Oo6napyxenue coosrtuii Ub 1 uanuaentos Wb u onosemienne o HUX

O6pabotka coobiTuii b u unnunentos Ub

11. PearupoBanue Ha uHuueHTH b

12. JloxyMeHTauus CUCTEMbI yrpaBiieHust uHIuaAeHTamu b

13. I'pynmna pearupoBanust Ha uHIIUAECHTH Ub

14. OOecnieueHre 0CBEJOMIICHHOCTH U 00ydeHue B 0baactu nHuuaeHTo b

15. Coxpanenue qokasarenbctB uHuaeHta b

16. Cpencta ynpasienus coobitusamu b

17. OmnpeneneHust HENPEPHIBHOCTH OM3HECA U YIIPABJICHUS €10

18. Cucrema yrpaBieHHs HEIPEPHIBHOCTHIO OM3HECa

19. JKu3HeHHBIN IIUKII yIIpaBJIEHUs] HEPEPBHIBHOCTHIO OHM3HECa

20. JIokyMeHTalMs 1 3aliCH B 00JIACTH HENPEPHIBHOCTH On3Heca

21. TI'oroBrocts UTT x OHB

22. CpencTBa ynpaBieHUs] HEIIPEPHIBHOCTHIO OM3HECa

N —

(O8]

[S—
SO A

9.1.3. TembI J1a00paTOPHBIX PadoT

HopmatuBHnas 6a3a ynpasieHust unnuaeatamu b u obecniedeHne HempepbIBHOCTH On3Heca
Cucrema ynpapieHus: uHuaeHTamu Mb

O6napyxenue coowiTuii Ub u nanmaentoB Mb u omosemenne o HUX

O6pabotka coowrtrii Ib n nanuaenTos Ub.

PearupoBanue Ha nniuaeHTsl Ub

VYrpaBieHue HEMPEPHIBHOCTHIO OM3HECA OPraHU3aAIUN

AR

9.2. MeToan4yeckne peKOMeH AU

VY4eOHubIil MaTepuan uznaraercs B (Gopme, mpeanoaramplileii caMoCTOATeNbHOE MBIILICHHE
CTYZCHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosTenpHast paboTa CTyA€HTOB UTPAET PEIIAIONIYIO POJIb
B XO/I€ BCETro y4eOHOro mporecca.

Hauatp n3ydeHne MUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ paboueil MporpaMMoOid, CIIUCKOM
y4eOHO-METOMUECKOT0 U MporpaMMHoro obdecnedyenus. CamocrosTenbHas paboTa CTyAeHTa BKIIOYAET
paboTy ¢ yuyeOHBIMU MaTepHalaMH, BBIIOJHEHHE KOHTPOJIBHBIX MEPONPUITHH, MPETyCMOTPEHHBIX
y4eOHBIM ITAHOM.

B nporecce n3ydeHuns: IUCUUIUIMHBI IS JIyYIIETO OCBOCHUS MaTepuaina He0OXOAMMO PETYISIPHO
oOpamarbcsi K PeKOMEHAYEMOM JIuTeparype M MCTOUYHMKAM, YKa3aHHBIM B y4eOHBIX Marepuaiax;
MOJIb30BAThCS 4Yepe3 KaOWHET CTyJAeHTa Ha caiiTe YHuBepcuUTeTa o0pa3oBaTENbHBIMH pecypcamu
AJIEKTPOHHO-OMOIMOTEYHOM CHUCTEMBI, @ TaKXkKe OOIIEAOCTYITHBIMUA HHTEPHET-IOPTAIaMH, COJCPKAILIUMHU
HAy4YHO-IONYJAPHbIE U CIELUAIU3UPOBAHHBIE MAaTEpHalbl, IOCBSLICHHBIE PAa3JIMYHBIM acCIEeKTaM
y4eOHOH JUCUUIUINHBL.

IIpu caMOCTOATENIEHOM U3YUYEHUU TEM CIIEAYNUTE PEKOMEHIALUAM:
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— YTEHHE HWJH MPOCMOTP MaTepHualia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBUAYATbHOTO TOHMMAHUS U OCBOEHMS MaTepuaja, BbIJIENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITATbCS COOTHECTH TEOPHUIO C IPUMEpPAMHU U3

MIPAKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BBISICHUTH UX
3HaYeHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YYEHHOE, OTBEUATe Ha MPEJI0KEHHbBIE BOIIPOCHI.

CtyneHThl MOTYT MOJy4aTh HHAUWBUIyaIbHbIE KOHCYJIbTAIlMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIIUH.

[To gucuumIMHE MOTYT MPOBOAMTHLCS OMOJHUTEIbHBIC 3aHATHUSA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB M 3anucyu BEOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / JIEKTPOHHOM

KypHaJIe Mo TUCIUIUIUHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM JIUIsl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU

310POBbsI H HHBAJINI0B

Jlis nun ¢ OrpaHUYEHHBIMH BO3MOXHOCTSMHU 3J0POBbS M MHBAJIHUIAOB INPEAYCMOTPEHBI
JIOTIOJTHUTEJIHHBIE OLIEHOYHBIE MaTepHalibl, IEPEeYeHbh KOTOPHIX yKa3zaH B Tabnwmie 9.2.

Tabnuma 9.2 — JlomonHUTENbHBIE MaTepHaAlbl OLICHUBAHUS JUJISL JIUIl C OTPAHUYCHHBIMH
BO3MOXHOCTSIMUA 3JJ0POBbsl 1 WHBAJINJIOB

Kareropuu o6yuaronuxcs

Buapl 1onoOMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLIEHKH
pe3yJabTaToOB 00yUYEHUs

C HapymeHusIMH cIyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy1ieCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyIICHUSMU 3pEHUS

CobecenoBaHue o BOIpocam K
3a4eTy, OMPOC M0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUIYAJBHO)

C HapyuIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO allnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHvyYeHUSIMH TIO
o0IIeMe TUIIUHCKUM
MOKa3aHUSM

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PaOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE pa0OTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOJS U3 COCTOSIHUS
o0ydaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToauuyecKkue PCKOMEHAAIUHA 110 OMCHOYHBIM MaTepHaJIaM IJid JUIl ¢ OrPAHUYCHHBIMHA

BO3MOKHOCTSIMMU 310POBbS 1 HHBAJIMI0B

Jns nui ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & IMCHHO:

— B mieuaTHoM hopme;

— B I€YaTHOH (hOpMeE C yBETUUYECHHBIM MIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHHUA aCCUCTCHTOM 3aJIaHUSA BCIIYX;

— MPEJIOCTABJICHUE 33JaHMUS C UCTIOJIL30BAHUEM CYPIOIEPEBO/IA.
.HI/IIIaM C OIrpaHUYCHHBIMU BO3MOXHOCTAMHU 3J0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BPEM Ha

IMOATOTOBKY OTBCTOB HAa KOHTPOJIBHBIC BOIIPOCHI. I[J'ISI TaKHuXx 06yt{a}0m1/1xcs{ npeaycmMaTpmuBacTCd
nocTymHas popMa IpeaoCTaBICHIs OTBETOB HA 33aJJaHHs, 2 UMEHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB HAa KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNEM YCIIyT aCCHCTEHTA;

— MPEeJICTaBIEHUE OTBETOB YCTHO.

[Ipouenypa oneHuBaHusl pe3yJbTaTOB OOYYEHHS JUI] C OTPAHUYCHHBIMH BO3MOXXHOCTSIMU
30pPOBbSI U MHBAIUIOB 10 AUCHUILIMHE TPEIyCMAaTPUBACT MPeAOCTaBlIeHne HHPopManuu B hopMax,
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aIalITUPOBAHHBIX K OTPAaHUYEHHSIM UX 3JI0POBbsI U BOCIIPHATHSI HHPOpPMAITUH:

Jst Iun ¢ HapylIeHUsIMU 3PeHu:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM HIPUGPTOM.

J st U ¢ HApYIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

J st U1 ¢ HApYLIeHUsIMU OTIOPHO-BUTaTeJIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipyn HEOOXOMMMOCTHU IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOAUTHCS B HECKOJIBKO 3TAIOB.
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