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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. CnocoOcTBOBaTh (HOPMUPOBAHUIO Yy OOYUAIOUIMXCS KOMIIETEHIUH, IPEyCMOTPEHHBIX TaHHOU
paboueii mporpammoit B cooTBeTcTBUU ¢ TpeboBanusmu GI'OC BO mo HampaBlieHUIO TOATOTOBKHU
10.03.01 "UndopmanuonHas Oe3omacHocTh" ¢ yderoMm cnenuduku mnpoduns "bezomacHocTh
aBTOMATHU3MPOBAHHBIX CHUCTEM'.

1.2. 3agauy AUCHUILIUHBI

1. [lonyyeHnune cTyli€eHTaMH 3HAaHUH, YMEHHH MU HAaBBIKOB B COOTBETCTBHUM C MHIMKATOPAMH
JTOCTIDKCHHSI KOMIIETEHITUN, TIPETyCMOTPEHHBIX TAHHOU paboyelt mporpamMmMoi.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Yacte Osoka gucrmiing: O0g3aTebHas YacTh.

Monynb quctumiinH: Moayns HampaBieHUs oAroToBku (special hard skills - SHS).

Nunexc qucuumiunsl: 51.0.03.14.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUHMIIJIMHE, COOTHECCCHHBIX C
HHAUKATOPpaAaMH J0CTHKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCIUTUTMHBI HANpaBjieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBercTBUU ¢ ®I'OC BO 1 ocHOBHOI 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JOCTHIKEHUS
WVHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUINHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-2. Cnocoben
PUMEHSTh
UH(POPMALIMOHHO-
KOMMYHHUKAI[HOHHBIE
TEXHOJIOTUH,
POrpaMMHBIE CPE/ICTBA
CHCTEMHOTO U
HPUKIIAJTHOTO
HA3HAYCHUS, B TOM
YHCJIe OTCUYECTBEHHOTO
HPOU3BOJICTBA, JIJIsI
peuieHus 3a1a4
pohecCHOHATLHOM
JeSTEIbHOCTH

OIIK-2.1. 3naer
KJIACCU(PUKAITUIO
KOMITBIOTEPHBIX CHCTEM, BUJIBI
UH(POPMALIMOHHOTO
B3aUMOJICVCTBUS U
00CITy>KMBaHHUs, OCHOBBI
MOCTPOCHHS
UH(POPMALMOHHO-
BBIYHCITUTEILHBIX CUCTEM

3HaeT BUIbI MHPOPMALIMOHHOTO
B3aMMOJICHCTBUS U 00CITY)KUBaHUS B
KOMITBIOTEPHBIX CETSAX, OCHOBBI IIOCTPOCHUS
KOMITBIOTEPHBIX CETEN

OIIK-2.2. YmeeTr npoBOIUTH
aHaJu3 U BBIOOD
nH()OpPMAITMOHHBIX
TEXHOJOT i, TPOrpaMMHBIX
CPEIICTB CUCTEMHOT'O U
MIPUKIIATHOTO Ha3HAUEHUS ISt
pelieHus 3aaau
npodecCuoHaIbHON
JESITEIIbHOCTH

YMeeT npoBOUTH aHATIU3 U BBIOOP
TEXHOJIOTHI U MPOrPaMMHBIX CPEJICTB AJIs
CO3aHMsI, FKCIUTyaTalluu U obecreyeHus
0€30MMacHOCTH KOMITBIOTEPHBIX CeTel

OIIK-2.3. Braneet HaBbIKaMu
UCTIONIb30BaHUS
UH(POPMALIMOHHO-
KOMMYHHKAITHOHHBIX
TEXHOJIOTHI U MPOrPaMMHBIX
CPEIICTB CUCTEMHOTO U
MPUKJIATHOTO Ha3HAUCHUS IS
pelIeHus 3a1aq
npodeccuoHaNBHOM
JESITEIIBHOCTH

BrnaneeTr HaBbIKaMM MCTIOJIb30BAHUS
TEXHOJIOTHI U TPOrpaMMHBIX CPEJICTB
CHUCTEMHOI'0 U IPUKJIAJHOIO HA3HAYEHUS [
CO3/1aHUsl, FKCIUTyaTalluu U 00ecrieueHHs
0€301acHOCTH KOMITbIOTEPHBIX CeTel
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OIIK-4.2. Criocoben
aIMUHHCTPUPOBATH
OllepalMOHHbIE
CHUCTEMbI, CUCTEMBI
yIpaBjieHus: 6azaMu
JAHHBIX,
BBIYUCIIUTCIIBHBIC CETU

OIIK-4.2.1. 3naeT TUmoBbie
CpeZICTBa, METOMBI U
MIPOTOKOJIBI UICHTH(UKAINH,
ayTeHTH(HUKANU 1
ABTOPH3AIINH, & TAKXKE
KPUTEPUHU OLICHKH

3¢ (HEKTUBHOCTH H
HAJICKHOCTH CPEJICTB 3aIUTHI
POrPaMMHOTO O0eCTICUeHUS
ABTOMATH3MPOBAHHBIX CHCTEM

3HAaeT TUIIOBLIC TCXHUYCCKUE CpeacTBa,
IMPOTOKOJIbI U ITPUKIAAHOC ITIPOIrPpaMMHOC
obecrcueHHe IMPpUMCEHACMOC IIpHU CO3JaHUH U
AAMUHUCTPHUPOBAHUN KOMIILIOTCPHBIX ceTei

OIIK-4.2.2. YMeeT co3naBaTh,
YAQIATh U U3MEHATH YYCTHBIC
3aITMCH TT0JIb30BaTeIeH
aBTOMaTU3UPOBAHHOMN
CHUCTEMBbI, YCTaHABJIMBATh U
HacTpauBaTh ONEPAITHOHHBIC
CHCTEMBI, CHCTEMBI
yIpaBjeHus1 0a3aMu JTaHHBIX,
KOMIThIOTEPHBIC CETH U
MIPOTrpaMMHBIE CHCTEMBI C
y4eTOM TPeOOBaHMII IO
00eCeYeHHIO 3aIMThI
uHbopmauu

YMeeT co3/iaBath, YIaIATh U U3MEHATh
YYETHBIC 3aIKCH MTOJIb30BaTeei
KOMITBIOTEPHBIX CeTel, CO3/1aBaTh U
HACTPanWBaTh KOMITLIOTEPHBIE CETH C YUETOM
TpeOoBaHU IO 0OECTICYCHHIO 3aIIUThI
nHpopmarun

OIIK-4.2.3. Bnaneet
HABBIKAMU YCTAaHOBKHU
OOHOBJICHHI TTPOTPAMMHOTO
obOecreueHus
ABTOMATH3UPOBAHHOM
CHCTEMBI, a TAK)KE HaBbIKAMH
OOHapy»XEHUS U YCTpaHEHUS
HEUCTPaBHOCTEH B paboTe
CHCTEMBI 3aIUTHI
uHpOpMaLUun
ABTOMATH3UPOBAHHOM
CHCTEMBI

Bnaneetr HaBbIKaMM yCTaHOBKH OOHOBIICHUI
IIPOTPaAaMMHOT0 00ecreYeHUs] KOMITBIOTEPHOM
CETH, a TaKXKe HaBbIKaMH OOHApPYKEHUS U
yCTpaHEHUs! HEUCIIPaBHOCTEN B paboTe
CUCTEMBI 3aLUThl UH(OPMAIIH
KOMIIBIOTEPHOU CETH
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OIIK-4.3. Cnocoben
BBITIOJIHATH paOOTHI 110
YCTaHOBKE, HACTPOUKE,
aJIMAHUCTPUPOBAHUIO,
00CITy)KMBaHUIO U
IpOBEpKE
paboTocrocoOHOCTH
OTIENBHBIX
POTPaMMHBIX,
IPOTPaMMHO-
anmnaparHeIX (B TOM
qucne
KpUNTOTrpagpuIecKux) u
TEXHUYECKHUX CPEJICTB
3aIUThl HHQOPMAIHH
ABTOMAaTH3UPOBAHHBIX
CHCTEM

OIIK-4.3.1. 3HaeT OCHOBHbIE
MEpBHI 110 3aIUTe
uHpOpMauu B
ABTOMATU3UPOBAHHBIX
CHUCTEMaXx, a TAKXKE
coziepKaHue
AKCIUTYyaTallMOHHOM
JIOKYMEHTalluU
ABTOMAaTU3UPOBAHHON
CHUCTEMBI

3HaeT OCHOBHBIE MEPHI 110 3aIIUTE
I/IHCI)OpMaIII/II/I B KOMIIBIOTCPHBIX CCTAX

OIIK-4.3.2. YMeeT yCTpaHsTh
BBISIBJICHHBIE YS3BUMOCTHU
aBTOMaTU3UPOBAHHOM
CUCTEMBI, IPUBOSIINE K
BO3HUKHOBEHUIO yTPO3
6e3omacHOCTH HH(POPMAIIHH,
MIPOBOAMTDH aHATH3
JOCTYITHBIX
nH()OpPMAITMOHHBIX
MCTOYHUKOB C LIETIBIO
BBISIBJICHUSI U3BECTHBIX
ySI3BUMOCTEH, UCIIOJIb3YEeMBbIX
B CHCTEME 3alllUThI
uH(OpMalMU IPOTPAMMHBIX U
MIPOrpaMMHO-aIaPaTHBIX
CpEICTB

YMeeT yCTpaHATh BbISIBJICHHBIE YSA3BUMOCTHU
Ha yCTPOMCTBAX KOMIIBIOTEPHOU CETH,
MIPOBOAMTH aHAIH3 TOCTYITHBIX
MH(GOPMALIMOHHBIX HCTOUHUKOB C IIEJIBIO
BBISIBJICHHSI U3BECTHBIX YS3BUMOCTEN

OIIK-4.3.3. Bnaneer
HaBBIKAMU OCYIECTBICHHS
ABTOHOMHOM HalaJKu
TEXHUYECKUX U MIPOTPaAMMHBIX
CPEJCTB CUCTEMBI 3aIUThHI
uHpopMaLun
ABTOMAaTH3UPOBAHHOM
CHUCTEMBI

Bnageet HaBbIKaMU OCYILIECTBICHUS
aBTOHOMHOM HaJIaJIKU TEXHUYECKHUX U
IIPOIPaMMHBIX CPEJCTB CUCTEMBI 3AIUThI
MH(POPMALIUU KOMITBIOTEPHOM ceTH
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OIIK-4.4. Cnocoben
OCYIIECTBIIATH
III/IaFHOCTI/IKy nu
MOHI/ITOpI/IHF CUCTCM
3alIUTHI
aBTOMaTI/I3I/IpOBaHHI>IX
CHCTEM

OIIK-4.4.1. 3naer kputepuu
OLICHKH 3aIIMIICHHOCTH
ABTOMAaTU3UPOBAHHON
CUCTEMBI, TEXHUUECKHE
CpeacTBa KOHTPOJIA

(P PEKTUBHOCTH MEP 3aLIUTHI
uHpOpMaLUN

3HaeT KpUTEPUHU OLICHKH 3aIIHUIEHHOCTU
KOMITBIOTEPHOU CETH

OIIK-4.4.2. YMmeer
OCYIIIECTBIIATh KOHTPOJIh
obecrieueHus ypoBHS
3alUIIEHHOCTH B
aBTOMAaTHU3UPOBAHHBIX
CcHUCTEeMax, KOHTPOJIUPOBATH
COOBITHS O€30IIaCHOCTH U
IEUCTBUS MOJIL30BaTEIEH
aBTOMAaTHU3UPOBAHHBIX
CHCTEM, a TaKXKe
JIOKyMEHTHPOBATh
MIPOIIETYPHI U PE3YJIHTATHI
KOHTPOJIS
(YHKIIMOHUPOBAHUS CUCTEMBI
3aImuThl THGOPMAITIHI
aBTOMaTU3UPOBAHHOMN
CHCTEMBI

YMeeT oCymecTBIATh KOHTPOJIb OOeCTIedeHUs
YPOBHS 3alTUIIICHHOCTH B KOMITBIOTEPHBIX
CEeTAX, KOHTPOJIUPOBATH COOBITUS
0€30IaCHOCTH U JEUCTBUSA I10JIb30BaTEIEH
KOMIIBIOTEPHOM CETU

OIIK-4.4.3. Bmageet
HaBBIKAMH OIICHKH
3alIUIIEHHOCTH
ABTOMAaTHU3UPOBAHHBIX CUCTEM
C IOMOIIILIO THITOBBIX
MIPOTrPaMMHBIX CPEACTB

Brnaneer HaBbIKaMH OLIEHKHU 3alIUILIEHHOCTH
KOMITIBIOTCPHBIX CEeTeM C IMOMOIIBIO TUIOBBIX
MporpaMMHBIX CPEACTB
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OIIK-9. Cnocob6en OIIK-9.1. 3HaeT ocHOBHbIE 3HaeT KpunTorpagpuuecKue MeTo bl 3allUThI
IIPUMEHATH CPEACTBA MOHSITUS KpUIITOrpapuu u uHpOpMaLnH, IPUMEHsIEMbIC B
Kpunrorpaguyeckod 1 |Kpunrorpaduyeckue METOAbl |KOMITBIOTEPHBIX CETAX

TEXHUYECKOM 3aIUTHI 3alUThl HH)OPMAIHH

HHpOpMALIH SIS OIIK-9.2. Ymeer onpenenats |YMeeT NPUMEHSTh KpUNTorpapuueckue
peLIeHNA 3a1a4 HaJIN4Me TUIOBBIX METO/IbI 3aIUTH HH(OPMAITUHU B
PO(hECCHOHATBHON TEXHUYECKUX KaHAJIOB YTEYKH | KOMITBIOTEPHBIX CETAX
AeATCIbHOCTH nH(popMaIuu, a TaKxKe

MPUMEHSATH METOJIUKH

pacuera u

MHCTPYMEHTAILHOTO

KOHTPOJIS MOKa3aTesnei
TEXHUYECKOHN 3aIUTEI
nH(popmaIuu Ha 00BEKTaxX

nHpopmMaTH3au

OIIK-9.3. Bnaneer Bnaneetr HaBbikaMu 000CHOBaHHOTO BBIOOpPA U
NPaKTUYeCKUMHU HaBblkaMu  (ucnonb3oBanus CK3U npu obecnieuennn
000CHOBaHHOTO BBIOOPA U 0€301acHOCTH KOMIIbIOTEPHBIX CeTel

ucnoas3zoBanus CK3U npu
peleHnn 3a1a4
npodeccuoHaNBHOM
JeSITeIbHOCTH

IMpodeccuonanbHbIe KOMIIETEHIIUH
4. O0beM IMCUMIIMHBI B 324€THBIX eJUHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHYeCKUX YacOB,

BblJIeJIEHHBIX HA KOHTAKTHYIO0 pa0oTy 00y4aroiuxcsi ¢ npenojaasarejieM
U HA CAMOCTOSITEJIbHYI0 Pa00oTy 00y4Yaromuxcs

OO61mast TpyA0€MKOCTh AUCHHUIUIMHBI COCTABISAET 7 3a4ETHBIX eUHUIL, 252 aKaJeMHYECKHUX YacoB.

Pacnpenenenue Tpya0eMKOCTH TUCHUILIAHEI 110 BUAAM Y4EOHOU JesATEIbHOCTH MPEICTABICHO B
Tabnune 4.1.

Ta6smmna 4.1 — Tpy10eMKOCTh AUCITUIUIMHBI IO BUJAM YU4SOHOM eI TeIbHOCTH

Bcero CemecTtpsbl

Bunpl yueOHoH esTeIbHOCTH
4acoB |5 cemecTp |6 cemecTp

KonTakTHas ayniuTopHasi padora 00y4aromuxcs ¢ 128 60 68
npenojasarejieM, BCero

JIeKIIMOHHEBIE 3aHATUS 48 24 24
IIpaxkTHueckue 3aHATUS 16 8 8
JlaGopaTopHbie 3aHITHS 64 28 36
CamocTosiTesibHAsi padoTa 00y4alOIIMXCS, B T.4. KOHTAKTHAsl 88 48 40
BHeayIMTOpHAasi padoTa 00y4aIMXxcs ¢ npemnoaaBaresjieM, BCero
Iloaroroska K 3a4eTy 12 12
[ToaroroBka Kk TECTUPOBAHUIO 44 22 22
[ToaroToBka k nabopatopHoO padboTe, HATMCAHHUE OTYETa 32 14 18
IHoaroroBka u caavya 3K3aMeHa 36 36
OO0mas Tpya0eMKoOCTh (B 4acax) 252 108 144
Oo0mas TpynoeMkocTh (B 3.e.) 7 3 4

5. CTpykTypa u coaep:kaHue JUCUMILIHHbI

5.1. Pa3nennl (TeMbl) JUCHUIJIMHBI U BUABI Y4eOHOH 1eATeJIbHOCTH
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CTpyKTypa ITUCIUIUIMHEI IO pa3jenaM (TeMaMm) W BUJaM y4eOHOH JeATEeIbHOCTH IMPHUBEICHA B
tabymue 5.1.
Tabmuma 5.1 — Pa3nensl (TeMbl) TUCIUILIAHBI M BUBI YI€OHON ACATEIHHOCTH

HasBanus paznenos (Tem) iI;{K' [Ipak. | Jla6. | Cam. Bcer(%:gaCOB dopMupyemsbie
UCIAILINHEBI ” | 3aH.,4 | pabd. |[pab.,q KOMIIETEHIINHU
q 9K3aMEHa)
5 cemecTp
1 OcHOBBI KOMIIBIOTEPHBIX CETEH |8 8 - 12 28 OIIK-2, OIIK-4.2,
OIIK-4.4

2 TexHOJOruM HUKHUX ypoBHEH |4 - - 6 10 OIIK-2, OIIK-4.2
KOMIIBIOTEPHBIX CeTeH
3 TexHOJIOTMU BEpXHUX YPOBHEN |8 - 28 26 62 OIIK-2, OIIK-4.2
KOMIThIOTEPHBIX CETEH
4 CoBpeMEeHHbIE TEHACHIIUU 4 - - 4 8 OIIK-2, OIIK-4.2
pa3BUTHS KOMITBIOTEPHBIX ceTel

Hroro 3a cemectp |24 8 28 48 108

6 cemecTp

5 OcHOBEBI 0€30I1aCHOCTH 8 8 - 8 24 OIIK-4.3, OIIK-4 .4,
KOMIIBIOTEPHBIX CETEN OIIK-9
6 CpenctBa obecrieyeHust 12 - 32 28 72 OIIK-4.3, OIIK-4 .4,
0€30MacHOCTH KOMITBIOTEPHBIX OIIK-9
ceren
7 CoBpeMeHHbIE TEHICHIINH B 4 - 4 4 12 OIIK-4.3, OIIK-4 .4,
obecrieueHnH 0€30MaCHOCTH OIIK-9
KOMIThIOTEPHBIX CETEH

Uroro 3a cemectp (24 8 36 40 108

Hroro |48 16 64 88 216

5.2. Conep:xanue pa3iesnoB (TeM) TUCHUNINHBI

Coneprkanne pa3nenoB (TeM) TUCHUTUIAHEI (B T.4. IO JIEKIHUSIM) MPUBEICHO B TadwmIe 5.2.
Tabmuma 5.2 — ConepkaHue pa3ienos (TeM) TUCHUILUIMHEI (B T.4. IO JEKLIHUIM

TpynoemkocTsb
Hazpanus paznenos | CoaeprkaHue pas3ienos (TEM) TUCIUILINHBI dopmupyemble
(Tem) TUCUIMIUTAHBI (B T.4. IO JICKITHSIM) (MeKUHOHHEIE KOMIIETCHIINU
3aHATHSA), U
5 cemecTp

1 OcHOBBI Onpenenenne KC, mecro u pons KC B 2 OIIK-2
KOMITbIOTEPHBIX COBpPEMEHHOM Mupe, ucropus passutus KC
ceren OcHoBHbIe npuHIHbI TocTpoeHus KC, 2 OIIK-2

knaccuukanus KC

MHOroypoBHEBBIN MOIX0/1 K TOCTPOCHUIO 2 OIIK-2

KC, monenu OSI u TCP/IP,

crannapruzanus KC

Anpecarus B cteke npoTtokosios TCP/IP 2 OIIK-2, OIIK-4.2

Hroro 8
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2 TexHon0TUH Kananphsiii ypoBens mogenu OSI, 2 OIIK-2, OIIK-4.2
HWOKHHUX YpoBHeW  |TexHosorus Ethernet, koMmmyTupyembie
KOMITBIOTEPHBIX cetu Ethernet
cereit BuptyanbHbie JIOKaabHBIE CETH, 2 OIIK-2, OIIK-4.2
TETUPOBAHHBIM U HETETUPOBAHHBIN CETEBOU
TpadukK, pexKuMbl pabOTHI TOPTOB
KOMMYTaTOpOB
Htoro 4
3 Texunonoruu CereBoii ypoenb mojenu OS], mpoTokos 2 OIIK-2, OIIK-4.2
BepxHUX ypoBHeil |[Pv4 u [Pv6, GecknaccoBast agpecarus
KOMIIbIOTCPHBIX [IpoTOKOIBI MapIIpyTU3ALUMH, CTATHYECKAS 2 OIIK-2, OIIK-4.2
cerei U JUHAMHUYeCcKasl MaplIpyTU3aLus
TpancnoptHslii ypoBeHs Mogenu OS], 2 OIIK-2, OIIK-4.2
npotokoisl TCP u UDP, noptsl,
TPAHCISUS CETEBBIX a/IPECOB
[Ipuxnanxoit ypoBenb mozenu OS], 2 OIIK-2, OIIK-4.2
MIPOTOKOJIBI MPUKIIATHOTO YPOBHS
Hroro 8
4 CoBpeMeHHbIE I'mo6ansubie KC, MapmipyTusanus B 2 OIIK-2, OIIK-4.2
TEHJICHLIUU rI100aTBHBIX CETSIX, HHTEPHET
PasBHTHA OO6na4Hble BBIYUCIIEHHS, HHTEPHET BEILEH OIIK-2, OIIK-4.2
KOMITbIOTEPHBIX
cereii Hroro 4
Hroro 3a cemectp 24
6 cemecTp
5 OcHOBBI OCHOBHBIE TOHSTHS U TEPMUHOJIOT U, 2 OIIK-4.3
0e30macHOCTH yIpO3bl, YA3BUMOCTH, aTaKU
KOMIIPIOTCPHBIX HopmaTtuBHo-nipaBoBoe oOecnieueHne 2 OIIK-4.3
ceren uHpopManuoHHol 6e3onacnoctu KC
Knaccudukanms yrpos u ysa3BUMOCTEH, 2 OIIK-4.3
0aHKU yTpo3 U ysI3BUMOCTEH, baHk maHHBIX
yrpo3z ®CTOK, MITRE ATT&CK
Ceresele ataku, Mojaens Cyber-Kill Chain 2 OIIK-4.3
Hroro 8
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6 CpencrBa OubTpanus ceTeBoro Tpaduka, 2 OIIK-4.3, OIIK-4.4,
obecrieueHus MexcereBbie skpanbl, NGFW OIIK-9
Ge3omacHoCTH TexHonmorun oOHApYKEHUS CETEBBIX aTaK, 2 OIIK-4.3, OIIK-4.4,
KOMITbIOTCPHBIX CUCTEMbI OOHAPYKEHUSI U TTPEIOTBPALICHUS OIIK-9
cereit BTOPIKEHHIA
TexHOoIornu NOCTPOEHUs 3alUIIEHHBIX 2 OIIK-4.3, OIIK-4.4,
KAaHAJIOB CBSI3U, CPEJCTBA IOCTPOEHUS OIIK-9
BUPTYaJIbHBIX 3AIIUIIEHHBIX ceTel
HNHCcTpyMEHTBI 17151 UCCIIEI0BAHUS CETH, 2 OIIK-4.3, OIIK-4.4,
cauddeps! 1 ckaHeps! 0€30MaCHOCTH, OIIK-9
WHCTPYMEHTHI MOHHUTOPHHTA COCTOSTHHSI
ceTu
[IpenoTBpamienue yreduek HHGOpMAaIIH, 2 OIIK-4.3, OIIK-4 4,
DLP-cucremst OIIK-9
3amura KoHeuHbIX ycTpoiictB KC, 2 OIIK-4.3, OIIK-4 .4,
texHosioruu Endpoint Security, cucremsl OIIK-9
3alIMThl KOHEUHBIX Touek (Endpoint
Protection Platform)
Hroro 12
7 CoBpeMeHHbBIE OCHOBBI TECTUPOBAHUS HA TPOHUKHOBEHHUE, 2 OIIK-4.3, OIIK-4 4,
TEHIEHIIUN B ATarbl MPOBEJICHUS TECTUPOBAHUS Ha OIIK-9
obecrie4yeHnH MIPOHUKHOBEHUE, HHCTPYMEHTBI
Oe3omacHOCTH XDR-cucTembl 2 OIIK-4.3, OIIK-4.4,
KOMITBIOTEPHBIX OIIK-9
cereit Hroro 4
Hroro 3a cemectp 24
Hroro 48
5.3. lIpakTH4yeckue 3aHATUSA (CEMUHAPHI)
HanMeHoBaHue MPaKTUYECKUX 3aHATUN (CEMHHAPOB) MIPUBEACHO B TabmuIe 5.3.
Tabnuma 5.3 — HauMeHoBaHUE MPAKTUYSCKUX 3aHITHIA (CEMUHAPORB)
Haspanwust paznenoB | HauMeHnoBaHue npakTudeckux 3aHsatuii | TpynoemMKocTh, dopMupyemsie
(Tem) AMCUMITITUHBI (cemHrHapoOB) q KOMIIETEHIINHT
S cemecTp
1 OcHoBBI [IpopabGoTKa CTPYKTYphl KOMIIBIOTEPHOM 2 OIIK-2, OIIK-4.2,
KOMIIBIOTEPHBIX CETU OpraHu3aluu CETH, ONUCAHUE OIIK-4.4
cereit XapakTepa CBA3EH MEXKIy PJIEMEHTAMU U
MH(OPMALIMOHHBIX IOTOKOB
Paccuer IP agpecoB u Mmacok 2 OIIK-2, OIIK-4.2
0eCKJIacCOBBIX ceTel
Br16op obopymoBaHus 15t 2 OIIK-2, OIIK-4.2
KOMITHIOTEPHOM CETH OpraHu3aluu
[ToaroroBka 1OKyMEHTALMH 11O 2 OIIK-2, OIIK-4.2
KOMITBIOTEPHOU CETH OpraHu3aluu
Htoro 8
Uroro 3a cemectp 8

6 cemecTp
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5 OcHOBEI [Touck nHpOpMAaIUKU 00 yrpo3ax u 2 OIIK-4.3, OIIK-4.4
0e301acHOCTH YSI3BUMOCTSIX B JIOCTYITHBIX HCTOYHHKAX
KOMIIBFOTCPHBIX Omnucanue atak ¢ momotnipio Cyber-Kill 2 OIIK-4.3, OIIK-4.4
cerei Chain
[TonGop cpeacTs 3amIUThI 2 OIIK-4.3, OIIK-4.4,
KOMIIBIOTEPHON CETH C yYETOM OIIK-9
TpeboBaHuil 6e30MacHOCTH
[IpopabGoTKa CTPYKTYpBI CUCTEMBI 2 OIIK-4.3, OIIK-4.4,
3amuthl KC 1 mororoska OIIK-9
JTOKyMEHTaIH 1o cucteme 3amuthl KC
Hroro 8
Hroro 3a cemectp 8
Hroro 16
5.4. JlabopaTopHbIe 3aHATHSA
HaumenoBanue nabopatopHbix paboT npuBeaeHo B Tadbaune 5.4.
Tabauia 5.4 — HaumeHoBanue 1a00paTOpHBIX paboT
HasBanusa pasznenos HarMeHOBaHHE Ta6opaTopHBIX paGoT TpynoemMKocCTs, dopMupyemsie
(Tem) TUCUIMIUIAHBI q KOMIIETECHIIUU
5 cemecTp
3 TexHonoruu CoennHeHne y3510B, OJHOPAHTOBbIE 4 OIIK-2, OIIK-4.2
BEPXHHUX YpPOBHEH ceTu
KOMIIBIOTCPHBIX Hactpoiika DNS-cepBepa u qomena 4 OIIK-2, OIIK-4.2
ceTen Active Directory. ['pynmossie
MIOJTUTHKH
Hactpoiika DHCP-cepBepa 4 OIIK-2, OIIK-4.2
IIpoTOKOJIBI MapLIPyTU3ALUU 4 OIIK-2, OIIK-4.2
YcraHoBka mporpaMMHOTO 4 OIIK-2, OIIK-4.2
o0ecrieyeHus 4epe3 TpyIoBbIie
MIOJTUTHKH
BrICOKOYpOBHEBBIE CETEBBIC CITY>KOBI. 4 OIIK-2, OIIK-4.2
[TouToBBIH, (haiisTOBBII 1 BEO-cepBEp
IenTpannzoBaHHOE OOHOBJIEHUE 4 OIIK-2, OIIK-4.2
orepaioHHbIX cucteM. Windows
Server Update Services3ananue
Hroro 28
Hroro 3a cemectp 28

6 cemecTp
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6 CpencrBa MeskcereBbie SKpaHbl 4 OIIK-4.3, OIIK-4.4,
obecrieueHus OIIK-9
besomnacHocTH Cuctembl 00HApYKEHUST BTOPKCHHI 4 OIIK-4.3, OIIK-4 4,
KOMITBIOTEPHBIX OI1K-9
ceTeit BupryaibHbIe 3aIUIEHHbBIE CETU 4 OIIK-4.3, OIIK-4.4,
OIIK-9
HNHCcTpymMeHTHI Hecie0BaHus 4 OIIK-4.3, OIIK-4.4,
cereBoro Tpaduka, cHu}deps! OIIK-9
HNHCTpYyMEHTHI UCCIEIOBAHUS CETH, 4 OIIK-4.3, OIIK-4.4,
CKaHepbl 0€30MacHOCTH OIIK-9
NHCcTpyMEHTBI MOHUTOPHUHIA 4 OIIK-4.3, OIIK-4.4,
COCTOSIHUSI CETU OIIK-9
DLP-cucremsr 4 OI1K-4.3, OIIK-4.4,
OIIK-9
CucTeMBl 3aIUTHl KOHEYHBIX TOUEK 4 OIIK-4.3, OIIK-4.4,
(EPP-pemenms) OIIK-9
Hroro 32
7 CoBpeMeHHbIE HNHCcTpymMEHTBI TECTUPOBAHUS HA 4 OIIK-4.3, OIIK-4.4,
TEHIEHIIUN B MIPOHUKHOBEHHE OIIK-9
obecrieueHun
0€30macHOCTH
KOMITBIOTEPHBIX Hroro 4
cerei
Hroro 3a cemectp 36
Hroro 64

5.5. KypcoBoii npoekT / kypcoBasi padora

He npenycMoTpeHo y4eOHBIM IIaHOM

5.6. CamocTosiTesqIbHaAs1 padoTa

Bunbl camoctosaTensHOM paboThl, TPYJOEMKOCTh U (hOpMHUpPYEMble KOMIIETCHIIMH MPECTaBICHbBI B

tadymue 5.6.

Tabmuia 5.6 — Buabsl caMocTosATeIbHON pabOThl, TPYJ0EMKOCTh U (hOPMHUPYEMbIE KOMIETEHIIUN

HasBannus paznenos | Buael camocrositensHoi | Tpynoemkocts, | dopmupyemsie Dopmsbl
(TeM) AMCUUIIINHBI paboThI q KOMIIETEHIINH KOHTPOJISI
5 cemecTp

1 OcHOBBI ITogroroska k 3auery 4 OIIK-2, OIIK-4.2 3auér
KOMIIBIOTCPHBIX ITonroroBka k 8 OIIK-2, OIIK-4.2 | TectupoBaHue
ceren TECTUPOBAHUIO

Hroro 12
2 TexHoaoruu ITogroroska k 3auery 2 OIIK-2, OIIK-4.2 3auér
HIDKHUX YPOBHEH ITonroroBka k 4 OIIK-2, OIIK-4.2 | TectupoBaHue
KOMIIBIOTCPHBIX TECTUPOBAHUIO
cere HUtoro 6
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3 Texunonoruu ITonroroBka k 3aueTy 4 OIIK-2, OIIK-4.2 3auér
BCPXHUX YPOBHEN IToaroroBka k 8 OIIK-2, OIIK-4.2 | TectupoBanue
KOMIIBIOTCPHBIX TECTUPOBAHUIO
cerent IToaroToska K 14 OIIK-2, OIIK-4.2 | JlaGopatopHas
nabopaTopHoii pabdote, pabota
HalucaHue OT4YeTa
Hroro 26
4 CoBpeMEHHbIE IToaroroBka k 3auery 2 OIIK-2, OIIK-4.2 3auéT
TEHACHIINHN Pa3sBUTHUA |[ToaroToBKa K 2 OIIK-2, OIIK-4.2 | TectupoBaHue
KOMIThIOTEPHBIX TECTHPOBAHHIO
cerent Hroro 4
Uroro 3a cemectp 48
6 cemecTp
5 OcHOBBI IToaroroBka k 8 OIIK-4.3, TectupoBanue
0€301acHOCTH TECTUPOBAHUIO OIIK-4.4, OIIK-9
igir;mTepHHX Tiroro 2
6 Cpencrtaa IToaroroBka k 12 OIIK-4.3, TectupoBanue
obecrieueHus TECTUPOBAHUIO OIIK-4.4, OIIK-9
OesoracHoCTH IToaroroska k 16 OIIK-4.3, JlaGopaTopHas
KOMITBIOTCPHBIX nabopatopHoii padore, OIIK-4 .4, OIIK-9 pabota
CeTCHU HaIlMCAaHUE OTYETA
Hroro 28
7 CoBpeMeHHbBIE [ToaroroBka k 2 OIIK-4.3, TectupoBanue
TEHIEHIIUN B TECTUPOBAHUIO OIIK-4.4, OIIK-9
obecrieueHNN [Toaroroska k 2 OIIK-4.3, JlaGopatopHas
0e30macHOCTH nabopatopHoii padore, OIIK-4.4, OIIK-9 pabota
KOMIIBIOTCPHBIX HalMCaHUE OT4YeTa
cerent Hroro 4
Uroro 3a cemectp 40
IToaroroBka u cada 36 DK3aMeH
AK3aMeHa
Htoro 124

5.7. CooTBeTcTBHE KOMIIETeHIUH, GOpMHPYEeMBbIX IPH U3YYEHHH AUCHHUILIMHBI,
1 BHJ0B Y4eOHOIi 1esiTeIbHOCTH

CooTBeTcTBUE KOMIIETEHIUH, (OPMUPYEMBIX NMPU U3YUYEHHUH JUCLUIUIMHBI, U BUJIOB yueOHOM
JeSTeTLHOCTH TMPEICTABIICHO B Tabymiie 5.7.
Tabnuua 5.7 — CooTBeTCTBUE KOMIETEHIMH, (OPMUPYEMBIX IPU U3YUEHUU AUCLUILINHBI, U BUJOB

3aHATHI
Bunbl yueOHOI e TeNbHOCTH
dopmMmupyemeie
Jlek. | IIpak. | Jla6. | Cawm. @®opMBI KOHTPOJIS
KOMITETCHIINH
3aH. 3aH. paod. pao.
OIIK-2 + + + +  |3auér, JlabopaTopHas pabora,
TectupoBanue
OIIK-4.2 + + + +  |3auér, JlJabopaTtopHas padora,
TectupoBanue
OIIK-4.3 + + + +  |JlaGoparopnas padota, TectupoBanue,
DK3amMeH
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OIIK-4.4 + + + + 3auér, JlabopaTopHas pabora,
TectupoBanue, JK3aMeH

OIIK-9 + + + +  |JlaGoparopnas padota, TectupoBanue,
DK3aMeH

6. PeiiTuHroBasi cucremMa Uisi OLEHKH YCIIeBAeMOCTH 00y4aloIMXCs
6.1. banabHble oneHKH 11t GOPM KOHTPOJISA

BbannbHble onleHkH U1t POpPM KOHTPOJIS IPECTABICHBI B Ta0uie 6.1.
Tabnuua 6.1 — bamibHbIE OLIEHKH

o . MaxkcuMalbLHBIN
MakcumanbHbIN MakcumanbHbIN
0aJut 3a epuos Bcero 3a
®DopMBbI KOHTPOJIS 6amn Ha 1-yto KT ¢ |  ©Gam 3a mepuog
mexnay 2KT u Ha CEeMECTp
Hayana cemectpa | mexay KT u 2KT
KOHEII ceMecTpa
S cemecTp
3auér 0 0 40 40
Jlaboparopnas pabota 0 15 20 35
TectupoBaHue 0 0 25 25
Hroro makcumym 3a 15 85 100
epuo.I
Hapacratomum utorom 15 100 100
6 cemecTp

JlaGopartopnast pabota 0 20 25 45
TectupoBanue 0 0 25 25
DK3aMeH 30
Hroro makcumym 3a 20 50 100
epuo.I
Hapacratomum utorom 20 70 100

6.2. [lepecuer 0a/1J10B B OlIEHKH 32 TeKYIIMA KOHTPOJIb

[lepecuer 6aIOB B OLIEHKH 33 TEKYILIMI KOHTPOJIb MpeACTaBiIeH B Tabnuue 6.2.
Tabnuua 6.2 — [lepecyer 6aIOB B OLICHKH 33 TEKYLIHI KOHTPOJIb

bammer Ha JAaTy TCKYyHICTO0 KOHTPOJIA OHGHKa

> 90% ot MakcuManbHOI cymMbl OamoB Ha naty TK 5

Ot 70% 1o 89% oT MakcuManbHOI cymMMbI OaiioB Ha naty TK

Ot 60% 1o 69% ot MakcuMabHOM cyMMBI O6ai1oB Ha naty TK

[\S 2 VS I BN AN

< 60% ot MakcuManbHOI cymMbl OamioB Ha naty TK

6.3. Ilepecuer cyMMbI 02/1710B B TPAAUIIHOHHYIO M MEKAYHAPOAHYIO OLICHKY

[lepecuer cyMMBbI 0a/IOB B TPAAUIIMOHHYIO H MEXKIYHAPOJIHYIO OLIEHKY MPEJACTAaBIICH B TaOJIUIIE
6.3.
Tabmuma 6.3 — Ilepecuer cyMMbl OAJUIOB B TPAIUITMOHHYIO U MEXKTYHAPOIHYIO OIICHKY

Htorosas cymma Oanos,
Onenka YUMTBIBACT YCIELTHO CIaHHBIN Onenka (ECTS)
9K3aMeH
5 (oTIM4HO) (3aYTEHO) 90 - 100 A (0oTaM4HO)
4 (xoporto) (3a4TeHO) 85 -89 B (ouens xoporo)
75— 84 C (xoporo)
70 — 74 D (ynoBneTBopuTeNnbHO)
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3 (yAOBIETBOPUTENIHHO) (3aYTEHO) 65— 69

60 — 64 E (mocpencTBenHo)

2 (HeyIOBIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6ammos F (meynoBrnerBoputeabHO)

7. Y4eOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE o0ecneyeHue TUCHUILINHBI
7.1. OcHOBHas JUTEpaTypa

1. CeTu u TeJIeKOMMYHHUKAIMH : yueOHUK U npakTukym jis By30B / K. E. Camyiinos [u ap.] ; nox
penakuueit K. E. CamyitnoBa, U. A. lllanumosa, JI. C. Kymns6oBa. — Mocksa : U3narensctBo FOpaiit,
2022. — 363 c. — (Bricmee obpazoBanue). — ISBN 978-5-534-00949-1. [DnexTpoHHBIN pecypc]: —
Pexxum nmoctyma: https://urait.ru/bcode/489201.

7.2. lonoJTHUTEIbHAS JIUTEPpaTypa

1. MapuipyTu3anusi B KOMIBIOTEPHBIX CETAX : y4eOHO-MeToAuuecKkoe nocodbue / cocrtaButenu I
B. A6pamos [u np.]. — Boponex : BI'Y, 2017. — 27 c. [DnekTponHblii pecypc]: — Pexum gocrymna:
https://e.lanbook.com/book/154773.

2. Juorenec, 0. Kubep6e3omacHocts. cTpaTerus arak u oboponsl / FO. [{uorenec, 3. O3kaiis ;
nepeBoj ¢ aHriauiickoro /[[. A. beaukoBa. — Mocksa : IMK IIpecc, 2020. — 326 c. — ISBN
978-5-97060-709-1. [DnexTpoHHbIil pecypc]: — Pexum nocrtyna: https://e.lanbook.com/book/131717.

3. uGpos, M. B. KomnbroTepHble ceTu U TeIeKOMMYHUKauu. MapupyTtuszanus B [P-cetsx B 2 u.
Yactp 1 : yueOHMK U MPaKTUKYM JUIsl CpeHero npodeccuonanbHoro oopasosanus / M. B. JlubpoB. —
Mocksa : U3narensctBo FOpaiit, 2022. — 333 c. — (IIpodeccuonanbnoe obpazoanue). — ISBN
978-5-534-04638-0. [DnexTponHsIil pecypc]: — Pexum nocrtyna: https://urait.ru/bcode/491456.

4. JTubpos, M. B. KomnbroTepHble ceTu U TeIeKOMMYyHUKanuu. MapupyTtuzanus B [P-cetsax B 2 u.
Yactp 2 : yueOHMK U MPAKTUKYM JUIsl CpeHero npodeccuonanbHoro oopasosanus / M. B. JlubpoB. —
Mocksa : U3narensctBo FOpaiit, 2022. — 351 c¢. — (IIpodeccuonanbnoe obpazoanue). — ISBN
978-5-534-04635-9. [DnexTponHsIil pecypc]: — Pexum nocrtyna: https://urait.ru/bcode/491456.

7.3. YueOHO-MeTOAMYEeCKHE MOCOOUs
7.3.1. O6s3aTe1bHbIE YUeOHO-METOAMYECKHE MOCOOUSI

1. OcHOBBI TOCTPOEHHUS KOMIBIOTEPHBIX CeTE: YUYeOHO-METOJMYECKOoe IocoOue Imo
MPAKTUYECKUM 3aHATHSAM M caMOoCToATeNbHOM padoTe / A. E. Makcumos, C. I1. Kykcenko - 2022. 61 c.
[DnexTponHsbIi pecypc]|: — Pexum gocryna: https://edu.tusur.ru/publications/9809.

2. bezonacHocth cereit DBM. Yacte 1: JlabopaTopusiit mpaktukym / A. K. HoBoxpectos, A. U.
I'ynsie - 2017. 92 c. [DnekrpoHHbIN pecypc]: — Pexxum noctymna: https://edu.tusur.ru/publications/7225.

3. be3omacHocTth ceTeit OBM: MeTtoandyeckue ykazaHus s JIaAOOpPATOPHBIX U MPaKTUUECKHUX
pabot / HoBoxpectoB A. K., [Ipackypun I'.A., 2014. — 99 c. [DnekTpoHHbI# pecypc]: — Pexxum mocrtymna:
https://disk.fb.tusur.ru/bsevm/practice.pdf.

4. bezonacHocTh ceTeit OBM: Meroandeckue yka3aHus Il CaMOCTOSITEIbHOM padOTHI CTyAeHTa /
HosoxpectoB A.K., IIpackypun I'.A., 2014. — 4 c. [DnexTpoHHbI pecypc]: — Pexum gocrtyna:
https://disk.fb.tusur.ru/bsevm/independent _work.pdf.

7.3.2. YueOHO-MeTOANYECKHE MTOCOONS JIS JINIT
€ OrpaHMYeHHBIMU BO3MOKHOCTSIMHM 3/I0POBbSI M HHBAJIHU/I0B

Y4eOHO-MeTOIUYeCKUEe MaTepUAIIbl ISl CAMOCTOSITEIILHON U ayIMTOPHOIM PabOThl 00YYarOLIHXCS
U3 YHCiIa JUI] ¢ OTPAHUYCHHBIMU BO3MOXKHOCTSIMU 370POBbSI M HHBAJIH/IOB MIPEIOCTABIAIOTCS B (hopMax,
aIalITUPOBAHHBIX K OTPAHHYCHUSM HUX 3[0POBbS U BOCHPUATHS HHOOpPMALIUY.

JI1s JIMIL ¢ HApYIIEeHUSIMH 3PeHus:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B [1€YaTHOW (hopMe YBEIUYECHHBIM HIPUPTOM.

JI1s1 JIMIL ¢ HAPYIIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B miedatHou popme.

JI1s1 JIMIL ¢ HAPYIIEHUSIMHU ONOPHO-IBUTaTEIbHOI0 anmnapara:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;
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— B IIeYaTHOU (opme.

7.4. CoBpeMeHHbIe IPpo(deccuoHATIbHBIE 0a3bI JAHHBIX
U HH(OPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. Ilpu u3yyeHUn AUCHUIUIMHBI PEKOMEHYEeTCsl 00pamaThCs K COBpeMEHHBIM 0a3aM JaHHBIX,
MH(QOPMAIIMOHHO-CIIPABOYHBIM U TMOMCKOBBIM cHcTeMaM, K KOoTopbiM Y TYCYPa oTKpeIT JOCTYI:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

2. baza 3HaHM#l TaKTHK, IPUEMOB U METOJIOB, HCIOJb3yeMbIX KubepnpectynHukamu MITRE
ATT&CK: https://attack.mitre.org/.

3. bank gannbix yrpo3 6ezonacnoctu uapopmanun @CTIK Poccun: https://bdu.fstec.ru/.

8. MarepuaibHO-TEXHUYECKOE U MPOrPaMMHOe o0ecneyeHue TUCHHIINHBI
8.1. MaTepuaibHO-TeXHHYECKOE U MMPOrPaMMHOe o0ecreyeHue JJIsl JIEKIIMOHHbIX 3aHATHH

Jlnst mpoBeieHUs 3aHATUN JIEKIIMOHHOTO THUMA, TPYIIOBBIX U HHAUBUIYaTbHBIX KOHCYJIbTAIIH,
TEKYIIEro KOHTPOJISL U MPOMEXKYTOYHON aTTEeCTAllMU UCIIONb3yeTCs yueOHast ayAUTOPHUS C TOCTAaTOYHBIM
KOJIMYECTBOM MOCAI0OYHBIX MECT i y4eOHOI rpymibl, 000py10BaHHAs JOCKOW U CTaHAAPTHON y4eOHOM
Mebenbto. FiMeroTcs MynbTuMeuitHoe 000py10BaHie U y4eOHO-HArIsAHbIE TOCOOMS, 00eCTIeUUBAIOIIHE
TEMaTUYECKHUE WILTIOCTPAIIMH T10 JICKITAOHHBIM pa3jiejaM JUCITUILUIHHBI.

8.2. MaTepuaibHO-TeXHHYECKOe H IPOrPaMMHoOe odecredeHue Al NPAKTHYEeCKUX 3aHATHI

JlaGopatopus 6e3omacHoctu ceteid DBM / Jlaboparopust kpunrorpadguu B 0aHKOBCKOM JIeJic:
ydeOHasi ayIuTOpHUs IS NMPOBENCHUSA 3aHATUN NMPAKTUUECKOTO THIMA, ydeOHAas ayIuTOpHUs IS
MPOBEACHUS 3aHATHI TabopaTropHoro tuna; 634045, Tomckas obxacts, T. Tomck, yi. KpacHoapmerickas,
n. 146, 804 ayn.

Onucanue nMeroerocs 000pya0BaHus:

- UnTepaktusHas nocka [QBoard DVT TN100;

- [IpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yemnurens Roxton AA-60M;

- [ToTonounslit rpomkoroopurensb Roxton PA-20T;

- MaruutHO-MapKkepHas JOCKa;

- OOyuJaromuii CTeH/T JIOKaIbHbIe KOMIIbIOTepHBIE ceTr Microtik routerboard - 2 miT.;

- VIPNET YMK "Bbe3onacHocTh ceTeii';

- KommyraTtop Mikrotik CRS125-24G-1S-IN - 6 mir.;

- Ananmzarop xabenpHbIX ceterd MI 2016 Multi LAN 350 - 3 mr.;

- Anammmzarop Wi-Fi cereit NETSCOUT AirCheck G2 - 2 mir.;

- Cepsep kiacca He HIKe 4XxE7-4809v4/512GBRE16/L.9300-81/5T6000G7;

- Mapmpyrtuzatop Cisco 891-K9 - 2 mit.;

- Mapupytuzatop Cisco C881-V-K9 - 2 mir.;

- Mapmpytuzarop Check Point CPAP-SG1200R-NGFW - 2 mir;

CreHnpl Ui U3ydeHHsl IPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIIOYAIOIIHUE:

- aDOHEHTCKHE yCTpOicTBa: KOMIbIOTEPHI SuperMicro;

- kommyTaTopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmpyTuzaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- mexcereBbie dkpanbl: UKC Lite, CISCO ASA 5505, MD B coctaBe MmapmpyTtuszatopa Check
Point CPAP-SG1200R-NGFW;

- COB B cocraBe mapmpytuzaropa Check Point CPAP-SG1200R-NGFW;

- rouku pocryna: D-link dwl3600ap.

CreHpl UIsl U3YYCHHUS CPEJCTB KPUNITOTpapUIecKor 3alnuThl HHPOPMAIIUU B OAHKOBCKOM JIeTIe,
BKJTIOYAFOIIUE:

- aDOHEHTCKHE yCTpOicTBa: KOMIbIOTEPHI SuperMicro;

- kommyTaTopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmpytuzaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- cpeacTBa Kpunrorpadguieckoil 3ammTsl HHGOPMAIMU: TTPOrPAMMHO-ANIAPATHBIH KOMIIIEKC
mmdposanus "OIICY-IP", nporpamMuo-anmapaTHblil komiuieke mmdposanus "OIICY-1P/Knuent".

- Kommnexr cnenuanu3upoBaHHON yueOHON Mebeny;
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- PaGouee mecTo mpenogaBaress.
[IporpammHOe obecnieueHue:

- Cisco Packet Tracer;

- Microsoft Windows 10;

- Anammzatop Tpaduka Wireshark;
- JuctpubytuB Kali Linux;

8.3. MaTepuaibHO-TeXHNYECKOE U POrpaMMHoOe o0ecrieueHue 1Jisl JJa0opaToOpPHBIX padoT

JlabopaTtopust 6e3onacHocTu cereit DBM / JlabopaTopust kpunrorpadguu B 0aHKOBCKOM Jele:
yueOHas ayauTOpHUs AJIS NMPOBEICHUSA 3aHATUN NMPAKTUUYECKOTO THUIMA, yueOHas ayIuTOpHUs I
NpOBEACHHUS 3aHATUI TaboparopHoro tuna; 634045, Tomckas o0xacte, r. Tomck, yi. KpacHoapmeiickas,
a. 146, 804 ayn.

Omnwucanue UMeEIoIerocs 000py0BaHUS:

- UnTepaktusHas nocka [QBoard DVT TN100;

- IIpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yeunurens Roxton AA-60M;

- [ToTonounslit rpomkorosopurens Roxton PA-20T;

- MarauTHO-MapKepHas J10CKa;

- OOyuJaronuii CTeH/ JIOKaabHbIe KOMIbIoTepHBIE ceTn Microtik routerboard - 2 mit.;

- VIPNET YMK "be3onacHocThb ceTeii";

- Kommyratop Mikrotik CRS125-24G-1S-IN - 6 mwr.;

- Ananuzarop xabenbbix cereid MI 2016 Multi LAN 350 - 3 mr.;

- Anamuzarop Wi-Fi cereit NETSCOUT AirCheck G2 - 2 mwr.;

- Cepgep kiacca He Huxe 4xE7-4809v4/512GBRE16/L.9300-81/5T6000G7;

- Mapupytuzarop Cisco 891-K9 - 2 mir.;

- Mapupytuzarop Cisco C881-V-K9 - 2 mr.;

- Mapupytuzarop Check Point CPAP-SG1200R-NGFW - 2 mir;

Crennpl Ui U3y4eHHsl IPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CEeTEH, BKIIIOYAIOIIHUE:

- aDOHEHTCKHE yCTPOICTBA: KOMIbIOTEPH SuperMicro;

- kommyTaTopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupyTuzaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- mexcereBbie dkpanbl: UKC Lite, CISCO ASA 5505, MD B coctaBe MapmpyTtuszatopa Check
Point CPAP-SG1200R-NGFW;

- COB B cocrtase mapmipytuzatopa Check Point CPAP-SG1200R-NGFW;

- Touku pocryna: D-link dwl3600ap.

Crenbl UIsl U3YYEHUS CPEICTB KpUNITOrpaduuecKor 3amuThl HHPOpMAIIUU B OAHKOBCKOM JIeie,
BKJIIOYAIOIIUE:

- aDOHEHTCKHE yCTpOICTBA: KOMIBIOTEPH SuperMicro;

- kommytaTopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupyTuzaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- cpeAcTBa Kpunrorpaduueckoil 3amuTsl HHGOPMAIUU: TPOrPAMMHO-ANNapaTHBIA KOMIIIEKC
umdposanus "OIICY-IP", nporpamMuo-anmnapaTHblil komiuieke mudposanus "OIICY-IP/Knuent".

- Kommuiekt ciennanu3upoBanHoi yueOHoM Mebenw;

- PaGouee mecTo mpemnogaBaTels.

[Iporpammuoe obecnieueHue:

- Cucrema MoHUTOpHUHTa Zabbix;

- Microsoft Windows 10;

- XSpider;

- Ananuzarop tpaduka Wireshark;

- Huctpubytus Kali Linux;

- MexcereBoii sxpan MKC Lite;

- MexcereBoiiakpanPositive Technologies Application Firewall Education;

- Cuctema ananmsa 3amuiieanoctu cetd MaxPatrol Education;

- Cucrema 3amuThl OT yTeuku AaHHbIX: KonTyp nndopmarmonHoit 6ezonacunoctu SearchInform;

- Cucrema oOHapyKeHUsI BTOPKEHUH Snort;
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- CucreMa oOHapyXeHUsI BTOP)KeHHI Suricata;
- CpencTBO MOCTPOEHMS BUPTYaIbHBIX YacTHBIX ceTeit OpenVPN;

8.4. MaTepua/ibHO-TeXHNYECKOE U MPOrpaMMHOe o0ecnedyeHue 1Jisi CAaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSATeNNbHOU pabOThl UCTIONB3YIOTCS YUeOHbIE ayaUTOPHUH (KOMIIBIOTEPHBIE KIIACCHI),
PacooKEHHBIC TI0 apecaM:

- 634050, Tomckas o6macth, T. Tomck, Jlennna npocnexkr, a. 40, 233 ayn.;

- 634045, Tomckas obnacts, r. Tomck, yn. KpacHoapmetickas, 1. 146, 201 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmanna ynuna, a. 74, 207 ayn.

Omnwucanue UMeEroNIerocss 000py0BaHUS:

- yuebHas mebenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJIKITIOUCHBI K ceTu «MHTepHEeT» U 00eCneYnBaloT JOCTYI B IJIEKTPOHHYIO
nHpopMaMoHHO-00pa3oBareibHylo cpeay TYCYPa.

[Tepeuens mporpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mnst Windows;

- 7-Zip;

- Google Chrome.

8.5. MaTepl/laﬂbHO-TeXl{H‘leCKoe odecneyeHue AUCHUINJIMHBI 1JIs1 JIMI ¢ OrPAHUICHHBIMU
BO3MOKHOCTSIMHA 310POBbA U HHBAJINI0B

OcBoeHME AUCHUILIMHBI JIMIIAMU C OTPAHUYEHHBIMU BO3MOKHOCTSIMU 3/10POBbSI U MHBAJIUJAMHU
OCYIIECTBIISIETCS C UCTIOIb30BAHUEM CPEICTB 00YUEHUS OOIIEro U CreluaIbHOro Ha3HAYEHUS.

[Ipu 3aHATHAX ¢ OOy4YarOUIMMHCA C HAPYWIEHHSMH CJyXa MPEIyCMOTPEHO HMCIOJb30BaHHE
3BYKOYCHJIMBAIOIIEH ammapaTypbl, MyJIbTUMEIUNHBIX CPEICTB U JPYTHUX TEXHUUYECKHUX CPEJICTB
npuema/repenadn yuyeOHol nHpopMaImy B JOCTYIHBIX GopMax, MOOMIIBHON CUCTEMBI MPEIOJaBaHUs
JUTsL 00YYaIOIIUXCSl ¢ UHBAJIMHOCTHIO, TIOPTATUBHON MHAYKIIMOHHON CHCTEMBbl. YueOHas ayauTOpus, B
KOTOPOW 3aHUMAIOTCSI 00ydJaromuecs: ¢ HapyIIeHUeM CiyXa, 000pyJa0oBaHa KOMIBIOTEPHOM TEXHUKOM,
ayAMOTEXHUKOM, BUACOTEXHUKOW, SJIEKTPOHHOU IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHUSIX ¢ 00yUYaIONIMMUCS C HAPYLIEHUSIMHU 3PeHUs MPETYyCMOTPEHO UCIOJIb30BAaHUE B
JIEKIUOHHBIX U y4eOHBIX ayAUTOPHUSAX BO3MOXKHOCTH MPOCMOTpaA YAAJICHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM claiijia Ha dKpaHe) NpH MOMOIIHM BUACOYBEIUUHUTENEH 19 KOMPOPTHOTO
MIPOCMOTpa.

[Ipu 3aHgATHSAX ¢ OOYyYaIOIIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOIr0 ammapara
HCIIOJBb3YIOTCS allbTEpHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMalMU U Apyrue TEXHUYECKUE CpeacTBa
npuema/rnepenadyn yueOHoW nHGOpMaIMH B JOCTYHMHBIX GopMax, MOOMIIBHON CUCTEMBI OOYUYCHUS IS
JIIOIEN ¢ MHBAIMIHOCTEIO.

9. OueHOYHbIe MaTepPUAJIbl U METOAUYECKHE PEKOMEHIAMH 110 OPTaHU3aAMH U3yYeHUsl
JTUCIUTINHBI

9.1. Conep:xaHne OLICHOYHBIX MATEPHAJIOB [JIsl TEKYIIEro KOHTPOJIS
U MIPOMEKYTOYHOM aTTecCTAUH

JIyist o1leHKHU cTeneHru COPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPCTUICHHBIX 32 AUCIUTIIINHOMN
KOMITETEHIINI HCTIONB3YIOTCS OLICHOYHBIE MaTepUalbl, MpeAcTaBiIeHHbIC B Ta0muIE 9.1.
Tabmuia 9.1 — @opMbI KOHTPOJISL U OLICHOYHBIC MATSPHAIIBI

Hasparus pasnenos (Tem) PopmupyemEIe ®opmsbl koHTpoIs | OueHouynsie Marepuans (OM)
JUCLUATUTMHBI KOMIIETECHIINU
1 OCHOBBI KOMITHIOTEPHBIX OIIK-2, 3auét [Tepeuens BOIpOCOB IJ1st
cerel OIIK-4.2, 3agera
OIlK-4.4 TectupoBanue [IpumepHbIi nepedeHb
TECTOBBIX 3a/IaHUM
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2 Texnonorun HWxKHUX ypoBHe# | OIIK-2, OIIK-4.2 (3auér [Iepeuyens BonpocoB i

KOMIIBIOTEPHBIX CETEMN 3ayera
TectupoBanue [IpuMepHBIii TIEpedeHb
TECTOBBIX 3aJaHUN
3 TexHOIOrMM BEPXHUX OIIK-2, OIIK-4.2 |3auér IIepeuyens BOpocoB 11t
YPOBHEN KOMIIBIOTEPHBIX CETEU 3a4era
JlaGopaTopHas Tewmbl 1ab0paTOpHBIX PabOT
pabora
TectupoBanue [IpuMepHbIii TEpeUeHb
TECTOBBIX 3aJaHUI
4 CoBpeMEHHbIE TEHJECHIINH OIIK-2, OIIK-4.2 |3auér IIepeuens BonpocoB 11t
pa3BUTHSI KOMIIBIOTEPHBIX CETEN 3aueTa
TectupoBanue [IpumepHBIil nepeueHb
TECTOBBIX 3aJaHUI
5 OcHOBBI 6€30MMacCHOCTH OIIK-4.3, TectupoBanue IIpuMepHBIii IepeyeHb
KOMIIBIOTEPHBIX CETEMN OIIK-4.4, OIIK-9 TECTOBBIX 3aJaHUN
OK3aMeH [IepeueHb 7K3aMEHALIMOHHBIX
BOIIPOCOB
6 CpenctBa obecriedeHus OIIK-4.3, JlaGopaTopHas Tembl 1abopaTopHBIX paboT
6e3onacHocT kKommbioTepHbix | OITK-4.4, OIIK-9 [paGora
cereit TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3a/laHUN
OK3aMeH [IepeueHb 7K3aMEHALIMOHHBIX
BOIIPOCOB
7 CoBpemennbie TenaeHunu B |OI1K-4.3, JlaGopaTopHas Tembl 1abopaTopHBIX paboT
obecrieueHnH 0€30MMaCHOCTH OIIK-4.4, OIIK-9 |pa6oTta
KOMIIBIOTEPHBIX CeTel TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
OK3aMeH [Iepeuenb sK3aMeHALIMOHHBIX
BOIIPOCOB

[lkana oneHku cHOPMUPOBAHHOCTU OTIEIbHBIX IUIAHUPYEMBIX PE3yJIbTaTOB OO0y4YEHUS IO
TUCIUIUIMHE TpUBeeHa B Tadmuie 9.2.
Tabnuua 9.2 — lllkana oueHku cOPMUPOBAHHOCTH IUIAHUPYEMBIX PE3yJIbTATOB OOYyUYECHHS IO

JHACIHIIIINHE
®opmynupoBKa TpeOOBaHUM K CTeeHU C(HOPMUPOBAHHOCTH
Onenka Bbamier 3a OM TUTAHUPYEMBIX PE3yJIbTaTOB 00YUYECHHS
3HATh YMETh BIIAJCTh
2 < 60% ot OTCYTCTBHE 3HAHMI OTCYTCTBHE OTCYTCTBHUE
(HEYTOBJIETBOPUTEIHHO ) | MAKCUMAIBLHOM | MITH (hparMeHTapHbIE YMEHUN WU HaBBLIKOB WJIH
CyMMBI 0aJIIOB 3HAHUS YaCTUYHO (dbparmeHTapHbBIC
OCBOECHHOE MIpUMEHEHNE
yMeHHue HaBBLIKOB
3 ot 60% 1o o01111e, HO He B LIEJIOM YCIICILIHO, B LIEJIOM
(YZIOBIIETBOPUTEIHHO) 69% ot CTPYKTYpUPOBaHHbBIE HO HE YCIEUIHOE, HO HE
MaKCHUMaJIbHOH 3HAHUA CHCTEMATUYECKH | CHCTEMATHYECKOE
CYyMMBbI 0aJIOB OCYIIECTBIISIEMOE MIpUMEHEHNE
yMEHHE HaBBIKOB
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4 (xoporo) ot 70% no c(hOpMHUPOBAHHEIE, B LIEJIOM B LIEJIOM
89% ot HO coJiepKaliue yCIIEITHOE, HO yCIENIHOE, HO
MaKCHMaJIbHOM OTJICITbHBIC coJieprKaIniue COJIepIKaIIue
CYMMBI Oa1oB HpO6JI€MI>I 3HAaHUA OTACJIIbHBIC OTACJIBHBIC
poOesbl yMEHUe poOebI
[IPUMEHECHUE
HaBBIKOB
5 (OTJIMYHO) >90% ot chopmupoBaHHble | CHOPMHUPOBAHHOE YCHENTHOE U
MaKCUMAaJIbHOW | CHCTEMaTHYECKHUE yYMEHHUE CUCTEMaTHUYECKOE
CYMMBI 0aJUTOB 3HAHUS pUMEHEHUE
HaBBIKOB

[Ikana KOMIUIEKCHOW OLIEHKH CPOPMHUPOBAHHOCTH KOMIIETECHIMI MprBeieHa B Tabmuie 9.3.

Tabmuma 9.3 — [llkana KOMITICKCHOM OIICHKH C(OPMUPOBAHHOCTH KOMITCTESHITHI

Ornenka

dopmynupoBKa TpeOOBAHUH K CTETICHH KOMIIETEHITHH

2
(HEeyAOBIIETBOPUTEINIHHO)

He nMeet He0OXOAMMBIX MIPEACTABICHHI O TPOBEPSIEMOM MaTepuase

nJIn

3HaTh HA YPOBHE OPUEHTHPOBAHMS, ITpeicTaBleHUi. O0yJaronuiics 3HaeT
OCHOBHBIC HpI/I3HaKI/I 1501051 TepMI/IHI)I I/ISY‘IaCMOFO DJICMCHTA coz[epmaHI/m, nux
OTHECEHHOCTH K ONPEJICIICHHON HayKe, OTPAC/Id WIH 00bEKTaM, y3HACT B
TEKCTax, I/I306pa)KCHI/I$[X MM CXe€Max " 3HAa€T, K KaKUM HCTOYHHUKaM HY)KHO
oOparatecs it 00Jiee IeTaaIbHOTO €r0 YCBOCHHUS.

(YIOBJIETBOPHUTEIHHO)

3 3HaTh U YMETh Ha PeNPOAYKTHBHOM ypoBHE. OOyJaronuxcs 3HaeT
W3YUYEHHBIN 3JIEMEHT COACP)KaHUS PEMPOTyKTUBHO: MPOU3BOJIBLHO
BOCITPOM3BOUT CBOM 3HAHUS YCTHO, MUCHbMEHHO UJTH B JIEMOHCTPUPYEMBIX
IECUCTBUAX.

4 (xopo1o) 3HaTh, yMETh, BIA/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENnpoayKTUBHOM YPOBHE, YKa3bIBaTh HA 0COOEHHOCTH U B3aUMOCBS3H
U3yYEHHBIX 00BEKTOB, HA UX JJOCTOUHCTBA, OTPAHUYEHUS, UCTOPHIO U

MCPCICKTUBLI Pa3BUTUA U 0COOEHHOCTH AJId pa3HbIX 00BEKTOB YCBOCHUA.

5 (oTIM4HO) 3HaTh, yMETh, BIAJICTh HA CHCTEMHOM ypoBHE. OOydaromuiicsi 3HaeT
M3YYEHHBIHN 3JIEMEHT CO/Iep KaHUSI CUCTEMHO, TPOM3BOJIBHO U 10Ka3aTEIbHO
BOCITPOMU3BOJUT CBOW 3HAHUA YCTHO, IMCBbMCHHO UJIK B ICMOHCTPUPYCMBIX
I[CﬁCTBPISIX, YUUThIBAA U YKa3bIBasAd CBA3U U 3aBUCUMOCTH MCKY 3THM
SJICMCHTOM U APYTUMH DJICMCHTAMU COACPIKAHUA JUCHUIIIIMHEBI, €T0

S3HAYUMOCTD B COACPKAHUN JUCHUIIINHBI.

9.1.1. IIpuMepHBIii IepedeHb TeCTOBBIX 3aIaHUI

1. B xypHasie ayreHTUG UK 00HAPYKEHO HECKOJIBKO 3aMMCEN HEYCIEITHBIX MOMBITOK BOWTH B

CHUCTEMY IOJ YYETHBIMHU 3alHCAMHU MoJb30oBaTesneil. Bo3moxxHo Oblla mombITKa moadopa
naposeil. Kakoe ctanmapTHoe cpecTBO ciaenyeT UCIOIb30BaTh Uil YMEHBUICHHUS pUCKa TaKOTO
pona atak?

HCIIOJIb30BaTh CUCTEMY OOHAPYKEHHsI BTOPKEHUI

NEPEUMEHOBATh YUETHYIO 3allUCh aJMUHICTpATOpa

BKJIIOUUTH OJOKMPOBKY YUETHBIX 3alUceil MpU ONpeaesIeHHOM KOJMYECTBE HEYCHEUIHbIX
MOTBITOK pEerucTparu

HCIOJIb30BaTh MYJbTU(HAKTOPHYIO ayTEHTU(DUKALINIO

. [lonutuka 6e3omacHOCTH TpeOyeT COKpBITUS cxeMbl [P-aapecamuu, Mcmoib3yemMol BO
BHyTpeHHel ceTu. Kakast U3 nmepeducieHHbIX TEXHOJOTHIl MO3BOJIUT PELIUTh OCTABICHHYIO
3agaqy?

cucTemMa 0OHapy>KEeHHUs BTOPKEHUI

MEePCOHAIIbHBIA MEKXCETEBOM dKpaH

TPaHCIISALUS CETEBBIX a/IPECOB
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AHTUBUPYCHOE MTPOrpaMMHOE OOecreueHue

3. Kaxkoe u3 cpeCTB 3aIlIUThI HCTIONB3YETCS JUIsl MOHUTOPUHTA CETH B pEaIbHOM BPEMEHH C LIETbIO
BBISIBJICHHUSI, [TPEIOTBPALLEHUS U OJOKMPOBKH BPETOHOCHOM aKTUBHOCTHU?
MEKCETEBOM IKpaH
CHUCTEeMa aHajn3a 3allUIIEeHHOCTH
CUCTeMa MPEeA0TBPAILEHUS] BTOPKEHHM
CPEIICTBO AaHTUBHUPYCHOM 3aIUTHI

4. Kak Ha3bIBaeTCs MPOIIECC 3alUThl PECYPCOB CETH OT HECAHKIIMOHUPOBAHHOTO UCTIOIb30BaHUS?
oxpaHa 000pyI0BaHUS CETH
3amuTa spa 6€30macHOCTH
KOHTPOJIb JOCTyTa
3alUTa nepumMeTpa 6€30MacHOCTH

5. Uto nyxHo caenatb Ha DHCP cepBepe uT0OBI HCKIIIOUUTD BhIAady onpenaesneHHoro I[P agpeca
13 CYIIECTBYIOIIETO quarna3oHa’?
co3nath auanasoH [P agpecos
co3nars napamerp DHCP
co3nath uckioyenue s [P anpeca
co3nartk obnacte DHCP

6. Kak naszpiBaeTcst 00beKkT Active Directory, KOTOpbIii XpaHUT uHpOpPMAIUIO 00 YUETHBIX
3anucAx, o0IKX pecypcax, noipa3esieHusIX?
CETEeBOM A0CTYI
namnka
Kartajaor
JIOMEH

7. Kakoif mpoTOKOJI UCTIOJIB3YETCS IS TOCTYIIA K clTyk0e kaTanoroB Active Directory?
ShareDiscovery
ADSL
LDAP
ICMP

8. Kak Ha3pIBaeTCs KOMIBIOTEP, 3aHUMAIOIIHICS 00CITyKUBAHHEM CETH, YIIpaBJICHUEM Tepeaadeii
COOOIIIEHUH, ¥ TIPEIOCTABISIOMNN yAAICHHBIN JOCTYI K CBOUM pecypcam?
xab
pabouasi CTaHIUs
cepsep
XOCT

9. B xakom MeTojie nepeiauu JaHHbIe MEePEChIIAIOTCS B IBYX HAlPaBICHUSIX OJJTHOBPEMEHHO?
CHUMILIEKCHBIN
CUHXPOHHBIN
JYTUIEKCHBIN
MOy Y TJIEKCHBIN

10. B xakom pexume ¢pynkunonupoBanus [Psec mmdpyercs Beck ucxomausiii [P-naker, a 3atem oH

BCTaBJISIETCS B 110JI€ JAaHHBIX HOBOTO MakeTa?
CUHXPOHHOM
ACUHXPOHHOM
TYHHEJIbHOM
TPaHCIIOPTHOM

9.1.2. IlepeyeHb IK3aMEeHANMOHHBIX BONIPOCOB

[TepexBat unpopmauuu B cetd. UHCcTpyMeHTh. CrIOcOOBI IPOTUBOACHCTBUS IIEPEXBATY.

DOS-araku. Ocobennoctu peanuzanun. Criocoos! npotuBoaeiicteus DOS-arakam.

Ckanepsl 6e3onacHocTd. CrIocOOBI BBISIBIICHUS YS3BUMOCTEH B MH()OPMAIIMOHHBIX CUCTEMAX.

Cuctembl oOHapyKeHHsI BTOpKeHHI. CucTeMbl IpeAOTBpAIEHHs] BTOPKEHUH. MeToauKu

BBISIBJICHUSI CETEBBIX aTak.

5. CereBble U XOCTOBBIE CUCTEMBI OOHAPYKEHUS U MPEAOTBPALICHHUS BTOP>KEeHUH. JloCTOMHCTBA U
HEJIOCTATKHU.

6. MexcereBble 3kpanbl. Kiiaccudukanus. BapuanTsl pa3MerieHUs MEXCETEBOTO JKpaHa.

JlocTOMHCTBA M HEAOCTATKH.

L=
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. JemunurapuzoBannas 30Hb61. HazHauenne. CriocoObI BBIICTICHUS.

. Knaccudukanmst MexceTeBbIX 3KpaHOB COTJIACHO HOpMAaTUBHBIX TokyMeHTOB @CTOK Poccun.
[IpumeHeHne MeXKCeTeBbIX SKPAHOB Pa3IMYHbBIX KJIACCOB.

9. Texnonorust VPN (Buprtyansubie yactHble ceTH). Haznauenue. JlocToMHCTBA M HEAOCTATKH.

[e BN

9.1.3. IlepeyeHb BONPOCOB ISl 3a4€Ta

[Tonsitue cetu. TpeboBaHus, MPEIbIBIAEMBIC K CETH.

Knaccudukanus cereii. [Ipusnaku knaccudukanmu.

Mertoab! agpecalii B MaJIbIX U OOJIBIINX ceTsX. TpeOoBaHUs K aJpecam.

OcHoBHBIE anmapaTHbIE U IPOrPaMMHBIE KOMIIOHEHTHI KOMITBIOTEPHBIX CETEH.

Ceresas mozens OSI. HazHauenue. YpoBHU B3aMMOJEHCTBUS OTKPBITBIX CUCTEM.

[TonsiTue nporokona u uurepdeiica. Creku npoTokosioB. CTaHAAPTHBIE CTEKU MPOTOKOJIOB.
Crpyxkrypa kanpa texnonoruu Ethernet. Texnonoruss VLAN. Crangapt IEEE 802.1q.
O6opynoBanue JIBC. IIpuHuumner paboThl KOHIIEHTPATOPOB, MOCTOB, KOMMYTaTOPOB.
CeTteBble onepanonHbie cucteMbl. TpeboBanus, npeabsBisieMble k ceteBbiM OC.

Cnyx0a xatanoros Active Directory. Ynpasienue o0bekTaMu ceTu. [ pynmnoBbie HOTUTHKH.

COXNANRE DD —

—_

9.1.4. TembI J1a00paTOPHBIX PadoT

CoenunHeHue y3/10B, OTHOPAHTOBbBIE CETU
Hactpoiika DNS-cepBepa u nomena Active Directory. ['pyrimnoBbeie mOJIUTHKA
Hactpoiika DHCP-cepBepa
[TpoToxoJibl MapIIpyTU3ALUH
YcTaHOBKa MPOrpaMMHOI0 o0ecriedeHust yepes rpyInoBbie MOJTUTUKN
BricokoypoBHEBBIE ceTeBbIe CTyKObI. [I0uTOBBINM, (haitioBEIi 1 BEO-cepBep
[lenTpanu3oBanHOoe OoOHOBIeHHE omepanuoHHBIX cucteMmM. Windows Server Update
Services3amganue
8. MexcereBbie SKpaHbl
9. CucreMbl 0OHapYKEHHS BTOPKEHU
10. BupryanbpHble 3alIMIIIEHHBIE CETH
11. MHCTpyMEHTHI HCcleIoOBaHuUs ceTeBOro Tpaduka, CHu(heps
12. HCTpyMEHTHI HCCIIEIOBAHUS CETH, CKaHEePhI 0€30MMaCHOCTH
13. MHCTpyMEHTHI MOHUTOPUHTA COCTOSIHUS CETH
14. DLP-cucremsl
15. Cuctemsl 3amuThl KOHEUHBIX ToueK (EPP-pemenus)
16. MHCTpyMEHTHI TECTUPOBAHUS HA MPOHUKHOBEHUE

Nk~

9.2. MeToan4yeckne peKOMeH AU

VY4eOHbIil MaTepuan uziaraercs B (Gopme, mpeanoaramplileii caMoCTOATeIbHOE MBIILICHHE
CTYZCHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosTenpHast paboTa CTyA€HTOB UTPAET PEIIAIONIYIO POJIb
B XO/I€ BCETro y4eOHOro mporecca.

Hauatp n3ydeHne MUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ padoueil MporpaMMoid, CIIUCKOM
y4eOHO-METOMUECKOT0 U MporpaMMHoro obdecnedyenus. CamocrosTenbHas paboTa CTyACHTa BKIIOYAET
paboTy ¢ yuyeOHBIMU MaTepHalaMH, BBIIOJHEHHE KOHTPOJBHBIX MEPONPUITHH, MPETyCMOTPEHHBIX
y4eOHBIM ITAHOM.

B nporecce n3ydeHus: IUCHUUIUIMHBI I JIyYIIETO OCBOCHUS MaTepuaina He0OXOAMMO PETYIISIPHO
oOpamarbcsi K PeKOMEHAYEMOH JIuTeparype U MCTOUYHMKAM, YKa3aHHBIM B y4eOHBIX Marepuaiax;
MOJIb30BAThCS 4Yepe3 KaOWHET CTyJAeHTa Ha caiiTe YHuBepcuTeTa o0pa3oBaTENbHBIMH pecypcamu
AJIEKTPOHHO-OMOIMOTEYHOM CHUCTEMBI, @ TaKXkKe OOIIEAOCTYITHBIMUA HHTEPHET-IOPTAIaMH, COJCPKAILIUMHU
HAy4YHO-IONYJIAPHbIE U CHELUAIU3UPOBAHHBIE MAaTEpHalbl, MOCBSLICHHBIE Pa3J]IMYHBIM acCIEKTaM
y4eOHOM JTUCUUIUINHBL.

IIpu caMOCTOATENIEHOM U3YUYEHUU TEM CIEAYUTE PEKOMEHIALUAM:

— YTEHUE WJIHU NPOCMOTP MaTepuana OCYLIECTBISIUTE CO CKOPOCTBIO, JOCTATOYHOMU M
MHIUBUIYAJIbHOTO IOHUMAaHUs U OCBOCHUS MaTepuasa, BbIIEISAs OCHOBHBIC UJEU; HA OCHOBAHUHU
N3yUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MONbITaThCSI COOTHECTH TEOPHUIO C IPUMEpPAMHU U3
MIPaKTUKU;

— €CJIM B TEKCTE BCTPEYAIOTCSI HE3HAKOMBIEC MJIM MAJIO3HAKOMBIE TEPMUHBI, CIEAYET BBIACHUTD UX
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3HaYeHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuana;
— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATe Ha MPEJI0KEHHbBIE BOIIPOCHI.
CtyaeHThl MOTYT MOJy4aTh HHAUWBUIyaIbHbIE KOHCYJIbTAIMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIUH.

[To gucuumIMHE MOTYT MPOBOAMTHLCS OMOJHUTEIbHBIC 3aHATHSA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB W 3anucyu BEeOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / SJIEKTPOHHOM

KypHaJIe Mo TUCIUIUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM JIUIsl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTSIMU

310POBbsI H HHBAJINI0B

s nun ¢ OrpaHUYEHHBIMH BO3MOXHOCTSMHU 3J0POBbS M MHBAJIHUIOB INPEAYCMOTPEHBI
JIOTIOJTHUTEJIHHBIE OLIEHOYHBIE MaTepHalibl, IEPEeYeHh KOTOPHIX yKa3zaH B Tabmwie 9.2.

Tabnuma 9.2 — JlomonHUTENbHBIE MaTepHaAllbl OLICHUBAHUS JUJISL JIUIl C OTPAHUYCHHBIMH
BO3MOKHOCTSIMUA 3JJ0POBbsi 1 WHBAJIHJIOB

Kareropuu o6yuaronuxcs

Bupl 1onoMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYEHUs

C HapymeHusIMH cyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy1ieCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapylICHUSMU 3pEHUS

CobecenoBaHue 1o BOIpocam K
3a4eTy, OMPOC MO0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUYAJIBHO)

C HapyluIeHUsIMH OIIOPHO-
JIBUTATEIHLHOTO arlnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHMyYeHUSIMH TIO
o0IIeMe TUIIUHCKUM
MOKa3aHUSM

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE pa0OTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOJS U3 COCTOSIHUS
00yJaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToauuyecKkue PCKOMEHAAIUHA 110 OMCHOYHBIM MaTepHaJdaM J1Jd JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & HMCHHO:

— B mieuaTHoM hopme;

— B I1€YaTHOW (hopMe C yBEITUUYECHHBIM IIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHUA aCCUCTCHTOM 3aJIaHUSA BCIIYX;

— MPEJIOCTABJICHUE 33JaHMUS C UCTIOJIL30BAHUEM CYPIOIEPEBO/IA.
.HI/IIIaM C OIrpaHUYCHHBIMHU BO3MOXHOCTAMHU 3JO0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BPEM Ha

MOATOTOBKY OTBETOB Ha KOHTPOJIBHBIE BONPOCHL. [[s Takux oOydarommxcs MpeaycMaTpUBAETCs
nocTymnHas popMa IpeaoCTaBICHI OTBETOB HA 33aJJaHHS, 2 UMEHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB HAa KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNEM YCIIYyT aCCHCTEHTA;

— MpEeICTaBIEHUE OTBETOB YCTHO.

[Ipouenypa omeHUBaHHUS PE3yIbTATOB OOYyYEHHUS JHUI C OTPAaHUUYCHHBIMU BO3MOXXHOCTSIMHU
30pPOBbSI U MHBAIUIOB 0 AUCHUILIMHE TPEIyCMAaTPUBACT MPeAOCTaBlIeHne HHPopManuu B GopMax,
aaNITUPOBAHHBIX K OTPAaHMUYCHUSAM HX 30POBbSI H BOCHIPUATHS HH(DOpMALINH:

J1st Iuu ¢ HapylIeHUsIMU 3PeHu:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B I1€YaTHOW (hOpMe YBEIUICHHBIM MIPUPTOM.

J1s Iuu ¢ HapyLIeHUsIMU cIyXxa:
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— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

J st U1 ¢ HApYLIeHHUsIMU OTIOPHO-IBUTaTeJIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHMYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOJAUTHCS B HECKOJIBKO 3TAIOB.
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