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JIeKIIMOHHBIE 3aHATHS 28 28 JacoB
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@opMBI IPOMEKYTOUHOM aTTECTALUS Cemectp
DK3aMeH 10
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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. u3ydeHre OCHOBHBIX HANPABICHHUH NEATEIHHOCTU MO 0OecreueHnI0 0€30MacHOCTH CHCTEM
HNHurepHera Belen.

2. W3y4eHUe OCHOBHBIX MOHATUH B 00acTu O6e3omacHocTu IHTEpHETa BElICH.

3. W3y4eHHE OCHOBHBIX YIpO3, YA3BUMOCTEH, pUCKOB B 00acTu Oe3omacHOCTH MIHTepHeTa Belei.

4. u3y4eHUe OCHOBHBIX TPeOOBAHUN HOPMATHBHO-TIPABOBBIX JOKYMEHTOB IO 3alUTEe 0OBEKTOB
KPUTHYECKON MHPOPMALMOHHOW HHPPACTPYKTYPHI.

1.2. 3agauy AUCHUILIUHBI

1. Hay4YuTh CTYACHTOB pa3pabaThiBaTh apXUTEKTYypy cucteM «MHTEepHETa Bemieil», TpUHUMATh
peUIeHUs TO BBIOOPY HMCIOJB3YEMBIX MPOTOKOJOB, TEXHOJOTHH U apXUTEKTYPHBIX KOMIIOHCHTOB
CHUCTEMEL.

2. HAy4YUTh CTYJCHTOB aHAJIW3UPOBATh PUCKH B obOsactu OGe3omacHocTu cucteM «HTepHeTa
BeIe.

3. HAy4YUTh CTYJCHTOB NMPUMEHSITHh HA MPAKTUKE MOJy4YECHHBbIC 3HAHUS JUISI TPOTHUBOJACUCTBUSA
CETEBBIM aTakaM Ha cucTeMbl «MIHTepHET Bemein».

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. ucuumiunasl (Moayan).

Yacte Otoka gucrmiing: O0g3aTeIbHas 4acTh.

Monyne quctumius: Moayns cnenpansHocta (special hard skills - SHS).

Nunexc qucuumiunsl: 51.0.03.36.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyabTAaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUMIIJIMHE, COOTHECCCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHus: TUCHUTUTMHBI HANpaBjieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeIbHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMnereHInn 1 HHAUKATOPBI UX JTOCTHIKEHUS
WNHauKaTOpsl OCTHKEHUS [Tnanupyemble pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUIMHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Oo6menpodeccuoHaIbHble KOMIIETEHUHH
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OIIK-13. Cnocoben
OIIEHUBATh TEXHUYECKHE
BO3MOXXHOCTH,
aHAJTM3UPOBATH YTPO3BI U
BBIPa0aTHIBATh
PEKOMEHAINH 110
HOCTPOCHHUIO 3JIEMEHTOB
WH(POPMAIUOHHO-
TEJIEKOMMYHHUKAMOHHON
UHQPACTPYKTYPHI C YIETOM
obecriedeHns TpeboBaHUH
UHPOPMAITHOHHOH
Oe3omacHOCTH

OIIK-13.1. 3HaeT OCHOBHBIE
CHCTEMBI U CETH JICKTPUIECKON
CBSI3H, BKJIIOYAsI JIOKAJIBHBIE U
rio0anabHbIE CETH, CETh
«UHTEPHETa BeLei», IPUHIHUIIBI
UX TIOCTPOCHUS U TEXHHUUYECKHE
XapaKTEPUCTUKHU BXOAALINX B
HHX 9JIEMCHTOB, a TAaKXKe
OCHOBHBIE YSI3BUMOCTH
3JIEMEHTOB HH()OPMAITHOHHO-
TEJIEKOMMYHUKAMOHHON
UH(PACTPYKTYPHI M TPHHITHUIIEI
obecrieueHus eé
WHPOPMAaITMOHHON 0€30IT1aCHOCTH

croco0s! (POPMHUPOBAHUS TPEOOBAHHH
obecreueHrss HOOPMAITMOHHOHN 0€30IacCHOCTH
cucteMm «MHTEepHeTa Bewei»;

OCHOBHBIE TTOJIOKEHHUS CTaHIapPTOB T10
¢dbyHKIMoHANBHOMN O6e30macHocTH ACY TI1
(«MuanycTpuansHoro MHTEpHETA BElIe»);
tpeboBanus HITA u ctannapToB no pazpabotke
Mozenel yrpo3 nHpopMannoHHON 6€3011aCHOCTH;
CYIIECTBYIOINE TEXHOJIOTHH B 00IacTh
"NuTeprera Bemeit";

Hamboee pacrpocTpaneHHbe ysa3BuMocTa loT-
YCTPONCTB 1 POTOKOJIOB TIepeiadyr JaHHBIX;
cpencTBa obecriedeHus] HH)OPMAITMOHHOM
6e3omacHocTH loT-cucrem;

OCHOBHBIE HOPMAaTHBHO TIPABOBBIE aKThI U
HOPMAaTHUBHBIE METOTUYECKUE TIOKYMEHTHI B
001acTH HHPOKOMMYHHUKAIIHOHHBIX CHCTEM;
MPUHIIHITEI TOCTPOCHHUS 3AIIUIIICHHBIX
TENEKOMMYHHKAIIMOHHBIX CUCTEM;

MEXaHU3MbI pealin3alliK aTaK B CETSIX HHTEPHETa
BEIIEH;

3alIUTHBIE MEXaHU3MBI U CPE/ICTBA 00eCTIeueHHS
CEeTEeBOI 0e30MTaCHOCTH; CPEACTBA M METOBI
MIPEOTBPAIIeHUS 1 OOHAPYKEHHS BTOPKEHHI.

OIIK-13.2. YMeeT onleHUBaThH
TEXHUYECKHE BO3ZMOKHOCTH
OCHOBHBIX CUCTEM M CETe
3JIEKTPUYECKOM CBS3U U
aHAJTM3UPOBATDH YTPO3BI
UH(GOPMAITHOHHO-
TEJIEKOMMYHHKAIIMOHHOM
UHPPACTPYKTypE U
LUPKYJIUPYIOLIEH B HER
UH(OpMAIUH, BEIOHPAThH
HEOOXOIUMEBIE CPEACTBA IS
oOecriedeHnst HTHOOPMAITMOHHOM
Oe3omacHOCTH

00HapyXUBaTh TUMIOBBIC ys3BUMocTH loT-crucrem;
pa3bupathcs B cymiecTByronux loT-TexHOIOTHIX
Y TIPUMEHSATh UX K KOHKPETHBIM CIICHApUSIM;
BHEIPSATH THUIIOBEIE PENICHUS 110 WH(OPMAITHOHHOMN
oe3omacHoctu loT-cucrem;

OCYIIIECTBIISATH MEPhI MPOTUBOICHCTBHS
HAPYIICHUSIM CETCBOM OE30MaCHOCTH C
HCIOJB30BAaHUEM PA3IHUHBIX POTPAMMHEIX U
arnmapaTHBIX CPEJICTB 3allUTHl B COOTBETCTBUHU C
TpeOOBAaHUSIMHI HOPMATHBHO MPABOBHIX aKTOB U
HOPMAaTUBHBIX METOJAMYECKUX JOKYMEHTOB;
MPOBOJIUTH aHau3 3amuiieHHoct loT-cucrem

OIIK-13.3. Bnageet HaBBIKOM
OIIEHKH TeXHUYECKHUX
BO3MOXKHOCTEHN U ITOJITOTOBKH
PEKOMEH AU 110 TOCTPOECHUIO
OTICIBHBIX DJIEMEHTOB
HH(GOPMAITHOHHO-
TEJIEKOMMYHHKAIIMOHHOM
UHPPACTPYKTYPHI C YIETOM
obecrieueHust TpeOOBaHMIA
MH(POPMALUOHHON 0€301aCHOCTH

TEPMUHOJIOTHEN B 007aCTH 6€30MIaCHOCTH CHCTEM
HWHTEpHETA BEUIEi;

0a30BBIMH HaBBIKAMH 10 00BETMHEHNIO KOHEYHBIX
YCTPOWCTB B CETh;

HaBbIKaMH pealn3ally CETEBBIX MPOTOKOJIOB C
MOMOIIBIO IPOTPAMMHBIX CPEACTB;

HaBBIKaMU NPUMEHEHHUS HOPMAaTUBHO TPaBOBBIX
aKTOB U HOPMAaTHBHBIX METOJIUYECKUX JOKYMEHTOB
B 00JacTH MHPOKOMMYHHKAIIHOHHBIX CHCTEM;
MeToamu 3amuTsl HHpopmayu B loT-cucremax;
MHCTPYMEHTAMH aHaln3a 3amuineHHocty [oT-
CUCTEM;

METOAMKOM aHaJIN3a Pe3ysIbTaTOB pabOThHI CPEJICTB
0OHapyXECHHSI BTOPKEHUI

IIpodeccuonanbHbIe KOMIIETEHIUH

4. O0beM QUCHUILIMHBI B 324€THBIX eIMHUIAX C YKA3aHHEM KOJIUYEeCTBA aKaIeMUYEeCKUX YaCoB,
Bbl/IeJIEHHBIX HA KOHTAKTHYI0O Pa00Ty 00y4aloluXxcs ¢ npenojgaBarejiemM
1 HA CAMOCTOSITeJIbHYIO PadoTy 00y4aromuxcs
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OO6mmas TpyA0€MKOCTh TUCIMIUIMHBI COCTABIISIET 5 3aU€THBIX euHull, 180 akagmeMUuecKux 4acos.
Pacnpenenenue Tpya10eMKOCTH TUCIHUIUIMHEI 110 BHIaM YU4€OHOU JEATEIBPHOCTH MPEJACTABICHO B
tadimue 4.1.
Ta6mmma 4.1 — Tpy10eMKOCTh AUCIUIUIMHBI IO BUJAM YU4€OHOM eSITeTbHOCTH
Beero | CemecTpsl

4acoB 10 cemectp

Bunpl yueOHOI nesiTenbHOCTH

KonTakTHas aynuTopHas padora 00y4alomuxcs ¢ npenojaBareseM, BCero 68 68
JIeKunoHHbIE 3aHATHS 28 28
JlaGopaTopHblie 3aHATHS 40 40
CamocrosiTeibHas padoTa 00y4alOIIUXCs, B T.4. KOHTAKTHasI 76 76
BHeayIUTOPHas padoTa 00y4yarommxcsi ¢ MpenoaasarTeieM, BCero
[ToaroroBka K TECTHPOBAHUIO 8 8
[ToaroroBka k mabopatopHoO padboTe, HATMCAHUE OTYETa 68 68
IHoaroroBka u capaya 3K3aMeHa 36 36
OO0mas Tpya0eMKoCTh (B 4acax) 180 180
Oo6mas TpynoeMKkocTh (B 3.€.) 5 5

5. CTpykTypa u coaep:kaHue JUCHUMILIHHbI
5.1. Pa3nennl (TeMbl) JUCHUIJIMHBI U BUABI Y4eOHOH 1eATeJIbHOCTH

CtpykTypa IUCHUIUIUHBI MO pa3aenam (TeMaMm) W BUJaM y4eOHOU JesTeNTbHOCTH MPUBEICHA B
tabmume 5.1.
Tabnuma 5.1 — Pa3aensl (TeMbl) AMCHUILINHBL U BUIBI YUEOHOH IEATEIbHOCTH

Bcero yacos
Jlek. | JIa6. | Cawm. dopmupyemble
Ha3Banus pasnenoB (TeM) TUCIUTIIUHBI (6e3
3aH., 4| pab. | pad.,u KOMITCTCHIIH
JK3aMECHa)
10 cemecTp
1 MHTepHeT Belen: TEXHOJIOTHH, 6 - 2 8 OIIK-13
PBIHOK, Pa3BUTHE
2 Yrpo3sl 0€30MMacCHOCTH HHTEPHETA 10 16 32 58 OIIK-13
Bellei
3 MopaenrpoBaHue aTak Ha CUCTEMBI 8 24 40 72 OIIK-13
[oT
4 be30macHOCTh U CTaHJIapTH3alus B 4 - 2 6 OIIK-13
chepe nHTEpHETA BEIICH
Hroro 3a cemectp |28 40 76 144
Uroro |28 40 76 144

5.2. Conep:xanue pa3esoB (TeM) TUCHUNIMHBI

Copepxanue pa3eiioB (TeM) JUCIUTLINHBI (B T.9. IO JISKIIHSIM) IPUBEICHO B TadwmIe 5.2.
Ta6mmmna 5.2 — CoaepikaHue pa3ieaoB (TeM) TUCHUILIMHEI (B T.Y. IO JCKIIHSIM)

TpynoemkocTs

Haspanwust paznenoB (Tem) Conep:xanue pa3ienoB (Tem) dopmupyemble

JTUCHUTUIUHBI JUCITUIUIAHBEI (B T.4. TIO JICKIUSM) (7IeKIHOHHEIE KOMIIETEHIIUHU

3aHATHUSA), U
10 cemecTp
1 UnTepHer Bemiei: HNHuTtepHeT Belei npeanochbliku U 2 OIIK-13
TEXHOJIOTHH, PHIHOK, TEKYyIIee COCTOSHUE
pasBATHC WNuTtepHeT Belien OCHOBHBIE 4 OIIK-13
TEXHOJIOTMH Y TEHJICHLIUU Pa3BUTHUS
Utoro 6
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2 Yrpo3sl 6e3omacHOCTH | AHAJIU3 yrpo3 0€30MacHOCTH 2 OIIK-13
WHTEpHETa Beulei MHTEpHETa Beule
Knaccudukanus ys3BumocTei 2 OIIK-13
CUCTEM MHTEpHETa Bellei
WNHcTpymMeHTBI aHamm3a 6 OIIK-13
3aIUIICHHOCTH CUCTEM MHTEpHETA
Bellen
Uroro 10
3 MoaenupoBanue atak | Artaku Ha Wi-Fi 2 OIIK-13
Ha cuctemsl [oT Araku Ha Bluetooth 2 OIIK-13
Artaku Ha ZigBee 2 OIIK-13
Araku Ha LoRa 2 OIIK-13
Hroro 8
4 be3omacHoOCTh U Teky1iee noJI0KEHHUE IEIT 110 4 OIIK-13
CTaHAapTH3aIus B chepe |BOMpocaMm CTaHIapTU3AINU B chepe
WHTEpPHETA BELEH WHTEpPHETA BEIEH
Hroro 4
Hroro 3a cemectp 28
Uroro 28
5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)
He npeaycmoTpeHo yueOHBIM MIJIaHOM
5.4. JlabopaTopHbIe 3aHATHUSA
HaumeHnoBanue 1abopaTopHbIX paboT MpuBeieHO B Tabnure 5.4.
Tabnuia 5.4 — HaumeHoBanue 1a00paTOpHBIX paboT
Haspanms paszenos Haumenosanue nabopatopHbix padot | TpyaoeMKocTs, 4 PopmHpyembIe
(TeM) TUCIUIUTAHBI KOMIIETEHIINHU
10 cemecTp
2 Yrpo3sl Texnonornn MHTEpHETA Beliei 4 OIIK-13
GesomacHoCTH Pabota ¢ monckoBbIMU cUCTEMaMu 4 OIIK-13
MHTCPHCTA BCIICH «HTepHeTa Belen»
AHanu3s ceTeBoro Tpaduxa 4 OIIK-13
HccenenoBanue BUPTYaIbHOM MalIUHBI 4 OIIK-13
Metasploitable
Hroro 16
3 MopenupoBaHue Uccnenosanue y3inoB cetn 4 OIIK-13
arak Ha cucteMsl [0T  |Monenupoanue arak na Wi-Fi 4 OIIK-13
yCTpOWCTBA
Cauddunar BLE-Tpaduka 4 OIIK-13
MonenupoBanue atak Ha ZigBee 4 OIIK-13
yCTpOMCTBA
MonenupoBanue arak Ha BLE 4 OIIK-13
MOJIETMpPOBaHKE aTak Ha ceTh LoRa 4 OIIK-13
Uroro 24
Hroro 3a cemectp 40
Hroro 40

5.5. KypcoBoii nmpoekT / KypcoBasi padora
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He npenycMoTpeHo y4eOHbIM M1aHOM
5.6. CamocTosiTesibHas padoTa

Bunasl caMmocTosTeNbHOM paboThL, TPYAOEMKOCTh U (POPMUPYEMbIE KOMIIETEHIIMU IPECTABIICHBI B

tabiuue 5.6.

Tabnuia 5.6 — Buasl caMoCTOSITeNbHOM paboThI, TPYA0EMKOCTh B (pOpMHUpyeMble KOMIETCHIIMH

Ha3Banus paznenoB | Bunbl camocrosarensHolt | Tpynoemkocts, | @opmupyemslie Dopmbl
(Tem) AMCUMITITUHBI paboThI q KOMIIETCHIINH KOHTPOJIS
10 cemecTp
I Nnreprer Bemen: |IloaroroBka k 2 OIIK-13 TectupoBanue
TE€XHOJIOTHH, PHIHOK, |TE€CTUPOBAHUIO
pa3BuUTHE WUtoro 2
2 Yrpo3bl IToaroroska k 2 OIIK-13 TectupoBanue
0e3omacHoCTH TECTHUPOBAHUIO
MHTEPHETa BeLCH [ToaroToBKa K 30 OIlIK-13 JlaGoparopHas
nmabopaTopHoO# paboTe, pabora
HaIMcaHue oTyeTa
Hroro 32
3 MonenupoBanue ITonroroBka k 38 OIIK-13 JlaGopaTopHas
atak Ha cucremsl [oT |mabopaTopHoii paboTe, pabota
HalycaHue OT4eTa
IToaroroBka x 2 OIIK-13 TectupoBanue
TECTUPOBAHUIO
Hroro 40
4 be3zonacHOCTb U IToaroroBka k 2 OIIK-13 TectupoBanue
CTaHJapTU3aLMs B TECTUPOBAHUIO
;g);i; WHTEpHETa TIroro >
Hroro 3a cemectp 76
IToaroroBka u cmavya 36 OK3aMeH
HK3aMeHa
Uroro 112

5.7. CooTBeTcTBHE KOMIIETeHIUH, GOpMHPYEMBIX IPH H3YYEeHNH AUCHHUIINHBI,
1 BHJI0B Y4eOHOM 1esiTe IbHOCTH

CooTBeTcTBUE KOMIIETEHIIUH, (POPMUPYEMBIX NMPU U3YyUCHHUH AUCIUILINHBI, ¥ BUIOB Y4eOHOM
NeSATETLHOCTH MPECTABICHO B Tabiuie S.7.
Tabmumua 5.7 — CooTBeTCTBHE KOMIETSHIINH, (OPMUPYEMBIX TPU U3yYEHHH TUCIHILINHEI, U BUIOB

3aHATUU

@opMupyemMble KOMIETEHIUHI

Bunbl yueOHOI esTenbHOCTH

Jlek. 3an.|JIab. pab.|Cam. pao.

@OpMBI KOHTPOJISA

OIIK-13

+ +

+ JlabopartopHnas padota, TectupoBanue,
DK3aMeH

6. PeiiTuHroBasi cucreMa Uisi OLEHKH YCIIeBAeMOCTH 00y4aloIIMXCs

6.1. basuibHbBIE OLeHKH 1J1s1 (POPM KOHTPOJIA

BannbHbie oneHKH 17151 POpPM KOHTPOJIS MpeIcTaBiIeHbl B Tabnuue 6.1.
Tabmuua 6.1 — bayibHbIe OLIEHKH
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. . | MakcumanbHbIi1 Oast
MaxkcumanbHbII MaxkcumanbHbIA
3a IEPUOJ MEXKIY Bcero 3a
DOopMBI KOHTPOJIS 6amt Ha 1-y10 KT ¢ 0asut 3a mepuoz
2KT u Ha xoHel CEMECTP
Hayana cemectpa | Mexay 1KT u 2KT
cemecTpa
10 cemecTp
JlaGopatopHas pabota 12 18 28 58
TectupoBanue 4 4 4 12
OK3aMeH 30
Hroro makcumym 3a 16 22 32 100
(58} (i}
Hapacratomum urorom 16 38 70 100

6.2. Ilepecuer 0a/1710B B OLICHKH 32 TEKYIIH KOHTPOJIb

[TepecueT 6anoB B OLIEHKH 3a TEKYIIUHA KOHTPOJIb MIPEACTABICH B TabmuIie 6.2.
Tabmmia 6.2 — Ilepecuet 6asIoB B OIEHKH 32 TEKYIINI KOHTPOJIh

banibl Ha naTy TEKyero KOHTpoIs Onenka

>90% ot MakcuMalIbHOI cyMMbI OaiioB Ha gaty TK 5

Ot 70% 1o 89% ot MakcuManbHOI cymMbl OamsioB Ha naty TK

Ot 60% 10 69% OoT MakcuManbHOI cymMMbl OamioB Ha naty TK

N|W | B~

< 60% oT MakcuMalIbHOI cyMMbI OaiioB Ha gaty TK

6.3. Ilepecuetr cyMMbI 02/1710B B TPAAUIIHOHHYI0 M MEKIYHAPOAHYIO OLIEHKY

[TepecyeT cyMMBbl 6asioB B TPAJUIIMOHHYIO U MEXAYHApPOJHYIO OIIEHKY MPEJCTaBIEH B TaOIHIe

6.3.
Tabmuma 6.3 — Ilepecuer cymMMbl 6AJIIOB B TPAIUIIMOHHYIO U MEXKTYHAPOIHYIO OLIEHKY
Hroroas cymma 6asios,
Onenka YUYUTBIBAET YCIICIIHO CIAHHBIN Onenka (ECTS)
IK3aMeH
5 (oTIM4YHO) (3a4TEHO) 90— 100 A (OTJIIMYHO)
4 (xopor1o) (3a4TeHO) 85 -89 B (ouens xoporo)
75 -84 C (xoporo)
70 — 74 D (yaoBneTBOpUTENHHO)
3 (yAOBIETBOPUTENBHO) (3aYTEHO) 65— 69
60 — 64 E (mocpencTBenHo)
2 (HeyIOBJIETBOPUTEIHHO) (HE 3aUTEHO) Hwxe 60 6amios F (meynoBnerBoputreabHO)

7. YueOHO-MeTOAnYecKoe 1 MH(OPMAIIHOHHOE o0ecneyeHue TUCIUTIIHHbI
7.1. OcHOBHas JqUTEpaTypa

1. JIu, I1. Apxutekrypa unrepuera Bemeii / [1. JIu ; mepeBon ¢ anrnuiickoro M. A. Paiitman. —
Mockaa : JIMK IIpecc, 2019. — 454 c. — ISBN 978-5-97060-672-8. — Tekcr : anekTpoHHsbIit // JIaHb :
AJIEKTPOHHO-OMOIMOTEeYHAs cucTeMa. — PexXuM octyna: st aBTOpHU3. MOJIb30BaTENeH. [ DIeKTPOHHBIH
pecypc]: — Pexxum poctyma: https://e.lanbook.com/book/112923.

7.2. lonoTHMTEIbHAS JIUTEPATypa

1. Makcum, M. be3onacHocts OecripoBoaHbIX ceTeld / M. Makcum, [I. [Tomnuno. — Mockga :
JIMK Ilpecc, 2008. — 288 ¢c. — ISBN 5-94074-248-3. — TekcT : 251IeKTpOoHHBIH // JIaHb : 3JI€KTPOHHO-
OuONMoTeuHas cucremMa. — PeXuM JocTyma: sl aBTOPH3. MOJIb30BaTeIeH. [ DIEKTPOHHBIN pecypc]: —
Pexxum moctyma: https://e.lanbook.com/book/1115.
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2. I'myxapeB, M. JI. Texuudyeckue cpeacTBa 3amuThl HHGoOpMaIuu : yuyedHoe nmocodue / M. JI.
I'myxapeB, M. ®@. UcaeBa. — Cankr-IlerepOypr : III'VIIC, 2018. — 55 c. — ISBN 978-5-7641-112-4. —
TekcT : amekTpoHHbIH // JIaHb : 3IeKTPOHHO-O0MOIMOTEYHAs cucTeMa. — PexXuM mocTyna: Ijis aBTOPH3.
noJsib30BaTesei. [ DneKTpoHHbIN pecypc|: — Pexum gocryna: https://e.lanbook.com/book/111736.

3. CrapukoBckuii, A. B. CoBpemennsie RFID-texnomoruu : yuye6noe mocodbue / A. B.
CrapukoBckuid, I. M. Muxaitnos. — MockBa : HUAY MHUOU, 2014. — 172 c. — ISBN
978-5-7262-1865-6. — Texkcr : aneKTpoHHBIN // JIaHb : 37IEKTPOHHO-OMOIHOTEUHAs cucTemMa. — Pexum
JOCTyma: JJis aBTOpPHU3. NoOJib30oBaTeliel. [DIEKTpOHHBIM pecypc]: — Pexum npocrtyna:
https://e.lanbook.com/book/103226.

4. 3ammra ot xakepoB O6ecripoBoanbIx cereit / K. bapuc, T. boytc, M. Jloin, O. Yine. — Mocksa :
JMK IlIpecc, 2005. — 480 c. — ISBN 5-98453-012-0. — TexkcT : 25eKTpoHHBIH // JIaHb : 37I€KTPOHHO-
OuOMoTeuHas cuctemMa. — PeXuMm focTyma: il aBTOpU3. MOJIb30BaTeIeH. [ DIEKTPOHHBIN pecypc]: —
Pexxum moctyma: https://e.lanbook.com/book/1119.

7.3. YueOHO-MeTOANYECKHE TTOCOOUS
7.3.1. O6s3aTes1bHbIE YUeOHO-METOANYECKHE MOCOOUs

1. [IpuHOMOBI TTOCTpOeHHUS! MHPOKOMMYHUKAIIMOHHBIX CUCTEM M ceTeil: PykoBomcTBO K
nabopaTopHbIM paboTaMm st cTyaeHTOB crnenuanbHocTH 090302.65 MHbopmannonHas 6€30MacHOCTh
TeJIeKOMMYHUKanmMOHHBIX cucteM / C. M. Boromonos - 2016. 51 c¢. [DnektponHsIi pecypc]: — Pexum
nocryma: https://edu.tusur.ru/publications/5874.

2. VHpopManrnoHHbIC TEXHOJIOTHH: Y4Ye0HO-METOANIECKOE MTOCOOHE TI0 MPAKTHYSCKUM 3aHATHSIM
u camocTosTeabHol padote / b. @. HozapesaTrix - 2018. 20 c. [DnexTpoHHBIH pecypc]: — Pexum
noctyma: https://edu.tusur.ru/publications/7946.

3. UcxakoB C.IO. MuadopmanmonHas 0€30MaCHOCTh TEIEKOMMYHUKAIIMOHHBIX CHCTEM
MCTOAUYCCKUC YKa3aHUA OJIs1 BBIIMMOJHCHUA MPAKTUYCCKUX, CAMOCTOATCIbHBIX U J'Ia60paTOpHLIX pa60T
g cTyneHToB cnenuaibHocTu 10.05.02 [DnexkTpoHHBINM pecypc]: — Pexum npocrtymna:
http://kibevs.tusur.ru/default/files/upload/work progs/iay/iskhakov_sy_ibtks.zip.

7.3.2. YueOHO-MeTOAUYECKHE ITOCOOUS AJI5 JIMIX
C OrPaHUYEHHBIMH BO3MOKHOCTSIMM 310POBbSI 1 HHBAJIU/I0B

Y4ebHO-MeToAMUECKIEe MaTepUaibl sl CAMOCTOSTEILHON U ayJUTOPHOI paboThl 00yYaromuXCst
U3 YHUCJIA JIUI] C OTPAaHUYCHHBIMH BO3MOXHOCTSIMH 3JJ0POBbSI M HHBAJIUIOB MPEIOCTABISIOTCS B (popMax,
aJIalITUPOBAHHBIX K OTPAHUYCHUSM UX 3I0POBbS U BOCTIPUSTHS HHPOPMALIUH.

Jst i ¢ HapylIeHUsIMU 3PeHus:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B I1€YaTHOW (hOpMe YBEIMICHHBIM IPUPTOM.

Jst U ¢ HApyIIeHHsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeYaTHOM (opme.

J1st i1 ¢ HAPYIIEHHSIMU OTIOPHO-IBUTATEJIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeYaTHOM (opme.

7.4. CoBpeMeHHbIe TPpo(deccuoHATIbHBbIE 0A3bI JAHHBIX
1 UH(OpPMAIHOHHBIE CTIPABOYHbIE CHCTEMbI

1. Tlpu u3yyeHUHn NUCUUIIIMHBI PEKOMEHAYETCS 00paiaTbCsd K COBPEMEHHBIM 0a3aM JaHHBIX,
MH(POPMAIIMOHHO-CIIPABOYHBIM M MOUCKOBBIM cHcTeMaM, K KOTopeiM Y TYCVYPa oTkphIT pocTyi:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MaTepuajibHO-TEXHHYECKOE U IPOrpaMMHoOe of0ecrnedyeHre JUCHMIIITHHbI
8.1. MaTepuajibHO-TeXHHYECKOE U MPOrPaMMHOe oOecredeHue 1JIsl JeKIUOHHBIX 3aHATH I

Jlns mpoBeneHus 3aHATUN JEKIIMOHHOTO TUIA, TPYIIIOBBIX U MHAUBUIYAIbHBIX KOHCYJbTALU,
TEKYILEro KOHTPOJISI U IIPOMEKYTOYHOH aTTeCTAllMH UCTIONb3yeTCs yueOHast ay TMTOPHS C JOCTATOYHBIM
KOJIMYECTBOM TOCAI0UHBIX MECT Ui y4eOHOH rpymbl, 000pYyJOBaHHAs JOCKOW U CTaHJAPTHOW yueOHOM
Mebenbio. MiMeroTes MynbTUMeInitHOe 000pyI0OBaHUE U yueOHO-HATIIAAHbIE TTOCOOUS, 00eCIIeUnBaOIIe
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TEMaTUYECKHE WIUTIOCTPALMH T10 JICKIIMOHHBIM pa3ziesiaM AUCLUILITHHBIL.
8.2. MaTepua/ibHO-TeXHNYECKOE U POrpaMMHOe o0ecrieueHue 1Jisl JJa0opaToOpPHBIX padoT

JlabopaTopust 3amuThl HHOPMAIMU B cucTeMax VMHTepHeTa Bemieil: yueOHas ayaiuTOpUs IS
NPOBEACHUS 3aHATHH NMPAKTHYECKOTO THIA, ydyeOHas ayauTOpus I NPOBEACHHS 3aHITHH
naboparoproro tuma; 634045, Tomckas obnacte, T. Tomck, yin. KpacHoapmetickas, a. 146, 707 ayn.

Omnucanue UMeEIoIerocss 000py0BaHUS:

- UnTepaktuBHas nocka Samsung LH75QBHRTBC/CI,

- Monyns UMDK-RFU apanrepa BHEIIHUX JATYUKOB;

- Moznewm pagunoceru LoRa;

- Moayns UMDK-LIT natunka eCTeCTBEHHOW OCBEILIEHHOCTH;

- Monyns UMDK-THP gatunka Temneparypsl, BIaXKHOCTH, 1aBJICHUs BO3AYXa;

- Monyns UMDK-6FET ynpasnenust Harpy3kaMu IOCTOSIHHOT'O TOKa;

- Uctounuk nuranus 12 B 1,5A;

- Uctounuk nuranus 5B 2A;

- Moayns UMDK-LMT BHEmIHUX TEPMOAATUUKOB;

- Moayns UMDK-SOUND natunka 3ByKOBOT'O JJaBJICHUS;

- Mynstumerp UT-139C;

- YHuBepcanbHas naboparopust Analog Discovery 2;

- UMDK-PIR;

- STM32FODISCOVERY;

- Otnnamounas miara Ha 6aze MCU STM32F051R8T6 (ARM Cortex-MO0), ST-LINK/V;

- Kommuiekt ciennanu3upoBanHoi yueOHoM Meben;

- PabGouee mecTo npenoaBaress.

[Iporpammuoe obecnieueHue:

- OC Ubuntu 16.04;

8.3. MaTepI/IaJ'II)HO-TeXHI/I'-leCKOC U IIporpaMmmMHoe odecneyeHue IJ1s1 CAMOCTOATEILHOM paﬁoTI)I

st camocToATeNbHONU paboThl UCIIOIB3YIOTCS yUeOHbIE ayIUTOpUH (KOMIBIOTEPHBIC KJIACCHI),
PacmosoKeHHBIE M0 apecam:

- 634050, Tomckast o6macts, r. Tomck, Jlennna npocnekr, 1. 40, 233 ayn.;

- 634045, Tomckas obmacts, . Tomck, yi. KpacHoapmeiickas, 1. 146, 201 ayn.;

- 634034, Tomckast o6macts, r. Tomck, Bepmunauna ynuna, a1. 47, 126 ayn.;

- 634034, Tomckast o6nacts, r. Tomck, Bepmmauna ynuna, a. 74, 207 aya.

Onucanue uMeroerocs 000pya0BaHus:

- yueOHast MeOeb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJKIIOUEHBI K ceTu «MHTepHEeT» U 00ecrneynuBaoT JOCTYI B 3JIEKTPOHHYIO
nH(popmManmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[lepeuenb mporpaMMHOT0 O0OecreueHusI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mns Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepuaJIbHO-TeXHHYECKOE 00ecrevyeHHe TUCIMTILTAHBI IS JIUI] C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIN/IOB

OcBoeHue AMCHUIUIMHBI JIMIIAMH ¢ OTPAHUYCHHBIMH BO3MOKHOCTSIMHU 3/10POBbSI M MHBAIHIAMHU
OCYILIECTBIISICTCS C UCTIOJIb30BAaHUEM CPEJCTB 00YUEHUS OOILEro U CHeHMaIbHOIO Ha3HAYCHHUS.

[Ipu 3aHATHSAX ¢ 00YYAIOIIMMUCS C HAPYWIEHHSAMH CJYyXa MPEeIyCMOTPEHO HCIIOJIb30BAHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUUHBIX CPEACTB M JIPYTUX TEXHUUYECKHX CPEICTB
npuema/nepenaun yueoHoi HH(GOpMaluu B TOCTYIHBIX (opMax, MOOUIBHOM CUCTEMBI IPENOAaBaHuUs
U1 00y4aroUUXCs C MHBAJIUAHOCTHIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMbI. YueOHast ayAuTOpHs, B
KOTOPO# 3aHUMAIOTCA 00ydJaromuecs ¢ HapyLUIeHHEeM cllyXa, 000pyJA0BaHa KOMIIBIOTEPHON TEXHUKOH,
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ayAMOTEXHUKOM, BUACOTEXHUKOM, SJIEKTPOHHOU IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHIX C 0OYUYAIOIMUMUCS C HAPYLIEHUSIMH 3peHHsl TIPEIYCMOTPEHO HCIOJIb30BAHUE B
JICKIIMOHHBIX M YUYE€OHBIX ayJIUTOPHSAX BO3MOXKXHOCTH MPOCMOTpPA YIAJICHHBIX 00BEKTOB (HampuMmep,
TEKCTa Ha JOCKE WJHM Cjaiia Ha dKpaHe) MPH MOMOIIH BHIACOYBEIUYUTENCH s KOMPOPTHOTO
MPOCMOTpa.

[Ipu 3aHATHAX C OOYy4YAIONIUMHCSI C HAPYUIEHHUSIMH OMOPHO-ABUTaTEeJbHOI0 ammapara
HCTIOIB3YIOTCS aJbTePHATUBHBIC YCTPOMCTBA BBOJA MH(MOpPMAIMM U JPyTHe TEXHUYECKUE CPENICTBA
npuema/mnepeaadyn yueOHol nHGOpMaIMU B JOCTYIHBIX opMax, MOOMIIBHON CUCTEMbI OOYUYCHUS IS
JIOJIEN ¢ MHBAIMIHOCTEIO.

9. OueHOYHbIe MaTePUAJIbI M METOAUYECKHE PEKOMEHIAMY 110 OPraHU3aAMH U3yUeHUsl
JUCIUTIINHBI

9.1. Conep:xaHne OLICHOYHBIX MATEPHAJIOB JJIsl TEKYIIEero KOHTPOJIS
U MIPOMEKYTOYHOM aTTecCTAUH

JIiist o1leHKHU cTeneHru COPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPCTUICHHBIX 32 AUCIUTIIINHOMN
KOMITETEHIINI HCTIONB3YIOTCS OLICHOYHBIE MaTepUalibl, MpeAcTaBiIeHHbIC B Ta0muIe 9.1.
Tabmuia 9.1 — @opMbI KOHTPOJISL U OLIECHOYHBIC MATSPHAIIBI

Ha3Ba2E’;§§;ﬁj:$: (rem) igﬁlﬁ:f eyljry];;e ®opmsbl koHTpoIsi | OueHounsie Marepuans (OM)
1 uTepHer Bewen: OIIK-13 TecTtupoBanue [IpumepHBIil nepeueHb
TEXHOJIOTHH, PHIHOK, Pa3BUTHE TECTOBBIX 3a/IaHUH
OK3aMeH [lepeuenb sK3aMeHaIIMOHHBIX
BOIIPOCOB
2 Yrpo3bl 6e30nacHOCTH OIIK-13 JlaGopatopHas Tembl m1abopaTOpHBIX PadoT
MHTEpHETa Belei pabota
TectupoBanue [IpumMepHbIii IEpeYeHb
TECTOBLIX 3aJaHUN
OK3aMeH [lepeuenpb sK3aMeHaIIMOHHBIX
BOIIPOCOB
3 MonenupoBaHue aTak Ha OIIK-13 Jlaboparopnas Temb! mabopaTopHBIX padoT
cuctemsl [oT pabora
TectupoBanue [IpuMepHBIii TEpeUeHb
TECTOBBIX 3aJaHUN
OK3aMeH [lepeuenpb sK3aMeHAIIMOHHBIX
BOIIPOCOB
4 be3zonacHOCTb U OIIK-13 TectupoBanue [IpumepHBIil nepeueHb
CTaHIapTU3aIMs B chepe TECTOBBIX 3a/IaHUH
MHTEPHETa BELICH DK3aMeH [lepedens 3K3aMeHATMOHHBIX
BOIIPOCOB

Hlkana oneHKH cHOPMUPOBAHHOCTU OTIEIBHBIX IUIAHUPYEMBIX PE3yJIbTaTOB OOy4YEHUS IO
JTUCIUILIMHE TpUBeAeHa B Tabmuie 9.2.
Tabnuua 9.2 — llkana oneHku cHOPMHUPOBAHHOCTU ILIAHUPYEMBIX PE3yJIbTATOB OOyUYEHHUS 11O

JVCIHTIINHE
®dopmynupoBka TpebOBaHUH K CTeIeHH C(HOPMHUPOBAHHOCTH
Ouenka bamner 32 OM TUTAHUPYEMBIX PEe3yJIbTaTOB O0YUYCHHS
3HATh | YMETh | BJIQJICTh
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2 <60% ot OTCYTCTBHE 3HAHUU OTCYTCTBHUE OTCYTCTBHE
(HEYIOBIIETBOPUTEIIBHO ) | MAKCUMATHHOMU | HITH ()parMeHTApHBIC YMEHHUH HITH HaBBIKOB HMJIN
CYMMBI 0aJUIOB 3HAHUS YaCTUYIHO (dbparMeHTapHbIE
OCBOCHHOE MIPUMCHCHHE
YMCHHE HaBBIKOB
3 ot 60% 1o o01ue, HO He B IIEJIOM YCHENTHO, B IIEJIOM
(YZIOBIIETBOPUTEIHHO) 69% ot CTPYKTYPUPOBAaHHbIE HO HE YCIIEIIHOE, HO HE
MaKCUMaJIbHOMN 3HAHUS CHCTEMAaTHYECKH | CHCTEMaTUYECKOe
CyMMBI 0aJIIOB OCYIIECTBIISIEMOE MpUMEHEHNE
yMeHHe HaBBIKOB
4 (xoporio) ot 70% no c(hOpMHUPOBAHHEIE, B 1I€JIOM B IICJIOM
89% ot HO coJiepKaliue yCHEUIHOE, HO yCHEUIHOE, HO
MaKCUMaJIbHOM OTJICTIbHBIC coJieprKaIie coJieprKaIue
CyMMBI 0ayuioB | mpoOIeMbl 3HAHUS OTJICIIbHBIC OT/ICIIbHBIC
poOeIbl yMeHue poOeIbI
MPUMEHEHHE
HaBBIKOB
5 (OTIMYHO) >90% ot c(hOpMHUPOBaHHEIE | CHOPMUPOBAHHOE YCHENTHOE U
MaKCHUMaJIbHOM | CHCTEMAaTHYCCKHE YMCHHE CHCTEMAaTHYECKOE
CYMMBI 0aJIOB 3HAHUS MIPUMCHCHHE
HAaBBIKOB

[Ikana KOMIUIEKCHOH OLIeHKH C(hOPMHUPOBAHHOCTH KOMIIETEHIINI TIpuBeieHa B Tabmuie 9.3.
Tabmuia 9.3 — Illkana KOMIJIEKCHOM OIIEHKH C(OPMUPOBAHHOCTH KOMITETEHITUI

OrneHka

®opmynupoBKa TpeOOBaHUM K CTETIEHU KOMIIETECHIINH

2
(HEyAOBIETBOPUTEIILHO)

He nmeeT He0OXOAMMBIX MPEACTABICHUI O IPOBEPSEMOM MaTepHae

170071

3HaTh Ha ypPOBHE OPMEHTHPOBAHMS, ITpeicTaBieHnt. OOyyaronuiics 3HaeT
OCHOBHBIC NPU3HAKU UM TEPMUHBI U3y4aE€MOI0 3JIEMEHTA COACPIKAHUS, UX
OTHECEHHOCTb K OIIPE/ICTICHHON HayKe, OTPACIH WiIK 00BEKTaM, y3HAeT B
TEKCTaxX, M300paKEHUAX WIM CXEMaX U 3HAET, K KAKUM HCTOYHUKAM HY>KHO
oOpamiarbes s 0oJiee eTaabHOrO €ro YCBOCHHUS.

3 3HaTh U YMETh HA PeNPOAYKTHUBHOM ypoBHe. O0yyaronuxcs 3HaeT
(YZIOBIIETBOPUTENBHO) |M3YUYEHHBIHN 3JIEMEHT CO/IEpP KaHUSI PEIPOAYKTUBHO: IPOU3BOIBHO
BOCIPOU3BOAMT CBOU 3HAHUS YCTHO, MUCbMEHHO WM B IEMOHCTPUPYEMBIX
JIEUCTBHSIX.
4 (xopo11o) 3HaTh, yMETh, BIAIECTh HA AHAJMTHYECKOM ypOBHE. 3Has Ha

PEIPOAYKTHBHOM YPOBHC, YKA3bIBATh HA OCOOEHHOCTH M B3aUMOCBS3H
HN3Y4YCHHBIX O6’beKTOB, Ha UX JOCTOMHCTBA, OIpaHUYCHUA, UCTOPUIO U
MCPCICKTHUBLI pa3BUTHUA U 0COOEHHOCTH JJIA Pa3HbIX 00BEKTOB YCBOCHUSI.

5 (OTJIMYHO)

3HaTh, yMETb, BIAJICTh HA CHCTeMHOM ypoBHe. OOyuaromuiics 3HaeT
W3YYEHHBIHN 2JIEMEHT COEP KAHUSI CUCTEMHO, IPOM3BOJIBHO U 10Ka3aTEIbHO
BOCIIPOM3BOAMT CBOY 3HAHUS YCTHO, IMCBMEHHO WM B IEMOHCTPUPYEMBIX
JNENCTBUSAX, YUUTHIBAsI U YKA3bIBasl CBSA3HM U 3aBUCUMOCTH MEKIY ITUM
AJIEMEHTOM U JPYTMMHU JIEMEHTAMU COJAEPKaHUS AUCLHUILIMHBI, €T0
3HaYUMOCTb B COJIEP>KAHUU JUCLUILINHBL.

9.1.1. IlpuMepHBIii IepeYeHb TeCTOBBIX 32/1aHUI

1. Kakast U3 JaHHBIX TEXHOJIOTUH cIIOCOOHA 0Opa30BBIBATH CAMOOPTaHHU3YIOIIYIOCS SYCHCTYIO
cetb(mesh-ceTp) Mo ymoa4anuto, 6€3 JOMOTHUTENBHBIX YCUITUI?

a)  WiFi
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0) ZigBee
B) Bluetooth

r) LoRa
2. Kak nocruraercs yHuKanbHOCTh uaeHTudukaropa ycrpoiictsa (DevEUI) B ceTsix LoRa?
a) [IpousBoaHUTENh KOHEUHBIX YCTPOWCTB Ha3HAYACT MACHTH(PUKATOP M3 JHANa30HA

pa3pEMIEHHBIX aPECOB
0) Hwuxkak He mocTuTaeTcs, UISHTU(PUKATOP MOXKHO CBOOOIHO MEHSITh
B) [IpousBonutens npuémonepenardynkoB LoRa, xkommanus Semtech, mpucBauBaer
UACHTU(DUKATOP KAXKIOMY YHITY
3. Ilouemy He CTOUT JenaTh MEPUO ONPOCa NaTYUKOB MEHbIIE 1 MUHYTHI, €CJIU MBI paboTaeM ¢
cucremont LoRa?
a)  OrmpaBka U nepechlIka COOOIIeHUI 3aHUMAET CIUIIKOM MHOTO BPEMEHH, TI0O3TOMY 3TO
€o311acT “3aTop” B CETH
06) Ilepuox menee 1 MunyTsl He mogaepkuBaercst RIOT OS
B)  ApXUTEKTypa MUKPOKOHTPOJIEPA HE TO3BOJISIET HA3HAYUTD MEPUO IPOOHBIM YHCIOM
r) Jlaruuk He ycmeBaeT onudpoBaTh MOKa3aHUs
4. Kakoif mpOoTOKOJ MCIOJB3yeTCsl Ha TPaHCTIOPTHOM ypoBHE B mpoTokoiie MQTT-SN (Sensor

Networks)?
a) UDP
6) UDP-Lite
B) SCTP
r) TCP
5. B xakom pagnoamnanazone padoraetr WiFi?
a) 915MI'u
6) 108 MIu
B) 868 Ml
r) 2450 MI'u
6. Kak nmpaBunbHO 3aKkOHUHTH Gpa3y «Kaxasiit u3 ypoBHell B aTanoHHBIX Moaensx OSI unu
TCP/IP...»?

a) Ilepemaér nanHble HaNPsMYIO HA COOTBETCTBYIOUINI YPOBEHb CUCTEMBI-a/IpecaTa
06) OOmaercs co BCEMU YPOBHIMHU
B) OOmaercs TOIbKO ¢ HUKECTOSIINM U BBIIIECTOSIIIIUM YPOBHEM
r) Ilepenaér nanHble HaNPsIMYIO Ha COOTBETCTBYIOUINI YPOBEHb CUCTEMbI-a/IpecaTa
7. Jlns penieHus Kakoi 3a/1a4u BBl TOUHO HE OyJieTe UCTIoIb30BaTh TeXHOIorHio LoRa?
a) M3amepeHue TemnepaTypsl Teiaa KOPOBBI
0) CHsTHE TTOKa3aHUH JIEKTPOHHBIX cueTIHKOB JKKX
B) OTcnexnBaHNe MECTOMOJIOKEHHUS TPAHCIIOPTA B peabHOM BPEMEHH
) DKOJIOTUYECKUI MOHUTOPUHT PEKU Ha MPEAMET CIMBa MPOMBIIUIEHHBIX OTX0/I0B
8. s wero ucnonbzyercs mexanu3sm MQTT, HazeiBaemblit “3aBemianue’ (“Last Will”)?
a)  YBeIOMHTbH MOANUCYUKOB O TOM, YTO €CTh NPo0IeMa Ha CTOPOHE U3JIaTelNs
0) OctaBuTh co00OIIEHNE “0 BOCTPeOOBaHUS ", TO €CTh CHIENATh €r0 JOCTYITHBIM JIJISI HOBBIX
MOJMHCYNKOB
B) ['apanTHpOBaTh JOCTaBKY COOOIICHUS
r)  YBEIOMHTH U3JATENs O IPOOJIEME C CEThIO
9. HomycTuM, 4TO Bbl KOHCTPYHPYETE yCTPOUCTBO, KOTOPOE IOKHO 3HATh O TOM, OTKPBITA JIU
nBepb. Kakoit Mexaausm npotokonaa MQTT cTouT ucnosib30BaTh, 4TOOBI HOBBIE TTOAMHACUYUKN
Cpasy y3HaBaJId CTaTyC ABEPHU?
a) Retain
6) Network Pipe
B) Last Will

r) QoS
10. TIpeumytiecTBa UCIONB30BaHUS MOCK-0OBEKTOB B TOM, YTO OHH...
a) [To3BONSAOT M30aBUTHCS OT OMHUOOK KOMIUJISAINH, CBA3aHHBIMHU C MOJKIIOYECHHEM

HECYIIECTBYIOITUX OUOIMOTEK.

0)  3ammmarT BXOJBI U BBIXOABl yCTPOMCTBA OT MOAAYX U30BITOYHOTO HANPSDKEHUS, U KaK
CJIEJICTBHE, BBITOPAHUSI.

B)  YCKOpSIOT TECTUPOBAHUE U OTIAJAKY CUCTEMBI B CITydae, €ClId 3aMenlaeMblii UMU O0OBEKT

CornacoBaHa Ha noptane Ne¢ 58483 12



CJIMIIKOM MEUIEHHBIN
r)  Ilo3BONAIOT TECTUPOBATH JIOTHKY PaOOThI CHCTEMBI B OTCYTCTBHE (PU3NUECKUX OOBEKTOB

9.1.2. IlepeyeHb IK3aMEeHANMOHHBIX BONIPOCOB

Mertoab! agpecali B MaJIbIX U OOJIBIINX ceTsX. TpeOoBaHUs K aJpecam.

OcHoBHBIE anmapaTHbIE U IPOrPaMMHBIE KOMIIOHEHTHI CETEN MHTEpHETA BEllen

Ha3nauenue u cocraB nuHuM cBA3U. HazHaueHne Kak10ro KOMIIOHEHTA JIMHUH CBS3H.

OcHoBHbIe BUBI Nepeaaronux cpel. Mx xapakrepuctuku. OrpaHudeHus NepeAarouxX Cpes.

becnpoBoanast nunus cBsizu. CocraB obopynoBanus. [lonarue kanana.

Cranpapruzanus ceteil. [Ipoekt 802.x.

MeTtoapl focTyna K cpefie Nepeaayu JaHHbIX.

[TonsiTue nporokona u uurepdeiica. Creku npoTokosioB. CTaHAAPTHBIE CTEKU MPOTOKOJIOB.

ba3oBble MPUMHUTHUBHI Nepeadynd COOOUIEHUN B paclpeleIeHHONH ceTu. BBI30B ynameHHbIX

npoueayp.

10. 3amaum mocTpoeHUs: 00bEINHEHHBIX CETEH.

11. Crex nporokosnos TCP/IP. O6nacts npumeHeHust. OCHOBHBIE XapaKTEPUCTUKH.

12. Tunsl agpecos, npuMeHseMbiX B ceTu MHTepHeTr. HazHauenue. TexHomorun paspeuieHus
aJpeCcoB.

13. IP-anpeca. Knaccel IP-cereii.

14. Ha kakom ypoBHe mozaenu OSI paboTaet npukiaaHas nmporpamMmma?

15. Kak BbI cuuTaere, NpOTOKOJIbl TPAHCIIOPTHOTO YPOBHS YCTaHABIMBAIOTCS TOJIBKO HAa KOHEYHBIX

y37aX, TOJIbKO Ha MPOMEKYTOYHOM KOMMYHHUKAIIMOHHOM 000pPYZOBaHUU (MapHIpyTH3aTOpax)

WA U TaM, 1 TaM?

A SRR Y

9.1.3. TembI J1a00paTOPHBIX PadoT

Texnonorun MHTEpHETA Beliei

PaboTa ¢ mouckoBeiME cucTeMamu «IHTepHETa Belei»
AHanu3z ceTeBoro Tpaduka

Uccnenoanue BupTyanbHO# MarmHbel Metasploitable
UccnenoBanue y3ioB ceTn

MopenupoBanue atak Ha Wi-Fi ycTporicTBa

Cauddunr BLE-Tpaduka

MopenupoBanue aTak Ha ZigBee ycTpoiicTBa
MonenupoBanue arak Ha BLE

MOJIETTMpPOBaHKE aTak Ha ceTh LoRa

SN h WD —

—_—

9.2. MeToan4yeckne peKOMeH AU

VY4eOHbIil MaTepuan uziaraercs B (Gopme, mpeanoaramplileii caMoCTOATeIbHOE MBIILICHHE
CTYZCHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosTenpHast paboTa CTyA€HTOB UTPAET PEIIAIONIYIO POJIb
B XO/I€ BCETro y4eOHOro mporecca.

Hauatp n3ydeHne MUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ padoueil MporpaMMoid, CIIUCKOM
y4eOHO-METOMUECKOT0 U MporpaMMHoro obdecnedyenus. CamocrosTenbHas paboTa CTyACHTa BKIIOYAET
paboTy ¢ yuyeOHBIMU MaTepHalaMH, BBIIOJHEHHE KOHTPOJBHBIX MEPONPUITHH, MPETyCMOTPEHHBIX
y4eOHBIM ITAHOM.

B nporecce n3ydeHus: IUCHUUIUIMHBI I JIyYIIETO OCBOCHUS MaTepuaina He0OXOAMMO PETYIISIPHO
oOpamarbcsi K PeKOMEHAYEMOH JIuTeparype U MCTOUYHMKAM, YKa3aHHBIM B y4eOHBIX Marepuaiax;
MOJIb30BAThCS 4Yepe3 KaOWHET CTyJAeHTa Ha caiiTe YHuBepcuTeTa o0pa3oBaTENbHBIMH pecypcamu
AJIEKTPOHHO-OMOIMOTEYHOM CHUCTEMBI, @ TaKXkKe OOIIEAOCTYITHBIMUA HHTEPHET-IOPTAIaMH, COJCPKAILIUMHU
HAy4YHO-IONYJIAPHbIE U CHELUAIU3UPOBAHHBIE MAaTEpHalbl, MOCBSLICHHBIE Pa3J]IMYHBIM acCIEKTaM
y4eOHOM JTUCUUIUINHBL.

IIpu caMOCTOATENIEHOM U3YUYEHUU TEM CIEAYUTE PEKOMEHIALUAM:

— YTEHUE WJIHU NPOCMOTP MaTepuana OCYLIECTBISIUTE CO CKOPOCTBIO, JOCTATOYHOMU M
MHIUBUIYAJIbHOTO IOHUMAaHUs U OCBOCHUS MaTepuasa, BbIIEISAs OCHOBHBIC UJEU; HA OCHOBAHUHU
N3yUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MONbITaThCSI COOTHECTH TEOPHUIO C IPUMEpPAMHU U3
MIPaKTUKU;

— €CJIM B TEKCTE BCTPEYAIOTCSI HE3HAKOMBIEC MJIM MAJIO3HAKOMBIE TEPMUHBI, CIEAYET BBIACHUTD UX
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3HaYeHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuana;
— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATe Ha MPEJI0KEHHbBIE BOIIPOCHI.
CtyaeHThl MOTYT MOJy4aTh HHAUWBUIyaIbHbIE KOHCYJIbTAIMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIUH.

[To gucuumIMHE MOTYT MPOBOAMTHLCS OMOJHUTEIbHBIC 3aHATHSA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB W 3anucyu BEeOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / SJIEKTPOHHOM

KypHaJIe Mo TUCIUIUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM JIUIsl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTSIMU

310POBbsI H HHBAJINI0B

s nun ¢ OrpaHUYEHHBIMH BO3MOXHOCTSMHU 3J0POBbS M MHBAJIHUIOB INPEAYCMOTPEHBI
JIOTIOJTHUTEJIHHBIE OLIEHOYHBIE MaTepHalibl, IEPEeYeHh KOTOPHIX yKa3zaH B Tabmwie 9.2.

Tabnuma 9.2 — JlomonHUTENbHBIE MaTepHaAllbl OLICHUBAHUS JUJISL JIUIl C OTPAHUYCHHBIMH
BO3MOKHOCTSIMUA 3JJ0POBbsi 1 WHBAJIHJIOB

Kareropuu o6yuaronuxcs

Bupl 1onoMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYEHUs

C HapymeHusIMH cyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy1ieCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapylICHUSMU 3pEHUS

CobecenoBaHue 1o BOIpocam K
3a4eTy, OMPOC MO0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUYAJIBHO)

C HapyluIeHUsIMH OIIOPHO-
JIBUTATEIHLHOTO arlnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHMyYeHUSIMH TIO
o0IIeMe TUIIUHCKUM
MOKa3aHUSM

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE pa0OTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOJS U3 COCTOSIHUS
00yJaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToauuyecKkue PCKOMEHAAIUHA 110 OMCHOYHBIM MaTepHaJdaM J1Jd JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & HMCHHO:

— B mieuaTHoM hopme;

— B I1€YaTHOW (hopMe C yBEITUUYECHHBIM IIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHUA aCCUCTCHTOM 3aJIaHUSA BCIIYX;

— MPEJIOCTABJICHUE 33JaHMUS C UCTIOJIL30BAHUEM CYPIOIEPEBO/IA.
.HI/IIIaM C OIrpaHUYCHHBIMHU BO3MOXHOCTAMHU 3JO0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BPEM Ha

MOATOTOBKY OTBETOB Ha KOHTPOJIBHBIE BONPOCHL. [[s Takux oOydarommxcs MpeaycMaTpUBAETCs
nocTymnHas popMa IpeaoCTaBICHI OTBETOB HA 33aJJaHHS, 2 UMEHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB HAa KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNEM YCIIYyT aCCHCTEHTA;

— MpEeICTaBIEHUE OTBETOB YCTHO.

[Ipouenypa omeHUBaHHUS PE3yIbTATOB OOYyYEHHUS JHUI C OTPAaHUUYCHHBIMU BO3MOXXHOCTSIMHU
30pPOBbSI U MHBAIUIOB 0 AUCHUILIMHE TPEIyCMAaTPUBACT MPeAOCTaBlIeHne HHPopManuu B GopMax,
aaNITUPOBAHHBIX K OTPAaHMUYCHUSAM HX 30POBbSI H BOCHIPUATHS HH(DOpMALINH:

J1st Iuu ¢ HapylIeHUsIMU 3PeHu:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B I1€YaTHOW (hOpMe YBEIUICHHBIM MIPUPTOM.

J1s Iuu ¢ HapyLIeHUsIMU cIyXxa:
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— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

J st U1 ¢ HApYLIeHHUsIMU OTIOPHO-IBUTaTeJIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHMYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOJAUTHCS B HECKOJIBKO 3TAIOB.
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