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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. ®opMupoBaHUE y CTYIEHTOB 3HAHUN MO OCHOBaM 3aIIUTHl HH(OOPMAIMU B KOMIIBIOTEPHBIX
cucTeMax IpU MOMOIIM MPOTPAMMHO-ANIMapaTHBIX CPEACTB, HABHIKOB U YMEHHUH MO MPUMEHEHUIO
IPOrpaMMHO-AINAPATHBIX CPEACTB 3aIUTH HH(POPMAIIUK B KOHKPETHBIX YCIOBHSIX.

2. ®opMupoBaHue 0a30BBIX 3HAHUU W yMEHUH pPa3pabOTKH KOMIIOHEHTOB NIPOTPaMMHO-
anmapaTHbIX CPE/ICTB 3aIIUThHI HHPOPMALIUH.

3. Pa3ButHe B mpoiiecce 00y4eHHSI CUCTEMHOTO MBIIIJIEHUS, HEOOXOIUMOTO IS PEIIeHUs 3a/1a4
3alIUThl UH(OPMAIMU C YIETOM TPeOOBAHUIN CUCTEMHOTO MOAX0/1a.

1.2. 3agauy AUCHUILIUHBI

1. JlaTh 3HaHUS MO KOHIENIUHU oOecrnedyeHus] THPOPMAIIMOHHONW 0€30MacHOCTH KOMITbIOTEPHBIX
CUCTEM C MIPUMEHEHHUEM MPOrPaMMHO-AIIAPATHBIX CPEICTB 3alUThI HH(OPMAaLIUH.

2. CdhopmupoBaTh NpeACTaBICHUE U MOIYUYUTh HABBIKM PabOTHl ¢ MPOrpaMMHO-anmnapaTHEIMU
CpeacTBaMM 3allUThl MHDOpMaNUK, pealu3ylolUM OTAelbHbe (PYHKIIMOHAIbHBIE TPEOOBAHUA IO
3aluTe.

3. Ilomy4uth HaBBIKU Pa3pabOTKU KOMIIOHEHTOB CPEACTB 3aIUThl HH(OOPMALIUH.

4. JlaTh 3HaHUS MO METOJAM M CPEJICTBAM XPaHEHUs KIJIIUYeBOW MHGOpMAIMU, METOJAM H
CpeACTBaM OTPaHMUYEHHMSI IOCTyNa K KOMIIOHEHTAM BBIUHUCIUTENbHBIX CHUCTEM, 3aJa4yaM U TEXHOJOTHUH
cepTudUKay NporpaMMHO-aINapaTHBIX CPEACTB 3aIIUTH HHPOPMAIIUU Ha COOTBETCTBUE TPEOOBAHUIM
nH(pOpMAITMOHHOM 0€30MMaCHOCTH.

5. ChopmupoBaTh HaBBIKM M 3HAHUS MO METOJAaM 3alIUThl OT BPEIOHOCHBIX MPOrpamMM, 3alUTe
MPOrpaMM OT U3MEHEHUS U KOHTPOIIIO LIETIOCTHOCTH.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Yacte Otoka gucrmiing: O0a3aTeIbHas 4acTh.

Monyne quctumiue: Moayns cnenpansHoctd (special hard skills - SHS).

Nunexc qucuumiunsl: 51.0.03.27.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ no JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCIUTUTMHBI HANpaBjieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JOCTHIKEHUS
WVHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUINHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-7. Cnocoben
CO3/1aBaTh MPOTPAMMEI
Ha s13bIKax 00IIero
Ha3sHA4YCHUs, IPUMCHATH
METOAbI U
UHCTPYMEHTAJIbHBIE
CpeacTBa
NPOrpaMMHUPOBAHHUS IS
peueHust
po(hecCHOHATBLHBIX
3aJa4, OCYIIECTBIATh
000CHOBaHHBII BBIOOP
UHCTPYMEHTapUs
MPOrpaMMHUPOBAHUS U
Croco0OB OpraHU3aINHI
porpaMmm

OIIK-7.1. 3HaeT ocHOBHbIE
KOHCTPYKLIUHU B OMOIHOTEKH
SI3BIKOB TIPOTPAMMHUPOBAHHS,
TPUHIHITBI TTOCTPOSHUS
pOTpaMM B IPOIIETypHO-
OPHUEHTHUPOBAHHOMN U
00BEKTHO-OPUEHTUPOBAHHOMN
napaaurmax

3HaeT OCHOBHBIC BUBI I ApPXUTEKTYPY
MIPOTPaMMHO-AIMAPATHBIX CPEJCTB 3aIUTHI
uHpOpMaun

OIIK-7.2. YmeeT
pEaT30BBIBATH aJITOPUTMBI
Ha SI3bIKE IPOTPAMMHUPOBAHUS,
paboTaTh ¢ MHTETPUPOBAHHON
cpenoi pa3paboTKu
MIPOrpaMMHOTO 00eCTIeUeHNUS,
MIPOBOJIUTH OIICHKY
BBIYUCIIUTEILHON CIIOKHOCTH
IropuT™Ma

YMeeT npuMeHsTh S3bIKU IPOrpaMMUPOBAHUS
pu pa3zpaboTKe KOMIOHEHTOB MPOTrPaMMHO-
anmnapaTHBIX CPEICTB 3alIUThl HHPOpMALUK

OIIK-7.3. Bnaneer HaBbIKaMH
BbIOOpa U pa3paboTKu
QITOPUTMOB NIPH PEILICHUH
TUIOBBIX 33734
pOTrpaMMUPOBAHUS,
pa3pabOTKU ¥ TECTUPOBAHUS
porpaMMm MO MOCTaBJIEHHOU
cneuudukanuu

Bnaneet HaBbIkamMM pa3pabOTKU alrOPUTMOB
JUISL KOMIIOHEHTOB CPEJICTB 3aIUTHI
MH(OPMALIKMU 10 TOCTaBICHHON
cnenudukanuu
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OIIK-9. Cnocob6en OIIK-9.1. 3HaeT ocHOBHbIE 3HaeT OCHOBHBIE IPOTrPAMMHBIE U

pemaTs 3a1a4u IIPOrpaMMHBIE U IIPOrpaMMHO-AMIapaTHbIE CPEACTBA 3ALUThI
npodeccruoHanbHON IIPOrpaMMHO-aNapaTHbIe MHPOPMALIUU TEICKOMMYHHKAIIMOHHBIX
JIEATEIILHOCTH C YYETOM |CpPEACTBA 3AIIUATHI CHCTEM OT HECAHKLIMOHUPOBAHHOIO I0CTyIa
TEKYIETO COCTOSHUS U | MH(POPMAaLUu Y TIPUHIIUTIBL Pa0OTHI ATHX CPE/ICTB
TEHJCHUNN Pa3BUTUA TEJIEKOMMYHUKAIIMOHHBIX

UH(POPMALIMOHHBIX CHUCTEM OT

TEXHOJIOT'MH, CPEJCTB HECaHKI[MOHMPOBAHHOI'O

TEXHUUYECKOH 3aIlUThl  |JOCTyNa U MPUHLIUIIBI paOOTHI
UHPOpPMALIUH, CETEH U [ITHX CPENCTB

CUCTEM HIEpeaain OIIK-9.2. Ymeer HacTpanBaTh | Y MEET HACTpauBaTh TUIIOBBIE MPOTrPAMMHBIE
“HpOpMaLK TUIIOBBIE TPOTPAMMHBIE U U IPOrpaMMHO-aNIIapaTHbIe CPEeNCTBA
IPOrpaMMHO-aNnapaTHbIe 3a1uThl HHGOpPMaLUU
CpeACTBa 3alUThI TE€JIEKOMMYHHUKAIIMOHHBIX CUCTEM OT
uHbopMauu HECAaHKIIMOHUPOBAHHOIO JTOCTYIIA
TEJIEKOMMYHUKAIIMOHHBIX
CHUCTEM OT

HECAHKIIMOHUPOBAHHOTO
JOCTYTIA, OTIPEACTIATh
HAJIMYHE THITOBBIX
TEXHUYECKUX KaHAJIOB yTCUKU
nH(popmaIuu Ha 00BEKTaxX

nHpopmMaTH3au

OIIK-9.3. Bnaneer Bilageer MeTonMkaMy HHCTPYMEHTAIBHOTO
METOJIMKaMHU pacueTa U KOHTPOJISI ITOKa3aTesel 3aluIeHHOCTH
MHCTPYMEHTAIBLHOTO aBTOMATHU3UPOBAHHBIX CUCTEM

KOHTPOJIS TOKa3aTenei
TEXHUYECKOH 3aIUThI
uHpOpMaLUU Ha 00BEKTaxX
UH(pOpPMAaTU3aLUH, HAaBBIKAMU
NPOBEICHUS U3MEPEHUN TIPU
aTTecTallui 0ObEKTOB
UH(POPMATU3ALUH T10
TpeOOBAHUAM 3aAILUTHI
uHpopMaLun

IIpodeccuonanbHbIe KOMIIETEHIIUH
4. O0beM IMCUMIIMHBI B 324€THBIX €JUHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHYeCKUX YacoB,

BblJIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy o0y4aroiuxcsi ¢ npemnojaasarejieM
U HA CAMOCTOSITEJIbHYI0 Pa00oTy 00y4Yaromuxcs

OO61mast TpyA0€MKOCTh AUCHHUIUIMHBI COCTABISAET 5 3a4eTHBIX equHuIl, 180 akageMHuecKux 4acos.

Pacnpenenenue Tpya0eMKOCTH TUCHUILIMHEI 110 BUAAM Y4EOHOU JesATEIbHOCTH MPEICTABICHO B
Tabnune 4.1.

Ta6mmna 4.1 — Tpy10eMKOCTh JUCITUIUIMHBI 110 BUAM YU4SOHOM eI TeIbHOCTH

o Bcero |CemecTpsl
Buapl yueOHOM nesTeabHOCTH
4acoB |8 ceMecTp
KonTakTHas aynuTopHasi padora o0y4yaomuxcs ¢ npenogaparesieM, Bcero 108 108
JIeKIIMOHHbBIE 3aHATUS 26 26
IIpaxkTrueckue 3aHATUS 28 28
Kypcogas pabora 54 54
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CamocTosiTe/ibHasi padoTa 00y4aloUIUXCsl, B T.4. KOHTAKTHasA 72 72
BHeayJAuTOpHasi padoTa o0y4aromuxcs ¢ npenoaasarejieM, Bcero
[ToaroroBka k 3auery 13 13
IToaroroBka K TECTUPOBAHUIO 5 5
Hanucanue otuera no KypcoBoii pabore 18 18
[ToaroroBka K 3alIMTE OTYETA MO MPAKTUYECKOMY 3aHSITHIO 22 22
Hanucanue oTdera o mpakTUYECKOMY 3aHATHIO (CEMHUHApY) 14 14
OO0mas Tpya0eMKoOCTh (B 4acax) 180 180
Oo0mas TpynoeMkocTh (B 3.€.) 5 5

5. CTpykTypa u coaep:kaHue JUCUMILIHHbI
5.1. Pa3nennl (TeMbl) JUCHUIJIMHBI U BUABI Y4eOHOH 1eATeJIbHOCTH

CTpyKkTypa TUCHUIUIUHBI MO pa3ienaM (TeMaMm) W BUJaM y4eOHOU JesTeNTbHOCTH MPUBEICHA B
tabmume 5.1.
Tabnuma 5.1 — Pa3aenst (TeMbl) AUCIUILINHBL U BUBI YYEOHOH IeATEIbHOCTH

Jlek. Cam. Bcero
IIpak. | Kypc. dopmupyemsbie
Ha3BaHus pa3nenoB (TeM) TUCHUILIMHBI | 3aH., pab., | vacos (6e3
3aH., 4| pal. KOMIIETEHIINH
q q 9K3aMCHA)
8 cemectp
1 TeopeTnueckue acCneKThl IPUMEHEHUS |8 - 54 10 72 OIIK-7, OIIK-9
MIPOTPaMMHO-AIIIAPATHBIX CPEJICTB
oOecrnieueHus HHHOPMALIMOHHON
0€30MacHOCTH.
2 IIporpaMmHoO-anmnapaTHbie CpeCcTBa 16 28 58 156 OIIK-7, OIIK-9
obecnieueHus1 THPOPMAITMOHHON
0€30MacHOCTH.
3 HopMaTuBHbIE TOKYMEHTHI, 2 - 4 60 OIIK-7, OIIK-9
peryupyome NpuMeHEeHNE
MIPOTPaMMHO-AIIAPATHBIX CPEJICTB
3alUThl HH()OPMAIHH
Uroro 3a cemectp|26 28 54 72 180
Uroro|26 28 54 72 180

5.2. Conep:xanue pa3aesioB (TeM) IUCHUANINHbBI

Copepxanue pa3aenoB (TeM) TUCUUTUINHBI (B T.Y. MO JIEKIHUSIM) IPUBEICHO B Tabmuiie 5.2.
Tabmuma 5.2 — Conepskanue pa3ienoB (TeM) TUCIUILIMHEI (B T.4. IO JEKIUSIM)

TpynoemMKocTh
HazBanus pasnesnoB (Tem) Coneprkanue pa3iesioB (Tem) (TeKIOHHbIE dopmMupyemsbie
JUCIUTIIAHBI JTUCIUIUIAHBI (B T.4. TIO JICKIUSIM) KOMIIETEHIINH
3aHATHSA), 4
8 cemectp
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1 TeopeTnueckue acrieKThl
MIPUMEHEHUS TPOTPAMMHO-
anmapaTHbIX CPEJCTB
obecrieueHus
UH(POPMALIMOHHOM
0€30MaCHOCTH.

[ToHsiTHE MONUTUKH OE30IIACHOCTH.
Omnwucanue TUOBBIX MOJIUTUK
0e30MmacHOCTH. YTPO3bI 0€30MTACHOCTH
KOMIIBIOTEPHBIX cucTteM. Monens
KOMIBIOTEPHOU cuctemsl. [TonsTHE
MoHuTOpa 6e3onacHoctu. Konnenuus
nucneryepa gocryna. Obecrneuenue
rapaHTUil BHITOJHEHUS TIOJTUTUKA
6e3omacHOCTH. MeTo/1 TeHepaIuu
M30JIMPOBAHHON IPOTPAMMHOM CPEIbI
IIPY IPOCKTHPOBAHUU MEXAaHU3MOB
rapaHTUPOBAHHOTO MO/JIEPKaHUS
MOJIMTUKU Oe3omacHocTH. Moenu
6e3onacuHoro B3aumozaeiicteus B KC.
[Tpouenypa uneHTUGUKAINN U
ayTeHTU(UKALMU: 3alUTa HA YPOBHE
pacmpenuii Bios, 3amura Ha ypoBHE
3arpy34uKOB OIEpPAL[MOHHOMN Cpeabl.

OIIK-7,
OIIK-9

Htoro
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2 IIporpamMmHO-anmnapaTHbie
cpencTBa o0ecrieueHuUs
UH(POPMALIMOHHOM
0€30MacCHOCTH.

OCHOBHBIE IPUHIIMITBI CO3/IaHUS
MIPOTPaMMHO-aIapaTHBIX CPEJCTB
obecrieyeHrnss THPOPMALMOHHOM
6e3onacHoctu. [IporpamMmmHo-
anmapaTHble CPeJCTBA, PEANTHU3YIOIIHNE
OTAeNbHBIC PYHKIMOHATIbHEIC
TpeOOBaHMUS 1O 3AIINUTE, UX MIPHHIIUTIBI
JEUCTBUS M TEXHOJIOTHIECKUE
ocobeHHoCcTH. B3aumoseicTue ¢
0O0IIECUCTEMHBIMU KOMITOHEHTaAMH
BBIUMCIIUTENBHBIX cucTeM. CpencTsa
obecrieyeHnss THPOPMALMOHHOM
0€30MacCHOCTH B OTIEPALIMOHHON CUCTEME
Astra Linux. JIuCKpeIMOHHBIH 1
MaH/IaTHBI MEXaHU3MBI pa3rpaHUICHUS
nocTyna K GaiioBbIM 00bEKTaM B
oIepaIMoHHo# cucreme Astra Linux.
3aMKHYyTas IporpaMMHasi cpesia u
KOHTPOJIb IIEJIOCTHOCTH B ONIEPALIMOHHOM
cucreme Astra Linux. MeTozs! u
CpeACTBa OTPaHUYCHUS JIOCTYTIA K
KOMITIOHEHTaM BBIYUCIUTEIBHBIX CUCTEM.
MeToabl 1 CpeaCTBa MPUBS3KU
MIPOrpaMMHOTO 00€eCTIeueHUs K
anmapaTHOMY OKPYKEHHIO U
(bu3NIeCKUM HOCUTENSIM. Y IIpaBIICHHE
KITIOYaMU KPUNTOTpahuIeCcKuMU
KJIFo4amMu. MeTozsl U cpeacTsa
XpaHEeHHUs KIF0YEBOI HH(OpMAIHH.
3ammra nporpaMm OT U3yUYCHHUS.
CriocoObl BcTpauBaHUs CPEJCTB 3AIUThI
B [IPOrpaMMHOE oOecreueHue. 3amumra
OT pa3pyLIAOIIUX MTPOTPAMMHBIX
BO3JEHUCTBUI U BPEIOHOCHOTO
IIPOrpaMMHOT0 O0ecrieueHus. 3alura
pOTpaMM OT U3MEHEHHS U KOHTPOJIb
[IEJIOCTHOCTH.

16

OIIK-7,
OIIK-9

Hroro

16
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3 HopmaTtuBHbIe
JOKYMEHTHI,
perynupyromume
NpUMEHEHHE TIPOTPAMMHO-
anrmapaTHbBIX CPEACTB
3aIUThl HHQOPMAIHH

Posns crangapToB HHPOPMALIMOHHOM
6e3omacHOCTH. JJOKyMEHTHI
['ocynapcTBEHHOM TEXHUYECKOMN
Komuccun Poccun. 3amaun 1 TEXHOIOTUS
cepTU(HKAIMUA TIPOTPAMMHO-
anmapaTHbIX CPEICTB Ha COOTBETCTBUE
TpeOOBaHUAM HH(POPMAITUOHHON
6e3onacHocTr. OCHOBHBIE KaTETOPHH
TpeOOBaHUH K MPOTPaMMHON H
MIPOTPaMMHO-AINAPATHON peann3annuu
cpeacTB obecrnieueHust MHPOPMAIIMOHHOM
6e3onacuoctu. [lokazarenu
3alIUIIEHHOCTH CPEJICTB
BBIYMCIIMTEIILHON TEXHUKHU OT
HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
Kitacesl 3amumenHocTi
aBTOMATH3HPOBAHHBIX CHCTEM.
TpeboBanust k mporneccy cepruduxanum
npoyKTa HHHOPMALIMOHHBIX
TEXHOJIOT U

OIIK-7,
OIIK-9

Hroro

Hroro 3a cemectp

26

Hroro

26

HanmeHoBaHmMe MpakTHUECKUX 3aHATHIA (CEMUHAPOB) MPUBEACHO B TadmIe 5.3.
Tabauna 5.3 — HauMeHoBaHUE NPaKTUYECKUX 3aHIATHH (CEMUHApPOB)

5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)

HasBanus paznenos (Tem)
JUCHUITIINHBI

HanmeHnoBaHue npakTU4eCcKux
3aHATHN (CEMUHApPOB)

q

TpynoemMKoCTb,

dopmupyemble
KOMIIETCHIIUU

8 cemecTp

2 [IporpamMMHO-amnmapaTHbIe
cpelcTBa o0ecredeHus
UH(POPMALIMOHHOM
0€30MacHOCTH.

JIMCKpEeMOHHBIA 1 MaHIATHBIN
MEXaHHU3MBbI pa3rpaHuICHUS
J0CTyMa K (aiyioBbIM 00beKTaM
B OTEpaIMOHHON crcTeMe Astra
Linux.

OIIK-7, OIIK-9

3aMKHYyTas IporpaMMHas cpenia
1 KOHTPOJIb LICJIOCTHOCTH B
OMepalMoHHON cucteme Astra
Linux.

OIIK-7, OIIK-9

Pazpabotka 3amumennoro I10 ¢
MIPUMEHEHHUEM aIapaTHBIX
karouent eToken

20

OIIK-7, OIIK-9

Hroro

28

Hroro 3a cemectp

28

Utoro

28

5.4. JlaGopaTopHbIe 3aHATHUSA

He npenycMoTpeHo y4eOHbBIM MIIaHOM

5.5. KypcoBasi padora

Copepxanue, TPyJIOEMKOCTh KOHTAaKTHON ayAMTOPHOIN paboThl U GOpMUpYyEMBbIe KOMIIETEHIIUHU B
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paMKax BBITIOJTHEHHS KypPCOBOM pabOTHI MpeICTaBIeHbI B TabauIie 5.5.
Ta6mmma 5.5 — ConepkaHue KOHTAKTHOW ayJTMTOPHON pabOThI U €€ TPYJI0EMKOCTh

CopepxaHue KOHTaKTHOM ayUTOPHON pabOThI TpyroemMKoCTs, 4 PopmHpyemsIe
KOMIIETEHIIUH
8 cemecTp
Br10op 1 npenBapuTeNbHBIN aHAIN3 Pa3pabaThIBAEMOro 2 OIIK-7, OIIK-9
KOMITOHEHTa CHCTEMbI 3aIlIUThl HHPOpMaLUU
CocraBlieHHE TEXHUYECKOTO 3a/IaHUsI Ha pa3pabOTKy MOJIYJIst 4 OIIK-7, OIIK-9
CHCTEMBI 3alIUTHl HH()OPMAIHH
[IpoekTpoBaHuEe apXUTEKTYPHI pa3padaTHIBAEMOTO MOTYJIS 8 OIIK-7, OIIK-9
Pa3zpaboTka KOMIOHEHTOB POrPaAMMHO-aNNAPATHBIX WK 26 OIIK-7, OIIK-9
IPOTPAaMMHBIX CPE/ICTB 3AIIUTHI HHPOPMALIUU
TectupoBanue pa3pabOTaHHOTO KOMIIOHEHTA POrPAMMHO- 6 OIIK-7, OIIK-9
anmnapaTHbIX WIK IPOrPaMMHBIX CPEJCTB 3aIUThI
uHpOpMaLUN
OdopmieHne NOSICHUTEIBHON 3aMCKU K KypCOBO# paboTe 8 OIIK-7, OIIK-9
Hroro 3a cemectp 54
Utoro 54

[IpumepHas TeMaTuKa KypcoBbIX padoT:

20.

21.
22.
23.
24.
25.

. lMckpenroHHast MoJieNb J0CTyIa K Qaiinam

MannaTHoe ynpaBieHue 10CTyIoM K Qaiinam

CucreMa KOHTPOJIS LENOCTHOCTH 3alUIIAEMBIX PECYPCOB
[Tporpamma asst ayTeHTU(UKALIMKN ¢ TOMOIIBIO Usb-ycTpoiicTBa
AyTeHTH(HKAIMA ¢ UCIIONb30BaHueM Kiroua eToken

3amper 3amycka nmporpamm 4yepes npuioxenue « Windows forms»
Pasrpannuenue 1ocTyma K IpuHTEpam

Pasrpannuenue nocrymna k ycrpoiicrsam. Qien-HaKoNUTENN
Peanuzanus acumMmmeTpuuHOro MMQpoBaHus

Peanuzanust CHMMETPUYHOTO IIU(PPOBAHUS

. Pacmmpenne 6a30Boii cucreMsl ayreHTHGUKannn Windows

. IIporpamma j1s yueta u KOHTpoJIs yctaHoBiIeHHOro [10

. IIporpamma 11 yueta u KOHTPOJI ycTaHOBIEHHOT0 AO

. JlaGopatopHnas pabota “MHBeHTapu3aIMsl 3alUIIAEMBIX PECYPCOB B JIOKAJILHON ceTn”

. AHTUQUIIUHTOBBIN QUILTP

. IIporpaMMHBII MEXKCETEBOMN IKpaH

. IIporpammHOe cpecTBO CO3/1aHUs SJEKTPOHHOM MOIMUCH U IIU(PPOBHIX CEPTUPHUKATOB

. PazpaboTka 3amuThl OT porpamMm CIeKeHus 3a HAOOPOM Ha KJIaBHaType

. JJaboparopHas paborta “3ammura aBTOMAaTU3UPOBAHHBIX CHUCTEM OT BPEJAOHOCHOTO

MPOrPaMMHOTO o0ecrieueHus”

Peanuzanus 3amutel [10 Ha 3J€KTPOHHBIX KJIOUYaxX ¢ Ucnojab3oBaHueM Qpynkuuit API u3
Developer Kit

Pazpabotka 10, 3amuieHHoro ot ucciae10BaHus

PazpaboTtka mporpaMMHOii cucteMsl 3amuThl OT Kpaxu [TK

Peanuzanus cucremsl ayTeHTU(UKAUU MOOUIBHOTO YCTPOMCTBa

Pa3pa0oTka cuCTEMBbI 3alIUTHI OT KPUIITOMAHEPOB

Pa3pa0oTka cuCTEMBI 3alIUTHI OT HECAHKIIHOHUPOBAHHOTO CKAHUPOBAHUS TIOPTOB

5.6. CamocTosiTesqIbHasi paboTa

Bunbl camoctosaTenbHOM paboThl, TPYJOEMKOCTh U (hOpMHUpYEMble KOMIIETEHIIMH MPECTaBICHBI B
Tadsmie 5.6.
Tabmuma 5.6 — Buasl camocTosITeNnsHOM paboThl, TPYA0EMKOCTh U (POPMHUpPYyEMble KOMIIETEHIIMU
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HasBanus paznenos (tem) Buper . | TpymoeMkocTs, | @PopMupyembie Dopmbl
JTUCTIATLTAHBI CaMOCTOATEILHON q KOMIICTCHITHH KOHTPOJIS
paboTsl
8 cemecTp
1 Teopetnueckue acnektsl |[loaroroBka k 4 OIIK-7, OIIK-9 3auér
MPUMEHEHUS TPOTPaMMHO-  |3a4eTy
almapaTHeIX CPEACTB IToaroroBka x 2 OIIK-7, OIIK-9 | TectupoBanue
o0ecrieueHHs TECTHPOBAHHUIO
UH(OPMAITMOHHOT Hanwucanue otyeTa 4 OIIK-7, OIIK-9 Kypcosas
Ge3onacHoCTH. 10 KypcOBO#i pabote pabora, Otuer 1o
KypCOBOM pabote
Hroro 10
2 IIporpammuo-annapatHsle |[loaroroska k 8 OIIK-7, OIIK-9 3auér
cpencTBa obecrieueHHs 3a4yery
MH()OPMaLMOHHON [ToaroToBKa K 2 OIIK-7, OIIK-9 | TectupoBanue
0e30IaCHOCTH. TECTHPOBAHHIO
IloaroroBka k 22 OIIK-7, OIIK-9 | 3amura oTyeTa
3aIUTe 0TYeTa Mo 1o
MPAKTHIECKOMY MPAKTUIECKOMY
3aHATHIO 3aHATHIO
Hanmcanwne otyera 14 OIIK-7, OIIK-9 OTuyer no
0 MPAKTUICCKOMY MPAKTHIECKOMY
3aHSATHIO 3aHSTHIO
(cemunapy) (cemunapy)
Hanucanue oruera 12 OIIK-7, OIIK-9 KypcoBas
0 KypcoBoi pabore pabora, OTyeT no
KypCOBOM pabote
Hroro 58
3 HopmaTtuBHbIe [ToaroroBka k 1 OIIK-7, OIIK-9 3auét
JIOKYMEHTBI, PETYJIUPYIOIINE | 3a4ETy
NPUMCHCHHUC POrpaMMHO- | [JoAroTOBKA K 1 OIIK-7, OIIK-9 | TectupoBanue
arfrapaTHbIX CPpCACTB TECTUPOBAHUIO
3aIUThI MEOPMAIIHT Hanucanue oruera 2 OIlIK-7, OTIK-9 Kypcosas
0 KypcoBOH paboTe pabota, Otyer no
KypcoBO# paboTe
Hroro 4
Uroro 3a cemectp 72
Uroro 72

5.7. CoorBercTBHE KOMIIETEHINH, GOpPMHPYEMBIX IPH H3YYCHHH AUCHHUILINHBI,
1 BHJIOB Y4eOHOM 1esiTe IbHOCTH

CooTBeTcTBUE KOMIETEHIUMH, (POPMUPYEMBIX NMPU U3YyUYECHHH AUCIUILINHBI, U BUJIOB Y4eOHOM
JeSATEeIbHOCTH MPEICTABIICHO B Tabuiie S.7.
Tabmuua 5.7 — CooTBeTCTBHE KOMIETEHIUH, (OPMUPYEMBIX MPU U3yUYECHUH TUCIMILUINHbI, U BUIOB

3aHATHHA

Bunap! yueOHOM fesTeabHOCTH
dopMupyemsie

Jlex. | Ilpak. | Kypc. | Cam. DopMBI KOHTPOJIA
KOMIIETEHIIH

3aH. 3aH. pao. pao.
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OIIK-7 + + + +  |KypcoBas pabota, 3auét, 3ammra oTyeTa 1o
[IPaKTUYECKOMY 3aHATHIO, OTUET 10 KypCOBOM
pabore, TectupoBanue, OTUeT 10O
MIPaKTUUYECKOMY 3aHATHIO (CEMUHApPY)

OIIK-9 + + + +  |KypcoBas pabora, 3auér, 3ammra oT4eTa 1Mo

MPaKTUYECKOMY 3aHATHIO0, OTYET MO KypCOBOit
pabore, TectupoBanue, OTUeT MO
MMPAKTUYECKOMY 3aHATHIO (CEMUHAPY)

6. PeiiTuHroBasi cucremMa isi OLEHKH YCIIeBAeMOCTH 00y4aloIMXCs

6.1. banabHble oneHKH 11t GOPM KOHTPOJISA

bannbHble onieHKH U1t POpPM KOHTPOJISt IPECTABICHHI B Ta0uie 6.1.
Tabnuua 6.1 — bambHbIE OLIEHKH

o . MaxkcuMalnbHBIH
MakcumanbHbIN MakcumanbHbIi
0aJut 3a rnmepuos Bcero 3a
®DopMBbI KOHTPOJIS 6amn Ha 1-y10 KT ¢ OaJy 3a epuo.
mexny 2KT u Ha ceMecTp
Hayasa cemectpa | Mexay 1KT u 2KT
KOHEII ceMecTpa
8 cemectp
3auér 0 0 30 30
3amuTa oT4eTa o 10 10 10 30
MPAKTUYECKOMY 3aHITHIO
TectupoBaHue 0 5 5 10
OT4eT 1o NpaKTU4ECKOMY 10 10 10 30
3aHATHUIO (CEMUHAPY)
Hroro makcumym 3a 20 25 55 100
epro.I
Hapacraromum utorom 20 45 100 100
bannbHble oLleHKH 1St KypCOBOM paOOTHI MpecTaBlieHbl B Tabnuie 6.1.1.
Ta6muma 6.1.1 — bayibHBIE OLIGHKH 1)1 KypCOBOM paOOThI
. N MaxkcuManbHbIH 0alI
MaxkcuManbHBIN MaxkcuManbHBIN 43 DO MK Beero 3a
DopMBI KOHTPOJIS 6ayn Ha 1-yro0 KT ¢ Oaut 3a epuos PHOA Y
2KT u Ha xKoHEN CEMECTp
Hayaja ceMmecTpa mexay 1KT u 2KT
cemecTpa
8 cemectp
Otuer 1o KypcoBoi 10 20 70 100
pabote
Htoro makcumym 3a 10 20 70 100
Mepuo.I
Hapacratommm urorom 10 30 100 100
6.2. Ilepecuer 02/U10B B OLICHKH 32 TEKYIIMA KOHTPOJIb
[TepecueT 6amIOB B OLIEHKH 32 TEKYIIUI KOHTPOIb MPECTABICH B TabmuIe 6.2.
Ta6ymma 6.2 — Ilepecuer OaIOB B OIEHKH 3a TEKYIIHI KOHTPOJIb
bannbl Ha naTy TEKyIIero KOHTPOIS O1enka
> 90% ot MakcuMabHOI cymMMbl OamoB Ha naty TK 5
Ot 70% no 89% ot MakcuMainbHOM cymMMbl 6aioB Ha aaty TK 4
Ot 60% 10 69% oT MakcuManbHOM cymMMbI 6aiioB Ha aaty TK 3
< 60% ot MakcuManbHOI cymMbl OamioB Ha naty TK 2
11
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6.3. [lepecuer cyMMbI 0A/1JI0B B TPAAUIIMOHHYI0 M MEKIYHAPOAHYI0 OLIEHKY

Hepecqu CYMMbI 0aJlJIoB B TPaAUIIMOHHYIO U MCKAYHAPOAHYIO OLICHKY IIPCACTABJICH B Ta6J'II/II_Ie

6.3.
Tabmuua 6.3 — [lepecyer cyMMBbI 0aJUIOB B TPAIUITMOHHYIO U MEXKIYHAPOIHYIO OIICHKY
Hrtoroas cymma 6asios,
Onenka YYUTBIBACT YCIICITHO CIAaHHBIN Onenka (ECTS)
IK3aMeH
5 (oTnU4HO) (3aYTEHO) 90—-100 A (0TAM4HO)
4 (xopo10) (3a4TEHO) 85 -89 B (ouens xopomuio)
75— 84 C (xoporo)
70 - 74 D (ynoBieTBOPUTENIHHO)
3 (yAOBIETBOPUTENHHO) (3aYTEHO) 65— 69
60 — 64 E (mocpencTBenHo)
2 (HeyIOBJIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6annoB F (meynoBnerBoputeabHO)

7. YueOHO-MeTOoAuYecKoe U MH(OPMAIIHOHHOE o0ecnevyeHne TUCITUITHHbI
7.1. OcHOBHas JqUTEpaTypa

1. IIporpammHo-anmapaTHbIe cpencTBa obecnedeHus: nHHOPMAITMOHHON 0€30MacHOCTH : yueOHOe
nocobue / A. B. lymkun, O. M. Bapcykos, E. B. Kpasnos, K. B. CnaBHoB ; moa penakmnueir A. B.
Hymkuna. — Mocksa : ['opsiuas nunus-Tenexkom, 2018. — 248 c. — ISBN 978-5-9912-0470-5
[DnexTponHsbIit pecypc|: — Pexum gocryna: https://e.lanbook.com/book/111053.

7.2. lonoJTHUTEIbHAS JIUTEPaTypa

1. Kazapun, O. B. I[IporpamMmmHo-anmapaTHble CpeACTBa 3alIMThl MHPOpMAIUU. 3amuTa
MIpOrpaMMHOTO obecriedueHus : yueOHUK U mpakTukyMm ais By3oB / O. B. Kazapun, A. C. 3a6a0ypun. —
MockBa : UsnarenbcTtBOo HOpaiit, 2022. — 312 ¢. — (Bricmee obpazoBanue). — ISBN
978-5-9916-9043-0. [DnexTpoHHBIH pecypc]: — Pexum moctyma: https://urait.ru/bcode/491249.

2. 3amuTta UHPOPMAIIUU C HCIOJIb30BAHHEM CMapT-KapT U 3JIEeKTpoHHBIX Openokos / JI. K.
babenko, C. C. Umyxkos, O. b. Makapesuu. - M. : "I'enuoc APB", 2003. - 351[1] c. : un., Tabmn., moptp. -
bubnuorp.: c. 348-349. (manuuue B 6ubnuorexke TYCVYP - 29 ok3.).

3. IIporpammHo-anmapaTHbIe CpeacTBa obecrneueHrus HHPOPMaLMOHHOM 0e30MacHOCTH : yuyeOHoe
nocobue: B 2 paznenax / A. I1. 3aiiues; MunuctepctBo oOpazoBanus u Hayku Poccuiickoit deneparum,
ToMckuii rocynapCTBEHHBI YHUBEPCHTET CHCTEM YIpaBlIeHUs U paauodnekTpoHuku, Kadenpa
KOMILUIEKCHON MH(OPMALIMOHHON 0€30MacHOCTH SJEKTPOHHO-BBIYUCIUTENbHBIX CUCTEM. - ToMmck : B-
Crnektp, 2007 - . Pazgen 1. - 2-e uzn., nepepab. u gom. - Tomck : B-Crnektp, 2007. - 143[1] c. : uin. - b. 1.
(manuune B 6ubmuoreke TYCVYP - 66 3k3.).

4. TlporpaMMHO-anmapaTHble CpelicTBa oOecnieueHusi HGOPMAIIMOHHOM 0€30MacHOCTH @ yueOHOoe
nocobue: B 2 pazgenax / A. I1. 3aiineB ; MunuctepctBo oOpazoBanus u Hayku Poccuiickoit denepanum,
ToMckuii rocynapCTBEHHbI YHUBEPCHTET CHCTEM YIpaBlIeHUs U paauodnekTpoHuku, Kadenpa
KOMILUIEKCHON MH(OPMALIMOHHON 0€30MacHOCTH SJEKTPOHHO-BBIYMCIUTENbHBIX CUCTEM. - ToMcK : B-
Cnextp, 2007 - . Pazmen 2. - 2-e u3a., nepepad. u gomn. - Tomck : B-Cnextp, 2007. - 118[2] c. : um. -
bubnuorp.: c. 37. - b. u. (Hanuune B 6ubnuoreke TYCVYP - 66 3k3.).

7.3. YueOHO-MeTOANYEeCKHE MOCOOUs
7.3.1. O6s3aTeIbHbIE YUeOHO-METOAMYECKHE MOCOOUSI

1. Metoanueckue yka3aHUs K MPAKTHYECKOW U CAMOCTOSTEIbHOW paboTe MO AUCIHUIIIUHE
"[IporpamMmmHoO-amnmapaTHbie cpeacTBa obecneueHuss nHGopMamoHHoOK Oe3omacHocTh" / PaxmaHeHKo
n.A. - 2021. - 77 c¢.:. [DnekTpoHHBH pecypc]: — Pexum pgoctyna:
https://disk.fb.tusur.ru/hardware_software_information_security/practice.pdf.

2. ®owmun, /1. B. MadopmarmonHas 6€30MacHOCTh U 3aluTa HHGOPMAIUH: CIICIIHATIN3UPOBAHHBIC
aTTECTOBaHHBIE IPOrPaMMHbBIE U TPOrPaMMHO-aINapaTHbIe CpeCcTBa : MeToaudeckue ykazanus / [1. B.
®omuH. — bnarosemenck : AMI'Y, 2017. — 240 c. [DnexTpoHHbI pecypc]|: — Pexum gocrtyna:
https://e.lanbook.com/book/156494.
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3. MeTtoanveckne yka3zaHHs 1O BBITIOJHEHUIO KYpCcOBOW paboThl mo auciuminae "[IporpamMmmHo-
amnmapaTHbIe cpeacTBa obecrnieueHuss nHpopmannonHoi 6ezomacHoctu" / Paxmanenko U.A. - 2021. - 5 c.
[OnexkTpOHHBIU pecypc]: — Pexum gocTyna:
https://disk.fb.tusur.ru/hardware_software_information_security/course_work.pdf.

7.3.2. YueOHO-MeTOANYECKHE MTOCOONS JIS JINIT
C OrpPaHUYE€HHBIMH BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIU/IOB

Y4eOHO-MeTOINYEeCKUE MaTEPHUaJIbl i1l CAMOCTOSITEILHON U ayAUTOPHOI pabOThl 00yJaromuxcs
U3 YUCJIA JIUI] C OFPAaHUYEHHBIMH BO3MOXHOCTSIMH 3/J0POBbsI M1 HHBAJIUIOB MPEAIOCTABIAIOTCA B opMax,
aIalITUPOBAHHBIX K OTPAaHHYCHUSAM X 3[0POBbS U BOCHPUATHS HH)OPMALIUY.

Jl1s1 i1 ¢ HAPYIIEeHUSIMH 3PeHus:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B [1€4aTHOW (hopMe YBEIUUECHHBIM HIPUPTOM.

JI1s1 JIMII ¢ HAPYHIEHUsIMU CJIyXa:

— B (popMe 31IEKTPOHHOTO TOKYMEHTA;

— B miedatHou popme.

JI1s1 JIMII ¢ HAPYIIEHUsIMHU ONOPHO-IBUTATEIbHOT0 anmnapara:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B miedatHoi popme.

7.4. CoBpeMeHHbIe TPOo(eccuoHATbHbIE 0a3bl JAHHBIX
1 HH(OPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. [Ipu u3ydeHUU NUCHUIIMHBI PEKOMEHAYETCS 00palaThCsa K COBPEMEHHbIM 0a3aM JaHHBIX,
WH(OPMAIIMOHHO-CIIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa oTKpHIT gocTym:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MatepunajbHO-TeXHHYeCKOe H POrpaMMHOe ofecrieyeHne TUCHUIIHHBI
8.1. MaTepuabHO-TeXHHYECKOe H IPOrpaMMHoe o0ecredeHue sl JTeKINOHHBIX 3aHATHI

Jlnst mpoBeeHUs 3aHATUN JEKIIMOHHOTO TUIA, TPYIIOBBIX U MHAUBUIYaIbHBIX KOHCYJbTAILU,
TEKYLIEro KOHTPOJIS U MPOMEXYTOUHON aTTECTAllMU UCIIONb3YeTCsl yueOHask ayAUTOPHUS € JOCTaTOYHBIM
KOJIMYECTBOM TIOCAI0YHBIX MECT I y9€OHOH TPYIBI, 000pYyI0BaHHAS JOCKOH M CTAaHIAPTHOW y4eOHOM
MeOenbto. MimeroTest MynbTUMeInitHOe 000pyI0BaHKE U YUEeOHO-HATJISAHBIE TTOCOOUS, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH 110 JIEKIIMOHHBIM pa3ziesiaM AUCLUILINHBL.

8.2. MaTepuaibHO-TeXHHYECKOE M MPOrPaMMHOe o0ecreuyeHue 1JIsl NPAKTHYECKUX 3aHATHI

Jlabopatopus mporpaMmMHo-amnapaTHbIX CpeAcTB oOecriedyeHUss UHPOPMAITMOHHON 0€30MaCHOCTH:
ydyeOHasi ayAuTOpHs AJs NPOBEACHUS 3aHATUNM MPAKTUUYECKOrO THUIA, yueOHas ayauTopus Iis
MIpoOBeIeHUs 3aHATHi TabopaTopHoro Tumna; 634045, Tomckas obnacts, r. ToMck, yi. KpacHoapmeiickas,
a. 146, 405 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- UnTepaktuBHas nocka IQBoard DVT TN100;

- [Ipoektop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yeunmurens Roxton AA-60M;

- [ToTonounskrit rpomMkoroBoputesb Roxton PA-20T;

- AnmapatHble cpeficTBa ayTeHTH(HKauu nois3osatens "eToken Pro";

- [IporpammHo-anmnapaTHelii Komiuieke 3amuThl nHpopmaruu: [TAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW1000 4 .x;

- YcTpolcTBa YTEHHUSI CMapT-KapT U paJMOMETOK: aJanTep KOMIbIOTEPHBIN JJIs CUUTBIBAHUS U
nepenaun B [IK cepuitHpix HOMepoB O€CKOHTAKTHBIX HaeHTU(UKaTopoB IronLogic Z-2 USB;

- MaruutHo-MapKepHas JOCKa;

- Kommnekr cnenuanu3upoBaHHoi yueOHON Mebeny;

- PaGouee mecTo mpemnogaBaTens.

[IporpamMmMHOe obecrieueHue:

- Microsoft Windows 10;

- Visual Studio;
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- AnmapaTHO-IPOTrpaMMHBIE CPEACTBA yNPaBICHHUS IOCTYNOM K JaHHBIM, MUGPOBAHUS:
DallasLock;

- AnmapaTHO-IPOTrpaMMHBIE CPEACTBA yNpPaBICHHUS NOCTYNOM K JaHHBIM, MUGPOBAHUS:
Kpuntollpo CSP;

Aynutopuss UHTEpHET-TEXHOIOTUH ¥ MH()OPMAIIMOHHO-aHATUTHYECKON ACATEIbHOCTH: yueOHas
ayJIUTOpHUS 171l IPOBEICHUS 3aHATUH JEKIIMOHHOTO THUIA, yueOHas ayJUTOpUs Uil MPOBEACHUS 3aHITHM
MPAaKTHYECKOTO THUIA, ydeOHass ayJauTOpHUs IJIs MPOBEACHUS 3aHATUN abopaTopHoro tuma; 634045,
Tomckas obmacts, T. ToMck, yi. KpacHoapmetickas, a. 146, 402 ayn.

Onucanue UMeroerocs 000pya0BaHuUs:

- UnTepaktuBnas nocka [QBoard DVT TN100;

- [Tpoextop Optoma EH400;

- Be6-xamepa Logitech C920s;

- Axyctudeckas cuctema Yamaha;

- Kommext 6ecipoBoabix Mukpodonos Clevermic;

- MaruuTHoO-MapKepHas J0CKa;

- KommuiekT cnenuann3upoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTels.

[IporpamMmMHoe obecrieueHue:

- Microsoft Windows 10;

- VirtualBox;

- Visual Studio;

8.3. MaTepuajibHO-TeXHHYECKOe H IPOrpaMMHoOe o0ecriedeHne I KypcoBoii padoThI

Aynutopuss MOAETUPOBAHUS, MPOSKTHUPOBAHUSA M HKCILUIyaTallud HWH(POPMALUOHHBIX U
AHAIUTUYECKUX CUCTEM: yueOHas ayAuTOpUs AJIs MPOBEACHUS 3aHATUN NMPAKTUYECKOrO TUMA, yueOHas
ayJIMTOpHUs U1 MPOBEJIEHUs 3aHATUI abopaTtopHoro Tuna; 634045, Tomckas obnacts, r. Tomck, yiI.
Kpacnoapmeiickas, a. 146, 407 ayn.

Omnucanue UMeEIOIEerocss 000pPy0BaHUS:

- NnurepaktuBHas nocka TraceBoard TS-408L;

- [Ipoextop ViewSonic PJD5154 DLP;

- Kommuiekt ciennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

[IporpammHoe obecnieueHue:

- Microsoft Windows 10;

- VirtualBox;

- Visual Studio;

JIaGopaTopusi mporpaMMHO-aNnapaTHBIX CPEACTB o0ecrieueHus] NH(POPMAIIMOHHOM 0€30MacHOCTH:
yueOHas ayauTOpHUs JJIS NMPOBEICHUSA 3aHATUN NMPAKTUUYECKOTO THUIMA, yueOHas ayIuTOpHUs I
MpoBeIeHus 3aHsITHil TabopaTtopHoro tumna; 634045, Tomckas obmacts, r. ToMck, yi. KpacHoapmeiickas,
n. 146, 405 ayn.

Omnwucanue UMeEIoIerocs 000py0BaHUS:

- UnTepaktusHas nocka [QBoard DVT TN100;

- IIpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yeunurens Roxton AA-60M;

- [ToTonounslit rpomkorosopurens Roxton PA-20T;

- AnmmapaTHble cpesicTBa ayTeHTuuKanuu noias3zonarens "eToken Pro";

- Ilporpammuo-annapaTHbiii koMiuieke 3auuTsl nHpopmanun: [TAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW1000 4 .x;

- YcrpoiicTBa UT€HUS CMapT-KapT U PaJMOMETOK: aJanTep KOMIBIOTEPHBIN JJI CYUTHIBAHUS U
nepenauu B [IK cepuiiHpIx HOMEpoB OECKOHTAKTHBIX uAeHTUUKaTOpoB IronLogic Z-2 USB;

- MarauTHO-MapKepHasi J10CKa;

- Kommuiekt ciennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.
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[IporpammHoe obecrieueHue:

- Microsoft Windows 10;

- VirtualBox;

- Visual Studio;

- AnmapaTHO-IPOTrpaMMHBIE CPEACTBA yNPaBICHHUS IOCTYNOM K JaHHBIM, MUGPOBAHUS:
Kpuntollpo CSP;

8.4. MaTepua/IbHO-TeXHNYECKOE M MPOrpaMMHOe o0ecnedyeHue 1Jisl CAaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSTeNbHOU pabOThl UCTIONB3YIOTCS YUeOHbIE ayAUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacoNoKEHHBIC TI0 apecaM:

- 634050, Tomckas o6nacth, T. Tomck, Jlennna npocnexkr, 1. 40, 233 ayn.;

- 634045, Tomckas obnacts, r. Tomck, yn. KpacHoapmetiickas, 1. 146, 201 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmmanna ynuna, a. 74, 207 ayn.

Omnucanue UMeEroNIerocs 000py0BaHUS:

- yuebHas mebenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJIKITIOUCHBI K ceTu «MHTepHEeT» U 00eCnednuBaloT JOCTYI B IJIEKTPOHHYIO
nHpopManoHHO-00pa3oBarebHyto cpeay TYCYPa.

[Tepeuens mporpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mnst Windows;

- 7-Zip;

- Google Chrome.

8.5. MaTepl/laﬂbHO-TeXl{H‘leCKoe odecneyeHue AUCHUINJIHHBI JIsA JIMI ¢ OrPAHUICHHBIMU
BO3MOKHOCTSAIMH 310POBbA U UHBAJINI0B

OcBoeHME AUCHUILIMHBI JIMIIAMU C OTPAHMYEHHBIMU BO3MOKHOCTSIMU 3/10POBbSI M MHBAJIUJAMHU
OCYIIECTBIISIETCS C UCTIOIb30BAHUEM CPEICTB 00YUEeHUS OOIIEro U CreluaIbHOr0 Ha3HAYEHUS.

[Ipu 3aHATHUAX ¢ OOy4YarOUIMMHCA C HAPYHIEHHSMH CJyXa MPEIyCMOTPEHO HMCIOJb30BaHHE
3BYKOYCHJIMBAIOUIEH ammapaTypbl, MyJIbTUMEIUNHBIX CPEICTB U JPYTHUX TEXHUUYECKHUX CPEJICTB
npuema/nepenadn yuyeOHol nHpopMaImy B JOCTYIHBIX (opMax, MOOMIIBHON CUCTEMBI MPEINOJaBaHuUs
JUTsL 00YYaIOIUXCSl ¢ UHBAJIMHOCTHIO, MOPTATUBHON MHAYKIIMOHHON CHCTEMBbl. YueOHas ayAuTOpus, B
KOTOPOHW 3aHUMAIOTCSl 00ydJaromuecs: ¢ HapyIIeHUEeM CiyXa, 000pyJa0BaHa KOMIBIOTEPHOM TEXHUKOM,
ayAMOTEXHUKOM, BUACOTEXHUKOM, SJIEKTPOHHOU IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHUSIX ¢ 00yUaIONIMMUCS C HAPYLIEHUSIMHU 3PeHUs MPEIYCMOTPEHO UCIOJIb30BAaHUE B
JEKIUOHHBIX U y4eOHBIX ayAUTOPHUSAX BO3MOXKHOCTH MPOCMOTpaA YAAJICHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM claijia Ha 3KpaHe) MpH MOMOIIHM BUACOYBEIUUHUTENEH 19 KOMPOPTHOTO
MIPOCMOTpa.

[Ipu 3aHgATHAX ¢ O0YyYaIOIIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOI0 ammaparta
HCIIOJBb3YIOTCS allbTEpHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMalMU U ApYyrue TEXHUYECKUE CpeACcTBa
npuema/mnepenadyn yueOHoM nHGOpMaIMH B JOCTYHMHBIX GopmMax, MOOMIILHON CUCTEMBI OOYUYCHUS IS
JIOJIEN ¢ MHBAIUIHOCTEIO.

9. OueHOYHbIe MaTePUAJIbl M METOAUYECKHE PEKOMEHIAMH 110 OPraHU3aALMH U3YUeHUsl
JTUCIUTINHBI

9.1. Conep:xaHne OLICHOYHBIX MATEPHAJIOB JJIsl TEKYIIEro KOHTPOJIS
U MIPOMEKYTOYHOM aTTecCTAUH

JIyist olleHKHU cTeneHu COPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPCTUICHHBIX 32 AUCIUTIIINHOMN
KOMITETEHIINI HUCTIONB3YIOTCS OLICHOYHBIE MaTepUalbl, MpeAcTaBiIeHHbIC B Ta0muIEe 9.1.
Tabmura 9.1 — @opMbI KOHTPOJISL U OLICHOYHBIC MATEPHAIIBI
Hazpanwust pa3nenos (Tem) dopmupyemble
JUCITUTLIAHBI KOMIIETEHITHH

®opmbl KoHTpoItst | OrieHouHbIe MaTepuaisl (OM)
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1 TeopeTnueckue acrieKThl OIIK-7, OIIK-9 |3auér [Tepeuens BOIIPOCOB 1Jist

IIPUMEHEHHUS IPOrPaMMHO- 3aueTa
alrapaTHelX CPpEACTB Ortuer no KypcoBoi |[IpuMepHbIil TepedeHb
obecnieyeHust HHHOPMALMOHHON pabore TEMaTHK KypCOBBIX paboT
GesomacHoCTH. TectupoBanue [TpuMepHBIH MepeUeHb
TECTOBBIX 3a/laHUN
2 [IporpamMMmHO-anmnapaTHbie OIIK-7, OIIK-9 |3auér [Iepeuens BonpocoB i
cpencTBa oOecTrieueHHsI 3aueTa
MH(POPMALMOHHOH 3amuTa otdyeta mo |[IpumMepHbIil mepedyeHb
0e30MacHOCTH. MPAKTAYECKOMY BOITPOCOB ISl 3AILUTHI
3aHATHIO NPaKTUYECKHUX 3aHATUI
Otuer 1o KypcoBoii | [IpumepHsblii epedeHb
pabote TEMaTHUK KypCOBBIX padoT
TecTtupoBanue [IpumepHBIil nepeueHb
TECTOBBIX 3aJaHUI
Ortuer no TeMbl NpakKTUYECKUX 3aHATUN
MIPaKTUYECKOMY
3AHATHIO
(cemuHapy)
3 HopMaTuBHbIE TOKYMEHTHI, OIIK-7, OIIK-9 |3auér IIepeuens BonpocoB 11t
perynupyroimne npuMeHeHne 3aueTa
IIpOrpaMMHO-aNMapaTHbIX Otuer no kypcosoii | [IpumepHbIit nepedeHb
CPEICTB 3amIUThl MHPOPMAIUK pabote TEMAaTHUK KypPCOBBIX pabOT
TectupoBanue [IpumepHbIil nepeueHb

TCCTOBBIX SaﬂaHI/Iﬁ

Hlxana oneHku cHPOPMUPOBAHHOCTU OTAEIbHBIX MIAHUPYEMBIX PE3yJbTAaTOB OOyUYEHHS IO
JTUCIUIIINHE TIpUBeAeHa B Tabmuie 9.2.
Tabnuna 9.2 — llkana oneHku cHOPMHUPOBAHHOCTU IUIAHUPYEMBIX PE3yJIbTATOB OOYyUYEHHUS 1O

JUCIATIINHE
dopmynupoBka TpeOOBaHUH K CTETIEHH C(HOPMHUPOBAHHOCTH
Ouenka banner 32 OM MJIAHUPYEMBIX Pe3yJbTaTOB 00yUYeHUs
3HATh yMETh BJIQ/IETh
2 <60% ot OTCYTCTBHME 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HeyIOBIETBOPUTENHHO) | MAKCUMAIBHOMU | UTTH ()parMeHTapHBIC YMEHHUH UITN HABBIKOB HIIN
CYMMBI 0aJioB 3HAHUA YaCTHUYHO (dbparmMeHTapHbIE
OCBOEHHOE MpUMEHEHHE
yMEHHE HABBIKOB
3 ot 60% no o01me, HO He B LIEJIOM YCIICIITHO, B 1IEJIOM
(YIOBJIETBOPUTEIHHO) 69% ot CTPYKTYpPUPOBaHHBIC HO HE YCIEITHOE, HO HE
MaKCHMAaJIbHOM 3HAHUSA CUCTEeMATHUYECKU | CUCTEMATHUECKOE
CYMMBI 0aJIIOB OCYILIECTBIIIEMOE MPUMCHECHHE
yYMCHHE HABBIKOB
4 (xoporo) ot 70% no chopMuUpOBaHHBIE, B LIEJIOM B IICJIOM
89% ot HO cozeprKalue YCIIEIIHOE, HO YCIICIIHOE, HO
MaKCUMaJIbHOM OTJIeJIbHbIE coJieprKaliue coJieprKaliue
CyMMBbI 0auioB | mpoOseMbl 3HaHUS OTJIeJIbHbIE OTJIe/IbHbIE
poOesbl yMEHUe poOebI
IpUMEHEHHE
HaBbIKOB
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5 (OTIMYHO) >90% ot c(hOopMUPOBaHHEIE | CHOPMUPOBAHHOE YCHENTHOE U

MaKCHMAaJIbHOM CHUCTCMATUYCCKUC YMCHUC CHUCTEMATHUYCCKOC
CYMMBI 0aiioB 3HaHHUA MMPUMCHCHUC
HaBBIKOB

[Ikana KOMIUIEKCHOHM OlleHKH ¢(hOPMHUPOBAHHOCTH KOMIIETEHIINI TIpuBeieHa B Tabmuie 9.3.
Tabmuia 9.3 — Illkana KOMIIJIEKCHOM OIIEHKH C(HOPMUPOBAHHOCTH KOMITETEHITHI

Onenka ®opmynupoBka TpeOOBaHUM K CTETIEHU KOMIIETECHIINH

2 He nmeeT He0OXOAMMBIX MPEACTABICHUI O IPOBEPSEMOM MaTepHae
(HeyIOBIIETBOPHUTEIBHO) | MIIN
3HaTh Ha ypPOBHE OPMEHTHPOBAHMS, ITpeicTaBieHNi. OOyyaronuiics 3HaeT
OCHOBHBIC NPU3HAKU UM TEPMUHBI U3y4aeMOI0 3JIEMEHTA COACP KAHUS, UX
OTHECEHHOCTb K OIIPE/ICTICHHON HayKe, OTPACIH WK 00BEKTaM, y3HAeT B
TEKCTaxX, MU300paKEHUAX WIHM CXEMaX U 3HAET, K KAKUM HCTOYHUKAM HY>KHO
oOpamiarbes s 0oJiee eTaabHOrO ero YCBOCHHUS.

3 3HaTh U YMETh Ha PeNPOAYKTUBHOM ypoBHE. OOyJaronnxcs 3HaeT
(YIOBJIETBOPUTENHEHO) |M3YUYEHHBIN 2JIEMEHT COAEPKAHUS PENPOTYKTUBHO: ITPOU3BOIHHO
BOCITPOM3BOUT CBOM 3HAHUS YCTHO, MUCHbMEHHO UJTU B JIEMOHCTPUPYEMBIX
JIEUCTBUSAX.

4 (xopotio) 3HaTh, yMETh, BJIa/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENpOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
M3YYECHHBIX 00BEKTOB, Ha UX IOCTOMHCTBA, OTPAHUYECHUS, UCTOPHUIO U
MEPCTIEKTUBBI Pa3BUTHUS M OCOOCHHOCTH IS Pa3HbIX 00BEKTOB YCBOCHHUSI.

5 (oTIM4HO) 3HaTh, yMETb, BIIAJICTh HA CHCTeMHOM ypoBHe. OOyuaromuiicsi 3HaeT
W3YYEHHBIHN 2JIEMEHT COAEP KAHUSI CUCTEMHO, IPOM3BOJIBHO U 10Ka3aTEIbHO
BOCIIPOM3BOAMT CBOY 3HAHUS YCTHO, IMCBMEHHO WM B IEMOHCTPUPYEMBIX
JNENCTBUSAX, YUUTHIBAsI U YKA3bIBas CBSA3HM U 3aBUCUMOCTH MEKIY ITUM
AJIEMEHTOM U JPYTMMHU JIEMEHTAMU COJAEPKAaHUS AUCLHUIUIMHBI, €T0
3HaYUMOCTb B COJIEP>)KAHUU JUCLUILINHBL.

9.1.1. IlpuMepHBIii IepedeHb TeCTOBBIX 3a/IaHUI

1. Y6epute numnee. [Ipumenenue anmnapatHeix Moayiei 6ezonacnoctu (HSM) Bo3MOxHO B
Takux 00JIaCTAX, KaK:
a) PKI, uentp cepruduxanum
b) bankoBckue onepanuu
¢) DKCIOpT KpUNTOrpahUIECKUX KITFOUeH
d) Ycranosnenue SSL coennHeHMi

2. Kakast u3 QyHKIMIA HE OTHOCUTCS K anmapaTHBIM MoayJisiM 6e3onacHocta (HSM):
a) besonacHas renepanus Kirouei muppoBaHus
b) be3onacHoe xpaHeHHe U yIpaBIeHNUE KIIOYaMHU
¢) Pabora ¢ snunTuaeckuMu KpUBBIMH
d) Hludposanue u pacmmppoBsiBaHne KOHDUICHINATBHON HHPOpMAIUN

3. Bribepure BepHbIil BapuaHT oTBeTa. Kimtoun mudposanus kmoueit (KK), ncrnons3zyemsie nis
MEPECHUTKH KIII0YEH MEXTy TBYMS y3JIaMHU CETH, Ha3bIBAIOTCS:
a) Kimowamu st mugposanust MK (macrep-kitoua)
b) Paboune mwmm ceancoBbie KK
¢) Kirrouamu oOMeHa mexty y3namu cetu (cross-domain keys)
d) Kirtouamu ayTeHTHPUKAIIUN COOOTIEHU I

4. K ocobeHHOCTSIM mporpammHo-anmapatHoro komruiekca MKTrusT He oTHOCHTCS:
a) ITo3BonsieT paboTarh B OIHOM U3 JIBYX PEKHMOB — 3alllMIIEHHOM (Harpumep, padora ¢ JJbO
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WM UHBIMH KPUTUYHBIMH K 3aLIUIIEHHOCTH CEpBHCAaMH) U HE3AIIMILEHHOM, 0€3 OrpaHU4YEeHHS
BO3MOKHOCTEHN

b) 3amumiennas OC — Linux cobctBeHHOM cOopku, HezamuiieHHas OC — Android

¢) B crapgaprtaoit komuektanuun MKTrusT nmpucyrctByer IP-Tenedon, mocTpoeHHBIH Ha
«rapBapCKOI» apXUTEKType

d) MKTrusT tpebyet mist paboThl TOJBKO TEIEBU30P (MOHHUTOP HIIH MpoekTop) yepe3 HDMI
nopt, nutanue oT USB mopta (He menee 1 Ammep), cetb — WiFi1

5. Beibepure BepHBIil BapuaHT oTBeTa. Kak oCyIecTBiIseTcsl BHIOOP OHOTO U3 ABYX PEKHMMOB Ha
BBIOOD — 3aAIIUIIIEHHOTO WJIK OOBIYHOTO — B ITporpaMMHO-anmnapatHoM komrmuiekce MKTrusT:
a) Mcnonb3yercs BEIOOP pekKMa B MpoLiecce 3arpy3KH KOMITbIOTEpa
b) Hcnonap3yercss JOMOJHUTENbHOE YCTPOUCTBO, COEpIKallee OMEPalMOHHYI0 CUCTEMY IS
COOTBETCTBYIOIIETO pesknma pabotsl MK TrusT
¢) Ucnonb3yercst puznueckuii mepexrodaTenb
d) Ucnonwsyercs crienunanbHoe 110, peanusyroriee mogodue «BUPTyaIbHONW MalTuHBD)

6. BcTaBbTe MpomyIieHHOE BbIPaKEHHE. ... — MIEPHOJ pabOThl KOMIIbIOTEPA, B paMKax KOTOPOTO
obecrieunBaeTcs JoBepeHHas 3arpy3ka OC, opraHuzyeTcs 3alUIIEHHOE CETEBOE COETUHEHUE U
MOIJICPKUBAIOTCS TOCTaTOUHBIE ycnoBus st pabotel CK3U:

a) Muadopmarmonno-nouckosas cucrema (UIIC)
b) bezonacusriit pexxum (bP)

c¢) loBepennsiii ceanc cBszu (JJCC)

d) ABTOoMaTH3UpOBaHHBIN padounii pexxum (APP)

7. UTO HE OTHOCHUTCS K CJOXHOCTAM oOecmedeHUs 0€30MacHOCTH YAaJEHHOrO JOCTymHa K
nH(OpMAITMOHHBIM pecypcam?
a) CIoXHOCTh KOHTPOJIS BBINOJHEHUsS TpeboBanuii monmutuku Wb Ha ynanéansix APM
MI0JIb30BaTENEN
b) Heobxomumocts ucnonws3oBanus ceprudunupoBanabix OC, C3U HCJ u CK3U mns
mupoBanueM u padbotsr ¢ DI
c¢) HeoOxonumocts mpoBeAeHHs aTTECTAlMOHHBIX, aJalTallHOHHBIX U MHCHEKIHOHHBIX
JNIEUCTBUN Il JOMyCKa Mojbp3oBateneid k APM
d) Orpannuenne dyHknuonana ceprudunupoBanabix OC u nmpukiaagnoro I1O (B T.d.
CJIO’)KHOCTH TIPOLIETypbl OOHOBJICHU)

8. Kakwue u3 dynkumii He oTHOCITCS K Bo3MoKHOCTIM KC3U «Ilanmups-K»
a) Unenatudukamus u ayrearudukanus: Console, flash, eToken USB, ...
b) Pasrpanudenre u ayuT IeMCTBUI TOJ30BATENICH U MIPUIIOKEHUN, KOHTPOJIb 1IEJIOCTHOCTH
¢) BpeMeHHoOe rapanTupoBaHHOE yAaneHue HHPOPMAIUU C BO3MOXHOCTHIO BOCCTAHOBIICHHS
yepe3 BCTPOCHHbBIE MEXaHU3MbI
d) ludposanue: 3DES, AES, DES, I'OCT 28147-89

9. UTo HE OTHOCHUTCSI K OCHOBHBIM MPUHIIMIIAM pa3TpaHUYCHUS JOCTyNa K (aiIoBO cUCTEME B
KC3U «ITanuupe-K»?
a) CymiecTByeT JAB€ MOJUTUKH KOHTPOJS NOCTyla K pecypcaMm — pa3peliuTesbHas U
3anpeTUTeNbHas
b) IIpaBa gocTymna Ha3Ha4alTCsA CYOBEKTaM, a HE MIPUCBAUBAIOTCS OOBEKTaM B Ka4eCTBE UX
aTpuOyTOB
C¢) AIMHUHUCTpPATOpP MMEET TaKue XK€ MpaBa Ha Ha3zHaueHHE (M3MEHEHHE) MpaBa JOCTyIa
cyObeKTa K 00beKTy, Kak u “Bnanenern”
d) Jlns moboro cyObekTa 10CTyna MOKET OBITh pealii30BaHa COOCTBEHHAS pa3rpaHUUUTEIIbHAS
MOJINTUKA

10. Beibepure BepHbIii BapuaHT oTBeTa. K Mexanuzmam koHTposts nenoctHocT KC3U «Ilanumpb-
K» otHOCHTCS:
a) KoHTpoJIb 11e710CTHOCTH KaTajaoroB U (ailyioB JaHHBIX (CHHXPOHHBIM U aCHHXPOHHBIN )
b) KoHTpOIb 11ET0CTHOCTH UCTIOHAEMBIX (haiijIoB (MPpOTpaMM Iepe;] 3aIryCKOM)
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¢) Bce nepeunciiennoe
d) Kontponb nenoctHoctu daitno KC3U

11. Kakoe yTBepxaeHHE HE OTHOCUTCS K OJJHOMY M3 BapHaHTOB 00xo0ja cuctembl 3amuThl 110 ¢
MOMOMUIBIO KJIIOYEH 3aIUThI 3]I0YMBIIIIEHHUKOM:
a) [lepexBaT, MPOTOKOJMPOBAHUE U aHAINU3 OOpAlICHUN K KIIFOUY 3aIlUTHI C MOCIEeAYIOMEeH
AMYJISIIUEN OTBETOB
b) BHecenne n3meHeHud B MpOrpaMMHBIN MOIYJIb (B3JIOM)
¢) Co3nmanre BpeIOHOCHON TPOrpaMMbl, BPDEMEHHO OJIOKHPYIOIIEH 3alpOChl K KITI0UY 3aIUThI
d) DMmynupoBaHHe HATWYUS KJIIOYa MMyTEM IepexBara BbI30BoB Onbnmoreku API nis oOmena c
KITFOUOM

12. Kakwue ytBepxkaeHus He oTHOCATCA K 3anuTe [10 ¢ momomsio APl GyHKINN KiTtoden 3ammThl?
a) CamocrosTenpHas pazpadborka 3ammTs! [10
b) MHTerpupoBaHre caMOCTOSITEIbHO pa3pabOTaHHON CHUCTEMBI 3allUTHl B MPHJIOKEHUE Ha
YpOBHE UCXOAHOI0 KOAa
¢) OTcyTcTBHE HEOOXOAUMOCTH U3YUEHHSI M MOIU(UKAILIMK UCTIOIHAEMOr0 KO/Ia 3alIUIEHHOTO
MIPUIIOKEHUS AJ11 00X0/1a 3aIUThI
d) Cno’xHOCTb B HEUTpaJIU3allu1 3alUThI BCIEACTBHE €€ YHUKAIBHOCTH U «Pa3MbITOCTH» B TEJIe
MIPOrpPaMMbI

13. K aTany nHUIMAIW3AIMH TPOTPaMMHO-aIapaTHOTO KoMIiekca «Co00Ib» HE OTHOCUTCS:
a) YcraHOBKa IUIaThl KOMITJIEKCa
b) Hactpoiika o0mmx nmapameTpoB
¢) HacTpolika mapamMeTpoB MOAKIIOYEHUS K CETH
d) Hactpoiika KOHTpOJIS IETOCTHOCTH

14. K mepeBoay mporpamMmMHoO-amnmapaTHoro kKomiuiekca «Co00Ib» B peXUM DKCIUTyaTalliu HE
OTHOCHUTCS IE€UCTBUE:
a) M3pnekute muaty komriekca "Coboinp" u3 pazbema munbl PCI-E/PCI
b) Ycranosurte miary komriuiekca "Co6omp" B pazbem cuctemuon mmabl PCI-E/PCI
¢) Berramure kabenp u3 mopra «HacTpoiikay 1 MepeKIiounTe ero B MopT « IKCILTyaTarusy»
d) IMoxgkmrounTe K 11aTe CYUTHIBATENb 1Button

15. BeiGepute BepHBIN BapuaHT OTBETa. BhicTaBhTE B MPAaBMIILHOM IMOPSAKE ACUCTBUS MPHU
YCTaHOBKE MPOrpaMMHO-aIlapaTHOro Komiuiekca «Akkopa». 1. [ToncoeanHene KOHTaKTHOTO
ycTpoiicTBa (cheMHUKa HHGOpMAIUK). 2. Y CTaHOBKA IUIaThl KOHTPOJUIEpa B CBOOOIHBIN CIIOT
I[IDBM. 3. Peructpanus agmuauctparopa bU, HacTpoiika KOMIJIeKca B COOTBETCTBHUU C
koH(purypamnueit Texundeckux cpeacts [IDBM. 4. Ha3znauenune cnucka auckoB, (aniios,
pa3desioB peecTpa, KOHTPOJUPYEMBIX Ha LEJIOCTHOCTh. 5. PerucTpanus moJib30BaTeleH,
Ha3Ha4YeHHE I0JIb30BATENSIM MEPCOHATIBHBIX UJIEHTU(PUKATOPOB, Mapojieil U BpeMEHH JOCTyma
a)2,1,3,4,5
b)1,2,3,5,4
c)2,1,3,5,4
d)1,2,5,4,3

16. Kakoe U3 nepeuncieHHbIX MPOrPaMMHO-AMIapPaTHBIX CPEACTB HE UCIOIB3YIOT JJIsl XpaHEHUS
KpUNITOTpaQuUeCcKuX KITFOYeH?
a) eToken
b) CMapT-KapThI
c¢) iButton
d) Anmapatsbiit Mmoayib 6e3omacHoct (HSM)

17. Kakoe W3 BBICKA3bIBAHUW HE OTHOCHUTCS K NPEUMYIIECTBaM amlmnapaTHOr0 reHepaTtopa
CITyYailHBIX YHCEIL:
a) 3amac yncesn He OrpaHUYCH
b) Huzkue BeIUUCIUTEIBHBIC 3aTPATHI
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18.

19.

20.

20.

21.

22.
23.

24

¢) HUcnonp3yercs cnenuanbHOE YCTPOUCTBO
d) He 3anumaercs MecTo B IaMsTH

Kakoe u3 neiicTBHil HE OTHOCUTCS K OpraHU3allui 3aMKHYTOW nporpamMHoi cpensl B KC3U
«ITanumpb-Kx»:

a) 3ajaHue CIUCKa pa3pelIeHHbIX MPOIECCOB (CUCTEMHBIX U MPUKIAJAHBIX) C BO3MOKHOCTBIO
3aIycKa TOJbKO TE€X MPOIECCOB, KOTOPbIE OTHECEHBI K pa3peIIeHHBIM

b) 3ajgaHue mamok, OTKyJa pa3pemaercs 3amyckaTh NPOrpaMMBbl (C 3apeToM 3alucu U
MoaudUKaIK B HUX (PailioB)

¢) 3ajmaHue crnenuanbHOTro OOLIEro MoJIb30BaTelNsl, OT YbETO JIMIAa COBEPIIAETCS] YCTAHOBKA U
3aIyCcK Iporpamm

d) lonomHUTEIBHBIN aHAIU3 COMEPKUMOTO0 (haiiIoB (MMOMCK MPU3HAKOB UCIIOTHIEMOTO (haiia)

[Ipu B3710ME TpOrpamMM, 3aIlIUIICHHBIX C MOMOIIBIO aNmMapaTHBIX KIOYEH 3alluThl HE
UCTIONIB3YETCS CIISTYIOIINN METOI:

a) OTnmanka

b) JluzaccemOmmpoBaHus

¢) JluBepcudukanms

d) lamm onepaTuBHOM MaMsITH

UTo HE BXOAUT B KOMIUIEKTALIMIO MPOrPAMMHO-AINIMAPATHOrO KOMIUIeKca « AKKopa-AM/JI3»?
a) KonTpomnep

b) CreMHUK HHPOPMAIINK C KOHTAKTHBIM YCTPONCTBOM

¢) CekpeTHBIH JIOTUH U TIapOJIb, HEOOXOIUMBIHN JJIs TepBOHAYAIBHOTO 3amycka AM /I3

d) IlepconanbHBII HIEHTU(PUKATOP MMOTH30BATEIS

9.1.2. IlepeyeHb BONPOCOB ISl 3a4€Ta

. MeTtoasl obecrnedyeHuss WHPOPMAIMOHHON 0€30MACHOCTH ABTOMATHU3UPOBAHHBIX CHUCTEM

(OCHOBHBIE TIOHATHSI, YTPO3bI).

. MeTtoasl obecrnedyeHuss WHPOPMAIMOHHON 0€30MACHOCTH ABTOMATHU3UPOBAHHBIX CHUCTEM

(MeTombI B3JIOMA, 3aIlUTa OT B3JIOMA).

Metoasl oOecriedeHUss UHPOPMAIIMOHHON 0O€30MaCHOCTH aBTOMATHU3UPOBAHHBIX CHCTEM
(3ammra OT MPOrpaMMHBIX 3aKJIAJIOK).

[Tonutuka 6e3onacHocti. Moaens KC.

3aMKHYyTas IporpaMMHasi CpeJa.

®opMUpOBaHUE U NOAAEPKKA U30JIMPOBAHHON ITPOTPAMMHOM CPEJIBI.

Peanuzaus UIIC ¢ ucnonszoBanrem mexanusma paciunpenus BIOS

UEFTL. Ipunnumns! paboTbl

[TepconanbHoe cpenctBo ayreHTH(uKanuu eToken

eToken API

. besonacnoe B3anmopeiicteue B KC. [Iponenypsl naeHTUDHUKAIIMY U Ay TeHTU(DUKALTIH.

. Ayrentuduxanus a0 3arpy3ku OC

. Kontpons u ynpasnenue noctynom. Jucneruep nocryna.

. Haznauenue, pynximm, npunimn padotsl [TAK «Akkopm».

. Haznauenue, pynxiym, npuaimn padotsl [TAK «Co60mb».

. Ilepconanbubie naeHTuUKaTOpsl. Buipl, Ha3HaueHUE, QYyHKIHH.

. Haznauenue, QpyHKImu, npuHIMI paboThl KIIOYeH 3auThl. Mi3BecTHBIE MOCTH.

. Buap! 3amursl 110 ¢ momMonipio 371eKTPOHHBIX Kiltoueil. MeToibl B3i1oMa.

. CpenctBa obecrnieuennsi MHGOPMALIMOHHOW O€30MACHOCTH B ONEPAIIMOHHON cucTeMe Astra

Linux

JIMCKpEeLMOHHBIN 1 MaHJATHBII MEXaHU3MBI pa3rpaHUUeHUs JOCTyMNa K GailioBbIM 00BEKTaM B
OTIepaIMOHHON crcTeMe stra Linux

3aMKHyTas [IpOrpaMMHas Cpela U KOHTPOJIb 1LIEJIOCTHOCTH B OINEPAallMOHHON cucteMme Astra
Linux

VYnpasienue KpunrorpahudecKuMy KIro4aMu

KoHuenuus nepapxuu Kiouei, TeHepanus KIrodei.

AmnmnapaThasie Moaynu 6e3onacaocta (HSM)
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Konnenuus noBepeHHbIx ceancoB cBsizu.. Kommieke « MAPIHI!, «M!&M».

3ammimenaple MUKpokoMITbioTepsl «MKTy. Haznauenue, pyHKIUN.

3ammmennsie Hocutenu « CEKPETY. Buasl, HazHauenue, QpyHKIHN.

Ceptudukanus aBTOMaTU3UPOBAHHBIX CHUCTEM U CPEJCTB BBIUMCIHUTEIbHON TEXHUKU. Busl
HOPMATHBHBIX JOKYMEHTOB, ONPEACISIIONTNX TpeboBaHus 1o ceprudukanuu C3U.
Ceprudukanus aBTOMAaTHU3UPOBAHHBIX CHCTEM M CPEACTB BBIYUCIUTEIbHOW TEXHHUKH.
TpeGoBaHus K CpeACTBaM BBIYUCIUTEIHHON TEXHUKU

Ceprudukanus aBTOMAaTHU3UPOBAHHBIX CHCTEM M CPEACTB BBIYUCIUTEIbHONW TEXHHUKH.
TpeGoBaHMs 1O KOHTPOJIIO OTCYTCTBUS HEACKIAPUPOBAHHBIX BO3MOKHOCTEH

9.1.3. IlpuMepHBIii IepedeHb BOMPOCOB /IS 3AIIUTHI KYPCOBOH padoThl

. Kakue anropuTmbl HCOIB30BaHbl MPU pa3pabOTKe BHIOPAHHOTO MOAYJIS CPEICTBA 3aIlUTHI

uHpopmManuu?

Kakue npo0eMbl ObIIH BBISIBIECHBI IPU TECTUPOBAHUM Pa3paOOTaHHOTO MOJTYJIsA?

Kakue ocHOBHBIE 3a/1auM penaeT pa3paboTaHHbI MOTYITb?

Kakx MOXHO HpPOJEMOHCTPUPOBATh KOPPEKTHOCTH BBHIMOJHEHUS (PYHKIUN pa3zpaOOTaHHOTO
MonyJa?

. Kakue ananoru cymecTByrOT s pa3pabOTaHHOTO MOIYJIs?

9.1.4. IlpuMepHbIii NepeYeHb TEMATHK KYPCOBBIX padoT

JluckpenroHHas MOJIENb OCTyNa K (aiiaam

MaHngaTHOe yripaBieHUE JOCTYIIOM K (haiiiam

CucreMa KOHTPOJIS LEIOCTHOCTH 3alUIIaEMbIX PECYPCOB
[Iporpamma jyist ayTeHTU(DHUKAIIUN C TIOMOIIBIO USb-ycTpolcTBa
AytenTudukanus ¢ ucnonbp3oBanueM kiova eToken

3anper 3amycka nmporpamm uepes npuioxkenne « Windows formsy
Pasrpannuenue nocTymna K npuHTEpam

Pasrpannuenue nocryna K ycrporictBaM. Diaeni-HaKOMUTEN
Peanuzanus acuMMeTpu4HOTO MK pOBaHUS

Peanuzanus cuMMeTpu4HOrO mMu(ppoBaHUSI

. Pacimmpenune 6a3oBoii cucteMbl ayTeHTHGUKau Windows

. ITporpamma aJist yuera u KOHTpOJIs yctaHoBiaeHHoro 110

. ITporpamma aJ1st yueta v KOHTpOJIsl ycTaHoBiIeHHOTO AO

. JJaGoparopnas padota “HMHBeHTapU3aIys 3alUIIIAEMBIX PECYPCOB B JIOKAIBHOU ceTH”

. AHTUGUIUHTOBBIA QUIBTP

. IIporpaMMHBIil MEXKCETEBOI YKpaH

. [IporpammHOe cpeacTBO CO3qaHMsl 3JEKTPOHHOM MOANUCH U UPPOBBIX CEPTUDUKATOB

. Pa3paboTka 3amuThl OT Mporpamm cliexxeHus 3a HabopoM Ha KJlaBUaType

. JJabopatopHas pabora “3amuTa aBTOMAaTH3UPOBAHHBIX CHCTEM OT BPEIOHOCHOTO

porpaMMHOTO obOecrieueHus”

Peanuzanms 3amutel [10 Ha 3MEKTPOHHBIX KJOYaX ¢ Hcmoib3oBaHueM GpyHkmuid API us
Developer Kit

Pa3pabotka [10, 3ammuimeHHoro oT UCClIeI0BAaHUS

Pa3paboTka nmporpaMMHO# CUCTEMBI 3alTUTHI OT Kpaxu 11K

Peanuzanus cucreMbl ayTeHTU(PUKAUU MOOMIBHOTO YCTPOMCTBA

Pa3paboTka cucTeMbl 3alUThI OT KPUIITOMAHHEPOB

Pa3paboTka cucTembl 3alUThl OT HECAHKLIMOHUPOBAHHOTO CKAHUPOBAHMUSI IOPTOB

9.1.5. [lpuMepHBIii NepevyeHb BOMPOCOB /ISl 3AIIUTHI MPAKTHYECKUX 3aHATHI

Kakum o6pazom B Astra Linux peanusyeTcs AUCKPEIMOHHOE pa3rpaHUYECHHUE JOCTyINa K
daitnam?

Kakum o6pa3zom B Astra Linux peanusyeTcs MaHIaTHOE pa3rpaHUuEHUe J0CTymna K daitnam?
Ha3zosure ocHoBHbIe oTnuuus Mexxay API, ucnons3yembiMu aist pabotsl ¢ eToken.

Kakum o6pa3zom npousBoautcs nHunuanuzanus PKCS#117?

Kakum 06pa3omM MOKHO IOCMOTPETh CIUCOK (PyHKIUH, JOoCTYnHBIX B OnbanoTexke PKCS#117?
Kakyto nadopmaruio MoxHo nmonyduts ¢ nomoinsko ¢pynkmuu C_ GetSlotInfo?
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Kaxkyto nadopmaruto MoxHo noiyduts ¢ nomotibio Gpyakmun C GetTokenInfo?
s gero nyxHa ¢pyukmus C_WaitForSlotEvent?

Kakum 06pa3om MOXKHO onpeaenuTh Hamnuue ¢ara?

Kax co3naercs ceptudukar x.509 na eToken?

SPY e~

9.1.6. TeMbl NpaKTUYECKUX 3aHATHI

1. IMCKpeUnOHHbIN 1 MaHJATHBIN MEXaHU3MBI pa3rpaHUYCHUs JOCTYMNa K GailioBIM 00BEKTaM B
oTrepamoHHoi cucreme Astra Linux.

2. 3aMKHYyTasl IporpaMMHasi cpeJila U KOHTPOJIb LIEJIOCTHOCTH B ONEPALlMOHHON cucTeMe Astra
Linux.

3. Pazpabotka 3ammmentoro 110 ¢ npumenennem anmnapatHbix kitodeit eToken

9.2. MeTonnueckne peKOMeHIalUA

YueOHBI MaTepuan u3iaraercs B GopMe, Mpearoiaraliie caMmoCTOsATEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosITeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIIYIO POJIb
B XO/JI€ BCETro Y4eOHOro mpoliecca.

Hauatp uzydeHue quCHMIUIMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMoi, CIUCKOM
y4e0HO-METOUYECKOTO U MporpaMMHOro odecredeHusi. CamocrosiTenbHas paboTa CTyJeHTa BKIIOYaeT
paboTy ¢ yuyeOHBIMH MaTepuajaMH, BBIIOJTHEHHE KOHTPOJIbHBIX MEPONPUATHH, MPeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: TUCUUILIMHBI ISl Ty4YIIETO OCBOEHHUS MaTepHaia HeoOX0IUMO PEryJIspHO
oOpamaTbcsi K pEKOMEHAYEMOW JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHEeT CTyAeHTa Ha cailTe YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)KE 00IIETOCTYTHBIMU UHTEPHET-NIOPTaIaMU, COAECPKAIIUMHU
HAayYHO-TIONYJSPHbIE W CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHEKTaM
y4eOHOW AMCUUILIUHBIL.

[Ipu caMoCTOATEIHLHOM U3YYEHHUU TEM CIIEAYHTE pEKOMEHIAIHSIM:

— YTEHHE HWJHM MPOCMOTP MaTepHualia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBHUAYATbHOTO MOHMMAHUS U OCBOEHHS MaTepuaja, BbIJENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YyUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITATbCS COOTHECTH TEOPHUIO C MIPUMEpPAMHU U3
MIPAKTUKU;

— €CJIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEyEeT BBISICHUTH UX
3HauYeHHE JIJIsl MIOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATE Ha MPEJI0KEHHbBIE BOIIPOCHI.

CtyneHThl MOTYT MOJy4aTh HHAUMBUIyaIbHbIE KOHCYJIbTAIMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB
TEJIEeKOMMYHUKAIUH.

[lo nucuuniavHe MOTYT MPOBOJIUTHCA JOMOJHUTEIbHbIE 3aHATUS, B T.4. B opMe BEOMHAPOB.
Pacnimcanue BeOMHApOB | 3anucu BEOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / JIEKTPOHHOM
YKypHaJIe Mo TUCIUILUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM /ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU
310POBbsI H HHBAJINI0B

Jis nun ¢ OrpaHUYEHHBIMH BO3MOXHOCTSMHU 3J0POBbS M MHBAJIHUIOB INPEAYCMOTPEHBI
JIOTIOJTHUTEJIHHBIE OLIEHOYHBIE MaTepHalibl, IEPEeYeHb KOTOPHIX yKa3zaH B Tabmwie 9.2.

Tabnuma 9.2 — JlomonHUTENbHBIE MaTepHalbl OLICHUBAHUS ISl JIUIl C OTPAHUYCHHBIMH
BO3MOXHOCTSIMUA 3JJ0POBbsl 1 WHBAJINJIOB

Buapl 7onOMHUTENBEHBIX OLIEHOYHBIX CDOpMBI KOHTPOJIAA 1 OLICHKHU

Kareropuu o6yuaronuxcs

MaTepHaoB pe3yJabTaToOB 00yUYEeHUs
C HapylmeHusIMH cyxa TecTbl, NMCbMEHHBIE [IpenmyiiecTBEHHO TMCHbMEHHAS
CaMOCTOSITeNIbHBIE PaOOTHI, BOIIPOCHI IIPOBEpKa
K 3a4eTy, KOHTPOJIbHBIE pabOTHI
C HapylLIeHUSIMU 3pEHUS CobecenoBaHue 1o BOpocam K [Ipenmy1iecTBEHHO yCTHas
3a4eTy, OMpOC M0 TEPMUHAM poBepKa (MHAWBUYAJBHO)
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C HapylLIeHUSIMH OIIOPHO-
JIBUTATEJILHOTO arapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE pa0OThI, TMCbMEHHbBIE
CaMOCTOSITENIbHBIE PaOOTHI, BOITPOCHI

K 3a4eTy

[IpeumyiecTBEHHO
JUCTaHIMOHHBIMU METOIaMH

C orpaHu4eHUSIMHU 110
0o01IeMe IUIITHCKUM
MOKa3aHMUSIM

TecTbl, TUCbMEHHBIC
CaMOCTOSTENIbHBIE PAaOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE paOOTHI,
YCTHBIE OTBETHI

[Ipenmy1iiiecTBEHHO MPOBEPKa

METOJIaMH, OTIPEICIISTFOIIIMMHIC
HCXOS U3 COCTOSIHUS
oOyyJaromerocss Ha MOMEHT
MIPOBEPKHU

b

9.4. MeToauueckue PE€KOMEHIAUHA MO OMCHOYHBIM MaTepuajaamM AJdA JUIl ¢ OrpaHUYCHHBIMHA

BO3MOKHOCTSAAMH 310POBbA U HHBAJIN/I0B

I[J'IH JMLg € OTpaHUYCHHBIMU BO3MOKHOCTAMHU 3J0POBbA U MHBAJIUAOB IMPEAYCMATPUBACTCA
AOCTYIIHAsA (bopMa MpeaOCTaBJIICHUA 3aJaHUM OLIEHOYHBIX CpeacCTB, a KUMCHHO!

— B mieyaTHoi (opme;

— B mieyaTHOM (hopme ¢ yBeIMYEHHBIM HIPUPTOM;

— B hopMe 2NIEKTPOHHOTO TOKYMEHTA;

— METOJIOM YTEHHS aCCUCTECHTOM 3aJaHUs BCIIYX;

— IpeoCTaBICHHE 3a/1aHUs C UCTIOIb30BaHUEM CYPIOTIEPEBOA.

Jlutiam ¢ OrpaHMYEHHBIMU BO3MOXKHOCTSMH 3I0POBbSI M MHBAIHAAM yBEIUYMUBAETCS BpeMs Ha
MOJATOTOBKY OTBETOB Ha KOHTPOJbHBIE BOMPOCHL. s Takux oOyyarouiuxcs mpeaycMaTpuBaeTCs
noctynHasi popma nmpeaocTaBiIeHHsI OTBETOB Ha 3a/IaHUs, @ UMEHHO:

— INMCHbMCHHO Ha 6yMare;

— Ha0Op OTBETOB Ha KOMIIBIOTEPE;

— Ha0Op OTBETOB C UCHIOJIB30BAHUEM YCIYT ACCUCTEHTA;

— IpEeJCTaBJICHNE OTBETOB YCTHO.

[Ipouenypa oleHUBaHUS PE3YyJIbTATOB OOYYEHHS IHI[ C OFPAHMYEHHBIMH BO3MOYKHOCTSIMU
310POBbS U MHBAIHAOB MO AUCHUILIMHE MPpEIycMaTPUBAET MpeaocTaBleHne nHPopMauu B popmax,
aJIaNTUPOBAHHBIX K OTPAHUYEHUSAM UX 3/I0POBbS U BOCTIPUATHS HHPOPMAIIUU:

Jst M1 ¢ HAPYIIEHUSIMU 3PeHHUst:

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— B MieyaTHOU popme yBeTHMueHHBIM HIpU(TOM.

Jst M ¢ HAPYIIEHUsIMHU cJiyXa:

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— B IIeyaTHOU (opme.

I[J'IH JIMI ¢ HAPDYIICHUAMH OMMOPHO-ABUIaTCJIbHOI'0 anmapara:

—B cbopMe OJICKTPOHHOI'O JOKYMCHTA,

— B IIeYaTHOM (opme.

HpI/I H606XOI[I/IMOCTI/I JI JIUL ¢ OTPAaHMYCHHBIMU BO3MOXHOCTAMHU 340POBbA U MHBAJIHUIO0B
nponeaypa OuCHUBAHUS PE3YJIbTATOB O6y‘leHI/I${ MOJKCT IIPOBOAUTLCA B HECKOJIBKO 3TAIlOB.
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