MUWHHUCTEPCTBO HAYKH Y BBICHIEI'O OBPA3OBAHMS POCCUMCKOM ®EJEPAIIIN
®denepaiabHOE TOCYIaPCTBEHHOE OI0)KeTHOE 00pa3oBaTeIbHOE YUpeKIeHHe BbICIIEro 00pa3oBaHus

«TOMCKHU TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
VIIPABJIEHUS U PAJTMODJIEKTPOHUK
(TYCVP)

HETYLYBP | W +op o yiebo
5 ¥ UNIVERSITY TpopekTop Mo yue6Hoi paboTe
[oEyseHT NOGN MCaMH INEKTPOHHOE NOENPCED
Copredumrar: all19608 cdf-4455-b54e-523511Tc1B5c

Basaeneu: Cen-enso Napes Bacasseany

Heacraurensd: ¢ 17.09 2019 no 16,08, 2024

PABOYAS [TPOTPAMMA JJUCHUIIJIMHBI
IMPOI'PAMMHO-AIIIIAPATHBIE CPEJICTBA 3AIIUTHI UTHO®OPMALIHU

YpoBeHb 00pa3oBaHus: BhIcIIee 00pa30oBaHue - CHENHATUTET

Hanpanenne moarotoBku / crnenuanbHocTh: 10.05.02 NudopmanuonHasi 6e30MacHoOCTh
TeJIEKOMMYHHKAIMOHHBIX CHCTEM

HanpaBnennocts (mpoduns) / cnemuanu3anus: YHnpaBieHHe 0e30MaCHOCTHIO
TeJeKOMMYHHUKAIMOHHBIX CHCTEM M ceTeii

®opma o0yueHHS: OUHas

®dakynbTeT: @akyabTet 6e3onacHocT (Pb)

Kadenpa: Kadenpa 6e3onacaoctu uadpopmanuonnnix cuctem (BUC)

Kypc: 4

Cemectp: 8

VY4eOnsiii man Habopa 2021 roga

O0beM JUCHMIIUHBI U BUAbI yU€OHOU AESITEIbHOCTU

Bunel yueOHOI nesTenbHOCTH 8 cemectp Bcero Ennnuner

JIeKIIMOHHBIE 3aHATHS 26 26 4acoB
[IpakTrueckue 3aHATUA 28 28 4acoB
CamocTtosarenbHas pabora 54 54 4acoB
OO0mmas TpyJ0€MKOCTh 108 108 4acoB
(BKITIOUAS POMEKYTOUHYIO aTTECTAIIHIO) 3 3 3.e.

@®opMbI TPOMEKYTOUHOM aTTeCTalus CemecTtp
3auer ]

Tomck

CornacoBaHa Ha noptane N2 57065



1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. ®opMupoBaHUE y CTYIEHTOB 3HAHUN MO OCHOBaM 3aIIUTHl HH(OOPMAIMU B KOMIIBIOTEPHBIX
cucTeMax IpU MOMOIIM MPOTPAMMHO-ANIMapaTHBIX CPEACTB, HABHIKOB U YMEHHUH MO MPUMEHEHUIO
IPOrpaMMHO-AINAPATHBIX CPEACTB 3aIUTH HH(POPMAIIUK B KOHKPETHBIX YCIOBHSIX.

2. ®opMupoBaHue 0a30BBIX 3HAHUU W yMEHUH pPa3pabOTKH KOMIIOHEHTOB NIPOTPaMMHO-
anmapaTHbIX CPE/ICTB 3aIIUThHI HHPOPMALIUH.

3. Pa3ButHe B mpoiiecce 00y4eHHSI CUCTEMHOTO MBIIIJIEHUS, HEOOXOIUMOTO IS PEIIeHUs 3a/1a4
3alIUThl UH(OPMAIMU C YIETOM TPeOOBAHUIN CUCTEMHOTO MOAX0/1a.

1.2. 3agauy AUCHUILIUHBI

1. JlaTh 3HaHUS MO KOHIENIUHU oOecrnedyeHus] THPOPMAIIMOHHONW 0€30MacHOCTH KOMITbIOTEPHBIX
CUCTEM C MIPUMEHEHHUEM MPOrPaMMHO-AIIAPATHBIX CPEICTB 3alUThI HH(OPMAaLIUH.

2. CdhopmupoBaTh NpeACTaBICHUE U MOIYUYUTh HABBIKM PabOTHl ¢ MPOrpaMMHO-anmnapaTHEIMU
CpeacTBaMM 3allUThl MHDOpMaNUK, pealu3ylolUM OTAelbHbe (PYHKIIMOHAIbHBIE TPEOOBAHUA IO
3aluTe.

3. Ilomy4uth HaBBIKU Pa3pabOTKU KOMIIOHEHTOB CPEACTB 3aIUThl HH(OOPMALIUH.

4. JlaTh 3HaHUS MO METOJAM M CPEJICTBAM XPaHEHUs KIJIIUYeBOW MHGOpMAIMU, METOJAM H
CpeACTBaM OTPaHMUYEHHMSI IOCTyNa K KOMIIOHEHTAM BBIUHUCIUTENbHBIX CHUCTEM, 3aJa4yaM U TEXHOJOTHUH
cepTudUKay NporpaMMHO-aINapaTHBIX CPEACTB 3aIIUTH HHPOPMAIIUU Ha COOTBETCTBUE TPEOOBAHUIM
nH(pOpMAITMOHHOM 0€30MMaCHOCTH.

5. ChopmupoBaTh HaBBIKM M 3HAHUS MO METOJAaM 3alIUThl OT BPEIOHOCHBIX MPOrpamMM, 3alUTe
MPOrpaMM OT U3MEHEHUS U KOHTPOIIIO LIETIOCTHOCTH.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Yacte Otoka gucrmiing: O0a3aTeIbHas 4acTh.

Monyne quctumiue: Moayns cnenpansHoctd (special hard skills - SHS).

Nunexc qucuumiunsl: 51.0.03.27.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ no JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCIUTUTMHBI HANpaBjieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JOCTHIKEHUS
WVHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUINHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-7. Cnocoben
C03/1aBaTh MPOrPaMMbI
Ha A3BIKC BBICOKOI'O
YPOBHS, IPUMEHSATH
CYIICCTBYIOIINE
peanusanuu CTpyKTyp
JNAHHBIX U aJIFOpI/ITMOB

OIIK-7.1. 3HaeT ocHOBHbIE
KOHCTPYKLIUHU B OMOIHOTEKH
SI3BIKOB TIPOTPAMMHUPOBAHHS,
TPUHIHITBI TTOCTPOSHUS
pOTpaMM B IPOIIETypHO-
OPHUEHTHUPOBAHHOMN U
00BEKTHO-OPUEHTUPOBAHHOMN
napaaurmax

3HaeT OCHOBHBIC BUBI I ApPXUTEKTYPY
MIPOTPaMMHO-AIMAPATHBIX CPEJCTB 3aIUTHI
uHpOpMaun

OIIK-7.2. YmeeT
pEaT30BBIBATH aJITOPUTMBI
Ha SI3bIKE IPOTPAMMHUPOBAHUS,
paboTaTh ¢ MHTETPUPOBAHHON
cpenoi pa3paboTKu
MIPOrpaMMHOTO 00eCTIeUeHNUS,
MIPOBOJIUTH OIICHKY
BBIYUCIIUTEILHON CIIOKHOCTH
IropuT™Ma

YMeeT npuMeHsTh S3bIKU IPOrpaMMUPOBAHUS
pu pa3zpaboTKe KOMIOHEHTOB MPOTrPaMMHO-
anmnapaTHBIX CPEICTB 3alIUThl HHPOpMALUK

OIIK-7.3. Bnaneer HaBbIKaMH
BbIOOpa U pa3paboTKu
QITOPUTMOB NIPH PEILICHUH
TUIOBBIX 33734
pOTrpaMMUPOBAHUS,
pa3pabOTKU ¥ TECTUPOBAHUS
porpaMMm MO MOCTaBJIEHHOU
cneuudukanuu

Bnaneet HaBbIkamMM pa3pabOTKU alrOPUTMOB
JUISL KOMIIOHEHTOB CPEJICTB 3aIUTHI
MH(OPMALIKMU 10 TOCTaBICHHON
cnenudukanuu

CornacoBaHa Ha noptane N2 57065




OIIK-9. Cnocob6en OIIK-9.1. 3HaeT ocHOBHbIE 3HaeT OCHOBHBIE IPOTrPAMMHBIE U

HCIIOJIB30BaTh IIPOrpaMMHBIE U IIPOrpaMMHO-AMIapaTHbIE CPEACTBA 3ALUThI
IIPOrpaMMHBIE, IIPOrpaMMHO-aNapaTHbIe MHPOPMALIUU TEICKOMMYHHKAIIMOHHBIX
IIPOrpaMMHO- CpeACTBa 3alUThI CHCTEM OT HECAHKLIMOHUPOBAHHOIO I0CTyIa
arrapaTHbIE U uHpOpMaLUN Y TIPUHIIUTIBL Pa0OTHI ATHX CPE/ICTB

TEXHUYECKUE CPEJICTBA |TEIEKOMMYHUKAIIMOHHBIX
3aIUThl MHQOPMALIUKA | CHUCTEM OT

IIpyu pCUICHUH 3aa4q HCCAaHKIIMOHHUPOBAHHOI'O

npodeccCHOHATBLHON JI0CTyIa U MPUHLIUIIBI paOOThI

JACATCIIPHOCTHU 9TUX CPCIACTB
OIIK-9.2. Ymeer HacTpanBaTh | Y MEET HACTpauBaTh TUIIOBBIE MPOTrPAMMHBIE
TUTIOBBIE TPOrPAMMHBIE U U IIporpaMMHO-aINapaTHble CpeACcTBa
IPOrpaMMHO-aIapaTHbIE 3a1uThl HHGOpPMaLUU
CpEeJICTBA 3aIUThHI TEJIeKOMMYHUKAIIMOHHBIX CUCTEM OT
uHbopMauu HECaHKIIMOHUPOBAHHOTO JJOCTyTa
TEJIeKOMMYHUKAIIMOHHBIX
CUCTEM OT

HECAHKIIMOHUPOBAHHOTO
JOCTYTIA, OTIPEACTIATh
HAJIMYHE THITOBBIX
TEXHUYECKUX KaHAJIOB yTCUKU
nH(popmaIuu Ha 00BEKTaxX

nHpopmMaTH3au

OIIK-9.3. Bnaneer Bilageer MeTonMkaMy HHCTPYMEHTAIBHOTO
METOJIMKaMHU pacueTa U KOHTPOJISI ITOKa3aTesel 3aluIeHHOCTH
MHCTPYMEHTAIBLHOTO TEJIEKOMMYHUKALIMOHHBIX CUCTEM

KOHTPOJIS TOKa3aTenei
TEXHUYECKOH 3aIUThI
uHpOpMaLUU Ha 00BEKTaxX
UH(pOpPMAaTU3aLUH, HAaBBIKAMU
NPOBEICHUS U3MEPEHUN TIPU
aTTecTallui 0ObEKTOB
UH(POPMATU3ALUH T10
TpeOOBAHUAM 3aAILUTHI
uHpopMaLun

IIpodeccuonanbHbIe KOMIIETEHIIUH
4. O0beM IMCUMIIMHBI B 324€THBIX €JUHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHYeCKUX YacoB,

BblJIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy o0y4aroiuxcsi ¢ npemnojaasarejieM
U HA CAMOCTOSITEJIbHYI0 Pa00oTy 00y4Yaromuxcs

OO61mas TpyA0€MKOCTh AUCHHUIUIMHBI COCTABISAET 3 3a4eTHBIX equHuIl, 108 akageMruuecKux 4acos.

Pacnpenenenue Tpya0eMKOCTH TUCHUILIMHEI 110 BUAAM Y4EOHOU JesATEIbHOCTH MPEICTABICHO B
Tabnune 4.1.

Ta6mmna 4.1 — Tpy10eMKOCTh AUCITUIUIMHBI IO BUJAM YU4SOHOM eI TeIbHOCTH

Bcero |Cemectpsl

Bunpl yueOHoM 1esTenbHOCTH
JacoB |8 cemecTp

KonrakTHas ayguropHasi pa6oTa 00y4alomuxcs ¢ npenojaaBarejeM, BCero 54 54
JIeKIIMOHHbBIE 3aHATUS 26 26
IIpaxkTrueckue 3aHATUS 28 28
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CamocTosiTe/ibHasi padoTa 00y4aloUIUXCsl, B T.4. KOHTAKTHasA 54 54
BHeayJIUTOpPHAasi padoTa 00y4aroluxcsi ¢ NpenojaaBaTesieM, BCero
[ToaroroBka k 3auery 13 13
IToaroroBka K TECTUPOBAHUIO 5 5
IToaroroBka K 3amiuTe OTYETA IO MPAKTUYECKOMY 3aHATHUIO 22 22
Harmmicanne oT4eTa mo mpakTHYeCKOMY 3aHATHIO (CEMUHAPY) 14 14
OO0mas Tpya0eMKoCTh (B 4acax) 108 108
Oo0mas TpynoemMkocTh (B 3.e.) 3 3

5. CTpykTypa u cojep:kaHue TUCHUILIMHBI
5.1. Pa3znennl (TeMbl) JUCHUNJIMHBI U BUAbI Y4eOHOI 1eITeJIbHOCTH

CTpyKTypa IHCIUILUTMHBI TIO pa3jaeiaM (TeMaMm) ¥ BHjaaM y4eOHOW JNesATeIbHOCTH NPUBEACHA B
tabymue 5.1.
Ta6muma 5.1 — Paznensl (TeMbl) TUCIUILIMHBI M BUABI YI€OHON ACATEIHHOCTH

JIek. Cam. |Bcero uacos
[Ipaxk. dopmupyembie
Ha3Banus paznenos (TemM) TUCIUILIUHBI 3aH., pao., (Oe3
3aH., 4 KOMIICTCHIIH
q q 9K3aMEHa)
8 cemecTp
1 TeopeTnueckue acleKTbl IPUMEHEHUS 8 - 6 14 OIIK-7, OIIK-9
IpOTrpaMMHO-aNIapaTHBIX CPEICTB
obecrieyeHnss HHPOPMALIMOHHOM
0€30MacHOCTH.
2 [IporpamMMmHO-anmnapaTHble CPEICTBA 16 28 46 90 OIIK-7, OIIK-9
oOecrnieyeHus HHHOPMALIMOHHON
0€30I1aCHOCTH.
3 HopMaTuBHBIE TOKYMEHTBHI, pEryiupyromue |2 - 2 4 OIIK-7, OIIK-9
IpUMEHEHHE POrpaMMHO-aNNapaTHbIX
CpPEJCTB 3aLUThI UH(OPMALIH
Uroro 3a cemectp (26 28 54 108
Htoro|26 28 54 108

5.2. Conep:xanue pa3ienoB (TeM) TUCHHIIMHBI

Coneprkanue pa3iesioB (TeM) TUCUUILIMHEI (B T.4. TIO JIEKIHUSIM) PUBEICHO B Ta0ywmIe 5.2.
Tabmmma 5.2 — CoaeprkaHue pa3ieaoB (TeM) TUCIUTUIMHBI (B T.U. 11O JICKIHSIM)

TpynoemkocTsb
Hazpanus pa3nenos (tem) Copnepxanue pa3zenoB (TeM) (TeKIOHHbIE dopmupyemsbie
JVCIIATUTHHEI JTVCIUTUIAHBI (B T.9. TIO JICKIIHSIM) KOMITETEHITHH
3aHATHSA), U
8 cemecTp
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1 TeopeTnueckue acrieKThl
MIPUMEHEHUS TPOTPAMMHO-
anmapaTHbIX CPEJCTB
obecrieueHus
UH(POPMALIMOHHOM
0€30MaCHOCTH.

[ToHsiTHE MONUTUKH OE30IIACHOCTH.
Omnwucanue TUOBBIX MOJIUTUK
0e30MmacHOCTH. YTPO3bI 0€30MTACHOCTH
KOMIIBIOTEPHBIX cucTteM. Monens
KOMIBIOTEPHOU cuctemsl. [TonsTHE
MoHuTOpa 6e3onacHoctu. Konnenuus
nucneryepa gocryna. Obecrneuenue
rapaHTUil BHITOJHEHUS TIOJTUTUKA
6e3omacHOCTH. MeTo/1 TeHepaIuu
M30JIMPOBAHHON IPOTPAMMHOM CPEIbI
IIPY IPOCKTHPOBAHUU MEXAaHU3MOB
rapaHTUPOBAHHOTO MO/JIEPKaHUS
MOJIMTUKU Oe3omacHocTH. Moenu
6e3onacuHoro B3aumozaeiicteus B KC.
[Tpouenypa uneHTUGUKAINN U
ayTeHTU(UKALMU: 3alUTa HA YPOBHE
pacmpenuii Bios, 3amura Ha ypoBHE
3arpy34uKOB OIEpPAL[MOHHOMN Cpeabl.

OIIK-7,
OIIK-9

Htoro

CornacoBaHa Ha noptane N2 57065




2 IIporpamMmHO-anmnapaTHbie
cpencTBa o0ecrieueHuUs
UH(POPMALIMOHHOM
0€30MacCHOCTH.

OCHOBHBIE IPUHIIMITBI CO3/IaHUS
MIPOTPaMMHO-aIapaTHBIX CPEJCTB
obecrieyeHrnss THPOPMALMOHHOM
6e3onacHoctu. [IporpamMmmHo-
anmapaTHble CPeJCTBA, PEANTHU3YIOIIHNE
OTAeNbHBIC PYHKIMOHATIbHEIC
TpeOOBaHMUS 1O 3AIINUTE, UX MIPHHIIUTIBI
JEUCTBUS M TEXHOJIOTHIECKUE
ocobeHHoCcTH. B3aumoseicTue ¢
0O0IIECUCTEMHBIMU KOMITOHEHTaAMH
BBIUMCIIUTENBHBIX cucTeM. CpencTsa
obecrieyeHnss THPOPMALMOHHOM
0€30MacCHOCTH B OTIEPALIMOHHON CUCTEME
Astra Linux. JIuCKpeIMOHHBIH 1
MaH/IaTHBI MEXaHU3MBI pa3rpaHUICHUS
nocTyna K GaiioBbIM 00bEKTaM B
oIepaIMoHHo# cucreme Astra Linux.
3aMKHYyTas IporpaMMHasi cpesia u
KOHTPOJIb IIEJIOCTHOCTH B ONIEPALIMOHHOM
cucreme Astra Linux. MeTozs! u
CpeACTBa OTPaHUYCHUS JIOCTYTIA K
KOMITIOHEHTaM BBIYUCIUTEIBHBIX CUCTEM.
MeToabl 1 CpeaCTBa MPUBS3KU
MIPOrpaMMHOTO 00€eCTIeueHUs K
anmapaTHOMY OKPYKEHHIO U
(bu3NIeCKUM HOCUTENSIM. Y IIpaBIICHHE
KITIOYaMU KPUNTOTpahuIeCcKuMU
KJIFo4amMu. MeTozsl U cpeacTsa
XpaHEeHHUs KIF0YEBOI HH(OpMAIHH.
3ammra nporpaMm OT U3yUYCHHUS.
CriocoObl BcTpauBaHUs CPEJCTB 3AIUThI
B [IPOrpaMMHOE oOecreueHue. 3amumra
OT pa3pyLIAOIIUX MTPOTPAMMHBIX
BO3JEHUCTBUI U BPEIOHOCHOTO
IIPOrpaMMHOT0 O0ecrieueHus. 3alura
pOTpaMM OT U3MEHEHHS U KOHTPOJIb
[IEJIOCTHOCTH.

16

OIIK-7,
OIIK-9

Hroro

16
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3 HopmaTtuBHbIe
JOKYMEHTHI,
perynupyromume
NpUMEHEHHE TIPOTPAMMHO-
anrmapaTHbBIX CPEACTB
3aIUThl HHQOPMAIHH

Posns crangapToB HHPOPMALIMOHHOM
6e3omacHOCTH. JJOKyMEHTHI
['ocynapcTBEHHOM TEXHUYECKOMN
Komuccun Poccun. 3amaun 1 TEXHOIOTUS
cepTU(HKAIMUA TIPOTPAMMHO-
anmapaTHbIX CPEICTB Ha COOTBETCTBUE
TpeOOBaHUAM HH(POPMAITUOHHON
6e3onacHocTr. OCHOBHBIE KaTETOPHH
TpeOOBaHUH K MPOTPaMMHON H
MIPOTPaMMHO-AINAPATHON peann3annuu
cpeacTB obecrnieueHust MHPOPMAIIMOHHOM
6e3onacuoctu. [lokazarenu
3alIUIIEHHOCTH CPEJICTB
BBIYMCIIMTEIILHON TEXHUKHU OT
HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
Kitacesl 3amumenHocTi
aBTOMATH3HPOBAHHBIX CHCTEM.
TpeboBanust k mporneccy cepruduxanum
npoyKTa HHHOPMALIMOHHBIX
TEXHOJIOT U

OIIK-7,
OIIK-9

Hroro

Hroro 3a cemectp

26

Hroro

26

HanmeHoBaHmMe MpakTHUECKUX 3aHATHIA (CEMUHAPOB) MPUBEACHO B TadmIe 5.3.
Tabauna 5.3 — HauMeHoBaHUE NPaKTUYECKUX 3aHIATHH (CEMUHApPOB)

5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)

HasBanus paznenos (Tem)
JUCHUITIINHBI

HanmeHnoBaHue npakTU4eCcKux
3aHATHN (CEMUHApPOB)

q

TpynoemMKoCTb,

dopmupyemble
KOMIIETCHIIUU

8 cemecTp

2 [IporpamMMHO-amnmapaTHbIe
cpelcTBa o0ecredeHus
UH(POPMALIMOHHOM
0€30MacHOCTH.

JIMCKpEeMOHHBIA 1 MaHIATHBIN
MEXaHHU3MBbI pa3rpaHuICHUS
J0CTyMa K (aiyioBbIM 00beKTaM
B OTEpaIMOHHON crcTeMe Astra
Linux.

OIIK-7, OIIK-9

3aMKHYyTas IporpaMMHas cpenia
1 KOHTPOJIb LICJIOCTHOCTH B
OMepalMoHHON cucteme Astra
Linux.

OIIK-7, OIIK-9

Pazpabotka 3amumennoro I10 ¢
MIPUMEHEHHUEM aIapaTHBIX
karouent eToken

20

OIIK-7, OIIK-9

Hroro

28

Hroro 3a cemectp

28

Utoro

28

5.4. JlaGopaTopHbIe 3aHATHUSA

He npenycMoTpeHo y4eOHbBIM MIIaHOM

5.5. KypcoBoii npoexkT / kypcoBasi padora

He npenycMoTpeHo y4eOHBIM ITaHOM
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5.6. CamocTosiTesibHass paboTa

Buapr camocTosTenbHOM pa6OTBI, TPYAOCMKOCTb U (bOpMI/IpyeMHe KOMIICTCHI WA ITPCACTABJICHLI B

tadyuue 5.6.
Tabnuia 5.6 — Buabl camocTosITeNnsHOM paboThl, TPYA0EMKOCTh U (popMHpyeMble KOMIETEHIIUN
Bunrnl
Ha3zsanus pasneinoB (TeM . | Tpymoemkocts, | @opMupyeMbIe dDopmbl
,I[I/ICI_I[)I/IHJ'II/IHI:I e caocrosemnoii | P q Kofanefgﬂunn KOHTI‘)pOJ'ISI
paboThl
8 cemecTp
1 Teopetnueckue acniektsl  |[loaroroska k 4 OIIK-7, OIIK-9 3auét
MPUMEHEHHUS MPOTPAMMHO-  |3a4eTy
allliapaTHbIX CPEACTB ITogroroska k 2 OIIK-7, OIIK-9 | TectupoBanue
obecrederms . TECTUPOBAHUIO
UH(POPMALIMOHHOM
0€30IacHOCTH. Hroro 6
2 ITporpammuo-annapatubie |[loaroroBka k 8 OIIK-7, OIIK-9 3auér
cpelcTBa o0ecneyeHus 3a4yeTy
MHPOPMAMOHHOM IToaroroBka k 2 OIIK-7, OIIK-9 | TectupoBanue
0€30IMacHOCTH. TECTUPOBAHUIO
IToaroroBka x 22 OIIK-7, OIIK-9 | 3ammTa oT4ueTa
3allUTe OTYETA 10 o
MPaKTUYECKOMY MPaKTUYECKOMY
3aHATHUIO 3aHSTHUIO
Hanmcanwne otyera 14 OIIK-7, OIIK-9 OtueT o
0 MPAKTUYECKOMY MIPAKTUYECKOMY
3aHATHIO 3aHATHUIO
(cemunHapy) (cemuHapy)
Hroro 46
3 HopmaTtuBHble 1oKyMeHTHI, | [logroToBka k 1 OIIK-7, OIIK-9 3auét
peryaupymolire NpUuMEeHEHHE |3a4eTy
HPOrpaMMHO-aIIapaTHBIX [ToaroroBka k 1 OIIK-7, OIIK-9 | TectupoBaHue
CPEACTB 3aIUTHI TECTUPOBAHUIO
uHpOpMaIUU Utoro 7
Uroro 3a cemectp 54
Hroro 54

5.7. CooTBeTcTBHE KOMIIETEHIIUI, GopMHPYeMBbIX IPH U3YYEHHHU AUCHHUILIMHBI,
U BH/I0B YU4eOHOM 1eSATeJTbHOCTH

CooTBeTcTBUE KOMIIETEHIIUM, (OPMUPYEMBIX NMPU U3YUYEHHH JUCHHUIUIUHBI, U BUJIOB YyueOHOM
NeSITeNIbHOCTH TMPe/ICTaBIeHO B Tabmuie 5.7.
Tabnuna 5.7 — CooTBETCTBUE KOMIETEHIINH, ((OPMUPYEMBIX IPU U3YUYEHUH NUCLIUILINHBI, U BUOB

3aHATUI
Bunel yueOHoii
dopmupyemsie JIEATEIbHOCTH
DOopMBbI KOHTPOJISI
KOMIIETEHIIUN Jlek. [Ipak. Cam.
3aH. 3aH. pao.
OIIK-7 + + + 3auér, 3ammra oTyeTa 10 NPAKTUYECKOMY
3aHATHIO, TecTupoBanue, OTYET 1o
MIPaKTUYECKOMY 3aHATHUIO (CEMHUHApY)
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OIIK-9 + + + 3auéTt, 3amura oTyeTa 1o NPaKTUYECKOMY
3aHATHIO, TectupoBanue, OTYET 1O
NPaKTUIECKOMY 3aHSTHIO (CEMHHAPY)

6. PeiliTuHroBasi cucreMa /Uil OLEHKH YCIIeBAeMOCTH 00y4YaloIIuXCs
6.1. bajuibHbIE OLEHKH I (POPM KOHTPOJIsA

bannbeHbIe o1IeHKH 111 POpM KOHTPOJIS MPEACTaBICHBI B Ta0uIE 6. 1.
Tabmuia 6.1 — banipHbIE OLIEHKH

o o MaxkcumanbHbIH
MaxkcuManbHBIN MaxkcumanbpHbIi
0aut 3a mepuosa Bcero 3a
DopMBbI KOHTPOJIS 6amn Ha 1-yto KT ¢ | Gann 3a nepuon
Mexny 2KT n Ha CEMECTp
Hayana cemectpa | mexay KT u 2KT
KOHEII ceMecTpa
8 cemecTp
3auér 0 0 30 30
3ammra oTyeTa o 10 10 10 30
MPaKTUYECKOMY 3aHSITHIO
TectupoBanue 0 5 5 10
OTyeT no NpakTUYECKOMY 10 10 10 30
3aHTHIO (CEMUHApY)
Hroro makcumym 3a 20 25 55 100
epuo.I
Hapacratomum utorom 20 45 100 100

6.2. [lepecuer 0a/1J1I0B B OlIEHKH 32 TeKYIIMA KOHTPOJIb

[lepecuer 6aIOB B OLIEHKH 33 TEKYILIMI KOHTPOJIb MpeACTaBiIeH B Tabnuue 6.2.
Tabnuua 6.2 — [lepecuer 6aIOB B OLICHKH 33 TEKYIHH KOHTPOJIb
basel Ha 1aTy TEKyIero KOHTPOJIs Onenka

> 90% ot MakcuMaibHOI cymMbl OamoB Ha naty TK 5

Ot 70% 1o 89% oT MakcuManbHOI cymMMbI OaiioB Ha naty TK

Ot 60% 1o 69% ot MakcuMabHOM cyMMBI O6aiIoB Ha naty TK

N|W |~

< 60% ot MakcuManbHOI cymMbl OamioB Ha naty TK

6.3. Ilepecuer cyMMbI 02/1710B B TPAAUIIHOHHYIO M MEKAYHAPOAHYIO OLICHKY

[TepecdyeT cyMMBI 0alIOB B TPATUIIMOHHYIO U MEXTYHAPOJIHYIO OIICHKY MPEJCTABICH B TaOIHUIE

6.3.
Tabmuma 6.3 — Ilepecuer cyMMbl OAJUIOB B TPAIUITMOHHYIO U MEXKTYHAPOIHYIO OIICHKY
Htorosas cymma Oanos,
Onenka YUMTBIBACT YCIEUTHO CIaHHBIN Onenka (ECTS)
9K3aMeH
5 (oTIM4HO) (3aYTEHO) 90 - 100 A (0oTaM4HO)
4 (xoporto) (3a4TeHO) 85 -89 B (ouens xoporo)
75— 84 C (xoporo)
70 — 74 D (ynoBneTBopuTeNnbHO)
3 (yAOBIETBOPHUTENHHO) (3aUTEHO) 65— 69
60 — 64 E (mocpencTBeHHo)
2 (Hey10BJIETBOPUTEILHO) (HE 3aUTEHO) Hwxe 60 6amos F (neynoBnerBopureabHO)

7. Y4yeOHO-MeTOAMYECKOEe U HH(POPMALMOHHOE 00eceuyeHrue TUCIHILINHBI

7.1. OcHoBHas1 JUTEpaTYpa
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1. TIporpammHoO-anmapaTHbIE CpeACTBa oOecreueHs] HHPOPMAITMOHHOW 0€30MaCHOCTH : y4eOHOe
nocobue / A. B. lymkun, O. M. bapcykos, E. B. Kpasnos, K. B. CnaBHoB ; mon penakmueit A. B.
Hymikuna. — Mocksa : ['opsiuas nunusi-Tenexkom, 2018. — 248 c¢. — ISBN 978-5-9912-0470-5
[DnexTponHsbIit pecypc]: — Pexum gocryna: https://e.lanbook.com/book/111053.

7.2. JlonoTHUTEIbHAS JJUTEpaTypa

1. Kazapun, O. B. IlporpamMmHo-annapaTHble CpeIcTBa 3allUThl MHPOpMaIUU. 3amiura
POrpaMMHOT0 o0ecriedeHus : yueOHuK 1 npaktukyM s By30B / O. B. Kazapun, A. C. 3a6a0ypun. —
MockBa : UsnarenbcTtBO HOpaiit, 2022. — 312 ¢. — (Bricmee ob6pazoBanue). — ISBN
978-5-9916-9043-0. [DnexTpoHHBIH pecypc]: — Pexum noctyma: https://urait.ru/bcode/491249.

2. 3amuTta uH(pOpPMAIMU C HCIOJB30BAHUEM CMapT-KapT M 3JIeKTpoHHBIX OpenokoB / JI. K.
ba6enko, C. C. Umykos, O. b. Makapesuu. - M. : "I'enuoc APB", 2003. - 351[1] c. : w1, Tabm., mopTp. -
bubmuorp.: c. 348-349. (nanuuue B 6ubnuorexke TYCVYP - 29 5k3.).

3. IIporpammHoO-anmapaTHbIe cpelcTBa oOecnedeHus: nHPOPMAITMOHHOM 0€30MacHOCTH : yueOHOe
nocobue: B 2 paznenax / A. I1. 3aiiueB; MunucrepcTBo obpa3oBanus 1 Hayku Poccuiickoit @enepanuu,
Tomckuil Tocy1apcTBEHHBI YHUBEPCUTET CHCTEM YNpaBICHHS M paguodiekTpoHuku, Kadenpa
KOMILUIEKCHON MH()OPMALIMOHHON 0€30MaCHOCTH AIEKTPOHHO-BBHIYUCIUTEIBHBIX CUCTEM. - ToMcK : B-
Crektp, 2007 - . Pa3gen 1. - 2-e uzn., nepepab. u gom. - Tomck : B-Criektp, 2007. - 143[1] c. : wi. - b. 1.
(mamuune B 6ubmuoreke TYCVYP - 66 3k3.).

4. TIporpaMMHoO-anmapaTHble cpeicTBa obecredeHruss MHPOPMaMOHHOMN 6e30MacHOCTH © yueOHOe
nocobue: B 2 paznenax / A. I1. 3aiineB ; MunuctepcTBo obpa3zoBanus u Hayku Poccuiickoit @enepanuu,
Tomckuil Tocy1apcTBEHHBIM YHUBEPCUTET CHUCTEM YNpaBICHHS M paguodiekTpoHuku, Kadenpa
KOMILUIEKCHON MH()OPMAIIMOHHON 0€30MaCHOCTH SIEKTPOHHO-BBIYUCIUTENBHBIX CUCTEM. - ToMcK : B-
Crnextp, 2007 - . Pazmen 2. - 2-e u3g., nepepad. u gom. - Tomck : B-Cnekrp, 2007. - 118[2] c. : um. -
bubmuorp.: c. 37. - b. u. (Hamnuue B 6ubanotexke TYCVYP - 66 3k3.).

7.3. YueOHO-MeTOANYEeCKHE MOCOOUs
7.3.1. O6s13aTe/IbHbIE YUEOHO-METOAUYECKUE MTOCOOHSI

1. MeToauueckue ykazaHUS K MPAaKTUUYECKOM M CaMOCTOATEIbHON paboTe Mo NUCUUIIIUHE
"I[IporpammHoO-anmapaTHble cpeacTBa obecreueHus nHGopManuoHHoN Oe3omacHocTH" / PaxManeHko
n.A. - 2021. - 77 c¢.: [DnexktpoHHBH pecypc]: — Pexum pgocrtyna:
https://disk.fb.tusur.ru/hardware_software_information_security/practice.pdf.

2. ®omuH, /. B. UndopmanrionHas 6€300acHOCTh U 3aliuTa HHPOPMAIIUU: CIEIUATU3UPOBAHHBIC
aTTECTOBaHHBIE IPOrPAMMHBIEC M TPOTrPAMMHO-aMIMapaTHbIE CPEeACTBa : MeToaudeckue yka3zanus / [1. B.
®omuH. — bnarosemenck : AMI'Y, 2017. — 240 c. [DnekTpoHHbIi pecypc]: — Pexum noctyna:
https://e.lanbook.com/book/156494.

7.3.2. YueOHO-MeTOAUYECKHE TOCOOUS IJISA JIUIY
€ OrpaHUYeHHBIMU BO3MOKHOCTSMH 3/I0POBbSI M HHBAJIHU/I0B

Y4eOHO-MeTOoANUECKHE MaTepUabl Il CAMOCTOSATEILHON U ayJUTOPHOI paboThl 00yUarOLUIUXCs
W3 YUCJIA JIUI] C OTPAaHUYCHHBIMH BO3MOXHOCTSIMH 37J0POBbSI M HHBAJIUIOB MPEJIOCTABIAIOTCS B opMax,
a/IalITUPOBAHHBIX K OTPAaHUYEHUSIM UX 3I0POBBS U BOCTIPUITHS HHPOPMALIUH.

J1s Iuu ¢ HapylIeHUsIMU 3PeHu:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B I1€YaTHOW (hOpMe YBEINICHHBIM MIPUPTOM.

J1s Iuu ¢ HapyLIeHUsIMU cIyXxa:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B miedatHou popme.

J1s Tuu ¢ HapyLIeHUsIMU OTIOPHO-IBUTIaTeIbHOI0 anmapara:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B miedaTHou popme.

7.4. CoBpeMeHHbIe TPodeccHOHATIbHBIE 0a3bI JAHHBIX
U UH(OPMaAIIMOHHBbIE CTIPABOYHbIE CHCTEMbI
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1. [Ipu u3ydeHUU NUCHUIIMHBI PEKOMEHAYETCS 00pallaThbCsa K COBPEMEHHBIM 0a3aM JaHHBIX,
WH(OPMAIIMOHHO-CTIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa oTKpHIT gocTym:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MatepunaJibHO-TeXHHYeCKOe H POrpaMMHOe ofecrieyeHne JUCHUIIHHBI
8.1. MaTepuabHO-TeXHHYECKOe H IPOrpaMMHoe o0ecredeHue sl JTeKINOHHBIX 3aHATHI

Jlnst mpoBeieHus 3aHATUN JIEKIIMOHHOTO TUIA, TPYIIIOBBIX U MHAUBUIYaIbHBIX KOHCYJbTAILU,
TEKYLIEro KOHTPOJIS U MPOMEXYTOUHON aTTECTAllMU UCIIONb3YeTCs yueOHask ayAUTOPHUS C TOCTaTOYHBIM
KOJIMYECTBOM TIOCAI0YHBIX MECT IS Y9eOHOH TPYIIBI, 000pYyI0BaHHAS JOCKOH M CTAaHIAPTHOW y4eOHOMH
MeOenbto. meroTest MynbTUMeInitHOe 000pyI0BaHKE U YUEeOHO-HATIISAHBIE TTOCO0USI, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH 110 JIEKIIMOHHBIM pa3ziesiaM AUCLUILINHBL.

8.2. MaTepuaibHO-TeXHHYECKOE M MPOrPaMMHOe o0ecreuyeHue 1Jisl NPAKTHYECKUX 3aHATHI

Jlabopatopus mporpaMMHo-amnapaTHbIX CpeAcTB oOecriedyeHUs: UHPOPMAITMOHHON 0€30MaCHOCTH:
ydyeOHasi ayAuTOpHs AJs NPOBEACHUS 3aHATUN MPAKTUUECKOTO THUIA, yueOHas ayauTopus Iis
MpoBeIeHus 3aHsATHi TabopaTtopHoro tumna; 634045, Tomckas obnacts, r. ToMck, yi. KpacHoapmeiickas,
a. 146, 405 ayn.

Onucanre UMEIOIIErocss 000pya0BaHUS:

- UnTepaktuBHas nocka IQBoard DVT TN100;

- [Ipoektop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yeunmurens Roxton AA-60M;

- [ToTonounskrit rpomMkoroBoputesb Roxton PA-20T;

- AnmapatHble cpe/icTBa ayTeHTH(HUKauu nois3osatens "eToken Pro";

- [IporpammHo-anmnapaTHelii komiuieke 3amuThl nHpopmaruu: [TAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW1000 4 .x;

- YcTpolcTBa YTEHHUSI CMapT-KapT U paJMOMETOK: aJanTep KOMIbIOTEPHBIN JJIs CUUTHIBAHUS U
nepenaun B [IK cepuitHpix HOMepoB O€CKOHTAKTHBIX HaeHTU(uKaTopoB IronLogic Z-2 USB;

- MarautHo-MapKepHas JOCKa;

- Kommnekr cnenuanuzupoBaHHoi yueOHON Mebeny;

- PaGouee mecTo mpemnogaBaTens.

[IporpamMmMHOe obecrieueHue:

- Microsoft Windows 10;

- Visual Studio;

- AnnapaTHO-TIpOrpaMMHBIE CpPEJICTBA YIPAaBJIEHHUS IOCTYNOM K JaHHBIM, MHU(POBAHUS:
DallasLock;

- AnnapaTHO-TIpOrpaMMHBIE CPEJICTBA YIPAaBJIEHHUS IOCTYNOM K JaHHBIM, MHU(POBAHUS:
Kpunrollpo CSP;

Ayautopus UHTepHET-TEXHOIOTUIM U UHPOPMALIMOHHO-aHATUTHYECKON JIeITeIbHOCTU: yueOHas
ayJIUTOpHUS 7Sl TPOBEICHUS 3aHATUH JEKIIMOHHOTO THUIA, YueOHas ayJUTOpUs Uil IPOBEACHUS 3aHITHIA
MPAKTUYECKOTO THUIA, YyueOHast ayAuTOpHs ISl MPOBEACHUS 3aHATUM NabopaTopHOoro Tuma; 634045,
Tomckas obnacts, r. Tomck, yn. KpacHoapmetickas, 1. 146, 402 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- UnTepaktuBHas nocka IQBoard DVT TN100;

- [Ipoektop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Akyctudeckas cucrema Yamaha;

- Kommnekt 6ecnipoBogubix MukpodoHoB Clevermic;

- MarauTHO-MapKepHas JOCKa;

- Kommnekr cnenuanu3upoBaHHoi yueOHON Mebeny;

- PaGouee mecTo npernogaBaTes.

[IporpamMmmHOe obecrieueHue:

- Microsoft Windows 10;

- VirtualBox;

- Visual Studio;
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8.3. MaTepua/ibHO-TeXHUYECKOE U MPOrpaMMHOe o0ecreyeHue 1JIsi CAMOCTOSATEIbHOI padoThI

Jlnst caMocTosATeNbHOU pabOThl UCTIONB3YIOTCS YueOHbIE ayAUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacCIIOJIOKEHHBIE TI0 aJpecam:

- 634050, Tomckas o6nacth, T. Tomck, Jlennna npocnexkr, a. 40, 233 aya.;

- 634045, Tomckas ob6nacth, T. ToMck, yi. KpacHoapmeiickas, a. 146, 201 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas obnacth, T. Tomck, Bepmmauna ynuna, a. 74, 207 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- yueOHasi MeOenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJAKIIOUEHBl K ceTu «MHTepHEeT» U 00ecrneynuBaloT JOCTYI B 3JIEKTPOHHYIO
nH(popManoHHO-00pa3oBaTenbHyto cpeny TYCYPa.

[TepeyeHs mporpaMMHOTO 0OECIICUEHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 m1st Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepuanbﬂo-TexnnquKoe obecneyeHue AUCHUIIVIMHBI JI JUI ¢ OTPAHUYCHHBIMUA
BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

OcBoeHNe AMCHUILIMHBI JINIIAMHA ¢ OTPAaHUYECHHBIMH BO3MOKHOCTSIMU 3I0POBBSI M HMHBAJIHIAMH
OCYIIECTBIISIETCS C UCTIOIB30BaHUEM CPEJICTB OOYUEHHS OOILEro U CIEeHaIbHOTO Ha3HAYCHHUS.

[Ipu 3aHATHSIX ¢ 00YYAIOIIMMHUCS C HAPYWIEHHAMH CJYyXa MPEIyCMOTPEHO HCIIOJIb30BAHHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUWHBIX CPEACTB M JIPYTUX TEXHUUYECKHX CPEICTB
npueMa/mepenaun yaeOHoi HHGOpMauu B TOCTYIHBIX (opMax, MOOUIBHOW CUCTEMBI TIPETIOAaBaHUs
IUTs 00y4aloONUXCs C HHBAJIUIHOCTHIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMBI. YueOHast ayauTOpHsi, B
KOTOpPOH 3aHUMAIOTCA 00ydJarommecs ¢ HapyluIeHHeM ciiyxa, 000pyJA0BaHa KOMITBIOTEPHON TEXHUKOH,
ayITMOTEXHUKOH, BUJEOTEXHUKOU, dJIEKTPOHHOU TOCKOM, MYJIbTUMEIUHHON CUCTEMOM.

[Ipu 3aHATHAX ¢ OOYYAOMIMMHUCS C HAPYIIEHUSIMH 3PeHHs MPETyCMOTPEHO HCIOJIb30BAHHE B
JEKIMOHHBIX U YYEOHBIX ayJUTOPHUSIX BO3MOXKXHOCTH MPOCMOTPA YJaJeHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM clIaiij]a Ha dKpaHE) MPH MOMOIIN BUICOYBEIUUYUTENEH 111 KOM(POPTHOTO
IPOCMOTPA.

[Ipu 3aHATHAX C OOy4YarOMMMHUCS C HAPYUIEHUSIMH ONMOPHO-IBUIaTeJbHOT0 ammapara
WCIIOIB3YIOTCS aJbTEPHATUBHBIE YCTPOMCTBA BBOAA MH(MOPMAIUU M APYrHe TEXHUYECKHE CPEICTBA
npuema/nepenadn yueOHoil nHGopMaIu B JOCTYIHBIX opMax, MOOMIBHON CHCTEMBI 00yYeHUS IS
JIOACH ¢ MHBATUIHOCTBIO.

9. OnieHOYHbIE MaTepHuaJibl U METOAUIECCKUEC PECKOMCHAALIMMA 110 OPraHU3aAlIMU U3YICHUSA
AUCHHUIIIMHBI

9.1. Coaep:xaHue OLIEHOYHBIX MAaTEPHAJIOB /ISl TEKYLIEro KOHTPOJIS
U MPOMEKYTOYHOI aTTecTaluu

Jliist olleHKHu cTeneHu cOPMUPOBAHHOCTH M YPOBHS OCBOCHHS 3aKPETUICHHBIX 3a AUCIUTIIUHOMN
KOMITETEHITNI UCIIONIb3YIOTCS OIICHOYHBIE MaTepUabl, MPeACTaBlIeHHbIC B TabmuIe 9.1.
Tabmuia 9.1 — @opMbI KOHTPOJISL U OLIEHOYHBIE MATEPHAIIBI

HazBanus pasnenos (Tem dopmupyemele
P (Tem) PMHPY ®opmbl kKoHTPOJIs | OnieHounble MaTepuansl (OM)
MYCLIAIIIUHEI KOMIIETEHIINU
1 TeopeTnueckue acreKThl OIIK-7, OIIK-9 |3auér [Iepeuens BOIIpOCOB 1Jist
MPUMEHEHHUS TPOTPaMMHO- 3a4yeTa

anmnapaTHBIX CPEICTB
obecnieueHnss HPOPMALIMOHHOM
0€301aCHOCTH.

TectupoBanue [IpumepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
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2 IIporpamMmHO-anmnapaTHbie OIIK-7, OIIK-9 |3auér [Iepeuyens BonpocoB i

cpencTBa obecrieueHHs 3a4era
MH(POPMALMOHHOH 3amuta otdyeta o |[IpumMepHbIil mepedyeHb
0e30MacHOCTH. MPAKTAYECKOMY BOITPOCOB ISl 3A1LUTHI
3aHATHIO MPaKTUYECKUX 3aHATUI
TectupoBanue IIpuMepHBIi IepeyeHb
TECTOBBIX 3a/laHUN
Oruer 1o TeMbl NPaKTUYECKUX 3aHATHN
IIPaKTUYECKOMY
3aHATHUIO
(cemuHapy)
3 HopmaTuBHbBIEC IOKYMEHTHI, OIIK-7, OIIK-9 |3auér Ilepeuenb BOIIPOCOB 115t
peryaupymoIne NpuMeHeHHe 3a4era
HPOIPaMMHO-aIIITaPAaTHBIX TectupoBanue IIpuMepHBIil IepeyeHb
CPEJICTB 3alIUThl HHPOPMAIIUT TECTOBBIX 3a1aHMI

[Ixana oneHku cHPOPMUPOBAHHOCTU OTAEIbHBIX MIAHHUPYEMBIX PE3yJIbTATOB OOyUYEHHS IO
JTUCIUIUIMHE TpuBeJeHa B Tabnuue 9.2.
Tabnuna 9.2 — Illkama oneHkn copMUPOBAHHOCTH IUIAHUPYEMBIX PE3YJbTATOB OOYyYEHHS IO

JAUCLUIIIINHE
®dopmynupoBKa TpeOOBaHU K CTETICHH C(HOPMHUPOBAHHOCTH
Ornenka banner 3a OM MJIAHUPYEMBIX Pe3yJIbTaTOB 00ydeHUS
3HATh YMETh BJIQ/IETh
2 <60% ot OTCYTCTBHE 3HAHUU OTCYTCTBHUE OTCYTCTBHE
(HEyIOBIIETBOPUTENHHO) | MAKCUMATHHOMN | UITU ()parMeHTapHBIC YMEHHUH UITN HABBIKOB WJIN
CYMMBI 0aJIOB 3HAHUS YaCTUYHO (dbparmMeHTapHbIE
OCBOEHHOE MPUMEHECHHE
yYMEHHE HABBIKOB
3 ot 60% 1o o0mue, HO He B 1I€JIOM YCIICIITHO, B IICJIOM
(YIOBJIETBOPUTEIHHO) 69% ot CTPYKTYPUPOBAHHbBIE HO HE YCIEIIHOE, HO HE
MaKCHMAaJIbHOM 3HAHUS CHUCTEMATHYECKH | CHCTEMATHYECKOE
CYMMBI 0aJTOB OCYIIECTBIIIEMOE MIPUMCHCHHE
YMCHHE HABBIKOB
4 (xopotio) ot 70% no c(hOopMHUPOBaHHEIE, B LIEJIOM B IIEJIOM
89% ot HO CozepKalue yCIICLLIHOE, HO yCHEUIHOE, HO
MaKCHUMaJIbHOM OTJIEIbHbIE coJieprKalime coJieprKaliue
CyMMBbI 0auioB | mpoOaemMbl 3HaHUS OTJICIbHbBIE OTJIeIbHbIE
po0OeIbl yMeHue poOeIbI
MpUMEHEHHE
HABBIKOB
5 (oTIM4HO) >90% or chopmupoBaHHBIE | CHOPMHUPOBAHHOE YCIELHOE U
MaKCUMaJbHOW | CHCTEMaTHYECKHE yYMEHHE CHUCTEMAaTHYECKOE
CYMMBI 0aJIOB 3HAHUSA MPUMEHECHHE
HABBIKOB

[IIkanma KOMIUIEKCHOM OLIEHKH C()OPMHPOBAHHOCTH KOMITCTCHIIMI MMPUBEIeHa B Ta0uIe 9.3.
Ta6mumma 9.3 — [llkaia KOMIUIEKCHOM OIEHKH C(hOPMHUPOBAHHOCTH KOMITETCHIIUHA

Ouenka dopMynrpoBKa TPeOOBAHUN K CTETICHH KOMIIETEHITUN
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2 He nMeet He0oOXOAMMBIX MIPEACTABICHHI O TPOBEPSIEMOM MaTepuase
(HEeyAOBIETBOPUTENBHO) | UJIU
3HaTh HA YPOBHE OPUEHTHPOBAaHMS, peicTaBiieHnid. OOydaromuiics 3Haet
OCHOBHBIC MPU3HAKH WM TEPMHUHBI U3y9IaeMOTO 3JIEMEHTA COACPKAHMS, UX
OTHECEHHOCTH K ONPEICIICHHON HayKe, OTPAC/Id WIH 00bEKTaM, y3HACT B
TEKCTax, N300PAKEHUSIX UITU CXeMaX U 3HAeT, K KAKMM HCTOYHUKAM HYKHO
oOpaiuarbcs 1)1 00Jiee 1eTalnbHOIO €ro YCBOSHHUS!.

3 3HaTh ¥ YMETh Ha PeNPOAYKTUBHOM ypoBHE. OOyJaronuxcs 3HaeT
(YIOBIIETBOPUTENBHO) |M3YUYEHHBIH 3JIEMEHT CO/IepKaHUSI PENPOAYKTUBHO: IPOU3BOIBHO
BOCIPOM3BOAMT CBOU 3HAHUS YCTHO, MUCHMEHHO WJIH B IEMOHCTPUPYEMBIX
NEUCTBUAX.

4 (xopo11o) 3HaTh, yMETh, BIA/I€Th HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENnpoayKTUBHOM YPOBHE, YKa3bIBaTh Ha 0COOEHHOCTH U B3aUMOCBS3H
U3yYEHHBIX 00BEKTOB, HA UX JOCTOWHCTBA, OTPAHUYEHUS, UCTOPHIO U
HEePCHEKTUBBI Pa3BUTUS 1 OCOOCHHOCTH JJIS1 pa3HBIX 0OBEKTOB YCBOCHHUS.

5 (oTIM4HO) 3HaTh, yMETh, BJIa/IETh HA CHCTEMHOM ypoBHe. OOyyaromuiics 3HaeT
M3yYEHHBIN 3JIEMEHT COAEP)KaHUSI CUCTEMHO, POU3BOJIBHO U JI0KA3aTEIBHO
BOCIIPOMU3BOJUT CBOM 3HAHUA YCTHO, IMCbMCHHO WUJIK B ACMOHCTPUPYCMbIX
HeﬁCTBHHX, YUUThIBAA U YKa3bIBasA CBA3U U 3aBUCUMOCTH MCKIY 3THM
9JICMCHTOM U APYTUMH DJICMCHTAMU COACPIKAHUA JUCHUIIIMHBI, €TO
S3HAYUMOCTD B COACPKAHUN JUCHUIIINHBI.

9.1.1. IlpuMepHBIii IepedeHb TeCTOBBIX 3a1aHUI

1. YOepure numnee. [Ipumenenue annapaTHbIXx Mofayneil 6e3onacHoctu (HSM) Bo3moxHO B
TaKux 00JIacTsIX, KakK:
a) PKI, nentp ceprudukanuu
b) bankoBckue onepanuu
¢) DKCHopT KpUnTorpahuuecKux KIrodei
d) Ycranosnenue SSL coeqmHenuit

2. Kakas u3 pyHKuuii He OTHOCHUTCS K almapaTHbIM MoayJisiM 6e3omacHoctd (HSM):
a) bezonacHas reHepanus kioueil mudpoBaHus
b) be3onacHoe xpaHeHue U yIpaBiIeHHUE KIIOYaMU
c¢) Pabota ¢ annunTHuecKMMH KpUBBIMU
d) lludposanue u pacumppoBbiBaHne KOHPUACHINATLHOW HH(OpMaLIUN

3. BriOepute BepHbIif Bapuant otBera. Kimoun mudposanus kiatoueit (KK), ucnons3yembie nis
MEPECHUIKH KITIOUeN MEX/y IBYyMS y3JIaMU CETH, Ha3bIBAIOTCS:
a) Kimrouamu g mudposanus MK (mactep-kiroua)
b) Paboune nnm ceancossie KK
¢) Kimrouamu obmena mexay y3namu ceTH (cross-domain keys)
d) Kimrouamu ayTeHTH(QUKAIT COOOIICHMIA

4. K ocobenHocTsM nporpaMMmHo-anmapaTHoro komiuiekca MK TrusT He oTHOCHTCS:
a) [To3BossieT paboTath B OJHOM U3 ABYX PEKUMOB — 3alllMIIIEHHOM (Hampumep, padota ¢ IO
WJIM UHBIMH KPUTUYHBIMH K 3alIUIIEHHOCTH CEpBHCAaMH) U HE3aIIMILEHHOM, 0€3 OrpaHU4YeHHS
BO3MOKHOCTEN
b) 3amumiennas OC — Linux co6ctBeHHOM cOopku, HezantuieHHas OC — Android
c) B crangaptHoii komnektauuu MKTrusT npucyrctByer IP-tenedoH, mocTpoeHHbIN Ha
«rapBap/ICKON» apXUTEKType
d) MKTrusT tpebyeT /u1st paboThl TOJIBKO TENEBU30p (MOHUTOP WM npoektop) yepe3 HDMI
nopt, nutanue ot USB nopra (ue menee 1 Ammep), cetb — WiFi

5. Boibepure BepHbIi BapuaHT oTBeTa. Kak ocyiiecTBisieTcs BbIOOp OAHOIO U3 ABYX PEKUMOB Ha
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BBIOOD — 3aAIIUIIIEHHOTO WJIK OOBIYHOTO — B ITporpaMMHO-anmnapatHoM komruiekce MK TrusT:

a) Mcnonb3yercs BEIOOP pekrMa B MPoLiecce 3arpy3KH KOMITbIOTEpa

b) Hcnonap3yercss JOMOJHUTENbHOE YCTPOUCTBO, COMEpIKallee OMEePalMOHHYI0 CUCTEMY IS
COOTBETCTBYIOIIETO pesknma padbotsl MK TrusT

¢) Ucnonb3yercst puznueckuii mepexrodaTenb

d) Ucnonwsyercs crienunanbroe 110, peanusyroriee mogodue «BUPTyaIbHONW MalTUHBD)

6. BcraBbTe MpomyieHHOE BbIPaKEHHE. ... — IEPUOJ pabOThl KOMIIbIOTEPA, B paMKax KOTOPOTO
obecrieunBaeTcs JoBepeHHas 3arpy3ka OC, opraHuzyeTcs 3alUIIEHHOE CETEBOE COETUHEHUE U
MOJICPKUBAIOTCS TOCTaTOUHBIE ycnoBus 1i1st pabotet CK3U:

a) Madopmarmonno-nouckosas cucrema (UIIC)
b) bezonacusriit pexxum (BP)

¢) loBepennsiii ceanc cBszu (JJCC)

d) ABTOoMaTH3UpOBaHHBIN padounii pexxum (APP)

7. UTO HE OTHOCHUTCS K CJOXHOCTAM oOecmedeHUs 0€30MacHOCTH YAaJEHHOrO JOCTymHa K
nH()OpMAITMOHHBIM pecypcam?
a) CIoXXHOCTh KOHTPOJIS BBINOJHEHUsS TpeboBanuii monmutuku Wb Ha ymanéansix APM
MI0JIb30BaTENEN
b) Heobxomumocts ucnonws3oBanus ceprudunupoBanabix OC, C3U HCJ u CK3U mns
mudpoBanueM u padbotsr ¢ DI
c) HeoOxonumocts mpoBeAeHHs aTTECTAlMOHHBIX, aJalTallMOHHBIX U MHCHEKIHOHHBIX
JNIEUCTBUN Il JOMyCKa Mojb3oBateneid Kk APM
d) Orpannuenne dyHkunuonana ceprudunupoBanabix OC u nmpukaagnoro I1O (B T.u.
CJIO’)KHOCTB TIPOLIETypbl OOHOBJICHU)

8. Kakwue u3 ¢pynkumii He oTHOCITCS K Bo3MoKHOCTIM KC3U «Ilanmups-K»
a) Unenatudukamus u ayrenrudukanus: Console, flash, eToken USB, ...
b) Pasrpanudenre u ayuT ISMCTBUI TOJI30BATENICH U MIPUIIOKEHUN, KOHTPOJIb 1IEJIOCTHOCTH
¢) BpeMeHHoe rapanTupoBaHHOE yAaneHue HHPOPMAIUU C BO3MOXKHOCTHIO BOCCTAHOBIICHHS
yepe3 BCTPOCHHbBIE MEXaHU3MbI
d) ludposanue: 3DES, AES, DES, I'OCT 28147-89

9. UTo HE OTHOCHUTCSI K OCHOBHBIM MPUHIIMIIAM pa3TpaHUYCHUS JOCTyNa K (aiIoBO cUCTEME B
KC3U «ITanuupe-K»?
a) CymiecTByeT JAB€ MOJUTUKH KOHTPOJS NOCTyla K pecypcaMm — pa3peliuTesabHas U
3anpeTUTeNbHas
b) IIpaBa gocTymna Ha3Ha4alOTCsA CyOBEKTaM, a HE MIPUCBAUBAIOTCS OOBEKTaM B Ka4eCTBE UX
aTpuOyTOB
C) AIMHUHUCTpPATOpP MMEET TaKue XK€ MpaBa Ha Ha3HaueHHE (M3MEHEHHE) MpaBa JOCTyIa
cyObeKTa K 00beKTy, Kak u “Bnagenern”
d) Jlns mobGoro cyObekTa 10CTyna MOKET OBITh pealii30BaHa COOCTBEHHAS pa3rpaHUUUTEIIbHAS
MOJINTUKA

10. Beibepure BepHbIii BapuaHT oTBeTa. K Mexanuzmam koHTposs nenoctHocT KC3U «Ilanumpb-
K» otHOCHTCS:
a) KoHTpoJIb 11e710CTHOCTH KaTajaoroB U (ailyioB JaHHBIX (CHHXPOHHBIM U aCHHXPOHHBIN )
b) KoHTpOIb 11ET0CTHOCTH UCTIONHAEMBIX (aiijIoB (MpOTrpaMM Iepe; 3aIryCKOM)
¢) Bce nepeunciennoe
d) Kontponb nenoctHoctu daitno KC3U

11. Kakoe yTBep»xaeHHE HE OTHOCUTCS K OJJHOMY M3 BapHaHTOB 00xo0ja cuctembl 3amuThl 110 ¢
MOMOMUIBIO KITIOYEH 3aIUThI 3JI0YMbIIIIEHHUKOM:
a) [lepexBaT, MPOTOKOJIMPOBAHUE U aHAINU3 OOpaAlICHUN K KIIFOUY 3aIUTHI C MOCICAYIOMEH
AMYJISIIUEN OTBETOB
b) BHecenne n3meHeHud B MpOrpaMMHBIN MOIYJIb (B3JIOM)
¢) Co3nmanve BpeJOHOCHON POrpaMMbl, BPDEMEHHO OJIOKHPYIOIIEH 3alpOChl K KITI0UY 3aIUThI
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d) DMmynupoBaHHe HATWYUS KJII0Ya MMyTEM IepexBara BbI30BoB Onbnmmoreku API nis oOmena c
KITIOYOM

12. Kakwue ytBepxkaeHus He oTHOCATCA K 3antuTe [10 ¢ momomsio APl GyHKINN Kitodei 3ammThl?
a) CamocrosTenpHas pazpadboTka 3ammTsl [10
b) MHTerpupoBaHre caMOCTOSITEIbHO pa3padOTaHHON CHUCTEMBI 3allUTHl B MPHJIOKEHUE Ha
YpOBHE UCXOAHOI0 KOAa
¢) OTcyTcTBHE HEOOXOAUMOCTH U3YUEHHSI M MOIU(UKALIMK UCTIOIHAEMOro KO/1a 3allIUIEHHOTO
MIPUIIOKEHUS I 00X0/1a 3aIUThI
d) Cno’xHOCTb B HEUTpaJIU3allu1 3alUThl BCIEACTBUE €€ YHUKAIBHOCTH U «Pa3MBITOCTU» B TEJIE
MIPOrpPaMMbI

13. K aTany nHUIMAIW3aIMH TPOrPpaMMHO-aIapaTHOTO KoMIiekca «Co00Jib» HE OTHOCUTCS:
a) YcraHOBKa IUIaThl KOMITJIEKCa
b) Hactpoiika o0mmx nmapameTpoB
¢) HacTpolika mapamMeTpoB MOAKIIOYEHUS K CETH
d) Hactpoiika KOHTpOJIS IETOCTHOCTH

14. K mepeBoay mporpamMMHoO-amnmapaTHoro kKomiuiekca «Co00ib» B pEXUM DKCIUTyaTalliu HE
OTHOCHUTCS IE€HUCTBUE:
a) M3pnekute muiaty komiiekca "Coboinp" u3 pazbema munbl PCI-E/PCI
b) Ycranosure miary komruiekca "Cobomp" B pazbem cuctemuon mmabl PCI-E/PCI
¢) Berramure kabenp u3 mopra «HacTpoiikay 1 MepeKTIounTe ero B MOpT « IKCILTyaTarus»»
d) I[ToxgxmrounTe K 1iaTe CYUTHIBATENb 1Button

15. BeiGepute BepHBIN BapuaHT OTBeTa. BhicTaBhTE B MPAaBHIILHOM IMOPSAAKE ACUCTBUS MPHU
YCTaHOBKE MPOrpaMMHO-aIlapaTHOro Komiuiekca «Akkopa». 1. [ToncoeanHene KOHTaKTHOTO
ycTpoiicTBa (cheMHUKAa HHGOpPMAIUK). 2. Y CTaHOBKA IUIaThl KOHTPOJUIEpa B CBOOOIHBIN CIIOT
I[IDBM. 3. Peructpanus agmunuctparopa bW, HacTpoiika KkOMIJeKkca B COOTBETCTBHUU C
koH(purypamueit Texundeckux cpeacts [IDBM. 4. Ha3znauenune cnucka quckoB, (aniios,
pa3aesioB peecTpa, KOHTPOJIUPYEMBIX HA LEJIOCTHOCTh. 5. PerucTpanus moJib30BaTeleH,
Ha3Ha4YeHHE I0JIb30BATENSIM MEPCOHATIBHBIX UJIEHTU(PUKATOPOB, Mapojieil U BpeMEHH JoCTyma
a)2,1,3,4,5
b)1,2,3,5,4
c)2,1,3,5,4
d)1,2,5,4,3

16. Kakoe U3 nmepeuncieHHbIX MPOrPaMMHO-AMIMaPaTHBIX CPEACTB HE UCIOIB3YIOT JJIsl XpaHEHUS
KpUNITOTpaUUeCcKuX KITFOYeH?
a) eToken
b) CMapT-KapThI
c¢) iButton
d) Anmapatsbiit Mmoayib 6e3omacHoct (HSM)

17. Kakoe W3 BBICKA3bIBAHUW HE OTHOCHUTCS K NPEUMYIIECTBaM amlmnapaTHOrO reHepaTropa
CITyYalHBIX YHCEIL:
a) 3amac yncesn He OrpaHUYCH
b) Huzkue BeIUUCIUTEIBHBIC 3aTPATHI
¢) HUcnonp3yercs cnenuanbHOE YCTPOUCTBO
d) He 3anumaercs MecTo B maMsTH

18. Kakoe u3 neicTBUl HE OTHOCHUTCA K OpraHU3aluy 3aMKHYTON mporpammHoi cpeasl B KC3U1
«ITanumpb-Kx»:
a) 3ajaHue CIUCKa pa3pelIeHHbIX MPOIECCOB (CUCTEMHBIX U MPUKIAJAHBIX) C BO3MOKHOCTBIO
3aIycKa TOJbKO TE€X MPOIECCOB, KOTOPbIE OTHECEHBI K pa3peIIeHHBIM
b) 3ajgaHue mamok, OTKyJa pa3pemaercs 3amyckaTh IPOrpaMMBbl (C 3apeToM 3alucu U
MoaudUKaIMK B HUX (PailioB)
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19.

20.

20.

21.

22.
23.
24.
25.
26.
27.
28.

29.

30.

¢) 3agaHue CrenuaIbHOrO OOIIEro MoJIb30BaTellsd, OT YhEeTO JIMIA COBEpIIAeTCS YCTAaHOBKA U
3aITyCK MporpamMm
d) lonomHUTEIBHBIN aHAIU3 COMEPKUMOTO0 (haiiioB (MMOMCK MPU3HAKOB UCIIOHIEMOTO (aiia)

[Ipu B3710ME TpOrpamMM, 3aIlIUIICHHBIX C MOMOIIBIO aNmapaTHBIX KIOYEH 3alluThl HE
UCTIONIB3YETCS CIIeTYIOIINN METOI:

a) OTnanka

b) JlnuzaccemOmmpoBaHus

¢) JluBepcudukanms

d) lamm onepaTuBHOM MaMsITH

UTo HE BXOAUT B KOMIUIEKTALIMIO MPOTrPAMMHO-AIIAPATHOTO KOMILIEKca « AKKOpI-AM/JI3»?
a) KonTtpomnep

b) CreMHUK HHGPOPMAIINH C KOHTAKTHBIM YCTPONCTBOM

¢) CekpeTHBIH JIOTUH U TIapOJIb, HEOOXOIUMBIHN JJIs TepBOHAYAIBHOTO 3amycka AM/[3

d) IlepconanbHBII HIEHTU(PUKATOP MMOTH30BATEIS

9.1.2. IlepeyeHb BONPOCOB ISl 3a4€Ta

. MeTtoasl obecrnedyenuss WHGOPMAIMOHHON 0€30MACHOCTH ABTOMATHU3UPOBAHHBIX CHUCTEM

(OCHOBHBIE IOHATHS, YTPO3bI).

. MeTtoasl obecrnedyeHuss WHGOPMAIMOHHON 0€30MACHOCTH aBTOMATHU3UPOBAHHBIX CHUCTEM

(MeTobI B3JIOMA, 3aIlIUTa OT B3JIOMA).

Metoasl oOecriedeHUss UHPOPMAIIMOHHON 0O€30MaCHOCTH aBTOMATHU3UPOBAHHBIX CHCTEM
(3ammTa OT MPOrpaMMHBIX 3aKJIAJIOK).

[Tonutuka 6e3onacHocTi. Moaens KC.

3aMKHYyTas IporpaMMHasi CpeJa.

®opMupOBaHUE U NOAAEPKKA U30JIMPOBAHHON ITPOTPAMMHOM CPEJIBI.

Peanuzanus UIIC ¢ ucnonszoBanrem mexanusma pacimpenus BIOS

UEFI. Ipunnumns! paboTbl

[TepconanbHoe cpenctBo ayreHTH(uKanuu eToken

eToken API

. besonacnoe B3aumopeiicteue B KC. [Iponenypsl naeHTUDUKAINY U ayTeHTU(DUKAITIH.

. Ayrentuduxanus a0 3arpy3ku OC

. KonTtpons u ynpasnenue noctynom. Jucneruep nocryna.

. Haznauenue, pynxiyu, npunimn padotsl [TAK «Akkopm».

. Haznauenue, pynxiyu, npuammn padotsl [TAK «Co60mb».

. Ilepconanbubie naeHTuuKaTopsl. Buapl, HazHaueHue, QyHKIHH.

. Haznauenue, QpyHKImu, npuHIMI paboThl KIFOYeH 3auThl. Mi3BecTHBIE MOETH.

. Buap! 3amursl 110 ¢ momonipio 371€eKTPOHHBIX Kiltoueil. MeToibl B3i1oMa.

. CpenctBa obecrnieuennss MHGOPMALIMOHHOW OE30MACHOCTH B ONEPAIMOHHON cucTeMe Astra

Linux

JIMCKpEeLMOHHBIN 1 MaHJATHBIN MEXaHU3MBI pa3rpaHUYeHUs JOCTyMNa K GailioBbIM 00bEKTaM B
OTIepaIlMOHHON crcTeMe stra Linux

3aMKHyTas IpOrpaMMHas Cpeia U KOHTPOJIb 1IEJIOCTHOCTH B OINEPAallMOHHON cucteMme Astra
Linux

VYnpasienue KpunrorpahudecKuMy KIro4aMu

KoHuenuus nepapxuu Kiouei, reHepanus KIrodei.

AmnmnapaThasie Moaynu 6e3onacHoctu (HSM)

Konuenuus noBepeHnbix ceancon cBsizu.. Kommneke « MAPHI!, «M!&M».

3amuneHHble MUKpokoMibioTepsl «MKT». Hasnauenue, pyHkuuu.

3ammmenasie Hocutenu «CEKPET». Bunpl, Ha3HaueHue, QyHKIUH.

CepTudukanusi aBTOMaTU3UPOBAHHBIX CUCTEM U CPEJICTB BBIYMCIUTEIbHON TEXHUKU. BUIbI
HOPMATHBHBIX JIOKYMEHTOB, OIpEIeIAIONX TpeboBanus o ceprudpukarun C3U.
Ceptudukanuss aBTOMAaTU3UPOBAHHBIX CHCTEM U CPEACTB BBIUMCIUTEIBHOUW TEXHUKH.
TpeboBaHUs K cpe/ICTBAM BBIYHUCIUTEIBHON TEXHUKU

Ceptudukanuss aBTOMAaTU3UPOBAHHBIX CHCTEM U CPEACTB BBIUMCIUTEIBHOUW TEXHUKH.
TpeboBaHUs 110 KOHTPOJIIO OTCYTCTBUS HEACKIAPHUPOBAHHBIX BO3MOKHOCTEH
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9.1.3. IIpuMepHbBIii NepeYyeHb BOMPOCOB /ISl 3aA1UUTHI MPAKTHYECKUX 3aAHATHI

1. Kakum o6pa3om B Astra Linux peanusyeTcs OTUCKPEIIMOHHOE pa3rpaHUYEHHE JOCTyMa K
daiinam?

Kakum o6pa3zom B Astra Linux peanusyeTcs MaHIaTHOE pa3rpaHUYeHHe JOCTyna K Qaitnam?
HazoBute ocHoBHBIC oTnuuns Mexay API, ucnons3zyembimu nist pabotel ¢ eToken.

Kakum o6pazom npousoautces naunuanuzanus PKCS#117?

Kakum 06pa3oM MOKHO OCMOTPETh CIIUCOK (DYHKUUHN, TOCTYMHBIX B Onbanoreke PKCS#117?
Kakyto nadopmaruto MoxHo nonyduts ¢ nomoinsto ¢pynkuuu C GetSlotInfo?

Kakyto nadopmaruto MoxHo nonyduts ¢ nomoinsto ¢pynkiuu C GetTokenInfo?

s gero HyxHa ¢pynkuus C_WaitForSlotEvent?

Kakum 006pa3oM MOKHO ompenenuTh Hanuuue ¢uara?

Kak co3naercs ceptudukar x.509 nHa eToken?

SN bW

—_—

9.1.4. TeMbI NPaKTHYECKUX 3AHATHH

1. IMCKpennOHHbIN 1 MaHJATHBIN MEXaHU3MBI pa3rpPaHUUCHUs JOCTYMA K QailloBBIM 00BEKTaM B
oTeparmoHHo# cucreme Astra Linux.

2. 3aMKHYyTasl IporpaMMHasi cpejia U KOHTPOJIb LIEJIOCTHOCTH B ONEpPAllMOHHON cucTeme Astra
Linux.

3. Paspabotka 3amuienHoro [10 ¢ npuMeHnenuem annapaTHbIx kintouen eToken

9.2. MeToan4yeckne peKOMeH AU

YueOHBI MaTepuan u3jaraercs B GopMme, Mperoiaraloie caMoCTOsATEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3zoBanue. [Ipu 3ToM camocTosITeNbHAs padoTa CTyACHTOB UIPAET PEIIAIOIIYIO POJIb
B XO/JI€ BCETr0 Y4eOHOro mpoliecca.

Hauatp n3yueHue OQUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ paboueil MporpaMMoid, CIIUCKOM
y4e0HO-METOUYECKOTO U MpOorpaMMHOro odecrnedeHusi. CamocTosTenbHas padoTa CTyeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepualaMH, BBIMOTHEHHE KOHTPOIbHBIX MEPOMPUATHH, MPEeayCMOTPEHHBIX
y4eOHBIM IIIAaHOM.

B npouiecce nzydeHus: TUCHUILTAHBI ISl JTy4IIETO OCBOSHUS MaTepHaia HeoOX0IUMO PEeryspHO
oOpamaTbCcsi K pEeKOMEHAYEMOW JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJb30BaThCsl yepe3 KaOWHET CTyAeHTa Ha cailTe YHuBepcuteTa o0pa3oBaTEIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)Ke 00IIEeTOCTYTHBIMH HHTEPHET-TIOPTAIaMU, COACPKAIIUMHU
HAayYHO-TIONMYJSIPHBIE U CIEIMalIU3UPOBAHHBIE MaTepHalbl, MOCBSIICHHBIE PA3JIUYHBIM aCHEKTaM
y4eOHOW AMCIUILTHHBIL.

[Ipu caMoCTOATEILHOM U3YYEHHUU TEM CIEAYNUTE PEKOMEHIAIHSIM:

— YTEHHE HUIH MPOCMOTP MaTepualia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM ays
WHANBHUAYATBHOTO TOHMMAHUS M OCBOCHHS MaTepuala, BbIIENsis OCHOBHBIC UJEH; HA OCHOBAHUHU
M3YUYEHHOTO COCTAaBUThH Te3UChl. OCBOMB MaTepua, MOMbITATbCS COOTHECTH TEOPHUIO0 C IPUMEpPAMHU U3
MPAKTHKU;

— €CITU B TEKCTE BCTPEUAIOTCS HE3HAKOMBIE UM MAJIO3HAKOMBIE TEPMHHBI, CIIEyeT BBISICHUTH HX
3HAYCHHME I TOHUMAaHUs JaIbHEHIIIEro MaTepuana;

— OCMBICIIMBalTE MPOYUTAHHOE U U3YYEHHOE, OTBEYANTE HA MPEI0KEHHBIE BOIIPOCHI.

CTyaeHThl MOTYT MOJy4aTh WHAUBUIYATbHbIE KOHCYIbTAIlMH, B T.4. C UCIIOJIb30BAaHUEM CPEJICTB
TEJIEeKOMMYHUKAIUH.

[To nucuunavHe MOTYT MPOBOJIUTHCA JOMOIHUTEIbHBIEC 3aHATUS, B T.4. B opMe BEOMHAPOB.
Pacnucanue BeOMHAPOB U 3amucy BEOMHAPOB MYyOJIUKYIOTCS B 3JIEKTPOHHOM Kypce / 3IEKTPOHHOM
YKypHAJIe Mo TUCIUTUINHE.

9.3. TpeﬁoBaHnﬂ K OHCHOYHBIM MaTe€pHaJIaM 1Jid JUll ¢ OrPaHUYCHHBIMUA BO3MOKHOCTAMMU
3A0POBbA U HHBAJIMI0B

Jas nu1 ¢ OTrpaHUYEHHBIMH BO3MOXXHOCTSMHU 3J0POBBS M HHBAIHIOB MPEIYCMOTPEHBI
JIOTIOJIHUTEJIbHBIE OLIEHOYHBbIE MaTepHalibl, IEPEeYeHb KOTOPHIX yKa3zaH B Tabnuue 9.2.

Tabnuma 9.2 — JlomonHUTENbHBIE MaTEepHUalbl OIEHUBAHUSA IJIs JHUIl C OTPAaHUYCHHBIMH
BO3MOKHOCTSIMH 3JIOPOBbSI M MHBAJIHJIOB
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Kareropuu oby4aromuxcs

Buasl 1ooHUTENEHBIX OLEHOYHBIX
MaTepHuaioB

q)OpMI)I KOHTPOJIA U OLICHKHU
pe3yIbTaTOB OOYUECHHUS

C HapylIeHHsIMU cllyXa

TecTbl, TUChbMEHHBIC
CaMOCTOSTENIbHBIE PAOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE pabOThI

[IpenmyniecTBEHHO TUCHbMEHHAS
MpoBepKa

C HapyLIEeHUAMU 3pEHUS

CobecenoBaHue 1o BOIIPOCaM K
3a4eTy, ONpoc MO TePMUHAM

[Ipeumy1iecTBEHHO yCTHas
poBepKa (MHIUBUYaTBHO)

C HapylLIeHUSIMH OIIOPHO-
JIBUTATEJILHOTO alapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE pa0OThI, TMCbMEHHbBIE
CaMOCTOSITENIbHBIE PaOOTHI, BOITPOCHI

K 3a4eTy

[IpeumyiecTBEHHO
JUCTAaHIMOHHBIMU METOIaMH

C orpaHU4YeHHUSIMHU 110
o01IIeMe IUIINHCKUM
MOKa3aHHUIM

TecTbl, THCbMEHHBIC
CaMOCTOSTENIbHBIE PAaOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE paOOTHI,
YCTHBIE OTBETHI

[Ipenmy1iiiecTBEHHO MPOBEpPKa
METOJIaMH, ONPEIEISIOIIMMHUCS
UCXOS U3 COCTOSIHUS
oOyyJaromerocss Ha MOMEHT

MIPOBEPKH

9.4. MeToauuecKkue PEKOMEHIAIUHA MO OCHOYHBIM MaTepuadamM AJd JUIl ¢ OrPpAaHUYCHHBIMHA
BO3MOKHOCTSAAMH 310POBbA U HHBAJINI0B

Jist Ui ¢ OTpaHUYEHHBIMH BO3MOYKHOCTSMH 3JI0POBbS U MHBAJIHUIOB MPEAyCMaTPUBACTCS
nocTymnHas popMa npeaoCTaBICHHs 3aJaHHIA OIICHOYHBIX CPEIICTB, & UMEHHO:

— B Ie4aTHou (opme;

— B Ie4aTHOH (hopMe ¢ YBEITUYCHHBIM IIPUPTOM;

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— METOJIOM YTCHUS aCCUCTCHTOM 3aJ]aHHs BCITYX;

— MPEIOCTaBICHHE 3aIaHNUs C UCIIOJIB30BAHUEM CYPJIOTIEPEBO/IA.

JIumam ¢ orpaHUYEHHBIMH BO3MOXXHOCTSIMHU 3[I0POBbSl U MHBAIUIAM yBEIHMYHBACTCS BPEeMsl Ha
MOJATOTOBKY OTBETOB Ha KOHTPOJIbHBIC BOMPOCHI. [[s Takux oOydaroIIMXcs MpeaycMaTpUBaeTCs
nocTymnHas popMa npeoCTaBICHH OTBETOB HA 33aJJaHHs, 2 UMEHHO:

— MUChMEHHO Ha Oymare;

— HabOp OTBETOB Ha KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHUEM YCIIYT aCCHCTEHTA;

— MPEJICTaBJICHUE OTBETOB YCTHO.

[Ipouenypa oneHUBAHHUS PE3yIbTATOB OOYYCHHUsS JHUIl C OTPAHUYCHHBIMHU BO3MOXKHOCTSIMHU
3I0pPOBbSI U MHBAIUOB 0 JAUCIUILIMHE TPEIyCMaTPUBACT MPEAOCTaBlIeHUE HHPOopManuu B hopmMax,
aJIalITUPOBAHHBIX K OTPAHUYCHHSIM UX 3JI0POBbsI U BOCIIPHATHSL HH(POPMAIIUH:

Jst i ¢ HapyIeHUsIMU 3PeHus:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B I€YaTHOW (hOpMe YBEIUICHHBIM IPUPTOM.

Jst i ¢ HApyIIeHHsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeYaTHOM (opme.

J1s i1 ¢ HAPYIIEHHUSIMU OTIOPHO-IBUTATEJIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeYaTHOM (opme.

[Ipu HEOOXOMMMOCTH JJISI JUIl C OTPAHHUYCHHBIMU BO3MOXKHOCTSIMH 3J0POBbsI U MHBAJIHJIOB
mpoIielypa OlCHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOXKET MPOBOJAUTHCS B HECKOJIBKO 3TATIOB.
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