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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. Ilenpto npenoaaBaHusl JUCLUIUIMHBI SBJISETCS OCBOEHUE METO/I0B MOHUTOPUHIA U YIIPABIEHUS
IPOrpaMMHBIMU CPEICTBAMH 3aIIUTHI MHPOPMALIMU, PEATM30BAHHBIMU Ha OCHOBE KIIMEHT-CEPBEPHOMN
TEXHOJIOTHUH.

1.2. 3agauy AUCHUILIUHBI

1. IlonyueHue 3HaHUN W YMEHHH MO MeToaaM cOopa W ayauTa COOBITHHA MHGOPMAIIMOHHON
0€30MacCHOCTH B COBPEMEHHBIX CPEICTBAX 3aIIUThl HH(POPMAIIUH.

2. IlonydyeHue yMEHHMI M HaBBIKOB LIEHTPAJIU30BAHHOTO YIPAaBJICHUS KIMEHTCKUMH MOAYJISIMU
CPEICTB 3alIUThl HHPOPMAIIMN U pearnpoBaHUs Ha YTPO3bl O€30MaCHOCTH.

3. IlonydeHue 3HaHUM O METOJIaX KOHTPOJSA pabOTOCIIOCOOHOCTH U METOCTHOCTH KIMEHTCKHX
MOJYJIEH CPeNICTB 3alUThl HHPOPMAIUH.

4. VIzyueHue METOJ0B KOHTPOJISI U OLEHKH YCTAaHOBJIEHHOTO MPOTPAMMHOI0O M amnmnapaTHOro
o0ecrnieueHys Ha 3alIUIaeMbIX KOMIBIOTEPAX B JIOKAJIbHOU CETH.

5. H3ydeHue MeToa0B 00eCIeUueHHs] 1 KOHTPOJISI aHTUBUPYCHOM 3aITUTHI pa00YHMX CTAHINHN B CETH
OpraHM3aliH.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. ucuumiunasl (Moayan).

Yactp O01oka quctuiuind: O0s3aTebHast 4acTh.

Monayns mucuurinHa: Moaysabs HanpaBieHHOCTH (poduiist) (major).

HNunexe nuctumaunel: b1.0.05.03.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTUM.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyabTAaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUMIIJIMHE, COOTHECCCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHus: TUCHUTUTMHBI HANpaBjieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeIbHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMnereHInn 1 HHAUKATOPBI UX JTOCTHIKEHUS
WNHauKaTOpsl OCTHKEHUS [Tnanupyemble pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUIMHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

OomenpodeccuoHaIbHbIe KOMIIETEHINH
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OIIK-2. Cnocoben
PUMEHSTh
UH(POPMAILTHOHHO-
KOMMYHHKaIIMOHHbIE
TEXHOJIOTHH,
pOrpaMMHBIE CPEICTBA
CHCTEMHOTI'0 U
NPUKJIAHOTO
Ha3HaueHMsI, B TOM YHUCIIe
OTEYEeCTBEHHOTO
HPOMU3BOJCTBA, AJIS
peleHus 3a1a4y
npodeccruoHambHOM
JesITeTIbHOCTH

OIIK-2.1. 3naer
KJ1accu(UKaInio
KOMIIBIOTEPHBIX CUCTEM, BUIBI
WH(HOPMAITMOHHOTO
B3aUMOJIEUCTBUS U
00CITyKMBaHUS, OCHOBBI
NOCTPOEHUsI THPOPMAITIOHHO-
BBIYMCITUTEIHHBIX CHCTEM

3HaeT NPUHIUIBI OpPraHU3alNH
MH(QOPMAILMOHHBIX CUCTEM B COOTBETCTBUU C
TpeOOBaHUSAMH IO 3alUTe HHOPMAIHIH,
BO3MOKHOCTH U HA3HAYEHHUE COBPEMEHHBIX
CPEICTB 3alUThl UHPOPMALIUU OT
HECaHKIIMOHUPOBAHHOTI'O JI0CTYyIA.

OIIK-2.2. YMeeT npoBOIUTh
aHaJM3 ¥ BBIOOD
UH(POPMAITMOHHBIX
TEXHOJIOT A, IPOTPAMMHBIX
CPEACTB CUCTEMHOTO H
TPUKJIAJHOTO Ha3HAUCHHMS JIJIsI
pemreHus 3a1a4y
npodeccruoHambHOM
JeSTEIILHOCTH

YMeeT BBINOTHATH BHIOOP MPOTrPaMMHBIX,
IIPOrpaMMHO-AIIAPATHBIX CPEACTB 3aILUTHI
MH(pOpPMaLUK U1 IPUMEHEHUS B
aBTOMATH3UPOBAHHBIX U MHMOPMAITMOHHBIX
CUCTEMAX

OIIK-2.3. Bianeer HaBbIKaMU
UCIIOJIb30BaHHS
UH(POPMALTUOHHO-
KOMMYHHUKAIIHOHHBIX
TEXHOJIOTHI U TIPOTPaMMHBIX
CPEICTB CUCTEMHOTO H
MPUKIIATHOTO HA3HAYCHUS JUIS
peleHus 3a1a4
npoeCcCUOHATHHON
JeSITeTbHOCTH

Bnaneer HaBbIKaMH HCTIOJIb30BAHUS U
HACTPOMKHU CPEACTB 3aIUThI HUH(OPMALIUU OT
HECaHKIIMOHUPOBAHHOTO JOCTyTa B
ABTOMATU3HPOBAHHBIX CUCTEMAX.

OIIK-4.1. Crnocoben
POBOJIUTH
OpraHHU3allMOHHBIC
MEPOIPHUSITHS T10
00€eCIIeYEHHIO
0e30macHOCTH
UHQOPMaLUH B
ABTOMAaTHU3MPOBAHHBIX
cHCTEMAaX

OIIK-4.1.1. 3naer conepxxanue
Y TIOPSAZIOK JeSITeTbHOCTH
HEepCOHaa MO 3KCIUTyaTaluu
3aLUIIEHHBIX
aBTOMAaTU3UPOBAHHBIX CUCTEM
U CHCTEM 3alIHThI
UHpOpMaIUH

3HaeT colepKaHue U MOPSAIO0K AEITEIbHOCTH
HepCOHaa MO 3KCIUTyaTalluy 3aIlUIIeHHBIX
ABTOMATHU3HPOBAHHBIX CUCTEM M CUCTEM
3aIUThl HTHPOPMALIUH

OIIK-4.1.2. Ymeer
OTIpEICTIATH MOJIKAIINE
3amuTe HHHOPMAIMOHHbBIE
PeCypChl, ONPEaENATh
napaMeTpbl HACTPONKH
IPOrPaMMHOTO 00ECTICYCHHUS,
OCYIIECTBIISTh TNIAHUPOBAHUE
¥ OpraHu3alni0 paboThI
nepcoHala
ABTOMAaTU3HPOBAHHOMN
CUCTEMBI C YYETOM
TpeOOBaHMIA 10 3aIIUTe
uHbopMaIu

YMeer ornpenesaTh MoAIeKallne 3auTe
UH(OPMAIIMOHHBIE PECYPCHI, OTIPEIEIATh
napaMeTpbl HAaCTPOMKH MPOTrPaMMHOTO
o0ecrneveHus ¢ y4eToM TpeOOBaHUM TIO 3aIUTe
nHbopMaIu

OIIK-4.1.3. Bnageer
HaBBIKAaMH pa3paboOTKu
MOJIUTHKH 0€30IMaCHOCTH
UHpOpMaIUH
ABTOMATHU3HPOBAHHBIX CUCTEM

Briageet HaBbIkamMy pa3pabOTKH HOJIUTUKH
6e3omacHOCTH MH(OpMAIUH
ABTOMATHU3UPOBAHHBIX CHCTEM
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OIIK-9. Cnocoben
MPUMEHSTH CPEJICTBA
KpUNTOorpadhuyecKoi u
TEXHUYCCKON 3aITUTEI
uHbOpMaIu s
pelIeHus 3aaaq
npodeccruoHambHOM
JIeSITeILHOCTH

OIIK-9.1. 3naeT ocHOBHBIE
HOHSATHSI KpUNTorpadguu u
KpUNTOrpahUIeCcKUe METOIbI
3amuThl HPOPMAITUU

3HaeT Kakue 3aJjauu B 00JacTu yIIpaBiIeHUs
CpE/ICTBaMU 3alIUTHl HHYOPMALIUH U
obecrieyeHns: 6€30MaCHOCTH MOTYT OBITh
peLIeHbI KpUNTOrpagUueCKUMH CPECTBAMHU.

OIIK-9.2. YMeeT onpenensTh
HAJIMYUE TUTTOBBIX
TEXHUYECKUX KAaHAJIOB YTECUKH
uH(pOpMaIUH, a TAKXKe
NPUMEHATh METOJUKU pacyeTa
¥ HHCTPYMEHTAJIBHOTO
KOHTpPOJISl TOKa3aTenen
TEXHUYECKOU 3aIIUTHI
uH(pOopMaIu Ha 00BEKTax
UHpOpMATH3AIIH

YMeer KOHTPOJIMPOBaTh U MPOU3BOIUTH
MOHUTOPHUHT COCTOSHUS 3aIlUIIEHHOCTH
MH(POPMAITMOHHBIX CUCTEM.

OIIK-9.3. Brnageer
NPaKTUYECKUMH HaBbIKAMU
000CHOBAaHHOTO BBIOOpA U
ucnons3zoBanus CK3U npu
peleHnt 3a1a4y
npoeCcCUOHATBHON
JeSITeIbHOCTU

Brnaneet npakTHyecKMMHU HaBBIKAMHU
000CHOBAaHHOTO BHIOOpA U UCIIOIB30BAHUS
CPEJICTB 3aIlUThl UH(pOpPMALIUU OT
HECaHKLIMOHUPOBAHHOT'O JIOCTYTIA IIPU
pelieHny 3aaa4 npodecCHOHATbHON
JesITeIbHOCTH

OIIK-12. Cnocoben
MIPOBOJIUTH TIOJITOTOBKY
MCXO/HBIX JaHHBIX JUIS
IPOEKTUPOBAHUS
MIOJICUCTEM, CPEJICTB
o0ecreveHus 3anuThl
uHbOpMaIUu U 15
TEXHHUKO-
SKOHOMUYECKOTO
000CHOBaHUS
COOTBETCTBYIOIIUX
MIPOEKTHBIX PEIICHUHN

OIIK-12.1. 3naer
HOMEHKJIaTypy U COJIepKaHue
HOPMATHUBHBIX IIPABOBBIX
AKTOB M HOPMATHBHBIX
METOJUYECKHUX JOKYMEHTOB,
MPUMEHSEMBIX NPU
IIPOEKTUPOBAHUH
3alUIIEHHBIX
aBTOMATHU3UPOBAHHBIX CUCTEM

3HaeT HOPMATUBHBIE TOKYMEHTHI,
periaaMeHTHpYOIIUEe IPUMEHsIEMbIE MEPBI U
CpeJICTBA 3alIUTHl MH(pOpPMALIUU B
MH(GOPMAITMOHHBIX CUCTEMAX.

OIIK-12.2. YMmeeT npoBOIUTH
aHAJIU3 TOCTYITHBIX
UH(GOPMAITMOHHBIX
HCTOYHHUKOB C IEJIBI0
BBISIBJICHUSI U3BECTHBIX
YSI3BUMOCTEH, MCIIOJIb3YEMBIX
B CUCTEME 3aIlUThI
uHGOpPMAITUHU POTPAMMHBIX U
IPOrpaMMHO-aNITaPaTHBIX
CpeAcTB

YMeeT MpoBOUTH BBISBICHUE U3BECTHBIX
YSI3BUMOCTEH, UCTIOIB3YEMBIX B CUCTEME
3aIUTH THPOPMAIIMH MPOTPAMMHBIX U
POrpaMMHO-aINapaTHBIX CPEJCTB, C
MOMOIIBIO CIIEUATHLHOTO TPOrPAMMHOTO
obecneyeHust

OIIK-12.3. Bmaneet HaBBIKaMH
MPOEKTUPOBAHUS DJIEMEHTOB
3aIUIIEHHBIX
ABTOMATH3HPOBAHHBIX CHCTEM
1 pa3paboTKu HEOOXOAMMOM
TEXHUYECKOW TOKYMEHTAINH B
o0JacT MPOEKTUPOBAHUS
3aIUIIEHHBIX
ABTOMATHU3HPOBAHHBIX CUCTEM
C YYETOM JICUCTBYIOIINX
HOPMATHUBHBIX U
METOJUYECKHX JJOKYMEHTOB

Bnaneer HaBbIKaMK POEKTUPOBAHUS
3JIEMEHTOB 3aLIUILICHHBIX
ABTOMATHU3HPOBAHHBIX CUCTEM H Pa3pabOTKU
HEOOXOIMMON TEXHUYECKON JOKYMEHTAIIUU B
00JacTi MPOEKTUPOBAHHUS 3ALTUILIEHHBIX
ABTOMATU3HPOBAHHBIX CUCTEM C YUETOM
JEHCTBYIOIMX HOPMATUBHBIX U METOIUYECKUX
JIOKyMEHTOB
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IIpodeccuonanbHbIe KOMIIETEHIIUH

4. O0beM IMCUMIIMHBI B 324€THBIX eJUHULIAX C YKa3aHHEM KOJIHYeCcTBA aKa/leMH4YeCKUX YacoB,
Bbl/JIeJIEHHBIX HA KOHTAKTHYIO pa0oTy o0y4aroiuxcsi ¢ npenojaasarejieM
U HA CAMOCTOSITEJIbHYI0 Pa0oTy 00y4Yaromuxcs

OO61mmas TpyA0eMKOCTh AUCHUIUIMHBI COCTABISAET 4 3a4eTHBIX eqUuHUII, 144 akaJeMHuecKUX 4acoB.

Pacnipenenenue Tpy10eMKOCTH JUCHIHUILUIMHBI 110 BUJAaM y4eOHOU NEATEIbHOCTH MPECTABICHO B
tabiuue 4.1.

Ta0auia 4.1 — Tpy10eMKOCTh JUCIMILIMHBI 1O BUIaM YUY€OHOU ACSTEIbHOCTH

Bcero |Cemectpsl

Bupl yaeOHOI nesiTenbHOCTH
4acoB |7 cemecTp

KonTakTHas aynuTopHas padora 00y4alomuxcs ¢ npenogaparesieM, BCero 90 90
JIeKIIMOHHEBIE 3aHATUS 18 18
JlaGopaTopHble 3aHATUS 36 36
Kypcosas paborta 36 36
CamocTosiTesibHAsi padoTa 00y4alIIMXCS, B T.4. KOHTAKTHAsl 54 54
BHeayIMTOpPHAasi padoTa 00y4alIIMXcs ¢ npenoaaBaresieM, BCero
IToaroroBka k 3auery 10 10
Hamnucanue otyera nmo KypcoBoit pabote 22 22
[ToaroroBka K TECTUPOBAHUIO 10 10
[ToarotoBka k 1abopaTopHOil paboTe, HaNMCaHUE OTYETa 12 12
OO0mas TpyAoeMKOCTh (B Yacax) 144 144
Oo0mas TpynoeMkocTh (B 3.e.) 4 4

5. CTpykTypa u cojep:kaHue TUCHHUIIMHBI
5.1. Pa3znennl (TeMbl) JUCUMILIMHBI M BUJbI Y4€OHOM 1eATeJIbHOCTH

CTpykTypa IUCHUIUIUHBI MO pas3jenaM (TeMaMm) W BUJaM y4eOHOU JesSTeTbHOCTH MPUBEICHA B
tabiuue 5.1.
Ta6ymma 5.1 — Paszyens! (TeMbl) TUCIMILIMHBI M BUABI YICOHOH ACATEIHBHOCTH

Jlex. Cam. Bcero
JIa6. | Kypc. dopmupyembie
Ha3Banus pasnenoB (TeM) TUCIUTIIMHBL | 3aH., pab., | gacos (0e3
pab. | pao. KOMITCTCHIINH
q 9 | BK3aMeHa)
7 cemecTp
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1 LeHTpanu3oBaHHOE yIpaBIECHUE 4 20 |36 16 76 OIIK-2, OIIK-4.1,
CpeICTBaMU 3alIUThl HHPOPMAITUU OT OIIK-9, OIIK-12
HECaHKLMOHMPOBAHHOIO JIOCTYIA B
JIOKAJIBHOM CETH
2 lleHTpanu3oBaHHAs UHBEHTapu3amus |2 4 10 52 OIIK-2, OIIK-4.1,
PECYPCOB JIOKAJIbHOU CeTH. Y Aal€HHBIN OIIK-9, OIIK-12
KOHTPOJIb paO0TOCTIOCOOHOCTH CPEJICTB
3amuTHl HHGOPMAITUU Ha pabodmnx
CTaHIIMSIX
3 LlenTpanu3oBaHHas 3aU1UTa OT 4 6 10 56 OIIK-2, OIIK-4.1,
BHUPYCOB B JIOKAJILHOU CETU OIIK-9, OIIK-12
4 llenTpaiM30BaHHBIN YUYeT U 4 6 10 56 OIIK-2, OIIK-4.1,
YIIPaBJICHUE CPEICTBAMMU IIEPCOHAIBHOU OIIK-9, OIIK-12
UACHTH(DHUKAIINY U ayTeHTU(DHUKAITIH
5 AHanu3 HOPMaTUBHBIX TpeOoBaHul 1Mo |4 - 8 48 OIIK-2, OIIK-4.1,
YIIPABIICHUIO CPEJICTBAMU 3aIUThI OIIK-9, OIIK-12
uHbopmauu

Hroro 3a cemectp|18 (36 |36 54 144

Utoro|18 |36 (36 54 144

5.2. Conep:xanue pa3iesnoB (TeM) TUCHUNIMHBI

Coneprxkanne pa3ienoB (TeM) TUCHUTLTAHEI (B T.4. TIO JIEKIHUSIM) PUBEICHO B Ta0wmIe 5.2.
Tabmuma 5.2 — Coneprkanue pa3zienos (TeM) TUCHUILIMHBEI (B T.4. IO JEKIHUSIM)

TpynoemkocTsb
HasBanus paznenos (tem) Coneprxanue pa3ienoB (Tem) dopMupyembie
JTUCTIATUTAHBI JUCHUTUTUHBI (B T.Y. 1O JICKIHAM) (7eKIHOHHbIE KOMITETCHIIHT
3aHATHS), U
7 cemecTp

1 LleHTpanu3zoBaHHOE ITpuaumns! noctpoenus C3U “Secret 4 OIIK-2,
YIIPaBJICHUE CPEICTBAMHU Net Studio”; ocHOBHbIE MEXaHU3MBbI OIIK-4.1,
3aluThl UHHOPMAIIUU OT 3alUThI; allllapaTHbIE CPEJICTBA; OIIK-9, OIIK-12
HECAaHKI[MOHHUPOBAHHOI'O KOH(UTYPUPOBAHUE; Ay/IUT;
JOCTYTIa B IOKAIBHON CETH  |MOHUTOPHUHT U OTIEPATUBHOE

yIpaBlieHUE; TOJTHOMOYHOE

yIpaBlIeHUE TOCTYIIOM B KOHTPOJIb

MevaTu.

Hroro 4

2 lleHTpanu3oBaHHas 3HaKOMCTBO C OCHOBHBIMHU 3aJ1auyaMU 2 OIIK-2,
WHBEHTapHu3alus pecypcoB WHBEHTApU3aLUA U KOHTPOJISL OIIK-4.1,
JIOKAJIBHOM CeTH. Y JaN€HHbIN |3alUIIa€MbIX PECYPCOB; TOATOTOBKA OIIK-9, OIIK-12
KOHTPOJIb K MHCIIEKLUAM; UHCIIEKIIUU
paboTOCIIOCOOHOCTH CPEJICTB |KOMIIBIOTEPOB; MOJIyY€HHUE OTYETOB C
3aluUThl UHGOPMaLUU Ha pe3yJibTaTaMU UHCIIEKTUPOBAHMUSI.
pabounXx CTaHIUAX VY nanéHHblii KOHTPOJIb

paboTOCIIOCOOHOCTH CPENICTB

3aImuTH HHGOPMAITMU Ha pabodnx

CTaHILIUSX.

Htoro 2
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3 llentpanuzoBanHas 3anura
OT BUPYCOB B JIOKaJIbHOU CETH

VYnpapieHue 3alMTHBIMU
mexanuzmamu [ T-uappacTpyKTypsl
nomonisio Kaspersky Security
Center. ApXUTEKTypa U THIIOBBIC
CTPYKTYpHI 3aIIUTHI Ha Oa3e
Kaspersky Security Center.
VYipasnenue cepBepamu U rpynmnamMmu
aMUHUCTPUPOBAHHUs. YIIpaBICHUE
KIIMEHTCKAMHU KOMITBIOTEPaMH.
Pabora ¢ oTueTaMu, CTAaTHCTUKOMA.

OI1K-2,
OITK-4.1,
OITK-9, OTIK-12

Htoro

4 lleHTpaM30BaHHBIN YUET U
YIIPaBJICHUE CPEICTBAMU
[IEPCOHAJILHOU
UICHTUDHUKALIMY U
ayTeHTU(UKaIUU

Haznauenne «SafeNet Authentication
Manager»; BO3MOXHOCTH;
apXUTEKTypa; HACTPOUKa;
ynpaBlIeHUE )KU3HEHHBIM IIUKJIOM
CPEICTB ayTeHTU(UKALIUU; Ay TUT
WCIIOJIb30BaHUS CPENICTB
ayTeHTU(UKALIUH.

OIIK-2,
OIIK-4.1,
OIIK-9, OIIK-12

HUroro

5 AHanu3 HOPMATUBHBIX
TpeOOBaHUI IO YIIPABICHHUIO
CpelICTBaMU 3alUThI
uHbopmaruu

AHanmM3 HOpMaTUBHBIX TPeOOBaAHUI
10 YIPABJIEHUIO CPEJICTBAMU 3AIUTHI
nH(popManuu. AHaIU3 HOPMaTUBHBIX
TpeboBanuit denepaabHOM CITyKOBI
M0 TEXHUYECKOMY U SKCIIOPTHOMY
koHTpoo (PCTIK) mpu
obecrieueHnn Mep 6€30MaCHOCTH
MEePCOHANBHBIX JaHHBIX, B
roCy/1apCTBEHHBIX HHPOPMAIIMOHHBIX
cucteMax. AHam3 TpeOoOBaHUN
0€30MMacHOCTH K
aBTOMATHU3HPOBAHHBIM CUCTEMaM
YIpaBJIE€HUS! TEXHOJIOTUYECKUMU
poLeccamu.

OIIK-2,
OIIK-4.1,
OIIK-9, OIIK-12

Hroro

Uroro 3a cemectp

18

Htoro

18

5.3. [IpakTuyeckue 3aHATHS (CEMUHAPbI)

He npeaycMoOTpeHO y‘le6HLIM IIJTaHOM

HanmenoBanue mabopaTopHbIX paboT MpuBeeHO B TabmuIe 5.4.

5.4. JlabopaTopHbIe 3aHATHS

Tabmuia 5.4 — HamMmeHoBaHue 1a00paTOPHBIX padboT

Haspanwust paznenoB (Tem)
JUCIMILIAHBI

pabot

HaumenoBanue nabopatopHsix | TpyrnoeMKoCTb,

®opMupyemsie
KOMIIETCHIIUU

7 cemecTp
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1 LeHTpamu3oBaHHOE Secret Net Studio. 6 OIIK-2, OIIK-4.1,
YIIPaBIICHUE CPEACTBAMU Pasrpannuenue nocryna k OIIK-9, OIIK-12
3aIUThl HH)OPMAIMH OT JaHHBIM. Paszrpannyenue
HECaHKIMOHUPOBAHHOIO JIOCTyIIa K YyCTPOHCTBaM.
JIOCTYIIA B JIOKAJILHON CETH KoHntposs nevatu
KOH(HICHIINATBHBIX JAHHBIX.
Secret Net Studio. 3amkHyTas 4 OIIK-2, OIIK-4.1,
nporpammHas cpena. Kontpoiib OIIK-9, OIIK-12
LIEJIOCTHOCTH.
Secret Net Studio. Ayaut 4 OIIK-2, OIIK-4.1,
coObITHI HH(OPMAITMOHHON OIIK-9, OIIK-12
oe3onacHoctr B C3U ot HCJ],
Secret Net. Pabota co
CBEJICHUSIMU B JKypHaJe
peructpanuu coOsiTuil. TeneBoe
KOIIMPOBaHUE
OnepatuBHOE yIIpaBlIeHNE 6 OIIK-2, OIIK-4.1,
3alUIIaeMbIMU pabOUYNMHU OIIK-9, OIIK-12
CTaHIUSIMU U MOHUTOPHUHT
coOBITHI HH(OPMAITHOHHOK
0e301acHOCTH
Hroro 20
2 llenTpanu3oBaHHas “Kb MuBenTapuzanns’. 4 OIIK-2, OIIK-4.1,
MHBEHTapU3aLus pecypcoB [IpoBeneHne MHCIIEKINM U yUeT OIIK-9, OIIK-12
JIOKaJIbHOM ceTu. Y anéHHbIl | M3MEeHEHUH KOH(pUrypauu
KOHTPOJIb pab0TOCHIOCOOHOCTH |3alIMIAeMbIX PA0OYMX CTAHIUH.
CPEJCTB 3aLUThl UH(OPMAIH
HUroro 4
Ha pabounX CTaHIMAX
3 llentpanu3oBanHas 3anmTa | YIpaBieHHUe cepBepaMu 6 OIIK-2, OIIK-4.1,
OT BUPYCOB B JIOKJIBHOM ceTH |aaMuHuCTpupoBanus "Kaspersky OIIK-9, OIIK-12
Security Center"
Hroro 6
4 lleHTpanM30BaHHBIN y4eT U | YTIpaBI€HUE )KU3HEHHBIM 6 OIIK-2, OIIK-4.1,
YIIPABJICHUE CPEACTBAMU LUKJIOM CPEJICTB OIIK-9, OIIK-12
NIEPCOHAJILHON ayreHtuukanuu eToken ¢
UCHTUDHUKALIMY U nomoIneio Safenet Authentication
ayTeHTU(UKaLUU Manager.
Hroro 6
Uroro 3a cemectp 36
Hroro 36

5.5. KypcoBasi padora

Copepxanue, TPyJIOEMKOCTb KOHTAaKTHON ayAMTOPHON paboOThl U GOpMUpPYyEMbIe KOMIIETEHIIUHU B
paMKax BBIIIOJHEHHUS KypCOBOW paOOThI PEACTaBICHbI B TabuIe 5.5.
Tabmuma 5.5 — ConepkaHue KOHTAKTHOW ayIMTOPHOM pabOThI U €€ TPYJI0EMKOCTh
TpynoemMKoCTb, dopMupyemsie
q KOMIIETEHIINH

CopneprxaHne KOHTaKTHOM ay TMTOPHOI paboThI

7 cemecTp
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B cooTBeTcTBHY C BapHaHTOM, OTpe/e/ieHne HHPOpMAITUH, 8 OIIK-2, OIIK-4.1,
00pabaTeiBaeMOil B aBTOMaTU3UPOBAHHBIX CUCTEMAaX OIIK-9, OIIK-12
opraam3anui. KoHkperu3zaius 001acT eI TeIIbHOCTH
oprarm3anuu. OnpenencHue yrpo3sl, a TaKxke HHpopmanmm,
HYKJAIOIICHCs B 3aIIUTE, KPyTa JIUI], UIMEIOIINX MIPaBO Ha
paboTy ¢ 3Tol HHPOPMAIHCH.

OnpeneneHre HOPMaTUBHBIX JOKYMEHTBI, PETYJIHPYOIINX 4 OIIK-2, OIIK-4.1,
00paboTKy ¥ 3amMUTy WH(POPMAITUN OTIPEIeTICHHOMN OIIK-9, OIIK-12
kareropun. Oukcarus TpeOOBaHMI 1O 3amuTe HHOOpPMAITUN
B COOTBETCTBUU C JaHHBIMU HOPMAaTUBHBIMH JIOKyMEHTAMHU.

OObeanHeHNe BUPTYAIbHBIX MALIMHBI (CEPBEPHYIO U 2 OIIK-2, OIIK-4.1,
KJIMEHTCKYI0) B JIOMEH OIIK-9, OIIK-12
VYcraHoBKa cepBepHOM M KIIMEHTCKUX yacTel Secret Net 8 OIIK-2, OIIK-4.1,
Studio, npyrux C3U Ha BUpPTyaIbHbIC MAIIHBI OIIK-9, OIIK-12
Ycranoska [10, ucnons3yromerocs a1 00padOTKH JaHHBIX 2 OIIK-2, OIIK-4.1,
WJIM BEJICHUS JIEATEIIbHOCTH COTJIACHO UHIMBUIyaTbHOMY OIIK-9, OIIK-12
3aJJaHUI0
Hacrpoiika noacuctem Secret Net Studio u qpyrux cpencTs 6 OIIK-2, OIIK-4.1,
3alUThl HH(POPMALIMK Ha BUPTYAJIbHBIX MAIIMHAX B OIIK-9, OIIK-12
COOTBETCTBUU C BAPUAHTOM
O1LieHKa COOTBETCTBUSI HOPMATUBHBIM TPEOOBAHUSIM 6 OIIK-2, OIIK-4.1,
BBIIIOJTHEHHON pa0OTHI U MOATOTOBKA MOSICHUTEIILHOMN OIIK-9, OIIK-12
3alMCKU

Hroro 3a cemectp 36

Hroro 36

[IpumepHas TemaTHKa KypCOBBIX padoT:

Brimonnenue kypcoBoit paboTsl Ha Temy “AnmuHucTpupoBanue u ynpasienue C3U1 ot HC/]
Secret Net”. CoBMECTHO ¢ PYKOBOJUTEIEM BO3MOXKEH BBIOOP APYroil TeMbI KYpCOBOM pabOTHI, OJTHAKO
HEOOXOJAUMBIM SIBIISIETCA YCJIOBUE MPUMEHEHHS B paMKax KypCOBOW pabOTHI cpeJcTBa 3allUTHI
nHpOpPMALIMU OT HECAaHKIMOHHUPOBAHHOTO JOCTYyIa B JIOKAJbHON CETH C MPUMEHEHUEM BBIJIAHHBIX
npenojaBaTesieM BUPTYyalIbHbIX MAILIUH U BBITIOJHEHUE TPEOOBaHUMN 3aJaHUs 110 BAPUAHTY.

[IpumepHbIie BapuaHThI 3aJaHUI HA KYpCOBYIO paloTy:

1. Jana undopmanuonHas cucteMa o0pabOTKU NMEPCOHANIBHBIX JaHHBIX, KaCaIOIIUXCS PAcOBOM U
HaIlMOHAJIbHOW MPUHAJIC)KHOCTH TpaxkaaH, B o0beme MeHee 100 Thic. cyOBEeKTOB 0e3 ydeTa
COTPYIHUKOB. J[J1s1 CUCTEMBI aKTyaJIbHBI yTPO3bl 3-I0 TUIMA.

2. Jlana rocyaapcTBeHHas HH(POpPMALMOHHAs CUCTEMA PETHOHAIBHOIO YPOBHs, 0OpadaThIBarolas
MH(pOpMaINIO, HE COCTABISAIOIIYIO TOCYIapCTBEHHYIO TailHy, pa3rialieHue KOTOPOH MOXKET
MPUBECTH K YMEPEHHBIM HEraTUBHBIM MOCJEJICTBUAM B COLIMAIBHOW MM KOHOMHYECKOM
00JacTH JesTeIbHOCTH.

VY nocroBepsAromui HEHTP.

bankoBckas opranuzanusi.

. Jlana aBTOMaTH3MpOBaHHAs CUCTEMA YIIpaBIICHHU TexHoorudeckumu nporeccamu (ACY TII).
B ciyuae napymieHus neinoctHoctd uHbopMaluu, oOpabaTeiBaeMOi B JaHHOW CHCTEME,
BO3MO>KHO BO3HUKHOBEHHUE YPE3BbIUAHHON CUTYallMd MEXPETHOHAIBLHOTO XapaKTepa.

W

5.6. CamocTosiTeqbHasi padoTa

Bunbl caMmocToATeTbHOM paboThl, TPYJOEMKOCTh U (hOPMHUPYEMbIe KOMIICTCHIIMH TPEICTaBICHBI B
tabmure 5.6.
Tabmuia 5.6 — Bubsl caMoCTOSITeNIbHOM pabOThI, TPYA0EMKOCTh M (pOpMHUpYyEeMbIe KOMIETCHIIMH

Bunbr
Ha3zBanus pazznenos (Tem) . | Tpynoemkocts,| PopMupyemsbie DopMBbI
CaMOCTOSTEIIbHOU
JUCLIUTUINHBI q KOMIIETEHILIUH KOHTPOJIA
paboThI
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7 cemecTp

1 IlenTpanuzoBaHHOE
yIIpaBJIeHUE CPEICTBAMH
3amuThl THHOPMAITUH OT
HECaHKITMOHUPOBAHHOTO
JIOCTyTa B JIOKAJIbHOM CETH

IToaroroBka k 2 OIIK-2, OIIK-4.1, 3auér
3ayery OIIK-9, OIIK-12

Hanucanue oryera 6 OIIK-2, OIIK-4.1, Kypcosas
10 KypcoBoi paboTe OIIK-9, OIIK-12 | pa6ora, OTuer

10 KypCOBOM

pabote
ITonroroBka k 2 OIIK-2, OIIK-4.1,| TectupoBanue
TECTUPOBAHUIO OIIK-9, OIIK-12
[Toarororka k 6 OIIK-2, OIIK-4.1,| Jlabopatopnast
nabopaTopHOU OIIK-9, OIIK-12 paborta
paboTe, HaIMCaHHE
oTyeTa
Hroro 16
2 llenTpanuzoBaHHas IloaroroBka k 2 OIIK-2, OIIK-4.1, 3auér
WHBEHTApU3ALUA PECYPCOB |3a4ETY OIIK-9, OIIK-12
JIOKJIbHOM CETH. Haricanue oT4eta 4 OIIK-2, OTIK-4.1,| Kypcosas
Y 1an€HHBIN KOHTPOIIb 0 KypcoBoii padoTe OIIK-9, OIIK-12 | pa6ora, Otuer

paboTocroco0HOCTH

10 KypCOBOM

CPEJ/ICTB 3aLIUTHI pabote
uH(opMaIH Ha PadOIHX  [onroToBKa K 2 OIlIK-2, OIIK-4.1,| TectupoBanue
CTaHIMAX TECTHPOBAHMIO OIIK-9, OTIK-12
[ToaroroBka k 2 OIIK-2, OIIK-4.1,| Jlaboparopnas
nabopaTtopHoOi OIIK-9, OIIK-12 pabora
pabote, HaNUCaHue
oTuera
Hroro 10
3 LlentpanuzoBanHas IloaroToBka k 2 OIIK-2, OIIK-4.1, 3auér
3alMTa OT BUPYCOB B 3a4eTy OIIK-9, OIIK-12
JIOKAJIbHOM CeTH Hamnmcanue oryera 4 OIIK-2, OIIK-4.1, Kypcosas

0 KypcoBoi paboTe

OIIK-9, OIIK-12

pabora, Otuer
110 KypCOBOM

pabore
IToaroroBka k 2 OIIK-2, OIIK-4.1,| TectupoBaHue
TECTUPOBAHUIO OIIK-9, OIIK-12
IToaroroBka k 2 OIIK-2, OIIK-4.1,| JlabopaTtopHas
nabopaTtopHoit OIIK-9, OIIK-12 paborta
paboTte, HanMcaHue
oT4eTa

Hroro 10
10
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4 llenTpann30BaHHBIN IloaroroBka k 2 OIIK-2, OIIK-4.1, 3auér
YYET U yIpaBlICHUE 3a4eTy OIIK-9, OIIK-12
CpeACTBaMU Hanucanne otuera 4 OIIK-2, OIIK-4.1, KypcoBas
NEePCOHAbHOM o0 KypcoBoii paboTe OIIK-9, OIIK-12 | pa6ora, Otuer
UICHTUDHUKAIH U M0 KypCOBOM
ayTeHTH(HUKAIUU pabote
IloaroToBka k 2 OIIK-2, OIIK-4.1,| TectupoBanue
TECTUPOBAHUIO OIIK-9, OIIK-12
[ToaroroBka k 2 OIIK-2, OIIK-4.1,| Jlaboparopnas
nabopaTtopHoOi OIIK-9, OIIK-12 pabora
pabote, HaNUCaHue
oTuera
Hroro 10
5 Ananu3 HopmatuBHbIX  |[loaroroBka k 2 OIIK-2, OIIK-4.1, 3auér
TpeboBaHuii MO 3a4eTy OIIK-9, OIIK-12
YIpaBJICHUIO CPCACTBAMHU | HaniucaHue oTyera 4 OIIK-2, OIIK-4.1, Kypcosas
3aLUTH HHPOPMALMH 10 KypcoBoi paboTte OIIK-9, OIIK-12 | pa6ora, Otuer
110 KypCOBOM
pabore
IToaroroBka k 2 OIIK-2, OIIK-4.1,| TectupoBaHue
TECTUPOBAHUIO OIIK-9, OIIK-12
Hroro 8
Hroro 3a cemectp 54
Hroro 54

5.7. CooTBeTcTBHE KOMIIETEHUMH, (POPMUPYEMBIX IPH U3YUYEHUU TUCUMUIIIMHBI,
U BU/0B YU4eOHOM 1esiTeJIbHOCTH

CooTBeTcTBUE KOMIIETEHIIUM, (OPMUPYEMBIX MPU U3YUYCHHH TUCHHUIUIUHBI, U BUIOB YyueOHOM
JEATEILHOCTH MPEICTAaBICHO B TabHUIIe 5.7.
Tabnuna 5.7 — CooTBETCTBUE KOMIETSHIINH, ((OPMUPYEMBIX IPU U3YUYECHUHN AUCLUUILINHBI, U BUOB

3aHATUI
@ Bupl yaeOHOI 1esITeIbHOCTH
OPMUPyEMBIC Jlek. | JIa6. | Kypc. | Cam. DOpMEI KOHTPOIs
KOMIIETEHIINH
3aH. | paO. pao. pao.
OIIK-2 + + + +  |Oruer mo xKypcoBoii padbote, Kypcosas padora,
3auér, JIaboparopnas pabora, TectupoBanue
OIIK-4.1 + + + +  |Otuet no KypcoBoii padote, Kypcosas pabora,
3auér, JlabopaTopHas pabota, TecTupoBaHue
OIIK-9 + + + +  |Otuer no KypcoBoii padore, Kypcosas pabora,
3auér, JlaboparopHas pabota, TectupoBaHue
OIIK-12 + + + +  |Oruer mo xKypcoBoii padbote, Kypcosas padora,
3auér, Jlaboparopnas pabora, TectupoBanue

6. PeiiTuHroBasi cucreMa /Ui OLEHKH YCIIeBAeMOCTH 00y4YaI0IIUXCs
6.1. basuibHbIe OLeHKH /151 JOopM KOHTPOJIA

bannbHbIe oneHKH 11 POpM KOHTPOJIS MPEACTaBICHBI B Ta0OuIE 6. 1.
Tabmuia 6.1 — banipHbIE OLIEHKH
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. . | MakcumanbHBIH Oamt
MaxkcuManbHbIN MaxkcuManbHbIN
3a IEPUOJ MEXKIY Bcero 3a
®DopMBbI KOHTPOJIS 6amt Ha 1-y10 KT ¢ 0aJu1 3a nepuoj
2KT u Ha xoHell CEMECTP
Hayana cemectpa | mexnay KT u 2KT
cemecTpa
7 cemecTp
3auér 0 0 30 30
Jlaboparopnas padoTa 20 20 20 60
TectupoBanue 0 0 10 10
Hroro makcumym 3a 20 20 60 100
nepuos
Hapacratomum utorom 20 40 100 100
bannbHbIe OlleHKH TSt KypCOBOM paOOTHI MpecTaBlieHbl B Tabmuuie 6.1.1.
Tabnuma 6.1.1 — bannpHbIe OIIEHKH ISl KYPCOBOM pabOThI
. . | MakcumainbHbIi Oamn
MakcumanbHbIi MakcumanbHbIi
3a MepHoJ MEXTY Bcero 3a
DopMBbI KOHTPOJISI 6ayt Ha 1-yro KT ¢ 0aJut 3a mepuos
2KT u Ha xoHel CEMECTp
Hayaja ceMecTpa mexay 1KT u 2KT
cemecTpa
7 cemecTp
OTtyeT no KypcoBoit 30 40 30 100
pabote
Hrtoro makcumym 3a 30 40 30 100
nepuo
Hapacraromum ntorom 30 70 100 100
6.2. Ilepecuer 02/U10B B OLIEHKH 32 TEKYIIM KOHTPOJIb
[TepecueT 6a/UIOB B OIIEHKH 32 TEKYITUH KOHTPOJb MPEJCTABICH B TabmuUIE 6.2.
Tabmuna 6.2 — [lepecyer 6aIOB B OIICHKH 33 TEKYITHI KOHTPOIb
bannel Ha ATy TEKyIIero KOHTPOIS Ouenka
>90% oT MakcuMalIbHON cyMMbI OaioB Ha gaty TK 5
Ot 70% no 89% ot makcuMabHOU cyMMBbI 6aiioB Ha naty TK 4
Ot 60% 10 69% oT MakcuManbHOI cymMbl OamioB Ha naty TK 3
< 60% oT MakcUManbHOI cymMMbl OaioB Ha naty TK 2

6.3. IlepecueT cyMMbI 02/1710B B TPAAUIIHOHHYIO M MEKAYHAPOAHYIO OLIEHKY

[lepecuer cymMMBI 0a/UIOB B TPAIUIIMOHHYIO M MEXIYHAPOJAHYIO OLIEHKY MPEACTABIICH B TAOIHUIIE
6.3.
Tabmmia 6.3 — Ilepecder cymMMbl 6AJIJIOB B TPAIUIIMOHHYIO U MEXIYHAPOIHYIO OLICHKY

Hrorosas cymma 6asios,
Onenka YYMTBIBAET YCIEUIHO CIaHHBIN Onenka (ECTS)

9K3aMeH

5 (oTM4YHO) (3a4TEHO) 90— 100 A (oTInM4HO)

4 (xopor10) (3a4TE€HO) 85 -89 B (ouens xoporio)
75 -84 C (xoporo)
70 — 74 D (y1oBIETBOPHUTEIHHO)

3 (YIOBJIIETBOPUTEIHHO) (3a4TEHO) 65— 69
60 — 64 E (nmocpencTBenHo)
2 (HEeyOBJIETBOPUTEIHHO) (HE 3aUTEHO) Hwxe 60 6ammoB F (HeynoBieTBOpUTEIHHO)

7. Y4yeOoHO-MeTOoAMYeCKOEe U HH(POPMALIMOHHOE 00ecnieueHrue TUCIHIINHBI
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7.1. OcHoBHas1 JUTEpaTypa

1. desinun, I1. H. Monenu 6e30macHOCTH KOMIBIOTEPHBIX CHCTEM. YIpaBieHUE JOCTYIOM U
nHPOPMAIIMOHHBIMH MOTOKaMu : ydeOHoe mocobue / I1. H. [leBsHuH. — 2-€ u3Ad., UCHp. U IOM. —
Mocksa : 'opsiuas nunus-Tenexkom, 2017. — 338 c. [DnexTpoHHbI pecypc]: — Pexum gocryna:
https://e.lanbook.com/book/111049.

7.2. lonoTHUTEIbHAS JTUTEPATypPa

1. ®omun, /. B. UndopmanmronHas 6€30MacHOCTh U 3alIuTa HHPOPMAIUK: CTICIIHATU3HPOBAHHBIC
aTTECTOBaHHBIC IPOTPAMMHBIC ¥ TTPOTrPAMMHO-AIIIAPATHRIC CPEACTBA : MeToaudeckue yka3zanus / [1. B.
®omuH. — bnarosemenck : AMI'Y, 2017. — 240 c. [DnekTpoHHbIN pecypc]: — Pexum moctymna:
https://e.lanbook.com/book/156494.

2. EpmakoBa, A. FO. MeToasl U cpeJcTBa 3alUThl KOMIBIOTEPHON MHPOpPMAIUH : yueOHOE
nocobue / A. 0. EpmakoBa. — Mocksa : PTY MUPDA, 2020. — 223 c. [DnekTpoHHEIH pecypc]: —
Pexxum noctyna: https://e.lanbook.com/book/163844.

7.3. YueOHO-MeTOANYECKHE TTOCOOHS
7.3.1. O6s13aTeIbHBIC YUeOHO-METOAMYECKHEe M0Co0ust

1. JIaGopaTOpHBI MPAKTUKYM M0 AUCHUILTHHE “YTpaBIeHUE CPeACTBAMH 3alUThl HHpopmarmn” /
Paxmanenko M.A. - 2021. - 103 c. [DnekTpoHHBIH pecypc]: — Pexum poctyna:
https://disk.fb.tusur.ru/information_security _management/laboratory work.pdf.

2. Meroanueckue yKa3aHUs 10 BBIMOJIHEHUS KypcOBOW paboOTHl 1Mo AMcHMILIMHE "YTpaBlieHue
cpencTBaMu 3amuThl HHPopMauuu" it cTyneHToB crnennansHocterd 10.03.01, 10.05.02, 10.05.03 /
Paxmanenko MU.A. - 2019. - 7 c. [DnexTtpoHHBIU pecypc]: — Pexum pocrtymna:
https://disk.fb.tusur.ru/information_security _management/course_work.pdf.

3. MeTtoanueckue yka3aHUs K CAMOCTOSITEIbHON M MHIMBUIYaIbHOW paboTe MO AMCIUIUIMHE
"VrpaBneHnue cpeacTBaMu 3amuThl nHGopManun" / Paxmanenko U.A. - 2021. - 6 c. [DneKTpOHHBIH
pecypc]: — Pexuwm JocTymna:
https://disk.fb.tusur.ru/information_security _management/independent_work.pdf.

7.3.2. Y4yeOHO-MeTOaAUYEeCKUE MOCOOUS A5 JHII
€ OrpAaHUYE€HHBIMHU BO3MOKHOCTSIMH 3/I0POBbSI 1 HHBAJIH/I0B

Y4eOHO-MeTOINYECKUE MaTEPHAIIbI IJIs1 CAMOCTOSITEIBHON U ayAUTOPHOI pabOThl 00yJaromuXCs
W3 YHUCJIA JIUI] C OTPaHUYCHHBIMH BO3MOXHOCTSIMH 37J0POBbSI M HHBAJIUIOB MPEJIOCTABIAIOTCS B popMax,
a/IalITUPOBAHHBIX K OTPAaHUYCHUSIM UX 3I0POBBS U BOCTIPHSTHS HHPOPMALINH.

Jst Iun ¢ HapylIeHUsIMU 3PeHu:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM HIPUPTOM.

Jst i ¢ HAapyIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

J st U1 ¢ HApYLIeHHUsIMU OTIOPHO-BUIaTeJIbHOT0 anmapara:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU (opme.

7.4. CoBpeMeHHbIe TPpo(eccuoHATIbHBIE 0a3bI JAHHBIX
U MH(OpPMAIHOHHBIE CTIPABOYHbIE CHCTEMbI

1. Ilpu u3y4eHUn AUCHUILIMHBI PEKOMEHAYETCS 00pamaThCs K COBPEMEHHBIM 0a3aM JaHHBIX,
MH(QOPMAIIMOHHO-CIIPABOYHBIM U TMOMCKOBBIM cHcTeMaM, K KoTopbiM Y TYCYPa oTKpeIT JOCTYI:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

2. T'ocynapcTBEeHHBIN peecTp CEpPpTUPHIUPOBAHHBIX CPEACTB 3alUTH HHDOpMaNuu:
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii/
591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-01bi00.

8. MarepuaibHO-TEXHUYECKOE U MPOrPaMMHOe o0ecneyeHue TUCIHHIINHBI

8.1. MaTepuaibHO-TeXHHMYECKOE U MMPOrPaMMHOe o0ecreyeHue J1JIsl JIEKIIMOHHbIX 3aHATHH
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https://e.lanbook.com/book/111049
https://e.lanbook.com/book/156494
https://e.lanbook.com/book/163844
https://disk.fb.tusur.ru/information_security_management/laboratory_work.pdf
https://disk.fb.tusur.ru/information_security_management/course_work.pdf
https://disk.fb.tusur.ru/information_security_management/independent_work.pdf
https://lib.tusur.ru/ru/resursy/bazy-dannyh
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-01bi00
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-01bi00

Jlnst mpoBeieHUs 3aHATUN JIEKIIMOHHOTO THUIA, TPYIIOBBIX U UHAUBUIYaTbHBIX KOHCYJbTAIIHIA,
TEKYLIEro KOHTPOJISL U MPOMEXKYTOUHON aTTECTAllMU UCIIONb3yeTCsl yueOHask ayAUTOPHS C TOCTAaTOYHBIM
KOJIMYECTBOM ITOCAJ0OYHBIX MECT JJII Y4EOHOM rpymibl, 000pyA0BaHHAs JOCKOM M CTaHAAPTHOU y4eOHOU
MeOenpto. IMeroTest MybTUMeIniTHOe 000pyI0BaHNE U YUEOHO-HATIISAHBIE TTOCOOUS, 00eCTICUNBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH T10 JIEKIIMOHHBIM pa3ziesiaM AUCLUILITHHBIL.

8.2. MaTepua/ibHO-TeXHNYECKOE U POrpaMMHoOe o0ecriedyeHue 1Jisl JJa0opaToOpPHBIX padoT

JIaGopaTopusi mporpaMMHO-aNnapaTHBIX CPEACTB o0ecrieueHus] NH(POPMAIIMOHHOM 0€30MacHOCTH:
yueOHass ayauTOpHUs AJIS NMPOBEICHUSA 3aHATUN NMPAKTUUECKOTO THUIMA, yueOHas ayIuTOpHUs I
MpoBeIeHus 3aHsITHil TabopaTtopHoro tuma; 634045, Tomckas obmacts, r. ToMck, yi. KpacHoapmeiickas,
a. 146, 405 ayn.

Omnwucanue UMeEroNIerocss 000py0BaHUS:

- UnTepaktuBHas nocka [QBoard DVT TN100;

- IIpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yemnmurens Roxton AA-60M;

- [ToTonounslit rpomkorosopurens Roxton PA-20T;

- AnmmapaTHble cpecTBa ayTeHTuuKanuu noias3zonarens "eToken Pro";

- Ilporpammuo-annapaTHblii koMiuieke 3auuTsl nHpopmaun: [TAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW 1000 4 .x;

- YcrpoiicTBa UT€HUS CMapT-KapT U PaJMOMETOK: aJanTep KOMIBIOTEPHBIN A CYUTHIBAHUS U
nepenauu B [IK cepuiiHpix HOMEpoB OECKOHTAKTHBIX uAeHTUUKaTOpoB IronLogic Z-2 USB;

- MarauTHO-MapKepHasi J10CKa;

- Kommuiekt ciennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

IIporpammHoe obecnieueHue:

- Kaspersky endpoint security;

- Microsoft Windows 10;

- VirtualBox;

- AnmapaTHO-IpoTrpaMMHBIE CpEJCTBAa YNpPaBJICHUS JOCTYNOM K JaHHBIM, MH(POBAHUS:
DallasLock;

Aynutopuss MOAETUPOBAHUS, NMPOSCKTUPOBAHUSA M HKCILUIyaTallud HUHPOPMALUOHHBIX U
AQHAIUTUYECKUX CUCTEM: yueOHas ayAuTOpUs AJIs MPOBEACHUS 3aHATUN NMPAKTUYECKOrO TUMA, yueOHas
ayJIuTOpUs U1 MPOBEJEHUs 3aHATU abopaTtopHoro Tuna; 634045, Tomckas obnacte, r. Tomck, yiI.
Kpacnoapmeiickas, a. 146, 407 ayn.

Omnucanue UMeEIoNIerocs 000py0BaHUS:

- NnrepaktuBHas nocka TraceBoard TS-408L;

- [Ipoextop ViewSonic PJD5154 DLP;

- Kommuiext cnennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

[Iporpammuoe obecnieueHue:

- Kaspersky endpoint security;

- KasperskySecurityCenter;

- Microsoft Windows 10;

- VirtualBox;

8.3. Marepua/bHO-TeXHUYECKOE U MPOrPaMMHOe ofecrniedeHue 1151 KypcoBoii padoTsI

Ayautopusi MOJEIHWPOBAHUsS, NMPOEKTUPOBAHUS W OBKCILUIyaTallud HH(POPMALMOHHBIX U
AQHAJTUTUYECKUX CUCTEM: yueOHasi ayAUTOpUs AJis IPOBEICHUS 3aHATUN MPAKTUUYECKOTO THMa, yueOHas
ayauTOPUS U1l IPOBEICHUS 3aHATHM JTabopaTopHoro tuma; 634045, Tomckas o6nacth, r. ToMmck, yiI.
Kpacunoapmerickas, 1. 146, 407 ayn.

Onucanue uMeroerocss 000pya0BaHus:

- UnTepaktuBHas nocka TraceBoard TS-408L;

- [Ipoextop ViewSonic PJD5154 DLP;

- KommuiekT cnenuanu3upoBaHHON yueOHOM Mebenu;
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- PaGouee mecTo mpenogaBaress.
[IporpammHOe obecnieueHue:

- Kaspersky endpoint security;

- KasperskySecurityCenter;

- Microsoft Windows 10;

- VirtualBox;

8.4. MaTepua/IbHO-TeXHNYECKOE M MPOrpaMMHOe o0ecnedyeHue 1Jisl CAaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSTeNbHOU pabOThl UCTIONB3YIOTCS YUeOHbIE ayAUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacoNoKEHHBIC TI0 apecaM:

- 634050, Tomckas o6nacth, T. Tomck, Jlennna npocnexkr, 1. 40, 233 ayn.;

- 634045, Tomckas obnacts, r. Tomck, yn. KpacHoapmetiickas, 1. 146, 201 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmmanna ynuna, a. 74, 207 ayn.

Omnucanue UMeEroNIerocs 000py0BaHUS:

- yuebHas mebenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJIKITIOUCHBI K ceTu «MHTepHEeT» U 00eCnednuBaloT JOCTYI B IJIEKTPOHHYIO
nHpopManoHHO-00pa3oBarebHyto cpeay TYCYPa.

[Tepeuens mporpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mnst Windows;

- 7-Zip;

- Google Chrome.

8.5. MaTepl/laﬂbHO-TeXl{H‘leCKoe odecneyeHue AUCHUINJIHHBI JIsA JIMI ¢ OrPAHUICHHBIMU
BO3MOKHOCTSAIMH 310POBbA U UHBAJINI0B

OcBoeHME AUCHUILIMHBI JIMIIAMU C OTPAHMYEHHBIMU BO3MOKHOCTSIMU 3/10POBbSI M MHBAJIUJAMHU
OCYIIECTBIISIETCS C UCTIOIb30BAHUEM CPEICTB 00YUEeHUS OOIIEro U CreluaIbHOr0 Ha3HAYEHUS.

[Ipu 3aHATHUAX ¢ OOy4YarOUIMMHCA C HAPYHIEHHSMH CJyXa MPEIyCMOTPEHO HMCIOJb30BaHHE
3BYKOYCHJIMBAIOUIEH ammapaTypbl, MyJIbTUMEIUNHBIX CPEICTB U JPYTHUX TEXHUUYECKHUX CPEJICTB
npuema/nepenadn yuyeOHol nHpopMaImy B JOCTYIHBIX (opMax, MOOMIIBHON CUCTEMBI MPEINOJaBaHuUs
JUTsL 00YYaIOIUXCSl ¢ UHBAJIMHOCTHIO, MOPTATUBHON MHAYKIIMOHHON CHCTEMBbl. YueOHas ayAuTOpus, B
KOTOPOHW 3aHUMAIOTCSl 00ydJaromuecs: ¢ HapyIIeHUEeM CiyXa, 000pyJa0BaHa KOMIBIOTEPHOM TEXHUKOM,
ayAMOTEXHUKOM, BUACOTEXHUKOM, SJIEKTPOHHOU IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHUSIX ¢ 00yUaIONIMMUCS C HAPYLIEHUSIMHU 3PeHUs MPEIYCMOTPEHO UCIOJIb30BAaHUE B
JEKIUOHHBIX U y4eOHBIX ayAUTOPHUSAX BO3MOXKHOCTH MPOCMOTpaA YAAJICHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM claijia Ha 3KpaHe) MpH MOMOIIHM BUACOYBEIUUHUTENEH 19 KOMPOPTHOTO
MIPOCMOTpa.

[Ipu 3aHgATHAX ¢ O0YyYaIOIIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOI0 ammaparta
HCIIOJBb3YIOTCS allbTEpHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMalMU U ApYyrue TEXHUYECKUE CpeACcTBa
npuema/mnepenadyn yueOHoM nHGOpMaIMH B JOCTYHMHBIX GopmMax, MOOMIILHON CUCTEMBI OOYUYCHUS IS
JIOJIEN ¢ MHBAIUIHOCTEIO.

9. OueHOYHbIe MaTePUAJIbl M METOAUYECKHE PEKOMEHIAMH 110 OPraHU3aALMH U3YUeHUsl
JTUCIUTINHBI

9.1. Conep:xaHne OLICHOYHBIX MATEPHAJIOB JJIsl TEKYIIEro KOHTPOJIS
U MIPOMEKYTOYHOM aTTecCTAUH

JIyist olleHKHU cTeneHu COPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPCTUICHHBIX 32 AUCIUTIIINHOMN
KOMITETEHIINI HUCTIONB3YIOTCS OLICHOYHBIE MaTepUalbl, MpeAcTaBiIeHHbIC B Ta0muIEe 9.1.
Tabmura 9.1 — @opMbI KOHTPOJISL U OLICHOYHBIC MATEPHAIIBI
Hazpanwust pa3nenos (Tem) dopmupyemble
JUCITUTLIAHBI KOMIIETEHITHH

®opmbl KoHTpoItst | OrieHouHbIe MaTepuaisl (OM)
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1 HenTpanuzoBaHHOE

yIpaBIICHUE CPEICTBAMHU
3aIUThl HH)OPMAIMH OT
HECAHKIIMOHUPOBAHHOTO

OI1K-2,
OIK-4.1,
OTIK-9, OTIK-12

3auér

[Iepeuyens BonpocoB i
3auera

OTuer o KypcoBoi
pabore

[IpuMepHBIii TIEpedeHb
TEMAaTHUK KypPCOBBIX pabOT

KOHTPOJIb pab0TOCIIOCOOHOCTH

Otuer 1o KypcoBoi
pabote

JI0CTYNa B JIOKAILHOH CeTH JlaGoparopHast TeMbl 1a00paTOPHBIX PaboT
pabota
TectupoBanue [IpumepHBIil nepeyeHb
TECTOBLIX 3aJaHuN
2 llenTpanu3oBaHHas OIIK-2, 3auér Ilepeuenb BOIIPOCOB IJ1st
WHBEHTapHU3alus pecypcoB OIIK-4.1, 3a4eTa
JIOKAJILHOU ceTu. Y JaléHHBIN OIIK-9, OIIK-12

IIpuMepHBIil IepeyeHb
TEMaTHUK KypCOBBIX padoT

CPeJICTB 3aNUThl HHYOpPMAITHHI JlaGopaTopHas Temb1 1aGOpaTOpHBIX pabOT
Ha paboyuX CTAHIUAX pa6ota
TectupoBanue [IpuMepHbIii TEpeUeHb
TECTOBBIX 3a/IaHUN
3 LenTpanu3oBanHas 3amura ot |OIIK-2, 3auér IIepeuyens BonpocoB 11t

uHpopMaLun

Otuer 1o KypcoBoi
pabore

BHUPYCOB B JIOKAJILHOU CETH OIIK-4.1, 3a4era
OIIK-9, OIIK-12 |Oryer mo kypcoBoit | [IpuMepHEIii MepedeHs
pabote TEMaTHK KypCOBBIX paboT
JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue [IpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUI
4 [leHTpaaU30BaHHBINA YUYET U OIIK-2, 3auér Ilepeuenb BOITPOCOB AJ1st
yIIpaBJICHUE CPEACTBAMU OIIK-4.1, 3ayeTa
nepconanbHoit uaeHTuukauu |OIIK-9, OLIK-12 |Otyer no kypcosoit | [IpuMepHbIil IepeueHs
H ay TeHTHUKanI pabote TEMaTHUK KypCOBBIX padoT
JlaGopatopHas Tembl m1abopaTOpHBIX padoOT
pabota
TectupoBanue [IpumMepHbIi IEpedeHb
TECTOBLIX 3aJaHUuN
5 AHanu3 HOpMaTUBHBIX OIIK-2, 3auér IIepeyens BOonpocoB 11t
TpeOOBaHU 1O YIIPABICHHIO OIIK-4.1, 3a4era
CpeACTBaMU 3alUThI OIIK-9, OIIK-12

[IpuMmepHBIil nepeyeHb
TEMaTHUK KypCOBBIX padoT

TectupoBanue

[IpuMepHBIii TIEpeUYeHb
TECTOBBIX 3aJaHUN

[Ixana oneHku cPOPMUPOBAHHOCTU OTAEIbHBIX MIAHUPYEMBIX PE3YyJbTATOB OOyUYEHHS IO
JUCHUIUIMHE TpUBeJeHa B Tadnuue 9.2.
Tabmuna 9.2 — lllkana oueHkn cOPMUPOBAHHOCTH TUIAHUPYEMBIX PE3yJIbTATOB OOYyYECHHS IO

JMCIHTLINHE
®dopmynupoBka TpeboBaHUH K CTeeHH C(HOPMHUPOBAHHOCTH
Ouenka bamner 32 OM TUTAHUPYEMBIX PE3yJIbTaTOB 00YUYECHUS
3HATh YMETh | BJIQJICTh
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2 <60% ot OTCYTCTBHE 3HAHUU OTCYTCTBHUE OTCYTCTBHE
(HEYIOBIIETBOPUTEIIBHO ) | MAKCUMATHHOMU | HITH ()parMeHTApHBIC YMEHHUH HITH HaBBIKOB HMJIN
CYMMBI 0aJUIOB 3HAHUS YaCTUYIHO (dbparMeHTapHbIE
OCBOCHHOE MIPUMCHCHHE
YMCHHE HaBBIKOB
3 ot 60% 1o o01ue, HO He B IIEJIOM YCHENTHO, B IIEJIOM
(YZIOBIIETBOPUTEIHHO) 69% ot CTPYKTYPUPOBAaHHbIE HO HE YCIIEIIHOE, HO HE
MaKCUMaJIbHOMN 3HAHUS CHCTEMAaTHYECKH | CHCTEMaTUYECKOe
CyMMBI 0aJIIOB OCYIIECTBIISIEMOE MpUMEHEHNE
yMeHHe HaBBIKOB
4 (xoporio) ot 70% no c(hOpMHUPOBAHHEIE, B 1I€JIOM B IICJIOM
89% ot HO coJiepKaliue yCHEUIHOE, HO yCHEUIHOE, HO
MaKCUMaJIbHOM OTJICTIbHBIC coJieprKaIie coJieprKaIue
CyMMBI 0ayuioB | mpoOIeMbl 3HAHUS OTJICIIbHBIC OT/ICIIbHBIC
poOeIbl yMeHue poOeIbI
MPUMEHEHHE
HaBBIKOB
5 (OTIMYHO) >90% ot c(hOpMHUPOBaHHEIE | CHOPMUPOBAHHOE YCHENTHOE U
MaKCHUMaJIbHOM | CHCTEMAaTHYCCKHE YMCHHE CHCTEMAaTHYECKOE
CYMMBI 0aJIOB 3HAHUS MIPUMCHCHHE
HAaBBIKOB

[Ikana KOMIUIEKCHOH OLIeHKH C(hOPMHUPOBAHHOCTH KOMIIETEHIINI TIpuBeieHa B Tabmuie 9.3.
Tabmuia 9.3 — Illkana KOMIJIEKCHOM OIIEHKH C(OPMUPOBAHHOCTH KOMITETEHITUI

Onenka ®opmynupoBKa TpeOOBaHUM K CTETIEHU KOMIIETECHIINH

2 He nmeeT He0OXOAMMBIX MPEACTABICHUI O IPOBEPSEMOM MaTepHae
(HeyIOBIIETBOPHUTEIBHO) | MU
3HaTh Ha ypPOBHE OPMEHTHPOBAHMS, ITpeicTaBieHnt. OOyyaronuiics 3HaeT
OCHOBHBIC NPU3HAKU UM TEPMUHBI U3y4aE€MOI0 3JIEMEHTA COACPIKAHUS, UX
OTHECEHHOCTb K OIIPE/ICTICHHON HayKe, OTPACIH WiIK 00BEKTaM, y3HAeT B
TEKCTaxX, M300paKEHUAX WIM CXEMaX U 3HAET, K KAKUM HCTOYHUKAM HY>KHO
oOpamiarbes s 0oJiee eTaabHOrO €ro YCBOCHHUS.

3 3HaTh U YMETh HA PeNPOAYKTHUBHOM ypoBHe. O0yyaronuxcs 3HaeT
(YZIOBIIETBOPUTENBHO) |M3YUYEHHBIHN 3JIEMEHT CO/IEpP KaHUSI PEIPOAYKTUBHO: IPOU3BOIBHO
BOCIPOU3BOAMT CBOU 3HAHUS YCTHO, MUCbMEHHO WM B IEMOHCTPUPYEMBIX
JIEUCTBHSIX.

4 (xopotio) 3HaTh, yMETh, BJIa/ICTh HA AHAJIMTHYECKOM ypOBHE. 3Has Ha
PENpOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
M3YYECHHBIX 00BEKTOB, Ha UX IOCTOMHCTBA, OTPAHUYECHUS, UCTOPHUIO U

MCPCICKTHUBLI pa3BUTHUA U 0COOEHHOCTH JJIA Pa3HbIX 00BEKTOB YCBOCHUSI.

3HaTh, yMETb, BIAJICTh HA CHCTeMHOM ypoBHe. OOyuaromuiics 3HaeT
W3YYEHHBIHN 2JIEMEHT COEP KAHUSI CUCTEMHO, IPOM3BOJIBHO U 10Ka3aTEIbHO
BOCIIPOM3BOAMT CBOY 3HAHUS YCTHO, IMCBMEHHO WM B IEMOHCTPUPYEMBIX
JNENCTBUSAX, YUUTHIBAsI U YKA3bIBasl CBSA3HM U 3aBUCUMOCTH MEKIY ITUM
AJIEMEHTOM U JPYTMMHU JIEMEHTAMU COJAEPKaHUS AUCLHUILIMHBI, €T0
3HaYUMOCTb B COJIEP>KAHUU JUCLUILINHBL.

5 (OTJIMYHO)

9.1.1. IlpuMepHBIii IepeYeHb TeCTOBBIX 32/1aHUI

1. Kakoif u3 MeTo10B KOHTpOJs 1enocTHOCTH (aiinoB orcyrerByeT B C3U ot HCJI Secret Net
Studio?
a)  Koutpons copepxumoro
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b)  Kontpoas atpulbyToB
c) KoHTposib CAaHKIIMOHMPOBAHHBIX U3MEHEHUI
d) Kontpomas cymecTBoBaHUS

2. Jlns yero mpemHa3HadeHa MporpaMma ornepaTuBHoro ynpasienus Secret Net Studio?
a)  Jlms 3amuThl KoHGUAESHIIMATBEHON HHGOPMAITIT
b) g upentudukanuu u ayTeHTH(GUKAIMY 1TOJIb30BaTenei 10 3arpy3ku OC
¢)  Jyig ueHTpaaIu30BaHHOTO YIPABJIEHUS 3alIUIIAEMbIMH KOMIIbIOTEpaAMU
d)  Jlns xoHTpOJIs BEIBOAA KOH(MUICHIINATLHON HHPOpMAITIH

3. Kakue tumnosbie 3amaun aaMuHucTpaTopa 6e3onacHocTu Secret Net Studio HE otHOCsTCS K
HaCTPOMKE NMapaMeTPOB CUCTEMBI 3AIUTHI?
a)  PenmaktupoBaHue CTpyKTypbl ONEPATUBHOTO YIIPaBICHUS
b)  Hactpoiika mapameTpoB cOOpa JOKAIbHBIX )KYPHAJIOB
c¢)  KourponupoBaHue coCTOSAHUS 3aIUIIEHHOCTH CUCTEMBI
d) Hactpoiika mapaMeTpoB CETEBBIX COSTUHEHUI

4. Kakwue TumnoBsie 3amaun aaMuHucTpaTtopa 6e3onacHoctu Secret Net Studio HE otHOCsTCS K
MOHUTOPHUHIY U YIPABIECHUIO CUCTEMOM 3alIUTHI?
a) KouTponupoBaHue 1 onoBeieHre o MpoU30IIEAIINX COOBITUIX HECAHKIIMOHUPOBAHHOTO
JocTyna
b)  KoHTponupoBaHHe TEKYLIETO COCTOSIHUS 3aIIUIIAEMbIX KOMITBIOTEPOB
c) HacTtpoiika mo4ToBO# pacChUIKK YBEIOMJICHHI O TpEeBOrax
d) BrimonHenue neHCTBUH C 3aIIMIAEMBIMH KOMIIBIOTEPAMHU IIPH BO3SHUKHOBEHUU YTPO3 [
0€30MaCHOCTH CUCTEMBI

5. Jns gero HeoOX01MMO KBUTHUPOBaHHUE TpeBor B cucteMe Secret Net Studio?
a) Jnst ycTpaHeHus OCJIeACTBUIA TPEBOTH
b) [l mpenoTBpamieHus TPEBOT B OyayIiemM
c¢)  Jnsa duxcanuu peakuuu aIMUHACTPATOpa O€30MaCHOCTH Ha TPEBOTY
d) Jns ynaneHus TpeBOTH U3 )KYPHAJIOB ayuTa

6. Kaxkoil u3 MExaHU3MOB YJaJICHHOTO YIPaBJICHUs 3alIMIAEMbIM KOMIIBIOTEPOM HE peain30BaH B
Kaspersky Security Center?
a) VY aneHHas ycTaHOBKa MPUJI0KEHUN
b)  VnmameHHas mepesarpy3ka 3aliiiaeMoro KOMIbTepa
¢)  YpaaneHHBI KOHTPOJIb LIETOCTHOCTH HH(OPMALIUK OTPAHUYEHHOTO TOCTyIa
d) VYnmanennoe ynpaBieHHE HACTPOMKAMU aHTUBHpYCa

7. Kakue BO3MOXHOCTH YyIpaBJeHHsA amnmnapaTHeiMH uiacHTHGukatopamu e¢Token HE
npenocrapiset Safenet Authentication Manager?
a) Oo6noBneHue conepxxkumoro eToken
b)  OO6cnyxuBaHue 3aPOCOB Ha Pa30IOKUpoBKY eToken
c¢)  Hsneuenue kmoueid mudpoBanus u3 mamsatu eToken
d) CamocrostenbHas peructpanus e Token mons3oBarenem Ha oTaensHoM WEB-caiite

8. Kako#t u3 BapuantoB orBeTta HE OTHOCHTCS K BO3MOXKHOCTSIM LIEHTPAJIW30BAHHOIO ayauTa
COOBITHH, CBA3AHHBIX C MHPOPMAITMOHHONW OE30MaCHOCTHIO B JIOKAJIBHOW CETH OpraHU3aIluu C
MTOMOIIIBIO TIPOTPAMMBI ONIEpaTUBHOTO ynpaBieHus Secret Net Studio?
a)  KourtponupoBaHue cOCTOSHUS 3aLUIIIEHHOCTH CUCTEMBI
b) Omnpenenenue oOCTOSITENBCTB, KOTOPHIE NMPUBEIN K M3MEHEHHIO COCTOSHHSA
3auIneHHocTH cuctembl nin Kk HCJL
¢)  Hactpoiika KoHGUTYpaIIMOHHBIX MTAPAMETPOB CEPBEPOB OE30MACHOCTH M ar€HTOB
d) BrlsgBieHHE NPUYUH MPOU3OIIECIIINX U3MEHEHUH COCTOSIHUS 3aIUIIEHHOCTH CUCTEMBbI

9. Kakoii u3 BapuaHToB oTBeTOB HE wuncnonp3yeTrcs s onmepaTUBHOrO H3BEIICHUSA
aJIMUHHCTpaTopa 0e30MacHOCTH O TPeBOTraxX B MPOTpaMMe ONEpPaTUBHOIrO yIpaBlieHUs Secret
Net Studio?
a) BusyanbHoe oToOpa)keHHe TPEBOTU Ha AMAarpaMMe yIpaBiIeHUS
b)  IluceMo Ha PJIEKTPOHHYIO MOYTY aAMUHUCTPATOPY 0€30MMacCHOCTH
c)  VYBemomuieHue Ha TenedoH aAMUHUCTpaTopa O6e3omacHocTH o SMS
d)  3BykoBOe yBeJOMJIEHHE B MPOTPaMME ONEPATHUBHOTO YIPABICHUS IPU BOSHUKHOBEHUU
TpPEeBOTH

10. KakuM mepam 3amuTthl MHQOPMAIMKU B TOCYIapCTBEHHBIX MH(POPMAIIMOHHBIX CHUCTEMax

MTO3BOJISIET yIOBJIETBOPUTH MEXAHU3M 3aMKHYTOU mporpaMMHoi cpeapl Secret Net Studio?
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a) BrisBnenue, aHanu3 ysa3BUMOCTEH MHPOPMANMOHHON CUCTEMBI M OTIEPATUBHOE
YCTpaHEHUE BHOBb BBISIBIICHHBIX YS3BUMOCTEN
b) brokupoBanue ceanca moctyna B ”HGOPMAIMOHHYIO CUCTEMY IOCJE YCTAHOBJICHHOTO
BpeMeHHU 0e3/1ecTBUS (HEaKTUBHOCTH) TIOJIB30BATEIS HITH T10 €T0 3aIpoCy
c) VYnpapnenue 3amyckoM (0OpameHus IMi) KOMIIOHEHTOB TPOTPaMMHOTO oOecTieueHusl, B
TOM 4YHCJIE€ ONpeJeeHHE 3allyCKaeMblX KOMIOHEHTOB, HACTpPOWKa MapaMeTpoB 3amycka
KOMITIOHEHTOB, KOHTPOJIb 32 3allyCKOM KOMIIOHEHTOB MPOTPaMMHOI0 0OecredeHus
d) 3amuTa apXUBHBIX (alJioB, MapaMeTPOB HACTPOUKHU CPEJCTB 3aIMUTh HHGOPMAIIUU U
MpPOrpaMMHOI0 00ecreueHUs W MHBIX JaHHBIX, HE MOJJIeKAUMX U3MEHEHHUIO B Mpolecce
00paboTku nHOpMaIUn

11. Kakyro noxacucremy B cucteme Secret Net Studio cieayet ucrmoap30BaTh A peaanu3aiii MEPhI
3alUThl MHPOpPMAaUMU B TOCYyIapCTBEHHBIX HH(popManuoHHBIX cucteMax «KoHTpoib
HCIIOJIb30BaHUs MHTepdelcoB BBOoAa (BbIBOAA) MHGOpMAIUUM HAa MAIIMHHBIE HOCHUTEIIH
nHpopmanum»?
a) Monyns Bxona
b) Tlomcucrema KOHTPOIIS IEIOCTHOCTH
c) [Toncucrema pasrpaHuydeHHs AOCTYIA K yCTPOMCTBAM
d) 3amkHyTas mporpaMmHas cpena

12. Kakyro u3 Mep 3aumuThl HHGOPMaLMU B FOCYAapCTBEHHBIX MHPOPMAIMOHHBIX CUCTEMaX He
no3BossieT peasmzoBaTh C3U ot HC/ Secret Net Studio?
a) Peanu3zanmst He0OXOIUMBIX METOIOB (IMCKPEIIMOHHBIN, MaHIaTHBIN, POJICBON MW UHOU
METO]1), TUIIOB (YTEHHE, 3aMHUCh, BBIMOIHEHUE WM UHOM THIT) ¥ MPaBUJI pa3rpaHuyeHUs 10CTyna
b) VYrpapnenue 3amyckoM (0OpamieHus M) KOMIIOHEHTOB ITPOTPAMMHOTO 00eCTieYeHusI, B
TOM 4YHCJIE OINpeNesIeHHE 3allyCKaeMblX KOMIOHEHTOB, HACTpPOWKa MapaMeTpoB 3amycka
KOMIIOHEHTOB, KOHTPOJIb 32 3allyCKOM KOMIIOHEHTOB MPOTPaMMHOI0 0OecredeHus
c) 3amuTa nHpopManu, oopadaTeiBaeMON TEXHUUYECKUMHU CPEACTBAMHU, OT €€ yTEUKH I10
TEXHUYECKUM KaHajaM
d) VYmnpaBneHue 1OCTYNIOM K MAIIMHHBIM HOCUTENISIM HHGOPMAITIH

13. Kakyro noxacucremy B cucteme Secret Net Studio cieayet UCmoas30BaTh A peaanu3aiii MEPh
3alIUTHl MH(pOpMALKMU B TrOCyIapCTBEHHBIX HMH()POPMALMOHHBIX cucTeMax «MOHUTOPHUHT
(mTpocMOTp, aHANIN3) PE3yJIbTATOB PETHCTPAIUM COOBITHI OE30MaCHOCTH M pearupoBaHUE HA
HUX»?
a)  Ilomcucrema KOHTPOJISA ETOCTHOCTH
b) Tlomcucrema pasrpaHudeHus JOCTyIa K yCTPOUCTBaM
c¢) Iloacucrema onepaTUBHOIO ynpaBiIeHUS
d) 3amkHyTas mporpaMMmHas cpena

14. Kakoe u3 mporpaMMHBIX CPEJICTB IMO3BOJSIET peaju30BaTh CICAYIOMIYIO MEPY 3allUThI
uHpOopMalUu B TOCYIapCTBEHHBIX HHPOPMAIMOHHBIX cHUCTeMax: «YIpaBieHUE
uAeHTU(PUKATOPaMH, B TOM YUCIIE CO3JaHKEe, TPUCBOCHUE, YHUUTOKEHHUE UACHTU(PUKATOPOB»?
a) Kon bezonacnoctu: MHBeHTapu3anus
b)  Secret Net Studio
c) SafeNet Authentication Manager
d) Kaspersky Security Center

15. Jlns yero npenHa3Ha4eH MEXaHU3M KOHTPOJIS MOJKIKOYEHUS U u3MeHeHus yctporctB B C3U ot
HCJ] Secret Net Studio?
a)  Jlnd ciexkeHus 32 HEM3MEHHOCTBIO COAEPKUMOTO PECYPCOB KOMITbIOTEpA
b)  Jlnsa orpannuenus ucronb3zoBanus [10 Ha kommbIOTEpE
c) Jlnst oOHapy»XeHHsI U pearupoBaHUsA HAa U3MEHEHHS amnmapaTHOW KOHpUTypamuu
KOMIIBIOTEpA
d)  Jlns ueHTpaau30BaHHOIO yHpPaBIEHUS 3aIIMIIAEMbIMU KOMIIbIOTEPAMU

16. [lnsa yero npenna3znayeH mexanu3M koHTpouis nenoctHocTd (KII) B C3U ot HCJI Secret Net
Studio?
a) Jnst orpanndenus ucnosibzoBanus [10 Ha koMIbrOTEpE
b) Jnst oOHapyXKeHUsI U pearupoBaHUs HAa U3MEHEHHUS ammapaTHOW KOHPUTypaIluu
KOMIIBIOTEpa
¢)  Jyig ueHTpaau30BaHHOTO YIPAaBJIEHUS 3alIUIAEMbIMH KOMIIbIOTEpAMU
d) Jlns cnexxeHus 3a HEU3MEHHOCTBIO COIEPKUMOI0 PECYPCOB KOMITbIOTEPA
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17.

18.

19.

20.

21.

22.

23.

st yero nmpegHa3zHayeH MeXaHu3M 3aMKHYToM mporpammuoi cpeanl B C3U ot HCJI Secret Net
Studio?

a) Jlnst oOHapyXeHHsI U pearupoBaHUs HAa U3MEHEHHS amnmapaTHON KOHPUTypamuu
KOMIIBIOTEpa

b)  ig ueHTpaau30BaHHOTO YIPaBIEHUS 3alIUIIAEMbIMU KOMIIbIOTEPAMU

c)  Jlnd crexxeHus 32 HEU3MEHHOCTBIO COAEPKUMOTO PECYPCOB KOMITbIOTEpA

d)  Jns orpanmyenus ucnonb3oBanus [10 Ha kommbroTepe

Kakue pexxuMbl 111 3aMKHYTOM TTporpamMmMHoil cpenbl cymectBytoT B C3U ot HCJI Secret Net
Studio?

a)  KonbuneHnuaabHbIN U CEKPETHBIN

b)  DTajroHHBIN U TOJITHOMOYHBIN

c)  MArkuii u KeCTKUH

d) JluckpenwoHHBIN U MaHIATHBIA

Kaxkas u3 3amutHbeix pyaknuii HE otHocuTcs k Kaspersky Security Center?

a)  YpanmeHHoe ymnpaBiieHHE aHTUBUPYCHBIMH CPEACTBAMHU 3aILlUTHI

b)  Vder ycTaHOBJIEHHOrO MPOTPAMMHOI0 0OCCIICYCHHS M TIOUCK B HUX YSA3BUMOCTEH

c)  Pasrpanuuenue noctymna nojp3oBaTtenei K HH(GOpPMALIUMKA OTPAaHUYEHHOTO TOCTyIa

d) Aynut coOsITuil HHGOPMAITMOHHON 0€30TaCHOCTH, MPOUCXOASANINX HA 3alUIIAEMbBIX
KOMIIBIOTEpaXxX B CETH OpraHu3aluu

Kakoii u3 nepeuncieHHbiX 3anuTHBIX Mexanu3MoB Secret Net Studio HE ucnons3yercst st
oOecrnevyeHus 3aluThl HHOOPMALUK OTPAaHUYEHHOTO JoCTyna?

a)  KouTpomas nienoctHoctu

b)  PasrpanmveHue moctyna K yCTpOHCTBaM

c¢)  Hpenrtudwukamus u ayreHTUPUKALNS TOTb30BaTEICH

d) TlomHOMOYHOE pa3rpaHUUYEHUE JOCTYIIA

Cornacno npukazy ®CTIK Poccuu ot 11 despanst 2013 r. N 17 06 yTBepkaeHIN TpeOOBaHMI
0 3amuTe WHpOpMaINMU, HE COCTABISIONIEH TOCYIapCTBCHHYIO TalHY, COJAEpIKAIIEHCS B
rocyJIapCTBEHHBIX MHGOPMAIMOHHBIX CHCTeMax, kakoe u3 aeiictBuii HE oTtHOocuTcs k
BBISIBJICHUIO MHLKJEHTOB MH(GOPMAlMOHHON 0€30MacHOCTH M pearupoBaHHUIO HA HUX?

a)  OmpeneneHue Jull, OTBETCTBEHHBIX 32 BBISABICHUE UHIIUICHTOB

b)  AHanu3 MHUUJEHTOB, B TOM YHCIIE OINpEAesIeHHe HCTOYHUKOB U MPUYMH BOZHUKHOBEHUS
MHIUICHTOB, a TAK)KE OLIEHKA UX MOCJIeICTBUN

c) OnpeneneHue I, KOTOPBIM pa3pelieHbl AEHCTBUI IO BHECEHHUIO U3MEHEHUH B 0a30BY10
KoH(puryparuo nHGOpMaIMOHHON CHCTEMBI U €€ CUCTEMBI 3alUThl HHPOPMAIUH

d) [InanupoBaHue U MPUHATHE MEP MO MPEAOTBPAILIECHUIO TOBTOPHOTO BO3HUKHOBEHHUS
WHIU/ICHTOB

Cornacno npukazy ®CTIK Poccuu ot 11 despanst 2013 r. N 17 00 yTBepkaeHIN TpeOOBaHMI
0 3amuTe WHpOpMAINMU, HE COCTABIIONIEH TOCYIapCTBCHHYIO TalHY, COJAEpIKAIIEHCs B
roCyJ1apCTBEHHBIX MH(GOPMAIIMOHHBIX CUCTEMAaX, KaKOe U3 JIEUCTBUN OTHOCUTCS K KOHTPOJIIO
(MOHHUTOPHHTY) 3a Oo0ecCreueHneM YPOBHS 3alIMINECHHOCTH MH(OpPMAIIUK, COJIepKAIIeHCs B
nH(popMaIMoHHOM cucteme?

a) AHanu3 UHIIUJIEHTOB, B TOM YHCIIE ONpEeeIeHHe HCTOYHUKOB U MPUYUH BO3SHUKHOBEHHUS
MHIUICHTOB, a TAK)KE OLIEHKA UX MOCJIeICTBUN

b) Omnpenenenne mapamMeTpoB HACTPOUKH MPOTPAMMHOTO OOeCIeueHUs, BKIOYas
NMporpaMMHOE 00ECIeYeHUEe CPEJCTB 3aluThl WHQOpPMAIKMK, COCTaBa M KOHGUTYypaIuu
TEXHUYECKHUX CPEJICTB U MPOrpaMMHOro oOecreyeHus 10 BHECEHUSI U3MEHEHUU B 0a30BYIO
KoH(puryparuo nHGOpMaIMOHHON CHCTEMBI U €€ CUCTEMBI 3alUThl HHPOPMAIUH

c) AHanu3 W OleHKa (PYHKIIMOHHPOBAHUSA CUCTEMBI 3aMUTHl HHPOpMaANUU
MHPOPMALIMOHHON CHUCTEMBI, BKJIIOUAs BBISBJICHUE, aHAJIU3 U YCTpaHEHHE HEJOCTATKOB B
(GYHKIIMOHUPOBAHUM CUCTEMBI 3a1IUTHI HH(OpMaluu NHPOPMAITUOHHON CHCTEMBbI

d) VYupasneHue cpecTBaMu 3alluThl HHOOpMaui B HHOOPMAIIMOHHON CUCTEME, B TOM
YHClie TapaMeTpaMu HaCTPOUKH MPOTrPAMMHOI0 00ecreYeHUs

Cornacuao npukazy ®CTIK Poccuu ot 11 despanst 2013 r. N 17 06 yTBepkaeHIN TpeOOBaHMI
0 3amuTe WHpOpMAINMU, HE COCTABISIONIEH TOCYIapCTBCHHYIO TalHY, COJAEpIKAIIEHCS B
rocyJJapCTBEHHBIX HH(POPMALIMOHHBIX CUCTEMaX, KaKOe BbICKAa3bIBAHME OTHOCUTCSA K MepaM IO
OTPAaHUYEHUIO IPOTPAMMHON Cpeibl?

a) JomxHbl 0o0ecriedyuBaTh yIpaBlieHUE MpaBaMHU U IPUBUIIETUSIMU CyOBEKTOB JAOCTYyIa,
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pasrpaHUYeHUe JOCTyINa CyObEKTOB JOCTYIMa K 00BbEKTaM JOCTyNa Ha OCHOBE COBOKYITHOCTHU
YCTaHOBJIEHHBIX B MH(GOPMAIIMOHHOW CHCTEME MpaBUJI pa3TpaHUUYEHHsS AOCTyMa, a TaKxkKe
obecrnieunBaTh KOHTPOJIb COOJIOICHUS ATUX TPABIII
b) JlomkHbI 00ecieunBaTh cOOp, 3aNMMCh, XPaHEHUE U 3aITUTY MH(POPMALIMU O COOBITUAX
0e30macHOCTH B MH(GOPMALIMOHHOM CUCTEME, a TaKkKe BO3MOXKHOCTh NMPOCMOTpa U aHAIU3a
nH(GOpPMaIIMU O TAKUX COOBITUSX U pearnpoBaHUE Ha HUX
c) JomxHBl o0ecrnednBaTh YCTAHOBKY M (MJIM) 3alyCK TOJBKO Pa3pemIEeHHOTO K
HCIIO0JIb30BAHUIO B MH(POPMALIMOHHON CUCTEME MPOTPAMMHOI0 00EeCreyeHus Ui UCKII0YaTh
BO3MOXXHOCTh YCTAaHOBKHM U (MJM) 3amycka 3alpelieHHOTO0 K HCIOJb30BAaHHUIO B
WH(})OPMAITMOHHOW CHCTEME MPOTPAMMHOIO OOCCTICUCHHS
d) HomxHbl obecrieunBaTh 0OHApYy)KeHHE B HHOOPMAITMOHHON CUCTEME KOMIBIOTEPHBIX
nporpamMmm Ju00 HWHOW KOMIBIOTEpHOW uUHDOpPMAINUMU, NpPEIHA3HAYCHHOU s
HECAHKIIMOHUPOBAHHOTO YHUYTOXXEHUS, OJIOKUPOBaHUSA, MOAUGUKALMUHU, KOMHUPOBAHUSI
KOMIIBIOTEpPHOW MH(POPMALMU UM HEUTpalU3alUK CPEICTB 3aIUTHl HHPOPMAIIUH, a TAKXKe
pearupoBaHe Ha OOHAPYKEHUE ITUX MPOTrpaMM U HHpOopmaIuu

24. Jlns gero npennasHadyeHo TeHeBoe konupoBanue B C3U ot HCJI Secret Net Studio?
a) s HakomseHUsS WHPOPMAIMU O COOBITUAX, PETUCTPUPYEMBIX Ha KOMITBIOTEPE
CPEIICTBAMU CHUCTEMBI 3aIIUThI
b) JIns KOHTPOJIS ¥ OMOBELIEHUS O MPOU3OLIEAIINX COOBITUSIX HECAHKIIMOHUPOBAHHOTO
JocTyna
c) st mepemenieHus AyOauKaToB (KOTHUI) TaHHBIX, BEIBOJUMBIX Ha OTUYYXKJIaeMble
HOCHUTEIM UHPOpMaIUn
d) HenpaBwibHBINH OTBET

25. Jlna kakux ycrpoiictB HE ocymectBisiercs teneBoe konupoBanue B C3U ot HCJI Secret Net
Studio?
a)  IlpunaTepn
b)  USB-nOocurenu
c) CeteBble KapThl
d) CD-mpuBoasl

26. Kakoe anmapatHoe cpeactro 3amuTtel HE npumenserca coBmecto ¢ C3U ot HCJ] Secret Net
Studio?
a)  Amnmaparsasie uaeHtTuduratopsl «eTokeny
b)  IIporpammHo-ammapatHbiii KOMIUIEKC «C0O00ITbY»
c) [IporpamMHO-anmapaTHbIi KOMILIEKC «AKKOPI»
d) Ilmara «Secret Net Card»

27. C xakoi 1enplo MOXKeT ucmoiab3oBaThes Safenet Authentication Manager B rocygapCTBEHHBIX
nH(GOPMALMOHHBIX cUcTeMax?
a) [lenTpanu30BaHHOE pellI€eHHE OCHOBHBIX 3aJlay MO YNPaBICHUIO U 00CITYKUBaHUIO
CUCTEMBI 3alIUThl CETH OpraHUu3alun
b)  3ammra KOH(pUIESHIMATBHON HH()OPMAILIUH, B TOM YUCJIE TIEPCOHAIILHBIX IAHHBIX, a TAKKE
CBEJICHUI COCTABIISIIOIINX TOCYJaPCTBEHHYIO U KOMMEPYECKYIO TaliHy
c)  YmpaieHue )XKMU3HEHHBIM IIMKJIOM alNapaTHBIX ayTeHTU(HUKATOPOB

d) C6op, 06paboTka u cucteMaTu3amnus HHGOPMAIIMK O MPOTPAMMHOM M almnapaTHOM
oOecrieyeHNH, YCTAHOBICHHOM Ha KOMITBIOTEPAX M CepBepax B JOKAIBHOW BBIYMUCIUTEIBHON
CeTH

28. C xakoit 1menpio MoxeT ucmoib3oBathes Kaspersky Security Center B rocynapCTBEHHBIX
MH(GOPMaLMOHHBIX cucTeMax?
a)  3amura KOHQUACHIHUAILHOW HH(OPMALIMU, B TOM YHCIIE EPCOHATBHBIX JAHHBIX, a TAKXKe
CBEJICHUI COCTABIISIIOIINX TOCYJaPCTBEHHYIO U KOMMEPYECKYIO TaliHy
b)  VnpapneHue >KxU3HEHHBIM ITUKJIOM anapaTHBIX ayTeHTU(PUKATOPOB

c) Cobop, ob6paboTKa U cucteMaTr3alus HHPOPMAIUK O MPOTPAMMHOM H almapaTHOM
oOecrieyeHNH, YCTAHOBICHHOM Ha KOMITBIOTEPAX M CepBepax B JOKAIBHOW BBIYMCIUTEIBHON
CeTH

d) [lenTpanu3oBaHHOE pEIICHHE OCHOBHBIX 3a/1ay MO YIPaBICHUIO U 00CIYKHMBAHUIO

CUCTEMBI 3alIUThl CETH OpraHu3alun
29. Kakoe W3 mporpaMMHBIX CpPEJICTB IMO3BOJSIET PEAIU30BaATh CIEAYIOIYI0O MEpPY 3alIUThI
WH(pOpPMAIUH B TOCYJIapCTBEHHBIX MH(DOPMAITMOHHBIX CUCTeMaX: « YHUUYTOXKEHUE (CTHpaHUE)
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16.

17.
18.
19.
20.
21.
22.
23.

nHbOpMallMy Ha MAIIMHHBIX HOCHUTENSX MPH UX Mepeaaye MexAYy MOJb30BaTelsIMH, B
CTOPOHHHUE OpraHU3alUM I PEMOHTA WJIM YTUIM3ALUM, a TAKKe KOHTPOJIb YHUUTOXKEHHUS
(ctupanms)»?

a) Kon bezonacnoctu: MHBeHTapu3anus

b)  SafeNet Authentication Manager

c) Secret Net Studio

d) Kaspersky Security Center

9.1.2. IlepeyeHb BONPOCOB ISl 3a4€Ta

s 4yero npenHa3Hau€H MEXAaHU3M KOHTPOJIA NOJKIIOUEHUS U U3MEHEHUS yCTPOUCTB?
Jns KakuX YCTpPOWCTB peajau30BaH MEXaHU3M KOHTPOJSA MOJKIOYEHHS] U U3MEHEHUs?
Jns yero npenHa3zHaueH MeXaHu3M KOHTpoJis ueiaoctHoctu (KI)?

[ yero npegHazHaueH MEXaHU3M 3aMKHYTOW IIPOrpaMMHOM cpeabl?

[lepeuncnure u NOACHUTE METOABI KOHTPOJIS LIETOCTHOCTH.

Kakue ecTb peskuMBbl U151 3aMKHYTON IPOrpaMMHOMN cpenibl? B ueM 3axitouarorcs ux OTJIn4us?
Jlis 4ero Hy»eH KypHail cOObITHIA?

Kakoii popmar nanHbIX Hcnoab3yercs B )KypHane Secret Net?

[TpuBeuTE M MOSICHUTE HECKOJIBKO KaTETOPUIl pETUCTPAIIK COOBITHIA.

Kto moxeT paboTaTh ¢ )KypHaiIoM?

. st uero Hy»KHO TeHEBOE KONUpOBaHUE?
. st Kakux yCTpONCTB MOXKET OCYIIECTBIIATHCS TEHEBOE KOIUPOBaHUE?
. st yero npenHazHadeHa porpaMMa OepaTUBHOrO ypasieHus Secret Net?

Kakue pexumbl paboTsl HIMEET porpaMma OonepaTUBHOTO yrpasieHus Secret Net?

. Hepe‘-II/ICHI/ITC TUIIOBLBIC 3aJa4Yd aAMHUHUCTPATOpPA 6€3OHaCHOCTI/I, JJIA BBIIIOJIHCHUSA KOTOPBIX

UCTIOJIB3YETCsI IPOrpaMMa OTNepaTUBHOTO YIPABJICHUS B peXKUME KOH(PUTYPHUPOBAHUS.
[lepedncnuTe TUNOBBIEC 3a7a4l aAMUHUCTpPATOpa OE30MACHOCTH, JIJISl BBIIIOJHEHUS KOTOPBIX
UCTIOJIb3YETCsl IPorpaMMa OINepaTUBHOTO YIPABJICHHUS B PEXKUME YIIPABICHHS.

B kakoii mocnenoBaTenbHOCTH IPUMEHSIOTCS TapaMeTphbl IPYIIOBBIX MOJIUTUK?

Jis uero HeoO6xouMo kBUTHpOoBaHue coobituit HC/1?

Kakue Buibl 0TUETOB MOYKHO OCTPOUTH C IIOMOIIBIO Tporpammbl OY?

B kakux ciayyasx He0OX0IUMO U3MEHEHHE CETEBbIX HACTPOEK?

[Tepeuncaure ¢pyHkuuu cepBepa anmMmuauctpuponanus Kaspersky Security Center.

Jis uero HeoO6xouM nacnopT komnbioTepa B cucteme Kb: nBenTapuszanms?

HazoBuTe OCHOBHBIE 3a/1a4H, BOSHUKAIOIINE NPH YNPABICHUN KU3HEHHBIM LIUKJIOM YCTPOUCTB
ayTeHTH(UKaLUH.

9.1.3. IlpuMepHBIii IepedeHb BOMPOCOB /JIs1 3alIIUTHI KYPCOBO# padoThl

. Kakas mHpopmamnus oOpabaTsiBaeTCs B aBTOMAaTHU3MPOBAHHBIX CHCTEMax OpraHHU3allNU

COIJIACHO 3aaHuI0?

. Kakue HopmaTuBHBIE JOKYMEHTHI perjiaMeHTUPYIOT obecmedyeHHe HHPOPMAMOHHOMN

0e30macHOCTH /IS 33/IaHHOTO BapuaHTa?
Kakue moacuctemMbl cpeaCcTB 3amluThl MHGOpMAUKA pearn3yloT MEPHI MO0 00ECIEUYCHUIO
nH(}OpMAITMOHHOW 0€30MMaCHOCTH COTIIACHO 33JJaHHOMY BapHUaHTy?

. Kakum o6pa3om peannzoBaHbl HHCTPYMEHTBI 00paOOTKH M XpaHEHUS JaHHBIX HAa BUPTYaJbHBIX

ManmHax?

. Kakwue cpenctsa 3ammutsl TpeOyrores momumo C3U ot HC/] Secret Net Studio?

9.1.4. IlpuMepHBIii NepeYeHb TEMATHK KyPCOBBIX padoT

BrinonHenue KypcoBoit paboTel Ha Temy “AamuHuUcTpupoBaHue u ynpasienue C3U or HC/|
Secret Net”. CoBMECTHO ¢ PyKOBOJIUTEIEM BO3MOXKEH BBIOOP IPYroi TeMbl KypcOBOM pabOThI, OJJHAKO
HEOOXOOUMBIM SIBJISIETCS YCIIOBHE NPHUMEHEHUS B paMKax KypcOBOW pabOTBl CpeacTBa 3allUThI
MH(pOpMAIMU OT HECAaHKIIMOHUPOBAHHOI'O JOCTYIMAa B JIOKAJbHON CETH ¢ MPUMEHEHHEM BBIJIAHHBIX
MIpero1aBaTesIeM BUPTYAIbHBIX MAIIUH U BBINOJIHEHHE TPEOOBAaHU 3a1aHMs 10 BAPHAHTY.

ITpumepHble BapHaHThI 3aJaHUN Ha KYpPCOBYIO paboTy:

1.

Jana uadopmannonHas cucreMa oOpabOTKU MEePCOHATBHBIX TaHHBIX, KaCAIOUINXCsl PaCOBOM U
HAIlMOHAJIBHOW MPHUHAMICKHOCTH TpaxkaaH, B o0beme MeHee 100 Tbic. cyOBeKTOB 6e3 yuera
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COTPYIHUKOB. J[J151 CUCTEMBI aKTyaJbHbI yTPO3bl 3-I0 TUMA.
2. Jlana rocynapcTBeHHasi HH(OPMAIMOHHAsI CHCTEMa PETHOHAIBLHOTO YPOBHS, 00padaThIBatomas
MH(OpMaIMIO, HE COCTABISAIONIYIO TOCYIapCTBEHHYIO TailHy, pa3rialieHue KOTOPOi MOXKET
MPUBECTH K YMEPEHHBIM HETaTUBHBIM MOCJIEJCTBUAM B COLMAIBHOW MM KOHOMHYECKOM
o0J1acTy NEeATENLHOCTH.
VY nocroBepsAronmi HEHTP.
bankoBckas opranu3zanusi.
. Jlana aBTOMaTH3MpoOBaHHAs CUCTEMA YIIpaBIICHHS TexHoyorudeckumu mporeccamu (ACY TII).
B cnayyae HapymieHus 1EJIOCTHOCTH HMHpOpMaluu, o0padbaTeiBaeMO B JaHHOW CUCTEME,
BO3MO>KHO BO3HUKHOBEHHE UPE3BbIUAHON CUTyallMH MEXPETHOHAIBLHOTO XapaKTepa.

oW

9.1.5. Tembl 1a00paTOPHBIX padOT

1. Secret Net Studio. Pazrpannuenue noctyna K JaHHbIM. Pasrpanndenue 1octyna K yCTpoOHCTBaM.
KonTtposs neyatu KoHQUICHINATBHBIX TaHHBIX.

. Secret Net Studio. 3amkHyTast nporpamMmMHas cpeia. KoHTpousb 11e1ocTHOCTH.

Secret Net Studio. Aynut cobsituii nnpopmanronnoit 6ezomnacHoctu B C3U1 ot HCJL Secret

Net. PaGota co cBeieHUsIMH B KypHaJIe perucTpanuu coOsITuii. TeHeBoe KonupoBaHUe

4. OnepaTuBHOE YINpaBlEHUE 3AUIMINAEMBIMA Pa0OYMMH CTAHIUSAMH U MOHHUTOPUHT COOBITUIN
UH(POPMALIMOHHOM 0€301MacHOCTH

5. “Kb MuBenrtapusauus”. IlpoBeqeHne MHCHEKUUNA W y4yeT M3MEHEHUH KOHPUTypaluu

3alMIaeMbIX PA0OYMX CTAHIUH.

VYnpasnenue cepepamu anmuHuctpuposanus "Kaspersky Security Center"

VYrpaBineHue )KM3HEHHBIM LHUKJIOM cpeacTB ayTeHTuukauuu eToken ¢ momomisio Safenet

Authentication Manager.

W

o

9.2. MeTonnueckne peKOMeHIa N

YueOHBI MaTepuan u3iaraercsa B GopMe, MPeroiaraliiei caMoCTOsSTEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosITeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIIYIO POJIb
B XO/JI€ BCETro Y4eOHOro mpoliecca.

Hauatp uzydeHue quCHMIUIMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMoi, CIUCKOM
y4e0HO-METOUYECKOTO U MporpaMMHOro odecrnedeHusi. CamocrosiTenbHas paboTa CTyJeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepuajiaMH, BBIIIOJTHEHHE KOHTPOJIbHBIX MEPONPUATHH, MPEeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: TUCUUILIMHBI ISl Ty4YIIETO OCBOEHHUS MaTepHaia HeoOX0IUMO PEryJIspHO
oOpamaTbCcsi K pEKOMEHAYEMOU JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHET CTyAeHTa Ha cailTe YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)KE 00IIETOCTYTHBIMU UHTEPHET-NIOPTaIaMU, COAECPKAIIUMHU
HAayYHO-TIONYJSIPHbIE U CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHeKTaM
y4eOHOW AMCUUILIUHBIL.

[Ipu caMoCTOATEIHLHOM U3YYEHHUU TEM CIIEAYHTE pEKOMEHIAIHSIM:

— YTEHHE HWJH MPOCMOTP MaTepHuajia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBHUAYATbHOTO MOHMMAHUS U OCBOEHHS MaTepuaja, BbIJENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITATbCS COOTHECTH TEOPHUIO C MPUMEpPAMHU U3
MIPAKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYEeT BBISICHUTH UX
3HauYeHHE JIJIsl MIOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATE Ha MPEJI0KEHHbBIE BOIIPOCHI.

CtyaeHThl MOTYT MOJy4aTh HHAWBUIyaIbHbIE KOHCYIbTAIlMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB
TEJIEeKOMMYHUKAIUH.

[lo nucuuniavHe MOTYT MPOBOJIUTHCA JOMOJHUTEIbHbIE 3aHATUS, B T.4. B opMe BEOMHAPOB.
Pacnimcanue BeOMHApOB M 3anucyu BEOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / SJIEKTPOHHOM
KypHaJIe Mo TUCIUIUINHE.

9.3. TpeGoBaHusi K OLIEHOYHBIM MaTepPHAJIaM JIUIsl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU
310POBbsI H HHBAJINI0B

I[JISI JUI C OrpaHUYCHHBIMU BO3MOXKHOCTIAIMH 3O0pPOBbd W HHBAJIHUAOB HNPCAYCMOTPCHBI
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JOTIOJTHUTEIBHBIE OIEHOYHBIE MaTEPHAJIbI, MEpeUeHb KOTOPHIX yKa3aH B Tabiuie 9.2.
Tabnuna 9.2 — JlomoJHUTENbHBIE MaTEpHaNbl OINCHUBAHUSA IS JIUI C OTPaHUYCHHBIMU
BO3MOJKHOCTSIMH 3JIOPOBBSI M1 MHBAJIHUIOB

Kareropuu o0yvaromuxcs

Buasl 1ooIHUTENEHBIX OLIEHOYHBIX
MaTepHuaioB

q)OpMI)I KOHTPOJIA U OLICHKHU
pe3yIbTaTOB OOyUECHHUS

C HapylIeHHsIMU cllyXa

TecTbl, THCbMEHHBIC
CaMOCTOSITENIbHBIE PAaOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE pabOThI

[IpenmymiecTBEHHO TUCHbMEHHAS
MpoBepKa

C HapyLIeHUSAMU 3pEHUS

CobecenoBanue 1o BOIIPOCaM K
3a4eTy, Onpoc MO TePMUHAM

[Ipeumy1iecTBEHHO yCTHas
poBepKa (MHIUBUYaTBHO)

C HapylLIeHUSIMH OIIOPHO-
JIBUTATEJILHOTO allapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE pa0OThI, TMCbMEHHbBIE
CaMOCTOSITeNIbHBIE PaOOTHI, BOITPOCHI

K 3a4eTy

[IpeumyiecTBEHHO
JUCTAaHIMOHHBIMU METOIaMH

C orpaHu4YeHUSIMHU 110
o01IIeMe IUIINHCKUM
MOKa3aHHUSIM

TecTbl, TUChbMEHHBIC
CaMOCTOSTENIbHBIE PAaOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE paOOTHI,
YCTHBIE OTBETHI

[Ipenmy1iiiecTBEHHO MPOBEPKa
METOJIaMU, ONPEIEISIOIIMMHUCS
UCXOS U3 COCTOSIHUS
oOyyJaromerocss Ha MOMEHT
MIPOBEPKHU

9.4. MeToauueckue PEKOMEHIAUHA MO OMCHOYHBIM MaTepuajdamM AJdA JUIl ¢ OrpAaHUYCHHBIMHA

BO3MOKHOCTSAAMH 310POBbA U HHBAJIN/I0B

I[J'IH JMg € OTpaHUYCHHBIMU BO3MOKHOCTAMHU 3J0POBbA U MHBAJIUAOB IMPEAYCMATPUBACTCA
AOCTYIIHAsA (bopMa MpeaOoCTaBJIICHUA 3aJaHUM OLIEHOYHBIX CpeacTB, a KUMCHHO!

— B mieyaTHoi (opme;

— B MieyaTHOM (hopme ¢ yBeIMYEHHBIM HIPUPTOM;

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— METOJIOM YTEHHS aCCUCTEHTOM 3aJaHUs BCIIYX;

— IpeoCTaBICHHE 3a/1aHUs C UCTIOIb30BaHUEM CYPIOTIEPEBOA.

Jlutiam ¢ OrpaHMYEHHBIMU BO3MOXKHOCTSMH 3I0POBbSI M1 MHBAIHAAM yBEIUYHUBAETCS BpeMs Ha
MOJTOTOBKY OTBETOB Ha KOHTPOJbHBIE BOMPOCHL. [ Takux oOyyarouiuxcs mpeaycMaTpuBaeTCs
noctynHasi popma npeaocTaBiIeHHsI OTBETOB Ha 3a/IaHUsl, @ UMEHHO:

— INMCBbMCHHO Ha 6yMare;

— Ha0Op OTBETOB Ha KOMIIBIOTEPE;

— Ha0Op OTBETOB C UCHOIB30BAHUEM YCIYT ACCUCTEHTA;

— IPEJCTaBJICHUE OTBETOB YCTHO.

[Ipouenypa oleHMBaHUS PE3YyJIHTATOB OOYYEHHS IHI[ C OFPAHMYEHHBIMH BO3MOYKHOCTSIMH
310POBbS U WHBAIHAOB MO AUCHUILIMHE MPEAycMaTPUBAET MpeaocTaBleHne nHpopmauu B popmax,
aJIaNITUPOBAHHBIX K OTPAHUYEHHUSAM UX 3/I0POBbS U BOCTIPUATHS HHPOPMAIIUU:

Jst M1 ¢ HAPYIIEeHUsIMU 3PeHHUs:

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— B MieyaTHOU popme yBeTrMueHHBIM HIpUdTOM.

Jst M1 ¢ HAPYIIEHUsIMU cJIyXa:

— B hopMe 2NIEKTPOHHOTO TOKYMEHTA;

— B IIeYaTHOM (opme.

I[J'IH JIMI ¢ HAPDYIICHUAMH OMMOPHO-ABUIaTCJIbHOI'0 anmapara:

—B cbopMe OJICKTPOHHOI'O JOKYMCHTA,

— B IIeyaTHOU (opme.

HpI/I H606XOI[I/IMOCTI/I JIA JIUL € OT'PAaHMYCHHBIMHU BO3MOXHOCTAMHU 3O0POBbA U MHBAJIHUIO0B
nponeaypa OuCHUBAHUS PE3YJIbTATOB O6y‘leHI/I${ MOJKCT IIPOBOAUTLCA B HECKOJIBKO 3TAIlOB.
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