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P'LICC.\I()'I'DCHU 151 ();l()6pCH’d Ha 3aCCJaHuM K'd(l)C,'_lpr
nporokor Ne 12 oT « 26 » 11 2019 r
JINCT COT'JTACOBAHUA

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (cnernuanbHoctu) 10.05.02 MuapopMmanmonHas 0€30MacHOCTh TEICKOMMYHUKAIIMOHHBIX CHCTEM,
yrBepxkaeHHoro 16.11.2016 roma, paccmoTpeHa u onoOpeHa Ha 3acemanuu Kageapst BUC «  »
20 ropma, mpotokos Ne

PazpaboTuuk:
npemnoasarens kagp. KUBOBC A. K. Tanamiko

3aBenyronmii o0ecnieunBaromeii kad.
bUC E. 1O. KocTrouenko

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Hexan @b E. M. JlaBbiji0Ba
3aBeAyIOIHi BRITYCKAIOIICH Kad.

BUC E. 10. KocTrouenko
OKCIIepTHI:

JlotieHT Kadeapbl KOMITJIEKCHON MH-

(hopMaIMoHHO# 6€30MacHOCTH DJIEK-

TPOHHO-BBIYUCIIATEITHHBIX CHCTEM

(KNB2BC) A. A. Kones

JlonieHT Kadeapbl KOMITJIEKCHOM MH-
(dhopMaoHHO# 6€30MacHOCTH dJIeK-
TPOHHO-BBIYUCIIUTEITHHBIX CHCTEM

(KNBSBC) K. C. Capun

CornacosaHa Ha noptane Ne 51305 2



1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI

Llens n3ydeHus1 AMCIMIUIMHBI — HAYYUTh CTYJCHTOB:

-OCHOBHBIM IIPHUHIIMIIAM paclpeaeneHHol 00paboTKku HHPOpMAaIIHH;

-OLICHUBATh TEXHUYECKHUE BO3MOXXHOCTH W BBIPA0aTHIBATh PEKOMEHIAIUHU IO IMMOCTPOCHUIO Telie-
KOMMYHHMKAIIMOHHBIX CUCTEM U CETEH, UX FIE€MEHTOB U YCTPOUCTB;

-OCYIIECTBIISTh PAlMOHAIBHBIA BBIOOP CPEIACTB oOecredeHus WH(OOPMAIIMOHHONW 0e301acHOCTH
TEJICKOMMYHHUKAIIMOHHBIX CHCTEM C YUETOM MPEIbsIBISIEMbIX K HUM TpeOOBaHUN KadecTBa 0OCTYKUBaHUS
1 KadecTBa (PYHKIIMOHUPOBAHMS;

-POBOANTH aHaIu3 d(P(HEKTUBHOCTH TEXHUYECKUX U MPOrPaMMHO-AIMMAPATHBIX CPEICTB 3aIUThHI
TEJIEKOMMYHHUKAITMOHHBIX CUCTEM;

-y4acTBOBaTh B MPOBEICHUM ATTECTALUU TEJICKOMMYHHUKAIIMOHHBIX CHUCTEM MO TPeOOBAaHUAM 3a-
HIUTHI HHPOPMALIUK;

-popMHpOBaTh TEXHUYECKUE 3aJaHUSI U YIaCTBOBATh B pa3pabOTKe ammapaTHBIX U MPOrPAMMHBIX
CPE/ICTB 3alIUThl UHPOPMAITMOHHO-TEIICKOMMYHUKAITMOHHBIX CHCTEM;

-IPOBOJIMTH OLIEHKY YPOBHS 3alIMIIICHHOCTH U obecneunBarh () PeKTUBHOE MPUMEHEHHE CPEJICTB
3amuThl THHOPMAIIMOHHBIX PECYPCOB KOMIBIOTEPHBIX CETEH U CUCTEM OECITPOBOHOM CBSI3H.

1.2. 3ajaun AMCUMILINHBI
— 3agayM — pacCMOTPEHHE Pa3IMYHBIX KJIACCOB PACHPEICICHHBIX CHUCTEM, BBIJICIICHUE OCHOB-
HBIX OCOOEHHOCTEH MX (DPYHKIIMOHHPOBAHUS, PACCMOTPEHHE OCHOBHBIX yIpo3 WH(MOpMAIUU, BO3HUKAIO-
IIUX MPU pacTpeeIeHHON 00padoTKe HHPOPMAIIHH.

2. Mecto mucuunimebl B ctpykrype OIIOII
Hucummuimaa  «PacnpeneneHHble  aBTOMAaTH3HPOBAHHBIE  MH(MOPMALMOHHBIE  CHCTEMBD»
(b1.B.01.05) otHOCHUTCH K 670Ky 1 (BapraTUBHAs 4acTh).
[TpeamecTBYIOIMUMI TUCIUILTHHAMY, (POPMUPYIOIINMHI HaYaJIbHBIC 3HAHUS, SBIAIOTCS: 3alInTa
nHGOpPMAIH B KOMIIBIOTEPHBIX ceTsX, CeTu U CUCTEeMBI nepeaadu nH(opMaIuu.
[Tocnenyromumy TUCHHMIDITHHAME SBIsTIOTCS: MHpOpMamonHast 6e30MmMacHOCTh TEIeKOMMYHHKA-
IIUOHHBIX CUCTEM, [IpOCKTUPOBaHKE 3aLUIEHHBIX TEICKOMMYHUKAIIMOHHBIX CUCTEM.

3. TpeGoBaHusl K pe3yJibTaTaM OCBOEHUSI JTUCIUTLIMHBI

[Tponecc n3yueHus JUCUUIUIMHBI HapaBiieH Ha (JOPMUPOBAHUE CIEAYIOIUX KOMIETSHIUI:

— TIK-3 cmocoOHOCTBIO OIIEHUBATH TEXHUUECKHUE BOBMOXHOCTH U BHIPA0ATHIBATh PEKOMEH AN
10 TIOCTPOCHUIO TEJICKOMMYHHKAIIMOHHBIX CHCTEM H CETEH, MX JIEMEHTOB U YCTPOICTB;

— TIK-7 cnocoOHOCTBIO OCYLIECTBIISATh PALMOHANBHBIN BBIOOP CpeAcTB obecnieueHuss MHGopMa-
IIMOHHOW 0€30MacCHOCTH TEJIEKOMMYHUKAITMOHHBIX CHCTEM C YUETOM NPEIbSBISIEMBIX K HUM TPeOOBaHMIA
KauecTBa 00CIy)KMBaHUS U KauecTBa (PyHKIIMOHUPOBAHUS;

— IIK-8 cnocobHOCTHIO TPOBOAUTH aHATU3 3(P(HEKTUBHOCTU TEXHUYECKUX U MPOTrpaMMHO-aIma-
paTHBIX CPEJICTB 3aIIUTHI TEJICKOMMYHHKAIIMOHHBIX CHCTEM;

— TICK-10.2 crioco6HOCThIO (POPMUPOBATH TEXHUUYECKUE 3aJJaHHsI U Y4aCTBOBAThH B Pa3pabOTKe
anImapaTHbIX U IPOTPAMMHBIX CPENICTB 3aIIUTHl HH(POPMAITIOHHO-TETIEKOMMYHHKAIIHOHHBIX CHCTEM;

— TICK-10.5 crocoOHOCTBIO MPOBOJAUTH OLIEHKY YPOBHS 3alIUIIEHHOCTH W oOecreunBarh (-
(eKTHBHOE MPUMEHEHHE CPE/ICTB 3alUThl HH(POPMALMOHHBIX PECYPCOB KOMITBIOTEPHBIX CETEH M CHCTEM
OecTIpOBOIHOM CBSI3H;

B pesynpTare u3ydeHus IUCIHUIIMHBI 00YJaIOMIUNACS TOJIKEH:

—  3HATh METOAOJIOTUYECKHE OCHOBBI, METO/IbI M CPEJICTBA OCTPOEHUS PACIIPE/ICICHHBIX CIIELH -
AIbHBIX aBTOMATU3MPOBAHHBIX WH(MOPMALMOHHBIX CHCTEM; CHCTEMbI paclpeieleHHOl 00paboTKU JaH-
HBIX, UCTIOJIb3YEMBIE B CHIEIIMATIbHBIX aBTOMATU3UPOBAHHBIX HH()OPMAIIIOHHBIX CUCTEM.

—  YMeThb pelIaTh 33Jaull MOCTPOCHUS U IKCIUTyaTalldl paclpeeeHHbBIX aBTOMAaTU3HPOBAHHBIX
cUCTeM O0OpabOTKHU JaHHBIX; MPUMEHSATh OOLICHAYYHBIE METOJUKH, XapaKTepPHbIE I TEOPHH pacIpese-
JIEHHBIX CUCTEM, K PELICHUIO KOHKPETHBIX 3ajjad HH(OPMALIMOHHO-aHAIUTUYECKON AEATEIbHOCTH.

— BJIaJIeTh HaBbIKaMH 0€30MaCHOTO MCIOJB30BAaHMS TEXHUYECKHX CPEJCTB B MPO(PECCHOHATB-
HOM J€ATebHOCTH.
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4. O6beM IMCUMIJIMHBI M BUABI Y4e0HOI1 padoThI
OO0mast TpyI0EMKOCTb JUCHHUILUINHBI cocTaBisieT 3.0 3aUeTHBIX €IMHUILIBI U IIPECcTaBIeHa B Ta0Iu -

ue 4.1.
Tabmuna 4.1 — Tpy1oeMKOCTh AUCIUILUIMHBI
Bunpl yueOHO 1eSITEIBHOCTH Bcero yacos CemecTpsl
9 cemectp
AyrmuTopHsble 3aHATHS (BCETO) 52 52
Jlexuun 18 18
[IpakTueckue 3aHATHS 18 18
JlaGopaTtopHbIe pabOThI 16 16
CamocrosiTenpHas paboTa (Bcero) 56 56
OdopmieHue oT4eToB 110 Ja00paTOpHBIM paboTam 16 16
[TpopaboTka JIEKITMOHHOTO MaTepuaia 20 20
[ToaroroBka K NpakTUYECKUM 3aHATUAM, CEMUHApaM 20 20
Bcero (6e3 ax3amena) 108 108
OO6mast Tpy1I0€MKOCTb, 4 108 108
3auetHbie EquHutb 3.0 3.0
5. Conepxxanue IMCUMILIHHBI
5.1. Pa3nenbl AMCUMILIMHBI M BUAbI 3aHATHI
Paziensl TUCIUIUTMHEI ¥ BUBI 3aHATUN PUBEICHBI B Ta0muiie 5.1.
Tabmuna 5.1 — Pa3gensl AUCHUIUIMHBI U BUJIBI 3aHATUN
Bcero
Mpax. | Jla6. Cany, | 13COB dopmupyeMbI
Hazpanus pa3aenoB 1UCHUIUINHBI Jlek., u (Ge3 e
3aH., 9 | pab., 4 | pab., q
9K3aMe | KOMIIETEHIIUU
HA)
9 cemecTp
1 TloHsiTEe MOJENB «KJIUEHT-CEPBEPY 2 2 4 8 16 |1IK-3, [1IK-7,
IK-8, T[ICK-
10.2, TICK-
10.5
2 Opra"u3zaius CBsi3U MEXAy Mpolecca- 2 2 4 8 16 | TIK-3, [1IK-7,
MH I1K-8, IICK-
10.2, TICK-
10.5
3 Murpanus npoueccoB 2 2 4 8 16 |IIK-3, IIK-7,
ITK-8, TICK-
10.2, TICK-
10.5
4 ImeHoBaHuE B pacnpeIeI€HHbIX CUCTE- 2 2 4 8 16 | IIK-3, [IK-7,
Max IIK-8, IICK-
10.2, TICK-
10.5
5 CuHxpoHU3aLUs B paclpeaeIeHHbIX 2 2 0 4 8 I1K-3, I1K-7,
CHCTEMax IIK-8, IICK-
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10.2, TICK-
10.5
6 Perutukaiiusi B pacnpe/ieICHHbIX CUCTE- 2 2 0 8 12 I1IK-3, I1K-7,
Max IIK-8, IICK-
10.2, TICK-
10.5
7 HapexHOCTh pacnpeielieHHoil o0pa- 2 2 0 8 12 |1IK-3, I1K-7,
00TKH nHGOpMaAITUN K-8, I[1CK-
10.2, TICK-
10.5
8 3ammra uHPpOpPMaIUK B pacrpe/iesieH- 4 4 0 4 12 |1IK-3, IIK-7,
HBIX cHCTeMax I1K-8, IICK-
10.2, TICK-
10.5
Hroro 3a cemectp 18 18 16 56 108
Uroro 18 18 16 56 108
5.2. Conep:xanue pa3aesioB IMCUUIIMHBI (110 JEKIHIM)
ConeprkaHue pa3ienaoB TUCIUILIAH (TI0 JICKIHSAM) IPUBEACHO B Tabmuie 5.2.
Tabmuma 5.2 — CoaeprkaHue paseiaoB JUCIUILIMH (TI0 JISKIIHSIM)
Haspatis pasienos Copneprxanue pazznenoB quctuminHel (mo | Tpymoemkocts, | DopmupyeMsble
JIEKIIHSIM) q KOMIIETSHITUN
9 cemectp
1 ITonsiTHE MONIENH [Ipenmer, enpb U coaepkaHue TUCIUILUTUHBI. 2 IIK-3, IIK-7,
«KJIMEHT-CEPBEP» IlonsTus cepsep, KnueHT. M3ydenue npu- I1K-8, IICK-
KJIAJTHOM MPOTrpaMMBbl TUIIA «KIHUEHT-CEPBEP» 10.2, TICK-10.5
U €€ JIOTUYEeCKUE YPOBHU: YPOBEHB MOJI30-
BaTeJILCKOro HHTEp(eiica, ypoBeHb 00pa-
OOTKH, YPOBEHb JTAHHBIX.
Hroro 2
2 Opranuzainus CB3M | YJaJleHHbIH BbI30B mporeayp. ObparieHue K 2 [K-3, T1K-7,
MEXK]ly TIpoIlecCaMu yIaneHHbIM 00beKTaM. CBsI3b MTO-CPECTBOM IIK-8, TICK-
cooOmieHuii. CBA3b Ha OCHOBE MMOTOKOB JIaH- 10.2, IICK-10.5
HBIX.
Hroro
3 Murpanus [lepenoc xona (nmepenoc npoueccon). [Ipo- [K-3, T1K-7,
MPOLIECCOB TPaMMHBIE arcHTHI. ITK-8, TICK-
Vrtoro 10.2, IICK-10.5
4 ImeHOBaHUE B [Tonstue cymuoctu. [IpocTpancTBO UMEH. I1K-3, TIK-7,
pacnpeieIeHHbIX VYnanenue cymHoCTEN, Ha KOTOPbIE HET CChI- IK-8, TICK-
CHCTEMax JIOK. 10.2, IICK-10.5
Hroro
5 CuHxpoHu3anus B CuHXpoHU3aLUs C TEKYIIUM BPEMEHEM. I1K-3, IIK-7,
pactpeneneHHbIX CuHXpOHM3ALMS TTPOIIECCOB B paclpeaeieH- ITK-8, TICK-
cucTeMax HBIX CUCTeMax. B3auMHOe UCKITIOUeHHE Mpo- 10.2, TICK-10.5
neccoB. PacnipeneneHHble TpaH3aKIMH.
Hroro 2
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6 Permukarius B [TonsTue HenpoTuBOpeunBOoCTU. HenpoTuso- 2 I1K-3, TIK-7,
pactpeneneHHbIX pEUYNBOCThb, OPUEHTUPOBAHHAS HA JAHHBIE. IK-8, TICK-
cUcTeMax HenpoTtuBopeunBOCTh, OpUEHTHUPOBAHHAS HA 10.2, TIICK-10.5
KireHTa. PacnpoctpaneHne 0OHOBICHUH.
Hroro 2
7 Hage:xxHoCcTh OCHOBHBIE TOHATHS TEOPUH HAJEC)KHOCTH. Y - 2 IIK-3, IIK-7,
pacnpeneneHHon CTOMYMBOCTb BBIYMCIIMTEIBHOIO IIpoLecca. IK-8, TIICK-
00paboTku Mertons! o0ecrieueHnsT Hae)KHOCTH. Pusn- 10.2, IICK-10.5
nH(popMaIuu yeckasi n30bITOYHOCTh. HaesxxHas rpymro-
Bas pacchlika. BoccTaHOBIIEHHE MTOCTIE OIIN-
OOK.
Hroro
8 3ammra udopmarun | OOmIMe MOHITHS TEOPUN HHPOPMAITTOHHON 4 [1K-3, I1IK-7,
B pacnpeieIeHHbIX 0€30IIaCHOCTH. 3allUIlleHHbBIE KaHAIbI CBI3H. IIK-8, TICK-
cUCTEMax KonTpons goctymna x pecypcam nHpopmanu- 10.2, IICK-10.5
OHHOM CHCTEMBI. YTIPABJICHHUE 3aIUTOM.
Hroro 4
Hroro 3a cemectp 18

5.3. Pa3nenbl AMCUMINIMHBI M MEKIMCUMINIMHAPHBIE CBSA3H ¢ 00eCeYnBAKIIMMH (NPeAbITYyLIUMHU)

H 00ecreunBaeMbIMU (l'lOCJ'[e):[yIOIJ.[I/IMI/I) AUCHUIIVIMHAMHUA

Pazmensl AUCTIUTUIMHBI M MEKIUCITUTUIMHAPHBIC CBSI3M C 00€CTICUMBAOIIMME (TIPEABIAYIIMMA) H

obecrneunBaeMbIMH (ITOCIEIYIOIMMHI) TUCIUTUTHHAMH TIPEICTaBICHBI B Tabumie 5.3.

Tabmua 5.3 — Pa3gens! AUCHUIUIMHBL U MEXIUCIIUIUIMHAPHBIE CBS3H

HaumeHoBaHue TUCIMILIMH

No pa3nenoB qaHHOUM TUCIMIUIAHEL, IJ1 KOTOPBIX HEOOXOIUMO
M3ydeHre 00eCneunBaONINX U 00eCIeYnBaeMbIX JUCIIUILTUH

1 2 3 4 5 6 7 8
[IpeamecTByromue TUCIUTITUHBI

1 3amura uHpopMaUM B N
KOMITBIOTEPHBIX CETAX
2 CeTH ¥ CUCTEMBI TIEpeIayu UH- N n n N n n N
dhopmanmu

[Tocnenyromume TUCIUITITUHB
1 MudopmarnmonHas Ge3omnac-
HOCTb TEJICKOMMYHHUKAITHOHHBIX + + + + +
CHCTEM
2 IIpoexTupoBaHUE 3aIUIICH-
HBIX TEJIEKOMMYHHKAITHOHHBIX + + + +
CHCTEM

5.4. CooTBeTCTBHE KOMIIETEHIUIi, pOPMHUPYeMBbIX TPU U3YYEeHUH TUCHMIIUHBI, 1 BU10B 3aHATHII
CoOTBeTCTBHE KOMIIETEHIMH, (OPMUPYEMBIX INPH W3yYEHUU IUCHUIUIMHBI, W BUIOB 3aHATHH
IpeJCcTaBIeHo B Ta0nuue 5.4.
Tabmmma 5.4 — CooTBeTCTBHE KOMIETEHINH, POPMUPYEMBIX MPU W3yYSHUH JAUCIMIUIMHBI, ¥ BUJIOB 3aHA-

THHN

Komrmieren

Bunnl zanstui

®opMBbl KOHTPOJIS

o1 Jlek. [Tpak. 3aH. JIab. pab. Cam. pa0.
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I1K-3 +

OtyeT no nabopaTopHOi pa-
6ote, Onpoc Ha 3aHATHUSX,
3auért, Tect, OTUeT MO Mpak-
TUYECKOMY 3aHSITHIO

I1K-7 +

OtyeT no nabopaTopHoOi pa-
6ote, Onpoc Ha 3aHATHUSX,
3auér, Tect, OTUeT Mo npak-
TUYECKOMY 3aHITHIO

IIK-8 +

Otuet o nmabopaTopHoOii pa-
6ote, Onpoc Ha 3aHATHUSX,
3auét, Tect, OTUeT 1O Npak-
TUYECKOMY 3aHSITHIO

I1CK-10.2 +

Otuet no nabopaTopHoOii pa-
6ote, Onpoc Ha 3aHATHUSX,
3auét, Tect, OTUeT o npak-
TUYECKOMY 3aHITHIO

I1CK-10.5 +

Otyet no nabopaTopHoii pa-
6ote, Onpoc Ha 3aHITHSX,
3auér, Tect, OTUeT Mo npak-
TUYECKOMY 3aHSTHIO

6. UuTepakTUBHBIE MeTOAbI U (OPMBI OPraHU3aANNU 00yUEeHUsI
He npenycmotrpeno PVYII.

HaumeHnoBanue nabopaTopHbIXx paboT npuBeaeHo B Tabmuie 7.1.

7. JIaGopaTtopHbie padoThI

Tabmuua 7.1 — HaumeHoBaHue 1a00paToOpHBIX padboT

HasBanus paznenos HaumeHnoBaHue 1a60paTopHbIX padoT Tpynoemiocts, | DopmHpyembIe
q KOMIIETEHIH
9 cemectp
1 IToHsaTHe MoOAEHb YcraHOBKa, HACTPOMKA U UCITOJIb30BAHUE 4 IIK-3, IIK-7,
«KJIMEHT-CEPBEP» MPUKIAIHBIX CiIyK0 cetu HTepHeT. ITK-8, [ICK-
Vroro 4 10.2, IICK-
10.5
2 Opranunsanus cBs3u | [Ipotokons! TpaHcniopTHOTO ypoBHS. CuH- 4 I1K-3, I1K-7,
MEXKIy NPOLECCAMHU XPOHHAs1 U aCHHXPOHHAs CBS3b. ITK-8, [ICK-
10.2, IICK-
4! 4 B
TOTO 10.5
3 Murpanus TexHoIOTuM BUPTYaIbHON MHPPACTPYKTYPHI. 4 I1K-3, I1K-7,
MIPOIIECCOB [Tepenoc koaa ¢ MOMOIIBIO BUPTYaJIbHOW UH- ITK-8, TICK-
(bpacTpyKTypHI. 10.2, TICK-
Hroro 10.5
4 menoBanue B CuctemMbl UMEHOBAHHUS PECYPCOB CETU. YCTa- I1K-3, I1K-7,
pacpeneneHHbIX HOBKa, HACTPOHKa M UCHOIb30BAHUE CITYKOBI ITK-8, IICK-
CHCTEMax DNS. 10.2, IICK-
Uroro 4 10.5
Hroro 3a cemectp 16

8. [IpakTHYeckue 3aHATHS (CEMUHAPBHI)

HanMeHoBaHMe MpaKTUUECKUX 3aHATHH (CEMHUHAPORB) MpUBeIeHO B Tadmuie 8.1.
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Tabmuua 8.1 — HaumeHOBaHME MPAKTUUYECKHUX 3aHATUH (CEMHUHAPOB)

Haspasms pasiernos HanmeHnoBaHMe NpakTUYECKUX 3aHATHU Tpynoemkocts, | PopMupyemblie
(cemuHapoB) q KOMITCTCHITH
9 cemectp
1 [lonsaTe Mmozens | JIByx3BEeHHas M TPEX3BEHHAs! MOAEIH "KIIU- 2 I1K-3, I1IK-7,
«KJIMEHT-CEpBEP» | eHT-cepBep” ITK-8, TICK-
10.2, TICK-
Hroro 2 ’
10.5
2 Opranusanus cBsizu | CBs3b nmocpencTBoM cooOrieHuit. Cesi3b Ha 2 I1K-3, I1IK-7,
MEXKy IIPOLECCAMU | OCHOBE IIOTOKOB JaHHBIX. I1K-8, [ICK-
10.2, TICK-
nu 2 ’
Tore 10.5
3 Murparus [Tepenoc kona (mepeHoc mpoieccoB). 2 [K-3, T1K-7,
MPOIECCOB " IIK-8, IICK-
oo 10.2, TICK-
10.5
4 ImeHoBaHue B [TonsTue cymnoctu. IMeHOBaHKE CYIIHO- 2 I1K-3, IIK-7,
pacnpeneaeHHbIX CTel. YaJieHue CylHOCTEN, Ha KOTOPhIE HET ITK-8, TICK-
cucTeMax CCBLIOK. 10.2, IICK-
Hroro 10.5
5 Cunxponusanus B | B3aumuoe uckitouenue nporeccon. Pacmpe- ITK-3, I1K-7,
pacIpeneNeHHbIX | ACJICHHbIE TPAH3aKIUU. ITK-8, IICK-
cucTeMax Vroro 2 10.2, IICK-
10.5
6 Pemukanus B YCToiYMBOCTh BRIYMCIUTENBHOTO TIpoIiecca. 2 IIK-3, IIK-7,
pacrmipeneneHHbIX | MeToapl obecrieueHrs HaIeKHOCTH. IK-8, TICK-
cucreMax Vroro 2 10.2, TICK-
10.5
7 HapgexxHOCTD YCToiYMBOCTh BRIYMCIUTEIBHOTO TIpoIecca. 2 IIK-3, IIK-7,
pacnpeeneHHOM MeTombl oOecrieueHUs HaIeKHOCTH. ITK-8, T[ICK-
00paboTKu Virtoro 2 10.2, TICK-
uHpOpMaLUU 10.5
8 3ammTa [Tpotokon 6e3omacuocTtu Kerberos. Texnouno- 4 I1K-3, IIK-7,
nHpopMaIuu B ruu VPN I1K-8, IICK-
PACTIPENENCHHBIX | pr = o 4 10.2, IICK-
cHucTeMax 10.5
Hroro 3a cemectp 18

9. CamocrosiTesqibHas pabdora

Bunel camocTosTenbHOM paboThI, TPYAOEMKOCTh U (POPMHUpPYEMbIE KOMIIETEHIIMH IPEICTaBICHbI B

Tabimie 9.1.

Tabmuia 9.1 — Bugbl caMOCTOSTEIbHON paboThI, TPYIOEMKOCTh B (DOPMUPYEMbIE KOMIIETECHIHH

Bunawr camocTostensHOM | TpynoeMKocTh, | DopMupyeMbIe
HasBanus pasnenos g PyA ’ PMHDPY @OpMBI KOHTPOJIS
paboThI q KOMIICTCHITUN
9 cemecTp
1 Tlonsitue mogens | [loaroroBka k nmpakTuye- 2 I1K-3, T1K-7, 3auét, Onpoc Ha 3a-
«KITUEHT-CEPBEPH CKHM 3aHATHSIM, CEMHUHA- I1IK-8, TIICK- HATHAX, OTUYET 110
pam 10.2, TICK-10.5 | maboparopHoii pabo-
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[TpopaboTka neKInOHHO-
ro Marepuaina

OdopmiteHre 0TYETOB 110
nabopartopHbeIM paboTam

Te, OTYeT Mo npak-
TUYECKOMY 3aHs-
THIO, TecT

[IpopaboTka JeKIMOHHO-

Hroro
2 Opranuzanus [ToaroroBka Kk mpaxkTHye- I1K-3, IIK-7, 3auét, Onpoc Ha 3a-
CBSI3U MEXKIY CKHM 3aHSATHUSAM, CEMHUHA- IIK-8, IICK- HATHIX, OTUYeT Ho
nporeccaMmu pam 10.2, TICK-10.5 | maboparopnoii pabo-
ITpopabGoTKa JEKIMOHHO- Te, OT4eT 10 npak-
ro Matepuana TUYECKOMY 3aHs-
tH1o, Tect
OdopmieHre OTYETOB TI0
J1ab0paTOPHBIM paboTam
Htoro
3 Murpanus [ToaroroBka Kk npakTuye- IIK-3, I1K-7, 3auét, Onpoc Ha 3a-
MPOLECCOB CKHM 3aHSITHSIM, CCMHUHA- IIK-8, IICK- HATHSIX, OTYeT 1o
pam 10.2, TICK-10.5 | naboparopHoii pabo-
te, OTYET 1O MpaK-
[TpopaboTka JIEKITMOHHO- ¢, Or4er 1o npa
ro Matepuaia TUYECKOMY 3aHs-
THto, TecT
OdopmiteHre 0TYETOB TIO
nabopatopHbeIM paboTam
Hroro
4 menoBanue B [ToaroroBka Kk mpaxkTHye- I1K-3, IIK-7, 3auét, Onpoc Ha 3a-
pacrpeneneHHbIX CKHM 3aHATHUSAM, CEMHUHAa- IIK-8, IICK- HATHIX, OTUYeT Ho
cucTeMax pam 10.2, TICK-10.5 | maboparopnoii pabo-
ITpopabGoTKa JEKIMOHHO- Te, OT4eT 10 npak-
ro Matepuana TUYECKOMY 3aHs-
tH1o, Tect
OdopmieHre 0TYETOB TI0
JabopaTOpHBIM paboTam
Htoro
5 Cunxponuzauus B | [logroroska k nmpaktuye- IIK-3, I1K-7, 3auét, Onpoc Ha 3a-
pactpeneneHHbIX CKUM 3aHSTHSIM, CEMHAHA- ITK-8, TICK- HATUSIX, OTYET Mo
cucreMax pam 10.2, IICK-10.5 | mpakTuueckomy 3a-
HATHIO, TecT
[TpopaboTka JIEKITMOHHO- fo, 1ec
ro MaTepuasa
HToro
6 Permukarnust B [ToaroroBka k mpakTuye- IIK-3, I1K-7, 3auért, Onpoc Ha 3a-
pacnpeeneHHbIX CKHM 3aHSITHSAM, CEMUHAa- IIK-8, IICK- HATHIX, OTUYeT Ho
cucTemMax pam 10.2, IICK-10.5 | mpakTHyeckoMy 3a-
[TpopaboTka neKIHOHHO- RaTHIo, Tect
ro MaTepuasa
Hroro
7 HagexxHoCTh [ToaroroBka k mpakTuye- I1K-3, IIK-7, 3auét, Onpoc Ha 3a-
pacnpeeneHHon CKHUM 3aHSTHAM, CEMHUHA- IK-8, T[ICK- HATUsIX, OTYET Mo
00paboTku pam 10.2, TICK-10.5 | mpakTudeckomy 3a-
nHpOopMaLUU Hsatuto, Tect
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ro MaTepuasa

Uroro
8 3amura [ToaroroBka k nmpakTuye- 2 IIK-3, IIK-7, 3auét, Onpoc Ha 3a-
nHpopmaIuu B CKHMM 3aHSTUSIM, CEMHHA- IIK-8, IICK- HaTHAX, OTUYET 110
pacIpeieNieHHbIX | paMm 10.2, IICK-10.5 |mpakTuueckomy 3a-
CHACTEMAX TIpopaGoTKa TEKIHOHHO- b HATHIO, Tect

ro MaTepuasa

Hroro 4
Hroro 3a cemectp 56
Hroro 56

10. KypcoBoii nmpoekT / KypcoBasi padota
He npenycmorpeno PVYII.

11. PeiiTuHroBasi cucreMa JJisi OLlEHKHU YCIIeBAeMOCTH 00y4aroumuxcsi

11.1. baajbHbIe OLEHKH JJIS 3JIeMEHTOB KOHTPOJISI
Tabmuua 11.1 — banipHbIe OLIEHKH TSI JIEMEHTOB KOHTPOJISI

. N MaxkcuMabHbII
. MaxkcuMalibHbIN MaxkcumanbHbII
DneMeHThl yueOHoi 0as 3a mepuo Bcero 3a
6amn Ha 1-yto KT ¢ | 0ami 3a nepuoa
JESITENbHOCTH mexny 2KT u Ha cemMecTp
Hayana ceMectpa | mexnay 1KT u 2KT
KOHEI] cemecTpa
9 cemecTtp
3auér 20 20
Omnpoc Ha 3aHATHAX 5 5 10 20
Otuer o maboparopHoii 5 5 10 20
pabore
OTyer o NpakTHIECKOMY 5 5 10 20
3aHATHIO
Tect 5 5 10 20
Wroro makcumym 3a nepu- 20 20 60 100
on
Hapacraromum utorom 20 40 100 100

11.2. IlepecyeTt 0a/1J10B B OLICHKH 32 KOHTPOJIbHbIE TOYKH
[Tepecuer 6anIOB B OLIEHKH 32 KOHTPOJIBHBIE TOUKHU TPEICTaBIeH B Tabmuue 11.2.
Ta6muma 11.2 — IlepecueT 0anioB B OLIEHKU 32 KOHTPOJIbHBIE TOUKH

banel Ha 1aTy KOHTPOIBHOW TOUYKH Onenka

> 90% ot MakcuManbHOU cyMMBbI OamioB Ha gaty KT 5

Ot 70% o 89% ot makcuManbHOM CyMMBI OaiioB Ha aaty KT

4
Ot 60% 10 69% OoT MakcUMaIbHOM cyMMbl OaisioB Ha naty KT 3
2

< 60% ot MakcuManbHOU cyMMbl O6atoB Ha aaty KT

11.3. Ilepecyet cyMMbI 02/1710B B TPAAULHNOHHYIO M MEKTYHAPOIHYIO OLIEHKY
[Tepecuer cymMMBI 0aJIOB B TPaIUIMOHHYIO M MEXIYHAPOAHYIO OLIEHKY TPEACTaBICH B TaOmuIle
11.3.
Tabmuua 11.3 — Ilepecuer cyMMBbl OaJIOB B TPaIMIMOHHYIO M MEXIYHAPOIHYIO OLICHKY

Ornenka (I'OC) Hrorosas cymma 6aios, Ornenka (ECTS)
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YUUTBIBACT YCIICIITHO CIAaHHBIH

9K3aMeH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85-89 B (o4enp xoporiio)

4 (xopor1o) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBrneTBOpUTEIBHO)

3 (YZIOBJIETBOPUTEIHHO) (3a4TEHO) 60 - 64 E (Hocpercraenio)
2 (seynOBICTBOPHTENSHO) (HE Hwxe 60 6aioB F (Hey1oBIETBOPUTENBHO)
3a4TEHO)

12. YueOHO-MeTOnMYecKkOe M HHPOPMALMOHHOE 00ecTeYeHre I CIHIIIMHbI

12.1. OcHoBHas1 JIMTEpaTypa

1. OmnepanuoHHBIE CHCTEMBI U CETH [DNEKTPOHHBIN pecypc|: YuebHoe nmocodue / B. I1. Kory-
ounckuii, B. B. Onunokos - 2008. 398 c. — Pexxum nocryna: https://edu.tusur.ru/publications/706 (narta
oOpatuenusi: 09.06.2021).

2. Onmnepanuonnsie cucteMsl. Y.1. [DnexTponHslil pecypc]: yuedHoe nocobue / 0. b. I'punienko
-2009. 187 c. — Pexxum nmoctyma: https://edu.tusur.ru/publications/25 (nara oopamenus: 09.06.2021).

3. Omnepamuonnsie cucteMbl. U.2. [OnektponHblil pecypc]: Yuebnoe nocobue / FO. b. I'punierko
- 2009. 230 c. — Pexxum noctyma: https://edu.tusur.ru/publications/31 (gara oopamenus: 09.06.2021).

12.2. lonosiHUTEIbHAS JIUTEPATYpPa

1. Pacnpenenennsie HHGOPMALIMOHHBIE CHCTEMBL: YuebHoe nmocodue s By3oB/ .M. Bebeposa;
MunuctepctBo obpazoBanus Poccutickoit @enepannu, ToMCKHil TOCYIapCTBEHHBIN YHUBEPCUTET CUCTEM
yhnpaBieHus: U paguodnekTpoHuku. -Tomck : TYCVYP, 2003. -345[1] c. : win. -bubmuorp.: c. 338-340.
-ISBN 5-86889-115-5 (Hanmuuue B 6nbamoreke TYCVYP - 27 9k3.)

2. 3amuta uHGOpPMAUMK B MH(OOKOMMYHHUKAIIMOHHBIX CHCTEMax M CETAX [DIEKTPOHHBIN pe-
cypc]: VYuebnoe mocoome / A. M. TomukoB - 2015. 284 c¢. — Pexum nocryna:
https://edu.tusur.ru/publications/5262 (mara oopamenus: 09.06.2021).

12.3. YueOHO-MeTOAHYECKHE MTOCOOUSH

12.3.1. O6s3aTe/ibHbIE Y4eOHO-METOAMYECKHE MOCOOUs
1. OcHOBBI MOCTPOCHUSI KOMITBIOTEPHBIX CeTeH [DIEKTpOHHBINA pecypc]: YueOHo-MeToanuecKoe
nocobue mo nmpakTudeckuM U camoctosaTenbHbM 3aHsATHsIM / C. I1. Kykcenko - 2016. 128 ¢. — Pexum
noctyma: https://edu.tusur.ru/publications/6523 (nata o6pamenus: 09.06.2021).
2. PacnpenenenHbie MH()OPMAIMOHHBIE CHUCTEMBI [DNEKTPOHHBIN pecypc]: YueOHO-meTonude-
CKOE MOCO0MEe K BBITIOJIHEHUIO CaMOCTOSATEIbHOM U JabopaTopHbix padot / I1. B. Cenuenko - 2016. 48 c.
— Pexum nocryma: https://edu.tusur.ru/publications/6356 (nata oopamienwus: 09.06.2021).

12.3.2. YueOHO-MeTOAMYECKHE MIOCOOMS IJIs1 JIMI € OTPAHMYECHHBIMH BO3MOKHOCTSIMH 3/10POBbS H
HHBAJIMI0B

Y4eOHO-MeTOqUECKHe MaTeprabl sl CAMOCTOSTEIBHON U ayTUTOpHOM paboThl 0Oydaromumxcs
U3 YHCiIa JIUI ¢ OTPAaHNYCHHBIMU BO3MOXKHOCTSIMU 3/10POBbSl U MHBAINAOB MIPEAOCTABISIOTCS B (OopMax,
aIalITUPOBAHHBIX K OTPAaHMYCHUSIM UX 3/JI0POBbS M BOCIIPUATHUS HH(DOPMAITHH.

JI1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHust:

- B (hopMe IIEKTPOHHOTO TOKYMEHTA;

- B IeYaTHON (hopMe YBEITMUEHHBIM MIPUGTOM.

JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH cJIyXa:

- B (hopMe IIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (hopme.

JIJ1s1 JIMI ¢ HAPYLIEHHUSIMH OTIOPHO-ABHIaTeJILHOTO anmapara:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;
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- B Ie4aTHOU hopme.

12.4. TIpodeccnonaibHbie 0a3bl JaHHBIX H HH(GOPMALIMOHHBIE CIPABOYHBIC CHCTEMbI
https://edu.tusur.ru —oGpa3oBaTebHBIN TOPTAT YHUBEPCUTETA;

http://www.iqlib.ru —-snekTpoHHas HHTEpPHET-ONOINOTEKA;

http://www.biblioclub.ru —rtonHoTecTOBas 3neKTpoHHAs OUOIMOTEKA;
http://www.elibrary.ru —HayuHast 31neKTpoHHast OUOIMOTEKA;

5. http://www.edu.ru —Be6-caifT cuctemsl (heepaibHBIX 00pPa30BaTEIbHBIX MOPTAJIOB.

FAQEUS I N

13. MaTtepuaibHO-TEXHHYECKOe o0ecneyeHrne JUCHUILIMHBI U TpedyeMoe MporpaMMHoe
o0ecneyenmne

13.1. O0uue TpedGOBaHUSI K MATEPHATbHO-TEXHMYECKOMY U MPOrPaMMHOMY 00ecTedeHH 0
AUCHHUILIMHBI

13.1.1. MaTepuaibHO-TEXHMYECKOE M MPOrpaMMHOe olecriedeHne IS JTeKIIMOHHBIX 3aHATHI
Jlns mpoBeieHuUs 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIIOBBIX M MHAWBUYaJIbHBIX KOHCYJAbTALUH, TE-
KYILEr0 KOHTPOJIS U MPOMEXYTOUHON aTTeCTAallMU UCTIONb3YyeTcs yueOHasi ayIUTOpUs ¢ KOITUUYECTBOM I10-
CaJI0YHBIX MECT He MeHee 22-24, 000opyloBaHHAs JOCKOM M CTaHAApTHOH yueOHOoIl meOenbio. MMeroTes
JIEMOHCTpalMOHHOE 000pyA0BaHNHE U yueOHO-HAITIIIHbIE TOCOOMs, 0OecIeunBaroIie TeMaTHIeCKue Ui-
JIIOCTPALMHU 10 JIEKLIMOHHBIM pa3ieiaM JUCIUIUINHBI.

13.1.2. MaTepuaJbHO-TeXHHUYECKOE U NPOrPaMMHOe o0ecnedyeHne VI NPAKTHYeCKUX 3aHATHI
JlaGopaTopust mporpaMMHO-aImapaTHEIX CPEACTB oOecTieueHHs] HHPOPMAIIMOHHON 0€30TTacCHOCTH
yueOHasi ayuTOpus ISl IPOBEICHHS 3aHATUI PAKTUYECKOrO THIA, yueOHast ayIuTOpuUs IS TIPO-
BEJICHUS 3aHATHI J1a00paTOPHOrO THUMA

634045, Tomckas obmacts, T. Tomck, yin. KpacHoapmeiickas, 1. 146, 405 ayn.

Ornucanue UMeroIerocs 000pyI0BaHUS:

- Mono6unok: Asus V222GAK-BAO021D: Intel J5005/ DDR4 4G/ 500Gb/ WiFi / mpiis/ knaBuaty -
pa (30mr.);

- Komnsrorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ XKectkuit nuck 500G/ Mbliib/ Ki1aBHaTy-
pa/ MOHUTOD;

- AnmmapatHsle cpeacTBa ayreHTH(UKanuu noss3oBarens «eToken Proy;

- [IporpammHuo-anmaparHelii komruieke 3amuTsl nHGopmarmu: [IAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW1000 4.x, ITAK Akxkop;

Crenapbl A1 U3y4eHUs IPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIOUAIOIIHE:

- aDOHEHCKHE yCTPOUCTBA: KOMIIbIOTEpHI SuperMicro;

- kommyTtatopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapuipytuzatopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- Cpe/CTBa aHaJIM3a CeTeBOro Tpaduka v yriayOJeHHOW MPOBEPKU CETEBBIX MAKETOB: aHAJIU3aToOP
tpaduxa Wireshark, nuctpubyrus Kali Linux;

- mexceteBbie 3kpanbl: UKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, MD B cocrae mapmpytuzaropa Check Point CPAP-SG1200R-NGFW;

- CUCTeMBI OOHapYy)KEeHHUs KOMITBIOTEpHBIX aTtak: Snort, Suricata, COB B coctaBe mapmpyTtuzatopa
Check Point CPAP-SG1200R-NGFW;

- Touku nocryna: D-link dwl3600ap;

- CUCTEMBI 3alIUThI OT yTeUKH JaHHbIX: KoHTyp nHpopmanmonHoii 6e3onacHoct Searchlnform;

- CpeICcTBa MOHMTOPUHIA COCTOSHUSI aBTOMATH3UPOBAHHBIX CHCTEM: CHCTEMa MOHHUTOPHHTA
Zabbix;

- CpelICTBa CKAaHMPOBAHMSI 3AlIMIIIECHHOCTH KOMIIBIOTEPHBIX CeTell: ckaHep OezomacHocTu Xspider
Education, cuctema ananu3sa 3amnuieHHocTH ceti MaxPatrol Education.

VYcrpoiicTBa UTEHHS CMapT-KapT M PaMOMETOK: AJanTep KOMIMBIOTEPHBIA ISl CUUTBHIBAHUSA U
nepenaun B [1K cepuifHbIX HOMEpOB OECKOHTAKTHBIX HeHTH(puKaTtopoB IronLogic Z-2 USB;

- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;

- PaGouee mecto mpenogaBarens.

[IporpamMmmMHoOe obecrnieueHue:

CornacoBaHa Ha noprane Ne 51305 12



Kaspersky endpoint security
Microsoft Windows 10
VirtualBox

Visual Studio

13.1.3. MaTepuaJbHO-TEXHHYECKOE M IPOrPaMMHoOe odecredeHne 11 J1adopaTopHbIX padoT
JlaGopaTopust mporpaMMHO-aIapaTHEIX CPEACTB oOecTieueHHs] HHPOPMAIIMOHHON 0€30TTacCHOCTH
yueOHasi ayIuTOpus ISl IPOBEICHHS 3aHIATUI PAKTUYECKOrO THIA, yueOHast ayIuTOpus IS TIPO-
BEJICHUS 3aHATHI J1a00paTOPHOTO THUMA

634045, Tomckas o6macts, T. Tomck, yin. KpacHoapmeiickas, 1. 146, 405 ayn.

Ornucanue UMeroIerocs 000pyI0BaHUS:

- Mono6umok: Asus V222GAK-BAO021D: Intel J5005/ DDR4 4G/ 500Gb/ WiFi / Mmpiis/ knaBuaty -
pa (30mr.);

- Komnsrorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ XKectkuit nuck 500G/ Mbliib/ Ki1aBHaTy-
pa/ MOHUTOD;

- AnmmapatHsle cpeacTBa ayreHTH(pUKanuu noss3oBarens «eToken Proy;

- [IporpammHuo-anmaparHelii komruieke 3amuTsl nHbGopmarmu: [IAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW1000 4.x, ITAK Akxkop;

Crenapl A1 U3y4eHUs IPOBOJIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIOUAIOIIHE:

- aDOHEHCKHE yCTPOUCTBA: KOMIIbIOTEpHI SuperMicro;

- kommyTtatopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapuipytuzatopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- Cpe/CTBa aHaJIM3a CeTeBOro Tpaduka v yriayOJeHHOW MPOBEPKU CETEBBIX MAKETOB: aHAJIU3aToOP
tpaduxa Wireshark, nuctpubyrus Kali Linux;

- mexceteBbie 3kpanbl: MKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, MD B cocrae mapmpytuzaropa Check Point CPAP-SG1200R-NGFW;

- CUCTeMBI OOHapYy)KEHHUs KOMITBIOTEpHBIX aTtak: Snort, Suricata, COB B coctaBe mapmpyTtuzatopa
Check Point CPAP-SG1200R-NGFW;

- Touku pocrtyna: D-link dwl3600ap;

- CUCTEMBI 3alIUThI OT yTeUKH JaHHbIX: KoHTYyp nHpopmanmonHoii 6e3onacHoct Searchlnform;

- CpeICcTBa MOHMTOPUHIA COCTOSHUSI aBTOMATH3UPOBAHHBIX CHCTEM: CHCTEMa MOHHUTOPHHTA
Zabbix;

- CpelICTBa CKAaHMPOBAHMSI 3AlUMIIIEHHOCTH KOMIIBIOTEPHBIX CeTell: ckaHep OezomacHocTu Xspider
Education, cuctema ananu3sa 3amnuieHHoCcTH cet MaxPatrol Education.

YcrpoiicTBa UTEHHMS CMapT-KapT M paJUOMETOK: AJanTep KOMIMBIOTEPHBIA ISl CUMTBHIBAHUSA U
nepenaun B [1K cepuifHbIX HOMEpOB OECKOHTAKTHBIX HeHTH(puKaTtopoB IronLogic Z-2 USB;

- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;

- PaGouee mecto mpenogaBarens.

[IporpamMmMHoe obecrnieueHue:

— Kaspersky endpoint security

— Microsoft Windows 10

— VirtualBox

— Visual Studio

13.1.4. MarepuajbHO-TEXHMYECKOE U MIPOrPaMMHOe odecreyeHue JIs CAMOCTOATEILHOI padoThI
Jist caMoCTOSTeNbHOM paboThl HCMONB3YIOTCA y4eOHbIE ayAUTOPUU (KOMITBIOTEPHBIC KJIaccChl),
PacIOJIOKEHHBIE TIO aJIpecaM:
- 634050, Tomckast o6nacTb, T. Tomck, Jlennna mpocmexr, 1. 40, 233 ayn.;
- 634045, Tomckas obmacTs, T. Tomck, yin. KpacHoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast obnacTb, . Tomck, Bepmmauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckast obmacTs, T. Tomck, Bepmmanna ymuia, 1. 74, 207 aya.

CocTtaB 000py/IOBaHUSA:
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- yueOHasi MmeOerb;

- komnetoTepsl kinacca He Hike [IDBM INTEL Celeron D336 2.8['T. - 5 miT.;

- KOMIBIOTEPHI MOJIKIIOUYEeHBI K ceTu «/HTepHeT» U 00eCreynBaroT JOCTYI B AJIEKTPOHHYIO HH-
(dhopManMOHHO-00pa30BaTEIbHYIO CPely YHUBEPCUTETA.

[Tepedens mporpaMMHOTO 0OECIICUCHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe oOecredeHre TUCUMIIIMHBI JIS JIMI C OrPAHMYEHHbIMU
BO3MOKHOCTSIMH 310POBbSI 1 HHBAJIN/10B

OcBO€HHE NUCLUIUIMHBI JIMIIAMU C OTPAHUYEHHBIMH BO3MOXXKHOCTSMH 370POBbS U MHBAJIHMIAMHU
OCYILECTBIIAETCS C UCIIOIB30BAHUEM CPEIACTB 00ydeHHs OOIIETO U CHEIMAIbHOIO Ha3HAUYCHHUS.

[Tpu 3aHATHAX ¢ 0OYYAIOLIUMUCS ¢ HAPYIIEHHSIMH CJIyXa MPEIyCMOTPEHO UCIOIb30BaHHUE 3BYKO-
YCUJIMBAIOIIEH anmapaTypbl, MyJIbTUMEIUHHBIX CPECTB U PYTUX TEXHUUYECKUX CPEACTB MpueMa/mepena-
i yueOHOM nH(pOpMaIuu B JOCTYMHBIX (hopMax, MOOUILHOM CUCTEMBI IIPENoIaBaHus 11 00yJaronIXcs
C MHBAJIMIHOCTBIO, MOPTATUBHON MHIYKIITMOHHOW CUCTEMBI. YdeOHas ayIuTOPHsl, B KOTOPOU 3aHUMAIOTCS
oOyyaromyecsi ¢ HapylIeHUEM cllyxa, 000pylIoBaHa KOMITBIOTEPHON TEXHHKOH, ayIMOTEXHHUKOH, BHUJEO-
TEXHUKOU, SJIEKTPOHHOMU JOCKOW, MYJIbTUMEAUMHON CUCTEMOM.

[Tpu 3aHATHAX C OOYUYAIOUIUMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMH [IPETyCMOTPEHO UCIIOJIb30BaHUE B
JCKIIMOHHBIX U y4eOHBIX ayAUTOPHUAX BO3MOKHOCTH IPOCMOTPA YAAICHHBIX 00BEKTOB (HAIIpUMep, TEKCTa
HAa JIOCKE WM CJaif/la Ha 3KpaHe) MPpU MOMOILY BUACOYBETUUHUTENCH 151 KOM(GOPTHOTO IPOCMOTpA.

[Tpu 3aHATHAX C 0Oy4YaIOLIMMUCS ¢ HAPYLIEHHUSIMH OIIOPHO-ABUIaTeIbHOIO almapara HCIOJb-
3YIOTCS aJIbTepHATHUBHBIEC YCTPOMCTBA BBOAA MH(OPMAIIUU U IpYrHe TEXHUUECKHE CPe/ICTBA IprueMa/miepe-
naun yuyeOHOM MHPOpPMaH B JOCTYIHBIX (popMax, MOOMIIBHOW CHCTEMbI OOYUEHUs UIs JIIOJCH ¢ UHBA-
JUAHOCTBIO.

14. OIIeHO‘lHLIe MaTepHuajJabl  METOAUYECCKUE PEKOMEHIAUHU MO OPraHu3alluv U3y4CHUA
AUCHHUITINHBbI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB M METOANYECKUE PEKOMEH AU
I[JISI OIICHKU CTCIICHU C(i)OpMI/IpOBaHHOCTI/I n ypOBHSI OCBOCHHA SaerﬂJIeHHBIX 3a HHCHHHHHHOﬁ
KOMIIETCHITUI MCTIOJB3YIOTCS OIIEHOYHbBIE MaTepUalibl B COCTABE:

14.1.1. TecToBbIe 3a7aHUA

1. Pacnpenenénnas cucrema 3710:

-HabOp HE3aBHCUMBIX KOMITbIOTEPOB, MPEICTABIISIOUINICS UX MOJIB30BATENISIM €AUMHON 00BETUHEH -
HOM CHCTEMOM;

-Habop cepBepoB, pPadOTAIOIIMX I10]] YIIPABICHUEM CETEBOM ONEpallMOHHON CUCTEMBI,

-Habop cepBepoB M pabOYMX CTAHIMM, B3aMMOACHCTBYIOIIMX IO MOJENH KIMEHT-CEpBEp U HC-
MOJIb3YIOIIMX €IUHBIN POTOKOJ MTPUKIIATHOTO YPOBHS;

-MHO)KE€CTBO pabOUMX CTaHIMM, MOJKIIOYEHHBIX K ceTH VHTepHeT.

2. Cayx06a MpOMEKyTOUYHOTO YPOBHSI:

-pacrojaraercsi MeXxay JOKaJbHBIMU ONEPAMOHHBIMU CUCTEMaMH KOMIIBIOTEPOB U pacipeenéH-
HBIMH ITPUIIOKEHUSAMHU, MOJIEP/KUBAET MPEACTABICHUE PA3IMYHBIX KOMIIBIOTEPOB U CETEH B BUAE €IUHON
CUCTEMBI;

-pacroniaraercsi B JIOKJIbHOW OINEpallMOHHON cucTeMe M obecreurnBaeT YHU(PHUIMPOBAHHbBIN 10T-
CyI K yIaJIEHHBIM pecypcaM B ceTu MIHTepHET;

-pacrosiaraercsi B JIOKQJIbHOW ONEpallMOHHOM cucTeMe W 00eceyrBaeT JAOCTYH K CIIy>KO0aM mpu-
KJIQJIHOTO YPOBHSI C MTOMOIIIbIO €IMHOTO MTPOTOKOJIA;

-SIBJIIETCS. YacCThIO paclpeaeEHHOr0 MPUIIOKEHUSI U 00ecreunBaeT YHUBEPCAIbHbIN HHTEpdeiic
JIOCTYTIAa K pecypcam pactupeaenéHHol HHPOPMAITMOHHOM CUCTEMBI.

3. IIpo3padHOCTh B pacipeeIEHHBIX CUCTEMAX O3HAYAET:
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-COKPBITHE PACIIPENIEIEHHUS IPOLIECCOB U PECYPCOB 10 MHOYKECTBY KOMIIBIOTEPOB;

-MaCKHPOBKa PEaJIbHOI0 aIpeca KJIIMEHTA MPHU MOJIKIIIOUEHUH K CEPBEpPY;

-3aMeHa ip-ajipeca cepBepa ero JOMEHHBIM UMEHEM;

-lIEHTpaJIn30BaHHOE (OPMUPOBAHUE UACHTU(DUKATOPOM PECYpPCOB U aJAPECOB BCEX KOMIIOHEHTOB
pacripenenéHHON HH()OPMAITMOHHON CUCTEMBI.

4. BoNBIIMHCTBO COBPEMEHHBIX pacipeAeNéHHbIX HHPOPMAIMOHHBIX CUCTEM SIBJISIOTCS:

-T€TEPOT€HHBIMU MYJIbTUKOMIIBIOTEPHBIMU CUCTEMAMM; -T'€TEPOr€HHBIMU MYJIBTUIIPOLIECCOPHBIMU
CHUCTEMaMU;

-TOMOT€HHBIMU MYJIbTUKOMITBIOTEPHBIMU CUCTEMAMHU;

-TOMOT€HHBIMH MYJIBTUIIPOLIECCOPHBIMU CUCTEMAMU.

5. Kakoe u3 BbIcKa3bIBaHUM O IBYX3BEHHOU Mojenu KinueHT-cepep BepHO?

-B CHCTEeME C "TOHKHMM' KIMEHTOM B MPUJIOKECHUU-KIUEHTE peaioBaHbl (QYHKIIMH YPOBHS TOJIB30-
BaTeJIbCKOro HHTEpdeiica, a B MpUIOKEHUU-CEepBepe - GYHKLIUHU YPOBHS 00paObOTKH U JAHHBIX;

-B CHCTE€ME C "TOJICTHIM" KJIMEHTOM B MPUIIOKEHUU-KIIMEHTE pealn30BaHbl (YHKITUU YPOBHS JIaH-
HBIX, a B IPUJIOKEHUU-CEPBEPE - OCTAIbHBIC (PYHKIUH;

-B CUCTEME C "TOJICTHIM" KJIMEHTOM B MPUJIOKEHUU-KITMEHTE PeaTM30BaHbl (YHKITUU YPOBHS 00pa-
OOTKH JaHHBIX, a B IPUIOKEHUH-CEPBEPE -OCTATIbHbBIC (PYHKIINH;

-B CHCTE€ME C "TOHKHUM'" KJIMEHTOM B MPHJIOKCHUHU-KIUEHTE PeaTn30BaHbl (DYHKIIMH YPOBHS TOJIb-
30BaTeIbcKoro uHTepdeiica u 06paboTKM NaHHBIX, a B MPUIIOKEHUU-CEpBEpe - (PYHKIMU JOCTYIa K JaH-
HBIM.

6. B Tpéx3BenHoi moaenu KnueHT-cepBep cepBep MPUIIOKEHHI: -110JIy4aeT 3alpOChl OT MPUIIOXKE-
HUS-KIMEHTa U A (OpMHUPOBAHUS OTBETOB 3alpallvBaeT JOMOJHUTEIbHYI0 MHPOpPMAIHIO Y cepBepa
0a3 JaHHbBIX;

-TI0JIy4aeT 3arpochl OT MPUJIOKEHUSI-KIMEHTa U 3allpallliBaeT JAOMOJHUTENbHYI0 HHPOPMAIUIO B
cetu MHTEpHET;

-TI0JTy4aeT 3allpochl OT cepBepa 0a3 JaHHBIX U MepelaéT eMy pe3y/IbTaThl BBIYMCICHUH;

-TI0JTy4aeT 3anpockl U3 cetu MIHTepHET U coxpaHseT ux B 6a3e Ha cepBepe 0a3 TaHHBIX.

7. Kakoe u3 BbICKa3bIBAaHUM O CBSI3U KJIMEHTOB U CEPBEPOB BEPHO?

-B CJIy4ae aCUHXPOHHOM CBSI3U KJIIMEHT MOKET IPOAOJDKUTH UCIIOJHEHUE HE JOKUJASICh OTBETA OT
cepBepa;

-B CIy4a€ aCHUHXPOHHOMN CBSI3M KJIMEHT IIPHUOCTAHABIMBAECT UCIOJHEHHUE O MOJyYEHUS! OTBETA OT
cepBepa;

-B CJIy4a€ CMHXPOHHOH CBSI3U KJIIMEHT MPOJOJDKAET UCIIOIHEHNE M OCTaHABJIMBAETCS MOCIE IOy -
YEHUs1 OTBETA OT CEepBEpa;

-B CJIy4ae CUHXPOHHOH CBSI3U CEPBEP NMPOJOHKAET UCIIOJHEHUE HE3aBUCUMO OT COCTOSIHUS KJIMEH -
Ta.

8. Kakosa posp "3armymku" B mpoToKosie yaal€HHoro Bbi3oBa npouenyp (RPC)?

-3anTyiika sBJII€TCS MOIYJIEM-TIOCPEIHUKOM ITPU B3aUMOJICHCTBUM KIIMEHTA U CEpBEpa C CETEBOM
UHPPACTPYKTYPOIi;

-3armyIika sBisieTcs MOAYJIeM-QHIBTPOM, KOTOPbIH OJOKHPYET JOCTYM K CEPBEPY CO CTOPOHBI MO-
CTOPOHHHUX KJIMEHTOB;

-3anTyiika sBIseTCs MOAYJIEM-ITIOCPEIHUKOM ITPU B3aMMOJICHCTBUH KIMEHTOB M CEPBEPOB C CETHIO
WuTtepHerT; -3ariyIika sBsieTcs: IpOrpaMMHBIM HHTEpEiicoM, HCIIONIb3YEeMbIM JIJIsl TECTUPOBAHHUS MIPOTO-
kosoB cteka TCP/IP Ha mokaasHOM KOMIIBIOTEPE.

9. Ilpu nepenaue napameTpos B potokone RPC:

-cepBepy CO00IIaeTCs aipec JaHHbIX, KOTOpbIe ObUIH MepeiaHbl B COOOIICHUH U Pa3MEIleHbI B Ma-
MSITH CEPBEpa;

-cepBepy COOOIIaeTCs aipec AJAHHBIX B MAMSATH KIHEHTA;

-cepBepy coo0IIaeTcs ykasareib Ha JaHHBIC B ITAMATH KIMEHTA; -CEpBEPY COOOIIaeTCsl yKa3aTeib
Ha JJaHHBIC, CKOMUPOBaHHbBIE B Oydep oOMeHa.

10. Kakoe u3 BbICKa3bIBaHUM O MOTOK BBIMIOJHEHUSI BEPHO?

-TIOTOK BBITIOJIHEHUS TPEICTABIsAET COOON MOTOK KOMaHJ, BBIMOJHIEMBIX Ha BUPTYaJIbHOM IPO-
1eccope, MeeT COOCTBEHHBIM KOHTEKCT U MOYKET B3aUMOJICHCTBOBATH B paMKax Ipolecca ¢ JPyTruMH I10-
TOKaMH BBITTOJIHEHHS;
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-TIOTOK BBITIOJIHEHUSI SIBJISIETCS SBISICTCS CAMOCTOSTEILHBIM MIPOIIECCOM, H30JMPOBAHHBIM OT APY-
TUX MTOTOKOB U U MPOIIECCOB;

-IIOTOK BBITIOJTHEHUSI OTJIMYAETCS OT MPOLECCca TE€M, YTO €ro BHIINOJHEHHE HE MOXKET OBITh 3a0JI0KH -
POBAHO HUKAKUM JAPYTUM MOTOKOM UJIH MPOLIECCOM;

-IIOTOK BBITIOJIHEHUS CO3/1aET MOTOKH JIAHHBIX MPU B3aUMOACHCTBHH C BHEIIHUMH yCTPONHCTBAMH,
Hanpumep, npuHtepamu uian HDD.

11. B pacnpenenéHHpIX cUCTEMax MEPEHOC KOJIa 3aKIII0YAETCs B:

-TIepeHoce MpoIecca LEeIUKOM C OJHOM MalIMHbl Ha JAPYTYI0 C LEIbI0 YBEIHMYEHHUs MPOU3BOJIH-
TENbHOCTH;

-TIePEHOCE OJIHOTO WJIM HECKOJBKUX IMOTOKOB IMpPOIEcCa C OJHOW MAIIMHBI Ha JAPYIyI0 C IENbI0
YBEJIMUYEHUS OTKAa30yCTOWYUBOCTH;

-TIEPEHOCE MPOIIecca U3 ONEPATUBHOM MaMAITH BO BPEMEHHBIN (Daiiyl Ha )KECTKOM JTUCKE;

-IIEpEHOCE KOIUU IPOLiecca C OCHOBHOIO CEPBEpA HA PE3EPBHBIN C IIEJIBI0 YBEIUYEHHUS OTKa30-
YCTONYUBOCTH.

12. Kakoe BbIcka3bIBaHHE 00 UIMEHAX CYLTHOCTEH B pacrpeeIEHHBIX CUCTEMAaX BEPHO?

-a0COFOTHOE MM CYIITHOCTH - 3TO TOCJIEIOBATEIIBHOCTh METOK, COOTBETCTBYIOIINX pedpam rpada
WMEHOBAHHUS, HAUMHAs C KOpHSA rpada UMEHOBAHNS,

-OTHOCHUTEIBHOE UMS CYIIHOCTH COJAEPXKHUT TOJIBKO HAaUMEHOBaHHE KOpHS Irpada MMEHOBAHUS U
UMs CaMOM CYIHOCTH;

-11100aJIbHOE UMS CYHITHOCTH 3aBHCHUT OT TOTO, B KAKOW YaCTHU CUCTEMBI OHO HCIIOIb3YyeTCS;

-JIOKaJIbHOE MM$ CYIIIHOCTH - 3TO TOCJIEJ0BAaTEIbHOCTh METOK, COOTBETCTBYIONIMX p&Opam rpada
MMEHOBAHHUS, 32 UCKIIIOYEHNEM KOpHS rpada MMEHOBaHUS.

13. DNS - cuctema nMeHOBaHMsI pecypcoB B ceTu MIHTEpHET oCcTpoeHa:

-110 MepapXU4ecKor MOJIENIN C €IMHCTBEHHBIM KOPHEBBIM 3JIEMEHTOM,;

-110 CETEBOM MOJIETIU CO CIIMCKOM CBsI3€il, 3aaBaeMbIX Ha cepBepax DNS;

-T10 UePAPXUYECKON MOJIETH C HECKOIBKUMHU KOPHEBBIMHU 3JIEMEHTAaMU, PACIIOIOKEHHBIMU Ha KaX -
JIOM KOHTHHEHTE;

-110 PEJISIMOHHON MOJIETN C COXPaHEHUEM JOMEHHBIX UMEH B TaOnuax 6a3bl JaHHBIX.

14. OcoGenHocTs anropurma Kprctnana CHHXpOHH3AIMKA YaCOB COCTOUT B CIIEIYIOLIEM:

-KJIMEHT 3allpallliBaeT 3HaueHUE BPEMEHHU y cepBepa U yCTaHABIIMBAET JIOKATbHOE BPEMS C YIETOM
BpPEMEHH MEPECHUIKH 3a1poca, OTBETa U 00pabOTKH 3arpoca;

-B KaueCTBE JIOKAIbHOIO 3HAUEHUSI BPEMEHU Ha Yacax KOMIIbIOTEpa yCTaHABIUBAECTCS CpeHEe 3Ha-
YeHHE BPEMEHHU MEKy BCEMU KOMIIBIOTEPaMHU JIOKAJIbHOM CETH;

-B JIOKQJIbHOW CETH BBHIOMPAETCS OJIMH KOMITBIOTEP, KOTOPBIA COOOIIAET OCTAIbHBIM KOMITbIOTEPAM
0 CBOEM 3HAUYEHUU BPEMEHH, a OCTaJIbHbIE KOMIIBIOTEPHI 'TIOABOAAT' CBOU YaChI MO 3TO 3HAYECHHUE;

-KQK]IbIi KOMITBIOTEP CETHU IMOJTy4aeT CUTHAJIBI TOYHOTO BPEMEHHU OT aTOMHBIX YacOB, PACTIONIOMKEH -
HbiX B CERN.

15. AropuT™MBbI roJIOCOBAHUS IPUMEHSIOTCS JJIS:

-BBIOOPA OJTHOTO U3 MPOIIECCOB M0 YHUKATBHOMY HOMEPY ISl PEIICHUs 3a/1a4 yIIpaBICHHS;

-TIPUHATHUS HEKOTOPOTO pelieH s OOJIBITMHCTBOM MPOLIECCOB;

-IIOKCKa MpoIlecca ¢ HAUMEHBIIUM WM HauOOJIBIINM UACHTU(PHKATOPOM;

-ONTUMH3AIUHU MPOMYCKHON CIIOCOOHOCTH KaHAJIOB CBS3H.

16. Permkanus NaHHBIX B PacHpeACTEHHBIX CHUCTEMax IO3BOJISCT: -TIOBBICUTh HAIEXKHOCTH U
MIPOU3BOAUTEIHHOCTD CUCTEMBIL;

-TIOBBICUTH HAAEKHOCTh XPAHEHUS U 3alIUICHHOCTh JaHHBIX;

-CHU3UTD 3aTpaThl 3a CUET TyOIMpPOBAHUS OTHUX U TEX e JaHHBIX Ha Pa3HBIX HOCHUTENSX;

-CHU3UTD NIPOU3BOJUTEIBLHOCTh CUCTEMBI 32 CYET MHOTOKPATHOTO MOBBILIEHHS HAIEKHOCTH.

17. Kakoe BbICKa3bIBaHHE 00 yrpo3ax 0e30MmacHOCTH MH(POPMAIIMK B pacrpeaeéHHbIX CHCTeMax
BEPHO:

-CoctaB yrpo3 6e3onacHoCcTH MH(QOpPMALMU B paclpeneiéHHbIX CHCTeMax IIHpe, T.K. K yrpo3am
peanu3aly aTak Ha JIOKAJIbHBIE KOMIBIOTEPHI TOOABIAIOTCS YIpO3bl peaju3aliyd aTak ¢ MPUMEHEHHUE
MIPOTOKOJIOB CETEBOTO B3aUMOICHCTBUS;

-CocraB yrpo3 6e30macHOCTH HHPOPMAIMH B pacpeeIEHHBIX CUCTEMaX TOT K€ YTO U B JIOKAJIb-
HBIX, T.K. UH()OpMAITUs XpaHUTCS U 00padaThIBacTCsl HA KOMITBIOTEPAX, @ HE B CETEBOM 00OPYIOBaHHH;
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-KonmuuectBo yrpo3 Ge3omacHOCTH MHPOPMAIIMN B paclpeAeiEHHBIX CHCTEMaX HIDKE, YeM B JIO-
KalbHBIX, T.K. B COBPEMEHHBIX KOMIIBIOTEPHBIX CETSX MPUMEHSAIOTCS O€30MacHble MPOTOKOJIbI CETEBOIO
B3aUMOJCHCTBUS,

-KonmmaecTBo yrpo3 Ge3omnacHocTd HH(OpMAIMK B pacnpenea€HHbIX CUCTeMax OOJIbIINe O CpaB-
HEHMIO C JIOKAIbHBIMHU, T.K. ITOJIb30BATENIN PACHPENCIEHHON cucTeMbl paboTaroT ¢ pecypcamu cetd MH-
TEpHET.

18. MesxceTeBoe 3KpaHHPOBAHUE B paclpeeIEHHBIX HH(POPMALIMOHHBIX CHCTEMAax IO3BOJISET:

-OCYIIECTBIATh (PUIBTPALIMIO CETEBBIX MAKETOB B COOTBETCTBUHU C IIPABUIIAMHU MTOJUTUKM Oe3omac-
HOCTU MH(OPMAITMOHHON CHCTEMBI;

-CKPBITh KO UHPOPMAIMOHHON CHCTEMBI OT U3y4E€HHUs IIPOrpaMMaMH-JEKOMITUIISTOPaMHU;

-OCYIIECTBIATH OJIOKMPOBAHUE CETEBBIX MMAKETOB, HE MPOLIEIINX MPOLEIyPY ayTeHTH(PHKALINY;

-CKpBITh OT BHYTPEHHUX 3JIO0yMBIIUIEHHUKOB CTPYKTYPY U COCTaB 3alUILECHHOHN pacrpenenéHHON
UH(POPMALTUOHHON CHCTEMBI.

19. Kakne ocHOBHBIE pa3HOBUIHOCTH VPN-coennHeHn MPUMEHSIOTCS B pacIpeeIEHHBIX CUCTE-
Max?

-Host-to-site u Site-to-site;

-Host-to-host 1 MexxcepBepHBIC BUPTYyaJIbHbIE KaHAJIBI;

-Site-to-host u Site-to-system,;

- poBaHHBIC U HE MH(POBAHHBIE.

20. OCHOBHBIM CITOCOOOM JOCTHKEHHUS OTKA30yCTONYMBOCTH SIBJISICTCS:

-IpUMEHEeHHE NHPOPMALMOHHON, BPeMEHHOHN U (PU3NYECKOi H30BITOYHOCTH;

-IPUMEHEHHE 0TKAa30yCTOHUMBBIX U KaTacTPO()OYCTOMUUBBIX IPOrPaMM U TEXHUUECKUX CPEICTB;

-IPUMEHEHHE METO/IOB pa3padOTKU HaIEKHBIX POTPaMM;

-IPUMEHEHHE TEXHOJIOIMH KIAacTePU3aLUU U MUTPALIMK IPOLIECCOB U JAHHBIX.

14.1.2. Tembl 0IPOCOB HA 3aHATHAX

[Tpenmer, nenp U comepxkanue AUCHMUILTUHBL [loHsATUS cepBep, KiueHT. V3ydueHue mpukiagHon
IPOTPaMMBI THIIA «KJIUEHT-CEPBEP» M €€ JOTMYECKHE YPOBHHU: YPOBEHD IOJIb30BATEIICKOTO HHTEpdeiica,
ypoBeHb 00pabOTKH, YPOBEHb JaHHBIX.

VYraneHnHslit BeI30B mporneayp. OOpaiienue K yaaneHHbIM 00beKkTaM. CBs3b MO-CPEICTBOM CO00-
niennii. CBsi3b Ha OCHOBE MMOTOKOB JIAHHBIX.

[Tepenoc xona (mepenoc mpoieccon). [I[porpamMmMHbIe areHTHI.

[Tonsitue cyniHocTy. [IpocTpaHCTBO UMEH. YialneHue CYIIHOCTEH, Ha KOTOpPbIE HET CCUIOK.

CuHXpoHU3aIMs ¢ TEKyIMM BpeMeHeM. CHHXpPOHM3AIHUs MPOIECCOB B PAaCHpPEACTICHHBIX CHUCTE-
Max. B3anmHoe uckitoueHue npoieccoB. PacipeneneHHble TpaH3aKIIUH.

[ToHsITHE HENMPOTHBOPEUYNBOCTH. HelmpoTHBOPEUNBOCTh, OPUCHTHPOBAHHAS Ha JaHHbIC. HenpoTu-
BOPEUYMBOCTh, OPUCHTHPOBAHHAS HA KIMeHTa. PacnipocTpanenue 0OHOBIEHUIA.

OCHOBHBIC TIOHSITHSI TEOPUH HAJEKHOCTHU.YCTOWYMBOCTh BBIYHCIUTEIBHOTO Ipoliecca. MeTosl
obecrnieuenus HanexHocTu. Pusnueckas n30bITOUHOCTh. HanexHas rpymnmoBas pacceuika. Boccranonie-
HUE TIOCJIE OLTHUOOK.

OO0mue mnoHATUS Teopuu HUHGOPMAIMOHHON O0e30macHOCTU. 3allUIleHHBIE KaHaJbl CBS3H.
KonTpons nocryna x pecypcam nuHGOpMaImOHHOW CUCTEMBI. YTIPABJICHHUE 3AIUTON.

14.1.3. 3auér

1. IlepeuncauTe 3aaa4u, peliaeMble ¢ IOMOILBIO PACIIPEAECIIEHHBIX CUCTEM.

2. KopoTko oxapakTepu3yruTe Kaxayro U3 HuX.

3. Kakoe nporpammuoe obecriedeHre OTHOCUTCS K IIPOMEXYTOUHOMY ypoBHIO? KakoBa poiib mpo-
IpaMMHOTI0 00ecCIIeueHHsl TPOMEKYTOUYHOI'O YPOBHS B paclpeieIeHHbIX CUCTeMax?

4. O0ObACHUTE, YTO TAKOE MPO3PAYHOCTH (pacmpesieieHus) U MPUBEANTE IPUMEPHI Pa3IHYHBIX BU-
JIOB IIPO3PAYHOCTH.

5. YTo Takoe OTKpbITas paclpe/ielieHHas CUCTEMA U KaKHE PEUMYIIECTBA 1ae€T OTKPHITOCTh?

6. MaciutabupyeMoCTH MOKHO JTOOUTBCSI, UCIIOJIb3Ys pa3IMuHble METOJUKH. YTO 3TO 3a MeToau-
Ku'?

7. OxapakTepu3yiTe OJHONPOLECCOPHbIE, MHOTOSIIEPHBIE U MHOTONPOLIECCOPHBIE CUCTEMBI. YeMm
MYJIbTUIIPOLIECCOPHAs CUCTEMA OTIMYAETCS OT MYJIbTUKOMIIBIOTEPHOMN ?

8. Oxapakrepu3yiiTe TOMOI€HHbIE U I'€TE€POreHHbIE MYJIbTUKOMIIBIOTEPHBbIE CHCTEMBbl. B Kakux
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Cy4asx IPUMEHSIOTCS T€ WU APYTUe MYJIbTUKOMIIbIOTEPHBIE CUCTEMBI?

9. Uto Takoe Tpex3BEHHAsl apXUTEKTypa KiIueHT-cepBep? Kakue eme apXuTeKTypbl KIMEHT-CEPBEP
OBIBAIOT?

10. Mozaenb B3aMMOJIEUCTBUSA OTKPBITHIX CUCTEM. YPOBHH, UX Ha3HAYEHUE U MOPSIOK B3aUMOCH -
CTBUS.

11. Ynanennslii BbI30B npoueayp. KakoBo ero npuMeHeHue B pacnpee€HHbIX cucTema?

12. B uém cocTouT OTIMUME OOpaleHus K yAaJeHHbBIM 00BEKTaM OT yIaJIEHHOTO BBI30BA IMpOIe-
nyp?

13. Kakwue cymecTByIOT MpoOIeMbl Tiepeaud MOTOKOB JaHHBIX MEXKIY YaCTSIMU paclpeaeeHHbIX
MIPUITIOKEHUI?

14. Onumure pazauuue MEKIy COXpAaHHOW M HEPE3UIEHTHOM CBA3bIO, a TaK K€ pa3Muue MEXay
CUHXPOHHOM Y aCHHXPOHHOM CBSI3bIO.

15. OnumuTe, KaK peanusyercs CB3b 0e3 00pa3oBaHUsI COCTUHEHHSI MEKIy KIMEHTOM U CepBe-
POM IIPU MCTIOJIb30BAHUU COKETOB. OTMUILINTE, KaK pealin3yeTcs CBSA3b MEXAY KIMEHTOM U CEpBEPOM ¢ 00-
pa3oBaHUE COCAMHEHMUS.

16. TloscHuTe paznuuue MEXIy MNOHSATHUSIMHU MPOLECCHhl MOTOK BhIMOJHEHWS. Kak MHOromo-
TOYHOCTH MOXKET UCIOJIb30BAThCS B KIIMEHTCKUX U CEPBEPHBIX MPUIIOKESHUSIX?

17. Ins yero MokeT UCTOJIb30BaThCA MEPEHOC KOIA B paclpeaeieHHbIX cuctemax? Kakue Mmoaenu
nepeHoca Koja CyuecTByoT?

18. [aiite onpeneneHrne TEpMHUHY MPOrpaMMHbIA areHT. Kakue TUIbl TporpaMMHBIX areéHTOB CY-
LIECTBYIOT?

19. JlaiiTe onpeneneHne TEpMUHAM UMS, HACHTH(PUKATOP U afpec CymHocTu. [IpuBeaure npume-
juse

20. Yrto Takoe mpoctpaHcTBO uMeH? [lpuBeaure nmpumep mpocTpaHcTBa MMEH. Kakue BapuaHThI
00BeTMHEHUS IPOCTPAHCTB UMEH CYIIECTBYIOT?

21. B 4ém cocTouT npoueaypa paspenieHus uMeHn? ONUIINTE BAPUAHTHI pa3pelieHrus UMEH Ha
npumepe ciryxos1 DNS.

22. Kakue mpoOieMbl UMEHOBaHUS MOOWIBHBIX CYHNTHOCTEH cymecTByioT? Kakme momxombl K
MMEHOBAHUIO MOOWIILHBIX CYITHOCTEH CYIIECTBYIOT?

23. JIns gero HeoOXoaMMa CMHXPOHHU3AIMS YacOB B pacrpeneieHHoi cucreme? ONMUIIMTE ajiro-
put™m Kpucruana u anroputm bepkiu.

24. PackpoiiTe MOHITHE Jorudeckue yachl. Onummure anroput™ Jlammopra.

25. Jlnst yero HEOOXOMUMBI ANTOPUTMBI ToI0cOBaHU? OMUIIMTE HECKOIBKO aITOPUTMOB TOJIOCO-
BaHUS.

26. lns yero HeOoOXOIMMO B3auMHOE HCKIoueHHe? ONMIIUTE IEeHTPATU30BaHHBIA aJTOPUTM U
AJTOPUTM MapKEPHOTO KOJbLIA.

27. Haiite omnpeneneHue perutvkaiuu. B 4€m cocTouT mpobiieMa HEeMpOTUBOPEUYUBOCTH MPH pe-
mnkanuu? Kak 3Ta mpo6iieMa MoXkeT OBITh pereHa?

28. Packpoiite nonstue otka3. IIpuBenure npumMepsl. Packpoiite NMoHATHE OTKAa30yCTONYMBOCTb.
Kakum 06pa3oM n30bITOYHOCTH MO3BOJIAET 00ECTICUNBATh OTKA30yCTOMYUBOCTh CHCTEM?

29. JlaiiTe ompeneneHne TepMUHAM KOH(UIEHITMATBHOCTD, IEIOCTHOCTh M TIOCTYITHOCTH UH(DOP-
Maruu. C MOMOIIBbIO KaKUX YI'PO3 3TH CBOWMCTBA MH(OpPMAIIMK MOTYT ObITh HapyiieHbl? [IpuBenure npu-
MEpBHI.

30. Kakumu cpencTBaMu MOTYT OBITh 3alIUIICHBI KAHAJIBI CBSI3HM B PACIIPECIICHHBIX CHCTeMax?

31. IIpotokon Kerberos Haznauenue. Dtamnbl OIydeHUs TOCTyIA K pecypcam.

14.1.4. Bonpocs! AJ151 NOATOTOBKH K NPAKTHYECKUM 3aHATHAM, CEMHUHAPaM
JIByx3BeHHas U TpEX3BEHHAsi MOAETH "KIIMeHT-cepBep”
Cas13b mocpencTBoM cooOuieHnit. CBsi3b Ha OCHOBE IMOTOKOB JIaHHBIX.
[Tepenoc xona (mepeHoc mpoIeccoB).
[Tonstue cymuoctu. iMeHOBaHME CYyIIHOCTEN. YaJleHHEe CYLITHOCTEN, HA KOTOPBIE HET CCHUIOK.
B3anmHoe uckiroueHue mpoueccoB. PacrpeneneHnbpie TpaH3aKIyy.
YCrounBOCTh BBIYMCIUTEIBHOTO Mporiecca. MeToipl o0ecredeHus: Ha1e)KHOCTH.
YCTOMYMBOCTD BBIYUCIUTEIBHOTO TIpoiiecca. MeTobl o0ecreueHus: HaJeKHOCTH.
[Tpotokon 6e3onacHoctu Kerberos. Texnomorun VPN
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14.1.5. Tembl 1a00paTOpHBIX padoT
YcraHoBKa, HACTPOMKA M UCTIIOJIB30BaHKE MPUKIIATHBIX CITYKO ceTu MHTepHeT.
ITpoToKOMIBl TPaHCIOPTHOTO YPOBHA. CHHXpOHHAs U aCHHXPOHHASI CBSI3b.
TexHomoruu BUpTyasibHOUM MH(MpacTpyKTyphl. [lepeHoc koma ¢ MOMOIIBIO BUPTYadbHOU HHOpaA-

CTPYKTYpBL.
CucteMbl IMEHOBAaHHUSI PECYPCOB CETH. YCTaHOBKA, HACTPOMKA M MCTIOIb30BaHMe cy>kOb1 DNS.

14.2. TpeOoBaHuS K OLIEHOYHBIM MaTepPHAJIAM VISl JIUI] ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMMU
310POBbS1 1 HHBAJIH/I0B
Jis aui ¢ orpaHMYEHHBIMUA BO3MOKHOCTSIMU 3/I0POBBSI M1 MHBAJIUIOB MPEITyCMOTPEHBI TOTOTHH -
TEJIbHBIC OLICHOYHbIE MaTepUalibl, IEPEUCHb KOTOPBIX yKa3aH B Tabmuie 14.
Tabmuua 14 — JlononHUTENbHBIE MaTepHallbl OLIEHUBAHUS ISl JIMI C OTPAaHUYEHHBIMH BO3MOXXHOCTSIMU
310POBbsI U HHBAJIUIOB

Kareropun Bunbl 10NOMHUTEIBHBIX OLEHOYHBIX @DopMbI KOHTPOJISI U OLIEHKU
00y4JaroLXCst MaTepHasoB pe3ynbTaToB 00y4eHus

TecTbl, MUCEMEHHBIE CAMOCTOSITEIIEHBIC
paboThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE pabOTHI

[IpenMy11eCTBEHHO MMCHMEHHAs
IIPOBEpKa

C napyueHusmMu
ciyxa

C napymenussimu | CobecezioBaHHe 10 BOIpocaM K 3a4eTy, | [IpenMyIecTBeHHO YCTHas MPOBEpKa

3peHus OTIPOC IO TEPMUHAM (MHIMBUAYATIBHO)
C HapymeHus MU Pemienne AuCTaHIIMOHHBIX TECTOB,
OTIOPHO- KOHTPOIbHBIC Pa0OTHI, MUCbMEHHbIE | [IpenMylnecTBeHHO AUCTaHIIMOHHBIMU
ABUTATCIIBHOT'O CaMOCTOATCIIBHBIC pa60TI)I, BOIIPOCHI K METOaaMU
ammapata 3a4ery
C orpannuenusiMu 1o | TecTbl, MUCbMEHHBIE CAMOCTOSATEIbHBIE [IpenmyiiecTBEHHO MPOBEPKA
O0IIeMeTUITUTHCKIM paboThI, BOTIPOCHI K 34Ty, METO/IaMH UCXOJISl U3 COCTOSHHUS
IIOKa3aHUusIM KOHTPOJIbHBIC pa6OTI)I, YCTHBIC OTBEThI o6yan0merocsl Ha MOMCHT IIPOBCPKU

14.3. MeTroauyeckue peKOMEHIAUMH 110 OLEHOYHBIM MATEPHAIaM 1JIsl JIML C OTPAHUYEHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

Jnis nui ¢ orpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBBSI M MHBAIUIOB TPEAYCMATPHUBACTCS JI0-
cTynHas (hopMma MpeoCTaBICHUS 3aJaHUH OLIEHOUYHBIX CPEJICTB, @ UMEHHO:

- B reyaTHou (opme;

- B IeYaTHOU (popMe C YBETUUEHHBIM MPUDTOM;

- B (hopMe INIEKTPOHHOTO TOKYMEHTA;

- METO/IOM YTEHUS ACCUCTEHTOM 33/IaHUS BCIYX;

- IIPEJOCTABIICHUE 3a/1aHUs C UCTIOJIb30BAaHUEM CYpPJIOTIEPEBO/IA.

Jluam ¢ OrpaHMYEeHHBIMH BO3MOXHOCTSIMU 3/I0pOBbsI M MHBAJIMJAM YBEIMUYUBAETCS BpeMs Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. i1 TakKuxX 00y4aroImuxcsi MpeycMaTpruBaeTCsl TOCTYII -
Hast (popMa MpeoCTaBICHHs OTBETOB Ha 3a/1aHUs, @ UMEHHO:

- MMCbMEHHO Ha OyMmare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIb30BAHUEM YCIIYT ACCUCTEHTA;

- MIPEJICTABICHUE OTBETOB YCTHO.

[Tpouenypa oueHUBaHUS Pe3yJIbTATOB OOYUYEHHUS JIUI] C OIPAHUYEHHBIMU BO3MOXHOCTSIMU 3710PO-
Bbsl M MHBAJIMJOB M0 JUCLUIUIMHE MpelycMaTpUBaeT MpeocTaBieHue nHpopmanuu B popmax, aJanTH-
POBaHHBIX K OTPAHUYCHUSM X 370POBBS i BOCTIPUATHS HHPOPMALINH:

JL1s1 1ML ¢ HApyIIeHUSIMM 3PeHust:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHO! (hopMe yBEIMUEHHBIM HIPUPTOM.

JI1s1 JIMI ¢ HApyIIeHUsIMM CJIyXa:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;
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- B Ie4aTHOU hopme.

JJ1s1 1M1 ¢ HAPYIIEHUSIMM OTIOPHO-IBUTaTEJLHOI0 anmapara:

- B (hOpMe IJIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU hopme.

HpI/I HeO6XOI[I/IMOCTI/I JJIg JIAL € OTPpaHUYCHHBIMU BO3MOKHOCTAMU 30J0POBbA U UHBAJIMJ0B IIPOIC-
Jypa OlICHUBAHHS PE3YJIbTATOB OOYUCHHUS MOXKET IIPOBOTUTHCS B HECKOJIBKO ITAIOB.
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