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1 | Jlekuun 18 18 36 4acoB
2 |IIpakTHueckue 3aHATHS 8 8 16 4acoB
3 | JlaGopaTopHbie pabOTHI 28 36 64 JacoB
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3.0 4.0 7.0 3.E.
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
OOy4uTh CTYICHTOB OCHOBaM TOCTPOEHHUS U KCIUTyaTallii BHIYMCIUTEIBHBIX CETEH, MPUHITAIIAM
¥ METo/aM 3alUThl HHPOPMAIMU B KOMITBIOTEPHBIX CETSAX, HABBIKAM KOMIUIEKCHOTO MPOEKTUPOBAHUSA,
MTOCTPOCHHMS, OOCTY)KUBAHUS U aHAIIN3a 3AIIUIICHHBIX BEIYUCITUTEIHHBIX CETEH.

1.2. 3agaum qMCHUNINHBI

JlaTh OCHOBBI:

—  — apXUTEKTYPHI BHIYUCITUTEIIbHBIX CETEH;

—  — IpOrpamMMHO-AINIAPATHBIX U TEXHUYECKUX CPEICTB CO3AAHUS CETEH;

—  — NPUHIUIOB MOCTPOEHUS CETeH U yNPaBICHUS UMU;

—  — HCIOJIb30BaHUS IPOrPAMMHBIX U allllapaTHBIX TEXHOJOTUM 3aIUThl CETEH;

— — METOJIOJIOTHH MPOEKTUPOBAHUS, Pa3BEPTHIBAHMSI M COITPOBOXKIACHUS OE30TIaCHBIX CETEH;
— —o0cnenoBaHUs M aHAIW3a 3aMIUIICHABIX BIYUCIUTEIIBHBIX CETEH.

2. Mecto mucuuniauebl B ctpykrype OIIOII
HuctumnuHa «3amuTta nHpopManuu B KoMrnbioTepHbIX ceTsax» (b1.5.09.02) otHocuTcs k 670Ky 1
(6a3zoBas yacTh).
[TpenmecTByOIMMU TUCHMITIMHAMY, (DOPMUPYIOIIMMHI HayaJbHbIE 3HAHUS, SBIAIOTCA: 3allura
UH(OPMaIIUHN B KOMITBIOTEPHBIX ceTsaX, MudopmaTrka, OCHOBBI HHPOPMAITMOHHON 6€30IMaCHOCTH.
[Tocnenyromumy JUCHUIUIMHAMHU SIBISIOTCS: 3aliuTa UH(QOPMALIUU B KOMIIBIOTEPHBIX CETAX.

3. TpeGoBanusi K pe3yJibTaATaAM OCBOEHMS JUCUUILIUHBI

[Tporniecc n3yueHus: AUCUUILIMHBI HAPaBJICH HAa (POPMUPOBAHUE CICAYIOMUX KOMITCTCHIINH:

— IIK-8 cnocobHOCTHIO TPOBOAUTH aHATU3 3((HEKTUBHOCTU TEXHUYECKUX U MPOrpaMMHO-arma-
PaTHBIX CPEJICTB 3aIIUTHI TEIIEKOMMYHHKAIIHOHHBIX CUCTEM;

— TIK-14 crmocoOGHOCTBIO BBIMOJIHATH YCTAHOBKY, HACTPOUKY M OOCIy>KMBaHHE, JHUATHOCTHUKY,
HKCILTyaTallli0 ¥ BOCCTAHOBIIEHUE PAabOTOCIIOCOOHOCTH TEIEKOMMYHHUKAIIMOHHOTO 000pYIOBaHUS U TIPU-
O0pOB, TEXHUYECKUX U MPOTPAMMHO-ANINIAPATHBIX CPEJCTB 3aIIUTHI TEJICKOMMYHUKAIIMOHHBIX CETEH U CH -
CTEM;

— TICK-10.5 crmocoOHOCTBIO MPOBOJUTH OIEHKY YPOBHS 3alIUINEHHOCTH W OOecreunBarh 3¢ -
(bexTuBHOE MPUMEHEHHUE CPEJICTB 3alUThl HHPOPMAIIMOHHBIX PECYPCOB KOMITBIOTEPHBIX CETEl U CUCTEM
0ecTIpOBOAHOM CBSI3U;

B pe3ynbraTe u3ydeHust TUCIUILIMHBI 00Y4aOIUICS TOJDKEH:

— 3HATh CPEJCTBA U METOJBl XPAHCHUS M Tiepeadl HHPOPMAITUH; STAIOHHYIO MOJIENIb B3aUMO-
JEHCTBUS OTKPBITBIX CUCTEM; OCHOBHBIC CTAHIAPTHI B 00JaCTH MHPOKOMMYHUKAIIMOHHBIX CUCTEM U TEX-
HOJIOTHI; OCHOBHBIE HOPMATHBHO MPABOBBIC AKTHl U HOPMATHBHBIE METOIUUYECKUE JOKYMEHTHI B 00IAaCTH
WH(POKOMMYHHKAIIMOHHBIX CHCTEM; MPUHIIMITEI TIOCTPOCHHUS 3aIIUIIICHHBIX TEJICKOMMYHUKAIIMOHHBIX CH-
CTEM; MEXaHU3MBbI peaan3allii aTak B KOMIIbIOTEPHBIX CETSX; 3allIUTHBIE MEXaHU3MbI U Cpe/icTBa obecrie-
YEHUS CETeBOM 0E30ITaCHOCTH; CPEICTBA U METO/IBI MPEIOTBPALICHUS i OOHAPYKCHHSI BTOPIKCHHIM.

—  yMeThb NPUMEHSTH 3alIUIICHHbBIE TPOTOKOJIbI, MEKCETEBbIE SKPAHbl U CPEACTBA OOHAPYKEHUS
BTOP)KCHUU TS 3aIIUTH HHPOPMAITHH B CETIX; OCYIIESCTBIATh MEPHI TPOTUBOJCHCTBYS HAPYIICHUSM Ce-
TeBOI1 0€30MaCHOCTHU C UCTIOIH30BAHUEM PA3TMUHBIX TPOTPAMMHBIX U allapaTHBIX CPECTB 3aIIUTHI B CO-
OTBETCTBHH C TPCOOBAHUSIMH HOPMATHBHO MTPABOBBIX aKTOB M HOPMATHUBHBIX METOJANYCCKUX JIOKYMEHTOB.

— BJIaJeTh HaBbIKAMU KOH(UTYPUPOBAHUS JIOKAIBHBIX CETEH, HABBIKAMHU peau3allii CETEBBIX
MIPOTOKOJIOB C TIOMOIIBIO MTPOTPAMMHBIX CPEJCTB; HABBIKAMU HACTPOMKHU MEKCETEBBIX SKPAHOB; HABBIKA-
MU MPUMCHEHHUS HOPMATHUBHO TPABOBBIX aKTOB W HOPMATHBHBIX METOAMYECKUX JTOKYMEHTOB B OOJIACTH
MH(POKOMMYHHUKAIIMOHHBIX CHUCTEM; METOJMKOM aHaau3a CeTeBOro Tpaduka; METOIUKOW aHaiu3a pe-
3yJITATOB PaOOTHI CPECTB OOHAPYKEHUS BTOP>KEHHUH.

4. O0beM IMCUMIJIMHBI M BUABI Y4e0HOI padoThI
OO61as TpyI0eMKOCTh AUCIUILINHBI cocTaBigeT 7.0 3a4eTHBIX €IMHUIBI U MIPE/ICTaBICHA B Ta0JIu -
ue 4.1.
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Tabmuma 4.1 — TpyA0eMKOCTh TUCITUILTAHBI

Bunbl yueOHO fesITeIbHOCTH Bcero uacos CemecTpsl
5 cemectp 6 cemecTp
AynuTopHbI€ 3aHATHUSA (BCETO) 116 54 62
Jlexknuu 36 18 18
[IpakTuyeckue 3aHATUS 16 8 8
JlaboparopHbie pabOTHI 64 28 36
CamocTtosiTenbHas paboTa (Bcero) 100 54 46
OdopmiieHre 0T4ETOB 110 JIA0OPATOPHBIM 46 28 18
pabotam
[TpopaboTka JIEKITMOHHOTO MaTepHuaia 30 18 12
CamocTosiTenbHOe U3yuyeHrue TeM (BOIpOCoB) 12 0 12
TEOPETUYECKOM YacTu Kypca
[ToaroroBka K NpakTUYECKUM 3aHATHUSM, 12 8 4
ceMuHapam
Bcero (0e3 ax3amena) 216 108 108
[ToaroroBka u ciava sK3aMeHa 36 0 36
OO0mmas Tpy10eMKOCTb, 4 252 108 144
3aueTHnie EanHAIIEI 7.0 3.0 4.0
5. Conepxxanue 1MCUMILTHHBI
5.1. Pa3zaesbl AMCHUIIMHBI U BUAbI 3AHATHI
Paznensl AMCUUIIITMHBL U BUABI 3aHATUIN PUBEICHBI B Tabmwmie 5.1.
Tabmuma 5.1 — Pasgensl AUCIUIUIMHEL U BUIBI 3aHITHHA
Bcero
Mpax. | Ja6. Cany. | 1COB dopMupyeMbl
HazBanus pa3aenoB IUCHUIUIUHBI Jlek., u (Ge3 e
3aH., 4 | pad., 9 | pad., q
9K3aMe | KOMIIETEHIIUU
Ha)
5 cemecTp
1 OcHOBHBIE TOHATHS UH(OPMALIMOHHBIX 4 0 8 12 24 |1IK-8
ceren
2 OCHOBBI TIOCTPOEHUS COBPEMEHHBIX JIO- 4 8 8 20 40 | IIK-8
KaJIbHBIX CETEH
3 Cpencta peaan3alud MEKCETEBOr0 6 0 12 18 36 |IIK-8
B3aMMO/ICUCTBUS
4 TlepceKTUBHBIE HAIIPABJIEHUS Pa3BU- 4 0 0 4 8 ITK-8
THS U TIPo0IeMbI UHPOPMAITMOHHBIX Ce-
Teu
Hroro 3a cemectp 18 8 28 54 108
6 cemecTp
5 OcHOBHBIE TOHATHS HH(POPMALIMOHHOM 4 0 0 4 8 [1K-14, I1K-8,
6e3omacHocTH cereit OBM [ICK-10.5
6 TexHonoruu odecrieueHus 0e€30IacHo- 8 8 12 20 48 | 1IK-14, TIK-8,
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CTH B JIOKAJIBHBIX CCTAX

IICK-10.5

BOIro BSaHMOﬂeﬁCTBHH

7 ObGecnieueHne 0€301aCHOCTH MEXKCETE- 6 0

24

22 52

I1K-14, I1K-8,
I1CK-10.5

Hroro 3a cemectp

18 36

46 108

Hroro

36 16 64

100 216

5.2. Conep:xanue pa3aesioB JMCHUILIHHBI (110 JIEKIASIM)
ConeprkaHne pa3IeoB TUCIUIUIAH (TI0 JICKITHSAM) IPUBEICHO B Tabmmie 5.2.
Tabmuua 5.2 — CopeprkaHue pa3aesaoB TUCIUILINH (TI0 JEKITHIM)

Hazsanns pas3acioB

CopneprkaHue pa3iesaoB TUCITUILIUHEI (IO
JEKIUSM)

TpynoeMkocTs,
9

dopmupyemsble
KOMIIETEHIIUN

5 cemecTp

1 OcHOBHBIE NOHATHUA
MH(POPMAIIMOHHBIX
ceren

Uctopus pazsutus cereidi 9BM. Mecto u
POJIb BBIYUCITUTENIBHBIX CETEH B COBPEMEH-
HOM Mupe. OCHOBHBIE TOHATHS U TEPMUHO-
norusi. OOIIMe MPeICTaBICHUS O BEIUHCITH-
TenbHOU ceT. O0I1ee MoHsITHE 00 HepapXu-
YECKOHM CTPYKType MpOTOKOOB. [IpuHIIMIBI
MHOTOYPOBHEBOM OpraHU3aIUH JIOKAIbHBIX
1 T100anpHBIX ceTeit DBM. Monens OSI.
CrangapTHbIe CTEKH KOMMYHHKAIIHOHHBIX
MIPOTOKOJIOB.

Cranpaptuzanus B cetsix. Knaccudukanus
BBIUUCIIUTENBHBIX ceTeil. TpeboBanus,
IIPEIbSBISIEMbIE K COBPEMEHHBIM BBIYHCIIH-
TEJIbHBIM CETSIM. METO/bI U TEXHOJIOTUHU
IIPOEKTUPOBAHUS CPEICTB TEIEKOMMYHHKA-
. CtpykTrypusanuu cetu. Ousuueckas u
Joru4eckas Tonojaoruu cereid. OCHOBHOE
KOMMYHHKAI[HOHHOE 000pYy/I0BaHHE

Hroro

ITK-8

2 OCHOBBI TOCTPOEHUS
COBPEMEHHBIX
JIOKaJIbHBIX CETen

Kondurypanuu J10KanbHBIX BEIYHCIUTEIh-
HBIX CE€TeW U MeTO/bl 1ocTyna B HUX. CTpykK-
Typa ¥ pyHKUUU JOKaJIbHBIX ceteil. Conep-
»kanue crangapta IEEE 802. bazoBble Tex-
Honorum JokamsHEIX ceTel. IEEE 802.2
Ethernet. OGopynoBaHue TOKAIBHBIX CETEH.

[TporpaMMHBbIe cpecTBa TENEKOMMYHHKA-
. CTpyKTypa porpaMMHOro odecreue-
HUs JoKaiabHOU ceTu. Kitaccudukanus mpo-
TPaMMHOTO 00eCIIeueHHsI TOKAJTbHBIX CETEH.
[TpyHIIUIIBI TOCTPOEHUS CETEBOTO MPO-
TPaMMHOTO 00€CIIeUeHHsI U CETEBBIX OIepa-
MoHHBIX cucteM. Knaccudukanus cepse-
poB. IIpoexTupoBanue cereit 9BM 1o npun
UMY «KJIHUEHT-CEPBEPY.

Hroro

ITK-8

3 CpenctBa
peanu3aum
MEXCETEBOT0

CeteBoil ypoBeHb niepeiauu JaHHbIX. [P-
anpecanus. Peann3anms MeKCeTeBOro B3au-
moneiictBus cpeacteamu TCP/IP. TTopsiaok

ITK-8

CornacoBaHa Ha noptane N2 51054




BSaHMOﬂeﬁCTBHH

pacnpenenenus [P-agpecos. OtoOpakeHnue
[P-anpecoB Ha nokanpHbIE agpeca. ARP
MIPOTOKOI.

ITpuHuune! mapmpyrusanuu B IP-ceTsx.
[Iporokonel mapmpytuzauuu. [louarue no-
MeHa. JlomeHHas agpecanus B [P-ceTsax.
DNS npoTtokosn.

ITporokon IPv6. ITpoTOKONBI TPAHCTIOPTHOTO
ypoBHst TCP u UDP.

Hroro

4 TlepcieKTUBHBIE

HaIpaBJICHUA Pa3BUTHA

¥ IPOOJIEMBI
MH(pOpPMaIMOHHBIX
ceren

CoBpeMeHHbIE TEHIEHIIUN Pa3BUTHS TEle-
KOMMYHUKAI[MOHHBIX cucTeM. MHTerparus
Pa3IMYHBIX THUIOB CETEH U CETEBBIX CIYXKO.

Bupryanusarus nHGOPMAIIHOHHBIX CHCTEM.
O0a4HbIE BEIYUCIIEHUS.

Hroro

ITK-8

Hroro 3a cemectp

6 cemecTp

5 OcHOBHEBIE TTOHATHS
UH(POPMALTMOHHON
0e30MacHOCTHU CeTer
OBM

OGecrieueHne 6€30MaCHOCTH TEJIEKOMMYHH-
KAal[MOHHBIX CBSA3EH U aIMUHUCTPATUBHbBIN
KOHTPOJIb. OCHOBHBIE MOHITHS U TEPMUHO-
JoTHsl.

TumnoBkle yrpo3sl CETEBOM 0€30MaCHOCTH.
OcHOBBHI KIaccU(UKAIIIU CETEBBIX YTPO3 U
aTak. BnusiHue yenoBeueckoro hakropa Ha
CETeBYIO O€30MaCHOCTb.

Hroro

I1K-14, I11K-8,
I1CK-10.5

6 TexHoJIOTHH
oOecneyeHus
0€30IacHOCTH B
JIOKAJIBHBIX CETAX

3aruTa TOMOJIOTUH CeTH. BUpTyaibHbIC J10-
KaJbHbIE ceTH. JloNOTHUTENbHBIE (YHKIIUU
KOMMYTaTopoB. [lepcoHabHbIC SKPaHBI.
AboHeHTCKOe H(pOoBaHHE.

3amuTa ceTeBoro Tpapuka 1 KOMIOHEHTOB
cetu. 3amuTta KomrnoHneHToB cetu oT HC/I.
besonacuocTs pecypcoB cetu. Cpeacra
UICHTHU(PHUKALNN U ayTeHTU()UKAIIIH, METO-
b1 pa3/iesIeH:s. PECypCcoB U TEXHOJIOTHHU pa3-
TpaHUYEHUS TOCTYTIA.

CucteMbl 0OHapYKeHHs U IPOTUBOJICHCTBUS
BTOp>KeHUsAIM. Kimaccudukanus 1 npuHIMITBI
(YHKIIMOHUPOBAHUS CUCTEM OOHAPYKEHUS
BTOPKEHUH

Ckanepsl 6e3onacHocTu. Kitaces! ckanepoB
0€30MacHOCTH U 0COOEHHOCTH IPUMEHEHHUS.
3amuTa OT BUPYCOB.

Hroro

I1K-14, T11K-8,
I1CK-10.5

7 ObGecnieueHue
0€3011aCHOCTH

OCHOBHBIE MEXAaHU3MBI 00ecrieueHus 0es3-
OIMMACHOCTH M yIPaABIICHHUS paclpeIeIeHHbI-

I1K-14, T11K-8,
I1CK-10.5
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MEXCETEBOTO MU pecypcamu. ObecrieueHre HaJeKHOCTU
B3aUMOJICHCTBUS uH}ppacTpykTypsl UHTEpHET.

3amuTa KaHajaoB cBsi3u B MIHTepHeT. Bubl 2

UCIIOJb3yeMbIX B IHTEpHET KaHAJIOB CBSA3H.

Hcnonb3oBaHue MEXCETEBBIX IKpaHOB. Bup-

TyaJIbHbIE€ YaCTHBIE CETH.

VYs3BUMOCTH U 3a1UTa 6a30BbIX IPOTOKOJIOB 2

u cyx0: [IpoTokomnsr mapmpytuszaruu. Ce-

meiictBo TCP/IP. Ciryx0b1 moucka. bezomnac-

HOCTb WWW 1 371€KTpOHHOM MTOYTHI.

Hroro 6
Hroro 3a cemectp 18
Hroro 36

5.3. Pa3nenbl JMCHMILVIMHBI M MEKIMCUMILUIMHAPHBIE CBSA3M ¢ 00eceYuBAKIIMMH (Peabl Ty IIUMHU)

U o0ecrieynBaeMbIMH (MOCJIETYIONIUMH) TUCHHTIHHAMU

Paznmenpl TUCHUIUIMHBI M MEXIUCIUTUTMHAPHBIC CBSI3U C 00ECIICUMBAOIIMMHU (TIPEABIAYIIIUMH) U
obecrieunBaeMbpIMHU (TTOCIETYIONTUMHA ) AUCITUTUTMHAME TIPEICTAaBICHBI B TabmuIe 5.3.
Tabmuua 5.3 — Pa3nenbl IUCIUTUTHHBI B MeXKANCIUILTMHAPHBIC CBSI3U

HanmeHoBaHNe TUCIUILINH

Ne paznenoB gaHHOM AUCHUIUIMHBL, IS KOTOPBIX HEOOXOAUMO
u3y4yeHne 00eceYMBaAIONINX U 00€CIIeUnBAaEMbIX JUCIUIUINH

1 2 3 4 5 6 7
[IpenmecTByromue TUCHUILIMHBL
1 3amura nHpOpMauu B KOMIIBIO- n . . . . n 4
TEPHBIX CETAX
2 Nndopmarnka +
3 OcHoBBI HH(POPMALIMOHHOM Oe3- N
OINaCHOCTH
[Tocnenyromue TUCIUITITUHBL

1 3ammra uHGOpPMAIUK B KOMIIbIO- N 4 n N 4 N N
TEPHBIX CETAX

5.4. CooTBeTCTBHE KOMIIETEHIIHIT, (POPMUPYEMBIX NPH U3YYEeHUU THCHHILUINHBI, 1 BUI0B 3aHSI THIi
CoOTBeTCTBHE KOMITETCHIMH, (OPMUPYEMBIX INPH W3yYCHUW IUCHUIUIMHBI, W BUAOB 3aHATHIH
npeCcTaBIeHo B Tabmwmie 5.4.
Tabmuua 5.4 — CooTBeTCTBHE KOMIETEHINH, POPMUPYEMBIX MPU W3YyYCHUH JAUCIMIUIMHBI, ¥ BUIOB 3aHS -

TUH
KommeTen Bunel 3ansaTrii
DopMBbI KOHTPOJIS

g Jlek. [Tpak. 3aH. JIab. pab. Cam. pa6.

I1K-8 + + + + Ok3aMeH, 3aluTa OT4eTa,
OtyeT no nabopaTopHoii pa-
6ote, Omnpoc Ha 3aHATUSX,
Tect

IIK-14 + + + + Dk3aMeH, 3aluTa OT4eTa,
Ot4er no 1aboparopHoii pa-
6ote, Omnpoc Ha 3aHATUSX,
Tect
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IICK-10.5 + + + + Dk3aMeH, 3aluTa OT4eTa,
Otyet no nabopaTopHoii pa-
6ote, Onpoc Ha 3aHATHSX,

Tect

6. UnTepakTBHBIE MeTOABI M (GOPMBI OPraHU3aLMU 00yYeHH s
He npenycmorpeno PVYII.

7. JlabopaTtopHble paGoThl
HaumenoBanue 1abopaTtopHbIX padoT npuBeneHo B Tabnuue 7.1.
Tabmuua 7.1 — HaumeHnoBaHue 1a00paTopHBIX paboT

Tpynoemkoctsb, | DopMupyemblie
Ha3Banus pa3zaenos HaumenoBanue mabopaTtopHbIX padoT Py ’ PMIPY
q KOMITETEHIIUU
5 cemecTp

1 OcHOBHBIE OHATHS | MozenpOBaHUE CETEBBIX YCTPOICTB U MPO- 4 I1K-8
MH(POPMALMOHHBIX TOKOJIOB B JIOKQJIbHBIX CETSX
ceren MonenrpoBaHre BUPTYaIbHBIX JTOKAIbHBIX 4

ceteit (VLAN) ¢ pasrpanndeHrneM A0CTyma K

CETEBBIM pecypcam

Hroro
2 OcHoBbl TocTpoeHus | HacTpolika moakiroYeHus y3ia K ceTu. ABTO- 4 ITK-8
COBPEMEHHBIX MaTH4eCcKas JUHaAMHYECcKasl U CTaTHYeCcKast
JIOKAJIBHBIX CETEU HACTPOMKHU CETEBOr0 MOAKIIOYCHHUS.

Crek npotokonoB TCP/IP. Ilpuknamnaeie mpo- 4

TOKOJIBI ceTH VIHTEpHET.

Hroro
3 CpencrtBa MopenupoBanue 6a30BbIX CIIYKO U IPOTOKO- 4 ITK-8
peanuzanuu JIOB MapuUIpyTU3allUH B INIOOAJIBHBIX CETSX.
MEAKCCTEBOTO bazoBsie cityx6b1 cetu Murepuer. DHCP. 4
B3aUMOICHCTBHA DNS. I[1poToKoIBbI MapIIpyTHU3AIUH.

[Tpuxnanueie cayx0bl cetu UnTepuer. Ha- 4

ctpoiika Web-, FTP-cepBepoB u cepBepa

AIEKTPOHHOM TOYTHI.

Uroro 12
Hroro 3a cemectp 28

6 cemecTp

6 TexHonoruu Pasrpannuyenue q0CTyIa K JIOKaJIbHBIM U CE- 4 I1K-14, ITK-8,
oOecrnieueHus TEBBIM pecypcaM. [[uckpennonHas u MaHJaT- I1CK-10.5
0€30I1aCHOCTH B Hasi MOJEJIN YNIPABJICHUSI JOCTYIIOM.
JIOKAJIBHBIX CCTAX WHCTpyMEHTHI 7151 UCCIIEZIOBAHUS CETH (CHU- 4

beper)

WHCTpyMEHTSI JUIsl NCClIeI0BaHUs CeTH (CKa- 4

HEepbI 0€30MTaCHOCTH)

Hroro 12
7 ObecnieucHue MexceTeBbIe SKpaHbl IIK-14, IIK-8,
6€3011aCHOCTH AHTHBUDYCHAS 3aIITHTA [1CK-10.5
MEXCETEBOI0

BuptyasnbHble yacTHbIE CETH
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BSaHMOﬂeﬁCTBHH

CucteMbl 0OHapyXeHHsI U IPEAOTBPAILEHUS
BTOPKEHUN

DLP-cucteMnl

be3omacHoCTh IMPUKIAAHBIX ITPOTOKOJIOB

Hroro 24
Hroro 3a cemectp 36
Hroro 64

8. [IpakTHYeckue 3aHATHS (CEMUHAPBHI)
HanmMeHnoBaHMe MpakTUUECKUX 3aHATHH (CEMHUHAPORB) MpUBeIeHO B Tadmmie 8.1.
Tabmuna 8.1 — HaumeHOBaHME IPAKTUUECKHUX 3aHATUH (CEMHUHAPOB)

HanmeHnoBaHMe NpakTUYECKUX 3aHATHU Tpynoemkocts, | PopMupyemblie
HasBanus paznenos
(cemuHapoB) q KOMITCTCHITUH
5 cemecTp
2 OcHoBbl noctpoenus | [IpopaboTka CTPyKTypbl KOMITBIOTEpPHOU CETH 4 ITK-8
COBPEMEHHBIX OpraHHu3aliy CETH, OTIMCAHNE XapaKTepa CBS-
JIOKAJIbHBIX CETeH  |3ed MeXIy dJIeMEHTaMH U UHPOPMAITMOHHBIX
MTOTOKOB.
Br16op o6opynoBanus 1i1sl TOKaJIbHOM CeTH 4
OpraHu3alIiHy.
Hroro 8
Hroro 3a cemecTp 8
6 cemecTp
6 TexHonoruun [TpopaboTKa CTPYKTYpbI CUCTEMBI 3aIUTHI 4 I1K-14, ITK-8,
obecrieueHus nH(}OpMAIUHU U COCTaBa CPEJICTB 3AIIUTHI B [1CK-10.5
0€301acHOCTH B KOMITBIOTEPHOM CETH.
KaJIbHBIX CETAX
floxal ce ITonroroBka JOKYMEHTOB IO CHCTEME 3alIU- 4
Tl THPOPMALIUHN B HH(POPMALIMOHHON CUCTE-
Me.
Hroro 8
Hroro 3a cemectp
Uroro 16

9. CamocrosiTeqibHas padora

Bugapl camocTosTenbHOM paboThl, TPYAOEMKOCTh U (hOpMUpPYEMble KOMIIETECHIIUU MTPEICTABICHbI B

tabmune 9.1.
Tabmuua 9.1 — Buasl caMOoCTOSATENBHON pabOThI, TPYIOEMKOCTh M JOPMHUPYEMbIE KOMIIETEHIIUN
Bunael camocrostensnon | Tpynoemkocts, | DopMupyembie
HasBanwus pasnenon a PYA ’ PMHPY DopMbI KOHTPOJIS
paboThI q KOMIIETEHIINHT
5 cemecTp
1 OcHoBHBIE [TpopaboTka JIEKITMOHHO- 4 ITK-8 Onpoc Ha 3aHITHSX,
TIOHSATHUS ro MaTepuasa Otuet o nabopa-
HH(i)?pMaHHOHHBIX O(OPMIICHHE OTHETOR 110 8 ;OpHOI/I pabore,
Tei T
cere naboparopHbeIM paboTam ce
Hroro 12
2 OCHOBBI [ToaroroBka kK mpakTuye- 8 IIK-8 3amura oTyera,
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MOCTPOCHHUS CKUM 3aHATHUSM, CEMHHA- Omnpoc Ha 3aHATHSX,
COBPEMEHHBIX pam Otuet o nabopa-
NOKANBHBIX CETEH | 1159 601Ka ekiHOHHO- 4 ’;OpHOPI paborte,
T

ro MaTepuasa ec

OdopmieHne 0TYETOB TI0 8

nabopaToOpHBIM paboTam

Hroro 20
3 Cpencta [TpopaboTka JIEKITMOHHO- 6 ITK-8 Onpoc Ha 3aHITHSX,
peanuzanuu ro MaTepuasa Otuer no mabopa-
MEKCETEBOTO OdopmiteHre 0TYETOB TIO 12 ,TrOpHOH pabore,
B3aMMO/ICHCTBUS T

3aHMMOJCHC nabopartopHbeIM paboTam ce

Uroro 18
4 TlepcnexktuBHble | [IpopaboTka JIEKITMOHHO- 4 ITK-8 Ormpoc Ha 3aHATHUSAX,
HapaBICHU ro Marepuana Tect

BUTUS U
pas Hroro 4
MPOOIJIEMBI
HMH(OPMALIMOHHBIX
ceren
Hroro 3a cemectp 54
6 cemecTp
5 OCHOBHEIC CamocrosiTenbHOE U3yye- 2 [1K-14, TIK-8, |Omnpoc Ha 3aHATHUSAX,
MTOHATHSA HUE TeM (BOMPOCOB) TEO- I1CK-10.5 Tect, Dx3ameH
MH(OPMAITMOHHON | pETHUECKOM YacTH Kypca
MTACHOCTH

6630V ?B(l)\fl [TpopaboTka JIEeKITMOHHO- 2
ceten ro Marepuana

Hroro
6 TexHonoruu [ToaroroBka k nmpakTuye- IIK-14, IIK-8, |3ammura oT4eTa,
obecneyeHus CKHM 3aHATHSIM, CEMHUHA- IICK-10.5 Onpoc Ha 3aHATHSX,
0€30IMMacHOCTH B pam Otuer no nabopa-
JIOKAJIbHBIX CETSIX TOpPHOI1 paboTe

CamocrosiTenbHOe U3yye- 6 T p 3 p ’

T, DK3aMeH

HHE TeM (BOIIPOCOB) TEO- CCT, JK3aMe

pPETHUYECKOM YacTH Kypca

[IpopaboTka JeKInOHHO- 4

ro Marepuana

OdopmiteHre 0TYETOB TIO 6

nabopatopHbIM paboTam

Hroro 20
7 ObecrieueHue CamocTosTenbHOE U3yde- 4 [TIK-14, T[IK-8, |Onpoc Ha 3aHATHAX,
0€30macHOCTH HUE TeM (BOMPOCOB) TEO- IICK-10.5 Otuer no nabopa-
MEKCETEBOI0 pETUYECKOM YacTh Kypca TOpHOI paborte,
B3aMMO/ICHCTBUS TpopaGoTKa TeKIHOHHO- 6 Tect, Dx3ameH

ro MaTepuasa

OdopmieHre 0TYETOB TI0 12

JabopaTOpHBIM paboTam

Uroro 22
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Hroro 3a cemectp 46
[ToaroroBka u cnava k- 36 DK3aMeH
3aMeHa
Hroro 136
10. KypcoBoii npoekT / KypcoBasi padora
He npenycmotrpeno PVYII.

11. PeiiTuHroBas cucremMa JJisi OlleHKH YCIIeBAeMOCTH 00yYaI0IIUXCS

11.1. banabHbIe OLIEHKH AJIsl 3JIEMEHTOB KOHTPOJIA
Tabmuma 11.1 — bayuibHBIC OIIEHKH TSI 2JIEMEHTOB KOHTPOJIS

. . MakcumanbHbIN
. MaxkcuMaTbHBIH MaxkcumaTbHBIT
DneMeHThI y4eOHOoM 0aJut 3a nepuos Bcero 3a
6amt Ha 1-yto KT ¢ | ©Oamnn 3a nepuon
NEATENbHOCTH mexay 2KT u Ha ceMecTp
Havana ceMectpa | Mexay 1KT u 2KT
KOHEIl ceMecTpa
5 cemecTp
Onpoc Ha 3aHATUSX 3 4 3 10
OTueT o mabopaTopHOi 30 30 30 90
pabote
Hroro makcumyM 3a nepu- 33 34 33 100
on
Hapacraromum ntorom 33 67 100 100
6 cemecTp
3amuTa oTyeTa 10 10 20
Ormpoc Ha 3aHATUAX 3 4 3 10
Otuet no nabopaTopHOii 20 20 40
pabote
Hroro makcumyM 3a nepu- 13 34 23 70
Oon
DK3aMeH 30
Hapacraromum utorom 13 47 70 100
11.2. IlepecyeT 62J1710B B OLIEHKHU 32 KOHTPOJIbHbIE TOYKHU
[TepecueT OamIoB B OLIEHKH 32 KOHTPOJIbHBIC TOUKH MIPEJICTaBICH B Tadmuie 11.2.
Tabmuma 11.2 — Ilepecuer 6aJUTOB B OIICHKH 32 KOHTPOJIbHBIE TOYKH
bannbl Ha 1aTy KOHTPOIBHON TOUKHU Ornenka
> 90% oT MakcuMabHON cyMMbI OamioB Ha naty KT 5
Ot 70% 1o 89% oT MakcuMaIbHOM cymMMbl OaisioB Ha naty KT 4
Ot 60% 1o 69% ot makcumasbHOM cymMmbl OaiioB Ha Aaty KT 3
< 60% oT MakcuMaabHOU cyMMbI OauioB Ha naty KT 2

11.3. [lepecyeTr cymMMbI 0A/1JI0B B TPAAMIMOHHYI0O U MEKIYHAPOAHYIO OLIEHKY

[TepecueT cymmbl Oa/IJI0B B TPaJAULIMOHHYIO U MEXIYHAPOJIHYIO OLIEHKY MpEACTaBICH B TaOiuLe

11.3.

Ta6muma 11.3 — IlepecueT cyMMbI 0aJIJIOB B TPAAUIIMOHHYIO M MEXKTYHAPOIHYIO OIICHKY

Onenka (I'OC)

Urorosas cymma 6amios,
YUUTHIBAET YCTEIIHO CAaHHBIN

Onenka (ECTS)
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O9K3aMCH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TJIMYHO)
85 -89 B (ouenb xoporiiio)
4 (xopomio) (3a4TeHO) 75 - 84 C (xopor1wo)
10-74 D (ynoBnerBopuTeIbHO)
65 - 69
3 (yZIOBJIETBOPUTENHHO) (3aYTEHO) 60 - 64 E (HoCpeAcTBeHHO)
2 (HCYROBIICTBOPHTENLHO) (HE Hwxe 60 6ammos F (HeynoBneTBOpHUTENIBHO)

3a4TEHO)

12. YueOHO-MeTOAN4YecKOe M HHPOPMALMOHHOE o0ecreYeHre JUCHMIITTHHbI

12.1. OcHoBHas JuTEpaTypa
1. TlocTpoeHue 3allMIICHHBIX KOPIOPATUBHBIX CETed [DIEKTPOHHBIA pecypc| [DIeKTpOHHBIN
pecypc]: yuebnoe nmocobue / PH. Aunnos. — Dnekrpon. man. — Mocksa : JIMK Ilpecc, 2013. — 250 c.
— Pexxum noctyna: https://e.lanbook.com/book/66472 (nara o6pamenus: 28.05.2021).

12.2. lonostHUTEILHAS JIATEPATypa
1. KoMmbproTepHBbIC CETH U CITYXKOBI YIAICHHOTO JOCTYIa [ DIEKTPOHHBINA pecypc| [DIeKTpOHHBIN
pecypc]: cnpaBounuk / O. M6e. — Dnekrpon. nan. — Mocksa : JIMK IIpecc, 2007. — 336 c. — Pexum
noctyma: https://e.lanbook.com/book/1169 (nata o6pamenus: 28.05.2021).

12.3. YueOHO-MeTOAUYECKHE MTOCOOU

12.3.1. O6s3aTeibHbIE YUeOHO-MeTOAuYEeCKH e MOCO0Uus

1. bezonacHocTh ceteit OBM [DnexktponHbIil pecype]: Metoaudeckue ykazaHus ajs jabopa-
TOPHBIX U TIpakTHyeckux padot / HoBoxpector A. K., Ilpackypun I'.A., 2014. — 99 c. [DnekTpoHHBIH pe-
cypc] — Pexum nocryma: https://disk.fb.tusur.ru/bsevm/practice.pdf (nara obpamenus: 28.05.2021).

2. besonacHocTh ceteit 9BM [DnekTpoHHBIN pecypc]: MeTtoaudeckue ykazaHus i CaMOCTOs -
TenbHOU paboThl cryneHTa / HoBoxpectoB A K., Ilpackypun I'A., 2014. — 4 ¢. [DnekTpoHHEIH pecypc] —
Pexxum noctyna: https://disk.fb.tusur.ru/bsevm/independent work.pdf (nata oopamenus: 28.05.2021).

3. besonacHocts cereit 9BM. Yacts 1 [Dnexkrponusiii pecypc]: JlabopaTopHblii mpakTukym /
HosoxpectoB A. K., I'ynseB A. U. - 2017. 92 ¢. — Pexxum noctymna: https://edu.tusur.ru/publications/7225
(mata obpamenwus: 28.05.2021).

12.3.2. YueOHO-MeTOAMYECKHE MIOCOOMS IJIs1 JIMI € OTPAHMYECHHBIMH BO3MOKHOCTSIMH 3/10POBbS H
HHBAJIMI0B

Y4eOHO-MeTOqUECKHe MaTeprabl sl CAMOCTOSTEIBHON U ayTUTOpHOM paboThl 0Oydaromumxcs
U3 YHCia JIUI C OTPAaHNYCHHBIMU BO3MOXKHOCTSIMU 3/10POBbSl U MHBAINAOB MIPEAOCTABISIOTCS B (OopMaXx,
aIalITUPOBAHHBIX K OTPAaHMYCHUSIM UX 3/I0POBbS M BOCIIPUATHUS HH(DOPMAITHH.

JI1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHust:

- B (hopMe IIEKTPOHHOTO TOKYMEHTA;

- B Ie4aTHON (hopMe YBEITMUEHHBIM MIPUGTOM.

JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH cJIyXa:

- B (hopMe IIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (hopme.

JIJ1s1 JIMI ¢ HAPYLIEHHSIMH OTIOPHO-ABHIaTeJILHOTO anmapara:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (popme.

12.4. IIpodeccuonasibHble 0a3bl JAHHBIX U HH(POPMALMOHHbIE CIIPABOYHbIE CHCTEMBI
1. http://www.elibrary.ru - HayuHast 371eKTpOHHasi OUOIMOTEKA;

2. http://www.edu.ru - BeO-caiiT cuctemsl (henepanibHBIX 00pa30BaTEIbHBIX TOPTAJIOB;

3. http://edu.fb.tusur.ru/ - o6pazoBarenpHbIN MOpTAT (PaKyabTETa 6E30MACHOCTH;

4. https://fstec.ru/ - @enepanpHas Cay)0a MO TEXHHYECKOMY M SKCTIOPTHOMY KOHTPOJTIO.
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13. MaTtepuaibHO-TEXHMYECKOE 00ecneyeHre JTUCIUILJIMHBI U TPpedyeMoe MPorpaMMHoOe
ob0ecneueHue

13.1. O0uue TpeOOBaAHUA K MATEPUAIBLHO-TEXHUYECKOMY U IIPOrPAMMHOMY 00ecrie4eHnIo
AUCHHUILIMHBI

13.1.1. MaTepuaJibHO-TeXHHUYECKOEe U IPOrPAMMHOe o0ecnevyeHue sl JIEKIIMOHHbIX 3aHATHH
Jlist mpoBeieHus 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIOBBIX M MHIAWBUYaTbHBIX KOHCYJABTALIUH, T€-
KYIIETO KOHTPOJIS M MIPOMEKYTOYHOU aTTECTAIlUU MCIOIB3YeTCs yIeOHast ayquTOPHs ¢ KOJTUIECTBOM I10-
CaZIoYHBIX MeCT He MeHee 22-24, 00opynoBaHHAs JOCKOM M CTaHAApTHOH yueOHOIl mebenbro. MeroTes
JIEMOHCTPAIIMOHHOE 000pYIOBAaHUE U YU4€OHO-HATIIAIHBIE TTOCOOMsI, 00€CTICUNBAIOIINE TEMATHUECCKUE WJI-
JIOCTPALIMHU 0 JIEKIIMOHHBIM pa3ielaM TUCIUIUINHEI.

13.1.2. MaTepuabHO-TEXHHYECKOE U MPOrpaMMHoOe ofecrieyeHne A1 NPAKTUYEeCKUX 3aHATHI
JlaGopatopus "be3zonacHoctu cereit 9BM u ceTEBBIX KOMIBIOTEPHBIX TEXHOJIOTHN"
yueOHast ayUTOpus ISl IPOBEICHHS 3aHITHI PAKTUYECKOTO THIA, yueOHast ayuTOpHUs IS TIPO-
BEJICHUS 3aHATHIA 1a00paTOPHOTO THUMA

634045, Tomckast obnacts, T. Tomck, yi. KpacHoapmetickas, 1. 146, 804 aym.

Ornucanune UMerIIerocs 000pyI0BaHUS:

- Kommerotepsr knacca ne Hike GigaByte GA-F2A68HM-DS2 revl.0 (RTL) / AMD A4-6300 /
DDR-III DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Tb Gb SATA-III Seagate (10 mr.);

- OOyuaromuii CTeH JOKaJbHbIE KoMITbIoTepHBIe ceT Microtik routerboard (2 mit.);

- VIPNET YMK «be3onacHOCTE ceTei»;

- KommyraTtop Mikrotik CRS125-24G-1S-IN (6 miT.);

- Kommstotep kimacca ve ke 15-7400/8DDR4/SSD120G;

- Aranmm3atop kabenbHbIx ceteit MI 2016 Multi LAN 350 (3 mT.);

- Arammmzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mit.);

- CepBep knacca He HIke 4XE7-4809v4/512GBRE16/L.9300-81/5T6000G7;

- Mapmpyruzarop Cisco 891-K9 (2 mr.);

- Mapmpytu3zatop Cisco C881-V-K9 (2 mr.);

- Mapmpyrtuzarop Check Point CPAP-SG1200R-NGFW (2 mit.);

- Kommutekt cienmanusupoBanHoi yueOHOW Mebenu;

- PaGouee mecto npenogaBarens.

[IporpamMmMHoe obecnieueHue:

— Cisco Packet Tracer

— Cucrema monuTOpuHTa Zabbix

— Microsoft Windows 10

— XSpider

— Amnanuzarop Tpaduka Wireshark

— Huctpubyrus Kali Linux

— Mexceresoit skpan UKC Lite

— MexcereBoiiakpanPositive Technologies Application Firewall Education

— CucreMa ananuza 3amunieHHocty cetn MaxPatrol Education

— Cucrema oOHapy>KeHHUS BTOP>KEHUN Snort

— Cucrema oOHapy>KeHHUs BTOp>KEHUN Suricata

— CpencTBo NocTpoeHMs BUPTYyalbHbIX YacTHBIX ceTeid OpenVPN

13.1.3. MaTepuabHO-TEXHHYECKOE M IIPOrpaMMHOe olecredeHue 1JIs J1a00paTopHbIX pador
Jlaboparopus "be3omacnoctu ceteit OBM 1 ceTeBbIX KOMITBIOTEPHBIX TEXHOIOTHIA"
yueOHasi ayTuTOpHsl 1715l IPOBEACHUSI 3aHATHI MPAaKTUYECKOro TUMa, ydeOHas ayauTopus Ui Mpo-
BE/ICHUS 3aHATUH JJaOOPaTOPHOTO THUIIA
634045, Tomckast obmactsb, T. Tomck, yi. KpacHoapmetickast, 1. 146, 804 aym.
Onucanue uMeronierocs 000pya0BaHuUs:
- Komnbroteps! knacca He Huxke GigaByte GA-F2A68HM-DS2 revl.0 (RTL) / AMD A4-6300 /
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DDR-III DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Tb Gb SATA-III Seagate (10 mir.);
- OOyuaromuii CTeH/T JIOKaJIbHbIE KOMITbIOTEpHBIC ceTn Microtik routerboard (2 mT.);
- VIPNET YMK «be3onacHOCTb ceTeiiy;

- KommyTtatop Mikrotik CRS125-24G-1S-IN (6 mit.);

- Komnsrotep kiacca ne ke 15-7400/8DDR4/SSD120G;

- Arammmzatop kabenbHbIX ceteit MI 2016 Multi LAN 350 (3 mt.);

- Arammzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mit.);

- Cepaep knacca He Hke 4xE7-4809v4/512GBRE16/L9300-81/5T6000G7;
- Mapmpyru3zatop Cisco 891-K9 (2 mt.);

- Mapmpyruzarop Cisco C881-V-K9 (2 mit.);

- Mapmpyrtuzatop Check Point CPAP-SG1200R-NGFW (2 mit.);

- KommiekT cnenuann3upoBaHHON yueOHOM MeOen;

- PaGouee mecto mpenogaBarens.

[IporpamMmMHoe obecrnieueHue:

— Cisco Packet Tracer

— Cucrema monuTOopuHra Zabbix

— Microsoft Windows 10

— XSpider

— Amnanusarop Tpadpuka Wireshark

— Huctpubyrus Kali Linux

— Mexceresoii skpan UKC Lite

— MexcereBoiiakpanPositive Technologies Application Firewall Education
— Cucrema ananu3za 3amunieHHocty cetu MaxPatrol Education

— CucreMa oOHapyXeHHUs1 BTOp>KeHUH Snort

— Cucrema oOHapyKeHuUs BTOpKeHu# Suricata

— CpencTBo NocTpoeHMsI BUPTYyalbHbIX YacTHBIX ceTeid OpenVPN

13.1.4. MaTrepuajbHO-TEXHMYECKOE U IPOTPaMMHOe odecredeHue IS CAMOCTOATEIbHOI padoThI
Jist caMoCTOSTeNbHOM paboThl HCMONB3YIOTCA y4ueOHbIE ayAUTOPUU (KOMITBIOTEPHBIC KJIacchl),
PacCIOJIOKEHHBIE TIO aJIpecaM:
- 634050, Tomckast o6nacTb, T. Tomck, Jlennna mpocmnexr, 1. 40, 233 ayx.;
- 634045, Tomckast obmacts, T. Tomck, yin. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast obnacTb, . Tomck, Bepmmmauna ynuna, 1. 47, 126 ayz.;
- 634034, Tomckast obmacts, r. Tomck, Bepmmanna ymuma, 1. 74, 207 aym.

CoctaB 000pyIOBaHUSA:

- yueOHas MeOelb;

- komnetoTepsl kinacca He Hke [I9BM INTEL Celeron D336 2.8['T. - 5 miT,;

- KOMOBIOTEPHI MOJKIIOUYEHBI K ceTu «VHTepHeT» U 00ecreynBaroT JAOCTYI B AIEKTPOHHYIO HH-
(hopManOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCUTETA.

[lepeyeHb MPOrpaMMHOTO 0OCCIICYCHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe o0ecnedeHne JUCHUIITHHBI VIS JIHI ¢ OTPAHHYCHHBIMU
BO3MOKHOCTSIMH 3710POBbSI M HHBAJIU/I0B
OcBO€HUE UCLUUIUIMHBI JIMIIAMU C OTPAaHUYEHHBIMH BO3MOKHOCTSMHU 3/10POBbSl U HWHBAIWJIAMU
OCYIIECTBIIIETCS C UCTIOIB30BAHUEM CPEICTB OOYyUEHHUS OOIIETO U CIICIMATIbHOTO HAa3HAYCHUSI.
[Tpu 3aHATHAX ¢ OOYUYAIOLIUMHUCS ¢ HAPYIIEHHSIMH CJIyXa MPEIyCMOTPEHO UCIIOIb30BaHHE 3BYKO-
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YCUJIMBAIOILEH anmapaTypbl, MyJIbTUMEIUHHBIX CPEICTB U JPYTUX TEXHUUYECKHUX CPEACTB MpueMa/mepena-
yy yueOHOM HH(POPMaIUK B TOCTYIMHBIX (hOpMax, MOOUIIEHON CUCTEMBI MPEOIaBaAHUS I 00YJarOIINXCS
C MHBAJIUAHOCTbIO, TIOPTATUBHOM MHIYKIIMOHHOM CHCTEMBI. YueOHas aymuTopusi, B KOTOPOH 3aHUMAIOTCA
oOyJaromuecs: C HapylIeHUEeM Cyxa, 000pyJI0oBaHa KOMIBIOTEPHOW TEXHUKOM, aymMOTEXHUKOH, BHJIEO-
TEXHUKOMU, SJIEKTPOHHOU JOCKOU, MYJIbTUMEAUMHON CUCTEMOM.

ITpu 3aHATHAX ¢ OOYYAIOUIMMHUCS € HAPYLIEHUSIMH 3PEHUSIMH IIPEIYCMOTPEHO HCIIOJIb30BAaHUE B
JICKIIMOHHBIX U Y4EOHBIX ayAUTOPHUIX BO3MOKHOCTH IPOCMOTPA YAAICHHBIX OOBEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WM CJIaiiia Ha SKpaHe) Py MOMOIIM BUACOYBEINIUTENEH A1 KOM(POPTHOTO IPOCMOTpA.

[Tpu 3aHATHAX ¢ O0YYaIOUIMMHCS ¢ HAPYUIEHUSIMM ONOPHO-ABUIaTeJbHOI0 aNNapaTa HCIoJib-
3yI0TCA albTEepHATUBHBIEC YCTPOHCTBA BBOJIA MH(OPMALIMK U IpYTHe TEXHUUECKUE CPENICTBA ITpreMa/nepe-
naun yuyeOHOM MHpOpMaIu B JOCTYIHBIX (popMax, MOOMIIBHOW CHCTEMbI OOYUEHUs JUIs JIIOJeH ¢ UHBaA-
JUIHOCTBIO.

14. OueHouyHble MaTepUAJIbI U METOAMYECKHE PeKOMEHIAIUH 110 OPraHU3aluu U3yYeHHUs
AUCHUTLTHHBI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB U METOANYECKUE PEKOMEH AU
Jiis onleHKH cTeneHr C(hOPMHUPOBAHHOCTH U YPOBHSI OCBOCHHS 3aKPEIUICHHBIX 32 JHCLUIUIMHON
KOMIICTCHITUI MCTIOJB3YIOTCS OLICHOYHBIE MaTepUalibl B COCTABE:

14.1.1. TecToBble 3agaHus

1. ITo macmTaly KOMIBIOTEPHBIE CETH MOPA3ALIISIOTCS Ha

a) 3Be371000pa3HbIe, KOJIbIIEBBIC, ITTHHBIC

b) onHOpaHTOBBIE U CETH "KIMEHT-cepBep”

C) IPOBOJIHBIE M OECTIPOBO/THBIE

d) nokanbpHBIC U INI0OATLHBIE

2. 3agaueii kakoro ypoBHsi mozaenu OSI sBisieTcs ynpaBieHHE JAOCTYNIOM K Cpelie B CeTsiX, IOo-
CTPOEHHBIX Ha OCHOBE pa3JeNsieMOl cpebl?

a) IPUKJIATHOTO

b) cereBoro

C) KaHAJILHOTO

d) dusmnueckoro

3. Kakoe MUHHUMaJIbHOE KOJIMYECTBO YpOBHEH MPOTOKONOB (B TepmMuHax moaenu OSI) momxHb
NOJIEPKUBATh MapIIPYTU3aTOPBI CETEN ¢ KOMMYTAIUEN MaKETOB?

a)l

b) 2

c)3

d) 4

4. K tpancnoptHoMy ypoBHIO Mojien OSI oTHOCATCS MPOTOKOJIBI:

a) IP, RIP, OSPF

b) SSL, TLS

c) SMTP, IMAP, POP3

d) UDP, TCP

5. Ilo kakoii npuunHe B mpotokone RIP paccrosHue B 16 X0NmoB MeX1y CETIMM NOJaraeTcsi HeJo-
CTHKUMBIM?

a) 1oJie, OTBEACHHOE AJI XpAaHEHUS 3HAUEHUS pacCTOSHUSA, UMEET JUIMHY 4 IBOUYHBIX pa3psaa

b) 1u1st osTydeHus: MPUEMIIEMOTO BPEMEHH CXOAUMOCTH aJlfOpUTMa

C) ceTH, B KOTopbIX padoraet RIP, penko ObIBatOT GOIBIIUMU

d) Tabnuiel MapIIPyTH3aUU HE MOTYT XpaHUTh OoJbiie 16 3amuceit

6. Uro nyxHo caenatb Ha DHCP cepBepe 4ToObI HCKIIIOUUTH BblIady omnpeaeneHHoro IP aapeca
W3 CYIIECTBYIOIIETO TUana3zoHa’?

a) co3nars auana3oH IP agpecos

b) cozagare napamerp DHCP

¢) co3marbk obmacts DHCP

d) cozmate uckmodenue nis [P agpeca

7. Kak Ha3piBaeTcsi 00bekT Active Directory, KOTOpbIii XpaHUT MH(OpMAIMIO 00 YUeTHBIX 3alu-
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csiX, OOIIMX pecypcax, NoJApa3AeIeHUAX ?

a) CETEBOM JIOCTYII

b) karayor

C) mamnka

d) nomen

8. Kakoit mpoTOKOI HCTIONB3YeTCs IS JOCTYIIA K ciyk0e katainoro AD?

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

9. KomnbroTep, 3aHUMAIOLIMICS 00CTY)KMBaHUEM CETH, YIpaBJICHHEM Iepeaadeii cooOIeHH, 1
MPEOCTABIAIOMNN YAaJEeHHBINA JOCTYII K CBOUM pecypcaM, Ha3bIBaeTCs

a) xabom

b) cepsepom

) paboueii cTaHITHEH

d) xoctom

10. MeTox mepenaun JaHHBIX, IPU KOTOPOM JIaHHBIC MEPECHUIAIOTCS B JIBYX HANPABICHUSX OJI-
HOBPEMEHHO, Ha3bIBACTCH ...

a) CUMIUICKCHBIM

b) nymiaeKCHbIM

C) CUHXPOHHBIM

d) momymymnieKkCHBIM

11. AHanu3 3aUUIIEHHOCTH - 3TO ...

a) BBIOOp 00OCHOBAaHHOTO HaOOpa KOHTPMEP, MO3BOJISIOMIUX CHU3UTh YPOBEHb PUCKOB JI0 TIPUEM-
JIEMOM BEJIMYUHBI

b) He3aBHCHMas IKCIEPTHU3a OTACIBHBIX 001aCTe (PYHKITMOHUPOBAHUS MTPEATPUSITH

C) mpotueaypa ydeTa JeHCTBUH, BHITTOTHIEMBIX TIOJIh30BaTEIeM Ha MPOTSHKEHUU CEaHca I0CTYIa

d) mouck ys3BUMBIX MeCT UH(POPMAITMOHHOW CHUCTEMBI

12. Bo3neiicTBuE Ha CUCTEMY C LIETbIO CO3JaHMs YCIOBUM, IIPU KOTOPBIX JIEraJIbHBIE M0Ib30BaTE-
JIM CUCTEMBI HE MOTYT MOJIY4YUTh JOCTYI K MPEAOCTaBIsEMbIM CUCTEMON pecypcam, JTU00 3TOT JOCTYI 3a-
TPYIHEH.

a) DoS-araka

b) HeCaHKIIMOHUPOBAHHBIN TOCTYII

C) HE3aKOHHOE HCII0JIb30BaHUE MPUBUIICTUN

d) nmporpamMmHas 3aknaaka

13. TIporpamMmMHO€ CpeACTBO IS YIAJIEHHON WM JIOKAIBbHON JUArHOCTUKU PA3IMYHBIX 3JIEMEHTOB
CETH Ha MPEIMET BBISIBIICHUS B HUX PA3IMYHBIX YSI3BUMOCTEH.

a) areHT 0e30MmacHOCTH

b) monuTHKa 6€30MaCHOCTH

C) CPENCTBO JIeJeTUPOBAHUS aAMUHUCTPATUBHBIX MTOJIHOMOYUN

d) ckanep GezomacHOCTH

14. ... - mporecc OIOKMPOBKH BBISIBICHHBIX BTOPKCHHIA.

a) aHaJIM3 3alUIICHHOCTH

b) oOHapy)eHHUE aTaKk

C) NMpENOTBPALIEHHUE aTaK

d) aymut GezonacHOCTH

15. B xypHane ayreHTudukanuu oOHAPYKEHO HECKOIBKO 3alMCEH HEYCIICITHBIX MOMBITOK BOUTH
B CHCTEMY T0J1 yU€THBIMU 3alUCSIMH TOJIb30BaTeneil. Bo3mokHo Oblia mombITka moadopa naposei. Kakoe
CTaHJApPTHOE CPEICTBO CIEMYET UCTIOIB30BATh /ISl YMEHBIIICHUSI PHUCKA TAKOTO poja aTtak?

a) MCTOJIb30BaTh CUCTEMY OOHAPYKEHUST BTOPIKEHUI

b) meperMeHOBaTh YUETHYIO 3alTUCh a[IMUHUCTPATOPA

C) UCTIOJIL30BaTh MYJILTU(AKTOPHYIO ayTCHTHU(DUKAIIHIO

d) BKITFOUUTH OJOKMPOBKY YUETHBIX 3aIUCEH MPU OMPEeIEHHOM KOIMYECTBE HEYCIEIIHBIX MMOTIbI-
TOK perucTpanuu
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16. Ilonutuka 6e3omacHOCTH TpeOyeT COKphITUS cxembl IP-anpecannu, ucnonbp3yeMoil BO BHY-
TpeHHel cetu. Kakast u3 nepeynciaeHHbIX TEXHOIOTHI MO3BOJUT PEUIUTh MOCTABICHHYIO 3a1a4y?

a) cucTeMa OOHapyKEeHUs! BTOP)KEHU I

b) mepcoHaIbHBIN MEXCETEBOM dKpaH

c) NAT

d) aHTHBHpPYCHOE MPOTPaMMHOE 0OECTIICUCHHE

17. Texnomnorus, kotopas Ajsi 0OOHApY>KEHHS aTak MCIOJIb3YeT, HarpuMmep, oopaser [P-nakera, xa-
PaKTEPHOTO JIJIs1 KaKOH-HUOY/Ib OTIPEICTICHHON aTaKH.

a) MOHUTOP PETUCTPALTMOHHBIX (PaiiIoB

b) KOHTPOJIb 1IETOCTHOCTH

C) BBISIBIICHHE aHOMAJIbHOW JE€ATEIbHOCTH

d) ananu3 curHatyp

18. Cornacno knaccupuxanuu @CTIK Poccun, mMexcereBoi 3kpaH MpUMEHSIEMbIl Ha Joruye-
ckoit rpanune UC nnm Mexy sorudyeckumu rpanuiiamu cermentoB C, ato MO ...

a) Tuma A

b) Tuma b

c) tuna B

d) tuma I

19. Cornacno knaccugukanun @CTIK Poccun cuctembl 00HapyKeHUsI BTOP)KEHUH IEeNATCS Ha

a) YPOBHS y3J1a U YPOBHS CETH

b) BHEIIHUE U BHYTPEHHUE

C) CHMMETPHYHbIE U aCUMMETPUYHBIE

d) KoMMyTHpYyeMBble 1 HEKOMMYTHpPYEMBbIE

20. CormacHo mpo¢uiIo 3alUThl CPEJICTBA AaHTUBUPYCHOM 3amuThl TUMA «b» ycTaHaBamBaroTCs
Ha ... ”HPOPMALIMOHHON CUCTEMBI, (PYHKIMOHUPYIOIIEH Ha Oa3e BHIYUCIUTEIBHON CETH.

a) paboure CTaHIIUU MOJIh30BATEIICH

b) cepepsl

¢) pabouyro CTaHIIUIO aJIMHHUCTPATOPA

d) cepBepsl u paboune cTaHINH

21. 3amuTa pecypcoB CeTH OT HECAHKIIMOHUPOBAHHOTO UCIOJIB30BAHHUS - 3TO

a) oxpaHa 000pyIOBaHUs CETH

b) 3ammTa siapa 6€30MacHOCTH

C) KOHTPOJIb AOCTYyIa

d) 3ammra mepumerpa 6€30NMaCHOCTH

22. CpencTBo 3alMThl, 00ECTIEYNBAIOIIEE 3AUTUIIEHHOCTh HH(OPMALIUK OT YTPO3 HEJIETUTUMHON
nepesayu JaHHBIX W3 3al[UIIEHHOTO CErMEHTa CHCTEMbl MyTeM aHalu3a U OJIOKMPOBAHUS HCXOASAIIETO
Tpaduka

a) MEXXCETEBOM IKpaH

b) cpeacTBO aHTUBUPYCHOM 3aIUTHI

¢) DLP-cucrema

d) ckanep GezomacHOCTH

23. CpenctBo, pemiaroniee 3a1a9u KOHCOIUIAIMN U XPaHEeHUSI KYPHAJIOB COOBITHN OT pa3IMYHBIX
MCTOYHHKOB, a TaKXKe MMEIOIee MHCTPYMEHTHI JJIs aHalIn3a COObITUI U pa30opa MHLUACHTOB Ha OCHOBE
UX KOPPEJSAIHNHA U 00paOOTKH 1O MPaBHIaM — 3TO ...

a) DLP-cucrtema

b) cucrema oOHApYKEHHUST BTOPKEHUI

¢) SIEM-cucrema

d) ckanep 6e3omacHOCTH

24. Cnoco0 nepexBata MH(OpMaIUK, TIPU KOTOPOM Ha MAlIMHY yCTAaHABJIMBACTCS MPOrPaMMHOE
Cpe/CTBO, cobuparoiee 1 nepeaarIiee HHPOPMaIuo — 3TO ...

a) IepexBar B pa3phiB

b) ceTeBoii mepexBar

C) areHTCKUi epexsar

d) mepexBar myTeM MHTErpalui CO CTOPOHHUMU MPOIAYKTaMHU
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25. IIporpaMMHOE WM anmapaTHOE CPEICTBO, KOTOPOE OCYIIECTBISIET MOHUTOPHHT CETH B peallb-
HOM BPEMEHM C LENbIO BBISIBICHUS, IPEAOTBpAILleHUsI U OJIOKUPOBKU BPEIOHOCHOI aKTUBHOCTH.

a) MEXCETEBOU IKpaH

b) cucrema oOHApYKEHHUST BTOPKEHUI

C) CUCTEMa MPEIOTBPAILEHHS BTOP>KEHHUH

d) cpeacTBO aHTUBUPYCHOM 3aITUTHI

26. K xakum metonam cOopa JaHHBIX, HCHOJIB3YIOIIMXCS MPU ayauTe UH(OpMAIIMOHHOM Oe3omac-
HOCTH, oTHOcuTCcI MaxPatrol?

a) aHaJIU3 TOKYMEHTallUU

b) npenocTaBiIeHUE ONMPOCHBIX JTUCTOB

C) UCTOJIb30BAaHHUE CIECIMATN3UPOBAHHBIX MPOTPAMMHBIX CPEICTB

d) uHTEpBHIOMPOBAHKE

27. Kakoil U3 METOJI0B MPOBEPKH HANPABJICH Ha OIpECICHHE HAIUYHS YSI3BUMOCTU MO KOCBEH-
HBIM MpU3HaKam?

a) aKTUBHBIE 30HMPYIOLINE TPOBEPKH

b) mpoBepka 3arojIOBKOB M aKTUBHBIE 30HAUPYIONINE TPOBEPKHU

C) IPOBEPKA 3aroJIOBKOB

d) umuTanus atax

28. B kakoM pekuMe CKaHMPOBaHUs CHCTEMBbI aHanM3a 3amuiienHoctu MaxPatrol MoxxHO mpouns-
BECTH MMOA00D maposiei?

a) Audit

b) Compliance

c) PenTest

d) Pentest u Compliance

29. B xakom pexxume ¢pyHkunonuposanus [Psec mmdpyercs Bech ucxonusiit [P-naker, a 3arem ox
BCTaBJISIETCS B MOJI€ JaHHBIX HOBOTO MakeTa’?

a) TPaHCIIOPTHOM

b) TyHHEITEHOM

) B 000MX pexXxuMax

d) IPsec He ucnonb3yet mudpoBaHue

30. IIpornecc nmonyueHus: OObEKTUBHBIX KAY€CTBEHHBIX U KOJMUECTBEHHBIX OLIEHOK O TEKYIIEM CO-
CTOSIHUU UH(OPMAITMOHHOM 0€30I1acCHOCTH OpraHU3allii B COOTBETCTBUH C OMPEIEIEHHBIMU KPUTEPUIMU
U TIOKa3aTeIsIMH 0e3011acCHOCTH — 37O ...

a) BBISBJICHHE aHOMAJIbHOM J1eATENbHOCTH

b) aHaM3 3aMUIIIEHHOCTH

¢) aymuT HH(POPMAIMOHHOHN 06€30MacHOCTH

d) ycTaHOBKa CHCTEMBI 3aIUTHI

14.1.2. Dx3aMeHALIHOHHBbIE BONPOCHI

1. TunoBsie KoHpUTypaK HHHOPMATMOHHBIX cUcTeM. BiusiHue koHdurypanum nadopMamoH-
HOM cHCTeMbl Ha 0€30MacCHOCTh XPaHUMBIX, 00pabaThIBaEMbIX U ME€pelaBaeMbIX 0 CETH JAHHBIX.

2. Yrpo3sa. Ya3BUMOCTb. ATaka. B3auMOCBsA3b MEXIY STUMU NOHATUSAMU.
. Knaccugukanus yrpo3 nHpopMalnoHHOM 6€3011aCHOCTH BHIYUCIUTENIBHBIX CETEH.
. Knmaccugukanus ys3BumocTten.
. Knaccugukanus arax.
. [lepexBat nndopmanuu B cetu. UncTpymeHTsl. Cioco0bl IPOTUBOJACHCTBHS IEPEXBATY.
. Spoofing. CiocoOsI nojenku uaeHTupukatopon. Criocoosl NpoTUBOEHCTBUSA spoofing'y.
. DOS-araxu. Ocobennoctu peanmm3anuu. Criocoos! npotuBoaeiicTBus DOS-arakam.
VYHuBepcallbHble METO/bl OOecrieyeHHuss MHPOPMALMOHHONW O€30MacHOCTH KOMIIBIOTEPOB U
KOMIIBIOTEPHBIX CETEH.

10. Cnenuanu3upoBaHHbIE METOJbI oOecreyeHus] NHPOPMALMOHHON 0e30IaCHOCTH KOMIIbIOTEp-
HBIX CETEH.

11. Unentudukanus u ayreHtudukanus. OcoOSHHOCTH ayTeHTH(UKALUU MOJb30BaTeNIe B
KOMIIBIOTEPHBIX CETSIX.

12. IIpotokon Kerberos. Haznauenue. OcoGeHHOCTH (hyHKIIMOHUPOBAHUSI.

o N e NV R N
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13. Pasrpannuenue 1octyna K MHPOPMALMOHHBIM pecypcaM KOMITbIOTEPHBIX CETEH.

14. Kpunrorpaduyeckas 3ammra HHPOPMAIIUA B KOMIBIOTEPHBIX CeTAX. JlocTOMHCTBA M HENO-
ctatku. CriocoObl MPeooIeHHUsI KpUNTOr papuuecKoi 3auTsl HH()OPMAITHH.

15. Dnexkrponnas noanuchk. Haznauenue. [IpuMeHeHne 1uisi 3alMTHI CETEBOTO B3aMMOJICHCTBUSI.
IIpumepsl.

16. Ckanepsl 6e30macHOCTH. CrTOCOOBI BBISIBJICHUS YSI3BUMOCTEH B HHPOPMAIIMOHHBIX CHCTEMaX.

17. Aymut B nHGOpPMAaLMOHHBIX cucTeMax. DYHKIMN U Ha3HAYEHUE ayJUTa, €ro pojb B odecreye-
HUU WH()OPMAITMOHHON 0€30MaCHOCTH.

18. Cuctembl oOHapykeHHs BTOpxKeHUH. CHCTEeMBbI NPeOTBPAIeHUs BTOpKEHUH. MeTOTMKH BbI-
SIBJICHUS CETEBBIX aTakK.

19. CerteBble U XOCTOBBIE CHCTEMBI OOHAPYKEHHUS U TPEAOTBpAIleHUs BTOp keHui. JlocTonHCTBa 1
HEJO0CTaTKH.

20. MexcerteBble dKpanbl. Kinaccudukanus. BapuanTsl pazmerieHust MexceTeBoro skpana. Jlo-
CTOMHCTBA M HEJTOCTATKH.

21. lemunurapuzoBanHas 30Hbl. Haznauenne. CiocoObl BbIIEICHUS.

22. Knaccudukanus MeXCEeTeBBIX dKPAaHOB IO YPOBHSM 3aluIIeHHOCTH. [loka3aTenp 3aluiieH-
HOCTH, IPUMEHsIEMbIE IS Kiaccuukanuu. [IpuMeHeHre MexXceTeBbIX SKPaHOB Pa3IMUHBIX KJIACCOB.

23. Texnonorust VPN (BuptyanbsHbie yacTHbie ceTn). Haznadenne. JlocTOMHCTBAa U HETOCTATKHU.

24. OCHOBHBIE KOMIIOHEHTBI TEXHOJIOTUU BUPTyalbHBIX YacTHBIX ceTeil (VLAN).

25. Bpenonocuslie porpammel. Kimaccudukanms. Kanans! pacnpoctpanenus. Binusiaue Ha uHbOp-
MAaIMOHHBIE CUCTEMBI.

26. AuTuBHpycHBIE cpeacTBa. Knaccudukamus. MeToauku BeISBICHUS BPEIOHOCHOTO KO/a.

27. CpenctBa obecrnieuenus nHpopmarronHoit 6ezomacnoctd B OC Windows’2003. Pasrpanuue-
HUE JI0CTYIAa K JaHHbIM. [ pymnnoBas nonutuka. O6aacTb 1eHCTBUS TPYIITOBBIX MOJIUTHK.

28. OcHOBHBIE 3Tarbl pa3padOTKU 3AIUIIEHHOW KOMIBIOTEPHOH CETH.

29. IIpoGnemsl obectieueHust 0€301MaCHOCTH NMPUKIIATHBIX cepBrUcoB (Beb, mourta, FTP) u ux pemie-
HUSL.

30. dusnueckue cpeacTra odbecneueHns HHPOPMAITMOHHONW O€30MTaCHOCTH.

14.1.3. Tembl 0NIPOCOB HA 3aHATUSX

Hctopus passutus cereit O9BM. MecTo U poiib BBIYMCIUTENBHBIX CETEH B COBPEMEHHOM MUPE.
OcHoBHbI€ NOHATHS U TepMHUHOIOTHsL. OOLIMe NpeACTaBIeHUS O BHIYUCIUTENbHOM ceTH. OO01iee moHsATHe
00 MepapXu4ecKol CTPYKType MpOTOKOJOB. [IpMHIMIIBI MHOTOYPOBHEBOM OpraHU3allMM JIOKAJIbHBIX H
mobanbHbIX cereit OBM. Mozaens OSI. CrangapTHble cTeKH KOMMYHHUKAIIMOHHBIX TPOTOKOJIOB.

Crannaptuzanus B cersx. Knaccupukanus BblUMcIuTeNbHBIX ceTeil. TpeGoBaHus, nmpeabssise-
MBIE K COBPEMEHHBIM BBIUHCIUTENBHBIM CETAM. METOIbI M TEXHOJIOTHH IPOEKTUPOBAHUS CPENCTB TElle-
KOMMYyHUKanuil. CTpykTypusanuu ceti. Puznyeckas 1 Jorudeckasi Tonojaoruu cered. OCHOBHOE KOMMY -
HUKAIIMOHHOE 000PYyI0BaHUE

KoH¢uryparum J10KaJIbHBIX BBIUUCIUTENBHBIX CETed M MeTobl JocTyna B HHUX. CTpykTypa U
¢bynkuuu nokanbHbix cereil. Conepxanue cranaapra IEEE 802. ba3zoBbie TeXHOIOTMH JTOKAIbHBIX CETEH.
IEEE 802.2 Ethernet. O60pynoBaHu€ JTOKAIbHBIX CETEH.

CeteBoil ypoBeHb nepeaaun gaHHbIX. [P-aapecarus. Peanuzanmsi MeKCETEBOTO B3aMMOJICHCTBUSA
cpenctBamu TCP/IP. [Topsanok pacnpenenenus [P-agpecos. OtoOpaxkenue [P-anpecoB Ha 10OKambHBIC al-
peca. ARP nporoxkos.

ITpunuuner mapipyrusanuu B IP-cetax. IIporokonsr Mapmpyruszauuu. Ilonsatue nomena. JJomen-
Has aapecanus B [P-cetsax. DNS nporokor.

ITpotokon IPv6. IIporokons! TpancnopTHOro yposas TCP u UDP.

CoBpeMeHHbIE TEHACHLIUU Pa3BUTHUS TEIEKOMMYHHUKAIIMOHHBIX cucTeM. MHTerpanus pa3iuyHbIX
THUIIOB CETEH U CETEBBIX CIYXkO.

ObecnieueHre 6€30MaCHOCTH TEJIEKOMMYHUKALMOHHBIX CBSA3€W M aJMHUHHCTPATUBHBINA KOHTPOJIb.
OcHOBHBIE TIOHATHUS U TEPMUHOJIOTHUS.

TumnoBelie yrpo3bl ceTeBoii OezonacHocTU. OCHOBBI Ki1acCU(UKALIUK CETEBbIX YIpo3 U aTak. Bius-
HHE YeJIOBEYECKOro (hakTopa Ha CETEeBYIO O€30MaCHOCTb.

3amuTa TONoJIOruM ceTu. BupTyanbHble g0KaabHbIe ceTH. JlOMONHUTENbHbIE PYHKIIMN KOMMYTa-
TopoB. IlepconanbHble s3kpaHbl. AOGOHEHTCKOE MU pPOBAHUE.
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3ammra ceTeBoro Tpaduka M KOMIIOHEHTOB ceTH. 3amura komnoHeHToB cetu oT HC/I. bezonac-
HOCTb pecypcoB ceTH. CpencTBa uIeHTUGUKAIUMU U ayTeHTU(UKALIUK, METObI Pa3/eieHHs] PeCypcoB U
TEXHOJIOTMH pa3rpaHU4YeHUs JOCTyIa.

Cucrembl 0OHapYyXEHHSI U MPOTUBOACUCTBUS BTOp keHUAM. Knaccudukanus u npuHUIUIB QyHK-
IIUOHUPOBAHUS CUCTEM OOHAPYKEHUS BTOPKEHUI

OcHoBHBIE MeXaHU3MbI obecriedeHns 0e30MacHOCTH M YIIPaBJICHUS pacHpeesieHHbBIMU pecypca-
mu. O6ecrieueHne HaaeKHOCTH HHppacTpyKTypsl IHTEpHET.

3amnuTa KaHajaoB cBs3u B IHTepHeT. Bunbl ucnons3yeMbix B UHTEpHET KaHAIOB CBA3U. M cnomnb30-
BaHUE MEKCETEBBIX IKPAHOB. BUpTyallbHbIE YaCTHBIE CETH.

Vs3BUMOCTH | 3amuTa 0a30BBIX MPOTOKOJIOB U ciyk0: [Tporokomnsl mapmpyruzanuu. CeMencTBo
TCP/IP. Cnyx05b1 noucka. bezonacHocte WWW U 37IeKTPOHHOM MOYTHI.

Cxkanepsl 6e3omacHoCcTH. Kitacchl ckaHepoB 06€30MacHOCTH U OCOOCHHOCTH MPUMEHEHHs. 3alnuTa
OT BUPYCOB.

[IporpamMmHBbIe cpencTBa TeaeKoMMyHUKanuu. CTpyKTypa MpOrpaMMHOIO OOecreueHHs JIOKallb-
Hol cetu. Knaccudukarus mporpaMMHOTO oOecriedeHus TOKaJIbHBIX ceTed. [IpHHIMIBI TOCTPOSHUS Cce-
TEBOTO MPOTrpaMMHOI0 OOECIeUeHUsI W CETEBBIX ONepaluoHHbIX cucteM. Kmaccudukanus cepBepos.
ITpoektrupoBanue cereit OBM 1o NpUHLIMITY «KJINEHT-CEPBEPY.

Buptyanuzanus nuapopmannonssix cucteM. O0nayHble BBIYUCIICHUS.

14.1.4. Tembl J1a0opaTOpHBIX padoT

Hacrpolika noaxiroueHus y3na K ceTd. ABToMaTH4eckas JUHAMUUYECKas U CTaTUYECKas HAaCTPOM -
KM CETEBOTO IMOAKIIOYCHHUS.

Crex nporokonos TCP/IP. ITpuknaanbie mpoToKoibl ceTd MHTepHeT.

MogenupoBanue 0a30BbIX CIyK0 U MPOTOKOJIOB MapIIPYTHU3aLUHU B TII00ABHBIX CETSIX.

bazoseie ciyx6b1 cetu Murepuer. DHCP. DNS. IIpoTokonsl MapipyTu3anuu.

[Tpuknagasie cayx0n1 cetn MuaTepHet. Hactpoiitka Web-, FTP-cepBepoB u cepBepa 31neKTpOHHOM
IIOYTBI.

Pasrpannyenue gocryna K JOKaJIbHBIM M CETEBBIM pecypcaM. /[MCKpenroHHas U MaHJaTHas MO-
JIEJIN yIIPABIEHUS TOCTYIIOM.

WHCTpyMEHTHI 17151 KCClieIoBaHuUs CeTH (CHUGEPDI)

WHCTpYMEHTSI 1 UCCIIeIOBaHUs CETH (CKaHepbl 0€30IacCHOCTH)

Me:xceTeBble SKpaHbl

AHTUBUpYCHAas 3aIUTa

BuptyanbHble yacTHbIE CETU

CucteMbl 0OHapYKEHUS U NPEIOTBPAIIECHUS BTOPKEHUIH

DLP-cucremsl

besonacHOCTD IPUKIAAHBIX IPOTOKOIOB

MonenrpoBaHue CETEBBIX YCTPOMCTB U IPOTOKOJIOB B JIOKAJIBHBIX CETAX

MogenupoBanue BUpPTyaiabHbIX JIOKaJIbHBIX ceTel (VLAN) ¢ pasrpaHndeHneM J0CTyna K CETe-
BBIM pecypcam

14.1.5. 3auér
. [lonsitue cetu. TpeOoBaHus, MpeAbIBIIEMBIC K CETH.
. Kmaccudukanus cereit. [Ipusnaku knaccudukaum.
. CereBble Tonosoruu. [Ipenmyiectsa 1 HEJOCTATKU OA30BBIX CETEBBIX TOMOIOIH.
. MeToapl koMMyTanuu y3i0B cetu. [IpernMyniecTBa 1 HEAOCTATKU Pa3IMYHBIX METOJOB KOMMY-

AW N —

TalNH.

. MeToap! afipecaiu B MaJibIx ¥ O0NbIINX ceTsX. TpeOoBaHuUs K aapecam.

. OCHOBHBIE anmaparHbie U IPOrpPaMMHbIE KOMIIOHEHTBI KOMITBIOTEPHBIX CETEH

. Haznavenue u coctaB nuHuii cBsizu. HazHaueHune ka)ka0ro KOMIOHEHTA JTMHUNA CBSA3H.

. OcHOBHBIE BU/IBI Iepenaromux cpel. Mx xapakrepuctuku. OrpaHuyeHus Mepeaaroninx cpes.
9. bectipoBoanas M cBsizu. CocTaB ob6opynoBanus. [loHsTHe KaHana.

10. CereBas monens OSI. Haznauenue. YpoBHU B3aUMOAEHCTBUSL OTKPBITBIX CUCTEM.

11. Crangaptuzanus cereid. [Ipoext 802.x.

12. MeTozpl JOCTYyIIA K cpefie epelaun JaHHBIX.

13. ITonstue npotokona u uarepgeiica. Cteku mpoTokoaoB. CTaHAAPTHBIE CTEKH IMTPOTOKOJIOB.

0 3 N DN
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14. CereBas apxurektypa Ethernet. ba3osblii crannapt. KomnoHeHThI peanu3anuy Ha GU3NIECKOM
YpOBHE.

15. Crpykrypa kaapa trexuonoruu Ethernet. Texnonorust VLAN. Cranpapr IEEE 802.1q.

16. CereBas apxutekrypa Token Ring.

17. CereBas apxurextypa FDDI.

18. O6opynoBanue JIBC. [TpuHIunser paboThl KOHIIEHTPATOPOB, MOCTOB, KOMMYTAaTOPOB.

19. CereBble onepannoHHbIe CUCTEMBI. TpeOoBaHus, npeabsBisieMbie K ceTreBbiM OC.

20. ba3zoBbie TPUMHUTHUBHI TIEPEIaYX COOOIICHUN B PacTIpEICIICHHOW CETH. BhI30B yIaleHHBIX MTPO-
uenyp. Mexanusm COKETOB.

21. CeteBsie (daitnoBeie cucteMbl. CeMaHTHKa pasencHus (anios.

22. Ciryx0b1 nMeHOBaHUs pecypcoB. Ciryk0a kaTaaoroB. JJoMeHHBIH MOIXO.

23. Cnyx0a karanoroB Active Directory. Yrnpasnenue o0beKTaMu ceTH. [ pylmoBbI€ MOTUTHKH.

24. 3agaun MOCTPOCHUS OOBETUHEHHBIX CETCH.

25. T'mob6anbnas cetb HuTepHer. [loctpoenue. OcHoBHBIe TOHATHSA. CeMEHCTBO MPOTOKOJIOB
TCP/IP u ero poJib B MOCTPOCHUHU TTI00aTIBHBIX CETEH.

26. Crex npotokonoB TCP/IP. O6macts npumeHeHuss. OCHOBHBIE XapaKTEPUCTUKH.

27. Tunel agpecoB, npuMeHsieMbIX B ceTh MHTepHeT. Haznauenue. TexHonorun paspemeHus an-
pecoB.

28. IP-anpeca. Knaccsl IP-cereii.

29. IP-aapeca. Texnonorust CIDR. ITonsitue ceteBoro npedukca.

30. O6opynoBanue ' BC. KpaTkas xapakTeprcTuKa 1 Ha3HAUCHHE.

31. Crpykrypa cetu MIHTEpHET. ABTOHOMHBIE CUCTEMBI U MaructpaibHble CeTU. TUIbI TPOTOKO-
JIOB MapIIpPyTU3ALIUH.

32. Mapupytuzanus [P-ipoTokona. AIropuTMbel MapiipyTHU3ald.

33. IIporokonsl Mapmipytuzauuu RIP u OSPF. XapakTtepucTHKy, JOCTOMHCTBA U HEJOCTATKHU.

34. IIporokon ARP. Haznauenue. [TpuHIMI GyHKITMOHUPOBAHUS.

35. IIpotoxon DHCP. Haznauenwue. [punimn GyHKIHOHUPOBAHUSL.

36. Cnyxx6a DNS. Haznauenue. [TpuHiun ¢GyHKIIMOHUPOBAHMS.

37. Ilporokomnsl TpancnopTHoro ypoBHs cteka TCP/IP. CpaBHUTENbHBIE XapaKTEPUCTUKU U TIPUH-
IIUTIBI paOOTHI.

38. IlepexBar nakeToB B JIoKadbHOU ceTH. IHCTpyMeHTBI. CTpyKTypa MaKeToB.

39. TexHonoruu «mnocyueaHeit Muany». [IporpaMMHBIi 1 anmapaTHBI COCTaB.

40. Cy>x661 WWW u FTP. IIporokonsl. Hactpoiiku cepBeproro u kiuentckoro I10.

41. Cnyx6a E-mail. IIporokonsl 31eKTpOHHOM MOYTH. HacTpoiku cepBEpHOro M KIMEHTCKOTO
I10.

42. Cnyxx6a MruoBeHHbIX cooOmieHuit Jabber. [IpoTokonbl. HacTpoiiku cepBEepHOTO M KIMEHTCKO-
ro I10.

43. Texnonoruu nepenaun roiaocoord nHopmaruu. [Iporokomnst SIP, RTP.

44. TunoBas CTPyKTypa OTKa30yCTOMYMBOIO KiacTtepa. PesepBupoBaHue JaHHbBIX.

45. OCHOBHBIE KOMaH/Ibl, HCTIOJIb3YeMbIE MTPU PAOOTE C CETHIO B PEKMUME KOMAHTHOM CTPOKH.

14.2. TpeOoBaHuS K OLIEHOYHBIM MaTepPHAJIAM VISl JIUI] ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMMU
310POBbS1 1 HHBAJIH/I0B

Jis aui ¢ orpaHMYEHHBIMUA BO3MOXKHOCTSIMU 3/I0POBBSI M1 MHBAJUIOB MPEIyCMOTPEHBI JTOTOTHH -
TEJIbHBIC OLICHOYHbIE MaTepUalIbl, IEPEUCHb KOTOPBIX yKa3aH B Tabmuie 14.
Tabmuua 14 — JlononHUTENbHBIE MaTepHalibl OLIGHUBAHUS ISl JIUI C OTPAaHUYEHHBIMH BO3MOKHOCTSIMU
310POBbsI 1 HUHBAJIUIOB

Kareropuu Buapl 1OTIOTHUTENBHBIX OLIEHOYHBIX DopMBbI KOHTPOJISI U OTICHKU

00yJarommxcs MaTepuaioB pe3yabTaTOB 00yUEHUS

TecTbl, MUCEMEHHBIE CAMOCTOSITEIIEHBIC
paboThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE pabOTHI

[IpenMy11ieCTBEHHO MMCHMEHHAs
IIPOBEpKa

C napyueHusmMu
ciyxa

C mapymenussmu | CobecenoBaHue 1Mo BOIIPOcaM K 3a4eTy, | [IpenMyInecTBeHHO yCTHas MpoBEpKa
3peHus OTIPOC IO TEPMUHAM (MHIMBUAYATIBHO)
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C HapymieHusiMu
OIOPHO-
JIBUTATEIBHOTO
anmapara

Pemenne MTUCTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIC pa6OTI)I, IIMCHbMCHHBIC
CaMOCTOSTENIEHBIE Pa0OTHI, BOIIPOCHI K
3a4eTy

HpeI/IMYHICCTBeHHO JUCTaHIITMOHHBIMUA
MCTOAaMM

C orpaHUYEHUSMH I10
00LIEMETUIIMHCKUM
MMOKA3aHUSIM

TecTbl, MUCEMEHHBIE CAMOCTOSITEIIEHBIC
paboThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE pa0OTHI, YCTHBIC OTBETHI

[IpenmyniecTBEHHO IPOBEPKa
METOJIaMU UCXOS U3 COCTOSTHUSI
o0yyJaromierocst Ha MOMEHT ITPOBEPKHU

14.3. MeTtonnyecKkue peKOMeHIAIMH MO OLEHOYHBIM MaTepHaIaM JUIsl JUI ¢ OTPAHHYEHHBIMHA
BO3MOKHOCTSIMU 3/10POBbSI 1 HHBAJIN/I0B

Jns mui ¢ orpaHMYCHHBIMH BO3MOXKHOCTSIMH 37I0POBbSI U MHBAIMIOB TPEIyCMAaTPUBACTCS JO-
cTynHas (hopMma MpeaoCTaBICHUS 3aJaHUH OIICHOYHBIX CPEJICTB, @ IMEHHO:

— B TIEYaTHOH (hopme;

- B IIeyaTHO! (hopMe ¢ YBEIMUYEHHBIM IPUPTOM;

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- METOJ/IOM YTEHUS ACCHCTCHTOM 3a/IaHUS BCITYX;

- NPEOCTaBJICHUE 3a/IaHUs C UCTIOJIb30BAaHUEM CYpPJIOTIEPEBO/IA.

Jlunam ¢ OrpaHWYEeHHBIMH BO3MOXXKHOCTSIMU 3/I0POBbSI M MHBAIHMIAM YBEIMYUBACTCS BpeMsl Ha
HOATOTOBKY OTBETOB Ha KOHTPOJIBHBIE BOMPOCHL. /711 TakuX 00y4arommxcs MpeayCcMaTpUBAETCs OCTYTI -
Hast popMa MpeoCTaBICHHS OTBETOB Ha 3a/1aHUs, @ UMEHHO:

- NMMCbMEHHO Ha Oymare;

— HabOp OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIB30BAHNUEM YCIIYT aCCUCTEHTA;

- IPE/ICTaBICHUE OTBETOB YCTHO.

[Ipouienypa oneHUBaHUS PE3YIBTATOB OOYYEHUS JIMII C OTPAHUYEHHBIMUA BO3MOYKHOCTSIMH 3/10PO-
Bbsl M1 MHBAIMJIOB IO JMCUHUIUIMHE TPEIyCMaTpUBAET MpeAocTaBiIeHne nHpopManuu B Gopmax, aaarnTH-
POBaHHBIX K OTPAaHHYCHUSAM HX 3[JOPOBBS U BOCHPUATHS HH()OPMALIIH:

JL1s1 M1 ¢ HApYIIEHUSIMM 3PeHust:

— B (hOpMe IITEKTPOHHOTO JIOKYMEHTA;

- B IIeYaTHOW (hopMe YBETUUECHHBIM HIPHUPTOM.

JI1s1 M1 ¢ HApYIIEHUSIMH CJIyXa:

— B (hOpMe IITEKTPOHHOTO JIOKYMEHTA;

- B Ie"yaTHOU hopme.

JL1s1 1ML ¢ HAPYIIEHUSIMHM ONIOPHO-ABUTaTeJILHOI0 annapara:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

[Tpy HEOOXOMUMOCTH /IS JIUT] C OTPAHMYCHHBIMHA BO3MOXXHOCTSIMH 3/I0OPOBbS 1 MHBAJTUIOB TIPOIIE-
Jypa OLICHUBAHUsI Pe3yIbTaTOB 00yUEHUsI MOXKET MPOBOAUTHCS B HECKOIBKO ITAIOB.
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