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Pacnipenenenne pabouero BpemeHu

Ne Bunsl yaeOHOI A€ATEIBHOCTH 7 cemecTp Bcero Enununner
Jleknuu 18 18 4acoB
JlaGopaTtopHbie paboThI 36 36 4acoB

3 KonTtpois camocTosTensHOM paboThl (KypcoBOi 18 18 4acoB
MPOEKT / KypcoBas paboTa)
4 Bcero aynutopHbIx 3aHsATHI 72 72 4acoB
5 CamocTosiTenbHas paboTa 72 72 4acoB
6 Bcero (06e3 sx3amena) 144 144 4acoB
7 OO0m1as Tpy10EMKOCTh 144 144 4acoB
4.0 4.0 3.E.

3auér: 7 cemecTp
KypcoBoii mpoekT / kypcoBast paboTa: 7 cemecTp
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P'LICC.\I()'I'DCHU 151 ();l()6pCH’d Ha 3aCCJaHuM K'd(l)C,'_lpr
nporokor Ne 12 oT « 26 » 11 2019 r
JINCT COT'JTACOBAHUA

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
ToBKH (cmermuanbHOCcTH) 10.05.03 MHpOpMannonHas 0€30MacHOCTh aBTOMATH3UPOBAHHBIX CHCTEM,
yrBepxkaeHnoro 01.12.2016 roma, paccmorpena u omoOpena Ha 3acemanuu kadenpsl KUBOBC «  »
20 ropma, mpotokos Ne
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
Llenpro mpemnonaBaHusi AUCIMIUIMHBI SBISETCS OCBOCHHME METOJOB YIPABJICHHS MPOTPAMMHBIMH
CpeICTBaMH 3alIUThI MH()OPMALIUHU, peaTu30BaHHBIMU HA OCHOBE KIHEHT-CEPBEPHON TEXHOIOTHH.

1.2. 3agaun IMCHMIIINHBI

— Tlomyuenue 3HaHMIA ¥ YMEHHIA 110 METO/IaM cOopa M ayauTa cOOBITUI WH(POPMALIMOHHON 0e3-
OIMACHOCTU B COBPEMEHHBIX CPEJCTBAX 3aALUTHI MH()OPMALIHUH;

— IlomyueHue ymMeHMI M HaBBIKOB IIEHTPAJIN30BAHHOTO YIPABICHUS KIMEHTCKUMU MOAYISIMU U
pearupoBaHMsl Ha yrpo3bl O€30M1aCHOCTH;

— Ilomyuenue 3HaHMI O MeTOHaX KOHTPOJS pabOTOCIIOCOOHOCTH M LIEIOCTHOCTH KIMEHTCKUX
MOJIYJICH CPENICTB 3aIUThl HH(OpMAIHH;

— l3ydyeHue MeTONOB KOHTPOJI M OLEHKM YCTAaHOBJIEHHOTO MPOTrPaMMHOTO M aIrmapaTHOTo
o0ecrieyeHrs1 Ha 3alUIIAEeMbIX KOMIIBIOTEpaX B JIOKAJIBHOW CETH;

— H3yuenue meTonoB oOecrieyeHHss U KOHTPOJISl aHTUBUPYCHOM 3alllUThl pabOYMX CTAHLUN B
CETH OpPraHU3aLNH.

2. Mecto mucuuniuebl B ctpykrype OIIOII
Huctununa «Yrpasnenue cpeactBamu 3amutbl nHpopmarum» (b1.B.03.03) otHocutcs k 650Ky
1 (BapuaTuBHas 4acTh).
[TpeamecTBYOMMUMI TUCIUILIHHAMH, (GOPMUPYIOIINMHU HavYalbHBIC 3HAHUS, SBISIOTCS: besomac-
HOCTh ONEPAIMOHHBIX cucTeM, be3onacHocTh ceteit OBM, OpranusanoHHOE U MpaBOBOE OOecreueHHe
MHGOPMAITMOHHON 0€30MaCHOCTH.

3. TpeGoBaHus K pe3yJbTaTaM OCBOCHUSI JUCHHUIIIMHBI

[Ipornecc n3ydeHus QUCIUTUTMHBI HATIpaBJieH Ha (JOPMHUPOBAHUE CIEIYIOIINX KOMIETCHITHH:

— TIK-13 crnocoGHOCTBIO y4acTBOBATh B MPOEKTUPOBAHUU CPEJICTB 3aLIUTHI HHPOPMAIIUH aBTO-
MaTU3UPOBAHHOM CUCTEMBI,

— TIK-19 cnocoOHOCTBIO pa3pabaThiBaTh NPEIIOKEHUS IO COBEPIICHCTBOBAHUIO CHCTEMBI
ynpaBieHus: ”HQOPMAIIMOHHOHN 0€301MacHOCThI0 aBTOMATH3UPOBAHHOM CUCTEMBI;

— TIK-26 cmocoOHOCTBIO aIMHHUCTPUPOBATH MOJICUCTEMY HH(POPMAITMOHHOM O€30MacCHOCTH aB-
TOMAaTHU3UPOBAHHOM CHCTEMBI;

— TIK-28 cocoOHOCTBIO YIPaBisATh WHPOPMALMOHHON OE30MaCHOCTHIO aBTOMATU3UPOBAHHOMN
CUCTEMBI;

B pesynpTare u3ydeHus: TUCIHUILITMHBI 00YJaIOMIUNACS TOJKEH:

—  3HATh IPUHLHUIIBI OpraHU3ali HH(GOPMAITMOHHBIX CHCTEM B COOTBETCTBUU C TPEOOBAHUSIMHU
0 3aluTe HHPOPMAIUK; BOZMOKHOCTH U Ha3HAYEHHE COBPEMEHHBIX CPEACTB 3alllUThl MH(OPMAIUU OT
HECaHKIIMOHUPOBAHHOTO JOCTYIIA.

—  yYMeTb BBINOJHATH pa0OThI MO0 YCTaHOBKE, HACTPOUKE M 0OCTYKUBAaHUIO MPOTPAMMHBIX, TPO-
rpaMMHO-AIMapaTHBIX CPEJCTB 3alIMThl HH(OPMAIMK; OPraHU30BbIBATH TEXHOJOTHUYECKUHN TMpOIecC 3a-
HIUTHI WHGOPMAIIMU OTPAHUYEHHOTO JTOCTYIAa B COOTBETCTBUU C HOPMATUBHBIMH MPABOBBIMH aKTaMH U
HOPMAaTHBHBIMH METOAMYECKUMH JOKyMeHTaMu DeepanbHoi ciry)0bl 6e3omacHocTH Poccuiickoit Pene-
paruu, denepanbHO CIy:KOBI O TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOITIO; 3P PEKTUBHO MCTOIb30BAThH
pas3IMYHbIe METOJIBI M CPEJICTBA 3aIUTHI HH(OpMAIHK Ui KOMIIBIOTEPHBIX CETe; oOecreunBarh EHTpa-
JM30BaHHOE YIIpaBJICHUE CPEJICTBAMH 3aIIUTHI MH(POPMALIMK aBTOMATU3UPOBAHHBIX CUCTEM MPEANPUSATHUS;
aJIMAHUCTPUPOBATH TIOACUCTEMBI HH(OPMAIIMOHHOM 0€301MacCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM.

— BJIaJeTh HaBbIKAaMU aHaJIM3a UH(OPMALMOHHON 0€30MacHOCTH OOBEKTOB U CUCTEM Ha COOT-
BETCTBUE TPeOOBAHUSAM CTaHAAPTOB B 00NaCTH MHPOPMAIIMOHHOW OE30MaCHOCTH; HaBbIKAMU BBISIBICHUS
¥ YHUUYTOXKEHHS KOMITBIOTEPHBIX BUPYCOB; METOJJAMH M CPE/ICTBAMH BBISBJICHHUS YTPO3 0E€30IIaCHOCTH aB-
TOMAaTH3UPOBAHHBIM CHCTEMAaM.

4. O6beM IMCUMIJIMHBI M BUABI Y4e0HOIl padoThI
OO01ast TpyI0EMKOCTb JUCHUIUINHBI cocTaBisieT 4.0 3aUueTHBIX eIMHMILIBI U IIPECcTaBIeHa B Ta0mu -
ue 4.1.
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Tabmuma 4.1 — TpyA0eMKOCTh TUCITUILTAHBI

Buabl yueOHOI gesTelbHOCTH Bcero gacos CemecTpsl
7 cemecTp

AynuTopHbI€ 3aHATHUSA (BCETO) 72 72
Jlexknuu 18 18
JlaGopaTtopHbIe pabOThI 36 36
KonTtpois camocTosTensHOM paboTh! (KypCcOBOM POEKT / 18 18
KypcoBas paboTa)

CamocrosiTenpHas paboTa (Bcero) 72 72
BeinonHeHne KypcoBoro npoekra / KypcoBoi paboThl 36 36
OdopmiteHre 0T4ETOB 110 JTabOPaTOPHBIM paboTam 29 29
[TpopaboTka IeKIMOHHOTO MaTepralia 7 7

Bcero (6e3 sx3amena) 144 144
OO6miast Tpy1I0€MKOCTb, 4 144 144
3aueTHnie EquHuIibs 4.0 4.0

5. Conepxxanue IMCUMILIHHBI
5.1. Pa3nenbl AMCUMILIMHBI M BUAbI 3aHATHI
Pazniensl TUCIUIUTMHEI ¥ BUBI 3aHATUN PUBEICHBI B Ta0muiie 5.1.
Tabmuua 5.1 — Pa3nens! AUCHUIUIMHBI U BUJIbI 3aHSATHH
Bcero
JTa6. | KIUKP, Cam. yacoB | GopMupyeMbl
HazBaHus pa3aenoB 1UCHUIUIUHBI Jlek., u (Ge3 e
pab., u q pab., u
9K3aMe | KOMIIETEHIIUU
HA)
7 cemecTp

1 IlenTpanuzoBaHHOE yIIpaBIECHUE CPEI- 4 20 18 14 38 |TIK-13, IIK-
CTBaMH 3aIlIUThI HH()OPMAILIUK OT HECAHK- 19, T1IK-26,
IMOHUPOBAHHOTO JI0CTYIA B JIOKAJIBHOMN [1IK-28
CeTH.

2 lleHTpanu3oBaHHAs] THBEHTapU3ALUS 2 4 7 13 | TIK-13, IIK-
PECYPCOB JIOKAJIBHOM CETHU. Y TAJIEHHBIN 19, I1K-26,
KOHTPOJIb pa00TOCIIOCOOHOCTH CPEICTB ITK-28
3alIUThl HH(pOpPMALUU Ha pabOYMX CTaH-

LUAX.

3 lleHTpanu30BaHHAs 3alllUTa OT BUPYCOB 4 6 7 17 |TIK-13, TIK-
B JIOKQJILHOM CETH. 19, I1IK-26,

ITK-28

4 llenTpann30BaHHBINA YYET U yIIpaBIIe- 4 6 7 17 | IIK-13, TIK-
HHE IPOTrPaMMHO-ANNAPATHBIMU CPEJI- 19, T1K-26,
CTBaMH 3alIUTHI UH()OPMALIUH. [1IK-28

5 AAMUHUCTPUPOBAHUE U YIIPABICHUE 0 0 36 36 | IIK-13, IIK-
CpEICTBaMH 3aIUThI HH()OPMAIIUHU OT He- 19, T1IK-26,
CAHKIIMOHUPOBAHHOTO JIOCTYIIA. [1IK-28

6 AHau3 HOPMAaTHBHBIX TPEOOBaHUII 11O 4 0 1 5 ITK-13, I1K-
YIPaBICHUIO CPEACTBAMM 3aIUTHI MH- 19, I1IK-28
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18 36 18

72 144

Hroro

18 36 18

72 144

5.2. Conep:xanue pa3aesioB AMCUMILIMHBI (110 JEKIMAM)
ConeprkaHue pa3iesoB TUCIUILINH (TIO JIEKIMSIM) IPUBEACHO B Tabmuiie 5.2.
Tabmuma 5.2 — Coaeprkanue paseiaoB JUCIUILIAH (TI0 JISKIIHSIM)

Haspatis pasienos Conepxanue pa3aenoB IUCUMIUIMHEL (0 | TpynoeMkocTs, | DopMupyemble
JEKIUSM) q KOMITETEHIIUU
7 cemecTp
1 HenrpanuzoBannoe |IIpunnunsl noctpoenust C3U “Secret Net”; 4 I1K-13, TIK-19,
YIIPABJICHUE OCHOBHBIE MEXaHU3MBbI 3AILUTHI; alllIapATHHIE I1K-26, I1K-28
CPEICTBaMHM 3alllUThl | CPEACTBA; KOH(PUTypUPOBAaHUE; AyIUT; MOHU-
nHpOpPMaLUHU OT TOPUHT U OIIEPAaTUBHOE YIIPABJICHUE; [IOJIHO-
HECAaHKIIMOHUPOBAHHOT | MOYHOE YIIPaBJIEHHUE JOCTYIIOM U KOHTPOJIb
0 JI0CTYyIIa B JIOKAJILHOM | [1€4aTH.
TH.
ce Hroro 4
2 UentpanuzoBanHast | 3HakoMcTBO ¢ uHTepdeiicom «Kb MuBenra- [1K-13, I1K-19,
WHBEHTapU3alus puy3anus; MOJroTOBKAa K MHCIEKIIUSIM; IIK-26, ITK-28
PECYpPCOB JIOKAJIBHOM | MHCIIEKIIUM KOMIIBIOTEPOB; IOJIYyYEHHE OTYE-
CeTH. Y/IanéHHbIN TOB C pe3yJbTaTaMU UHCIIEKTUPOBAHUS.
KOHTPOJIb Yan€HHbIii KOHTPOIh pabOTOCTIOCOOHOCTH
paboTOCIIOCOOHOCTH | CPENCTB 3aIlMThl HH(MOPMAITMK Ha pabounx
CPEICTB 3aIUThI CTaHIMSX.
uH(dOopMaIu Ha Vitoro 3
pabovnx CTaHIUAX.
3 LlenTpanu3oBaHHas | YHpaBileHUE CEpBEpaMu aJIMUHUCTPUPOBa- 4 [1K-13, I1K-19,
3al1UTa OT BUPYCOB B | HUs; YIIPABJIICHUE IPYIIIaAMHU aIMUHUCTPUPO- I1K-26, TIK-28
JIOKAJIbHOM CETH. BaHUs; yIIPaBICHUE KIIMEHTCKUMU KOMIIBIO-
Tepamu; paboTa ¢ OTYETaMU, CTATUCTHUKOM.
Hroro
4 Tlentpanm3oBanHblii | Haznauenue «SafeNet Authentication I1K-13, IIK-19,
y4eT U yIPABJICHUE Manager»; BO3MOXHOCTH; apXUTEKTypa; Ha- [1K-26, ITK-28
pOrpaMMHO- CTpOIiKa; yrpaBiieHHE KU3HEHHBIM LIUKIOM
anmnapaTHbIMU CPEJICTB ayTeHTU(UKALIMN; ayTUT UCIOIb30-
CPEACTBAaMM 3alUThl | BaHUS CPEJICTB ayTeHTU(UKALIUH.
UH(pOpMAIIH. Wroro
6 AHanu3 AHanu3 HOpMaTUBHBIX TpeOOBAHUH 110 [TK-19, T11K-28
HOPMaTUBHBIX YIPaBICHUIO CPECTBAMHU 3aIUThI HH(OpMa-
TpeGoBaHUil 1Mo UK. AHaJIN3 HOPMAaTHUBHBIX TPEOOBaHUI
YIPABJICHUIO ®denepalibHOM CITy>KObI IO TEXHUYECKOMY U
CpeACTBaMHM 3alUThl | 3KcopTHOMY KOHTpomo (PCTIK) mpu
nH(popMauu obecrieueHny Mep 6€30MacHOCTH Iepco-
HAJIbHBIX JJAHHBIX, B TOCYJJAPCTBEHHBIX MH-
(dbopMaIMOHHBIX cUcTeMax. AHanu3 Tpedo-
BaHMI1 6€30MaCHOCTH K aBTOMaTH3UPOBaH-
HBIM CUCTEMaM YIPaBJIEHUS TEXHOJIOTHYE-
CKHMMH IIPOLIECCAMH.
Hroro 4
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5.3. Pa3nenbl AUCHUINIMHBI U MEKIMCHUIITIMHAPHBIE CBSI3H € 00ecneYnBalOIMMHM (TPeIbIyIIHMH)

U o0ecnieynBaeMbIMH (MOCJIETYIONIUMH) TUCHTUTIHHAMU

Paznensl quCHUIUIMHBL M MEXIUCHUIUIMHAPHBIE CBSI3U C 00ECIEUMBAIOIIMMHU (MIPEABIAYIIUMHU) U

obecrnieunBaeMbIMHU (TTOCIIETYIONTUMHI ) AUCITUTUTMHAMHE TIPEJICTAaBICHBI B TabmuIE 5.3.

Tabmuua 5.3 — Pazfenbl AUCHUIUIMHBI M MEXAMCIUIITIMHAPHBIE CBSI3U

HanMmenoBanne qUCIAIIINH

Ne pasaciion JTTaHHOM JAUCHUIUINHBI, JJI51 KOTOPBIX H€O6XO)II/IMO
HN3Y4YCHUC O6CCH€‘{I/IB3.IOH_II/IX 1 00eCIIeunBaEMBIX JUCHUITIINH

1 2 3 4 5 6
[IpenmecTByronme qUCUUILIMHBI
1 be3onacHOCTh OnepanMoOHHbIX CUCTEM + + + +
2 besomacHocTth ceteit OBM + + +
3 OpraHu3anuoHHOE U IPaBOBOE 0Oec-
neyeHue HHPopMaIMOHHON 6e30MmacHo- +
CTH

5.4. CooTBeTcTBHE KOMIIETEeHIIMIA, (OPMHUPYEMBIX NPH U3yYeHUH TUCIHHUILUIMHBI, U BUA0B 3aHATHI
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MpPU HM3YUYEHUH IUCIUIUIMHBI, ¥ BHIOB 3aHATHA

MIPEICTAaBICHO B Tabmuiie 5.4.

Tabmuua 5.4 — CooTBeTCTBUE KOMIIETEHIIUH, (POPMUPYEMBIX NIPU U3yYEHUHN JUCLUIUIMHBL, U BUIOB 3aHS -

THH

Kommeren
nuun

Bunrwl 3anstuit

Jlek.

JIab. pao.

KCP (KI/KP)

Cawm. pa0.

DOopMBI KOHTPOJIA

IK-13

+

+

+

KoncnekT caMonoaroToBKH,
3amura otuera, OTUET 11O
naboparopHoii paboTe,
Onpoc Ha 3aHATHUSAX, 3allIK-
Ta KypPCOBBIX MPOEKTOB /
KYPCOBBIX paboT, 3a4érT,
Tect

I1IK-19 + +

KoHcnekt caMonoroToBku,
3amuTa otyera, OTYET MO
nabopaTopHoii pabore,
Onpoc Ha 3aHATHUSAX, 3allIH-
Ta KypCOBBIX MPOEKTOB /
KYPCOBBIX pa0oT, 3a4érT,
Tect

[1K-26 + +

Koncnekr caMonoaroToBkH,
3amuTa otyera, OTYET MO
nmabopaTopHOi padore,
Ornpoc Ha 3aHATUSAX, 3allu-
Ta KypCOBBIX IPOEKTOB /
KYpCOBBIX padoT, 3auéT,
Tect
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I1K-28 +

Tect

KoHCIeKT caMoIoIroToBKH,
3amuTa otyera, OTYET IO
nmabopaTopHO# padore,
Ormpoc Ha 3aHATHUSAX, 3allU-
Ta KypCOBBIX MPOEKTOB /
KypCOBBIX paboT, 3auérT,

6. UuTepakTHBHBIE MeTOAbI U (OPMBI OPraHU3aANNU 00yUEeHUsI
He npenycmotrpeno PVYII.

HaumeHnoBanue nabopaTopHbIXx paboT npuBeaeHo B Tabmuie 7.1.

7. JJaGopaTtopHbie padoThI

Tabmuua 7.1 — HaumeHoBaHue 1a00paTopHBIX padboT

Tpynoemkocts, | PopMupyemblie
HasBanus paznenos HaumeHnoBaHue 1a60paTopHbIX padoT 26 ’ PMHDPY
q KOMIIETEHIH
7 cemecTp
1 [lenTpanu3zoBanHoe |Pasrpanndenue gocryna K faHHeIM. Pasrpa- 6 ITK-13, I11K-19,
yIIpaBIICHUE HUYEeHUE A0cTyna K ycrporicteam. KoHTpoab [1K-26, IT1K-28
CpEACTBAaMHM 3alUThl | [1€4aTH KOH()UICHIUATbHBIX TaHHBIX.
WHPOPMALIUHU OT
(bopmarm o 3aMKHYyTas nporpaMMmHas cpena. Kontposnb 4
HECAHKLMOHHPOBAHHOT | |\ oty
0 JocTyna B
TIOKAJIBHOM CETH. Aymut coOpiTuii nHGOPMAITMOHHOI Oe3omac- 4
Hoct B C3U ot HCJ] Secret Net. PaGoTa co
CBEJICHUSIMU B )KypHAaJle perucTpaluu coobl-
tnil. TeHeBoe KonupoBaHue
OnepartuBHOE yNpaBIeHUE 3alUIAEMbIMU 6
pabounMM CTAaHIUSAMHU 1 MOHUTOPHHT COOBI-
TUH HHPOPMAITMOHHON 0€30TTaCHOCTH
Hroro 20
2 llentpanu3oBannas | “Kb MuBentapuzauus’. [IpoBenenue 4 [1K-13, TIK-19,
MHBEHTapHU3aLus MHCIICKIIUI ¥ y4eT M3MEHEHH KOH(pUTypa- [TK-26, ITK-28
pPECYpPCOB JIOKAJTBHOM | [IMM 3aIMIIAEMbIX pa00UMX CTAHIMH.
TH. EHHBIN
ceTH. Viiane HUtoro 4
KOHTPOJIb
paboTocrnocobHOCTH
CPEZACTB 3aIlUThI
nH(popMaluu Ha
pabouMx CTaHIUIX.
3 llenTpanu3oBaHHas | YHOpaBJIieHHE CEPBEPAMU AJIMUHUCTPUPOBA- 6 ITK-13, IIK-19,
3amuTa oT BupycoB B |Hus "Kaspersky Security Center" [1K-26, TIK-28
JIOKaJIbHOM ceTH. Vroro
4 llenTpayiM30BaHHBIA | YTIPABJICHHE )KU3HEHHBIM IIUKIIOM CPEICTB IMK-13, TIK-19,
y4eT U yIPABJICHUE ayrentudukanuu eToken ¢ moMoIbo ITK-26, ITK-28
MIPOrpaMMHO- Safenet Authentication Manager.
annapaTHbIMU Viroro 6
CPEICTBaMHU 3alUTHI
uHpopMaLnu.
Hroro 3a cemectp 36
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8. [IpakTHYeckue 3aHATHSA (CEMUHAPBHI)
He npenycmotrpeno PVYII.

9. CamocTrosiTesqibHasi padoTa
Bunasl camoctosiTenbHO paboThl, TPYAOEMKOCTh U (hOpMUpPYEMble KOMIIETCHIIUU MTPEICTABICHHI B

tabiune 9.1.
Tabmuua 9.1 — Buasl caMOCTOSATENBHON pabOThI, TPYIOEMKOCTh M JOPMHUPYEMbIE KOMIIETSHIIUU
Bunael camocrostensHor | Tpynoemkocts, | DopMupyemblie
HasBanus paznenon s PYA ’ pMHDY @DopMbI KOHTPOJIS
paboThI q KOMIICTCHITH
7 cemecTp

1 [TpopaboTka neKIHOHHO- 3 [IK-13, I1K-19, |3auér, 3amura oT4e-
[lenTpanu3oBaHHOE | IO MaTepuaa [1K-26, I1K-28 |ta, KoHcnekt camo-
ympaBieHHUE ODOpPMIEHHE OTYETOR 11O 11 HO,Z[FOgOBKI/I, OTtieT

TBaMU I TOPHOU

CcpeacTBa JabopaTOpHBIM paboTam 0 TabOpaTOpHO
3aIUTHI pabote, Tect
nH(popMauu OT Hroro 14

HECAHKIIMOHUPOBAH

HOTO JIOCTyTa B

JIOKaJILHOU CETH.

2 [IpopaboTka JIEKITMOHHO- 1 IIK-13, IIK-19, |3auért, 3amura oTde-
[lentpanu3oBanHas |ro MaTepuala ITK-26, I1K-28 |Tta, KoHcniekt camo-
MHBEHTapU3aLHs O(OPMIICHHE OTHETOR 11O 6 MOJITOTOBKH, %npoc
pecypeos AGOPATOPHBIM PAGOTaM Ha 3aHATHAX, OT4eT
JIOKaJIbHOM CeTH. 1o 1abopaTopHOit
VYnanéuuslit Hroro 7 pabore, Tect
KOHTPOJIb

paboTocrmocoOHOCT

U CPE/CTB 3allUTHI

uHpOpMaLIUU HA

pabounx CTaHLIUAX.

3 [TpopaboTka ITeKInOHHO- 1 [IK-13, IIK-19, |3auér, 3amura oT4e-
LlenTpanu3zoBanHasi |ro Marepuasna [1IK-26, [IK-28 |ta, Koncnekrt camo-

aluTa OT BU B noarotoBku, OT4er
3allita oT BUpYCO OdopmiteHne 0T4ETOB TIO 6 OATO 60 , O 1
B JIOKQIbHOM CeTH. | = PATOPHBIM PaGOTAM 1o 1abopaTopHOit

pabote, Tect
Htoro 7

4 [TpopaboTka JTeKIHOHHO- 1 IIK-13, IIK-19, |3auéT, 3ammura oTde-
LlenTpanu3oBaHHbIi | TO MaTepuana [IK-26, [IK-28 |ta, Koncnekrt camo-
YUeT U yIpaBIeHHE | (hOpMIICHHE OTIETOB 110 6 HOI[FOgOBKI/I, OT‘-ieT
IPOrpaMMHO- 11aGOPATOPHBIM PAGOTaM 1o 1abopaTopHOit
annapaTHbIMU pabore, Tect
CpelCTBaMH Hroro 7

3aIUThI

uHdopMaIuu.

5 BrinonHeHnune KypcoBoro 36 [MK-13, TIK-19, |3ammura KypcoBbIX
AJIMUHHUCTPUPOBAH |IPOEKTa / KypCOBOH pa- [TK-26, TIK-28 | mpoekToB / Kypco-
ue ¥ yIpaBlieHuE 00TbI BbIX pabot, Tect
CpeICTBaMH Vroro 36

3aIUTHI

nH(popMaIuu oT

HECaHKIIMOHUPOBaH

HOTO JIOCTyTIA.
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6 Ananus
HOPMATHUBHBIX
TpeOOBaHMII IO
YIIPaBICHUIO
CpeICTBaMH
3aIUTHI
uHbOpMaIu

[TpopaboTka JIEKITMOHHO- 1
ro Marepuaina

IIK-13, IIK-19 |3auét, Koncnexr
CaMOIIOJIOTOBKH,

TecT

Htoro 1

Hroro 3a cemectp 72

72

Hroro

10. KypcoBoii nmpoekT / KypcoBasi padota
TpynoeMKoCTb ayTUTOPHBIX 3aHATUH U (GOPMUpPYEMbIE KOMIIETEHIIMN B paMKaX BBINOJIHEHUS Kyp-
COBOTO MPOEKTa / KypcoOBOM paboThl pencTaBiieHbl Tadmuie 10.1.
Tabmuua 10.1 — TpyaoeMKoCTb ayJUTOPHBIX 3aHATUN U (pOpMHUpYEMBbIE KOMIIETEHLIUN B paMKaX BBIIIOJIHE -
HUSI KypCOBOTO IIPOEKTa / KypCcOBOM pabOThI

Tpynoemxocts, dopmupyembie

HanmenoBanne ayMTOPHBIX 3aHATHI
KOMIIETCHIIUU

9

7 cemecTp

BoinonHeHue KypcoBoi paboThl Ha TeMY “AMUHUCTPUPOBAHUE U 18
ynpasnenue C3U ot HC/] Secret Net”. CoBMeCTHO ¢ pyKOBOIU-
TEJIEM BO3MOKEH BBIOOP APYroi TEMbI KypCOBOM paObOThI, OJJHAKO
HEOOXOIMMBIM SIBJII€TCS YCIIOBHE IPUMEHEHHS B PAMKax KypCcOBOH
paboThl cpeacTBa 3alMThl HHPOPMALIUU OT HECAHKIIMOHUPOBAHHO-
'O JIOCTYIIA B JIOKAJIBHOM CETH ¢ IPUMEHEHUEM BbIIAHHBIX MIPEro-
JlaBaTesieM BUPTYaJIbHBIX MAIIMH U BBITIOJTHEHUE TpeOOBaHUH 3a1a-
HUS 110 BAPUAHTY.

I1K-13, I1K-19,
[1K-26, ITK-28

Hroro 3a cemectp 18

10.1. TembI KypCOBBIX IPOEKTOB / KYPCOBBIX padoT
[TpumepHas TeMaTHKa KypCOBBIX POEKTOB / KYpCOBBIX paloT:

— Tema kypcoBoit pabotsl: "AamunuctpupoBanue u ynpasienue C3U or HCJ[ Secret Net".

KypcoBast pabota BEIIOJHSCTCS MO BapuaHTaM. [IpW kelaHWM CTy/IEeHTa BO3MOXKHA 3aMEHa Ha JIpyroe
C3U ot HCII.

11. PeiiTuHroBasi cucremMa JJisi OEHKH yCIIeBAeMOCTH 00y4arouXcst

11.1. banabHble OLIEeHKH /JIs1 3JIEMEHTOB KOHTPOJIA
Tabmuna 11.1 — bayuibHBIC OIICHKH JUIS JIEMEHTOB KOHTPOJIS

N . MaxkcumanbHbIN
N MaxkcuManbHBIN MaxkcuManbHBIN
DneMeHThl y4eOHOM 0aJut 3a mepuos Bcero 3a
Oamn Ha 1-yto KT ¢ |  Oam 3a nepuon
NEeSATENbHOCTH mexny 2KT u Ha ceMecTp
Hayana ceMectpa | mexay 1KT u 2KT
KOHEI[ ceMecTpa
7 cemecTp
3auér 20 20
3amura oT4yera 15 15 15 45
Koncnekr camonoaroros- 5 5 10
KH
Otuet no nabopaTopHOii 5 5 5 15
pabote
Tect 10 10
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Hrtoro makcumyM 3a nepu- 20 25 55 100
on

Hapacraromum utorom 20 45 100 100

11.2. IlepecyeT 0a/1710B B OLIEHKHU 32 KOHTPOJIbHbIE TOYKHU
[Tepecuer OanIoB B OLIEHKH 32 KOHTPOJIbHBIE TOUKHU MpeACTaBiIeH B Tabmue 11.2.
Tabmuma 11.2 — Ilepecuer 6aJUTOB B OIICHKH 32 KOHTPOJIbHBIE TOYKH

Banibl Ha 1aTy KOHTPOJIBHON TOYKH OneHka

> 90% ot MakcuManbHON cyMMbI OamioB Ha naty KT 5

Ot 70% 1o 89% oT MakcuMaIbHOM cyMMbl OaisioB Ha naty KT

4
Ot 60% 1o 69% ot makcumasbHON cymMmbl OaiioB Ha aaty KT 3
2

< 60% oT MakcuMaIbHOU cyMMBbI OauioB Ha naty KT

11.3. IlepecyeT cymMMbI 0QJIJI0B B TPAAUIIMOHHYIO M MEAKTYHAPOAHYIO OLEHKY

[lepecyer cymmbl OaIOB B TPAIUIMOHHYIO H MEXIYHAPOAHYIO OICHKY NpEJCTaBleH B TaOJHIe
11.3.

Ta6muma 11.3 — IlepecueT cyMMbl 0aJIJI0B B TPAAMIIMOHHYIO M MEXTYHAPOIHYIO OIICHKY

Hrorosas cymma 6asmios,

Onenka (I'OC) YUUTBIBAET YCIEIIHO CAAHHBIN Onenka (ECTS)

IK3aMeH

5 (OTIUYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85 -89 B (o4enp xoporiio)

4 (xopomio) (3a4TeHo) 75 - 84 C (xopor1o)
70 - 74
65 - 69 D (ynoBnerBopuTeabHO)

3 (YZIOBJIETBOPUTEIHHO) (3aYTEHO) 60 - 64 E (ocpercraenio)
2 (HeyROBICTBOHTENSHO) (HE Hwxe 60 6ammos F (HeynoBineTBOPHUTEIHHO)

3a4TEHO)

12. YueOHO-MeTOAUYecKOe U MHPOPMANIMOHHOE O0ecTieueHrue TUCIHIIINHBI

12.1. OcHoBHas JuTEpaTypa
1. Hessnun, I1. H. Mogenu 6e30macHOCTH KOMIBIOTEPHBIX CHCTEM. YTPaBJIEHUE TOCTYIIOM M
MHGOPMAITMOHHBIMH TIOTOKaMH [ DNeKTpOHHBIN pecypce]: yuebHoe nocodue / I1. H. [leBsnun. — 2-e uzn.,
ucnp. u gpon. — MockBa : lopsuas munaus-Tenekom, 2017. — 338 c. — Pexum pgocryna:
https://e.lanbook.com/book/111049 (nara oOpamenus: 14.03.2021).

12.2. lonoiHuTEIbHAS JIUTEpPaTypa

1. ®omun, . B. MHpopmarmonHas 06e30MacHOCTh U 3aluTa HHPOpPMAILUK [ DJIEKTPOHHBIN pe-
cypc]: crenuanu3upoBaHHbIE aTTECTOBaHHbIE MPOTrpaMMHbBIE M ITPOrPaMMHO-AINIapaTHble CPEICTBA : Me-
tonuueckue ykazanus / J[. B. ®omun. — bnarosemenck : AMI'Y, 2017. — 240 c¢. — Pexxum moctyna:
https://e.lanbook.com/book/156494 (nara oopamenus: 14.03.2021).

2. EpmaxkoBa, A. FO. Merozp! u cpeacTBa 3alllUThl KOMIIBIOTEpHON MH(pOpMaUU [ DIEKTPOHHBIN
pecypc]: yueonoe mocodue / A. 0. EpmakoBa. — Mocksa : PTY MUPDA, 2020. — 223 ¢. — Pexum 110-
cryna: https://e.lanbook.com/book/163844 (nara obpamenus: 14.03.2021).

12.3. YueOHO-MeTOAHYECKHE TOCOOUSHA

12.3.1. O0s3aTenbHbIC y4eOHO-METOAMYEeCKHE TOCOOHS
1. JlaGoparopHblii MpakKTUKyM MO AUCUUIUIMHE ‘“YHpaBieHHE CpEeACTBaMHU 3allluThl MH(OpMa-
mun” / Paxmanenko M.A. - 2021. - 103 c. [OnextpoHHblii pecypc]: — Pexum poctyna:
https://disk.fb.tusur.ru/information_security management/laboratory work.pdf  (nara oOpartieHus:
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14.03.2021).
2. Meroguveckne yKazaHHs MO BBITTOJIHEHHsI KYpCOBOM PabOThI MO AUCIUIUIHHE "YTIpaBJIeHHE
cpencTBamMu 3amuThl HHPopManuu" it cTyaeHToB cnenuansHocTei 10.03.01, 10.05.02, 10.05.03 / Pax-

manenko W.A. - 2019. - 7 c¢. [DnektpoHHbld  pecypc]: —  Pexum  goctyna:
https://disk.fb.tusur.ru/information_security management/course_work.pdf (mata oOparieHus:
14.03.2021).

3. Meroauueckue ykazaHus K CaMOCTOSTEIHHOW W WHIMBHIYabHOW paboTe MO AMCIUILIMHE
"VnpaBnenue cpencrsamu 3ammThl nHGopmaruu" / Paxmanenko UL.A. - 2021. - 6 c. [DnekTpoHHBIH pe-
cypel: — Pexxum JOCTYyTIa:
https://disk.fb.tusur.ru/information_security management/independent work.pdf  (mara  oOpamieHus:
14.03.2021).

12.3.2. YueOHO-MeTOAMYECKHUE TOCOOHS /ISl JIML C OTPAHMYEHHBIMH BO3MOKHOCTSIMHU 3/10POBbS U
HHBAJINI0B

Y4eOHO-METOIMUYECKUE MaTepHallbl IJIsi CAMOCTOSTENLHON M ayAUTOPHOW pabOThl 00ydaroIuXxcs
W3 YHUCla JUIl C OTPAHMYCHHBIMUA BO3MOXKHOCTSIMH 3/I0POBBSI M1 HHBAJIHMJIOB MIPEIOCTABIAIOTCS B (hopMax,
aJaNTHPOBAHHBIX K OTPAHUYEHUSM UX 3/I0POBbS U BOCTIPUATHUS UHPOPMAIIHIH.

JJist I ¢ HAPYIIeHUSIMU 3PeHusI:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B [le4aTHOU (hopMe yBETUYEHHBIM HIPUPTOM.

JLJ1s1 JIMI ¢ HAPYIIEHUSIMHU CJIyXa:

— B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (popme.

JlJist i1 ¢ HAPYIIeHUSIMU OTIOPHO-ABUIaTeJILHOTO anmapara:

— B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

12.4. IipodeccuonanbHbie 6a3bl JAHHBIX H HHPOPMALMOHHBIE CIIPABOYHBIE CHCTEMbI

1. TocymapcTBeHHBIH peecTp  CEepTUOUUUPOBAHHBIX  CPEACTB  3alUTHl  MH(OPMALMU:
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-
sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-
01bi00

2. HWudopmaunonno-nouckossie cucteMbl Google; Wikipedia.

3. HWudopmanuoHHsle, CIpaBOYHBIE u HOpPMAaTHUBHBIC 0a3bl JTAHHBIX
https://lib.tusur.ru/ru/resursy/bazy-dannyh

13. MaTtepuaibHO-TeXHMYECKOe 00ecneyeHue JUCHUILIMHBI U TpedyeMoe MPorpaMMHoOe
obecneuenue

13.1. O6mue TpedGoOBaHMA K MATEPHAJBHO-TEXHHYECKOMY H IIPOIPAMMHOMY 00eCIe4YeHHI0
AUCHUIIIIMHBI

13.1.1. MaTepuaibHO-TEXHHYECKOE W MPOrPaMMHOe olecriedeHne IS JTeKIIMOHHBIX 3aHATHI
Jlnst mpoBeieHuUs 3aHATUH JIEKIIMOHHOTO TUTIA, TPYIIOBBIX M MHAWBUYaTbHBIX KOHCYJAbTALIUH, T€-
KYIIIETO KOHTPOJISI U MIPOMEXKYTOYHOM aTTECTAI[UU HCITONIL3YEeTCs yueOHas ayTUTOPHUsS ¢ KOJTMYECTBOM TIO-
CaZIoYHBIX MecT He MeHee 22-24, 00opynoBaHHAs JOCKOM M CTaHAApTHOH yueOHOIl mebenbio. MMeroTes
JIEMOHCTPAIMOHHOE 000pyI0BaHNE U YIeOHO-HATIISAHBIE TTOCOOUS, 00ECIIeYHBAOIINE TEMATHUSCKHIE HII-
JIOCTPALIMHU 0 JIEKIIMOHHBIM pa3JieiaM TUCIUTLINHEI.

13.1.2. MaTepuaJibHO-TeXHUYECKOE U IPOrPaMMHoOe odecnedyeHue 1Jisl JIadoOpaTOpHbIX padoT
AymuTopusi MOACTUPOBAHUS, TPOSKTUPOBAHUS U SKCIUTYaTallMd WHPOPMAITMOHHBIX W aHATUTHYE -
CKHX CHCTEM
yueOHas ayuTOpHsl 7Sl IPOBEACHHUSI 3aHATHI MPAKTUYECKOTO TUTIA, YdeOHast ayIuTOpHs IS TIPO -
BEJICHUS 3aHATHI J1a00paTOPHOTO THUMA
634045, Tomckas obmacts, T. Tomck, yn. KpacHoapmeiickas, 1. 146, 407 ayn.
Ornucanue UMeroIerocs 000pyI0BaHUS:
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- Mono6iox Asus V222GAK-BA021D: IntelJ5005/ DDR44G / 500Gb/ WiFi / mbiis/ kiaBuaTypa
(10mT.);
- Kommuiekt cienmanuzupoBanHoi yueOHoOW Mebenu;
- Pabouee mecTo nmpenomaBares.
[TporpamMHOe obecrieueHue:
— Kaspersky endpoint security
KasperskySecurityCenter
Microsoft Windows 10
— VirtualBox

Jlaboparopust mporpaMMHO-aNMapaTHBIX CPEICTB obecredeHruss NH(HOPMAITMOHHON 0€301TaCHOCTH

yueOHas ayuTOpHsl 7Sl TPOBEACHUSI 3aHATHI MPAKTUYECKOrO TUTA, ydeOHas ayauTopus Ui Mpo-
BEJICHHS 3aHITHIA TaOOPaTOPHOTO THUIA

634045, Tomckas obmactsb, T. Tomck, yi. KpacHoapmetickast, 1. 146, 405 ayn.

Onucanue UMeroIerocs 000py10BaHUs:

- Mono6mok: Asus V222GAK-BA021D: Intel J5005/ DDR4 4G/ 500Gb/ WiFi / mplits/ ki1aBuary -
pa (30mr.);

- Komnerorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ XKectkuit nuck S00G/ MpItb/ KiaBuary-
pa/ MOHHTOD;

- AnmapatHsie cpesicTBa ayreHTudukanuu nomas3oBarens «eToken Proy;

- IIporpamMmuo-anmaparubiii kKomrieke 3amuTtsl HHGopmarmn: [TAK ViPNet Coordinator HW100
C 4.x, [TAK ViPNet Coordinator HW1000 4.x, ITAK Axkopx;

CreHapl AT U3y4eHUs TIPOBOTHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKITFOUAIOIIHUE:

- aDOHEHCKHE YCTPOICTBa: KOMITbIOTEpPHI SuperMicro;

- kommytaTopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmipytusaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- Cpe/cTBa aHaJM3a CeTeBOro Tpaduka u yriayOJeHHOW MPOBEPKU CETEBBIX MAKETOB: aHATU3aTOP
tpaduka Wireshark, nuctpubyrus Kali Linux;

- mexxcereBbie dkpanbl: MKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, M3 B coctaBe mapmipytuzaropa Check Point CPAP-SG1200R-NGFW;

- cHCTEeMbI OOHAPYKEHHUsI KOMITBIOTEPHBIX aTak: Snort, Suricata, COB B cocTaBe MapmpyTusatopa
Check Point CPAP-SG1200R-NGFW;

- Touku gocrtymna: D-link dwl3600ap;

- CUCTEMBI 3aIUTHI OT yTeuku AaHHbIX: KoHTyp nHpopmanmonnoit 6e3onacHoctu SearchInform;

- CpeICTBa MOHHMTOPUHTA COCTOSHHUS aBTOMATH3UPOBAHHBIX CHCTEM: CHCTEMa MOHHUTOPHHTA
Zabbix;

- CpEIICTBA CKAaHMPOBAHMSI 3AIIUIIICHHOCTH KOMIIBIOTEPHBIX CeTel: ckaHep OezomacHocTy Xspider
Education, cucrema aHanau3a 3anumiieHHocTd cetd MaxPatrol Education.

VYcerpoiicTBa YTeHUsI CMapT-KapT M PaAUOMETOK: AJanTep KOMIBIOTEPHBIM ISl CUMTHIBAHUS U
nepemaun B [1K cepuiinbix HoMepoB 0ecKOHTaKTHBIX HaeHTH(ukaTopoB IronLogic Z-2 USB;

- Kommutekt cienmanusupoBanHoi yueOHOW Mebenu;

- PaGouee mecto npenogaBarens.

[IporpamMmMHoe obecnieueHue:

— Kaspersky endpoint security

— Microsoft Windows 10

— VirtualBox

13.1.3. MarepuajibHO-TeXHHYECKOE U MIPOrPaMMHoOe o0ecrniedyeHue 1Jisl CAMOCTOSTeJIbHOM padoThl
Jiiss caMoCTOsTENbHON pabOThl MCTIONB3YIOTCS y4eOHBIE ayAUTOPHH (KOMITBIOTEPHBIE KIIACCHI),
PacIOJIOKEHHBIE TI0 aJIpecaM:
- 634050, Tomckast o6macTs, r. Tomck, Jlennna npocnexr, a. 40, 233 ayn.;
- 634045, Tomckas obmacts, T. Tomck, yin. KpacHoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast 06nacThb, r. Tomck, Bepmmnuna ynuua, 1. 47, 126 ayn.;
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- 634034, Tomckast o6nacTb, . Tomck, Bepmmanna ynua, 1. 74, 207 ayx.

CocTtaB 060pyI0BaHMS:

- yueOHast MmeOerb;

- koMnbroTepsl kKinacca He Huke [IDBM INTEL Celeron D336 2.8 T1. - 5 wiT.;

- KOMIBIOTEPHI MOIKIIOUEHB! K ceTH «/HTepHeT» M 00ecneynBaloT IOCTYI B AJICKTPOHHYIO WH-
(opManoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[lepeyeHp MPOrpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ais Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuaibHoO-TeXHHYecKoe o0ecnieyeHre TUCHMIIIMHBI VIS JIMI[ C OFPAHMYeHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

OcBoeHHE NUCHMIUIMHBI JUIIAMUA C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBbSI U MHBAJIUAAMU
OCYILECTBIISIETCS C UCIIOIb30BAHUEM CPEICTB 00ydeHHs OOIIEro U CHEeMaIbHOI0 Ha3HAUYeHUsL.

[Tpu 3aHATHAX ¢ O0YYAIOUIMMHUCS ¢ HAPYIIEHUAMH CJIyXa MPEyCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUJIMBAIOLLEH anmapaTypbl, MyJbTUMEIUNHBIX CPEICTB U JPYTUX TEXHUYECKHUX CPEACTB IIpUeMa/nepena-
4yi y4yeOHOM nH(pOPMALIUU B TOCTYIHBIX (POpMax, MOOMIIBHOM CUCTEMBI MTPETIOaBaHUs Il 00YJatOLTHXCSI
C MHBAJIUAHOCTbIO, IOPTATUBHOM MHIYKIIMOHHOHN CHCTeMBbl. YueOHas aynuTOpHus, B KOTOPOH 3aHUMAIOTCS
oOyyaroryecs: ¢ HapylIEeHHEM ClIyXa, 000pYy/lI0BaHA KOMITBIOTEPHOW TEXHHMKOM, ayAMOTEXHUKOH, BUIEO-
TEXHUKOMU, FJICKTPOHHON JTOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYUYAIOLIMMUCS ¢ HAPYLIEHUSIMU 3PEHUSAMM IIPETYCMOTPEHO HUCIIOJIb30BAaHUE B
JIEKIIMOHHBIX U YYEOHBIX ayAUTOPHUIX BO3MOKHOCTH IIPOCMOTPA YAAIEHHBIX 0OBEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WM CJIaiijia Ha SKpaHe) P MOMOIIM BUACOYBEINIUTENEH A1 KOM(POPTHOTO IPOCMOTPA.

[Tpu 3aHATHAX ¢ O0YYalOUIMMUCS ¢ HAPYLIEHUSIMM ONOPHO-ABUIaTeJbHOI0 ANNAPATA HCIOJIb-
3YIOTCS aJbTePHATUBHBIE YCTPOHCTBA BBO/IA HH(OPMAIIMHK U IPYTHE TEXHUUECKUE CPENICTBA ITpreMa/epe-
Jau yuyeOHOM MHpOpMaluu B AJOCTYIHBIX (opMax, MOOMIIBHOW CHCTEMbl OOY4eHUs UIs JIOAeH ¢ UHBa-
JIUTHOCTBIO.

14. OueHouyHble MaTepUAJIbI U METOAMYECKHE PEKOMEHAAIUH 110 OPraHU3aluu U3yYeHHUs
AUCHUTLTHHBI

14.1. Conepmalme OLCHOYHBIX MATCPHAJIOB U METOANIECCKUEC PEKOMECHAAIIUH
I[J'ISI OLICHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I H YPOBHA OCBOCHHA 3aKpPCIINICHHBIX 3a ﬂHCHHHHHHOﬁ
KOMITC TEHITHUM HCIOJIB3YIOTCA OLCHOYHBIC MaTCpHUaJibl B COCTABE!

14.1.1. TecToBble 3agaHus
1. Kaxkoii 13 MeTof10B KOHTpOJIs ieiaocTHOCTH daitnos orcyrecTByeT B C3U or HC/I Secret Net?
a) Kontposnb comepxumoro
b) KonTposns arpulyToB
¢) KoHTposb cCaHKIIMOHMPOBAHHBIX H3MEHEHUI
d) KonTpons cymecTBoBaHUS
2. Jlng gero npeHazHayeHa mporpaMmma orneparuBHOro ynpasieHus Secret Net?
a) Jlns 3amuThl KOH(QUACHIMAIBHOW HHPOPMaLUU
b) Ans nnentTudukanuu u ayreHTUQUKAIMY 1oyib3oBatenet 10 3arpy3ku OC
¢) [y HeHTpaTu30BaHHOTO YIIPABICHHS 3alUIIAEMbIMH KOMITBIOTEpaMHU
d) 5 KOHTpOJIs BRIBOAA KOH(PHIEHIMAIBHON HH(POPpMAIUH
3. HazoBuTe o1uH U3 peKUMOB pabOThI TPOrpaMMbI ONIEpaTUBHOTO yripaBieHus Secret Net?
a) PexxuM yrmipaBnieHus 3aIUTHRIMA MEXaHH3MaMHU
b) Pexxum unenTuduKanuy 1 ayTeHTUGUKAIMK TOJIb30BaTeNeH
¢) PexkxuM MOHUTOpHHTA 1 OTIEPaTHBHOTO YIIPABICHUS
d) Pexxum anmapaTHO# GIOKMPOBKY 3aIIMIIIAEMOT0 KOMIIbIOTEPA
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4. BriOepuTe THIIOBBIC 33/1a4K aIMUHUCTpATOpa 0€30NMacHOCTH, /sl BBIMOTHEeHUs KoTopbix HE mc-
MOJIb3yeTCs MPOrpaMMa OlepaTUBHOTO yIipaBieHus Secret Net B pexxrMe KOHPUTYpUPOBAHUS:

a) PemaktupoBanue CTpyKTYpHI ONEPATUBHOTO YIIPABICHUS

b) HacTpoiika mapameTpoB cOopa JOKAIbHBIX )KYPHAJIOB

¢) KontponupoBaHnue coCTOSIHUS 3alIUILEHHOCTH CUCTEMBbI

d) Hactpoiika mapamMeTpoB CETEBBIX COCTMHEHHI

5. [lepeuncnure TUMIOBBIC 3a/1a9K aIMUHUCTpATOpPa OE30MACHOCTH, JIJIsl BHITIOJTHEHHS] KOTOPBIX UC-
MOJIb3YeTCs MPOrpaMMa OTNIEPATUBHOTO YIIPABJICHUS B PEXKUME YIIPABICHHUSL.

a) KonTponupoBaHue U ONMOBEUICHUE O MPOU3OMIEANINX COOBITUAX HECAHKIIMOHHMPOBAHHOTO JI0-
cTymna

b) KonTposimpoBaHue TEKyIIero COCTOSHUS 3alUIIAEMbIX KOMITBIOTEPOB

¢) Hactpotika moutoBo# pacceliku yBeaomieHni o coobrtrsix HCJI

d) BeimonHenue OeiCTBUI € 3alUIIIAEMBIMU KOMITBIOTEpaMH TIPU BOSHUKHOBEHHH YIpo3 s 0e3-
OTACHOCTHU CHCTEMBbI

6. lns wero HeoOxoaumo kButupoBanue coObiTuii HC/I B cucteme Secret Net?

a) Jlns ycrpanenus nocnenctsuid HCJJ

b) s npenorspamennss HCJI B Oyaymiem

¢) Jns duxcamuum peakimu agMuHucTpaTopa 6e3omacHoct Ha coosrtre HCJL

d) dns yonanenust coosrtuss HCJI u3 s)xypHanoB ayaura

7. Kakoil 3 MexaHU3MOB Y/IaJI€HHOTO YIPaBJICHUS 3aIIUIIAEMbIM KOMIIBIOTEPOM HE peau30BaH B
Kaspersky Security Center?

a) YianeHHasi yCTaHOBKA MIPHIIOKCHHUMA

b) Ymanennas nepesarpyska 3aliyIaeMoro KOMIboTepa

¢) YraneHHbI KOHTPOJIb LIETOCTHOCTH MH(POPMAIIMKU OTPAHUYEHHOTO JTOCTyIa

d) YnanenHoe yrpaBieHre HaCTpOKaMU aHTUBHPYCA

8. Kakue BO3MOXHOCTH yIpaBieHHs armapaTHeiMH uaeHTHukaropamu eToken HE mpemocTas-
nset Safenet Authentication Manager?

a) O6noBnenue comepxumoro eToken

b) O6cnyxuBaHue 3apocoB Ha pa30mokupoBKy eToken

¢) UzBnedenue kiroueii mudpoBanus u3 mamsata e Token

d) CamocrostensHas peructpauus eToken mons3oBarenem Ha otaeabHOM WEB-caiiTe

9. Kakoii 13 BapraHTOB OTBETA HE OTHOCHUTCSI K BO3MOYKHOCTSIM IIEHTPATM30BaHHOTO ay/IuTa COObI-
THUH, CBSI3aHHBIX ¢ MH()OPMAIIMOHHON 0€30MaCHOCTHIO B JIOKAIBHOM CETH OpPraHU3allu € MOMOIIBIO TIPO-
rpaMMBbl ONIEPAaTUBHOTO yripaBiieHus: Secret Net?

a) KontponupoBaHue COCTOSIHUS 3aIUIIEHHOCTH CUCTEMBbI

b) Onpenenenue 006CTOATEILCTB, KOTOPbIE MPUBEIH K U3MEHEHUIO COCTOSIHUSI 3alIUILIEHHOCTH CH-
crembl win Kk HCJL

¢) Hactpotika KoH(DHUTypallMOHHBIX TAPaMETPOB CEPBEPOB OE30MMACHOCTH U ar€HTOB

d) BeisiBieHre MPUYMH TPOU3OIIEIINX H3MECHEHHUI COCTOSHUS 3aIIHIIEHHOCTH CUCTEMBI

10. Kakoi1 u3 BapuaHTOB OTBETOB HE MCIIOJIb3YETCS JIJIsi ONEPATUBHOTO U3BEIICHUS a[IMUHUCTPATO-
pa 0e30macHOCTH O COOBITHSIX HECAHKIIMOHMPOBAHHOTO JIOCTYNA B MPOTpPaMME ONEPATUBHOTO YIIpaBIie-
Hus Secret Net

a) BuzyansHoe orobpaxenne HC/I Ha nuarpamme ynpaBieHUs

b) [TuceMO Ha PTEKTPOHHYIO MOYTY ATMUHUCTPATOPY OE30MACHOCTH

¢) YBenomieHue Ha TenedoH aaAMUHUCTpaTopa O6e3onmacHocT Mo SMS

d) 3BykoBOE yBeOMIICHUE B TPOTrpaMMeE OTIEPATUBHOTO yIpaBiieHus Mpu Bo3HUKHOBeHUH HC/|

11. MexaHu3m 3aMKHYTOW mporpamMmHoi cpeabl Secret Net MO3BOJISIET YAOBIETBOPUTH CIIEAYIO-
MM MepaMm 3alIUThl HH(POPMALIUK B TOCYAAPCTBEHHBIX HH()OPMALIMOHHBIX CHUCTEMAX:

a) BrisgBienue, aHanm3 ys3BHUMOCTEH MH()OPMAIMOHHONW CHCTEMBI M OIEPATHMBHOE YCTPaHCHHE
BHOBbB BBISIBJICHHBIX YA3BUMOCTEH

b) brokupoBanue ceanca qoctyna B HH(GOPMAIIMOHHYIO CHCTEMY MOCIIE YCTAHOBJIEHHOTO BPEMEHH
0e31eicTBUS (HEaKTUBHOCTH ) TTOJIH30BATEIIS UITH TI0 €T0 3alpocy

¢) YnparieHue 3armyckoM (00panieHUsIMI) KOMIIOHEHTOB MPOTPAMMHOTO OOECIICUEHUsI, B TOM YHC-
Jie ompeielieHHe 3allyCKaeMbIX KOMIIOHEHTOB, HACTpPOilka mapaMeTpoB 3alycka KOMIIOHEHTOB, KOHTPOIb
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3a 3aITyCKOM KOMIIOHEHTOB IMPOTrPaMMHOI0 00ecrieueHus

d) 3ammuTa apxuBHBIX (ailyioB, MapaMeTPOB HACTPOWKH CPEICTB 3alIUThl MHPOPMAIUA U TPO-
rPaMMHOTO 00€CIIEUeHHs U WHBIX JTaHHBIX, HE MOJISKAIUX U3MEHEHUIO B mpoiiecce 00paboTku nuHdop-
Maiuu

12. JInst peanu3anuy Mephl 3alIUTH HH()OPMALIMK B TOCYIAPCTBEHHBIX MH(POPMAIIMOHHBIX CHCTE-
Max «KonTpons ucnonbszoBanus mHTEepdelicoB BBoAa (BbIBOAA) MHGOPMAIMA HA MAIIMHHBIC HOCUTEIH
uHpopmMarum» B cucteme Secret Net ciieyeT UCTONb30BaTh CIEAYIOIIYIO MTOICUCTEMY:

a) Monymb Bxona

b) [Toncuctema KOHTPOIIS EITOCTHOCTH

¢) [loacucrema pa3rpaHuUeHUs TOCTYIA K YCTPOHUCTBAM

d) 3amkHyTas mporpaMMHas cpesia

13. Kakyro u3 Mep 3amuThl HHGOPMAMU B rOCYJapCTBEHHBIX MH()OPMAIIMOHHBIX CHCTEMaxX He
no3BosisieT peanuzoBarb C3U or HCJI Secret Net?

a) Peanu3zanus HEOOXOIMMBIX METOIOB (JIMCKPEITMOHHBINA, MAHIATHBIN, POJICBOM MIJIM MHON METO),
TUTIOB (YTCHHE, 3aMMCh, BBIMIOJHEHUE WJIM UHOW TUIM) U TIPABIII pa3rpaHUUCHUs JOCTYIa

b) YnpapneHnue 3amyckom (0OpamieHusIMH) KOMIIOHEHTOB TIPOTPaMMHOTO 0OECTICYECHHSI, B TOM YHC-
Jie OTpeNeICHHE 3aIlyCKaeMbIX KOMIIOHEHTOB, HACTPOIKa MapaMeTpoB 3ayCcka KOMIIOHEHTOB, KOHTPOIb
3a 3aIyCKOM KOMIIOHEHTOB MPOTrPaMMHOI0 00ecreueHust

c¢) Peanuzanys aHTUBUPYCHON 3aIIUTHI

d) YnpaBnenue 10CTYOM K MaIllMHHBIM HOCHUTEISIM HH(OpMaIuu

14. JInst peann3anyy Mephl 3alIUTH HHQOPMALIMK B TOCYIAPCTBEHHBIX MH(POPMAIIMOHHBIX CHCTE-
Max «MOHUTOPUHT (IPOCMOTP, aHATHM3) PE3YJIBTATOB PETHCTPAIIMH COOBITHI 0€30MaCHOCTH U PearnpoBa-
HHE Ha HUX» B cucTeMe Secret Net clieyeT HCTIOIb30BaTh CIEAYIONIYIO IOACUCTEMY:

a) [Toacucrema KOHTPOIIS LIETOCTHOCTH

b) [Toncucrema pasrpaHudeHus: AOCTyIa K yCTpoicTBamM

¢) [Toacucrema onepaTuBHOTO ypaBICHUS

d) 3amkHyTas mporpamMMHas cpeza

15. Kakoe u3 mporpaMMHBIX CPEICTB IMO3BOJISET Peau30BaTh CICAYIONIYIO MEPY 3alluThl HHPOP-
MaIiH B TOCYIapPCTBEHHBIX HH()DOPMAIIMOHHBIX CUCTEMAX: « YTIpaBleHUE UACHTU(DUKATOPAMU, B TOM YHC-
Jie co3aHue, MPUCBOCHUE, YHUUTOXKEHUE UIEHTU(DUKATOPOB» ?

a) Kox bezonacnoctu: MuBenTapuzanus

b) Secret Net

c¢) SafeNet Authentication Manager

d) Kaspersky Security Center

16. Jlns yero npeaHa3sHauyeH MEXaHW3M KOHTPOJIA MOJAKIIOYEHUS U U3MeHeHUs ycTpoiictB B C3U
ot HCJ] Secret Net?

a) Jlnist crnesxeHust 3a HEM3MEHHOCTBIO COZIEP’KUMOT0 PECYPCOB KOMITbIOTEpA

b) Jlnst orpanmdenus ucnonb3oanus [10 Ha koMmmbroTepe

¢) st oOHapyXEeHHsI 1 pearupoBaHUs HA U3MEHEHHS allapaTHON KOHPUTYpALUK KOMITBIOTEpa

d) s nueHTpaan30BaHHOIO YIIPaBJICHUS 3alUIIIAEMbIMU KOMIIbIOTEpAMU

17. lnsa yero npennasHaueH Mmexanu3m koHtposis nenoctaoctu (KL) 8 C3U ot HCJI Secret Net?

a) Jlns orpannyenus ucnonb3oBanus [10 Ha komnbroTEpe

b) lnst oOHapYKEHUS U pearupoBaHus Ha N3MEHEHMS allapaTHOW KOH(PUTYpaIlii KOMITBIOTepa

¢) [nst neHTpanrn30BaHHOTO YIPABICHUS 3aIIUIAEMbIMUA KOMITbIOTEPaMH

d) J1mst cnesxeHns 3a HeM3MEHHOCTBIO COJICPKMMOTO PECYPCOB KOMITBIOTEpa

18. Jlia dero mpeaHa3HaueH MeXaHu3M 3aMKHyTou mporpammHoil cpeasl B C3U ot HC/I Secret
Net?

a) [lns obHapy)eHHs 1 pearupoBaHUs HAa U3MEHEHHS allapaTHON KOHPUTYypalluyd KOMITbIOTEpa

b) [yt IeHTPaTN30BaHHOTO YIIPABICHHSI 3AIUIIIAEMBIMUA KOMITBIOTEPAMH

¢) st cnexxeHns 3a HEM3MEHHOCTBIO COJEPKUMOTO PECYPCOB KOMITbIOTEPA

d) st orpannyenus ucnons3oBanus [10 Ha komnbroTepe

19. HazoBure pexxkumsl ai1g 3aMkHyTOM nporpamMmmHoit cpenbl B C31 ot HCJ Secret Net?

a) KonpuaeHmanbHbIii U CEKPETHBIN

b) DTanoHHBIN U TOJTHOMOYHBIHA
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¢) Msrkuit u xKecTKuit

d) IuckpennnoOHHBIN ¥ MaHIaTHBIN

20. Kaxkas u3 3anmutabix Qynkiuit HE otHocutes k Kaspersky Security Center?

a) YraneHHoe ynpaBieHHe aHTUBUPYCHBIMH CPEICTBAMU 3aIUThI

b) YdeT ycTaHOBJIEHHOTO MPOrPaMMHOI0 00ECIIEUeHHs U IOUCK B HUX YA3BUMOCTEH

¢) Pasrpannuenue gocrtymna nosp3oBatenieil K ”HGOpMAIMK OrPAaHUYEHHOTO JIOCTyIa

d) Aymut coObITHII HHOOPMAITMOHHON 0€30MaCHOCTH, IPOUCXOSIINX HA 3alIUIIAEMbIX KOMITBIO-
Tepax B CETH OpraHu3aluu

21. Kakue 13 nepeurciaeHHbIX 3aIIUTHRIX Mexanu3MoB Secret Net HE ncnonb3yrorcst anst obecre-
YEeHUs 3aIlIUThl UH(POPMALIUK OTPAaHUYEHHOTO A0CTyma?

a) Kontpoups nenoctaoctu

b) Pasrpanndenne 1ocTyma K ycTpoicTBam

¢) Unentudukanus u ayreHTH(GUKALUS TOIb30BaTeIeh

d) [TorHOMOYHOE pa3rpaHUYEHUE JOCTYIIA

22. Cornacno npukazy ®CTIK Poccuu ot 11 deBpans 2013 r. N 17 00 yrBepkaeHuu tpedoBa-
HUW O 3amuTe WH(OpMAIMU, HE COCTABJISAIONIEH TOCYIApCTBEHHYIO TalHYy, COAEpIKalleics B rocyaap-
CTBEHHBIX MH(GOPMAITMOHHBIX CUCTeMax, Kakoe u3 aeiicTBuii HE OTHOCUTCS K BBISABICHUIO WHIIUIACHTOB
nH()OPMAITMOHHON 0€30MaCHOCTH M PEarupoBaHUIO HA HUX?

a) OnpezeneHne ML, OTBETCTBEHHBIX 32 BBISBICHHE WHIMICHTOB

b) AHanu3 UHIKUJIEHTOB, B TOM YHKCJIE OIpe/ie]IeHe UCTOYHUKOB M MPUYMH BOSHUKHOBEHMS MHIIM -
JICHTOB, a TAK)KE OLICHKA UX MOCIIEACTBUI

¢) OnpeneneHue Ui, KOTOPBIM pa3pelIeHbl ISUCTBHUS M0 BHECEHUIO M3MEHEHUH B 0a30BYI0 KOH-
¢durypamuo nHGOPMAIIMOHHON CUCTEMBI M €€ CHUCTEMBI 3aIUThl HHPOpMAIIH

d) [lnanupoBaHue U MPUHATHE MEP MO MPEIOTBPALICHUIO IOBTOPHOTO BO3HUKHOBEHHSI HHIUICH-
TOB

23. Cornacuo npukazy @CTIK Poccum ot 11 derpans 2013 1. N 17 06 yrBepkaennn TpedoBa-
HUI 0 3amuTe MH(pOpPMALUU, HE COCTaBIIOIIEH TOCYJapCTBEHHYIO TaliHy, COAEpIKaIlleicss B rocymaap-
CTBEHHBIX MH(POPMAIIMOHHBIX CUCTEMaX, KaKoe W3 JNEeHCTBUI OTHOCHUTCS K KOHTPOJIO (MOHUTOPHUHTY) 3a
o0ecrieyeHreM YpOBHS 3aIIUIIIEHHOCTH HH(POPMAINH, CoAeprKalieiicss B MH(GpOpMaIlMoHHOH cucteme?

a) AHaJy3 UHIUIEHTOB, B TOM YHCII€ ONPEEIEHNE HCTOYHUKOB U MPUYMH BOSHUKHOBEHHS MHIIH -
JICHTOB, a TAK)KE OLICHKA WX MOCIIEACTBUI

b) Omnpenenenre mapaMeTpoB HACTPOWKH MPOTPAMMHOIO OOECIIeUeHUsI, BKIIIOUasi MPOrpaMMHOE
o0ecrieyeHrne Cpe/CTB 3alUThl MH(OPMAIMK, COCTaBa W KOH(PUTypaluu TEXHUYECKUX CPEACTB M MpPO-
TPaMMHOTO 0OecTieueHHUs 10 BHECCHHS U3MEHEHU B 0a30BYI0 KOH(pUTyparuo HHPOPMAIIMOHHON CHUCTe-
MBI U €€ CHCTEMBI 3aIUThl HH(popMauu

¢) AHanu3 U OlleHKa (PYHKIIMOHMPOBAHHUS CUCTEMBI 3alTUThl HHPOpMaIuu HHHOPMAIIMOHHON CH-
CTEMBI, BKJIFOUAs BBISBIICHHUE, aHAIIN3 U YCTPAHEHUE HEJOCTATKOB B (DYHKIIMOHHPOBAHUH CUCTEMBI 3aIllH -
ThI HHGOPMAIIMH HHPOPMAITUOHHON CUCTEMBI

d) YnpaBnenue cpencTBamMu 3auiuThl MHGOpMAMK B MHPOPMALIMOHHOW CUCTEME, B TOM YHCIIE Ta-
pameTpaMy HaCTPOIKU MPOrpaMMHOT0 00eCIedeHUs

24. Cornacuo npukazy ®CTIK Poccum ot 11 deBpans 2013 r. N 17 00 yrBepkaeHuu tpedoBa-
HUW O 3amuTe WH(OpMAIMU, HE COCTABJIAIONIEH TOCYIAapCTBEHHYIO TalHYy, COACpIKalleics B rocyaap-
CTBEHHBIX WH(POPMAITMOHHBIX CHCTEMaX, K MEpaM 0 OTPAaHUYEHHUIO MPOTPAMMHOMN CPEllbl OTHOCHUTCSI BBI-
CKa3bIBaHUE!

a) JlomkHBI 0OecrieunBaTh yIpaBlieHUE IPaBaMU U MPUBUIICTUSAMU CYOBEKTOB JOCTYTIA, pa3TpaHHu-
YeHHe TOCTyIa CyObEKTOB JIOCTyIa K 00BEKTaM JI0CTyIa Ha OCHOBE COBOKYITHOCTH YCTaHOBJICHHBIX B HH-
(bopMaLMOHHOM cUCTEMe TIPAaBUII pa3rpaHUYCHUs JOCTYIIA, a TAaKXkKe 00eCeynBaTh KOHTPOIIb COOMIOICHHS
ATUX MPaBUI

b) JlomxHbl obecrieunBarh cOOp, 3aMKCh, XPaHEHUE U 3alMTY HH(OPMAIMK O COOBITUAX Oe3omac-
HOCTH B UH(GOPMAIIMOHHOM cHCcTeMe, a Tak)Ke BO3MOXKHOCTh MPOCMOTpa M aHalln3a HHPOPMALIUK O TaKUX
COOBITHSIX ¥ pearupOBaHKE HA HUX

¢) JomxkHbl 00ecTieunBaTh YCTAHOBKY W (MJIM) 3aIlyCK TOJIBKO Pa3pelIeHHOTO K MCIIOIh30BaHUIO B
MH(POPMALMOHHONW CHUCTEME NMPOrPaMMHOT0 OOECIEYEeHUs] WIM MCKII0YaTh BO3MOXKHOCTh YCTAHOBKH H
(wyn) 3amycKa 3anpernieHHOro K UCIoIb30BaHUI0 B MH(POPMAITMOHHOM CUCTEME TTPOrpaMMHOTO obecreue-
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HUS

d) lommkHbl oOecrieunBaTh OOHApYKEHUE B MHPOPMAITMOHHOW CHCTEME KOMITBIOTEPHBIX MPOTPaMM
1100 MHOW KOMITBIOTepHOU HH(pOpMALIUY, TPeTHA3HAYCHHOW JIJIsl HECAaHKIIMOHUPOBAHHOTO YHUUYTOKEHUS,
OJIOKMpPOBaHUS, MOAU(PHUKAIINH, KOMUPOBAHUS KOMITBIOTEPHONU MH(OPMALIMK UM HEHTpaIu3aluu CpeacTB
3alUThl MH(OpPMAIINH, a TAKXKE pearupoBaHne Ha OOHApYKEHHE 3TUX MTPOrpamMM U HHPOPMAITIH

25. ns wero npennasnadeHo teHeBoe konupoBanue B C3U ot HCJI Secret Net?

a) Jlns HakoruieHUst HHPOPMAIMK O COOBITHUSIX, PETUCTPUPYEMBIX HA KOMITBIOTEPE CPEACTBAMU CH -
CTEMBbI 3aLUTHI

b) 515t KOHTPOJISt U OTIOBEILEHHSI O MPOU3OIIEANIINX COOBITHIX HECAHKIIMOHUPOBAHHOTO I0CTYIA

¢) st mepemenieHus: 1yOnrKaToB (KOMWN) TaHHBIX, BEIBOJUMBIX Ha OTUY)K/1aeMble HOCUTEIT HH-
dopmanuu

d) HenpaBuiibHBIN OTBET

26. Jlna xakux yctpoiictB HE ocymectsisiercst TeneBoe konupoBanue B C3U ot HC/] Secret Net?

a) [IpunaTEpHI

b) USB-HocuTenu

c¢) CereBble KapThI

d) CD-mipuBoBI

27. HazoBute anmapatHoe cpeactro 3amuThl, HE npumensiemoe copmecto ¢ C3U ot HCJI Secret
Net:

a) Anmmaparnbie uaeHTudukaropsl «eTokeny

b) [IporpamMmmHoO-anmapatHeiii kKomruieke «CoOoIb

¢) [IporpamMmmHo-anapaTHbIA KOMIUIEKC « AKKOPI»

d) ITnara «Secret Net Cardy»

28. C kakoil e MOXET HUCIOoNb30BaThCsl Safenet Authentication Manager B rocynapCTBEHHBIX
WH(POPMAITMOHHBIX CUCTEMaXx?

a) LlenTpanu3oBaHHOE pellleHne OCHOBHBIX 33/1a4 MO YIPaBICHUIO U 00CTYKUBAaHUIO CUCTEMBI 3a-
[IUTHI CETH OpraHU3aIuU

b) 3amura KoHpUACHIMATBHOW HHPOPMAIIMH, B TOM YHCIIC TIEPCOHATBHBIX IAHHBIX, a TAK)KE CBE-
JIEHUN COCTAaBISAIOIIUX TOCYJaPCTBEHHYIO U KOMMEPYECKYIO TallHy

¢) YnpasieHue )XM3HEHHBIM [IUKIOM allapaTHBIX ayTeHTU(PUKATOPOB

d) C6op, oOpaboTka U cucTemMaTH3anus WHPOPMALUU O TPOTPaMMHOM M ammapaTHOM olecreye-
HUU, YCTAHOBJIEHHOM Ha KOMIIbIOTEpax U CepBEpax B JIOKATbHON BBIUMCIUTEIHLHON CETH

29. C xakoil 1enpio MoxeT ucnonb3oBarbess Kaspersky Security Center B rocyjapcTBEeHHBIX HH-
(hOpMaIMOHHBIX CHUCTEMaXx ?

a) 3amuTa KOH(pHUIEHITMAIBHON HH(GOPMAITUH, B TOM YHCIIE TIEPCOHANBHBIX TaHHBIX, 4 TAKKE CBE-
JEHUI COCTABISAIONINX TOCYAAPCTBEHHYIO U KOMMEPUYECKYIO TaillHy

b) YnpasiieHue >KM3HEHHBIM ITUKJIOM allapaTHBIX ayTeHTU(PUKATOPOB

c) Coop, 006paboTKa U cucTteMaTh3anus HHGOPMAIIUA O TPOTPAMMHOM M arIapaTHOM obecrede-
HUU, YCTAaHOBJICHHOM Ha KOMIIBIOTEPAX U CEPBEPaX B JIOKATHHON BBIUMCIUTEIHLHOU CETH

d) llenTpanu3oBaHHOE pellIeHNE OCHOBHBIX 3a7a4 MO YMPaBICHUIO U 00CTY>KUBAHUIO CHCTEMBI 3a-
[IUTHI CETH OpraHU3aIuU

30. Kakoe u3 mporpaMMHBIX CPEACTB MO3BOJISAET PEATU30BaTh CIACAYIONIYIO MEPY 3aIUThHl HHPOP-
MaIii B TOCYAapCTBEHHBIX WH(MOPMAIMOHHBIX CHCTEMaX: « YHHUTOXKCHHE (CTHpaHHe) MHPOpMAINK Ha
MAaIIMHHBIX HOCHUTENSX MPU UX Iepenade MeXIy MOJIb30BaTeIsiMU, B CTOPOHHHE OpraHHU3aluu Ui pe-
MOHTA WJIM YTHWIN3ALHH, @ TAKXKE KOHTPOJIb YHUUYTOXKEHUS (CTUpaHUs)»?

a) Kox bezonmacnoctu: UHBeHTapu3anus

b) SafeNet Authentication Manager

c¢) Secret Net

d) Kaspersky Security Center

14.1.2. Tembl 0IPOCOB HA 3aHATHAX
1. OcHoBuble pyHkMU cuctembl KBU.
2. Yro takoe Kaspersky Security Center?
3. Kakue ocHoBuble ¢pyHnkuuu B Kaspersky Security Center?
4. Kak noiay4uts HHPOPMAIIUIO O KOHKPETHOM KOMIBIOTEPE B CETH?

CornacosaHa Ha noptane Ne 50437 17



5. Yto Takoe nacnopT KoMibroTepa’?

6. Jlyist wero mpennasHadeH cadt SAM Self Service Center?

7. IlepeuncnuTte TUIOBBIE 3aaull aIMUHHUCTpaTOpa 0€30MacCHOCTH, ISl BBITIOJIHEHHS KOTOPBIX UC-
HO0JIb3YETCsl IPOrpaMMa ONEPATUBHOIO YIPABJICHUS B PEXKUME YIIPABICHHUS.

8. Kakoii hopmar manHBIX HCHOIB3yeTCs B xKypHaie Secret Net?

9. [Ins Kakux yCTPOMCTB peain30BaH MEXaHU3M KOHTPOJISI MOJKIFOYCHUS U U3MEHEHHUS ?

10. Kakue ecTb pexumsl 1J11 3aMKHYTOW IPOrpaMMHOM cpezibl?

11. IlepeuncnuTe TUNOBBIE 33Jaudl aJMHHUCTPATOpa OE30IMACHOCTH, AJI BBIOJHEHUS KOTOPBIX
UCTIOJIb3YETCSl MPOrpaMMa ONEPATUBHOTO YIPABICHUS B PEKUME KOH(PUTYPHUPOBAHUSI.

12. Jdns wero npeanazHadeH cait SAM Rescue Center?

13. Jlng yero HyHbI OTYETHI O pe3yibTaTaXx MHCIEKTHUpoBaHMs? Kakue rpymnmbl oTUETOB Ipeyia-
ratorcst cucremon KbI?

14. Yto Takoe «CepBep aAMUHUCTPUPOBAHUS)?

15. Yto Takoe «YnaneHHas yCTaHOBKa» U KakK €M MoJb30BaThCs?

14.1.3. 3auér

. Jly1d 9ero npenHa3Ha4eH MEXaHNU3M KOHTPOJIS IIOJKIFOUEHUS U U3MEHEHUS YCTPOICTB?
. J1J1g KaK1X yCTPOMCTB peain30BaH MEXaHU3M KOHTPOJIS OJKITFOUEHUS! U U3MEHEHUS?
. Jlnst yero npegHa3zHayeH MeXaHU3M KOHTpouts nenoctHocTH (KLT)?
. JAyig yero npenHa3HaYeH MEXaHU3M 3aMKHYTOM MpOorpaMMHOMN cpefibl?
. Ilepeunciure ¥ NOACHUTE METObI KOHTPOJIS LIENIOCTHOCTH.
. Kakue ectp pexxuMbl 17151 3aMKHYTOM IpOrpaMMHOM cpeibl? B uem 3akio4aroTest UX OTIn4us?
. Jl1st uero Hy>kKeH *KypHaj COObITHIA?
. Kako#i popmar nanubIX ucnonb3yercs B kypHaie Secret Net?
. I[lpuBeauTe U MOSCHUTE HECKOIBKO KAaTETOPH PEruCcTpaliiyi COOBITHIA.

10. KTo MmoxeTt paboTath ¢ )xypHaiom?

11. Iy 9ero HyKHO TEHEBOE KOIIMPOBaHUE?

12. JIns kKakuX yCTpONCTB MOXKET OCYIIECTBIIATHCS TEHEBOE KOMMPOBaHUE?

13. JIns uero npeaHasHaueHa porpaMma orepaTuBHOIO yrpasieHus Secret Net?

14. Kakue pexumsbl pabOThl UMEET ITPOrpaMmMa orepaTUBHOIO yiipaBieHus Secret Net?

15. Ilepeuncnure TUIOBBIE 3a/laud aJIMUHHUCTpATOpa OE30MACHOCTH, Ui BBIOJHEHUS KOTOPBIX
HCIIOJIb3YETCS MTPOrpaMMa ONEePaTUBHOIO YIIPABIICHUS B PEKUME KOH(DUTYPUPOBAHUSI.

16. Ilepeuncnaure TUMOBBIE 3a/laud aJMUHHUCTpATOpa OE30MACHOCTH, IS BBIOJHEHUS KOTOPBIX
UCIIOJIb3YETCS MTPOrpaMMa ONEPaTUBHOIO YIIPABIICHUS B PEKUME YIIPaBJICHUS.

17. B xakoli IOCJI€J0BATEIBHOCTH IIPUMEHSIOTCS TapaMETPhl IPYNIIOBBIX MOJUTHK?

18. Jls1 uero Heo6xoaumo kButuposanue coosrtuit HC?

19. Kakue BUIbl OTYETOB MOKHO IOCTPOUTH € MOMOIBIO porpaMmbl OY?

20. B xakux ciydasx HEOOXOAUMO U3MEHEHHUE CETEBbIX HACTPOEK?

21. lepeuncaure ¢pyHKIMU cepBepa armuHucTpupoBanus Kaspersky Security Center.

22. Jlns yero HeoOxoauM nacnopT komnbiotepa B cucteme Kb: MuBenTapusanus?

23. Ha30BUTE OCHOBHBIE 33/1a41, BO3HUKAIOLIUE MIPU YIIPABICHUH KU3HEHHBIM LIUKJIOM YCTPOMCTB
ayTeHTU(PUKAIIH.

O 01N DN B W~

14.1.4. Bonipocbl Ha cAaMONOATOTOBKY

1. Secret Net — apxurexrypa.

2. Secret Net - 3aUTHLIE MEXaHU3MEI.

3. Secret Net - [Iporpamma onepatuBHOTO yrpaBieHUS.

4. llenTpann3oBaHHasi HHBEHTApU3ALIUS PECYPCOB JIOKAIBHOM CETH .

5. lleHTpanu3oBaHHas 3alMTa OT BUPYCOB B JIOKAJIbHOM CETH.

6. LlenTpanu3zoBaHHOE yNpaBiIeHUE CPEACTBAMU 3aIUTHl OT HECAHKIIMOHUPOBAH-HOTO JOCTYyMa B
JIOKAJIbHOM CETH.

7. LleHTpan30BaHHBINA YUET U YIpaBJIEHUE TPOrPaMMHO-AINAPATHBIMU CPEACTBA-MU 3aLUTHI UH-
dbopmarum.

14.1.5. Tembl 1a00paToOpHBIX padoT
“Kb WuBentapuzanus”. [IpoBeneHne MHCOEKUUMN M ydyeT M3MEHEHMH KOH(UTrypanuu 3amuiiae-
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MBIX pabounX CTaHLUH.

VYnpasnenue cepBepamu anMuHUCTpupoBanus "Kaspersky Security Center"

Pasrpannuenue gocrymna K gaHHbIM. Pasrpanudenue gocrtyma K ycrporictBaM. KoHTponb meyatu
KOH(pHIEHIINANbHBIX TAHHBIX.

3aMKHYyTas porpaMMHas cpea. KoHTposb 1enocTHOCTH.

Aymat coOwrtrii nHGopMannonHoit 6e3omacHoct B C3U ot HCJ] Secret Net. PaGora co cBeneHu-
SMU B JKypHaJIe perucTpannu coobThii. TeHeBoe KonupoBaHue

OnepatuBHOE yIpaBlieHUE 3aAIIMIIAEMBbIMA PA0OOYUMHU CTAHLUSAMHU U MOHUTOPUHT COOBITHI WH-
(dbopMaIMOHHOM 6€30MacHOCTH

VYnpaBneHue XKU3HCHHBIM IMKJIOM cpeAcTB ayreHTH(dukaruu eToken ¢ momompbro Safenet
Authentication Manager.

14.1.6. Tembl KypCOBBIX POEKTOB / KypCOBBIX padoT

Brimonnenue xypcoBoil paboThl Ha TeMy “AnmunHuctpupoBanue u ynpasieHue C3U or HCJ]
Secret Net”. CoBMECTHO C PYKOBOJHUTEIEM BO3MOXKEH BBIOOp IPYrod TeMbl KypCOBOW pabOTHI, OJHAKO
HEOOXOMMBIM SIBJIIETCS YCJIIOBUE NPUMEHEHHS B paMKax KypCOBOM paboThl CpeacTBa 3alluThl HHOpMa-
LIMY OT HECAaHKLIIMOHUPOBAHHOI'O IOCTYIIA B JIOKAJILHOW CETU C IPUMEHEHUEM BBIJaHHBIX NIPENOJaBaTEIEM
BUPTYaJIbHBIX MAIIMH U BBIIOJIHEHUE TPeOOBaHUM 3a/1aHUs IO BAPUAHTY.

Paccmotpum 3aanue, KOTOpoe HEOOXOIMMO BBIIIOJHUTH B paMKaX BBIINOJHEHHUS KypcoBOi pabo-
TBI:

1. B cooTBeTcTBUU ¢ BapHaHTOM, ONPEAETUTh HHPOpMAIMio, 00padaThiBaéMyt0 B aBTOMAaTU3HPO-
BaHHBIX cUCTeMax opranuzauuu. OnpeaenuTs Yrpo3bl, a Takke HHPOPMaLINIO, HYKIAIOIIYIOCS B 3alllUTE.

2. O0beIMHUTH BUPTYaJIbHbIE MAIIMHBI, BbIJJAHHBIE [IPEIOABATEIIEM B JIOMEH.

3. Cxauats aemo-epcuto C3U ot HCJI Secret Net u Tpebyemyro T0KyMEHTaIHIO.

4. IIpousBecTy yCTaHOBKY CEpBEPHOM M KJIMEHTCKHMX dacTed Secret Net Ha BUPTyallbHbIE Mallu-
HBL.

5. IlpousBectu HacTpolKy nojacucteM Secret Net B COOTBETCTBUHU C BApPUMAHTOM (CO3/1aTh KaTaJloTH
U (ailsibl Ha BUPTYaIbHBIX MalIMHaX, KOTOPbIE Obl COOTBETCTBOBAIN

naHHOM uHpopmanun). Croia BXOAUT HACTPOMKA, a TAaKXKe 0OBsICHEHUE PUYMH, B COOTBETCTBHUHU C
KOTOPBIMH OBLITM HACTPOEHBI JJAHHBIE MO/ICUCTEMBI:

— Ilomutuk Secret Net.

— Pasrpannyenue noctyna K yCTpoHCTBaM.

— 3ajaHue MaHJaTHOTO WU JUCKPELMOHHOIO METO/A YIIPABJICHUS JOCTYIIOM.

— Hactpoiika 3aMKHYTOH IporpaMMHOMN cpeibl (00s3aTesbHa U1l HEYETHBIX BAPUAHTOB).

— Hacrpoiika KOHTpOJIs LIEJIOCTHOCTH JJaHHBIX (00s13aTeNbHA 71 YeTHBIX BApUAHTOB).

— Hacrpoiika 3atupaHust JaHHBIX.

— Hacrpolika KOHTpOJIA I1eYaT.

6. [1onroTOBUTH MOSICHUTENBHYIO 3aIMCKY, COJAEPKAILYIO OMMCAHUE BBIITOJHEHHBIX paboT, a TAaKkKe
BBIBOJIBI 110 BCell paboTe.

14.2. TpeﬁoBaHnﬂ K OCHOYHBIM MaTepuajJamMm AJd JUll ¢ OrPaHHYCHHBIMHA BO3MOKHOCTAMMU
310PpOBbS U UHBAJIUA0B
I[J'IH JiiI ¢ OrpaHM4YCHHBIMH BO3MOKHOCTAMU 3J0POBbA U MHBAJIUAOB MPEAYCMOTPCHBI JOIMOJIHU -
TCJIBHBIC OLICHOYHBIC MATCPHUAJIbI, IICPCUCHb KOTOPLIX YKa3aH B Ta6J'II/II_IC 14.
Ta6J'H/IIIa 14 — I[OHOJ'IHI/ITeJ'II)HBIe MaTtepuajibl OUCHUBAHUA OJId JIUL C OrpaHUYCHHBIMH BO3MOXXHOCTAMU
340POBbLS U UHBAJINIOB

Kareropuu Bunpl TOIIOMHUTEIBHBIX OLIEHOYHBIX @OopMBbI KOHTPOJIS U OLIEHKH
oOyJarommxcs MaTepHaJioB pe3yJIbTaTOB O0y4YCHUS

TecTbl, MUCEMEHHBIE CAMOCTOSITEIbHbIE
paboThl, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE Pa0OTHI

[TpenmytiecTBEHHO MUCHMEHHAS
npoBepKa

C HapymieHusiMu
ciyxa

C napymenussmu | CobecenioBaHme 10 BONpocaM K 3a4eTy, | [IpenMyliecTBeHHO yCTHas IpoBepKa
3peHus OIpOC IO TEPMHUHAM (MHIUBUYaJIbHO)

C HapymICHUsAMHA Pemrenne AUCTAHIIMOHHBIX TCCTOB, HpeI/IMYH_[eCTBeHHO JUCTaHIMOHHBIMHA
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OIIOPHO- KOHTPOJIbHBIE Pa0OTHI, MUCHMEHHBIE
JIBUTATEIIBHOTO CaMOCTOSITENIbHBIE PadOTHI, BOPOCHI K METOJIaMH
amnrapara 3a4eTy
C orpanuueHusiMu 1o | TecTbl, TUCBMEHHBIE CAMOCTOSITENIbHBIE [IpeuMy1ieCcTBEHHO IPOBEPKA
o0IIeMe TMIIUHCKUM paboThl, BOIIPOCHI K 3a4ETy, METOZaMU UCXOIA U3 COCTOSIHUSA
[IOKa3aHUAM KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI | 00YYarOIIErocss HA MOMEHT IPOBEPKU

14.3. MeTtoau4yeckune peKoMeHAAIMH M0 OLeHOYHBIM MaTepHuaiaM JJIsl JUIl ¢ OTPAHHYeHHbIMU
BO3MOKHOCTSIMH 310POBbSI H HHBAJIH/I0B

Jiis M1 ¢ orpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBBSI M MHBAJIUIOB TPEAYCMAaTPHUBACTCS JI0-
cTynHas opma npeoCcTaBIeHNs 3aJaHNil OIIEHOYHBIX CPECTB, @ IMEHHO:

- B IIe4aTHOU (hopme;

- B [le4aTHOU (hopMe C YBETUUEHHBIM LIPUPTOM;

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- METO/IOM YTE€HUS ACCUCTEHTOM 33/1aHUS BCIYX;

- MPEIOCTABICHUE 3a/IaHUS C UCTIONB30BAaHUEM CYPJIOTIEPEBO/IA.

JIuriaM ¢ OTrpaHMYCHHBIMH BO3MOXXHOCTSIMH 3/I0POBbSl M MHBAIMAAM YBEIWYHMBACTCS BpEeMs Ha
MOJIrOTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. 111 Takux 00ydaromuxcs mpearycMaTpiuBaeTcs: JOCTYII -
Has (hopMa MpeIoCTaBICHHUS OTBETOB Ha 3aaHNs, 2 IMEHHO:

- MMCEMEHHO Ha Oymare;

- Ha0Op OTBETOB HAa KOMITBIOTEPE;

- Ha0Op OTBETOB C UCIIOJIL30BAaHUEM YCIYT aCCHCTEHTA;

- MIPE/ICTaBJICHUE OTBETOB YCTHO.

[Iponenypa orneHMBaHUST pPe3yAbTATOB OOYUEHUS JIUI] C OTPAHUYCHHBIMU BO3MOXKHOCTSMH 370PO-
BbSl 1 MHBAIHIOB 110 TUCLUILTMHE TPeIyCMaTpUBaeT IpenocTaBieHne nHpopMauu B popMax, aaanTH-
POBaHHBIX K OTPAHUYCHUSM HX 370POBBS M BOCTIPUSATHS HH(POPMALIUH:

JI1s1 JIMI ¢ HAPYIIEHUSIMH 3PeHus:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

— B TIEYaTHOH (hopMe YBEIIMYEHHBIM MIPH(TOM.

JIJ1s1 JIMI ¢ HAPYIIEHUSIMH CJIyXa:

- B (hopMe IIMEKTPOHHOTO IOKYMEHTA;

- B Ie4yaTHoOU opme.

JI1s1 1ML ¢ HApyIIeHUSIMM ONIOPHO-ABUIaTeJILHOI0 annapara:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU (opme.

[Tpy HEOOXOMUMOCTH /TS JIUI] C OTPAHUYEHHBIMHU BO3MOXXHOCTSIMU 3/I0POBbS U MHBAJIUI0B TPOIIE-
Jypa OIICHWBAHUSI PE3yIbTaTOB 00yICHHUST MOXKET TIPOBOIUTHCS B HECKOIBKO ITAIOB.
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