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PABOYA A [TPOI'PAMMA JJTUCTIUTIJIMHBI
IIpukiagnas kpunrorpagus

YpoBeHb 00pa3oBaHus: BhIcIee 00pa30BaHue - CIEIUATUTET

Hampasnenne moaroroBku /  cnenuanbHOCTh:  10.05.02 HWudopmanuonHas  06e30MacHOCTb
TeJIeKOMMYHMKAUMOHHBIX CHCTEM

Hampasnennocts (mpodwip) / cnenuanuzamusi: 3amura WHGOpPMANMU B CHCTeMax CBS3H U
ylpaBJieHUA

®dopma 0O0ydeHHS: OUHASA

QaxynbreT: @b, ®aKkyJabTeT 0€30I1aCHOCTH

Kadenpa: BUC, Kadenpa 6e3onacnocTu HHGOPMANMOHHBIX CHCTEM

Kypc: 4

Cemectp: 7

VY4eOns1ii mnan zHabopa 2020 rona

PaCHpe,Z[CJ'IeHI/IC paGoqero BpPEMCHU

Ne Bunpl yueOHO# nesTebHOCTH 7 cemectp Bcero Ennaunner
1 Jlexnn 18 18 JacoB
2 IIpaxTryeckue 3aHATUA 10 10 4acoB
3 JlaGopaTopHbie pabOThI 24 24 JacoB
4 Bcero aynuTopHbIX 3aHATUI 52 52 4acoB
5 CamocTosiTenbHas paboTa 56 56 4acoB
6 Bcero (06e3 sx3amena) 108 108 4acoB
7 OO0m1as Tpy10EMKOCTh 108 108 4acoB
3.0 3.0 3.E.

3auér: 7 cemecTp

Tomck

CornacoeaHa Ha noptane Ne 50128




P'LICC.\I()'I'DCHU 151 ();l()6pCH’d Ha 3aCCJaHuM K'd(l)C,'_lpr
nporokor Ne 12 oT « 26 » 11 2019 r
JINCT COT'JTACOBAHUA

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (cnernuanbHoctu) 10.05.02 MuapopMmanmonHas 0€30MacHOCTh TEICKOMMYHUKAIIMOHHBIX CHCTEM,
yrBepxkaeHHoro 16.11.2016 roma, paccmorpena u onoOpena Ha 3acemanuu kadeapsl KUBOBC «  »
20 ropma, mpotokos Ne

PazpaboTuuk:
HouenTt xap. KUBDBC A. 1O. SIxumyk

3aBenyronmii o0ecnieunBaromeii kad.
KNBOBC A. A. lllenynanos

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Jexan Ob . B. Kpyunnun
3aBeAyIOIHi BRITYCKAIOIICH Kad.

BUC E. 1O. KocTrouenko
OKCIIepTHI:

JlotieHT Kadeapbl KOMITJIEKCHON MH-

(hopMaIMoHHO# 6€30MacHOCTH DJIEK-

TPOHHO-BBIYUCIIATEITHHBIX CHCTEM

(KNB2BC) A. A. Kones

JlonieHT Kadeapbl KOMITJIEKCHOM MH-

(dhopMaoHHO# 6€30MacHOCTH dJIeK-

TPOHHO-BBIYUCIIUTEITHHBIX CHCTEM

(KNBSBC) K. C. Capun
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
dbopMHUpOBaHUE Y CTYACHTOB MPEJICTABICHUNA O MPAKTUYCCKOM HCIOJIb30BAaHUHM KpHUHTOrpaduye-
CKHUX METOJIOB 3alllUThl MH(OPMAIMU IS PEIICHUS OTICNBHBIX 3ajau oOecrneueHus UH()OPMAMOHHON
0e30MacHOCTH.

1.2. 3amaum AMCHUIIIMHBI
— chopMupOBaTh MPEACTABICHUE 00 OCHOBHBIX MPOOJIEMax, CBSI3aHHBIX C MPAKTUYCCKUM HC-
MOJIb30BaHUE KPUNITOTPAPUIESCKIX METOJIOB 3aIIUThHI HHPOPMAITUH;
—  HM3YYHUTh OCHOBHBIC KPHUIITOrpauuIeCKUe MPOTOKOIBI;
—  M3YYHTh HHPPACTPYKTYPY OTKPHITOTO KJIF0YA

2. Mecto mucuuniuebl B ctpykrype OIIOII
Hucuunnuna «IIpuknaanas kpunrorpadus» (b1.B.01.03) otnocutcs x 6moky 1 (BapuatuBHas
YacTh).
[TpenmecTByOUMMHI AUCUUIUIMHAMU, (POPMUPYIOIIMMHU HavajlbHbIE 3HAaHUSA, sABstoTcsa: Kpumnro-
rpaduyeckre MeTo/Ibl 3auThl HHpopManuu, OcHOBBI HH(POPMAIIMOHHON 0€30MaCHOCTH.
[TocnenyromumMu TUCHUIUIMHAMY SBJISIOTCA: 3alUTa BBIMYCKHON KBaJM(UKALIMOHHOW paboThI,
BKJIIOYasl IOATOTOBKY K ITPOLEAYPE 3aIUUThI U IPOLEAYPY 3aIUTHI.

3. TpeGoBanus K pe3yJibTaTaM OCBOCHMS JUCUMIIIIMHbI

[Tponecc n3yueHus JUCUUIUIMHBI HapaBiieH Ha (JOPMUPOBAHUE CIEAYIOIUX KOMIETSHIUI:

— TIK-13 cmocoOGHOCTRIO OPraHMU30BBIBAThH BHITIOJIHEHUE TPEOOBAaHUN peXUMa 3aIIUThHl UHQOP-
MaIii OrPaHUYEHHOTO JIOCTYIA, pa3padaThiBaTh MPOEKThI JOKYMEHTOB, PErIaMEHTUPYIOIINX PadoTy 1o
o0ecrieyeHn0 HHPOPMALMOHHONW O€30MaCHOCTH TEJIEKOMMYHUKAIIMOHHBIX CUCTEM;

— IIK-14 crnocoOHOCTBIO BBINOJHATH YCTAaHOBKY, HACTPOWKY U OOCITY>KMBAaHUE, JTUArHOCTHUKY,
HKCILTyaTallMI0 U BOCCTAHOBJIEHHE Pab0TOCTIOCOOHOCTH TEIEKOMMYHUKAIMOHHOTO 000pyIOBaHUS U TPHU-
O0pOB, TEXHUYECKUX U NMPOTrPAMMHO-AMNIAPATHBIX CPEJICTB 3aIUTHI TEJIEKOMMYHUKAIIMOHHBIX CETEH U CH -
CTEM;

B pe3ynbraTe u3ydeHus JUCIUIUIMHBI 00Yy4aOLIUICs TOJKEH:

— 3HATh OCHOBHBIE KpUIITOrpaUueCKHe METO/bI, AJITOPUTMBbI, IPOTOKOJIBI, UCTIONB3YyEMBbIE /IS
oOecrieyeHns1 6€30MaCHOCTH B KOMITBIOTEPHBIX CETSIX.

—  yMeTb 3(PPEKTUBHO MUCTIOIB30BaTh KPUNTOrPaPUISCKHE METOIBI M CPEACTBA 3aIUTHI HH(OP-
Malyy B aBTOMAaTU3UPOBAHHBIX CUCTEMAX.

— BJIaJeTh HaBbIKAaMU UCIOJIb30BaHMSI TUIIOBBIX KPUITOTpahUIECKUX aJrOPUTMOB.

4. O0beM QUCHUILIMHBI U BUABI Y4eOHOI padoThl
OO01mast TpyI0eMKOCTh AUCIUILTHHBI COCTaBIIsAeT 3.0 3a4eTHBIX €AMHUIIBI U MIPE/ICTABICHA B Ta0JIH -

%264&11/1.1121 4.1 — TpynoeMKoCTb JUCIUILINHBI
Bunel yueOHOI nesTenbHOCTH Bcero gacos Cemectpsl
7 cemecTp
AynuaTopHbI€ 3aHATHS (BCETO) 52 52
Jlexuun 18 18
[IpakTuueckue 3aHATHS 10 10
JlaboparopHbie pabOTHI 24 24
CamocTosiTenbHas paboTa (Bcero) 56 56
OdopmiieHre 0TYETOB 110 JIA0OPATOPHBIM paboTam 34 34
[TpopaboTka JIEKIIMOHHOTO MaTepraia 12 12
[ToaroroBka Kk MpakTUYECKUM 3aHATUAM, CEMUHApAM 10 10
Bcero (0e3 ax3amena) 108 108
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OO01mas Tpy10eMKOCTb, 4 108 108
3auetHbie EnuHUIBI 3.0 3.0
5. Coneprxanue TMCUMILTHHBI
5.1. Pa3nenbl AMCHMILIMHBI M BUAbI 3aHATHI
Pazniensl IUCUUIUTMHEI M BUABI 3aHATUH PUBEICHBI B Ta0muiie S.1.
Tabmuma 5.1 — Pa3enpl AUCHUTUIMHBL M BUJIBI 3aHSTHI
Bcero
yacoB | PopMuUpyeMbl
[Tpak. | Jlab. Cam. PMUPY
HazBanus pa3aenoB TUCHUILUIMHBI Jlex., u (Ce3 e
3aH., 94 | pab., 4 | pab., q
9K3aMe | KOMIETEHIIUN
Ha)
7 cemecTp
1 Kpunrorpadgudeckue mpoToKobl: 00- 2 2 10 14 28 |TIK-13, T1K-14
1IUE TIOHSTHS.
2 IIpoTOKOIIBI paclpeneaeH sl KIIIOUei. 2 10 16 |IIK-13
3 UHDpacTpyKTypa OTKPBITHIX KITHOUCH. 12 16 38 |IIK-13, I1K-14
4 TIpoTOKOJIBI HACHTU(UKAIIUH U ayTEH- 0 4 8 I1K-13
TU(HUKAIIY.
5 Be3onacHslii kaHa 0OMEHa COOOIICHHU- 2 2 0 6 10 |IIK-13,IIK-14
SMU.
6 IIpakTHdecKre acreKThl pean3aluu 2 0 0 6 8 [K-13, TIK-14
CPEICTB KPUMTOTpadhuIeCKON 3aIUThI
nH(popMaIuu.
Hroro 3a cemectp 18 10 24 56 108
Uroro 18 10 24 56 108
5.2. Coaep:xanue pa3aejioB IMCHUILIHHBI (110 JIEKIIUSIM)
Copneprkanue pas3iesoB JUCIUILIKH (TIO0 JIEKIUSIM) IPUBEACHO B Tabnuie 5.2.
Tabmuma 5.2 — ComeprkaHue pa3aeiaoB TUCIUILIAH (TI0 JICKITHSIM)
Copneprxanue pazznenoB guciuuminHel (mo | Tpynoemxocts, | @opmupyemblie
Ha3Banus pazzgenos AP pasi smcen ( PyA ’ PMHDY
JICKITUSIM) q KOMITETEHIIUU
7 cemecTp
1 Kpunrorpaduueckue |Ilonstue kpunrorpadhuiaeckoro mpoToKoa. 2 ITK-13
MIPOTOKOJIBI: 00IIKe Ponb xpunrorpadudeckux npoToKoioB B CHU-
MIOHSITHSL. cTemax 3amuTel nHpopmanuu. OCHOBHbBICA-
TaKH Ha KpunTorpaduyeckrue mpoTOKOJbI
Hroro 2
2 IIpoToxonbl YnpaBieHue CeKpeTHbBIMU Kiltouamu. Pac- 2 IK-13
pacnpeneneHus Mpe/ieNIeHNe CeKPETHBIX KITFOUEH.
KITIOUCH. Vitoro 2
3 Undpactpykrypa [ToHsiTHE NEKTPOHHOM MOANKCH. YTIpaBie- 6 [IK-13, T[IK-14
OTKPBITBIX KIIFOUEH. HUE OTKPBITBIMU KJto4yamMu. OCHOBHBIE
KOMITOHEHTHI HHPPACTPYKTYPhI OTKPHITHIX
kitoueil. [Tonsatue ceprudukara OTKpHITOro
KJII04a. YIOCTOBEPSIOMINI HEHTP. APXUTEK-
Typa HHPPACTPYKTYPhI OTKPHITOTO KITHOYa
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Hroro
4 TIpoToKobI [TpoTokosnbl nAeHTU(UKAIIMHA HA OCHOBE Ma- I1K-13
UIEHTU(QUKALUU U pOJIEH, MPOTOKOJIBI «PYKOIIOXKATUS» U TUIIA
ayTeHTH(HKALNH. «3anpoc-oteeT». [ToHsTHE TPOTOKOJIOB UH-
TEPAKTUBHOTO JOKA3aTeIbCTBA U JOKA3a-
TeJIbCTBA 3HaHUs. [IpoTokombl nneHTH(HUKA-
LIUY Ha OCHOBE IIPOTOKOJIOB J0KA3aTeIbCTBA
3HAHUSA C HYJIEBBIM Pa3IJIallICHUEM.
Hroro 4
5 bezonachsiif kanan | [locTtpoenue 6e30macHOr0 KOMMYHHUKAIHU- IIK-13
oOMeHa COOOLICHUSMU. | OHHOTO KaHajla Ha OCHOBE KpHITorpagduyie-
CKUX aJIFOPUTMOB.
Hroro 2
6 IIpakTuueckue [IpoGnemsbl peanuzanuu KpunTorpadpude- 2 [IK-13, [IK-14
aCIIEKThI peAJIN3aUU | CKUX AJITOPUTMOB. | eHepanus cirydaiHbIX
CPEICTB yuces. 3aluTa OT yTe4ky HHPOpMaLIUK.
Kpunrorpaduyeckoi Vitoro 2
3alUThl HH(POPMALIUH.
Hroro 3a cemectp 18

5.3. Paznenbl JMCUMILNIMHBI M MEXKIMCUMILUIMHAPHBIE CBSA3H ¢ 00eceYuBAKIIMMH (NPeAbl Ty IIUMHU)

1 obecneynBaeMbIMH (I1OCJIEAYIOUUMH) TUCHUIIMHAMHA

Pazgensl qUCIUILUIMHBI U MCKIUCHUIITIMHAPHBIC CBA3HU C O6CCHC‘-II/IB8.IOH_II/IMI/I (HpC,Z[LI,Z[yIJ_[I/IMI/I) u

obecrieunBaeMbIMHU (TTOCIIETYIONTUMHA ) AUCITUTUTMHAMHE TIPEICTAaBIEHBI B TabmuIe 5.3.

Ta6Jmua 53— Pazgenbl AUCUMITIMHEL U MCKIAUCHUIIMHAPHBIC CBA3U

HawnmenoBanme JUCHUITIIINH

No pasaciion HaHHOI;’I AUCHUIUIMHEBI, JJIS1 KOTOPBIX HCO6XOIII/IMO
HN3Y4YCHHUC 06CCHe‘II/IBaIOIHI/IX H 00ecIieunBaeMbIX JUCHUITIINH

1 2 3 4 5 6
[IpenmecTByronye AUCUUILINHBI
1 Kpunrorpadudyeckue METOAbI 3alIUThI n . N n . N
uHpOopMauu
2 OcHoBbI HH(pOpPMAITMOHHOM Oe3011ac- n n N
HOCTH
[Tocnenyronue TUCIUITITHHBI

1 3amura BbIIYCKHON KBaJTU(UKALNOH-
HOM paboThI, BKJIIOYAst MOJI'OTOBKY K N N 4 N 4 N
MpOIIeType 3aIUTHI U MPOIeTyPy 3allln-
ThI

5.4. CooTBeTCcTBHE KOMIIETEHIN, (POPMHUPYEMBIX NIPH H3YYCHUHU AUCUMIIMHBI, 1 BU/0B 3aHATHI
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MpPHU W3YYEHUH IWUCIUIUIMHBI, W BHUIOB 3aHATHA
npezcTaBiIeHo B Tabmuue 5.4.
Ta6muma 5.4 — CoOTBETCTBHE KOMIIETEHIINN, (DOPMUPYEMBIX NIPU M3YUYECHUH JAUCIUTUINHBI, U BUIOB 3aHS -

THH
Komreren Bunsl 3anaTHii
DopMBI KOHTPOJIA
nuu Jlek. [Ipak. 3aH. Jlab. pad. Cawm. pa6.
IK-13 + + + + OtyeT no nabopaTopHoii pa-
oote, 3auéT, Tect, OTUET MO
MPaKTUYECKOMY 3aHSITHIO
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IIK-14 +

OtyeT no nabopaTopHOi pa-
6ote, 3auéT, Tect, OTUeT 1O
MIPAKTHYECKOMY 3aHSATHIO

6. UuTepakTHUBHBIE MeTOAbI U (JOPMBI OPraHU3aANNU 00yUEeHUsI
He npenycmorpeno PVYII.

HaumeHnoBanue nabopaTopHbIXx paboT npuBeaeHo B Tabmuie 7.1.

7. JIaGopaTtopHbie padoThI

Tabmuua 7.1 — HaumeHoBaHue 1a00paTopHBIX padboT

Tpynoemkocts, | PopMupyemblie
HasBanus paznenos HaumeHnoBaHue 1a60paTopHbIX paboT 26 ’ PMHDPY
q KOMITETEHI[UU
7 cemecTp
1 Kpunrorpapuueckue | Kpunrtorpaduueckue ¢aiiioBbie CUCTEMBI. 2 ITK-13
MIPOTOKOJIBI: 00IIKe [udposannas paiinosas cucrema Windows
TIOHATUA. Kpunrorpaduueckue haiiaoBbie CUCTEMBI. 2
udposanne aucka BitLocker
udposanue auckos VeraCrypt
Kpunrorpaduueckue haiioBsie CHCTEMBI.
udposannas ¢aitnosas cucrema Linux
Hroro 10
2 IIpoTokossl CpencrBa KpunrorpaduIecKoil 3auThl HH- 2 ITK-13
pacnpenencHus dbopmaruun
KJIFOYEH.
fote Hroro
3 Undpactpykrypa Hactpoiika ynocToBepsIomero LeHTpa. ITK-13, I1K-14
OTKPBITBIX KIIFOUEH.
P Kpocc-cepruduxanus yaocToBepsOLx
LEHTPOB
[TocTpoenue nepapxudeckoi MoJeNnu A0Be- 4
pHs YIOCTOBEPSIOLINX LIEHTPOB.
Hroro 12
Hroro 3a cemectp 24
8. IIpakTHyeckue 3aHATUSA (CEMUHAPDHI)
HaumeHoBaHMe NpakTHUECKUX 3aHATUH (CEMUHApPOB) MpuBeieHo B Tabnue 8.1.
Tabmuua 8.1 — HaumeHoBaHKE MPAaKTUYECKUX 3aHATUH (CEMHUHAPOB)
HanmeHnoBanue npakruueckux 3ansatuid | Tpynoemkocts, | Dopmupyemsbie
Haszsanus pasnenos
(cemuHapoB) q KOMITIETCHITUHT
7 cemecTp
1 Kpunrorpadguueckue | AHau3 ysI3BUMOCTEHN NPOCTEUIINX KPUIITO- 2 IIK-13
MIPOTOKOJIBI: 001IIHe rpauuecKux MpOTOKOJIOB.
TIOHSTHSL. Wroro
2 IIpoTokosbl ITpumenenne MOK Ha aBTOMaTH3MpOBAaHHOM ITK-13
pacnpeneneHus paboueM mecTe
KITFOYEH. Wroro
3 UndpacTtpykTypa [Ipumenenne MOK B KiIME€HTAX 3JIEKTPOHHOMN [IK-13, TIK-14
OTKPBITHIX KITFOUEH. MOYTHI
CTpykTypa cepTH(PHUKATOB OTKPBHITOIO KIIH0Ya 2
6
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Htoro

5 be3omnacHbIil KaHan

oOMeHa COOOIIEHUSIMU.

N3yyenune nporokona [Psec

[TK-13, I1K-14

Hroro

Hroro 3a cemectp

10

Tabimite 9.1.

9. CamocTrosiTesqibHasi paboTa
Bunbl camocTosTenbHOM paboThI, TPYAOEMKOCTh U ()OPMUPYEMBIE KOMIIETCHIIUH TIPEICTABIICHBI B

Tabmuua 9.1 — Buasl caMOCTOSATENBHOM pabOThI, TPYIOEMKOCTh M JOPMHUPYEMbIE KOMIIETEHIIUN

Bunael camocrostensHon | Tpynoemkocts, | DopMupyembie
Haspanwus pasnenon a PYA ’ PMHPY DopMbI KOHTPOJIS
paboThI q KOMIIETEHIINHT
7 cemecTp
1 [ToaroroBka k mpakTuye- 2 [1IK-13 3auér, OTueT 110 J1a-
Kpunrorpaduuecku | ckuM 3aHITHSIM, CEMUHA- 6opatopHoii padore,
€ TPOTOKOJIBI: pam OTuer no nmpaxkTuye-
Ve TIOHSATHSL. KOMY 3aHSITH

obme no [TpopaboTka JTeKIHOHHO- 2 "CF OMY 32 10,

ro Marepuana cet

OdopmiteHne 0T4ETOB TIO 10

nabopaTopHBIM paboTam

Hroro 14
2 IIpoTokoisl [TpopaboTKa JEeKITMOHHO- I1K-13 3auér, Otyer 1o Ja-
pacnpeaencHus ro Marepuana 6oparopHoii pabote,
KJTFOUECH. Tect

fote OdopmieHre 0TYETOB TI0 8 ce

JabopaTOpHBIM paboTam

Hroro 10
3 Undpactpykrypa |[lonroroska k mpaxkrude- ITIK-13, IIK-14 |3auét, OTuer no na-
OTKPBITHIX KJIFOUEH. | CKUM 3aHSATHSM, CEMHUHA- O6opaTtopHoii padore,

pam OTtyeT no npakTuye-

KOMY 3aHSTH
[TpopaboTka JEKIIMOHHO- 2 ?l" oMy 3a 10,
T

ro Marepuaina ec

OdopmiteHre 0TYETOB TIO 12

nabopartopHbeIM paboTam

Uroro 16
4 TIpoToKoJbI IToaroroBka K mpaxkTu4e- 2 IIK-13 3auér, OTyer 1o
UACHTU(DHUKAIIMKA U | CKUM 3aHSITHSIM, CEMUHA- MIPaKTUYECKOMY 3a-
ayTeHTU(UKAIUU. | paMm Haruio, Tect

[TpopaboTka JTeKIHOHHO- 2

ro Marepuana

Hroro
5 be3onacHbIi [ToaroroBka k nmpakTuye- [IK-13, I[IK-14 |3auéT, OTueT 1o
KaHaJ oOMeHa CKHUM 3aHSTHSM, CEMHUHA- MPaKTUYECKOMY 3a-
COOOIICHUSAMHU. pam Haruio, Tect

[IpopaboTka JIEeKITMOHHO- 2

ro Marepuana

Hroro 6
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6 IlpakTuueckue [TpopaboTka JIEKITMOHHO- 2 [TIK-13, I[IK-14 |3auét, OTyeT 1o Ja-
ACIEKThI ro MaTepuasa OoparopHoii paboTe,
peansalinn OdopmiteHre 0TYETOB TIO 4 Tecr

CpeACTB nabopartopHbeIM paboTam

KpunTorpahuyecko

Y 3alIUTEI Hroro 6

uHdopMaIuu.

Hroro 3a cemectp 56

Hroro 56

10. KypcoBoii nmpoekT / KypcoBasi padota
He npenycmorpeno PVYII.

11. PeiiTuHroBasi cucreMa JJisi OllEHKHU YCIIeBA€eMOCTH 00y4aroumuxcsi

11.1. baajbHbIe OLEHKH JJIS 3JIeMEHTOB KOHTPOJISI
Tabmuua 11.1 — banipHbIe OLIEHKH JUTSI JIEMEHTOB KOHTPOJISI

. N MakcumanbHbIN
. MaxkcuMalibHbIN MaxkcumanbHbII
OneMeHTHl yueOHOU 6asu1 3a iepuoa Bcero 3a
6amn Ha 1-yto KT ¢ | 0ami 3a nepuoa
JESITENbHOCTH mexny 2KT u Ha cemMecTp
Hayana ceMectpa | mexnay 1KT u 2KT
KOHEI| ceMecTpa
7 cemecTp
3auér 20 20
Otuet no nabopaTopHOii 20 10 15 45
pabore
OTyer 1o NpakTUIECKOMY 5 10 10 25
3aHATHIO
Tect 10 10
Hroro makcumym 3a nepu- 25 20 55 100
on
Hapacratomum urorom 25 45 100 100
11.2. IlepecyeT 6a/1J10B B OLIEHKHU 32 KOHTPOJIbHbIE TOYKH
[Tepecuer OanyoB B OLIEHKH 32 KOHTPOJIbHBIE TOUKHU MpeAcTaBieH B Tabmune 11.2.
Tabmuma 11.2 — IlepecueT 0ansioB B OLIEHKH 32 KOHTPOJIbHBIE TOUKH
baynel Ha 1aTy KOHTPOIBHOW TOUYKH Onenka
> 90% oT MakcuMabHOK cyMMBI OaiioB Ha naty KT 5
Ot 70% 1o 89% ot MmakcuMaabHOM CyMMBI OaiToB Ha aaty KT 4
Ot 60% 110 69% oT MakcuMaIbHOM CyMMBI OaiToB Ha aaty KT 3
< 60% ot MakcuManbHOU cyMMbI O6astoB Ha aaty KT 2

11.3. IlepecyeT cyMMbI 02/1710B B TPAAULHOHHYIO M MEKITYHAPOIHYIO OLICHKY
[Tepecuer cymmMbl 0aJljIOB B TPAAULIMOHHYIO M MEXIYHApOIHYIO OLICHKY NPEJCTABIEH B TaOIuLe

11.3.

Tabmuua 11.3 — [Iepecuer cymmbl 0aJII0B B TPAAUIIMOHHYIO U MEXKAYHAPOAHYIO OLICHKY

Hrorosas cymma 6asios,

Onenka (I'OC) YUMTBHIBAET YCIEIIHO CAAHHBIN Onenka (ECTS)
HK3aMEH
5 (oTIMYHO) (3a4TEHO) 90 - 100 A (0TIIMYHO)
4 (xopor1o) (3a4TeHO) 85 -89 B (ouens xoporiio)
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75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBneTBOpHUTENIBHO)
3 (yIOBIETBOPHUTENHHO) (3a4TEHO) 60 - 64 E (ocpexcreero)
2 (HeyHOBICTBOPHTENSHO) (HE Hwxe 60 6ayoB F (Hey1oBIETBOPUTEIBHO)
3a4TEHO)

12. YueOHO-MeTOAUYecKOe U MHPOPMANIMOHHOE 00ecTiedeHrue TUCIHIIIMHBI

12.1. OcHoBHas JUTEpaTypa

1. Ocumnsa B. O. Kpunrorpadus B 3a1a4ax u ynpaxksaenusx. - M. : ['enmoc APB , 2004. - 143[1]
c. (mammmumne B 6uomoteke TYCVYP - 50 2k3.)

2. Psabko, b. 5. Kpunrorpadudeckne meToap! 3ammThl nHGOpMamu [INeKTpOHHBIH pecypce]:
yueOHoe nmocooue / b. f. Psodko, A. H. ®uonoB. — 2-e uzn., ctep. — Mocksa : ['opsiuas muHus-Tenexkom,
2017. — 230 ¢. — ISBN 978-5-9912-0286-2. — Pexum moctyna: https://e.lanbook.com/book/111097
(mara obpamenus: 17.02.2021).

3. OcHoBbl HH(OPMAIIMOHHOH Oe30macHOCTH : Y4yeOHoe mocodue i By30B. - M. : T'opstuast -
Hus-Tenekom , 2006. - 544 c. (Hanmmune B onommoteke TYCVYP - 81 3k3.)

12.2. lonosiHUTEIbHAS JIUTEPATYpPa

1. ®omuués, B. M. Kpunrorpapuueckue merons! 3amuThl nHGopmarmu B 2 4. Yacts 1. Mare-
MaTHYECKHUE aCTICKThI [ DNEKTPOHHBIN pecypc]|: yueOHuk st By30B / B. M. ®omuués, JI. A. MenbHUKOB ;
non penakmueit B. M. ®omuuéBa. — Mocksa : UznatensctBo HOpaiit, 2020. — 209 ¢. — (Bricmiee 06-
pazoBanue). — ISBN 978-5-9916-7088-3. — Tekct : »3nekTpoHHBIM — Pexkum pgocryna:
https://urait.ru/bcode/450820 (nara obpamenus: 17.02.2021).

2. ®omwnués, B. M. Kpunrorpadpuaeckue metonsr 3amuthl nuHGopmarnuu B 2 4. Yacte 2. Cu-
CTEMHBIE U MPHUKJIAJAHbIE aCMEKThl [ DNEeKTPOHHBIN pecypc]: yueOHUK 1t By30B / B. M. ®omuués, . A.
MenbHukoB ; non penakuueit B. M. ®omuuéBa. — Mocksa : UznarensctBo IOpaiit, 2020. — 245 ¢. —
(Beicmiee o6pazoBanue). — ISBN 978-5-9916-7090-6. — Tekct : aneKTpoHHBI — Pexxum mocryma:
https://urait.ru/bcode/451486 (mara obpamenus: 17.02.2021).

12.3. YueOHO-MeTOAMUECKHE TOCOOHS

12.3.1. O0s3aTesibHbIE yUeOHO-MeTOAuYeCKH e MO0CO0Uus

1. Escrootun O.0. Kpunrorpagudeckue MeToIbl 3aUThl HHOOpMALUK [ DIEKTPOHHBIN pecypc|
[DneKTpOHHBINA pecypc]: METOIMYECKUE YKa3aHUs JAJIsl BHIMOJIHEHUS MPAKTHUYECKUX U CaMOCTOSTENbHBIX
pabor [DnektpoHHbli pecypc]. — 2014, — Pexwum gocryma: — Pexum  jmoctyma:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin _kmzi.pdf (mara oopamenus: 17.02.2021).

2. Escrotun O.0. Ilpuknagnas kpuntorpadus [DneKTpoHHBIN pecypc] [DnekTpoHHBIH pecypce]:
METOJMYECKHE YKa3aHUs 7Sl BBIMOJIHEHUS TAOOPATOPHBIX U CAMOCTOSATENIBHBIX paboT [DNEeKTPOHHBIN pe-
cypel. — 2014. — Pexxum JIOCTYTIA: — Pexum JOCTYyTIa:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin pk.pdf (mara obpamenus: 17.02.2021).

12.3.2. YueOHO-MeTOAMYECKHE TOCOOHS /ISl JIML C OTPAHMYEHHBIMH BO3MOXKHOCTSIMHU 3/10POBbS U
HHBAJIHI0B

Y4eOHO-METOIMUECKUE MaTepHallbl AJisi CAMOCTOSTENILHOW M ayAUTOPHOM pabOThl 00ydaroIuXcs
13 yuciia JIvun C Ol"paHI/I‘-ICHHBIMI/I BO3MOXHOCTAMHAU 3)10pOBI>$I 1 MHBAJINI0B HpGHOCTaBJ'ISH-OTCSI B (bopMax,
aJaNTUPOBAHHBIX K OTPAHUYCHUSIM UX 3/I0POBbS U BOCTIPUATHUS HHPOPMAIIHIH.

JlJist ML ¢ HAPYIIeHUSIMU 3PeHusI:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

— B Me4aTHOU (hopMe yBETUISHHBIM MIPUPTOM.

JUJ1s1 JIMI ¢ HAPYIIEHUSIMHU CJIyXa:

— B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU hopme.

JlJist I ¢ HAPYIIeHUSIMU OTIOPHO-ABUIaTeILHOTO anmapara:
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— B (hOpMeE IIIEKTPOHHOTO TIOKYMCHTA;
- B IIe4aTHOU hopme.

12.4. TIpodeccunonaibHbie 0a3bl JaHHBIX H MH(GOPMALIMOHHBIE CIPABOYHBIE CHCTEMbI
1. http://www.elibrary.ru - Hay4Hast 371eKTpOHHasi OMOINOTEKA;

2. http://www.edu.ru - BeO-caiiT cuctemMsbl (erepaabHbBIX 00pa30BaTeIbHBIX TOPTAJIOB;

3. http://edu.fb.tusur.ru/ - o6pazoBareapHBIN MOpTaT PakyapTeTa 0€30MaCHOCTH;

4. https://fstec.ru/ - @enepanbHas ciryx0a 0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIO.

12.5. llepuoanyeckue u3IaHus
1. Wudopmarus u O6e30MacHOCTh [DNEKTPOHHBIH pecypc]: HaydHbId JKypHaI. - BopoHex :
BI'TVY . - XKypnan Berxomut ¢ 1998 r. — Pexum noctyna: https://elibrary.ru/title_about.asp?id=8748 (nara
obpamenus: 17.02.2021).

13. MaTepuaJbHO-TeXHHYeCKOe o0ecnedeHue JUCHUINIMHBI U TpedyeMoe MporpaMMHoe
olecreueHune

13.1. O6uue TpedGOBaHNA K MATEPHAJIBHO-TEXHHYECKOMY H IIPOIPAMMHOMY 00€eCIIeYCHH IO
AUCHHUTLIMHBI

13.1.1. MaTepuaibHO-TEXHHYECKOE U MPOrPaMMHOe olecriedeHne ISl JJeKIIMOHHBIX 3aHATHI
s mpoBeieHns 3aHATUI JICKIIMOHHOTO THIIA, TPYIMITOBBIX U MHANBUYAJIbHBIX KOHCYJIbTAIUH, TC-
KYIIIETO KOHTPOJISI U MIPOMEXKYTOYHOU aTTECTAI[MU UCIIONIB3YeTCs yueOHas ayTuTOPHUS ¢ KOJTMYECTBOM TIO-
CaJIOUYHBIX MeCT He MeHee 22-24, 000pyaoBaHHAs JTOCKOM M CTaHAApTHOW ydeOHO# mebOenbro. Mmerores
JEMOHCTpAIMOHHOE 000pyI0BaHNE U YIeOHO-HATIISAHBIE TOCOOUS, 00ECIIeYNBAIOIINE TEMATHUSCKHE HI-
JIOCTPAIIMH 110 JICKITMOHHBIM pasjiejiaM JUCITUIUTHHBI.

13.1.2. MaTepuaabHO-TEXHHYECKOE U MPOrpaMMHOe odecriedyeHne A1 MPAKTHYEeCKUX 3aHATHIT

Aymuropust ”HQOPMATUKH, TEXHOJIOTUI U METOAOB MPOrpaMMHUPOBAHHUS

ydeOHast ayJuTOPUS JUTsI TPOBEACHUS 3aHATHHI JICKIIMOHHOTO THUIIA, ydeOHas ayAuTOPHS IS IPOBE -
JICHUS 3aHATUH MPAKTUYECKOro TUIa, IOMELIEHUE Ul KypCOBOIO MPOEKTUPOBAaHUS (BBIIIOJHEHUS KypCO-
BBIX pa0oT), TOMEIIECHUE ISl CAMOCTOATEIBLHOM pabOTHI

634045, Tomckas obmacts, . Tomck, yn. Kpacnoapmelickas, 1. 146, 408 ayn.

Onucanue UMeroIerocs 000pyI0BaHUs:

- UurepaktuBnas nocka IQBoard 78" ¢ T1IO ActivInspire;

- [Ipoextop ViewSonic PJD5154 DLP;

- Kommnetorepsr: DEPO Neos 235/ A8-7650K/ DDR3 4G/ 1Tb / mpius/ knaBuatypa/ monutop (10
IT.);

- Komnbrorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ XKectkuit nuck 500G/ mbliib/ Ki1aBuary-
pa/ MOHUTOP;

- Kommuiekt cnienmanu3upoBaHHoi yueOHoON MeOenu;

- PaGouee mecTo mpermoaBares.

[TporpammHoe obecrieueHue:

— VirtualBox

13.1.3. MaTepuajJibHO-TeXHUYECKOE U TPOrPaMMHOe o0ecrnedyeHue sl JIadOpaTOPpHbIX padoT
Jlaboparopust mporpaMMHO-aNIapaTHBIX CPEICTB obecredeHrus NH(HOPMAITMOHHON 0€301TaCHOCTH
yueOHas ayuTOpHsl 171l POBEACHUSI 3aHATHI MPAKTUYECKOrO TUTA, ydeOHas ayauTopus Ui Mpo-
BEJICHHS 3aHITHIA TaOOPaTOPHOTO THIA

634045, Tomckas obmactsb, T. Tomck, yi. KpacHoapmetickas, 1. 146, 405 ayn.

Onucanue UMeroIerocs 000py10BaHUs:

- Mono6mok: Asus V222GAK-BA021D: Intel J5005/ DDR4 4G/ 500Gb/ WiFi / mplitis/ ki1aBuary -
pa (30mr.);

- Komnerorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ XKectkuit nuck S00G/ MbItib/ KiaBuary-
pa/ MOHHTOP;

- AnmapartHsie cpesicTBa ayreHTudukanuu nomaszoBarens «eToken Proy;
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- IIporpamMmuo-anmaparsbiii komrieke 3amutel HHGopmarmn: [TAK ViPNet Coordinator HW100
C 4.x, [TAK ViPNet Coordinator HW1000 4.x, ITAK Axkopx;

CreHppl U1 U3y4eHUs IPOBOHBIX M OECTIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIIOYAIOIIHE:

- a0OHEHCKHE YCTPOUCTBA: KOMIBIOTEpHI SuperMicro;

- kommytaTopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmipytuzaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- CpPeICTBa aHAJIM3a CETEBOTo Tpaduka W yriyOJeHHOH NMPOBEPKU CETEBBIX MAKETOB: aHAIM3ATOP
tpaduxa Wireshark, nuctpubyrus Kali Linux;

- mexcereBble 3kpanbl: MKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, M3 B coctaBe mapmpytuzaropa Check Point CPAP-SG1200R-NGFW;

- cUCTeMbl OOHApYXEeHHUsI KOMITBIOTEpHBIX atak: Snort, Suricata, COB B cocTaBe Mapuipyruszaropa
Check Point CPAP-SG1200R-NGFW;

- Touku gocrymna: D-link dwl3600ap;

- CHCTEMBI 3aIlIUTHI OT yTeUkH JNaHHbIX: KouTyp nHdopmarmonHoii 6e3onacuoctu Searchinform;

- CpencTBa MOHHUTOPHMHIA COCTOSHHSI aBTOMATH3MPOBAHHBIX CHUCTEM: CHUCTeMa MOHHMTOpPHHIA
Zabbix;

- CpeCTBa CKAaHUPOBAHMS 3aIIMIICHHOCTH KOMIBIOTEPHBIX CeTel: ckaHep Oe3omacHocTH Xspider
Education, cucrema aHanau3a 3anuieHHocTd cetd MaxPatrol Education.

VYerpolicTBa UTEHUS] CMapT-KapT M PagUOMETOK: AJNantep KOMIBIOTEPHBIN Ui CUMTHIBAHUS U
nepemaun B [1K cepuiinbix HoMepoB 0ecKOHTaKTHBIX uaeHTudukatopoB IronLogic Z-2 USB;

- Kommuiekt cienmanuzupoBanHoi yueOHoOW Mebenu;

- PaGouee mecto npenogaBares.

[TporpamMHOe obecrieueHue:

— VirtualBox

— AmnmapatHoO-IIporpaMMHBIE CPEACTBA YIpPaBIEHUS JAOCTYNOM K JaHHBIM, mu@poBanus: Kpurm-
tollpo CSP

— JuctpuoOytus Kali Linux

— Kpunrorpaduueckoe cpeactso 3amutsl nHGopmarmu Kpunrollpo CSP

13.1.4. MaTrepuaJbHO-TEXHHYECKOE H MIPOrPaMMHOe o0ecredyeHne JJIs1 CAMOCTOSITe IbHON padoThl
Jlnst caMoCTOSATEIbHON PabOThl MCTOB3YIOTCS y4E€OHBIE ayIUTOPUU (KOMITBIOTEPHBIE KIIACChI),
PacCIOJIOKEHHBIE IO aJIpecaM:
- 634050, Tomckast o6macTs, r. Tomck, Jlennna mpocnexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, T. Tomck, yi. Kpacnoapwmeiickas, a. 146, 201 ayx.;
- 634034, Tomckast o6macTh, 1. ToMmck, Bepmmanna ymuna, 1. 47, 126 ayn.;
- 634034, Tomckast o6nacTb, T. Tomck, Bepimmanna ynuia, 1. 74, 207 ayx.

CocTtaB 060pyI0OBaHHS:

- yueOHast MmeOerb;

- koMnbroTepsl kKi1acca He Huke [IDBM INTEL Celeron D336 2.8 T11. - 5 wiT.;

- KOMIBIOTEPHI MOIKIIOYEHB! K ceTH «/HTepHeT» M 00ecneynBaloT IOCTYI B AJICKTPOHHYIO WH-
(opMamoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[lepeyeHp MPOrpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ayis Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe o0ecreyeHre TUCUMIIIMHBI IS JIMI C OTPAHMYEHHbIMU
BO3MOKHOCTSIMM 310POBbSI 1 HHBAJIU/I0B
OcBoeHHe NUCHUILUIMHBI JIMIAMU C OTPAHUYEHHBIMU BO3MOXKHOCTSMHU 3/I0POBbS U WHBAIHJAMU
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OCYILECTBIIIETCS C UCIIOIB30BAHUEM CPEICTB 00ydeHHs OOIIET0 U CHEeIMaIbHOI0 Ha3HAUYCHHUS.

ITpu 3aHATHAX ¢ 00YYaIOUIMMHUCS ¢ HAPYIIEHUSAMH CJYXa [IPEeyCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUJIMBAIOILEH anmapaTypbl, MyJIbTUMEIUHHBIX CPECTB U PYTUX TEXHUUYECKHUX CPEACTB MpueMa/mepena-
yy yueOHOM MH(POPMAIUK B TOCTYIMHBIX (hOpMax, MOOUIILHON CUCTEMBI MPEIOIaBaHUS I 00YJarOIINXCS
C MHBAJIUAHOCTbIO, TIOPTATUBHOM MHIYKIIMOHHOM CHCTEMBI. YueOHas aymuTopusi, B KOTOPOH 3aHUMAIOTCA
oOyJaromuecs: C HapylmIeHHEeM Cyxa, 000pyJIoBaHa KOMIIBIOTEPHOW TEXHUKOM, ayTMOTEXHUKOH, BHJIEO-
TEXHUKOU, SJIEKTPOHHOU JOCKOU, MYJIbTUMEAUMNHON CUCTEMOM.

ITpu 3aHATHAX C OOYYAIOUIMMHUCS ¢ HAPYLIEHUSIMH 3PEHUSIMH IIPEIYCMOTPEHO HCIIOJIb30BaHUE B
JICKIIMOHHBIX U Y4EOHBIX ayAUTOPHUIX BO3MOKHOCTH IPOCMOTPA YAAICHHBIX 00BEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WM CJIaiiia Ha SKpaHe) Py MOMOIIM BUACOYBEINIUTENEH A1 KOM(POPTHOTO MPOCMOTpA.

[Tpu 3aHATHAX ¢ O0YYaIOUIMMHCS ¢ HAPYUIEHUSIMM ONOPHO-ABUIaTeJbHOI0 aNNapaTa HCIolib-
3yI0TCA albTEpHATUBHBIEC YCTPOMCTBA BBOJIA MH(OPMALIUK U IpYTHe TEXHUUECKUE CPENICTBA ITpUeMa/nepe-
naun yuyeOHOM MHpOpPMaI B JOCTYIHBIX (popMax, MOOMIIBHOW CHCTEMbI OOYUeHUs JUIs JIIOJeH ¢ UHBaA-
JUIHOCTBIO.

14. OueHouyHble MaTepUAJIbI U METOAMYECKHE PeKOMEHAAIUH 110 OPraHU3aluu U3yYeHHUsI
AUCHUTLTHHBI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB U METOANYECKUE PEKOMEH AU
s onleHKH cTenieHr c(hOPMHUPOBAHHOCTH U YPOBHSI OCBOCHHS 3aKPEIUICHHBIX 32 JHCLUIUIMHON
KOMIICTCHITUI MCTIOJB3YIOTCS OLICHOYHBIE MaTepUalibl B COCTARBE:

14.1.1. TecToBble 3a1aHus
I[To npununy Kepkrogdca B kpuntocucreMe CeKpeTHbIM JI0JIKHO OBITh:
- KJIF0Y
- Bpems mudpoBaHus
- CJIOHOCTB aJIrOpUTMa
- JUTMHA KITI04a
[To6emurens koukypca AES (Advanced Encryption Standard)?
- DES
- RC6
- Rijndael
- Twofish
UYro takoe nuddysusn?
- BriusiHue oJHOTO 3HaKa OTKPBITOTO KJI0Ya Ha 3HAYUTENbHOE KOJIMYECTBO 3HAKOB MHU(pOTEKCTA.
- BnustHue oJJHOTO 3HaKa 3aKPBITOrO KIII0Ya HA 3HAYUTEIHHOE KOMYECTBO 3HAKOB HIH(PPOTEKCTA.
- BrinsiHue 0JJHOTO 3HaKa OTKPHITOrO TEKCTa HA 3HAUUTENIBHOE KOJTMYECTBO 3HAKOB IIM(PPOTEKCTA.
- Bnustnue anroputma 3amuTsl HHQOpMAIMK Ha 3HAYUTEIBHOE KOJMUYECTBO 3HAKOB MIM(POTEKCTA.
Kakum cBoiicTBOM nOIDKEH 0071aaaTh KaHat repeaaun nadopmamnuu B cxeme uddu-Xemmmana
- 3alIUIIEHHBIN OT MOMEHBI
- 3alIMIICHHBIN OT NPOCIYIINBAHUS
- 3aKPBITHINA KaHaJ
- OTKPBITBIN KaHAI
Kaxk Ha3biBaeTcs mpeobpa3zoBaHue BXOAHOTO MAaCCHUBA IAHHBIX MPOU3BOJILHON JJTUHBI B BHIXOJHYIO
OUTOBYIO CTPOKY (PMKCHPOBAHHOM JUTHHBI? (UCIIOJIb3YET OJIHOCTOPOHHIOI (PYHKIIHIO)
- Paz6uenne BXoqHOro MaccuBa
- XemupoBaHue
- Cxarue
- CnBur
Buasl cuMMeTpUYHBIX KPUIITOCUCTEM:
- IOTOYHBIE MU P
- OUII
- KPUIITOCUCTEMBI C OTKPBITBIM KITFOYOM
- HET OTBETa
Advanced Encryption Standard (AES), Takxe u3zBectHslii kak Rijndael umeet pasmep 01oka (B
ourax):
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- 64

- 128

- 192

- 256

Advanced Encryption Standard (AES), Tak:xe uzBectHsli kak Rijndael moxxeT nmets kittod (B
ouTax):

- 128

- 192

- 256

- BCE BBIIIIE MTEPEUNCIICHHBIE

Kakas cxema nexut B ocHoBe DES u T'OCT 28147-89?

- Le3aps

- Kanropa

- Qelicrens

- Buxenepa

Kakue u3 cnenyrommx anropuTMOB SBIISIIOTCS aCCUMMETPUYHBIMU?
- DES

- Onb-l"amainb

-T'OCT 28147-89

-RC4

Ha kakoii TpynHOpeniaemMoi 3afjaue OCHOBaH anroputm RSA?

- dakropu3au YUCe

- Haxoxxaenust 60J1b110T0 TPOCTOTO YHCIIA

- Boruncnenuu o6paTHOro sneMeHTa

- luckpeTHoro JorapuMUpOBaAHUS

Kakas nnuna kimoua B [OCT 28147-89(Marma)? (oTBeT B OuTax)
- 64

- 128

- 192

- 256

Uto 00BIYHO B ce0sI BKIIFOUACT CXeMa AIIEKTPOHHOM MOATHCH?

- aJITOPUTM T€HEepaluy KIFOYEBBIX Map MOJIb30BaTENs

- (hyHKLIMIO IPOBEPKU MONUCH

- HUYETO U3 BBIIIETIEPEUNCICHHOTO

- BCE U3 BBILIETIEPEUNCIEHHOTO

Merton nonuandasutHoro mudpoBaHus OyKBEHHOTO TEKCTa € UCIOIb30BAHUEM KITIOYEBOTO CJIOBA
(TEeKCTOBOIO):

- llIudp I'porcdensaa

- ugp Buwxenepa

- lndp Lezaps

- ugp Bepnama

Kakoit ki1tou ocTyneH BceM il MpoBEepKU U(PPOBOI OAMUCH TTOT JOKYMEHTOM?
- 3aKpBITHIN

- OTKPBITBIN

- BHyTPEHHUU

- 00t

Kakoii mpudt 6oree cToikuii k B3omy?

- CUMMETpUYHBIN

- AcuMMETpUYHBIN

- [IceBnocuMmeTpUYHBIN

- Her npaBuiibHOrO OTBETA

Kakoit anroputm mudpoBanus crai mpoodpazom st oteuectBeHHOTO ['OCT28147-89?
- DES

- DSA
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- Rijndael

- IDEA

B yem npenMymiecTBO CHMMETPUYHBIX CUCTEM HaJl aCHMMETPUYHBIMH?
- CKOpPOCTh mu(poBaHUs

- IPOCTOTA peanu3aiu

- U3yYEHHOCTb

- BCE OTBETHI MPaBUJIbHBIC

Yro noapazymeBaeTcs MoJ TEPMUHOM ayT€HTHYHOCTh HHpOpMaLum?

- LenocTHOCTH MH(pOpMAIUN

- HeB03MOXXHOCTB OTKa3a OT aBTOPCTBA

- [lomyimHHOCTE aBTOPCTBA

- BCE OTBETHI PaBUJIbHBIE

Bribepure npaBuIIbHBINA BapuaHT, 3alIH(PPOBAHHON C IOMOIIBIO MM (pa 1e3aps, CTpoKu: mudp
nesaps

- BiIXC 4€nOCO

- miiixc uénbca

- BKIIT IDKUBCO

- JOOBI] BKHEIDK

14.1.2. Bonipochl il NOATOTOBKH K NMPAKTHYECKHM 3aHATHIM, CEMUHAPaM
AHanu3 ysa3BUMOCTEH MPOCTEHIINX KPUOTOrpadhuIeCcCKUX MPOTOKOIOB.
[Tpumenenne MOK B kiineHTax 31€KTPOHHON MOYTHI
[Tpumenenne MOK Ha aBTOMATU3MPOBAaHHOM paboyeM MecTe
N3yuyenune nporokona [Psec
CrtpykTypa cepTu(UKaTOB OTKPBITOTO KIF0Ya

14.1.3. 3auér

[ToHsiTHE KpUNTOrpapUUECKOro NPOTOKOIA.

Ponp kpunTorpaguueckux MpoTOKOIOB B CHCTEMAX 3aIIUTHI HHPOPMAITUH.

OCHOBHBIE aTaky Ha KPUITOTpapUUeCKue MPOTOKOJIbI.

IloHsATHE DIIEKTPOHHOM MOIIIUCH.

VYIIpaBieHue OTKPBITBIMU KIIFOYaMH.

OcHOBHBIE KOMIIOHEHTBI HH(PACTPYKTYPHI OTKPBITHIX KITFOUCH.

[TonsiTHe cepTuuUKaTa OTKPHITOrO KIIFOYA.

YIocTOBEPAIOIIMI HEHTP.

Apxutektypa HHQpPacTPyKTypbl OTKPBITOIO KJIIOYA.

[TpoTokonbl HaeHTU()UKAIIMN Ha OCHOBE IMApOJICH, MPOTOKOIBI «PYKOIOXKATHS» M THIIA «3aIpoc-
OTBET».

ITonsATHE IPOTOKOJIOB MHTEPAKTUBHOTI'O 10KA3aTEIbCTBA U IOKA3aTEIbCTBA 3HAHUS.

[TpoTokosnbl nACHTUGUKALMKA HA OCHOBE NMPOTOKOJIOB J0KA3aTeIbCTBA 3HAHMS C HYJEBBIM pasIya-
LICHUEM.

[Toctpoenue 0e30mMacHOr0 KOMMYHUKAIIMOHHOI'O KaHajla Ha OCHOBE KPUITOTrpapUUecKux ajiro-
PUTMOB.

[TpobaemMsl peanu3anuy KpUITOrpahUUECKUX aIrOpUTMOB.

['enepanys ciry4aiiHbIX YHUCEIL.

3ammra oT yTeuku HHPOPMAIUH.

14.1.4. Tembl 1a00paTOpHBIX padoT
Hactpoiika y1oCcTOBEpsIOLIErO LHEHTPA.
Kpocc-ceptudukanus ynocToBepsIomux MeHTPOB
[TocTpoenue nepapxudeckoil MOJIeNIn T0BEpUsl YIOCTOBEPSIOIINX IEHTPOB.
Kpunrorpaduueckue ¢aitnossie cucremsl. llludposannas daiinosas cucrema Windows
Kpunrorpapuueckue paitnosie cucremsl. [lIndposanue nucka BitLocker
[Mudposanue auckoB VeraCrypt
Kpunrorpapuueckue daitnossie cucremsl. llndposannas gaiinosas cucrema Linux
CpenctBa kpunrorpadudecKoi 3anuThl HHPOpMaIUn
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14.2. TpeGoBaHHs K OLCHOYHBIM MATEPHAJIAM JJISl JIUI] C OTPAHHUYCHHBIMHU BO3MOKHOCTAMH

310POBbS U HHBAJINI0B

st mui ¢ orpaHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbSI M1 MHBAJIHMJIOB MPEAYCMOTPEHBI JOTOIHU -
TeJbHbIE OLIEHOYHbIE MaTepHUaIIbl, IEpeUeHb KOTOPBIX YKa3aH B Tabnuue 14.
Tabmuua 14 — JlomoMHUTENBHBIE MaTepHallbl OLICHUBAHUS ISl JIUIl C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMU

3JI0pPOBbsI 1 HHBAJIHJIOB

Kareropuu
00y4arommxcs

Bup! JONOTHATEBHBIX OIEHOYHBIX
MaTepuaioB

@®OopMBI KOHTPOJISL U OI[CHKH
pe3yabTaTOB 00yUCHUS

C napyueHusmMu
ciyxa

TecTbl, MUCEMEHHBIE CAMOCTOSITEIIEHBIC
paboThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE pabOTHI

[IpenMy11eCTBEHHO MMCHMEHHAs
IIPOBEPKa

C HapymeHHIMHU
3peHus

CobecenoBanue 1Mo BOIpOcaM K 3a4eTy,
OIPOC 0 TEPMHHAM

[TpenMyIIeCTBEHHO yCTHAs TIPOBEPKa
(MHIUBUYaTbHO)

C napyueHusMu
OIIOPHO-
JIBUTATEIILHOTO
armapara

Perienue qucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE
CaMOCTOSITENIbHBIE PabOTHI, BOIIPOCHI K
3a4eTy

HpeI/IMyIJ_[eCTBCHHO JUCTaHIIMOHHBIMHA
METOAAMU

C orpaHUYEHUSIMH I10
00LIEMETUIIMHCKUM
MOKA3aHUSM

TecTbl, MICEMEHHBIE CAMOCTOSTENLHEIE
paboThl, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PAOOTHI, YCTHBIE OTBETHI

[IpenmyecTBEHHO TPOBEPKa
METO/IaMU UCXOS U3 COCTOSIHUS
o0ydJaromierocst HA MOMEHT ITPOBEPKHU

14.3. MeTroauyeckue peKOMEHIAUMHU 110 OLEHOYHBIM MATEPHAIaM JIsl JIUL C OTPAHUYEHHBIMH
BO3MOKHOCTSIMU 3/10POBbSI 1 HHBAJIN/I0B

Jnis nui ¢ orpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBBSI M MHBAIUIOB TPEAYCMAaTPHUBACTCS JI0-
cTynHas (hopMa MpeoCTaBICHUS 3aJaHUH OLIEHOUHBIX CPEJICTB, @ UMEHHO:

- B reyaTHou (opme;

- B IIeyaTHO! (hopMe ¢ YBETHMUYEHHBIM HIPUPTOM;

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- METO/IOM YTEHUS ACCUCTEHTOM 3a/1aHUs BCIYX;

- IIPEJOCTABJICHUE 3a/1aHUs C UCTIOJIb30BAaHUEM CYpPJIOTIEPEBO/IA.

Jlunam ¢ OrpaHWYEeHHBIMH BO3MOXKHOCTSIMU 3/I0POBbSI M MHBAIHMIAM YBEIHMYUBACTCS BpEMs Ha
HOJ'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BOIPOCHL. [l TakKUX 00y4aroIuXcs MpeycMaTpuBaeTCsl JOCTYII -
Hast popmMa MpeoCTaBICHHS OTBETOB HA 3a/1aHUs, @ IMEHHO:

- IUCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- HabOp OTBETOB C UCHOJIb30BAaHUEM YCIIYT ACCUCTEHTA;

- MIPEJICTABICHUE OTBETOB YCTHO.

[Tponienypa ornieHHBaHUs pe3yIbTaTOB OOYYEHMs JIMIl C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/10pO-
Bbsl 1 MHBAIHJIOB IO JUCUUIUIMHE TPEIyCMaTPUBACT MPEIoCTaBIeHne HHopManuy B popMax, aaarnTH -
POBaHHBIX K OTPAHUYECHHUSAM HX 3A0POBbS U BOCIPUATHS HH(POpMALIUK:

JL1s1 i1 ¢ HApYIIEHUSIMH 3PeHust:

- B (hopMe 3NIEKTPOHHOI'O IOKYMEHTA;

- B IIeYaTHO! (hopMe yBEIMUEHHBIM HIPUPTOM.

JList M1 ¢ HapyLIeHUusIMH CJIyXa:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU opme.

JLst M1 ¢ HapyLIeHUsIMU OIIOPHO-ABUTaTeJILHOIO0 annapara:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU hopme.

ITpn HEOOXOMUMOCTH TS JIUL] C OTPAaHUYEHHBIMHU BO3MOXHOCTSIMU 3/I0POBbs U MHBAJIUI0B IpOLIE-
Jypa OILICHUBAHUSI PE3yIbTaTOB 00yUEHUsI MOXKET MPOBOAUTHCS B HECKOIBKO ITAIOB.
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