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2 IIpaxTryeckue 3aHATUA 18 18 4acoB
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3.0 3.0 3.E.
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI

OBnazeTs HaBbIKAMH ITOCTPOEHUSI MaTEMaTHUECKUX MOJIEJIEN aHAIN3a TEPPOPUCTUIECKUX
yrpo3.
OOpecTu ONbIT MOCTPOEHHUS CTPATErHii aHTUTEPPOpA.

1.2. 3agaun QUCHUIINHBI
—  OcBOUTb HHCTPYMEHTHI MOZICTTMPOBAHUS MMOBEIEHYECKUX CTpaTeruii areHToB
—  TEpPOPUCTUYECKOMN YIpO3BI.
— Osnazers napagurMoi ¥ NpUHIMIIAMHA MOJIETHUPOBAHUS TEPPOPUCTUUYECKUX YTIPO3.

2. MecTo nucuumiiuebl B cTpykrype OITOII
Hucuumuinna «Maremaruka antuteppopay (OT/1.B.2) otnocurcs k 61oxy OT.B.2.
[TpenmecTByOUMMHI AUCUUIUVIMHAMU, (POPMUPYIOIIMMHU HadajlbHbIE 3HAHUSA, ABIsA0TCA: Opranu-
3alusl 3alUThl OOBEKTOB KPUTHYECKOW MH(POpPMAMOHHONW MH(pacTpyKTypsl, Teopus ciiydyallHbIX HpO-
L[ECCOB.

3. TpeOoBaHus K pe3yJbTaTaM OCBOCHHS THCHUIINHBI

[Tpouecc n3yueHus: AMCUUILIMHBI HapaBjieH Ha (JOPMUPOBAHUE CIEAYIOIUX KOMIIETEHIUH:

— OK-1 crnocoOHOCTBIO K a0CTPAaKTHOMY MBIIUICHUIO, aHATH3Y, CHHTE3Y;

— TIK-1 crmocoOGHOCThIO aHAIM3UPOBATH HANPABJICHUS PA3BUTHS MH(POPMALMOHHBIX (TEIEKOM-
MYHHMKAIIMOHHBIX) TEXHOJIOTUH, MPOTHO3UPOBATh IPHEKTUBHOCTH (DYHKIIMOHUPOBAHUS, OLIEHUBATH 3aTpa-
TBI U PUCKH, (POPMUPOBATH OJIUTUKY O€30MACHOCTH OOBEKTOB 3aIIUTHI;

B pe3ynbraTe u3ydeHus JUCIUIUIMHBI 00Yy4aOLUICs TOJKEH:

— 3HATh MAaTeMAaTU4YECKUE MOJAEIU aHaJu3a Yrpo3 TEPPOPU3MA; OCHOBBI CHCTEMHOTO aHAJIN3a
TEPPOPUCTUUECKUX YTPO3.

— yMeThb (popMyIHMpOBaTh MaTeMaTUUYECKUE MIOCTAHOBKHU 33]]a4 KOHCTPYHUPOBAHUsI aHTUTEPPOPU-
CTHYECKUX CTPATEruid; MOJEIMPOBATh TEPPOPUCTUUECKUE YIPO3bl B YCIOBUIX HEMOJIHON U OBICTPO yCTa-
peBatoteit nHpopMaIuu.

— BJaJeThb METOJaMHU U MOJEISIMU TEPPOPUCTUYECKUX YIPO3; IPUEMAaMU UMUTAILIMOHHOTO MO-
JEIIMPOBAHUS TEPPOPUCTUUECKUX YTPO3.

4. O0beM QUCHHUILIMHBI U BUABI Y4eOHOI padoThl
OO01mast TpyI0eMKOCTh AUCIUILTHHBI cOCTaBseT 3.0 3a4eTHBIX €AMHUIIBI U MIPE/ICTABICHA B Ta0JIH -

%264&11/1.1121 4.1 — TpynoeMKoCTb JUCIUILINHBI
Bunel yueOHOI nesTenbHOCTH Bcero gacos Cemectpsl
3 cemecTp
AynuaTopHbI€ 3aHATHS (BCETO) 36 36
Jlexuun 18 18
[IpakTuueckue 3aHATHS 18 18
CamocTosiTenbpHas padboTa (Bcero) 72 72
[IpopaboTKa JEKIIMOHHOTO MaTepuaa 18 18
[ToaroroBka K MpakTUYECKUM 3aHATUSAM, CEMUHApaM 54 54
Bcero (6e3 sx3ameHa) 108 108
OO01mas Tpy10eMKOCTb, 4 108 108
3auetnble EauHunb! 3.0 3.0

5. Coneprxanue TMCUMILTUHBI

5.1. Pa3nesnl JuCHUIIMHGLI 1 BUALI 3AHATHI
Paznensl AMCIUITITMHBI U BUABI 3aHATUI PUBEICHBI B Tabmwmie 5.1.
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Tabmua 5.1 — Pasgens! fUCHUILIMHEL U BUABI 3aHSITHI

Bcero
4acoB
[Tpaxk. Cawm. dopmupyembie
HazBaHus pa3aenoB TUCHUIUIMHBI Jlex., u (6e3
3aH.,4 | pa0., 4 KOMITETEHIINH
9K3aMEeH
a)
3 cemecTp
1 MareMatuyeckasi TEOpUsl UTP U €€ MPU- 12 10 36 58 OK-1, TIK-1
MEHEHHE MPU aHAJIN3€ TEPPOPUCTUIECKUX
yIpo3.
2 IIporHo3upoBaHue CIly4alHbIX IIPOLIECCOB U 6 8 36 50 OK-1, IIK-1
€€ MPUMEHEHHE NPU KOHCTPYHUPOBAHUH aHTHU-
TEPPOPUCTUUECKUX CTPATErUH
Hroro 3a cemectp 18 18 72 108
Hroro 18 18 72 108
5.2. Conep:xanue pa3aejioB IMCHUILIHHBI (110 JTEKIIASIM)
CopeprkaHue pa3aesioB TUCIUTIINH (TI0 JIEKIUIM) PUBEICHO B TabmuIie 5.2.
Tabmuua 5.2 — ComepkaHue pa3ienaoB TUCIUILIKH (TI0 JICKITHSIM)
Copneprxanue pa3znenoB qucuumuinHel (mo | Tpynoemxocts, | @opmupyemblie
HazBanus pa3znenos Aep pas AHCH ( 24 ’ PMHDPY
JICKITUSIM) q KOMITETEHIIUU
3 cemectp
1 Marematnyeckas Mopaenu TeppOpHCTUYECKOM yrpo3bl: Hedop- 2 OK-1, IIK-1
TEOpHs UTp U ee MaJIbHOE ONHCAaHNE TEPPOPUCTHUECKOM
IIPUMEHEHHUE TIPU yTpo3bl
aHaJmm3e Bunbr nanabix, GopMbI UX MpEACTaBICHUS: 2
TCPPOPUCTHHCCKUX BepOasibHbIe U M(POBBIE JaHHbIE;rpaduye-
yrpos. CKUE , TAOIUYHBIE U UHTEPBaIbHbIE (POPMBI
MIPE/ICTABJICHUS IaHHbIX.
OcHOBHBIE KJIaCCHUECKHE U HEOKJIaccuye- 2
CKH€ TO/IXO/IbI K OTMCAHUIO OOBEKTOB CTATH-
CTHYECKOT0 MOJICTTUPOBAHUS
[TapameTpuueckue 1 HelapaMeTpUIECKUe 2
BEPOSATHOCTHBIE M PA3MBIThIE CIIOCOOBI OIHU-
caHusl OOBbEKTOB CTATUCTUYECKOIO MO -
pPOBaHUA.
OcHoBHbIE TOHATHS. OCHOBHBIE ATaITbI CO- 2
3/1aHUS1 IKOHOMUYECKUX MOAEIEN
OcHoOBHbIE BUbl IKOHOMUYECKUX 2
MOJIEJIEN:MO/IEIb BPEMEHHBIX PsI0B, MOAEIb
perpeccuu ¢ OIHUM ypaBHEHUEM, CUCTEMBI
B3aMMO33aBHCUMBIX PETPECCUOHHBIX ypaBHE-
HU.
Hroro 12
2 IIporuo3upoBanue Tunel TpOrHO30B. JTarbl IPOrHO3UPOBAHMUSL. OK-1, TIK-1
CIIy4alHBIX IIPOLIECCOB | YIIPABJIEHUE IIPOLIECCOM IIPOTHO3UPOBAHUS.
u ee npumeHenue npu | [lakeTsl mporpamMm Juist pelieHus 3aaa4-
KOHCTPYHPOBAHUU IIPOrHO3UPOBAHMUS.
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AHTUTEPPOPUCTUYECKU |JIMHEWHbIE MOIEN POTrHO3UPOBAHMSL.
X CTpaTeruit

AIIaHTI/IBHBIC MOACIN MPOTrHO3UPOBAHUA.
AHanu3 TOYHOCTH IIPOTrHO3HbIX MO,Z[CJ'IG?I.

Hroro 6

Hroro 3a cemectp 18

5.3. Pa3nenbl JMCUMILNIMHBI M MEKIMCUMILUINHAPHBIE CBA3H ¢ 00eCeYnBAKIIMMH (NMPeAbl Ty IIUMH)
U obecneynBaeMbIMU (MOCJAEYIONIUMH) TUCHUIIMHAMHA
Paznenbl qUCHUIIIUHBL U MEXIUCIUIUIMHAPHBIE CBSI3U C 00€CTIeYMBAIOIIMMHU (TIPEABIAYIIUMU) U
obecrnieunBaeMbIMHU (TTOCIIEIYIONTUMU ) AUCITUTUIMHAME TPEICTABICHBI B TabmuIe 5.3.
Tabmuua 5.3 — Pa3nensl AUCHUTUIMHBI M MeXAUCIUIIMHAPHBIEC CBSI3U

Ne pazgenoB nanHo#
JMCIUIITMHBI, TSI KOTOPBIX
HEOOXOIMMO U3y4YEeHHE

HaumenoBanue nucUUILINH 06ECIICIMBAIONIIX 1
o0ecreYrBaeMbIX TUCIUITIINH
1 2
[IpenmecTByronme AUCHUILIMHBI
1 Opranuzanusi 3a1uThl 00bEKTOB KPUTHUECKON HH(OPMAITMOHHON . "
UHPPACTPYKTYPHI
2 Teopus city4aliHbIX IPOLIECCOB + +

5.4. CooTBeTCcTBME KOMIIETCHUM, JopMHUpPyeMbIX IPH M3YYEHUH JUCHHUILIUHBI, 1 BUI0B 3aHATHI
CooTBeTcTBHE KOMIETEHIUH, (HOPMUPYEMBIX MPH HM3YyYECHUH AWCIMIUIMHBI, W BHJIOB 3aHATUN
MPEICTAaBICHO B Tabyuiie 5.4.
Tabmuna 5.4 — CoOTBETCTBUE KOMIIETEHIUH, (POPMUPYEMBIX MIPH U3YUYEHUH TUCIUILTAHBI, U BUIOB 3aHS -
TN

KoMmreTeHu Bunpbl 3anathii
DOpMBI KOHTPOJIA
u Jlek. [Ipak. 3aH. Cawm. pa6.
OK-1 + + + 3auér, Tect, OTUeT MO MpaKTUUe-
CKOMY 3aHSITHIO
I1K-1 + + + 3auér, Tect, OTUeT MO MpakTUye-
CKOMY 3aHSITHIO

6. UuTepakTHUBHBIE MeTOAbI U (OPMBI OPraHU3aANNU 00yUEeHUsI
He npenycmotrpeno PVYII.

7. JIaGopaTtopHbie padoThI
He mpenycmotpeno PVYII

8. IIpakTuyeckue 3aHATUSA (CEMUHAPDI)
HaumeHoBaHMe IPpaKTUYECKUX 3aHATUH (CEMUHAPOB) MpHBeaeHO B Tabmuie 8.1.
Tabmuma 8.1 — HammeHoBaHME MPAKTUYECKUX 3aHSATHIA (CEMHUHAPOB)

HanmenoBanue npaktnueckux 3anatuii | Tpynoemkocts, | Dopmupyemsie
Ha3zBanus pasznenos
(ceMuHapoB) q KOMITETEHIIUU
3 cemecTp

1 Maremaruueckast HedopmansHbie (comepikarenbHbIe) MOCTa- 2 OK-1, TIK-1
TEOpUS UTP U €€ HOBKU 3aJ1a4 OTPAKEHUS TEPPOPUCTHUECKHUX
IpUMEHEHUE Ipu yrpo3. Ctannaptabie GOPMBI IPEICTaBICHHS
aHaJn3e YTPO3 KaK UTPOBOW MOJIEJIH.
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TEPPOPUCTUUECKHUX AHanu3 JaHHBIX pa3HBIX BUAOB U (HOpPM, CBS- 2
yIpos. 3aHHBIX C TEPPOPUCTHUECKUMHU YTPO3aMH U
aTakaMu
[IpuMeHeHne BEpOSITHOCTHBIX U Pa3MBITBIX 2
CHOCOOOB OMHUCAaHMsI 0ObEKTOB CTATUCTHYE-
CKOI'0 MOJEJINPOBAHUS.
[IpuMeHeHue napaMeTpuueCcKuX U Hemapa- 2
METPHUYECKHX CIIOCOOOB OMUCaHUs 0ObEKTOB
CTaTUCTUYECKOTO MOJEINPOBAHUS.
[IpuMeHeHne MoieI BPEMEHHBIX PSAJIOB B 2
YCIIOBUSIX B YCJIIOBUSIX BO3SHUKHOBEHUS TE€P-
POPUCTHUECKHX yIPO3
Uroro 10
2 IIporuo3upoBanue |IIpuMeHeHne MOJEIHN pErpeccuu ¢ OTHUM OK-1, IIK-1
CIIy4alHBIX IIPOLECCOB | YPABHEHUEM B YCIIOBUSAX BOSHUKHOBEHHUS
U €€ IPUMEHEHUE NPU | TEPPOPUCTUUYECKUX YTPO3
KOHCTPYMPOBAHHH [IpumeneHne cucTeMbl B3aMMO3aBUCUMBIX 4
AHTHTCPPOPHCTHHECCKH PErpecCUOHHBIX YPaBHEHUN B YCIOBHSIX BO3-
X cTpaterun HUKHOBEHUS TEPPOPUCTUYECKUX YIPO3
Hroro 8
Hroro 3a cemectp 18

9. CamocTrosiTesqibHasi paboTa
Bunbr camocTosTenbHOM paboThI, TPYAOEMKOCTh U ()OPMHUPYEMbIE KOMIIETCHIIUHU TPE/ICTABIICHBI B
tabmme 9.1.
Tabmmna 9.1 — Busl caMoCcTOATeTbHOM padoThl, TPYAOEMKOCTh M (hOPMHUPYEMBIE KOMITETEHIHH

Bunael camocrostensHon | Tpynoemkocts, | DopMupyemblie
Haspanus pasnenon a pyA ’ PMHPY ®opMbI KOHTPOJIS
paboThI q KOMIIETEHIINHT
3 cemecTp
1 Marematuyeckas |IloaroroBka k nmpakTuye- 26 OK-1, IIK-1 3auért, OTUeT 1no
TEOpHUsI UTP U €€ CKUM 3aHSTUSIM, CEMUHA- MPaKTUYECKOMY 3a-
IPUMEHEHUE IPU | paM Hatuio, Tect
HaJN

aHalmse [IpopaboTka JeKIMOHHO- 10
TEPPOPUCTHYECKHUX | | = prasa
yIpo3.

Uroro 36
2 IIporno3upoBanue | [loaroroBka k npaktuye- 28 OK-1, IIK-1 3auér, OTyer 1o
CIIy4alHBIX CKHUM 3aHATHUSM, CEMHUHA- MIPaKTUYECKOMY 3a-
TIPOLIECCOB U €€ pam HATHIO, TecT
TPUMCHCHHE 1IpH [TpopaboTka JIEKITMOHHO- 8
KOHCT BaHUU

OHCTPYHpOBa ro MaTepuasa

AHTUTEPPOPHUCTHYUEC
KHMX CTpaTeruu Hroro 36
Hroro 3a cemectp 72
Hroro 72
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10. KypcoBoii npoekrt / kypcoBasi padota
He npenycmotrpeno PVYII.

11. PeiiTuHroBasi cucreMa JJisi OLlEHKHU YCIIeBAeMOCTH 00y4aroumuxcst

Tabmuua 11.1 — banibHble OLIEHKH JUISI 3JIEMEHTOB KOHTPOJISI

11.1. banjbHbIe OLEHKH JJIsl 3JIEMEHTOB KOHTPOJIA

. . MaxkcumanbHbIN
. MaxkcumanbHbIN MaxkcumanbHbIN
DneMeHTH! yueOHOH 6asu1 3a mepuon Bceero 3a
6amn Ha 1-yto KT ¢ |  Gamnn 3a mepuon
NEeITENbHOCTH mexnay 2KT u Ha ceMecTp
Hauyana cemectpa | mexnay 1KT u 2KT
KOHEIl ceMecTpa
3 cemecTp

3auér 30 30
OTyer 1o NpakTUIECKOMY 20 20 20 60
3aHATHIO

Tect 10 10
Hroro makcumym 3a nepu- 20 20 60 100
on

Hapacratomum urorom 20 40 100 100

11.2. IlepecyeT 6a/1J10B B OLIEHKHU 32 KOHTPOJIbHbIE TOYKH
[Tepecuer OanyoB B OLIEHKH 32 KOHTPOJIbHBIE TOUKHU MpeAcTaBieH B Tabmune 11.2.
Ta6muma 11.2 — IlepecueT 0anioB B OLIEHKH 32 KOHTPOJIbHBIE TOUKH
baynel Ha 1aTy KOHTPOIBHOW TOUYKH Onenka

> 90% oT MakcuMabHOK cyMMBI OamioB Ha naty KT 5

Ot 70% 1o 89% ot MakcuMaabHOM CyMMBI OaiioB Ha aaty KT 4

Ot 60% 110 69% oT MakcuMaIbHOM CyMMBI OaiToB Ha aaty KT 3

< 60% ot MakcuManbHOU cyMMBbI O6astoB Ha aaty KT 2

11.3. Ilepecyer cyMMBbI 02/1710B B TPAAULHOHHYIO M MEKITYHAPOIHYIO OLCHKY
[Tepecuer cymMbl 0alIOB B TPAAULIMOHHYIO M MEXYHApOIHYIO OLICHKY NPEJCTABICH B TaOIuLe

11.3.
Tabmuua 11.3 — [lepecuer cymmbl 0aJII0B B TPAAUIIMOHHYIO U MEXKAYHAPOAHYIO OLICHKY
Hrorosas cymma 6asios,
Onenka (I'OC) YUMTBIBAET YCIEIIHO CAAHHBIN Onenka (ECTS)
HK3aMEH
5 (oTIMYHO) (3a4TEHO) 90 - 100 A (0TIIMYHO)
85 -89 B (ouens xoporio)
4 (xopo11o) (3a4TeHO) 75 - 84 C (xopo1o)
70 - 74 D( )
TIOBJIETBOPUTEIHLHO
3¢ Y ) 65 - 69 Y P
TIOBJIETBOPUTEIIHHO) (3a4TE€HO
y P 60 - 64 E (mocpencTBeHHoO)
2 (HEYROBIIETBOPHTENLHO) (HE Hwmxe 60 6ammos F (HeynoBneTBOpHUTENHHO)
3a4TEHO)

12. YueOHO-MeTOAUYecKOe U MHPOPMANIMOHHOE 00ecTiedeHrue TUCIHIIINHBI

12.1. OcHoBHas JuTepaTypa
1. CraTucTudeckre MOJEIH ISl CUCTEM Tiepenadynd u o0paboTku mHpopmanuu. KoHcnekr ek-
i : yaeoHnoe mocobue / M. C. KBachuna ; @eaepanbHOe areHTCTBO MO 00pa3oBaHuio, TOMCKHIA TOCY-
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JTAPCTBEHHBIN YHUBEPCUTET CHCTEM YIIPABJICHUS W PaauodIeKTpoHUKH, Kadenpa smekTpoHHBIX mpubdo-
poB. - Tomck : TYCVYP, 2007. - 90 c. : wi., Tabin. - bubmmorp.: c. 90. (Hamuuue B Oubdmoreke TYCVYP - 99
9K3.)

2. CuCTeMHBIA aHaW3, ONTUMHU3AIUS U MIPUHATHE PEIICHUN [DIeKTpOHHBIN pecypc]: YueOHoe
nocobue / B. I. bapannuk, E. B. HWcrurewesa - 2014. 99 c. — Pexum pgocryna:
https://edu.tusur.ru/publications/5685 (nara obpamenus: 25.03.2020).

12.2. lonosiHUTeIbHAS JIUTEPATYpPa
1. Marematuyeckue MOJEIH B SKOHOMHKE [DNEeKTpOHHBIN pecypc]: YuebHoe mocobue / M. B.
[Tomompuropa - 2016. 161 ¢. — Pexum noctyma: https://edu.tusur.ru/publications/7050 (nara ob6pamenus:
25.03.2020).

12.3. YueOHO-MeTOAUYECKHE MOCOOU

12.3.1. Obs3aTenbHbIC y4eOHO-MeTOAMYECKHE TOCOOHS
1. CucremHBIi aHANW3, ONITUMU3AIMS U TIPUHATHE PEIICHUH [DNeKTpOHHBIN pecypc|: Metoau-
YecKHe yKa3zaHHs ISl caMoCTosTebHOM padoTsl / B. I'. bapannuk, E. B. Uctureuesa - 2014. 15 ¢. — Pe-
xuM gocrtyna: https://edu.tusur.ru/publications/5688 (mara obpamenus: 25.03.2020).
2. Marematnueckue METOIbl MCCIEN0BAaHUS HPKOHOMHYECKHUX CUCTEM [DIJIEKTPOHHBIN pecypcl:
MeTomuveckne yka3aHus K MPAKTHUYECKUM M caMocTosTenbHBIM 3aHsaTusM / [, [[. Jammep - 2012. 44 c.
— Pexxum noctyna: https://edu.tusur.ru/publications/1820 (nata obpamenus: 25.03.2020).

12.3.2. YueOHO-MeTOAMYeCKHE MIOCOOMSA JIsl JIMI € OTPAHMYEHHBIMH BO3MOKHOCTSIMH 3/10POBbS U
MHBAJIMI0B

Y4eOHO-MeTOqMUECKHe MaTeprabl ISl CAMOCTOSTEIBHON M ayTUTOPHOW paboThl 00ydarommxcs
U3 YHCiIa JIUI] C OTPaHUYEHHBIMU BO3MOXKHOCTSIMU 3/10POBbSl 1 MHBAIMIOB MPEAOCTABISIOTCS B (OopMaXx,
aIalITUPOBAHHBIX K OTPAaHMYEHHUSIM UX 3/I0POBbSI M BOCIIPUATHUS HH(DOpMAITHH.

JI1s1 JIMI ¢ HAPYIIEHUSIMH 3PeHus:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOW (hopMe YBEITMICHHBIM MIPUPTOM.

JIJ1s1 JIMI ¢ HAPYIIEHUSIMH CJIyXa:

- B (hopMe IIIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

JL1s1 1ML ¢ HApylIIeHUSIMM ONIOPHO-ABUTaTeJILHOI0 annapara:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (opme.

12.4. IlpodeccuonanbHbie 6a3bl JAHHBIX H HHPOPMALHOHHBbIE CIIPABOYHBIE CHCTEMbI
1. http://www.elibrary.ru - Hay4Hast 371€KTpOHHAsI OMOITNOTEKA;

2. http://www.edu.ru - BeO-caliT cucTeMbI eepaibHbIX 00pa30BaTEIBHBIX TOPTAJIOB;

3. http://edu.tb.tusur.ru/ - o6pazoBarenbHbIi mopTan GpakyabTeTa 6€30MaCHOCTH;

4. https://fstec.ru/ - @enepasibHas ciryx)0a 10 TEXHHYECKOMY H SKCIIOPTHOMY KOHTPOJTIO.

13. MaTepuaJbHO-TeXHHYeCKOe o0ecnedeHue JUCHUINIMHBI U TpedyeMoe MPpOrpaMMHoOe
olecrieueHmne

13.1. O6uue TpedGOBaHUSI K MATEPHATbHO-TEXHMYECKOMY U MPOrPaMMHOMY 00eceYeHH 0
AUCHHUILIMHBI

13.1.1. MaTepuaibHO-TEXHHYECKOE U MPOTrPaMMHOe olecriedeHne 1JIsl JTeKIIMOHHBIX 3aHATHI
s mpoBeieHus 3aHATUI JICKIIMOHHOTO THIIA, TPYIMITOBBIX U WHANBUYaJbHBIX KOHCYJbTAIUH, TE-
KYIIIETO KOHTPOJISI U MIPOMEXKYTOYHOW aTTECTAI[UU UCIIONB3YeTCs yueOHas ayTuTOPHUS ¢ KOJTMYECTBOM TIO-
CaJIOUHBIX MeCT He MeHee 22-24, 000pyaoBaHHAs JTOCKOH M CTaHAApTHOW ydeOHO# mebenbro. Mmerores
JEMOHCTpAIOHHOE 000pyI0BaHNE U YIeOHO-HATIISAHBIE TOCOOUS, 00eCIIeYNBAIOIINE TEMATHUSCKHE HII-
JIOCTPALIMH 110 JICKITMOHHBIM pasjiejiaM JUCITUIUIHHBI.

13.1.2. MaTepHuaJbHO-TEXHUYECKOE H IPOrPaMMHOe o0ecnedyeHne VI NPAKTHYeCKUX 3aHATHI
JlaGopaTopust mporpaMMHO-aIIapaTHEIX CPEACTB oOecTiedeHrs] HHPOPMAIIMOHHON 0€30TacCHOCTH
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yueOHas ayTuTOpHsl 7Sl IPOBEACHHUSI 3aHATHI MPAKTUYECKOTO TUTIA, YdeOHast ayIuTOpHs IS TIPO -
BEJICHUS 3aHITHH JIAOOPATOPHOTO THUTIA

634045, Tomckas obmacts, T. Tomck, yin. KpacHoapmeiickas, 1. 146, 405 ayn.

Onwucanue uMeronierocst 000pyIOBaHUS:

- Mono6umok: Asus V222GAK-BAO021D: Intel J5005/ DDR4 4G/ 500Gb/ WiFi / mpiis/ knaBuaty -
pa (30mr.);

- Komnsrorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ XKectkuit nuck 500G/ Mbliib/ KiIaBHaTy-
pa/ MOHUTOD;

- AnmaparHsie cpencTBa ayreHTudukamnuu mnoias3oBarens «eToken Proy;

- [IporpammHuo-anmaparuelii komruieke 3amuTsl nHGopmarmu: [IAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW1000 4.x, ITAK Akxkop;

CreHbl U1t U3yYeHUS IPOBOIHBIX M OECTIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIFOYAIOIIHE:

- aDOHEHCKHE yCTPOUCTBA: KOMIIbIOTEpHI SuperMicro;

- kommyTtatopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapuipytuzatopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- CpeICTBa aHAJIM3a CETEBOTO TpaduKa W yriTyOJCHHOMN NMPOBEPKU CETEBBIX MAKETOB: aHAIHM3ATOP
tpaduxa Wireshark, nuctpubyrus Kali Linux;

- mexceteBbie 9kpanbl: MKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, MD B cocrae mapupytuzaropa Check Point CPAP-SG1200R-NGFW;

- CUCTeMBI OOHapYy)KEHHUs KOMITBIOTEpHBIX aTtak: Snort, Suricata, COB B coctaBe mapmpyTtuzatopa
Check Point CPAP-SG1200R-NGFW;

- Touku pocryna: D-link dwl3600ap;

- CUCTEMBI 3alIUThI OT yTeUKH JaHHbIX: KoHTYyp nHpopmanmonHoii 6e3onacHoct Searchlnform;

- CpencTBa MOHUTOPHHTA COCTOSHHSI aBTOMATH3MPOBAHHBIX CHUCTEM: CHCTEMa MOHHTOPHHTA
Zabbix;

- CpecTBa CKAHWPOBAHMS 3alMICHHOCTH KOMIIBIOTEPHBIX CeTel: cKaHep Oe3omacHocTH Xspider
Education, cuctema ananu3sa 3amnuiieHHocTH cet MaxPatrol Education.

VYcrpoiicTBa UTEHHSI CMapT-KapT M PaJUOMETOK: AJanTep KOMIBIOTEPHBIA ISl CUUTBHIBAHUSA U
nepenaun B [1K cepuifHbIX HOMEpOB OECKOHTAKTHBIX HeHTH(puKaTtopoB IronLogic Z-2 USB;

- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;

- PaGouee mecto mpenogaBarens.

[TporpamMHOe obecrieueHue:

— Microsoft Windows 10

— VirtualBox

13.1.3. MarepuajbHO-TEXHMYECKOE U IPOrPaMMHOe odecredeHue JIs CAMOCTOATEILHOI padoThI
Jist caMoCTOSTeNbHOM paboThl HCMONB3YIOTCA yueOHbIE ayAUTOPUU (KOMITBIOTEPHBIC KJIAccChl),
PacCIOJIOKEHHBIE TIO aJIpecaM:
- 634050, Tomckast o6nacTb, T. Tomck, Jleanna mpocmexr, 1. 40, 233 ayn.;
- 634045, Tomckas obmacTs, T. Tomck, yin. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast obnacTb, . Tomck, Bepmmauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckast obmacTs, T. Tomck, Bepmmanna ymuia, 1. 74, 207 aya.

CocTtaB 000py/IOBaHUS:

- yueOHasi MeOelb;

- komneroTepsl kinacca He Hke [I9BM INTEL Celeron D336 2.8['T. - 5 miT,;

- KOMOBIOTEPHI MOJIKIIOUYEHBI K ceTu «/HTepHeT» U 00ecreynBaroT JAOCTYI B DIIEKTPOHHYIO HH-
(hopManmOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCUTETA.

[TepeyeHb MPOrpaMMHOTO 0OECTICYCHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;
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- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe oOecreyeHre TUCUMIIIMHBI JJIS JIMI C OrPAHMYEHHbIMU
BO3MOKHOCTSIMH 310POBbSI 1 HHBAJIN/10B

OcBO€HHE NUCLUIUIMHBI JIMIIAMU C OTPAHUYEHHBIMM BO3MOXXHOCTSMH 370POBbS U HHBAJIHMJIAMU
OCYILECTBIIAETCS C UCIIOIB30BAHUEM CPEIACTB 00ydeHHs OOIIETO U CHEIMAIbHOIO Ha3HAUYCHHUS.

[Tpu 3aHATHAX ¢ 0OYYAIOLIUMUCS ¢ HAPYUIEHHSIMH CJIyXa [IPEeIyCMOTPEHO UCIOIb30BaHHE 3BYKO-
YCUJIMBAIOIIEH anmapaTypbl, MyJIbTUMEIUHHBIX CPECTB U JPYTUX TEXHUUYECKHX CPEACTB MpueMa/mepena-
i yueOHOM nH(pOpMaIuu B JOCTYMHBIX (hopMax, MOOUILHOM CUCTEMBI IIPENOIaBaHus 11 00yJaroIXCs
C MHBAJIHMIHOCTHIO, MOPTATUBHON MHIYKIIMOHHOW CUCTEMBI. YdeOHas ayIuTOPHsl, B KOTOPOU 3aHUMAIOTCS
oOyyaromyecsi ¢ HapylleHUEeM cllyxa, 000pylIoBaHa KOMITBIOTEPHON TEXHHKOH, ayIMOTEXHHUKOH, BHUJEO-
TEXHUKOU, SJIEKTPOHHOMU JOCKOW, MYJIbTUMEAUMHON CUCTEMOM.

[Tpu 3aHATHAX C OOYYAIOUIUMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMHM [IPETyCMOTPEHO UCIIOJIb30BaHUE B
JCKIIMOHHBIX U y4EOHBIX ayAUTOPHUAX BO3MOKHOCTH IPOCMOTPA YAAICHHBIX 00OBEKTOB (HaIIpUMep, TEKCTa
HAa JIOCKE WM CJIaif/la Ha 3KpaHe) MpU MOMOIIY BUACOYyBETUUUTENCH 151 KOM(GOPTHOTO IPOCMOTpA.

[Tpu 3aHATHAX C 0O0y4YaIOLIMMUCS ¢ HAPYLIEHHUSIMH OIIOPHO-ABUIaTeJIbHOIO alnapara HCIOJb-
3YIOTCS aJIbTepHATHUBHBIEC YCTPOICTBA BBOAA MH(OPMAIIUU U IpYrHe TEXHUUECKHE CPe/ICTBA IprueMa/mepe-
naun yuyeOHOM MHPOpPMau B JOCTYIHBIX (popMax, MOOMIIBHOW CHCTEMbI OOYUEHUs UIs JIIOJCH ¢ UHBA-
JUAHOCTBIO.

14. OIIeHO‘lHLIe MaTepHuajJabl  METOAUYECCKUE PEKOMEHIAUHU MO OPraHu3alluv U3y4CHUA
AUCHHUITINHBbI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB U METOANYECKUE PEKOMEH AU
I[JISI OIICHKU CTCIICHU C(i)OpMI/IpOBaHHOCTI/I n ypOBHS[ OCBOCHHA SaerﬂJIeHHI)IX 3a HHCHHHHHHOﬁ
KOMIICTCHITUI MCTIOJIB3YIOTCS OIIEHOYHBIE MaTepHalibl B COCTABE:

14.1.1. TecToBbIe 3a7aHUA
. Mogenu TeppopuCTAYECKON YTPO3BI.
. CrannaptHbie (GOpMBI MIPEICTABIECHUS YTPO3.
. ComeprkarenbHble TOCTAHOBKHU 3a]1a4 OTPAXKEHUSI TEPPOPUCTHUECKHUX yTPO3.
. BepOanbHble u 1i1(poBbIe TaHHBIE.
. I'padmueckue GpopMbl mpeacTaBIeHUs JaHHBIX.
. Tabnuunble (GOpMBI TIPEICTABICHUS TAHHBIX.
. MaTepBanbHbIie (DOPMBI IPEICTABICHUS TAHHBIX.
. OCHOBHBIE KJIaCCHYECKHE MOJXO0AbI K ONMMCAHUIO0 0OBEKTOB CTATUCTHYECKOTO MOJICIUPOBAHHUS.
. OCHOBHBIE HEOKJIACCHUYECKHE MOJIXO/Ibl K OMUCAHUI0 00BEKTOB CTaTUCTUYECKOTO MOJIEIUPOBa-

O 00 1IN DN K~ W —

HHSL.

10. TTapameTpuyeckue cnocoObl OMUCAHUSI 0OBEKTOB CTATUCTHUECKOTO MOJIETTUPOBAHHSL.

11. HemapameTpuieckue crmocoObl Onrucanus 00bEKTOB CTATUCTUYECKOTO MOJICIIUPOBAHUS.

12. BeposSTHOCTHBIE CITOCOOBI OMMCAHUsI 00BEKTOB CTATUCTUIECKOTO MOJCIUPOBAHUSI.

13. Pa3mbIThIe cI1IOCOOBI OMUCAHUS OOBEKTOB CTATUCTUYECKOTO MOICTHUPOBAHUS.

14. DxoHomudeckas Mojielb. OCHOBHEIC ITOHSITHS.

15. OCHOBHEIC dTalbl CO3IaHUS YKOHOMUYECKHX MOJCICH.

16. OcHOBHEIE BUILI DKOHOMUYECKHUX MOJIEIEH.

17. Moaenb BpeMEHHBIX PSI/IOB.

18. Mogenb perpeccuu ¢ OJHUM YPaBHEHHEM.

19. Cuctembl B3auM03aBUCUMBIX PETPECCUOHHBIX YPaBHEHUH.

20. Cucrema BbIOOpa SKOHOMUYECKHUX MOJIENIEN B YCIOBHSIX BO3SHMKHOBEHUS TEPPOPUCTUYECKUX
yIpos3.

14.1.2. 3auér

1. Mopenu TeppopHUCTUIECKON YIPO3bl: a) HeOopMaTbHOE OIMCAHUE TEPPOPUCTUUCCKON YIPO3HI;
0) yrpo3a Kak urpa n JIdil; B) UTPBI ABYX JIUI] C HYJIEBOW CYMMOM; T) UTPBI C CEATOBON TOUKOM.

2. Teopema 0 MUHHMAaKCE B UTPax € CEAJIOBON TOUYKOM.

3. YucTble U CMeIaHHbIE CTPATETUH B UTPaxX C yTPO3aMH.
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4. HaxoxxaeHue cMelaHHbIX crpaTteruil. Llena urpel.

5. 'eoMeTprUUECKOE PEIICHUE UTPHI.

6. Urpel qBYX JIUI[ C HEHYJIEBOW CyMMOH.

7. Teppopuctrueckasi yrpo3a Kak HEKOOIepaTUBHAs Urpa ABYX JIUIL.

8. KoonepaTtuBHas Urpa Kak MOZAEIb TEPPOPU3MA C BOZMOKHOCTBIO IIPOBEACHHUS IIEPETOBOPOB.
9. OntuManehbie cTpareruu 1o [Tapeto. PaBHoBecue urpoBsix crpareruii no Hamry .
10. Xapakrepuctuueckue GyHKIUN KOATUIIMOHHBIX CTPATETH.

11. Tunsl OpOrHO30B.

12. DTans! NpOrHO3UpPOBAHUS.

13. YnpaBienue nmporeccoM nNporHo3upoBaHHUs.

14. ITakeTs! mporpamm [yl pelieHMsl 3a/1a4 IPOrHO3UPOBaHUSL.

15. DKBUAUCTAHTHBIE U PAHIOMHU3UPOBAHHBIE BPEMEHHBIE PS/IbI.

16. O630p OCHOBHBIX CTATUCTHYCCKHUX MOHITHH.

17. PerpeccOHHBIN aHAIU3 BPEMEHHBIX PSAIOB : OJHOMEPHBI BapHaHT.

18. PerpeccroHHBII aHaIM3 BPEMEHHBIX PSII0B: MHOTOMEPHBIN BapHUaHT.

14.1.3. Bonnpocs! AJ151 NOATOTOBKH K MPAKTHYECKUM 3aHATHAM, CEMHHAPaM

Hedopmanbable (conepkaTenbHble) MOCTAHOBKU 3a/lad OTPAKEHUS TEPPOPUCTUUYECKUX YIPO3.
CranpaptHble (GOpMBI IPEICTABICHHS YTPO3 KaK UTPOBOI MOJIEIH.

AHanu3 JaHHBIX Pa3HbIX BUAOB U (OPM, CBSI3aHHBIX C TEPPOPUCTUUECKUMHU YIPO3AMHU U aTaKaMH

[TpuMeHeHrEe BEPOSITHOCTHBIX U Pa3MBITHIX CIIOCOOOB OMHMCAHUS OOBEKTOB CTATHCTUYECKOTO MO-
JEITUPOBAHMU.

[TpumeHeHne nmapaMeTpUYecKuX U HelapaMeTpUIeCKUX CIOCOO0B ONMHMCAHUS OOBEKTOB CTATUCTH-
YECKOI'0 MOJIEIIUPOBAHHS.

[TpuMmeHeHne MOAEIN BPEMEHHBIX PSIIOB B YCIOBHUAX B YCIOBUSAX BOZHUKHOBEHUS TEPPOPUCTUYE-
CKHX yIpo3

[TpuMeHeHne MOAEIN PErPECCUH C OJTHUM YPABHEHHEM B YCIIOBUSAX BO3HUKHOBEHHUS TEPPOPUCTHU-
YECKHUX yIpo3

[TpuMeHeHnEe cUCTEMBI B3aMMO3aBHCHUMBIX PETPECCUOHHBIX YPABHEHUH B YCIOBUSAX BO3HMKHOBE-
HUSI TEPPOPUCTHUECKHUX YTPO3

14.2. TpeOoBaHMS K OLIEHOYHBIM MATEPHAJIAM /JIsl JIUL C OTPAHNYEHHBIMH BO3MOKHOCTSIMH
310pOBbS1 1 HHBAJIH/I0B
Jns nui ¢ orpaHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbSI M1 MHBAJIMJIOB MPEAYCMOTPEHBI JOMOIHU -
TCIIBHBIC OIICHOYHEBIC MaTepI/IaJ'IBI, HepequL KOTOpBIX YKaSaH B Ta6J'II/III€ 14
Tabmuua 14 — JlonmonHUTENbHBIE MaTepHallbl OLICHUBAHUS ISl JIUIl C OTPAHUYECHHBIMH BO3MOXKHOCTSIMU
SJIOpOBLSI 1 MHBAJINI0B

Kareropun Bubl TONOTHUTETBHBIX OLIEHOYHBIX ®opMbI KOHTPOJIS M OLICHKH
00y4JaroLXCs MaTepuaioB pe3ynbTaToB 00y4eHuUs

TecThl, MMCEMEHHBIE CAMOCTOSTEIbHbIE
paloThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE Pa0OTHI

C napymeHusMu
cryxa

[IpenmyiieCTBEHHO MUCbMEHHAS
MpOBEpKa

C mapymenusamu | CobeceoBaHue 1Mo BOpocam K 3aueTy, | [IperumyiiecTBeHHO yCTHas TPOBEpKa

3peHus OTIPOC MO TePMUHAM (MHOUBUYaJIBHO)
C napymeHusMu Pemenue qucTaHIIMOHHBIX TECTOB,

OTIOPHO- KOHTPOJIbHBIE Pa0OTHI, MUCbMeHHbIe | [IpenMylecTBeHHO AUCTaHIIMOHHBIMU
JIBUTATEJIBHOTO CaMOCTOSITENIbHBIE Pa0OTHI, BOIPOCHI K METOJaMH

ammapata 3a4ery

C orpanunuenusiMu 1o | TecThl, TUCbMEHHBIE CAMOCTOSITENILHBIC [IpenmymiecTBEHHO POBEpKa
00IIeMEeTUITTHCKIM paboThI, BOTIPOCHI K 3a4eTy, METOJAMM UCXOJS U3 COCTOSTHUS
MOKa3aHUsIM KOHTPOJIbHBIE Pa0O0ThI, YCTHBIE OTBETHI | OOY4aIOIIErocsi Ha MOMEHT MPOBEPKU
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14.3. MeToanueckue peKOMeH/IALMH 110 OLIeHOYHBIM MaTepuajaM AJs JUL ¢ OTPAHUYEHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

Jis M1l ¢ orpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBBS M MHBAJIUIOB HPEAYyCMAaTPUBACTCS J10-
CTymnHas (hopMa IpeJO0CTaBICHUS 3aJaHNI OLIEHOYHBIX CPEJICTB, & UMEHHO:

- B IleyaTtHoi (opme;

- B IIeYaTHO (hopMe ¢ YBETHUEHHBIM MIPUPTOM;

- B (hopMe 3NIEKTPOHHOI'O IOKYMEHTA;

- METO/IOM YTE€HUS ACCUCTEHTOM 3a/1aHUs BCIYX;

- IIPEIOCTaBJICHNE 3aJJaHUsl C UCIIOJIb30BaHUEM CYpPJIOTIEPEBOIA.

Jlumam ¢ OrpaHWYEHHBIMH BO3MOXKHOCTSIMH 3JIOPOBBSI M MHBAIHIAM YBEIHMYUBACTCS BpeMs Ha
HOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. [l TaKUX 00ydaromuxcs MpeycMaTpuBaeTcsl JOCTYII -
Hast popmMa mpeToCTaBICHHS OTBETOB HA 3a/IaHUs, @ IMEHHO:

- MUCbMEHHO Ha Oymare;

- HabOp OTBETOB Ha KOMIIBIOTEPE;

- Ha0Op OTBETOB C MCITOJIH30BAHNUEM YCIIYT aCCUCTEHTA;

- IIPEJICTaBJICHUE OTBETOB YCTHO.

[Tponienypa orieHUBaHUS PE3yIbTATOB OOYYEHHS JIMIl C OTPAaHUUYEHHBIMH BO3MOKHOCTSIMH 3/10pO-
BbsI M1 MHBAIHJIOB IO JMCIUIUIMHE TPEITyCMaTPUBACT MPEIOCTaBIeHne HHpopManuy B popmax, aaarnTH -
POBaHHBIX K OTPAHUYECHHUSAM HX 370POBBS M BOCIPUATHS HH(POpMALIUK:

JL1s1 I ¢ HAPYIIEHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B [e4aTHOU (hopMe yBETMYEHHBIM HIPUPTOM.

J1s1 1M1 ¢ HAapyIIeHUsIMH CJIyXa:

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- B IeyaTHou (opme.

J1s1 1M1 ¢ HAapyIIeHUsIMM ONIOPHO-ABUIaTe/IbHOI0 annapara:

- B (hopMe IIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (opme.

ITpu HEOOXOMUMOCTH /TS JIUI] C OTPAaHUYEHHBIMHU BO3MOXHOCTSIMU 3/I0POBbs U MHBAJIUI0B IpOILIE-
Jypa OIICHWBAHUSI PE3yIbTaTOB 00yIEHHUsI MOXKET MPOBOUTHCS B HECKOIBKO ITAIOB.
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