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VYpoBeHb 00pa3oBaHus: BbIcIee 00pa3oBaHue - fakajgaBpuaT

HampaBnenue noarotoBku / cnenuaibHOCTh: 27.03.04 YnpaBiieHue B TEXHUHYECKUX CHCTEMAaX
HanpasnenHocts (mpo¢uis) / crienuanu3anys: YrnpasjieHne B pOOOTOTeXHHYECKUX CHCTeMax
®dopma 0O0ydeHHS: OUHASA

QaxkynbreT: PBC, ®aKyJbTeT BHIYMCIUTEIbHBIX CHCTEM

Kadenpa: KCYII, Kajgeapa koMnb0TepHbIX CHCTEM B YIPABJIEHUH U TPOEKTUPOBAHUM
Kypc: 4

Cemectp: 8

Y4eOusiii mnan Habopa 2018 rona

PaCHpe,Z[CJ'IeHI/IC paGoqero BpEMCHU

Ne Bunpl yueOHO# nesTebHOCTH 8 cemectp Bcero Ennaunner
1 Jlexnn 20 20 JacoB
2 JlaGoparopHble pabOThI 28 28 4acoB
3 Bcero aymuTopHbIX 3aHATHN 48 48 4acoB
4 CamocTosiTenbpHas padboTa 60 60 4acoB
5 Bcero (0e3 ax3aMeHa) 108 108 4acoB
6 IToxroroska u cmada sK3aMeHa 36 36 4acoB
7 OOGm1as Tpy10EMKOCTh 144 144 4acoB
4.0 4.0 3.E.

Ox3ameH: 8 cemecTp

Tomck
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;[pbl
npotokot Ne 6 oT « 21 » 5 2019 r
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
ToBKH (cmenuanbHocTH) 27.03.04 YmpaBieHue B TEXHHYECKHX cHcTeMax, yTBepkiaennoro 20.10.2015

rojia, paccMOTpeHa u ofgoopeHa Ha 3acenannu kapeapst KUBOBC «  » 20 ropa, mpo-
TOKOJ Ne

PazpaboTuuk:

noueHt kap. KUBSBC E. 1O. KocTrouenko

3aBenyronmii o0ecnieunBaromeii kad.
KNBOBC A. A. lllenynaHoB

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Hexan ®BC M. B. Uepkamux
3aBeAyIOIHi BRITYCKAIOIICH Kad.

KCVYII 10. A. llypeirun
OKCIIepTHI:

JlonieHT Mabopatopuu 6€30macHBIX
onoMemuIuHcKkuX TexHojorui L{Th
KHMB2BC A. A. KoneB

JlonieHT Kadenpbl SJKOHOMHUYECKON
MaTeMaTUKU, THPOPMATUKH U CTATH-
ctuku (OMUC) E. A. lllenbmuna
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
[lenpro mpernogaBaHus JUCITUIUTHMHBI SBISICTCS M3YYCHHE KOMILIEKCa MpoosieM WH(DOpMAIMOHHOM
0€30MacHOCTH MPEANPUATHI U OpraHU3alUi PA3IMYHBIX TUIIOB U HAPABICHHUM NEATEIHLHOCTH, TOCTPOE-
HUsA, QYHKIIMOHUPOBAHUS U COBEPIICHCTBOBAHMS COBOKYITHOCTHU MPABOBBIX, OPTaHU3AIMOHHBIX, TEXHUYE-
CKHX M TEXHOJIOTHYECKHX MPOIECCOB, 00ECTICYNBAOIINX HHPOPMAIIMOHHYIO 6€30MacHOCTh U (hOPMUPYIO-
X CTPYKTYPY CHUCTEMBI 3aIIUTHl IIEHHOW W KOHPUACHIIMAIHHOU HH(OpMAIuu B cepe OXpaHbl UHTE -
JIEKTyalbHOU COOCTBEHHOCTH U COXPAaHHOCTH MH(OPMALIMOHHBIX PECYPCOB.

1.2. 3agaun JIMCHMIIINHBI
—  O03HAKOMJICHHE CTY/ICHTOB C TEOPETUYCCKUMHU OCHOBAMH, OCHOBHBIMH MOHITHSIMH U TIPUHITH -
naMu odecrieueHuss HHPOPMaITMOHHOM 0€30MMacCHOCTH
— oOydyeHHe CTYJICHTOB pabOTe C OCHOBHBIMH CPEJICTBAMH 3aIHUTHI

2. MecTo nucuuiiiuebl B cTpykrype OIIOII
Hucuumuinza «3ammra uHpopmarum» (b1.B.JIB.3.1) otHocutcs k 610Ky 1 (BapuaTHBHAs 4acTh).
[IpenmecTBYOMUMH TUCIMIDTHHAME, (POPMHUPYIONIMMH Ha4yajdbHbIE 3HAHUS, SBISFOTCS: MH)OP-
MaTuKa.
[TocnenyromumMy AUCIUILUTHHAMHA SIBIISTIOTCS: 3alMTa BBITYCKHOW KBATM()UKAIIMOHHOW pabOTHI,
BKJII0YAs MOATOTOBKY K IPOLEIype 3aIUThI U IPOLEAYPY 3aIUTHI.

3. TpeGoBaHus K pe3yJibTATAM OCBOCHMS JUCUMILTUHBI

[Tponecc n3yyeHus JUCUMIUIMHBI HapaBieH Ha (JOPMUPOBAHUE CIEAYIOIUX KOMIETSHIUI:

— OIIK-9 cnocoOGHOCThIO MCIOB30BaTh HaBBIKM PabOThI ¢ KOMIBIOTEPOM, BIaJETh METOJaMHU
MH(GOPMAITMOHHBIX TEXHOJIOTUH, COOII0JaTh OCHOBHBIE TpeOOBaHUs HH(POPMAIIMOHHOM 0€3011acHOCTH;

— TIK-10 roToBHOCTBIO K y4acTHIO B pabOTax Mo M3rOTOBJICHUIO, OTIAKE U C/laue B IKCIUTyaTa-
IIUIO CHCTEM M CPE/ICTB aBTOMATH3AIMY U YIIPABJICHUS;

B pesynpTare u3ydeHus IMCIUIIIMHBI 00yJarOMIUNACs T0JIKEH:

— 3HaTh 0a30BBbIC KOHIICTIIMA U MOJAETH WH(POPMAITMOHHOW OE30MacHOCTH; OCHOBBI (DYHKITHO-
HUPOBaHUS 0€30MaCHOCTH MH(POPMAITMOHHBIX CUCTEM 3aJ1aud WH(POPMAITMOHHOW 0€30MaCHOCTH; 3aKOHO-
JATeTBCTBO 10 00ecTeueHNI0 NH(DOPMAITMOHHON 0€30MacHOCTH CTaHAApPThI B 001acTH MH(POPMAITMOHHON
0€30MacHOCTH; METOJbl M CPEJCTBA 3alUThl MHPOPMAIIMOHHON OE€30MacCHOCTH HAIpPABIECHUS U METOMIbI
BE/ICHUS AHAJIMTHUYECKONH pabOThI MO BBISBICHUIO YIPO3 TEXHUYECKUE MPOLEAYPHI MO JECHCTBHIM B HE-
HITATHOM CUTYyalluu; METOAOJIOTMH OLICHKH PUCKOB U yTpo3 HHPOPMALIMOHHON O€30MacHOCTH

—  yMeThb BBIOHMpaTh (pa3pabarbiBaTh) CTPATETUHN 3ALIUTHI HHPOPMALIMOHHONW 0€301MacHOCTH pa3-
JMYHBIX UH(POPMAIIMOHHBIX CHCTEM MPOBOJUTH ayIUT ISl OTOOpaXKeHHs YPOBHSIM COOTBETCTBHUS CTaH-
JaptaMm o0nacTi MHPOPMAMOHHONW 0€30MacHOCTH sl WH(POPMALMOHHOW CHCTEMBI B LIEJIOM U Ui €e
AIIEMEHTOB OLIEHNWBATh U BbIOUpATh HEOOXOAUMBIE CPECTBA 3AIIUTHI OCYIIECTBIATH MOHUTOPUHT COCTOS -
HUSI ”HPOPMALIMOHHOM 6€30MacHOCTH 00beKTa 0OecreunBaTh MPOTUBOJACHCTBUE aTakaM Ha MH(OpMAaIu-
OHHYIO CHCTEMY BBITIOJIHATH (KOHTPOJIHMPOBAThH BBHIMOJIHEHUE) TPEOOBAHUI HHCTPYKIIUH MO O0OECIICYCHHIO
UH(POPMALIMOHHON O€30MaCHOCTH

— BJaJeThb HaBbIKaMH pabOTHI C MPOrPaMMHBIMH M allapaTHBIMU CPeCTBaMHU 00eCIeunBar0-
MMM 3aIIUTy HH(GOPMAIIUU B KOMIIBIOTEPHBIX CUCTEMAaxX

4. O6beM IMCUMIJIMHBI M BUABI Y4e0HOI padoThI
OO01ast TpyI0EMKOCTb JUCHUIUINHBI cocTaBisieT 4.0 3aueTHBIX eIMHMILIbI U IIPECTaBIeHa B TaOmu -

%Zgﬁl{lﬁa 4.1 — TpyaoeMKOCTb JUCLHUILINHBI
Bunb! yueOHOI nesTeNbHOCTH Bcero yacos CemecTpsl
8 cemecTp
AynuTtopHble 3aHATUSA (BCETO) 48 48
Jlexknun 20 20
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JlaGopaTopHbIe pabOThI 28 28
CamocTosiTenbHas paboTa (Bcero) 60 60
[ToaroroBka K KOHTPOJIBHBIM paboTaM 6 6
BrinonHenne MHAMBUAYAIbHBIX 3a1aHUI 20 20
OdopMieHrE OTYETOB IO JTAOOPATOPHBIM padboTam 12 12
[TpopaboTka JICKIIMOHHOTO MaTepHraia 18 18
BrinonHeHne KOHTPOJIbHBIX paboT 4 4
Bcero (0e3 ax3aMeHa) 108 108
TToaroroBka u caada dK3aMeHa 36 36
OO6m1ast TpyI0€MKOCTb, 4 144 144
3aueTHble EquHuIb 4.0 4.0
5. Coaep:xanue TUCUMILIIHHBI
5.1. Pa3nesbl AMCHMILIMHBI M BUABI 3aHATHI
Paznensl mUCIUIUTAHEI ¥ BUBI 3aHATHH IPUBEICHBI B Tabmmiie S.1.
Tabmuia 5.1 — Pa3aensl AUCIMIIIMHBI U BUABI 3aHATUN
Bcero
4acoB
JIao0. Cam. dopmupyemblie
HasBanus pa3nenoB TUCHUTLTAHB Jlex., u (Ge3
pab.,u | pab.,u KOMIIETEHIIUN
9K3aMEH
a)
8 cemecTp
1 bazoBrie moHsTHS B chepe obecrieueHus 2 0 2 4 OIIK-9, I1IK-10
UH(POPMALMOHHON 0€30MaCHOCTH
2 KoMIuteKCHBIH Moaxo K 00eCIIeYeHHTO HH- 2 0 2 4 [IK-10
(hopMaroHHO# 6e30macHOCTH
3 OpraHu3anroHHO-TIPABOBOE 00ECIICUCHHE, 2 4 6 12 [IK-10
CTaHAapTH3AIMS, CEPTUPUKAIUS U TUICH3U-
poBaHue B 007aCTH 3a1UTHI HHGOPMAITUU
4 MeTo/ibl OLIEHKH PUCKOB U YIpo3 HH(pOpMa- 2 2 16 20 IIK-10
IIMOHHOIT 0€30I1aCHOCTH
5 TlporpamMmMHoO-anmapaTHble, TEXHUYECKUE U 2 18 6 26 OIIK-9, I1IK-10
KpunTorpadguueckue cpeicTBa 3alIUThl HH-
dhopmanuu
6 OCHOBHBIE IPUHIIMIIBI, HAIIPABJICHUS U Tpe- 2 0 6 8 OIIK-9, IIK-10
OoBanus oOecrieueHHs UHPOPMAITHOHHON
0€30MMacCHOCTH OpraHu3aluu
7 KoHuenuust 1 MoauTHKa HHHOPMAITMOHHON 2 0 2 4 OIIK-9, IIK-10
0€301acHOCTH
8 Peanuzaruu ctpareruu obecrieueHus H- 2 4 14 20 TIK-10
(hopMarmoHHO# 6e30macHOCTH
9 MenemxmeHT nH(pOpPMALIMOHHOMN Oe3omac- 4 0 6 10 [IK-10
HOCTH
Hroro 3a cemectp 20 28 60 108
Hroro 20 28 60 108
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5.2. Conep:xanue pa3aejioB IMCHUILIHHBI (110 JTEKIIASIM)
CopeprkaHue pa3aesioB TUCIUTIINH (TI0 JIEKIUSIM) PUBEICHO B TabmuIie 5.2.
Tabmuua 5.2 — ComepkaHue pa3ienaoB TUCIUILIKH (TI0 JICKITHSIM)

Copneprxanue pas3znenoB qucuumuinHel (mo | Tpynoemkocts, | @opmupyemblie
HazBanus pa3znenos Aep pas AHCH ( 24 ’ PMHDPY
JICKITUSIM) q KOMITETEHIIUU
8 cemecTp
1 bazoBeie nousitus B | Mupopmanusa. KonpunennuansHocts. Le- 2 OIIK-9
chepe obecnieueHus nocTHOCTB. JlocTymHOCTH. CBO¥CTBA HHGOD-
UH(POPMALTMOHHON Manuu. Yrposa. Hapymurens.
0€30MMacHOCTH Vitoro 2
2 KommuieKkcHbIi CTpyKTypa CUCTEMBI 3alIUTHI HH(POPMALINH. 2 ITK-10
MOJIXOM K 06ecnetieHmo Vitoro 2
MH(POPMAIIMOHHOM
0€30MMacHOCTH
3 OpranusanoHHO- OcHOBHbBIE HOPMAaTHUBHO MPABOBBIE AKTHI 110 2 ITIK-10
IPaBOBOE 3amnuTe uHpopmanuu. CtanaapTU3anus.
obecrieueHue, Ceprudukanus. JIneH3upoBaHue.
CTaHJapTH3aIMs, Vitoro 2
ceptudukanus u
JUIIEH3UPOBaHUE B
00JIaCTH 3aLIUTHI
uHbOpMaIu
4 Metoap! OLICHKH Onenka puckoB. MHpopmaninoHHbIe U3MeEpe- 2 I1K-10
PHUCKOB U yIpo3 Hus. Heuetkas knacrepuzanms. Unentudu-
nH(pOPMaIMOHHON Kallusl U aHaJIu3 PUCKOB.
0€301acHOCTH Vitoro
5 TlporpammHoO- VYnpasnenue goctynom. Pazrpannuenue ITK-10
araparHele, ypoBHeM noctyna. [luckpetHoe pacnpezaesne-
TEXHUYECKUE U HUe nocTyna.MaHnaTHoe pacnpeiencHue
Kpunrorpaduyeckue | JOCTyIa.
CPEICTBA 3aIUTHI Vitoro 2
uHpOopMauu
6 OcHOBHbIE OrnpeneneHne opraHu3almOHHBIX TpeOoBa- 2 OIIK-9
TIPUHLIUIIBI, Huit 3amutel UT.
HarpaBJICHUS U Vitoro 3
TpeOoBaHUS
obecrnieueHus
UH(POPMALTMOHHON
0€30MacHOCTH
OpraHu3anuu
7 Konnennus u IMonutrnka 6€30aCHOCTH. 2 OIIK-9
MOJIUTHKA § Vitoro 2
UH(POPMALTMOHHON
0€301MacHOCTH
8 Peanuzanuu Onpenenenre opraHU3allMOHHBIX LIEJIEN U 2 ITIK-10

CTpaTeruu
obecneueHuUs
nH(pOPMaIMOHHON
0e30I1acHOCTH

crpareruii 3amuthl UT. Unentudukanus u
aHanu3 yrpo3 aktusam UT B npenenax opra-
Hu3auu. OnpeneneHrne COOTBETCTBYIOITNX
3aLIUTHBIX MEP.
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Hroro
9 MeHnexMeHT KoHTposib BINOTHEHNS U PYHKITHOHUPOBA- 4 ITIK-10
UH(QOPMALMOHHON HUS 3alUTHBIX Mep. Pa3paboTka u peanusa-
0€301acHOCTH 1I1S IPOTPaMMBbl OCBEOMIIEHHOCTH O 3allu-
Te. OGHapyXeHHe UHLUIEHTOB U pearupona-
HUE Ha HUX.
Hroro 4
Hroro 3a cemectp 20

5.3. Pa3nesibl AUCHUIIMHBI M MEKIUCUMILUINHAPHBbIE CBSA3M ¢ 00ecneYuBAKIIMMH (Peabl Ty IIIUMHU)
1 o0ecneynBaeMbIMH (NOCJIeAYOMIUMHU) JUCHUATIIMHAMHA
Pazgenbl quctuIIMHB ¥ MEKIUCIUILTHHAPHBIC CBS3H C 00CCTICUMBAIOIIMMU (MIPEABIAYIIMMU) U
o0ecrneynBaeMbIMH (ITOCIEIYIOMMMHI ) TUCHUTUTMHAMHU MIPEICTaBICHbI B Tabmuie 5.3.
Tabmuma 5.3 — Pa3aensl IUCIMIUIMHBI U MEKIUCIUTUIMHAPHBIC CBS3U

Ne paznenoB qaHHOUM MUCIMIUIAHEL, 1711 KOTOPBIX HEOOXOIMMO U3YUCHHE

HaunMeHnoBanye TUCIUATUIAH o0ecTeynBaroLINX 1 00eceunBaeMbIX JUCIUIUINH
1 2 3 4 5 6 7 8 9
[IpenmecTByronye AUCIUTUIAHBI
1 Undopmatrka + + + + + + + + +

[Tocnenyromume TUCIUITITUHB

1 3amuTa BEITYCKHOMN KBaIK-
(uKanOHHON PabOThI, BKIIO-
yasi IOATOTOBKY K IIpoLeaype
3aIUTHI U TIPOLEYPY 3aIUTHI

5.4. CooTBeTCTBHE KOMIETEHIIHIT, POPMUPYEMBIX NPH U3YYEeHUU THCHHILUINHBI, 1 BUI0B 3aHSI THIi
CoOTBETCTBHE KOMITETCHIMH, (OPMUPYEMBIX INPH W3yYCHUW IUCHUIUIMHBI, W BUAOB 3aHATHIM
npeCcTaBIeHo B Tabmwmie 5.4.
Tabmuua 5.4 — CooTBETCTBHE KOMIETEHINH, POPMUPYEMBIX MPU W3yYCHUH JAUCIMIUIMHBI, 1 BUJIOB 3aHS-

TUH
KoMrerenmu Bunel 3ansaThii
@DOpMBI KOHTPOJIA
u Jlek. JIab. pao. Cam. pa6.
OIIK-9 + + + KonTponsHas pabora, Dk3aMeH,
Ot4er no maboparopHoii padoTe,
Tect
[IK-10 + + + Kontponsnas padora, OTuer no
UHANBUAYAIBHOMY 3aJIaHUIO0, BbI-
MOJTHEHUE KOHTPOJIBHOM paboThI,
Ox3ameH, OTyeT no JadbopaTop-
Ho# pabore, Tect

6. UaTepakTHBHBIE MeTOAbI U (JOPMBI OPraHU3aANNH 00yUEeHUsI
He npenycmotrpeno PVYII.

7. JlabopaTtopHble paGoThl
HaumenoBanue nabopaTtopHbIX paboT npuBeneHo B Tabnuue 7.1.
Tabmuua 7.1 — HaumeHoBaHue 1a00paTopHbIX padboT

Tpynoemkocts, | @opMupyemblie

Ha3zBanus paznenos HanmenoBanwue 1ab0paTtopHBIX padboT
q KOMIICTCHII N

8 cemecTp
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3 Opra"nu3aioHHO- 3anmTa nepCcoHaIbHBIX JAHHBIX U KOMMEpYe- 2 ITK-10
MPaBOBOE CKOH TalHbI
obecresenue, [TonuTuka 6€30MacHOCTH U UHCTPYKLUU IS 2
cranfiapTisanud, COTPYIHUKOB MPEIIPUATHUS
cepTHUKALHS |
JIMLEH3UPOBAaHUE B Hroro 4
00J1acTH 3alIUThI
uHpOopMauu
4 MeTobl OIIEHKH Orenka puckoB HH(OPMAITMOHHON Oe30mac- 2 ITK-10
PHUCKOB U YyIpo3 HOCTH
UHGOPMAIIMOHHOM Virtoro 2
0€301acHOCTH
5 IIporpammHoO- 3amnmra KOMIObIOTEPHON HH(OpMAIMK Ha 2 OIIK-9
amnmaparHeble, YPOBHE JIOCTYyTa B CUCTEMY
TCXHIHICCKHC 1 3amuTa OT aTak 1Mo JIOKaJIbHBIM U T100alb- 4
KpunTorpaduyeckue HBIM CETSIM
CpelCTBa 3aIIUThI
HHpOpMAIIH 3amuTa ot BpegoHocHoro 10
Hcnonp3oBanue muppoBaHus ISl 3alIUTHI
JTAHHBIX
Hcnons3oBanue PU3NIECKUX HOCUTENCH U 4
3aIUTHBIX CHCTEM Ha UX OCHOBE
Hroro 18
8 Peanuzanun Pa3paboTka cucTeMbl 3aITUThI TPEATPUSITHS [IK-10
cTpareruu Vitoro
obecrnieueHus
MH(POPMAIIMOHHOM
0€30MMacHOCTH
Hroro 3a cemectp 28

8. [IpakTHYeckue 3aHATHSA (CEMUHAPBHI)

He npenycmotrpeno PVYII.

9. CamocTrosiTeqibHasi padoTa

Bunasl camocTosiTenbHOI paboThl, TPYIOEMKOCTh U (hOpMUpPYEMble KOMIIETCHIIUU MTPEICTABICHHI B

tabiune 9.1.
Tabmuua 9.1 — Buasl caMOCTOSATENBHON pabOThI, TPYIOEMKOCTh M (JOPMHUPYEMbIE KOMIIETCHIIUU
Bunel camocrostensHor | Tpynoemkocts, | DopMupyemblie
HasBanus paznenon . PYA ’ pMHDY @DopMBbI KOHTPOJIS
paboThI q KOMIICTCHITH
8 cemecTp
1 bazoBsle nousaTust | [IpopaboTka JEeKIUOHHO- 2 ITIK-10 Tect, Ox3amen
B cepe ro Marepuana
obecrnieueHus | Hroro 2
nH(OPMaIMOHHON
0€30MacHOCTH
2 KoMIuIeKCHbIN [IpopaboTka JIEKITMOHHO- 2 [TIK-10 TecT, Dx3ameH
MOAXO0A K ro Marepuaina
o0ecre4eHuto | Hroro 2
UH(POPMALTMOHHON
0€30MacHOCTH
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3 OpranuzanuoHHo- | [IpopaboTka JIEKITMOHHO- 2 ITK-10 Brinonnenue
IPaBOBOE ro MaTepuasa KOHTPOJILHOU pabo-
obecrneyenue, O(OPMIICHHE OTHETOR 110 2 TBI, OT‘IGUT H% n1abo-
TaHIApTU3AIUS TOPHOU T
CTaHfapTH3annA, nabopartopHbeIM paboTam PATOPHOH pabote,
cepTHUKALHS | TecT, Dx3ameH
MIeHsupoanne B | 110ArOTOBKA K KOHTPOJIb- 2
00JIaCTH 3aIUTHI HBIM paboTam
HH(OpMALHH Uroro
4 Metonp! onieaku | [IpopaboTka JIEKITMOHHO- [IK-10 OT4eT 0 UHINUBU-
PHMCKOB U yIpo3 ro MaTepuasa yallbHOMY 3aja-
IgH(bopMauHOHHOH O(OPMIICHHE OTHETOR 110 4 Igmo, OT%T no6na—
MACHOCTH TOPHOM T
C30MacHOC nabopartopHbeIM paboTam OpaTOpPHOU PaboTe,
TecT, Ok3aMeH
Brinonaenue nHaAMBUAY- 10
ATBHBIX 3aJaHUH
Hroro 16
5 TlporpammHoO- [TpopaboTka JIEKITMOHHO- 2 OIIK-9 OtyeT mo nabopa-
anmnaparHeble, ro MaTepuasa TOpHOU pabore,
TEXHUYECKHUE U OQOPMICHHE OTUETOR M0 4 TecT, Dx3ameH
KpunTorpahudecku
punTorpaguiec nabopatopHbeIM paboTam
€ Cpe/CTBa 3alUTHI
uHpOopMauu Hroro 6
6 OcHOBHbIE Brinonnenne KOHTPOJIb- 4 [TIK-10 Brinonnenue
TIPUHIIHIIEI, HBIX paboT KOHTPOJILHOU pabo-
HaHgaBJ‘IeHI/IH n TIpopaBoTKa MEKIHORHO- 9 ThI, TecT, Dx3amMeH
T BaHUs
pebosa ro MaTepuasa
obecrieueHus
uH(opmaruonnoii | HToro 6
0€30macHOCTH
OpraHu3alu
7 Konuenuus u [TpopaboTka neKInOHHO- 2 [1K-10 Tect, Dx3ameH
TTOJTUTHKA ro MaTepuasa
nH(OPMAITMOHHON Wroro 9
0€301MacHOCTH
8 Peanuzanuu ITpopaboTKa JEeKIIMOHHO- 2 ITIK-10 Otuer o HHAUBU-
cTpareruu ro MaTepuasa TyallbHOMY 3aja-
obecneyeHUs O(OPMIICHIE OTUETOB T 5 Huto, OTyeT 0o na-
JabopaTOpHBIM paboTam
BrinosnHenue nHaMBUAY- 10
aNBHBIX 3aJaHui
Hroro 14
9 MeHeKMEHT [TpopaboTka neKInOHHO- I1K-10 Brimonnenue
MH(OPMAIMOHHON | rO MaTepualia KOHTPOJIbHOM pabo-
0e30I1acHOCTH TTOATOTOBKA K KOHTPOb- 4 ThI, TecT, DK3ameH
HBIM paboTam
Uroro 6
Hroro 3a cemectp 60
IToaroroska u ciaya dK- 36 OK3ameH
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3aMCHa

Hroro

96

10. KypcoBoii npoekT / kypcoBasi padota
He mpenycmorpeno PVYII

11. PeiiTuHroBasi cucremMa JJisi OEHKH yCIIeBAeMOCTH 00y4a0IuXcs

11.1. banabHbIe OLIEHKH JJIs1 3JIEMEHTOB KOHTPOJIA
Tabmuna 11.1 — bayuibHBIC OIICHKH ISl 2JIEMEHTOB KOHTPOJIS

. . MaxkcuManbHbIi
. MakcumanbHbIN MakcumanbHbIN
DJeMeHTHI y4eOHOM 0aJut 3a mepuos Bcero 3a
6amn Ha 1-yto KT ¢ | ©Oamn 3a nepuon
NS TeNbHOCTH mexay 2KT u Ha CEMECTp
Hayana cemectpa | mexay KT u 2KT
KOHEIl ceMecTpa
8 cemectp
BrinosiHeHrE KOHTPOJTb- 7 7 7 21
HOM paboThI
OTyer no MHIUBUAYATb- 11 11 22
HOMY 3aJJaHUIO0
Otuet o nabopatopHoii 5 5 5 15
pabore
Tect 4 4 4 12
Hrtoro makcumyM 3a nepu- 27 16 27 70
on
OK3aMeH 30
Hapacratomum nurorom 27 43 70 100
11.2. IlepecyeT 0a/1710B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[TepecueT OaIOB B OIIEHKH 32 KOHTPOJIGHBIC TOUKH MIPEICTaBICH B Tadmuie 11.2.
Tabmuua 11.2 — [lepecueT 6aIOB B OLIEHKH 32 KOHTPOJIBHBIE TOUKH
Bannel Ha 1aTy KOHTPOIBHOM TOUKHU Onenka
> 90% ot MakcuManbHON cyMMbI OansioB Ha naty KT 5
Ot 70% no 89% ot makcumasibHON cymMbl OaiioB Ha aaty KT 4
Ot 60% 10 69% OT MakcUMaIbHON cyMMbI OaisioB Ha naty KT 3
< 60% oT MakcuMaIbHOU cyMMBbI OaioB Ha naty KT 2

11.3. IlepecueT cyMMbI 6A/UI0B B TPAAMIMOHHYI0O U MEKIYHAPOIHYIO OLIEHKY
[TepecueT cymmbl 6aIOB B TPAAULIMOHHYIO U MEXIYHAPOIHYIO OLEHKY MPEACTaBICH B TaOIuIe
11.3.

Ta6muma 11.3 — IlepecueT cymMMbl 0aJIJI0B B TPAAMLIMOHHYIO U MEXYHAPOIHYIO OLICHKY

HtoroBas cymma 0aos,
Onenka (I'OC) YYHUTHIBACT YCTCIIHO CAAHHBIN Onenka (ECTS)

9K3aMEeH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85-89 B (o4ens xoporiiio)

4 (xopo11o) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74 D (ynoBneTBOpHUTENBHO)

3 (yIOBJIETBOPUTENHHO) (3a4TEHO) 65 - 69
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60 - 64 E (mocpencTBeHHo)

2 (HeynOBJIETBOPUTEIIBHO) (HE

Huxe 60 6aiuios F (HeynoBieTBOpUTEIHLHO
3a4TEHO) (meyn P )

12. YueOHO-MeTOAMYecKOe U MHGOPMAIMOHHOE 00ecTieyeHue TUCIHIIIMHBI

12.1. OcHoBHas JUTEpaTypa
1. OcHoBbl 3amuThl uHpopManuu. Yuedbnoe nocodue / lllenynanoB A.A., ConoB M.A. u np.,
W3nanue nsaroe, nepepad. u ponoi. ['pud Cu6POYMO. — Tomck [DnekTponHbIil pecype]: M3a-Bo «B-
Cuextp», 2011. — 244 c. ISBN 978-5-91191-214-7 [OnektpoHHsIil pecypc]| [DnexTponnsiit pecypc] - Pe-
kuM jgoctyna: http://kibevs.tusur.ru/sites/default/files/upload/manuals/shelupanov_ozi.pdf (mara o6parie-

HUSA: 21.06.2018). — Pexum JIOCTyHa:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/shelupanov_ozi.pdf (mara oOparreHus:
20.06.2019).

12.2. lonosiHUTEIbHAS JIUTEPATYpPa
1. HopmaruBHO-mpaBOBBIE aKThl MH(POPMALIMOHHOW Oe3omacHOCTU. YueOHoe mocobue / Ilemny-
nanoB A.A., ConoB M.A. u ap. B Tpex uactsx. U.1. U3manue cenpmoe, nepepad. u gomnoin. — I'pud Cu-
6POYMO Tomck [DnextponHblii pecypc]: B-Cnektp, 2011. - 223¢c. ISBN 978-5-91191-227-9 [Dnek-

TPOHHBIN pecypc] [DnexkTpoHHBII pecypc] - Pexum JOCTyNa:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-1ch.pdf (mata oOpamenus:
21.06.2018). — Pexxum JIOCTYyTIA:

http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-1ch.pdf (mata oO6pamenus:
20.06.2019).

2. HopmaruBHO-npaBOBBIE aKThl MH(POPMAIIMOHHON Oe3onmacHocTH. YuebHoe nocodue / Ilemy-
nanoB A.A., ConoB M.A. u ap. B Tpex wactsx. U.2. U3nanue cenpmoe, nepepad. u gonoi. — I'pud Cu-
6POYMO Tomck [DnextponHsbiii pecypc]: B-Cnektp, 2011. - 223c. ISBN 978-5-91191-227-9 [Dnek-

TPOHHBIN pecypc] [DnexkTpoHHBII pecypc] - Pexum JOCTyNa:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-2ch.pdf (mata oOpamienus:
21.06.2018). — Pexxum JIOCTYyTIA:

http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-2ch.pdf (mata oO6pamenus:
20.06.2019).

3. HopmaruBHO-1paBOBbIe aKThl MH(OPMAMOHHOHN Oe3zomacHocTU. YueOHoe nocobue / Lllemy-
nanoB A.A., ConoB M.A. u ap. B Tpex uactsx. U.3. U3manue cenpmoe, nepepad. u gonoi. — I'pud Cu-
6POYMO Tomck [DnextponHblii pecypc]: B-Cnektp, 2011. - 223c. ISBN 978-5-91191-227-9 [Dnek-

TPOHHBIN pecypc] [DnexkTpoHHBII pecypc] - Pexum JOCTyNa:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-3ch.pdf (mata oOpamienus:
21.06.2018). — Pexxum JIOCTYyTIA:

http://kibevs.tusur.ru/sites/default/files/upload/manuals/sopov_poib/npa-ib-3ch.pdf (mata oOpamienus:
20.06.2019).

12.3. YueOHO-MeTOAHYECKHE MOCOOU

12.3.1. O0s3aTeibHbIE Y4eOHO-MeTOAUYEeCKH e M0CO0Us
1. «Mertoanyeckue yka3zaHUs K JIaOOpaTOpHbIM paboTam mo mucuuiuinae «MHpopmannoHHas
6e3omnacHocTh», / KoneB A. A., Koctiouenko E.1O., ConoB M.A. 2011. — 39 c. [DnexTpoHHBIN pecypc]

[OnEeKTpOHHBIN pecypc] - Pexxum JI0CTyIIa [OnEeKTpOHHBIN pecypc]:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/sma/gf isr/ib/metod lab.pdf (mara oOpamenus:
21.06.2018). — Pexum JIOCTYyTIA:

http://kibevs.tusur.ru/sites/default/files/upload/manuals/sma/gf isr/ib/metod lab.pdf (mara oOpamenus:
20.06.2019).

2. «Mertoanueckue yKa3zaHUs MO CAMOCTOSTEIPHOW M MHIUBHUAYATHHON paboTe MO AUCIUIUIMHE
«udopmarmonnas 6e3omnacHocTb»» / ComoB M.A., 2012r. — 2 ¢. [DnekTpoHHbIH pecypc]| [DneKTpoHHbII

pecypc] - Pexum JIOCTYyTIa [DneKkTpoHHBII pecypc]:
http://keva.tusur.ru/sites/default/files/upload/manuals/sma/gf isr/ib/metod srs.pdf (mata oOpamenus:
21.06.2018). — Pexum JIOCTYyTIA:
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http://keva.tusur.ru/sites/default/files/upload/manuals/sma/gf isr/ib/metod srs.pdf (mata oOpamienus:
20.06.2019).

12.3.2. YueOHO-MeTOAMYeCKHE MIOCOOMS JIsl JIMI € OTPAHMYEHHBIMH BO3MOKHOCTSIMH 3/10POBbS U
UHBAJU/10B

Y4eOHO-MeToIMUeCKUEe MaTepHralibl Il CAMOCTOSTENIbHOM U ayAUTOPHOM pabOThl 00ydaromuxcs
U3 YMCIIa JIML] C OrPAaHMYEHHBIMH BO3MOKHOCTSIMU 370POBbSI U MHBAJIHMJIOB MIPEIOCTABISIOTCA B (popMax,
aJalTHPOBAHHBIX K OTPAaHUYEHUSIM UX 3/I0pPOBbS U BOCIPUATHUS UHPOPMALTIH.

JL1s1 1ML ¢ HApyIIeHUSIMM 3PeHust:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHO! (hopMe yBEIMUEHHBIM HIPUPTOM.

JI1s1 JIMI ¢ HApyIIeHUsIMM cJIyXa:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;

- B Me4aTHOU opme.

JI1s1 M1 ¢ HApyIeHUSIMM ONIOPHO-ABUTaTeJILHOI0 annapara:

- B (hOpMeE INIEKTPOHHOIO TIOKYMEHTA;

- B Ie4aTHOU opme.

12.4. TIpodeccnonabHbIe 0a3bl JaHHBIX H HH(GOPMALIMOHHBIE CIPABOYHBIC CHCTEMbI

1. https://lib.tusur.ru/

2. https://edu.tusur.ru/

3. Pexomennyercsa ucnosb30BaTh MH(OPMALMOHHbBIE, CIIPAaBOYHbIE U HOpPMAaTUBHbIE Oasbl J1aH-
HbIX https:/lib.tusur.ru/ru/resursy/bazy-dannyh

13. MaTtepuaibHO-TeXHMYECKOe 00ecneyeHue JUCHUILIMHBI U TpedyeMoe MPorpaMMHoOe
obecneuenue

13.1. O6mue TpedGoOBaHMA K MATEPHAJBHO-TEXHHYECKOMY H IIPOIPAMMHOMY 00eCIe4YeHHI0
AUCHUIIIIMHBI

13.1.1. MaTepuaibHO-TEXHHYECKOE W MPOrPaMMHOe olecriedeHne IS JTeKIIMOHHBIX 3aHATHI
Jlnst mpoBeieHuUs 3aHATUH JIEKIIMOHHOTO TUTIA, TPYIIIOBBIX M MHIAWBUIYaTbHBIX KOHCYJAbTALIUH, TE-
KYIIIETO KOHTPOJISI U MIPOMEXKYTOYHOM aTTECTAI[UU HCITONIL3YEeTCs yueOHas ayTUTOPHUsS ¢ KOJTMYECTBOM TIO-
CaZIoYHBIX MeCT He MeHee 22-24, 00opynoBaHHAs JOCKOM M CTaHAApTHOH yueOHOIl mebenbro. MMeroTes
JIEMOHCTPAIMOHHOE 000pyI0BaHNE U YIeOHO-HATIISAHBIE TTOCOOUS, 00ECIIeYHBAOIINE TEMATHUSCKHIE HII-
JIOCTPALIMHU 0 JIEKIIMOHHBIM pa3JieiaM TUCIUTLINHEI.

13.1.2. MaTepuaJibHO-TeXHUYECKOE U IPOrPaMMHoOe odecrnedyeHue 1Jisl JIadoOpaTOPpHbIX padoT

Jlaboparopus alrOpUTMHYECKOTO 00ECTICYCHUS

yueOHas ayuTopus JUIsl MPOBEICHUS 3aHATUH JIEKIIMOHHOTO TUIA, yueOHas ayIUTOpUs ISl POBE -
JIEHUS 3aHATUI MPAKTUIECKOTO THIIA, yuyeOHAast ayTUTOPUS ISl IPOBEACHUS 3aHATUN 1a00paTOPHOTO THIIA,
MOMEIIEHHE JIJIsl MPOBEICHUS TEKYILIEr0 KOHTPOJIS ¥ POMEXKYTOUHOM aTTeCTallly, TOMEIEHUE JIJIsl camMo-
CTOSITETILHOM paboThI

634034, Tomckas obnacts, T. Tomck, Bepmuauna ynuna, n. 74, 327 ayn.

Ornucanmne UMEIIErocs 000PyIOBaHNUS:

- UnrepaktuBHas nocka SMARTBOARD;

- IIDBM: SWS-1, SWS-2, SWS-3, SWS-4, SWS-5, SWS-6, SWS-7, SWS-8, SWS-9, SWS-10,
SWS-11;

- Kommuiekt cienmanusupoBanHoi yueOHoOW MebOenu;

- PaGouee mecto npenogaBares.

[TporpamMHOe obecrieueHue:

— Windows XP Professional

13.1.3. MaTrepuaJbHO-TEXHHYECKOE H NIPOrPaMMHOe o0ecredyeHne JJIs1 CAMOCTOSITe IbHON PadoThI
st camocTosTeNbHOM pabOThl HCIONB3YIOTCA y4eOHbIE ayAUTOPUHU (KOMIIbIOTEPHBIE KJIacchl),
PacIOJI0KEHHBIE 10 aIpecaMm:
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- 634050, Tomckast o6macTb, T. Tomck, Jleanna mpocrexr, 1. 40, 233 ayn.;

- 634045, Tomckas obmacts, T. Tomck, yin. KpacHoapmeiickas, a. 146, 201 ayn.;
- 634034, Tomckast obnacTb, . Tomck, Bepmmauna ynuna, 1. 47, 126 ayn.;

- 634034, Tomckast obmacTs, T. Tomck, Bepmmanna ymuma, 1. 74, 207 aya.

CocTtaB 000py/IOBaHUS:

- yueOHasi MmeOerb;

- komneroTepsl kinacca He Hike [I9BM INTEL Celeron D336 2.8['T. - 5 miT,;

- KOMOBIOTEPHI MOJIKIIOUYECHBI K ceTu «/HTepHeT» U 00eCreYnBaroT JAOCTYI B AJIEKTPOHHYIO HH-
(dhopManmOHHO-00pa30BaTEIbHYIO Cpely YHUBEPCUTETA.

[Tepedens mporpaMMHOTO 0OECIICUEHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe oOecredeHne TUCUMIIIMHBI JIS JIMI C OTPAHMYEHHbIMU
BO3MOKHOCTSIMH 310POBbSI 1 HHBAJIN/10B

OcBO€HHE NUCLUIUIMHBI JIMIIAMU C OTPAHUYEHHBIMH BO3MOXKHOCTSMH 370POBbS U MHBAJIHMIAMHU
OCYILECTBIIETCS C UCIIOIB30BAHUEM CPEICTB 00ydeHHs OOIIETO U CHEIMAIbHOIO Ha3HAUYCHHUS.

[Tpu 3aHATHAX ¢ 0OYYAIOLIUMUCS ¢ HAPYUIEHHSIMH CJIyXa [IPEeIyCMOTPEHO UCIOIb30BaHHUE 3BYKO-
YCUJIMBAIOIIEH anmapaTypbl, MyJIbTUMEIUHHBIX CPECTB U JPYTUX TEXHUUYECKHUX CPEACTB MpueMa/mepena-
i yueOHOM nH(pOpMaIuU B JOCTYMHBIX (hopMax, MOOUILHOM CUCTEMBI IIPENOIaBaHus 11 00yJaroIXcs
C MHBAJIHMIHOCTHIO, MOPTATUBHON MHIYKIIMOHHOW CUCTEMBI. YdeOHas ayIuTOPHsl, B KOTOPOU 3aHUMAIOTCS
oOyyaromyecsi ¢ HapylleHUEM cllyxXa, 000py/oBaHa KOMIIBIOTEPHON TEXHHUKOH, ayIMOTEXHHUKOH, BHUJEO-
TEXHUKOU, SJIEKTPOHHOMU JOCKOW, MYJIbTUMEAUMHON CUCTEMOM.

[Tpu 3aHATHAX C OOYYAIOUIUMUCS ¢ HAPYIIEHUSIMU 3PEHUSAMH [IPEyCMOTPEHO UCIIOJIb30BaHUE B
JICKIIMOHHBIX U y4EOHBIX ayAUTOPHUAX BO3MOKHOCTH IPOCMOTPA YAAICHHBIX 00OBEKTOB (HaIIpUMep, TEKCTa
HAa JIOCKE WM CJaif/la Ha 3KpaHe) MPU MOMOIIY BUACOYBETUUHUTENCH 1151 KOM(GOPTHOTO IPOCMOTpA.

[Tpu 3aHATHAX C 0O0y4YaIOLIMMUCS ¢ HAPYLIEHHUSIMH OIIOPHO-ABUIaTeIbHOIO almapara HCIOJb-
3YIOTCS aJIbTepHATHUBHBIEC YCTPOICTBA BBOAA HH(OPMAIIMU U IpYrHe TEXHUUECKHE CPe/ICTBA IprueMa/mepe-
naun yuyeOHOM MHPOpPMa B JOCTYIHBIX (hopMax, MOOMIIBHOW CHCTEMbI OOYUEHUs UIs JIIOJCH ¢ UHBA-
JUAHOCTBIO.

14. OIIeHO‘lHLIe MaTepHuajJabl  METOAUYECCKUE PEKOMEHIAUHU MO OPraHu3alluv U3yYCHUA
AUCHHUITINHbI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB U METOANYECKUE PEKOMEH AU
I[JISI OIICHKU CTCIICHU C(i)OpMI/IpOBaHHOCTI/I n ypOBHSI OCBOCHHA SaerﬂJIeHHBIX 3a HHCHHHHHHOﬁ
KOMIIETCHITUI MCTIONB3YIOTCS OIIEHOYHBIE MaTepUalibl B COCTABE:

14.1.1. TecToBble 3aganus

1. Kakas u3 HHKENEpeuncIeHHBIX 3a/1a4, U3JI0KeHHBIX B JlokTpuHe nHpOopMaImoHHoi Oe3omac-
HocTu Poccuiickoit denepanuu, He OTHOCUTCA K 33JladaM TOCYJIapCTBEHHBIX OPraHOB B PaMKax JEsATENb-
HOCTH TI0 00ecTnieueHn0 HH(HOPMAITMOHHON O€30ITaCHOCTH:

a) obecredeHure 3aluThl PaB M 3aKOHHBIX MHTEPECOB TPaXkJIaH M OpraHU3aluii B UH(HOPMAIMOH-
HOM1 cdepe;

b) omeHka cocTosiHUsT UHGOPMAITMOHHON 0E€30MacHOCTH, IPOTHO3UPOBAHUE M OOHAPYKEHHUE HH-
(OpMAaIMOHHBIX YTPO3, OMpeeIeHuEe TPUOPUTETHRIX HAIPABICHUN WX MPEJOTBPAIICHUS W JTUKBHIAINHA
MOCJEICTBUM UX MPOSBIICHHUS,

C) TUTAaHUPOBAHUE U pa3paboTKa Mep MO MPOBEACHHUIO KHOEppa3BEIOBATEIBHBIX OTIEPAIIHii;

d) opranmuzanusi AesITENLHOCTH M KOOPAMHAIIMS B3aUMOJICHCTBUS CHII obecriedeHus uHpopmaiu-
OHHOM 0€30MMaCHOCTH, COBEPIIICHCTBOBAHUE WX MPABOBOT0, OPTaHU3AIMOHHOTO, OTIEPATUBHO-PA3bICKHOTO,
pa3BeIbIBATEILHOTO, KOHTPPA3BEIbIBATEIHHOTO, HAYYHO-TEXHUUECKOT0, HHPOPMAITMOHHO-aHATTUTHYECKO-
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T0, KaApOBOI'O U 53 KOHOMHNYCCKOI'O O6€CH€‘-ICHI/I}I;

2. B cranpgapre CIA "Kpurtepun oLEHKHM TapaHTHPOBAHO 3AIMIIEHHBIX BBIYMCIUTEIBHBIX CH-
cTeM B MHTepecax mMuHucrepcTBa 060ponsl CIIIA" B 3aBUCHMOCTH OT KOHKPETHBIX 3HAYCHHH, KOTOPHIM
OTBEYAIOT aBTOMATU3UPOBAHHBIE CUCTEMBI, OHM pa3ZceHbl Ha... a

) 5 K1maccos;

b) 4 rpymsr;

¢) 3 MHOXECTBA,;

d) 2 moarpynmsl.

3. YTo M3 HUXKENEPEUNCIEHHOTO He OTHOCUTCS K TIEPEUHIO CBEICHUH KOH(PUICHIINATBHOTO XapakK-
Tepa, yrBepxaeHHoro [Ipesunentom Poccuiickoit denepanun?

a) CiyxeOHble CBECHHS, JOCTYN K KOTOPHIM OTPAaHMYEH OpraHaMu IOCYJapCTBEHHOHM BJIACTH B
COOTBETCTBHUU ¢ ['paxkganckum komekcom Poccutickoit @enepanmu u penepanbHbIMH 3aKOHAMHU (CITYKe0-
Has TaifHa);

b) 3amuiaemplie rocy1apcTBOM CBEICHUS B 00J1aCTH €r0 BOCHHOW, BHEITHETIOIUTHYECKOM, SKOHO-
MUYECKOH, pa3BebIBATEIbHOM, KOHTPPA3BEAbIBATEILHON U OIEPATUBHO-PO3BICKHON NEATEIIBHOCTH, pac-
MIPOCTPAHEHHE KOTOPHIX MOKET HaHeCTH yiiep0 6e3onacHoctu Poccuiickoit deneparium;

c¢) Cenenusi, cBsi3aHHbIE C TPOPECCUOHATBHON JESITEIbHOCTHIO, TOCTYI K KOTOPBIM OIpaHUYCH B
cootBercTBUU ¢ KoncTutynueir Poccutickoit denepanuu u deaepalbHBIMUA 3aKOHAMU (BpaueOHas1, HOTa-
pHUalibHasA, aJBOKATCKasl TaifHa, TailHa MEPENUCKHU, TeIePOHHBIX IMEPETOBOPOB, MOYTOBBIX OTIPABICHHIA,
TenerpadHBIX WIM MHBIX COOOIICHUH U TaK Jajee);

4. Crangapt CIIA «Kpurepun OlleHKH rapaHTUPOBAHO 3aIIUIIEHHBIX BEIYMCIUTEIbHBIX CUCTEM B
uHTEepecax MUHUCTEpcTBa 000poHbI CIIIA)Y Ha3bIBAIOT ...

a) «Kenroit KHUTOI»;

b) «OpaH>KeBBIM TOKyMEHTOM;

¢) «OpaHKeBOi KHUTOW»;

d) «KpacHbIM criuckomy».

5. Mozens yrpo3 6e3omacHocTd HHPOPMAIIUHN HE BKIIOYaeT B ceOs:

a) Onucanve HHPOPMAIIMOHHOM CUCTEMBI U €€ CTPYKTYPHO-(PYHKIIMOHAIBHBIX XapaKTEePHUCTHK;

b) Onmcanue yrpo3 6e30macHocT HHPOPMAIIH;

¢) Onucanne BO3MOXKHOCTEH HapymuTeen (MOIeb HapyIIUTes ), BOBMOXKHBIX YSI3BUMOCTEH MH-
(hOpMaITMOHHOM CHCTEMBI,

d) Cragum (3Tamsl paboT) Co3MaHUsl CUCTEMBI 3aIIUTHI MH(POPMAITMOHHOW CUCTEMBI.

6. Ilpn MakeTUpOBAaHMH W TECTUPOBAHHH CHUCTEMBI 3aIIUTHl UHPOPMAIMK HH(OPMAIIMOHHOHN CH-
CTCMBbI B TOM YHCJIC OCYHICCTBIISAIOTCA:

a) [IpoBepka pabOTOCTIOCOOHOCTH U COBMECTUMOCTH BBIOPAHHBIX CPEJCTB 3aIIUThI HHPOPMAIIUN
C I/IH(bOpMaI_[I/IOHHBIMI/I TCXHOJIOTUAMU U TCXHUYCCKHUMU CPCACTBAMMU,

b) YcranoBka cpeacTB MOHUTOPUHTA CETEBON MHPPACTPYKTYPHI;

¢) Pa3zpaboTka mOKyMEHTOB, OIMpENeNSIFONIMX MPaBUIa M MPOIEAYPHI, Pealu3yeMble ONepaTopoM
JUTsE 00ECTICYCHUSI 3aIlIUTHI MHPOPMAIIUU B HH(OPMAIIMOHHON CUCTEME B XOZIE €€ dKCILTyaTallHiH;

d) BHenpeHnue TOKYMEHTOB, periaMEeHTHPYIOUINX OpraHU3allMOHHbIE MEpHI MO 3ammTe uHpopMma-
11y;

7. Meronunueckuit nokymeHT ®CTIK Poccun «Metoauka onpenenenus 6e3omacHoCcTH nHGOpMa-
1M B UH(POPMALMOHHBIX CUCTEMAaX» MPUMEHSETCS COBMECTHO C:

a) bazoif maHHBIX ys3BUMOCTEH, pazpaboranHoi DenepanbHON cay)00i Oe3omacHocTn Poccwmii-
ckoil denepanuu

b) bankom nanHHBIX yrpo3 Oe3omacHoctd uHGopmanuu, chopmupoBanHbiM DPCTIK Poccun
(ubi.fstec.ru);

¢) ObmenocTymHoOM 6a30i1 TaHHBIX KOMITBIOTEPHBIX YTPO3;
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d) Ilepeunem cBeneHU KOHPHUIECHIIMATHLHOTO XapaKkTepa.

8. AHanu3 ysi3BUMOCTEH HH(OPMALIMOHHOM CUCTEMBI TPOBOIUTCS B LEIISAX:

a) O1leHKH BO3MOYKHOCTH TPEOJIOJICHUST HAPYIIUTENIEM CUCTEMBI 3aIIUThl HH(popManuu nHpopma-
IIMOHHOW CHCTEMBI U MPEIOTBPALCHHS PeaTU3alliK yrpo3 6e30MacHOCTH HH(OpMALINH;

b) Onenku 3¢ (PeKTUBHOCTH HUCITOJIB30BAHUS TTOJIUTUK pa3rpaHUUYCHUS JOCTYIIA;

¢) OnTUMHU3aLUHU IPOU3BOANUTENIEHOCTH POTrPAMMHO-ANIAPATHBIX CPECTB 3aIUTH HH)OpMAIIUH;

d) CermenTarnuu nHGOPMAIIMOHHON CUCTEMBI.

9. CucteMHbIN MpoLecc MONTYYeHUs] OOBEKTUBHBIX KaU€CTBEHHBIX M KOJIMUYECTBEHHBIX OILEHOK O
TEKYIIeM COCTOSHUM HWH()OPMAIMOHHOW O€30MacHOCTH KOMITAHWU B COOTBETCTBHH C OMPEACIEHHBIMU
KPUTEPUSMHU U TIOKa3aTeasiMU 0€30M1aCHOCTH Ha3bIBACTCS:

a) ATrecranus;

b) Aymur;

¢) Ceprudukanus;

d) [Tenrecr.

10. YTo M3 HMKETIEPEUHCICHHOTO HE OTHOCHUTCS K MEKAYHAPOIHBIM METOAMKAM TPOBEICHHS Te-
CTUPOBAaHHA HAa NPOHHUKHOBCHHUC, OPUCHTUPOBAHHBLIX HAa MOACIIMPOBAHUC aTaK, HAIIPABJICHHBIX Ha CCTC-
BYIO HHPPACTPYKTYpPY OpraHU3aIlNH:

a) Trusted Computer System Evaluation Criteria;

b) PCI DSS;

c¢) NIST SP800-115;

d) Open Source Security Testing Methodology Manual.

11. AbcTpaktHoe ((popManu3oBaHHOE WU He(HOPMAITM30BAHHOE) ONMCAHUE HAPYIIUTENS MMPABUI
pasrpaHudeHHs] TOCTYIA HA3bIBACTCS:

a) XapaKkTepuCTHKa HAPYIITUTEIS;

b) Mopenb HapymuTens;

¢) CueHapuii HapyIITUTEIS;

d) Mozgens UCTOYHUKOB yTPO3.

12. Kakoe u3 HIKeTepeynCcIeHHbIX HAalpaBIeHU HE OTHOCHUTCS K aTTecTallud 0ObEeKTOB UH(OP-
MaTHU3alMH 110 TPEOOBaHUSIM 0€30MaCHOCTH HH(POPMAIIHU:

a) ATrecTanys aBTOMAaTU3UPOBAHHBIX CHCTEM, CPEICTB CBsI3H, 00pabOTKU U mepenaun uHpopma-
11u;

b) ArrecTanus noMeIeHn, npeaHa3HaYeHHbIX U1 BEeCHUS KOH(PHICHIIMAIbHBIX IEPErOBOPOB;

¢) Atrectanus pabodnx MECT C IENIbIO OIICHKU YCIIOBHU TPY/a;

d) ATrecTanus TEXHUYECKUX CPEJICTB, YCTAHOBJICHHBIX B BBIJCICHHBIX MOMELICHUAX U 3allIMIIac-
MBIX TOMEUICHHUSX.

13. Crparerust (MeTom) TecTHpOBaHUSA (YHKIIMOHATHHOTO TIOBEACHHS 00BEKTa (IPOrpaMMBbl, CH-
CTEMBI) C TOUKH 3pEHUS BHELIHETO MUPA, IIPU KOTOPOM HE MCIOJIb3YETCSl 3HAHUE O BHYTPEHHEM YCTpPOM -
CTBE TECTUPYEMOTO 0OBEKTa

a) TecTupoBEHNE YEPHOTO SIIUKA;

b) TectupoBanue 6€7I0TO SIINUKA;

¢) TecTupoBaHUe KPACHOTO SIITUKA;

d) TecTupoBaHre HEM3BECTHOTO SIIUKA.

14. Meroauka TeCTUPOBaHUA Ha TIPOHUKHOBEHUE HA3bIBACTCS:
a) Aymur;

b) Ilenrecr;

¢) Honeypot;

d) Metasploit.

CornacosaHa Ha noptane Ne 47708 14



15. Uto u3 HIKETEPEUNCICHHOTO HE OTHOCUTCS K ATAIly aHaJIM3a PUCKOB MH(GOPMAIIMOHHON 0e3-
OTAaCHOCTH:

a) [TocTpoenue Moaeny HapyIInuTeNs;

b) UnenTuduxanus pecypcos;

¢) Unentudukarus 6usnec-rpedOBaHi U TpeOOBAHUH 3aKOHOJATEIHCTBA, MPUMEHUMBIX K HJICH-
TUPUIMPOBAHHBIM pecypcam;

d) OnenuBanve UICHTU(DHUITMPOBAHHBIX PECYPCOB C YUYETOM BBISBICHHBIX OW3HEC TpeOoBaHUU U
TpeOOBaHUIl 3aKOHOJATENHCTBA, A TAKXKE MOCIEACTBUN HAPYIICHUS UX KOH(UICHIINATILHOCTH, IIEIOCTHO-
CTH U JOCTYITHOCTH.

16. Kakas yrposa 6e3omacHOCTH HHPOPMAITUH SBIICTCS MPEeTHAMEPESHHON ?
a) OmmbKu nepcoHana;

b) C60i#1 mporpaMMHOTO 00ECTICUEHNS;

c¢) @anpcudukanus, moaaeKa T0KyMEHTOB;

d) OTKpBITHE AIIEKTPOHHOTO MHUChMa, COJIECPKAIErO BUPYC.

17. TeppuTtopusi BOKpYT MIOMEIIEHUH aBTOMAaTU3UPOBAHHON CUCTEMBI 00paOOTKH JaHHBIX, KOTOpas
HENPEPBIBHO KOHTPOJIUPYETCS IMEPCOHATIOM WIIH CPEACTBAMU aBTOMATH3MPOBAHHOW CHUCTEMBI 00pabOTKH
JTAHHBIX Ha3bIBAETCA ...

a) Hexontponupyemoit 30H0#

b) 30H0i1 MOMeIeHNI aBTOMAaTU3UPOBAHHON CHUCTEMBI

¢) 30H0¥ 0a3 TaHHBIX 3aITUIIIACMOH CHCTEMBI

d) 30HOI KOHTPOIUPYEMOU TEPPUTOPHH.

18. ¥rpo3a nuBepcrr OTHOCUTCA K ...

a) CyObeKTUBHOW NpeHaMEpEeHHON PUYHMHE HAPYIICHUS 1IeTIOCTHOCTH UH(OPMAIIH;
b) CyObeKTUBHOMN HEMPETHAMEPEHHON TPUYMHE HAPYIIICHUS [IEJIOCTHOCTH WH(OPMAITUH;
¢) OOBEKTHBHOM HEMIpeTHAMEPEHHOM MPUYMHE HAPYIICHHS EJIOCTHOCTH UH(OpMALINY;
d) OOBeKTHBHOM TIPETHAMEPEHHON MTPUYMHE HAPYIICHHSI [IEJIOCTHOCTH WH(OpMAITUH.

19. IlepexBar JaHHBIX SIBJISIETCS YIPO30M:
a) locrynHocty;

b) Kondunenumnansaoctu;

¢) LlenoctHOCTH;

d) JocToBepHOCTH.

20. IIpomomxute Te3uc BepHo: Kiace 3anau «JlerenaupoBanue» 1o 3anure HHHOPMAIIHH. ..

a) He cymectsyer;

b) IloTepsist akTyaqTbHOCTH B CBSI3U C MEPEXOAOM Ha HOBBIE CTAaHAAPThl CHUMMETPUYHBIX KPUIITOCHU-
CTEM;

¢) Ilpeamonaraer BKIIOYEHHE B COCTAB AJIEMEHTOB CHUCTEMBI 00pabOTKH MH(GOPMAIIMK JTOTIOTHH -
TCJIIBHBIX KOMIIOHCHTOB,

d) O6wveauHseT 337291 110 00ECTICUSHUIO MOTYUEHHUS 3TI0YMBITIUICHHUKOM MCKaKEHHOTO TIPEICTaB-
JICHHS O XapakTepe U MpeJHa3HAuCHUN 00bEKTa.

21. Puck napopMamoHHOM 6€30MacCHOCTH 3TO

a) Yucno ysi3BUMOCTEH B CUCTEME;

b) OTHOIIEHHE CTOUMOCTH CHCTEMBI 3aIUTHI K BEPOSTHOCTH €€ «IIPOCTOS»;

¢) CoueTanue BEPOATHOCTH yrpo3bl HH(POPMAITMOHHOW OE30MaCHOCTH M TOCJEACTBUI €€ HACTYII-
JICHMS,

d) OneHKa CTOUMOCTH 3aIIUTHBIX CPEJICTB.

22. COBOKYMHOCTh yCJIOBHMA U (DAKTOPOB, OMPENEIAIOMNUX MMOTCHIIMATBHYIO WM PEabHO CYIIE-
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CTBYIOIIYIO OITACHOCTH HAPYUICHU A KOH(I)I/IILCHI_[I/IaJIBHOCTI/I, HCJIOCTHOCTU, JOCTYITHOCTHU I/IH(bOpMaI_[I/II/I Ha-
3bIBACTCA ...

a) Yrpo3oii 6e3onacHoOCTH;

b) KommeroTepHoit 6€30MacHOCTHIO;

¢) AHaIM30M yrpos;

d) Arakoit Ha ”UHPOPMAITMOHHYIO CUCTEMY.

23. UTo U3 nepeyrciIeHHOTO MPOUCXOAUT MPH UCTOIb30BaHUU RAID-maccuBoB?
a) [IpousBoauTcs nmonHOE MHU(PpPOBaAHUE TAHHBIX

b) ObecnieunBaeTcs 0osiee BHICOKHIA YPOBEHB 3aIITUTHI OT BUPYCOB

c) IloBbimaercs HaIEKHOCTh XPAHEHUS! TAHHBIX

d) YBennuuBaeTcss MakCHMaJIbHAs TIPOITYCKHASI CIIOCOOHOCTh CETH

24. 3aKII0YUTENBHBIM ATAIIOM MTOCTPOEHHS CUCTEMBI 3aIUTHI SBIISETCH ...
a) AHanu3 ysI3BUMBIX MECT;

b) [InanupoBanue;

c¢) ObcnenoBaHue;

d) ConpoBoxeHue.

25. YTo U3 mepeuncIeHHOTO HE HCTIOIb3YeTCSl B OMOMETPUUYECKOM ayTeHTHU(hUKAITIH?
a) PucyHok nmanuuisipHOro y3opa;

b) KnaBuatypHslii modepk;

¢) [InacTukoBas kKapTa ¢ MarHUTHOM OJIOCO;

d) Panyxnas o6osouka riasa.

26. K xakoil mojacuctemMe He TMPEAbIBISIOTCS TpeOboBaHus B PykoBomsmiem moxkymente «Kimaccu-
(duKays aBTOMaTU3UPOBAHHBIX CHCTEM M TPeOOBaHUI 10 3a1uTe HHPOPMALUN»?

a) yIpaBJIeHUs JOCTYIIOM;

b) peructpanuu u yuera;

C) TEXHUYECKOM 3auThl HHPOpMAIUH;

d) obecnieueHHs IETOCTHOCTH.

27. 3amuTa uHpOPMALIUH 3TO:

a) JlessTebHOCTH MO MPENOTBPALICHUIO YTEUKU HHPOpPMAINK, HECAHKIIMOHUPOBAHHBIX U HETpes-
HaMEpPEHHBIX BO3JECHCTBUI Ha HEE,

b) COBOKYITHOCTh MPAaBWJI, PETJIAMEHTUPYIOIINX TOPSIOK M YCIOBHSI JOCTYIa CyObeKkTa K nHpop-
MAaIH U €€ HOCHUTEIISIM;

¢) I[Ipontecc cbopa, HakoIUICHHS, 0OPaOOTKH, XpaHEHHsI, pacIIpeAeSICHNs U MTOMCKa HH(pOopMaInu;

d) I[Monmyyenue cyObeKTOM BO3MOKHOCTH O3HAKOMJICHUSI ¢ MH(OpMAIMel, B TOM YHCIIe TIpU TOMO-
1 TEXHUYECKUX CPEICTB.

28. Yposens 6e3omacHocTH C, cornacHo "OpaHXeBoil KHUTE", XapaKTepU3yeTCs:
a) OTCyTCTBHEM YIPABIEHUS TOCTYIIOM.

b) [Ipon3BOIBHBIM yIIPABIEHUEM JOCTYIIOM;

¢) [IpuHyIUTEHHBIM YIIPaBICHUEM JAOCTYIIOM;

d) Bepudurupyemoii 6€30macHOCTHIO.

29. CBOMCTBO IOCTYITHOCTH JOCTUTAETCA 3a CYET MPUMEHEHUSI MEp, HAMPABJICHHBIX HA MOBBIIIIE
HUE:

a) AyTEHTUYHOCTH,

b) Henpotusopeunsoctu;

¢) OTKa30yCTONYHBOCTH;

d) HeoTtkasyemocTH.
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30. KakuM TepMHUHOM Ha3bIBAETCS 3alUIIIaEMbIe TOCYIaPCTBOM CBEICHUS B 00JaCTH €r0 BOCHHOMH,
BHEITHEMOJIMTUYECKON, SKOHOMUYECKOM, pa3BeIbIBATEIbHOM, KOHTPPAa3BEAbIBATEIIBHON M ONEPATUBHOPO-
3BICKHOU JIeATEIhHOCTH, PACIIPOCTPAHEHHE KOTOPHIX MOXKET HaHeCTH yiiepO Oe3omacHoctu Poccuiickoit
®denepanun?

a) KonpunennuansHas napopmanus;

b) CekpeTtHast uH(pOpMaIus;

¢) Boennas Taiina;

d) l'ocymapcTBeHHas TaifHa.

31. Ilomydenune moctyna K wHGOpMAIUA CyOBEKTOM B HApYIICHHUE IEHCTBYIOIICH MOJUTHKHA pa3-
TPAaHUYEHHUSI TOCTYIA HA3bIBACTCHL. . .

a) HecaHKITMOHMPOBAHHBIN JOCTYII;

b) 3m0yMBILITIEHHBIH TOCTYII

¢) Hepaspemennslii 10CTyII;

d) 3anperHslit nocTym.

32. Kakoii Bua nH(POpPMALIMU HE OTHOCUTCS K KaTeropuu KOH(PHICHIMAIbHON nHopMarn?
a) Kommepueckas Taiina;

b) TaiiHa cyn0onpon3BOJCTBA;

c¢) [lepconanpHbIC TaHHBIE;

d) l'ocynapcTBeHHas TaiiHa.

33. KakuM TepMHHOM (COTIIacHO 3akoHOAaTeNbcTBY PD) HaszpiBaercs mobas nHGOpMaIys, OTHO-
csIasics K MpsSIMO MJIM KOCBEHHO OIPEIETICHHOMY WJIH OnpeaesseMoMy GU3nuecKoMy JIUIy?

a) KonpunennuansHas napopmanus;

b) [lepconanbHbIC TaHHBIE;

¢) Mudopmanus mpo TMIHOCT;

d) Madopmarnus ¢ orpaHUYEHHBIM JOCTYIIOM.

34. Kanansl HECaHKIIMOHUPOBAHHOTO TOTyYeHUS MHPOPMAITUX CTPYIITUPOBAHBI B. ..
a) 3 kiacca;

b) 4 knacca;

¢) 7 K1accoB;

d) 9 xmaccos.

35. HaGop HOpM, TTpaBWiI ¥ MMPAKTUYECKUX MPUEMOB, PETYIUPYIONIUX yIpaBICHNE, 3aIIUTY U pac-
NpOCTpaHEHHE IIEHHOM nH(pOpMAalLK, Ha3bIBACTCA ...

a) Mogenbro 6e301MacHOCTH;

b) Meronom mudpoBanus;

¢) KommproTepHo#i 6€30macHOCTBIO;

d) [TomuTHKo# 6€30MaCHOCTH.

36. OOmias1, pykoBOIsIIasi YCTAaHOBKA IPU OPraHU3aLUU U 00ECTICYeHUH COOTBETCTBYIOIIETO BHJIA
JIeATEIFHOCTH, HalpaBleHHas Ha TO, YTOOBI Hambojee BaKHBIC LENU ATOW NESTENbHOCTH JOCTUTAIHNCH
npu HanboJiee palnoHaIbLHOM PacX0I0BAHUU UMEIOLIUXCS PECYPCOB — 3TO ...

a) Muccus;

b) Crparerus;

c) OyHkIms;

d) [poruecc.

37. Yo u3 mepeuncieHHOT0 He SBIISETCS 1eJIbI0 MPOBEICHUS ayuTa 6e30macHOCTH?

a) AHaJH3 PUCKOB, CBSI3aHHBIX C BOBMOXXHOCTHIO OCYILECTBIICHUS YIP03 O€30MaCHOCTH B OTHOIIIE-
HUU PECYPCOB CHCTEMBI;

b) BeipaboTka pexoMeHaaIuii o BHEAPESHUIO HOBBIX U MOBBIMICHUIO 3P(HEKTUBHOCTH CYIIECTBYIO-
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IIMX MEXaHU3MOB 0€30MTaCHOCTH CUCTEMBI;

¢) Onenka OyyIiero ypoBHs 3alUIIIEHHOCTH CUCTEMBI,

d) Omenka COOTBETCTBUSI CHCTEMBI CYIIECTBYIOIIMM CTaHIapTaM B 00JacTu MH(POPMAIMOHHON
0€30I1aCHOCTH.

38. Beibepure HeBepHOE yTBepKAcHUE. CUTHATYPHBIM METO/I BBISIBIICHUS aTaK XapaKTEePU3yeTCs:
a) CpaBHEHHEM HCCIIETyeMOro 0ObEKTa ¢ paHee U3BECTHBIMU 00pa3IaMu-3TaJIOHAMM;

b) CrtocobHOCTHhIO OOHAPYKUBATh pPaHEE HEU3BECTHBIC aTaAKH;

¢) IIpocToToii B HacTpoOiike U SKCIUTyaTalluu AJi1 KOHEYHOT'O T0JIb30BaTEeNsl CUCTEMBI;

d) [TomynsspHOCTBIO UCIIONIL30BAHUS B CUCTEMAX aHTUBUPYCHOM 3aIUTHI.

39. 3agauu Mo pe3epBUPOBAHUIO CUCTEMBI 3ALUTHI AEATCA Ha:
a) Tersioe u XONOAHOE pe3epBUPOBAHNUE;

b) XonomHoe u ropsiuee pe3epBUPOBAHNC;

¢) benoe u cepoe pesepBupoBanue;

d) Toncroe u TOHKOE pe3epBUPOBAHUE.

40. Mozenb CUCTEMBI € MTOJHBIM NIEPEKPBITUEM XapAKTEPU3YETCs CIEIYIOIHUM MOJIOKEHUEM:

a) B aBTOMaTH3MpOBAHHOW CHCTEME CPEICTBAMH 3AILUTHl «IEPEKPBITO» OOJBIIMHCTBO KaHAIOB
YTCUKH;

b) B Mexanu3Me 3aMThl JOKHO COJEPIKATHCS M0 KpaitHe Mepe OHO CPEICTBO IS MEPEKPHITHS
J1r000r0 MOTEHIMAIBLHO BO3MOXKHOTO KaHaJla yTeUKU UH(OpMALUH;

¢) B cucteme 3ammThl MPUCYTCTBYET TOJIBKO OHO CPEACTBO JJIS MIEPEKPHITHS BCEX yrpo3 Oe3omnac-
HOCTH;

d) ABTOMaTH3MpOBAaHHAs CUCTEMA SIBJISIETCSI CHCTEMON MHOKECTBEHHOTO JJOCTYTIA.

41. IHcTpyMeHTalIbHAs KOMIUIEKCHOCTH B c(hepe nHPOPMALMOHHOM O€30MTaCHOCTH MOIpa3yMeBa
eT:

a) HerpepbIBHOCTH OCYIIIECTBICHSI MEPOTIPUSATHI 1O 3a1IUTe HH()OPMAIIUH;

b) 3anuTy nHpOpMAIMK OT BHEIIHUX U BHYTPEHHHUX yTPO3;

¢) UnTerpanuio Bcex BUAOB U HarpaBieHuil b 1u1st nocTuKeHus: MOCTaBIEHHBIX LIENeH;

d) OGecnieueHue TpeOyeMOro ypoBHsI 3alIUTHI BO BCEX DJIEMEHTaX CUCTEMbI 00paboTku nHpopma
U,

42. Kako#l TOKyMEHT yCTaHABJIMBAET 1I€JIb, 33/1a4M U CTPYKTYPY CTaHIAPTOB I10 3aIluTe HH(OpMa-
1M, OOBEIMHSAIOMNN aCIIEKThl CTaHIapPTU3aLMK B JAHHOW 00JIACTU U ABJISIOIIMICS OCHOBOIOJIATAl0LINM
CTaHJAapTOM B OOJIACTH 3AIIUTH HHPOPMAIIHH:

a) 'OCT P 52069.0-2013

b) @3 Nel52 ot 27.07.2006

¢) [Toctanosnenne [IpaBurensctBa PO Nel119 oT 01.11.2012

d) Koncruryuus PO

43. JleATeNbHOCTD IO TOATBEPKACHUIO XapaKTEPUCTUK CPEJCTB 3aIUTHl HHPOpPMAIUK TpedoBa-
HUSIM TOCYJAPCTBEHHBIX CTAaHAAPTOB WM WHBIX HOPMATHBHBIX JOKYMEHTOB IO 3allUTe HHQOpPMAILHH,
YTBEPKICHHBIX locynapcTBeHHOM TexHudecko komuccuen npu Ilpesunenre Poccuiickon denepanuu
(I'ocTexxomuccueli Poccun) HazpiBaeTcs

a) ATTecTanus CpeICTB 3aIUThI HH(OPMAITUU

b) CepTudukanms CpeacTB 3amUTH HHHOPMAITUH

¢) KommuiekcHoe TecTupoBaHe CpeaCTB 3aLIUTHI HH(OpMALIUN

d) Bribopka cpeacTB 3amuThl HHGOPMAIUH

44. ITonoxenust ®enepanpHoro 3akoHa Nel149 ot 27.06.2006 He pacpoCTpaHsAIOTCS HA:

a) OTHOIIEHHUS, BO3HUKAIOLIME NPU OCYIIECTBIECHUU IIpaBa Ha IIOMUCK, IOJIyYE€HHUE, Iepenauvy,
HNPOM3BOJCTBO U PACIIPOCTPAaHEHHE NHPOPMALINY;
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b) OTHOIIEHUS, BO3HUKAIOIINE TIPU MPUMEHEHUHN HH(OPMAIIMOHHBIX TEXHOJIOTHH;

¢) OTHo1IeHUs, BOSHUKAIOIIINE TTPU 00ECTICYCHUH 3aIUThl HHPOPMAIIUN

d) OTHOmIEHUS, BOSHUKAIOLIME NP MPABOBOM OXpaHE Pe3y/bTaTOB MHTEIUICKTYaJbHON AEATeNb-
HOCTH ¥ IPUPABHEHHBIX K HAM CPEJCTB WHAWBUIYAITH3AIUN

14.1.2. Jxk3aMeHallMOHHbIE BONPOCHI

1. OcHOBHBIE PETYIATOPHI

2. OcHOBHBIE HOPMATHBHO-IIPABOBBIE AKThI

3. Ompenenenust: uHGpoOpMalus, 6€300aCHOCTh HHPOPMALIUY, 3aIlUTa UH(pOpMaLUU, HHPOPMALH -
OHHasl 0€30MaCHOCTh, MHPOPMALIMOHHBIN MTPOLECC, TOKYMEHT, HOCUTEIh

4. CpoiicTBa uHpOpMaLIH

5. Buapl undopmanum u ux onpeneacHus

6. I'ocynapcTBeHHast TaliHa

7. Onpenenenus: yrpo3bl, HECAHKIIMOHUPOBAHHBIHN JTOCTYII.

8. dopMbl npeacTaBiIeHus MHGOpMaLUU

9. Knmaccudukanus yrpos

10. Cioco0sl peanuszaliuu yrpo3

11. Onpenenenusd: 3amuuiaemMasi “HGopManus, 10CTyI, A0MYCK, YI3BUMOCTb, C3U...

12. Buapl 3amutel HHGOpMaLUU

13. KoHCTUTYIIMOHHBIE OCHOBHI B MH(MOPMAIIMOHHOHK chepe

14. Joxtpuna Ub P® (cocraBmustoniye HallMOHAIBHBIX HHTEpecoB PD)

15. @3 «O6 undopmanyu, UHGOPMAITUOHHBIX TEXHOJIOTUAX U O 3aIIUTE HH(POPMALIUN»

16. IIpectynnenus B undopmarmonHoit cpepe (YK)

17. 3amaun opranuzanmoHHoro ooecneyenus 31

18. Ynpasnenune b

19. Monens yrpo3 1 MOA€Ib HapyLIUTENs

20. CnoxxHOCTH B paboTe C epcoHaIoM

21. Knaccuuxauust uHCaiIEpCKUX yrpo3

22. CoumanpHasi MHXEHEPHS

23. Onpenenenus (mporpammuo-anmapaTtHas 31): CBT, goctyn, gomyck, HACHTH(PUKALINS, ayTeH-
TUdUKanus

24. JluckpeuoOHHOE ¥ MaHJaTHOE YIIpaBJIEHUE JOCTYIIOM

25. Ceptudukanus

26. I'pynmel kinaccoB 3amumenHoct AC or HCJL

27. MexceteBoli akpaH, antusupyc, COB

28. Kpunrorpaguueckoe npeodpazoBaHue, 3aiinppoBaHme, pacin@poBaHue.

29. Xom-¢pyHKIHS U ee CBOWCTBa

30. DnexTpoHHAs TOIIUCH

14.1.3. TeMmbl MHAMBUIYAJIbHBIX 3aJaHUI
BriOpars 00beKT 3aIIUTH U3 HIKETIPUBEICHHOTO CITUCKA

J11s1 BBIOpaHHOTO 00BEKTa MPOBECTH aHAIH3 3AIUIIEHHOCTH.
Jlns BEIOpaHHOTO B paMKax HPEIbIAYIIEro 3aaHusl 00BbEeKTa MPOBECTH Pa3pabOTKy (YCOBEpIIEH -
CTBOBAHHE) CHCTEMBI 3aIIUTHI.

14.1.4. Tembl KOHTPOJILHBIX padoT
1. OcHoBHBIE NOHATHS UHDOPMALMOHHON Oe3omacHocTH. OpraHu3alMOHHO-TIPaBOBOE obecreye-
HHUe HH(POPMALIMOHHOM Ge30MaCHOCTH.
2. Ouenka puckoB. [IporpaMmHoO-anmapaTHble CpeACTBA 3aLUTHl HUHGOPMAITIH.
3. IlonuTtuka Ge3onacHoCcTH. MeHeKMEHT MH(OpMAIIMOHHOM 0€301MacHOCTH.

14.1.5. Tembl 1a60paTOPHBIX padoT
3anuTa nepcoOHaNbHBIX JaHHBIX U KOMMEPYECKOW TaiHBI
[TosnnTuka 6€30MacCHOCTH U HHCTPYKLUHU JJI COTPYAHUKOB MPEATIPUATHS
OreHKa pUCKOB HH(POPMAIIMOHHOM O€30MacHOCTH
3ammTa KOMIOBIOTEPHOH HH(OpMAIIMK Ha YPOBHE JJOCTYIIA B CUCTEMY
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3aH_II/ITa OT aTakK I10 JJOKAJIbHBIM U FJIO63_JII>HI:IM CCTsAM
3amuTa oT BpeaoHocHoro [10

I/ICHOHB3OBaHI/I€ I_HI/I(l)pOBaHI/IH JJIA 3allIUThl JAHHBIX
Hcnonp3oBanue GU3MYECKUX HOCUTEIICH U 3aIIUTHBIX CHCTEM Ha MX OCHOBE
Pa3paboTka cucTeMBI 3alUThI MTPEATPUATHS

14.2. Tpeﬁ()BaHI/Iﬂ K OIICHOYHBIM MaTepuajgam AJd JUll ¢ OrpaHHYC€HHBIMHA BO3MOKHOCTSAMU

310POBbSI 1 HHBAJIH/I0B

I[JISI JiuIy ¢ OrpaHU4YCHHBIMH BO3MOXXHOCTAMU 3J0POBbA U MHBAJIUAOB MPECAYCMOTPCHBI JOIMOJIHU -
TCJIBHBIC OLICHOYHBIC MaTEPHAJIbI, IICPCUCHb KOTOPBIX YKa3aH B Ta6J'II/II_Ie 14.
Ta6J11/1ua 14 — I[OHOJIHI/ITGJIBHLIC MaTCpuajibl OLUCHUBAHUA IJIA JIML C OrpaHUYCHHBIMU BO3MOXKXHOCTAMU

310pPOBbA U MHBAJIMJIOB

Kareropuu
oOy4arommxcs

Bup! JONOTHUATEBHBIX OIEHOYHBIX
MaTepuaioB

@®opMBI KOHTPOJISL U OI[CHKH
pe3yabTaTOB O0YUCHUS

C napyumeHusMu
ciryxa

TecTsl, MUCEMEHHBIE CAMOCTOSITEIIbHBIC
paboTHI, BOIIPOCH! K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI

[Tpeumy1eCTBEHHO MUCHMEHHAS
poBepKa

C HapymeHusiMu
3peHus

CobecemoBanue 1O BOTIPOCAM K 3a4€TYy,
OIIPOC 0 TEPMHHAM

[IpeumyiiecTBEHHO YCTHAsI MPOBEPKa
(MHIMBUAYAIBHO)

C napyumeHusMu
OIIOPHO-
JBUTATEJILHOTO
anmapara

Pemenne MUCTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIC pa6OTI>I, IIMCBbMCHHBIC
CaMOCTOSTENIbHBIE Pa0OTHI, BOIPOCHI K
3a4eTy

HpCI/IMyme()TBeHHO JUCTaHIITMOHHBIMUA
MCTOAaMM

C orpaHUYEHUSIMH T10
00LLIEMETUIIMHCKUM
MOKA3aHUSAM

TecTbl, NCEMEHHBIE CAMOCTOSTEIILHBIC
paboThl, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PAOOTHI, YCTHBIE OTBETHI

[Ipenmy1iecTBEHHO NPOBEPKa
METOZAMH UCXOJISl U3 COCTOSTHUS
o0y4arouierocss Ha MOMEHT IPOBEPKHU

14.3. MeTtoauueckue peKoMeHAAIMH M0 OLeHOYHBIM MaTepHAaJIaM 1JIsl JUI ¢ OTPAHUYEeHHbIMHU
BO3MOKHOCTSIMU 3/10POBbSI 1 HHBAJIN/I0B

Jis M1l ¢ OrpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBbS M MHBAJIUIOB HPEAyCMAaTPUBACTCS J10-
cTymnHas ¢popMa NpeoCTaBIeHUS 3aJaHU OIIEHOYHBIX CPEJICTB, @ UMEHHO:

- B IleyaTtHo# (opme;

- B IIeYaTHO! (hopMe ¢ YBEITHMUYEHHBIM HIPUPTOM;

- B (hOpMeE INIEKTPOHHOI'O TIOKYMEHTA;

- METO/IOM YTEHUS ACCUCTEHTOM 3a/1aHUs BCIYX;

- IIPEJOCTaBICHUE 3a/1aHUs C UCIIOJIb30BaHUEM CYPIONIEPEBOA.

Jlumam ¢ OrpaHWYEeHHBIMH BO3MOXKHOCTSIMU 3/I0POBbSI M MHBAIHIAM YBEIHYUBACTCS BpeMs Ha
HOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. I TakKMX 00y4aromuxcs MpeycMaTpuBaeTcs JOCTYII -
Has popmMa MpeoCTaBICHHS OTBETOB Ha 3a/IaHUs, 8 IMEHHO:

- MUCbMEHHO Ha Oymare;

- HaOOp OTBETOB HAa KOMIIBIOTEPE;

- Ha0Op OTBETOB C UCIOJIb30BAHUEM YCIIYT ACCUCTEHTA;

- [IPE/ICTaBICHNE OTBETOB YCTHO.

[Tponienypa orieHHBaHUs PE3yIbTATOB OOYYEHMs JIHIl C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/10pO-
Bbs M1 MHBAIHJIOB IO JUCHIHUIUIMHE TPEITyCMaTPUBACT MPEIOCTaBIeHne HHpopManuu B popMax, aJaarTH -
POBaHHBIX K OTPAHUYECHHUSAM HX 370POBbS U BOCIPUATHS HH(POpMALIUU:

JL1s1 JIMI ¢ HAPYIIEHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B [le4aTHOU (hopMe yBETNYEHHBIM HIPUPTOM.

JLst i1 ¢ HAapYLIeHUsIMH cJIyXa:

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- B IeyaTHoOU (popme.
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JIJ1s1 M1l ¢ HAPYLIEHUSIMH ONIOPHO-IBUTaTeJILHOIO anmapara:

- B (hopMe ANIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (hopme.

[Tpu HEOOXOAMMOCTH IS JII] C OTPAHUYCHHBIMH BO3MOXKHOCTSIMU 3/I0POBBSI M MHBAJIUJIOB MPOIIC-
Jlypa OIICHUBAHUsI PE3yJIbTaTOB 00yYCHHUSI MOXKET IPOBOIUTHCS B HECKOIBKO ATAIOB.
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