MUWHUCTEPCTBO OBPA3OBAHMSA U HAYKH POCCUMCKOM ®EJIEPAIIUN
DeepajibHOE TOCYAAPCTBEHHOE OIOKETHOE 00pa30BaTe/ibHOE YUpekAeHue BbICIIero 00pa3oBaHus

«TOMCKMI TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
VIIPABJIEHUSI U PAJIMODJIEKTPOHUK»
(TYCVP)

HTYDYP s enapravea o
“f UNIVERSITY JupekTop nenapramMeHTa 00pa3oBaHHS

JosyrasT NOANHCaE ANEETROHMOA NOANHCED

Ceprugamar; 1obcfala-5tat-4f48-aef0-5584d2fd4E820
Bragesey: Tpoaw MNasen Commosms

LaacTaarenes: ¢ 19,01, 2016 no 15.09.20109

PABOYAS ITPOI'PAMMA ANCHUIJIMHBI
IIporpammMHo-annapaTHble cpecTBa obecnieyeHHs1 MHGOPMAIMOHHOI 0€301IACHOCTH

VYpoBens 00pazoBaHus: BbIcHIee 00pPa30BaHUeE - CIIENHAJIUTET

HampaBnenne mnoxaroroBku /  cmenuansHocTh:  10.05.03  HMudopmamuonHass  6e30MacHOCTD
ABTOMATH3HPOBAHHBIX CHCTEM

HamnpasnenHnocts (mpoduip) / CrieIuaan3aIus: HNudopmanuonnasi 0e30ImacHOCTh
aBTOMATH3HPOBAHHBIX 0AHKOBCKHX CHCTEM

dopma 00yUyeHHS: OUHAsA

QaxynpreT: @B, ®aKyJbTeT 6€30I1aCHOCTH

Kadenpa: KUBIBC, Kadenpa koMmjiekcHOil HWHGOPMAUMOHHOI 0e30MaCHOCTH 3JIEKTPOHHO-
BBIYHCJIUTEIBHBIX CHCTEM

Kypc: 4

Cemectp: 7, 8

VYueOnslii man Habopa 2016 rona

Pacnpez[eneHI/Ie pa60qer0 BpPEMCHU

Ne Bunbl yueOHOI nesTeNbHOCTH 7 cemecTp 8 cemectp Bcero EnuHnne:
1 |Jlexkuuu 28 0 28 JacoB
2  |IIpakTudeckue 3aHATHS 18 0 18 9acoB
3 |JIaboparopHbie pabOThI 28 0 28 4acoB
4 | KOHTpOJb CAMOCTOSATENBHOM paboThI 0 28 28 9acoB

(KypcoBoii mpoeKT / KypcoBasi paboTa)
5 |Bcero ayauTopHBIX 3aHATHI 74 28 102 4acoB
6 |3 HUX B HHTEpaKTUBHOU popme 20 0 20 4acoB
7 |CamocTosTenbHas paboTa 70 44 114 4acoB
8 | Bcero (0e3 5x3ameHa) 144 72 216 9acoB
9 |IloaroroBka u cmaya dK3aMeHa 36 0 36 JacoB
10 |OOGmas TpyI0eMKOCTh 180 72 252 9acoB
5.0 2.0 7.0 3.E.

Dk3aMeH: 7 cemecTp
Kypcogoii mpoekt / kypcoBast pabota: 8§ cemecTp

Tomck 2018
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;{pbl
rpotoxos Ne oT & » 20 1
JIMCT COI'JTACOBAHUA

PabGouass mporpamMMa IUCHUIUIMHBI COCTaBJieHa C y4dyeToM TpeOoBaHui (enepanbHOTO
rOCyJapCTBEHHOTO 00pa3oBaTelbHOTO cTannapra Boiciiero oopaszoBanus (OPI'OC BO) no HampaBieHHIo
noarotoBku (cneruanbHocTh) 10.05.03 MHDOpManmonHas 6€301macCHOCTh aBTOMATU3UPOBAHHBIX CHCTEM,
yrBepxkaenHoro 01.12.2016 roma, paccMorpeHa u ongoOpeHa Ha 3acemanun kadenpst BUC «  »
20 ropa, mpoTtokoi Ne

PazpaboTunku:
Houent kad. BUC . A. PaxmaHeHKO
Honent kap. KUBDBC K. C. Capun

3aBenyronmii odecneunBaronien kag.
BUC P. B. MemepsikoB

Pabouas mporpamma JTUCHUIUIMHBI COTJIacoBaHa ¢ (hakyJIbTETOM M BBINTyCKaroIel kadeapoii:

[exan ©b E. M. 1aBbiioBa
3aBeyrOnIMi BeIMTycKaromen kad.

KHUB3BC A. A. lllenynanos
OKCIEPTHI:

noueHt kad. KUBOBC A. A. Kones
norneHT kad. BUC O. O. EBcrotun
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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
®dopMHUpOBaHUE y CTYACHTOB 3HAHWUW 1O OCHOBAM 3allUThl WH(OpPMAIMU B KOMITBIOTEPHBIX
CUCTEMax MpH MOMOIIHM MPOrPaMMHO-AIIAPATHBIX CPEACTB, a TAKKE HABBIKOB U YMEHUH 10 IPUMEHEHUIO
MIPOrpaMMHO-aNMIapaTHBIX CPEJICTB 3aIlIUTHl HH()OPMAITUU B KOHKPETHBIX YCIOBHUSX.
PazBuTne B mporecce 0Oy4eHHsS] CUCTEMHOTO MBIIIICHUS, HEOOXOAMMOTO IS PEIICHUs 3a/1ad
3aIUTHl THHOPMAITUHU C YIETOM TPEOOBAaHUN CUCTEMHOTO MOAX0/1a.

1.2. 3agaun AUCHUNIMHBI

— JlaTp 3HaHUS MO KOHLENIMH oOecredeHnss NHPOpPMaMOHHONW 0€30IacHOCTH KOMITBIOTEPHBIX
CHUCTEM,;

—  IporpaMMHO-allllapaTHBIM  CPEICTBAM, pEaJU3yIOIIUM OTAENbHbIE (PYHKIMOHAIbHbBIE
TpeOOBaHUs 1O 3aIIUTE;

—  METOJaM M Cpe/ICTBaM XpaHEHUs KIF0YeBOM HH(OpMaInu;

—  METOJaM M Cpe/ICTBaM OTpaHHYEHUs JOCTYIa K KOMIIOHEHTaM BBIYUCIUTENIbHBIX CUCTEM;

—  METOJaM 3allIUThI OT BPEIOHOCHBIX IPOrpamMMm;

—  3al[UTe MPOorpaMM OT U3MEHEHHSI U KOHTPOJIIO IETIOCTHOCTH;

— 3aJadyaM U TEXHOJOTUH CepTU(UKAIMU MPOTPAMMHO-ANNAPATHRIX CPEICTB HA COOTBETCTBUE
TpeboBaHUSAM HH(POPMAITMOHHOMN 0€30ITaCHOCTH.

2. Mecto aucuumiannsl B ctpykrype OIIOIT

Hucuummua  «IIporpamMmHo-anmnapaTHele  cpeacTBa — o0ecrnedeHHs — MH(GOpPMaLMOHHON
6e3omacuoctn» (b1.5.17) otHocuTes k 610Ky 1 (6a30Bast 4acTh).

[IpenmecTByomMMHU ~ TUCHMIIMHAMHU, (OPMHUPYIOIIMMHM  HayallbHble 3HAHUS, SBISIFOTCA:
[TporpamMHoO-anmapaTHbIe cpencTBa obecredeHruss WHPOPMANMOHHON Oe3omacHOCTH, be3omacHOCTbh
ONEpAaLlMOHHBIX  cucTeM, JluckperHas  MaremaTtuka, MojaenupoBaHue  aBTOMATU3MPOBAHHBIX
nHPOPMAMOHHBIX — cucTeM, OpraHu3allMOHHOE W TpaBoBoe obOecriedeHne HMH(OPMAIMOHHON
6e3onacHoctd, OcHOBBI MHPOPMALMOHHON Oe3omacHocTH, OCHOBBI MporpaMmupoBanus, [IpuknagHas
Kpunrorpadus, YpaBieHue cpeICTBAMH 3alIUThI HH()OPMAIIHH.

[Tocnenyromumu AMCUUIUIMHAMU sBIsAIOTCA: [IporpamMmHoO-anmapaTHbele cpeicTBa oOecredeHus
nH(pOpMalMOHHONW 0€30IacHOCTH, 3alluTa BBITYCKHONW KBaIM(pUKAIMOHHONW paboOThl, BKIIOYAs
MIOATOTOBKY K IIPOLEAYPE 3aILUTHI U IPOLEAYDPY 3aLUTHI.

3. TpeGoBaHusi K pe3yJibTaTaM OCBOCHHS TUCHUIIUHBI

[Tponiecc n3yueHHst UCUUIUIMHBI HAllpaBjieH Ha (JOpMUPOBAHHE CIEAYIOMUX KOMIETEHIIHA:

— IIK-10 cnocoOHOCTBIO NPUMEHATH 3HaHUA B OOJACTH AJIEKTPOHUKUM M CXEMOTEXHHKH,
TEXHOJIOTUH, METOJOB M S3bIKOB IMPOrPaMMHUPOBAHMUS, TEXHOJOTUH CBSA3M M Iepelauyd JaHHBIX IpH
pa3paboTke MHpOrpaMMHO-aNNapaTHBIX KOMIIOHEHTOB 3alllMIIEHHBIX aBTOMAaTH3UPOBAHHBIX CHUCTEM B
chepe npodeccuoHaIbHOM AESITEIBHOCTH;

— TIIK-25 cnocoGHOCThIO oOOecreunTh APQPEKTUBHOE TMPUMEHEHHE CpPEICTB  3aIUThI
MH(POPMALIMOHHO-TEXHOJIOTHYECKUX PECYPCOB aBTOMATHU3MPOBAHHOW CHUCTEMbI M BOCCTAaHOBJIEHHE HX
paboTOCIIOCOOHOCTH TTPU BO3HUKHOBEHHUH HEIITATHBIX CUTYAIUH;

— TIK-26 cnocoGHOCTBIO aJAMHUHUCTPUPOBATh MOJCUCTEMY HH(MOPMAIMOHHONW 0€30MacHOCTH
aBTOMATHU3UPOBAHHOW CUCTEMBI;

- OK-5 CIOCOOHOCTBIO TIOHMMATh COIMAIBHYIO 3HAYMMOCTh CBOEH Oynyiiel mpodeccud,
o0nazaTh BBICOKOM MOTHBAllMEH K BBIMOJTHEHUIO MPOGECCHOHANBHOM MEITEIHbHOCTH B 0O0JIacTH
obecriedyeHrss MHQPOPMALMOHHOM O€30MaCHOCTH U 3allUThl HMHTEPECOB JIMYHOCTH, oOOIIecTBa H
rocyiapcTBa, co0JI01aTh HOPMBbI TPO(HECCUOHATILHON ITHKHU.

B pesynbrare u3ydeHus AUCHUIUIMHBI 00yYarOIUIHCs TOIDKEH:

— 3HaTh NPOrpaMMHO-aNNapaTHbIe CpelcTBa oOecreueHnus UH()OPMALIMOHHON O€30MacHOCTH B
TUIIOBBIX aBTOMAaTU3MPOBAHHBIX CUCTEMax; OCOOEHHOCTH MPUMEHEHMsI MPOTPaMMHBIX U MPOrpaMMHO-
anmapaTHbIX CpPEICTB 3alUThl MHPOPMALUMU B aBTOMATU3MPOBAHHBIX CHCTEMax; THUIIOBBIE CPEJCTBA,
METOJIbl U MPOTOKOJIbI HJAECHTU(PHUKALUHK, ayTeHTH(QHUKAUUU ¢ aBTOPHU3ALUH; PYKOBOJALINE U
METOAMYECKHE JIOKYMEHTBl YIOJIHOMOYEHHBIX (hefepalbHbIX OpPraHOB HCIOJHUTEIBHONM BIACTU IO
3amuTe HHPOpMaIuH.
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— yMmerb  [IpoBoauTe  BBIOOp  NpPOrpaMMHO-alNapaTHBIX  CPEACTB  OOecredeHus
MH(POPMALIMOHHON 0€30MacHOCTH [UIsl UCHOJIb30BAHUS MX B COCTaBe aBTOMATHU3MPOBAHHON CHCTEMBI C
Henpo  o0ecrieueHUss  TpeOyeMoro  ypoBHS — 3alMIIEHHOCTH  aBTOMAaTH3UPOBAaHHOH  CHUCTEMBI,
KOH(HUTypHpOBaTh IapaMeTpbl CHCTEMbl 3allUThl WH(GOpPMAMKM aBTOMAaTHU3WPOBAHHOMH CHCTEMBI B
COOTBETCTBUM C €€ DKCIUIyaTallMOHHOM NOKYMEHTALMEH; MCIOIb30BaTh MIPOrPAMMHBIE U IPOTPaMMHO-
anmapatHble CpPeCTBa Al YHUUTOKEHHS NH(OpMAIMK U HOCUTENeH HH(POPMALIUH.

— BJaagerb HaBblkamMu  pa3paOOTKM  apXUTEKTYpbl CHUCTEMbI  3allUThl  MH(POpPMALUHU
aBTOMATHU3UPOBAHHONW CHUCTEMBI; HAaBBIKAMU IPOTHUBOAECHCTBHUS  BPEJOHOCHOMY IPOIPaMMHOMY
o0ecreyeHn0; HaBbIKaMH pa3pabOTKU MPOrpaMMHBIX M NPOrPaMMHO-AMNAPATHBIX CPEACTB JUIsl CUCTEM
3alIUThl HH(OPMAIMK ABTOMAaTH3UPOBAHHBIX CHCTEM.

4. O0beM JUCUMIIMHBI M BUABI Y4eOHOH padoThl
OOmas TpyIOEMKOCTh TUCHHUILIMHBI cocTaBisieT 7.0 3a4eTHBIX €IWHUIIBI M TPEACTABICHA B
tabuie 4.1.
Tabmmma 4.1 — Tpya0eMKOCTh AUCITUTUTHHBI

Bunbl yueOHOM 1eATeTbHOCTH Bcero uacos Cemectpbl
7 cemectp 8 cemectp

AynuropHsble 3aHATHS (BCEro) 102 74 28
Jlexumu 28 28
[TpakTHueckue 3aHATHS 18 18
JlaboparopHbie pabOTHI 28 28
KonTtpons camocTosaTenbHO# paboThl (KypcoBoi 28 0 28
MIPOEKT / KypcoBasi paboTa)
W3 HUX B MHTEPAKTUBHOU (hopme 20 20 0
CamocTtosTenbHas padora (Bcero) 114 70 44
BrimonHeHne KypcoBoro mpoekTa / KypcoBon 44 0 44
paboThI
BrInlosiHeHME TOMAITHAX 3aMaHuH 30 30 0
OdopmiteHre 0TYETOB 10 J1IAOOPATOPHBIM 16 16 0
pabotam
[TpopaboTKa JIEKLIMOHHOTO MaTepuaa 14 14
[TonroroBka K MPaKTUYECKUM 3aHSITHIM, 10 10
ceMUHapaM
Bcero (6e3 ax3amena) 216 144 72
[ToaroToBka u caava sK3aMeHa 36 36 0
OOGmiast TpyA0€MKOCTb, U 252 180 72
3ayerHble EnuHUIb 7.0 5.0 2.0

5. Conepxxanue qIMCUUNIMHBI

5.1. Pa3nennl IMCOHUILIMHBI M BUABI 3aHATHHA
Pazensl qUCHUIUTMHBI U BUABI 3aHATUN TpUBEIEHBI B Tabmuie 5.1.
Tadmumna 5.1 — Pa3aensl IUCIUIUINHEBL U BUIBI 3aHITHHA

Bcero
Jlek., | Ilpak. | Jla6. |KII/KP, Cam. qacoB | PopMupyemsle
Ha3zBanus pazaenoB TUCIMITITMHBI
4 |3aH., 9 pal., q pab6.,u| (Ge3 KOMITETCHITH
HK3aMEHa)

7 cemecTp
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1 TeopeTrdeckue acCieKTHI 8 6 0 0 12 26 [1IK-25, OK-5
MPUMEHEHUS TPOrPaAMMHO-
anmnapaTHbIX CPEJICTB
oOecrieyeHns UHPOPMALIMOHHOM
0e30MacHOCTH.
2 IIporpamMmMHoO-anmnapaTHbie 16 8 28 0 44 96 I1K-10, ITK-
cpencTBa obecredeHus 25, IIK-26
UH(POPMALIMOHHOM 0€30MacHOCTH.
3 HopmaTuBHBIE JOKYMEHTHI, 4 4 0 0 14 22 ITK-25
pEryIHpYOIIUe IPUMEHEHHNE
IPOrpaMMHO-aINaPaTHBIX CPE/ICTB
3alUThl HHQOPMAIHH
Hroro 3a cemectp 28 18 28 0 70 144
8 cemectp
4 Pa3zpaboTka mporpaMmmMHO- 0 0 0 28 44 44 ITK-10, TIK-
anmnapaTHbIX CPEICTB 25, TIK-26,
obecrnieueHus HHGHOPMALIMOHHON OK-5
0€30MacHOCTH
Hroro 3a cemectp 0 0 0 28 44 72
Utoro 28 18 28 28 114 216
5.2. Conep:xanue pa3iesioB JUCUMIIMHBI (110 JEKIMIM)
Coneprkanue pas3iesioB JUCIUIUIHH (T10 JICKIIMAM ) IPUBEECHO B Tabuie 5.2.
Tabnuna 5.2 — Coznep)kanue pa3aeNnoB TUCHUIUIMH (TI0 JEKIUSIM)
Copepxanue pa3aenoB aucuuiuindsel (mo | Tpynoemkocts, | Dopmupyembie
HasBanus pasnenos Aep pasit AHcH ( pyA ’ pMHIPY
TICKIUSIM) q KOMIICTCHITHH
7 cemecTp

1 Teopetuueckue INousTre TOMUTUKHA OE30IIaCHOCTH. 8 [1K-25, OK-5
acTeKThl MpuMeHeHus | OTMCcaHne THUIOBBIX MOJIMTHK O€30TIaCHOCTH.
POrpaMMHO- YTrpo3bl 0€30MaCHOCTH KOMITBIOTEPHBIX
amrmapaTHbIX CPEACTB | CUCTeM. MoIeTTh KOMITBIOTEPHOM CUCTEMBI.
o0ecrieueHus ITonaTne MoHUTOpPa 6E30MACHOCTH.
nH(pOpMaITMOHHOM Konuenuus aucneruepa gocrymna.
0€30MacHOCTH. ObecrnieueHne rapaHTU BHITIOTHEHUS

MOJINTUKU Oe3omacHocTH. MeTo renepanuu

M30JIMPOBAHHON TPOTPAMMHOM CpesIbl MpU

MIPOSKTHPOBAHUH MEXaHU3MOB

rapaHTUPOBAHHOTO MOICPKaHUS TOIUTUKU

6e3omacHocTi. Monienu 6e30nacHoro

B3aumozeiicteus B KC. IIpouenypa

UJEeHTU(DUKAIIMN U ayTeHTU(UKAIIAH:

3alUTa Ha YpOBHE pacuinpenuii Bios,

3aluTa Ha YPOBHE 3arpy34YHnKOB

OTIEPALIMOHHOM CPEeIbI.

Hroro 8
2 IIporpammHoO- OCHOBHBIE IPUHIUIIBI CO3AAHUS 16 [1K-25
amnmapaTHbIe CPEJICTBA | POTPAMMHO-ANTAPATHBIX CPEICTB
o0ecrieueHus obecrieyeHrss UHPOPMALMOHHOM
nH(pOpMaITMOHHOM 6e3onacHocTH. [IporpaMMHO-anmapaTHbIe

5)
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0€30MacHOCTH. CpEICTBa, peaIu3yIoLue OTACIbHbBIE
($yHKIMOHATBLHBIE TPEOOBAHUS 1O 3ALIHTE,
UX MIPUHIUIBI ACHUCTBUS U TEXHOJIOTHYECKHE
ocobenHocTH. B3anmoneiicTaue ¢
001IeCUCTEMHBIMH KOMITOHEHTAMH
BBIYHUCITUTEILHBIX CUCTEM. MEeTOIbI U
CpeICTBa OrpaHUYCHHUS IOCTyIa K
KOMITOHCHTAM BBIYUCITUTEILHBIX CUCTEM.
MeTob1 U CpeacTBa MPUBS3KU
MIPOrpaMMHOT0 00€eCTIeueHUs K
anmnapaTHOMY OKPY>KEHUIO U (PU3NUeCKUM
HOCHTEISIM. YTIPaBJICHHUE KIIF0OUaMU
KpunrTorpaguueckuMu KiirouyamMu. Metonsl u
CPEACTBA XPAHECHUS KIIFOUEBOU
nH(popManuu. 3aiuTa NporpaMm ot
uzyueHnus. CriocoObl BCTpauBaHUs CPEICTB
3aIUThI B TPOrPaMMHOE 0OecTIeYeHHE.
3ammra OT pa3pyLalIuX TPOrpaMMHBIX
BO3ICHCTBUI U BPEIOHOCHOI'O
IIPOrpaMMHOT0 oOecreueHus. 3almra
MPOrpaMM OT U3MEHEHHUS U KOHTPOJIb

L[E€JIOCTHOCTH.
HUtoro 16
3 HopmaTtuBHbIe Poins crangapToB HHGOPMALMOHHOM 4 [K-25
JIOKYMEHTHI, 6e3omacHocTH. JIOKyMEHTBI
pETyIUpYyOIIne l'ocynmapcTBEHHOM TEXHUYECKON KOMHUCCUU
PUMEHEHUE Poccun. 3anaum u TeXHONIOT U
IPOTPaMMHO- cepTH(UKAIMU TPOTPAMMHO-aNTIapaTHBIX

anmapaTHbIX CPEACTB | CPEJICTB Ha COOTBETCTBUE TPEOOBAHUSAM
3amuThl HHQOpMaluK | HTHPOPMAIIMOHHOM 0€30IacHOCTH.
OcHOBHbIE KaTeropuH TpeOOBaHUH K
MIPOrpaMMHOM ¥ IIPOIPAMMHO-AIIIIAPaTHON
peanu3aium cpeacTB o0ecreyeHHs
MH(}OPMALIMOHHON OE€30MaCHOCTH.
ITokazarenu 3alIMIIEHHOCTH CPEACTB
BBIUHCIUTENbHON TEXHUKHU OT
HECaHKLMOHMPOBAHHOTO focTymna. Kinaccsl
3alUIIEHHOCTH aBTOMaTU3UPOBAHHBIX
cucreM. TpeboBaHMs K poLieccy
cepTuduUKaImy MpoIyKTa UHPOPMAIIMOHHBIX

TEXHOJIOTHH

Htoro 4
Hroro 3a cemectp 28
Hroro 28

5.3. Pa3nesbl AMCHMILVIMHBI M MEKIMCUMILIMHAPHBIE CBSA3HU ¢ 00ecneYnBAOMMMU (MPeIbI1yMMM)
U o0ecne4yrBaeMbIMHU (MOCJIeTYOIMMH) I CUUILTHHAMMA
Pa3nensl TUCHUIUIMHBI U MEXIUCIUIUIMHAPHBIE CBA3M ¢ 00ecreynBaroUMU (MIPEeAbIAYIIUMU) U
obecrnieurBaeMbIMH (ITOCIECTYIOIMMHI ) TUCIUTUITMHAMU TIPEICTaBICHBI B TabmuIe 5.3.
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Tabnuua 5.3 — Paznenbl [UCHMIUIMHBI U MEKIUCUUIUIMHAPHBIC CBSI3U

Ne pa3znenoB 1aHHON AUCUUILIAHBL, U1l KOTOPBIX
HEO0OXO0UMO M3YUYCHHUE 00CCTICUNBAIONINX U
00ecIIeunBaeMBbIX JUCHUILINH

1 2 3 4

[IpenmecTByronme qUCHUITMHBL

HaunmenoBanue qUCIIAIIINH

1 I[IporpamMMHo-anmapaTHble CpeCTBa

N + + + +
obecnieueHns MHOOPMAITMOHHON OE30MaCHOCTH
2 be3onacHOCTb OMEPaMOHHBIX CHCTEM + +
3 luckperHast MaTeMaTHKa +
4 MonenupoBaHue aBTOMAaTU3UPOBAHHBIX + +
UH(POPMALIMOHHBIX CHCTEM
5 OpraHu3anroHHOE U TIPABOBOE 0OECIICYCHUE 4
UH(POPMALIMOHHON 0€30MaCHOCTH
6 OcHOBBI HH(GOPMAITMOHHON 0€30MTaCHOCTH + +
7 OCHOBBI TPOTPAMMUPOBAHUS +
8 IlpuknanHas kpuntorpadus + +
9 Ympasnienue cpefcTBaMu 3alIUThl HHPOpMALHK +

[Tocnenyromme TUCIUTIITMHBI

1 [IporpamMMHoO-anmnapaTHble CpeCTBa

N + + + +
obecrnieueHns MHOOPMATMOHHON OE30IMACHOCTH

2 3amura BBITYCKHOM KBaTU(pUKAIMOHHON
paboThl, BKIIIOYAs MOJATOTOBKY K MPOIEaype + + + +
3allUTHl U IPOLEAYPY 3aLIUTHI

5.4. CooTBercTBHE KOMIIETEHIU, GOPMHPYEMBIX IPH H3Y4YCHHH AUCHHUILINHBI, 1 BUAOB 3aHATHH
CooTBeTcTBHE KOMIETEHIMH, (OPMUPYEMBIX NPU H3YYEHUHM TUCHMIUIMHBL, U BUAOB 3aHATHH
IpesicTaBjiIeHo B Tabmuue 5.4.
Tabmuua 5.4 — CooTBeTCTBUE KOMIETEHLUH, (HOpPMUPYEMBIX NPU H3YYEHUHM IUCHUIUIMHBI, ¥ BHJIOB

3aHATHI
Buner 3angTnit
Komnerenmun KCP DopMBbI KOHTPOJIS
Jlek. [Ipak. 3an. | JIaG. pao. (KTI/KP) Cawm. pa0.
[1K-10 + + + 3ammuTa oTuera, OT4eT
1o JabopatopHoit
pabote, 3amura
KYPCOBBIX ITPOEKTOB /
KypCOBBIX paboT, Tect
[1K-25 + + + + + JlomamrHee 3amanue,

Dk3ameH, KoHcrekr
CaMOITO/ITOTOBKH,
3amura otdyera, OTYET
110 JTabopaTopHO
pabote, Onpoc Ha
3aHSITHSIX, 3aluTa
KYPCOBBIX ITPOEKTOB /
KypCOBBIX paboT, Tect
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[1K-26 + + + 3ammra oTdyeta, OTYET
1o 1abopaTtopHoit
pabore, 3ammuTa
KYpPCOBBIX IPOEKTOB /

KypcoBbIX paboT, TecT

OK-5 + + + + JlomarmHnee 3aganue,
Ok3aMeH, 3amnura
otuera, Onpoc Ha
3aHATHUAX, 3alUTa
KYpPCOBBIX TPOEKTOB /

KYPCOBBIX pa0boT

6. UHTepakTHBHBIE METObI M (POPMBI OPraHN3ALMU 00yUEHUS
TexHoMOrNM MHTEPAKTUBHOTO O0YYEHUS MPH Pa3HBIX (opmax 3aHATHI NpUBeIeHbI B Tabmuie 6.1.
Tabnuna 6.1 — TexHOIOTMH HHTEPAKTUBHOT'O O0YUYEHHUS IPU PA3HBIX (OpMax 3aHITUN

HNHTepakTuBHBIC NHTtepakTuBHBIE
WNHTepakTuBHBIE
MeTto b1 MIPaKTUYECKHE 3aHATHSI, | TaOOpaTOpHbIE 3aHATHS, Bcero, u
JEKIUH, 4
q q
7 cemecTp
[Tpe3enTanmu ¢ 8 8
HCIIOJIb30BaHUEM
CJIA0B C
o0cyxIeHueEM
Pemenue 4 4 8
CUTYallMOHHBIX 3a/1a4
Case-study (meron 4 4
KOHKPETHBIX CUTYAaIIHii)
Htoro 3a cemecTp: 4 8 8 20
8 cemectp
Hroro 3a cemectp: 0 0 0 0
Htoro 20
7. JlabopaTopHbie padoThl
HaumenoBanue nabopatopHbsix padboT npuBeaeHo B Tadbaune 7.1.
Tabnuna 7.1 — HannmeHoBaHue 1a00paTOPHBIX paboT
Tpynoemkocts, | Popmupyemelie
Ha3zBanus pazznenos HaumeHnoBaHue 1a60paToOpHBIX paboT pyA ’ PMHPY
q KOMIICTEHIHH
7 cemecTp
2 [IporpamMmHO- Pa3pabotka 3amumiensoro I10 ¢ 16 [1K-10, [TIK-25
anrmapaTHble CpeJCTBa |IPUMEHEHHUEM ammnapaTHbIX Kitodel eToken
obecrnieyeHus
. [TporpaMMHo-arinapaTHoe CpeACTBO 3aLUThI 8
UH(POPMALIMOHHOM
Se30mAcHOCTI UH(OPMALIUU OT HECAHKITMOHUPOBAHHOTO
: JoCTyTa.3aluTa MporpaMM OT H3MEHEHUS |
KOHTPOJIb LI€JIOCTHOCTH.
3amuTa nporpaMM OT pa3pylIaroInux 4
IPOTPaMMHBIX BO3/IEHCTBHIA U 3aIlUTa
ABTOMATH3UPOBAHHON CUCTEMBI OT
BPEIOHOCHOTO MPOIPaMMHOI0 00ecreyeHusl.
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Utoro 28
Htoro 3a cemectp 28
Utoro 28

8. IIpakTHyeckue 3aHATHUSA (CEMUHAPDI)
HanMeHoBaHME MPaKTUYECKUX 3aHATHN (CEMHUHAPORB) MPUBEICHO B Tadsmile 8.1.
Tabnuna 8.1 — HauMeHoBaHUE NPAKTUYECKUX 3aHITHH (CEMUHApPOB)

HaunmeHnoBaHue MpakTUYECKUX 3aHATHI Tpynoemkocts, | Dopmupyembie
Ha3zBanus pasnenos
(cemuHapoOB) q KOMITCTCHITH
7 cemecTp

1 Teopernueckue Pa3paboTka apXUTEKTypbl CUCTEMBI 3aIIUThHI 6 I1K-25, OK-5
ACTICKTHI MPUMEHEHHS | ”HPOPMAITUN aBTOMATU3UPOBAHHON CHCTEMBI
IPOrpaMMHO- C MPUMEHEHHUEM MPOTrpaMMHO-aNapaTHbIX
anmapaTHbIX CPEICTB | CpeAcTB 3amuThl uHGopmanmu. [Toctpoenue
obecrieueHus MOJIEJIeH 3alUIIEHHON aBTOMaTU3UPOBaHHOM
UH(POPMALIMOHHOM cucreMsl. M3ydyeHne MeTo10B
0€30I1aCHOCTH. UACHTU(DUKAIINY U ayTeHTU(UKALIUU C

MIPUMEHEHHUEM ITPOTPaMMHO-AITAPATHBIX

CPEICTB 3alUThl HHPOPMAIUH.

Hroro
2 [IporpammHo- W3ydeHne coBpeMeHHBIX TPOrpaMMHO- 8 [1K-25
amnmapaTHbIe CPEJICTBA | alITapaTHBIX CPEACTB 00CCIICUCHUS
obecrieueHus nH(pOpMaIMOHHOM 0€30MMacHOCTH.
UH(POPMALIMOHHOM Haznauenue, pyHkumu, o6acTp
0e30MacHOCTH. MPUMEHEHHUS TPOrPaMMHO-AIIaPaTHBIX

CpEeICTB 3anuThl HHPopMaruu. 3ydenne u

CpaBHEHHE OCOOCHHOCTEH M aHaJIOTOB

MIPOTPaMMHO-AIIIAPATHBIX CPEJICTB

obecrnieueHus WHGHOPMALIMOHHON

0€30MacCHOCTH pa3INYHbIX KaTeropuil.

Hroro
3 HopmaTtuBHbIE W3yuyeHne HOpMATUBHOM TOKYMEHTALINH, B I1K-25
JIOKYMEHTHI, TOM YHUCJIC PYKOBOISIINAX ¥ METOAMICCKHUX
perynupymoiiue JIOKYMEHTOB YITOJIHOMOYEHHBIX
MIPUMCHCHUE (denepantbHBIX OPraHOB HCITOJIHUTEITHHON
POrpaMMHO- BJIACTH 10 3amurte uHpopmaruu. [Touck
anmapaTHbBIX CPEJCTB | MPOTPAMMHO-ANIAPATHBIX CPEJCTB 3aIIUTHI
3amuThl HHGOpManuK | UHGOPMAIIUHU, COOTBETCTBYIOIINX

TpeOOBAHUSAM PYKOBOJISAIINX JTOKYMEHTOB.

Hroro 4
Hroro 3a cemectp 18
Hroro 18

9. CamocrosiTejibHasi pabora

Bunasl camocTosTenbHOM paboThl, TPYA0EMKOCTh U (hOpMUpPYEMble KOMIIETEHIIUU TPEACTABICHBI B

Tabymue 9.1.
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Tabnuua 9.1 — Buasl caMoCTOsATENNbHOM PabOThI, TPYA0EMKOCTh U (POPMHUPYEMbIE KOMIIETECHIIHH

Bunel camocrostensHol | TpynoemkocTs, | @opmupyembie
HasBanus pasznenos A PyA ’ pMHDY @OpMBI KOHTPOJIA
paboThI q KOMIIETEHIINU
7 cemecTp
1 Teopernueckue IToxroroBska k 2 [IK-25, OK-5 |JlomamiHee 3amanue,
ACTICKTBI MPAKTUYCCKUM 3aHATHSIM, Omnpoc Ha 3aHATHSIX,
MIPUMEHEHUS ceMHHapam Tect, Dx3ameH
POrpaMMHO-
porp [IpopaboTka 4
anmapaTHbIX
JEKIIMOHHOT'O MaTepuaia
CPEICTB
obecrieyeuus Brinmonnenue JOMalIHUX 6
uHpOpPMAMOHHON | 3alaHUH
0e30MacHOCTH. Hrtoro 12
2 IIporpamMmHO- IToxroroBska k 6 [IK-25, TIK-10, |/lomamiHee 3a1anHue,
anmnaparHble IPAKTUYECKUM 3aHATHIM, I1K-26 3amuTa oT4era,
CpeacTBa ceMUHapaM Omnpoc Ha 3aHATHSIX,
obecrieueHus Otuer o
. |IIpopaboTka 8 .
nH(pOpMaITMOHHOM nabopaTopHOH
JIEKIIMOHHOTO MaTepuaia
0C30MMacCHOCTH. pabote, Tecr,
OdopmieHne 0T4eTOB MO 16 DK3aMeH
nabopaTopHBIM paboTam
Brimosienue joMamamnx 14
3aJJaHU
Hroro 44
3 HopmaTtuBHbIe [HoaroroBka k 2 I1K-25 JomaiHee 3ai1anue,
JIOKYMEHTHI, MPAKTUYECKUM 3aHSITHIM, Omnpoc Ha 3aHATHSIX,
PETYIHPYIOIIHe CeMHUHapaM Tect, Dx3ameH
MPUMEHEHU
PHMCHCHHE [TpopaboTka 2
IPOrPaMMHO-
JICKITMOHHOTO MaTepuaia
anmapaTHbIX
CPEJICTB 3alUTHI BrImonnenne joMamnrHux 10
uHpopMaLun 3a/laHumn
Hroro 14
Hroro 3a cemectp 70
[ToaroroBka u cnava 36 DK3aMeH
9K3aMeHa
8 cemectp
4 Pa3paboTka BelnonHeHue KypcoBoro 44 I1K-10, [IK-25, |3amuTa KypcoBBIX
IPOrpaMMHO- poeKTa / KypcoBO I1K-26, OK-5 |mpoekToB /
anmapaTHbIX paboThI KYPCOBBIX paboT,
TB Tect
cpeac Htoro 44 ce
obecrnieueHus
MH(pOpMaLOHHON
0e30MacHOCTH
Uroro 3a cemecTp 44
Hroro 150

10. Kypcogoii npoexT / KypcoBasi padora
TPYJIOGMKOCTB AYAUTOPHBIX 3aHATHN W q)OpMI/IpyeMI)Ie KOMIICTCHIIMM B paMKaX BBIIIOJIHCHUSA
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KypCOBOT'O IIPOEKTa / KypcoBoil paboThI npencTasiensl Tadiune 10.1.
Tabmma 10.1 — TpymoeMKoOCTh ayIUTOPHBIX 3aHATHA M (OpMUPYEeMble KOMIIETCHIIMM B paMKax
BBINOJIHEHUS] KYPCOBOTO ITPOEKTA / KypCOBOH pabOTHI

. TpynoeMkocth,| DopmMupyemMsie
HanMeHoBaHue ayTUTOPHBIX 3aHATUN pyA PMHPY
q KOMIIETEHIINH
8 cemectp
Pa3zpaboTka nporpaMMHO-anmapaTHbIX WIH MPOTPAMMHEBIX CPEICTB 28 ITK-10, TTK-25,
obecnieueHns MHOOPMAIIMOHHON OE30MaCHOCTH ITK-26, OK-5
Hroro 3a cemectp 28

10.1. Tembl KypcOBBIX IPOEKTOB / KYpPCOBBIX padoT

[TpumepHas TeMaTHKa KypCOBBIX IPOEKTOB / KypCOBBIX paboT:

—  IIpumepHbIe TEMBI KYpCOBBIX paboT:

—  JluckpeumonHas MOAETH IOCTyMA K (aiinam;

— MangatHoe ynpaBiieHHE JOCTYIIOM;

— IIpoBepka 1eOCTHOCTH (ailyioB;

— IIporpamma i ayTeHTH(QUKALMU C IIOMOLIbIO Usb-yCTpONCTBa;

— AyrenTudukanys ¢ ucroyib3oBanueM kitoda eToken;

— 3amnper 3amycka nporpamm uepes npuioxenue «Windows formsy;

— Pasrpanuyenue noctyna K npuHTEpam;

— Pasrpannuenue nocryna k ycrpoictBam. Diemi-HaKOMUTENH;

—  Peanuzanus acummerpuyHOro mudpoBaHus;

—  Peanmzanmst cummerpuaHOro mmdpoBanus;

—  Pacmmpenue 6a30Boii cucreMsl ayreHTHGHKaun Windows;

— IIporpamma ans yueta ycraHosieHHoro [10;

— IIporpamma ans yueta ycrtaHosieHHOro AQ;

— JlaGopatopnas paborta ‘“3ammuTa KOH(PHUISHIHMAIHHOH WHPOpPMALUN
“Kpunrton™”’;

—  KoudunenumansHas paboTa ¢ 3JIEKTPOHHOM MTOUYTO# ¢ ucmonb3oBanueM ruToken;

—  AHTUQUIIMHTOBBIN QUIBTP;

—  IIporpaMMHBIIl MEXCETEBOM DKpaH;

— IIporpammHOe cpeicTBO CO3/1aHUs ANEKTPOHHON MOJIUCH U HU(POBBIX CEPTUPUKATOB;

— PazpaboTka 3amuThl OT MPOrpaMM CIIEKEHUs 32 HAOOPOM Ha KilaBHaType.

¢ nomompio YK3JI

11. PeiiTunroBasi cucremMa /1Jisi OleHKH YCIeBAeMOCTH 00y4aK0 M XCH

11.1. BajbHbIe OLEHKH IS 3J1eMEHTOB KOHTPOJIS
Tabmuia 11.1 — banibHbIe OIEHKH 11 SJIEMEHTOB KOHTPOJIS

N N MaxkcuMabHBIN
. MaxkcuManbHBIN MaxkcumaabHbIR
DneMeHThI y4eOHOM OaJ 3a nepuos Bcero 3a
6amt Ha 1-yro KT ¢ | 0Gann 3a mepuon
JeSITeIbHOCTH mexnay 2KT u Ha cemMecTp
Hayana cemectpa | mexay 1KT u 2KT
KOHEI[ ceMecTpa
7 ceMmecTp
JlomamnnHee 3a/1aHue 10 5 5 20
3amuTa oTueTa 10 10 20
Koncmekr 5 5
CaMOIIOATOTOBKH
Ompoc Ha 3aHATHSIX 5 5
OtueT o mabopaTopHOH 10 10 20
pabote
11

CornacoeaHa Ha noptane N2 47351




Hroro makcumym 3a 10 30 30 70

nepuos

DK3aMeH 30

Hapacraromum urorom 10 40 70 100
8 cemecTp

3amuTa KypcoBBIX 20 80 100

MPOEKTOB / KyPCOBBIX

pabor

Hrtoro makcumymM 3a 20 80 100

nepuos

Hapacratomum nrorom 0 20 100 100

11.2. IlepecueT 0a/J10B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[lepecueT OaioB B OLIEHKH 32 KOHTPOJIbHBIE TOUKHU Ipe/icTaBjieH B Tadbuuue 11.2.
Tabnuma 11.2 — [lepecueT 0anioB B OLIEHKH 3a KOHTPOJIbHBIE TOUKU

baynel Ha 1aTy KOHTPOJIBHOM TOYKH Onenka

> 90% ot MakcuManbHOM cyMMbl 6ayutoB Ha naty KT 5

Ot 70% no 89% ot MakcumanbHOUM cymmbl 6ayioB Ha aaty KT

4
Ot 60% 10 69% OT MakcuManbHOM cyMMbI OayutoB Ha gaty KT 3
2

< 60% oT MakcuMasbHOM cyMMbI 6aytoB Ha naty KT

11.3. Ilepecuer cymMbl 02JUI0B B TPAAULUOHHYIO H MEKAYHAPOIHYIO OLIEHKY
[Tepecuer cymmbl OajIOB B TPAJAULIMOHHYIO U MEXAYHAPOIHYIO OLIEHKY IPEJCTaBIeH B TaliuLe
11.3.

Tabnuua 11.3 — IlepecueT cymmbl 0aIoB B TPAJUIIMOHHYIO M MEXIYHAPOJIHYIO OLIEHKY

Htorosas cymma 6aijios,

Onenka (I'OC) YYHUTBIBAET YCIEUIHO CTAHHBIN Onenka (ECTS)
9K3aMeH
5 (oTU4HO) (3a4TEHO) 90 - 100 A (oTIHYHO)
85 -89 B (o4enp xopoiio)
4 (xopo1o) (3a4TeHO) 75 -84 C (xopomo)
70-74
D (ynosnerBoputeabHO)
3 (yIOBIETBOPUTEIHHO) 65 - 69
(3a4TeHO) 60 - 64 E (mocpencTBeHHO)
2 (HEYAOBIICTBOPUTENLHO) (1 Huxe 60 Ganos F (HeynoBIeTBOPUTEIHHO)
3a4TEHO)

12. YueOHO-MeTOAMYECKOE M HH(POPMALMOHHOE o0ecneyeHne JUCIUIIMHBI

12.1. OcHoBHasi IMTEpPaTypa

1. TlporpammHo-anmaparHas 3auuTa nHpopManuu [DneKTpoHHBIN pecypc]: YdueOHoe mocodue /
I1.B. Xopes. - 2-¢ uza., ucrp. u jgoin. - M.: ®opym: HUI] UH®PA-M, 2015. - 352 c.: ur.; 60x90 1/16. -
(Beiciee  oOpaszoBanme).  (meperuier)  ISBN  978-5-00091-004-7 —  Pexum  jgocryma:
http://znanium.com/catalog/product/489084 (nara obpamenus: 12.06.2018).

2. AnmapaTHble W TpPOTrpaMMHBIE CpeJCTBa 3alUThl MH(oOpManuu [DNEeKTpOHHBIA pecypc]:
VYyeOnoe nocodue / ymkun A.B., Konbios A., KpaBuenko A. - Boponex:Hayunas kuura, 2016. - 232 c.
ISBN 978-5-4446-0746-6 — Pexum goctyna: http://znanium.com/catalog/product/923168 (mara
obpamenus: 12.06.2018).
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12.2. lonoiHUTEIbHAS JIUTEpPATYpa

1. 3amura wHbOpPMAIMU C HCMOIB30BAHUEM CMapT-KapT W AJIEKTPOHHBIX OpernokoB / JI. K.
ba6enko, C. C. Umykos, O. b. Makapesuu. - M. : "T'enmnoc APB", 2003. - 351[1] c. : w1, Tabmn., moptp. -
bubmuorp.: c. 348-349. (manuuue B 6udmorexke TYCYP - 29 5k3.)

2. IIporpamMHo-anmapaTHbIE CpeacTBa oOecrneyeHus HHGOPMAIMOHHONH 0e30MacHOCTH
yaebHoe nocobue: B 2 pasnemax / A. Il. 3aiieB; MuHucTtepcTBO 00pa3oBaHus W Hayku Poccuiickoi
@®enepauny, TOMCKUI TOCYIapCTBEHHBIM YHUBEPCHUTET CUCTEM YIPABICHUS U PaTUOICKTPOHUKH,
Kadenpa xommnexcHoil wuHpOpMALIMOHHONW O0€30MACHOCTH 3JIEKTPOHHO-BHIYUCIUTENIBHBIX CHUCTEM. -
Tomck : B-Cnektp, 2007 - . Paznen 1. - 2-e uzn., nepepad. u gomn. - Tomck : B-Crekrp, 2007. - 143[1] ¢
un. - b. u. (manuuue B 6ubnmmoreke TYCYP - 66 3k3.)

3. Iporpammuo-anmapaTHble CpeAcTBa oOecrieueHUs HH(POPMAIMOHHONW Oe30MacHOCTH
yaebHoe nmocooue: B 2 pazpenax / A. II. 3aiineB ; MuHuctepcTBo 00pa3oBaHus M Hayku Poccuiickoi
@enepauny, TOMCKUI TOCYIapCTBEHHBIM YHUBEPCHUTET CHUCTEM YIPABICHUS M PaJUOICKTPOHUKH,
Kadenpa xommnexcHoil wuHpOpMALIMOHHONW O0€30MACHOCTH 3JIEKTPOHHO-BHIYUCIUTENBHBIX CHCTEM. -
Tomck : B-Cnektp, 2007 - . Paznen 2. - 2-e usn., nepepad. u gom. - Tomck : B-Crektp, 2007. - 118[2] ¢
ui. - bubmuorp.: c. 37. - b. u. (manuune B oudamnorexke TYCVYP - 66 5k3.)

12.3. YueOHO-MeTOAMYECKHE MMOCOOU A

12.3.1. O6s13aTesibHBbIE Y4eOHO-METOAUYECKHE TOCOOUSA

1. Meroanyeckne yKa3zaHUS K MPAKTHYCCKHUM 3aHATHAM 10 jauciuminae "TIporpamMmmHo-
anmapaTHbIC CpEJCTBA 00CCTICUCHHS I/IH(1)OpMaI_II/IOHHOI71 oe3onacHoctr" / Paxmanenko M.A. - 2017. - 10 c.
[D5eKTpOHHBII pecypc]: Pexum JIOCTYyTIA:
http://kibevs.tusur.ru/sites/default/files/upload/work _progs/gla/pasmb pract.pdf  (mata  oOpameHus:
12.06.2018).

2. JlaGopaTopHblii MpakTHKyM 10 jauciumuimae  “TIporpammHo-ammapatHeie  CpeacTBa
obecnieuenuss mHpopMarmonHoi OezonacHoctu” / Paxmanenko M.A. - 2016. - 37 c. [DneKTpOHHBIH
pecypcl: — Pexum JOCTyTa:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/pasoib_lab.pdf (mata oOpareHus:
12.06.2018).

3. Meroaunueckue yka3aHusl ISl BBITOJHEHUS CAMOCTOSTEIBHON U MHIMBHYaIbHON pabOTHI 110
mucuuiuinHe "TIporpaMMHO-anmapatHeie CpeiacTBa oOecriedeHuss WHGOPMAIMOHHON Oe3onmacHocTH" /
Paxmanenxko MW.A. - 2017. - 6 c. [DnekrpoHHbli pecypc]: — Pexum  jgocryma:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/pasoib_sam.pdf  (marta oOparteHus:
12.06.2018).

4. MeToauuecKkue yKasaHHWs JJI  BBIIOJHEHHS KYpPCOBOM  Pa0OThI MO  JUCIHUILTHHE
"[IporpamMMHO-anmapaTHble cpeicTBa obecrieueHuss MHPOpMaMOHHOM Oe3omacHocTu" / PaxmaHeHKo
HN.A. - 2017. - 5 c. [DneKTpOHHBII pecypc]: — Pexum JI0CTyTIA:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/pasoib course.pdf (mara  oOparmienus:
12.06.2018).

12.3.2. YuyeOHO-MeTOAMYeCKHE IIOCOOMS 1JIs1 JIMI € OTPAHMYEHHBIMH BO3MOKHOCTSIMHM 3/10POBbS M
WHBAJIU/10B

VY4eOHO-MeToInYecKHe MaTepHuaibl UIsl CAMOCTOATENBHOM U ayIUTOPHON paboThl 00ydYarOINXCs
W3 YHCIIA JIUI C OTPAaHMYEHHBIMI BO3MOXKHOCTSIMH 3/IOPOBBSI M1 MHBAINIIOB TPEAOCTABIAIOTCS B (hopMax,
alalTUPOBAHHBIX K OTPAaHUUYEHHSIM UX 3JI0POBbsI U BOCIIPUATHUS HH(DOPMAITUH.

JIJ1s1 IM1 ¢ HAPYLIEHUSIMH 3PeHUs:

- B (hopMe INIEKTPOHHOTO JJOKYMEHTA;

- B IIeYaTHOH (opMe yBETUUEHHBIM MIPU(TOM.

JI1s1 1M1 ¢ HApYLIEHUsSIMM CJIyXa:

- B (hopMe AIEKTPOHHOTO JJOKYMEHTA;

- B MIEYaTHOH (opme.

JI1s1 JIML ¢ HApYLIeHUsIMM ONIOPHO-ABUTaTeIbHOI0 annapara:

- B (hopMe AIEKTPOHHOTO JOKYMEHTA;

— B IeYaTHOM opme.
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12.4. IIpo¢eccuonanbHble 0a3bl JAHHBIX U HH(POPMAINMOHHBIE CIIPABOYHBIE CHCTEMbI

1. TocymapcTBeHHBIi peecTp CEepPTHPUIMPOBAHHBIX CPEACTB  3alIUThl  HWH(OpPMAIHH:
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-
sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-
01bi00

2. @enepanpHas cayk0a 0 TEXHUYECKOMY M SKCITOPTHOMY KOHTpoJIto https://fstec.ru/

3. HWudopmanmonssie, CIIPaBOYHbIE u HOpMaTHUBHbIE 6a3b1 JTAHHBIX
https://lib.tusur.ru/ru/resursy/bazy-dannyh

13. MaTepuajibHO-TeXHHYECKOe o0ecneyeHne JUCHUILIMHBI U TpedyeMoe NporpaMMHoe
ol0ecreuenue

13.1. O6mue TpeGoBaHus K MaTepPHATbHO-TEXHUYECKOMY M IPOrPAMMHOMY 00ecrie4eHHI0
AUCHUIINHBI

13.1.1. MaTepuajibHO-TeXHHMYECKOE U POrPaMMHOe o0ecredeHue JJIsl JJEeKIIMOHHBIX 3aHATH I
Jlns mpoBeneHus 3aHATUN JICKIIMOHHOTO THIA, TPYIIOBBIX M MHIAWBUAYAJIbHBIX KOHCYJIbTAIUH,
TEKYIIETO KOHTPOJIS U MPOMEKYTOUHON aTTeCTAIlMU UCIOIb3YeTCs yueOHast ayUTOPHUs C KOJTHMYECTBOM
MOCAIOUYHBIX MeCcT He MeHee 22-24, o0OopymoBaHHas JIOCKOM M CTaHAAPTHOW Y4eOHOW Mebenblo.
Hmerorcss AeMOHCTpallMOHHOE OOOpYIOBAaHWUE H  y4eOHO-HATIISATHBIC TOCOOWS, O00eCIeYHBAIOIIHE
TEeMAaTHYECKHUE WILTIOCTPAIIAH T10 JICKITMOHHBIM pa3jieiaM JUCIUILUTHHBIL.

13.1.2. MaTepua/ibHO-TeXHHYECKOE U POrpaMMHOe o0ecriedeHue il MPAKTHYECKUX 3aHATHIH
Aynuropus MOJEIHUPOBAHMS, NPOEKTUPOBAHUSA M  JKCIUTyaTallMk HWHGOPMAIMOHHBIX H
AQHATUTUICCKUX CUCTEM
yueOHasi ayAuTOpus AJS MPOBENCHUs 3aHATHI MPAaKTHYECKOro TUIA, yuyeOHas ayIuTopus s
MIPOBEJICHUS 3aHATUH JIAOOPATOPHOTO TUTIA
634045, Tomckas obnacts, r. Tomck, yi. Kpacnoapmeiickas, a. 146, 407 ayn.
Onucanue uMeromerocss 000py10BaHus:
Mono6mnok Asus V222GAK-BA021D: IntelJ5005/ DDR44G / 500Gb/ WiFi / mbliib/ ki1aBuatypa
(10mT.);
I10:
Microsoft Windows 10.
- KommnekT cnenuanuzupoBanHoi yueOHo# Mmeben;
- PaGouee mecto npenopasaress.
[TporpamMmmHoe obecrieueHue:
Kaspersky endpoint security
Microsoft Windows 7 Pro
VirtualBox
— Visual Studio

13.1.3. MaTepuajibHO-TeXHHYECKOEe H TPOrPaMMHOe o0ecriedeHue JIsl J1aGopaTOpHBIX padoT
JlaGopaTopust mporpaMMHO-amTapaTHRIX CPEICTB oOecriedeHust HH(HOPMAITMOHHONW 0€301TaCHOCTH
yueOHasi ayIuTOpHs A MPOBEACHUS 3aHATHI MPAKTUYECKOTO THIA, yyeOHas ayIuTOpHs AJs
MIPOBE/ICHUS 3aHATHI JTA0OPATOPHOTO THIIA

634045, Tomckas obnacts, T. ToMck, yin. Kpacnoapmeiickas, a. 146, 405 ayn.

Omnucanue UMEIOIIErocs 000PYIOBaHUS:

- Mono6nok: Asus V222GAK-BAO021D: Intel J5005/ DDR4 4G/ 500Gb/ WiFi / wmplms/
kiauarypa (30mr.);

- Kommnsrorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ Xecrtkuit nuck 500G/ wmblib/
KJIaBUATypa/ MOHUTOP;

- AnmmapaTHble cpeJCcTBa ayTeHTHpHUKaMK nojb3osarens «eToken Proy;

- IIporpammuo-annapatHbliii komruieke 3amuThl nHpopmanuu: ITAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW 1000 4.x, [TAK Akkop;

CreHapl U1 U3ydeHHsI TPOBOIHBIX M OECIIPOBOIHBIX KOMITHIOTEPHBIX CETEH, BKITIOYAOIIIUE:
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- aDOHEHCKHE yCTpoiicTBa: KoMIbIOTepsl SuperMicro;

- kommyTatopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupytusaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- CpelicTBa aHaJIM3a CEeTeBOro TpaduKa U yriiyOJIeHHON MPOBEPKH CETEBbIX MAKETOB: aHAU3ATOP
tpaduxa Wireshark, muctpubyrus Kali Linux;

- mexxcereBbie okpanbl. UKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, M3 B coctraBe mapuipyruzaropa Check Point CPAP-SG1200R-NGFW,

- CHCTeMbI OOHAPYKEHUS KOMIIBIOTEPHBIX aTtak: Snort, Suricata, COB B coctaBe mapiipyTtuzaTopa
Check Point CPAP-SG1200R-NGFW;

- touku gocryma: D-link dwl3600ap;

- CUCTEMBI 3alIUTHI OT yTeuKu AaHHbIX: KouTyp nnpopmannonnoit 6ezonmacHoctu Searchlnform;

- CpeAcTBa MOHUTOPUHIA COCTOSIHMSI aBTOMATHU3MPOBAHHBIX CHCTEM: CHCT€Ma MOHUTOpPHHTA
Zabbix;

- CpelICTBa CKaHUPOBAHUS 3aAIIUIIEHHOCTH KOMITBIOTEPHBIX ceTel: ckaHep Oe3omacHocTu Xspider
Education, cucrema ananu3a 3amuineHHocTH cetu MaxPatrol Education.

YcTpoiicTBa uTeHUsT cMapT-KapT U paJMOMETOK: Ajantep KOMIBIOTEPHBIN Ui CUYUTBIBAHUS U
nepenayn B [IK cepuitHpix HOMEpOB OECKOHTaKTHBIX UAEeHTHHKaTOpoB IronLogic Z-2 USB,;

- KomrmekT cnenuanuzupoBaHHoi yueOHol Mebeny;

- PaGouee mecTo mpemnomaBates.

[TporpammHoe obecrieueHue:

— Cucrema MonuTOpHHTa Zabbix

— Kaspersky endpoint security

— Microsoft Windows 10

— VirtualBox

— Visual Studio

— Amnanuzarop Tpaduka Wireshark

— AmnmnapaTHO-IpOTpaMMHBIE CPEJICTBAa YIpPABIEHUS JOCTYIIOM K JaHHBIM, IIH(pOBaHUS:
DallasLock

— AmnmapaTtHO-IpOrpaMMHBIE CPEJICTBA YIPABJICHUS JOCTYIOM K JaHHBIM, IIH(POBaHUS:
Kpunrollpo CSP

— AnmapaTHo-IporpaMMHBIE CpPEICTBa YIpPaBIEHHUsS IOCTYNOM K JaHHBIM, mudposanus: I10
ViPNet Administrator 4.x, IIO ViPNet Coordinator for Windows 4.x, IIO ViPNet Coordinator for Linux
4.x, ITO ViPNet Client for Windows 4.x, I[10 ViPNet Crypto Service 4.x

— Jucrpubytus Kali Linux

— Kpunrorpaduueckoe cpeacrso 3aumutsl nHGopMmaruu Kpunrollpo CSP

— Mexceresoii skpan Positive Technologies Application Firewall Education

— Cucrema 3auThl OT yTeuku JaHHbIX: KoHTyp nHpopManmonHoi 6e3onacHoctu SearchInform

— Cucrema oOHapyXeHMsI BTOpKeHUH Snort

— Cucrema oOHapyXeHMs BTOp>KEHUH Suricata

— CpencTBo ckaHMPOBAHUS 3AILUIIIEHHOCTH KOMITBIOTEpHBIX ceTeil: MaxPatrol Education

— CpencTBo ckaHMPOBAHUS 3AIUIIIEHHOCTH KOMITbIOTEpHBIX cereil: XSpider Education

13.1.4. MaTepuajibHO-TeXHUYECKOE U POrpaMMHoOe o0ecnevyeHue 1JIs1 CAMOCTOSITeIbHOI PadoThl
s camocToATenbHOW pabOThl MCMONB3YIOTCS y4eOHbIE ayTUTOPUHU (KOMIBIOTEPHBIE KJIAcchl),
PaCIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obsacth, T. ToMck, Jlennna npocmexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, r. Tomck, yi. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckas obnactb, T. ToMck, Bepmmauna ynwuia, 1. 47, 126 ayn.;
- 634034, Tomckas obnacts, T. ToMck, Bepmmnauna ynuna, 1. 74, 207 aya.

CoctaB 000py10BaHUS:

- yueOHast mebernb;
- komnbroTepsl kinacca He Hike [IDBM INTEL Celeron D336 2.81'Tw. - 5 mit.;

CornacoBaHa Ha noptane Ne 47351 15



- KOMIIBIOTCPLI MOAKIIOYCHBI K CCTU ((HHTCpHeT)) u O6€CH€‘-II/IBaIOT AOCTYII B DJJICKTPOHHYIO
nH(pOpPMaMOHHO-00pa30BaTEIBHYIO CPElY YHUBEPCUTETA.

[Tepedens mporpaMMHOTO OOECTICYCHHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TEXHHYECKO€E O0ecrieyeHne M CUUILTUHBI JIS JTUI ¢ OTPAaHUYeHHbIMH
BO3MOSKHOCTSIMH 3/10POBbSI U HHBAJINI0B

OcBoeHUE TUCLHUIUIMHBI JIMIIAMH C OTPAaHUYCHHBIMU BO3MOXKHOCTSMH 37J0POBbSI U WHBAIUIAMU
OCYIIECTBJISIETCS C UCIIOJIB30BAHUEM CPEACTB OOYUYCHHS OOIIEro 1 CrenuaJbHOTO Ha3HAUCHHUS.

[Ipu 3aHATHSAX € OOYYalOIMMHUCS € HAPYWIEHUSIMM CJyXa MPEIyCMOTPEHO HCIOJIb30BAHUE
3BYKOYCHJIMBAIOILICH amnmaparypbl, MYJbTUMEIUUHBIX CPEICTB W JAPYTHMX TEXHUYECKUX CPEACTB
npuema/mepeaadn yaeOHoW WHGOpPMAIMU B JOCTYIHBIX (OpMax, MOOWJIBHOH CHCTEMBI TPEIO aBaHUS
U O0yYarolUXCcs C WHBAIMIHOCTHIO, TOPTATUBHOW MHIYKIIMOHHON CHUCTEMBbl. YueOHas ayauTopus, B
KOTOPOW 3aHHMMAIOTCSl OOyYaromuecs C HapyIIeHHEM CiyXa, 000pyI0oBaHa KOMITBIOTEPHOW TEXHUKOM,
ayJIMOTEXHUKOM, BUJEOTEXHUKOM, 3JIEKTPOHHOU JOCKOM, MYJIbTUMEIUNHON CUCTEMOII.

[Ipu 3aHATHSAX C 00YYAIONIUMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMU TIPETYCMOTPEHO UCIIOIH30BaHUE B
JEKUUOHHBIX U Y4YEOHBIX ayJUTOPHUSAX BO3MOXKHOCTH IPOCMOTpa YAAJIEHHBIX OOBEKTOB (Hampumep,
TeKCTa Ha JOCKE WIHM Cllalij]a Ha SKpaHe) MPU IOMOIIM BHICOYBEIUYHUTEICH IT KOMGPOPTHOTO
MPOCMOTpa.

[Ipu 3ansATHAX ¢ OOydYalOIUMHCS € HAPYUWIEHUSMH ONOPHO-JABUIaTEeJbHOI0 amnmnapara
UCIIONIb3YIOTCSl alIbTePHATUBHBIE YCTPONCTBA BBOJAa MHGOpPMAIMU MU APyrue TEXHUYECKUE CpEICTBa
npuemMa/mepenayn yaeOHoi mHGOpManuu B JOCTYHNHBIX (popMax, MOOMIIBHOW CHUCTEMBI OOydYeHUS IS
JIFOJIEN ¢ HHBAJIMIHOCTHIO.

14. OneHo4HbIe MaTepHaJIbl U METOAUYECCKUE PEKOMCHAAIIUH 110 OPraHu3allui U3Yy4YCHUS
AUCHHUIIIMHBI

14.1. ConepxxaHue OLIEHOYHbIX MATEPHATIOB U MeTOANYECKHE PEKOMEHAAMHU
I[J'ISI OIICHKHN CTCIICHU C(i)OpMPIpOBaHHOCTI/I n ypOBH?I OCBOCHUIA BaerHJ'IeHHI)IX 3a I[I/ICIII/IHJ'II/IHOI\/JI
KOMITIETEHIINI UCTOJIb3YIOTCS OLIEHOYHBIE MATEpUalbl B COCTaBE:

14.1.1. TecToBbIe 3a1aHUA

1. Yoepure numnee. [IpumeHenune anmapaTHeIXx Moxaynieil 6ezomacHoctd (HSM) Bo3MOxkHO B
TakuX 00JacTsX, KaK:

a) PKI, nentp cepruduxanmu

b) bankoBckue onepamuu

¢) DKCOPT KpUNTOrpadhuuecKux KIH0UeH

d) Ycranosnenue SSL coequHeHui

2. Kakas u3 ¢pyHKIMI HE OTHOCUTCS K anmapaTHbIM MoayJisiM 6e3onacHocTi (HSM):

a) be3onacHas renepanus kinoueit muppoBaHus

b) be3zomnacHoe XxpaHeHue 1 ypaBJICHUE KITFOYaMHU

¢) Pabora ¢ snmnTuyeckuMu KpUBBIMH

d) ludposanue u pacumppoBbiBaHuEe KOHPUACHINATHON HHOpMALIUU

3. BeiGepure BepHblif Bapuant otBeta. Kmtoun mmudposanus kimoueit (KK), ncnons3yemsie s
MEPECHUIKH KITI0UeN MEXy IByMS y3JIaMU CETH, Ha3bIBAIOTCA:

a) Kimouamu s mudposanust MK (Mactep-kiroua)

b) Paboune mmm ceancossie KK

¢) Kittouamu oomMena mexy y3namu cetH (cross-domain keys)

d) Kimroguamu ayreHTH(GUKAIIT COOOIICHUIA

4. K ocobenHocTsiM nmporpamMmmHo-anmnaparioro komiuiekca MKTrusT He oTHOCHTCS:

a) [lo3BomnsieT paboTaTh B OTHOM M3 JBYX PEKHMMOB — 3allUIIeHHOM (Hampumep, padora ¢ IO
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WIA HMHBIMH KPUTUYHBIMM K 3allMIICHHOCTH CEpBHCAMHM) M HE3AIIMIIEHHOM, Oe3 OrpaHHYCHHS
BO3MOYKHOCTEN

b) 3amumennas OC — Linux codctBenHol cOopku, HesaumuienHas OC — Android

c¢) B cranpmapraoii xomnektanuum MKTrusT mpucyrcrByer IP-tenedon, moctpoeHHBIM Ha
«rapBapJICKOI» apXUTEKType

d) MKTrusT Tpebyet a1t paboThl TOJIBKO TEJIEBU30p (MOHUTOP MK IpoekTop) yepe3 HDMI mopr,
nutanue ot USB nopra (He menee 1 Amniep), cetb — WiFi

5. Bribepute BepHbIi BapuaHT oTBeTa. Kak ocyiecTBisieTcs BBIOOp OJHOTO U3 ABYX PEKHUMOB Ha
BBIOOp — 3aIIMIIEHHOTO WM OOBIYHOTO — B ITporpaMMHo-anmnapaTHoM komriekce MKTrusT:

a) Mcnonb3yercs BEIOOpP pekrMa B MpoLiecce 3arpy3Kkd KOMITbIOTepa

b) Hcnonb3yercss AONMOTHHUTEIBHOE YCTPOMCTBO, COJAEpIKaIlee OINEPALMOHHYIO CHUCTEMY JUIS
COOTBETCTBYMOIIETO pexkuma padotel MK TrusT

¢) Ucnonb3yercst Gpu3nuecKuil epeKII09aTeb

d) Ucnonwiyercs cneunansHoe [10, peanusyromiee moiodue «BUPTYyaTbHON MAITUHBD)

6. BcraBbTe mpomnymieHHOE BBIpaKEHHE. ... — MEPHOA paboThl KOMIIBIOTEPA, B paMKaX KOTOPOTO
oOecnieunBaercs jgoBepeHHass 3arpy3ka OC, opraHusyercs 3allMOIEHHOE CETeBOE COCAMHEHHE U
MOJIJIEPKUBAIOTCS TOCTATOUHBIE ycioBust st pabotrer CK3U:

a) Mudopmannonno-nouckonas cucrema (UI1C)

b) bezonacusrii pexxum (bP)

c¢) Josepennsiii ceanc cBsizu (IACC)

d) ABTomMaTu3upoBaHHBI pabounii pexxum (APP)

7. UTO HE OTHOCUTCS K CIIOXKHOCTSIM oOecredeHusi 0e30MacHOCTH YIAIEHHOTO JOCTyMa K
nH()OPMAIMOHHBIM pecypcam?

a) CHOXHOCTh KOHTPOJsS BbIONHEHUS TpeboBanuii mnonutukd Wb Ha ypanéuueix APM
II0JIb30BaTENEeH

b) HeoOxomumocts wucnonb3oBanus cepruduuupoBanusix OC, C3M HCJ u CK3U npna
mmdpoBanuem u padotsl ¢ DL

¢) HeoOxomumocTh poBeieHHs aTTECTAllMOHHBIX, a/IallTAlMOHHBIX U WHCIEKIIMOHHBIX JAeHCTBUN
JUISL OTMyCKa nojbp3oBareneid k APM

d) Orpannuenue pynkunonana ceprupunupoanubix OC u npukiagsoro 10 (B T.4. CI0XKHOCTH
MpoIIeIyPhl OOHOBIICHUIA )

8. Kakue u3 ¢pynkumii He oTHOCATCS K Bo3MokHOCTIM KC3U «ITanmps-K»

a) Unentudukanus u ayrentudukanus: Console, flash, eToken USB, ...

b) Pasrpannuenue u ayaut AeWCTBUI MOJIb30BaTeNeH U MPUIIOKEHUH, KOHTPOJIb LIETTOCTHOCTH

c) BpemenHoe rapaHTHpOBaHHOE YyAajdeHHE HH(OPMAIMK C BO3MOXXHOCTHIO BOCCTAHOBJIICHHS
yepe3 BCTPOEHHbIE MEXaHU3MbI

d) Hludporanue: 3DES, AES, DES, TOCT 28147-89

9. UTo He OTHOCUTCSI K OCHOBHBIM NpPHHIMIIAM pa3rpaHUuYEHUs J0cTyna K (aiaoBoil cucteme B
KC3U «Ilanmups-K»?

a) CymecTByer ABe NOJUTUKM KOHTPOJS JOCTyMa K pecypcaM — paspeliuTenbHas |
3arpeTuTeNbHAsS

b) IlpaBa noctyma Ha3zHadaroTCs CcyObEKTaM, a HE NPUCBAUBAIOTCA OOBEKTaM B KauyeCTBE WX
aTpuOyTOB

¢) AIMHUHHMCTPATOp UMEET TaKHe e MpaBa Ha Ha3HaueHHe (M3MEHEHHE) IpaBa JoCTyna CyObeKTa
K 00beKTY, Kak u “Bnanenen”

d) s moboro cyObeKkTa 0CTyNna MOXKET OBbITh peajn30oBaHa COOCTBEHHAs pa3rpaHUYUTENIbHAs
TTOJTUTHKA

10. BeiGepute BepHbIii BapuanT oTBera. K MexaHuzmam KoHTpods uenoctHoctn KC3U
«[Tanunps-K» oTHOCHTCS:

a) KoHTposnb 11eocTHOCTH KaTanoroB U (ailioB JaHHBIX (CHHXPOHHBIN U aCHHXPOHHBIH)

b) KoHTpoJb 11€10CTHOCTH UCTIONHAEMBIX (haltIoB (IIporpamMm mnepes 3aycKoM)

¢) Bce nepeuncnennoe

d) Kortpons nenoctHoctu aitio KC3U

11. Kakoe yTBepxk/ieHHEe HE OTHOCUTCA K OJJHOMY U3 BapuaHTOB 00Xoja cuctemsl 3amuThl 110 ¢
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ITOMOUIBIO KITFOYEH 3aILUTHI 3JI0yMbIIIIJICHHUKOM:

a) IlepexmaT, MpOTOKOJMPOBAaHWE WM aHAJIU3 OOpAIICHWH K KIIOYY 3alIUTHl C IOCICTYIOIICH
SMYJISILUEN OTBETOB

b) BHecenue n3meHeHui B IporpaMMHBII MOJTYJIb (B3JI0M)

¢) Cozanue BpeJOHOCHOM MPOrpaMMbl, BPEMEHHO OJIOKHUPYIOIIEH 3aIIPOCHI K KITIOUY 3alUThI

d) DmynupoBaHMe HAIWYHUsS KJIOYa IMyTEeM IepexBaTa BbI30BOB OmOmmoreku API mist oOmeHa ¢
KIIFOUOM

12. Kakue yrBepxkacHus He oTHOcsATCs K 3amuTe [10 ¢ momomsio API dyHkIuit kirodeit 3anuTsi?

a) CamocrostenpHas pa3padoTka 3amutsl [10

b) HnterpupoBaHue CaMOCTOSTENBHO Pa3pabOTaHHON CHCTEMbl 3alUTHl B TMPUIIOKEHUE Ha
YPOBHE UCXOAHOI'O KOJa

¢) OrcyrcTBHE HEOOXOAMMOCTH M3YYEHHUS U MOAM(PHUKAIUU HUCIOIHAEMOT0 KOJa 3alllUIIeHHOTO
MPUIIOKEHHUS 151 00X0/1a 3aIIUTHI

d) CnoxxHOCTh B HEHTpaIM3alMK 3alIUThHI BCIEACTBUE €€ YHUKAIBHOCTH U «Pa3MBITOCTU» B TEJe
MpOrpaMMbI

13. K srany uHMIIMaIU3auy IporpaMMHO-anapaTHoro komruiekca «Co0oib» He OTHOCUTCS:

a) YcTaHOBKA IUIaThl KOMILIEKCA

b) Hactpoiika o0mumx nmapameTpon

¢) Hactpoiika mapamMeTpoB MOAKIIOYEHUS K CETU

d) HacTpoiika KOHTpOJIS IETOCTHOCTH

14. K nmepeBoay mporpamMMHO-anmnapaTHOro komiuiekca «Co0oiab» B PeXHUM 3KCIUIyaTallud He
OTHOCHTCSI ICHCTBUE:

a) M3Bnekute miary komiuiekca "Cob6oup" u3 pazbema tmtbsl PCI-E/PCI

b) Vcranosure miary komiiekca "Co6osb" B pazbem cucremuoit mmusl PCI-E/PCI

¢) Berramure kabens u3 nopra «Hactpoiika» 1 IepeKIIounTe €ro B TOPT «DKCILTyaTaI s

d) I[MToxkmrounTe K 1iaTe cYMThIBaTENb iButton

15. BriOepute BepHBI BapuHaHT OTBETAa. BBICTaBbTE B NMPABWIBHOM IOPAIKE CHCTBUS IPH
YCTaHOBKE IMPOrpaMMHO-aNmapaTHOro Kkomiiekca «Akkopa». 1. IlogcoeanHeHne KOHTaKTHOTO
ycTpoiicTBa (cheMHUKa WHpOpMaIum). 2. YcTaHOBKA IIAaThl KOHTpoJuiepa B cBoOoaHEIH ciioT [I9BM. 3.
Peructpamuss ammunuctpatopa bU, HacTpoiika komiiekca B COOTBETCTBUHM C KOH(UTypamuein
TexHuueckux cpeacts IIOBM. 4. Hasnmauenume cnmcka 1uckoB, (HaiiyioB, paszesioB peecTpa,
KOHTPOJIMPYEMBIX Ha LEJIOCTHOCTb. 5. Perucrtpanus mnonb3oBaTeneil, Ha3HAYCHHE I10Jb30BaTENIAM
MIEPCOHANBHBIX UIEHTU(PUKATOPOB, MapoJiell U BpeMEHH J10CTyIa

a)2,1,34,5

b)1,2,3,54

€)21,35,4

d)1,2,54,3

16. Kakoe 13 mepednciaeHHbIX MPOTrpaMMHO-aNMapaTHBIX CPEACTB HE MCTOIB3YIOT ISl XPaHEHUS
KpUNTorpapuueckux Kirodeun?

a) eToken

b) Cmapr-kapThI

c) iButton

d) Anmapatssriit Mmonynb 6e3omacHoctu (HSM)

17. Kakoe wu3 BBICKAa3bIBAHMW HE OTHOCHUTCA K IPEUMYILECTBaM annapaTHOrO TIe€HepaTropa
CIIy4alHBIX YUCEN:

a) 3amac yucen He OrPaHUYEH

b) Huskue BeuucIuTEIbHBIE 3aTPATHI

¢) Mcnonp3yercs cnenuaibHOE YCTPOMCTBO

d) He 3anumaercst MecTo B maMsTH

18. Kakoe U3 neicTBUI HE OTHOCUTCS K OPraHMU3allMM 3aMKHYTOM nporpamMMHoi cpeasl B KC3U
«[Tanunpb-K»:

a) 3ajaHMe CNHCKa pa3pelIeHHBIX MPOIECCOB (CHUCTEMHBIX M MPUKIAJHBIX) C BO3MOXKHOCTBIO
3aIrycKa TOJIbKO T€X MPOIECCOB, KOTOPbIE OTHECEHBI K pa3peIIeHHbIM

b) 3amanme mnamok, OTKyJa pa3pemiaeTcs 3amyckaTb NpPOrpaMMBbl (C 3alpeToM 3alucu |
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MoauduKaIy B HUX (aiiyioB)

¢) 3ajaHue CHEelMaTbHOrO OOIIEro MOJb30BaTENsl, OT YbhEro JUIAa COBEPIIAETCS YCTAaHOBKA U
3aITyCK mporpaMmm

d) lonomHUTETBHBIN aHATA3 COAEPKUMOTO (aitioB (IMTOMCK MPU3HAKOB UCTIOHIEMOTo (aiina)

19. Ilpu B3nOME mHpOTrpamMM, 3aLIUIIECHHBIX C IOMOIIBIO AamMapaTHBIX KIIOYEH 3alluThl HE
UCIOJIb3YETCS CIEAYIOIUN METO/:

a) Ornanka

b) JlnuzaccemOupoBaHus

¢) dusepcudukarus

d) Jamm oniepaTUBHOM MaMsITH

20. YTo HE BXOJUT B KOMILJIEKTAL[MIO IPOrPaMMHO-aIIIapaTHOr0 KoMIuiekca «Akkopa-AM/I3»?

a) KonTpomnep

b) CreMHHK HH(OPMAIMH C KOHTAaKTHBIM YCTPOMCTBOM

¢) CekpeTHBIH JIOTUH U TIapOJIb, HEOOXOAUMBIN I epBOHAYaIbHOTO 3amycka AM/[3

d) IlepconanbHbIi HACHTUDUKATOP MOJIB30BATEISA

14.1.2. Dx3aMeHaIIMOHHBbIE BONIPOCHI

1. Meroabl obecrieueHuss MHPOPMALMOHHONW O€30MaCHOCTH AaBTOMATU3UPOBAHHBIX CUCTEM
(OCHOBHBIE IOHSITHUSL, YTPO3bI).

2. Meroabl obecrieueHuss UHPOPMALMOHHOW 0€30MacCHOCTH AaBTOMATU3UPOBAHHBIX CUCTEM
(MeTobI B3JIOMA, 3aIUTa OT B3JIOMA).

3. Meronsl obecneyeHuss HMH(DOPMAIMOHHONW O€30MaCHOCTH AaBTOMATU3UPOBAHHBIX CUCTEM
(3ammra OT MPOrpaMMHBIX 3aKJIAJ0K).

4. TToantuka 0e3onacHoctd. Monens KC.

5. 3amKHYyTas IporpaMMHasi cpea.

6. @opMupoOBaHUE U NOAJEPKKA H30JUPOBAHHON TPOIrPaMMHOM Cpeabl.

7. Peanuzanus UIIC c ucnionb3zoBanrem Mexanusma paciupenus BIOS

8. UEFL. Ilpunuumnsl paboTsl

9. IlepconanbHoe cpeacTBo ayreHTuukanuu eToken

10. eToken API

11. bezonacunoe B3aumoaeiicteue B KC. IIpouenypsl uieHTuUKAINN U ayTEHTU(PUKALIUY.

12. Ayrentuduxanums 1o 3arpy3ku OC

13. Kontposs u ynpasienue aoctynom. /lucnetuep nocryna.

14. Haznauenue, pynkuuu, npuHiun padotsl [IAK «Akkopm».

15. Hasnauenue, pynkuuu, npuHuun padots! [TAK «Co0oinby.

16. I[lepconanbHble uaeHTU(DUKATOPBI. Buibl, Ha3HaueHUEe, (YHKINH.

17. Ha3znauenue, GyHKIIMH, IPUHIMI pabOThI KItoUel 3amuThl. I3BeCTHBIE MOJEINH.

18. Bunpb! 3auuthl [1O ¢ moMoIbIo 31€KTPOHHBIX KiIH0Ye. MeTobl B3oMa.

19. KC3U Ilanuups-K. CepBepHast U KIMEHTCKHE YacTH, WACHTU(PUKAIMSA U ayTeHTU(UKALUS
I0JIb30BaTENICH

20. KC3U Iaunmups-K. KoHTposb 1 pazrpanudeHue 10CTyma

21. KC3U IManuups-K. AynuT 1 10NIOJHUTENIBHBIE BO3MOXHOCTH

22. YnpaBieHue KpUnrorpapuueckuMH KIIrouaMu

23. KoHuenuus nepapxuu KJIro4dei, TeHepanyst KIIoJuen.

24. Annapatasie Monynu 6e3omacuocta (HSM)

25. KoHuenuus noBepeHHbIX ceancoB cBsi3u.. Kommnexke « MAPI !y, «M!&M».

26. 3amuienHusie MukpokommnbioTepbl «MKTy». Haznauenue, pyHkmm.

27. 3amumennslie Hocutenn «CEKPET». Bunpl, Ha3HaueHue, QyHKIUH.

14.1.3. TeMbI ONIPOCOB Ha 3aHATHAX
Yrpo3bl 0e301MacCHOCTH KOMIIBIOTEPHBIX CUCTEM
[TpoTuBOAECicTBHE Yyrpo3aM 6€30MaCHOCTH
3anmTa KOMIOBIOTEPHON CUCTEMBI OT B3JIOMA
Mopnens KC
Meron reHepanMM W30JMPOBAHHOW NPOrPAMMHOM Cpeabl NMPHU NPOECKTUPOBAHMM MEXaHU3MOB
rapaHTHPOBAHHOIO TOJIEP>KAHUSI TOJTUTUKH O€30M1aCHOCTH
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Peanuzanus MexaHM3MOB 0€30IaCHOCTH Ha allapaTHOM YpoBHE be3omacHOCTh KOMIIBIOTEPHOM
CEeTH

3amuTa OT aHAJIN3aTOPOB IPOTOKOJIOB

TexHomorus 3auTh HHGOPMAIMKM HA OCHOBE CMapT-KapT

CocraB komIuiekca «AKKOpI»

[Tpunun paboThl KOMILIEKCA «AKKOPI»

Mexanu3M 3aMKHYTOH IporpaMMHOi cpenbl Secret Net

14.1.4. TeMbl JOMALIHUX 3aJaAHUI
Apxutekrypa [TAK “Co6oip”.
OynkuuoHaibHbeie Bo3MoxkHocTH [TAK “Cobonp”.
Ycranoska [TAK “Coboup”.
Cocras ITAK “Akkopn AM/I3”.
®yukiuu [TAK “Axxopn AM/I3”.
KC3U “ITannups-K”. CepBepHast ¥ KIIMEHTCKUE YacTH.
KC3U “Tlantups-K”. Unentuduxanus u ayreHTHGUKALMS T0JIb30BaTe-JICH.
KC3U “Ilanuups-K”. KoHTposib U pa3rpaHudeHue J0CTyIa.
KC3U “Ilanuupps-K”. Ayaur.
KC3U “Tlantups-K”. JlonoaHuTeIbHbIE BO3MOKHOCTH.

14.1.5. Bonnpochbl Ha CaMONIOATOTOBKY

. [loncucrema Ge3onacHoCTH onepauoHHol cucteMbl Windows
. Aynut coObITuii 6e30macHOCTH B onepanonHoi cucreme Windows
. [MocraBmuk cnyx6 kpunrorpadpuun OC Windows
. [TocraBmuk ciryx6 xkpunrorpadpun Kpunrollpo u ero uarerpanuu B OC Windows
. DNEKTPOHHBIE IJIATEKHbBIE CUCTEMBI — IPUHIUIIBI (QYHKIIMOHUPOBAHUS U 3aIIUTHI HH(OPMALIUN
. Yropasiienue kpunrorpadgudecKuMu Kirodamu. ['eHeparus Kirodei
. YopaBneHnue KpunrorpadpuyecKuMu KIr4aMu. XpaHeHue KIodei
. Yopasiienue kpunrorpadgudecKuMu Kirodamu. Pactipenenenue kioueit
. MeTo/1b1 321U ThI TPOTPaMM OT U3YUECHHUS

10. Meroab! 1 cpecTBa UCCIIEI0OBAaHUS IPOTpamMm

11. MeTozib! ¥ cpecTBa OrpaHUYEHUs JOCTYIA K KoMmnoHeHTaM OBM

12. MeToapl U cpeAcTBa MPUBSI3KH MPOrPaMMHOr0 OOECHeUeHHUsl K annapaTHOMY OKPY>KEHUIO U
(bU3MYECKUM HOCUTEISIM

13. 3amura OT pa3pymaronux MporpaMMHBIX BO3EHCTBUMA

14. 3amuTa OT U3BMEHEHHSI U KOHTPOJIb LIEIOCTHOCTH

15. Knaccuduxaiiyss KOMIbIOTEPHBIX BUPYCOB

16. [IpoGnembl oOecrieueHns: O€30MaCHOCTH MPH YAAIEHHOM JOCTYIIE

17. TlporpamMMHO-ammapaTHbIe CpelcTBa oOecrieueHrus HWHGOPMAIIMOHHOW O€30MacHOCTH B
BBIYHUCITUTENBHBIX CETIX

18. TloHsATHE MEXKCETEBBIX IKPAHOB, UX KJIacCU(UKALIUS

O 00 1 N DN B W —

14.1.6. Tembl 1a00paTOPHBIX padoT
Pazpabotka 3amumentsoro 10 ¢ npumenenuem annapaTHbIx kitouelt eToken
[TporpaMMHo-arnapaTHoe CpeACTBO 3alUUThl HH(OPMALUU OT HECAHKIIMOHUPOBAHHOIO JOCTYTIA.
3amuTa nporpamMm OT U3MEHEHUS U KOHTPOJIb LIEIOCTHOCTH.
JamMra  OporpaMM  OT  pa3pyllalOIMX  [POTPaMMHBIX — BO3JAEHCTBMM M 3amuTa
aBTOMAaTU3MPOBAHHOM CUCTEMBI OT BPEIOHOCHOTO MPOTPAMMHOI0 00ECTIEUEHHUS.

14.1.7. TeMbl KYpCcOBBIX IPOEKTOB / KYpCOBBIX padoT
1 InckpenroHHast MOJIeNb TOCTyma K (haiiaam
2 MaHjaTHOE ynpaBJIeHUE JOCTYIIOM
3 IIpoBepka 1enocTHOCTH (aitioB
4 TIporpamma i ayTeHTH(UKALUU C TOMOIIBIO Usb-ycTpoiicTBa
5 Aytentudukanus ¢ ucrnosb3oBanueM kitoya eToken
6 3amper 3amycka nporpaMm uepes npuioxkenue «Windows forms»
7 PazrpaHnueHne JOCTyIa K MPUHTEpaM
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8 Pazrpannuenue nocryna K ycrpoiictsaM. dieni-HakonuTenu
9 Peanuzarus aCHMMETPUYHOTO U (PPOBAHMS
10 Peanuzanust ciMMeTpHYHOTO MKU(POBAHUS
11 Pacmupenue 6a30B0ii cuctemsl ayreHTHGUKamu Windows
12 Ilporpamma s yuera ycranosiaeHHoro [10
13 IIporpamma ny1st yueta ycraHoBiaeHHOro AO
14 JlaGopatopnass pabora ‘3amurta KoHHUAEHIMaTbHOW wHHGpopMamuu ¢ nomompio YK3/I

2999

“Kpunton

15 Konduaenuumanpnas paboTa ¢ 3JIeKTPOHHOH MOUTON ¢ Hcmoib3oBanueM ruToken
16 AHTUPUIIMHTOBBIN QUIBTP

17 IlporpaMMHBIN MEXCETEBOM IKpaH
18 IlporpamMmmMHOE CpeICTBO CO3/IaHUs JIEKTPOHHOM MOIMUCH U HU(GPOBBIX CEPTUPUKATOB

19 Pa3paboTka 3aIuThl OT IPOTPaMM CIEKEHUS 32 HAOOPOM Ha KIIaBHAType

20 JlaGopaTopHas padora “3ammuTa KoHGUIEeHIIHaTbHON nHbopManuu ¢ moMorsio C3U1 Aypa”

21 JlaGoparopHnas pabora “3amuta KoH(puUIEeHIHANBHON MHPOpManuu ¢ nomoinsio C3U Dallas

Lock”

22 Peammzanus 3amuthl [10 Ha 3JEKTPOHHBIX KIIOYAaX C HCMOJb3oBaHWeM ¢yHKiui APl u3

Developer Kit

23 Paspabotka [10, 3anmieHHoro oT HCCaeI0BaHuUs
24 Pa3paboTka MporpaMMHON CHCTEMBI 3alIUThI OT Kpaxku [1K

14.2. TpeﬁoBa}mﬂ K OHCHOYHBIM MaTepHuajJdamM Jisl JUIl ¢ OrPaHHYCHHBIMHA BO3MOKHOCTSAMHA

310POBbsI H HHBAJINI0B

I[JISI Jyan ¢ OrpaHUYCHHBIMHM  BO3MOXHOCTAMHU 3O0POBbA W HWHBAJIMAOB MPCAYCMOTPCHBI
AOHNOJHHUTEIIBHBIC OIICHOYHBIC MATCpHUAJIbl, IICPCUYCHDb KOTOPBIX YKA3aH B Ta6J'II/II_IC 14.
Ta6Jmua 14 — I[OHOJIHI/ITCJII)HI)IG MaTCpHraJibl OLCHUBAHUA IJId JIMIL C OTPaHUYCHHBIMU BO3MOKHOCTAMU

300POBbA U HUHBAJIMAOB

Kareropun
o0yJaromuxcs

Buael 1onOTHUTEIBHBIX OLEHOYHBIX
MaTepUajoB

@DopMBbI KOHTPOJISI U OLICHKU
pe3yabTaTOB OOYUECHHUS

C HapyleHusIMU
ciyxa

TecTbl, NMCbMEHHBIE CAMOCTOATEIbHBIE
paboThI, BOMPOCHI K 3aUeTy,
KOHTPOJIbHBIE PaOOTHI

IIpeuMy1ieCTBEHHO MMCbMEHHAs
IIPOBEpPKa

C HapyuieHusIMH
3peHust

CobecenoBaHue 110 BOIpocaM K 3a4eTy,
OTIPOC TI0 TEPMUHAM

[IpenmyIiecTBEHHO yCTHAs POBEPKa
(MHANBUIYATBHO)

C HapyuieHusIMH
OIIOPHO-
JBUTATEILHOTO
amnmapara

Pemenne nuCTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIC pa6OTBI, INMUCbMCHHBIC
CaMOCTOSITENTbHBIE PAa0OTHI, BOIIPOCHI K
3a4ery

Hpel/IMYHIeCTBeHHO JUCTAaHIITMOHHBIMH
METOAaMU

C orpaHu4eHUsMHU IO
00IIEMETUITUTHCKUM
[MOKAa3aHUAM

TecTbl, NMCbMEHHBIE CAMOCTOSITEIbHBIE
paboThl, BOMPOCH! K 3a4eTy,
KOHTPOJIbHBIE pabOThI, YCTHBIE OTBETHI

HpeI/IMYIJ_[eCTBeHHO IMPOBCPKa
METOJaMM UCXOAs U3 COCTOSHUA
06yqafomeroc51 Ha MOMCHT IIPOBCPKU

14.3. MeToanyecKkue peKOMeHIAHM 110 OLIEHOYHBIM MaTepHaJiaM /Uil JHUI[ ¢ OrPAHHYeHHbIMHU
BO3MOKHOCTSIMHA 310POBbA U HHBAJINI0B

Jnis Ui ¢ OrpaHWYeHHBIMH BO3MOKHOCTSMH 3]I0POBbSI M MHBAIMJOB IPEAyCMaTPUBAETCS
nocTymHas popMa IpeaoCcTaBIeHHs 3aJaHIH OIIEHOYHBIX CPENICTB, & IMEHHO:

— B IIeyaTHOI popme;

- B IIEYaTHOH (OopMe C YBEITMUYCHHBIM HIPUPTOM;

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- METO/IOM YTEHHS aCCUCTEHTOM 33/1aHUs BCIYX;

- Ipe0CTaBlIeHUE 3aJaHHs C HCIIOJIb30BAaHHEM CYp/I0TIepeBO/Ia.

JIuiaM ¢ OrpaHHYE€HHBIMH BO3MOXHOCTSIMM 3/10pOBbSl M MHBAJIMJaM YBEJIHMYMBACTCS BpeMs Ha
IMOATOTOBKY OTBETOB Ha KOHTPOJBHBIC BOIIPOCHI. 21.]'[5[ TaKuX o6y11a}011114x051 npeaycMaTrpuBacTCA

CornacoeaHa Ha noptane N2 47351

21



nocTynHas popMa npeaocTaBIeHHsI OTBETOB HA 33JJaHUs, @ UMEHHO:

- MMMCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C HCIIOJIb30BAHUEM YCIYT aCCHCTEHTA,

- IpEeCTaBICHNUE OTBETOB YCTHO.

[Iponienypa oOLEHUBaHHUS pPE3yJIbTATOB OOYYEHHUS JHIl C OrPAaHHMYEHHBIMH BO3MOXXHOCTSIMHU
3I0POBbSI ¥ MHBAIMJIOB 0 JAMCUUILUIMHE TPEAyCMAaTPUBACT NpeAOoCcTaBlieHue HWH(pOpManuu B Gopmax,
aIalTHPOBAHHBIX K OTPAaHUYEHHSIM UX 3I0POBbsI U BOCIIPUATUS HHPOPMALIUH:

JIJ1s1 JIM1 ¢ HAPYIIEHUsSIMH 3PEeHHUsI:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

— B IIEYaTHOH (pOopMe yBETMUECHHBIM MIPU(TOM.

JI1s1 1ML ¢ HAPpYLIEHUSIMM CJIyXa:

- B (hOpMeE AIIEKTPOHHOTO JJOKYMEHTA;

- B [1IeUaTHOM opme.

JI1s1 JINI ¢ HApYILIEeHUsIMM ONIOPHO-ABUTaTeIbHOI0 annapara:

- B (hOpMe AIEKTPOHHOTO JJOKYMEHTA;

- B [1I€YaTHOH opme.

[lpr HEOOXOMUMOCTH It JIUI] C OrPAaHMYEHHBIMH BO3MOYKHOCTSIMH 3JI0POBbSI U HMHBAJIH]IOB
Iporielypa OlCHUBAHUS PE3yJIbTATOB O0YUYCHHUSI MOXKET MTPOBOIUTHCS B HECKOIBKO ITAIOB.

CornacoBaHa Ha noprtane Ne 47351 22



