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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
OOy4YnTh CTYJIEHTOB OCHOBaM MOCTPOCHHS U IKCIUTYyaTallUd BHIUUCIUTEIBHBIX CETCH, TPUHITUIIAM
M METOJIaM 3aIIUThl WHPOPMAIMU B KOMIBIOTEPHBIX CETSIX, HABBIKAM KOMILJIEKCHOTO MPOEKTUPOBAHUS,
MTOCTPOCHHUS, OOCITY)KMBAaHHUS U aHAJIN3a 3aIIUIICHHBIX BRIUACIUTEIBHBIX CETCH.

1.2. 3apa9yn THCHUILIAHBI
— JlaTh OCHOBBI:
—  apXUTEKTYPbl BEIYUCIUTEIbHBIX CETCH;
—  MpOTpaMMHO-aNIapaTHBIX U TEXHHYECKUX CPEACTB CO3JaHUs CETEH;
—  NPUHIHUIIOB ITOCTPOSHUS CETEH U yIPaBIICHUS UMH;
—  HCIOJb30BaHMS MPOrPAMMHBIX M allllapaTHBIX TEXHOJIOTHH 3alIUThI CETEH;
—  METOJOJIOTHH MPOEKTUPOBAHUS, PA3BEPTHIBAHUS U CONIPOBOXKIACHUS OC30MIaCHBIX CETEH;
— 00ciemoBaHUs U aHAIK3a 3alUIIEHHBIX BEIYNCIUTEIBHBIX CETEH.

2. MecTo aucuuninHbl B cTpykrype OIIOII
Jucnunnuna «besonacnocts cereit 9BM» (b1.5.9) otHocuTcs k 610Ky 1 (6a30Bast 4acTh).
[IpeamecTBYIOMMUMHI  TUCUUIUIMHAMHA, (HOPMUPYIOIIMMHA  Ha4yalbHBIC 3HAHUS, SIBISIOTCS:
bezonacuocts ceteit 9BM, MudopmaTtika, OCHOBBI HHPOPMAIIMOHHON 0€30IaCHOCTH.
[Tocnenyromumu qucuUIInHaMu ABisitoTes: bezonacHocts ceteit DBM.

3. TpeOoBaHusA K pe3yJIbTATAM OCBOCHUS JUCHUIIMHBI

[Tponiecc n3yyeHust UCHUIUIMHBI HAlIPaBJeH Ha POpMUPOBAaHHE CIIETYIONINX KOMITETCHIIHNA:

— IIK-3 criocoGHOCTBIO TPOBOIUTH AHAIN3 3ALUILEHHOCTH aBTOMAaTU3UPOBAaHHbBIX CUCTEM;

— IIK-14 cnocoGHOCTBIO  MPOBOAMTH  KOHTPOJBbHBIE  IPOBEPKH  pabOTOCHOCOOHOCTH
IPUMEHSEMbIX IPOrPaMMHO-ANIAPATHBIX, KPUOTOrpaUUecKuX M TEXHUYECKUX CPEACTB 3alUThI
nH(pOpMAIHH;

— IIK-17 cnocoOHOCTBIO HPOBOJUTH HMHCTPYMEHTAJIbHBIH MOHUTOPHHI  3aIlMIIEHHOCTH
uHpOpMaLUU B aBTOMATU3UPOBAHHON CUCTEME U BBISABIIATH KaHAJIbl YTEUKH HH(POPMALIUH;

— IIK-26 cnocoOHOCThIO aIMUHUCTPUPOBATH MOJCUCTEMY HH(POPMAIMOHHON O€30ImacHOCTH
aBTOMATHU3UPOBAHHOW CUCTEMBI;

- OK-5 CIOCOOHOCTBIO NMOHMMATh COLIMAIBbHYIO 3HAYMMOCTh CBOeH Oynyuieil mpodeccun,
o0ajjaTh BBICOKOM MOTHMBALMEHl K BBINOJHEHHUIO MNPOQECCHOHATBHON JAEATENbHOCTH B OO0JIACTH
oOecnieueHnss UHPOPMALIMOHHOM 0€30MTaCHOCTH U 3aIllUThl HHTEPECOB JINYHOCTH, O0LIECTBa U TOCYIapCTBa,
co0JIr01aTh HOPMBI IPOPECCUOHATBHOMN STUKU

B pe3ynbrare nzydeHuss AMCUUIIINHBI 00 yYaOLIUICS TOJKEH:

— 3HaTh CpEACTBA M METOJbl XpaHEHHs U Iepelauyd HHGOpMAlMM; 3TATOHHYIO MOJENb
B3aMMOJICHCTBUS OTKPBITHIX CHCTEM; OCHOBHbBIE CTaHAAPTHI B 00J1aCTH MH(POKOMMYHUKAIIMOHHBIX CHCTEM
U TEXHOJIOTUH; OCHOBHBIE HOPMAaTHUBHO IIPaBOBBIE aKThl U HOPMAaTHBHBIE METOAMYECKHE JOKYMEHTHI B
obnactu MH(POKOMMYHUKALMOHHBIX CHUCTEM; MIPUHIIMIIBI MIOCTPOCHHUS 3alUIICHHBIX
TEJIEKOMMYHUKALMOHHBIX CHUCTEM; MEXAaHU3Mbl PEAM3allUM aTaK B KOMIBIOTEPHBIX CETSX; 3aILUTHBIC
MEXaHM3MBbl U CpeJCTBa 00ecredyeHns ceTeBOi 0€30IacHOCTH; CPEeICTBAa U METObl NMPEAOTBpAIlleHUs U
oOHapyKeHHs BTOP)KEHUH.

—  YMeTb IIPUMEHSATH 3aIIUIIECHHBIE TPOTOKOJIbI, MEXKCETEBbIE IKPAHBI U CPEICTBA OOHAPYKEHUS
BTOPKEHUH s 3alIUThl MHPOPMAIMU B CETSX; OCYIIECTBISATH MEPHI MPOTHUBOJIEHCTBUS HApPYIICHUSM
CeTeBOM 0OE30MaCHOCTH C UCIOJIb30BAHUEM PA3JIMYHBIX MPOrPaMMHBIX U allapaTHBIX CPEICTB 3aIlUTHI B
COOTBETCTBUM C TpeOOBaHUSIMU HOPMATHUBHO TPABOBBIX AaKTOB M HOPMATUBHBIX METOJUYECKHX
JIOKYMEHTOB.

—  BJAaJeTh HaBbIKAMU KOH(QUTYpUPOBAHUS JOKAJIBHBIX CETEH, HABBIKAMU PEaU3allii CETEBBIX
IIPOTOKOJIOB € ITOMOIIIBIO IPOrPaMMHBIX CPEICTB; HaBBIKAMHU HACTPONKH MEKCETEBBIX 3KPaHOB; HABBIKAMHU
NPUMEHEHUsT HOPMATHUBHO IPABOBBIX AKTOB M HOPMATHBHBIX METOAMYECKHX JIOKYMEHTOB B OOJIACTH
MH()OKOMMYHUKAIIMOHHBIX CHUCTEM; METOJMKOW aHalu3a ceTeBoro Tpaduka;, METOIMKOM aHaau3a
pe3yabTaToOB pabOThI CPEeICTB OOHAPYKEHUST BTOPIKEHUI.
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4. O0beM JUCUMIITIMHBI M BUIbI Y4eOHOH padoThl
OO6mas TpyOeMKOCTh JUCHUIUIMHBI cocTaBisieT 7.0 3a4eTHhIX €IWHUIBI U MpeACTaBieHa B

tabmue 4.1.
Tabmuma 4.1 — Tpy10eMKOCTb JUCITUTITMHBI
Bupl yueOHO# nesITebHOCTH Bcero uacos Cemectpsbl
5 cemectp 6 cemecTp
AynuTopHbIe 3aHATHSI (BCETO) 144 54 90
Jlexumn 46 18 28
[TpakTrueckue 3aHATHS 18 0 18
JlaboparopHbie pabOTHI 80 36 44
W3 HUX B HHTEpaKTUBHOU (popme 40 16 24
CamocTtosTenpHas padora (Bcero) 72 18 o4
OdopmiieHne 0T4eTOB 10 Ta00PATOPHBIM 31 9 22
paboram
[TpopaboTka JISKIIHOHHOTO MaTepHaa 35 26
[ToaroTroBKa K MPaKTUYECKUM 3aHATHIM, 6 6
CeMHUHapaM
Bcero (0e3 ax3ameHa) 216 72 144
[ToaroroBka u cjaya 3K3aMeHa 36 0 36
OO01ast TpyA0E€MKOCTb, 4 252 72 180
3adeTHbie EauHuIb 7.0 2.0 5.0
5. Conep:xkanue U CHUNTHHBI
5.1. Pa3nenbl AMCUMILUIMHBI M BU/bI 3aHATHH
Pa3nensl AMCUMITITMHBI U BUABI 3aHSATHI NpUBEeHBI B TabmuIe 5.1.
Tabnumna 5.1 — Pa3gensl AMCHUIUIMHGBI U BUALI 3aHSITHI
Bcero
[Ipak. | Jla6. | Cam. gacoB | PopMupyemsbie
Ha3zBanus pa3nenoB AMCUUTUIAHBI JIek., u
3aH., 4 | pab., 4 | pab., d (6e3 KOMIICTESHITUH
HK3aMEHa)
5 cemecTp
1 OcHOBHBIEC TOHATHS 4 0 8 4 16 ITK-26, T1K-3,
UH(POPMALIMOHHBIX ceTei OK-5
2 OCHOBBI TTIOCTPOEHHUSI COBPEMEHHBIX 4 0 8 4 16 IK-17, T1K-3
JIOKAJIbHBIX CeTeil
3 CeTteBble OnepanioOHHbIE CHCTEMBI 2 8 3 13 [1K-26, I1K-3
4 CpexacTBa peanu3aiii MeXCeTeBOro 6 12 6 24 I1K-26, I1K-3
B3alUMOJICUCTBHUA
5 IlepcrieKTBHBIE HANIPABIICHUS 2 0 0 1 3 I1K-3, OK-5
pa3BUTHUSA U TIPOOJIEMBI
UH(OPMAIIMOHHBIX ceTel
Hroro 3a cemectp 18 0 36 18 72
6 cemecTp
6 OCHOBHBIE IOHATHS 4 0 0 4 8 I1K-17, TIK-3,
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nH(pOpMaIMOHHOM 0€30MMacHOCTH OK-5
7 TexHomoruu 00eCIeYCHUS 8 18 12 26 64 [IK-14, IIK-
0€30ITaCHOCTH B JIOKAIBHBIX CETIX 17, I1IK-26,
I1K-3
8 Obecneyenne 0€30MacHOCTH ceTell Ha 6 0 0 4 10 [IK-14, IIK-
0a3e ceTeBbIX OMEPAIMOHHBIX CUCTEM 26, I1K-3
9 ObOecneueHue 0E30IaCHOCTH 6 0 32 16 54 [IK-14, IIK-
MEKCETEBOI0 B3aUMOACHCTBHUS 17, TIK-26,
I1K-3
10 IIpaBoBbIE OCHOBBI 3aLIUTHI 4 0 0 4 8 I1K-14, I1K-3
uH(pOpMallUU B KOMIIBIOTEPHBIX CETAX.
3anuIeHHbI TOKYMEHTO000pOT
Hroro 3a cemectp 28 18 44 54 144
Htoro 46 18 80 72 216
5.2. Conep:xanue pa3ieoB IMCUUILIAHBI (110 JIEKIUSIM)
Coneprkanue pas3iesoB JUCIUIUIHH (T10 JICKIIMAM ) IPUBEECHO B Tabuie 5.2.
Tabnuna 5.2 — CozneprkaHue pa3AenoB TUCHUIUIMH (TIO JEKIUSIM)
Copepxanue pa3aenoB aucuuiuindsl (mo | Tpynoemkocts, | Dopmupyembie
HasBanus pasnenos Aep pasit AHcn ( pyA ’ pMHIPY
TICKIIUSIM) q KOMIICTCHITHH
5 cemecTp
1 OcHoBuble nousatusa | Mcrtopus pa3sutus cereii 9BM. Mecto u 2 [IK-3, OK-5
UH(OPMAITMOHHBIX POJIb BEIUMCIIUTEILHBIX CETCH B
ceTeit coBpeMeHHOM Mupe. OCHOBHBIE MTOHATHS U
TepMuHoOJorus. O0Iue MpecTaBIeHHs O
BBIUHUCIUTENBHOI ceTu. OO1iee noHsTHe 00
MEPAPXUIECKOHN CTPYKTYpE MPOTOKOJIOB.
[TpuHIMITBI MHOTOYPOBHEBOM OpTraHU3aINH
JIOKAJBHBIX U TJI00ABHBIX ceTeit DBM.
Mognens OSI. CrangapTHele cTEKH
KOMMYHHKAITUOHHBIX MTPOTOKOJIOB.
Crangapruzanus B cetsix. Knaccudukanus 2
BBIUHCIUTENbHBIX ceTeil. TpeboBaHus,
MpeIbsBIsiEMbIe K COBPEMEHHBIM
BBIYHACITUTEILHBIM CeTIM. MeTObI U
TEXHOJIOTUH MPOESKTHUPOBAHUS CPEICTB
TeNeKOMMYHUKaIi. CTpyKTypHU3aIliH CETH.
duznyeckas v Jorudeckasi TONoJIOTUN
cereil. OCHOBHOE KOMMYHUKAIIMOHHOE
obopynoBaHue
Hroro
2 OcHoBel nocTpoenust | Kanainsl cBsi3u. XapakTepUCTUKU KaHAJIOB [K-17, 11IK-3
COBPEMEHHBIX cBs3u. Jlormueckoe KoaupoBaHUeE.
JIOKAJIbHBIX CeTei ACHHXpOHHAs ¥ CHHXPOHHAsI TIepeIayn.
Wepapxust B kabenbHOM cucteme.
CrtpykrypupoBaHHas kabenbHas CHCTEMa.
Konduryparnmu ToKkambHBIX 2

BBIYHCIIUTENBHBIX CETEW U METO/IBI JOCTYIIA
B HuX. CTpyKTypa U QYHKIIMU JOKAJIbHBIX
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cereid. Conepxkanue ctanaapra IEEE 802.
ba3oBbIe TEXHOIOTUH JIOKATBHBIX CETCH.
IEEE 802.2 Ethernet. O6opynoBanue
JIOKAJIbHBIX CETEM.

Htoro

3 CereBble
OIepaIMoOHHbIC
CHUCTCMBI

IIporpammHsIe cpencTaa
TenekoMMyHukanuu. CTpykrypa
MPOrPaMMHOTO 00eCIIeUueHus JIOKATbHOU
cetu. Kiaccuduxanus mporpaMMHOro
o0ecriedeHust JJOKaNbHbIX cereil. [TpuHuumsl
IIOCTPOEHHUS CETEBOT0 MPOrPaMMHOI0
00€ecCTeYeHNs U CETEBBIX ONEPAIITOHHBIX
cucreM. Knaccuduxanus ceppepos.
[IpoexktupoBanue cereit IBM no npuHumy
«KIJINEHT-CEPBEPM.

Uroro

[1K-3

4 CpencrtBa
peanu3auumn
MEKCETEBOTO
B3aMMO/ICUCTBUS

CereBoil ypoBeHb Nepe1auu JaHHbIX. [P-
aapecanus. Peanuzaius MexceTeBoro
B3auMozeicTBus cpeacreamu TCP/IP.
[Topsnok pactpenenenus IP-anpecos.
Otobpaxenue IP-aapecoB Ha JOKaIbHBIC
anpeca. ARP npoTokon.

[IpuHiuner Mapupyrusanuu B [P-cersx.
[Iporokosel mapmpyruzauuu. [lonstue
nomeHa. /[fTomenHas agpecarus B IP-ceTsx.
DNS npotoxout.

[Iporokoin IPv6. IIpoToKoIBl TPAaHCIOPTHOTO
ypoBHs TCP u UDP.

HUroro

[1K-3

5 IlepcrieKTUBHBIE
HaIpPaBJICHUS Pa3BUTHS
U IpOOJIeMBI
WH(OPMAITMOHHBIX
ceren

CoBpeMeHHbIE TeHIEHIIUN Pa3BUTHS
TEJIEKOMMYHUKAITMOHHBIX CHCTEM.
WHTerpanus pa3aMyHbIX TUIIOB CETEH U
ceTeBbIX cNyk0. Bupryanuzanus
nHpOpMalMOHHBIX cucTeM. O6nauHble
BBIUUCIICHHSL.

Hroro

[1K-3, OK-5

Hroro 3a cemecTp

18

6 cemectp

6 OCHOBHBIE TOHATUSA
UH(POPMALIMOHHOM
0€e30I1aCHOCTH

OOecnieueHne 0€30IMaCHOCTH
TENIEKOMMYHUKAIITMOHHBIX CBS3EH U
aIMAHUCTPATUBHBIA KOHTPOJIb. OCHOBHBIE
MOHSATUSA U TEPMUHOJIOTHS.

TunoBble yrpo3sl ceTeBoil 0€30M1acHOCTH.
OcCHOBBI KJ1acCU(PUKALIMU CETEBBIX YTPO3 U
atak. Bimsane genosedeckoro pakropa Ha
CEeTEeBYI0 0€30MacCHOCTb.

HUroro

TK-17, TIK-3,
OK-5

7 TexHONIOTHUHU

3aH_[I/ITa TOIIOJOTHUHU CCTH. BI/IpTyaHLHLIC

[1K-14, [IK-17,
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obecrieueHus
0€30I1aCHOCTH B
JIOKAJIBHBIX CETAX

JIOKaJIbHBIE ceTH. [lOTTOTHUTEThHBIE
¢ynkuun kommytaropos. [lepcoHanbHble
sKpaHbl. AGOHEHTCKOE mudpoBaHUE.

3amura ceTeBoro Tpaduka 1 KOMIOHEHTOB
ceTH. 3amuTa KoMnoHeHToB cetn oT HC/I.
bezonacnocts pecypcoB cetu. Cpencraa
UJIEeHTU(DUKAIIUN U ayTCeHTH(UKALIIH,
METO/IbI pa3/IelICHUsI PECYPCOB U
TEXHOJIOTHH pa3TpaHUUYEHUs JOCTYIIA.

CpencTBa MOBBIIICHUS HAJIGKHOCTH

(G YHKIIMOHUPOBAHUS CEeTEH. 3aiuTa OT
cOO0EB 2JIEKTPONUTAHHS, AIIAPATHOTO U
porpaMMHOro obecneueHusi. Kontpons u
pacnpe/iesieHue Harpy3Ky Ha
BBIYHUCIIUTENIbHYIO CETh.

PernamenTupytomme 10KyMeHTHI B 001acTu
0€30I1aCHOCTH BBIUUCIIUTENbHBIX CETEH.
CrannapTbl 6€301MaCHOCTH BBIYMCIUTEIBHBIX
ceTel U uX KOMIIOHEHTOB. [IpaBoBbIe
OCHOBBI 3aIIUTHI HHPOPMAIIUH B CETSIX.

Hroro

[1K-26, I1K-3

8 Obecnieuenue
0€e30IMacHOCTH CceTel Ha
0ase ceTeBbIX
OIEepaIMOHHBIX CUCTEM

CereBbIe ONIEpallMOHHBIC CHCTEMBI
Windows, Unix/Linux. OcHOBHBIE
MIPOTOKOJIBI, CITYKObI, QYHKIIMOHUPOBAHUE,
CpeacTBa obecrieueHus Oe30MacHOCTH,
CpEJICTBA YIIPABJICHUS U KOHTPOJISL.

ITonutuka 6e3onacHocty: Ilonsarue
MMOJUTHUKHU O€30IMacHOCTH. THIIOBEIC
9JIEMEHTHI MMOJIUTHKHU 0€30MMacCHOCTH.
[Toctpoenue, peanu3zaius, MOJAepKaAHUE U
MOI[I/I(bI/IKaIII/ISI ITOJIUTUKH
6e3omacHoctu.Kpurepun orieHKH
oe3onacHocTu ceTeBhIX OC. OCHOBHEIE
KpUTEPUU aHAIN3a CeTEeBOI 0€30MacHOCTH.
O6m1as nporeaypa aHaiausa.

Hroro

TIK-14, TIK-26,
TK-3

9 Ob6ecneucHue
0€30I1aCHOCTH
MEXCETEBOTO
B3aMMOJIEUCTBHS

OcHOBHBIE MEXaHU3MBI 00€ecIIeYeHHs
0€30MaCHOCTH U YIIPaBICHUS
pacnpeeIieHHBIMHA PECYPCAMH.
OO0ecrieueHre HAJEKHOCTH

uHppacTpykTypsl UHTEpHET.

3amuTa KaHaJoB cBsA3U B MIHTepHET. Bubl
HCIIONBb3YyEMBIX B IHTEpHET KaHAJIOB CBS3U.
Hcnons30BaHKne MEKCETEBBIX YKPAHOB.
BupryanbHble YacTHBIE CETH.

VYS3BUMOCTH | 3a1UTa 6a30BbIX IPOTOKOJIOB
u cayx0: [IpoTOKOIBI MapIIpyTH3AIHH.
CewmeiictBo TCP/IP. Ciyx0bI oucka.
bezonachocte WWW 1 anexTpoHHOM
MOYTBHI.

[1K-14, I1K-17,
[1K-26, I1K-3
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Utoro 6
10 IIpaBoBbie ocHOBBI | CHcTeMBl OOHAPYKEHUS U TIPOTUBOICHCTBHS 2 [1K-14, I1K-3
3auThl HHGOpMauu | BTOp:keHUsAM. Kiaccudukarus 1 npuHIUIIbI
B KOMITBIOTEPHBIX (YHKIIMOHUPOBAHUS CHCTEM OOHAPYKEHUS
ceTsAX. 3aluIIeHHbIN | BTop)KeHui. CKkaHepbl 0€3011acCHOCTH.
OKYMEHTOO0O0pOT
JIOKYM P Knaccel ckanepoB 6e30nacHOCTH U 2
0COOCHHOCTH MPUMEHEHHs. 3alllnuTa OT
BHUPYCOB.3alUTa 3JIEKTPOHHOTO
JOKYMEHTO000pOoTA.
Hroro 4
Hroro 3a cemectp 28
Utoro 46

5.3. Pa3nenbl AMCUMILVIMHBI M MEXKIMCUMILIMHAPHBIE CBSA3HU ¢ 00eceYnBAIOMIMMU (MPeIbI1yIMM)
U o0ecne4ynBaeMbIMHU (MOCJIeTYOIIMMH) U CHUILTHHAMMA
Pa3nensl QTUCHUIUIMHBI U MEXIUCIUIUIMHAPHBIE CBA3M C 00eCNeUnBAOIIMMHU (MIPEABIAYIIUMU) U
obecrnieunBaeMbIMH (ITOCIICTYIOIIMMH ) TUCIUTIIMHAMH TTPEICTaBICHBI B TabIuIEe 5.3.
Tabnuna 5.3 — Pa3fenbl IUCHUIUIMHBI U MeXKAUCIUILTHHAPHBIE CBSI3U

HanmenoBanme JAUCIUITIINH

Ne paznenoB jaHHON AMCHUITIMHBL, 711 KOTOPBIX HEOOXOAUMO H3yYeHHE
obecrneunBarOIIMX U 00eCHeYnBAEMBIX JUCLIUILIMH

1 2 3 4 5 6 7 8 9 10
[TpenmmecTByromue TUCIUATIIHHBI

1 Be3sonacHOCTh ceTelt

+ + + + + + + + + +
5BM
2 Undopmaruka + +
3 OCcHOBEI
MH(pOpMaLOHHON +
0€30MacCHOCTH

[Tocnenyromme TUCIUTIITMHBI

1 Be3sonacHOCTE ceTelt

+ + + + + + + + + +
5BM

5.4. CooTBercTBHE KOMIIETEeHIUI, GopMHpPYeMBbIX IPH U3YYEeHHHU AUCHMILINHBI, 1 BUAOB 3aHATHH
CootBeTcTBHE KOMIIETEHIUI, (POPMUPYEMBIX NPU HU3YYEHUM IHUCUUIUIMHBI, U BHUAOB 3aHITHN
IpeJCcTaBiIeHo B Tabnuie 5.4.
Tabnuna 5.4 — CooTBercTBUE KOMIIETEHIMH, (POpMHpYEMBIX NpPU U3YYEHUU AUCLMILIMHBL, U BHUIOB

3aHATUN
Bunrwl 3anstuit
Kommnerenmuu DopMBI KOHTPOJIS
Jlek. [Ipak. 3aH. JIa6. pab. Cawm. pa0.

[1K-3 + + + + 3amuTa otuera, OTYET MO
nabopaTopHO# paboTe,

Omnpoc Ha 3aasTHsIX, Tect

[1K-14 + + + + 3ammTa otueta, OTYET 1O
nabopaTopHoii paboTe,

Omnpoc Ha 3ansaTUsAX, Tect

[IK-17 + + 3ammura otyera, OT4ET MO
nabopaTopHO# paboTe,

Omnpoc Ha 3aasTHsIX, Tect
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[1K-26 + + + + 3amura otyera, OTYET MO
naboparopHoit padore,
Onpoc Ha 3auATHsX, Tect

OK-5 + + + + 3amura otyera, OT4EeT MO

nabopaTopHoO# pabdoTe,
Omnpoc Ha 3aHaTHSX, Tect

6. UnTepakTUBHBbIE MeTOAbI U (POPMBI OPraHu3aluM 00y4YeHus!
TexHOIOTHHM UHTEPAKTUBHOTO O0YUEHUS MPU pa3HbIX POpMax 3aHATUH NpUBeIeHBI B Tabuue 6.1.
Tabmmma 6.1 — TexHOJ0THH HHTEPAKTUBHOTO OOYUCHHUS PU pa3HbIX (popMax 3aHATHN

HNuTepakTrBHBIC NutepakTuBHBIE
NutepakTuBHbBIC
Meroast nabopaTtopHbIe npaktuueckue | Bcero, u
TEKIUH, 9
3aHSTHS, U 3aHTHS, U
5 cemectp
IT-mMeTOmBI 10 10
[Tpe3enTanmu ¢ 6 6
HCIIOJIb30BaHUEM
CJIA0B C
o0cyxeHueM
Hroro 3a cemectp: 10 6 0 16
6 cemectp
IT-mMeTOmBI 12 12
[TpesenTanmu ¢ 8 8
MCIIOJIb30BaHUEM
CJIA0B C
o0cyxeHueM
Hccnenosarennckuil 4 4
METOJ
Hroro 3a cemectp: 12 8 24
Htoro 22 14 40
7. JlabopaTopHbie padoThl
HaumenoBanue nabopaTopHbIX paboT npuBeAeHo B Tabmuie 7.1.
Tabmuma 7.1 — HaumeHoBaHue 1ab0paTOPHBIX paboT
TpynoeMKoCTE, | DopMUpPYEMEIE
HazBanus paznenos HaumenoBanue nabopatopHbix paboT Py ’ PMHPY
q KOMIIETEHITHH
5 cemectp
1 OcHoBHBIE OHATHSL | MOAETMPOBAHNE CETEBBIX YCTPOICTB U 4 [1K-26, T1IK-3,
MH(OPMaLMOHHBIX IIPOTOKOJIOB B JIOKAJIBHBIX CETAX OK-5
T
cete MonenupoBaHue BUPTYaIbHBIX JOKATbHBIX 4
cerelt (VLAN) ¢ pasrpannyeHueM gocTyna K
CETEBBIM pecypcam
Uroro
2 OcHoB®I TOcTpoeHusI | HacTpoiika MOAKIIOYeHHS y371a K CETH. 4 IK-3
COBPEMEHHBIX ABTOMaTHYECKAsT TUHAMHUYCCKAS U
JIOKAJIbHBIX CeTeil CTaTH4YeCKas HACTPONKHU CETEBOTO
MOAKITIOUYEHUSI.

CornacoeaHa Ha noptane Ne 47347




Crex npotokosoB TCP/IP. [Ipukiamnbie 4
IIPOTOKOJIBI ceT MHTEepHeT.
Hroro
3 CereBble Cetu Microsoft Windows. Ynpasnenue [1K-26, I1K-3
OTepaloHHbIe CETEeBBIMU PECYpPCaMU B OJJHOPAHTOBOM CETH.
CHCTEMBI Ceru Microsoft Windows. Active Directory. 4
YnpaBiieHue CEeTeBbIMU pecypcaMu
KOPIIOPAaTUBHOMU ceTU. | pynmoBble MOTUTUKH.
Hroro
4 CpencrBa MonenupoBanue 6a30BbIX CITYXO0 U IK-26, I1K-3
peanuzanuu MIPOTOKOJIOB MapUIPYTU3AINH B II100ATBHBIX
MEXKCETEBOT0 CeTsIX.
B3AUMOICHCTBIA basoBbie ciyx6b1 cetn Matepuer. DHCP. 4
DNS. ITpoTokoJibl MapiIpyTHU3aLHH.
[Tpuxnanueie cayx0b1 cetu HTEpHET. 4
Hacrpoiika Web-, FTP-cepBepoB u cepsepa
AIEKTPOHHOU MOYTHI.
Utoro 12
Hroro 3a cemectp 36
6 cemectp
7 Texnosoruu Pasrpannuenne n1ocTyna K JJIOKaJIbHBIM U 4 [1IK-14, I1K-17,
obecrieueHus CeTeBbIM pecypcaM. JlucKkpenrnoHHas u I1K-26, I1K-3
0€30MacHOCTH B MaHJaTHas MOJIETH YIPABIIEHUS JOCTYIIOM.
JIOKAJIbHBIX CETSIX "
HCTPYMEHTBI AJIs1 UCCIICIOBAHUS CETH 4
(cHudepsr)
WHCTpyMEHTBI AJIs UCCIIEIOBAHMS CETH 4
(cxkaHepsl 0€301TaCHOCTH)
Hroro 12
9 ObGecrieuenue MeskceTeBbie YKpaHbl 4 [IK-14, TTIK-17,
0e30macHOCTH AHTHBHpYCHAA 3aIHTA 4 I1K-26, I1K-3
MEKCETEBOT0
B3aHMOHeﬁCTBHH BI/IpTyaJIbeIe YaCTHBIC CECTHU 8
CucreMbl 00HapyKEHUS U PEJOTBPAILCHUS 4
BTOPIKECHUIN
DLP-cuctemsl
Be3onacHOCTh MPUKIIAAHBIX TPOTOKOJIOB
Htoro 32
Hroro 3a cemectp 44
Hroro 80
8. IIpakTHyeckue 3aHATHUSA (CEMUHAPDI)
HanmMeHnoBaHme MpakTHYECKUX 3aHATHN (CEMUHAPOB) MPUBEICHO B Tadymle 8.1.
10

CornacoeaHa Ha noptane Ne 47347




Tabnuua 8.1 — HaumeHoBaHMe NPAaKTUYECKUX 3aHATUHN (CEMHUHAPOB)

HanmenoBanue npakTUYECKUX 3aHATHN Tpynoemkocts, | DopMupyeMbie
HasBanus pasznenos
(cemuHaApOB) q KOMITETCHITUH
6 cemecTp
7 TexHoyoruu [TocTpoenue cTpyKTypbl HHGOPMAIIMOHHOK 4 [1K-14, TIK-26,
o0ecnieueHus CETH, OIIMCAaHME XapaKTepa CBsI3el MEXIy [1K-3, OK-5
0€30I1aCHOCTH B 3JIEMEHTaMU U UH()OPMAIIMOHHBIX TOTOKOB.
JIOKAJIBHBIX CETSIX
[IpopaboTka Moaenn yrpo3 U MOJEIH 4
HapyILIUTENs] KOMIIBIOTEPHON CETH.
[IpopaboTka CTPYKTYpbl CUCTEMBI 3aILUTHI 6
UH(pOpMalNH, COCTaBa CPEACTB 3aIUTHI.
Nzydenue crnocoO0B yCTAaHOBKU M OCHOBHBIX
apaMeTpoB KOH(QUTypaLlK CPECTB 3aALUThI
uHpOopMaun
[ToaroroBka JOKYMEHTOB 110 CUCTEME 4
3amUThl HHQOpMAIK B UHPOPMALIMOHHOM
cucTeMe.
Uroro 18
Hroro 3a cemectp 18
Utoro 18

9. CamocrosiTesqibHAs padoTa
Bunsl camocTosTenbHON paboThl, TPYAOEMKOCTh U (hOpMUPYEMbIe KOMIIETEHIIUU MIPE/ICTABICHBI B

tabymie 9.1.
Tabnuna 9.1 — Bugsl caMmocTosTeNbHOM paboThI, TPYAOEMKOCTh U JOPMUpPYEMbIE KOMIETEHIIMH
Bunael camoctositensHol | TpynoemMkocTs, | @opMupyembie
Hazpanus paznenos a pyA ’ PMIPY DopMBbI KOHTPOJIS
paboThI q KOMIIETEHIINU
5 cemecTp
1 OcHOBHBIE [TpopaboTka 2 [IK-26, I1K-3, |Ompoc Ha 3aHATHSX,
MTOHATUSA JIEKLIMOHHOI0 MaTepuania OK-5 Otuer no
UH MaIlMOHHBIX TOPHOM
(1)(2p atHo OdopmieHne 0T4ETOB MO 2 nagopa %p 0
Teil abor T
cete 1abopaTopHBIM paboTam pabote, 1ec
Uroro 4
2 OCHOBBI [TpopaboTka [IK-17,11IK-3 | Ompoc Ha 3aHATHUSAX,
MOCTPOCHUS JIEKIIMOHHOT'O MaTepuaia Otuer o
BPEMEHHBIX J1a00paToOpHOM
COBpEME . | Odopmienue oT4eToB 10 2 gop %p 0
JIOKaJbHBIX CeTe abore, Tect
nabopaTopHBIM paboTam p ’
Hroro 4
3 CeteBbie [IpopaboTtka [K-26, I[IK-3 | Ompoc Ha 3aHATHSX,
OTIepaIlMOHHBIE JEKIIMOHHOI'O MaTepuana Otuer no
HCTEMBI TOPHOM
cuere OdopmieHne 0T4eTOB 1O 2 1abopaTopao
pabote, Tect
n1abopaTopHbIM paboTam
Hroro
4 CpenctBa [IpopaboTtka [K-26, I[IK-3 | Ompoc Ha 3aHATHSX,
peanuzanuu JIEKIIMOHHOTO MaTepuaia Otuer no
MEXKCETEBOTO nmabopaTopHOU
Odopmienue oTueToB 1O 3 patop
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B3aMMOJICICTBUS nabopaTopHbIM paboTam pabote, TecT
Hroro 6
5 IlepcniektuBubie | I[IpopaboTka I1K-3, OK-5 Ormpoc Ha 3aHATHUAX
HaTPaBIICHUS JICKIIMOHHOTO MaTepuaia
pa3BUTHUA U Vitoro 1
poOJIEMBI
MH(pOPMaLMOHHBIX
cerei
Hroro 3a cemectp 18
6 cemecTp
6 OCHOBHBIC [TpopaboTtka 4 IIK-17, I1IK-3, |Omnpoc Ha 3aHATHIX
MOHSATHUSA JIEKIIMOHHOT'O MaTepuaia OK-5
nH(pOpMaLOHHON Vitoro 4
0e30MmacHOCTH
7 TexHonoruu IToaroroBska k 6 I1K-14, I1K-17, |3ammuTa oT4yeTa,
oOecnecucHus MPAKTUYECKUM 3aHATHUSIM, IIK-26, I[1K-3 | Ompoc Ha 3aHATHSAX,
0e30MacHOCTH B ceMHUHapaM Otuer no
JIOKQJIBHBIX CETIX naboparopHoOit
[IpopaboTka 8 5 patop
abote
JICKIIMOHHOTO MaTepraia p
OdopmieHne 0T4eTOB O 12
nabopaTopHbIM paboTam
Hroro 26
8 ObecrieucHme [IpopaboTka 4 [TK-14, ITIK-26, | Ompoc Ha 3aHATHIX
0e30MacHOCTH ceTel | JIeKIIMOHHOTO MaTepuana IK-3
Ha 0a3e ceTeBhIX Vroro 4
OTIepAIIMOHHBIX
CUCTEM
9 O6ecnieuenue [TpopaboTka 6 [IK-14, T1K-17, |Ompoc Ha 3aHATHUSAX,
0e30MacHOCTH JIEKIIMOHHOT'O MaTepuaia [K-26, I[IK-3 | Otuer mo
MEKCETEBOT J1a00paToOpHOM
CKCETCBOTO OdopmneHne 0T4eTOB O 10 gop OPHO
B3aMMOJICHCTBHS abore
A nabopaTopHBIM paboTam p
Hroro 16
10 ITpaBoBBIE [TpopaboTka 4 IK-14, IIK-3 | Ompoc Ha 3aHATHIX
OCHOBBI 3aIIIUTHI JIEKIIMOHHOTO MaTepuania
uH(popMaluyu B Hroro 4
KOMITBIOTEPHBIX
CeTSX.
3aluIeHHbIH
JIOKyMEHTO000pOT
Hroro 3a cemectp 54
ITonroroska u crada 36 DK3aMeH
IK3aMeHa
Hroro 108
10. Kypcogoii npoexT / KypcoBasi padora
He mpenycmotpeno PYIL.

11. PeiiTuHroBasi cucreMa /Uit OLCHKH YCIIeBAeMOCTH 00y4YaI0IINXCs
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11.1. bajuibHbIE OLEHKH JJISl 3JIeMEHTOB KOHTPOJIS
Tabmmma 11.1 — bayutbHBIC OIIEHKH JJIS1 2JIEMEHTOB KOHTPOJISI

. . MaxkcruManbHbIN
. MakcumanbHbII MakcumanbHbII
DneMeHTHl y4eOHOI 0asut 3a mepuo Bcero 3a
Oamn Ha 1-yto KT ¢ | 0asn 3a nepuon
NEeATEIbHOCTHU Mexny 2KT u Ha ceMecTp
Hauyana cemectpa | Mexay 1KT u 2KT
KOHeIl ceMecTpa
5 cemectp

Ompoc Ha 3aHATHUSIX 3 4 3 10
Otyet no nabopaTopHOH 30 30 30 90
pabote

Hrtoro makcumym 3a 33 34 33 100
nepuos

Hapacratoum nrorom 33 67 100 100

6 cemecTp

3amuTa oTYeTa 10 10 20
Ornpoc Ha 3aHATUAX 3 4 3 10
OTuert o nmabopaTopHOH 20 20 40
pabore

HToro makcumym 3a 13 34 23 70
nepuos

OK3aMeH 30
Hapacratoum nrorom 13 47 70 100

11.2. IlepecueT 0a/J10B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[TepecueT OanyoB B OLIEHKH 32 KOHTPOJIbHBIE TOYKHU MpeicTaBieH B Tabnuue 11.2.
Tabauna 11.2 — [lepecueTr 6a/10B B OLIEHKH 32 KOHTPOJIbHBIE TOUKH
baynel Ha 1aTy KOHTPOJIBHOM TOYKH Onenka

> 90% ot MakcuManbHOM cyMMbl 6aytoB Ha naty KT 5

Ot 70% no 89% ot MakcumanbHOM cymmbl 6aimioB Ha aaty KT 4

Ot 60% 10 69% OT MakcUManbHOI cyMMbl 6ajioB Ha naTy KT 3

< 60% oT MakcuMalIbHOIM cyMMBbI 6ansioB Ha naty KT 2

11.3. IlepecueT cyMMbI 02/1710B B TPAAUIIHOHHYI0 M MEKIYHAPOJAHYIO OLIEHKY

[TepecueT cymmbl OaJIJIOB B TPAAUIIMOHHYIO M MEKIYHApPOJHYIO OLIEHKY IPE/ICTaBICH B Ta0Jule

11.3.

Tabauna 11.3 — [lepecuer cyMMbl 0ailyioB B TPAAUIIMOHHYIO U MEXAYHAPOIHYIO OIICHKY

Htoroas cymma 6asmios,
Onenka (I'OC) YUUTBHIBAET YCIIEIIHO CAAHHBIN Onenka (ECTS)
IK3aMeH
5 (oTnU4HO) (3aYTEHO) 90 - 100 A (0oTaM4HO)
85-89 B (ouens xoporio)
4 (xoporo) (3a4TeHO) 75-84 C (xopomo)
70-74
D (ynoBneTBOpUTENHHO)
3 (yIOBIETBOPUTEIHHO) 65 - 69
(3a4TeHO) 60 - 64 E (mocpenctBeHHo)
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2 (HEeyOBJIETBOPUTEILHO) (HE

Hmxe 60 6ano F (neynoBneTBOpUTENEHO
3auTeHO) YK JIOB (HEyOBIETBOPUTENBHO)

12. YueOHO-MeTOAMYECKOE M HH(POPMALMOHHOE o0ecTeyeHne JUCIUNINHBI

12.1. OcHoBHas JuTEpaTypa
1. TlocTtpoeHue 3aIIMIIEHHBIX KOPIOPATUBHBIX CETEH [DIEKTPOHHBIN pecypc| [DAEKTpOHHBIH
pecypc]: yuebnoe mocodbue / P.H. AunnoB. — DnektpoH. gan. — Mocksa : JIMK Ilpecc, 2013. — 250 c.
— Pexwum noctyna: https://e.lanbook.com/book/66472 (narta oopamenus: 19.05.2018).

12.2. lonosiHuTEIBHAS TUTEPATYPA
1. KommbloTepHbIE CETH U CITYXOBbI yIaJIEHHOT0 JOCTYyNa [ DIEKTPOHHBIN pecypc] [ DNeKTpOHHBIIM
pecypc]: cnipaBounuk / O. M6e. — Dnexrpon. nan. — Mocksa : JIMK IIpecc, 2007. — 336 ¢. — Pexum
noctyna: https://e.lanbook.com/book/1169 (nara obparenus: 19.05.2018).

12.3. YueOHO-MeTOAMYECKHE NTOCOOH ST

12.3.1. O6s13aTesibHbIE Y4eOHO-METOAMYECKHE T0COOU
1. besomacHocts cereit OBM [OnektpoHHBIM pecypc]: MeTonuueckue yKazaHUS IS

nabopaTopHbiX u mnpakThueckux pador / HosoxpectroB A. K., Ilpackypun I'.A., 2014. — 99 c.
[DneKTpOHHBIN pecypc] — Pexum JIOCTYyIIa:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM lab pract.pdf (maTa oOpamienus:
19.05.2018).

2. besomacHocTh cereii OBM [OnekTpoHHBIM pecypc]: Meroauueckue yKazaHHS IS
camocTosTensHOM padoTsl cryaenta / HoBoxpectoB A.K., Ilpackypun I'.A., 2014. — 4 c. [DneKTpOHHBIH

pecypc] — Pexum JOCTYTIA:
http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_sam.pdf (mara  oOpamicHus:
19.05.2018).

3. besonacHocts cereit OBM. Yacts 1 [DnextponHnslii pecypc]: JlabopaTopHblil MpakTUKyM /
HosoxpectoB A. K., I'ymsieB A. U. - 2017. 92 ¢. — Pexxum poctyna: https://edu.tusur.ru/publications/7225
(mara oopamenus: 19.05.2018).

12.3.2. YuyeOHO-MeTOAMYECKHE IIOCOOMS 1JIsl JIML C OTPAHMYECHHBIMH BO3MOKHOCTSIMHM 3/10POBbS M
WHBAJIU/10B

VY4eOHO-MeToInYecKHe MaTepHuaibl UIsl CAMOCTOATENBHOM U ayTUTOPHON paboThl 00ydaroINXCs
U3 YKCIIA JIUI C OTPAaHMYEHHBIME BO3MOXKHOCTSIMH 3/IOPOBBSI M1 MHBAINIOB TPEIOCTABISIOTCS B (hopMax,
alalTUPOBAHHBIX K OFPAaHUUYEHUSIM UX 3JI0POBbsI U BOCIIPUATHUS HH(DOPMAITUH.

JL1s1 IML ¢ HAPYILIEHUSIMH 3PeHHUs:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B IIeYyaTHOH (opMe yBETUUEHHBIM MIPUPTOM.

JI1s1 1ML ¢ HApYLIeHUsIMM CJIyXa:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

— B Ie4aTHOM dopme.

JI1s1 IMI ¢ HAapyLIeHUsIMM ONOPHO-ABUIaTeIbHOIO aNnapara:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

— B IeUaTHOM opme.

12.4. IIpo¢eccnonaibHbIe 0a3bl JaHHBIX U MHGOPMALIMOHHBbIE CIIPABOYHbIE CHCTEMBbI
1. http://www.elibrary.ru - HayuHast sneKkTpoHHas OHOIMOTEKA,;

2. http://www.edu.ru - Be6-caiiT cucTeMsl (enepaibHbIX 00pa30BaTeIbHBIX TOPTAJIOB,

3. http://edu.fb.tusur.ru/ - o6pasoBarenbHbIi MopTa GaKyabTeTa 0€30MaCHOCTH;

4. https://fstec.ru/ - denepanbHas ciryx0a Mo TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJTIO.

13. MaTepuajibHO-TeXHHYECKOe o0ecneyeHre JUCHMILIMHBI M TpedyeMoe NporpaMMHoe
o0ecrneyenune

13.1. O6uue TpedOBaAHUS K MATEPUAIBLHO-TEXHUYECKOMY U MPOrPAMMHOMY 00ecnedyeHuIo
AMCUMILINHBI
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13.1.1. MaTepuaJibHO-TeXHHUYECKOE U POrPaMMHOe o0ecriedeHue JJIsl JJEeKIIMOHHBIX 3aHATH I
Jnis mpoBeneHus 3aHATUI JICKIIMOHHOTO THIIA, TPYMIIOBBIX W WHIUBUAYAIBHBIX KOHCYJIBTAIUH,
TCKYIICTO KOHTPOJIAA U HpOMGHCYTOqHOﬁ aTTeCTallU HUCIIOJIB3YCTCA y‘-ICGHaSI ayauTopus ¢ KOJIMYCCTBOM
MOCaJI0YHBIX MECT He MeHee 22-24, 000pyI0BaHHAsI IOCKOW U CTaHJAApTHON yueOHOU Mebenbro. Mmerores
JIEMOHCTPAIIMOHHOE O0OPYJIOBaHWE M Yy4eOHO-HATJISAHBIE MOCOOMS, OOECICUMBAIOIINE TEMATHYCCKHE
WLTIOCTPAIMH 110 JICKIIHOHHBIM pa3ziesiaM TUCIIUILTHHEI.

13.1.2. MaTepuaibHO-TeXHHYECKOE U POrpaMMHOe o0ecriedeHue il MPAKTHYECKUX 3aHATUIH
JlaGopatopust 6e3omacHoctu ceteit OBM / JITabopatopust kpunrorpaduu B 6aHKOBCKOM JIeIe
yueOHasi aylIuTOpHs AJISl NMPOBEACHUS 3aHATHI MPAKTUYECKOTO THIA, ydyeOHas ayIuTOpHs s
MIPOBEICHUS 3aHATHI JTA0OPaTOPHOTO THUIIA

634045, Tomckas obnacts, r. Tomck, yn. Kpacnoapmeiickas, a. 146, 804 ayn.

Onucanue UMEIIIErocs 000PYyI0BaHUS:

- Kommbrotepsl kiacca e Hmke GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-111 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Tbh Gb SATA-III Seagate (10 mit.);

- O0y4aronuii CTeH 1 JIOKAIbHBIE KOMITbIOTepHBIE ceTH Microtik routerboard (2 mirt.);

- VIiPNET YMK «be3onacHOCTb ceTei;

- Kommyrarop Mikrotik CRS125-24G-1S-IN (6 mr.);

- Komnerotep kimacca e mike i5-7400/8DDR4/SSD120G;

- Ananmu3zarop kabenpnbix cereit M1 2016 Multi LAN 350 (3 mr.);

- Anaimmzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mIt.);

- CepBep kiacca He Hmke 4xE7-4809v4/512GBRE16/L.9300-8i/5T6000G7;

- Mapuipytuzarop Cisco 891-K9 (2 mir.);

- Mapmpyruzatop Cisco C881-V-K9 (2 mT.);

- Mapuipyruzarop Check Point CPAP-SG1200R-NGFW (2 mit.);

- Ananmzarop kabenpHbIX ceteit MI 2016 Multi LAN 350, Ananuzatop Wi-Fi cereit NETSCOUT
AirCheck G2

- Kommiext cienmanusupoBanHoi yaeOHOW Mebenw;

- PaGouee mecto mpernogaBarelis.

CreHapl U1 U3ydeHHs! TPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKITIOYAOIIIUE:

- aDOHEHCKHE yCTpoiicTBa: KOMIbIOTEphl SuperMicro;

- kommyTatopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapuipytusaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- CpeICTBa aHaJIM3a CETEeBOro Tpaduka M yriayOIeHHOW TPOBEPKU CETEBBIX IMAKETOB: aHAIH3ATOP
tpaduxa Wireshark, auctpulyrus Kali Linux;

- mexcereBbie 3kpanbl. UKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, MD B cocraBe mapuipytuzaropa Check Point CPAP-SG1200R-NGFW;

- CUCTeMBI OOHAPYKEHUS KOMIBIOTEPHBIX aTak: Snort, Suricata, COB B coctaBe MapuipyTu3aropa
Check Point CPAP-SG1200R-NGFW;

- Touku gocryma: D-link dwl3600ap;

- CUCTEMBI 3alIUThI OT YyTeUKHu AaHHbIX: KoHTyp nHpopmanmonHoi 6ezonacHoctu SearchInform;

- Cpe/ICTBa MOHUTOPUHTA COCTOSTHHUS aBTOMATH3HPOBAHHBIX CUCTEM: CHCTEMa MOHUTOpHHTA Zabbix;

- Cpe/cTBa CKaHMPOBAHUS 3alUIIEHHOCTH KOMIIBIOTEPHBIX ceTeil: ckaHep O6e3onmacHocTu Xspider
Education, cucrema ananuza 3amumesHocty cetn MaxPatrol Education.

[TporpammMHoe oOecrieueHue:

— Cisco Packet Tracer

— Cucrema moHutopuHra Zabbix

— Microsoft Windows 10

— XSpider

— Amnamuzarop Tpaduka Wireshark

— Juctpubytus Kali Linux

— MexcereBoii skpan UKC Lite

— MexcereBoitakpanPositive Technologies Application Firewall Education
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— Cucrema ananu3za 3amuiieHHocTH cetu MaxPatrol Education
Cuctema oOHapyXeHHs BTOpKEHUH Snort

Cucrema oOHapyKeHUs BTOpKeHUH Suricata

CpenctBo NOCTPOCHUSI BUPTYalbHBIX YacTHBIX ceTell OpenVPN

13.1.3. MaTepuajbHO-TeXHHYECKOe H IPOrpaMMHOe o0ecrniedeHne 1Jisi JJIaO00paTOPHBIX padoT

JIabopaTopust IpOrpaMMHO-AMIAPaTHBIX CPEICTB 0OecTeueH st HHPOPMAIIMOHHOW 0€30MacHOCTH

yueOHast ayJJUTOPUs JJIs IPOBEICHUS 3aHATHI MPAKTUYCCKOTO THIIA, yaeOHast ayTUTOPHS JJIs
[POBEICHUS 3aHATHI Ta00OPATOPHOTO THIA

634045, Tomckas obmacTs, r. Tomck, yi. KpacHoapmeiickas, n. 146, 405
ay. OnrcaHue UMEIOIIErocst 000pyI0BAHUS:

- Kommsrotepsl kitacca He Hike M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-
I1 DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 mt.);

- Komrmiekr cienuanu3upoBaHHON yaeOHOM Mebenu;

- Pabouyee mecTo mpernogaBarelis.

CreHIbl U U3ydeHHsI TPOBOIHBIX M OCCIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIIOYAOIIHUE:

- aDOHCHCKHE YCTPOMCTBA: KOMIIbIOTEpBI SUPErMicro;

- kommytaTopel: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapipytusaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- CpeJICTBA aHAJIM3a CETeBOro TpaduKa U yriryOJCHHON MPOBEPKH CETEBBIX MTAKETOB: aHAIN3ATOP
tpaduka Wireshark, mucrpudyrus Kali Linux;

- mexcetenble 3kpanbl: UKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, M3 B cocraBe mapuipytuzaropa Check Point CPAP-SG1200R-NGFW;

- CHCTeMbI OOHApYKEHHUST KOMIIBIOTEPHBIX atak: Snort, Suricata, COB B cocTaBe MapuipyTu3aTopa
Check Point CPAP-SG1200R-NGFW;

- Touku gocryna: D-link dwl3600ap;
- CHCTEMBI 3allIUThI OT YTEUYKH JaHHbIX: KoHTYp nHbopMaimonHoit 6e3onacHoctu Searchinform;

- CpeI[CTBa MOHPITOpI/IHFa COCTOSAHUA aBTOMaTI/I3I/IpOBaHHBIX CHUCTCM. CUCTCMaA MOHI/ITOpI/IHFa
Zabbix;

- Cpe/ICTBAa CKaHUPOBAHMS 3aIIUIIICHHOCTH KOMIIBFOTEPHBIX CETel: cKaHep Oe3omacHocTu Xspider
Education, cucrema ananusa 3amuimensocta cetu MaxPatrol Education.

[TporpamMmmHoOe obecrieueHue:
— Microsoft Windows 7 Pro
— CpencTBa CKaHUPOBAHMUS 3AIUINEHHOCTH KOMITbIOTEpHBIX ceteit: MaxPatrol Education,
XSpider Education
— Visual Studio
— VirtualBox

JlaGopatopus 6e3onacHoctu ceteid IBM / JIabopaTopus kpuntorpaduu B 6aHKOBCKOM Jieie

ydeOHas ayIuTOpHs JJIsi TMPOBEACHUS 3aHATHI TMPAKTUYECKOTO THITA, ydeOHas ayIuTOpHs s
MIPOBE/ICHUS 3aHATUH J1aOOPAaTOPHOTO THIIA

634045, Tomckas ob6nacts, r. Tomck, yn. Kpacnoapmeiickas, a. 146, 804 ayn.

Onucanue UMEIoIIerocs 000pyA0BaHUS:

- Kommrotepsl kiacca ve ke GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-I1I1 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Th Gb SATA-III Seagate (10 mit.);

- OOy4aronuii CTeH 1 JIOKaJbHbIE KOMIBIOTEpHBIE ceTH Microtik routerboard (2 mit.);

- VIiPNET YMK «be3onacHOCTb ceTei;

- Kommyrarop Mikrotik CRS125-24G-1S-IN (6 mr.);

- KomnbroTep kinacca He Hioke 15-7400/8DDR4/SSD120G;

- Aranmmzatop kabenpHbIX ceterd MI 2016 Multi LAN 350 (3 mT.);
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- Anammzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 miT.);

- CepBep kiacca He Hmke 4xE7-4809v4/512GBRE16/L.9300-8i/5T6000G7;

- Mapmpytuzatop Cisco 891-K9 (2 mir.);

- Mapmpyruzarop Cisco C881-V-K9 (2 mr.);

- Mapmpytuzarop Check Point CPAP-SG1200R-NGFW (2 mit.);

- Anamm3atop kabenbHbIX ceTeit MI 2016 Multi LAN 350, Ananmzatop Wi-Fi cereit NETSCOUT
AirCheck G2

- KommuiekT cnenuann3upoBaHHON ydeOHOM MeOenu;

- Pabouee mecto npenopasarens.

CteHpl U1 U3y4eHUsI IPOBOJHBIX U OECIPOBOIHBIX KOMIIBIOTEPHBIX CETEH, BKIIOYAIOIINE:

- aDOHEHCKHE YCTPOMCTBA: KOMITBIOTEPHI SuperMicro;

- kommyTatopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapuipytusaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;,

- CpeJliCTBa aHaJIM3a CEeTEeBOro Tpaduka U yriyOJIeHHON MPOBEPKH CETEBbIX MAKETOB: aHAU3ATOP
tpaduxa Wireshark, muctpubyrus Kali Linux;

- mexxcereBbie okpanbl. MKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, M3 B cocraBe mapuipyruzaropa Check Point CPAP-SG1200R-NGFW,

- CUCTeMBbI OOHapYKEeHUs KOMITbIOTEpHBIX aTak: Snort, Suricata, COB B cocTaBe mapuipyTu3aTopa
Check Point CPAP-SG1200R-NGFW;

- Touku gocryma: D-link dwl3600ap;

- CUCTEMBI 3alIUTHI OT YTeUKHu AaHHbIX: KoHTyp nHpopmanmnonHoit 6ezomacHoctu Searchinform;

- CpeJICTBa MOHUTOPHHTA COCTOSIHUS aBTOMAaTU3UPOBAHHBIX CUCTEM: CICTEéMa MOHUTOpPUHTA Zabbix;

- CpeACTBa CKAaHMPOBAHUS 3AIIUIIEHHOCTH KOMITBIOTEPHBIX CeTel: ckaHep Oe3omacHocTH Xspider
Education, cucrema ananu3a 3amumenHocty cetd MaxPatrol Education.

[TporpamMmmHoOe obecrieueHue:

— Cisco Packet Tracer

— Cucrema MmoHuTopuHra Zabbix

— Microsoft Windows 10

— XSpider

— Amnanuzarop tpapuka Wireshark

— Huctpudytus Kali Linux

— MexcereBoii skpan UKC Lite

— MexcereBoidkpanPositive Technologies Application Firewall Education

— Cucrema ananu3a 3amuiieHHocty cetu MaxPatrol Education

— Cucrema oOHapyXeHHsI BTOp>KeHUH Snort

— Cucrema oOHapyXeHHs BTOp:KeHUN Suricata

— CpencTBo nocTpoeHUs: BUPTYalbHbIX YacTHBIX cereil OpenVPN

13.1.4. MaTepuaJbHO-TEXHHYECKOE H IPOrpaMMHOe o0ecredeHne 1Jisi CAMOCTOATEIbLHOH padoThI
Jns caMocToATeNnbHOM pabOThl MCMONB3YIOTCS Y4eOHbIE ayTUTOPUHU (KOMIIBIOTEPHBIE KJIacchl),
PaCIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obnacts, T. ToMck, Jlennna mpocnexT, a. 40, 233 ayn.;
- 634045, Tomckas obnacte, T. Tomck, yin. Kpacnoapmetickas, 1. 146, 201 ayn.;
- 634034, Tomckas obnacts, T. ToMck, Bepmmnuna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckas obnactp, . ToMck, Bepmmanna ynuna, a. 74, 207 ay.

CocraB o6opy1oBaHUS:

- yueOHas meOerb;

- komnbrotepsl knacca He Hike [I9BM INTEL Celeron D336 2.81T1. - 5 miT.;

- KOMITBIOTEPHI TOJKIIOYEHB K ceTu «VHTepHeT» U 00ecrnedynBarOT JOCTYN B DJIEKTPOHHYIO
nH(pOPMaTMOHHO-00pa30BaTEIBHYIO CPElY YHUBEPCUTETA.
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[TepeueHs MpPOrpaMMHOTO 0OECTICUCHHS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mis Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TEXHUYECKOE o0ecnevyeHre JUCUMIIIMHBI JJIS JIMI ¢ OTPAaHUYEeHHbIMU
BO3MO’KHOCTSIMHU 310POBbSI 1 HHBAJH/I0B

OcBocHME TUCLUIUIMHBI JULIAMH C OIPAaHUYECHHBIMH BO3MOYKHOCTSMM 310POBbS M HWHBAJIUIaMU
OCYIIECTBISIETCA C UCIOJIb30BAaHMEM CPECTB 00yUeHHs OOIIET0 U CIEUaTbHOTO Ha3HAYCHUSI.

[Tpr 3aHATHAX C OOydYarOIMMHUCSA € HApYLIEHUSIMM CJyXa [PeAyCMOTPEHO HCIOJIb30BAHUE
3BYKOYCWJIMBAIOLLEH amnmnapaTypbl, MYJbTUMEAMMHBIX CPEACTB U JAPYrUX TEXHUYECKUX CpPEICTB
npuema/nepenayu yueOHoM HHPOpPMALUU B AOCTYIHBIX (hopMax, MOOMIBHOM CUCTEMBI IIPENOJaBaHUs AJIs
00yJaromuxcs ¢ HHBAJIUAHOCTHIO, TOPTATUBHOM HHIYKIMOHHOH CHUCTEMBbl. Y4eOHas ayAuToOpus, B
KOTOPOHM 3aHUMaloTCs OOydaroluecs ¢ HapylIEHHEM cllyxa, 00OpyAoBaHa KOMIIBIOTEPHON TEXHHUKOH,
ayIMOTEXHUKOM, BUJCOTEXHUKOU, JIEKTPOHHON TOCKOM, MYJIbTUMEIUIHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 00YyYAIOLMMKCS ¢ HAPYLIEHUSIMU 3PeHUsIMHM IIPEYCMOTPEHO UCIIOIb30BaHUE B
JIEKIIMOHHBIX U YI€OHBIX ayAUTOPHUSAX BO3ZMOKHOCTH ITPOCMOTpPA yIaICHHBIX 00BEKTOB (HalIpuMep, TEKCTa
Ha JIOCKE WM ClIaiifia Ha 9KpaHe) IpHu MOMOIIM BUEOyBeINUnTeNeH st KOM(GOPTHOTIO MPOCMOTpA.

[Ipu 3aHATHAX C OOydYalOIMMUCS € HAPYUIEHUSIMH OIIOPHO-ABHUIaTEJbHOI0 amnmnapara
UCHOJB3YIOTCS aJbTEPHATUBHBIE YCTpOWcTBAa BBOJAa WMHGOpMALMKU M ApPyrMe TEXHUYECKHUE CpelICTBa
npuema/mepenayn yaeOHoil mHGOpManuHM B JOCTYHHBIX (popMax, MOOMIIBHOW CHUCTEMBbI OOyUeHUS JUIs
JIOJEHN C NHBAJIUIHOCTBIO.

14. OneHo4HbIe MaTepHaJIbl U METOAUIECCKNE PEKOMCHAAILIUH I10 OPraHU3aAlMU U3YICHUSA
JAUCHHUIIIMHBI

14.1. Coneprxkanue OLEHOYHBIX MATEPHAJIOB U METOANYECKNE PEKOMEeHIalluu
I[JISI OILICHKHN CTCIICHU C(bOpMI/IpOBaHHOCTI/I n ypOBH?I OCBOCHUA SaerHJIeHHLIX 3a I[I/ICIII/IHJIHHOﬁ
KOMIIETEHIINI UCTOJIb3YIOTCS OLIECHOYHBIE MATepUalbl B COCTaBE:

14.1.1. TecToBbIe 3agaHus

1. I[To macmTaby KOMITBIOTEPHBIE CETH MTOAPA3ACISIOTCS Ha

a) 3B€3/1000pa3Hble, KOJBIEBbIE, IIMHHBIE

b) ogHOpaHroBBIE U ceTH "KIMEHT-cepBep”

C) IPOBOJIHBIE M OECTIPOBOIHBIE

d) nokanpHbIE U TI100aTBHBIC

2. 3amaueil kakoro ypoBHs Mozenu OSI sBisgercs ynpaBieHHE NOCTYIIOM K CpENE B CETHX,
IIOCTPOCHHBIX HAa OCHOBE pa3/iesieMo cpe/ibl?

a) IPUKIIAJHOTO

b) cereBoro

C) KaHAJILHOTO

d) puzuueckoro

3. Kakoe MuHUMaIbHOE KOJIMYECTBO YPOBHEW MPOTOKOJOB (B TepMHuHAX Mojenu OSI) momkHbI
MOJJEPKMUBATH MAPIIPYTU3ATOPHI CETEN C KOMMYTAIUEN MaKeTOB?

a)l

b) 2

c)3

d) 4

4. K tpancnioptHOMy ypoBHIO Mozenu OS] oTHOCATCS POTOKOJIBIL:
a) IP, RIP, OSPF

b) SSL, TLS

c) SMTP, IMAP, POP3

d) UDP, TCP

5. Ilo xakoi mpuumHe B mnportokose RIP paccrossHue B 16 XOmMOB MeXAy CETSIMH IOJIaraercs
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HETOCTHKUMBIM?

a) 1oJie, OTBEJIEHHOE ISl XPAHEHUS 3HAYCHUS PACCTOSHUSA, UMEET JUTMHY 4 JBOMYHBIX pa3psaia

b) ISt MOTy4YeHUs TPUEMIIEMOTO BPEMEHHU CXOAMMOCTH allTOPUTMA

¢) cetH, B KOTOphIX padboraer RIP, penako ObiBatoT OOMBIIMMEU

d) TabnuIel MapIIpyTU3AUK HE MOTYT XpaHUTH Ooubie 16 3anuceit

6. Uro nyxHo caenath Ha DHCP cepBepe uToObI HCKITIOUNTD BhIAady onpeaenennoro IP aapeca u3
CYILECTBYIOIIETO JIhana3oHa?

a) co3aarh nuamas3o [P agpecos

b) coznats mapamerp DHCP

¢) cozaarb oomacte DHCP

d) co3nate uckmouenue st [P agpeca

7. Kak HazpiBaeTcst 00beKT Active Directory, KOTOpbIN XpaHUT HHPOPMALIUIO 00 YIETHBIX 3aIUCSX,
o0ImUX pecypcax, Hoapa3aesieHusX?

a) CEeTeBOM JIOCTYI

b) kaTajior

C) mamka

d) nomen

8. Kakoit mpoToKOJI HCIIoNIb3yeTcs A4S AOCTYIa K ciayx0e karanoro AD?

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

9. KommbroTep, 3aHUMAIOIIUIACS 00CITY)KHBAaHUEM CETH, YIPABICHHEM Nepeaadeil cooOIeHu, u
MPEIOCTABIIAIOMINN yIAIEHHBIN TOCTYI K CBOMM pecypcam, Ha3bIBaeTCs

a) xabom

b) cepBepom

¢) paboueii craHMeH

d) xocTom

10. Meron mepenaym NaHHBIX, IPU KOTOPOM JAaHHBIC MEPECHUIAIOTCA B JIBYX HAlpaBJICHUSIX
OJTHOBPEMEHHO, Ha3bIBACTCH ...

a) CUMIUIEKCHBIM

b) nynaeKCcHbIM

C) CUHXPOHHBIM

d) nonyaymiekcHbIM

11. AHanu3 3alUIeHHOCTH - 3TO ...

a) BBIOOp OOOCHOBAHHOTO HabOpa KOHTPMEp, IO3BOJIAIOLIMX CHU3UTh YPOBEHb PHUCKOB [0
MIPUEMIIEMOU BEITMYHUHBI

b) He3aBHCHMast SKCTIEPTH3a OTJENBHBIX 00JacTel (PyHKIMOHUPOBAHUS TPEAIPUITUS

C) mpolueaypa y4ueTa JeiCTBUH, BBIITOJIHAEMbIX MTOJ30BaTEIEM Ha IPOTSHKEHUH CeaHca JI0CTyIa

d) mouck ys3BUMBIX MeCT HH()OPMALIMOHHON CUCTEMBI

12. BozaeiicTBHE Ha CUCTEMY C TIEJIBI0 CO3JIaHUs YCIIOBUM, TPH KOTOPBIX JIETAIBHBIE TTOJIH30BATEIN
CHUCTEMBl HE€ MOTYT MOJYYUTh AOCTYN K MPEJOCTaBISEMBIM CHUCTEMOW pecypcam, TUOO 3TOT JOCTYI
3aTpyJIHEH.

a) DoS-araka

b) HecCaHKIIMOHUPOBAHHBIN JOCTYII

C) HE3aKOHHOE MCIT0JIb30BaHNE TPUBUIIETHI

d) mporpammHas 3akiagKa

13. TIporpamMmmMHO€ CpPeCTBO Ui YAAJECHHOW UITH JIOKATHHON JUATHOCTUKH Pa3IMYHBIX dJIEMEHTOB
CETH Ha TIPEIMET BBISBIICHUS B HUX PA3IUYHBIX YSI3BUMOCTCH.

a) areHT 0€30MacHOCTH

b) monuTHKa Ge30macHOCTH

C) CPEICTBO JCTETUPOBAHMS aIMUHUCTPATUBHBIX TTOTHOMOYHIA

d) ckanep Oe3omacHoCTH

14. ... - mporecc 6JIOKUPOBKH BBISIBJICHHBIX BTOPKEHUH.
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a) aHaJIU3 3alUIICHHOCTH

b) oOHapyxeHue aTak

C) MpeAOTBpAaILEHUE aTaK

d) ayaut 6e3omacHoCTH

15. B xxypHane ayreHTU(UKAIH O0OHAPYKEHO HECKOJIBKO 3aIUCEeH HEYCHENIHBIX TOMBITOK BOUTH
B CHCTEMY I10]] YY€THBIMH 3alUCAMHU 0JIb30BaTeNneid. Bo3MoskHo Obliia mombiTKa moadopa mapoieit. Kakoe
CTaHJAPTHOE CPEJICTBO CIIEAYET UCIIOIB30BaTh [l YMEHBIICHUS PUCKA TAKOTO pojia aTtak?

a) UCII0JIb30BATh CUCTEMY OOHAPYKEHUS BTOPKEHUIA

b) nepeuMeHOBaTh YUETHYIO 3alIUCh a]MHHUCTPATOPA

C) UCIIOJIb30BAaTh MYJIbTU(DAKTOPHYIO ayTEHTU(DUKAIIIO

d) BKIIOUMTH OJOKHMPOBKY YYETHBIX 3alUCeil MpH ONPENEICHHOM KOJMYECTBE HEYCIEIIHBIX
MOTBITOK PErHCTPaIIU

16. Ilomutuka Oe3omacHOCTH TpeOyeT COKpBITHS cxembl I[P-anpecanuu, HCHOIB3yeMOW BO
BHyTpeHHel cetu. Kakas U3 nepedrcieHHbIX TEXHOJIOTUH TO3BOJIUT PEUIUTh TOCTABICHHYIO 337a4y?

a) cucreMa OOHapyXEHUS BTOP)KEHUH

b) mepcoHaIbHBIN MEXKCETEBOM IKpaH

c) NAT

d) anTHBUpYCHOE TPOrpaMMHOE OOecriedeHHe

17. TexHomorusi, KOTOpast UIsi OOHAPY)KEHUsSI aTaK HMCIOJb3yeT, Hampumep, obpasenr IP-makera,
XapaKTepHOTo sl KAaKOM-HUOYIb ONpeeICHHON aTaKu.

a) MOHHUTOP PErUCTPALMOHHBIX (PaiiIoB

b) KOHTPOJIb IIEITOCTHOCTH

C) BBISIBIIGHUE aHOMAJIbHOH IS TEILHOCTH

d) ananus curHatyp

18. Cornacuo xnaccudpukamu @CTIOK Poccun, MexxceTeBoi SKpaH MPUMEHSIEMBIN Ha JIOTHYECKON
rpanune UC unu mexay noruueckuMu rpanuniamu cermeHtoB UC, ato MO ...

a) Tuna A

b) tuma b

c) tuna B

d) tuma I

19. Cornacno knaccuduranun @CTIK Poccun cucteMsr 00HapyKEHUS BTOPKEHHUN AETSATCS Ha

a) YPOBHSI y3J1a U YPOBHS CeTH

b) BHELIHNE U BHYTPEHHUE

C) CHMMETPHYHBIE 1 AaCUMMETPHYHBIE

d) koMMyTHpYyEeMbIE U HEKOMMYTHPYEMBbIE

20. CornacHo mpo(uiIro0 3aIUThl CPEICTBA aHTUBUPYCHOM 3aIuThl TUNa «b» ycTaHaBIuBaroTCS
Ha ... UHPOPMALIMOHHOMN CHUCTEMBI, (DYHKIIMOHUPYIOIIEH Ha 6a3e BEIYUCIUTEILHON CETH.

a) paboune CTaHIIMU MOJIb30BaTENIEH

b) cepBepsbl

¢) pabouyro CTaHIMIO AAMUHUCTpATOPa

d) cepBepsl u paboune CTaHIIUU

21. 3amuTa pecypcoB ceTH OT HECAaHKIIHOHUPOBAHHOTO UCIOJIb30BAHHUS - 3TO

a) oxpaHa 00OpyZOBaHUS CETH

b) 3ammuTa siapa 6e30macHoCTH

C) KOHTPOJb AOCTyMa

d) 3amura nepumerpa 6e30MacHOCTH

22. CpencTBO 3alluThl, 00ecreunBarollee 3auliilleHHOCTh HH(QOPMALIUK OT yTPO3 HEJIETUTUMHOM
nepeaayd JaHHBIX U3 3alIUIIEHHOIO CerMEHTa CHCTEMBbl ITyTeM aHalu3a U OJIOKMPOBAHMS MCXOJSIIETO
Tpaduka

a) MEXCETeBOM IKpaH

b) cpencTBO aHTUBHPYCHOM 3aLUTHI

¢) DLP-cuctema

d) ckanep Oe3omacHoCTH

23. CpenctBo, pemiaroniee 3a1a4i KOHCOIUAALUUN 1 XPaHEHUS )KYPHAJIOB COOBITUH OT pa3InYHbIX
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HMCTOYHUKOB, a TAK)K€ MMEIOIee NHCTPYMEHTHI JIUIS aHAIM3a COOBITHIA M pa30opa MHIMIEHTOB HA OCHOBE
WX KOPpEesIU 1 00padOTKH IO MpaBHIIaM — 3TO ...

a) DLP-cucrema

b) cucrema oOHapYyKEHUS BTOPKEHUHN

¢) SIEM-cucrema

d) ckanep 6e3omacHOCTH

24. Cnoco6 mepexBaTta uH(pOpMAIMH, IPU KOTOPOM HA MAIIMHY YCTaHABIMBACTCS HMPOTPAMMHOE
CpeacTBoO, coduparoliee U nepeaaroniee HHGopMaIuo — 310 ...

a) repexaar B pa3pbiB

b) cereBoii mepexnar

C) areHTCKUM IepexBaT

d) mepexBaT myTeM MHTETPALMU CO CTOPOHHUMHU MPOTYKTaMH

25. IlporpaMMHOE WM amnmapaTHOE CPEJCTBO, KOTOPOE OCYIIECTBISET MOHHUTOPHHI CETH B
pEeaIbHOM BPEMEHHU C LIJIbIO BBISIBJICHUS, IPEAOTBpAILeHUS! U OJOKHPOBKU BPETOHOCHON aKTUBHOCTH.

a) MEXCETEBOM IKpaH

b) cucrema oOHApYKEHUS BTOPKEHUH

C) cucTemMa NpeJoTBPAIIEHNs BTOPKEHUI

d) cpencTBO aHTUBUPYCHOM 3aIIUTHI

26. K kakum ™erogam cOOpa MaHHBIX, HCIOJB3YIOIUXCA NpU ayAuTe HHPOPMAUOHHON
0e3omacHocTH, oTHOCcUTCa MaxPatrol?

a) aHaJIu3 JOKyMEHTAlUH

b) nmpenocTaBiieHrEe ONPOCHBIX JUCTOB

C) UCTIOJIH30BAHUE CTICIUATTM3UPOBAHHBIX TPOTPAMMHBIX CPE/ICTB

d) uHTEepBBIOMPOBAHHUE

27. Kakoii u3 MET0I0B POBEPKH HAIIPABJICH Ha ONPECIICHUE HATUYHS YI3BUMOCTH 110 KOCBEHHBIM
npu3HaKam?

a) aKTUBHBIC 30HIUPYIOIINE TIPOBEPKU

b) mpoBepka 3aroI0BKOB U aKTUBHBIEC 30HIUPYIOIINE TPOBEPKU

C) IpOBEpKa 3aroJOBKOB

d) umuTamms aTak

28. B kakOoM peXMMe CKaHHpPOBAHHS CHCTEMBl aHalM3a 3amuiieHHocTH MaxPatrol moxHO
MIPOU3BECTH MOIO0P Maposiei?

a) Audit

b) Compliance

c) PenTest

d) Pentest u Compliance

29. B xakoM pexxume QpyHkuonuposanus [Psec mmdpyercs Bech ucxonnsiil [P-naker, a 3arem o
BCTaBJISIETCS B MOJI€ JAaHHBIX HOBOTO MakeTa?

a) TPAHCIIOPTHOM

b) TyHHEIBHOM

) B 000UX pexumMax

d) IPsec He ucnomnb3yer muppoBaHUe

30. IIpomecc monmydeHuss OOBEKTUBHBIX KAaUECTBEHHBIX W KOJMYECTBEHHBIX OIICHOK O TEKYIIEeM
COCTOSIHUM MH(OpMAIMOHHONH 0€30MacHOCTH OpraHu3allMd B COOTBETCTBHM C  OIpPEAeTEHHBIMU
KPUTEPHUSIMH U TIOKa3aTeNIsIMUA 0€30IIaCHOCTH — 3TO ...

a) BBISIBICHUE aHOMAJIBHOM JI€ATeIbHOCTH

b) aHanm3 3aUIIEHHOCTH

¢) ayauT HH(OPMAIIMOHHON 0E€30MacCHOCTH

d) ycTaHOBKA CHCTEMBI 3aIUTHI

14.1.2. Jxk3aMeHallMOHHbIE BONPOCHI
1. TunoBele KoHGUrypauuu HHGOPMAIMOHHBIX  CUCTEM. BiusHue  KOHHUrypauuu
MH(OPMALIMOHHON CHCTEMbI Ha 0€30MacHOCTh XPAaHUMBbIX, 00padaThIBAEMBIX U IE€pelaBaeMbIX IO CETH
JAHHBIX.
2. Yrpo3sa. Ysa3BumocTb. ATaka. B3auMocBsI3b MEXly 3STUMH MOHATHSAMU.
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. Knnaccudukanus yrpos nuapopmManmoHHoi 6€30MacHOCTH BRIYUCIUTEIBHBIX CETEH.

. Kimaccudukanus ysa3BumocTei.

. Knaccugukanus arak.

. [Tepexsat undopmaruu B cetu. MTuctpymenTtsl. CriocoObl TPOTUBOICHCTBHSI TIEPEXBATY.

. Spoofing. Crioco6s!1 mogenku naeHTuduraTopon. CriocoObl mpoTHBOACHCTBUS spoofing'y.

. DOS-araku. Oco6ennoctu peanuzaruu. Crioco0br mpotuBoaeiicTBus DOS-aTakam.

. YHuBepcaJbHbIE METOBl obOecneueHus: WH(POPMALMOHHON O0e30MacCHOCTH KOMIIBIOTEPOB H
KOMITBIOTEPHBIX CETEH.

10. Cnoenmanu3upoBaHHBIE  METOIBI  OOecrledeHus  HHPOPMAIMOHHOW  0e30MacHOCTH
KOMITBIOTEPHBIX CETEH.

11. Unentuduxamms u ayreHTuduKanus. OcoOEHHOCTH ayTeHTU(UKAIMK TOIbh30BaTeNICH B
KOMITBIOTEPHBIX CETSAX.

12. IIporokon Kerberos. Haznauenne. OcobeHHOCTH (PYHKITMOHUPOBAHHSL.

13. Pasrpanndenue qocTyna K HHQOPMAIIMOHHBIM peCypcaM KOMITbIOTEPHBIX CETeH.

14. Kpunrorpadpuyeckas 3amura HHPOpPMAMK B KOMIBIOTEPHBIX ceTsaX. JlocTomHCTBa H
HegoctaTku. CriocoObl MPeoAoIeHHs KpUIITOTpadhuiecKon 3auThl HHGOPMAIUH.

15. Dnexrponnas noanuch. Haznauenue. [lpumenenue yisi 3aliUThl CETEBOIO B3aMMOJICHCTBHUS.
[Tpumepsr.

16. Cxaneps! 6e30nacHocT. CriocoObI BEISIBIICHUS YS3BUMOCTEH B HH()OPMAIIHOHHBIX CUCTEMAaX.

17. Aynut B uHGOpMalMOHHBIX cUcTeMax. DYHKIMM M Ha3HA4YCHHE ayAuTa, €ro pojib B
obecnieueHnr HHPOPMAITMOHHOHN 0€30TaCHOCTH.

18. Cucrembl oOHapykeHUsi BTOp>KeHUil. CUCTeMbl MPENOTBpAILICHHUS BTOpKEHHH. MeTonuku
BBISIBIICHUS CETEBBIX aTaK.

19. CeTeBble U XOCTOBBIE CHCTEMbI OOHAPYKEHUS U IPEIOTBPAICHHs BTOpP>KeHUH. JJoCTOMHCTBA U
HE/IOCTATKH.

20. MexcereBble 3kpanbl. Kiaccudukanus. BapuanTbl pa3MenieHHs MEXCETEBOIO HKpaHa.
JlocTOMHCTBA M HEAOCTATKU.

21. lemunutapuzoBanHas 30Hbl. Haznauenue. CriocoObl BbIICICHHUS.

22. Krnaccudukammss MEXKCETEeBBIX OJKPaHOB [0 YpOBHSAM 3amMiieHHOCTH. Ilokaszarens
3alUIICHHOCTH, MpUMEHseMble s Kinaccupukanuu. [IpuMeHeHne MeXCeTeBbIX 3KPAaHOB Pa3IUYHBIX
KIIaCCOB.

23. Texnonorust VPN (BuptyanbHbsle yacTHble ceTH). Haznauenue. JJocToMHCTBA M HEIOCTATKU.

24. OCHOBHbIE KOMIIOHEHTBI TEXHOJIOTUU BUPTYalbHBIX YacTHbIX ceTell (VLAN).

25. Bpenonocuble mnporpammel. Kmaccuduxamus. Kananel pacnpoctpaHeHus. BnusiHue Ha
WH(GOPMAIIMOHHBIE CHCTEMBI.

26. AatuBupycHble cpeacTta. Knaccudukanus. MeToauKy BBISIBICHUS BPEIOHOCHOTO KOJA.

27. CpenctBa obecnieueHusi uHpopManuonHoi oOesomacHocth B OC  Windows’2003.
Pasrpannuenue noctyna k JaHabIM. ['pynmnoBast monutuka. O6macte AEMCTBUS TPYIIIOBBIX MOTUTHUK.

28. OcHOBHBIE dTarbl pa3pabOTKH 3aANTUIIICHHOW KOMITBIOTEPHOM CETH.

29. Ilpobnemsl obecrieueHus: 0e30MacHOCTH MPUKIATHBIX cepBucoB (Bed, mouta, FTP) u ux
pereHus.

30. ®usnueckue cpeacTra odbecnedeHuss HHPOPMaMOHHONW 0€30MaCHOCTH.

O 00O L B~ W

14.1.3. TeMbI OIPOCOB HA 3AHATHSX

Hcropus paszsutus cered OBM. MecTo M posb BBIYMCINUTEIBHBIX CETEH B COBPEMEHHOM MUPE.
OcHoBHbBIE IOHATHUS U TepMUHONIOTUs. O0IIKe IPeACTaBICHUs O BBIYUCIUTENbHOI ceTu. OO0I1ee NoHATHE
00 MepapxuuecKod CTPYKType HpOTOKOJOB. [IpMHIUIIBI MHOTOYPOBHEBOW OpraHU3allid JOKAJIbHBIX U
rinobanbHbIx cereit OBM. Mogens OSI. CtannapTHble CTEKM KOMMYHUKAIIMOHHBIX TPOTOKOJIOB.

Cranmaptuzanus B ceTsax. Kimaccudukaiys BEIYUCTUTENBHBIX ceTeld. TpeboBaHus, IpeabIBIsIEMbIe
K COBPEMCHHBIM BBIYMCIUTEIBHBIM CETAM. MeETOAsl M TEXHOJIOTHH IPOEKTHUPOBAHUS CPEICTB
TeneKoMMyHuKaui. Ctpykrypusanuu cetu. @usnyeckas M JIOrM4ecKas TONOoJOTHH ceteid. OCHOBHOE
KOMMYHHKAIIHOHHOE 000pYA0BaHNE

Kananbr cBsi3u. XapakTepuCTUKH KaHAIOB CBs3U. Jlormdeckoe KoaMpoBaHHWE. ACUHXPOHHas WU
CHUHXpOHHas nepenaun. Mepapxus B kabenbHO cucteme. CTpyKTypupOoBaHHas KaOelbHas cucTemMa.

Kondurypauuu 1okaabHBIX BBIUHMCIMTEIBHBIX CeTe M MeTonbl aocTyna B HUX. CTpykTypa u
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¢ynkuun nokanbHbIx cetell. Conepxanue crangapra IEEE 802. ba3oBble TeXHOIOTMHU JTOKATbHBIX CETEH.
IEEE 802.2 Ethernet. O60opynoBanue JTOKaIbHBIX CETEH.

[IporpaMmMHBIe CcpencTBa TeleKoMMYyHHUKanuu. CTpyKkTypa TporpaMMHOrO oOecredeHus
nokanpHOM cetn. Kiaccudukamuss mporpaMMHOro oOecredeHusl JIOKaIbHBIX ceTeil. [IpuHmumsI
MOCTPOCHHSI CETEBOTO MPOTPAMMHOTO 00ECIIEYeHHS M CETEBBIX ONEPAllMOHHBIX cucTeM. Knaccupukanus
cepBepoB. [IpoekTupoBanue ceteit 9BM 1o NpUHIUITY «KIUEHT-CEPBEPY.

CereBoil ypoBeHb nepeaun JaHHbIX. [P-agpecanus. Peanu3zanus MexxceTeBOro B3auMoIeHCTBUS
cpenctBamu TCP/IP. Tlopsimok pacnpenenenus IP-agpeco. Orobpaxenue IP-ampecoB Ha oKalbHBIC
aapeca. ARP nmportoko.

[Ipuniuner mapumpytuzanuu B IP-cersix. IIpoTokonsl Mapmipyruzanuu. [loHstue mgomeHa.
Homennas aapecauus B [P-cetsix. DNS npoToko.

IIpoTtokon IPv6. [Iporokossl TpancrioptHoro ypoHsi TCP u UDP.

CoBpeMeHHbIE TEHJICHIIMM PA3BUTUS TEICKOMMYHHUKAIIMOHHBIX cUCTeM. MHTerpanus pa3andHbIX
THUIIOB CeTel U CeTeBbIX cyk0. Bupryanuzanuusa nandopmannoHHbix cucteM. O0IauHble BHIYUCICHUS.

Obecneuenne 0€30MaCHOCTU TEIEKOMMYHHKAIIMOHHBIX CBS3€H M aJMHUHHUCTPATUBHBIA KOHTPOJIb.
OcHOBHbIE OHATUS U TEPMUHOJIOTHUS.

TumoBesie yrpo3sl cereBoil Oe3omacHOCTH. OCHOBBI KiacCH(DMKALMK CETEBBIX yrpo3 M aTak.
Brnusinue gyenoBeueckoro ¢akropa Ha CETEBYIO O€30MaCHOCTb.

3ammTa TOMOJIOTMM CeTH. BupTyanpHble JOKaJdbHBIE CceTH. JlOMOJHUTENbHBIE (QYHKIMH
KOoMMYyTaTopoB. [lepconanbHble skpanbl. AGOHEHTCKOE MU POBAHUE.

3ammra cereBoro TpaduKka M KOMIIOHEHTOB CeTH. 3ammra KommoHeHToB cetu ot HC/.
besonacHocts pecypcoB cetu. CpenctBa uaeHTUGUKALIMA U ayTCHTH(PHUKALUU, METOIbl pa3/eiIeHUS
PECYPCOB U TEXHOJIOIMH pa3rpaHUYeHMs! 1OCTyIa.

CpencTBa MOBBIIICHUS HAICKHOCTH (DYHKIIMOHUPOBAHUS ceTeil. 3anuTa oT cO0eB JIEKTPONUTAHHUS,
anmnapaTHOro U nporpammHoro odecrnedenus. KoHTposb u pacripeneneHie Harpy3ki Ha BBIYMCIUTENbHYIO
CeTb.

Pernamentupyromue JOKyMEHTHI B 001acTH 0€301aCHOCTH BBIYUCIUTENBHBIX ceTei. CTaHmapThl
0€30MacCHOCTH BBIYMCIUTENBHBIX CETeH U UX KOMIIOHEHTOB. [IpaBoBbIE OCHOBBI 3alTUTHI UHGOPMAIUU B
CeTsIX.

CereBble omnepanuonnbie cuctemMbl Windows, Unix/Linux. OcHOBHbIE NPOTOKOJBI, CITYXkOBI,
(GyHKIIMOHUPOBaHME, CPEJCTBA OOecTieueHus1 O€30MaCHOCTH, CPEJICTBA YIIPABICHUS U KOHTPOJIS.

[Tonmutuka Oe3zomacHocT: [loHsTHE MONMUTHKH O€30MacHOCTH. THMOBBIE IIEMEHTHI MOJUTHUKH
o6esomacHoctu.  Iloctpoenue, — peanuszanusi,  NOAJAEp)KaHWE U MOAUGPUKALUA  HOJUTHKU
6e3onacHoctu.Kpurepun onenku OezonacHoctu cereBbiXx OC. OCHOBHBIE KpUTEpUHU aHAJIM3a CETEBOM
6e3onacHoctr. OO01as mpoleypa aHaau3a.

OcHOBHBIE MEXaHU3MBI 00ecTiedeHHs O€30MaCHOCTH U YIIPABIEHUS paCIpeIeICHHBIMU PECYPCAMH.
ObecrnieueHne HaeKHOCTH UHPpacTpyKTypbl IHTEpHET.

3amura KaHaioB cBsi3M B MHTepHeT. Buaesl ucnonb3yeMblx B MHTEpHET KaHAlOB CBA3M.
Hcnonb30BaHne MeXCETEBbIX SKpaHOB. BUpTyanbHble YaCTHBIE CETH.

VY3BUMOCTH U 3aIuTa 0a30BBIX MPOTOKOJIOB U cayx0: [IpoTokonsr mapmpyTtuzanuu. CeMencTBoO
TCP/IP. Cnyx651 noucka. besonmachocte WWW U 351€KTpOHHOI OYTHI.

CucreMbl OOHapyXeHHS M TPOTHUBOACUCTBUSA BTOpKeHUsAM. Kiaccubukanus W TPUHIUIBL
(GYHKIIMOHUPOBAHUS CUCTEM OOHApYKEeHUs BTOp>keHUH. CkaHepbl 6€30MaCHOCTH.

Knaccel ckanepoB 0e301acHOCTH M OCOOCHHOCTH PUMEHEHHs. 3alluTa OT BUPYCOB.

3aiuTa 3J€KTPOHHOTO IOKYMEHTO000pOoTa.

14.1.4. Tembl 1a00paTOPHBIX padoT

MogenupoBaHue CETEBBIX YCTPOUCTB U IIPOTOKOJIOB B JIOKAJIBHBIX CETAX

MonenupoBaHue BUPTyalbHBIX JIOKadbHbIX ceTell (VLAN) ¢ pasrpaHuueHneM A0CTyIa K CETEBbIM
pecypcam

HacTtpoiika noakiaroueHus y3ia K ceTu. ABToMaTHuecKas IMHaMUYecKasi U CTaTUYecKasi HaCTPOMKH
CETEBOT0 MOAKIIYCHUS.

Crek nporokonoB TCP/IP. Ilpukmnagssie mpoTokossl ceTd MIHTepHeT.

Cetu Microsoft Windows. YpaBieHue ceTeBbIMH pecypcamMy B OJTHOPAHTOBOM CETH.

Ceru Microsoft Windows. Active Directory. YnpasieHue ceTeBbIMU peCypcaMu KOPIOPaTUBHOMN
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ceTu. [ pynmnoBbie NOIUTUKH.

MopenupoBanue 6a30BbIX CITYKO U TPOTOKOJIOB MapIIPyTU3AIIMU B TIIO0ATBHBIX CETSX.

bazoBeie ciy:x651 cetu MaTepaer. DHCP. DNS. IIpoTokoibl MapipyTH3aIuH.

[Tpuknagusie cnyx0n cetn MaTepHeT. HacTpoiika Web-, FTP-cepBepoB u cepBepa 2IeKTpOHHON
MOYTHI.

Pasrpannuenue aocTyna K JIOKaIbHBIM U CETEBBIM pecypcam. JluckpelnuoHHas W MaHAaTHas
MOJIENIN YIIPABICHUS JJOCTYIIOM.

HNHCcTpyMeHTHI 1S MicciieioBaHus ceTh (CHUdephI)

NHcTpyMeHTsI 1 BCClieIOBaHUs CeTU (CKaHepbl 0€30MacHOCTH )

MesxceTeBble SKpaHbI

AHTUBHpYCHAas 3alUTa

BupTtyanbHble 4acTHbIE CETH

CucreMbl 00HapYKEHUS U NPEJOTBPAIIECHNS BTOPKEHUIN

DLP-cuctembl

Be3onacHOCTh MPHUKIIAAHBIX TIPOTOKOJIOB

14.1.5. 3auyér

1. ITonsitue cetu. TpebGoBaHus, IPEIbsBIsSEMbIE K CETH.

2. Knaccugwukarus cereii. [Ipusnaku knaccudukanuu.

3. Cetesble Tononoruu. [IpenmyniecTBa u HelOCTaTKU 0a30BBIX CETEBBIX TOMOJIOTUH.

4. Mertoasl KOMMyTalMu Y3i0B ceTu. [IpeumymiecTBa UM HEJOCTATKU Pa3IUYHBIX METOJOB
KOMMYTallUH.

5. Meroabl afpecanyiv B MAJIBIX M OOJIBIINX ceTsAX. TpeboBaHUs K apecam.

6. OcHOBHBIE annapaTHbIE ¥ IPOrPaMMHBIE KOMIIOHEHTBI KOMIIBIOTEPHBIX CETEH

7. Ha3naueHnue u coctaB TuHUN CBs3U. Ha3HaueHne Kak10ro KOMIIOHEHTA JIMHUH CBSA3H.

8. OcHoBHbIE BUBI Tepeaaronx cpel. Mx xapakrepuctuku. OrpaHu4eHus NepeJaronmx cpes.

9. bectipoBoanas nunaus cBsizu. CoctaB o0opynoBanus. [lonsTue kanana.

10. CereBas mogens OSI. Haznauenue. YpoBHU B3aUMOJICUCTBUS OTKPBITHIX CUCTEM.

11. Cranmaptuzanus cereid. [Ipoexrt 802.x.

12. Meronp! nocTyna K cpelie nepeaadn JaHHbIX.

13. TlonsiTue npotokoia u uatepdeiica. Creku mporokosioB. CTaHAaPTHBIE CTEKH MPOTOKOJIOB.

14. CereBas apxutektypa Ethernet. bazoBslii crangapt. KoMnoHeHTsl peanu3annu Ha GU3HUECKOM
YpOBHE.

15. Crpykrypa xaapa texnosnoruu Ethernet. Texnonorus VLAN. Crannapt IEEE 802.1q.

16. CereBas apxutextypa Token Ring.

17. CereBas apxurekrypa FDDI.

18. O6opynoBanue JIBC. IIpunuumsl paboTel KOHIEHTPATOPOB, MOCTOB, KOMMYTAaTOPOB.

19. CereBble onepannoHHble cucteMsl. TpeboBanust, npeabsasisembie k cereBoiM OC.

20. ba3oBbple MPUMUTHUBBI IEperayll COOOIIEHUH B pacHpelielieHHOW ceTh. BBI30B ynaaeHHbBIX
npouenyp. MexaHusm COKETOB.

21. CereBsie (aitsioBbie cucTteMbl. CeMaHTHKa pa3jiesieHus Gaitios.

22. Ciy»x6b1 MMeHOBaHUs pecypcoB. Ciryx0a kaTtaaoro. JJOMEHHBIH OIXO.

23. Cnyx0a karanoroB Active Directory. Ynpapienne o0bekTaMu ceTu. [ pynmoBbie MOTUTHKH.

24. 3agauu NOCTPOCHUS OOBEIMHEHHBIX CETEH.

25. T'nobansHas cerb WHuTepHeT. Iloctpoenne. OcHoBHBIC TOHATHSI. CEMENCTBO MPOTOKOJIOB
TCP/IP u ero posb B IOCTPOEHUH III00ATBHBIX CeTEH.

26. Crex mporokosioB TCP/IP. O6nacte npumenenus. OCHOBHbIE XapaKTEPUCTUKH.

27. Tunel agpecoB, npumeHsemblx B ceTd MHrepHer. Ha3znauenue. Texnomorum pasperieHus
aJpecoB.

28. IP-anpeca. Knaccor [P-cereii.

29. IP-anpeca. Texnonorust CIDR. TToHsTHE ceTeBOTO MpeduKca.

30. O6opynoBanue ' BC. KpaTkas xapakTepucTUKa 1 Ha3HAUEHHE.

31. Ctpykrypa cetu UHTEpHET. ABTOHOMHBIE CHCTEMBI 1 MaructpanbHbie CETH. THITBI TPOTOKOJIOB
MapLIpyTU3aLHUH.

32. Mapupytusanus [P-mporokosna. AIropuTMsl MapIIpyTH3aLHH.
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33. IIporokonsl mapupytuzanuu RIP u OSPF. XapakrepucTuku, 10CTOMHCTBA U HEJOCTATKH.

34. IIporokon ARP. Haznauenwue. [Ipuanun ¢yHKIIMOHUPOBAHHUS.

35. IIpotokon DHCP. Haznauenue. [IpuHuummn ¢yHKIHOHUPOBAHUS.

36. Cnyxx6a DNS. Haznauenue. [Ipuanun ¢yHKIIMOHUPOBAHHMS.

37. Tlporokonsl TpancnopTHoro ypoBHsi creka TCP/IP. CpaBHHTEnbHBIC XapaKTEPUCTHKH H

MPUHIIMIIBI PAOOTHI.

38. IlepexBar nakeToB B JIOKaJIbHOU ceTH. IHCTpyMeHThl. CTPYKTYpa [aKEeTOB.

39. TexHnonorum «mocneaner Muwiny. [IporpaMMHbIiA 1 anmapaTHBINA COCTaB.

40. Cny:x651 WWW u FTP. [Ipotokonsl. Hactpoiiku cepBepHoro u knueHtckoro 110.

41. Cnyx6a E-mail. IIpoTokossl anekTpoHHOM ouThkl. HacTpoliku cepBepHOTo 1 KiaueHTckoro I10.
42. Cnyx6a MrHOBeHHBIX coobuienuii Jabber. IIpoTokoinsl. HacTpoiiku cepBepHOTO U KIIMEHTCKOTO

I10.

43. Texnonoruu nepenauu ronocoBoit nupopmanuu. IIporoxonst SIP, RTP.
44. Tunosas CTpyKTypa OTKa30yCTOHYMBOIO Kjlactepa. Pe3epBrupoBaHue JaHHbIX.
45. OcHOBHBIE KOMaH/Ibl, UCTIOJIb3yeMbI€ IIPU pabOTE C CETHIO B PEKUME KOMAHTHOW CTPOKH.

14.2. TpeGoBaHUA K OLEHOYHBIM MATEPHAJIAM JIJIAl JIMI C OTPAHUYEHHBIMH BO3MOKHOCTSIMHU

310PpOBbH U HHBAJIUA0B

I[J'ISI Jan, € OrpaHUYCHHBIMH  BO3MOXHOCTAMHU 3O0POBbA W HWHBAJIUAOB MTPCAYCMOTPCHBI
AOIOJHHUTECIIBHBIC OIICHOYHBIC MAaTCpHaJIbl, IICPCUYCHDb KOTOPBIX YKAa3aH B Ta6JII/ILI€ 14,
Ta6Jmua 14 — HOHOJ’IHI/ITCHLHHG MaTepHraJibl OICHUBAHWA AJIA JIMI C OrpaHUYCHHBIMU BO3MOKHOCTSIMU

3J0POBbA U MHBAJIWJI0OB

Kareropun
oOyuaromuxcst

Buasl 1omMoIHUTENEHBIX OLICHOYHBIX
MaTepUalioB

®opMbl KOHTPOJISI U OLIEHKU
pe3yabTaToOB 00y4eHUs

C HapyuieHUsIMH
ciyxa

TecTbl, TICbEMEHHBIE CAMOCTOSITEIILHBIE
paboTHI, BOIIPOCHI K 3aUETY,
KOHTPOJIbHBIE paOOTHI

[Tpenmy1iecTBEeHHO MUCHMEHHAs
poBEpKa

C HapylLIeHUsIMU
3peHus

CobecenoBaHue 1o BOIIpocaM K 3a4eTy,
OIIPOC IO TEPMHHAM

[IpenmyIiecTBEHHO yCcTHAs IPOBEPKa
(MHAUBUYATBHO)

C HapyueHusIMH
OIOPHO-
JIBUTATEILHOTO
ammapara

Pemenne qucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE pabOThI, TMCHMEHHBIE
CaMOCTOSITeNIbHbIE PaObOThI, BOIPOCHI K
3a4eTy

HpeI/IMYH_IeCTBCHHO AUCTaHIIMOHHBIMHA
METOJaMU

C orpaHuYeHUSIMU 110
o01IeMe TMIINHCKUM
MOKa3aHUSIM

TecTbl, NMCbMEHHBIE CAMOCTOSATEIbHBIE
paboThI, BOMPOCHI K 3aUeTy,
KOHTPOJIbHBIE pa0OThI, YCTHBIE OTBETHI

[IpenmyiiecTBEHHO POBEPKA
METOAAMHU UCXOJIl U3 COCTOSTHUS
oOyuJarolerocss Ha MOMEHT IIPOBEPKU

14.3. MeToanyecKkue peKOMeHIAHH M0 OLIEeHOYHBIM MaTepHaJIaM /ISl JIMI[ ¢ OTPAaHHYeHHbIMHU
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIU/I0B

Jns num ¢ OrpaHWYeHHBIMH BO3MOKHOCTSIMH 3/I0POBBSI M MHBAJIUAOB IPEIyCMaTPUBACTCS
nocTynHas popMa npeaocTaBIeHUs 3a/JaHUH OLIEHOYHBIX CPEJICTB, @ UMEHHO:

— B II€YaTHOU (opme;

- B [I€YaTHOH QopMe ¢ yBeIHMUYEHHBIM HIpU(TOM;

- B (hopMe AIEKTPOHHOTO JJOKYMEHTA;

- METO/IOM YTCHHS ACCHCTEHTOM 3a/IaHUS BCITYX;

- IpeIOCTaBIIEHUE 3aJaHMs C UCTIOJIB30BaHUEM CYPIONEPEBO/IA.

JIluaM ¢ OorpaHMYE€HHBIMH BO3MOXXHOCTSIMM 3/10pOBbSl M MHBAJINJaM yBEIHMYMBACTCS BpeMs Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJBHBIE BOMPOCHL. [l Takux OOydYarommxcsl TpeaycMaTpHBaeTCs
nocTynHas popMa npeaocTaBIeHHsI OTBETOB Ha 3aJaHUs, a UMEHHO:

— MMCbMEHHO Ha Oymare;

— HaOOp OTBETOB Ha KOMIIBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIL30BAaHUEM YCITYT aCCHCTEHTA,

- IpeJICTaBJICHNE OTBETOB YCTHO.
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[pouienypa oleHUBaHKS PE3YIIBTATOB O0YUEHHUSI JIUII C OTPAHUUCHHBIMU BO3MOKHOCTSIMU 3/I0POBBSI
U WHBAIMAOB 10 JHCHUIUIMHE TPeIyCMaTpPHBaeT MpeAocTaBieHHe uHpopMammu B (opmax,
aJIalITUPOBAHHBIX K OTPAaHHYCHUSM UX 3JJ0POBBS U BOCIPUATHS HH(OPMALIUH:

JIJIs1 JIMI ¢ HAPYIIEeHUSIMH 3PeHusI:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA,;

— B IIEYaTHOH (pOopMe yBETUUECHHBIM MIPU(TOM.

JIJ1s1 JIMI ¢ HAPYIIEHUSIMH cJIyXa:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B IIEYATHOH (opme.

J1J1s1 JIMIL ¢ HApYUIEHHSIMH ONOPHO-IBUTATEJbHOI0 annapara:

- B ()OpMe ITEKTPOHHOTO JOKYMEHTA;

- B [1IeUaTHOM opme.

[lpn HEOOXOAMMOCTH [UIS JIMII C OTPAaHWYCHHBIMH BO3MOKHOCTSIMH 3/I0POBbS M HHBAINIOB
Ipolielypa OLeHUBAHUS PE3yJIbTaTOB O0YUYEHHUSI MOXKET IPOBOIUTHCS B HECKOJIBKO ITAIOB.
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