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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
®dopMHUpOBaHUE y CTYACHTOB 3HAHWUW 1O OCHOBAM 3allUThl WH(OpPMAIMU B KOMITBIOTEPHBIX
CUCTEMax MpH MOMOIIHM MPOrPaMMHO-AIIAPATHBIX CPEACTB, a TAKKE HABBIKOB U YMEHUH 10 IPUMEHEHUIO
MIPOrpaMMHO-aNMIapaTHBIX CPEJICTB 3aIlIUTHl HH()OPMAITUU B KOHKPETHBIX YCIOBHUSX.
PazBuTne B mporecce 0Oy4eHHsS] CUCTEMHOTO MBIIIICHUS, HEOOXOAMMOTO IS PEIICHUs 3a/1ad
3aIUTHl THHOPMAITUHU C YIETOM TPEOOBAaHUN CUCTEMHOTO MOAX0/1a.

1.2. 3agaun AUCHUNIMHBI

— JlaTp 3HaHUS MO KOHLENIMH oOecredeHnss NHPOpPMaMOHHONW 0€30IacHOCTH KOMITBIOTEPHBIX
CHUCTEM,;

—  IporpaMMHO-allllapaTHBIM  CPEICTBAM, pEaJU3yIOIIUM OTAENbHbIE (PYHKIMOHAIbHbBIE
TpeOOBaHUs 1O 3aIIUTE;

—  METOJaM M Cpe/ICTBaM XpaHEHUs KIF0YeBOM HH(OpMaInu;

—  METOJaM M Cpe/ICTBaM OTpaHHYEHUs JOCTYIa K KOMIIOHEHTaM BBIYUCIUTENIbHBIX CUCTEM;

—  METOJaM 3allIUThI OT BPEIOHOCHBIX IPOrpamMMm;

—  3alIUTe MPOorpaMM OT U3MEHEHHSI U KOHTPOJIIO IETTIOCTHOCTH;

— 3aJadyaM U TEXHOJOTUH CepTU(UKAIMU MPOTPAMMHO-ANNAPATHRIX CPEICTB HA COOTBETCTBUE
TpeboBaHUSAM HH(POPMAITMOHHOMN 0€30ITaCHOCTH.

2. Mecto aucuumiannsl B ctpykrype OIIOIT

Hucnunnuna «lIporpammuo-amnmnaparssie cpenctsa 3amuTthl nHdopmanun» (b1.5.6) oTHOCHTCS K
omoky 1 (6a3zoBast 4acTh).

[IpenimecTByOIUMU ~ TUCHUIUIMHAMHY, (DOPMHUPYIOIIMMU  HayajbHbIe 3HAHUS, SBISIOTCA:
besonacHocThb OIEepalMOHHBIX CHUCTEM, JuckperHas MaTeMaTHKa, MonenupoBanue
aBTOMATHU3UPOBAHHBIX HMHPOPMAIMOHHBIX cucTeM, OpraHu3allMOHHOE U TIPaBOBOE oOOecreyeHue
nHpopmannoHHo  Oe3omacHocTH, OcHOBBI  HWH(pOpMammoHHOW  Oe3omacHOCTH, [IpukiagHas
Kpunrtorpadus, YpaBieHue CpeCTBaMH 3alIUThl HHPOPMAITIH.

[TocneayromumMu TUCHUILUIMHAMY SBJISIOTCA: 3allUTa BBITYCKHOM KBalu(UKALMOHHOW padoThI,
BKJIFOYAsi OJATOTOBKY K MPOLEAYPE 3AUTHI U IPOLEAYPY 3aLIUTHI.

3. TpeGoBaHus K pe3yJibTaTaM OCBOCHHS TUCHUIIUHBI

[Tponecc n3yyeHHs JUCUUIUIMHBI HAapaBjieH Ha (JOpMUpPOBaHUE CIEAYIOUINX KOMIIETECHIINI:

— IIK-1 cnocoOHOCTBIO BBIMOJHATH PAaOOTHI IO YCTAHOBKE, HACTPOMKE M OOCIY)KHBAHUIO
MIPOrpaMMHBIX, MPOTrPaMMHO-aNMapaTHBIX (B TOM YHCIE KPUNTOrpapUUeCKUX) U TEXHUUYECKUX CPE/ICTB
3alIUThl HH(OPMALIUH;

— IIK-12  crmocoOGHOCTBIO MpPUHUMATh ydyacTHE B IPOBEIEHUU  HKCIEPUMEHTAIbHBIX
UCCJIETOBAaHUM CHCTEMBI 3alllUThl HH()OPMALINN;

— OIIK-7 cnocoOHOCTBIO ONpeAensTh HMH(POPMALMOHHBIE PECypChl, MOJJIeKaIlue 3alluTe,
yrpo3bl 6€30MaCHOCTH MH(POPMALIMU U BO3MOXKHBIE ITYTH UX PEalM3allii HAa OCHOBE aHAINM3a CTPYKTYPHI
U co/iepaHusl NMHPOPMAIMOHHBIX MTPOIIECCOB U 0OCOOCHHOCTEN (DYHKIIMOHUPOBAHUS OOBEKTA 3aIUTHI,

B pe3ynbrate n3ydyeHus IUCHUILTUHBI 00Y4atoLUIHics JOKEeH:

— 3HaTh NPOrpaMMHO-aNNapaTHbIE cpelicTBa oOecredeHnsi MHPOpMallMOHHOW 0€30IacHOCTH B
TUIIOBBIX AaBTOMAaTH3MUPOBAHHBIX CHUCTEMax; OCOOEHHOCTH MPUMEHEHMsI MPOTPaMMHBIX U MPOrpPaMMHO-
anmapaTHbIX CpPEICTB 3allUThl MHPOPMALUMU B aBTOMATU3MPOBAHHBIX CHCTEMax; THUIIOBBIE CpEJCTBa,
METOJIbl U MPOTOKOJIbI HJEHTU(UKALWK, ayTeHTU(PUKAUUW U aBTOPU3ALMUU; PYKOBOIAILIUE U
METOAMYECKHE JIOKYMEHTBl YIOJIHOMOYEHHBIX (heZepalbHbIX OpPraHOB HCIOJHUTEIBHON BIAcTU IO
3amuTe nHPOpMaIuH.

— ymerb  [IpoBoauTe  BBIOOp  NpPOrpaMMHO-alIapaTHBIX  CPEICTB obecrieyeHus
MH(POPMAIMOHHOM 0€30MacHOCTH /ISl MCIOJIb30BaHUSA MX B COCTaBE aBTOMATU3MPOBAHHOW CHCTEMBI C
nenblo  obecreyeHus TpeOyemMoro YpoBHS — 3alMUIICHHOCTH  aBTOMATHU3HPOBAaHHOW  CHUCTEMBI;
KOH(HUTypHUpOBaTh IapaMeTpbl CHCTEMBbl 3allUThl WH(POpPMAlUKM aBTOMAaTHU3WPOBAHHOM CHCTEMBI B
COOTBETCTBUM C €€ IKCILTyaTallMOHHOW JOKYMEHTAlMel; UCIOJIb30BaTh MPOrPAMMHBIE U IPOrPAMMHO-
anmaparHble CpeCTBa JAJIsl YHUUTOKEHHS HH(OpMAIMK U HOCUTENeH HHPOpMAaLIUH.

— Bjaagerb HaBblkamMu  pa3paOOTKM  apXWUTEKTypbl CHUCTEMBI  3alUThl  UHGOpPMaLUU
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ABTOMATU3MPOBAHHOM CHUCTEMbI; HAaBBIKAMU MPOTUBOACHCTBUS  BPEIOHOCHOMY MPOrPAaMMHOMY
o0ecrnedeHnIo; HaBbIKaMH Pa3pabOTKH MPOrpaMMHBIX U MPOrPAMMHO-ANMapaTHBIX CPEJCTB ISl CHCTEM
3amUThl H(HOPMAILIUY aBTOMATU3UPOBAHHBIX CHCTEM.

4. O0beM JUCUMIIIMHBI M BUAbI Y4eOHOH padoThl
OOmast TpyIOEMKOCTh JTUCHHUILIMHBI cOCTaBisieT 5.0 3a4eTHBIX €IWHMIBI U TMPEJCTaBICHA B
Tabymue 4.1.
Tabnuna 4.1 — TpyA0eMKOCTh AUCIUIUIUHBI

Bunb yaeOHOM NesTeNbHOCTH Bcero gacos CemecTtpbl

7 cemecTp
AynutopHble 3aHATHS (BCErO) 74 74
Jlexuun 28 28
[IpakTrueckue 3aHATHS 18 18
JlaboparopHbie pabOTHI 28 28
W3 HUX B MHTEpAaKTHUBHOU opme 20 20
CamocTosTenpHas padora (BCero) 70 70
BrinosiHEeHVE TOMALTHUX 3aaHUNA 30 30
Odopmienue oTueToB 1o 1adopaTOpHBIM paboTam 16 16
[TpopaboTka JEKIIMOHHOTO MaTepHasa 14 14
[TonroroBka K MpakTUYECKUM 3aHATHSIM, CEMUHApaM 10 10
Bcero (0e3 ax3ameHa) 144 144
[ToaroroBka u cmada sK3aMeHa 36 36
OO01mas Tpya0eMKOCTh, 4 180 180
3auerHble EMUHUIEL 5.0 5.0

5. Conepxxanue QM CUUILTHHBI

5.1. Pa3nenn! AMCHUILIMHLI 1 BUABI 3aHATHH
Paznensl AUCIIUTUIMHBI ¥ BUJIBI 3aHATUN TTPUBEIEHBI B Tabmuie S.1.
Tabmumna 5.1 — Pa3gens! TUCHUILIMHGBI U BUALI 3aHITHI

Bcero
[Tpak. | Jla6. | Cam. gacoB | DopMupyemsbie
Haspanwust pa3znenoB AUCHUILTHHBI Jlek., u
3aH., 4 | pab., 4 | pab., d (6e3 KOMIIETEHIINHT
HK3aMEHa)
7 cemecTp

1 Teopetrueckue aceKThl TPUMEHEHUS 8 6 0 12 26 ITK-1, 1K-12,
MPOrPaMMHO-AIAPATHBIX CPEJICTB OIIK-7
obecrnieueHrs nH(HOPMALIMOHHON
0€30IacCHOCTH.
2 TlporpamMMHO-amnmapaTHbIE CPEACTBA 16 8 28 44 96 IK-1, T1K-12
obecrnieueHus WHHOPMALIMOHHON
0€30MacHOCTH.
3 HopmaTuBHbBIE JOKYMEHTHI, 4 4 0 14 22 IIK-1, IIK-12,
pETryJIUPYIOIINE TPUMEHEHUE OIIK-7
MPOrPaMMHO-AIAPATHRIX CPEJICTB
3alUThl HH(GOpMaLUU
Hroro 3a cemectp 28 18 28 70 144
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Hroro

28 18 28

70 144

5.2. Conep:xanue pa3iesioB JUCUMIIMHBI (110 JEKIMSAM)
Coneprkanue pa3iesioB JUCITUIUTHH (I10 JICKITUSAM ) IPUBEICHO B Tabuiie 5.2.
Tabnuna 5.2 — Coneprxkanue pa3/iejaoB JUCHUILIUH (IO JICKIUSIM)

anmapaTHbIe CPEICTBA
obecreueHust
HMH(pOpMaLOHHON
0e30IMacHOCTH.

IIPOrpaMMHO-AINIAPATHBIX CPEACTB
obecrnieyeHnss UHPOPMALMOHHOM
6e3onacHoctu. [IporpaMMHo-amnmnapaTHbie
CPEICTBA, pEAIN3YIOIINE OTEIbHbIE

(G yHKIIMOHATIBbHBIE TPeOOBaHMSI 110 3aIIUTE,
UX MPUHLUIBI IEHCTBUS U TEXHOJIOTMYECKHE
ocobeHHocTH. B3aumoseiicTaue ¢
00I11eCUCTEMHBIMU KOMITOHEHTaMH
BBIUHCIUTENbHBIX CUCTEM. MeTo bl 1
CpEICTBa OIPaHUYEHMS 1OCTyIa K
KOMITOHEHTaM BBIYHUCIUTENbHBIX CUCTEM.
MeTtoapl 1 CpeacTBa NPUBSA3KU
MPOrpaMMHOTO 00ecTieueHUs K
anmnapaTHOMY OKPYXEHHIO U (PU3NYECKUM
HOCUTENSM. YTIPABJICHHUE KIFOYaMHU
KpUNTOTpapUUECKUMH KIIF04aMu. MeTo bl U
CPENICTBA XPaHEHUs KIIFOUEBOU
uHpopManuu. 3amuTa NporpamMmm ot
n3ydeHus. CriocoObl BCTpauBaHUS CPEJICTB
3alIUTHI B IPOrpaMMHOE 0OecrieueHue.
3amuTa OT pa3pylarouX NPOrPaMMHBIX
BO3JIEUCTBUH U BPEIOHOCHOTO
MIPOrpaMMHOTO o0ecreueHus. 3amra
IpOrpamMM OT U3MEHEHHSI U KOHTPOJIb
L[E€JIOCTHOCTH.

Haspamms pasnenos Conepxanue pasaenoB aucuuiinisl (no | Tpynoemkocts, | @opmupyembie
JEKLUSAM) q KOMIIETEHIINH
7 cemecTp
1 Teopernueckue [TonsaTHE TONMUTUKN OE30IIaCHOCTH. 8 [1IK-1, OIIK-7
acmeKThl MpuMeHeHust | ONrcaHue TUIMOBBIX MOJIMTUK O€30MacHOCTH.
IPOrpaMMHO- VYrpo3bl 6€30M1aCHOCTH KOMITBIOTEPHBIX
anmapaTHbIX CPEACTB | CUCTeM. MoIeTh KOMITBIOTEPHOW CUCTEMBI.
obecrnieueHus [TonsiTie MOHUTOpa 0€30MACHOCTH.
UH(POPMALIMOHHOM Konnenuus aucnerdepa gocrymna.
0€30MacHOCTH. ObecrieueHre rapaHTU BBIMOTHEHUS
MOJUTUKH Oe30macHOCTH. MeTo reHepanun
M30JIMPOBAHHON MIPOrPaMMHOM Cpenibl Mpu
MIPOSKTHPOBAHUH MEXaHU3MOB
rapaHTUPOBAHHOTO MOIEPKaHUS TOIUTUKU
6e3onmacHocT. Mopemnu 6e301macHoro
B3aumozeiicteus B KC. [Ipouenypa
UACHTU(DUKAINN U ayTCHTUDUKAIIH:
3aIuTa Ha YPOBHE paciiupeHuit Bios,
3alIMTa Ha YPOBHE 3arpy34YnKOB
OTIEPAIIIOHHOM Cpe/Ibl.
Hroro 8
2 IIporpamMmHO- OCHOBHbIE IPUHIIUIIBI CO3/IaHUS 16 IK-1
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Hroro 16

3 HopmaTtuBHbIe Posnb crangapToB HHGOPMALMOHHOM 4 [IK-1, OIIK-7
JIOKYMEHTHI, 6e3omnacHocTH. JIOKYMEHTBI

perynupyrome l'ocynmapcTBEHHOM TEXHUYECKON KOMHUCCUU

IIPUMEHEHUE Poccun. 3apaun u TexHonorus

IPOrpaMMHO- cepTH(HKAIMU TPOTrPaMMHO-aNIapaTHBIX

anmnapaTHbIX CPEJCTB | CPEACTB HA COOTBETCTBUE TPEOOBAHUSAM
3amuThl MHQOpPMAUK | HTHPOPMAITMOHHON 0€30IacHOCTH.
OcCHOBHBIE KaTeropuu TPeOOBAHHH K
IIPOrpaMMHOM ¥ IIPOIPAMMHO-AIIIIapaTHON
pealin3aiuu cpeicTB 00ecrneueHus
MH(POPMALIMOHHOM 0€30MaCHOCTH.
[Tokazarenu 3alIUIIEHHOCTH CPEICTB
BBIUUCIIUTEIILHOW TEXHUKHU OT
HECaHKLMOHUPOBAHHOTO AocTymna. Kinaccsl
3alUIIEHHOCTH aBTOMaTU3UPOBAHHBIX
cucteMm. TpeGoBaHUs K TpoIECCY
cepTH(UKAIMY TPOJAYKTa HH(OPMAITHOHHBIX
TEXHOJIOT U1

HUroro 4

Hroro 3a cemectp 28

5.3. Pa3nenbl AMCUMINIMHBI M MEKIMCUMILIHHAPHBIE CBSA3HU ¢ 00eceYnBAOIMMU (MPeIbI1yMM)
U o0ecneyrBaeMbIMHU (TMOCJIeYOIMMH) I CHUILTHHAMMA
Pazensr TUCIUTUTMHBI U MEXKIUCIUTUIMHAPHBIC CBSI3U C 00ECIICYMBAIONTUMHE (TIPEABIIYIITIME) H
o0ecrnieurBaeMbIMH (MTOCIEIYIOIUMHI ) AUCIUTIIIMHAMH MIPEICTaBIEHBI B Tabnue 5.3.
Tabnuna 5.3 — Pa3aenbl JUCIUIUIMHBL U MEXIUCHUIUIMHAPHBIE CBSA3H

Ne pazzenoB 1aHHOW AUCIUIUIMHBL, IS
KOTOPBIX HEOOXOANMO U3yUeHUE

HavMeHOBaHME TUCIUILIAH o0ecreunBaroInX U 00eCIIeYnBaeMBbIX
JUCLUTUTMH
1 2 3
[TpenmecTByroye AUCHUIUIAHBI
1 be3onacHOCTh ONEPaUOHHBIX CUCTEM + +
2 JTuckpeTHast MaTeMaTHKa +
3 MozenupoBaHue aBTOMaTHU3UPOBAHHBIX + N
UH(POPMAIIMOHHBIX CHCTEM
4 OpraHu3alioHHOE 1 IIPaBOBOE o0ecreyeHne +
nH(pOpMaIIMOHHOM 0€301MacHOCTH
5 OcHOBBI HHPOPMALIMOHHOH 6€301MacCHOCTH + +
6 [puknagnas kpunrorpadus +
7 YrpaBieHue cpeiCTBaMH 3alUThl MH()OpMaIiu +
[Tocnenyromme TUCIUTIITAHBI
1 3amuTa BRITYCKHON KBANU()UKALMOHHOW pabOTHI,
BKJIIOYasi MOJIFOTOBKY K MPOIEAYpe 3alUThI U IPOLEAYPY + + +

3alllUThI

5.4. CooTBercTBHE KOMIIETEHIUI, GOpPMHPYEMBbIX IPH U3Y4YCHHH AUCHHUILINHBI, 1 BUAOB 3aHATHH
CooTBeTcTBHE KOMIETEHIMH, (OPMUPYEMBIX NpPU H3YYEHHHM TUCHMIUIMHBL, U BUAOB 3aHATHH
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IpeJCTaBIeHO B Tabmuie 5.4.
Tabmuma 5.4 — CoOTBETCTBHE KOMIIETCHIIMM, (POPMUPYEMBIX TPH H3YYCHHH TUCIUIUIMHBI, U BHJIOB
3aHATHI

Bunrwl zanstuit
Komnerenuuun DopMBbI KOHTPOJIS
Jlek. [Ipak. 3aH. JIa6. pab. Cam. pa0.

IIK-1 + + + + Jomarinee 3aanue,
Ok3ameH, KoHcIiekT
CaMONIOATOTOBKY, 3allluTa
otueta, OTYET MO
naboparopHoii padore,
Onpoc Ha 3ansATHAX, Tect

I1K-12 + + + Jlomarmnee 3amanue,
3ammTa oTdyera, OTUET IO
naboparopHoii padore,
Onpoc Ha 3ansATHSIX, Tect

OIIK-7 + + + Jomarnee 3amanue,
Oxk3ameH, KoHcnekT
CaMONIOATOTOBKY, 3alluTa
otyera, OTYET 110
naboparopHoii padore,
Omnpoc Ha 3aHATUAX, TecT

6. UnTepakTUBHBIE METOAbI U (POPMBI OPraHU3aNMHN 00yUeHHS
TexHoOrNM UHTEPAKTHBHOTO 00yYEHUS MPH Pa3HBIX (popmax 3aHATHI IpUBeIeHBI B Tabmuie 6.1.
Tabmuna 6.1 — TexHOIOTMH HHTEPAKTUBHOTO O0YYCHHUS IPU PA3HBIX (GOpMax 3aHITHN

HHTepakTuBHBIE HNHTtepakTuBHBIE
HuTepakTuBHBIC
MeTto b1 MIPaKTUYECKHE 3aHATHSI, | TaOOpaTOpPHbBIC 3aHATHUSA, Bcero, u
JEKIHH, 9
q q
7 cemecTp
[Tpe3enTammu ¢ 8 8
UCIIO0JIb30BaHUEM
CJIAIJIOB C
o0cyXIeHuEM
Pemenue 4 4 8
CUTYallMOHHBIX 3a/1a4
Case-study (meton 4 4
KOHKPETHBIX CUTYaITHi)
Hroro 3a cemectp: 4 8 8 20
Hroro 4 8 8 20

7. JlabopaTopHbie padoThl
HaumenoBanue nabopaTopHbIX paboT npuBeAeHo B Tadnuie 7.1.
Tabnuua 7.1 — HaumeHnoBanue 1ab0paTopHbIX paboT

TpynoeMkocTs, | DopMupyemMbie
HasBanus paznenon HaumenoBanne nabopatopHbIx padboT pyA ’ PMUDY
q KOMITETEHITUN
7 cemecTp
2 IIporpammHoO- Pa3pabotka 3amumiensoro I10 ¢ 16 [1K-1, T1K-12
anmapaTrHble Cpe/ICTBa | IPUMEHEHHEM ammapaTHbIX Kirouel eToken
obecnieueHus
[IporpammHoO-anmapaTHOE CPEICTBO 3aAIIUTHI 8
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nH(pOpMaITMOHHOM
0€30MacHOCTH.

uH(pOpMalMU OT HECAHKIIMOHUPOBAHHOTO
JIOCTyTa.3alluTa MPOrpaMM OT U3MEHEHUS U
KOHTPOJIb LIEJIOCTHOCTH.

3amuTa mporpamMm OT pa3pyIIatomux 4

IPOTPAMMHBIX BO3JICHCTBHIA U 3aIIUTa

ABTOMATU3UPOBAHHOU CUCTEMBI OT

BPEIOHOCHOTO MPOTPaMMHOT0 00eCIIeYCHUSI.

Hroro 28
Hroro 3a cemectp 28

8. IIpakTHyeckue 3aHATHUSA (CEMUHAPDI)
HanMeHoBaHME MPaKTUYECKUX 3aHATHN (CEMHUHAPORB) MPUBEICHO B Tadymile 8.1.
Tabnuna 8.1 — HauMeHoBaHUE NPAKTUYECKUX 3aHITHH (CEMUHApPOB)

HaumeHnoBaHue MpakTUYECKUX 3aHATHI Tpynoemkocts, | Dopmupyembie
Hazpanus pasnenos
(cemuHapOB) q KOMITETCHITH
7 cemecTp

1 Teopernueckue Pa3zpaboTka apXUTEKTYpbl CUCTEMBI 3AIIUTHI 6 ITK-1, TTIK-12
ACTIeKTHI MPUMEHEHUS | MH()OPMAaIIUK aBTOMAaTU3UPOBAHHON CHCTEMBI OIIK-7
POrpaMMHO- C MPUMEHEHHUEM MPOTrpaMMHO-aNapaTHBIX
anrmapaTHbIX CPEACTB | CPeACTB 3amuThl HHGopmanuu. [loctpoenue
obecrnieueHus MoJieJIel 3aIlUIIeHHOW aBTOMAaTU3HPOBAaHHON
UH(POPMALIMOHHOM cucreMsl. M3ydyeHne MeTo10B
0€30I1aCHOCTH. UACHTU(DUKAIINY U ayTeHTU(UKALIUU C

NPUMEHEHHEM IPOTPaMMHO-aNapaTHBIX

CPEICTB 3alUThl HHGOPMAIUH.

Hroro
2 IIporpamMmHO- W3ydeHne coBpeMeHHBIX TPOrpaMMHO- 8 ITK-1, TTIK-12
anmapaTHble CPeJCTBa | aNIapaTHbIX CPEJICTB 0OeceueHus
obecrnieueHus MH(OPMaLlMOHHON 0E3011aCHOCTH.
UH(POPMALIMOHHOM Hasnauenue, ¢pyHkumu, 0671acTh
0€30IacHOCTH. NPUMEHEHHS TPOTPaMMHO-aNapaTHBIX

cpeAcTB 3auuThl HHpopMaru. M3yuenue u

CpaBHEHHE 0COOCHHOCTEH U aHAJIOTOB

IpOTrpaMMHO-aNapaTHBIX CPEICTB

oOecnieueHus nH(HOPMALIMOHHON

0€30IaCHOCTH Pa3IMYHbIX KaTeropuil.

Hroro
3 HopmaTtusHbIE W3yyeHne HOpMATUBHOM TOKYMEHTALNH, B I1K-1, TIK-12
JIOKYMEHTHI, TOM YHCJIE PYKOBOISIINX U METOAMYECKIX OIIK-7
peryaupyroue JIOKYMEHTOB YIOJTHOMOYEHHBIX
pUMEHEeHHE (benepaabHBIX OPraHOB HCIIOTHUTEIHHON
IPOTPaMMHO- BJIACTH 10 3amuTe nHpopmanuu. [Touck
anmapaTHbIX CPEACTB | POTPaMMHO-AIMIIAPATHRIX CPE/ICTB 3aIIHUTHI
3alUThl MHQOpMAMKM | UHPOPMALIUHU, COOTBETCTBYIOIINX

TpeOOBaHUSAM PYKOBOASIINX JOKYMEHTOB.

Hroro 4
Hroro 3a cemectp 18

9. CamocrosiTe/ibHasi padora

Bunael camocTosTenbHON paboThl, TPYAOEMKOCTh U (hOpMUPYEMbIe KOMIIETEHIIUN MTPE/ICTAaBICHbI B
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Tabimue 9.1.

Tabmmma 9.1 — Bunbl camocToaTensHON paboThl, TPYI0EMKOCTh U (HOPMUPYEMBIE KOMIIETEHITUN

Bunasl camoctositensHol | TpynoemMkocTs, | @opMupyembie
HasBanus pasnenos a pyA ’ PMHPY DopMBbI KOHTPOJISI
paboTsI q KOMIIETEHI[UHA
7 cemectp
1 Teopetuueckue IToaroroska k 2 IIK-1, I1IK-12 | JlomaiHee 3a/aHKeE,
ACIEKThI MPAKTUYECKUM 3aHSATHUSIM, OIIK-7 Onpoc Ha 3aHATHSIX,
IPUMEHEHHUS ceMHHapam Tect, Ox3aMeH
MIPOrpaMMHO-
porp [IpopaboTtka 4
anmapaTHbIX
JICKIIMOHHOTO MaTepuaia
CpeICTB
obecIeueHus BrlimotHeHME TOMaNTHUX 6
uHpopmarmoHHoi | 3a/1aHUU
0€30MacHOCTH. Wrtoro 12
2 IIporpammHoO- [ToaroroBka k 6 [IK-1, I1IK-12 | lomamHee 3a1aHue,
arnmapaTHbIC MPaKTUYECKHUM 3aHSATHSM, 3ammra oT4eTa,
cpeiacTBa CeMHUHapaM Omnpoc Ha 3aHATHSIX,
obecrieueHus TYET 110
o . |IIpopaboTka 8 0 5 .
UH(OPMATMOHHON nabopaTopHOU
pMan JICKITMOHHOTO MaTepuaia patop
0€30I1aCHOCTH. pabore, Tecr,
Odopmienue oTyeToB 1O 16 DK3aMeH
nabopaTopHBIM paboTam
Brinonnenne nomMantaux 14
3aJaHUN
Hroro 44
3 HopmaTuBHbIE [ToxaroroBska k 2 [IK-1, IIK-12 | JlomamiHee 3a1aHue,
JIOKYMEHTHI, IIPAaKTUYECKHUM 3aHATUSAM, OIIK-7 Omnpoc Ha 3aHATHSIX,
perynupymoiiue ceMHUHapaM Tect, Dx3ameH
MIPUMEHEHHE
P [TpopaboTka 2
POrpaMMHO-
JIEKIIMOHHOTO MaTepuana
anmapaTHbIX
CpPEICTB 3allUThI Brimmoanenne JOMAIITHUX 10
UHpOpMAIH 3a/1aHui
Hroro 14
Hroro 3a cemectp 70
IToaroroska u ciada 36 DK3aMeH
JK3aMeHa
Hroro 106
10. Kypcogoii npoexT / KypcoBasi padora
He mpenycmorpeno PYIL.

11. PeiiTuHroBasi cucreMa /Ui OLCHKH YCIIeBAeMOCTH 00y4aI0IINXCs

11.1. BaanbHbIe OLEHKH ISl 3J1eMEHTOB KOHTPOJIs
Tabnuna 11.1 — banmibHble OLIEHKH JUIsI 37IEMEHTOB KOHTPOJIS

JACATCIIBHOCTH

OneMeHTHl yueOHOH

MaxkcumanbHEBII
6amn Ha 1-y10 KT ¢
Hayaja ceMmecTpa

MakcumanbHbIN
OaJ 3a mepuo
mexnay 1KT u 2KT

MaxkcUMaTLHBIN
0ast 3a mepuos
mexnay 2KT n Ha
KOHEII ceMecTpa

Bcero 3a
CEMECTp

7

cemecTp
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JlomamrHee 3amaHue 10 5 5 20
3amuTa oT4eTa 10 10 20
Kouncnekr 5 5)
CaMOIIOATOTOBKH

Ornpoc Ha 3aHATHAX 5 5
Otuert no nabopaTopHOH 10 10 20
pabore

HToro makcumym 3a 10 30 30 70
epuo.

OK3aMeH 30
Hapacratoum nrorom 10 40 70 100

11.2. IlepecueT 0a/J10B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[Tepecuer 6aIOB B OIEHKH 32 KOHTPOJIbHBIE TOUKH MpeJCTaBieH B Tadymme 11.2.
Tabnuma 11.2 — [lepecueT 0anyioB B OLIEHKH 3a KOHTPOJIbHBIE TOUKU

baynel Ha 1aTy KOHTPOJIBHOM TOYKH Onenka

> 90% oT MakcuManbHOM cyMMbl 6aytoB Ha naty KT 5

Ot 70% no 89% ot MakcumanbHOM cymMbl 6amioB Ha aaty KT

4
Ot 60% 10 69% OT MakcUManbHOM cyMMbI OayutoB Ha naty KT 3
2

< 60% oT MakcuMalbHOM cyMMbI OasutoB Ha naty KT

11.3. Ilepecuer cymMbl 02JUI0B B TPAAULUOHHYIO H MEKAYHAPOIHYIO OLIEHKY
[TepecueT cymmBbl OAIIJIOB B TPAJUIIMOHHYIO M MEKIYHAPOJHYIO OIICHKY MPEACTaBICH B Ta0ulle
11.3.

Tabnuua 11.3 — IlepecueT cymmbl 0aIoB B TPAJUIIMOHHYIO M MEXIYHAPOJIHYIO OLIEHKY

Htorosas cymma 6aijios,

Onenka (I'OC) YYHUTBIBAET YCIEUIHO CIAHHBIN Onenka (ECTS)
9K3aMeH
5 (oTmU4HO) (3a4TEHO) 90 - 100 A (oTIHYHO)
85 -89 B (o4enp xopoiio)
4 (xopo1o) (3a4TeHO) 75 -84 C (xopomo)
70-74
D (ynosnerBoputeabHO)
3 (yIOBIETBOPUTEIHHO) 65 - 69
(3a4TeHO) 60 - 64 E (mocpencTBeHHO)
2 (HEYROBIICTBOPHTEIILHO) (1 Hwxe 60 Ganos F (HeynoBIeTBOPUTEIHHO)
3a4TEHO)

12. YueOHO-MeTOAMYECKOE M HH(POPMALMOHHOE o0ecneyeHne JUCIUIIMHBI

12.1. OcHoBHasi IMTEpPaTypa

1. TlporpamMmHo-anmaparHas 3auuTa nHpopManuu [DneKTpoHHBIN pecypc]: YdueOHoe mocodue /
I1.b. Xopes. - 2-¢ u3n., uctp. u jgon. - M.: ®opym: HULl UHDPA-M, 2015. - 352 c.: wr.; 60x90 1/16. -
(Beiciee  oOpazoBanme).  (meperuier)  ISBN  978-5-00091-004-7 —  Pexum  jgocryma:
http://znanium.com/catalog/product/489084 (nara o6pamenus: 12.06.2018).

2. AnmapaTHble W TpPOTrpaMMHBIE CpeICTBa 3allUThl MH(poOpMaruu [DIeKTpoHHBIA pecypcl:
VYyeOnoe nocodue / ymkun A.B., Konbios A., KpaBuenko A. - Boponexx:Hayunas kuura, 2016. - 232 c.
ISBN 978-5-4446-0746-6 — Pexum goctyna: http://znanium.com/catalog/product/923168 (nara
obparmienus: 12.06.2018).
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12.2. lonoiHUTEIbHAS JIUTEpPATYpa

1. 3amura wHbOpPMAIMU C HCMOIB30BAHUEM CMapT-KapT W AJIEKTPOHHBIX OpernokoB / JI. K.
ba6enko, C. C. Umykos, O. b. Makapesuu. - M. : "T'enmnoc APB", 2003. - 351[1] c. : w1, Tabmn., moptp. -
bubmuorp.: c. 348-349. (manuuue B Oudamorexke TYCVYP - 29 5k3.)

2. IIporpamMHo-anmapaTHbIE CpeacTBa oOecrneyeHus HHGOPMAIMOHHONH 0e30MacHOCTH
yaebHoe nocobue: B 2 pasnemax / A. Il. 3aiieB; MuHucTtepcTBO 00pa3oBaHus W Hayku Poccuiickoi
@enepauny, TOMCKHMI TOCYIapCTBEHHBIM YHUBEPCHUTET CHUCTEM YIPABICHUS U PaTUOICKTPOHUKH,
Kadenpa xommnexcHoil wuHpOpMALIMOHHONW O0€30MACHOCTH 3JIEKTPOHHO-BHIYUCIUTENIBHBIX CHUCTEM. -
Tomck : B-Cnektp, 2007 - . Paznen 1. - 2-e uzn., nepepad. u gomn. - Tomck : B-Crekrp, 2007. - 143[1] ¢
un. - b. u. (manuuue B 6ubnmoreke TYCYP - 66 3k3.)

3. Iporpammuo-anmapaTHble CpeAcTBa oOecrieueHUs HH(POPMAIMOHHONW Oe30MacHOCTH
yaebHoe nmocooue: B 2 pazpenax / A. II. 3aiineB ; MuHuctepcTBo 00pa3oBaHus M Hayku Poccuiickoi
®enepaunn, TOMCKMH TOCYIapCTBEHHBI YHUBEPCUTET CHUCTEM YIPABICHUSA WU PAJAUOIIECKTPOHMKH,
Kadenpa xommnexcHoil uHPOpMALIMOHHONW O0€30MACHOCTH 3JIEKTPOHHO-BHIYUCIUTENIBHBIX CHUCTEM. -
Tomck : B-Cnektp, 2007 - . Paznen 2. - 2-e usn., nepepad. u gom. - Tomck : B-Crektp, 2007. - 118[2] ¢
ui. - bubnuorp.: ¢. 37. - b. 1. (Hanuune B 6udauorexke TYCVYP - 66 5k3.)

12.3. YueOHO-MeTOAMYECKHE MMOCOOU A

12.3.1. O6s13aTesibHBbIE Y4eOHO-METOAUYECKHE TOCOOUSA

1. Meroanyeckne yKa3zaHUS K MPAKTHYCCKHUM 3aHATHAM 10 jauciuminae "TIporpamMmmHo-
anmapaTHbIC CpEJCTBA 00CCTICUCHHS I/IH(1)OpMaI_II/IOHHOI71 oe3onacHoctr" / Paxmanenko M.A. - 2017. - 10 c.
[D5eKTpOHHBII pecypc]: Pexum JIOCTYyTIA:
http://kibevs.tusur.ru/sites/default/files/upload/work _progs/gla/pasmb pract.pdf (mata  oOpameHus:
12.06.2018).

2. JlaGopaTopHblii MpakTHKyM 10 jauciumuimae  “TIporpammHo-ammapatHeie  CpeacTBa
obecnieuenuss mHpopMarmonHoi OezonacHoctn” / Paxmanenko U.A. - 2016. - 37 c. [DneKTpOHHBIH
pecypcl: — Pexum JOCTyTa:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/pasoib lab.pdf (mata oOpareHus:
12.06.2018).

3.  MeTtoauuecKue yKa3aHus ISl BBITOJHEHHS CAaMOCTOSTEIbHON M UHMBH/IyalbHONU PabOTHI 110
mucuuiuinHe "[IporpaMMHO-anmapatHeie CpeiacTBa oOecriedeHus: WHPOPMAIMOHHON Oe3omacHocTH" /
Paxmanenxko MW.A. - 2017. - 6 c. [DnekrpoHHbli pecypc]: — Pexum  jgocryma:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/pasoib_sam.pdf  (marta oOparteHus:
12.06.2018).

12.3.2. YuyeOHO-MeTOAMYECKHE TOCOOHSI AJIsl JIML C OTPAHNYEHHBIMH BO3MOKHOCTSMHU 310POBbS U
HHBAJIN/I0B

Y4eOHO-MeTOAMYECKHE MaTepUalbl ISl CAMOCTOATEIbHOW U ayAUTOPHON paboThl 00y4aroImUXCs
U3 YHCIIA JIMI ¢ OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBbsSI 1 MHBAJIMJIOB MPEJOCTABIISAIOTCS B (hopMax,
a/IalITUPOBAHHBIX K OTPAaHUYEHHUSAM UX 3/10pOBbsI U BOCIPUATHS HHPOPMAIUH.

JList M1 ¢ HapyIIeHUsIMHU 3PeHust:

- B (hopMe€ FIIEKTPOHHOTO JOKYMEHTA;

- B [I€YaTHOHN (popMe YBETUUEHHBIM LIPUPTOM.

JLst i1 ¢ HApYIIEeHUusIMH cJIyXa:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA,;

— B IeUaTHOM opme.

JLst M1 ¢ HapyIeHUusIMU ONIOPHO-ABUIATEJILHOTO annapara:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B MIEYaTHOH (opme.

12.4. TIpodeccuonaibHbIe 0a3bl JaHHBIX U MH(POPMALHOHHBIE CIPABOYHbIE CHCTEMbI

1. TocymapcTBeHHBIH peecTp CEpTH(PHUUMPOBAHHBIX CPEACTB  3aAIIUTHl  HWH(GOpPMAIMHU:
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-
sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-
01bi00
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2. @enepanbHas ciyx0a 10 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTpoutto https://fstec.ru/
3. Hudopmarnmonusie, CIIpaBOYHBIC u HOPMAaTHBHBIC 0a3bl JTAHHBIX
https://lib.tusur.ru/ru/resursy/bazy-dannyh

13. MarepuaJibHO-TeXHHYECKOe o0ecriedeHne TMCHUIIMHBI U TPpedyeMoe MporpaMMHoOe
ol0ecrneyeHue

13.1. O0uue TpeGOBaHUS K MATEPUATBHO-TEXHUYECKOMY U IIPOrPAMMHOMY 00ecreYyeHH 10
AUCHUILIUHBI

13.1.1. MaTepuaJbHO-TeXHMYECKOE M IPOrpaMMHOe o0ecrnedeHne 1Jis1 JJeKIIHOHHbIX 3aHATHH
I[JISI IMPOBCACHUA 3aHATHI JICKHMOHHOI'O THIIA, I'PYIIIOBBIX W MHIAWBUAYAJIbHBIX KOHCy.HBTElI.IHfI,
TEKYILEro KOHTPOJISI U IIPOMEKYTOUHOM aTTecTallMi UCIOJIb3YeTCsl ydeOHas ayAUTOpUs C KOJIMYECTBOM
MOCaZOYHbIX MECT He MeHee 22-24, o0opyaoBaHHas JOCKOW M CTaHAAPTHOH y4eOHOW MeOenblo.
HmeroTcss A€MOHCTpaLlMOHHOE 00OpyJOBaHHWE U Yy4yeOHO-HarjsiiHble MocoOus, oOecrneynBaromue
TEMATUYCCKUEC WIUTIOCTPALMHU I10 JICKHMOHHBIM pasjciiaM AUCHUIIIINHBL.

13.1.2. MaTepuajbHO-TeXHHYECKOE 1 MPOrpaMMHOe ofecrneyeHne IJisl MPAKTHYECKHUX 3aHATHH

AymuTopus MOJAETHMPOBAHUS, NPOCKTHPOBAHWS W  OKCIUTyaTallul HMH()OPMAIMOHHBIX |
AQHAJIUTUYECKUX CUCTEM

yqe6Ha$1 ayauTopus A NpPOBCACHUSA 3aHSITUN MMPAKTUYCCKOro THIIA, y‘Ie6Ha$I ayauTopuda IJisd
MIPOBEJICHUS 3aHATUH JIaOOPATOPHOIO TUTIA

634045, Tomckas obnacts, r. Tomck, yn. Kpacnoapmeiickas, a. 146, 407 ayn.

Ornucanye UMEIOIIErocss 000pyI0BaHUS:

- MonoGOiok Asus V222GAK-BA021D: IntelJ5005/ DDR44G / 500Gb/ WiFi / wbimb/
knaBuatypa (10mT.);

- KommiexT cienmanusupoBanHoi ydeOHOW Mebenw;

- PaGouee mecto npemnoaaBares.

[TporpammMHuoe obecrieueHue:

— Kaspersky endpoint security

— VirtualBox

— Visual Studio

— CroeunanpHoe TmporpaMMHOEe oOecnedeHue [Uisi MOJEIMpPOBaHUS WHQPOPMALMOHHBIX U
aHanuTudeckux cuctem [10 SAS

JlaGopaTopust mporpaMMHO-amapaTHRIX CPEICTB oOecriedeHus: HH(HOPMAITMOHHONM 0€301TaCHOCTH

yueOHasi ayluTOpHs AJS NMPOBEACHUS 3aHATHUI MPAKTUYECKOTo THIA, yyeOHas ayIuTOpHs AJs
MIPOBE/ICHUS 3aHATHHN JIAOOPATOPHOTO THIIA

634045, Tomckas obnacts, I. ToMmck, yin. Kpacnoapmeiickas, a. 146, 405 ayn.

Onucanne uMeronerocs 000py10BaHus:

- Mono6nok: Asus V222GAK-BAO021D: Intel J5005/ DDR4 4G/ 500Gb/ WiFi / wmplms/
kiaBuarypa (30mr.);

- Kommerorep: DEPO Neos DF226/ i3-7100/ DDR4 8G/ Xectkuit auck 500G/ MbIib/
KJIaBUATypa/ MOHUTOP;

- AnmmapaTHble cpeJCcTBa ayTeHTHpHUKaIMK nojab3oBarens «eToken Proy;

- IIporpammHo-annapatHbliil komruieke 3amuThl nHpopmanuu: ITAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW 1000 4.x, ITAK Axkopx;

CreHpl U U3ydeHHsI TPOBOIHBIX M OECIIPOBOIHBIX KOMITHIOTEPHBIX CETEH, BKITIOYAIOIINE:

- abOHEHCKHE yCTpoiicTBa: KoMIbioTepsl SuperMicro;

- kommyTatopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupyrusaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- CpeICTBa aHaJIM3a CETeBOro Tpaduka M yriayOIeHHOW TIPOBEPKU CETEBBIX IMAKETOB: aHAIH3ATOP
tpaduxa Wireshark, nuctpubyrus Kali Linux;

- mexcereBbie akpanbl. UKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, M3 B coctaBe mapmpyruszaropa Check Point CPAP-SG1200R-NGFW,;
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- CUCTEMbI OOHApYXEeHUs KOMIBIOTEpHBIX atak: Snort, Suricata, COB B coctaBe MapuipyTuszaropa
Check Point CPAP-SG1200R-NGFW;

- Touku gocryna: D-link dwl3600ap;

- CUCTEMBI 3aIlIUTHI OT yTeUKu AaHHBIX: KoHTyp nHbopmanmonnoi 6e3onacHoct SearchInform;

- CpeACcTBa MOHUTOPUHIA COCTOSIHHS aBTOMATH3MPOBAHHBIX CHCTEM: CHCTEMa MOHUTOPUHTA
Zabbix;

- CpEIICTBA CKAaHUPOBAHUS 3AIIHUIEHHOCTH KOMITBIOTEPHBIX CeTei: ckaHep Oe3omacHocTn Xspider
Education, cucrema ananu3a 3anuieHHocty cetd MaxPatrol Education.

YcTpoiicTBa YTEHHUS CMApT-KapT W PaJOMETOK: AJanTep KOMITBIOTEPHBIA ISl CUUTHIBAHUS U
nepenaun B [IK cepuitHpIXx HOMEPOB 0€CKOHTAKTHBIX UaeHTH(HKaTopoB IronLogic Z-2 USB;

- KommiexT cienmanusupoBanHoi yueOHON Mebenu;

- PaGouee mecto npemnoaasarens.

[TporpamMMHOe oOecrieueHHe:

— Kaspersky endpoint security

— Microsoft Windows 10

— VirtualBox

— Visual Studio

— AnmapaTtHO-IPOTpaMMHBIE CPEJICTBA YIPABJICHUS JOCTYIIOM K JaHHBIM, IIH(QpOBaHUS:
DallasLock

— AmnmnapaTHO-IpOTpaMMHBIE CPEJICTBA YIpPABIEHUS JOCTYINOM K JaHHBIM, IIH(QpPOBaHUS:
Kpunrollpo CSP

— AnmapaTtHO-POTrpaMMHBIE CPEACTBA YIPABICHUS JOCTYIOM K JaHHBIM, Imdposanus: [10
ViPNet Administrator 4.x, IIO ViPNet Coordinator for Windows 4.x, IIO ViPNet Coordinator for Linux
4.x, ITO ViPNet Client for Windows 4.x, [10 ViPNet Crypto Service 4.x

— Kpunrorpaduueckoe cpeacrso 3auutsl nuHGpopmanuu Kpunrollpo CSP

13.1.3. MaTepuaibHO-TeXHUYECKOE U POrpaMMHoOe o0ecriedeHue 1Jisl JJa0opaTOPHBIX padoT
JlaGopaTopus mporpaMMHO-alnapaTHbIX CPECTB oOecneueHust HH(OPMAIMOHHON 0e30MacHOCTH
yueOHasi ayAuTOpus AJs MPOBEJIEHUS 3aHATHH NPaKTHUYECKOIro TUIlA, yuyeOHasl ayJuTOpus Ul
IIPOBE/ICHUS 3aHATUH J1aOOPAaTOPHOIO THIIA

634045, Tomckas ob6nacts, r. Tomck, yn. Kpacnoapmeiickas, 1. 146, 405 ayn.

Onucanue UMeroLIerocs 000pyA0BaHUS:

- Mono0nok: Asus V222GAK-BAO021D: Intel J5005/ DDR4 4G/ 500Gb/ WiFi / mbims/
knaBuatypa (30mT.);

- Kommbrorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ Xectkuit auck 500G/ Mplib/
KJIaBHaTypa/ MOHUTOD;

- AnmapatHble cpeicTBa ayTeHTUpUKauu nojib3oBarens «eToken Proy;

- [IporpammHo-anmnapatHelii koMiuieke 3amuTsl nHpopmanuu: ITAK ViPNet Coordinator HW100
C 4.x, [TAK ViPNet Coordinator HW 1000 4.x, [TAK Akkop;

Crenpl U1 U3y4eHHs! TPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIIOYAOIIHUE:

- a0OHEHCKHE YCTPOUCTBA: KOMIBIOTEPHI SuperMicro;

- kommytatopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapripytusaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;,

- CpeJICTBa aHaJlM3a CETeBOro Tpaduka u yriayOleHHONW MPOBEPKU CETEBBIX MAKETOB: aHAIM3aTOP
tpaduka Wireshark, muctpubyrus Kali Linux;

- mexcereBbie 3kpanbl: UKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, M3 B cocraBe mapmipytuzaropa Check Point CPAP-SG1200R-NGFW,

- CUCTEMbI OOHapYXeHUs KOMIBIOTEpHBIX aTak: Snort, Suricata, COB B coctaBe MapuipyTuszaropa
Check Point CPAP-SG1200R-NGFW;

- Touku pocryna: D-link dwl3600ap;

- CUCTEMBI 3alUTHI OT yTeuku JaHHbIX: KoHTyp nHpopmannonHoii 6e3onacuoctu Searchlnform;

- CpelCcTBa MOHHUTOPHUHIA COCTOSIHMSI aBTOMAaTHU3MPOBAHHBIX CHCTEM: CHCTEMa MOHHTOPHHIA
Zabbix;
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- CpPeICTBA CKAaHUPOBAHUS 3AIIUIEHHOCTH KOMITBIOTEPHBIX CeTel: ckaHep Oe3omacHocTn Xspider
Education, cucrema ananuza 3amumenHocty cetd MaxPatrol Education.

YcTpoiicTBa UTEHHUS CMapT-KapT W PaJMOMETOK: AJanTep KOMIIBIOTEPHBIA ISl CUUTHIBAHUS U
nepeaaun B [IK cepuitHpix HOMEPOB 0€CKOHTAKTHBIX UaeHTH(uKaTopoB IronLogic Z-2 USB;

- Kommniext cienmanusupoBanHoi yueOHOU Mebenu;

- PaGouee mecto npemnoaasaress.

[TporpamMmMHOe oOecrieueHue:

— Kaspersky endpoint security

— Microsoft Windows 10

— VirtualBox

— Visual Studio

— AnmapaTHO-pPOTpaMMHBIE CPEICTBAa YIPABJICHUS JOCTYIIOM K JaHHBIM, IIH(QpOBaHUS:
DallasLock

— AnmnapaTHO-IpOrpaMMHBIE CpEJICTBAa YIPABJICHUS JOCTYIIOM K JaHHBIM, IIH(QpPOBaHUS:
Kpunrollpo CSP

— AmnmapaTtHO-IPOTpaMMHBIE CPEACTBA YIPABIEHUS JOCTYNOM K JaHHBIM, ImmdpoBanus: [10
ViPNet Administrator 4.x, IIO ViPNet Coordinator for Windows 4.x, ITO ViPNet Coordinator for Linux
4.x, ITO ViPNet Client for Windows 4.x, I[10 ViPNet Crypto Service 4.x

— Kpunrorpaduueckoe cpeacrso 3auutsl nuHGpopMmanuu Kpunrollpo CSP

13.1.4. MaTepua/ibHO-TEXHHYECKOE U POrPaMMHOe o0ecriedeHue 1JIsl CAMOCTOSITeIbHOM padoThI
s camocToATEnbHOW pabOThl MCIONB3YIOTCS YUEOHbIE ayJUTOPUU (KOMIBIOTEPHBIE KJIacchl),
PACIIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obnacts, r. ToMck, Jlennna npocmnexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, . Tomck, yin. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckas obnactb, r. Tomck, Bepuinauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckas obnacts, T. ToMmck, Bepmmnuna ynuna, 1. 74, 207 aya.

CocrtaB 000py10BaHUS:

- yueOHas meOerb;

- koMnbtoTepsl kiacca He Huxke [I9BM INTEL Celeron D336 2.8I'T1. - 5 mt.;

- KOMITBIOTEpPBI TOAKIIOYEHBl K ceTH «/HTepHeT» M 00ecreumBarOT JOCTYN B AJIEKTPOHHYIO
WH(POPMAIIMOHHO-00pa30BaTENBHYIO CPEly YHHBEPCHUTETA.

[TepedeHs mporpaMMHOTO OOECTICUCHHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mis Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajbHO-TEXHHYECKOe o0ecrieyeHne M CUMILIUHBI JJIS JTUI ¢ OTPAaHUYeHHbIMH
BO3MOKHOCTSIMM 310POBbSI 1 HHBAJIU/I0B

OcBoeHUE TUCLUUIUIMHBI JIMIIAMU C OTPAaHUYEHHBIMU BO3MOXKHOCTAMHM 370POBbSI U WHBAMJIAMU
OCYIIECTBJISIETCS C UCIIOJIB30BAHUEM CPEACTB OOYUICHHS OOIIEro 1 CrennuaaIbHOTO Ha3HAUCHUS.

[Tpu 3aHATHSIX C OOYYAIOMIMMHKCS € HAPYWIEHUSIMH CJIyXa MPEeIyCMOTPEHO HCIOIb30BaHUE
3BYKOYCHUJIMBAIOIICH amnmaparypbl, MYJIbTUMEIUNUHBIX CPEACTB W JPYTMX TEXHUYECKHX CPEACTB
npuema/mepeaadn yueOHoW WHGOpMAIMU B JAOCTYMHBIX (OpMax, MOOMIBHON CHCTEMBI MPEIOJIaBaHUS
JUTsl 00YYAIOMINXCSl ¢ WHBAMIHOCTHIO, TIOPTATUBHON MHIYKIIMOHHON CHCTEMBl. YueOHas ayauTopusi, B
KOTOpPOU 3aHUMAIOTCS OOydYarolIuecs ¢ HapylIeHHeM cilyxa, 00opyIoBaHAa KOMIBIOTEPHOW TEXHHKOM,
ayIMOTEXHUKOW, BUACOTEXHUKOU, SJIEKTPOHHOU IOCKOU, MYJTbTUMEIUNHON CUCTEMOM.

[Tpu 3aHATHAX ¢ O0OYYAIOIIMMICS ¢ HAPYIIEHUSIMH 3PEHUSIMH TIPETYCMOTPEHO HCIIOJIb30BaHUE B
JIEKIIMOHHBIX M YYEOHBIX ayJUTOPUSX BO3MOXKHOCTH TPOCMOTpa YAAJICHHBIX OOBEKTOB (HAIpUMED,
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TEeKCTa Ha JOCKe WIM Ccllaiila Ha SKpaHe) NpH IOMOIIM BHICOYBEIHUYUTENEH aisi KOM(pOPTHOTO
IPOCMOTpA.

[lpu 3aHATHSX ¢ OOy4yarOIIMMHUCS € HAPYWIEHUMSIMH ONOPHO-ABUTaTeJIbHOI0 amnmnapara
UCTIONIB3YIOTCSl JIbTEPHATUBHBIC YCTPOWCTBA BBOJA HMH(OpMAnMU M JpyrHue TEXHUYECKHE CPElCTBA
npuema/mepenaun yueOHoi mHOpManuu B JOCTYHHBIX (popMax, MOOMIIBHOM CHUCTEMbI OOyYeHUS IS
Jro/Iei ¢ MHBAIMHOCTBIO.

14. OIIeHO‘lHLIe MaTepUaJbl U METOAUYECCKNE PEKOMECHAAIIUH 110 OPraHU3allvui U3YyYCHUSA
AUCHHUIIIMHBI

14.1. Conep:xaHue OlleHOYHBIX MATEPHAJIOB U MeTOAUYECKHE PeKOMEeH1aluu
Jnis onleHkH creneHu chopMHUPOBAHHOCTH M YPOBHSI OCBOEHHSI 3aKPEIUICHHBIX 3a UCIHILIMHON
KOMIIETEHIIMH UCIIOJIB3YIOTCS OLICHOYHBIE MaTEpUaIIbl B COCTaBE:

14.1.1. TecToBbIe 3a7aHUA

1. Yoepure numnuee. [IpumeHenne anmapaTHeix Moxmyiei Oe3zomacHoctd (HSM) BO3MOXKHO B
Takux 00JacTsX, KakK:

a) PKI, nentp cepruduxanun

b) bankoBckue onepanuu

¢) DKCIOPT KPUNTOTPpahUIECKUX KITIOUEH

d) Ycranosnenue SSL coequHeHuit

2. Kakast u3 ¢pyHKIMI HE OTHOCUTCS K anmapaTHeIM MoayisiM 6e3onacaocta (HSM):

a) bezonacnas renepanus kio4eil mudpoBaHus

b) bezonacHoe XxpaHeHHE U YIPaBICHUE KITIOUYaMH

¢) PaboTa ¢ anunTH4ecKuMH KpUBBIMU

d) Hludposanue u pacmudppoBsiBaHne KOHOUACHINAIBHOW HHPOPMALIUN

3. Boibepute BepHblii BapuaHT orBeta. Kimroun mmudpoBanus kmouer (KK), ucnonb3zyembie amns
MEPECHUIKH KIIIOUEH MEXITy IByMs y3JIaMH CETH, HA3bIBAIOTCS:

a) Kimouamu s mudposanust MK (mactep-kiroda)

b) Paboune mim ceancoBbie KK

¢) Kimrouamu o6Mena Mexxy y3inamu cetu (cross-domain keys)

d) Kimrouamu ayreHTHU(QUKAIT COOOIICHUIA

4. K ocobeHnHocTsM nporpaMmmHo-anmnaparioro kommuiekca MKTrusT He oTHOcHTCS:

a) [lo3BomnsieT paboTaTth B OTHOM M3 JIBYX PEKHMMOB — 3alUIICHHOM (Hampumep, padora ¢ JJbO
WIA MHBIMM KPUTUYHBIMM K 3alllMIIEHHOCTH CEepBHCAMHM) M HE3aIUIIEHHOM, Oe3 OrpaHHYeHHs
BO3MOKHOCTEN

b) Bammiennas OC — Linux codctBenHO# coopku, HezamuienHas OC — Android

c¢) B crangaptHoit komsekraumu MKTrusT mnpucyrcrByer [P-tenedoH, mocTpoeHHbIM Ha
«rapBapJICKOI» apXUTEKType

d) MKTrusT tpeGyet mist paboThI TOJIBKO TENEBU30p (MOHUTOP MK ipoekTop) uepe3 HDMI nopr,
nutanue ot USB mopra (He menee 1 Ammep), cetb — WiFi

5. Boibepute BepHBIN BapuaHT oTBeTa. Kak ocyiecTsisieTcs BbIOOp OAHOTO U3 JBYX PEKHMMOB Ha
BbIOOp — 3aIIMIIEHHOTO UM 0OBIYHOTO — B ITporpaMMHo-anmnapaTHoM komiiekce MKTrusT:

a) Micnonp3yercst BBIOOD peskuMa B IpoIiecce 3arpy3Ki KOMIIBIOTEpa

b) Hcnonb3yercss AONMOJHUTEIBHOE YCTPOMCTBO, COAEpIKallee OMNEepPAllMOHHYIO CUCTEMY s
cooTBeTcTBYyIoMIEro pexkuma pabotsl MKTrusT

¢) Ucnonb3yercs Gpusnueckuii mepexitoyaTeb

d) Ucnonwayercs cnennansHoe 110, peanusytromiee mogodre «BUPTyaTbHON MaITMHBD

6. BcraBbTe mpomnyiieHHOE BhIpaKE€HHE. ... — MEpHOA paboThl KOMIIBIOTEPa, B paMKax KOTOPOTO
obecrieunBaeTcsi noBepeHHas 3arpy3ka OC, opraHu3yeTcsl 3allMIIEHHOE CETeBOE COCTUHEHHE H
MOJIIEP>KUBAIOTCS TI0CTaTOYHBIE YCIoBHs i pabotel CK3U:

a) Madopmarmonno-nouckosas cucrema (UIIC)

b) be3omachsrii pexum (BP)

c¢) JloBepennsrii ceanc cBsizu (JJCC)

d) ABTOoMaTu3MpoBaHHbIH pabounii pexxum (APP)

7. UTo HE OTHOCHTCS K CIOXKHOCTSIM oOOecredeHnuss Oe30MacHOCTH YOaIE€HHOTO JO0CTyna K
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nH(POPMALMOHHBIM pecypcam?

a) CIOXXHOCTh KOHTPOJS BBIMOJMHEHUs TpeOoBanuii monutuku Wb Ha ynanéaneix APM
M0JIb30BaTENEN

b) Heob6xomumocTts wucnons3oBanus ceprudumupoBanapix OC, C3WM HCHA u CK3U nmns
mmdpoBanuem u padotsl ¢ DL

¢) HeoOxonumocTh poBeieHHs aTTECTallMOHHbBIX, a/IallTAlMOHHBIX M WHCIEKIIMOHHBIX JAeHCTBUN
JUTsl IOIycKa moJib3oBateneit k APM

d) Orpannuenue ¢pynkuronana cepruduupoanabix OC u npukiagHoro 10 (B T.4. CI0KHOCTH
poueaypsl 0OHOBICHHUIA)

8. Kakue u3 pynkiuit He oTHOCATCS K Bo3MOxkHOCTIM KC3U «Ilantmps-K»

a) Unentudukanus u ayrenruduranus: Console, flash, eToken USB, ...

b) Pasrpanudvenue u ayauT IeUCTBUI MOJIB30BaTENICH U MIPUIIOKEHUH, KOHTPOJIb IIETOCTHOCTH

c) BpemenHoe rapaHTHpOBaHHOE YAaJeHHE HH(OPMAIMH C BO3MOXHOCTHIO BOCCTAHOBJICHHS
4yepe3 BCTPOCHHbBIE MEXaHU3MbI

d) Hludposanue: 3DES, AES, DES, 'OCT 28147-89

9. UTto He OTHOCHUTCSA K OCHOBHBIM IMPHUHIIMIIAM pa3rpaHUYEHUs AOCTyMa K (aillioBoil cucreme B
KC3U «ITanuupps-K»?

a) CymecTtByer ABe NOJMTUKM KOHTPOJS JOCTyMa K pecypcaM — paspeliuTenbHas |
3anpeTuTebHast

b) IlpaBa nmocryma Ha3zHayaroTcs CyOBEKTaM, a HE NPHUCBAMBAIOTCS OOBEKTaM B KauecTBE HMX
aTpuOyTOB

¢) AIMMHHCTpATOp UMEET TaKue e MpaBa Ha Ha3HAueHHE (M3MEHEHUE) MpaBa JA0CTyIa CyObeKTa
K 00BeKTy, Kak 1 “Bnanenen”

d) Jns nro6oro cyObekTa JAOCTyIa MOXKET ObITh peain30BaHa COOCTBEHHAs pa3rpaHUUYUTENIbHAS
MOJTUTHKA

10. Boibepute BepHbIi BapuaHT oTBeTa. K Mexanusmam KoHTpondsi wnenoctHoctu KC3U
«ITarups-K» oTHOCHTCS:

a) KoHTpomb 11eI0CTHOCTH KaTalloroB U (pailyioB JaHHBIX (CHHXPOHHBIM U aCHHXPOHHBIH )

b) KoHTpoIIb I€T0CTHOCTH UCTIONHAEMBIX (PaiiIioB (TIpOrpaMM mepet 3aIyCKoM)

¢) Bce nepeuncnennoe

d) Kontposns nenoctHoctu aitno KC3U

11. Kakoe yTBepxk/ieHHEe HE OTHOCUTCS K OJJHOMY W3 BapHaHTOB 00xozaa cucteMsl 3amuthl I10 ¢
MOMOIIBIO KITFOUEH 3aIIUTHI 3JI0YMBIIIJICHHUKOM:

a) IlepexBaT, MPOTOKOJUPOBAHME M aHAINW3 OOpAIlEHUH K KUY 3alIUThl C MOCJIEAYIOLIeH
AMYJISIIUEN OTBETOB

b) BHecenne nameHeHuii B mporpaMMHbIH MOAYJb (B3JI0M)

c¢) Cozaare BpeJOHOCHOH MPOTpaMMbl, BPEMEHHO OJIOKHUPYIOMIEH 3aIIPOCHI K KITFOUY 3alHThI

d) OmynupoBaHue HalIW4Ms Kio4a IMyTeM IepexBaTa BbI30BOB OmbOmmorexku API mis oOmena c
KITIOYOM

12. Kakue yrBepxkaeHus He oTHOcsATCs K 3amute [10 ¢ momornisio APl hyHkuumii kimtoueit 3anuTsi?

a) CamocTrosiTenbHas pazpadbotka 3amuTs! [10

b) HHTerpupoBaHue caMOCTOSTENBHO pa3pabOTaHHON CHCTEMBbl 3alUThl B MPUIOKEHUE Ha
YPOBHE UCXOJHOTO KOJIa

¢) OrcyrcTBUE HEOOXOAMMOCTH M3YYEHHUS U MOAM(DUKALNU HUCHOIHIEMOro KOJa 3allUIIEHHOrO
MIPUIIOKESHHUS TSl 00X0/1a 3aIIUTHI

d) Cno>xHOCTh B HEUTpaiIM3alUy 3aIIUTHl BCIEACTBUE €€ YHUKAIBHOCTU M «Pa3MBITOCTU» B Teje
MIPOrPaMMBI

13. K sTany uHUIIMATU3aUH IPOrPaMMHO-aNINapaTHoro Komiuiekca «Co0oib» He OTHOCUTCS:

a) YCcTaHOBKa IUIaThl KOMIUTIEKCa

b) Hactpoiika o0mux napamerpon

¢) Hactpoiika mapamMeTpoB MOAKITIOYEHUS K CETH

d) Hactpoiika KOHTpOJISI LEIOCTHOCTH

14. K mepeBony mporpaMMHO-anmapaTHOro Komruiekca «CoOoib» B PEXHAM IKCIUTyaTalluul He
OTHOCHUTCS JIeficTBHE:
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a) U3Bnekute riaty komruiekca "Cobounp" u3 pazsema munsl PCI-E/PCI

b) Ycranosure maty komiiekca "Co6ois" B pasbeM cuctemuoi muasl PCI-E/PCI

¢) Brerramure kabens u3 nopra «Hactpolika» U IepeKIrounuTe ero B HOPT «IDKCILTyaTaIis»

d) I[MoxkmrounTe K 1uiaTe cYuTHIBaTENb 1Button

15. BriGepuTe BepHBI BapHaHT OTBETAa. BHICTaBbTE B NPABWIBHOM IOPSIKE ICHCTBUS IPH
YCTAHOBKE IPOrpaMMHO-aNNapatHoro Kommekca «Axkopa». 1. IloxcoenuHeHne KOHTaKTHOIO
yCTpOHCTBa (CheMHHKA HH(pOpPMaLuK). 2. YCTaHOBKA IUIaThl KOHTpoJIepa B cBOOOAHBIH cioT [I9BM. 3.
Perucrpamuss agmuauctparopa bU, HacTpoiika KoMIliekca B COOTBETCTBHH C KOH(QUTyparuen
TexHudeckux cpencts [I[OBM. 4. HasHaduenwe cnmcka JUCKOB, (aiyioB, pa3ielioB peectpa,
KOHTPOJMPYEMBIX Ha LEJIOCTHOCTb. 5. Perucrpanms mnonb3oBaTtenell, Ha3HAYCHHE I10JIb30BATEISIM
NEPCOHATBHBIX UACHTU(PHUKATOPOB, MAPOJICH U BpEMEHU AOCTyIa

a)2,1,3,4,5

b)1,2,3,54

€)2,1,35,4

d)1,2,5,4,3

16. Kakoe 13 nepeyrciaeHHbIX IpOorpaMMHO-aNapaTHbIX CPEACTB HE UCIONb3YIOT ISl XpaHEHUs
KPUNTOTpaQUUECKUX KIFOUEi?

a) eToken

b) Cmapr-kapThI

c) iButton

d) AtmmaparHserii Moayib 6e3onacHocty (HSM)

17. Kakoe u3 BBICKa3bIBaHUIl HE OTHOCUTCS K INPEUMYIIECTBAM almapaTHOro TreHepaTopa
CIIy4alHBIX YUCEN:

a) 3arac yucell He OrpaHUYEH

b) Huzkue BIMUCTUTETBHBIE 3aTPATHI

¢) Ucnonb3yercs crenuanbHOE YCTPOMCTBO

d) He 3anuMaeTcst MecTo B MaMsITH

18. Kakoe u3 AeCTBUI HE OTHOCUTCS K OpraHu3aluy 3aMKHYTOW mporpammHoil cpensl B KC31
«ITarups-K»:

a) 3ajaHMe CIHCKAa Pa3pelIeHHbIX MNPOLECCOB (CUCTEMHBIX M IMPUKIAAHBIX) C BO3MOXXHOCTBIO
3aIycKa TOJIbKO T€X MPOIECCOB, KOTOPbIE OTHECEHBI K pa3peIIeHHbIM

b) 3amaHue mnamok, OTKyJa pa3peliaeTcst 3alyckaThb HpPOrpaMMbl (C 3allpeToM 3alucu U
MoU(UKAIMK B HUX (ailsioB)

¢) 3ajaHMe CIeUUalbHOro OOIIEro MOJIb30BaTeNs, OT YbEro JMIa COBEPIIAECTCS YCTaHOBKA U
3aIycK Iporpamm

d) JlononHUTENBHBINA aHATTN3 COAEP)KUMOTO (HailIoB (MOMCK MPU3HAKOB UCTIOIHIEMOro (aiina)

19. Ilpu B3mOME mnporpamm, 3alIUIIEHHBIX C I[OMOILIBIO AanMapaTHBIX KIIOYEH 3alUThl HE
UCIOJIb3YETCS CIEAYIOIUN METO!

a) Otnanka

b) AnzaccemOarpoBanus

¢) Jusepcudukanms

d) [lamn onepaTUBHOM MaMsATH

20. YTto He BXOJUT B KOMILJIEKTAI[MIO TPOrpaMMHO-aIapaTHOro Komiuiekca «Akkopa-AM/I3»?

a) Konrpomnep

b) CbeMHUK MHpOpPMALMK ¢ KOHTAKTHBIM YCTPOUCTBOM

¢) CekpeTHbIil JOTHH U MapoJjib, HEOOXOAUMBIN IS IepBOHAaYaIbHOrO 3anycka AM/13

d) [lepconanbHbIi HIEHTU(HUKATOP MTOJIB30BATENS

14.1.2. Jx3aMeHallMOHHbIE BONPOCHI
1. Mertoabl obecrieueHuss MHPOPMALMOHHOW OE30MaCHOCTH AaBTOMATU3UPOBAHHBIX CHUCTEM
(OCHOBHBIE IOHSITHSI, YTPO3bI).
2. Mertoapl obecrieueHuss UHPOPMALMOHHOW O€30MacHOCTH aBTOMATU3UPOBAHHBIX CHUCTEM
(MeTobI B3JTOMA, 3aIUTa OT B3JIOMA).
3. Meronsl obecniedueHus: HMH(DOPMAIMOHHOW OE30MAaCHOCTH aBTOMATHU3UPOBAHHBIX CHUCTEM
(3ammTa OT MPOrpaMMHBIX 3aKJIAJI0K).
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4. lonutuka 6e3onacHoctu. Moaens KC.

5. 3aMKHyTas nmporpaMmMHas cpeja.

6. @opMHUpOBaHUE U MOAJIEPKKA U30JUPOBAHHON TPOrPaMMHOM Cpeabl.

7. Peamuzanusa UIIC ¢ ucnonb3zoBanneM Mexanusma pacmmpenus BIOS

8. UEFI. [Ipunuumns! paboTsl

9. IlepconanbHOE cpeacTBo ayreHTUuukanuu eToken

10. eToken API

11. be3omacuoe B3aumozaeiicteue B KC. [Ipouenyps! naeHTHGUKAIIMN U ayTCHTH(PUKAIINH.

12. Ayrentuduxamms 1o 3arpy3ku OC

13. KonTpoJib 1 ynpaBiieHue A0CTYNoM. [lucneTdep nocryna.

14. Haznauenue, pynkiun, npuaiun padotsl [IAK «Akkopm».

15. Haznauenue, pynkuuu, npuanun padotsl [TAK «Co6oitby.

16. TlepconanbHbie UACHTHPUKATOPBL. BUabl, Ha3HAYCHHE, ()YHKITUH.

17. HaznaueHnue, GyHKIIMHU, TPUHIIKAI paOOTHI KITt0UeH 3aiuThl. FI3BeCTHBIE MOICTH.

18. Buas! 3amutsl 110 ¢ momolpio 31eKTpOHHBIX Kitouel. MeToabl B3ioma.

19. KC3U Ilanmups-K. CepBepHas U KIMEHTCKHE YacTH, WIASHTU(DHKAIUA W ayTCHTH(PUKAIHII
II0JIb30BaTENIECH

20. KC3U IManuups-K. KoHTposb 1 pazrpanudeHue J0CTyma

21. KC3U Ianuups-K. AynuT 1 10NOJHUTEIbHBIE BOZMOXKHOCTH

22. YrpaBieHue KpUnTorpapuaeckuMu KIrouaMu

23. KoHuenuus uepapxuu Kirouei, TeHepanust KIrouen.

24. Annapatasie Moaynu 6e3omacuocta (HSM)

25. KoHuenuus goBepeHHbIX ceancoB cBsi3u.. Kommnexke « MAPI !y, «M!&M».

26. 3amumenusie MukpokommbioTepbl «MKT». Haznauenue, hpyHkIuu.

27. 3amuiuennbie Hocutenu «CEKPET». Buapl, Ha3HaueHue, QyHKIUH.

14.1.3. TeMbI OIIPOCOB HA 3AHATHUAX

YTpo3bl 6€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM

[IpotuBoelicTBIE yrpo3aM 0€30MacHOCTH

3almmTa KOMIbIOTEPHOIN CUCTEMBI OT B3JIOMa

Mopgpens KC

Meton resepanuu H30JIMPOBAaHHOW NPOTPaMMHON CpeAbl NMPH IMPOEKTHUPOBAHMHM MEXaHU3MOB
rapaHTUPOBAHHOTO MOJIEPKAHUS TOJIUTUKN O€30IMaCHOCTH

Peanuzanus MexaHu3MoB 0€30MaCHOCTH Ha annapaTHOM YpoBHE be3omacHOCTh KOMIBIOTEPHOU
CeTH

3amuTa OT aHAJIN3aTOPOB IPOTOKOJIOB

TexHonorus 3amuThl HHGOPMALIMK HA OCHOBE CMapT-KapT

CocraB KoMILIEKCa «AKKOPA»

[TpunuMn paboTsl KOMIUIEKCA «AKKOPI»

MexaHn3M 3aMKHYTOH IporpaMMHOM cpenibl Secret Net

14.1.4. Tembl JOMAIIHUX 3aaHUH
Apxurekrypa [TAK “Co6onp”.
OynkiuroHanbHbIe Bo3MokHOCTH [TAK “Cobonp”.
VYcranoska [TAK “Co60oip”.
Cocras ITAK “Akkopn AM/I3”.
Oynknnn [TAK “Axkxopn AM/I3”.
KC3U “ITannups-K”. CepBepHast 1 KIIMEHTCKUE YacTH.
KC3U “Ilanups-K”. Unentudukanus u ayreHTUGUKALMS T07Ib30BaTe-JeH.
KC3U “Ilannups-K”. KoHTpons U pasrpaHndeHne JOCTYTIA.
KC3U “Tlanunpb-K”. Ayaur.
KC3U “ITanuups-K”. lonoaHuTeIbHBIE BO3MOXKHOCTH.

14.1.5. Bonnpocbl Ha CaMONIOATOTOBKY
1. [Toacucrema 6e30macHOCTH oreparmoHHo cuctemMbl Windows
2. Ayaut coObITuii 6€30macHOCTH B onepaiioHHoi cucreme Windows
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3. [locraBmuk cinyx6 kpunrorpadpuun OC Windows

4. Ilocrapmuk ciyx6 kpuntorpaduu Kpunrollpo u ero uarerpamuu 8 OC Windows

5. DNEKTPOHHBIE MJIATSKHBIC CUCTEMBI — IPUHITUIBI ()YHKITMOHUPOBAHUS U 3alTUTHI HHPOPMAITUU

6. YrpaBnenue kpunrorpaduueckumMu KitouaMu. ['eHepanust Kirouei

7. YrpapneHue KpuntorpadhuaecKuMu KIF09aMi. XpaHeHHe KITIYei

8. Ympasnenue kpuntorpadhuueCKUMH KIr0UaMu. Pactipenenenue Kirodei

9. MeTozp!l 3a1UThl IPOrpaMM OT U3YUEHHUS

10. MeTtoibl U cpeACTBA UCCIEA0BaHUS POrpaMM

11. Meroas! 1 cpeacTBa OrpaHUYEHUs JOCTyINa K KoMIoHeHTaM DBM

12. MeToasl U cpelcTBa MPUBSI3KH MPOTPAMMHOI0 OOECIeueHHUsl K annapaTHOMY OKPY>KEHUIO U
(U3HYECKUM HOCUTEIISIM

13. 3amuTa OT pa3pymarommx NporpaMMHbBIX BO31EHUCTBHI

14. 3amura OT U3MEHEHUS U KOHTPOJIb LIEJTOCTHOCTU

15. Knaccudukanus KOMIbIOTEPHBIX BUPYCOB

16. [IpoGnembl obecriedeHrs: 6€30MaCHOCTH NPU YAAIEHHOM JIOCTYIIE

17. IlporpammHoO-amnmaparHble CpeacTBa oOecrnedeHus HHPOPMAIMOHHON 0e30MacHOCTH B
BBIYMCIIUTENIBHBIX CETSIX

18. TloHsATHE MEXKCETEeBbIX HIKPAHOB, UX KJIacCU(DUKALIUS

14.1.6. Tembl 1a00paTOPHBIX PadOT
Pazpabotka 3amumnierroro I10 ¢ npumeneHnem ammapatabix kiroueit eToken
[TporpamMMHO-anmapaTHOE CPEICTBO 3alIMThI HHPOPMAIIMKA OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.
3aHII/ITa nporpamMmm OT UIBMCHCHHA U KOHTPOJIb HCJIOCTHOCTH.
3amuTa mporpaMMm  OT  pa3pyllIalONMX  MOPOrpPaMMHBIX — BO3JACHCTBHI UM 3amuTa
ABTOMATHU3WPOBAHHOW CUCTEMBI OT BPEIOHOCHOTO IIPOTPAMMHOTO 00€CIICYCHHUS.

14.2. TpeGoBaHus K OLEHOYHBIM MATEPUAJIAM JIJIA JIUI C OTPAHUYEHHBIMH BO3MOKHOCTSIMHU
310POBbSI H HHBAJINI0B
Jns num ¢ OrpaHUYEHHBIMH BO3MOXKHOCTSMH 3JI0POBbS M HHBAIUAOB MPETyCMOTPEHBI
AOIOJIHHUTECIBHBIC OIICHOYHBIC MaTCpUajibl, ICPCUYCHL KOTOPLIX YKAa3aH B Ta6JII/IIIC 14.
Tabnuma 14 — JlononHurtenbHble MaTepUasbl OLCHUBAHUS JIJIS JIUIl C OTPAHMYEHHBIMH BO3MOXXHOCTSMU
3J0POBbA U MHBAJINJI0B

Kareropun Bu bl 1ONOTHUTENBHBIX OLIEHOYHBIX ®opMBbI KOHTPOJISI U OLIEHKH
o0yyaromuxcs MaTEpUaJIOB pe3yIbTaToB 00y4eHUs

TecTbl, NMCbMEHHBIE CAMOCTOATEIbHBIE
paboThI, BOMPOCHI K 3aUeTy,
KOHTPOJIbHBIE PaOOTHI

C HapyuieHusIMH
ciyxa

[IpenMymecTBEHHO MUCHMEHHAS
poBepKa

C napymenusimu | CobecetoBaHue 110 BOIIPOcaM K 3a4eTy, | [IpenMyIecTBeHHO yCTHas MpOBEpKa

3peHUs OIIPOC IO TEPMUHAM (MHIMBUYaTIbHO)
C HapyleHusIMH Pemenne nucTaHIIMOHHBIX TECTOB,
OIIOpHO- KOHTPOJIbHBIE pa0OThI, MMCbMEHHBIE | [IpenmyIecTBEHHO TUCTAHIIMOHHBIMU
JIBUTaTEIIbHOTO CaMOCTOSITENIbHbIE PabOThI, BOIPOCHI K METOIAMH
anmnapara 3a4ery
C orpannueHusiMu o | TecTsl, TUCEMEHHBIE CAMOCTOSITENIbHBIE [Ipenmy1iecTBEHHO IPOBEpPKA
00IIeMeTUIIUHCKUM paboThI, BOMPOCHI K 3aUeTy, METOAAMH UCXOS U3 COCTOSIHUS
MTOKa3aHUsIM KOHTPOJIbHBIE pa0OThI, YCTHBIE OTBETHI | O0YYaroIIerocsi HA MOMEHT ITPOBEPKU

14.3. Meroanyeckue peKOMEHAALMH 110 OLEHOYHBIM MAaTepHAaJIaM ISl JIHI ¢ OTPAHUYEHHBIMH
BO3MOKHOCTSIMHU 310POBbSI H HHBAJIHI0B
Jnsg nui ¢ orpaHMYEHHBIMM BO3MOXKHOCTSIMH 3/I0pOBbS. M HWHBAJIUAOB IMpeIycMaTpHUBAaeTCs
nocTynHas popMa npeaocTaBIeHHs 3a/JaHU OLIEHOYHBIX CPEJICTB, @ UMEHHO:
— B I€YaTHOU (opme;
- B [I€YaTHOH QopMe ¢ yBeIHMUEHHBIM HIpU(TOM;
— B (hopMe FIIEKTPOHHOTO JOKYMEHTA;
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- METOJIOM YTCHHUSI aCCUCTEHTOM 3aJ[aHusl BCIYX;

- IpeOCTaBIICHUE 3aJaHHs C HCIIOJIb30BAaHHEM CYPI0TIepEBO/IA.

JIuniam ¢ OrpaHMYEHHBIMH BO3MOYKHOCTSIMH 370pOBbS M MHBAJIHIAM YBEIMYMBACTCS BpeMs Ha
MOJrOTOBKY OTBETOB Ha KOHTPOJBHBIC BOMPOCHL. Jliss Takux OOydaromuxcsi IperycMaTpuBaeTCs
noctynHas opma peaoCcTaBICHUS OTBETOB Ha 3aJ[aHuUs, @ IMEHHO:

- MUCHhMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C HCIIOJIb30BAHUEM YCIYT aCCHCTEHTA,

- IpEeCTaBICHNUE OTBETOB YCTHO.

[Iponienypa oOLEHUBaHHUS pPE3yJIbTATOB OOYYEHHUS JHIl C OrPAaHHMYEHHBIMH BO3MOXXHOCTSIMHU
30POBBSl M WHBAJIWAOB 10 TUCHUIUIMHE MPEAYyCMaTPUBAET NpeAOCTaBIeHHEe WHPOpManuu B (opmax,
aJIalITUPOBAHHBIX K OTPAaHHYCHUSM UX 3JJ0POBbS U BOCIPUSTHS HH()OPMALIUH:

JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHus:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

— B IIEYaTHOH (popMe yBETMUEHHBIM MIPU(PTOM.

JIJ1s1 JIMI ¢ HAPYIIEHUSIMH CJIyXa:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B IIEYATHOH (opme.

JI1s1 IM1 ¢ HAPYILIEHUsIMM ONIOPHO-ABUTaTeIbHOI0 annapara:

- B ()OpMe IIIEKTPOHHOTO JOKYMEHTA;

- B [I€YaTHOH opme.

[lpn HEOOXOOMMOCTH VISl JIMII C OTPAaHWYCHHBIMH BO3MOKHOCTSIMU 3JI0POBbS M HMHBAJIUIOB
Iporielypa OleHUBAHUS PE3yJIbTATOB O0YUYCHHUSI MOXKET MIPOBOIUTHCS B HECKOIBKO ITAIOB.
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