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PilCC.\l()TpCHél 151 ()ﬂ()(’)pCHll Ha 3aCCJaHuM Kil(t)ﬁ;{pbl
rpotoxos Ne oT & » 20 1
JIMCT COI'JTACOBAHUA

PabGouass mporpamMMa IUCHUIUIMHBI COCTaBJieHa C y4dyeToM TpeOoBaHui (enepanbHOTO
rOCyJapCTBEHHOTO 00pa3oBaTelbHOTO cTannapra Boiciiero oopaszoBanus (OPI'OC BO) no HampaBieHHIo
noarotoBku (crnenuanbHocTh) 10.03.01 MudopmanmonHas Ge3omnacHOCTh, yrBepkaeHHoro 01.12.2016
roga, paccMorpeHa u onoOpena Ha 3acenanuu kadenpst KUBDBC «  » 20 rona,
poTOKOJ Ne

PazpaboTunku:
Houent kad. BUC . A. PaxmaHeHKO
Honent kad. KUBDBC K. C. Capun

3aBenyroumii odecneunBaronien kag.
KHNB3BC A. A. lllenynanos

Pabouas mporpamma JTUCHUIUIMHBI COTJIacoBaHa ¢ (hakyJIbTETOM M BBINTyCKaroIel kadeapoii:

[exan ©b E. M. 1aBbiioBa
3aBeyrOnIMi BeIMTycKaromen kad.

KHUB3BC A. A. lllenynanos
OKCIEPTHI:

Houent xad. BUC O. O. Escrotun
JHouent kad. KUBDBC A. A. Kones
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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
[lenpro mpenogaBaHusl AUCIUIUIMHBI SBISIETCS OCBOSHHWE METOJIOB YIPABJICHHUS MPOTPAMMHBIMH
CpeICTBaMU 3aIUTHI HHPOPMAINH, PEATU30BAHHBIMI Ha OCHOBE KITMEHT-CEPBEPHON TEXHOJIOTHH.

1.2. 3agauy JUCHUIIIMHBI

— Ilonyuyenue 3HaHMI W YMEHHMH IO MeTojaM cOopa M ayauTa COOBITHH HH(POPMAIIMOHHOMN
0€30MMacHOCTH B COBPEMEHHBIX CPEJICTBAX 3aIIUTHI HH(POpMAIIHH;

— Ilonmyuenue ymMeHMI 1 HABBIKOB I[IEHTPAIM30BAHHOTO YIPABICHUS KIMEHTCKUMU MOIYIISIMU U
pearupoBaHUsl Ha yrpo3bl O€30MaCHOCTH;

— Tlomyuenue 3HaHUMI 0 MeTOHaX KOHTPOJIS PabOTOCIIOCOOHOCTH M IENOCTHOCTH KIIMEHTCKHUX
MOJTyJIei CPEICTB 3alUThl HH(pOpMaIUH;

— H3ydeHue METOIOB KOHTPOJIS U OLIEHKH YCTaHOBJIEHHOI'O MPOrPaMMHOrO W amnmnapaTHOTO
o0ecrniedeHurs Ha 3alUIIAaeMbIX KOMIBIOTEPAX B JIOKAJIbHOW CETH;

— H3ydeHnue mMeTonoB obOecriedeHHs] U KOHTPOJISI aHTUBUPYCHOW 3alIUThl pa0OYUX CTaHIUI B
CETH OpraHu3alNH.

2. Mecto aucnuniaunnsl B cTpykrype OIIOII

JuctumumHa «Ynpasienue cpeacrBamu 3amuTsl nHGopmammm» (b1.B.O/J1.5) otHOCHTCS K 010Ky
1 (BapuaTUBHAs 4acTh).

[IpeamiecTBYIOMMUMH  TUCHUIUIMHAMHA, (HOPMUPYIOIIMMHA  Ha4yalbHBIC 3HAHUS, SIBISIOTCS:
besomnacHocTh omepannoHHBIX cucteM, bezomacHocTh ceteit DBM, OpraHu3aiioHHOE W IMPaBOBOE
obecriedeHrne NHPOPMALTMOHHOM OE30MTaCHOCTH, YTIPaBJICHUE CPEACTBAMHE 3aIUTH HH(POPMAITUH.

[Tocneayromumu  AUCHMILUTMHAME ~ sBIsifOTCs:  [IporpaMMHO-anmapaTHbIe CpEACTBA  3aIIUTHI
uHpopManuy, YpaBieHHe CPEeACTBAMH 3aIIUTHI HHPOPMALINH.

3. TpeOoBaHuA K pe3yJIbTATAM OCBOCHUS JUCHUIIMHBI

[Tponecc n3yyeHHst UCUUIUIMHBI HAllpaBjieH Ha (JOpMUPOBAHHE CIETYIOIUX KOMIIETEHIIHNA:

— TIK-1 cmocoOGHOCTBIO BBIMOMHATH PabOTHI 1O YCTAaHOBKE, HACTPOHWKE W OOCITY>KUBAHHIO
IIPOrpaMMHBIX, NPOrPaMMHO-aNMAPaTHBIX (B TOM YHCIE KPUNITOrpapUUeCcKUX) U TEXHUYECKUX CPE/ICTB
3alIUThl HH(OPMALIIH;

— IIK-10 cnocoOGHOCTBIO TPOBOJIUTH aHAIM3 WHOOPMAIIMOHHOW O€30MacHOCTH OOBEKTOB U
CHCTEM Ha COOTBETCTBUE TPeOOBAHUSAM CTaHIAPTOB B 001aCTH HH(OPMAIIMOHHON 0€30I1aCHOCTH;

— IIK-15 cnocoOHOCThIO OpraHU30BBIBATH TEXHOJOTMYECKUH IMPOLECC 3allluThl MHPOpMaLUu
OTPaHUYEHHOTO JOCTYyNa B COOTBETCTBUM C HOPMAaTUBHBIMH IPABOBBIMH aKTaMU M HOPMAaTHUBHBIMU
MeToAMYECKUMH JTIokyMeHTamMu DenepanbHolt  cimyx0bl  OGe3omacHocT  Poccuiickoit  ®dexnepauuu,
®DenepalibHOM CITy>KOBI IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO;

- TIK-6 CIOCOOHOCTBIO MPUHUMATh Y4acTHE B OpPTaHU3allMM M MPOBEIEHUH KOHTPOJIbHBIX
IPOBEPOK paboTOCOCOOHOCTH U 3((HEKTUBHOCTH MNPUMEHSEMBIX MPOTPAMMHBIX, MPOTrPAMMHO-
anmnapaTHBIX U TEXHUYECKUX CPEJCTB 3aIlIUThl MH(pOpMaInH;

— TIIK-13  cnocoGHOCThIO MpPHUHHMMAaTh ydacTHe B (OPMHPOBAHWH, OpPraHU30BBIBATH U
MOJIICP)KUBATh BBINOJIHEHHE KOMIUIEKCa Mep Mo obecredeHuio HHGOpMalMOHHON Oe30macHOCTH,
YIPaBJIATH IPOLIECCOM UX peau3alyiy;

B pesynbrare u3ydeHus AUCUUILUIMHBI 00yYarOIUICs TOIDKEH:

—  3HATh [PHUHLMIIBI OPraHU3aUu WH(OPMALIMOHHBIX CUCTEM B COOTBETCTBHM C TPEOOBaHUSIMU
0 3aluTe UHPOPMAIIMK; BO3MOXKHOCTH M Ha3HAYEHHE COBPEMEHHBIX CPEJCTB 3aIlIMThl HH(POpPMAIUU OT
HECaHKLMOHMPOBAHHOIO JOCTYTIA.

— yMeThb BBINOJHATH PAOOTHI MO YCTaHOBKE, HACTPOWKE U OOCITY>KMBAaHHIO IPOTrPAMMHBIX,
MIPOrpaMMHO-AIIaPaTHBIX CPEJCTB 3alUThl UHPOPMAIMH; OPraHU30BbIBATH TEXHOJIOTHYECKHUH Mpoliecce
3alIUThl HHPOPMAIIUN OTPAaHUYEHHOTO JJOCTYIA B COOTBETCTBUU C HOPMATUBHBIMU ITPABOBBIMU aKTaMH U
HOPMAaTUBHBIMH METOJIWYECKUMHU JIOKyMeHTamMu @DenepanbHOil ciayxkObl Oe3omacHocTH Poccuiickoit
@enepanun, DenepanbHONH CIYKOBI MO TEXHUYECKOMY M SKCIIOPTHOMY KOHTPONIO; 3((eKTUBHO
UCIIOJIb30BaTh pa3jMyYHble METOAbl W CPEICTBA 3allluThl MH(MOpPMAIMM [ KOMIBIOTEPHBIX CETEH;
aJIMUHUCTPUPOBATh OJCUCTEMBI HHPOPMALIMOHHONW O€30M1aCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM.

— BJaJeTh HaBbIKaMH aHalM3a MHPOPMAIMOHHON O€30MacHOCTH OOBEKTOB M CHUCTEM Ha
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COOTBETCTBHE TpPEOOBaHMSIM CTAaHAAPTOB B 00JacTh HHGOPMAIMOHHON OE30MaCHOCTH; HaBbIKAMH
BBIIBJICHUS! M YHUUYTOXKCHUS KOMITBIOTEPHBIX BHPYCOB; METOJAMH M CPEICTBAMH BBISBICHHUS YIPO3
0€30MaCHOCTH ABTOMAaTH3UPOBAHHBIM CUCTEMaM.

4. O0beM JUCUMIIIMHBI M BUAbI Y4eOHOH padoThl
OOmast TPpyIOEMKOCTh JTUCHHUILIMHBI cocTaBisieT 3.0 3a4eTHBIX €IMHULBI U MPEACTaBICHA B
Tabymue 4.1.
Tabnuna 4.1 — TpyA0eMKOCTh AUCIUIUIUHBI

Bunb yaeOHOM NesTeNbHOCTH Bcero gacos CemecTtpbl
6 cemectp 7 cemectp

AyIuTOpHBIE 3aHATHUS (BCETO) 64 46 18
Jlexun 18 18 0
JlaGopaTopHbie pabOThI 28 28 0
KonTtposas camocToaTenbHOM paboThl (KypcoBoit 18 0 18
MIPOEKT / KypcoBasi paboTa)
W3 HUX B MHTEPAaKTUBHOU (hopme 14 14 0
CamocTtosTenbHas padora (Bcero) 44 26 18
BrimonHenne KypcoBoro mpoekTa / KypcoBon 18 0 18
paboThI
Odopmienune oT4eTOB MO JAO0PATOPHBIM 21 21 0
paboram
[TpopaboTka JIEKIIMOHHOTO MaTepuaa ) 5) 0
Bcero (0e3 3x3amena) 108 72 36
OO01mas Tpya0eMKOCTh, 4 108 72 36
3auerHble EMUHUIED 3.0 2.0 1.0

5. Copepxxanue QM CUUILTHHBI

5.1. Pa3aennl IMCOUILIMHBI 1 BUABI 3aHATHR
Paznensl AMCUMITITMHBI U BUABI 3aHSATHI NpUBeeHBI B TabmuIe 5.1.
Tabnumna 5.1 — Pa3gensl AMCHUIUIMHGBI U BUABI 3aHITHI

Bcero
JIa6. |KII/KP,| Cam. qacoB | DopMupyemeie
Haspanwust pa3znenoB AUCHUILTHHBI Jlek., u
pab., g q pab., g (6e3 KOMITETCHITHT
HK3aMEeHa)
6 cemecTp

1 LlenTpanu3oBaHHOE YIPABICHHUE 4 16 0 13 33 ITK-1, TTK-6,
CpeICcTBaMu 3alUThl HHGOPMAIIHH OT ITK-15
HECaHKIIMOHUPOBAHHOTO JOCTYIIA B
JIOKaJIbHOM CETH.
2 lleHTpanu3oBaHHasl HHBEHTAPU3ALIHS 2 4 0 4 10 ITK-1, TIK-15
PECYPCOB JIOKaJbHOU CETH. Y TAIEHHBII
KOHTPOJIb pab0TOCIIOCOOHOCTH CPENICTB
3amuThl HHGOPMAITUH Ha pabounx
CTaHIIHSIX.
3 llenTpanu3oBaHHas 3anIuTa OT 4 4 0 4 12 ITK-1, TIK-15
BUPYCOB B JIOKQJIIbHOM CETH.
4 llenTpayiM30BaHHBIN yUYET U 4 4 0 4 12 ITK-1, T1IK-15
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yIrpaBJieHHE POrpaMMHO-
annapaTHbIMM CPEICTBAMU 3aLUTHI
uHpopmanuu.
5 Ananu3 HOPMAaTUBHBIX TPEOOBAHUI 4 0 0 1 ) I1K-10, ITK-
10 YNPABJICHUIO CPEACTBAMHM 3AIUTHI 13, T1IK-15
uHpopManun
Hroro 3a cemectp 18 28 0 26 72
7 cemecTp
6 AIMUHHCTPUPOBAHUE U YIIPABIICHUE 0 0 18 18 18 ITK-1, TTK-6,
CpeICTBAMU 3aIUTHl HHPOPMAIIH OT [IK-10, TIK-
HECAHKIIMOHMPOBAHHOIO JIOCTYIIA. 15, IIK-13
Htoro 3a cemecTp 0 0 18 18 36
Utoro 18 28 18 44 108
5.2. Conep:xanue pa3jiesioB JUCUMILIMHBI (110 JEKIUIM)
Copepxanuie pa3aesioB AUCUUILUINH (10 JIEKLKSAM) MPUBEIEHO B Tabnuie 5.2.
Tabnuma 5.2 — Coneprxkanue pa3/ie’oB JUCIUILINH (10 JIEKIHSIM)
Conepxanue pa3aenoB AucuuIuingsl (no | TpynoemkocTs, | @opmupyemblie
HazBanus paznaenos Acp pasli fch ( PyA i PMHPY
JICKLIUSM) q KOMIIETEHIINH
6 cemecTp
1 LHentpanuzoBanHoe | [IpuHLIMIIBI TOCTPOEHUS CPEACTB 3aILUTHI 4 I1K-6, IIK-15
yIpaBieHHUE nH(pOpMaIIMK; OCHOBHBIE MEXaHU3MBI
CPEJICTBAMU 3aLUThI 3alllMThI; allllapaTHbIE CPEICTBA;
uH(pOpMaIUU OT KOH(UTYpUpPOBAHUE; AYAUT; MOHUTOPUHT U
HECaHKIMOHMPOBAHHOIO | OIEPATUBHOE YIIPABJICHNE; IOJIHOMOYHOE
JOCTYyTA B IOKAJIBHON | yIIpaBlIeHUE AOCTYIIOM M KOHTPOJIb MeUaTH.
TH.
ce Hroro 4
2 llenTpanmu3oBanHas | OCHOBBI IPOBEICHUS NHBEHTApU3ALUH [1K-15
MHBEHTapH3aIus PECypCoB B JIOKAJIbHON CETH; MOATOTOBKA K
PECYPCOB JOKAJIBHOM MHCIEKIUSAM; HHCIIEKIIUU KOMIIBIOTEPOB;
ceTu. Y TaI€HHBIN IIOJIy4EHHUE OTYETOB C PE3yJIbTaTaMH
KOHTPOJIb WHCIIEKTUPOBAHM. Y NaJE€HHBIN KOHTPOJIb
paboTtocrnocoOHOCTH paboTOoCIIOCOOHOCTH CPEICTB 3AITUTHI
CPEJICTB 3aLIUThI uHpOpMaLUU Ha pabOYNX CTAHIUSAX.
uH(pOpMaIUU H
(opman a Hroro 2
pabouux CTaHIHUSAX.
3 llenTpamu3oBanHas | YIIpaBJIeHHUE CepBepaMu 4 ITK-15
3aluTa OT BUPYCOB B aIMUHUCTPUPOBAHMS; YIIPABIICHUE
JIOKAJIbHOM ceTu. rpynnamu aIMUHUCTPUPOBAHUS;
yIpaBIEHUE KINEHTCKUMU KOMIIBIOTEPAMY;
pabota ¢ oT4eTaMH, CTATUCTHKOM.
Hroro
4 llenTpann3oBanHblii | Ha3zHaueHwne cpencTB yueTa U yrpaBlIeHUs I1K-15

y4eT U yIpaBlieHUE
IPOTPaMMHO-
anmapaTHBIMUA
CpeICTBaMH 3aIIUTHI
uHpOpMaLIUH.

anmapaTHbIMU UACHTU(PHUKATOPAMU U
HOCHUTEJISIMH KJTI0U€BOM MH(POpMAIUY;
BO3MO>KHOCTH; apXUTEKTYpa; HACTPONKa;
YIpaBJICHUEC ) KU3HCHHBIM TUKJIOM CPCIACTB
ayTeHTU(UKALIUKU; ayAUT UCTIONb30BaHUS
CPEICTB ayTeHTU(UKALINH.
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Hroro

5 AHanu3 HOpMaTUBHBIX
TpeboBaHU 1O
YIPaBICHUIO
CpeICTBaMU 3aIUTHI
uHpopManun

AHanu3 HOpMaTHBHBIX TpeOOBaHUH TIO
YIIPaBJICHUIO CPEICTBAMU 3aIUTHI
uH(popMaIuu. AHAITN3 HOPMATUBHBIX
TpeboBanuit denepaabHON CIIYKOBI IO
TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO
(®CTIK) npu obecrieueHrH Mep
0€3011aCHOCTH NEPCOHATBHBIX JaHHBIX, B
rOCyJapCTBEHHBIX HHPOPMAITMOHHBIX
cucremax. AHanu3 TpeboBaHUN
0€30IaCHOCTH K aBTOMaTU3UPOBAHHBIM
cHCTEeMaM YIPAaBJICHUS TEXHOJIOTHUECKUMHU
POIIECCAMH.

[1K-10, ITK-13,
I1K-15

Hroro 4
Hroro 3a cemectp 18
Htoro 18

5.3. Pa3nesibl AUCHMILUIMHBI U MEKIMCHUIIIMHAPHBIE CBSAI3H ¢ 00ecleYHBAKIUMY (NPeAbIIYIHMH)

U 00ecrneuynBaeMbIMHU (l'[OCJ'Ie)]leIIH/IMH) JAUCHHUIVIMHAMH

Pa3nensl QTUCHUIUIMHBI M MEXIUCIUIUIMHAPHBIE CBA3M C 00eCNeUnBAOIIMMU (IIPEABIAYIIUMU) U
obecrnieunBaeMbIMH (ITOCIICTYIOIINMH ) TUCIUTIIMHAMH TTPEICTaBICHBI B TabmuIe 5.3.
Tabnuna 5.3 — Pa3znenbl IUCHUIUIMHBI U MEXKAUCIUILTHHAPHBIE CBSI3U

HanmenoBanme JAUCIUITIINH

Ne pazaenoB naHHO#N AMCHUIUIMHBI, A1 KOTOPBIX HEOOXO0IUMO
n3y4deHue 00eCreuynBaOIINX U 00ECTICYMBAEMBIX JTUCIUTIIIUH

1 2 3 4 5 6
[IpeniecTByronue AUCUUIIUHBI
1 be3onacHOCTb ONepalOHHBIX CUCTEM + + + + +
2 bezonacHocTs ceteit OBM + + + +
3 OpranuzanvoHHOE U PaBOBOE
oOecrieyeHre HHPOPMALIMOHHOM +
0€30MacHOCTH
4 YupasieHue cpeicTBaMHU 3alUThI + + + + + +
uH(popManun
ITocnenyromue TUCIUTIINHBI

1 TIporpaMMHO-anmnapaTHele CpeACTBa + + + + +
3amuThl HHDOpMALIUU
2 YmupaBieHu TBaMHU WTBI

VYnpasieHue cpeacTBaMu 3alll + + + + + +
uHpopMaun

5.4. CooTBeTcTBHE KOMIIETEHIUH, GOpPMHPYEeMBbIX IPH U3Y4YCHUH AUCHHUILINHBI, 1 BUAOB 3aHATHH
CooTBeTcTBHE KOMIETEHIMH, (OPMUPYEMBIX NpPU H3YYEHHHM TUCHMIUIMHBI, U BUAOB 3aHATHH

Mpe/ICTaBJIeHO B TaOIUIEe

5.4.

Tabmuua 5.4 — CooTBeTcTBHE KOMIETEHIUH, (OPMUPYEMBbIX MpPU H3YyYECHUHM TUCHMIUIMHBI, U BHJIOB

3aHATUU

Bunaer 3angTnit

Kommereninun

Jlek.

JIa6. pa6. |KCP (KII/KP)| Cawm. pa6.

q)OpMBI KOHTPOJIA
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[1K-1

3ammTa oTyera, OTUET 110
naboparopHoii padore,
3anmTa KypCcoBbIX
MIPOEKTOB / KYPCOBBIX
pabor, Tect

[1K-6 +

3amura otdyera, OTYET 110
nabopaTopHO# padoTe,
3aimuTa KypcoBBbIX
MIPOEKTOB / KYPCOBBIX
pabort, Tect

[1K-10 +

Koncmnexr
CaMONIOATOTOBKY, 3allluTa
KYPCOBBIX ITPOCKTOB /
KYpCOBBIX paboT, 3auer,
Tect

I1K-13 +

Koncnekr
CaMOIIOATOTOBKH, 3aIluTa
otuera, OTYET 110
nabopaTopHoO# padoTe,
Ormpoc Ha 3aHATHSX,
3aiuTa KypcoBBIX
MIPOEKTOB / KYPCOBBIX
pabor, 3auer, Tect

[1IK-15 +

Koncnekr
CaMOIIOATOTOBKH, 3aInTa
otuera, OTYET 110
nabopaTopHoO# padoTe,
Ormpoc Ha 3aHATHSX,
3amuTa KypcoBBIX
MIPOEKTOB / KYpCOBBIX
pabor, 3auer, Tect

6. UnTepakTHBHBIC MeTOABI U (hpOPMBI OPraHu3anuy 00y4YeHust
TexHOI0rMM UHTEPaKTUBHOTO O0YUEHUS MPHU pa3HbIX pOpMax 3aHATUH NpUBeeHb! B Tabnure 6.1.
Tabauna 6.1 — TexHoIOTMK UHTEPAKTUBHOIO OOYyUEHUs IPU pa3HbIX popMax 3aHITHH

WNutepaktuBHbIe TabopaTopHbie | IHTEpaKTUBHBIE
Metonasl p patop P Bcero, u
3aHATHUS, 9 JCKIUH, 4
6 cemecTp
[Ipe3eHTanmu ¢ UCIOIL30BaHHEM 6 6
CIaliI0B ¢ 00CYXIEeHUEM
Case-study (MeToa KOHKPETHBIX 4 4
CUTYyalui)
Pelmienne cutyalluOHHBIX 3a/1a4 4 4
Hroro 3a cemectp: 8 6 14
7 cemecTp
Hroro 3a cemectp: 0 0
Hroro 8 14

HaumenoBanue nabopaTopHbIX paboT npuBeAeHo B Tadnuie 7.1.

7. JlabopaTopHbie padoThl
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Tabmuia 7.1 — HaumeHnoBaHue 1abopaTopHbIX padboT

Tpynoemkocts, | DopMupyeMblie
HazBanus paznenos HanmenoBaHue 1a00paTopHBIX padboT PyA ’ pMHDY
q KOMIIETEHINH
6 cemecTp
1 LlenTpanu3zoBaHHOE Pasrpannuenue goctyna K JaHHBIM. 4 [1K-1, TTIK-6,
YIIPABJICHUE Pasrpannuenue 1ocTymna K yCTpoKUcTBaMm. I1K-15
CpeICTBaMU 3aIUTHI KonTtposnb neyatu KoHGUIEHINATBHBIX
uHpOpPMAaLIUU OT JTAHHBIX.
HECAHKLHOHUPOBAHHOIO |
. aMKHYyTas porpammHasi cpeaa. Konrpois 4
OCTyIIa B JIOKAJIbHOU

AOCLY LIEJIOCTHOCTH.
CeTH.

AyauT coObITHI HHGOPMAIIMOHHON 4

oe3onacuoctu C3U or HCJI. Pabora co

CBEJICHUSIMU B XKypHaJe perucTpauu

coObITuil. TeHEBOE KOTMPOBAHUE.

OnepaTuBHOE yrpaBiIeHUE 3aILUIIAEMbIMU 4

pabounMu CTaHIMSIMA 1 MOHUTOPHUHT

coObITHI MH(OPMAITMOHHOM 0€30MMacHOCTH

HUroro 16
2 lenTpanu3oBanHas | LleHTpann3oBaHHas MHBEHTapU3aLUs 4 I1K-1, T[IK-15
MHBEHTapHU3aLus pecypcoB JokanbHOH cetu. [IpoBenenue
PECYPCOB JIOKAIBHOM MHCHEKINN U y4eT U3MEHEHUI
ceTu. Y NanéHHbIN KOH(UIypaluuy 3alMaeMbIX padounx
KOHTPOJIb CTaHLUN.

ab0TOCTIOCOOHOCTH

p Utoro 4
CPEZICTB 3aIUTHI
nH(popManuu Ha
pabouux CTaHIUSX.
3 LlenTpanu3oBaHHas | YIpaBlIEHUE cEpBEpaMu 4 I1K-1, TIK-15
3aluTa OT BUpYcoB B | anMuHuctpupoBanus Kaspersky Security
JIOKaJIbHOU CETH. Center. LlenTpanu3oBaHHas HaCTpOHKa

cpencTBa aHTUBUPYCHOM 3amuThl Kaspersky

Endpoint Security. AyauT coObITHIA 1

JIOTIOJTHUTEILHBIE BOBMOKHOCTH.

Hroro
4 llenTpanu30BaHHbI | YIIpaBJieHHE )KU3HEHHBIM LIUKIIOM CPE/ICTB I1K-1, TIK-15
y4eT U yIlpaBlieHHE ayTeHTU(UKALIMYU annapaTHbIX
IPOTPaMMHO- UICHTU(PHUKATOPOB C MTOMOIIBIO CPEICTB
anmnapaTHbIMU LEHTPAJIM30BaHHOTO y4eTa U yIpaBJIeHUs
CpeICTBaMH 3aIIHTHI IPOTPaMMHO-aNIapaTHBIMK CPEICTBAMHA
uHpOpMaLUH. 3alIUTHI UH(OPMAIIHH.

Hroro 4
Hroro 3a cemectp 28
Htoro 28

8. IIpakTHyeckue 3aHATUSA (CEMHUHAPBI)
He npenycmotpeno PVYIIL.

9. CamocrosiTe/ibHasi padora
Bunasl camocTosTenbHOM paboThl, TPYA0EMKOCTh U (hOpMUpPYEMble KOMIIETEHIIUU TPEACTABICHBI B
Tabimme 9.1.

CornacoBaHa Ha noptane Ne 47276 8



Tabnuua 9.1 — Buasl caMoCTOsATENbHOM PabOThI, TPYA0EMKOCTh U (hOPMHUPYEMbIE KOMIIETECHIIHH
Bunanr
. | Tpymoemkocts, | @opMupyemsie
HasBanus paszzaenos CaMOCTOATEIIbHOMN DopMBbI KOHTPOJISI
q KOMIIETEHIINH
paboThI
6 cemectp
1 HentpanuzoBanHoe | I[Ipopabotka 1 [IK-15, [IK-6, | 3auyer, 3amura
yIpaBJICHUE JIEKIIMOHHOTO IK-1 otyeta, Koncnekr
CpeICTBaMU 3aIIUTHI marepuaia CaMOMOJTrOTOBKH,
uH(pOpMaIuu OT Otuer o
(bopman Odopmienue oTueToB 12 5 .
HECAaHKIIMOHUPOBAHHOTO 1abopaTopHOil
1 P . |10 1a00paTOpHBIM patop
JOCTyTa B JTOKAJIbHOMN pabore, Tect
paboram
CETH.
Hroro 13
2 llenTtpanuzoBanHas | [IpopaboTka 1 IIK-15, I1IK-1 | 3auer, 3amura
MHBEHTapHU3aLUs JEKIIMOHHOTO oryera, Koncrnexr
PECYPCOB JOKAIBHOM MaTepuaia CaMOIIOATOTOBKH,
ceTH. Y Jan€HHbIN Omnpoc Ha
a Odopmnenue oTueToB 3 P
KOHTPOJIb 3aHsaTUsIX, OTUeT
1o 1abopaTopHbIM .
paboTocrmocoOHOCTH paGoTam 1o 1abopaTopHOi
CPEJICTB 3alIUThI pabote, Tect
uHpOpMaLUK HA Hroro 4
pabounx CTaHIIUSX.
3 UentpanuzoBannas | [IpopaboTka 1 [IK-15, I1IK-1 | 3auer, 3amura
3alUTa OT BUPYCOB B |JIEKIIMOHHOTO otueta, Koncrekr
JIOKAJIbHOM ceTu. MaTepuaia CaMOTIOJIrOTOBKH,
TYET IO
Od¢opmiueHue oT4eToB 3 O 5 .
TOPHOH
1o 1abopaTopHbIM 1a 6opa ?l"p 0
aobore, Tect
paboram p )
Hroro 4
4 llentpanuzoBanusiii | I[IpopaboTrka [IK-15, TIK-1 | 3auer, 3amura
y4eT U yIlpaBlieHHe JEKIIMOHHOT O oryera, Koncnekr
IPOTPaMMHO- Mmarepuaa CaMOTIOJITOTOBKH,
anmapaTHbBIMH TYET I
P OdopmneHne oT4eToB 3 0 5 erno-
CpeICTBaMH 3aIINUTHI nabopaTopHOit
ped m 1o 1ab0paToOpHBIM 5 P Tp
uH(pOpMaIIUH. abor T
(opman pabotam pabote, 1ec
Utoro 4
5 Ananu3 HopMmaTuBHBIX | [IpopaboTka I1K-10, [IK-13, ' 3ayer, Koncnekr
TpeboBaHU 1O JIEKIIMOHHOTO ITK-15 CaMOIIOJITOTOBKH,
yIIpaBJICHUIO marepuaia Tecr
TBAMH UTBI
CpCACTBAMH 3aIIL Htoro 1
uHpopMaun
Hroro 3a cemectp 26
7 cemecTp
6 AnMuHHMCTpHUpOBaHue |BrinmonHeHue 18 IK-1, T1K-6, 3amuTra KypcoBbIX
U yIIpaBJIEHUE KypCOBOT'O MpoeKTa / [1K-10, [TIK-13, ' mpoekToB /
CpPEACTBAMU 3aIIUThI KYpPCOBOM pabOThI ITK-15 KYpPCOBBIX paboT,
UHpOpMAaLIUU OT Vroro 18 Tecr
HECAaHKIIMOHUPOBAHHOTO
JocTyma.
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Hroro 3a cemectp 18
Hroro 44

10. Kypcogoii npoexT / KypcoBasi padora
Tpy10eMKOCTh ayIUTOPHBIX 3aHATUN U (OPMHUpPYEMble KOMIIETEHIMM B PAMKAX BBIIOJHEHUS
KypCOBOT'O IIPOEKTa / KypcoBo# paboThI npenctasiensl Tadmume 10.1.
Tabmuma 10.1 — TpymoeMKoOCTh ayIUTOPHBIX 3aHATHA M (HOpMUPYEeMble KOMIIETCHIIMM B paMKax
BBINOJIHEHUS KYPCOBOTO MTPOEKTA / KYpCOBOH pabOTHI

Tpynoemkocts,| PopMHupyeMbIE

HanmenoBanne AYIUTOPHBIX 3aHATHH
9 KOMIICTCHII U

7 cemecTp

Brimonnenue KypcoBoii paboThl Ha TeMy “AJIMUHUCTPUPOBAHHE U 18 I1K-1, IIK-6, TIK-
ynpasienre C3U or HC/[”. CoBMECTHO ¢ pyKOBOJIUTEIIEM 10, ITIK-13, TIK-15
BO3MOXEH BBIOOP JAPYTroi TEMbI KYPCOBOW pabOThI, OJJHAKO
HEOOXO/IMMBIM SIBIISIETCS] YCIIOBUE IIPUMEHEHHS B PAMKaX KypCOBOM
paboThI cpencTBa 3aUThl HHPOPMAITUH OT
HECaHKLMOHUPOBAHHOIO JOCTYIIA B JJIOKAJILHOMN CETH C
IPUMEHEHHUEM BbIIaHHBIX IIPEI0/1aBaTEIEM BUPTYaJbHBIX MAIlIUH
U BBIIIOJIHEHHE TPEOOBaHUM 3aJaHUs 10 BApUAHTY.

Hroro 3a cemectp 18

10.1. TembI KypCOBBIX IPOEKTOB / KYPCOBBIX padoT
[TpumepHas TeMaTHKa KyPCOBBIX IPOEKTOB / KypCOBBIX paboT:

— Tema xypcoBoii pabotsl: "AnmunuctpupoBanue u ymnpasienue C3U or HCH". Kypcosas
paboTa BBITTOJIHAETCS IO BAPUAHTAM.

11. PeliTuHroBasi cucreMa JJisi OEHKHU yCIeBAeMOCTH 00y4aro M XCH

11.1. bajuibHbIE OLIEHKH JIJISl 3JIEMEHTOB KOHTPOJISI
Tabnuna 11.1 — banibpHbIe OLIEHKH JJIsl 9JIEMEHTOB KOHTPOJISI

. N MaxkcumanbHbIN
o MaxkcumanbHbIA MaxkcumanbHbIA
DneMeHThI y4eOHO! OaJ 3a nepuos Bcero 3a
Oamn Ha 1-yro KT ¢ | 0Gasn 3a nepuon
JesTeNbHOCTH mexay 2KT u na CeMecTp
Hayana cemectpa | mexny KT u 2KT
KOHEI[ ceMecTpa
6 cemecTp
3ayer 20 20
3amuTa oTueTa 15 15 15 45
Koncnekr 5 5 10
CaMOIOJrOTOBKH
Otuer no nabopaTopHOi ) ) 3) 15
pabote
Tect 10 10
HToro makcumym 3a 20 25 55 100
epUOL
Hapacraromum urorom 20 45 100 100
7 ceMmecTp
3amuTa KypCcOBBIX 100 100
MPOEKTOB / KypCOBBIX
pabor
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Hroro makcumym 3a 100 100
nepuos

Hapacratomum nrorom 0 0 100 100

11.2. IlepecueT 0a/U10B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[Tepecuer 6aIOB B OIEHKH 32 KOHTPOJIbHBIE TOUKH MpeCcTaBieH B Tadymie 11.2.
Tabmuna 11.2 — IlepecueT 6aJIOB B OLIEHKHU 32 KOHTPOJIbHBIE TOYKH

bainel Ha 1aTy KOHTPOJIBHOM TOYKH Onenka

>90% oT MakcuMalbHOM cymMbl OaiioB Ha aaty KT 5

Ot 70% 10 89% oT MakcuManbHOM cyMMbl OayutoB Ha gaty KT

4
Ot 60% 110 69% oT MakcuMalIbHOM cyMMBbI OayutoB Ha naty KT 3
2

< 60% ot MakcuManbHOIM cymMMbl OasioB Ha naty KT

11.3. IlepecueT cyMMbI 02/1710B B TPAAHIIHOHHYIO M MEKAYHAPOAHYIO OLIEHKY
[Tepecuer cymMbl OaIJIOB B TPAJAUILIMOHHYIO U MEXIYHAPOTHYIO OLIEHKY MPEJICTAaBICH B TaliHIe
11.3.
Tabmuma 11.3 — [lepecueT cymMBbl 6aJIJIOB B TPAAMLIMOHHYIO U MEXAYHAPOAHYIO OILIEHKY

HroroBas cymma 6auios,

Onenka (I'OC) YYHUTBIBAET YCIEUIHO CIAHHBIN Onenka (ECTS)
9K3aMeH
5 (oTMyHO) (3aYTEHO) 90 -100 A (OTIMYHO)
85-89 B (ouens xopormio)
4 (xopor10) (3a4TeHO) 75-84 C (xoporio)
70-74
D (ynoBneTrBopuTeiabHO)
3 (yIOBIETBOPUTEIHHO) 65 - 69
(3a4TeHO) 60 - 64 E (mocpenctBeHHO)
2 (HEYAOBIICTBOPUTELHO) (11 Huxe 60 6amnos F (HeynoBneTBOpUTEIBHO)
3a4TEHO)

12. YueOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE 00ecneyeHne JUCIUIIMHBI

12.1. OcHoBHas JuTEpaTypa
1. Jessnun, [I.LH. Monenu 6e€30macHOCTH KOMIBIOTEPHBIX CHUCTEM. YTPABICHHUE JIOCTYIIOM U
MH(OPMAIIMOHHBIMU TOTOKaMH [DJEKTPOHHBIA pecypc] [DneKkTpoHHBI pecypc]: ydel. mocobue —
OnexTpoH. naH. — MockBa : T'opsiuas nunus-Tenexkom, 2013. — 338 c. — Pexum pocryna:
https://e.lanbook.com/book/63235. — 3ari. c JKpaHa. — Pexum JIOCTYyTIA:
https://e.lanbook.com/book/63235 (nata oOpamenus: 12.06.2018).

12.2. lonotHuTEIBHAS TUTEPATYPA

1. KowmmnekcHas 3amuTa UH(OPMAIMM B KOPIOPATUBHBIX CHUCTEMax [DIeKTpoHHBIN pecypc]:
yueb. nocobue / B.®. [anbrun. — M. : U] «®OPYM» : UHOPA-M, 2018. — 592 c. — (Bsicmee
obpaszoBanue: bakamaBpuar). — Pexum nocryma: http://znanium.com/catalog/product/937502 (nata
obparnienus: 12.06.2018).

2. IIporpammHo-anmapaTHas 3amuTa HHGOpMaIK [ DIEKTPOHHBIN pecypc]: YuebHnoe nocodue /
I1.b. Xopes. - 2-e u3n., uctp. u jgomn. - M.: ®opym: HULl UHDPA-M, 2015. - 352 c.: wr.; 60x90 1/16. -
(Beiciee  oOpaszoBanume).  (mepemer) ISBN  978-5-00091-004-7. —  Pexum  gocryma:
http://znanium.com/catalog/product/489084 (nara obpamenus: 12.06.2018).

12.3. YueOHO-MeTOAMYECKHE MMOCOOU S

12.3.1. O0s13aTe/ibHBIE Y4eOHO-MeTOAUYECKHE MOCOOHUs
1. JlabopaTopHBbIil MPAKTUKYM MO JUCIHUILIMHE “YTIpaBIeHHE CPEICTBAMU 3alTUTHl HHPOpMAIUU
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/ Paxmanmenko MW.A. - 2017. - 83 c. [DnextponHsii pecypc]: — Pexum nocryma:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/uszi lab.pdf (mara oOparnieHus:
12.06.2018).

2. Meronuueckue yka3aHus Il BBITIOJHEHUS] KypCOBOM pabOTHI 1O NUCHUIUIMHE "YTIpaBJICHHE
cpencTBamu 3amuTel nHGopMaruu'" / Paxmanenko M.A. - 2016. - 6 c. [DnexTpoHHBIi pecypc]: — Pexum
JOCTYyTIA: http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/uszi_course.pdf (mara
obpamenus: 12.06.2018).

3.  Meroauueckue yKazaHus /ISl BBITOJHEHHS CAMOCTOSATEIBHON M WHAMBHYAIbHON pabOTHI IO
mucuuiuiiHe "YrpaieHue cpeacTBamMu 3amuThl uHpopmanmu" / Paxmanmenko M.A. - 2017. - 3 c.

[DnexTpoHHbIH pecypcl: — Pexum JIOCTYyMa:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/uszi sam.pdf (mata oOpaleHus:
12.06.2018).
12.3.2. YyeOHO-MeTOAMYECKHE IIOCOOMS 1JIsI JIML C OTPAHMYECHHBIMH BO3MOKHOCTSIMH 3/10POBbS M
HHBAJINI0B

VY4eOHO-METOIMYEeCKUE MAaTEPUATb IS CAMOCTOSTEIIbHOW M ayJUTOPHOM pabOThl 00y4aroNIuXCs
W3 YHCIIa JIUI ¢ OTPAHMYEHHBIMUA BO3MOKHOCTSIMH 3JI0POBbSI M1 MHBAIUIOB MIPEOCTABISIOTCS B opMax,
aIalTUPOBAHHBIX K OTPAaHUYCHHSIM UX 3JI0POBbSI U BOCIIPHUATHS HH(DOPMAITUH.

JIist S ¢ HAPYIIEHUsSIMU 3PeHust:

- B (hOpMeE AIIEKTPOHHOTO JJOKYMEHTA;

- B IICUYaTHOHN (OpPME yBEITUUYCHHBIM IIPHU(PTOM.

JIJ1s1 1M1 ¢ HAPYUIEHUSIMH CJIyXa:

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

- B [1I€YaTHOH opme.

Jl1s1 JIN1 ¢ HAPYIIEHUSIMH OTIOPHO-BUTATEILHOTO aNapara:

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

- B IIEYAaTHOH (opme.

12.4. IIpodeccuonaibHbIe Ha3bl JaHHBIX U MH(POPMAIHOHHBIE CIIPABOYHBIE CHCTEMbI

1. TocymapcTBeHHBI peecTp CEepTHPHUIMPOBAHHBIX CPEACTB  3aIIUTHl  WH(GOPMAIHH:
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-
sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-
01bi00

2. HWudopmannonno-nonckobie cucreMbl Google; Wikipedia.

3. Hudopmanmonssle, CIIpaBOYHBIE 5 HOpMAaTUBHEIE 6a3bl JaHHBIX
https://lib.tusur.ru/ru/resursy/bazy-dannyh

13. MaTepuajibHO-TeXHHYeCKOe o0ecnedeHne JUCHUIIMHBI U TPpedyemoe NporpaMMHoe
obecrneuenue

13.1. O6mmue TpedGoBaHus K MaTePHATbHO-TEXHUYECKOMY M IPOrPAMMHOMY 00ecIe4eHHuI0
AUCHHUTINHBI

13.1.1. MaTepuajibHO-TeXHUYECKOEe U POrpaMMHoOe oOecneyeHue 1J1s1 JTIeKIIMOHHBIX 3aHATHIl
s mpoBeneHust 3aHATUHN JIEKIIMOHHOTO THUIA, TPYNIOBBIX U MHAMBUAYAJIbHBIX KOHCYJbTAIH,
TEKYILEro KOHTPOJISI U MPOMEKYTOUHON aTTeCTallMM UCHOJb3yeTCsl yueOHasi ayAUuTOPHUs C KOJIMYECTBOM
MOCAJIOUHBIX MeCT He MeHee 22-24, oOopymoBaHHas JIOCKOM M CTaHAApTHOW y4yeOHON Mebenblo.
HwmeroTcs  A€MOHCTpallMOHHOE O0OpYyJOBaHME W Y4eOHO-HArjsiiHble TMOCOOMs, oOecreYrBaronue
TEMaTUYECKHE WUTIOCTPALIUH 110 JIEKIIMOHHBIM pa3ziesiaM JUCIUILITUHBL.

13.1.2. MaTepuajibHO-TeXHHYECKOE U IPOrpaMMHOe o0ecredyeHue I J1a00paTOpHbIX pador
Ay,HI/ITOpI/ISI MOACIINPOBAHUA, IMPOCKTHUPOBAHUA W  OSKCILTyaTalluu I/IH(i)OpMaHI/IOHHI)IX n
AHAJINTUYECKUX CUCTEM
yqe6Ha51 AyauTopus A NPOBCACHUSA 3aHATHHN IMPAaKTUYCCKOI0 THIIA, y‘—Ie6Ha$[ aAyauTopuda i
MIPOBE/ICHUS 3aHATUH J1aOOPAaTOPHOTO THIIA
634045, Tomckas ob6nacTs, . Tomck, yi. Kpacnoapmeiickas, 1. 146, 407 ayn.
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Omnucanue UMEIOIIErocss 000PYIOBaHUS:

- KommbroTeps! kinacca He Hmke: miara Gigabyte GA-H55M-S2mATX/ Intel Original Soc-1156
Core i3 3.06 GHz/ DDR III Kingston CL9 (2 mir.) mo 2048 Mb/ SATA-1I 250Gb Hitachi / 1024 Mb
GeForse GT240 PCI-E (6 mr.);

- Kommniext cienmanusupoBanHoi yueOHOU Mebenu;

- Pabouee mecto nperoaaBaTeJis.

[TporpamMmMHOe oOecrieueHue:
Kaspersky endpoint security
KasperskySecurityCenter
Microsoft Windows 7 Pro
VirtualBox

13.1.3. MaTepua/ibHO-TeXHHYECKOE U MPOrPpaMMHOe o0ecriedeHue 1JIsl CAMOCTOSITeIbHON padoThI
st caMOCTOSITEIbHOW pabOThl MCIOJB3YIOTCS y4eOHBbIE ayIUTOPHH (KOMITBIOTEPHBIC KIIacChl),
PaCIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obsactb, T. ToMck, JIennna npocmekr, a. 40, 233 ayn.;
- 634045, Tomckas obnacte, T. Tomck, yin. Kpacnoapmetickas, a. 146, 201 ayn.;
- 634034, Tomckas obnacts, . ToMmck, Bepmmnuna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckas obnactb, r. ToMmck, Bepminauna ynuna, 1. 74, 207 ayn.

CocrtaB 000py10BaHUS:

- yueOHas meOerb;

- koMnbroTepsl kiacca He Huxke [I9BM INTEL Celeron D336 2.81'Tw. - 5 mit.;

- KOMITBIOTEpPBI TOAKIIOYEHBl K ceTH «/HTepHeT» M 00ecreunBarOT JOCTYI B AJIEKTPOHHYIO
MH(POPMAIIMOHHO-00Pa30BaATEIIFHYIO CPEly YHUBEPCHUTETA.

[lepedens mporpaMMHOTO OOECTICUCHHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mis Windows;
- 7-Zip;

- Google Chrome.

13.2. MatepuajbHO-TEXHHYECKOe o0ecreyeHne M CUMILIHHBI JJIS JTUI ¢ OTPaHUYeHHbIMH
BO3MOKHOCTSIMM 310POBbS1 1 HHBAJIHU/I0B

OcBoeHUEe TUCHUIUIMHBI JIMIIAMH C OTPAaHUYCHHBIMU BO3MOXKHOCTSIMHU 3/I0POBbSI M WHBAIUIAMU
OCYIIIECTBISETCS C UCIIOJIb30BAHUEM CPEJICTB 00yUeHHUs OOIIETO U CIIeUaTbHOTO Ha3HAYCHHUS.

[Ipu 3aHATHAX € OOYYAIOIIMMHUCS € HAPYIIEHUSIMM CJyXa TPEIyCMOTPEHO HCIOJIb30BaHUE
3BYKOYCUJIMBAIOIIEH anmaparypbl, MYJIbTUMEAUNHBIX CPEACTB U JPYIMX TEXHUYECKUX CpEICTB
npuema/nepeaaun yuyeOHoW MHGoOpManuu B JAOCTYIHBIX (hopMax, MOOMIIBHOM CHCTEMbI MPENOJIaBaHUS
U O0yYaroUUXCs C WHBAIMIHOCTHIO, TOPTATUBHOW MHIYKIIMOHHON CHUCTEMBl. YueOHas ayauTopus, B
KOTOPOW 3aHMMAIOTCSl OOydYaromuecs C HapylmIeHHEeM Ciiyxa, 000pyJoBaHa KOMIBIOTEPHOM TEXHHKOM,
ayIMOTEXHUKOW, BUACOTEXHUKOU, IJIEKTPOHHOU TOCKOW, MYJIbTUMENUNHON CUCTEMOM.

[Tpu 3aHATHSAX C 00YYIAIONTUMHUCS € HAPYIIEHUSIMU 3PEHUSIMU TIPETYCMOTPEHO MCIIOIH30BaHUE B
JEKIMOHHBIX U Y4YEOHBIX ayJUTOPHUSAX BO3MOXKHOCTH MPOCMOTpa YAAJEHHBIX OOBEKTOB (Hampumep,
TeKCTa Ha JIOCKE WJIM Cllaijla Ha DJKpaHe) MPH TIOMOIIM BHUIACOYBETUUUTENECH IS KOM(pOPTHOTO
MPOCMOTpa.

[Ipu 3aHsATHAX ¢ OOydYalOIMIUMHCS € HAPYUWIEHUSIMH ONOPHO-JABUIaTEeJbHOI0 amnmnapara
UCIONIB3YIOTCSL alIbTePHATUBHBIE YCTPONCTBA BBOJa MHGOpPMAIMU M APYyrue TEXHUYECKUE CPE/ICTBA
npuema/nepeaayn yuyeOHol MHGopManuu B JAOCTYMHBIX (opMax, MOOMIBHOM CHUCTEMBI OOy4YeHUS AJis
JIIO/IEH C MHBAIMHOCTBIO.
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14. OueHouyHble MaTepuaIbl 1 MeTOAUYECKHE PEKOMEHIALMHU 110 OPTaHU3ALMHN U3yYeHUs!
AUCHUTLIUHBI

14.1. ConepxxaHue OlIeHOYHBIX MATEPUATIOB U MeTOAUYECKHE PEKOM eHIANH
s oneHkH cTeneHu chOPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPEIICHHBIX 3a THUCIUILTAHOMN
KOMITETEHIINI UCTOB3YIOTCS OLIECHOYHBIE MaTepUasbl B COCTaBE:

14.1.1. TecToBBIC 3aaHUA

1. Kako# u3 MeTOZ10B KOHTPOJIS 1ieiocTHOCTH daiinoB orcyrcTByeT B C3U ot HC1?

a) KonTpomas conepxumoro

b) KonTpois atpudyros

¢) KoHTponbs canKmoHNPOBAaHHBIX N3MEHEHHUI

d) Kontponb cymiecTBOBaHUS

2. Jlnig yero npeaHa3HaueHa nporpamma oneparuHoro ynpasienus B C31 ot HCI?

a) J{nst 3amuThl KOH(GUISHIHATEHON HHGOPMAITUU

b) dns unentudukanuu u ayreHTHGUKAINN ToIb30BaTenei 1o 3arpy3ku OC

¢) st eHTpaln30BaHHOrO YIPABIICHUS 3alUIIAEMbIMI KOMITbIOTEpaMU

d) 15t KoHTpOJIA BBIBOAA KOH(BHUAESHIIMATHLHON HH()OpMAIIH

3. HazoBuTe 01H U3 pexxrMOB paboThl IporpaMMel onepatuBHoro ynpasienus B C3U or HCJI?

a) Pexxum yripaBiieHus 3aIIMTHBIMU MEXaHU3MaMHU

b) Pexxum uaentudukanyu u ayreHTU(UKaIUY MOJIb30BaTeNeH

¢) PexxrM MOHUTOpPHHTA U OTIEPATUBHOTO YIIPABICHUS

d) Pexxum anmapaTHoON GIOKHPOBKH 3aIIHUIIAEMOT0 KOMITbIOTEpA

4. BeiOepuTe TUIOBBIE 3a7a4dl aIMHHUCTpATOpa OE30MACHOCTH, JJIS BHIMOIHEHUS KOoTOophix HE
UCHoJb3yeTcs nporpamma oneparusHoro ynpasienus C3U or HC/I B pexxume KOH(UTYpHUPOBaHUS:

a) PenaktupoBaHue CTpyKTypbl ONIEPATUBHOIO YIIPaBICHUS

b) Hactpoiika napamerpoB cOopa JIOKaJbHBIX KYpHAJIOB

¢) KontponupoBanue cocTOSHUS 3aIUIIEHHOCTH CUCTEMBI

d) Hactpoiika napaMeTpoB CETEBBIX COSTUHEHHIA

5. Ilepeuncnure TUMOBBIE 3ajaud aIMUHUCTpaTOpa OE30IaCHOCTH, JJISI BBIIOJHEHHUS KOTOPBIX
UCIOJIb3YETCS MMPOorpaMma ONepaTUBHOTO YIIPABJICHUS B PEXKUME YIIPABICHUS.

a) KoHTponupoBaHHe M ONOBELIEHUE O MPOU3OLIEAIINX COOBITUSIX HECAaHKIMOHUPOBAHHOIO
JocTyna

b) KonTponaupoBaHue TEKyIIero COCTOSIHUS 3alIUIAEMbIX KOMITBIOTEPOB

c¢) Hacrtpoiika nouTtoBoii pacceuiku yBegomienuit o coobitusx HCJA

d) BreimonmHeHne NEHCTBHI C 3alIUINAEMBIMH KOMIBIOTEpAMH TPHU BO3SHHUKHOBEHHH YIpO3 JUIS
0€30IaCHOCTH CUCTEMBI

6. [lyist uero Heoo6xoaumo kButupoBanue coowituii HCJl B C3U or HC?

a) [lns ycrpanenus nocnenctsuit HC/|

b) Jnst mpenotspamienuss HCJ B Oyaymiem

¢) Ans pukcanuu peakuuu aiMuHUCTpaTropa 0ezonacHoctu Ha coObiTue HCJJ

d) Ans ynanenust coosituss HCJI u3 sxypHaioB ayaura

7. Kakoif n3 MexaHU3MOB y/IaJIEeHHOTO YIPaBJICHUS 3aIIUIIIAEMbIM KOMIIBIOTEPOM HE PEATU30BaH B
Kaspersky Security Center?

a) YajeHHasi yCTaHOBKA MPUIIOKEHUH

b) Ynanennas nepesarpyska 3aiiiiacMoro KOMIboTepa

¢) Y aneHHbI KOHTPOJIb LIETOCTHOCTH UH(OpPMALIUKU OTPaHUUYEHHOTO JIOCTYyTa

d) Ynanennoe ynpapieHre HaCTpOHKaMu aHTUBUPYCA

8. Kakue BO3MOXKHOCTM yIpaBieHHs anmapatHbiMu  ujaeHTuukaropamu eToken HE
MPEOCTABIISAIOT CPEACTBA yUeTa U YIpaBIeHUs IporpaMMHo-anmnapaTHeiMu C31?

a) O6noBnenue coaepxkumoro eToken

b) Ob6cnyxuBaHue 3anpOCcOB Ha pa3baokupoBky eToken

¢) N3Bneuenue kirouei mudposanus u3 namsatu eToken

d) CamocrosrensHas perucrpauus eToken nmons3zoBarenem Ha oTnensHoM WEB-caiite

9. Kakoll u3 BapuMaHTOB OTBETAa HE OTHOCUTCS K BO3MOYKHOCTSIM LEHTPAIM30BAHHOTO ayJNTa
COOBITHH, CBSI3aHHBIX C MHPOPMALMOHHON 0€30MaCHOCTBIO B JIOKAJILHON CETH OPraHU3alUH C MTOMOIIBIO
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nporpaMMsl oneparusHoro ympasinenus C3U or HC/1?

a) KonTponupoBaHue COCTOSHUS 3aIIUIIEHHOCTH CUCTEMBI

b) Ompenenenue 0OCTOSATENBCTB, KOTOPbIE NMPUBEIN K U3MEHEHUIO COCTOSIHMS 3aIlUIIEHHOCTH
cucteMsl mu kK HCJJ,

¢) Hactpoiika KoHpUTypallmOHHBIX TAPaMETPOB CEPBEPOB OE30MACHOCTH U ar€HTOB

d) BeisiBnieHre NpUYMH IPOU3OLIEAIINX U3MEHEHUIH COCTOSTHUS 3alUILEHHOCTH CUCTEMbI

10. Kakoil u3 BapuaHTOB OTBETOB HE MCHOJIB3YETCA I OINEPATUBHOIO W3BEIICHUS
aZIMUHHUCTpaTopa O€30IaCHOCTM O COOBITMSIX HECAaHKLUMOHHPOBAHHOIO JOCTyla B Iporpamme
onepatusHoro ynpasienus C3U1 or HCI?

a) BuzyansHoe oroopakenne HCJl Ha muarpamMmme yrpaBieHUs

b) [TcbMO Ha AIEKTPOHHYIO TOUTY aIMHUHHUCTPATOPY OE30MIACHOCTH

¢) YBengomiieHue Ha TenaedoH aMUHUCTpaTopa 6e3omacHocTH 1o SMS

d) 3ByKoBO€ yBeZOMIIEHHE B IPOrpaMMe OTIEPaTUBHOTO yIpaBieHus npu BosHUKHOBeHUH HC/]

11. Mexanusm 3amkHytoi mporpammuHoit cpeasl B C3M ot HCJl mo3BonsieT yaoBIETBOPUTH
CIICAYIOIIMM MepaM 3aIluThl HHPOPMAIIMU B TOCYIAPCTBEHHBIX HH(POPMAIIMOHHBIX CHCTEMAX:

a) BrisBneHue, aHanu3 ys3BUMOCTEHl MH(POPMALMOHHOM CHCTEMBl U ONEPATUBHOE YCTpaHEHHE
BHOBb BBISIBJICHHBIX YSI3BUMOCTEN

b) brokupoBanue ceanca noctyna B UHOOPMAILIMOHHYIO CUCTEMY I10CIIE YCTAHOBIEHHOTO BPEMEHHU
0e3neiicTBHs (HEAKTUBHOCTH) TTOJIB30BATENIS HITH 110 €T0 3aIPOCy

¢) YmpaieHue 3amyckoM (0OpalleHusIMH) KOMIIOHEHTOB IPOTrPaMMHOI0 0OecreueHusi, B TOM
qlCclie OINpEENICHUE 3allyCKaeMbIX KOMIIOHEHTOB, HACTpOMKa IapaMeTpoB 3alycka KOMIIOHEHTOB,
KOHTPOJIb 32 3aIlyCKOM KOMIIOHEHTOB IPOTrPaMMHOI0 00ecredeHus

d) 3ammra apxuBHBIX (aiiJIOB, TMapamMeTpOB HACTPOHMKM CPEACTB 3aAIIUTHl WHPOPMALUU H
IIPOrpaMMHOr0 OOECIEeYeHHs M MHBIX JaHHBIX, HE IMOAJEKAIIMX H3MEHEHHIO B Iporecce o0paboTKH
uHpopMauu

12. Jlna peanu3anuu Mepbl 3allUThl MHQOPMALMU B TOCYAAPCTBEHHBIX HH(OPMAIMOHHBIX
cucremax «KoHTposnb wucnonbp3oBaHus WHTEpQEicOB BBOAa (BbIBOAA) WHGPOpPMANMK HA MAIIMHHEBIC
Hocutenu uHdopmarum» B C3U or HCJI cnenyeT ucnoib30BaTh CIEIYIOUIYIO OJICUCTEMY:

a) Moy Bxoaa

b) [Toacucrema KOHTPOJIS LIEIOCTHOCTH

¢) [loacucrema pasrpaHudeHus JOCTyNa K yCTpoicTBam

d) 3amkHyTas nporpaMMHas cpesa

13. Kakyro u3 Mep 3aumuThl HHPOpPMAMK B TOCYJAapPCTBEHHBIX MH(POPMAIMOHHBIX CHCTEMax He
no3BoJisiet peannzoBath C3U ot HC/I?

a) Peanuzanys HeoOXOUMBIX METOJOB (JUCKPELIMOHHBIN, MaHAATHBIN, POJIEBOM UM MHON METON),
TUIOB (YTEHHE, 3aIHCh, BBITOJHEHHE WX UHOM TUIT) U IPAaBUII pa3rpaHUYeHUs JOCTyIa

b) Ympasnenue 3amyckom (0OpalieHUsIMH) KOMIIOHEHTOB MPOTPAMMHOIO OOECIEeUYeHUs, B TOM
qlClie OINPEICIIEHUE 3allyCKaéMbIX KOMIIOHEHTOB, HACTpOilKa IapaMeTpoB 3alycka KOMIIOHEHTOB,
KOHTPOJIb 32 3aIlyCKOM KOMIIOHEHTOB IIPOIPaMMHOTO 00€CTIeUeHM s

¢) Peanuzanus aHTUBHPYCHOM 3aIUTHI

d) Ynpasnenue 10CTynoM K MallliHHBIM HOCUTEISIM UH(GOpMaluu

14. Jlns peanuzan Mepbl 3aIlIUThl MH(MOPMAIMM B TOCYAApPCTBEHHBIX HH(OPMAIIMOHHBIX
cuctemMax «MOHHUTOPUHT (IMPOCMOTP, AHAIW3) PE3YJIHTATOB PETHCTPALMM COOBITUH O€30MacHOCTH |
pearuposanue Ha HUX» B C3U ot HC/I cinenyeT ncnonb30BaTh CIEAYIOIIYIO TOACUCTEMY:

a) [Togcucrema KOHTPOJIS LIETIOCTHOCTH

b) [Toacucrema pasrpaHrueHHs JOCTYIA K YCTPOHCTBaM

c¢) [loacucrema onepaTUBHOTO YIpaBIEHUS

d) 3amkHyTas nporpaMMHas cpesia

15. Jlns yero npeaHa3HaA4e€H MEXaHU3M KOHTPOJISI IMTOAKIIOUEHUS U U3MEHEHHUs ycTporicTts B C3U
or HC/I?

a) [lnst cnexxeHus 3a HEM3MEHHOCTBIO COJIEPKUMOTO PECYPCOB KOMITbIOTEPA

b) ns orpannuenus ucnoib3zoanus [10 Ha kommbroTepe

¢) [nst obHapyskeHus U pearupoBaHusl Ha U3MEHEHHUSI allllapaTHON KOHPUTypaluu KOMIbIOTEPa

d) JI71st eHTpanu30BaHHOTO YIIPABICHHS 3aLUIIAEMBIMH KOMIIBIOTEpaMH
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16. Jlns gero npenHazHadeH mexanusM kouTposs nenoctaoctu (K1) 8 C3U ot HC/L?

a) /st orpanmyenus ucnonb3zoBanus [10 Ha kommbroTEpE

b) [lns oOHapyKeHUS U pearupoBaHMsI Ha H3MEHEHUS alapaTHOW KOH(PUTYpalluu KOMITBIOTEpa

¢) st LeHTpaln30BaHHOTO YIPABIICHUS 3alIUIIAEMbIMI KOMITbIOTEpaMU

d) Jlost cnesxeHust 3a HEM3MEHHOCTBIO CO/IEPIKUMOT0 PECYPCOB KOMITBIOTEpA

17. dns yero npeaHa3HauyeH MEXaHU3M 3aMKHYTOM nporpammuoi cpeasl B C3U ot HCI?

a) [lnst oOHapyKeHUs U pearupoBaHUs HA U3MEHECHHSI allllapaTHON KOHPUTYpaIlUu KOMITBIOTEPA

b) [l neHTpanu30BaHHOTO YIPaBIEHUS 3alUIAEMbIMU KOMITbIOTEpaMU

¢) st cnexxeHus 3a HEM3MEHHOCTBIO COJIEPIKUMOT0 PECYPCOB KOMIIbIOTEPA

d) Jns orpanuvenus ucnoib3oBanus [10 Ha koMITbrOTEpE

18. HazoBute pesxuMsbl 17151 3aMKHYTOM niporpammHoii cpeast B C3U1 ot HCA?

a) KonduneHunanbHbIi 1 CeKPETHBIN

b) DTaNOHHBIN U TOJHOMOYHBIN

¢) MSATKUH 1 KECTKUH

d) AuckpennoHHBINA U MaHIATHBIN

19. Kakas u3 3amutHbix ¢pyakuuid HE otHOCcHTCs K Kaspersky Security Center?

a) YaneHHoe yrpaBlieHUe aHTUBUPYCHBIMU CPEJCTBAMU 3aIIUThI

b) Yyer ycTaHOBIEHHOTO TPOrPaMMHOT0 00ECTIeueHUs U MOUCK B HUX YSI3BUMOCTEH

¢) Pasrpanudenune qocrtyma moyib3oBareseii K HHPOpMAaIii OrpaHUICHHOTO JIOCTYIIa

d) Aymut coObiTuii HHPOPMAIIMOHHOM OE30MacHOCTH, MPOUCXOIAMIMX Ha 3allUdIIaeMbIX
KOMIThIOTEpaxX B CETH OpPTaHU3aIluU

20. Kakue u3 nepeunciieHHbIX 3amuTHBIX MexaHu3moB B C3U or HCJ| HE ucnons3yrores mis
obecrniedeHus 3amuThl HHHOPMAIUK OTPAHMYEHHOTO JOCTyma?

a) Kontpons nenoctHoctu

b) Pasrpanndenue 10cTymna K yCTporcTBam

¢) Unentudukanus u ayreHTUGUKALUS TOJIb30BaTeNIeH

d) [TomHOMOYHOE pa3rpaHUYEHHUE OCTYIA

21. Cornacuo mpukazy ®CTOK Poccum or 11 despans 2013 r. N 17 o0 yrBepxaeHUu
TpeOOBaHUI O 3ammTe MH(pOPMAIUK, HE COCTABISIONICH TOCYAapCTBEHHYIO TaiiHy, COAep)Kalleics B
roCy/IapCTBEeHHBIX HH(OPMALMOHHBIX cUCTeMaX, Kakoe u3 jaeiictBuii HE oTHocHTCS K BBISIBICHHUIO
WHIIUJIEHTOB WH()OPMAITMOHHOM 0€3011aCHOCTH M pearupOBaHUIO HA HUX?

a) OmnpeneneHue IUIl, OTBETCTBEHHBIX 32 BBISIBICHUE UHITUICHTOB

b) AHanu3 MHIMACHTOB, B TOM YHCIE OMpPEIEICHHEe MCTOYHUKOB M NPUYUH BO3HUKHOBEHUS
MHIIUJIEHTOB, a TAKXKE OLICHKA UX MOCIEACTBUN

¢) Omnpenenenue nuIll, KOTOPBIM pa3pelieHbl JIEHCTBUS MO BHECEHHIO W3MEHEHUW B 0a30BYIO
KOH(UTYparuo HHPOPMAITMOHHON CUCTEMBI U €€ CUCTEMBI 3aIllUThl HH(pOpMaLuu

d) I[lnanupoBaHume u TPHUHATHE MEpP IO TMPEAOTBPAIIEHUIO TOBTOPHOTO BO3HUKHOBEHHS
WHIIUJIEHTOB

22. Cornacuo mpukazy ®CTIK Poccum or 11 ¢espans 2013 r. N 17 o0 yrBepxaeHuu
TpeOoBaHU# O 3ammuTe HHPOPMAIMH, HE COCTABIAIOIIECH TOCYIapCTBEHHYIO TallHy, COJEpKalleiics B
TrOCyJapCTBEHHBIX HMH(GOPMAIIMOHHBIX CHUCTEMax, Kakoe U3 JIEUCTBUH OTHOCHTCS K KOHTPOJIO
(MOHUTOpPUHTY) 3a oOOecrmedyeHHeM YpOBHS 3allUIIEHHOCTH WHQPOpMAIMU, COJepKalleiics B
nH(popMaloOHHON cucteme?

a) AHanu3 MHIUACHTOB, B TOM YHCJI€ OIPEICICHUE HCTOUYHMKOB W TMPUYUH BO3HUKHOBEHUS
WHIIUJICHTOB, a TAK)KE OIICHKA UX MOCIEACTBUIN

b) Ompenenenue nmapaMeTpoB HACTPOWKH MPOTPAMMHOTO OOECHEUeHHs, BKIIOYasl MPOTrPaMMHOE
o0OecrieueHre CpENCTB 3aIUThl HHGOPMAIMK, COCTaBa M KOH(PUTYpallid TEXHUYECKHX CpPEJCTB U
MPOrPaMMHOTO OOeCreueHHs 10 BHECEHHUS W3MEHEHUW B 0a30ByI0 KoH(UTypaiuio HH()OPMAIMOHHON
CHUCTEMBI M €€ CHUCTEMBI 3aIUTHI HH(OPMAITIH

¢) AHanu3 U oOleHKa (PYyHKIMOHUPOBAHUS CHCTEMBI 3alIUTHI MHQOpMAIMK HH()OPMAIIMOHHON
CHUCTEMBbI, BKJIFOYAs BBISBICHHUE, aHAIU3 W yCTpaHEHHWE HEJIOCTAaTKOB B (DYHKIIMOHHUPOBAHMH CHUCTEMBI
3amuUThl HHGOPMAUK HHPOPMAITHOHHON CHCTEMBI

d) Ynpasnenue cpernctBamu 3amuThl HHGOpMaLUKU B UHMOPMALIMOHHOM CHUCTEME, B TOM YHCIE
napaMeTpamMu HaCTPOUKH MPOTPAaMMHOTO 00eCTieUeHUS
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23. Cornacao npukazy ®CTIK Poccunm ot 11 despans 2013 r. N 17 00 yrBepxaeHUU
TpeOoBaHU O 3amuTe WHGOPMAIIMH, HE COCTABJISIIONICH TOCYIapCTBEHHYIO TalHy, COJAEpIKalleics B
rOCYJapCTBEHHbIX MH(OPMAIIMOHHBIX CHCTEMax, K MepaM II0 OrPaHUYEHHUIO MPOrpaMMHOI Cpejbl
OTHOCHTCSI BbICKa3bIBaHUE:!

a) Jomwxuel oOecrieuynBaTh YIpaABICHUWE TpaBaMH W NPUBUIECTHSAMH CyOBEKTOB JOCTYIIa,
pasrpaHdyeHre JOCTyla CYOBEKTOB JOCTyma K OOBEKTaM JOCTyHa Ha OCHOBE COBOKYIMHOCTH
YCTQHOBJICHHBIX B MH(OPMAIIMOHHON CHCTEME MPaBUJI pa3rpaHUUYEHHs JIOCTYIA, a Takke 00ecrneunBaTh
KOHTPOJIb COOJIIO/ICHUS 3TUX MPABUIT

b) Jlomxubl oOecrmeunBath cOOp, 3amUCh, XpaHEHHE M 3aMIUTy HMHOOPMAIMH O COOBITHAX
6e3omacHOCTH B UH()OPMALIMOHHOW CHCTEME, a TaK)Ke€ BO3MOXKHOCTh MPOCMOTpPA M aHajau3a uH(popMaluu
0 TaKUX COOBITUSX U pearupoBaHHUe Ha HUX

¢) JlomkHbl o0ecnieunBaTh YCTAaHOBKY M (MJIM) 3aIlyCK TOJIBKO Pa3pelieHHOro K MCIOIb30BaHHIO B
MH(POPMALIMOHHON CHCTEME MPOrPaMMHOTO OOECTIEYEeHUs] WM HCKII0YaTh BO3MOXKHOCTh YCTAHOBKH H
(unmm) 3amycka 3ampelieHHOr0 K HCIOJIb30BaHHI0O B HMH(GOPMAIMOHHON CHCTEME MPOrpaMMHOIO
obecrieyeHus

d) HomxkHbl obOecnieunBaTh OOHAapy)XeHHE B HWH(POPMAIIMOHHONW CHCTEME KOMIIBIOTEPHBIX
nporpamMM JIMOO MHOM KOMITBIOTEPHON MH(pOpPMAalWHU, MpeJHa3HAYCHHON Ui HECAaHKIMOHUPOBAHHOTO
YHUUYTOXKEHUS, OJIOKUPOBAHUSA, MOAU(PHUKAIUY, KOMHPOBAHUS KOMIBIOTEPHONH HWHGOpMALUU WIH
HEHTpan3auy CPesICTB 3aIUTHI MHPOPMALINH, a TAKXKE PearipoBaHNe Ha OOHAPYKEHUE ITUX MPOTPaMM
1 uHopmanuu

24. Jlns gero npeaHa3zHaueHo TeHeBoe konuposanue B C3U or HCI?

a) [ns HakoruieHus: MHQOpPMAIMK O COOBITUSX, PETUCTPUPYEMBIX HA KOMIIBIOTEPE CpPEACTBAMHU
CHCTEMBI 3alIUTHI

b) [yt KOHTPOJIS ¥ OMOBEIEHUS O MTPOU3OIEIIINX COOBITHIX HECAHKIIMOHUPOBAHHOTO JOCTYIIA

c) Hus nepemernenus: AyOaMKaToB (KOIMHiI) JaHHBIX, BHIBOAMUMBIX Ha OTYYXKJAE€MbIE HOCHUTEIH
nHpopmaruu

d) HenpaBuiibHBIH OTBET

25. Jlna xakux ycrpoiictB HE ocymectsnsierca TeneBoe konuposanue B C3U or HC/I?

a) [IpunTepbl

b) USB-nocurenu

c) CereBble KapThl

d) CD-nipuBo/161

26. C xakol menpto MoxeT ucrnoisb3oBatbes Kaspersky Security Center B rocynapcTBEHHBIX
MH(pOPMALMOHHBIX CHCTEMaXx?

a) 3ammTa KOHPUACHIMAIbHOW WH(GOPMAIMU, B TOM YHUCJE TMEPCOHAIBHBIX JAHHBIX, a TaKXe
CBEJIEHUH COCTaBISIOIIUX MOCYJapCTBEHHYIO M KOMMEPYECKYIO TaliHYy

b) YpasieHue )XM3HEHHBIM [IUKIIOM allapaTHBIX ayTeHTU(UKATOPOB

c) Coop, oOpaboTka M cucTeMaruzanuss HHPOPMALUMU O TMPOrPAaMMHOM U anmapaTHOM
00ecCIeYeHnH, YCTAaHOBIIEHHOM Ha KOMIIBIOTEpaX U cepBepax B JIOKATHHOM BHIYHCIUTEIBHON CETH

d) LleHTpann30BaHHOE PELIEHHE OCHOBHBIX 3a/a4 IO YINPABJIECHUIO M OOCITY)KHBAHUIO CHCTEMBI
3alIUTHI CETH OPTaHU3aluU

14.1.2. TembI OIPOCOB HA 3aAHATHAX

1. OcHOBHBIE (QYHKIIUU CPENICTB LIEHTPATMIOBAHHOW HHBEHTAPHU3AIUN PECYPCOB JIOKAIBHOM CETH.

2. Uto Takoe Kaspersky Security Center?

3. Kakue ocHoBHble ¢pynkuuu B Kaspersky Security Center?

4. Kak nonyyuTh HHPOpPMAIINIO O KOHKPETHOM KOMIIBIOTEPE B CETU?

5. Yro Takoe macnopT KoMIeroTepa?

6. IlepeuncanTe TUMOBBIE 3aa4d aJIMUHHUCTpaTOpa O€30MaCHOCTH, IJI BBIOJHEHUS KOTOPBIX
HCIIOJIb3YETCS pOorpaMma ONEPaTUBHOTO YIIPABJICHUS B PEXKUME YIIPaBICHMUSL.

7. Kakoit ¢hopmat gaHHbIX ucnosnbiyetcs B )xypHanax C3U or HCJ1?

8. J11s1 KakuX yCTpOMCTB peaan30BaH MEXaHNU3M KOHTPOJIS MOAKIOYEHNS U U3MEHEHUs?

9. Kakue ecTh pexKuMbl JUIs 3aMKHYTOM pOorpaMMHON cpe/ibl?

10. Ilepeuncnure TUMOBBIE 33Jaudl aJMHHUCTpAaTOpa OE30MACHOCTH, JJIS BBIMOJIHEHUS KOTOPBIX
HCIOJIb3YETCs MporpaMma ONEepaTUBHOTO YIIPABICHUS B PEKUME KOH(UTYPUPOBAHUS.
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11. Jlns d4ero HyXHBI OTY4ETHI O pe3ynbTaTax HHcnekTupoBaHusa? Kakue rpynmbl OTUETOB
MpeyIaratoTcsi CpeCTBAMH IIEHTPATM30BaHHON NHBEHTAPU3AIMHA PECYPCOB JIOKATBHOU CETH?

12. Yto Takoe «CepBep aAMUHUCTPUPOBAHUS)?

13. Yto Takoe «Y najeHHas yCTaHOBKa» U Kak €M M0JIb30BaThCA?

14.1.3. 3auér

. Jluig yero npeaHasHau€H MEXaHU3M KOHTPOJIS IIOJKIIOUEHHS] U U3MEHEHUS yCTPOUCTB?
. 171 KakuX yCTpOMCTB peain30BaH MEXaHU3M KOHTPOJIS MOIKIIOUEHHS U U3MEHEHUS?
. Anst yero npeaHazHaueH MexaHu3M KOHTpPoJs nenoctaoctu (KLI)?
. lns1 wero npenHa3zHaueH MeXaHU3M 3aMKHYTOW MPOrPaMMHOM CpeibI?
. Ilepeuncnure U NOACHUTE METO/bI KOHTPOJISI LIETIOCTHOCTH.
. Kakue ecTb pexxumbl 7151 3aMKHYTOW MPOrpaMMHOM cpelibl? B ueM 3akiro4yaroTcst UX OTJIMYHS?
. Jlnst uero Hy>KeH >KypHas COOBITHI?
. Kako#t ¢hopmat nannbpix ucmnosasiyercs B xypHanax C3U or HC?
. [IpuBeyTE M MOSICHUTE HECKOJIBKO KATETOPUIl PETUCTPAIIMH COOBITHIA.

10. KTo MokeT paboTath ¢ )KypHajaom?

11. Jlyis yero Hy>KHO TEHEBOE KOIIUPOBaHUE?

12. JI7s1 KakuX YCTPONCTB MOKET OCYIIECTBIISATHCS TEHEBOE KOMUPOBaHUE?

13. lng wero mpeaHa3zHayeHa nporpamma omnepatuHoro ynpasieHuss C3U ot HC/L?

14. Kakue pexxuMbl paboThl ©UMEET nporpamma onepatuBHoro ympasienus C3U or HCJ?

15. Ilepeuncnure TUMIOBBIE 33aJaud aJMHHHUCTpAaTOpa OE30MACHOCTH, JJIS BBIMOJIHEHUS KOTOPBIX
UCIOJIb3YETCS MporpaMma ONepaTUuBHOTO YIPABICHUS B PEXKUME KOH(DUTYPUPOBAHUS.

16. Ilepeuncnure TUMIOBBIE 33Jaud aJIMHHHUCTpaTOpa OE30MACHOCTH, JJIS BHIIIOJIHEHUS KOTOPBIX
UCIIOJIb3YETCS MPOrpaMma ONEPaTUBHOTO YIIPABICHUS B PEXKUME YIIPABICHHUS.

17. B xako# nocie10BaTeIbHOCTH IPUMEHSIOTCS TapaMeTPbl TPYNIIOBBIX NOJUTUK?

18. Jliis wero Heobxoamumo kButupoBanue coobrtuit HCJ1?

19. Kakue BU/IbI OTYETOB MOKHO ITOCTPOUTH C TIOMOIIBIO MporpaMMbl OV ?

20. B xakux ciydasx He0OXOJMMO U3MEHEHHUE CETEeBbIX HACTPOeK?

21. lepeuncnure ¢pynkmuu cepsepa aamMmuauctpupoBanus Kaspersky Security Center.

22. Jlns dyero HeoOXOAMM TACHOPT KOMIIBIOTEpAa B  CPEICTBAaX  ILIEHTPATIM30BaHHOM
MHBEHTapH3allK PECypCcoB JOKaJIbHOM ceTn?

23. Ha3oBuTe OCHOBHBIE 3a/1a4l, BOZHUKAIOIIKE MIPU YIIPABICHUHN KU3HEHHBIM LIMKJIOM YCTPOWCTB
ayTeHTU(UKALINN.

O 00 1N DN K~ W —

14.1.4. Bonpocbl Ha caMONIOATOTOBKY

1. C31 or HC]/] — apxuTekrypa.

2. C3U or HC/I- 3amuTHBIE MEXaHU3MBI.

3. C3U ot HC/] - OnepatuBHOE ynpaBieHHE.

4. llenTpanu3oBaHHasi ”HBEHTAPU3AIUS PECYPCOB JIOKAILHON CETH .

5. llenTpanu3oBaHHas 3alllMTa OT BUPYCOB B JIOKAJIbHOM CETH.

6. LlenTpanv3oBaHHOE YIPABJICHHE CPEACTBAMU 3aIUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA B
JIOKQJIbHOM CETH.

7. lleHTpanu30BaHHBIM y4e€T M YNPaBICHHUE MPOrPAMMHO-ANMMAPATHBIMUA CPEJICTBAMU 3aIUTHI
uHpOpMalnu.

14.1.5. Tembl 1200paTOPHBIX PadoOT

[lenTpann3oBaHHas THBEHTAPHU3AIUs PECYPCOB JOKaIbHOU ceTu. [IpoBeeHne NHCTIEKIMI U y4eT
M3MEHEHMH KOH(PUTypalluy 3aIIUIIaeMbIX pab04nX CTAHIUH.

VYnpasnenue cepBepamu aamuHuctpupoBanus Kaspersky Security Center. llenTpanu3zoBanHas
HacTpolka cpeacTBa aHTHBHpYcHoOW 3amuThl Kaspersky Endpoint Security. Ayaut coObiTHil U
JIOTIOJTHUTEIbHBIE BO3MOKHOCTH.

Pasrpannuenune nocrtyna k JaHHbIM. PasrpaHnuuenue nocryna k ycrporictBaM. KoHTpousb nedatu
KOH(UIEHIINATbHBIX JaHHbIX.

3aMKHYyTas nporpaMMmHas cpeaa. KoHTposb 11e10CTHOCTH.

Aymut cobsituii mHbopmanmonnon OezomacHoctn C3U or HCJI. PaGora co cBeaeHusIMH B
KypHase peructpanuu coobTuil. TeHeBoe KOoupoBaHHe.
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OmnepaTuBHOE yINpaBlIEHUE 3alUINAEMBIMH PAOOYUMH CTAHLUMSAMH W MOHHTOPUHT COOBITHIA
nH(pOpMaIMOHHOM 0€30MacHOCTH

VYnpaBieHue KU3HEHHBIM IMKJIOM CPEJCTB ayTeHTH(HKAIMK aNlapaTHhIX UICHTU(UKATOPOB C
MOMOIIIBIO CPEACTB IEHTPAIM30BAaHHOTO Y4YeTa W YIPaBICHHUS MPOrPAaMMHO-ANIIAPATHBIMUA CPEACTBAMHU
3alIUThI UH(OPMAIHH.

14.1.6. TeMbI KYpCOBBIX IPOEKTOB / KYPCOBBIX padoT

BrimontHeHHEe KypcoBoi paboThl Ha Temy “AnmuHuctpupoBanue u ynpasienune C3U or HC/L”.
CoBMeCTHO ¢ PYKOBOJIUTENEM BO3MOXKEH BBIOOp APYroil TeMbI KypCOBOM paboThI, OJJHAKO HEOOXOAUMBIM
SBIIAETCS YCIIOBUE MPUMEHEHHMs] B paMKax KypcOBOMl pabOThl CpelcTBa 3alluThl HMHGOpPMAIUU OT
HECaHKLMOHMPOBAHHOIO [JOCTyla B JIOKAJbHOW CETU C INPUMEHEHMEM BBIJAHHBIX IPENOJIaBaTEIEM
BUPTYaJIbHBIX MAILIMH U BBIIIOJIHEHUE TPeOOBaHUI 3aJaHUS 10 BapHAHTY.

PaccMoTpuM 3anmaHue, KOTOpoe€ HEOOXOIMMO BBINOJIHMTH B paMKaX BBIIOJHEHUS KypCOBOM
paboTHI:

1. B coorBeTrcTBMM ¢ BapHaHTOM, ONpeneNIuTh uHpopManuoo, o00padaThIBaeMyl0 B
aBTOMATHU3HPOBAaHHBIX cHCTeMax opranuzanuu. OmnpeneiauTb Yrpo3bl, a Takke HHPOPMAIUIO,
HYKJAIOLIYIOCS B 3alllUTE.

2. O0beIMHUTH BUPTYaAJIbHBIC MAITUHBI, BbIIAHHBIC MTPETIOaBaTeNieM B TOMEH.

3. IlpousBectu ycrtaHoBKy cepBepHod M knueHTckux 4dacrter C3U or HCJl Ha BupTyanbHBIC
MaIINHBbI.

5. Ipoussectu Hactpoiiky moacuctem C3U or HCJl B cOOTBETCTBHMU C BapuaHTOM (CO3/1aTh
KaTajord u (aiiyibl Ha BUPTYAIbHBIX MAlIUHAX, KOTOPBIE ObI COOTBETCTBOBAIU

nanHoi nHpopmaryn). Cro1a BXOAUT HACTPOKKA, a TaKKe O0BSICHEHNE IPUYHH, B COOTBETCTBUU C
KOTOPBIMH OBLITU HACTPOCHBI IAHHBIE MTO/ICUCTEMBI:

— [Momutux C3U ot HC/I.

— Pasrpanuuenue nqoctyna K yCTpoHCTBaM.

— 3aaHue MaHJaTHOTO WM JUCKPELIMOHHOTO METO/1A YIIPABICHUS 1OCTYIIOM.

— Hacrpoiika 3aMKHYTOH TPOrpaMMHO# cpeibl (00s13aTenbHa ISl HEYETHBIX BAPUAHTOB).

— Hacrpoiika KOHTpOJI EJIOCTHOCTHU JAaHHBIX (00s3aTenbHa JIIsl YETHBIX BAPUAHTOB).

— Hacrtpolika 3aTupaHusi JaHHBIX.

— Hacrpolika KOHTpOJIs IIeyaTH.

6. IloAroTOBUTH MOSICHUTENIBHYIO 3aIUCKY, COJIEPIKalllyl0 OINMCaHHE BBINOJHEHHBIX paloT, a
TaKke BBIBOJIBI TTO BCEH padoTe.

14.2. TpeGoBaHusI K OLEHOYHBIM MATEePHAJIaM JIJIsl JIMI ¢ OTPAHMYCHHBIMH BO3MOKHOCTAMH
310POBbSI M MHBAJIH/I0B
Jig 1M ¢ OrpaHMYEHHBIMH  BO3MOJKHOCTSMM 3JI0pPOBbS M HMHBAIUAOB IPELYCMOTPEHBI
AOIOJIHHUTECIIBHBIC OIICHOYHBIC MaTCpHAJIbl, ICPCUYCHDb KOTOPLIX YKAa3aH B Ta6J'II/IH€ 14.
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Tabmuma 14 — JlonmonHUTENbHBIE MaTepUaIbl OIICHUBAHUS IS

3I0POBBSI 1 HMHBAIIUIOB

JijI ¢ OIrpaHUYCHHBIMU BO3MOKHOCTAMU

Kareropun
o0yJaromuxcst

Buapl 4OMOIHUTENBHBIX OIEHOYHBIX
MaTepHuasioB

@DopMbI KOHTPOJISI U OLIEHKH
pe3yabTaTOB OOYUECHHUS

C HapyleHus MU
ciyxa

TecTbl, TUCHEMEHHBIE CAMOCTOSTEIIEHBIC
paboThl, BOIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PabOTHI

[IpenMymecTBEHHO MUCHMEHHAS
poBepKa

C HapylieHusIMu
3peHHS

CobecenoBaHue 110 BOIIpOCaM K 3a4eTy,
OIIPOC IO TEPMHUHAM

[TpenmyIIeCTBEHHO yCTHAsS TIPOBEPKa
(MHAWBUIYATBHO)

C HapylIeHUsIMU
OTIOPHO-
JIBUTATEIILHOTO
amnrmapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHbIE paOOThI, IMCbMEHHBIE
CaMOCTOSITeNIbHBIE paOOTHI, BOIIPOCHI K
3ayery

[Ipenmy1iiieCTBEHHO TUCTAHIIMOHHBIMU
MeToIaMuU

C orpaHuyYeHUsIMU 110
00IIeMeTUIINHCKUM
MOKAa3aHUSIM

TecTbl, MUCbMEHHBIE CAMOCTOSITEILHBIC
paboThl, BOMPOCHI K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI

[IpeuMy1iecTBEHHO IIPOBEpPKA
METO/IaMHU MCXO/S U3 COCTOSTHUS
oOyuarolerocss Ha MOMEHT IIPOBEPKU

14.3. MeToanueckue peKOMeHAAIMH 110 OIEHOYHBIM MaTepuajiaM JIfl JIUIl ¢ OTPaHUYeHHbIMH
BO3MOKHOCTSIMM 310POBbSI 1 HHBAJIU/I0B

Jns nui ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMH 3JI0pOBbS M HHBAJIUAOB TMpPEIyCMaTpHUBAETCS
noctymHas popma MmpeaoCcTaBICHHS 3aIaHUi OIICHOYHBIX CPEJICTB, & IMEHHO:

B MIEYaTHOI Qopme;

B MIEYaTHOI opMe ¢ yBEITMUEHHBIM HIPUPTOM;
B (hopMe€ FIIEKTPOHHOI'O JOKYMEHTA;

METOJIOM YTEHUSI ACCUCTEHTOM 3aJIaHUs BCIIYX;
IIPEIOCTaBIIEHUE 3aJaHHs C UCIIOJIB30BaHUEM CYPAOIEPEBO/IA.

Jlutiam ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMHU 3/I0POBbSl U MHBAJIUAAM YBEIHMYMBACTCS BpeMs Ha
MOATOTOBKY OTBETOB Ha KOHTPOJBHBIE BOMpPOCHL. J[ns Takux oOydaromuxcsl MpeaycMaTpUBaeTCs
nocTyrHas (opMa mpeIocTaBiIeHrs OTBETOB Ha 3a/IaHUsI, @ UMEHHO:

INHUCBbMCHHO Ha 6YM8.FC;

Ha6op OTBCTOB Ha KOMIIBIOTEPCEC,
Ha6op OTBCTOB C UCIIOJIb3OBAHUEM YCIIYT' aCCUCTCHTA,
MMpeaACTaBJICHHUE OTBETOB YCTHO.

[Tpouenypa oueHMBaHMSI pPE3yJabTaTOB OOYUEHHs JIML C OrPaHUYEHHBIMH BO3MOKHOCTSIMHM
3I0pOBbsSI U MHBAJIMJIOB M0 AMCLUIUIMHE MPEIyCMaTpUBAET NpeAocTaBlieHue MH(opMaiuu B ¢popmax,
a/IalITHPOBAHHBIX K OTPAaHUYEHHUSAM UX 3710POBbsI U BOCIPUATHS HH(POPMALIUU:

J1s1 1ML ¢ HApYIIEHUAMH 3PEHM:

B (hopMe€ FIIEKTPOHHOTO JOKYMEHTA;
B [I€YaTHOHN (popMe YBETUUEHHBIM LIPUPTOM.

JLst M1 ¢ HAapYIIeHUusIMH cJIyXa:

B (hOpMe IIIEKTPOHHOTO JJOKYMEHTA,;
B MIEYaTHOH (opme.

I[.Tlﬁ JIMI ¢ HAPYIICHUSAMMA OIIOPHO-ABUIaTCJIbHOT0 almapara:

B (hopMe FIIEKTPOHHOTO JOKYMEHTA;
B MIEYaTHOH (opme.

[Tpy HEOOXOMUMOCTH Ui JIMII C OTPAHUYCHHBIMH BO3MOKHOCTSMH 3JI0POBbS U HHBAIUIIOB
MpoIieIypa OIEHUBAHUS PE3yJIbTaTOB 00YUEHUS MOXKET MPOBOJAUTHCS B HECKOJIBKO ITAIOB.
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