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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Hean TuCHUILITHHBI
OOYYHTh CTYJCHTOB OCHOBaM IOCTPOCHHUS M 3KCIUTyaTalluH BBIYMCIUTEIBHBIX CETCH, TPUHIIMITAM
M METOJIaM 3aIIUThl WHPOPMAIMU B KOMIBIOTEPHBIX CETSIX, HABBIKAM KOMILJIEKCHOTO MPOEKTUPOBAHUS,
MMOCTPOCHHMS, OOCTYKMBAHUS U aHAIN3a 3alUIICHHBIX BEIYUCIUTEIbHBIX CETEH.

1.2. 3agauy AUCHUIIIMHBI

JlaTh OCHOBBI:

—  — apPXUTEKTYPhI BBIYUCITUTEIBHBIX CETEH;

— IPOrpPaMMHO-AIIAPATHBIX U TEXHUYECKUX CPEIICTB CO3/IaHUS CETECH;

— IPUHITUIIOB TTOCTPOCHUS CETEH M YIIPaBJICHUS UMH,

—  — WCIOJIb30BaHUS MIPOTPAMMHBIX U allllapaTHBIX TEXHOJOTHUN 3aIlUThI CETEH;

— METOJIOJIOTHUHU MTPOCKTUPOBAHMS, Pa3BEPTHIBAHUS U COMPOBOXKICHHS O€30MaCHBIX CETEH;
— —o0cnenoBaHMs ¥ aHAIKM3a 3alTUIIIEHHBIX BBIYMCIUTEIBHBIX CETCH.

2. Mecto aucuuminnsel B ctpykrype OIIOIT
Hucnumnnuna «be3zonacuocts ceteit 9BM» (b1.65.32) otHocuTcs k 6i10ky 1 (6a3oBast uacts).
[IpenimecTByOmUMU  TUCHUIUIMHAMHY, (DOPMHUPYIOIIMMU  HayajbHble 3HAHUS, SBISIOTCA:
Bbeszonacnocts cereit OBM, NudopmaTrka, OCHOBBI HH(OPMAIIMOHHON 0€301TacCHOCTH.
[Tocnenyromumu qucuuIImHaMu ABisitoTes: bezonacHocts cereit OBM.

3. TpeGoBaHusi K pe3yJibTaTaM OCBOCHHS TUCHUIIHHBI

[Tponecc n3yyeHus JUCUUIUIMHBI HAPaBJIeH Ha (POpMUPOBAHUE CIEAYIOLUINX KOMIIETCHIIM:

— TIK-2 crmocoOHOCTBIO MPHUMEHSATh MPOTPAMMHBIE CPEACTBA CHCTEMHOIO, MPHUKIATHOTO M
CHELMAIbHOTO Ha3HAYEHUS, UHCTPYMEHTAJIbHBIE CPEJICTBA, SI3bIKM U CHUCTEMbI IPOrPaMMHUPOBAHUS IS
pereHust mpohecCUOHAIBHBIX 3a/1a4;

— TIK-6 cnocoOHOCTBIO NMPHHMMATh y4acTHE B OpraHW3alMd M TPOBEICHHH KOHTPOJIBHBIX
MpOBEPOK paboTocnocoOHOCTH W A(P(GEKTUBHOCTH NPUMEHSIEMBIX IPOTPAMMHBIX, IPOTPAMMHO-
annapaTHbIX 1 TEXHUYECKUX CPEJICTB 3allUThl HH(OpMaIH;

— IIK-15 crnocoGHOCThIO OpraHU30BBIBATH TEXHOJOTMYECKUI IMPOLECC 3allluThl MHPOpMALUU
OTPAaHUYEHHOTO JOCTyNa B COOTBETCTBHMM C HOPMAaTHUBHBIMM IPAaBOBBIMM aKTaMU U HOPMATUBHBIMU
MEeTOAMYECKUMH JTIokyMeHTamu DenepanbHol cimyx0bl  OGe3omacHocT  Poccuiickoit  ®denepanuu,
®enepalbHOM CITYKOBI IO TEXHUYECKOMY U AKCIIOPTHOMY KOHTPOJIIO;

— OIIK-7 cnocoOGHOCTBIO OmpeneNaTh HH(OPMAIMOHHBIE PECYpChl, IMOJUIEeXKAIUe 3alluTe,
yrpo3bl 6€30MaCHOCTH MH(POPMALIMU U BO3MOXKHBIE ITYTH UX PEalM3allii HAa OCHOBE aHAJINM3a CTPYKTYPHI
U co/iepaHusl MHPOPMAIMOHHBIX MTPOIIECCOB U OCOOCHHOCTEN (DYHKIIMOHUPOBAHUS OOBEKTA 3aIUTHI.

B pe3ynbrate n3ydyeHus IUCHUILTUHBI 00Y4aroLUIHics JOKEH:

— 3HaTh CpEACTBa M METOJAbl XpaHEHHS U TIeperayd HH(OpMaluM; STATOHHYIO MOJENb
B3aMMOJIEHCTBHS OTKPBITBIX CUCTEM; OCHOBHBIE CTaHJApPThl B 00J1aCTH HHPOKOMMYHUKAIIMOHHBIX CUCTEM
U TEXHOJIOTUH; OCHOBHbIE HOPMAaTHUBHO INPABOBbIE aKThl U HOPMATHUBHBIE METOJUYECKHE JOKYMEHTHI B
obusactu UH(POKOMMYHHKAIIMOHHBIX CHCTEM; IIPUHIIMIIBI IIOCTPOEHHUS 3aIUIIIEHHBIX
TEJIEKOMMYHUKALIMOHHBIX CHUCTEM; MEXaHU3Mbl peau3alliid aTak B KOMIBIOTEPHBIX CETSX; 3allUTHBIC
MEXaHU3MBI U CpeJICTBa OOECIeUeHUsI CeTeBON 0e30MacHOCTH; CPEJCTBA U METOJbI MPeIOTBpAILECHUS U
oOHapyKeHHs BTOP)KEHUH.

—  yMeThb NIPUMEHSTH 3aIIMILEHHbIE TPOTOKOJIbI, MEKCETEBbIE SIKPAHbI U CPENICTBA OOHAPYKEHUS
BTOP)KEHUH ISl 3alIUThl MH()OPMAIMKM B CETSIX; OCYLIECTBISATh MEPbl MPOTHUBOACHCTBHS HapyIIEHUSIM
ceTeBOi 0€30MaCHOCTU C HCIOJIb30BAHUEM PA3JIMYHBIX MIPOrPAMMHBIX M allllapaTHBIX CPEJCTB 3allUTHI B
COOTBETCTBHUHM C TpeOOBaHMUSMU HOPMATHBHO TIIPABOBBIX AKTOB M HOPMATHBHBIX METOJUUYECKUX
JIOKYMEHTOB.

—  BJIA/IeTh HaBBIKAMU KOH(UTYPUPOBAHUS JIOKAJIbHBIX CETEH, HABBIKAMU PEAIU3alUU CETEBBIX
IIPOTOKOJIOB C IIOMOLIbIO IPOTPaMMHBIX CPEJICTB; HaBbIKAMHM HACTPOMKHM MEXKCETEBBIX JKPAHOB;
HaBbIKAMU TPHUMEHEHHUS HOPMATHBHO IMPAaBOBBIX aKTOB W HOPMATHUBHBIX METOAMYECKUX JOKYMEHTOB B
obnactTi MHPOKOMMYHHUKAIIMOHHBIX CHCTEM; METOAMKOM aHalu3a CeTeBOro Tpaduka; MeTOIUKOM
aHaJIn3a pe3yJbTaToOB pabOThl CPEACTB OOHAPYKEHUST BTOPKEHHI.
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4. O0beM JUCUMIIIIMHBI M BUIbI Y4eOHOH padoThl
OO6mas TpyIOeMKOCTh IJUCHUIUIMHBI cocTaBisieT 6.0 3a4eTHhIX €IWHUIBI U Mpe/ACTaBieHa B
tabmue 4.1.
Tabmuma 4.1 — Tpy10eMKOCTb JUCITUTITMHBI

Bunbl yueOHOM 1eaTeTbHOCTH Bcero uacos Cemectpbl
5 cemecTp 6 cemectp

AynuTopHbIe 3aHATHSI (BCETO) 144 54 90
Jlexumn 46 18 28
[IpakTrueckue 3aHATHS 18 0 18
JlaboparopHbie pabOTHI 80 36 44
W3 HUX B HHTEpaKTUBHOU (popme 40 16 24
CamocTtosTenpHas padora (Bcero) 36 18 18
OdopmiieHre 0T4€TOB 10 Ta00PATOPHBIM 18 9 9
paboram
[IpopaboTka JEKIIMOHHOTO MaTepuaa 14
[ToaroToBka K MPaKTUYECKUM 3aHSATHSIM, 4
CeMHUHapaM
Bcero (0e3 ax3ameHa) 180 72 108
[ToaroroBka u cjaya 3K3aMeHa 36 0 36
OO61mas TpyA0eMKOCTh, U 216 72 144
3adeTHbie EauHuIb 6.0 2.0 4.0

5. Conep:xkanue U CHUNTHHBI

5.1. Pa3nennl AMCHUILIMHLI 1 BUABI 3aHATHH
Pa3nensl AMCUMITITMHBI U BUABI 3aHSATHI NpUBEeHBI B TabmuIe 5.1.
Taomumna 5.1 — Pa3aensl AUCIUIUINHEL U BUIBI 3aHITHHA

Bcero
[Tpak. | Jla6. | Cam. gacoB | DopMupyemsbie
Ha3zBanus pa3nenoB AMCUUTUIAHBI Jlek., u
3aH., 4 | pab., 4 | pab., d (6e3 KOMIICTESHITUH
HK3aMEHa)
5 cemecTp
1 OcHOBHBIEC TOHSATHS 4 0 8 4 16 IIK-15, TIK-2
WH(OPMAILIMOHHBIX ceTel
2 OCHOBBI TTIOCTPOEHHUSI COBPEMEHHBIX 4 0 8 4 16 [TK-2, OIIK-7
JIOKAJIbHBIX CeTeil
3 CeTteBble OnepanioOHHbIE CHCTEMBI 2 0 8 3 13 ITK-2
4 CpexacTBa peanu3aiii MeXCeTeBOro 6 0 12 6 24 I1K-2
B3aUMOJICUCTBHUA
5 IlepcrieKTBHBIE HANIPABIICHUS 2 0 0 1 3 [1K-2
pa3BUTHUSA U TIPOOIEMBI
UH(MOPMAILIMOHHBIX ceTel
Hroro 3a cemectp 18 0 36 18 72
6 cemecTp
6 OCHOBHEBIE IOHATHS 4 0 0 1 5 IIK-15, TIK-2,
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nH(pOpMaIMOHHOM 0€30MMacHOCTH I1K-6
7 TexHomaoruu ooecreueHus 8 18 12 8 46 [IK-15, IIK-2,
0€30IIaCHOCTH B JIOKAJIbHEIX CETIX IIK-6, OIIK-7
8 O0ecneueHue 6E30MaCHOCTH CETEH Ha 6 0 0 1 7 IIK-15, TIK-2,
0a3e ceTeBBIX ONEPAIMOHHBIX CHCTEM [1K-6
9 ObecnieucHue 0€30IaCHOCTH 6 0 32 7 45 IIK-15, TIK-2,
MEXKCETEBOI'0 B3aUMOIEUCTBU [1K-6
10 [IpaBOBBIE OCHOBBI 3aIIUTHI 4 0 0 1 5} [TK-15, T1K-2,
uH(pOpMallUU B KOMIIBIOTEPHBIX CETAX. I1K-6
3anMIeHHbIH TOKYMEHTO000pOT
Hroro 3a cemectp 28 18 44 18 108
Utoro 46 18 80 36 180
5.2. Conep:xanue pa3ie0B IMCUMILIAHBI (110 JIEKIUSIM)
Coneprkanue pa3iesioB JUCIUIUIHH (10 JICKIIMAM) IPUBEECHO B Tabuie 5.2.
Tabnuna 5.2 — Coznep)kaHue pa3AenoB TUCHUIUIMH (IO JEKIUSIM)
Copepxanue pa3aenoB aucuuiuindsl (mo | Tpynoemkocts, | Dopmupyembie
HasBanus paszaenos Aep pasit AHcH ( pyA ’ pMHIPY
TICKIUSIM) q KOMIICTCHITHH
5 cemecTp

1 OcunoBnble nonsiTua | Mcropus pazsurus cereit 9BM. Mecto u 2 [K-2
UH(OPMAaITMOHHBIX POJIb BEIUMCIIUTEILHBIX CETCH B
ceTeit coBpeMeHHOM Mupe. OCHOBHBIE MTOHATHS U

tepMmuHOJorus. OOIIMe MpeCTaBICHUS O

BBIUHUCIUTENBHOI ceTu. OO1iee noHsTue 00

HepapXUuecKor CTPYKType MPOTOKOJIOB.

[TpuHIMIIBI MHOTOYPOBHEBOM OpraHU3aIiu

JIOKAJBHBIX U TJI00ABHBIX ceTeit DBM.

Mognens OSI. CrangapTHele cTEKH

KOMMYHHKAITUOHHBIX TTPOTOKOJIOB.

Crangapruzanus B cetsix. Knaccudukanus 2

BBIUHCIUTENbHBIX ceTeil. TpeboBaHus,

MpeIbsABIsEMbIE K COBPEMEHHBIM

BBIYHACITUTEILHBIM CeTIM. MeTOIbI 1

TEXHOJIOTUH MPOESKTUPOBAHUS CPEICTB

TeleKOMMYHUKa. CTPYKTYpH3aIiH CETH.

duznyeckas ¥ Jorudeckasi TONoJIOTUU

ceteil. OCHOBHOE KOMMYHUKAIIHOHHOE

o0opynoBaHue

Hroro 4
2 OcHoBel nocTpoenust | Kanainsl cBsi3u. XapakTepUCTHKU KaHAJIOB [1K-2, OIIK-7
COBPEMEHHBIX cBs3u. Jlornueckoe KoAMpPOBaHHE.
JIOKAJIbHBIX CeTei ACHHXpOHHAs ¥ CHHXPOHHAsI TIepeIayn.

Wepapxus B kabenbHOM cucteme.

CrtpykrypupoBaHHas kabenbHas CHCTEMa.

Konduryparmu 1oKkambHBIX 2

BBIYMCIIUTEIIBHBIX CETEH U METOBI JOCTYIIA
B HuX. CTpyKTypa U QYHKLIUHU JTOKATbHBIX
cereil. Conepxanue cranaapra IEEE 802.
ba3oBble TEXHOIOTMY JTOKAIBHBIX CETEH.
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IEEE 802.2 Ethernet. O6opynoBanue
JIOKQJIbHBIX CETEM.

Hroro
3 CeteBbie [Iporpammusie cpencTaa 2 IK-2
OIepaIvOHHbIC TenekoMmMyHUKaIuu. CTpyKTypa
CUCTEMBI MIPOrPaMMHOTO O0ECTICUEHUS JTOKATLHOM

cetu. Kiaccuduxanus mporpaMMHOro
o0ecriedeHus JJOKaNbHbIX cereil. [TpuHuumsl
IIOCTPOEHHUS CETEBOr0 MPOrPaMMHOIO
00€eCTIeYeHUs U CETEBBIX ONEPAIIIOHHBIX
cucreM. Kiaccudukanus cepepos.
[IpoexktupoBanue cereit IBM no npuHumy
«KIJINEHT-CEPBEPM.

Hroro 2
4 CpenctBa CeTteBoll ypoBEHb Nepeiaun JaHHbIX. [P- 2 [1K-2
peanu3auuu anpecauus. Peanuzanus MexxceTeBOro
MEKCETEBOTO B3auMozeicTBus cpeacreamu TCP/IP.
B3aUMOJICVCTBHUS [Topsinok pacnpenenenus [P-agpecos.

OTto6paxkenue [P-agpecoB Ha TOKaIbHBIE
anpeca. ARP nipoTokon.

[IpuHiuner Mapupyrusanuu B [P-cersx. 2
IIpoTokoisl mapmpyrusanuu. Ilonstue
nomeHa. /[fomenHas agpecarus B IP-ceTsx.
DNS npotoxout.

[Ipotokon IPv6. IIpoToKOJIBI TPAaHCTIOPTHOTO 2

ypoBHsi TCP u UDP.

Hroro
5 IlepcriekTHBHBIE CoBpeMeEHHbIE TEHICHIIUN Pa3BUTHS 2 [K-2
HAIPAaBJICHUS PA3BUTHS | TEIEKOMMYHUKALIMOHHBIX CUCTEM.
U IpOOJIeMBI WNHterpanus pa3anvHbIX THUIIOB CETEH U
MH(OPMaLMOHHBIX ceTeBbIX cNyk0. Bupryanuzanus
ceTen nHpOpMalMOHHBIX cucTeM. O6nauHble

BBIYHCIICHUSI.

Hroro 2
Hroro 3a cemectp 18

6 cemectp

6 OcHoBHbIe noHATHA | ObOecnieueHHEe 0€30IIaCHOCTH 2 IIK-15, TIK-2,
UH(POPMALIMOHHOM TENIEKOMMYHUKAIIMOHHBIX CBS3€H U [1K-6
0e30MacHOCTH aMUHUCTPATUBHBIN KOHTPOJIb. OCHOBHBIE

MOHATUA U TCPMHUHOJIOTUS.

Turmossie yrpo3sl ceTeBoil 0€30MacHOCTH. 2
OcCHOBBI KJ1acCU(PUKALMU CETEBBIX YTPO3 U
atak. BiusiHue yenoBedeckoro gakTopa Ha
ceTeBYyI0 0€30MacHOCTb.

Hroro 4
7 Texnosoruu 3amuTa TOIoJIoruu ceTu. BupryanbHble 2 [K-15, TIK-2,
obecreueHust JIOKAJIbHBIC CeTH. JIOTOTHUTEIbHBIC [1K-6, OIIK-7
0€3011aCHOCTH B ¢bynkuun kommytaropos. IlepcoHanbHble
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JJOKAJIBHBIX CETAX

sKpaHbl. AGOHEHTCKOE mudpoBaHUE.

3amura ceTeBoro Tpadguka 1 KOMIOHEHTOB
ceTH. 3amuTa KoMnoHeHToB cetn oT HC/I.
beszomacHocTh pecypcoB cetu. Cpenctsa
UJIeHTU(DUKAIIUN U ayTCeHTH(UKALIIH,
METO/IbI Pa3/ICJICHUS PECYPCOB U
TEXHOJIOTHH pa3rpaHUYCHUS JTOCTYIIA.

CpencTBa MOBBIIICHUS HAJIGKHOCTH
(YHKIIMOHUPOBAHUS CeTeH. 3aIuTa OT
cOO0EB 2JIEKTPONUTAHHS, AIIAPATHOTO U
porpaMMHOro obecneuenusi. Kontpons u
pacnpe/iesieHue Harpy3Ky Ha
BBIYHUCIIUTENIbHYIO CETh.

PernamenTupyomnme 10KyMeHTHI B 001acTu
0€30I1aCHOCTH BBIUUCIIUTEIbHBIX CETEH.
CrannapTbl 6€301MaCHOCTH BBIYUCIUTEIBHBIX
ceTel U uX KOMIIOHEHTOB. [IpaBoBbIe
OCHOBBI 3aIIUTHI HHPOPMAIIUHU B CETSIX.

Hroro

8 Obecneuenue
0e30IMacHOCTH CceTel Ha
0ase ceTeBbIX
OIEepaIMOHHBIX CUCTEM

CereBble onepalliOHHbIE CUCTEMBbI
Windows, Unix/Linux. OcHOBHBIE
IIPOTOKOJIBI, CIYKObI, PYHKIIMOHUPOBAHUE,
cpezacTBa obecreyeHus 6e301acHOCTH,
CPEICTBA YIPaBJICHUS U KOHTPOJISL.

ITonutuka 6e3omacHocty: IToHsTHe
IMOJUTHUKHU 0e30MacHOCTH. THIIOBEIC
9JIEMCHTHI ITOJINTUKU 0€30I1aCHOCTH.
[TocTpoenue, peanusanus, noaaepKaHue 1
MoauUKaIUS TTOJIUTUKH
6e3omacHocT.Kpurepun oreHKH
oe3onacHocTu ceTeBhIX OC. OCHOBHEIE
KpUTEPUU aHAIH3a CeTEeBOI 0€30MacHOCTH.
O6mr1as nporeaypa aHaau3a.

Hroro

TK-2, TTK-6

9 Ob6ecneucHue
0€30I1aCHOCTH
MEXCETEBOTO
B3aMMOJIEHCTBHS

OcHOBHBIE MEXAaHU3MBI 00€ecIIeYeHHs
0€30MacCHOCTH U YIIPaBICHUS
pacnpeeieHHBIMHA PECYPCAMH.
OO0ecrieueHNE HAJEKHOCTH

uHppacTpykTypsl UHTEpHET.

3amuTa KaHaoB cBsA3U B MIHTepHET. Bubl
HCIIONBb3YyEMBIX B IHTEpHET KaHAJIOB CBS3U.
Hcnons30BaHKe MEKCETEBBIX YKPAHOB.
BupryanbHble YacTHBIE CETH.

VYS3BUMOCTH | 3aliuTa 6a30BbIX IPOTOKOJIOB
u cayx0: [IpoTOKOIBI MapuIpyTH3AIHH.
CewmeiictBo TCP/IP. Ciyx0bI oucka.
bezonacnocte WWW 1 anextpoHHOM
MOYTBHI.

HUroro

TK-15, TIK-2,
TK-6
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10 ITpaBoBbIie OcHOBBI | CHCTEMBI OOHAPYKEHUS W POTHBOACHCTBUS 2 [1K-15, TIK-2,
3amuThl MHGopMaK | BTOp>keHus M. Kimaccupukanust 1 npruHIHIIbI [1K-6
B KOMITBIOTEPHBIX (GYHKIIMOHUPOBAHUS CHCTEM OOHAPYKCHUS
CeTsX. 3alluIIeHHBI | BTOpKeHUH. CKaHephl Oe30MaCHOCTH.
OKYMEHTO000pOT
JIOKYM P Knacchl ckanepoB 0e30nacHOCTH U 2
O0COOCHHOCTH MPUMEHEHWSI. 3aIIUTa OT
BUPYCOB.3al1Ta IEKTPOHHOTO
JOKYMEHTO000pOTA.
Utoro 4
Hroro 3a cemectp 28
Utoro 46

5.3. Pa3zgenbl AMCHUIVIMHBI M MEKIUCHMIUIMHAPHBbIE CBA3M € 00ecneYuBalOUMH (MPeablLIy IMMHU)

U o0ecnieynBaeMbIMHU (MOCJIEAYOIIMMHU) TUCUUIIIMHAMMA

Paznienbl AUCHUIIIMHBI ¥ MEXIUCUUIUIMHAPHBIE CBA3H C 00ECIEUMBAIOUIMMHU (IIPEABIAYIINMHU) H
obecrieurBaeMbIMHU (TIOCJIEAYIOUIMMHU) TUCLUILIMHAMU IpeACTaBiIeHbl B Tabaue 5.3.
Tabnuna 5.3 — Pa3genbl JUCIUIUIMHBI U MEXIUCUUIUIMHAPHBIE CBSA3H

HaumeHoBaHue QUCUMILIMH

Ne pa3znenoB gaHHOM JUCHUTUIMHBL, AJIs1 KOTOPHIX HEOOXOMMO H3y4EeHHE
o0ecreunBaroIuX U 00ecIIeYMBAEMBbIX JIUCIUILIIH

1 2 3 4 5 6 7 8 9 10
[IpeniecTByronue AUCUUTIIHHBI
1 Be3sonacHOCTh ceTelt + + + + + + + + + +
5BM
2 Undopmartnka +
3 OCHOBEI
nH(pOpMaITMOHHOM +
0€30I1aCHOCTH
[Tocneayronye AUCIUTIITMHBI

1 be3onacHOCTE ceTeit

+ + + + + + + + + +
5BM

5.4. CooTBeTcTBHE KOMIIETEHIN, GOPMHPYEMBbIX IPH H3Y4YCHHH AUCHHUILINHBI, 1 BUAOB 3aHATHH
CooTBeTcTBHE KOMIETEHIMH, (OPMUPYEMBIX NPU H3YYEHUM TUCHMIUIMHBI, U BUAOB 3aHATHH
IpesicTaBiIeHo B Tabmauue 5.4.
Tabmuua 5.4 — CooTBeTcTBUE KOMIETEHLUH, (HOpPMUPYEMBIX MPU H3YYEHUHM IUCLHUIUIMHBI, U BHJIOB

3aHITUH
Buner 3angTnit
Komnerenuuun DopMBbI KOHTPOJISI
Jlex. IIpak. 3aH. JIaG. pad. Cawm. pa0.
T1K-2 + + + 3amura otyera, OTYET MO
nabopaTopHoii paboTe,
Omnpoc Ha 3ansaTUsAX, Tect
[1K-6 + + + 3ammuTa otyera, OTYET MO
nabopaTopHO# paboTe,
Onpoc Ha 3aHATUSAX
[1K-15 + + 3amuta ot4yera, Onpoc Ha
3aHATUSX
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OIIK-7 + + + + 3amura otuera, OTYET MO
naboparopHoit padore,
Onpoc Ha 3auATusx, Tect

6. UHTepakTHBHBIE METObI M (POPMBI OPraHM3aALMU 00yUEHUS
TexHoOrNM UHTEPAKTHBHOTO O0YYEHUS MPH Pa3HBIX (popmax 3aHATHI NpuBeIeHbI B Tabmuie 6.1.
Tabnuna 6.1 — TexHOIOTMH HHTEPAKTUBHOT'O O0YUYEHHUS IPU PA3HBIX (OpMax 3aHITUN

HHTepakTUBHBIC WNHTepakTuBHBIE
WNHTepakTuBHBIE
MeTobl nabopaTopHbIE 3aHATHS, npaktuueckue | Bceero, u
JeKIUH, 4
q 3aHSITHS, 9
5 cemecTp
IT-mMeTob 10 10
[IpesenTanuu ¢ 6 6
HCIIOJIb30BaHUEM
CJIAIOB C
00CyXICHIEM
Hroro 3a cemectp: 10 6 0 16
6 cemecTp
IT-mMeTOmBI 12 12
[TpesenTammu ¢ 8 8
HCIIOJIb30BaHUEM
CJIA0B C
o0cyxIeHueEM
Hccnenosarenbckuit 4 4
METO]T
Hroro 3a cemectp: 12 8 4 24
Hroro 22 14 4 40

7. JlabopaTopHbie padoThl
HaumenoBanue nabopatopHbix padboT npuBeaeHo B Tadbaune 7.1.
Tabnuua 7.1 — HaumenoBanue 1a00paTOpHBIX paboT

Tpynoemkocts, | Dopmupyemslie
HazBanus pasnenos HaumeHnoBaHue 1a60paToOpHBIX paboT pyA ’ PMHDY
q KOMIIETEHIIUH
5 cemecTp
1 OcHoBHBIE IOHATHUST | MOAETMPOBAHNE CETEBBIX YCTPOICTB U 4 [1K-2
UH(POPMAaLIMOHHBIX IIPOTOKOJIOB B JIOKAJIBHBIX CETAX
Teu
cetre MoenvpoBaHre BUPTYaIbHbBIX JOKAIbHBIX 4
cereil (VLAN) ¢ pasrpanndyeHneM JocTymna K
CETEBBIM pecypcam
Hroro
2 OcHoBbl TocTpoeHus | HacTpolika moaKIIO4eHus y3iia K CETH. 4 ITK-2, OIIK-7
COBPEMEHHBIX ABTOMaTHuECKas JUHAMHUYECKAs U
JIOKAJIbHBIX ceTeil CTaTH4YecKas HaCTPOIKU CETEBOIrO
MOJIKJIFOUEHUS.
Crek nporokosnoB TCP/IP. Ilpukiagasie 4
IPOTOKOJIBI ceTu MHTepHeT.
Hroro 8
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3 CeteBbie Cetu Microsoft Windows. Ympasienue 4 I1K-2
ONEepPaLMOHHbIE CETEBbIMU peCypcaMu B OJHOPAHTOBOM CETH.
CUCTEMBI . . . :
Cetu Microsoft Windows. Active Directory. 4
VYrpasneHue ceTeBbIMU pecypcaMu
KOPIOPAaTUBHOM ceTH. [ pyInoBbie MOIUTUKH.
Hroro
4 CpenctBa MoaenupoBaHue 0a30BbIX CITYKO U I1K-2
peanu3anuu MIPOTOKOJIOB MAPIIPYTHU3AINH B TI100ATBHBIX
MEKCETEBOT0 CeTsIX.
B3aUMOJICHCTBHUS
A BbazoBeie ciyx6n1 cetu MaTepuer. DHCP. 4
DNS. IIpoTokoabl MapuipyTU3aI1H.
[puxnagnasie cayx0bl cetn UHTEpHET. 4
Hacrpoiika Web-, FTP-cepBepoB u cepBepa
ANEKTPOHHOM MOYTHI.
Htoro 12
Hroro 3a cemectp 36
6 cemecTp
7 TexHonoruun Pasrpannuenue nocryna K JOKaJabHbIM U 4 I1K-2, I1K-6,
obecrieueHus CETEBBIM pecypcam. JuCKpemoHHas u OIIK-7
0e30MacHOCTH B MaHJaTHas MOJICTIH YIIPABICHUS JOCTYIIOM.
JIOKAJIbHBIX CETAX
HNHCTpyMEHTHI [7151 UCCIIEIOBAHUS CETU 4
(cHHbEepsI)
HNHCTpyMEHTBI 7151 UCCIIEIOBAHUS CETU 4
(ckaHepsl 0€301TaCHOCTH)
Hroro 12
9 O6ecnieuenue MexcereBble SKpaHbl 4 ITK-2, TTK-6
0€30MacHOCTH
¢ AHTHUBUpYCHAs 3allIUTa 4
MEXKCETEBOTO
B3aMMO/IEHCTBUS BupryanbHbie yacTHbIE CETH 8
CucreMbl 0OHapYyKEHUS U TPEJOTBPAILCHUS 4
BTOPKCHUI
DLP-cuctemsl
be3onacHOCTh MPUKIIATHBIX POTOKOJIOB
Hroro 32
Hroro 3a cemecTp 44
Hroro 80
8. IpakTHyeckune 3aHATHSA (CEMMHAPBI)
HauMeHnoBaHue nMpakTHYECKUX 3aHATUN (CEMUHAPOB) MpHUBEIEeHO B Tabmuie 8.1.
Tabnuna 8.1 — HaumeHoBaHMe MpaKTUYECKUX 3aHITHH (CEMUHApPOB)
HanmeHnoBanue mpakTUYECKUX 3aHATHI TpynoemkocTs, | Dopmupyembie
Hassanwus paznenos P Py i PMHPY
(cemmrHapoB) q KOMIIETEHIIMHT
6 cemecTp
7 TexHonoruu [Toctpoenue cTpyKTypbl HH(POPMAITHOHHON 4 I1K-2, OIIK-7

obecrieueHus

CEeTH, OIMCAaHKE XapaKTepa CBsI3el MEXy
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0€e30I1aCHOCTH B
JIOKAJIBHBIX CCTAX

JJICMCHTaAMH U I/IHq)OpMaLII/IOHHI)IX IIOTOKOB.

[IpopaboTka Momenu yrpo3 ¥ MOJEIN 4

HapyIINTEINs KOMIIBIOTEPHON CETH.

[IpopaboTka CTPYKTYpbl CUCTEMBI 3aILUTHI 6

uH(pOpMaINH, COCTaBa CPE/ICTB 3AIHUTHI.

Nzydenue crocoO0B YyCTAaHOBKU M OCHOBHBIX

napaMeTpoB KOH(PUTYPAIIH CPEACTB 3aIUThI

uHpopManun

[ToaroroBka JOKyMEHTOB 110 CUCTEME 4

3aIUThl HHQOpMAIK B UHPOPMALIMOHHOM

cHcTeMe.

Uroro 18
Hroro 3a cemectp 18
Htoro 18

9. CamocrosiTejibHasi pabora
Bunasr camocTosTenbHOM paboThl, TPYA0EMKOCTh U (hOpMUpPYEMbIe KOMIIETCHIINHU TIPEACTABICHBI B

Tabimue 9.1.
Tabmuua 9.1 — Buasl caMoCTOSTENbHON Pa0OTHI, TPYI0OEMKOCTh U ()OPMHUPYEMbIE KOMITETSHIHH
Bunael camocrositensHol | Tpynoemkocts, | @opmupyembie
Hazpanwus paznenos pyA ’ PMHPY DopMBbI KOHTPOJIS
paboThI q KOMIIETEHIINH
5 cemectp
1 OcHoBHBIE [IpopaboTka 2 IK-15,1K-2 | Onpoc Ha 3aHATHUSX,
MOHSITUS JIEKIIMOHHOTO MaTepuaia Otuer no
“H(OPMATOHHBIX TOPHOM
(10vp 1t Odopmienue oTueToB 1o 2 nabopatopio
ceren pabore
nabopaTopHBIM paboTam
Utoro 4
2 OCHOBBI [TpopaboTka [IK-2, OIIK-7 | Ompoc Ha 3aHATHUSAX,
MIOCTPOCHHSI JEKIIMOHHOTO MaTepuasa OT4er 1o
COBpPEMEHHBIX nabopatopHoit
P . | OdopmaeHmne oT4€TOB MO 2 gop OpHO
JIOKQJIBHBIX CeTeH abor
nabopaTopHBIM paboTam p ©
Hroro 4
3 CeteBbie [TpopaboTka IK-2 Ompoc Ha 3aHATHUSX,
OTIepaIlMOHHBIE JIEKIIMOHHOTO MaTepuana Otuer o
CHCTEMBI TOPHOH
OdopmieHne 0T4ETOB O 2 nagopa OPHO
abor
1abopaTopHBIM paboTam pabote
Hroro 3
4 CpenctBa [IpopaboTka 3 IK-2 Ornpoc Ha 3aHATUSX,
peanu3aIm JEKIIMOHHOTO MaTepuasa OT4er 1o
MEKCETEBOT! nmabopa 7
CAKCETEBOTO Odopmienue oTueToB 1O 3 gOP TOpHOH
B3aMMOJICHCTBHS T
Aietc n1abopaTopHbIM paboTam pabote
Hroro 6
5 IlepcnektuBHble | [IpopaboTka IK-2 Ornpoc Ha 3aHATUAX
HaTPaBIICHUS JIEKIIMOHHOTO MaTepuasa
pa3BUTHUA U Hroro 1
POOJIEMBI
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nH(pOpPMAITMOHHBIX

cere
Hroro 3a cemectp 18
6 cemecTp
6 OCHOBHBIC [TpopaboTtka 1 IIK-15, IIK-2, |Omnpoc Ha 3aHATHIX
MTOHATUS JIEKIMOHHOI'0 MaTepuania I1K-6
MH(pOpMaIMOHHON
(opman Hroro 1
0e30MmacHOCTH
7 TexHonoruu IToaroroBka K 4 IIK-15, I[IK-2, |3ammTa oTyeTa,
obecneucHus MPAKTUYECKUM 3aHATHUSIM, [IK-6, OIIK-7 | Omnpoc Ha 3aHATHUSAX,
0e30MacHOCTH B ceMHUHapaM Otuer no
JIOKQJIBHBIX CETIX nabopaTopHOI
[IpopaboTka 1 patop
pabore
JEKIIMOHHOTO MaTepuaia
OdopmieHne 0T4ETOB 1O 3
nabopaTopHBIM paboTam
Hroro 8
8 ObecrieucHme [IpopaboTka IK-15, I1IK-2, | Omnpoc Ha 3aHATUAX
0e30MacHOCTH ceTel | JIeKIIMOHHOTO MaTepuania I1K-6
H TEBBIX
a Oaze cere Vroro 1
OTIepPAIIMOHHBIX
CUCTEM
9 O6ecnieuenue [TpopaboTka 1 [IK-15, I1IK-2, | Omnpoc Ha 3aHATHUSAX,
0e30MacHOCTH JIEKIIMOHHOT'O MaTepuaia I1K-6 Otuer no
MEXCETEBOTO nabopaTtopHoit
. OdopmieHne 0T4eTOB MO 6 5 patop
B3aMMOJICHCTBHS abore
A nabopaTopHBIM paboTam p
Hroro 7
10 ITpaBoBBIE [TpopaboTka 1 IK-15, T1IK-2, | Omnpoc Ha 3aHATHIX
OCHOBBI 3aIIUTHI JIEKIIMOHHOTO MaTepuana I1K-6
uH(pOpMaIuu B
(opman Hroro 1
KOMIIBIOTEPHBIX
CeTsX.
3aluIeHHbIH
JIOKyMEHTO000pOT
Hroro 3a cemectp 18
IToaroroska u ciada 36 DK3aMeH
JK3aMeHa
Hroro 72
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10. KypcoBoii npoekT / kypcoBasi padora
He npenycmotpeno PVYIIL.

11. PeiiTuHroBasi cucreMa /Uit OLICHKH yCIIeBAeMOCTH 00y4aI0IINXCs

11.1. BaanbHbIe OLEHKH 1JIsI 3J1eMEeHTOB KOHTPOJIsI
Ta6mmma 11.1 — bayuibHBIC OIICHKH JIJIS1 2JIEMEHTOB KOHTPOJIS

. N MakcumanbHbIi
. MaxkcumanbHbIH MaxkcumanbHbIH
DneMeHTHl y4eOHOI 0aJut 3a mepuo Bcero 3a
Oamn Ha 1-yro KT ¢ |  Gamn 3a mepuon
NEeITEIbHOCTHU Mexny 2KT u na ceMecTp
Hayana cemectpa | mexay 1KT u 2KT
KOHeIl ceMecTpa
5 cemectp
Ompoc Ha 3aHATHSIX 3 4 3 10
OtyeTt no nabopaTopHOH 30 30 30 90
pabore
HToro makcumym 3a 33 34 33 100
nepuos
Hapacraromum urorom 33 67 100 100
6 cemecTp
3ammra oT4yera 10 10 20
Ornpoc Ha 3aHATUAX 3 4 3 10
Otuert o nmabopaTopHOH 20 20 40
pabore
HToro makcumym 3a 13 34 23 70
nepuos
OK3aMeH 30
Hapacratouum nrorom 13 47 70 100
11.2. Ilepecuer 0a/1710B B OLICHKH 32 KOHTPOJIbHbIE TOYKH
[Tepecuet OansioB B OLIEHKH 32 KOHTPOJIbHbIE TOUKHU MpeAcTaBieH B Tabmnuue 11.2.
Tabauna 11.2 — [lepecueT 6a/10B B OLIEHKH 3@ KOHTPOJIbHBIE TOUKH
baynel Ha 1aTy KOHTPOJIBHOM TOYKH Onenka
> 90% oT MakcuManbHOM cyMMbl 6aytoB Ha gaty KT 5
Ot 70% no 89% ot MakcumanbHOM cymmbl 6ayioB Ha aaty KT 4
Ot 60% 10 69% OT MakcHUMaNbHOI cyMMbI 6ayToB Ha naty KT 3
< 60% oT MakcuMalbHOM cyMMbI 6ayutoB Ha gaty KT 2

11.3. Ilepecuer cyMMbI 02/1710B B TPAAHIIHOHHYIO M MEKAYHAPOAHYIO OLICHKY

HCpCC‘ICT CYMMBI 0ajioB B TPAAUIUOHHYO U MCKAYHAPOJAHYIO OLICHKY IPCACTABJIICH B Ta6.HI/II_IC

11.3.

Tabnuua 11.3 — IlepecueT cyMMbl 0aJIJIOB B TPAAULIIMOHHYIO U MEXIYHAPOAHYIO OLIEHKY

Htorosas cymma 6aijios,

Onenka (I'OC) YYHUTBIBAET YCIENIHO CTAHHBIN Onenka (ECTS)
9K3aMeH
5 (oTM4HO) (3a4TEHO) 90 - 100 A (0TIHYHO)
85 -89 B (ouens xoporio)
4 (xopori0) (3a4TeHO)
75-84 C (xopormio)
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70-74

D (ynoBneTBopHUTEIBHO)
3 (y/1OBJIETBOPHTEIHHO) 65 - 69

(3auTeHo) 60 - 64 E (mocpencTBeHHO)

2 (HeyIOBIIETBOPUTEIILHO) (HE

Hwuxe 60 6aiuios F (meynoBieTBOpUTEILHO
3a4TEHO) (neyn p )

12. Y4ueOHO-MeTOAMYECKOEe U MH(POPMAIIMOHHOE 00ecTeYyeHHe TUCIHILTHHbI

12.1. OcHoBHasi 1MTEpPaTYypa
1. IlocTtpoenue 3amMILEHHBIX KOPIOPATUBHBIX CeTel [DIEKTPOHHBIM pecypc| [DneKTpOoHHbIN
pecypc]: yuebnoe nmocodue / P.H. AumnoB. — Dnektpon. nan. — Mocksa : JIMK IIpecc, 2013. — 250 c.
— Pexum nocrymna: https://e.lanbook.com/book/66472 (nara oopamenus: 19.05.2018).

12.2. lomoiHUTEIbHAS JIUTEpPATYypa
1. KoMmmbloOTEepHBIE CETH M CIYXObl YAAJIEHHOTO0 JOCTyma [DJIEeKTpOHHBIH pecypc]
[DnmexTpoHHEIi pecypc]: cnpaBounuk / O. M6e. — Dnexrpon. man. — Mocksa : JIMK Ilpecc, 2007. —
336 c. — Pexxum pocryma: https://e.lanbook.com/book/1169 (mara obpamenus: 19.05.2018).

12.3. YueOHO-MeTOAMYECKHE MTOCOOU A

12.3.1. O6s13aTesibHBbIE Y4eOHO-METOAUYECKHE TOCOOUSA
1. besomacHocts cereit OBM [OnekTtponHBI pecypc]: Mertonuueckue ykazaHus I

nabopatopHbix W mpakTHueckux pabotr / HosoxpecroB A. K., Ilpackypun I'.A., 2014. — 99 c.
[DneKTpOoHHBIT pecypc] — Pexxum JOCTYyTIA:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM lab pract.pdf (nata obpamenus:
19.05.2018).

2. besomacHocts cereit OBM [DnekTpoHHBIM pecypc]: Meroauueckue ykazaHus s
camocTrosTensHOU paboTsl crynenta / HoBoxpecroB A.K., Ilpackypun I'.A., 2014. — 4 c. [DnexTpoHHBII

pecypc] — Pexxum JOCTYyIIa:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM_sam.pdf (mara oOpamieHus:
19.05.2018).

3. beszonacuocth cereit DBM. Yactp 1 [OnekrpoHHsbIid pecypc]: JlabopaTopHBIH MpakTHKYM /
HosoxpectroB A. K., Tymee A. WU. - 2017. 92 ¢ — Pexum  nocrymna:

https://edu.tusur.ru/publications/7225 (nata obpamienus: 19.05.2018).

12.3.2. YueOHO-MeTOAMYECKHE TOCOOHSI AJIsl JIML C OTPAHNYEHHBIMH BO3MOKHOCTSMHU 310POBbS U
HHBAJIN/I0B

Y4eOHO-MeTOAMYECKHE MaTepUalbl ISl CAMOCTOATEILHOW U ayAUTOPHON paboThl 00y4aroIUXCs
U3 YMCIIA JIMI C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBbsSI M1 MHBAINIIOB MPEAOCTABISAIOTCSA B hopMax,
a/IalITUPOBAHHBIX K OTPAaHUYEHHUSAM UX 3/10pOBbsI U BOCIPUATHS HHPOPMAIUK.

Jl1st M1 ¢ HApYIIeHUsIMHU 3PeHust:

- B (hopMe€ FIIEKTPOHHOTO JOKYMEHTA;

- B [I€YaTHOHN (popMe YBETUUEHHBIM LIPUPTOM.

JLst M1 ¢ HApYIIeHUusIMH cJIyXa:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B MIEYaTHOH (opme.

JL1st 1M1 ¢ HApYIIeHUSIMU ONIOPHO-ABUIATEJILHOIO annapara:

— B (hopMe FIIEKTPOHHOTO JOKYMEHTA;

— B IeUaTHOM opme.

12.4. TIpodeccuonaibHbIe 0a3bl JaHHBIX H MH(POPMAILIHOHHBIE CIPABOYHbIC CHCTEMBbI
1. 1. http://wwwe.elibrary.ru - Hayynas snexTpoHHast OMOIMOTEKA;

2. 2. http://www.edu.ru - BeO-caiiT cuctembl (eepaibHbIX 00pa30BaTEIbHBIX TOPTAIOB;
3. 3. http://edu.fb.tusur.ru/ - o6pa3zoBarenbHbIil MopTan aKyapTeTa 0E30IMaCHOCTH;

4. 4. https://fstec.ru/ - denepanbHas ciryx0a Mo TEXHHYECKOMY U 3KCIIOPTHOMY KOHTPOJTIO.

13. MaTepuajbHO-TeXHHYECKOe o0ecneyeHne JUCHUILINHBI U TpedyeMoe NporpaMMHoe
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odecmeueHue

13.1. O0uue TpeOGOBaAHUA K MATEPHATBHO-TEXHUYECKOMY U IPOrPAMMHOMY 00ecreYyeHH 0
AMCUHMUILTNHBI

13.1.1. MaTepuajibHO-TeXHHMYECKOE U POrPaMMHOe o0ecriedeHue JJIsl JJEKIIMOHHBIX 3aHATH I
Jns mpoBeneHus 3aHATUN JICKIMOHHOTO THUIIA, TPYIMIOBBIX M MHAWNBUIAYAJTbHBIX KOHCYJIbTAIIUH,
TEKYIIET0 KOHTPOJIS U MPOMEKYTOUHOM aTTeCTAI[UU UCTOIb3YeTCs y4eOHasi ayUTOPHUsS C KOJTHMYECTBOM
MOCaJI0YHBIX MECT He MeHee 22-24, obopymoBaHHas JTOCKOW M CTaHIAPTHOM y4eOHOW MeOesblo.
Nmerorcss AeMOHCTpallMoOHHOE O00OpyIOBaHWE H Yy4eOHO-HATIISATHBIE TOCOOWs, O00eCIeYHBAIOIINE
TEMAaTHUYECKHUE WILTIOCTPAIIAH 110 JICKITMOHHBIM pa3/ieiaM JUCIUILUIHHBL.

13.1.2. MaTepuaibHO-TeXHHYECKOE U POrpaMMHOe o0ecriedeHue il MPAKTHYECKUX 3aHATUI
JlaGopaTtopust 6e3omacHoctu ceteit OBM / JIaboparopust kpunrorpaduu B 6aHKOBCKOM JIeNe
yueOHasi ayIuTOpHs AJISl NMPOBEACHUS 3aHATHI MPAKTUYECKOTO THIA, ydyeOHas ayIuTOpHs s
MIPOBEICHUS 3aHATUH J1aOOPATOPHOTO TUIA

634045, Tomckas obnacts, r. Tomck, yn. Kpacnoapmeiickas, a. 146, 804 ayn.

Ornucanye UMeIoIIErocs 000pyI0BaHUS:

- Kommbrotepsl kiacca e Hmke GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-111 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Th Gb SATA-III Seagate (10 mir.);

- OOyuaromnuii CTeH;1 JIOKaIbHBIE KOMITBIOTEpHBIE ceTr Microtik routerboard (2 mit.);

- VIiPNET YMK «be3onacHoCTb ceTei;

- Kommyrarop Mikrotik CRS125-24G-1S-IN (6 mr.);

- Komnerotep kimacca e mike i5-7400/8DDR4/SSD120G;

- Ananmu3zarop kabenpnbix cereit M1 2016 Multi LAN 350 (3 mr.);

- Anaimmzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mIT.);

- CepBep kiacca He Huke 4xE7-4809v4/512GBRE16/L.9300-8i/5T6000G7;

- Mapuipytuzarop Cisco 891-K9 (2 mir.);

- Mapmpytuzatop Cisco C881-V-K9 (2 mT.);

- Mapuipyruzarop Check Point CPAP-SG1200R-NGFW (2 mit.);

- KommekT cnenunanu3upoBaHHoi yueOHON MeOenu;

- PabGouee mecTo mpenogaBates.

[TporpamMHuoe oOecrieueHme:

— Cisco Packet Tracer

— Cucrema MmoHUTOpHHTa Zabbix

— Microsoft Windows 10

— XSpider

— Amnanuzarop tpaduka Wireshark

— Huctpudytus Kali Linux

— Mexcereoii skpan UKC Lite

— MexceresoitakpanPositive Technologies Application Firewall Education

— Cucrema ananu3a 3amuiieHHocT cetu MaxPatrol Education

— Cucrema oOHapyXeHHsI BTOpKEHUN Snort

— Cucrema oOHapyXeHHs BTOp>KeHUH Suricata

— CpencTBo nocTpoeHUs: BUPTYalbHbIX YacTHBIX cereil OpenVPN

13.1.3. MaTepuajbHO-TeXHHYECKOE U IPOrpaMMHOe o0ecrieyeHue 1JIs 1a00paTOPHbIX pador
JlaGopaTopust mporpaMMHO-amTapaTHRIX CPEICTB oOecniedeHusT HH(OOPMAITMOHHONM 0€301TaCHOCTH
yueOHasi ayIuTOpHs A MPOBEACHUS 3aHATHI MPAKTUYECKOTO THIA, ydyeOHas ayIuTOpHs AJs

MIPOBEJICHUS 3aHATUH JIaOOPaTOPHOIO TUIIA
634045, Tomckas obnacts, T. ToMmck, yin. Kpacnoapmeiickas, a. 146, 405 ayn.
Onucanue uMeronerocs 000py10BaHUs:
- KomnbroTepsi kinacca ve Hmke M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-II
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 mt.);
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- KommniexT cienmanuzupoBanHol yueOHON Mebenu;

- AnmapatHble cpenicTBa ayTeHTHhuKanuy monb3oBatens «eToken Proy;

- [IporpammHuo-anmnapaTHbiii KoMiuieke 3anuTsl nHpopmarmn: [TAK ViPNet Coordinator HW 100

C 4.x, [TAK ViPNet Coordinator HW 1000 4.x, ITAK Akkop;

- Pabouee mecTo mpemnogaBates.

CrteHpl U1 U3y4eHUsI IPOBOJHBIX U OECIPOBOJIHBIX KOMIIBIOTEPHBIX CETEH, BKIIOYAIOIINE:

- aDOHEHCKHE yCTPOiiCTBa: KOMIBbIOTEpPH! SuperMicro;

- kommytatopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapuipytusaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;,

- CpeliCTBa aHaJIM3a CEeTEeBOro Tpaduka U yriyOJIeHHON MPOBEPKH CETEBbIX MAKETOB: aHAU3ATOP
tpaduxa Wireshark, muctpubyrus Kali Linux;

- mexxcereBbie akpanbl. UKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, M3 B coctraBe mapuipytuzaropa Check Point CPAP-SG1200R-NGFW,

- CHCTeMbI OOHAPYKEHUS KOMIIBIOTEPHBIX aTtak: Snort, Suricata, COB B coctaBe mapiipyTuzaTopa
Check Point CPAP-SG1200R-NGFW;

- touku gocryma: D-link dwl3600ap;

- CUCTEMBI 3alIUTHI OT yTeuku AaHHbIX: KouTyp nHpopmanmnonnoit 6ezonmacHoctu Searchlnform;

- CpeAcTBa MOHUTOPUHIA COCTOSIHHSI aBTOMATHU3MPOBAHHBIX CHCTEM: CHCTEMa MOHUTOPHHTA
Zabbix;

- CpeICTBa CKaHUPOBAHUS 3aAIIMUIEHHOCTH KOMIIBIOTEPHBIX CETei: ckaHep Oe3omacHocTH Xspider
Education, cuctema ananu3za 3amuiieHHocTH cetd MaxPatrol Education;

[TporpammHoe obecrieueHue:

— AHTUBUPYCHBIH nporpamMmubIil koMiutieke: Kaspersky endpoint security ;

— Microsoft Windows 7 Pro;

— VirtualBox;

— Kpunrorpaduueckoe cpenctro 3amutsl nHbopmaruu Kpunrollpo CSP;

— AnmapaTHO-IpOrpaMMHBIC CpPEICTBA YIPABICHUS JOCTYNOM K JaHHbIM mudpoBanus: [10
ViPNet Administrator 4.x, ITO ViPNet Coordinator for Windows 4.x, ITO ViPNet Coordinator for Linux
4.x, 1O ViPNet Client for Windows 4.x, I1TO ViPNet Crypto Service 4.x, Kpunrollpo CSP, DallasLock;

— Visual Studio.

JlaGopatopus 6e3omacHoctu ceteit 9BM / JIabopatopus kpuntorpaduu B 6aHKOBCKOM Jieie

ydeOHas ayIuTOpHs ISl TMPOBEACHUS 3aHATHI MPAKTUYECKOTO THITA, ydeOHas ayIuTOpHs s
IIPOBE/ICHUS 3aHATUH J1aOOPaTOPHOTO THUIA

634045, Tomckas ob6nacts, r. Tomck, yn. Kpacnoapmeiickas, a. 146, 804 ayn.

Onucanue UMeroIIerocs 000pyA0BaHUS:

- Kommsrotepsl kiacca e Hmke GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-I1I DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Th Gb SATA-III Seagate (10 T.);

- OOy4aronuit CTeH 1 JIOKaJbHbIE KOMIBIOTepHBIE ceTH Microtik routerboard (2 mit.);

- VIiPNET YMK «be3onacHOCTb ceTei,

- Kommyrarop Mikrotik CRS125-24G-1S-IN (6 mrt.);

- Kommsrotep kmacca ne aimke i5-7400/8DDR4/SSD120G;

- Aranmuzatop kabenpHbIX ceteid MI 2016 Multi LAN 350 (3 mT.);

- Anammzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mIT.);

- CepBep kiacca He Hmke 4xE7-4809v4/512GBRE16/L.9300-8i/5T6000G7;

- Mapmpytuzatop Cisco 891-K9 (2 mir.);

- Mapuipyruzarop Cisco C881-V-K9 (2 mit.);

- Mapmpytuzatop Check Point CPAP-SG1200R-NGFW (2 mit.);

- KommutexT cnenmann3upoBaHHoO# yaeOHOM MeOemnu;

- PabGouee mecTo npenogaBates.

[TporpamMHoOe oOecrieueHme:

— Cisco Packet Tracer

— Cucrema MmoHuTOpHHTa Zabbix

— Microsoft Windows 10
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— XSpider

— Amnamuzarop tpaduka Wireshark

—  Huctpubdyrtus Kali Linux

— MexcereBoii skpan UKC Lite

— MexcereBoidkpanPositive Technologies Application Firewall Education
— Cucrema aganmsa 3amumieHaoctd cetd MaxPatrol Education

— Cucrema oOHapyKeHHS BTOP>KEHHI Snort

— Cucrema oOHapy>KeHHS BTOP>KEHHI Suricata

— CpencTBo nocTpoeHUs: BUPTYalbHbIX YacTHBIX cereil OpenVPN

13.1.4. MaTepuaibHO-TeXHHMYECKOE U POrPpaMMHOe oOecriedeHue sl CAMOCTOSITeJIbHOH PadoThl
JInst caMOCTOSITEIBHOW pabOThl MCIOJB3YIOTCS yueOHBbIE ayIUTOPHH (KOMITBIOTEPHBIC KIIAcChl),
PaCIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obsactb, T. ToMck, JIennna npocmnexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, r. ToMmck, yin. Kpacnoapmetickas, 1. 146, 201 ayn.;
- 634034, Tomckas obsactb, T. ToMck, Bepmnauna ynwuia, 1. 47, 126 ayn.;
- 634034, Tomckas obnactp, r. Tomck, Bepminauna ynuna, 1. 74, 207 ayn.

CocrtaB 000py10BaHUS:

- yueOHas meOerb;

- koMnbroTepsl kiacca He Huxe [I9BM INTEL Celeron D336 2.81'Tw. - 5 mit.;

- KOMITBIOTEpPBl TOAKIIOYEHBl K ceTH «/HTepHeT» M 00ecrednBaroT JOCTYI B AJIEKTPOHHYIO
UH(POPMAIIMOHHO-00Pa30BaTEIILHYIO CPEly YHUBEPCHUTETA.

[lepedens mporpaMMHOTO OOECTICUCHHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mis Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajbHO-TEXHHYECKOe o0ecrieyeHne M CUMILIHHBI JJIS JTUI ¢ OTPaHUYeHHbIMH
BO3MOKHOCTSIMM 310POBbSl 1 HHBAJIHM/I0B

OcBoeHHE TUCHUIUIMHBI JIMIIAMH C OTPAHUYEHHBIMA BO3MOXKHOCTSMH 370POBbS U MHBAIHIAMHU
OCYIIIECTBISIETCS C UCIIOJIb30BAHUEM CPEJICTB 00y4eHUsI OOIIEro U CennaIbHOr0 Ha3HAYSHUS.

[Ipu 3aHATHAX € OOYYAIOIIMMHUCS € HAPYIIEHUSIMM CJYyXa TPEIyCMOTPEHO HCIOJIb30BAaHUE
3BYKOYCUJIMBAIONIEH anmaparypbl, MYJIbTUMEAUHHBIX CPEACTB W JPYIMX TEXHHUYECKHX CPEACTB
npuema/nepeaayn yueOHoH MHPOpManuu B JOCTYHNHBIX (hopMax, MOOMIIBHOM CHUCTEMBI IPENOJAaBaHUS
U O0yYaroUMXcs C WHBAIMIHOCTHIO, TOPTATUBHOW MHIYKIIMOHHON CHUCTEMBl. YueOHas ayauTopus, B
KOTOPOW 3aHMMAIOTCSl OOydYaromuecs C HapyIIeHHEeM Ciiyxa, 000pyIoBaHa KOMIBIOTEPHOW TEXHUKOM,
ayIMOTEXHUKOU, BUIACOTEXHUKOU, IJIEKTPOHHOU TOCKOW, MYJIbTUMEIUMHON CUCTEMOU.

[Tpu 3aHATHAX C 00YYIAIONTUMHUCS ¢ HAPYIIEHUSIMU 3PEHUSIMU TIPETYCMOTPEHO MCIIOIh30BaHUE B
JEKIMOHHBIX U Y4YEOHBIX ayJUTOPHUSAX BO3MOXKHOCTH MPOCMOTpa YAAJNEHHBIX OOBEKTOB (Hampumep,
TeKCTa Ha JIOCKE WJIM Claiijla Ha DJKpaHe) NP TOMOIIM BHUIACOYBEIUUYHUTENCH i1 KoM(OpTHOTO
MPOCMOTpa.

[Ipu 3aHsATHAX ¢ OOydYalOMUMHCS € HAPYWIEHUSMH ONOPHO-JABUIaTeJbHOI0 amnmnapara
UCIIONIB3YIOTCSL alIbTePHATUBHBIE YCTPONCTBA BBOJa MHGOpPMAIMU M APYyrue TEXHUYECKUE CPEICTBa
npuema/nepeaayn yueOHol MHGoOpManuu B JAOCTYMHBIX (hopMax, MOOWIBHON cHCTeMbl OOydeHUs IS
JIIOJICH ¢ MHBAJIUIHOCTBIO.

CornacoeaHa Ha noprane Ne 47275 17



14. OueHouyHble MaTepuaIbl 1 MeTOAUYECKHE PEKOMEHIALMHU 110 OPTaHU3ALMHN U3yYeHUs!
AUCHUTLIUHBI

14.1. ConepxxaHue OlIEHOYHBIX MATEPHATIOB U METOAUYECKHE PEKOMEHIAM U
s oneHkH cTeneHu chOPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPEIJICHHBIX 33 JNUCIHUILUIMHON
KOMITETEHIINI UCTOB3YIOTCS OLIECHOYHBIE MaTepUasbl B COCTaBE:

14.1.1. TecToBBIC 3aaHUA

1. ITo macmTa0y KOMIbIOTEPHBIE CETU MOAPA3ACAIOTCS Ha

a) 3B€37000pa3HbIe, KOJIbLIEBbIC, IIMHHBIC

b) ofHOpaHTOBBIC U CETH "KIIMEHT-cepBep"

C) MIPOBOJIHBIE M OECTIPOBOIHBIE

d) nokanpHBIC U TI100aTBHBIC

2. 3apmaueil kakoro ypoBHs Mozenu OSI sBisercs ynpaBieHHE IOCTYIIOM K Cpelle B CETsX,
MIOCTPOCHHBIX HA OCHOBE pa3JiesieMon cpe/bl?

a) MPUKIIATHOTO

b) cereBoro

C) KaHaJbHOTO

d) pusnueckoro

3. Kakoe MHHUManbHOE KOJUYECTBO YPOBHEH NMPOTOKOJIOB (B TepMHHAX Mozaenu OSI) noiKHbI
MOAJIEP>KUBATh MapIIPYTU3aTOPhI CeTel C KOMMYTAIlMeH MakeToB?

a)l

b) 2

c)3

d) 4

4. K tpancnioptHOMy ypoBHIO Mozenu OSI oTHOCSTCS TPOTOKOJIBIL:

a) IP, RIP, OSPF

b) SSL, TLS

c) SMTP, IMAP, POP3

d) UDP, TCP

5. Ilo kakoili mpuunne B npotokosie RIP pacctostHue B 16 XOMOB MeXay CETSIMHU IOJaraercs
HETOCTHKUMBIM?

a) MoJie, OTBEICHHOE JUIsl XpaHEHUS 3HAYEHUS PaCCTOSHUS, UMEET JJUHY 4 IBOMYHBIX pa3psjia

b) 175 oTy4eHHs] TPUEMIIEMOTO BPEMEHH CXOJAUMOCTH aJITOPUTMA

C) ceTH, B KOTOpbIX padoTaet RIP, penko ObIBatoT G0IBIINMU

d) TaGauIel MAPIIPYTU3AIMU HE MOTYT XpaHUTh OoJbIne 16 3anuceit

6. Uro HyxHo caenarb Ha DHCP cepBepe uToObl HCKIIOUNTH Bblauy omnpezeneHHoro IP agpeca
W3 CYIIECTBYIOIIETO Juarna3ona’?

a) co3naTh nuamnasoH [P agpecos

b) coznats mapamerp DHCP

¢) cozaarb oomacte DHCP

d) coznate uckimouenue s [P anpeca

7. Kak Ha3bBaercs 00bekT Active Directory, koTopelii XpaHUT HH(poOpMaiuio 00 Yy4YEeTHBIX
3ammucsx, O0IMX pecypcax, MoApa3aeieHusx?

a) CeTEeBOM JIOCTYTI

b) karanor

C) marika

d) momen

8. Kakoii mpoToKoJI Hcroib3yeTcs A AOCTyIa K ciayxo0e karamoro AD?

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

9. Kommnbrotep, 3aHUMAIOIIUIAC 00CTyKHUBAaHUEM CETH, YIpaBICHUEM Nepeaayeil cooOIeHuni, n
MPEIOCTABIISAIOMINN yJAIEHHBIN TOCTYI K CBOMM pecypcam, Ha3bIBaeTCs

a) xabom
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b) cepBepom

¢) paboueii cTaHIIHEH

d) xocTom

10. Meton mepenauu JNaHHBIX, IPU KOTOPOM JaHHBIE MEPECHUIAIOTCA B JBYX HAampaBICHHUIX
OJIHOBPEMEHHO, Ha3bIBAETCH ...

a) CUMILJICKCHBIM

b) qynaeKCHbIM

C) CHHXPOHHBIM

d) monyayruiekcHbIM

11. AHanu3 3auIEeHHOCTH - ITO ...

a) BBIOOp OOOCHOBAaHHOTO Ha0Opa KOHTPMEp, IO3BOJIAIOUIMX CHU3UTH YPOBEHb PHCKOB [0
MIPUEMJIEMOM BETUYUHBI

b) He3aBUCHMAas HKCIIEPTH3A OTACIBHBIX 00acTel ()YHKIIMOHUPOBAHUS PEATIPUATHS

C) mpolueaypa ydeTa JeiCTBUH, BHIIIOJIHIEMbIX MTOJb30BaTEIeM Ha MIPOTSHKEHUH CeaHca JI0CTyma

d) mouck ys3BUMBIX MeCT HH(POPMALIMOHHON CUCTEMBI

12. BozgeiicTBUe Ha CHCTEMY C LEIbIO CO3JaHUs YCJIOBUM, NPU KOTOPBIX JIETrajdbHbIC
MOJIb30BATEIIHM CUCTEMBI HE MOTYT IOJIYUUTh TOCTYII K MIPEJOCTABIIIEMBIM CHCTEMON pecypcam, 100 3TOT
JOCTYTI 3aTPyIHEH.

a) DoS-araka

b) HeCaHKIIMOHUPOBAHHBIN JOCTYII

C) HE3aKOHHOE MCIOJIb30BaHUE IPUBUIIETUI

d) mporpammHas 3akiaaaKa

13. IlporpamMmmHOE CpencTBO Ui YAAJCHHONW UIIH JIOKATbHON JUArHOCTUKH Pa3IMYHbIX 3JIEMEHTOB
CETH Ha MPEIMET BBISABIICHUS B HUX PA3TUYHBIX YSI3BUMOCTEH.

a) areHT 0e30MacHOCTH

b) monuTHKa 6€301MaCHOCTH

C) CPENCTBO JETIETUPOBAHMSI AIMUHUCTPATUBHBIX IIOJTHOMOYMMA

d) ckanep Ge3omacHoCTH

14. ... - npouecc 6JIOKMPOBKH BBISIBICHHBIX BTOP>KEHUM.

a) aHaJM3 3alUIIEHHOCTH

b) oOHapykeHue aTak

C) MpeAOTBpAIllEHUE aTaKk

d) ayaut 6e3omacHocTH

15. B xxypHane ayreHTU(UKAIMU OOHAPYKEHO HECKOJIBKO 3aIUCeil HEYCHENIHBIX MOMBITOK BOUTH
B CHUCTEMY IOJ| YUYETHBIMHU 3alMCSIMH Ioyb3oBareneil. Bo3mMoxkHO Obula mombITKa MoaOOpa Mmaposiei.
Kakoe ctanmapTHOe CpeCTBO CIEAYET UCIONB30BATh 711 YMEHBIIICHHS PUCKA TAKOTO pojia aTak?

a) UCII0JIb30BaTh CUCTEMY OOHAPYKEHUS BTOPKEHUM

b) meperMeHOBaTh YYETHYIO 3alHCh aIMUHUCTpATOPA

C) UCIIOJIb30BaTh MYJIbTU(AKTOPHYIO ayTEHTU(DUKAIIIO

d) BKIIOUNTH ONOKUPOBKY YUYETHBIX 3aMUCEl MPHU ONPEeAEeTCHHOM KOJIMYECTBE HEYCIEHIHBIX
MOTIBITOK PETHCTPAITUU

16. Tlonutuka Oe3omacHocTH TpeOyeT COKpHITUS cxeMbl [P-agpecainu, ucmonb3yemMol BO
BHYTpeHHEN ceTu. Kakas u3 nepedyrcieHHbIX TEXHOIOTUI MO3BOJIMT PEIIUTh MOCTAaBIECHHYIO 3a1a4y?

a) cuctemMa OOHapYKEHHs BTOPKEHUH

b) mepcoHaNbHBIN MEKCETEBOM IKPaH

c) NAT

d) aHTUBUPYCHOE MPOTPAaMMHOE 00ECTICUCHHE

17. TexHomorusi, KOTOpasi Jyisi OOHApPYKEHUsI aTaK HMCIOJb3yeT, Hampumep, obpazenr IP-makera,
XapaKTEPHOTO JJIsi KAaKON-HUOYIbh ONPEICTICHHONW aTaKH.

a) MOHUTOP PErHCTPAIMOHHBIX (hailIoB

b) KOHTPOJIB IIEITOCTHOCTH

C) BBISIBICHUE aHOMAJIBHOM JIeATeIbHOCTH

d) ananu3 curHatyp

18. Cormacno xnaccudpukammu DPCTIK Poccum, MexcereBoll 5SKpaH NpUMEHSIEMBbIH Ha
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norudeckoi rpanune MC wim mexny nsorndeckumu rpanunamu cermentos C, ato MO ...

a) Tuma A

b) Tuna b

c) tuna B

d) tuma I

19. Cornacuo knaccudukanuu @CTIK Poccun cuctembl 0OHApYKEHHS BTOP)KEHUN JEISATCS Ha

a) YpOBHs y3J1a U YPOBHS CETH

b) BHEIIHNE ¥ BHYTPEHHHUE

C) CHMMETPHYHBIC U ACUMMETPHYHBIC

d) koMMyTHpyEeMbIE U HEKOMMYTHUPYEMBbIE

20. CormnacHo mpo(WIIo0 3aIUTHl CPEJCTBA AaHTUBUPYCHOM 3aIuThl THNA «b)» ycTaHaBIMBaIOTCS
Ha ... THPOPMAIIMOHHOM crucTeMbl, HYHKIIMOHUPYIOIIEH Ha 0a3e BHIYMCIUTENbHOM CeTH.

a) paboune CTaHIIMM MOJIb30BaTeeh

b) cepBepbl

¢) pabouyo CTaHLIMIO aIMUHUCTPATOpa

d) cepBepsl 1 paboune CTaHIIUN

21. 3amura pecypcoB CeT OT HECAHKIIMOHUPOBAHHOTO MCIHOJB30BaHUS - 3TO

a) oxpaHa 00opyI0BaHUS CETU

b) 3amuTa sapa 6e30macHoCTH

C) KOHTPOJIb I0CTyMa

d) 3amuTa mepumeTpa 6€30MaCHOCTH

22. CpencTBo 3aluThl, 00ecrnevnBarollee 3alUieHHOCTh HHPOPMAIKU OT YTPO3 HEIETUTUMHOM
nepeaayn AaHHBIX U3 3alIUIIEHHOTO CETMEHTa CHCTEMBI IIyTeM aHaju3a U OJOKHUPOBAHUS HUCXOMISIIETO
Tpaduka

a) MEXCETeBOM IKpaH

b) cpencTBO aHTUBHPYCHOM 3aIUTHI

c) DLP-cuctema

d) ckanep Ge3omacHoCTH

23. CpeactBo, pelarolee 3a1a4l KOHCOINIAUU U XPaHEHUs )KyPHAJIOB COOBITHI OT pa3IM4HbIX
HMCTOYHUKOB, a TaK)K€ UMEIOIee MHCTPYMEHTHI JIJIs aHanM3a cOObITHIA U pa30opa MHIMIEHTOB HA OCHOBE
UX KOppEesuu 1 00paboTKH IO MpaBuiIaM — 3710 ...

a) DLP-cuctema

b) cuctema oOHapyKE€HUS BTOPKEHUI

c) SIEM-cucrema

d) ckanep Ge3omacHoCTH

24. Cnoco6 nepexBaTta MH(pOpMAIMH, IPU KOTOPOM Ha MAalIMHY YCTaHABIMBAETCS MPOTrPAMMHOE
CpencTBO, cobuparoiee u nepeaaromniee HHHOPMAIUIO — 3TO ...

a) mepexsar B pa3phiB

b) cereBoii nepexsar

C) areHTCKUI nepexBaT

d) nepexBat myTeM MHTETpallMi CO CTOPOHHUMHU MPOTYKTaMHU

25. IlporpaMMHOEe WM ammapaTHOE CpPEACTBO, KOTOPOE OCYIIECTBISET MOHUTOPHHI CETH B
peaTbHOM BPEMEHH C IIEITBIO BRISBIICHHSI, IPEIOTBPAIICHUS ¥ OJIOKHPOBKH BPEIOHOCHOH aKTHBHOCTH.

a) MEXCETeBOM IKpaH

b) cuctema oOHapyKEeHUS BTOPKEHUI

C) cUCTeMa MPeAOTBPAICHUS BTOPKEHHI

d) cpencTBO aHTUBHUPYCHOM 3aIIUTHI

26. K xakum Merogam cOOpa HaHHBIX, MCIONB3YIOIIMXCA NpU ayAuTe HHPOPMALMOHHOM
Oe3omacHocTH, oTHOcuTCa MaxPatrol?

a) aHaJIu3 JOKYMEHTAIHH

b) mpenocTaBieHNE ONMPOCHBIX JIUCTOB

C) UCTOJIb30BAHUE CTICIUATU3NPOBAHHBIX TPOIPAMMHBIX CPE/ICTB

d) uaTEepBHIOMPOBAHUE

27. Kakoif M3 METOJIOB IpPOBEPKH HANpaBiIeH Ha ONpeAeieHHE HaTu4uus YA3BHUMOCTH IO
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KOCBEHHBIM ITpU3HaKaM?

a) aKTUBHbBIE 30HAUPYIOIIKE TPOBEPKU

b) mpoBepka 3aroIOBKOB U aKTUBHBIC 30HIUPYIOIIHE TPOBEPKH

C) IpOBEpKa 3arojOBKOB

d) umuTanms aTak

28. B kakoM pexMMe CKaHHpPOBAaHWS CHCTEMbl aHailu3a 3anuineHHocth MaxPatrol moxxHO
MIPOU3BECTH MOAO0P Mapoeit?

a) Audit

b) Compliance

c) PenTest

d) Pentest u Compliance

29. B kakom pexume ¢yHkuunonupoBanus IPsec mmdpyercs Bech ucxoausiii [P-nmaker, a 3aTtem
OH BCTaBJISIETCS B I0JI€ IAaHHBIX HOBOTO MaKeTa?

a) TPAaHCIIOPTHOM

b) TyHHETEHOM

C) B 000MX pexuMax

d) IPsec He ucnonb3yer mudpoBaHue

30. Ilponecc mosnydyeHHuss OOBEKTHBHBIX KAaYECTBEHHBIX U KOJUYECTBEHHBIX OIEHOK O TEKYILEM
COCTOSIHMM HMH(GOPMAIIMOHHOW OE€30MaCHOCTH OpraHu3alMi B COOTBETCTBHUU C ONpPEACIEHHBIMHU
KPUTEPUSIMHU U TTOKa3aTeIIMHU 0€30MaCHOCTH — 3TO ...

a) BBISIBJICHUE aHOMAJIbHOU JIEATEIbHOCTH

b) ananu3 3anUIIEHHOCTH

) ayauT HHOOPMAIIMOHHON OE30ITaCHOCTH

d) ycraHOBKa CUCTEMBI 3alUTHI

14.1.2. Dx3aMeHallMOHHbIE BOIPOCHI

1. TumoBele KoHGUrypanmuu HHGOPMAIMOHHBIX  CHUCTEM. BrusHHe  KOH(pHUTypanuu
MH(POPMALIMOHHOM cHCTeMbl Ha 0€30IaCHOCTh XPAaHUMBIX, 00pabaThIBA€MbIX U MEpeaBaeMbIX IO CETH
JAHHbIX.
. Yrpo3za. Ysa3BumMocTh. ATaka. B3auMocBs3b MEXAy 3TUMU MOHATUIMHU.
. Knnaccugukanus yrpos nadopmaioHHoi 6€30MacHOCTH BBIYUCIUTENbHBIX CETEH.
. Knaccugukanus yszsumocteit.
. Kimaccudukanms arax.
. IlepexBat unpopmanuu B cetu. UucTpymenThl. CriocoObl MPOTHBOEHCTBUS MIEpEXBaTYy.
. Spoofing. Crioco0s! nogaenku naeHTuguKaTopoB. CrnocoObl mpoTUBOACHCTBHS spoofing'y.
. DOS-ataku. Ocobennoctu peanuzanuu. CrnocoOsl mpotuBoericTBus DOS-aTakam.
. YHUBepcaJbHble METOJbl o0ecreueHrs HHGPOPMAIMOHHON O€30MacHOCTH KOMIIBIOTEPOB H
KOMIIBIOTEPHBIX CETEH.

10. Coeumanu3upoBaHHBIE  METONBI  oOecredeHuss  WMHOOPMAIMOHHOW  OE30MacHOCTH
KOMITBIOTEPHBIX CETEH.

11. Unentuduxamus u ayreHtupukanus. OcoOeHHOCTH ayTeHTH(UKAIMKM TOJIb30BaTeNel B
KOMIIBIOTEPHBIX CETSX.

12. TIpotokon Kerberos. Haznauenne. Oco6eHHOCTH (YyHKIITMOHUPOBAHHUS.

13. Pasrpanndenue 1octymna K MHPOPMALMOHHBIM pecypcaM KOMIIbIOTEPHBIX CETEH.

14. Kpunrorpaduueckas 3ammra HHPOPMAIMM B KOMIBIOTEPHBIX ceTsAx. JloCTOMHCTBa H
HepocTaTki. CrocoObl MPeo10JIeH s KpUNTOrpaduuecKoi 3auuThl HH(OPMAIIHH.

15. Dnexkrponnas noanuck. Haznauenue. [IpuMmenenne uisi 3alIUTBI CETEBOTO B3aUMOECHCTBHUSI.
IIpumepsl.

16. Cxanepsl 6e3omacHocTH. CriocoObI BBISIBICHUS YA3BUMOCTEN B MHPOPMAIIMOHHBIX CUCTEMaX.

17. Ayaur B uH(OpManUOHHBIX cHucTeMaxX. DYHKIMH U Ha3Hau€HHE ayauTa, €ro pojb B
obecrieueHnH HHPOPMAITMOHHOMN O€30MaCHOCTH.

18. Cucrembl oOHapyxeHHUs! BTOp>KeHHHA. CHUCTEMbI NperoTBpaIlleHUs] BTOpKEHHI. MeToauku
BBISIBJICHHSI CETEBBIX aTak.

19. CereBble 1 XOCTOBBIE CUCTEMbI OOHAPY)KEHUSI M MPEJOTBpAlleHUs BTOp>KeHUH. JlocToMHCTBA
Y HEI0CTaTKHU.
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20. MexcereBble sKpanbl. Kiaccudukanus. BapuaHTbl pasMmelieHHs MEXKCETeBOrO 3KpaHa.
JlocTonHCTBA ¥ HEAOCTATKH.

21. emunurapuzoBanHas 30Hbl. Haznauenue. CriocoObl BbIIEICHUS.

22. Knaccudukamuss MEXKCETeBBIX OJKpPaHOB IO YpPOBHAM 3amuiieHHOCTH. [lokazartens
3alIMIIEHHOCTH, MpUMEHseMble s Kiaccuukanuu. IlpuMeHeHne MeXCeTeBBIX 3KPaHOB Pa3IMUHBIX
KJIACCOB.

23. Texnonoruss VPN (Buptyanbssle yactHble ceTH). Haznauenue. JlocTOMHCTBA U HEAOCTATKU.

24. OCHOBHBIE KOMITOHEHTHI TEXHOJIOTHH BUPTYadbHBIX YacTHBIX cereld (VLAN).

25. Bpenonocuble muporpammbl. Kmaccudukamus. Kanamel pacnpoctpaHeHus. BnusiHue Ha
MH(OPMALIMOHHBIE CUCTEMBI.

26. AntuBupycHeie cpeactsa. Kimaccudukarus. METOAMKH BBISBICHUS BPEIOHOCHOTO KOAA.

27. CpenctBa obecrnieuenuss wuHbopmarmonHoi ©Oe3omacHoctn B OC  Windows’2003.
Pasrpannuenue noctymna K gaHHbIM. ['pynmoBas nonutuka. O61acTh JeCTBUS TPYNIOBBIX HOJIUTHUK.

28. OcHOBHBIE 3Tarbl pa3padOTKH 3alTUIIICHHOW KOMITBIOTEPHOMN CETH.

29. Ilpobnembr obecriedeHuss 0€30MACHOCTH MPHUKIATHBIX cepBucoB (Bebd, mourta, FTP) u ux
pelIeHus.

30. ®uzuueckue cpencTra odbecnedeHuss HHPOpPMaMOHHONH 0€301aCHOCTH.

14.1.3. TeMbI OIIPOCOB HA 3AHATHUAX

Hctopus passurus cereii OBM. MecTo U posib BBIYUCIUTEIBHBIX CETEH B COBPEMEHHOM MUPE.
OcHoBHbIE IOHATHS U TepMHUHOJIOTUsA. OOLIMe IPEICTABIECHUS O BEIYUCIUTENbHON ceTu. Ob1iee NoHATHE
00 MepapxHUecKol CTPYKType MPOTOKOJIOB. IIpMHIMIIBI MHOTOYPOBHEBOW OpPraHM3aLMU JIOKAIBHBIX U
riodanpHeIX cereid OBM. Monens OSI. CtangapTHble CTEKH KOMMYHUKAIIMOHHBIX IPOTOKOJIOB.

Crappaptuzauus B ceTsax. Kiaccudukanus — BelUMCAMTENbHBIX — ceredl.  TpeGoBaHus,
MPEABSIBISEMbIE K COBPEMEHHBIM BBIYUCIMTEIBHBIM CETSIM. METOAbl U TEXHOJIOTMH INPOEKTUPOBAHUS
cpencTB TesneKoMMyHMKauui. Crpykrypusanuu cetd. Pusznueckas M JIOTMYECKas TONOJIOTMM CETEH.
OcHOBHOE KOMMYHHKAIIHOHHOE 000pyI0OBaHNE

Kanans! cBszu. XapakTepuCTHKU KaHAIOB cBs3u. Jlormdeckoe konupoBaHue. ACHHXPOHHas H
CUHXpOHHas nepenaun. Mepapxus B kabenbHOM cucteme. CTpyKTypUpOBaHHas KaOelbHasi cUCTEMa.

Kondurypauun n0KagbHBIX BBIYMCIMTEIBHBIX CETeH M MeToIbl JocTyna B HUX. CTpykTypa U
¢byskun nokanbHbIX ceteid. Conepxanue crangapra [IEEE 802. bazoBbie TeXHOIOTUY JIOKAJIbHBIX CETEH.
IEEE 802.2 Ethernet. O60pynoBaHue JOKaJIbHBIX CETEH.

[IporpaMMHbIe  cpeacTBa TelneKoMMyHHKanuu. CTpykTypa HOpOorpaMMHOro oOecnedeHus
nokanbHOM cetH. Kiaccudukamuss mporpaMMHOro oOecrneueHHs JIOKalbHbIX ceTeil. [IpuHiumb!
IIOCTPOEHHUSI CETEBOI0 POrpPaMMHOr0 00€CIIeYeHHsI U CETEBBIX OlepalMoHHbIX cucteM. Kiaccudpukanus
cepaepoB. [IpoekTrpoBanue cereli OBM 1o npuHIUIY «KIMEHT-CEPBEDPY.

CeteBoil ypoBeHb Tiepeaun gaHHbIX. [P-agpecamnus. Peanu3zanus MexXceTeBOro B3aMMOICHCTBUS
cpenctBamu TCP/IP. Tlopsinok pacnpenenenust [P-aapecoB. OtoOpaxkenue IP-aapecoB Ha JoOKalbHBIE
anpeca. ARP npoTtoxkon.

ITpunuuner mapmpyruzauuud B IP-cersax. Ilporokonmsl Mapmpyrusanuu. Ilonstue nomeHa.
Homennas aapecanus B [P-cetsix. DNS npoToxon.

ITporoxoi IPv6. IIporokons! TpancnoptHOro yposHs TCP n UDP.

CoBpeMeHHbIE TEHACHIIUN Pa3BUTHS TEJIEKOMMYHUKAIIMOHHBIX cUCTeM. MHTerpanus pa3iudHbIX
TUIIOB CETeW U CeTeBBIX cayk0. Bupryanuszamnus nHpopMannoHHbIX cucteM. O0IauHble BEIUNCICHUS.

ObecnieueHne 6€30MaCHOCTH TEIEKOMMYHUKAIIMOHHBIX CBA3€H M aJMUHUCTPATUBHBIA KOHTPOJb.
OCHOBHBIE TIOHATHUS U TEPMUHOJIOTHUSI.

TumnoBbie yrpo3bl ceTeBoi Oe3omacHocTH. OCHOBBI KilacCH(UKAIIMU CETEBBIX yrpo3 M aTak.
Bnusinue yenoBeueckoro akTopa Ha CETEBYIO 0€30MacHOCTb.

3amuTa TOMOJOTMM CEeTH. BupTyalbHble JOKalbHbIE CceTH. JlOMOJIHUTENbHBIE (QYHKIMH
KoMMyTatopoB. [lepconanbHble 3kpaHbl. AGOHEHTCKOE MHU(pPOBaHUE.

3ammra cereBoro Tpaduka W KOMIIOHEHTOB CeTH. 3ammTa KomroHeHToB cetu ot HC.
bezonacHocth pecypcoB ceru. CpencTBa HASHTH(QHUKAIMKA W ayTeHTH(PUKAIMU, METOABI pa3JeIeHUs
PECYpPCOB U TEXHOJIOTHH pa3rpaHUYEHUs JOCTyNa.

CpencTBa TMOBBIICHUS  HAJAEKHOCTH  (YHKIMOHUpPOBaHMS  ceTei. 3ammra oT cOoeB
ANEKTPONUTAHUS, alllIapaTHOTO U MPOrpaMMHOT0 obecrnieueHusi. KOHTpoIb U pacnpeiesieHle Harpy3KkH Ha

CornacosaHa Ha noprane Ne 47275 22



BBIYHCIIUTEIBHYIO CETh.

PernameHnTupymomue 10KyMeHTbl B 00J1acTH 0€30MaCHOCTH BBIYMCIMTENbHBIX ceTed. CTaHIapThl
0€30MaCHOCTH BBIYUCIUTENBHBIX CETeH W MX KOMIIOHEHTOB. [IpaBoBbIe OCHOBBI 3aIIUTHl HHPOPMAIUH B
CeTsX.

CereBbie omneparionHbie cucteMbl Windows, Unix/Linux. OCHOBHBIE TPOTOKOJBI, CIIYXOBI,
(GyHKLIIMOHMPOBAHUE, CPEACTBA 0OecrieueH s 0€30M1aCHOCTH, CPECTBA YIIPABIECHUS U KOHTPOJIS.

[Tonutuka Ge3omacHoct: IloHsATHE MoOMMTHKM Oe3omacHOCTH. THUIOBBIE 3JEMEHTHI MOJUTHKH
O0esonmacHoctd.  [loctpoenmwe,  peanmsauus,  HoAAep)KaHME W MOAU(UKAUS  HOJUTHUKH
6e3onacuoctu.Kpurepun onenku OezomacHoctu cereBbix OC. OCHOBHBIE KPUTEpUHU aHAJIM3a CETEBOM
6e3onacHoctu. OOwIas nporeypa aHanusa.

OcHOBHBIE MEXaHU3MBbI 00eCTIeYeHHs OE30MAaCHOCTH U YIIPABICHUS PaCIIPEIEICHHBIMU PECYPCaMHU.
ObecnieueHne HaIEKHOCTH UHPPACTPYKTYpbI MIHTEpHET.

3amuTta KaHaloB cBsA3M B MHrepHer. Buapl wncnonb3yemblx B HTEpHET KaHanoB CBA3M.
Vcrnionb30BaHue MEXCETEBBIX 3KpaHOB. BupTyaibHble 4acTHBIE CETH.

VYS3BUMOCTH U 3a1iTa 0a30BBIX MPOTOKOJOB U ciayk0: [IpoTokons! mapuipyTusanuu. CemeicTBo
TCP/IP. Cnyx6s1 noucka. bezonacnocte WWW 1 371€eKTpOHHO# TOYTHI.

Cucrembl OOHapyXeHHMS M TPOTUBOJCHCTBHUA BTOpXKEHUAM. Kiaccupukanmuss M TIPUHIMITEI
(YHKLIMOHUPOBAHUS CHCTEM OOHapy)KeHUs BTOp:keHUH. CkaHepbl 0€30MacHOCTH.

Knaccer ckanepoB 6e30nmacHOCTH M OCOOCHHOCTH PUMEHEHHS. 3aIlInuTa OT BUPYCOB.

3amura 3JeKTPOHHOI0 IOKyMEHTO000poTa.

14.1.4. Tembl 1a00paTOPHBIX PadOT

MonenupoBaHe CETEBBIX YCTPONCTB U IPOTOKOJIOB B JIOKAJTBHBIX CETIX

MonenupoBanue BHUpPTyalbHbIX JokanbHbIX ceTeit (VLAN) c¢ pasrpaHuyeHueMm poctyna K
CETEBBIM pecypcaM

Hactpoiika mnonkmtoueHHs y3na K CeTH. ABTOMaThyeckas AWHAMHMYECKas U CTaTUYecKas
HACTPOMKHU CETEBOTO MOAKIIOUEHUS.

Crek nporokonoB TCP/IP. Ilpukmnagasie mpoToKoIbl ceTH MIHTEpHET.

Ceru Microsoft Windows. YnpaBineHue ceTeBbIMH pecypcamMu B OJTHOPAHTOBOM CETH.

Cetu Microsoft Windows. Active Directory. YmpasieHue ceTeBbIMU pecypcaMu KOPIOPaTUBHON
ceTu. [ pymImoBbIie TOJIUTHKH.

MozenupoBaHue 6a30BbIX CIIYKO U IPOTOKOJIOB MAapIIPYTU3ALUU B TJI00ATBHBIX CETSIX.

bazossie ciyx6b1 cetn Matepner. DHCP. DNS. [IpoTokosibl MapiipyTu3ammm.

[Tpuxnanueie cnyx0bl cetn UuTepuer. Hactpoiika Web-, FTP-cepBepoB u cepBepa 31mekTpoHHOI
MOYTHI.

Pasrpannuenue ocTyna K JOKAJbHBIM M CETEBBIM pecypcaM. JIMCKpelMoHHas U MaHAaTHas
MOJIETH YIIPABJIEHUS JOCTYIIOM.

WHCTpYMEHTBHI JUIsl HCCIIEI0BAaHUS CeTH (CHU(EPHI)

WHCTpyMEHTBI AJ1s1 UCCIIEIOBAHUS CETHU (CKaHephbl 0€30I1aCHOCTH)

MekceTeBble SKpaHbl

AHTUBHpYCHAas 3alUTa

BuptyanbHble yacTHBIE CETH

CucreMbl 00HapYKEHUS U PEJOTBPAIICHUS BTOPKEHUN

DLP-cuctemsl

be3zonacHOCTh MPUKIIAIHBIX TIPOTOKOJIOB

14.1.5. 3auér

1. [Tonsitre cetu. TpeboBaHus, MPEIbSIBISIEMBIE K CETH.

2. Knaccudukanus cereil. [Ipuznaku kinaccupukanuu.

3. CereBbie Tononoruu. [IpeumyIiecTBa 1 HeJOCTATKH 0A30BBIX CETEBBIX TOMOJIOTHH.

4. Metoabsl KOMMyTallMud Yy3J0B ceTU. lIpemMymiectBa M HEIOCTATKHM PA3IUYHBIX METOJIOB
KOMMYTalUH.

5. Metoapl aapecanyi B MaJIBIX U O0bIINX ceTsAx. TpeboBaHUs K aipecam.

6. OcHOBHbIE annapaTHbIe U IPOrPaMMHBIE KOMIIOHEHThI KOMIIBIOTEPHBIX CETEH

7. Haznauenue u coctaB JUHUH cBs13U. HasHauenue kakqoro KOMIIOHEHTA JIMHUAHN CBA3H.

8. OcHOBHBIE BUBI Nlepeaaroux cpell. x xapakrepuctuku. OrpaHU4eHUs NEPEIatonX Cpel.
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9. bectipoBoaHast nmunus cBsizu. CoctaB obopynoBanus. [lonsTre kanana.

10. CereBas mogens OSI. Haznauenue. YpoBHU B3aUMOJICUCTBUSI OTKPBITHIX CUCTEM.

11. Cranmaptuszanus cereid. ITpoexr 802.x.

12. MeTtonbl oCcTyna K cpeie nepeaayn JaHHbIX.

13. [onsrue nporokona u uaTepdeiica. Creku mpoTokonoB. CTaHIapTHBIE CTEKU MPOTOKOJIOB.

14. CeteBas apxutekrypa FEthernet. ba3oBbeiii crangapr. KoMmMmoHEHTH peanuzanmu Ha
(U3HYECKOM YPOBHE.

15. Crpykrypa kaapa texHosoruu Ethernet. Texnomoruss VLAN. Crangapt IEEE 802.1q.

16. CereBas apxurexrypa Token Ring.

17. CereBas apxutekrypa FDDI.

18. O6opynoBanue JIBC. IIpuHimmnbl paboThl KOHIIEHTPATOPOB, MOCTOB, KOMMYTaTOPOB.

19. CereBble onepanioHHble cucTeMbl. TpeboBanus, mpeabsBisieMbie K ceTeBbIM OC.

20. ba3oBple NPUMHUTHUBBI IE€peladl COOOIIEHWN B paclpeleleHHON ceTu. BBI30B ynaneHHBIX
npouenyp. MexaHus3m COKETOB.

21. CereBsie (aiinoBbie cucteMbl. CeMaHTHKA pa3IeTeHUs (ailyioB.

22. City>x0b1 ”MeHOBaHUS pecypcoB. Ciyx0a kaTanoros. JJoMeHHBII MOIXO/I.

23. Cnyx06a karanoros Active Directory. YnpapneHnue o0beKTaMu ceTd. [ pynmoBbie TOJTUTHKH.

24. 3amaun MOCTPOEHUS OOBbETUHEHHBIX CETCH.

25. I'mob6anpHas ceth WMuTepHer. [loctpoenme. OcHoBHBIC MOHATHS. CeMEHCTBO MPOTOKOJIOB
TCP/IP u ero poiib B TOCTPOCHUH TJI00ATBHBIX CETEH.

26. Crek npotokonoB TCP/IP. O6nacte npumeHenus. OCHOBHBIE XapaKTEPUCTHKH.

27. Tunel agpecoB, npuMeHseMmblx B ceth WHtepHer. Ha3znauenue. TexHonorum paspemieHus
a/IpecoB.

28. IP-anpeca. Knaccer IP-cereii.

29. IP-anpeca. Texnonorust CIDR. Tlonstue cereBoro npedukca.

30. O6opynoBanue 'BC. Kparkas xapakTepucTuka U Ha3HAUCHHUE.

31. Crpykrypa cetu HMuTepHer. ABTOHOMHBIE CHCTeMbl M MaructpaiabHble ceTU. THIIBI
IIPOTOKOJIOB MapIIpyTU3ALUH.

32. Mapupytuzauust IP-nporokona. AIropuTMsl MapuIpyTH3aUu.

33. IIporokonsl MapmpyTusanuu RIP u OSPF. XapaktepucTuku, JOCTOMHCTBA U HEJOCTATKHU.

34. Ilporokon ARP. Ha3nauenue. [IpuHiun ¢pyHKIIMOHUPOBAHUS.

35. IIpotokon DHCP. Ha3nauenue. IlpuHumn ¢pyHKIMOHUPOBAHUS.

36. Ciny:x0a DNS. Ha3nauenue. [lpunuun ¢pyHKIMOHUPOBAHMUSL.

37. IIpotokonsl TpaHcnopTHOro ypoBHs cteka TCP/IP. CpaBHUTENbHBIE XapaKTEPUCTHKU U
MIPUHIIMIIBI paOOTHI.

38. IlepexBar nmakeroB B JIOKaIbHOU ceTH. IHCTpyMeHThl. CTpYKTypa aKeToB.

39. Texnonoruu «mocneaHet Munu». [lporpaMMHBIi U anmapaTHbIi cOCTaB.

40. Cny:x6651 WWW u FTP. [Ipotokonsl. Hactpoiiku cepBepHoro u kiuerrckoro I10.

41. Cayxo6a E-mail. IIpoTokomnsl anekTpoHHON mouThl. HacTpolku cepBEpHOTrO M KJIMEHTCKOTO
I10.

42. Cnyxba MraoBeHHbBIX cooOmeHuii Jabber. Ilpotokonsl. HacTpoiiku cepBepHOro u
kiuenTckoro [10.

43. Texnonoruu nepenauu rojgocoBoit uupopmanuu. [poroxonsr SIP, RTP.

44. Tunosas CTPyKTypa OTKa30yCTOMYMBOIO KiacTepa. PesepBupoBaHue NaHHBIX.

45. OcHOBHBIE KOMaH/Ibl, UCIIOJIb3YEMBbIE MTPHU PabOTE C CETHIO B PEKUME KOMaHIHOW CTPOKH.

14.2. TpeGoBaHus K OLEHOYHBIM MATepHAJIaM J1JIsl JIMI ¢ OTPAHMYCHHBIMH BO3MOKHOCTSAMH
310POBbSI M HHBAJIHI0B
21.]'[5[ Jurn; € OrpaHUYCHHBIMHM BO3MOXXHOCTAMHU 3O0POBbA W HWHBAJIMAOB TIPCAYCMOTPCHBI
JIOTIOJTHUTEJbHbIE OIICHOUHBIE MaTepHaJbl, IepeueHb KOTOPBIX yKa3zaH B Tabnuue 14.
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Tabmuma 14 — JlononHuTENbHBIE MaTepUaIbl OIICHUBAHUS IS

3I0POBBSI 1 HMHBAIIUIOB

JijI ¢ OIrpaHUYCHHBIMU BO3MOKHOCTAMU

Kareropun
o0yJaromuxcst

Buapl 4OMOIHUTENBHBIX OIEHOYHBIX
MaTepHuasioB

@DopMbI KOHTPOJISI U OLIEHKH
pe3yabTaTOB OOYUECHHUS

C HapyleHus MU
ciyxa

TecTbl, TUCHEMEHHBIE CAMOCTOSTEIIEHBIC
paboThl, BOIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PabOTHI

[IpenMymecTBEHHO MUCHMEHHAS
poBepKa

C HapylieHusIMu
3peHHS

CobecenoBaHue 110 BOIIpOCaM K 3a4eTy,
OIIPOC IO TEPMHUHAM

[TpenmyIIeCTBEHHO yCTHAsS TIPOBEPKa
(MHAWBUIYATBHO)

C HapylIeHUsIMU
OTIOPHO-
JIBUTATEIILHOTO
amnrmapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHbIE paOOThI, IMCbMEHHBIE
CaMOCTOSITeNIbHBIE paOOTHI, BOIIPOCHI K
3ayery

[Ipenmy1iiieCTBEHHO TUCTAHIIMOHHBIMU
MeToIaMuU

C orpaHuyYeHUsIMU 110
00IIeMeTUIINHCKUM
MOKAa3aHUSIM

TecTbl, MUCbMEHHBIE CAMOCTOSITEILHBIC
paboThl, BOMPOCHI K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI

[IpeuMy1iecTBEHHO IIPOBEpPKA
METO/IaMHU MCXO/S U3 COCTOSTHUS
oOyuarolerocss Ha MOMEHT IIPOBEPKU

14.3. Meroanueckue peKOMeHAAIMN 110 OLEHOYHBIM MaTepUAaJIaM JIsl JIUI ¢ OTPAHUYEeHHbIMH
BO3MOKHOCTSIMM 310POBbSI 1 HHBAJIU/I0B

Jns nui ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMH 3JI0pOBbS M HHBAJIUAOB TMpPEIyCMaTpHUBAETCS
noctymHas popma MpeIoCTaBICHUS 3a/IaHUiH OLIEHOYHBIX CPEJICTB, 8 UMEHHO:

B MIEYaTHOI Qopme;

B MIEYaTHOI opMe ¢ yBEITMUEHHBIM HIPUPTOM;
B (hopMe€ FIIEKTPOHHOI'O JOKYMEHTA;

METOJIOM YTEHUSI ACCUCTEHTOM 3aJIaHUs BCIIYX;
IIPEIOCTaBIIEHUE 3aJaHHs C UCIIOJIB30BaHUEM CYPAOIEPEBO/IA.

Jlutiam ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMHU 3/I0POBbSl U MHBAJIUAAM YBEIHMYMBACTCS BpeMs Ha
MOATOTOBKY OTBETOB Ha KOHTPOJbHBIE BOMpochl. [[ms Takux oOywarommxcs MpeaycMaTpuBaeTcs
nocTyrHas (opMa mpeIocTaBiIeHrs OTBETOB Ha 3a/IaHUsI, @ UMEHHO:

INHUCBbMCHHO Ha 6YM8.FC;

Ha6op OTBCTOB Ha KOMIIBIOTEPEC,
Ha6op OTBCTOB C UCIIOJIb3OBAHUEM YCIIYT' aCCUCTCHTA,
MMpeaACTaBJICHHUE OTBETOB YCTHO.

[Tpouenypa oueHHMBaHMSI pPE3yIbTATOB OOYUYEHHUS JIMI C OrPAaHWUYEHHBIMH BO3MOXHOCTSMU
3/I0pOBbsI U MHBAJIMJOB 0 AUCLUIUIMHE MpEeIycMaTpUBaeT MpeAocTaBlieHHe MHpopManuu B (opmax,
a/IalITHPOBAHHBIX K OTPAaHUYEHHUSAM UX 3710POBbsI U BOCIPUATHS HH(POPMALIUU:

J1s1 1ML ¢ HApYIIEHUAMH 3PEHM:

B (hopMe€ FIIEKTPOHHOTO JOKYMEHTA;
B [I€YaTHOHN (popMe YBETUUEHHBIM LIPUPTOM.

JLst M1 ¢ HAapYIIeHUusIMH cJIyXa:

B (hOpMe IIIEKTPOHHOTO JJOKYMEHTA,;
B MIEYaTHOH (opme.

I[.Tlﬁ JIMI ¢ HAPYIICHUSAMMA OIIOPHO-ABUIaTCJIbHOT0 almapara:

B (hopMe FIIEKTPOHHOTO JOKYMEHTA;
B MIEYaTHOH (opme.

[Tpn HEoOXOMUMOCTH JI JIUI C OTPAHUYCHHBIMH BO3MOXKHOCTSMH 3/I0pPOBbS U HMHBAIUIOB
MpoIieIypa OIEHUBAHUS PE3yJIbTaTOB 00YUEHUS MOXKET MPOBOJAUTHCS B HECKOJIBKO 3TAIOB.
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