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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ:{pbl
npotokot Ne 6 ot « 17 » 5 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (cnemuanbHOCTH) 09.03.01 HWHopmaTka W BBIYUCIHWTENbHAS TEXHUKA, YTBEP)KICHHOTO
12.01.2016 roma, paccmoTpena u onoOpeHa Ha 3acemanuu kKadenapbl ACY « _ » 20
rojyia, mpoToKoi Ne
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cTapumii npenogasarens kap. ACY 3. P. AGaneeB

3aBenyronmii o0ecnieunBaromeii kad.
ACY A. M. Kopukos

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Hexan ©J10 N. I1. Yepkamumua
3aBeAyIOIHi BRITYCKAIOIICH Kad.

ACY A. M. Kopukos
OKCIIepTHI:

JlonieHT Kadeapbl TEXHOJIOTHH dJIeK-
TpoHHOTO 00yueHus (TD0) 1O. B. Mopo3zoBa

JoneHT Kadeapbl aBTOMaTU3UPOBAH-
HBIX cucTeM ynpasieHus (ACY) A. H. UcaxoBa

CornacoBaHa Ha noptane Ne¢ 44634 2



1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
npuoOpeTeHNe TEOPETUUYECKUX 3HAHUNW B OOJIACTH TEXHUYECKOro OOCITYKUBAaHUS M PEMOHTA
KOMITBIOTEPHBIX CUCTEM U KOMIUIEKCOB M Pa3BUTHE YMEHUH MCIIOJIb30BAHUS CIELMAIM3UPOBAHHOIO IPO-
rPaMMHOTO 00€CTIeYeHHsI TUarHOCTUKU U BOCCTAHOBJIEHUS PAa0OTOCIIOCOOHOCTH KOMITBIOTEPHBIX CHCTEM
U KOMILJICKCOB, PHOOPETEHHE HABBIKOB, KOTOPHIE MOJKHO IPUMEHHUTH B Hayasie paboThl B KauecTBe paboT-
HUKa 110 CETAM.

1.2. 3amaum AMCHMIIIMHBI
—  HM3y4YeHHE OCHOBHBIX KOHIICIIINH KOMITBIOTEPHBIX CETEH;
—  UW3y4YCHHUE CTAaH/IAPTOB U MOJEIIEH, MPUHSATHIX B COBPEMEHHBIX CETEBBIX TEXHOJIOTHSIX;
— TPUMEHEHHE METOJIOB MOCTPOCHUSI KOMITBIOTEPHBIX CETEeH PAa3IMYHOTO YPOBHS, B YaCTHOCTH
U3y4YCHHE CUCTEM KOMMYTAIIMU JIOKAIBHBIX CETEH, CETEBOW MapIIPYTH3AIMH B TJI00abHBIX CETSIX.

2. Mecto mucuuniuebl B ctpykrype OIIOII
Huctmmuinaa  «lIpoekTupoBaHHE ¥ TEXHHUYECKOE COMPOBOXKICHHE KOMITBIOTEPHBIX —CETei»
(b1.B.O1.9) otHOCHUTCS K 650Ky | (BapuaTuBHAs 4acTh).
[IpeamecTBYIOMUMI TUCIAILTHHAMY, (DOPMUPYIOIIUMHI HAYaJIbHBIC 3HAHUS, SBISAIOTCS: 3alluTa
uHpopmanun, Mapopmatuka, Merposorus, cranaapruzanus U cepruduxanus, OnepaluoHHbIe CHCTE-
MBI.

3. TpeOoBaHus K pe3yJbTaTaM OCBOCHHS THCHUIINHBI

[Tpouecc n3yueHus: AUCUUILIMHBI HapaBjieH Ha (JOPMUPOBAHUE CIEAYIOIIUX KOMIIETEHIU:

— OIIK-4 cnocoOHOCTBIO y4YacTBOBaTb B HACTPOHKE M HajaJke HPOrpaMMHO-aNNapaTHBIX
KOMILIEKCOB;

— IIK-3 cnoco6HOCTRI0O 0O0CHOBBIBATH MPUHUMAEMbIE POEKTHBIE PEIIEHUS, OCYIIECTBIIATH MO-
CTaHOBKY U BBITOJIHATH SKCIIEPUMEHTHI 10 MTPOBEPKE UX KOPPEKTHOCTH U 3PPEKTUBHOCTH;

B pe3ynbraTe u3ydeHus JUCIUIUIMHBI 00Yy4aOLUICs TOKEH:

— 3HATh YCTPOWCTBA U CEPBUCHI, UCIIOIb3YEMBIE B CETAX U MHTEpHETE; POIU YPOBHEU IPOTOKO-
JIOB B CeTAX Nepenadn naHHblX; [P-aapecanuto nporokonos Ipv4 u Ipv6; koHnenuuo npouecca Mapupy-
TU3a1UK; QyHKIIMKA KOMMYTaTOpA.

— yYMeTb OLIEHUBATh U ONHUCHIBATH CXEMBI apecallii U Ha3HAYEHUs UMEH Ha Pa3IMYHbIX YpPOB-
HSX CeTeW Iepeiauu JaHHbIX; pa3padaTblBaTh, PACCUUTHIBATh U MPUMEHATh MACKH IOJCETEN U aapeca B
cetsax IPv4 u IPv6; coznaBath nmpoctyio cetb Ethernet ¢ ucnonb3oBannemM MapmpyTH3aTOPOB M KOMMYTa-
TOPOB.

— BJaJeTh HaBBIKaMU Pa0bOTHI ¢ KOMaHIHOW mHTepdeiica komanaHoi crpoku (CLI) mns Ha-
CTPOMKHM MapuIpyTH3aTopoB B c(epe - 0a30BOK HACTPOWKU CETEBBIX YCTPOWCTB; - HACTPOMKH MPHUBHIIE-
Ui JUIs JOCTyIAa K YCTPOMCTBY; - HACTPOHKM MH(MOPMALIMOHHOTO OaHHEpa; - HACTPOMKH UMEHU YCTPOM -
CTBa; - HACTPOMKHU CETEBBIX HHTEP(PENCOB; - HACTPOHKU CTATHUECKONW MapIIPYTH3AIHH.

4. O0beM QUCHHUILIMHBI U BUABI Y4eOHOI padoThl
OO01mast TpyI0eMKOCTh AUCIUILTHHBI COCTAaBIIsACT 7.0 3a4eTHBIX €AMHUIILI U MIPE/ICTABICHA B Ta0JIH -

%264&11/1.1121 4.1 — Tpya0eMKOCTb JUCHHUILINHBI

Bunel yueOHOI nesTenbHOCTH Bcero gacos Cemectpsl

8 cemectp

KonTaktHas pabota (Bcero) 36 36
CamocrosrenbHas paboTa 1oJi pyKOBOACTBOM 22 22
npenonaBarens (CPIT)
JlaboparopHbie pabOTHI 12 12
KonTpoas camocTosrensHoit padotsl (KCP) 2 2
CamocrosTenbHas paboTa (Bcero) 207 207
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[ToaroroBka K KOHTPOJBHBIM paboTam 65 65
OdopMieHrEe OTYETOB IO JTAOOPATOPHBIM paboTam 11 11
CamocrosaTenbHOE H3ydyeHHe TeM (BOTIPOCOB) 131 131
TEOPETHYECKON 4acTH Kypca

Bcero (0e3 3x3aMeHa) 243 243
TToaroroBka u caada dK3aMeHa 9 9
OO6miast Tpy1I0€MKOCTb, 4 252 252
3aueTHble EquHuIb 7.0

5. Coaep:xanue TUCUMILIIHHBI

5.1. Pa3gennl AMCHUILIAHBI M BHALI 3AaHATHHA
Pazniensl mUCHUIUTAHEI ¥ BUBI 3aHATHN PUBEACHBI B Ta0mmiie S.1.
Tabmuia 5.1 — Pasgens! fUCHUILIMHEL U BUABI 3aHSITHI

Bcero
yacoB | ®opMupyembl
HasBanus pa3nennos QUCHUTIIIMHBL CPIL u Jlab. KCP, u Caw. (Ge3 e
pab., u pab., u
9K3aMe€ | KOMIETEHIIUU
Ha)
8 cemecTp

1 UudopmaninoHHbIE TEXHOJIOTUH. 1 0 2 15 16 |1IK-3
OCHOBHbBIE OHATHS
2 OpraHu3aiys CETH U CeTeBasi MOAEIb 2 0 15 17 |IIK-3
OSI
3 CereBas moaenb OSI. Mnkancynanus u 2 0 15 17 [1K-3
repeaaya JaHHbIX
4 TpancnopTHbIi ypoBeHb Mojenu OSI. 2 0 6 8 I1K-3
TCP u UDP
5 CereBoit ypoenb Mozenu OSI. IIpoto- 2 0 15 17 |IIK-3
koin [P, IP-anpecanus
6 KananpHubiii ypoBens mogenu OSI 1 0 15 16 |IIK-3
7 Ananu3 nepeaaBaeMbIX JaHHBIX. Y TH- 2 0 15 17 OIIK-4, IIK-3
nuta Wireshark
8 Jlomamnue cetu u Untepuet. NAT 2 4 24 30 |IIK-3
9 URL — yHuBepcaJIbHBIN yKa3aTesb pe- | 0 15 16 |IIK-3
cypca
10 DNS — cucremMa 1OMEHHBIX UMEH 2 4 24 30 OIIK-4, IIK-3
11 FTP — npotokon nepenaun (haidnon 2 0 15 17 |IIK-3
12 DnexkTpoHHAas IoUTa, TEIEKOH(pEpeH- 2 4 18 24 |IIK-3
LU, HOBOCTHBIE JIEHTHI
13 RFC — Texauveckue cnenuduxanuu u 1 0 15 16 [1K-3
CTaHJAPTHI
Hroro 3a cemectp 22 12 2 207 243
Uroro 22 12 2 207 243
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5.2. Conep:xanue pa3aejioB TUCHHUILNINHBI (CAMOCTOSAITE/IbHAsI pa00Ta M0/ PYKOBOACTBOM

npenoaaBaTeJis)

CopeprkaHue pa3iesoB TUCIUILIAH (CaMOCTOsTeNbHAs padoTa Mol PyKOBOJCTBOM IMPETOaBATENs])
MIpUBEICHO B TabwmIe 5.2.
Tabmuma 5.2 — ComepkaHue pasaesioB IUCIUIUIMH (CaMOCTOATeNbHAs paboTa 1Mo PyKOBOJCTBOM IPETO-

JlaBaTessl)
CopeprxaHue pa3fesioB JUCHUTIIUHBI
AP pasa AmcHt Tpynoemkocts, | Dopmupyemblie
HazBanus pazzaenos (camocTosiTenbHas paboTa 1o
q KOMITETEHIIUU
PYKOBOJICTBOM TIperoiaBaTe’s)
8 cemecTp

1 Undpopmannonnsie | Kiaccuduxanus nHPOPMAITMOHHBIX TEXHO- 1 I1K-3
TEXHOJIOTUH. noruii. CocTapistone HHPOPMAIMOHHBIX
OcHOBHBIE IOHATHUSA TexHOJIOTHi. CBOMCTBA U KOMIIOHEHTHI MH-

dbopmanroHHbIX TexHooruid. Mudopmaru-

OHHAsl CUCTEMA, OCHOBHBIE COCTABIISAIOIINE

MH(GOPMAITMOHHOMN CUCTEMBI.

Hroro 1
2 Opranuzamus ceti 1 | OCHOBHbIE TEpMHUHBI B Teopuu ceTeid. KoH- 2 I1K-3
cereBast moaens OSI | menuuum Teopuu cereil. 3aauul TOKAIbHBIX U

ro0anbHBIX ceTel nepenaun naHHbix. Opra-

Huzauus cetu. [Iporokon. Moaens OSI.

Yposuu moaenu OSI.

Hroro
3 CereBasa mogenb OSI. | IIponecc nepeaaun nanubix B mojenu OSI. I1K-3
WNukancymanus u WNukancymsanus u nekancyisinus. yHKkuun
nepeiaya JaHHbIX noptoB. [P-anpec. MAC-anpec. Craguu us-

Kancynauud. Haznauenus ciyxeGHOTO 3aro-

JIOBKA.

Hroro 2
4 TpaHcnIOpTHBIN D yHKIHUU TPAHCIOPTHOTO YpoBHs. [IpoToko- 2 I1K-3
ypoBeHb Mojienu OSI. | J1bl TpaHCTOPTHOTO YpOoBHS. Bubl mopToB
TCP u UDP monenu OSI. Coker, Ha3HaYEeHHUE COKETA I

uAeHTU(UKAIINY TTOJIb30BaTeNel 1 MPUIIOKe-

Huii. TpancnoptHsie npoTokonsl UDP u

TCP. Haznauenue yruuthl Netstat. [Tomy-

JISIPHBIE CETEBBIE PUITIOKEHUS U TTOPTHI.

Hroro 2
5 CereBoit ypOBEHb Hasnauenue cereBoro ypoBHsa Moaenu OSI. 2 I1K-3
mozenu OSI. IIpotokon | [IpomekyTounslie cereBble ycTpoicTsa. [Ipo-
IP, IP-agpecanms tokon IP: ¢pyHkiuu u 3amaun. OCHOBHBIE

niosist [P-3aronoBka. Mcnone3oBanue mnomis

TTL. Anpec cetn. Aapec xocta. Haznaue-

HUe Macku noaceru. Haznauenue mapuipy-

THU3aTOPOB.

Hroro 2
6 KananbHblil ypoBeHb | HazHaueHHE KaHAIBHOTO YPOBHS MOJEIIH 1 I1K-3
mozenu OSI OSI. Yuukansubiil uneHTudurarop — MAC-

aapec. yHkuuu kaHaiabHOro yposHs. Ha-

3HayeHue ARP-Tabmuib.

5
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Hroro

7 AHanu3 MHKancyisinys 1aHHBIX B 3arOJIOBKU TPaHC- 2 OIIK-4, IIK-3
nepe1aBaeMbIX MIOPTHOT'O, CETEBOT0 U KaHAJIBLHOT'O YPOBHEM.
JIAHHBIX. Y TUJIATA Br16op ceteBoro untepdeiica. AHanu3 Kaj-
Wireshark pa ARP-3ampoca. ITaker npotokona ICMP.

CermMeHT aHHBIX, CHOPMHUPOBAHHBIN TIPU

oOpallleHHuHu K CeTeBOMY pecypcey yandex.ru.

Amnanu3 naketoB nporokona ICMP. Ananus

cerMeHTa aaHHbIX npotokona TCP. [Tonb30-

BaTeJIbCKUE JJaHHbIE YPOBHSI IPUIIOKEHUH.

Hroro
8 JlomarHue ceTu u MeTo/bl TTOAKIIOYEHUS JOMAITHUX KOMITBIO- I1K-3
Wurepner. NAT TEPOB M HEOOJIBIIMXIIOACETEH K IMM00abHON

cetu MHTepHeT. [lomydyeHne ceTeBpIX Ha-

ctpoek 1o nporokory DHCP. Mapmipyrusa-

topsl kiacca SOHO. Texnonorust NAT.

Hroro 2
9 URL — Crpyktypa URL. fI3bIK runepTeKcTOBOM 1 I1K-3
YHUBEPCAJIbHbIN pasmerku HTML. IIponecc coznanus runep-
yKasareip pecypca CCBLJIKU Ha BeO-pecypc.

Hroro 1
10 DNS — cuctema Tepmunonorus cucreMbl DNS. Crpykrypa 2 I1K-3
JIOMEHHBIX UMEH URL. Anroput™m paboTsl mpoTtokona DNS

npu oOpaleHNH MOJIb30BaTeNs K pecypcey.

Hcnonp3oBanue nacTpyMenTta nslookup.

BBox xomanabl «tracerty.

Hroro
11 FTP — nmpotokon BzaumopneiicTBre KIMEHTa U cEpBEpa 110 I1K-3
nepenayn ¢aiios npotokoiny FTP. Anroputm paboTs! mpoTo-

kona. Vcronb3yemble KOMaH/1bl IPOTOKOIA

FTP.

Hroro
12 DnextpoHHas OnexrponHas nouta (E-mail). Ocobennoctu I1K-3
11o4Ta, ucnoiab30Banus nporokonoB POP3 u IMAP.
TeJIEKOH()EPEHIUH, Amnanus cinyxe0Hoi nHpopMauu deK-
HOBOCTHBIE JIEHTBI TPOHHOTO nucbMa. TenekoHpepeHunn

(Usenet). CeteBoii nporokorn NNTP. Ho-

BocTHbIE JIeHTHI (RSS). [Ipocras unpopma-

uoHHas cBogka RSS.

Hroro 2
13 RFC — texunueckue | ApxutekrypHsblii coBeT IAB. Ha3znauenue 1 I1K-3
crienuduKauy u noxkyMeHTtoB RFC. [lonynspHble TOKYMEHTbI
CTaHJapThI RFC.

Hroro !
Hroro 3a cemectp 22

5.3. Pa3nenbl AUCHUILUIMHBI U MEKIMCIUIITIMHAPHBIE CBSI3H ¢ 00ecneYnBaOIMMHM (TPeIblyIIHMH)

U o0ecneynBaeMbIMH (IOCJIeAYOMIUMHU) JUCHUATIIMHAMHA

Paznenbl quctuIIMHB ¥ MEKIUCIUILTHHAPHBIC CBS3H C 00CCTICUMBAIOIIMMU (MIPEABIAYIIMMU) U
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obecreunBaeMbIMH (ITOCIETYIOMUMHI ) TUCIUTUTHHAMH MTPEICTaBICHBI B Tabmie 5.3.
Tabmua 5.3 — Pa3aenbl AMCHMIUIMHBL U MEXIUCIIUIUIMHAPHBIE CBS3H

HauMmenoBanue
JTACIIUILIAH

Ne pasnenoB JaHHOM TUCHHUIUIMHBL, JIJIS KOTOPBIX HEOOXOIUMO H3YYCHHE
o0ecneunBaroIUX U 00eCIEYNBAEMBIX JTUCIIAIIIINH

1 2 3 4 5 6 7

8

9 10

11| 12 | 13

[IpenmecTByronme qUCUUILIHHBI

1 3ammra uapopma-
V2031

+ +

2 Undopmaruka

3 MetpoJiorusi, CTaH-
JapTU3alus U CepTH-
(dbuxamms

4 OnepalvioOHHbIE CH-
CTEMBI

- -

5.4. CooTBeTCcTBHE KOMIIETCHUM I, JopMHUPyeMbIX IPH M3YYEHUH AUCHHUILIMHBI, 1 BU0B 3aHATHI
CooTBeTcTBHE KOMIETEHIMH, (HOPMUPYEMBIX TpPH HM3YyYECHUH AWCIUIUIMHBI, W BHJIOB 3aHATUN
MPEICTaBICHO B Tabmuiie 5.4.
Tabmuna 5.4 — CoOTBETCTBUE KOMIIETEHIUH, (POPMUPYEMBIX MIPH U3YUYEHUH TUCIUILTAHBI, U BUIOB 3aHS -

TAN

Komneren

Bunwl 3austuit

A CPII

Jla6. pao. KCP

Cawm. pa6.

DOpMBI KOHTPOJIA

OIIK-4

+ +

KonTposbHas pabota, Jk3a-
MeH, [IpoBepka KOHTPOJIb-
HBIX pabot, OTueT 1o jgabdo-
paTtopHoii pabore, TecT

I1K-3

KonrtponpHas pabora, Jk3a-
MeH, [IpoBepka KOHTPOIIb-
HBIX padot, OTueT o nabo-
paTtopHoii pabore, TecT

6. UuTepakTUBHBIE MeTOAbI U (JOPMBI OPraHU3aANNU 00yUEeHUsI
He npenycmotrpeno PVYII.

7. JIaGopaTtopHbie padoThI

HaumeHnoBanue nabopaTopHbIx paboT npuBeaeHo B Tabmuie 7.1.
Tabmuna 7.1 — HaumeHnoBanue 1abopaTopHBIX paboT

CornacosaHa Ha noprtane Ne 44634

Tpynoemkocts, | PopMupyemblie
HasBanus paznenos HaumeHnoBaHue 1a60paTopHbIX padoT 26 ’ PMHDPY
q KOMITETEHIIUU
8 cemecTp
8 JloMalHue ceTu u JlaGoparopHast paboTa «AHaIU3 CETEBOIO 4 ITK-3
Hurepuet. NAT Tpaduxay.
Hroro
10 DNS — cucrema JlaGopatopnas pabota "KomangHast cTpoka. I1K-3
JTOMEHHBIX UMEH I'mob6anwsHas ceth MaTEpHET. [TOMCKOBEIE CH-
cTEMBI"
Hroro
12 DnextponHas JlaGopatopHas paboTa «DNeKTpOHHAs [0YTa ITK-3
rnoyTa, Y HOBOCTHBIE JICHTBI».
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TeJIECKOH(EPEHITNH, Uroro 4
HOBOCTHBIE JICHTBI
Hroro 3a cemectp 12
8. KoHTpob caMoCTOsATEILHOM PadoThl
Bunibl KOHTPOJISE CaMOCTOSITENIBHOM paOOTHI IPUBENEHBI B Ta0uIe 8. 1.
Tabmua 8.1 — Buasl KOHTPOJISI CAaMOCTOATEIBLHON padOThI
. TpynoeMkocTh dopmupyemblie
Ne Bun koHTpOJIst caMOoCTOSITETbHOM paboThI pyA PMHPY
(uac.) KOMIIETCHIUHI
8 cemectp
1 | KonTponbHas paboTa ¢ aBTOMaTU3UPOBAHHOM ITPO- 2 OIIK-4, ITK-3
BEpPKOI
Hroro 2

9. CamocTrosiTesqibHasi paboTa
Bunbl camocTosiTenbHOM paboThI, TPYAOEMKOCTh U ()OPMUPYEMbIE KOMIIETCHIIUY TIPEICTABIICHBI B

tabmune 9.1.
Tabmuua 9.1 — Buasl caMOCTOSATENBHON pabOThI, TPYIOEMKOCTh M JOPMHUPYEMbIE KOMIIETSHIIUU
Bunael camocrostensnon | Tpynoemkocts, | DopMupyemblie
HasBanwus pasnenon a PYA ’ PMHPY DopMbI KOHTPOJIS
paboThI q KOMIIETEHIINHT
8 cemecTp

1 CamocTosTenpHOE U3yde- 10 I1K-3 KonTpoasnas pado-
WNHpopmarimonnsie | HUE TeM (BOIPOCOB) TEO- Ta, Tect, Dx3ameH
TEXHOJIOTUH. PETHUYECKOM YacTH Kypca
OcHOBHbIE MOHATHS [ToaroroBka Kk KOHTPOJIb- 5

HBIM paboTam

Hroro 15
2 Opranusanus CamocTosTeNbHOE U3yYe- 10 I1K-3 KonTposnbHas pabo-
CETHU U ceTeBas HUE TeM (BOTIPOCOB) TE€O- Ta, Tect, Dxk3ameH
Mozens OSI pPETUYECKOM YacTu Kypca

[ToaroroBka Kk KOHTPOJIb- 5

HBIM paboTam

Uroro 15
3 CereBas mozenib | CaMOCTOSITENNHPHOE M3yUe- 10 ITK-3 KonTponsnas pado-
OSI. Uukancynsauus | Hue TeM (BOmpocoB) T€O- Ta, Tect, Dk3ameH
U Tiepeaya JaHHBIX | PETHYECKOM 4acTH Kypca

IToaroroBka K KOHTPOJIIb- 5

HBIM paboTam

Uroro 15
4 TpaHCHOPTHBIN CamocTosTenbHOE U3yde- 1 I1K-3 KonTpoasHas pado-
YPOBEHb MOJIEIIU HUE TeM (BOPOCOB) TE€O- Ta, Tect, Dk3ameH
OSI. TCP u UDP pPETUYECKOM YacTu Kypca

[ToaroroBka K KOHTPOJIb- 5

HBIM paboTam

Hroro
5 CeteBoit ypoBeHb | CaMOCTOSITENIBHOE U3YyYe- 10 [1K-3 KonTpomnsnas pabo-

moxenu OSI.

HUE TeM (BOTIPOCOB) TEO-

Ta, Tect, DK3aMeH
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ITpotoxon IP, IP-

pPETHUYECKOM YyacTH Kypca

azpecatA IToaroroska K KOHTPOJIb- 5
HBIM paboTam
Hroro 15
6 KananbHblii CamocrosiTenbHOE U3yye- 10 [1K-3 KontponwsHnas pabo-
YPOBEHb MOJICIIH HUE TeM (BOTIPOCOB) TE€O- Ta, Tect, Dx3ameH
OSI PETUYECKOM YacTH Kypca
[ToaroroBka Kk KOHTPOJIb- 5
HBIM paboTam
Hroro 15
7 Ananu3 CamocTosTenbHOE U3yde- 10 OIIK-4, I1K-3 |KonTpomnbHas pado-
Iepe1aBaeMbIX HUE TeM (BOIPOCOB) TEO- Ta, Tect, Dx3ameH
JIAHHBIX. YTUJIIUTA | PETUYECKOM YacTH Kypca
Wireshark [ToaroroBka Kk KOHTPOJIb- 5
HBIM paboTam
Uroro 15
8 Jlomamnue cetu u | CaMOCTOSTEIbHOE U3yde- 15 I1K-3 KonTpoasHas pado-
Wnrepner. NAT HUE TeM (BOIPOCOB) TEO- ta, OTueT no nado-
PETHUYECKOM YacTH Kypca paTopHoii pabore,
OdopmiteHne 0T4ETOB TIO 4 Tect, Sxsamen
nabopaTopHBIM paboTam
[ToaroroBka K KOHTPOJIb- 5
HBIM paboTam
Hroro 24
9 URL - CamocrosiTenbHOe U3yye- 10 [1K-3 KonTponbnas pado-
YHUBEpPCaIbHbIN HUE TeM (BOTIPOCOB) TEO- Ta, Tect, Dk3aMeH
yKa3aTellb pecypca | peTMUECKOM 4acTH Kypca
[ToaroroBka Kk KOHTPOJIb- 5
HBIM paboTam
Hroro 15
10 DNS — cucrema | CamocCTOSITENIBHOE U3YyYE- 15 I1K-3, OIIK-4 |KonTpomnbHas pabo-
JIOMEHHBIX UMEH HUE TeM (BONPOCOB) TEO- ta, OTuer no nabdo-
pPETHUYECKOM YacTH Kypca paTopHoii pabore,
OdopmieHne 0TYETOB TI0 4 Tect, Sxsamen
JabopaTOpHBIM paboTam
[ToaroroBka K KOHTPOJIb- 5
HBIM paboTam
Hroro 24
11 FTP — nporokon | CaMOCTOATENBHOE U3YyUe- 10 I1K-3 KontponpHas pabo-
nepenauu GaitioB | Hue TeM (BOMPOCOB) TEO- ta, Tect, Dx3ameH
pETUYECKOM YacTu Kypca
[ToaroroBka Kk KOHTPOJIb- 5
HBIM paboTam
Uroro 15
12 DnexTpoHHast CamocTosiTebHOE U3yye- 10 [1K-3 Kontponphas pabo-
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1oyTa, HUE TeM (BOTIPOCOB) TEO- ta, OTYeT 1o 1ado-
TeJIEKOH(EPEHIINH, | PETHYECKON YacTH Kypca paTopHoii pabore,
HOBOCTHBIC JICHTBI | (OPMICHHE OTUETOB 110 3 Tect, Dx3ameH
nabopartopHbeIM paboTam
[ToaroroBka Kk KOHTPOJIb- 5
HBIM paboTam
Hroro 18
13 RFC — CamocTosTenpsHOE U3yde- 10 I1K-3 KonTpoasnas pado-
TEXHUYECKUE HUE TeM (BONPOCOB) TEO- Ta, Tect, Dx3ameH
crenu(uKauu 1 | peTUYECKON 4acTu Kypca
CTaHAapThI [ToaroroBka Kk KOHTPOJIb- 5
HBIM paboTam
Hroro 15
BrinosiHeHre KOHTPOJIb- 2 OIIK-4, [IK-3 | KonTponbHas pabo-
HOM paboThI Ta
Hroro 3a cemectp 207
ITonroroBska u cgada dK- 9 DOK3aMeH
3aMeHa
Hroro 216
10. KoHTpOJIb cCaMOCTOSATEILHOM PadoThI (KypPCcOBOii MPOEKT / KypcoBasi pabora)
He npenycmorpeno PVYII.

11. PeiiTuHroBasi cucreMa JJisi OLlEHKHU YCIIeBA€eMOCTH 00y4aroumuxcsi
PeittuHroBas cucrema He UCIIOIB3YETCA.

12. YueOHO-MeTOAUYecKOe U MHPOPMANIMOHHOE 00ecTiedeHrue TUCIHIIINHBI

12.1. OcHoBHas JUTEpaTypa
1. Kontoxos A. JI. UHpopManoHHBIE TEXHOJIOTHH [ DNEKTPOHHBIN pecypc]: yueOHoe mocodue /
A. JI. KontoxoB. — Tomck : @10, TYCVYP, 2016. locTyn u3 nuyHOTO KabWHEeTa CTyaeHTa. — Pexxum no-
ctyna: https://study.tusur.ru/study/library/ (nara o6pamenus: 18.09.2018).

12.2. lonotHUTEILHAS JIATEPATYpPA

1. Bwunokypos, B. M. CeTn cBsI3u U CUCTEMBI KOMMYTalMH [DJIEKTPOHHBIA pecypc]: YduebHoe
nocobue. B 2-x paznenax/ B. M. BunokypoB — Pasznen 1. - Tomck: ToMcKuii MEKBY30BCKUH LIEHTP 1M -
CTaHIMOHHOTO oOpa3oBanus, 2005. — 243 c¢. [locTymn U3 TMYHOTO KaOMHETa CTyAeHTa. — Pexxum noctyma:
https://study.tusur.ru/study/library/ (nata obpamenus: 18.09.2018).

2. Bunokypo, B. M. Cetn cBsi3u ¥ cHCTEeMbl KOMMYTallud [DJIEKTPOHHBIA pecypc|: yueOHoe
nocobue. B 2-x paznenax / B. M. Bunokypos. — Paznen 2.- Tomck: ToMCKHil MEXBY30BCKUIA LIEHTp AM -
cTaHIMOHHOTO oOpa3oBanus, 2005. — 137 ¢. JocTymn U3 1MuHOTO KaOMHETa CTyAeHTa. — Pexxum noctyma:
https://study.tusur.ru/study/library/ (nata obpamenus: 18.09.2018).

12.3. YueOHO-MeTOAHYECKHE MTOCOOUH

12.3.1. Obs3aTenbHBbIC y4eOHO-MeTOAMYeCKHE TOCOOHS

1. Kontoxos A. JI. UndopmaninoHHbIE TEXHOIOTUH [ DIEKTPOHHBIN pecypc]: MeTouuecKue yka-
3aHUs 10 BBIMOJHEHHIO J1abopaTtopHbIX padboT / A. JI. KontoxoB. — Tomck : ®I0, TYCVYP, 2016. Joctyn
W3 JIMYHOTO KaOWHeTa cTyaeHTa. — Pexum moctyma: https://study.tusur.ru/study/library/ (mata obparie-
Hus: 18.09.2018).

2. KontoxoB A. JI. UHdopMaIiMoHHbIE TEXHOJIOTUU : 3JeKTpoHHBIH Kypc / A. JI. KoHroxoB. —
Tomck : IO, TYCVYP, 2016. locTyn U3 TMYHOTO KaOWHETa CTYIEHTA.

3. AbaneeB, D. P. [IpoektupoBaHHe U TEXHMYECKOE COIMPOBOXKIECHHE KOMIBIOTEPHBIX CETel
[OneKTpOHHBIN pecypc]: METOIUYeCKHe yKa3zaHHs 110 OpraHU3allMi CAMOCTOSTEIbHON paboThl Ui CTY-
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JICHTOB 3a049HOM (popMbl 00yueHus HanpasieHus noarotoBku 09.03.01 Mudpopmarika 1 BEIYUCIUTEIBHAS
TEXHUKa, 00yJaronuxcs ¢ MPUMEHEHHEM TUCTAaHIIMOHHBIX 00pa30oBaTeNIbHBIX TexHoJorui. / D. P. Aba-
HeeB, A. M. Kopukos. - Tomck : ®J10, TYCVYP, 2018. Jloctyn u3 1uuHOr0 KabuHeTa cTyaeHTa. — Pexxum
noctyma: https://study.tusur.ru/study/library/ (mara obpamenus: 18.09.2018).

12.3.2. YueOHO-MeTOAMYeCKHE MIOCOOMS JIsl JIMI € OTPAHMYEHHBIMH BO3MOKHOCTSIMH 3/10POBbS U
UHBAJU/10B

Y4eOHO-MeTOoIMUEeCKUE MaTepHalibl Il CAMOCTOSTENIbHOM U ayAUTOPHOM pabOThl 00ydaroluxcs
U3 YMCIIa JIML] C OFPAaHMYEHHBIMH BO3MOKHOCTSIMU 3710POBbSI U MHBAJIMJIOB MIPEIOCTABISIOTCA B (popMax,
aJalTHPOBAHHBIX K OTPAaHUYEHUSIM UX 3/I0pPOBbS U BOCIPUATHUS UHPOPMAIIIH.

JL1s1 1M1 ¢ HApyIIeHUSIMM 3PeHust:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOW (hopMe yBEIMUEHHBIM HIPUPTOM.

JI1s1 JIMI ¢ HApyIIEHUsIMM cJIyXa:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;

- B Me4aTHOU (opme.

JI1s1 1M1 ¢ HApyIeHUSIMM ONIOPHO-ABUTaTeJILHOI0 annapara:

- B (hOpMeE INIEKTPOHHOI'O TIOKYMEHTA;

- B Ie4aTHOU opme.

12.4. TIpodeccunonabHbie 0a3bl JaHHBIX H HH(GOPMALMOHHBIE CIIPABOYHBIC CHCTEMbI

1. http://www.netacad.com — Caiit nporpammsl CeteBbix akanemus Cisco
2. http:// www.cisco.com — Caiit komnanuu Cisco Systems

3. http://www.osp.ru — U3natenbcTBO « OTKPBITHIE CHUCTEMBI

4. http://www.cnews.ru — MI31anue o BRICOKMX TEXHOJIOTHAX

5. http://habrahabr.ru/ - CoobmectBo IT-npodeccuonanos

13. MaTrepuaibHO-TEXHHYECKOe o0ecneyeHrne JUCHUILIMHBI U TpedyeMoe MporpaMMHoe
o0ecneyenune

13.1. O0uue TpedGOBaHUSI K MATEPHATbHO-TEXHMYECKOMY U MPOrPaMMHOMY 00eceYeHH 0
AUCHHUILIMHBI

13.1.1. MaTrepuaJbHO-TEXHHYECKOE H NPOrPaMMHOe o0ecredyeHre JHCIUIITTHHBI

Kabuner st camocToaTenbHON pabOThI CTYJIEHTOB

yueOHas ayuTopus Ui IPOBEIEHUS 3aHATUI J1a00paTOPHOTO THIA, MOMEIEHUE /IS IPOBEACHUS
TPYIIOBBIX W WHAWBUAYAIBHBIX KOHCYJIBTAIN, TOMEIICHUE /ISl TIPOBEJCHUS TEKYIIETO KOHTPOJIS U TIPO -
ME)XYTOUHOU aTTeCTalluH, IOMELIEHUE AJISl CAMOCTOSTEIbHON paboThI

634034, Tomckast obnacts, . Tomck, Bepmmnuna ynuia, n. 74, 207 ayn.

Onwucanue uMerouierocs 000pya0BaHuUs:

- KommyraTtop MicroTeak;

- Komnbrorep PENTIUM D 945 (3 mit.);

- Komnetorep GELERON D 331 (2 mt.);

- Kommuiekt cnienmanu3upoBaHHoi yueOHoH MeOenu;

- PaGouee mecTo mpemnoaBares.

[TporpamMHOe obecnieueHue:

— Cisco Packet Tracer (¢ BO3MOXKHOCTBIO YIaJICHHOTO JIOCTYTIA)

— Google Chrome (¢ BO3MOXXHOCTBIO yAAJIEHHOTO AOCTYIA)

— Microsoft Windows (¢ BO3MOXXHOCTBIO YIAJICHHOTO JTIOCTYTIA)

— Notepad-++ (c BO3MOXHOCTBIO YIaJIEHHOTO JJOCTYyIIA)

— Putty (c BO3MOXXHOCTBIO YAQJIEHHOTO JIOCTYTIA)

13.1.2. MaTepHaJbHO-TEXHHYECKOE M IPOrPaMMHOe o0ecredeHne 1JIs J1a0opaTopHbIX padoT
Kabuner 11t camocToaTenbHON pabOThI CTYJIEHTOB
yueOHasl ayuTopus Ui IPOBEIEHUs 3aHATUI J1a00paTOPHOTO THIA, MOMEIEHUE s IPOBEACHUS
IPYNIOBBIX U UHIUBUAYAIbHBIX KOHCYJIBTAINM, TOMEIIEHUE JJIsl IPOBEACHMSI TEKYIIET0 KOHTPOJIS U MPO-
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MEXYTOYHOU aTTeCTAlUU, TOMEIICHHE IS CAMOCTOSTEIIbHON paOOThI
634034, Tomckas obnacts, . Tomck, Bepmuauna ynuna, n. 74, 207 ayn.
Onwucanue uMeronierocs 000pya0BaHuUs:

- KommyTtatop MicroTeak;

- Kommerorep PENTIUM D 945 (3 mit.);

- Komnetorep GELERON D 331 (2 mr.);

- Kommutekt cienmanuzupoBanHoi yueOHOW Mebenu;

- PaGouee mecTo mpernomaBares.

[TporpamMHOe obecrieueHue:

— Cisco Packet Tracer (¢ BO3MOXKHOCTBIO YIaJICHHOTO JIOCTYTIA)
— Google Chrome (¢ BO3MOXKHOCTBIO YIaJICHHOTO JIOCTYTIA)

— LibreOffice (¢ BO3MOXHOCTBIO yIaJIEHHOTO JOCTYTIA)

— Microsoft Windows (¢ BO3MOXHOCTBIO YIAJICHHOTO JIOCTYTIA)
— Notepad++ (¢ BO3BMOXHOCTBIO YIAICHHOTO JOCTYIIA)

— Putty (c BO3SMOXXHOCTBIO YIaJICHHOTO JOCTYIIA)

13.1.3. MarepuajibHO-TEXHMYECKOE M IPOTPAaMMHOe o0ecrevyeHne I CAMOCTOATEIbHOI padoThI
Jns caMoCTOSATEIbHON PabOThl MCTOIB3YIOTCS y4E€OHBIE ayIUTOPUU (KOMIIBIOTEPHBIE KIIAcChl),
PaCIOJIOKEHHBIE TI0 aJIpecaM:
- 634050, Tomckast o6macTh, r. Tomck, Jlennna mpocnexr, a. 40, 233 ayn.;
- 634045, Tomckast o6nacTs, r. Tomck, yin. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast o6macTh, 1. ToMck, Bepmmanna ymuna, 1. 47, 126 ayn.;
- 634034, Tomckast 06nacTh, r. Tomck, Bepmmnauna ynuua, 1. 74, 207 aya.

CocTtaB 060pyI0BaHHS:

- yueOHast MmebOerb;

- koMmnbroTepsl Ki1acca He Hmwke [IDBM INTEL Celeron D336 2.8 T1. - 5 miT.;

- KOMIBIOTEPHI MOIKIIOYEHB! K ceTH «/HTepHeT» M 00ecneynBaloT IOCTYyI B AJICKTPOHHYIO WH-
(dopmManmoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[lepeyeHp MPOrpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ays Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe 0OOecredeHre TUCUMIIIMHBI JIS JIMI C OrPAHMYEHHbIMU
BO3MOKHOCTSIMH 310POBbSI 1 HHBAJIN/10B

OcBO€HHE NUCLUIUIMHBI JIMIIAMU C OTPAHUYEHHBIMH BO3MOXXKHOCTSMH 370POBbS U MHBAIHMIAMHU
OCYILECTBIIETCS C UCIIOIB30BAHUEM CPEICTB 00ydeHHs OOIIETO U CIEIMAIbHOIO Ha3HAUYCHHUS.

[Tpu 3aHATHAX ¢ 0OYYAIOLIUMUCS ¢ HAPYUIEHHSIMH CJIyXa [IPEeIyCMOTPEHO UCIOIb30BaHHUE 3BYKO-
YCUJIMBAIOIIEH anmapaTypbl, MyJIbTUMEIUHHBIX CPECTB U JPYTUX TEXHUYECKHX CPEACTB MpueMa/mepena-
i yueOHOM nH(pOpMaIuu B JOCTYMHBIX (hopMax, MOOUILHOM CUCTEMBI IPENoIaBaHus 11 00yJaroIXCs
C MHBAJIMIHOCTHIO, TOPTATUBHON MHIYKIITMOHHON CUCTEMBI. YdeOHas ayIuTOPHsl, B KOTOPOU 3aHUMAIOTCS
oOyyaromyecsi ¢ HapylleHUEM cllyXa, 000py/loBaHa KOMITBIOTEPHON TEXHHKOH, ayIMOTEXHHUKOH, BHUJEO-
TEXHUKOU, SJIEKTPOHHOMU JOCKOW, MYJIbTUMEAUMHON CUCTEMOM.

[Tpu 3aHATHAX C OOYYAIOUIUMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMH I[IPEyCMOTPEHO UCIIOJIb30BaHUE B
JCKIIMOHHBIX U y4eOHBIX ayAUTOPHUAX BO3MOKHOCTH IPOCMOTPA YAAIEHHBIX 00BEKTOB (HaIIpUMep, TEKCTa
HAa JIOCKE WM CJaif/la Ha 3KpaHe) MPpU MOMOIIY BUICOYBETUUHUTENCH 7151 KOM(GOPTHOTO IPOCMOTpA.

[Tpu 3aHATHAX C 0O0y4YaIOLIMMUCS ¢ HAPYLIEHHUSIMH OIIOPHO-ABUIaTeIbHOIO almapara HCIOJb-
3YIOTCS aJIbTepHATHUBHBIEC YCTPOMCTBA BBOAA MH(OPMAIIUU U IpYrHe TEXHUUECKHE CPe/ICTBA IprueMa/miepe-
naun yuyeOHOM MHPOpPMaU B JOCTYIHBIX (popMax, MOOMIIBHOW CHCTEMbI OOYUEHUs UIs JIIOJCH ¢ UHBA-
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JINAHOCTBIO.

14. OIIeHO‘lHLIe MaTepHuajJabl  METOAUYECCKUEC PEKOMEHIAUHU MO OPraHu3alluv U3yYCHUA
AUCHHUITINHBbI

14.1. Couepmalme OLICHOYHBIX MATCPHAJIOB U METOANIECCKUEC PEKOMECHAAIIUH
I[J'ISI OLCHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I N YPOBHsA OCBOCHHA 3aKPCIIJICHHBIX 3a HHCHHHHHHOﬁ
KOMITCTCHITHUM HCIIOJIB3YIOTCA OLCHOYHBIC MaTCpHUajibl B COCTABE!

14.1.1. TecToBbIe 3a7aHUA
Bormpoc 1.
Kakue cereBble ycTpOHCTBa COOTBETCTBYIOT CETEBOMY YpoBHIO Mozeiu OSI?
a) KommyraTopsl
b) MapmipyTu3zaTopsl
a) TeneBU3MOHHBIE TPUCTABKU
b) MexceTeBble SKpaHbI

Bompoc 2.

MapupyTtuzanus — 3T0 ONpPeAeICHHE:

a) HAaWJTyYIIMX MaplIpyTOB JIOCTABKH IepelaBaeMbIX JaHHBIX B INIOOATBHON CeTH

b) caMbIX JelIeBbIX MOCTABIIMKOB YCIYT CBS3U C TIOMOIIBIO KOHKYpCa

C) HaWJIyYIIUX MapUIpyTOB AOCTAaBKH IEPEAABAEMBIX JaHHBIX B JIOKAJIBHOM ceTn

d) Hamnny4iero npoiecca B ONEPalMOHHON CUCTEME ISl BHIITOJHEHUS Mepeaayn JaHHBIX

Bomnpoc 3.

Kaxkoii ypoBenb mozenin OSI oTBedaeT 3a MapuIpyTH3aluio MAKETOB B CETAX MepeIau JaHHbIX?
a) [Ipuknannoit

b) CeaHcoBbIi

¢) KananbHbrit

d) CereBoit

Bompoc 4.

[Tomp3oBatens aemaet 3anpoc B moruckoBoit cucteme duckduckgo.com (mouckoBast cucrema, He CO-
Ouparolas JaHHBIX O 3allpPOCcax MOJIb30BATENS ISl TOKa3a €My BIIOCJIECICTBUU TEMAaTHUYECKOH pEKIaMbl).
Kaxoit Homep moprta Oyznet ykaszad B noje «[lopT momyuaTens» cermMeHTa nepeiaBaeMbIX TaHHBIX, OTIPAB-
nennbix cepBepy duckduckgo.com?

a) 53

b) 5060

c) 80

d) 3389

Bomnpoc 5.1Tonb30Barens ¢ HOMOLIbI0 HHTEPHET-0pay3epa MpocMaTprBaeT HECKOJIBKO CTaTel ceTe-
BOTO pecypca «Bukunenus» Ha pa3HbIX BeO-CTpaHUIIAX.

a) KomOMHaIms Kakux JaHHBIX CITy»KEOHBIX 3aroJOBKOB OIPEJEIIseT, Ha KaKoi 3arpoc Mojib30Ba-
TCJIA OTHPABUTDH 3allpallMBAaCMBbIC JTJAHHBIC, 1 HA KaKHUX Be6-CTpaHI/IHaX nux OTO6pa)KaTL

b) YuukansHOCTB [P-aipecoB oTmpaBuTens u moxydaTesns

¢) HonomxutensHoe moje B 3arojoBke [P-makera, conmepikaiiee YHUKaIbHBIM HIEHTU(DUKALIMOH-
HBI HOMEP

d) Coxer — ynukanbHass komOuHaius [P-agpecoB ydacTHHKOB 0OMEHa JaHHBIMH, U MOPTOB, UHU -
LUAIU3UPYIOIINX CETEBBIE PUIIOKEHUS

Bompoc 6.

[udpoBanne kakux naposiel BBIMOIHIETCS ¢ TOMOIIbIO KOMaH bl enable secret?
a) BCE HACTPOEHHBIE MapOJIU

b) maposib MPUBHIETUPOBAHHOTO PEXKMMA

C) MapoJib KOHCOJIBHOM CTPOKU
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d) mapons ctpoku VTY

Bomnpoc 7.

Kakue nBa yTBep)KICHHUS O MOJIB30BATEIECKOM PEXHUME SBISIOTCS BepHbIMU? (BriOepure nBa Ba-
pHaHTa OTBETA.)

a) JlocTynHBI BCe KOMaHbl MapLIIPyTH3aTOPA.

b) ocTyn K pexxuMy riodanbHON KOH(GUTYpaIli MOYKHO TOIYYUTh C TOMOIIBIO0 KOMaH 6! enable.

¢) DTO pEXUM IO YMOTYAHHIO TIPH ITEPBOM 3aITyCKe HEHACTPOSHHOTO MapIIpyTH3aTopa.

d) B aToM pexume MOKHO HacTpauBaTh HHTEP(EHCH U TPOTOKOIBI MAPIIPYTU3ALIUH.

e) s mpocMoTpa B 3TOM peXHMe JOCTYIHBI TOJIBKO HEKOTOPHIE acIeKThl KOHPHUTYPAIMi MapI -

pyTuzaropa.

Bompoc 8.

Kakass komMaHIa HE TO3BOJIUT MPOCMOTPETh BCe He3amm(poBaHHBIE MApPOIH, COACPIKAIIUECS B
KOH(UTYpalMoHHOM (aiisie B BUJIe OOBIYHOTO TEKCTa?

a) (config)# enable password secret

b) (config)# enable secret Secret Password

¢) (config-line)# password secret

d) (config)# service password-encryption

e) (config)# enable secret Encrypted Password

Bomnpoc 9.

YTo MCHoNb3yeT CeTeBOM aJIMUHHCTPATOp JUIsl M3MEHEHHS KOH(UTIYpaluu Ha MapUIpyTH3aTope
Cisco?

a) MaHesb YIpaBJICHUs

b) IOS

C) KOMaHHY10 cTpoky Windows

d) mpoBomauk Windows

e) cepsep DHCP

Bompoc 10.

AJIMUHHCTpATOP TOJIBKO uTO M3MeHmW [P-anpec unTepdeiica Ha yCTPOUCTBE C ONEPAIMOHHON CH -
cremotii I0S. Uro eme He0OX0aMMO CAeNaTh, YTOOBI M3MEHEHHS BCTYIIIIA B CHITY Ha 9TOM yCTpOicTBe?

a) CkonupoBark TEKYIIYIO KOUIo ¢aina koHpurypamuu B ¢haii 3arpy304Hor KOHPUTYpaInu.

b) CxonmpoBarh cBeieHUs U3 (aila 3arpy304HOil KOHPUTYpAIUH B TEKYIIYIO KOMUIO (aiia KOH-
burypanuu.

c¢) Ilepe3arpy3uTh JaHHOE yCTPOMCTBO M BBECTH Y€S, KOIZla CUCTEMA MPEAJIOKUT COXPAHUTH KOH-
burypanuro.

d) Hukakux DONOJMHUTENBHBIX AeWcTBUI He TpeOyercs. M3MeHeHHs KOHQHUrypaluu Ha YCTpPOii-
CTBE ¢ oneparuoHHoi cucteMoi [0S BCTymsT B crily cpa3y nociie KOppEKTHOTO BBOAA JAaHHON KOMAaH]IbI
Y Ha)KaTus KiaaBuIM Enter.

Bompoc 11

Kakoe ycTpoHCTBO BBIMIOJTHSIET POJIb IIT03a, MTO3BOJISISL Y3JIaM OTIIPABIISATh TPAPUK K YAAICHHBIM
[P-ceTsim?

a) cepsep DNS

b) cepsep DHCP

C) JIOKQJILHBIN MapIIpyTHU3aToOP

d) noKkanbHBI KOMMYTATOP

Bompoc 12

KakoBa 1ienp HacTpoHKH ajjpeca 1UI03a 1Mo YMOJYaHUIO B MapaMeTpax KOHQUrypaluu KoMMyTa-
TOpa JJ1s1 IPOU3BOJICTBEHHOM ceTn?

a) Y3I1bl, MOJKIIIOYEHHbIE K KOMMYTaTOPY, MOTYT UCIIOJIB30BaTh apec U032 0 YMOIUYAHUIO KOM-
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MyTaTopa Ijis IEPECHUIKU MTAKETOB K YIaJI€HHOMY MECTY Ha3HAYCHUS.

b) Jlns coenuHeHUsT KIMEHTOB 1Mo mpoTokony Telnet m SSH ¢ kommyTaTropom 1ut03 1mo ymosda-
HHUIO 3TOI'0 KOMMYTATOpa AOJIZKCH 6BITB JOCTYIICH.

¢) Ha HacTpoeHHbI anpec U032 MO YMOIYAHHIO OTIPABIISIOTCS MAKETHI, OTHPABISIEMbIX JTaH-
HBIM KOMMYTAaTOPOM B YAAJICHHBIC CCTHU.

d) On npenocTaBisieT aapec CASAYIONMIETro MITI03a I BCero TpaduKa, IPOXOIAIIEro Yepe3 TaKou
KOMMYTaTOp.

Bompoc 13

Kakoii IPv4-anpec MokeT MCTMOIB30BaTh y3€I JJI 3X0-3ampoca Ha uHTepdenc oOpaTHON MEeTIn
(loopback)?

a) 126.0.0.1

b) 127.0.0.0

¢) 126.0.0.0

d) 127.0.0.1

Bompoc 14

Kakue nBe 3 nmepedrciieHHbIX HIDKE (QYHKITUI PEIOCTaBISIOT CeTeBOM ypoBeHb? (BriOepure nBa
BapHaHTa OTBETA.)

a) MEPEeHOC JTaHHBIX MEXAY Mpolleccamy, UCTIOIHIEMbIMU Ha Y3JIaX-UCTOUYHUKAX U y3j1ax-ajapeca-
Tax

b) nprcBOCHNE OKOHEUHBIM YCTPONCTBAM YHHKAIBLHOTO CETEBOTO HICHTU(HKATOpa

C) pa3MellIeHHEe TaHHBIX B CETEBOM cpele

d) HanpaBneHNe MaKeTOB IaHHBIX K y3JIaM-aJipecaraM, paclojOKEHHBIM B IpeeniaX Ipyrux ceTeu

€) oOecreueHre BhIJCIEHHBIX CKBO3HBIX MOIKIIOYCHUH

Bompoc 15

['ne mporpamma 3arpy3ku Mapuipytusaropa umet oopasz 10S mo ymomgaHuio Bo BpeMs mporiecca
3arpy3ku?

a) ¢uren-namMsTh

b) NVRAM

c) O3y

d) I13y

Bompoc 16

Kakoe mone B 3aronoBke IPv6 npu nepenavye MaHHBIX W3 WHTEPAKTUBHBIX MPWIOKCHHUH (HATpH-
Mep, IPUIOKEHHUH JJIs1 TOTOKOBOTO BOCIIPOU3BEACHHS 3BYyKa U BHI€0) MOXKHO MCIOJIb30BaTh JIJIsl OTIPAB-
KU MapIIpyTU3aTopaM U KOMMYTaTOpaM COOOIIEHUS 0 HEOOXOIUMOCTH COXpPaHEHHsI TOTO e IyTH JIJIs ma-
KETOB B XOJI€ OJTHOTO U TOTO K€ ceaHca OOMeHa TaHHBIMU?

a) Cnemyromuii 3aroJIOBOK

b) MeTtka nmoToka

¢) Knacc tpaduka

d) AuddepenmpoBannble yCayru

Bompoc 17

Kakas gactb agpeca ceTeBoro ypoBHs UCIONIB3YETCS MapIIPYTU3aTOPOM JIsl IEPECHUIKU MTaKETOB?
a) y3710Basl 4acTh

b) mmpokoBemaTeIbHBINA aIpec

C) cereBasi 4acTh

d) agpec nutro3a

Bomnpoc 18

Kak nMeHHO ceTeBOW ypOBEHb HCHOJIB3YeT 3HAYCHHWE MAaKCHMAJIBHOTO pa3Mepa OJIOKa JaHHBIX

(MTU)?
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a) s onpenenenus 3Hadenuss MTU ceTeBoil ypoBeHb mHonaraercs Ha 0ojiee BHICOKOPAHTOBBIC
YPOBHH.

b) UroOsr 3amath 3HaueHne MTU, ceTeBoll ypoBeHb IOJIaraeTcsl Ha YPOBEHb KaHaJla JaHHBIX, a
TaKXKe U3MEHSIET CKOPOCTh NEepefaun JaHHbIX AJI1 KOPPEKTHOM nepenadn OJOKOB JaHHBIX Ha KaHAJIbHOM
ypoBHe ceteBoit mogenu OSI.

¢) MTU nepenaércs cereBoMy YPOBHIO IMOCPEACTBOM KaHAIBHOTO YPOBHSI.

d) CereBoii ypoBenb urHopupyetr MTU i yBearueHHsI CKOPOCTH TOCTABKH.

Bompoc 19

Crniennanuct no oO0CIyKUBaHUIO CETeH NUAarHOCTUPYET CETEBOE MOIKIIOUEHUE MEXKIY KOMITbIOTE-
poM U ynaneHHbIM y3i1oM ¢ azapecoM 10.1.1.5. Kakas xomanja (mpu ee 3amycKe Ha KOMIIBIOTEPE I0A
YIIpaBJICHUEM OlepannoHHoN cuctembl Windows) OyaeT oToOpakaTh IMyTh K yIaICHHOMY y3i1y?

a) trace 10.1.1.5

b) traceroute 10.1.1.5

d) tracert 10.1.1.5

¢) ping 10.1.1.5

Bomnpoc 20

Uro sBisieTCs OMHUM U3 CaMbIX 3((EKTUBHBIX WHCTPYMEHTOB OE30MaCHOCTH, MPeIHA3HAYCHHBIX
JUJISL 3aIUTHI OJIb30BATENIEH OT BHEIIHUX yIrpo3?

a) MEKCETEBBIE IKPaHbI

b) MapuipyTusarop ¢ paboTalIMMUMK CEpBUCAaMU ayTeHTU(UKAITIH, aBTOPU3AIUH U yIeTa

¢) patch-cepBepsl

d) metomap! mm$poBaHMs MapoIeH

14.1.2. Dx3aMeHALMOHHBIE TeCThI
[TpuBeneHsl MpUMEpHI TUTIOBBIX 33/IaHUN U3 OaHKA HK3aMEHAIIMOHHBIX TECTOB, COCTABJICHHBIX IO
MIPOMICHHBIM pa3ieiaM JTUCITUTUINHBI

Bomnpoc 1

Kakue noptel TpancnoptHoro yposHs Mozenu OSI cootBeTcTByIOT ceTeBoMy cepBucy HTTPS?
a) 80, 8080, 8008.

b) 443.

c) 161, 162.

d) 53, 54.

Bompoc 2

VYrunura Netstat ciryxuT aiist:

a) OYMCTKHU KdIIIa UHTEPHET-Opay3epa.

b) nostyueHus: CBEACHUN O COCTOSHUU CETEBBIX COCAMHEHUM, KOHKPETHO, 00 aKTUBHBIX COKETaX.
C) U3MEPEHUS MapaMeTPOB MPOXOKJICHUS JAHHBIX OT OTIIPABUTENS K IOTyYaTeo.

d) hopmaTrpoBaHUs )KECTKOrO AUCKA KOMIIbIOTEPA.

Bomnpoc 3

Jlis TpaHcmopTa KakuxX JaHHBIX OOBIYHO Hcmoib3yeTcst npotokon UDP TpancnopTHOro ypoBHs
monenu OSI?

a) L{udposas tenedoHust 1 HOTOKOBOE BHUJIEO.

b) I[Ipotokon UDP He ucnonb3yercs st AOCTaBKH JTAHHBIX.

¢) HTTP (Web-npunoxenust), FTP, nepenaua snexkrponnoii mourst (SMTP, IMAP).

d) UDP ne saBnsieTcss pOTOKOJIOM TPAHCIIOPTHOTO YPOBHSI.

Bompoc 4

Ha xakom unTepdeiice koMmmyTaTopa aIMUHUCTPATOP IOJIKEH HACTpOuTh [P-ampec mis BO3MOXK-
HOCTH YJAIEHHOTO YIPABICHUS 3TUM KOMMYTaTOpOoM?

a) FastEthernet0/1
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b) VLAN 1
c) vty 0
d) console 0

Bomnpoc 5

Kaxkoii mpoTokoa 0OTBEYaeT 3a YIpaBJICHHE pa3MEPOM CETMEHTOB M CKOPOCThIO 0OMEHa CerMeHTa-
MU MEX]y BeO-KIMEHTOM U BeO-cepBepomM?

a) TCP

b) IP

c) HTTP

d) Ethernet

Bomnpoc 6

Heo0xoauMo HacTpOWTh MapUIPYTU3ATOP TaKMM 00pa3oM, YTOOBI OH OCYIIECTBIISII MapuIpyTHU3a-
o B mipenenax oomactu O OSPF. Kakue komaHpI HEOOXOAUMO IS 3TOTO BHIMONMHUTE? (BeiOepuTe aBa
BapUaHTA.)

a) RouterA(config)# router ospf 0

b) RouterA(config)# router ospf 1

¢) RouterA(config-router)# network 192.168.2.0 0.0.0.255 0

d) RouterA(config-router)# network 192.168.2.0 0.0.0.255 area 0

e) RouterA(config-router)# network 192.168.2.0 255.255.255.0 0

Bomnpoc 7

Kaxkoe yTBepxxkaenue o mapmpyruszanuu [Pv6 sBisieTcs npaBuibHbIM?

a) Mapmpyrtu3zanus [Pv6 Bkirouena Ha mapuipyTtuzaropax Cisco 1o yMOTYaHHIO.

b) IPv6 nognepkuBaet Tosbko mpoTokonbl Mapmpytuzanua OSPF u EIGRP.

¢) Mapuipytsl IPv6 oToOpaskatoTcs B TOM ke Tabiauiie MapIIpyTH3aluy, YTO U MappyTsl [Pv4.

d) IPv6 ucnionb3yeT JIOKaabHBIN KaHAJIBHBIN aipec coce/iel B KaueCTBE aapeca CIeyIoero nepe-
X0/a Ui JUHAMUUYECKUX MapUIpyTOB.

Bompoc 8

Korma kommytarop Cisco momy4aeT kaapbl 0e3 METOK Ha MaructpaibHbii mopT 802.1Q, kakoi
unentudukarop VLAN ucnonb3yeTcs o yMOTYaHHIO U1l KOMMYTaluu Tpaduxa?

a) Heucnone3yemsrit upeatudukarop VLAN.

b) Unentudukarop codbcrBennoit cetn VLAN (native VLAN).

¢) Unertudukarop cetn VLAN nepenaun nansbix (data VLAN).

d) Unentuduxarop cetn VLAN ynpasnenus (management VLAN).

Bomnpoc 9

JIBa COTpyIHMKa OTHena Mpojak paboTaloT ¢ MOPTaTHBHBIMH KOMIBIOTEPAMH MOCMEHHO M HC-
noJb3yioT B oduce onun Ethernet-mopt. Kakoit Habop KomMaH MO3BOIUT MCIIONB30BaTh AaHHbIN Ethernet-
HOPT TOJIBKO 3THUM JIByM KOMITBIOTEpaM ¥ CO37aTh 3alMCh B JKypHAJIEC HAPYIICHUH 3alIUTHI O€3 OTKIIOYE-
HUS TIOpTa B CIIy4yae aTaku?

a)

switchport mode access

switchport port-security

b)

switchport mode access

switchport port-security

switchport port-security maximum 2

switchport port-security mac-address sticky

switchport port-security violation restrict

¢)

switchport mode access
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switchport port-security maximum 2
switchport port-security mac-address sticky
d)

switchport mode access

switchport port-security maximum 2
switchport port-security mac-address sticky
switchport port-security violation protect

Bompoc 10

Kakoii MeTronm koMMyTanuu OTOpachiBaeT Kajphl, He mpomeamme npoBepky FCS (koHTposbHas
cyMMa Kazpa)?

a) KommyTrarnus 6e3 rpaHwuir.

b) Kommyrarus 6e3 Oydepuzanum.

¢) bydepuzamus BxogHOTO 11OpTA.

d) Kommyranus ¢ Oydepusanueii makeros.

Bompoc 11

Ha xakux aByx mHTepdeicax WM MopTax MOXKHO YCHIUTh MEpbl O€30MacCHOCTH, BBHIIIOJHUB Ha-
CTpOHKYy cucTeMHOTo TaiiMayTa? (BriOepuTe 1Ba BapraHTa OTBETA. )

a) uarepdeiicel Fast Ethernet

b) mopTeI KOHCONMH

C) moceaoBareabHble HHTEP(EHCHI

d) moptsI vty

e) lopback-untepdeiico

Bomnpoc 12

AJIMUHUCTPATOpP XOYET BBHIMOJHUTH PE3EPBHOE KOMMPOBAHME KOH(PHUTYpaIlMOHHOTO (aiima mMapii-
pytuszatopa Ha USB-HakonuTenb, MOAKIIOYEHHBINA K TaHHOMY MapiipyTu3aropy. Kakyro komany HeoOxo-
MO HUCTIOJIb30BaTh CETEBOMY aJMUHUCTPATOPY, YTOOBI YOSAUTHCS, UTO JaHHBIM MapLIpyTU3aTOP YCIEI-
HO pacrnio3Hai 3ToT USB-Hakonurtens?

a) pwd

b) cd USB

¢) dir flashO:

d) show file systems

Bomnpoc 13

Kak cnenyer nepexBatuTh MOTOK Tpaduka, YTOObI HAMITYUYIIUM 00pa3oM MOHATH MOJIENb Tpaduka
B ceTn?

a) B IEPUO/Ibl HU3KOTO YPOBHS 3arpy>KEHHOCTH

b) B meproapl MaKCUMAJIBHON 3arpyKEHHOCTH

C) TOJBKO KOT/Ia OH MPOXOIUT OCHOBHOW CETMEHT CETH

d) xorma Tpaduk GOpMHUPYIOT MTOJIb30BATETH

Bomnpoc 14

Kakoii crioco6 cuutaercst HanOomnee 3((HEKTUBHBIM Ui MUHUMU3AIHUKA TIOCIEACTBHIA aTaKu BU-
pyca-uepBs?

a) CMEHa CUCTEMHBIX napoJjei kaxasle 30 quei

b) obGecrnieyeHre BCEX CUCTEM OMMCAHUSIMHU CaMBIX MTOCJIEHUX BUPYCOB

C) HACTPOWKA B CETU CEpBHCA ayTEHTU(PUKAIINHN, ABTOPU3ALIUU U YIeTa

d) 3arpy3ka 0OHOBJICHHI CUCTEMBI O€30MaCHOCTH C BeO-caiiTa MOCTABIIMKA ONEPAIIMOHHON CUCTE-
MBI U UCTIPABIICHUE BCEX YS3BUMBIX CHCTEM

Bompoc 15
OnuH u3 BeO-CaiTOB HE OTBEUAET HA 3aMpOChl Ha KOoMIbIoTepe noj ynpasiennem Windows 7. Ka-
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KYI0 KOMaH/y MOXKET UCIIOJIb30BaTh TEXHUYECKUI CHEIMAIIKCT, YTOOBI OTOOpa3uTh KaKUe-INOO KAIIUPO-
BaHHbIe 3armucu DNS s 3Toit Be6-cTpaHutib?

a) ipconfig /all

b) arp -a

¢) ipconfig /displaydns

d) nslookup

Bomnpoc 16

Kaxoit a¢ppexr umeer mapamerp established B pacimpennom ACL-cnincke?

a) 3ampeniaeT MoCTYIUICHHE BCErO BXOAIIETO TpadHKa B CETh.

b) Pazpemaer noctyruieHue BHEIIHETO TpaduKa B CETh, TOJIBKO €CIIU OH SIBJSIETCS YacThbIO CYIIE-
CTBYIOILIETO COCJMHEHNS C BHYTPEHHUM Y3JIOM.

c¢) Paspemaer BHEIIHUM MCTOYHMKAM OTNpaBKy 1o [P-azpecaM MCTOYHUKOB B CETH HEXENATEIb-
HBIX 3aIIPOCOB HA NPEIOCTaBICHNAE JAHHBIX.

d) Pa3zpemaer nepenady tpaduka u3 pa3pemEHHOro agpeca UCTOYHUKA JTI000MY ajpecy Ha3Haye-
HUS 32 IPEJCIIaMU CETH.

Bomnpoc 17

KakoBo Ha3HaueHHe HESBHBIX 3alMCell KOHEYHOM KOMaHIbl permit icmp any any nd-na u permit
icmp any any nd-ns npu co3nanuu ACL-crrcka [Pv6?

a) Pazpemuts npeobpazosanue [Pv6 8 MAC-anpec.

b) PazpemmTs nepechlIKy makeToB MHOTOQIPECHON pacchuiku [pvo.

¢) Pa3zpemmTh aBTOMaTH4YEeCKyIO0 HAaCTPOMKY azapeca.

d) Pazpemmts nepecpuiky nakero ICMPv6.

Bomnpoc 18

Kakasg xomaHza MO3BOJISIET CETEBOMY aJMUHUCTpATOpy NpoBepuTh [P-aapec, Ha3HAYEHHBIN KOH-
kpetHoMy MAC-anpecy?

a) Router# show ip dhcp binding

b) Router# show ip dhcp pool

c¢) Router# show ip dhcp server statistics

d) Router# show running-config I section_dhcp

Bomnpoc 19

Kaxkoit BHyTpeHHuii nokanbHbIi [P-agpec Oynet ucnonb3oBatbest pu Hactpoiike NAT st mapi-
pytuzaropa Cisco?

a) [P-agpec BHyTpeHHETrO0 y371a, KaK OH IIPEJICTABIISIETCS BO BHEIIHEN CETH

b) IP-ampec BHemHero y3i1a, Kak OH IPEJICTABISETCS BO BHYTPEHHEH CEeTH

c¢) IP-agpec BHyTpeHHEro0 y351a, KaKk OH IIPEICTaBIISIETCS] BO BHYTPEHHEN CETH

d) Hactpoennsii [P-anpec, Ha3HaYCHHBIN Y371y BO BHEIIIHEH CETH

Bomnpoc 20

CeTeBoil agMUHUCTPATOP HACTPAMBAET MOTPAHUYHBIA MapUIPYTHU3aTOP C MOMOIIBIO KOMAaH/IbI
R1(config)# ip nat inside source list 4 pool corp. Kakoit ACL-cincok HE0OXOIUMO HACTPOUTH JIJISI BBI-
MIOJIHEHUSI 3TON KOMaHIb1?

a) Crucok 1ocTymna ¢ KMEHEM COTp, ONPECIISIFONTNI HadaabHbIE M KOHEUHBIC myonudHbIe [P-anpe-
ca.

b) Criucok q0CcTyIa ¢ UMEHEM COrp, ONPEIEISIONINN YaCTHBIC aapeca, Ha Kotopbie BimsieT NAT.

¢) Criucok roctymna ¢ HoMepoM 4, onpeesSionil HadaabHble U KOHeuHble myonuunble [P-agpeca.

d) Criucok goctymna ¢ HoMepoMm 4, onpeeISIFOITNI YacTHBIE ajpeca, Ha KoTophie BiuseT NAT.

14.1.3. TeMmbl KOHTPOJILHBIX padoT
[TpoekTrpoBaHKE U TEXHUUECKOE COIIPOBOXKIEHUE KOMIIBIOTEPHBIX CETEMN
Bomnpoc 1
Coker — 3710:

CornacoBaHa Ha noptane Ne 44634 19



a) KomOuHaIus mopToB MPUIIOKEHHH, y4aCTBYIOIIUX B OOMEHE TaHHBIMHU.

b) CtanmapTHBIN KOMIUIEKT 00OpYIOBaHMS, UCIIOIB3YEeMOTO TOJb30BaTeeM il pabOThl B CETH
WNHurepuer

¢) YHukanpHas KoMOWHAIMs opToB U [P-anpecoB oTnpaButens u mosydaress

d) Yaukanpuast komOunarus [P-angpeca u MAC-anpeca

Bompoc 2

Kakoe makcumanbHOE 3HaUYCHHE MOXET MMETh IMOPT B CIIY)KEOHOM 3arojloBKE TPAaHCIIOPTHOTO
YpOBHs Mojienu?

a) 65535.

b) 4096.

c) 256.

d) 32768.

Bompoc 3

TpancnoptHblil ypoBeHb Monenu OSI:

a) onpeaeIseT JOTMCTUYECKYIO CBSA3b MEXAY KOMIIBIOTEPAMHU OTIIPABUTEIIS U IIOTy4YaTeIs.

b) sBNIsieTCS yCTapeBIIMM, HA CETOTHSIIHUN J€Hb HE UCIIONB3YETCA MPH Nepeiade JaHHbIX.

C) CIIYKHUT JJI BBIYUCIICHUSA CTOUMOCTH YCJIIYT CBSA3H.

d) oTBevaer 3a UACHTUPHUKAMIO MPUIOKEHUN OTHPABUTENS U MOIydarTensi, C MOMOLIbI0 HOMEPOB
IOPTOB B CHy)K€6HI>IX 3arojJOBKax.

Bompoc 4

HazoBuTe 1Be XapakTEpUCTHKH MacIITaOMpyeMoi ceTH (BRIOEpUTE 1Ba BApUAHTA).
a) ObICTpas meperpyska npu yBeInueHUH Tpaduka

b) HapanmBaHue pasMepa 6e3 ymepoa 111 UMEIOIIHNXCS T0JIb30BaTesei

C) HE TaK HAJIC’KHA, KaK HEOOIbIIas CETh

d) 1ns Hee MOAXOMAT MOMYJIBHBIC YCTPOUCTBA, JOMYCKAIOIINE PACIIHPEHHE

€) mpeanaraeT OrpaHMYeHHOE YUCIIO MPUIIOKESHUH

Bomnpoc 5

CoTpyaHHK XO4YeT MOJYYUTh YAAJICHHBIA JOCTYH K CETH OpraHU3aliy, 00ecreurB Mpy 3TOM Mak-
CUMalibHyI0 Oe3omacHocTh. Kakasi ceTeBas TEXHOJOTHS TO3BOJUT COTPYIHUKY MOIYYHUTh O€30MacCHBIH
YIQJICHHBIN TOCTYI K KOPIIOPATUBHOM CeTH?

a) ACL

b) IPS

c) VPN

d) BYOD

Bomnpoc 6

Kakue Tpu ycTpoiicTBa cUMTarOTCS OKOHEUHBIMU YCTpoiicTBamu B cetu? (Bribepure Tpu BapuaH-
Ta.)

a) MapIlIpyTU3aTop

b) kKoMMmyTaTOp

¢) renedon VolP

d) kamepa BuI€OHAOTIOIEHUS

€) TOuKa J0CTyIa

f) okoneunoe yctpoiictBo cuctemsl TelePresence

Bomnpoc 7

Komnemx cTpouT HOBOE OOLICKHUTHE HAa TEPPUTOPHM Kamilyca. Paboune KOmarT 3eMIiro, 4TOOBI
MIPOJIOKUTH HOBBIN BOJOIIPOBOJI IJIsi 00IIEeKUTHSA. PaOOTHHK CciTydaliHO TOBPEK1aeT ONTOBOJIOKOHHBIHN Ka-
0enb, COCMHSAIONINH 1Ba AEHCTBYIOMIMX OOIIEKUTHS C LIEHTPOM 00pabOTKM JaHHBIX Kamiyca. HecMotps
Ha TO 4TO Kabeyib OBUI mepepes3aH, CTYACHTHl HE UMENH JIOCTyIa K CeTeBBIM CEepBHCAM JIMIIb OYEHb KO-
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POTKHIA OTPHIBOK BpeMeHHU. O KaKoi XapaKTePUCTHKHU CETH 3/1eCh UIET Peub?
a) kauecTBO oOcyxuBanus (QoS)
b) macmTabupyemMocTb
¢) 6e30MmacHOCTh
d) oTKa30yCTONUNBOCTH
€) IeJIOCTHOCTh

Bomnpoc 8

Yro Takoe riodanbHas ceth (WAN)?

a) ceTeBasi HHPPACTPYKTYpa, IPEeAHAZHAYCHHAS ISl XPAHEHUS, TOTYYEHHS U PETUIMKAILINH JaHHBIX

b) cereBas uH(ppacTpykTypa, KOTOpas NPEAOCTABIAET JOCTYI K APYTHUM CETSIM B OOIIMPHOM Treo-
rpadgudeckoit ooiacTu

) cereBast MH(PACTPYKTYpa, OXBATHIBAOLIAsi OrPAaHUYCHHOE (PU3UUECKOE MPOCTPAHCTBO, HANIPH-
Mep, TopoJ

d) cereBas uH(ppacTpykTypa, KOTOpasi MpeaoCTaBIsieT JOCTYI K CETH B HEOOJIbIION reorpadudye-
CKOM o0nacTu

Bomnpoc 9

AJMHMHUCTpATOP TOJIBKO 4TO M3MeHuN [P-aapec nnTepdeiica Ha ycTpoiicTBe ¢ ONEpaloOHHOMN CH -
cremoit IOS. Yto eme He0OX0AUMO CeNIaTh, YTOOBI U3MEHEHUS BCTYIIIIA B CHITY Ha 3TOM YCTPOMCTBE?

a) CkonmupoBaTh TEKYLIYIO KOMUIO (haiina KoHPHUrypauu B ¢ailsl 3arpy304Hoi KOHPUTYpaAIUH.

b) CkomupoBarh cBeficHUs U3 (paiiyia 3arpy304HON KOH(UTYpAIMK B TEKYIIYIO KOMHUIO (haiiyia KOH-
durypanmm.

c¢) [lepe3arpy3uTh TaHHOE YCTPOMCTBO M BBECTU Yy€S, KOI/a CUCTEMA MPEATIOKUT COXPAHUTH KOH-
¢durypanuio.

d) Hukakux MOMOTHUTENBHBIX NEUCTBHUM He TpeOyercs. M3MeHeHus KoH(UTypaluu Ha YCTPOM-
CTBE ¢ onepaunoHHoi cucrtemoil IOS BCTymAT B cuily cpa3y mocje KOPpeKTHOTO BBOAA TaHHOW KOMaH/IblI
1 HaxkaTus KinaBumu Enter.

Bomnpoc 10

Kakue nBa yrBepxkaenus o nonb3oBatenabckoM pesxkume EXEC Bepubl? (Boibepure 1Ba BapuaHTa.)

a) JOCTYITHBI BCE KOMAH/Ibl MapIIpyTH3aToOpa

b) moctym K pexxuMy r100anbHOTO KOH(GUIYPHPOBAHUS MOXHO HMOJIYYHUTH C TIOMOIIbIO KOMaH[bI
enable

C) KOMaH/IHasi CTPOKA YCTPOMCTBA B 3TOM PEKUME 3aKAHUMBACTCS CUMBOJIOM <)

d) B 9TOM pexxumMe MOXKHO HaCTpauBaTh MHTEP(PEHCHI U TPOTOKOIBI MAPIIPYTH3aTOPa

€) TOJIbKO HEKOTOpBIE aCHEeKThl KOH(UTYpaluu MapUIpyTU3aTopa IOCTYIHBI JJIs MPOCMOTpa B
ITOM pEKUME

14.1.4. Tembl J1a0opaTOpHBIX padoT
JlaboparopHas paboTa «AHAIU3 CETEBOTO TpapuKay.
Jlabopatopnas pabota "Komangnas ctpoka. [mob6ansnas cetb Uatepuer. [lonckoBsie cuctemsr"”
JlaboparopHas padoTta «DNEeKTpOHHAS MTOYTa ¥ HOBOCTHBIE JICHTHI».

14.1.5. MeTonnyeckue peKoMeH AU

VYueOHbIil MaTepuan uznaraercs B Gpopme, MPErnosiaraoneil caMoCTosSTeIbHOE MBIIUIEHUE CTY-
JEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosiTeNibHAs paboTa CTYAEHTOB UIPAeT PELIAIOLIyI0 POJib B
X0JIe BCEro yueOHOro nporecca.

Havate m3ydyeHue AMCHUIUIMHBI HEOOXOAMMO CO 3HAKOMCTBa C pabodell mporpaMMoOl, CIHUCKOM
y4eOHO-METOMYECKOr0 U MporpaMmHoro otecrneuyenus. CamocTosTeNnbHast paboTa CTyAEHTa BKIIOYACT
paboTy ¢ yueOHBIMU MaTepUajaMu, BBIIIOJHEHHE KOHTPOJIbHBIX MEPOIPHUITHH, IPEIyCMOTPEHHBIX yueO-
HBIM IJIAHOM.

B mpouecce nzyuenus AUCUMITIMHBL Ui JTYYIIEr0 OCBOGHUS MaTepuana HeoOXOIUMO PErysipHO
oOpalatbCs K peKOMEHyeMOl TUTepaType U NCTOUHUKAM, YKa3aHHBIM B YU€OHBIX MaTepuaiax; Mmojib30-
BaThCs 4epe3 KaOMHET CTyIEHTa Ha caiiTe YHHBEpPCHTETa 00pa3oBaTebHBIMU PECYpCaMU AJICKTPOHHO-
OMOMMOTEYHOU CHUCTEMBI, a TaKXe OOIIEJOCTYMHBIMA HMHTEPHET-MOPTANIAMH, COACPKALIUMH HAy4HO-
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HOMYJISIPHBIC U CTIEHUAIN3UPOBAHHBIC MaTEPUAIIbI, TOCBAIIEHHBIC PA3TMYHBIM aCIIeKTaM y4eOHOH AUCIH -
TUTHBI.

[Tpu caMOCTOATETFHOM U3YYEHUHU TEM CIIEAYHTE PEKOMEHAALUSAM:

- YTEHHE WM MPOCMOTP Marepuaja HeoOXOIMMO OCYHIECTBIATh MEUICHHO, BBIIEINSAS OCHOBHBIC
UJIeW; HA OCHOBAaHMHU M3YYE€HHOT'O COCTaBUTH Te3HChl. OCBOMB MaTepuall, MOMbITATHCSI COOTHECTH TEOPHUIO
C IPUMEpPaMH U3 TPAKTUKY;

- €CJIM B TEKCTE BCTPEYAIOTCS TEPMHUHBI, CIEIyeT BBIACHUTHh MX 3HAYCHUE JJIS TIOHUMAHUS Jajh-
HEWIlIero MaTepuana;

- HEOOXOIMMO OCMBICIIMBATh IPOYUTAHHOE U U3YYEHHOE, OTBEYATh Ha MPEI0KEHHBIE BOIPOCHI.

CTyzaeHTBl MOTYT TOJIydaTh MHAWBUAYaJbHbIC KOHCYJIBTAIMH C HCIIOJIb30BAaHUEM CPEACTB Tele-
KOMMYHUKAIHH.

[lo pucumIuIMHE MOTYT IPOBOANTHCS JJONOIHUTEIBHBIC 3aHATHS B (popme BeOnHapoB. Pacnincanue
BeOMHAPOB MyOIMKYyeTCs B KaOMHETEe CTYJICHTa Ha caiiTe YHUBEpcUTeTa. 3arich BeOMHapa ImyOlIuKyeTcs B
AIIEKTPOHHOM KypcCe IO AUCIUIUINHE.

14.2. TpeOoBaHus K OLIEHOYHBIM MaTepPHAJIAM VISl JIUI] ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMMU
310POBbS1 1 HHBAJIH/I0B
s aui ¢ orpaHMYEHHBIMUA BO3MOKHOCTSIMU 3/I0POBBSI M1 MHBAJUIOB MPEIyCMOTPEHBI TOTOTHH -
TEJIbHBIC OLIEHOYHbIE MaTepUalIbl, IEPEUCHb KOTOPBIX yKa3aH B Tabmuie 14.
Tabmuua 14 — JlononHUTENbHBIE MaTepHallbl OLIEHWBAHUS ISl JIUI C OTPAaHUYEHHBIMH BO3MOXXHOCTSIMU
310POBbsI 1 HUHBAIUIOB

Kareropun Bunbl 10NOAHUTETBHBIX OLEHOYHBIX @DopMbI KOHTPOJISI U OLIEHKU
00y4JaroLIXCsl MaTepHasoB pe3ynbTaToB 00y4eHUs

TecTbl, MUCEMEHHBIE CAMOCTOSITEIIEHBIC
paboThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE pabOTHI

C napyueHusmMu
ciyxa

[IpenMy111eCTBEHHO MMCHMEHHAs
IIPOBEPKa

C nmapymenussimu | CobecesioBaHHe 10 BOIpocaM K 3a4eTy, | [IpenMyIecTBeHHO YCTHas MPOBEpKa

3peHus OTIPOC IO TEPMUHAM (MHIMBUAYATIBHO)
C HapyuieHus MU Pemienne AuCTaHIIMOHHBIX TECTOB,
OTIOPHO- KOHTPOIbHBIC Pa0OTHI, MUCbMEHHbIE | [IpenMylnecTBeHHO AUCTaHIIMOHHBIMU
ABUTATCIIBHOT'O CaMOCTOATCIIBHBIC pa60TI)I, BOIIPOCHI K METOaaMU
ammapata 3a4ery
C orpannuenusiMu 1o | TecTbl, MUCbMEHHBIE CAMOCTOSATEIbHBIE [IpenmyiiecTBEHHO MPOBEPKA
OO0IIEeMeTUITTHCKIM paboThI, BOTIPOCHI K 34Ty, METO/IaMH UCXOJISl U3 COCTOSHHUS
IIOKa3aHUusIM KOHTPOJIbHBIC pa6OTI)I, YCTHBIC OTBEThI o6yan0merocsl Ha MOMCHT IIPOBCPKU

14.3. MeTroauyeckue peKOMEHIAUMH 110 OLEHOYHBIM MATEepPHaIaM JIsl JIUL € OTPAHUYEHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

Jnis M ¢ orpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBBSI M MHBAIUIOB TPEAYCMATPHUBACTCS JI0-
cTynHas (hopMma Mpe0CTaBICHUS 3aJaHUI OLIEHOUHBIX CPEJICTB, @ UMEHHO:

- B IeyaTHou (opme;

- B IeYaTHOU (popMe C YBETUUEHHBIM MPUDTOM;

- B (hopMe INIEKTPOHHOTO TOKYMEHTA;

- METO/IOM YTEHUS ACCUCTEHTOM 33/1aHUS BCIYX;

- IIPEJOCTABIICHUE 3a/1aHUsl C UCTIOJIb30BAaHUEM CYpPJIOTIEPEBO/IA.

Jluam ¢ OrpaHMYeHHBIMH BO3MOXHOCTSIMU 3/I0pOBbsI M MHBAJIMJAM YBEIMUYUBAETCS BpeMs Ha
MOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. i1 TakuxX 00y4aromuxcsi MpeIycMaTpiuBaeTCsl TOCTYII -
Hast (popMa MpeoCTaBICHHs OTBETOB Ha 3a/1aHUs, @ UMEHHO:

- MUCbMEHHO Ha OyMmare;

- Ha0Op OTBETOB Ha KOMIIBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIb30BAHUEM YCIIYT ACCUCTEHTA;

- MIPEJICTABICHUE OTBETOB YCTHO.

[Tpouenypa oueHUBaHUS Pe3yJIbTATOB OOYUYEHHUS JIUI] C OrPAaHUYEHHBIMU BO3MOXHOCTSIMU 3710PO-

CornacoBaHa Ha noprtane Ne 44634 22



Bbsl M1 MHBAIMJOB M0 JUCLUIUIMHE MpeIyCcMaTpUBAET MpeAocTaBiIeHue nHpopmManuu B Gopmax, aJanTH -
POBaHHBIX K OTPAHUYCHUSM X 370POBBS i BOCTIPUATHS HHPOPMAIINH:

JI1s1 i1 ¢ HApyIIeHUSIMM 3PeHust:

- B (hopMe ANIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOM (hopMe YBEITMYCHHBIM HIPHUPTOM.

JI1s1 JIMI ¢ HApYIIEHUSIMHM CJIyXa:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (opme.

JI1s1 1M1 ¢ HApYIIEHUSIMM ONIOPHO-ABUTaTe/ILHOI0 annapara:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B Ie4yaTHoOU opme.

[Tpy HEOOXOMUMOCTH /IS JIUI] C OTPAHUYCHHBIMHA BO3MOXXHOCTSIMH 3/I0POBbS 1 MHBAJIUIOB TIPOIIE-
Jlypa OIICHUBAHUsI PE3yJIbTaTOB 00yUICHHUST MOXKET MPOBOUTHCS B HECKOIBKO ATAIOB.
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