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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ:{pbl
npotokot Ne 6 oT « 15 » 5 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (cnemuanbHOCTH) 09.03.01 HWHopmaTka W BBIYUCIHWTENbHAS TEXHUKA, YTBEP)KICHHOTO
12.01.2016 rona, paccmoTtpena u onoOpena Ha 3aceganuu kadenpsl KUBOBC «  » 20
rojyia, mpoToKoi Ne
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3aBenyromuii odecrieunBaroen kag.
KHMB2BC A. A. lllenynanos

Pabouast mporpaMma qUCHUIIIMHBI COTJIacOBaHa ¢ (paKkyJIbTETOM U BhITyCKaromel kadenpoii:

Hexan ®BC JI. A. KoznoBa
3aBenyromnuii BeITycKaroIen kag.
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
[lenbto mpenojaBaHusl AUCUUIUIMHBI «CEeTH U TEJIEKOMMYHUKAIMW» SBISETCS TEOpeTHYecKas U
MH)KEHEepHasi [OJIr0TOBKA cllymaresieid B 0071acTH MPOEKTUPOBAHUSA UH()OPMAIIMOHHO-TEIEKOMMYHHUKALIU -
OHHBIX CE€Tel M CUCTEM PA3JINYHOr0 Ha3HAYEHUS,
B 00JecTH 00OCHOBAHUS NMPHUHUMAEMbIX MPOEKTHBIX PELICHHUH, OCYIIECTBIUICHUS MOCTAHOBKU U
BBITIOJIHEHUSI HKCIIEPUMEHTOB 0 MPOBEPKE UX KOPPEKTHOCTU U 3(P(HEKTUBHOCTH, ydacTue ciaylaTenei B
HACTPOMKE U HaJIaJKe IPOrpaMMHO-aNIapaTHBIX KOMIIJIEKCOB.

1.2. 3agaun JIMCHMIIINHBI
— H3ydeHne oCHOB OCTpOEHUSI KOMIIBIOTEPHBIX ceTel, moaenu OSI.
—  l3ydeHune TeXHOJIOTUI MOCTPOEHUS JTOKAIbHBIX CETEH.
— V3ydeHue TeXHOJIOTUI OCTPOECHHUS IT100aTBHBIX CETEH.
— VI3ydeHue ceTeBhIX CEPBUCOB JOKAIBHBIX U IOOATBHBIX CETEH.

2. MecTo nucuuiiiuebl B cTpykrype OIIOII
Hucuuminna «Cetu u tenekommyHukaiuu» (b1.B.O/1.8) otHocutcs x 6moky 1 (BapuaTuBHas
4acTh).
[TpenmecTByOIKUMU TUCHMIUIMHAMY, (OPMHUPYIOLUIMMH HayajbHbIE 3HaHUS, sABIstOTCA: MHPOD-
MaIMOHHbIe TexHonoruu, MoaenupoBanue cucreM, OniepaliluoOHHbIE CUCTEMBI.
[Tocnenyromumu TUCHUIUIMHAMY SIBIISIOTCS: AHAIUTUYECKHE METO/BI MpoekTupoBanus, Mudop-
MaI[MOHHO-aHAJIUTUYECKHE CUCTEMBI yrpaBieHus, [Ipenumiomnas npakTuka.

3. TpeGoBanus K pe3yJibTaTaM 0CBOEHMS JUCUMIIIIMHbBI

[Tponecc n3yueHus JUCUMIUIMHBI HapaBieH Ha (JOPMUPOBAHUE CIEAYIOIUX KOMIIETSHIUI:

— OIIK-4 CrnocoGHOCTh yd4acTBOBaTh B HACTpOilke M HajlaJKe MpOorpaMMHO-aNnapaTHbIX
KOMIIJIEKCOB.;

— IIK-3 Cnoco6HocTh 000CHOBBIBATH MPUHUMAEMBIE MTPOEKTHBIE PEIICHUS, OCYUIECTBIATH MO-
CTaHOBKY U BBINOJIHATH SKCIIEPUMEHTBI [0 IPOBEPKE UX KOPPEKTHOCTH U IPPEKTUBHOCTH. ;

B pesynpTare u3ydeHus IUCIHUIIMHBI 00YJalOMIUNACS TOJIKEH:

— 3HATh JTAJOHHYIO MOJEIb B3aUMOJECHCTBUSA OTKPBITBIX CHUCTEM, METOAbl KOMMYTAlUH M
MapILIpyTH3aLUU, CETEBbIE IPOTOKOJIbI; CUTHAJBI 3JEKTPOCBS3H, INPUHIMIBI MOCTPOEHUS CUCTEM U
CpPEICTB CBSA3U.

— yMeThb NIPOBOAMTH aHAJIMU3 IOKA3aTesIell KayecTBa CETEW M CHCTEM CBSA3M; OTCJIEKUBATH TEH-
JEHIUH Pa3BUTHS CUCTEM U CETEH 3JIEKTPOCBSI3U, BHEIPEHMSI HOBBIX TEXHOJIOTUM IIOCTPOCHUSI CETEH.

—  BJAJIeTh METOAMKON aHaln3a CETEeBOro Tpauka; HaBbIKAMH aHAJIN3a OCHOBHBIX XapaKTepH-
CTHK M BO3MOXHOCTEH TE€JIEKOMMYHHUKAIIMOHHBIX CUCTEM I10 NIEpeade ONEepaTUBHBIX U CIIELUAIbHBIX CO-
OOLICHUIA.

4. O0beM IUCHUILIMHBI U BUABI Y4eOHOI padoThl
OO0m1ast TpyI0EMKOCTh AUCIUIUIMHBI cOCTaBisieT 7.0 3aU€THBIX €IMHUIIBI U MPEJICTaBICHA B Ta0JIM -

%Zgﬁlld.ua 4.1 — Tpya0eMKOCTb JUCIUTUIMHBI

Bunel yueOHOI nesTebHOCTH Bcero gacos Cemectpsl

7 cemecTp

AynuTopHbIe 3aHATHS (BCETO) 90 90
Jleknun 36 36
JIaGoparopHble paboThI 36 36
KonTpoas camocTosTensHON paboThl (KypcOBOM MPOEKT / 18 18
KypcoBasi paboTa)
CamocrosTenbHas paboTa (Bcero) 126 126
OdopmiieHre 0TYETOB 110 JIA0OPATOPHBIM paboTam 54 54
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[TpopaboTka JIEKITMOHHOTO MaTepraia 72 72
Bcero (0e3 ax3aMeHa) 216 216
IToaroroBka 1 caya sK3amMeHa 36 36
OO6miast Tpy1I0€MKOCTb, 4 252 252
3auetHbie EquHutb 7.0 7.0

5. Conepxxanue I1MCUMILIHHBI

5.1. Pa3zgesbl AUCHUIIMHBI 1 BUALI 3AHATHI

Pazniensl TUCIUIUTAHEI ¥ BUBI 3aHATHN PUBEACHBI B Ta0muiie 5.1.
Tab6muma 5.1 — Pasgensl AUCHUIUIMHEL U BUABI 3aHSITHH

_ (]
= o a2 =
- oy . S =
ol . N . Q 5] =
O ol O S = e
> ) s T3 2 0
HazBanus pa3aenoB 1UCHUIUIMHBI i a, =2 a o 2 &5
= S - s g 0O = E
= ~ S | 28 53
© e =
7 cemecTp
1 OcHOBHBIE TOHATHUS HH()OPMAITHOHHBIX 8 0 18 24 32 |OIIK-4, IIK-3
ceren
2 OCHOBBI MIOCTPOEHUSI COBPEMEHHBIX JIO- 8 16 36 60 | OIIK-4, [IK-3
KQJIBHBIX CETeU
3 CpenctBa peaan3aiud MEKCETEBOT0 12 16 32 60 | OIIK-4, [IK-3
B3aMMOJICHCTBUS
4 TlepcrieKTUBHBIE HANPaBIICHUS Pa3BU- 8 4 34 46 |OIIK-4, IIK-3
TS ¥ IPOOJIeMbl HH(OPMALIMOHHBIX Ce-
Ten
Hroro 3a cemectp 36 36 18 126 216
Uroro 36 36 18 126 216
5.2. Conep:kanue pa3ieioB IMCUUILIUHBI (110 JIEKIUIM)
ConepxaHue pa3aesnoB JTUCHUIUIMH (110 JIEKIUSAM) IPUBEACHO B Tabmuie 5.2.
Tabmuua 5.2 — CozpeprkaHue pa3ienaoB JUCLHUILIKH (110 JIEKIHUSIM)
3 z S
3 = =
Z > 5
Ha3zBanus paznenos CopeprkaHnue pa3aesoB TUCHUTIIAHBI (110 JICKITUSIM) zF &5
o S g
X g =
Y o 2
= o
7 cemecTp
1 OcHOBHBIE NOHATHS IIpeamer, uens U conepkaHue TUCUMILIAHGL. McTopus 2 OIIK-4,
nH(pOpPMaMOHHBIX ceTell |pa3BuTus cereit OBM. MecTo 1 posib BEIUNCIUTENb- [IK-3
HBIX CETEN B COBPEMEHHOM MHpe. OCHOBHBIE TOHATHS
u TepMuHoJiorusi. OOuMe npeacTaBIeHs O BEIUUCIIH-
TEJILHOM CETH. BbIUMCIUTENBHBIE CETH U pacIpeie-
JeHHble cucTeMbl. OCHOBHBIE MTPOOJIEMBI TIOCTPOEHUS
cereil. Tononorus cerei. udopmarionHsie pecypcbl
ceTeil, ceTeBble CIyXKOBbI.
Oo1u1ee nmoHATHE 00 HEPAPXUUECKOH CTPYKTYpe Ipo- 2
TOKOJIOB. [[pMHIIMIIBI MHOTOYPOBHEBOM OpraHU3aluN
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JIOKAJBbHBIX U III00aNBHEIX ceTeid DBM. Monenu u
CTPYKTYpBI HHPOPMALIMOHHBIX ceTeit. Moaens OSI.
YpoBuu mozenu OSI. CtaHmapTHBIE CTEKH KOMMYHU-
kannoHHbBIX npotokonoB. (TCP/IP, IPX/SPX, OSI,
NetBIOS/SMB).

Crannaptuzanus B cetsix. Kimaccudukanms cran-
naptoB. OcHOBHBIE BUBI ceTeld. Kitaccudukanus Bbi-
YUCIIUTEIbHBIX ceTel. JIoKaabHbIE U TTI00aILHBIE
cetu. Cetn pabouux rpyIi, OTJAEIOB, KAMITYCOB, KOp-
MopaTUBHBIC CETH. TpeOOBaHUs, IPEIbSIBIIEMBIE K
COBPEMEHHBIM BBIYUCIUTEIBLHBIM CETSIM.

MeTo/bl ¥ TEXHOJIOTUH MTPOSKTUPOBAHUS CPEJICTB
TernekoMMyHuUKauil. CTpykrypuszanuu cetu. Puznye-
CKasl ¥ JIOTHYECKas TOIoJIornu ceTe. OCHOBHOE KOM-
MYHHKAIIHOHHOE 000py/I0BaHKE (CETEBBIC aAanTephl U
KOHIIEHTPATOPHI, MOCTBI U KOMMYTATOPbI, MapIIPYyTH-
3aTOpBHI).

Hroro

2 OCHOBBI TOCTPOEHUS
COBPEMEHHBIX JIOKAJIbHBIX
ceren

@u3nuecKuil ypoBeHb Nepeaauu JaHHbIX. KaHamsl
CBSI3HM. XapaKTEPUCTUKU KaHAJIOB CBA3H. MeToabl
nepeaayu TUCKPETHBIX AaHHBIX. JIornueckoe Koaupo-
BaHUE. ACHHXPOHHAsI U CHHXPOHHAs II€PEIayn.
Wepapxus B kabenbHOU cucteme. CTpyKTypUpOBaH-
Has KaOellbHas CUCTEeMA.

KananbHelii ypoBeHb niepeiaun 1anHbix. Kongurypa-
LMY JIOKAJIbHBIX BBIYMCIUTEIBHBIX CETEH U METO/bI
nocryna B HUX. CTpykTypa U GyHKIIUH JTOKAJTBHBIX
cereil. LleneBoe Ha3HaYeHNE U MIEPCIIEKTUBBI CTaHJAp-
TU3alLlMU B JIOKaJIbHBIX ceTax. CoaepxaHue cTaHapra
IEEE 802.

Bazosrie Texnoornn nokaibHBIX ceTeil. IEEE 802.2
Ethernet. IEEE 802.5 Token Ring. ANSI FDDI. O60-
PYIOBaHUE JIOKAJIBHBIX CETE.

[IporpaMMHBIe cpencTBa TeleKOMMYyHUKauuu. CTpyk-
Typa IporpaMMHOTro 00ecIrie4eHus JOKaJIbHOU CEeTH.
Knaccudukarus nporpaMmHoro obecredeHus jao-
KaJIbHBIX ceTell. [[puHINIBI TOCTPOEHMS CETEBOTO
IIPOrPaMMHOI0 00ECTIeYeHUs U CETEBBIX ONEepPaIOH-
HbIX cucTeM. CpaBHUTENIbHBIN aHAJIU3 ONEPAllMOHHBIX
cucTeM pasznuuHoro tumna. Kiaccudukanus cepBepos.
[IpoextupoBanue cereit 9BM 1o npuHIMITY «KJIWEHT-
cepBep».

Htoro

OITK-4,
TK-3

3 CpenctBa peanu3anuu
MEKCETEBOT0
B3aMMOJEHCTBUSA

Kondurypanuu rinodansHbix ceteit 9BM 1 MeToIbI
KoMMyTaluu B HUX. CeTeBoil ypoBeHb Nepeaun 1aH-
HbIX. [locTpoeHue cereii Ha OCHOBE CETEBOIO YPOBHSI.
[Tpuniuner mapmpyruzanuu. [P-anpecanus. [Iporo-
KOJTbI Mapipytusanuu. OyHKInu U Kiaccuduxamnms
MapIIpyTU3aTOPOB.

Peanmaum[ MEKCETEBOI'O BSaHMOHeﬁCTBHH cpeacrBa-

OITK-4,
TK-3
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mu TCP/IP. Ctpykrypa creka. KnaccoBas u 6ec-
KyaccoBas anpecanus. [lopsaok pacnpenenenus I1P-
anpecos. [Ipuniunel mapuipyruszanuu B [P-cetax.
[TpoTokosbl MapuIpyTU3aIMK BHYTPEHHHUX IIUTIO30B
RIP u OSPF. [IpoTokon MapiipyTr3aliui BHEITHUX
nutio30B BGB. Oto6paxenune [P-agpecoB Ha okaib-
Hble agpeca. ARP npotoxkon. [Tonsitue nomena. [lo-
MeHHas azapecanus B [P-cetsax. DNS nportokor.

[Ipotokon IPv6. IIpoToKOIIBI TPAaHCIIOPTHOTO YPOBHS 4
TCP u UDP.
CeteBble MPOrpaMMHBIE U TEXHUYECKHUE CPEJICTBA. 2
MeHeDKMEHT B TEJIIEKOMMYHUKAITMOHHBIX CHCTEMaX.
Hroro 12
4 TlepcrieKTUBHBIE CoBpeMEeHHbIEC TEH/ICHIIMN PAa3BUTHSI TEJIEKOMMYHHUKA- OIIK-4,
HAIPaBJICHUS Pa3BUTHUSA U | ITMOHHBIX CUCTeM. MHTeTpalus pa3nuyHbIX TUIIOB Ce- [TK-3
poOIeMBbI Tel U ceTeBbIX CiIyk0. becrpoBoiHbIe ceTu.
MHGOPMAITMOHHBIX CETEH
(popmanro CCTCH | OGecneueHne 6E30MACHOCTH TENEKOMMYHUKAIHOH- 4
HBIX CBSI3€U U aJIMUHUCTPATUBHBIN KOHTPOJIb.
[TpoGiieMbl cekpeTHOCTH B ceTssx DBM 1 MeToIbI
Kpunrorpadum.
Hroro 8
Hroro 3a cemectp 36

5.3. Pa3nenbl JMCUMILNIMHBI M MEKIMCUMILUINHAPHBIE CBA3H ¢ 00eceYnBAKIIMMH (MPeAblTyIIUMH)
U obecneynBaeMbIMU (MOCJIEYIONIUMH) TUCHUIIMHAMHA

Paznenbl qUCHUIITUHBL U MEXIUCIUIUIMHAPHBIE CBSI3U C 00€CTIeYMBAIOIIMMHU (TIPEABIAYIIUMU) U
obecrnieunBaeMbIMHU (TTOCIIEIYIONUMHI ) AUCITUTUIMHAME TPEICTABICHBI B TabmuIe 5.3.
Tabmuna 5.3 — Pa3aensl AMCHUIUIMHBL U MEXIUCITUIUIMHAPHBIE CBS3H

Ne pa3genoB qaHHONM NUCHMIUIMHBL, 7151 KOTOPBIX
HEOOXOAMMO M3YYeHUE 00ECTICUMBAIONINX 1
Haumenopanye MCIUIITHE 00ecreunBaeMbIX TUCHUIIINH
1 2 3 4
[IpeamecTByromue TUCHUTITUHBI
1 MadopManinoHHbIE TEXHOJIOTUH +
2 MoaenupoBaHue CUCTEM +
3 OnepaloHHbIE CUCTEMBI +
[Tocnenyromuye TUCITUTITUHBI

1 AHanuTHYECKHE METO/IbI TPOEKTUPOBAHUS + + +
2 NadopmManinoHHO-aHATUTUIECKHUE CUCTEMBI 4 n N
YIPaBJICHUS
3 [IpenaumuioMHas mpakTUKa + + + +

5.4. CooTBeTCcTBHE KOMIIETEHINI, (POPMHUPYEMBIX IPH H3YYCHUHU AUCUMIIMHBI, 1 BUA0B 3aHATHI
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MpPHU HM3YYEHUH IUCIUIUIMHBI, ¥ BHUIOB 3aHATHA
npezcTaBiIeHo B Tabmuue 5.4.
Ta6muma 5.4 — CoOTBETCTBHE KOMIIETEHIINN, (DOPMUPYEMBIX TIPU M3YUYECHUH JAUCIUTUINHBI, U BUIOB 3aHS -

THH

Bunwl 3ansatuit

(I)OpMLI KOHTPOJIA
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Jlek.

Jlab. pab.
Cawm. pa0.

Eq Kommerenmmn

o

+ | KCP (KIT/KP)

_|_

Ok3ameH, Otyer 1o abopa-
TOpHOM pabote, Onpoc Ha
3aHATHSX, 3alluTa Kypco-
BBIX TIPOEKTOB / KYPCOBBIX
pabor, Tect, OT4er no Kyp-
COBOMY IIPOEKTY / KypCOBOM
pabote

I1K-3 +

Ok3ameH, OTueT no Jadbopa-
TOpHOH pabdoTte, Onpoc Ha
3aHATHUAX, 3alIUTa KYypCo-
BBIX TIPOEKTOB / KYPCOBBIX
pabor, Tect, OT4Uer 1o Kyp-
COBOMY IIPOEKTY / KypCOBOM
pabore

6. UuTepakTHBHBIE MeTOAbI U (OPMBI OPraHU3aANNU 00yUeHUsI
He npenycmorpeno PVYII.

7. JIaGopaTtopHbie padoThI

HaumeHnoBanue nabopaTopHbIX paboT npuBeaeHo B Tabauue 7.1.
Tabmuna 7.1 — HaumeHnoBanue 1ab0opaTopHbIX paboT

3 =
2 ==
Z 25
]
HasBanus paznenos HaumenoBanue nabopaTtopHbIx padboT zF &5
- 2 5
> sz
o Q Z
~ S
7 cemecTp
2 OCHOBBI TOCTPOCHUS MopenupoBaHUe CETEBBIX YCTPOMCTB U MPOTOKOJIOB B 4 OIIK-4,
COBPEMEHHBIX JIOKAJIbHBIX | JIOKAJIBHBIX CETAX I1K-3
T N
cere Hactpoiika noakitouenus y3na k cetu. CTek mpoTo- 4
kos10B TCP/IP. Ilpuknanneie npoTokoinsl ceth MHTep-
HeT.
Cetu Microsoft Windows. YnpaBieHue ceTeBbIMU pe- 4
cypcamu B OJJHOPAHI'OBOM CETH.
Cetu Microsoft Windows. Active Directory. Ynpasiie- 4
HUE CEeTEBBIMU PECYpPCAMH KOPIIOPATUBHON CETH.
I'pynmoBbie OIUTUKH.
Hroro 16
3 Cpencta peanuzauuu | MogenupoBaHue 0a30BbIX CIY>KO U MPOTOKOJIOB OIIK-4,
MEKCETEBOT0 MapuIpyTH3aluu B TII00ATBHBIX CETIX [1K-3
B3aUMOACHCTBUS
3aMozIeHe bazosie ciyx0b1 cetn MaTepuer. DHCP. DNS. IIpo- 4
TOKOJIbI MapIIPYTH3ALIUH.
[Ipuknagueie cmyx0bl cetn MaTepHET. HacTpoiika 4
Web- u FTP-cepBepos.
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[Ipuknagueie cmyx0bl ceTn MHTepHET. HacTpoiika 4

cepBepa IEKTPOHHOM MOYTHI.

Hroro 16
4 IlepcieKTUBHBIE AHTHBUpYCHas 3amuTa. [lepcoHabHBIE CETEBBIE OIIK-4,
HaIlpaBJIeHUs Pa3BUTUS U | IKPAHBI [1K-3
pOoOGIIEMBI _ | Mroro 4
MH(POPMALMOHHBIX ceTei
Hroro 3a cemectp 36

Tabymie 9.1.

8. IIpakTuyeckue 3aHATUSA (CEMUHAPDI)
He nmpenycmorpeno PVYII

9. CamocrosiTesibHasi padoTa
Bunsl camocTosiTenbHOM paboThI, TPYAOEMKOCTh U (hOpMUpPYEMbIe KOMIIETCHIIUU MTPEICTABICHEI B

Tabmuia 9.1 — Buabl caMOCTOSTEIbHOM paboThl, TPYAOEMKOCTh B (HOPMUPYEMbIe KOMIETECHIHH

3 @]
= z S
S i
Bunael camocrosTensHON ; > 0
Haspanwus paznenon " = DopMbI KOHTPOJIS
paboTEI L s 2
= g =
a e g
= S
7 cemecTp
1 OcHOBHBIE TOHSATHS [TpopaboTka JIEKITMOHHOTO 12 |OIIK-4, |Omnpoc Ha 3aHsATUSIX, TecrT,
MH(POPMALMOHHBIX CeTeH | MaTepuana [1K-3 OK3amMeH
[IpopaboTka TeKIHOHHOTO 12
Marepuaia
Hroro 24
2 OCHOBBI TOCTPOCHUS [TpopaboTka JIEKITMOHHOTO 16 |OIIK-4, |Ompoc Ha 3aHsATUsIX, OT-
COBPEMEHHBIX JIOKAJIbHBIX | MaTepuasa [K-3 4eT 1o JabopaTopHOi pa-
ceTen OQOPMICHHE OTIETOR 110 20 oote, Tect, DK3aMeH
naboparopHbIM paboTam
Hroro 36
3 Cpencta peanuzanuu | [IpopaGoTka JIEKITMOHHOTO 16 |OIIK-4, |Ompoc Ha 3ausTusax, OT-
MEKCETEBOI0 Marepuaa [IK-3 4eT 1o 1abopaTopHoil pa-
B3aUMOCHCTBHUS te, Tect, Dk3ameH
3aMMONeHC OdopmiteHre 0TIETOB TIO 16 Gote, Tect, Dxsame
JabopaToOpHBIM paboTam
Hroro 32
4 TlepcrieKTUBHbBIE [TpopaboTka JIEKITMOHHOTO 16 |OIIK-4, |Ompoc Ha 3aHsATHsIX, OT-
HaIpaBJIeHUs Pa3BUTHUS U | MaTepHraia [1K-3 4eT 1o 1abopaTopHOil pa-
POOTIEMBI _ | Odopmerre 0TuETOR 110 18 oote, Tect, DK3aMeH
HHQOPMAITUOHHEIX CeTel nabopaTopHbIM paboTam
Hroro 34
Hroro 3a cemectp 126
[ToaroroBka u cnava sK3a- 36 DK3aMeH
MEHa
Hroro 162
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10. KypcoBoii npoekrt / kypcoBasi padota
TpynoeMKoCTh ayAUTOPHBIX 3aHATUN U POPMUPYEMbIE KOMIETEHIIMM B paMKaX BBIIIOJIHEHUS Kyp-
COBOTO IPOEKTa / KypcoBO# paboThI npencTanieHs! Tabmuue 10.1.
Tabmuma 10.1 — TpymoeMKOCTh ayAUTOPHBIX 3aHATHH ¥ (POPMHUPYEMbIC KOMIIETCHIIUN B paMKaX BBITIOTHE -
HUsI KYPCOBOTO MPOEKTa / KypCOBOM padOThI

3 =
S P=a=t
Z > 5
HanmenoBanue ayqMTOpHBIX 3aHATUI s &5
o E
= g s
a o 2
= Sl
7 cemecTp

[ToctanoBka 3a1aun.O030p CYIIECTBYIONIUX PEIICHUN U TEXHOJIO- 18 OIIK-4, T1K-3

ruil.Onrcanne npeuIokeHHOro pemeHus. TectupoBanue npeaio-

KCHHOT'O pelICHHs.3aKI0YCHHE.

Hroro 3a cemectp 18

10.1. TembI KypCOBBIX IPOEKTOB / KYPCOBBIX padoT

[TpumepHas TeMaTHKa KypCOBBIX IPOEKTOB / KYpCOBBIX paloT:

— IlpoexTupoBaHH€ JOKAIbHBIX U paCIpeIeIeHHbIX CETEl TUIIOBBIX KOH(UTYypaLuii;

— IlpoexTupoBaHHE M HACTpPOIKa CUCTEMBI yIpaBlieHHs] CETEBBIMHU pecypcaMu Ha 6asze Active
Directory;

— IlpoexTupoBaHHe W HACTPOIIKa KOMMYHHMKALIMOHHBIX CEPBUCOB Ha 0a3e CTaHAAPTHBIX CIYKO
cetu MHTEpHET;

— Pa3paboTku KIHEHT-CepBEpHOIO MPUIIOKEHHUS;

— IlpoexTupoBaHHe M HACTPOHKA CETEBBIX XPAHWJIMII U CETEH AOCTyNa B BUPTyaJbHOW MH(pa-
CTPYKTYpE.

11. PeiiTuHroBasi cucreMa JJisi OLlEHKHU YCIIeBaeMOCTH 00y4aromuxcst

11.1. banibHbIe OLEHKH AJI51 3JIEMEHTOB KOHTPOJIA
Tabmuia 11.1 — banabHble OLEHKH [T SJIEMEHTOB KOHTPOJISI

. N MaxkcuMaibHbIN
. MaxkcumanbHbI MaxkcumanbHbI
OneMeHTH! yueOHOU 6aJu1 3a epuoA Bcero 3a
6amn Ha 1-yto KT ¢ | 0ami 3a nepuoa
IESITENbHOCTH mexnay 2KT u Ha cemMecTp
Hayana ceMectpa | mexay 1KT u 2KT
KOHEI[ CeMecTpa
7 cemecTp
3amuTa KypcoBbIX IIPOEK- 5 5 10 20
TOB / KypCOBBIX paboT
Ormpoc Ha 3aHATUAX 5 5 5 15
OTyer 1o KypcoBOMy 5 5 5 15
MPOEKTY / KypcoBOii pabo-
TE
OtyeTt no nabopaTopHO 5 5 10 20
pabote
Hroro makcumym 3a nepu- 20 20 30 70
on
DK3aMeH 30
Hapacraromum utorom 20 40 70 100
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11.2. IlepecyeTt 0a/1J10B B OLICHKH 32 KOHTPOJIbHbIC TOYKH
[Tepecuet 6amIOB B OLIEHKHU 32 KOHTPOJIBHBIE TOUKH MpeCTaBiieH B Tadymie 11.2.
Ta6muma 11.2 — IlepecueT 0ansioB B OLIEHKU 32 KOHTPOJIbHBIE TOUKH

basnel Ha 1aTy KOHTPOJIBHOW TOYKH Onenka

> 90% ot MakcuManbHOU cyMMBbl OaiioB Ha gaty KT 5

Ot 70% no 89% ot makcumasbHOM cymMbl OaiioB Ha aaty KT

Ot 60% 10 69% OoT MakcUMaIbHOM cyMMbl OaisioB Ha naty KT

SR

< 60% oT MakcuMaIbHOU cCyMMBbI OauioB Ha naty KT

11.3. IlepecyeTr cyMMbI 02/1710B B TPAAULHOHHYIO M MEKITYHAPOIHYIO OLEHKY

[TepecueT cymmbl 6aIOB B TPAAULIMOHHYIO U MEXIYHAPOIHYIO OLEHKY MpEACTaBIeH B TaONuIe
11.3.

Tabmuma 11.3 — Ilepecuer cymMMbl OaJIOB B TPAAUITMOHHYIO M MEXKTYHAPOJIHYIO OIICHKY

HtoroBas cymma 0aos,

Onenka (I'OC) YYMTHIBAET YCHEIIHO CAAHHBIN Onuenka (ECTS)

9K3aMEH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (oTIIMYHO)
85 -89 B (ouenb xoporiiio)

4 (xopoI1o) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBnerBoputeiabHO)

3 (yZIOBJIIETBOPUTENHHO) (3aYTEHO) 60 - 64 E (HocpeicTaento)
2 (HEYROBIIETBOPHTENLHO) (e Huxe 60 6ammon F (HeynoBneTBOpUTENHHO)

3a4TEHO)

12. YueOHO-MeTOAM4YecKOe M HHGOPMALMOHHOE o0ecneyeHne JUCHMIITTHHbI

12.1. OcHoBHas1 JIMTEpaTypa
1. Omnudep, Buktop I'puropreBuy. Komnbiorepusie cetu: [IpuHIMMIBI, TEXHOIOTHUH, TPOTOKOJBI :
yaeOHoe nmocobue amns By30B. - CII6. : [Tutep , 2006. - 960 c. (manuune B 6ubmrorexke TYCVYP - 92 7k3.)
2. IlatuGparos, Anekcanap IlerpoBuu. BeruncnuTenbHble CUCTEMBI, CETU U TE€IEKOMMYHUKALIUN
: yaeOHUK Ui By30B. - M. : ®uHaHcel 1 ctatuctuka , 2006. - 558[2] c. (manuuue B 6udmotexke TYCYP -
90 »k3.)

12.2. lonoiHuTEIbHAS JIUTEpPaTypa
1. boiiuenko, Ban BanentunoBuy. Cetu OBM u TenexkommyHukanuu : YdyeOHoe mocoOue. -
Tomck : TYCYP, 2007. - 240 c. (mamuuue B 6udmmorexke TYCVYP - 47 3k3.)
2. [Ileckosa, CBemnana AnekcanapoBHa. CeTu U TeIEKOMMYHHKAINH | Y4eOHoe mocodue is BY-
30B. - M. : Axagemus , 2006. - 349[3] c. (mamuuue B 6udmmorexke TYCVYP - 30 5k3.)

12.3. YueOHO-MeTOAHIECKHE ITOCOOUS

12.3.1. O6s3aTe/ibHbIE Y4eOHO-METOANYECKHE MOCOOUSs
1. T.A. Ilpackypun. MeTtoauyeckue yKkazaHus 1Mo 1a00paTopHbIM, CAMOCTOATEIBHBIM paboTam U
KypcoBoil paboTe cTyneHToB 1o nucuuruinae "CeTu W TeleKOMMYHUKauu'". [DNeKTpOHHBIN pecypc] -
Pexxum poctyma: http://kibevs.tusur.ru/sites/default/files/upload/work progs/pga/seti.pdf (mara obparie-
Hus: 28.06.2018).

12.3.2. YuyeOHO-MeTOAMYECKHE OCOOUS ISl JIUI] C OTPAHUYEHHBIMH BO3MOKHOCTSIMU 310POBbS U
HHBAJIHI0B
Y4eOHO-METOIMYECKIE MaTepUaIbl IJIsi CAMOCTOSTEIFHOM M ayTUTOPHON pabOThl 00YJarOITUXCS
U3 yuciia Jun C OI‘paHI/I‘-IeHHBIMI/I BO3MOXKXHOCTAMHAU 3I[OpOBB$I 1 MHBAJIMIOB HpeI[OCTaBJISIIOTCSI B (bopMax,
aJJaNTUPOBAHHBIX K OTPAHUYCHHAM UX 37I0POBBS U BOCIIPHUATHUS HH(DOPMAITHH.
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JI1s1 M1 ¢ HApyIIeHUsIMM 3PeHust:

- B (hopMe ANIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOM (hopMe YBEITMYCHHBIM HIPUPTOM.

JI1s1 JIMI ¢ HApYIIEHUSIMHM CJIyXa:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (opme.

JI1s1 1M1 ¢ HApYIIEHUSIMM ONIOPHO-ABUTaTe/ILHOI0 annapara:
- B (hopMe AIIEKTPOHHOTO JIOKYMEHTA;

- B Ie4yaTHoOU opme.

12.4. IIpo¢eccuonasibHbie 0a3bl JAHHBIX U HH(POPMALMOHHbIE CIIPABOYHbIE CHCTEMBI

1. https://edu.tusur.ru — oOpa3oBaTeNbHBIN TOPTAJl YHUBEPCUTETA,

2. http://www.iqlib.ru — a5ekTpoHHas UHTEPHET-OMOIMOTEKA,

3. http://www.biblioclub.ru — monHoTecToBas 37eKTpoHHas OMOIHOTEKA;

4. http://www.elibrary.ru — Hay4Has 2JIEKTpOHHAsI OMOINOTEKA,;

5. http://www.edu.ru — BeG-caiiT cuctemsl hefieparbHBIX 00pa30BaTEIbHBIX TOPTAIOB.

13. MartepuajibHO-TEXHUYECKOE o0ecnedyeHue TNUCIUILINHBI U TPpedyeMoe MporpaMMHoe
o0ecrneueHune

13.1. O6uue TpedGOBaHMSA K MATEPHAJBHO-TEXHUYECKOMY H IPOrPAMMHOMY 00ecrie4eHHI0
AUCHMILTUHBI

13.1.1. MaTepuaJbHO-TEXHHYECKOE H IPOrPaMMHoOe o0ecnedyeHne ISl JICKIIMOHHbBIX 3aHATHH
Jlns mpoBeieHus 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIOBBIX M MHIWBUYaIbHBIX KOHCYJIbTALIUH, TE-
KYILEro KOHTPOJISL U MPOMEXKYTOUHON aTTeCTALMU UCTIONb3YyeTcs yueOHasi ayTUTOpUs ¢ KOTUUECTBOM I10-
CaJIOuYHBIX MECT He MeHee 22-24, 000pyaoBaHHAs TOCKOH M CTaHAApTHOW ydeOHO# mebenbro. Mmerores
JIEMOHCTpaIMOHHOE 000pyA0BaHNHE U yU4eOHO-HAITIIIHBIE TOCOOMs, 00ecIeunBaroIIie TeMaTHIeCKUe Uil -
JIOCTPALIMHU 10 JIEKIMOHHBIM pa3JieiaM JTUCIUIUINHBI.

13.1.2. MaTepHaJbHO-TEXHHYECKOE H IPOrPaMMHOe o0ecredeHne 1JIs J1adopaTopHbIX padoT
Jlaboparopus "HTEpHET-TEXHOIOTUH U HHPOPMAIIMOHHO-aHATUTUIECKON ACSITEILHOCTH'
yueOHasi ayquTOpus JUIs MPOBEICHUS 3aHATUH JIGKIIMOHHOTO TUMA, yueOHas ayIUTOpUs [Tl IPOBE -

JICHUS 3aHATUI PAKTUYECKOTO THUIIA, yueOHast ayAUuTOpHs AJis IPOBEACHUS 3aHITHIA J1a00paTOpHOTO TUIA
634045, Tomckas obmacts, r. Tomck, yn. KpacHoapmeiickas, 1. 146, 402 ayn.
Onucanue uMeroIerocs 000py10BaHUs:
- DKpaH pa3ABHKHOI;
- Mynstumenuiineiil npoexkrop View Sonic PJD5154 DLP;
- Komnwrotepsr AMD A8-5600K/ ASUS A88XM-A/ DDR3 4 Gb/ WD5000AAKX 500 Gb (15

- KomriekT crieruain3upoBaHHol yaeOHoi Mebenu;
- PaGouee mMecTo mpernogaBareis.

[TporpammHOe obecreueHue:

— VirtualBox

13.1.3. MarepuajibHO-TeXHHYECKOE U MIPOrPaMMHoOe o0ecrnedyeHue 1Jisl CAMOCTOSATeIbHON padoThl
Jiis caMoCTOsTENbHON pabOThl MCIIONB3YIOTCS y4eOHBIE ayAUTOPHM (KOMITBIOTEPHBIE KIIACCHI),
PacIOJIOKEHHBIE TI0 aJIpecaM:
- 634050, Tomckast o6macTs, r. Tomck, Jlenuna npocnexr, a. 40, 233 ayn.;
- 634045, Tomckas obmacts, T. Tomck, yin. KpacHoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast 06nacTh, r. Tomck, Bepmmnuna ynuua, 1. 47, 126 ayn.;
- 634034, Tomckast obmacTs, T. Tomck, Bepmmanna ymuna, 1. 74, 207 aya.

CocraB 000pyI0BaHHUS:
- yueOHast mebenb;
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- koMnbroTeps! kKi1acca He Huke [IDBM INTEL Celeron D336 2.8 T11. - 5 wiT.;
- KOMIBIOTEPHI MOIKIIOYEHB! K ceTH «/HTepHeT» M 00ecneynBaloT OCTYI B AJICKTPOHHYIO WH-
(opManoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[lepeyeHp MPOrpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ais Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuaibHO-TeXHHYecKoe o0ecnieueHre TUCHMIIIMHBI VIS JIMIL ¢ OFPAHMYeHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

OcBoeHHE NUCHMIUIMHBI JUIIAMUA C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBbSI U MHBAJIUAAMU
OCYILECTBIISIETCS C UCIIOIb30BAHUEM CPEIACTB 00ydeHHs OOIIEro U CHEeNUaIbHOI0 Ha3HAUYeHUsL.

[Tpu 3aHATHAX ¢ O0YYAIOUIMMHUCS ¢ HAPYIIEHUAMH CJIyXa MPEyCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUJIMBAIOLLEH anmapaTypbl, MyJIbTUMEIUHHBIX CPEICTB U JPYTUX TEXHUYECKUX CPEACTB IIpUeMa/nepena-
4yi y4yeOHOM nH(pOPMALIUU B TOCTYIHBIX (PopMax, MOOMIIBHOM CUCTEMBI MTPETIOaBaHus il 00YJatOLTHXCSI
C MHBAJIUAHOCTbIO, IOPTATUBHOM MHIYKIIMOHHOHN CHCTeMBbl. YueOHas aynuTopHus, B KOTOPOH 3aHUMAIOTCS
oOydJaronyecs: ¢ HapylIEeHHEM ClIyXa, 00OpYy/I0BaHA KOMITBIOTEPHOW TEXHHMKOM, ayAMOTEXHUKOH, BUICO-
TEXHUKOMU, AJICKTPOHHOM JTOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYUYAIOLUIMMUCS ¢ HAPYLIEHUSIMU 3PEHUSAMM IIPETYCMOTPEHO HUCIIOJIb30BAaHUE B
JIEKIIMOHHBIX U YYEOHBIX ayAUTOPHUIX BO3MOKHOCTH IPOCMOTPA YAAIEHHBIX 0OBEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WJIM CJIaiijia Ha SKpaHe) P MOMOIIH BUACOYBEINIUTENIEH A1 KOM(POPTHOTO IPOCMOTPA.

[Tpu 3aHATHAX ¢ O0YYalOUIMMUCS ¢ HAPYLIEHUSIMM ONOPHO-ABUIaTeJbHOI0 ANNAPATA HCIOJIb-
3YIOTCS aJbTePHATUBHBIC YCTPOHCTBA BBO/IA HH(OPMAIMHK U IPYTHE TEXHUUECKUE CPENICTBA ITpHeMa/epe-
Jau yuyeOHOM MHpOpMaluu B AJOCTYIHBIX (opMax, MOOMIIBHOW CHCTEMbl OOy4eHUs [UIs JIOAEH ¢ UHBaA-
JIUTHOCTBIO.

14. OueHouyHble MaTepUAJIbI U MeTOAMYECKHEe PeKOMEHAAIUH 110 OPraHU3aluu U3yYeHHUsI
AUCHUTLTHHBI

14.1. Conepmalme OLCHOYHBIX MATCPHAJIOB U METOANIECCKUEC PEKOMECHAAIIUH
I[J'ISI OLICHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I H YPOBHA OCBOCHHA 3aKPCINNICHHBIX 3a ﬂHCHHHHHHOﬁ
KOMITC TEHITHUM HCIOJIB3YIOTCA OLCHOYHBIC MaTCpUajibl B COCTABE!

14.1.1. TecToBble 3a1aHUs

1. ITo MacmTaOy KOMITBIOTEPHBIE CETH MOAPA3ACIAIOTCS Ha

a) 3Be371000pa3HbIe, KOJIbIIEBBIC, ITTHHBIC

b) onHOpaHTOBBIE U CETH "KIMEHT-cepBep”

C) MMPOBOAHBIE U OECIIPOBOJIHBIE

d) nokanbHBIC U INTOOATLHBIE

2. Kakoe n3 yTBepKIEHUN BEPHO

a) becripoBojiHbIE ceTH SIBIAIOTCS Oosiee HAAEKHBIM CPEJICTBOM TMEpelaud CUTHAIIOB, YeM MPOBOJ-
HbIE

b) Jlns mepegaun cUTHAIOB B OECIPOBOAHBIX CETAX UCTOIB3YIOTCS PaJUOCUTHAIBI ONITUYECKOTO
JranazoHa

¢) OAHOMOJOBBIN BOJIOKOHHO-ONTHYECKHUI Kabenb MO3BOJISIET MepeiaBaTh CUTHAIBI Ha OOJbINNE
PACCTOSIHHSI, YeM MHOTOMOJTOBBIH

d) Kabenp Tuma «BuTtas mapa» mo3BOJISET MepeaaBarh MEKTPUISCKUE CUTHAIIBI HA PACCTOSIHUS 10
40 xkuIOMeTpoB

3. 3anmaveit kakoro ypoBHsi Monenu OSI siBisieTcst ynpaBiieHHE JOCTYIIOM K Cpele B CETAX, IMO-
CTPOEHHBIX HAa OCHOBE PA3AEISIEMON CPEbI?

a) IPUKJIAJHOTO

b) cereBoro

C) KaHaJbHOTO
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d) dusmueckoro

4. B texnonoruu Ethernet pazmep momst JaHHBIX CTAaHAAPTHOTO Kaapa

a) He nomxken npessimates 1500 Gaiir

b) He orpannuen

¢) He nomxken npeBpIaTe MaKCUMaJIbHBINA pa3Mep ip-niakera — 65536 Oailt

d) 3aduxcupoBan u Bceraa coctasisier 1500 Oait

5. Kakoe MUHMMaJIbHOE KOJIMYECTBO YPOBHEHN MPOTOKONOB (B TepmuHax moaenu OSI) nomxHbI
MOA/ICP>KUBATh MAPIIPYTHU3ATOPHI CETEH C KOMMYTAIUEN MTAKETOB?

a)l

b) 2

c)3

d) 4

6. [P-agpec 192.168.0.5 otHOCHTCS K

a) 3ape3epBUPOBAHHOMY [UAMNAa30HY aqpEcOB MJsl YACTHBIX CETeH, HE MapUIpyTHU3UPYEMOMY B
cetu MHTEpHET

b) /lnanazony myOJIMYHBIX aIpECOB, MapIIPyTU3UPyeMOMy B ceTn MHTepHeT

¢) llupoxoBemaTeIbHbIM aJIpecaM, KOTOPbIE MUCHOIB3YIOTCS JIJIsi PACChUIKH MaKETOB BCEM y3JiaM
JIOKaJIbHOM CETH

d) I'pynmoBeIM azipecam, HCTIOIB3YEMBIM IS MAPIIPYTU3AIIUN

7. Macka nojiceTu yka3bIBaeTcs BMECTE C ip-apecoM U HeoOxoauma Jiist

a) onpenenenus MAC-aapeca ycTpoiicTBa-1osydaTens

b) omnpeneneHuss HoMepa MoACETH, KOTOPOH MPUHAIICKHUT 1p-aapec

C) BBIUUCIIEHUSI JOMEHHOTO UMEHH CepBepa

d) BbIUKCIIEHMS apeca rPyNIOBON PACCHUIKH B JIOKAIBHOM CeTH

8. Ilepexon Ha poTokon IPv6 1Mo3BOMSET yCTPaHUTH CIEAYIOIIYIO ITPOOIIEMyY

a) HeXBaTKa aJpecHOTO MPOCTPaHCTBA TpoToKoia [Pv4

b) nexBarka MAC-aapecoB ycTpoiicTB

C) MEIJIEHHOE COTIOCTABJICHHE IOMEHHOTO NMeHH H [P-anmpeca

d) HEBO3MOXKHOCTH MpsiMoro npeodpazoBanuss MAC-agpeca B JOMEHHOE UMS

9. K tpancnioptHomy ypoBHIO MoAer OSI 0THOCSATCSI TPOTOKOJIBI:

a) [P, RIP, OSPF

b) SSL, TLS

c) SMTP, IMAP, POP3

d) UDP, TCP

10. Kakoe u3 yTBepx’A€HUI BEPHO

a) [Iporokon UDP rapantupyer 10oCTaBKy JaHHBIX MOJyYaTeNIO 32 CYET yKa3aHUs HOMEpa Mmopra
MPWIOKEHUN OTIPABUTEINS U MOJTy4YaTels

b) IIporokon TCP sBnsieTcst HeHaAEKHBIM CPEACTBOM JIOCTABKU JAHHBIX, TaK Kak TpeOyeT ycTa-
HOBJICHUS JIOTHYECKOTO COSTUHEHUS

¢) IIporokon TCP rapanTupyeT AOCTaBKY JaHHBIX 3a CUET YCTAHOBJICHHSI JIOTHUECKOTO COCIUHE -
HUS U TOATBEPKACHUS MOJTYUSHHS KaXKJI0r0 CErMEHTa JaHHBIX

d) ITporokon UDP siisieTcst Han€KHbIM CPEACTBOM JIOCTABKU JAHHBIX, TaK KaK HUCIIOJIB3YET aJIro-
PHUTM CKOJIB3SIIIIETO OKHA

11. ITo xako¥ npuunHe B ipotokosie RIP paccTosinue B 16 XOMOB MEXAy CETSIMU MOJIaracTcs Hello-
CTHXXKUMBIM?

a) 1oJie, OTBEACHHOE JJIsl XpaHEHUS 3HAUEHUS pacCTOSHUS, UMEET JUIMHY 4 IBOUYHBIX paszpsaa

b) ISt TOJTydeHUsT TPUEMIIEMOTO BPEMEHH CXOAUMOCTH allTOPUTMA

¢) ceTH, B KoTophix padoraet RIP, peako ObpIBatOT OOMBIIMMH

d) Ta0GnuIel MapIIpyTU3AIUK HE MOTYT XpaHUTh OoJblie 16 3amuceit

12. ITporokon OSPF npu mocTpoeHU TaOIUITBI MAPIIPYTHU3AINH YIUTHIBACT

a) Tonpko paccTosiHUE 10 CETH HA3HAYCHUS

b) CocTosiHue KaHaja A0 CETU Ha3HAYCHHUsI, BKIIOYas TaKUE MapaMeTphl Kak MPOMYCKHAs CIOC00-
HOCTb, 33JIepP>KKa, HAIEKHOCTh KaHalla

¢) Ip-aapeca Bcex moaceTei, aexanmx Ha MyTH K CETH TOTydaTest
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d) Homepa aBTOHOMHBIX CHCTEM IPH MEPECHUTKE MAKETOB Yepe3 MarucCTpaIbHYIO CETh

13. Yto nyxHo caenarb Ha DHCP cepBepe uToOb! HCKITIOUNTH BhIady onpenenaeHHoro IP agpeca
U3 CYIIECTBYIOIIETO AMAana3oHa?

a) co3marh auana3oH IP agpecor

b) coznare napamerp DHCP

¢) cozmars obmacte DHCP

d) co3mate uckrouenue nis [P agpeca

14. JIns TectupoBaHus mpeoOpa3oBaHus JOMEHHBIX UMEH B ip-aapeca ciyx0oit DNS B onepanm-
OHHBIX cucTeMax Windows mpUMeHseTCss KOMaHa

a) Nslookup

b) Arp —a

c¢) Netstat —n

d) Tracert

15. Kakoe u3 yTBEpKJICHHI SIBJISAETCS BEPHBIM

a) [Ipotokomn http siBnsieTcst 6e30MacHBIMU MPOTOKOJIOM TEpEAaYn TaHHBIX, T.K. TIO3BOJISIET HCIIONb-
30BaTh ayTEHTU(DHUKAIMIO MTOJIH30BATENsI Ha BeO-cepBepe

b) IIporokon https siBisieTcst 6e30MacHBIM MPOTOKOJIOM IEpeayn NaHHBIX, T.K. ITUPPYET BCe TaH-
HBIE ¢ MoMOIIbI0 TIpoTokoia SSL/TLS

¢) [Ipotokon ftp muppyer naHHbIe HA MapoIe MOIH30BATEISA

d) IIportokomn telnet mo3BossieT 6€30MaCHO MOAKIIOYATHCS M YIIPABIATh YAAJIEHHBIM CEPBEPOM, TaK
KaK €ro JaHHbIe BCET/a MPOXOAAT MPOBEPKY MEKCETEBOU IKpaH

16. Jlsis oTrpaBKu COOOIIEHUH AIIEKTPOHHOM TOYTHI UCIIOIB3YETCS MPOTOKOI

a) Smtp

b) Pop3 wimm imap

¢) Snmp

d) Smime

17. Kak Ha3biBaeTcs 00beKT Active Directory, KOTopelii XpaHUT UH(GOpPMALIHIO 00 YUETHBIX 3aIlH-
csX, 00IIUX pecypcax, Noapa3IeNeHUusIX ?

a) CEeTEeBOM IOCTYII

b) karayor

C) mamnka

d) nomen

18. Kakoii mpOoTOKOJI UCTIONIB3YETCS TS TOCTYIA K CIIy:k0e KaTanoroB AD?

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

19. KommproTep, 3aHUMAOIIHNICS OOCTYKUBaHUEM CETH, YIIPaBICHUEM TIepelaueid COOOICHUH, 1
MIPEIOCTABIISAIOMINN YAaICHHBINA JOCTYII K CBOUM pecypcam, Ha3bIBacTCs

a) xabom

b) cepBepom

¢) paboueii cTaHIuen

d) xoctom

20. Metoxa nepenauu JaHHBIX, IPU KOTOPOM JIaHHBbIE NEPECHUIAIOTCS B JIBYX HAlpaBICHUAX OJ-
HOBPEMEHHO, Ha3bIBACTCH ...

a) CUMIUICKCHBIM

b) nymiIeKCHBIM

C) CHHXPOHHBIM

d) monyayriekcHbIM

14.1.2. Jxk3aMeHaLIOHHbIE BONPOCHI
1. I[Tonsitue cetu. TpeGoBaHus, MPEIbABISIEMbIE K CETH.
2. Knaccuduxkanus ceteil. Ilpuznaku kinaccupukamu.
3. Cetesbie Tonosiorun. [IpenMyrecTBa u HeAOCTATKH 0A30BBIX CETEBBIX TOMOJIOTHA.
4. Metoppl azpecaliii B MaJIbIX U O0JIbIIMX ceTsX. TpeGoBaHus K agpecam.
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5. O6opynoBanwue cereit. uznueckas U JOTHUECKast CETMEHTAIIUS CETH.

6. OCHOBHBIE BUJIbI ITEpEIAIONINX cpell. X XapaKTEepUCTUKHU.

7. CereBas monenb OSI. Haznauenue. YpoBHU B3aMMOJEHCTBHSI OTKPBITBIX CUCTEM.

8. Cranmaptuzamus cereil. [Ipoekt 802.x.

9. Metonpl focTyna K cpefie nepeiadyr JaHHbIX.

10. ITonstue mpoTtokona u uatepgeiica. Ctexku mpoTokoiaoB. CTaHAAPTHBIE CTEKH MTPOTOKOJIOB.

11. CereBas apxutekrypa Ethernet.

12. CereBas apxutekrypa Token Ring.

13. CereBas apxurexrypa FDDI.

14. CereBbie onepaliioHHble cucTeMbl. TpeboBanus, npeabsiBisieMmbie K ceTeBbIM OC.

15. ba3oBble IPUMUTHUBEI NIEpeau COOOIIEHH B pactpeielieHHON ceTH. BBI30B ynalleHHBIX Mpo-
nemnyp.

16. Pacnpenenennsie (aitnoBsie cucrembl. CemMaHTHKa pasencHus (Haitnos.

17. Ciry:x0p1 uMeHOBaHMS pecypcoB. Cinyx0a katanoros. JIoOMeHHBIN TTOIXO/.

18. I'moGanpHast cetb Uurtepuer. Iloctpoenue. OcHoBHBbIe MOHATHSA. CeMEHCTBO MPOTOKOIOB
TCP/IP u ero poiib B IOCTPOCHUU TII00ATBHBIX CETEH.

19. Crex npotokonoB TCP/IP. O6nacts npuMeHeHus. OCHOBHBIE XapaKTEPUCTHKH.

20. IP-anpeca. Knaccol IP-ceteit. Cetn nepeMeHHOM IJTUHBI.

21. O6opynosanue ['BC. Kpartkast xapakTepucTHKa U Ha3HAYECHUE.

22. Mapupytuzaimus [P-ipotokomna. AAropuTMbel MapiIpyTH3allid.

23. IIporokonsl mapupytusanuu RIP u OSPF. Xapakrepuctuku, 1TOCTOMHCTBA U HEIOCTATKU.

24. IIporokon ARP. Haznauenue. [TpuHiun GyHKIIMOHUPOBAHMS.

25. IIporokon DHCP. Hazuavenue. [Ipuniun GpyHKIIMOHUPOBAHUSI.

26. Cnyxx6a DNS. Haznauenue. [Ipuniun GyHKITMOHUPOBAHMS.

27. Cetp UnTepHet. CriocoOb! moakioueHust kK cetd. OCHOBHBIE CITy:KObI ceTn HTEpHEeT.

28. Ciiy:x061 WWW u FTP. [Tapamerpst noaxmrouenuss kK WWW unu FTP cepsepy.

29. Ciyx6a E-mail. [lapameTp mo4ToBoro kimeHTa A paboThl ¢ 2JIEKTPOHHOM MOYTOMH.

30. Cayx6a UseNet. [Touck rpymm HoBocTel. [loanucka Ha pacChUIKy TPYIIT HOBOCTEH.

31. Cetu Ha ocHoBe OC Windows. OCHOBHBIE TOHSATUS M TPHHLUUIBl OpPraHU3AIUH CETH
Microsoft.

32. OcHOBHBIE KOMaH/Ibl, UCIIOJIb3YEMBIE TIPU PA0OTE C CEThIO B PEKUME KOMAH/IHOM CTPOKHU.

33. IlporpamMMHBIE KOMIIOHEHTHI, HEOOXOMUMBIE I pabodeit cTanmuu B ceTH. HazHaueHne kax-
J101 KOMITOHEHTBI. [Ipumepsl.

14.1.3. Tembl 0IPOCOB HA 3aHATHAX

OcHOBHbIE MOHATHUS KOMITBIOTEPHBIX ceTed. THMbl KOMIbIOTEPHBIX ceTeld. Pu3nueckas U Joruye-
ckas tornosiorusi ceTu. OCHOBHBIE CETEBBIE CITYKOBI.

MHoroypoBHeBasi opraHu3anus KOMITbIOTepHbIX ceTeil. [lonsTusa npoTtokona, uHTepdeiica, crexa
npoTokosoB. Moznens OS], e€ ypoBHU U UX Ha3HAUYEHUE.

®uznyeyckuil ypoBeHb. Turibl GU3NYECKUX CpeJl Iepelaun CUTHANIOB, UX XapakTepucTuku. Koau-
pOBaHUE ABOWYHBIX TaHHBIX. BUabl MORYISLIAM.

Kananbnblit ypoBenb. MeToapl 1ocTyna K cpene nepeaayn. TexHonorus Ethernet.

CocTaB ceTeBOro 000pyI0BaHuUs JTOKaIbHBIX ceTeil. [IpuHIumbI paboThl KOHIIEHTPATOPOB, MOCTOB,
KOMMYTAaTOpPOB.

CereBoii ypoBeHb. [IpunHuunsl Mapupyruzaunu. HazHaueHune um cnocoObl MOCTpOEHUs! TaOiuIl
MapuIpyTH3alnuy. BEeKTOpHBIE MPOTOKOJIBI MapIIPYTHU3ALUU U IPOTOKOJIBI COCTOSHUS KaHaJIa.

Tpancnioptaslil ypoens. IIporokonsl UDP u TCP. Oransl co3nanus U oOMeHa JaHHBIMHU B paMKax
JIOTUYECKOTO COEIMHEHHUs. AJITOPUTM CKOJIB3BILIETO OKHA.

[Tpuknannoii ypoBeHb. [lomynsipHble MPOTOKOIBI MPUKIAAHOTO YpOoBHS. City)kxeOHble MPOTOKOIBI
npuknagHoro ypoBHst DHCP u DNS. Dnexkrponnas noura. Beo. FTP.

14.1.4. Tembl 1a00paTOpHBIX padoT
MonenupoBaHue CEeTEBBIX YCTPONUCTB U MTPOTOKOJIOB B JIOKAJIBHBIX CETSIX
Hacrpoiika nogkmoueHus ysna k cetd. Ctek nporokosio TCP/IP. IIpukiiamabie mpoOTOKOJIBI CETH
WNurepner.
Cetu Microsoft Windows. YnpaBieHue ceTeBbIMU peCypcaMy B OJHOPAHTOBOM CETH.
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Ceru Microsoft Windows. Active Directory. YnpaBieHHe CETeBBIMU pecypcaMH KOPIOpPaTUBHON
cetu. [ pynmoBbie NONMUTHKH.

MopnenupoBanue 0a30BBIX CITY)KO M IPOTOKOJIOB MAPIIPYTU3ALMHU B TIIO0ATBHBIX CETAX

bazossie cimyx0n1 cetr MaTeprer. DHCP. DNS. IIpoTokossl MapmpyTH3aium.

[Tpuknanusie ciyx6b1 cetu Matepuet. Hactpoiika Web- u FTP-cepsepos.

[Tpuknagasie cayx0b cetn MIHTepHET. HacTpoiika cepBepa 3JeKTPOHHON MOYTHI.

AnTHBHpYCHas 3amuTa. [lepcoHanbHble ceTeBbIe IKpaHb

14.1.5. Tembl KypCOBBIX POEKTOB / KypCOBBIX padoT

1. I[IpoekTrpoBaHKE JTOKAIbHBIX U PACHPEICICHHBIX CETeH TUIIOBBIX KOH(PUTYpALIHii;

2. IlpoekTpoBaHUE U HACTPOWKA CHCTEMBbI YIpaBJICHHs CETEeBBIMH pecypcamu Ha 0aze Active
Directory;

3. IIpoekTtupoBaHHe M HACTPOWKAa KOMMYHHKAIIMOHHBIX CEpBUCOB Ha 0a3e CTaHIApTHBIX CIIYKO
cetu MHTEpHET;

4. Pa3paboTKH KIMEHT-CEPBEPHOTO MPUITIOKEHHS;

5. IIpoexkTupoBaHue U HACTPOWKA CETEBBIX XPAHWIHUII U CETeH IOCTyIa B BUPTyalbHOU HH(ppa-

CTPYKTYpE.

14.2. TpeﬁoBaHnﬂ K OCHOYHBIM MaTepuajJamMm AJd JUll ¢ OrPaHHYCHHBIMHA BO3MOKHOCTAMMU
310PpOBbS U UHBAJIUA0B
I[J'IH JijI ¢ OrpaHU4YCHHBIMH BO3MOKHOCTAMU 3J0POBbA U MHBAJIUAOB MPEAYCMOTPCHBI JOIMOJIHU -
TCJIbHBIC OLICHOYHBIC MATCPHUAJIbI, IICPCUCHD KOTOPLIX YKa3aH B Ta6J'II/II_IC 14.
Ta6mma 14 — I[OHOJ'IHI/ITeJ'II)HI)Ie MaTtepuajibl OUCHUBAHUA AJIA JIUL C OrpaHUYCHHBIMH BO3MOXXHOCTAMU
340POBbLS U UHBAJINIOB

Kareropuu Bunnl 1OIIOMHUTEIBHBIX OLIEHOYHBIX @OopMBbI KOHTPOJIS U OLIEHKH
oOyJarommxcs MaTepHalioB pe3yJIbTaTOB O0y4YEeHUS

TecThl, MMCEMEHHBIE CAMOCTOSTEIbHBIE
paboThI, BOIIPOCHI K 3a4ETY,
KOHTPOJbHBIE Pa0OTHI

C HapymieHusiMu
ciyxa

[TpenmytiecTBEHHO MUCHMEHHAS
npoBepKa

C napymenussmu | CobecenioBaHMe [0 BONpocaM K 3a4eTy, | [IpenMyInecTBeHHO yCTHas IpoBEepKa

3peHus ONpOC IO TEPMHUHAM (MHIUBUYaJIbHO)
C HapyuieHusmMu Pemienne quCTaHIIMOHHBIX TECTOB,
OIIOPHO- KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE | [IpenMylecTBEHHO AMCTaHIMOHHBIMU
JIBUTATEIILHOTO CaMOCTOSATENIbHbIE PabOTHI, BOIPOCHI K METO/laMH
anmapara 3a4eTy
C orpanunueHusiMu 1o | TecTbl, TUCBMEHHBIE CAMOCTOSITENILHBIE [IpenmyniecTBEHHO IPOBEPKA
o0IIeMeTMIIMTHCKIM paloThl, BONIPOCHI K 3a4eTy, METO/IaMH UCXOJSl U3 COCTOSIHUSA
MIOKa3aHUsIM KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI | 00YYalolIerocss HA MOMEHT IPOBEPKU

14.3. MeTtoauueckue peKoOMeHAAIMH M0 OLeHOYHBIM MaTepHAJIaM [JIsl JTUI C OTPAHUYEHHbIMHU
BO3MOKHOCTSIMU 3/10POBbSI 1 HHBAJIN/I0B

Jns mui ¢ orpaHMYCHHBIMH BO3MOXKHOCTSIMH 37I0POBbSI M MHBAIMIOB TPEIyCMAaTpPUBACTCS 10-
cTymnHas (hopMma Mpea0CTaBICHUS 3aJaHUH OIIEHOYHBIX CPEJICTB, @ IMEHHO:

— B TIEYaTHOH (hopme;

- B IIeYaTHO (hopMe ¢ YBEITHUEHHBIM MIPUPTOM;

- B (hOpMe ITEKTPOHHOTO JIOKYMEHTA;

- METO/IOM YTE€HUS ACCUCTEHTOM 33/1aHUs BCIYX;

- MPEOCTABJICHUE 3a/IaHUs C UCTIOJIb30BAaHUEM CYpPJIOTIEPEBO/IA.

Jlumam ¢ OTrpaHWYEeHHBIMH BO3MOXXHOCTSIMH 3JIOPOBbSI M MHBAIHIAM YBEIHMYUBACTCS BpeMs Ha
MOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. i1 Takux 00ydaromuxcs mpeycMaTpuBaeTcst JOCTYII -
Hast popmMa MpeToCTaBICHHSI OTBETOB HA 3a/IaHUS, 8 IMEHHO:

— MUCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;
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- Ha0Op OTBETOB C HCIIOJIH30BAHUEM YCIIYT aCCUCTEHTA;

- MIPE/ICTaBJICHUE OTBETOB YCTHO.

[Ipouenypa oneHUBaHUS PE3YIIBTATOB OOYUYEHUS JIMII C OTPAHUYECHHBIMUA BO3MOXKHOCTSIMH 3J10PO-
Bbsl M1 MHBAIMJIOB IO JUCLUHUIUIMHE MPeIyCMaTpUBAET MpeAocTaBiIeHue nHpopManuu B Gopmax, aaarnTH -
POBaHHBIX K OTPAaHUYCHUSAM HX 3[J0POBBS U BOCHPUATHS HH()OPMALIIH:

JL1s1 JIMI ¢ HApYIIEHUSIMM 3PeHust:

- B (hOpME IITEKTPOHHOTO JIOKYMEHTA;

— B TIEYaTHOH (hopMe YBEIIMYEHHBIM MIPH(TOM.

JI1s1 JIMI ¢ HApYIIEHUSIMM CJIyXa:

— B (hOpMe DITEKTPOHHOTO JIOKYMEHTA;

- B Ie4yaTHoOU opme.

JL1s1 M1 ¢ HApYIIeHUSIMHM ONIOPHO-ABUTaTe/ILHOI0 annapara:

— B (hOpMe IITEKTPOHHOTO JIOKYMEHTA;

- B Ie4aTHOU (opme.

[Tpy HEOOXOMUMOCTH /IS JIUI] C OTPAHUYCHHBIMH BO3MOXXHOCTSIMH 3/I0POBbS 1 MHBAJIUIOB TIPOIIE-
Jypa OLICHUBAHUsI Pe3yIbTaTOB 00yUEHUsI MOXKET MPOBOAUTHLCS B HECKOIBKO ITAIOB.
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