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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ:{pbl
npotokot Ne 6 oT « 15 » 5 2018 1
JINCT COI'TTACOBAHU A
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12.01.2016 rona, paccmoTtpena u onoOpena Ha 3aceganuu kadenpsl KUBOBC «  » 20
rojyia, mpoToKoi Ne
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
[lenpro mpenonaBanusi AUCHUIUIMHBI «CeTH U TEJICKOMMYHUKAIM SBIISCTCS TEOPETUYECKAs U
WH)XCHEpHAas MOATOTOBKA CIIyIIAaTeNIel B 00JIACTH MPOSKTUPOBAHUS WH(OPMAIIMOHHO-TEIEKOMM YHUKAIIH -
OHHBIX CETEH U CUCTEM PA3TUIHOTO HA3HAUCHUSI.

1.2. 3agaun QUCHUIINHBI
— H3yuyeHue 0OCHOB MOCTPOEHUSI KOMIBIOTEPHBIX ceTer, mojenu OSI.
—  H3yueHune TEXHOJIOTUI ITOCTPOCHUS JIOKAIIBHBIX CETEH.
— VI3y4eHune TeXHOJIOTHI TOCTPOCHHUS TII00aTHHBIX CETEH.
— N3ydeHue ceTeBBIX CEPBHUCOB JOKAIBHBIX U INI00ATHHBIX CETEH.

2. Mecto mucuuniuebl B ctpykrype OIIOII
Hucuumnuna «Cetn u tenekommyHukauun» (b1.B.O/1.9) otHocutcs k Onoky 1 (BapuartuBHas
YacTh).
[TpenmecTByOUMMHE JUCHUILIMHAMY, (POPMUPYIOIIMMHU HavyalbHbIE 3HaHUS, sBisA0TCsS: WHbop-
MAalMOHHbIE TeXHOIOIuH, MoaenupoBanue cucreM, OniepaliOHHbIE CHCTEMBI.
[TocnenyromumMu AUCUUIUIMHAMY SBIISIIOTCA: AHAJIUTHYECKHE METOJbl IpoekTupoBanus, Uudop-
MAalMOHHO-aHAJIMTUYECKHE CUCTEMBI yrpaBieHus, [Ipenauiomnas npakTuka.

3. TpeGoBaHus K pe3yJbTATAM OCBOCHUS JUCHHUIIMHBI

[Tpouecc n3yueHus: AMCUUIIMHBI HaMpaBjieH Ha (JOPMUPOBAHUE CIEAYIOIIUX KOMIIETEHIUH:

— OIIK-4 CrocoOHOCTh ydYacTBOBaTh B HACTPOiiKE M HalaJke MpOrpaMMHO-aNmapaTHBIX
KOMILIEKCOB.;

— IIK-3 Cnoco6HOCcTh 000CHOBBIBATH IPUHUMAEMBIEC MTPOCKTHBIE PEIICHUS, OCYIIECTBIATH IMO-
CTaHOBKY U BBITIOJHATH SKCIIEPUMEHTHI IO MIPOBEPKE UX KOPPEKTHOCTH U APPEKTUBHOCTH. ;

B pesynbrate n3ydeHus TUCIIMIUTHHBI 00yJarOIIUCS TOTDKEH:

- 3HAThb OJOTAaJIOHHYIO MOJIECIIb B3aI/IMO,Z[€I>'ICTBI/I$I OTKPBITBIX CHUCTECM, MCTOAbI KOMMYTAllUU U
MapUIPyTU3AIUK, CETEBBIC MPOTOKOJBI, CHUTHAJBI AJIEKTPOCBS3M, NPUHIMIBI TIOCTPOSHHSI CHCTEM H
CpPEICTB CBSI3U.

—  yYMeTh NPOBOJUTH aHAIH3 TOKa3aTelel KayecTBa CETe M CUCTEM CBSI3M; OTCIIC)KUBATH TEH-
JICHIIMW Pa3BUTHUS CUCTEM U CETEH DIICKTPOCBSI3U, BHSAPEHHSI HOBBIX TEXHOJIOTHI TOCTPOCHUS CETEH.

— BJaJeTh METOJIUKOW aHAIM3a CETeBOro TpaduKa;, HaBBIKAMHU aHAIIM3a OCHOBHBIX XapaKTEepPH-
CTHK ¥ BO3MOXXHOCTEH TEJICKOMMYHHKAIIMOHHBIX CUCTEM I10 TIepe/iadye ONEPATUBHBIX U CHEIHAIbHBIX CO-
0O1LIeHUIA.

4. O6beM IMCUMIVIMHBI M BU/ABI Y4e0HOI padoThI
OO011ast TpyI0€MKOCTb JUCHUIUINHBI cocTaBisieT 5.0 3aUeTHBIX eIMHMIIBI U IIPECTaBIeHa B Ta0uu -

ue 4.1.
Tabmuna 4.1 — Tpy10eMKOCTh TUCITUILUIMHBI

Bunb! yueOHOI nesTENbHOCTH Bcero yacos CemecTpsl

7 cemecTp

AynuTtopHble 3aHATUSA (BCETO) 90 90
Jlexuun 36 36
JlabopaTtopHbie pabOThI 36 36
KoHTposb camocTosTenbHON paboThI (KypCOBOM POEKT / 18 18
KypcoBas paboTa)
CamocTosiTenbHas paboTa (Bcero) 54 54
Odopmienne oT4eToB 10 Ja00paTOpHBIM paboTam 36 36
[IpopaboTka JIEKIIMOHHOTO MaTepuaia 18 18
Bcero (0e3 sx3amena) 144 144
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TToaroroBka u caada dK3aMeHa 36 36
OO6m1ast Tpy1I0€MKOCTb, 4 180 180
3aueTHnie EquHAIIBL 5.0 5.0

5. Conepxanne TUCUMIIIIMHBI

5.1. Pa3zgesnl AUCHUIIMHBI M1 BUALI 3AHATHI

Paznensl MUCHUIUTAHEI ¥ BUBI 3aHATHN PUBEICHBI B Ta0mmiie S.1.
Tabmuia 5.1 — Pasgens! fUCHUILIMHEL U BUABI 3aHSITHI

_ ]
© =
= 3 7 g g
o - : <3 3 9 =
- 2 e s | 73 =5
HazBanus pa3aenoB IUCHUIUIMHBI i a o o o 2 &5
S 3 Q 5 0 = E
= S 3 523 gz
~ © 6 %
7 cemecTp
1 OcHOBHBIE TOHATHS HH(OPMALIMOHHBIX 8 0 6 18 14 |OIIK-4, IIK-3
ceren
2 OCHOBBI TTOCTPOCHHS] COBPEMEHHBIX JIO- 8 16 20 44 | OIIK-4, I1K-3
KAJIbHBIX CETEH
3 CpenctBa peaan3aluyd MEKCETEBOI0 12 16 20 48 | OIIK-4, IIK-3
B3aUMOIEHUCTBUSI
4 TlepcieKTUBHBIE HAIIPABIIEHUS Pa3BU- 8 4 8 20 | OIIK-4, IIK-3
TUS ¥ Tpo0IeMbl HTHPOPMAIIOHHBIX Ce-
Teu
Hroro 3a cemectp 36 36 54 18 144
Hroro 36 36 54 18 144
5.2. Coaep:xanue pa3aejioB IUCHUILIHHBI (110 JIEKIIUSIM)
Copneprkanue pas3iesoB JUCIUILIKH (TIO0 JIEKIUSIM) IPUBEACHO B Tabnuie 5.2.
Tabmuma 5.2 — ComeprkaHue pa3ieiaoB TUCIUILIAH (TI0 JICKITHSIM)
3 3 £
3 s 5
Z > 5
HaszBanus pasznenos Copeprkanue pa3aesioB JUCUUILTUHBI MO JEKIHUSIM 5 - §~ 5
o) S E
=S 22
a e g
= S
7 cemecTp
1 OcHOBHBIE NOHATUA [Ipenmer, nienb U coepxanue TUCIUILIMHBL. VicTopus 2 OIIK-4,
MH(POPMALMOHHBIX ceTell |pa3BuTHs ceTeit DBM. MecTo 1 poiib BBIYHCIUTENb- [1K-3
HBIX C€Te B COBPEMEHHOM Mupe. OCHOBHBIE MTOHATHUSA
1 TepMuHOJIOrHs. O0IIMe MPECTaBICHHUS O BHIYUCIIN-
TEIbHOU CeTH. BrluncauTenbHbIE CETU U pacupeie-
JeHHbIe cucTeMbl. OCHOBHBIE ITPOOJIEMBI IOCTPOEHUS
cereit. Tomosnorus cereii. Undopmarmonasie pecypcbl
CeTel, CETEBbIE CITYKOBI.
O6miee moHATHE 00 UEPAPXUIECKONU CTPYKTYPE TPO- 2
TOKOJIOB. [IpHHIIMIIBI MHOTOYPOBHEBOM OpraHU3aluU
JIOKAJIBHBIX U III00ANBHEIX ceTed DBM. Monenu u
CTPYKTYpBI HHPOPMaLMOHHBIX ceTeil. Moaens OSI.
YpoBuu mozenu OSI. CtaHIapTHBIE CTEKH KOMMYHU-
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karnroHHbBIX npoTokonoB. (TCP/IP, IPX/SPX, OSI,
NetBIOS/SMB).

Crangaptuzanus B cetsix. Kimaccngukanus cran-
naptoB. OcHOBHBIE BU/BI ceTeld. Kimaccudukanus Bbi-
YHUCIIUTENBHBIX ceTel. JIokanbHbIe U T100abHbBIC
cetu. CeTn paboumx Tpyni, OTAEIOB, KAMITYCOB, KOp-
MOpaTHBHBIE CeTH. TpeOOBaHMS, IPEIbIBIIEMBIC K
COBPEMEHHBIM BBIYUCIUTEIBHBIM CETSM.

MeTo/1bl ¥ TEXHOJIOTUH TPOEKTUPOBAHUS CPEICTB
TenekoMMyHuKauui. CTpykTypu3anuu cetu. usnde-
CKasl ¥ JIOTUYECKas TOMOJIOruu ceTel. OCHOBHOE KOM-
MYHHKAIIMOHHOE 000py/I0BaHKe (CETEBbIE afjanTephl U
KOHILIEHTPATOPbI, MOCTBI U KOMMYTATOPbI, MapLIPYTHU-
3aTopHI).

Hroro

2 OCHOBBI TOCTPOCHUS
COBPEMEHHBIX JIOKAITbHBIX
ceren

du3nYecKuil ypoBeHb nepenaun JaHHbIX. Kanamst
CBSI3U. XapAKTEPUCTUKU KAHAJIOB CBA3U. MeTo/Ibl
nepeaayu JUCKPETHBIX AaHHbIX. Jlornueckoe koaupo-
BaHME. ACHHXPOHHAs U CUHXPOHHAs Tepe/ayu.
Hepapxus B kabenbHOU cucteMe. CTpyKTypHpPOBaH-
Hasi KabenpHasi CUCTEeMa.

KananpHblll ypoBeHb nepeaun gaHHbix. Kondurypa-
LMY JIOKATBHBIX BEIYMCIUTEIBHBIX CETEH U METO/IbI
nocryna B HUX. CTpykTypa U QyHKIIUH JIOKAIbHBIX
cereil. LleneBoe Ha3HAYEHUE U NIEPCIIEKTUBBI CTaHAAP-
TU3alLlMU B JIOKaJIbHBIX ceTax. ConepxaHue cTanaapra
IEEE 802.

bazoBrie Texnomoruu JokanbHbIX ceTeil. [EEE 802.2
Ethernet. IEEE 802.5 Token Ring. ANSI FDDI. O60-
PYIOBaHHE JIOKATbHBIX CETEH.

[IporpamMmMHbIe cpencTBa TeleKoMMyHUKauu. CTpyk-
Typa IpOrpaMMHOT0 00ecrieueHHs JOKaIbHOM CeTH.
Krnaccudukanus nporpaMMHOro odecrnedeHus jo-
KaJIbHBIX ceTeil. [IpUHIMIIBI TOCTPOECHUS CETEBOTO
IIPOrPaMMHOTO 00ECTIEYEHHSI U CETEBBIX ONEPaIOH-
HbIX cucTeM. CpaBHUTENIBHBIN aHAIN3 ONEPALlMOHHBIX
cucTeM pasnuuHoro tuna. Kiaccuduxkanus cepepos.
IIpoextupoBanue cereit 9BM 1o npuHIMITY «KJIAEHT-
cepBep».

HUroro

OIIK-4,
[1K-3

3 Cpenctsa peanuzanuu
MEKCETEBOr0
B3aUMOJIEHCTBUA

Kongurypanuu rmobansubeix cereit 9BM u MeTombl
KOMMYyTaluu B HUX. CeTeBOM ypoBEHb Niepejaunl 1aH-
HbIX. [locTpoenue cereit Ha OCHOBE CETEBOTO YPOBHSI.
[Ipunnune! mapmpyrusanuu. [P-anpecanus. [Iporo-
KOJTbl Mapuipytusanuu. OyHkuuu u knaccuduxanus
MapIIpyTU3aTOPOB.

Peanusanus MexceTeBOro B3aMMOACHCTBUS CPEACTBA-
mu TCP/IP. CtpykTypa creka. Knaccosas u 6ec-
KiaccoBas agpecanus. [lopsaaok pacnpenenenus I1P-
aapecos. [IpuHnmne! Mmapmpyrusanuu B [P-cetsx.

OIIK-4,
[1K-3
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[IpoTokonbl MapmIpyTHU3allud BHYTPEHHUX [IUTFO30B
RIP u OSPF. IlpoTokon MapiipyTu3anuy BHEUTHUX
nutro30B BGB. Otobpaxenue [P-anpecoB Ha JoKaib-
Hele afgpeca. ARP nporokon. [lonsitue nomena. Jlo-
MeHHas anpecanus B [P-cetsax. DNS nmportokoi.

[Iporoxoin IPv6. IIpoToKOIBI TPaHCIIOPTHOTO YPOBHS
TCP u UDP.

CeteBple MPOrpaMMHBIE U TEXHHYECKHUE CPEJICTBA.
MeHeKMEHT B TEJIIEKOMMYHUKALMOHHBIX CUCTEMAX.

Hroro

4 TlepcieKTUBHBIE
HarpasJICHUs Pa3BUTHA U
IpOOJIEMBI

COBpeMeHHI)Ie TCHACHIUU PA3BUTHA TCICKOMMYHUKA-
LMOHHBIX cUCTeM. MIHTerpanus pa3juyHbIX TUIIOB Ce-
TEN U ceTeBbIX CiIyk0. becrpoBoiHbIe ceTu.

UHGOPMAITMOHHBIX CETel

ObecneueHre 6€30MaCHOCTU TEIEKOMMYHHUKAIIHOH-
HBIX CBA3€H U aJIMUHUCTPATUBHBIN KOHTPOJIb.
[Ipob6nembl cexpeTHOCTH B ceTsix DBM u MeTombl
Kpunrorpaduu.

Hroro

8

OITK-4,
TK-3

Hroro 3a cemectp

36

5.3. Pa3nenbl AUCHUILUIMHBI U MEKIMCIUIITIMHAPHBIE CBSI3H ¢ 00ecneYnBalOIMMHM (TPeIblyIIMH)

U o0ecneynBaeMbIMH (NOCJAEAYOMIUMHU) JUCHUATIIMHAMHA

Pazgenbl quctuIInHBl ¥ MEKIUCIUILTHHAPHBIC CBS3H C 00CCTICUMBAOIIMMU (MIPEABIAYIIMMU) U

o0ecrneynBaeMbIMH (ITOCIEIYIOMIMMHI) TUCHUTUTMHAMH MIPEICTaBICHbI B Tabuie 5.3.

Tabimua 5.3 — Pasnens! quc

LUIIJIMHBI 1 MCKAUCIHUILIMHAPHBIC CBA3U

HanmeHnoBaHue JUCHUILINH

Ne paznenoB JaHHOW TUCIUIUIMHBL, 1JISI KOTOPBIX
HEOO0XOMMO H3yueHHEe 00ECTICUNBAIOIITUX U
00ecIIeYnBaeMbIX JUCIIATLUINH

| 2 3 4
[IpeamecTByromue JUCUUTIIUHBI
1 UudopmanmoHHbIEe TEXHOIOTUU +
2 MogenupoBaHUE CUCTEM +
3 OnepalroHHbIE CUCTEMBI +
[Tocnenyromue TUCIUITITUHBL
1 AnanuTryeckue METOJIbl TPOCKTUPOBAHMS + + +
2 NadpopManinoHHO-aHATUTUYECKUE CUCTEMBI . . n
yIpaBJICHUS
3 [IpepauruioMHas IpakTHKa + + + +

5.4. CooTBeTcTBHE KOMIIETeHINI, (POpMUPYeMBbIX IPH U3YYEeHUHU AUCUMILIMHBI, M BU/10B 3aHATHI
CooTBeTcTBHE KOMIETEHLUH, (OPMUPYEMBIX MpPU HM3YUYEHUHM IUCLUIUIMHBI, M BHJOB 3aHATHH

npeCcTaBIeHo B Tabmmie 5.4.

Tabmuna 5.4 — CooTBETCTBHE KOMIETEHIMH, (POPMUPYEMBIX NIPU U3YUYE€HUH AUCLUIUIMHBI, U BUJOB 3aHs -

THHN

Buner 3angaTait

DOopMBI KOHTPOJIA
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Jlek.

Jlab. pab.
Cawm. pa0.

Eq Kommerenmmn

o

+ | KCP (KIT/KP)

_|_

Ok3ameH, Otyer 1o abopa-
TOpHOM pabote, Onpoc Ha
3aHATHSX, 3alluTa Kypco-
BbIX IIPOEKTOB (pabdor),
Tect, OTueT o KypcoBoii
pabote

I1K-3 +

Ok3amen, Otyer o nadopa-
TopHOU pabote, Onpoc Ha
3aHATHUSX, 3alIUTa Kypco-
BBIX MPOEKTOB (paboT),
Tect, OTuer o KypcoBoii
pabore

6. UuTepakTHBHBIE MeTOAbI U (OPMBI OPraHU3aANNU 00yUeHUsI
He npenycmorpeno PVYII.

7. JIaGopaTtopHbie padoThI

HaumeHnoBanue nabopaTopHbIX paboT npuBeaeHo B Tabauue 7.1.
Ta6muna 7.1 — HaumeHnoBanue 1ab0opaTopHbIX paboT

3 =
2 S 5
Z 25
]
Ha3Banus paznenos HaumeHnoBaHue 1a60paTopHbIX padoT zF &5
< 2 5
> sz
o Q Z
= S
7 cemecTp
2 OCHOBBI TIOCTPOCHUS MopenupoBaHUe CETEBBIX YCTPOMCTB U MPOTOKOJIOB B 4 OIIK-4,
COBPEMEHHBIX JIOKAIbHBIX | JIOKAJIBHBIX CETAX [1K-3
T N
cere Hactpoiika noakitouenus y3na k cetu. CTek mpoTo- 4
kos10B TCP/IP. Ilpuknanneie npoTokoisl ceth MHTep-
HeT.
Cetu Microsoft Windows. YnpaBieHue ceTeBbIMU pe- 4
CypcaMH B OJJHOPAHT'OBOM CETH.
Cetu Microsoft Windows. Active Directory. Ynpasie- 4
HHUE CETEBBIMH PECYPCAMH KOPIIOPATUBHOM CETH.
I'pynmoBbie OIUTUKH.
Hroro 16
3 Cpencta peanuzauuu | MogenupoBaHue 0a30BbIX CIY>KO U MPOTOKOJIOB OIIK-4,
MEXCETEBOTO MapIIpyTH3aluu B TII00ATBHBIX CETIX [1K-3
B3aUMOCHCTBUS
3aMOJIeHe bazossle ciyx0bl cetu MuTepner. DHCP. DNS. Ilpo- 4
TOKOJIbI MApIIPYTU3ALIHH.
[Ipuknagueie cmyx0bl cetn MaTepHET. HacTpoiika 4
Web- u FTP-cepBepos.
[Ipuknanneie cnyx0s1 cetu Mutepuer. Hactpoiika 4
cepBepa dIEKTPOHHOMN MOYTHI.
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Uroro 16
4 TlepceKTUBHBIE AHTuBUpYCHas 3amuTa. [lepcoHanbHble ceTeBbIE OIIK-4,
HaIlpaBJICHUS Pa3BUTHUA U | SKPAHbI [1K-3
pOOIEMBI | Hroro 4
UH(POPMAIIMOHHBIX CETeH
Hroro 3a cemectp 36

8. [IpakTHYeckue 3aHATHSA (CEMUHAPHI)

He mpenycmotpeno PVYII.

9. CamocrosiTesibHasi padora

Bunel camocTosTenbHOM paboThI, TPYIOEMKOCTh U (POPMHUpPYEMbIE KOMIIETEHIIUH IIPEICTABICHbI B

Tabimiie 9.1.
Ta6muia 9.1 — Buabl caMoCTOSTEIbHOM paboThl, TPYAOEMKOCTh M (HOpMHUpPYEMbIe KOMIIETECHIHH
3 @]
= z =
2 5 =
Buasr camocTosTensHOM & > O
HazBanus pa3nenos s 7 =5 @DopMBI KOHTPOJIS
paboTsl 2 s 2
=X g8 =
a o 2
= S
7 cemecTp
1 OcHOBHBIE TOHATHS [TpopaboTka JIEKITMOHHOTO 4 |OIIK-4, |Omnpoc Ha 3aHaTusx, Tecrt,
MH(POPMAIIMOHHBIX CETEN | Marepuasna [1K-3 DK3aMeH
[TpopaboTka JIEKITMOHHOTO 2
Martepuaia
Hroro
2 OCHOBBI TOCTPOCHUS [TpopaboTka JIEKIIMOHHOTO OIIK-4, |Omnpoc Ha 3aasaTHsIX, OT-
COBPEMEHHBIX JIOKATbHBIX | MaTepuasa I1K-3 4eT 1o 1abopaTopHoil pa-
T te, Tect, Dk3ameH
cere OdopmiteHre 0TIETOB 1O 16 Gote, Tect, Dxsame
JabopaToOpHBIM paboTam
Hroro 20
3 Cpencta peanuzanuu | [IpopaGoTka JIEKITMOHHOTO 4 |OIIK-4, |Omnpoc Ha 3aHaTHsAX, OT-
MEKCETEBOI0 Marepuaia [1K-3 4eT 1o 1abopaTopHOil pa-
B3aUMOJICHCTBUS OQOPMIICHHE OTHETOB T 16 oote, Tect, DK3aMeH
nabopaTopHbIM paboTam
Hroro 20
4 TlepcrieKTUBHBIE [IpopaboTka JIEKIIMOHHOTO 4 |OIIK-4, |Omnpoc Ha 3ansTusx, Ot-
HaIlpaBJICHUS Pa3BUTUA U | MaTepuaia I1K-3 4eT 1o JabopaTopHOi pa-
MPOOIIEMBI _ | Odopmnente oraeros o 4 6ote, Tect, DK3amen
HE(OPMALEOHHBIX CeTeH nabopatopHbeIM paboTam
Htoro 8
Hroro 3a cemectp 54
IloaroroBka u caaya dK3a- 36 OK3aMeH
MEHa
Hroro 90

10. KypcoBasi pa6oTta (IIpoeKT)

TpynoeMKoCTb ayTUTOPHBIX 3aHATUH U (GOPMUpPYEMbIE KOMIIETEHIIUN B paMKaX BBINOJIHEHUS Kyp-
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coBoi paboTHI (1poekTa) mpeactaieHsl Tadmumie 10.1.

Tabmuma 10.1 — TpymoeMKOCTh ayAUTOPHBIX 3aHATHH U (POPMHUPYEMbIe KOMIIETCHIIUN B paMKaX BBITIOTHE -
HUsI KypcOBOH paboTHI (IPOEKTa)

3 =
S P=a=t
Z > 5
HanmenoBanue ayqMTOpHBIX 3aHATUI s &5
o E
= 2 s
a o 2
= Sl
7 cemecTp

[ToctanoBka 3a1aun.O030p CYIIECTBYIONIUX PEIICHUN U TEXHOJIO- 18 OIIK-4, TIK-3

ruil.Onrcanne npeuIokeHHOro pemeHus. TectupoBanue npeio-

YKCHHOT'O pelICHH.3aKI0YCHHE.

Hroro 3a cemectp 18

10.1. TembI KypcoOBBIX padoT (IIPOEKTOB)

[TpumepHas TeMaTuka KypcoBbIX padoT (IIPOEKTOB):

— IlpoexTupoBaHH€ JOKAIbHBIX U paCIpEICNICHHbIX CETEH TUIIOBBIX KOH(UTYypaIuii;

— IlpoexTupoBaHHE M HACTpPOIKa CUCTEMBI yIpaBlieHHUs] CETEBBIMHU pecypcaMu Ha 6asze Active
Directory;

— IlpoexTupoBaHHE U HACTPOIIKa KOMMYHHMKALIMOHHBIX CEPBUCOB Ha 0a3e CTaHAAPTHBIX CIYKO
cetu MHTEpHET;

— Pa3paboTku KIHEHT-CepBEpHOTO NMPUIIOKEHHUS;

— IlpoexTupoBaHHe M HACTPOHKA CETEBBIX XPAHWJIMII U CETEH AOCTyNa B BUPTyaJbHOU MH(pa-
CTPYKTYpE.

11. PeiiTuHroBasi cucreMa JJisi OLlEHKHU YCIIeBAeMOCTH 00y4aroumuxcst

11.1. banibHbIe OLEHKH AJIS1 3JIEMEHTOB KOHTPOJIA
Ta6muia 11.1 — banabHble OLEHKH [T SJIEMEHTOB KOHTPOJIS

. N MaxkcuMaibHBII
. MaxkcumanbHbI MaxkcumanbHbI
DneMeHThl yueOHOit 0aJw 3a mepuo Bcero 3a
6amn Ha 1-yto KT ¢ | 0ami 3a nepuoa
IESITENbHOCTH mexnay 2KT u Ha cemMecTp
Hayana ceMectpa | mexay 1KT u 2KT
KOHEI| cemecTpa
7 cemecTp
3amuTa KypcoBbIX IIPOEK- 5 5 10 20
TOB (pabor)
Ormpoc Ha 3aHATUAX 5 5 5 15
OTtyeT mo KypcoBoii pabo- 5 5 5 15
TE
OTuet no nabopaTopHOii 5 5 10 20
pabote
Hroro makcumym 3a nepu- 20 20 30 70
on
DK3aMeH 30
Hapacraromum utorom 20 40 70 100

11.2. IlepecyeT 0aJ/1710B B OLIEHKHU 32 KOHTPOJIbHbIE TOYKHU
[Tepecuer OanIoB B OLIEHKH 32 KOHTPOJIbHBIE TOUKHU MpeAcTaBiIeH B Tabmue 11.2.
Tabmuma 11.2 — Ilepecuer 6aJUTOB B OIICHKH 32 KOHTPOJBHBIE TOYKH

Banibl Ha 1aTy KOHTPOJIBHON TOYKH OneHka
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> 90% ot MakcuManbHON cyMMBbI OamioB Ha gaty KT

Ot 70% no 89% ot makcumasibHON cymMmbl OaiioB Ha aaty KT

Ot 60% 10 69% OoT MakcMMaIbHOM cyMMbl OaisioB Ha naty KT

N | W | &~ W

< 60% oT MakcuMaabHOU cyMMbI OauioB Ha naty KT

11.3. Ilepecyet cyMMbI 02/1710B B TPAAULMOHHYIO M MEKTYHAPOIHYIO OLEHKY

[Tepecuer cymMbl OaioB B TPAAMLIMOHHYIO U MEXIYHApOIHYIO OLICHKY NpEJCTaBleH B TabiauLe
11.3.

Tabmuua 11.3 — [lepecueT cymmbl OalIOB B TPAAUIIMOHHYIO M MEXKAYHAPOAHYIO OLIEHKY

HtoroBas cymma Oaos,

Onenka (I'OC) YUHTBHIBAET YCHEIIHO CAAHHBIN Onenka (ECTS)

9K3aMEH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (oTIInYHO)
85 -89 B (ouens xoporiio)

4 (xopo11o) (3a4TeHO) 75 - 84 C (xoporo)
0-74 D (ynoBnerBoputeabHO)
65 - 69

3 (yZIOBJIETBOPUTEIHHO) (3aYTEHO) 60 - 64 E (nocpercraenio)
2 (HeyROBICTBOPHTENSHO) (HE Hwxe 60 6ayioB F (HeynoBneTBOPUTENIBHO)

3a4TEHO)

12. YueOHO-MeTOAMYecKOe U MHGOPMAIMOHHOE 00ecTieyeHue TUCIHIIIMHBI

12.1. OcHoBHas JUTEpaTypa
1. Omudep, Buxrop I'puropreBuu. Komnbrorepusie cetu: [IpHHINIIBI, TEXHOIOTHUH, IPOTOKOJIHI :
yueOHoe rmocodue st By30B. - CII0. : [Turep , 2006. - 960 c. (Hanmuuue B 6ubmotexke TYCYP - 92 3k3.)
2. Ilatubparos, Anekcanap IletpoBuu. BerarcnurenbHble CUCTEMBI, CETH U TEICKOMMYHHUKAIIUN
: Y4eOHHK JUTsl BY30B. - M. : @uHaHchl U ctatuctuka , 2006. - 558[2] c. (Hanuuue B 6ubmuorexke TYCVYP -
90 5K3.)

12.2. lonosiHUTeIbHAS JIUTEPATYpPa
1. boiiuenko, Ban BanentunoBuy. Cetu OBM u TenexkommyHukanuu : YdyebHoe mocobue. -
Tomck : TYCVYP , 2007. - 240 c. (manuuue B 6nbmuoreke TYCVYP - 47 5k3.)
2. Ileckosa, CBernana AnexkcanapoBHa. CeTu U TENIEKOMMYHHKAINH | Y4eOHOe mocodue /i BY-
30B. - M. : Akagemus , 2006. - 349[3] c. (nanuune B Oubnmoreke TYCVYP - 30 5k3.)

12.3. YueOHO-MeTOAHYECKHE MTOCOOU

12.3.1. O0s3aTeibHbIE Y4eOHO-MeTOAUYEeCKH e M0CO0Us
1. Meroauueckue yka3aHus 1Mo J1a00paTOpHBIM, CAMOCTOSTENILHBIM padoTaM U KypCcoBOM paboTe
CTyAeHTOB Mo aucturuimae "CeTh W TeleKOMMYHHUKAIMu'. [DIeKTpoHHBIA pecype]| - Pexxum moctyma:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/pga/seti.pdf (nara obpamenus: 22.06.2018).

12.3.2. YueOHO-MeTOAMYECKHUE TOCOOHS /ISl JIML C OTPAHMYECHHBIMHU BO3MOKHOCTSIMHU 3/10POBbS U
HHBAJINI0B

Y4eOHO-MeTOIMUECKUE MaTepHallbl sl CAMOCTOSTENILHON M ayAUuTOPHON paboThl 00ydaromuxcs
U3 YHCIIa JIUI ¢ OTPAHHYECHHBIMHA BO3MOYKHOCTSIMH 3JI0OPOBBSI M WHBAIHIIOB MPEAOCTABISAIOTCS B PopMax,
aJaNTHPOBAHHBIX K OTPAHUYEHUSM UX 3/I0POBbS U BOCTIPUATHUS UH(POPMAIIHIH.

Jist U1 ¢ HAPYIIeHUSIMU 3PeHust:

- B (hopMe AIIEKTPOHHOTO TIOKYMEHTA;

- B IIeYaTHOW (hopMe YBEITMICHHBIM MIPUPTOM.

JLJis1 1L ¢ HAPYIIEHUSIMHU CJIyXa:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;
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- B Ie4aTHOU hopme.

JJ1s1 1M1 ¢ HAPYIIEHUSIMM OTIOPHO-IBUTaTEJLHOI0 anmapara:
- B (hOpMe IJIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU hopme.

12.4. TIpodeccunonaibHbie 0a3bl JaHHBIX H MH(GOPMALIMOHHBIE CIPABOYHBIE CHCTEMbI
https://edu.tusur.ru — o6pa3oBaTenbHbBIN TOPTaT YHUBEPCUTETA,

http://www.iqlib.ru — anekTpoHHast UHTEepHET-OMOINOTEKA;

http://www.biblioclub.ru — momHoTecToBast 31eKTpOHHAas! OMOIMOTEKA;
http://www.elibrary.ru — Hay4Has 351eKTpoHHast OMONIMOTEKA;

5. http://www.edu.ru — Be6-caiiT cucteMsl efiepalibHBIX 00pa30BaTEIbHBIX MIOPTAIOB.

AW~

13. MaTepuajibHO-TEXHHYECKOe o0ecneyeHue TMCIUILVINHBI U TpedyeMoe MporpaMMHoe
ol0ecreueHmne

13.1. O0uue Tpe0OBaAHUA K MATEPUAIBLHO-TEXHUYECKOMY U IPOrPAMMHOMY 00ecrie4eHnI0
AUCHHUIJIMHBI

13.1.1. MaTepuaJbHO-TEXHHYECKOE H IPOrPaMMHOe o0ecnedyeHne ISl JICKIMOHHbBIX 3aHATHH
Jlis mpoBeieHus 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIIOBBIX M MHIAWBUYaJIbHBIX KOHCYJIbTALUH, TE-
KYILEro KOHTPOJISL U MPOMEXKYTOUHON aTTECTAllMU UCTIONb3YyeTcs yueOHasi ayIUTOpUs ¢ KOITMUECTBOM I10-
CaJI0YHBIX MeCT He MeHee 22-24, 000opyloBaHHAs JOCKOM M CTaHAApTHOH yueOHOo#l meOenbo. MMeroTes
JIEMOHCTpaIlMOHHOE 000pyA0BaHKUE U yUeOHO-HAITIIIHbIE TOCOOMs, 00eceunBaroIIie TEeMaTHIeCKUe Uil -
JIIOCTPALIMHU 110 JIEKLIMOHHBIM pa3jieiaM JUCHUIUINHBI.

13.1.2. MaTepuaJIbHO-TEXHHYECKOE M IPOrPaMMHoOe odecriedeHne J1JIs J1adopaTopHbIX padoT
JlaGopatopus "MHTEpHET-TeXHOIOTHH U HHOOPMAITMOHHO-aHATUTHICCKOM IeATeTbHOCTH"
yueOHast ayJuTOPHs TSI TPOBEACHUS 3aHATUI JICKIIMOHHOTO THUIA, ydeOHas ayAuTOpHs Ui IPOBE-
JICHUS 3aHATUI MPAKTUYECKOTO THUIIA, yueOHas ayAuTOpUs AJis IPOBEACHUS 3aHIATHIA Ja00paTOPHOTO THUIA

634045, Tomckas obmacts, T. Tomck, yn. KpacHoapmeiickas, 1. 146, 402 ayn.

Ornucanue UMeroIerocs 000pyI0BaHUS:

- DKpaH pa3aBUKHOM;

- MynsTamenuiiabii ipoekTop View Sonic PJID5154 DLP;

- Kommnbrorepsr AMD A8-5600K/ ASUS A88XM-A/ DDR3 4 Gb/ WD5000AAKX 500 Gb (15
IIT.);

- Kommuiekt cienmanusupoBanHoi yueOHON Mebenu;

- PaGouee mecto npenogaBares.

ITporpaMMHoO€e obecrieueHue:

— VirtualBox

13.1.3. MarepuajibHO-TEXHHYECKOE H MIPOrPaMMHOe o0ecredyeHne JJIs1 CAMOCTOSITe IbHON padoThI
Jnst camocTosTeNnbHOM paboThl HCTONB3YIOTCA y4eOHblE ayAUTOpUU (KOMITbIOTEPHBIE KJIacchl),
PacIOJI0KEHHBIE 10 a/Ipecam:
- 634050, Tomckast o6macTs, 1. Tomck, Jlennna mpocnexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, T. Tomck, yi. KpacHoapmeiickas, a. 146, 201 ayx.;
- 634034, Tomckast o6macTs, 1. Tomck, Bepmmanna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckast 06nacTb, T. Tomck, Bepimmanna ynuma, 1. 74, 207 aya.

CocTtaB 060pyI0BaHMS:

- yueOHast MmebOernb;

- koMnbroTepsl kKiacca He Huke [IDBM INTEL Celeron D336 2.8 T1. - 5 mwiT.;

- KOMITBIOTEPHI TIOAKIIOYEHBI K ceTH «HTepHeT» M 00ecrneunBaT AOCTYI B JIEKTPOHHYIO HH-
(dopMarnoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[TepeyeHp MpOrpaMMHOTO OOECTICUEHUSI:
- Microsoft Windows;
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- OpenOffice;

- Kaspersky Endpoint Security 10 ais Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuaibHoO-TeXHHYecKoe o0ecniedeHre TUCHMIIIMHBI VIS JIMI[ C OFPAHMYeHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

OcBoeHHe NUCHMIUIMHBI JUIIAMUA C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBbSI U MHBAIUAAMU
OCYILECTBIISIETCS C UCIIOIb30BAHUEM CPEIACTB 00ydeHHs OOIIEro U CHEeMaIbHOI0 Ha3HAUYeHUS.

[Tpu 3aHATHAX ¢ O0YYAIOUIMMHUCS ¢ HAPYIIEHUSAMH CJIyXa MPEyCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUJIMBAIOLLEH anmapaTypbl, MyJIbTUMEIUHHBIX CPEICTB U JPYTUX TEXHUYECKUX CPEACTB IIpUeMa/nepena-
4yi y4yeOHOM nH(POPMALIUU B TOCTYIHBIX (POpMax, MOOMIIBHOM CUCTEMBI MTPETIOaBaHus il 00YJatOLTHXCSI
C MHBAJIUAHOCTbIO, IOPTATUBHOM MHIYKIIMOHHOHN CHCTEMBbl. YueOHas aynuTopHus, B KOTOPOH 3aHUMAIOTCS
oOydaronyecs: ¢ HapylIEeHHEM CllyXa, 000pYy/lI0BaHA KOMITBIOTEPHOW TEXHHMKOM, ayAMOTEXHUKOH, BUICO-
TEXHUKOMU, 3JIEKTPOHHOM JTOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYUYAIOLIMMUCS ¢ HAPYIIEHUSIMU 3PEHUSAMM IIPETYCMOTPEHO HUCIIOJIb30BAaHUE B
JIEKIIMOHHBIX U YYEOHBIX ayAUTOPHUIX BO3MOKHOCTH IPOCMOTPA YAAIEHHBIX 0OBEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WM CJIaiijia Ha SKpaHe) P IOMOIIH BUACOYBEIUIUTENEH A1 KOM(POPTHOTO POCMOTPA.

[Tpu 3aHATHAX ¢ O0yYarOUMMHCS ¢ HAPYLIEHUSIMM ONOPHO-ABUIaTeJbHOI0 ANNAPATA HCIOJIb-
3YIOTCS aJbTePHATUBHBIE YCTPOHCTBA BBO/IA HH(OPMAIIMHK U IPYTHE TEXHHUECKUE CPENICTBA ITpreMa/nepe-
Jau yuyeOHOM MHpOpMaluu B AJOCTYIHBIX (opMax, MOOMIIBHOW CHCTEMbl OOy4eHUs [UIs JIIOAeH ¢ UHBa-
JIMTHOCTBIO.

14. OueHouyHble MaTepUAJIbI U METOAMYECKHE PEKOMEHAAIUH 110 OPraHU3aluu U3yYeHHUs
AUCHUTLTHHBI

14.1. Conepmalme OLCHOYHBIX MATCPHUAJIOB U METOANIECCKUEC PEKOMECHAAIIUH
I[J'ISI OLICHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I H YPOBHA OCBOCHHA 3aKpPCIINICHHBIX 3a ﬂHCHHHHHHOﬁ
KOMITC TEHITHUM HCIOJIB3YIOTCA OLCHOYHBIC MaTCpHUajibl B COCTABE!

14.1.1. TecToBble 3a1aHus

1. ITo MacmTaOy KOMITBIOTEPHBIE CETH MOAPA3ACIAIOTCS Ha

a) 3Be371000pa3HbIe, KOJIbIIEBBIC, ITTHHBIC

b) onHOpaHTOBBIE U CETH "KIMEHT-cepBep”

C) IPOBOJIHBIE M OECTIPOBO/THBIE

d) nmokanbpHBIC U INT0OATLHBIE

2. Kakoe n3 yTBepKIEHUN BEPHO

a) becripoBojiHbIE ceTH SIBIAIOTCS Oosiee HAAEKHBIM CPEJICTBOM TMEpelaud CUTHAIIOB, YeM MPOBOJ-
HBIC

b) Jlns mepegaun cUTHAIOB B OECIPOBOAHBIX CETAX UCTOIB3YIOTCS PaJUOCUTHAIBI ONITUYECKOTO
Juana3oHa

¢) OAHOMOJOBBIN BOJIOKOHHO-ONTHYECKHUI Kabenb MO3BOJISIET MepeiaBaTh CUTHAIBI Ha OOJbINNE
pPacCTOSHUS, YeM MHOTOMOJTOBBIH

d) Kabenp Tuma «Butas mapa» mo3BOJSET MepeaaBarh NEKTPUISCKUE CUTHAIIBI HA PACCTOSIHUS 10
40 xkuIOMeTpoB

3. Bagaueit kakoro ypoBHs moaenu OSI siBisieTcs yrpaBieHHE JTOCTYIIOM K Cpele B CETsX, IO-
CTPOEHHBIX HAa OCHOBE PA3AEISIEMON CPEbI?

a) IPUKJIAJHOTO

b) cereBoro

C) KaHaJbHOTO

d) pusnueckoro

4. B texnonoruu Ethernet pa3mep mosst 1aHHBIX CTAaHAAPTHOTO Kajpa

a) He nomxken npespimatk 1500 6aiit

b) He orpannuen

¢) He nomxeH npeBbIIaTh MaKCUMaJIbHBIHN pa3Mep ip-nakera — 65536 Gailt

d) 3aduxcupoBan u Bcerna cocrapusier 1500 6aiT
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5. Kakoe MUHMMaJIbHOE KOJIMYECTBO YPOBHEHN MPOTOKONOB (B TepmuHax moaenu OSI) nomxHbI
MOA/ICP>KUBATh MAPIIPYTHU3ATOPHI CETEH C KOMMYTAIUEN MTAKETOB?

a)l

b) 2

c)3

d) 4

6. [P-agpec 192.168.0.5 otHOCHTCS K

a) 3ape3epBUPOBAHHOMY [UAMNAa30HY aqpEecOB NJsl YACTHBIX CETeH, HE MapUIpyTHU3UPYeMOMY B
cetu MHTEpHET

b) /lnanazony myOIMYHBIX aIpeCOB, MapIIPyTU3UPyeMOMY B ceTn MHTepHeT

¢) llupoxoBemaTeIbHbIM aJIpecaM, KOTOPbIE MCTOIB3YIOTCS JIJIsl PACChUIKH MaKETOB BCEM y3JiaM
JIOKaJIbHOM CETH

d) ['pynmoBeIM aipecam, HCTIOIB3YEMBIM IS MAPIIPYTU3AIIUN

7. Macka nojiceTu yka3bIBaeTcs BMECTE C ip-apecoM U HeoOxoauma Jiist

a) onpenenenus MAC-aapeca ycTpoiicTBa-1osydaTens

b) omnpeneneHus HoMepa MoACETH, KOTOPOH MPUHATICKHUT 1p-aapec

C) BBIUUCIIEHUSI JOMEHHOTO UMEHH CepBepa

d) BbIuKCIIEHMS apeca rPyNIOBON PACCHUIKH B JIOKAJIBHOM CeTH

8. Ilepexon Ha mpoTokon IPv6 1Mo3BOMSET yCTPaHUTH CIEAYIOIIYIO IPOOIIEMY

a) HeXBaTKa aJpecHOTO MPOCTPaHCTBA poToKoia [Pv4

b) nexBarka MAC-aapecoB ycTpoiicTB

C) MEIJIEHHOE COTIOCTABJICHHE IOMEHHOTO NMeHH H [P-anmpeca

d) HeBO3MOXKHOCTH TpsiMoro TipeodpaszoBanust MAC-anpeca B JOMEHHOE UMS

9. K tpancnioptHomy ypoBHIO MoAesr OSI 0THOCSATCSI TPOTOKOJIBI:

a) [P, RIP, OSPF

b) SSL, TLS

c) SMTP, IMAP, POP3

d) UDP, TCP

10. Kakoe u3 yTBepx’a€HUI BEPHO

a) [Iporokon UDP rapantupyer 1oCTaBKy JaHHBIX MOJydYaTENIO 32 CYET yKa3aHUs HOMepa Mmopra
MPWIOKEHUN OTIPABUTEINS U MOTyYaTelis

b) IIporokon TCP sBnsieTcst HeHaAEKHBIM CPEACTBOM JIOCTABKM JAHHBIX, TaK Kak TpeOyeT ycTa-
HOBJICHUS JIOTHYECKOTO COEUHEHUS

¢) IIporokon TCP rapanTupyeT AOCTaBKY JaHHBIX 3a CUET YCTAHOBJICHHSI JIOTHUECKOTO COCIUHE-
HUS U TOATBEPKACHUS MOYUSHHS KaXKJI0r0 CErMEHTa JaHHBIX

d) ITporokon UDP siisieTcst Han€KHbIM CPEACTBOM JIOCTABKU JAHHBIX, TaK KaK UCIIOJIB3YET aJIro-
PHUTM CKOJIB3SIIIIETO OKHA

11. ITo xako¥ npuunHe B ipotokosie RIP paccTosinue B 16 XOMOB MEXAy CETSIMU MOJIaracTcs Helo-
CTHXXKUMBIM?

a) 1oJie, OTBEACHHOE JJIsl XpaHEHUs 3HAUEHUS pacCTOSHUS, UMEET JUIMHY 4 IBOUYHBIX paspsaa

b) ISt TOJTyYeHUsT TPUEMIIEMOTO BPEMEHH CXOAUMOCTH allTOPUTMA

¢) ceTH, B KoTophix padoraet RIP, peako ObpIBatOT OOMBIIMMH

d) Ta0GnuIel MapIIpyTU3AIUK HE MOTYT XpaHUTh OoJblie 16 3amuceit

12. ITporokon OSPF npu mocTpoeHNM TaOIUIBI MAPIIPYTHU3AMNH YIUTHIBACT

a) Tonbko paccTosiHUE 10 CETH HA3HAYCHUS

b) CocTosiHue KaHaja A0 CETU Ha3HAYCHMs], BKIIIOYas TaKUE MapaMeTphl Kak MPOMYCKHAs CIOc00-
HOCTb, 33JIepP>KKa, HAIEKHOCTh KaHalla

¢) Ip-aapeca Bcex moaceTei, aexanmx Ha MyTH K CETH TOTydaTest

d) Homepa aBTOHOMHBIX CHCTEM IPH MEPECHUTKE MAKETOB Yepe3 MarucCTpaIbHYIO CETh

13. Yto nyxHo caenarb Ha DHCP cepBepe uToOb! HCKITIOUNTH BhIady onpenenaeHHoro IP agpeca
U3 CYIIECTBYIOIIETO AMana3oHa?

a) co3mars auana3oH IP agpecor

b) co3nare napamerp DHCP

¢) cozmars obmacte DHCP
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d) co3mate uckrouenue nis [P agpeca

14. JIns TectupoBaHus peoOpa3oBaHus JOMEHHBIX UMEH B ip-aapeca ciyx0o0it DNS B onepamm-
OHHBIX cucTeMax Windows mpUMeHseTCss KOMaHa

a) Nslookup

b) Arp —a

c¢) Netstat —n

d) Tracert

15. Kakoe u3 yTBEpKICHHI SIBJISAETCS BEPHBIM

a) [Iportokoun http sBrsieTcst 6e30mMacHBIMU POTOKOJIOM MEPEAAYX JaHHBIX, T.K. TO3BOJISIET UCIOb-
30BaTh ayTEHTU(DHUKAIUIO MTOJTH30BATENsI Ha BeO-cepBepe

b) IIporokon https siBisieTcst 6e30MacHBIM MPOTOKOJIOM IMEpeayn JaHHBIX, T.K. ITUPPYET BCe aH-
HBIE ¢ MoMOIIbI0 TIpoTokoia SSL/TLS

¢) [Ipotokon ftp muppyer naHHbIe Ha Mapoe MOJIH30BATEISA

d) IIportokomn telnet mo3BossieT 6€30MaCHO MOAKIIOYATHCS M YIIPABIATh YAAJIEHHBIM CEPBEPOM, TaK
KaK €ro JaHHbIe BCET/a MPOXOAAT MPOBEPKY MEKCETEBOU IKpaH

16. Jlsis oTrpaBKu COOOIIEHUH AIIEKTPOHHOM TOYTHI UCIIOIB3YETCS MPOTOKOI

a) Smtp

b) Pop3 wimm imap

¢) Snmp

d) Smime

17. Kak Ha3biBaeTcs 00beKT Active Directory, KOTopslii XpaHUT UH(pOpPMALIKIO 00 YUETHBIX 3aIlH-
csX, 00IIUX pecypcax, Noapa3IeNeHUsIX ?

a) CEeTEeBOM IOCTYII

b) karayor

C) mamnka

d) nomen

18. Kakoii mpOoTOKOJI UCTIONIB3YETCS TS TOCTYIA K CIIy»k0e KaTanoroB AD?

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

19. KommbroTep, 3aHUMAOIIHNICS OOCTYKUBAaHUEM CETH, YIIPaBICHUEM TIepeiaueid COOOICHUH, 1
NPEOCTABIAIONINN yIaIeHHbII JOCTYII K CBOUM pecypcaMm, Ha3bIBaeTCs

a) xabom

b) cepBepom

¢) paboueii cTaHIuen

d) xoctom

20. Metoxa nepenadu JaHHBIX, IPU KOTOPOM JIaHHBbIE NEPECHUIAIOTCS B JIBYX HAlpaBICHUAX OJ-
HOBPEMEHHO, Ha3bIBACTCH ...

a) CUMIUICKCHBIM

b) nymieKCHBIM

C) CHHXPOHHBIM

d) monyayriekcHbIM

14.1.2. Dx3aMeHALIHOHHBbIE BONPOCHI
. [lonsitue ceru. TpeGoBanusi, mpeIbsABIsIEMbIE K CETH.
. Knaccugukanus cereil. [Ipusnaku kinaccudukaum.
. CereBble Tonosioruu. [IpeumyiecTsa 1 HEJOCTATKU OA30BBIX CETEBBIX TOMOIOTHIA.
. Meronp! anpecanuu B MajbIX U O0JIbIIMX ceTsX. TpeboBaHus K apecam.
. O6opynoBanue cerei. du3znyeckas 1 JIOTHUECKasi CETMEHTAIUS CETH.
. OcHOBHBIE BUBI NIEpEAOIINX cpell. VX XapaKTepUCTHKU.
. CereBas mozenb OSI. HazHaueHue. YpoBHHM B3aUMOJICHCTBUS OTKPBITBIX CUCTEM.
. Cranpapruzauus cereit. [Ipoext 802.x.
. MeToapl 1ocTyna K cpefie nepeaayu JaHHbIX.
0. ITonsTre mpotokona u untepgeiica. Creku nporokonoB. CTaHIAPTHBIE CTEKH ITPOTOKOIOB.
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11. CereBas apxutekrypa Ethernet.

12. CereBas apxutekrypa Token Ring.

13. CereBas apxurexrypa FDDI.

14. CereBnie onepalinoHHble cucTeMbl. TpeboBanus, npeabsiBisieMmbie K ceTeBbiM OC.

15. ba3oBble IPUMUTHUBEI NIEpeay COOOIIEHHM B pacrpeielleHHON ceTH. BbI30B ynaleHHBIX Mpo-
nemyp.

16. Pacnpenenennsie (aitnoBsie cucrembl. CeMaHTHKa paszeneHus (Hailnos.

17. Ciry:x0p1 uMeHOBaHUS pecypcoB. Cinyx0a kataioros. JIoMeHHBIN TTOIXO/.

18. I'moGanpHast cetb Wurtepuer. Iloctpoenue. OcHoBHBbIE MOHATHSA. CeMEHCTBO MPOTOKOIOB
TCP/IP u ero poiib B IOCTPOCHUU TII00ATBHBIX CETEH.

19. Crex npotokonoB TCP/IP. O6nacts npuMeHeHus. OCHOBHBIE XapaKTEPUCTHKH.

20. IP-anpeca. Knaccol IP-ceteit. Cetn nepeMeHHOM JIJTUHBI.

21. O6opynosanue I'BC. Kpartkast xapakTepucTHKa U Ha3HAYECHUE.

22. Mapupytuzanus [P-nipotokosna. AAropuTMbel MapiIpyTH3alldd.

23. IIporokonsl mapupytusanuu RIP u OSPF. Xapakrepuctuku, 1TOCTOMHCTBA U HEIOCTATKU.

24. IIporokon ARP. Haznauenue. [TpuHiun GyHKIIMOHUPOBAHMS.

25. IIporokon DHCP. Hazuavenue. [Ipuniun GpyHKIIMOHUPOBAHUSI.

26. Cnyxx6a DNS. Haznauenue. [Tpuniun GyHKIIMOHUPOBAHMS.

27. Cetp UnTepHet. CriocoOb! moakioueHust kK cetd. OCHOBHBIE CITyKObI ceTn IHTEpHET.

28. Ciiy:x061 WWW u FTP. [Tapamerpst noaxmrouenuss kK WWW unu FTP cepsepy.

29. Ciyx6a E-mail. [TapameTp mo4ToBoro kimeHTa A paboThl ¢ AJIEKTPOHHOM IMOYTOH.

30. Ciyx6a UseNet. [Touck rpymm HoBocTel. [loanucka Ha pacChUIKy TPYIIT HOBOCTEH.

31. Cetu Ha ocHoBe OC Windows. OCHOBHBIE TOHSATHS M TPHHLUUIBl OpPraHU3AIUH CETH
Microsoft.

32. OcHOBHBIE KOMaH/Ibl, HCIIOJIb3YEMBIE IPU PA0OTE C CETHIO B PEKUME KOMAaH/IHOM CTPOKHU.

33. IlporpamMMHBIE KOMIIOHEHTBI, HEOOXOMUMBIE I pabodeit cranmuu B ceTd. HazHaueHne kKax-
J10 KOMITOHEHTBI. [Ipumepsl.

14.1.3. Tembl 0IPOCOB HA 3aHATHAX

OcHOBHbIE MOHSATHUS KOMIIBIOTEPHBIX ceTel. THMbl KOMIbIOTEPHBIX ceTeld. Pu3znueckas U Joruye-
ckas tornosiorusi cetu. OCHOBHBIE CETEBBIE CITYKOBI.

MHoroypoBHeBasi opraHu3anus KOMITbIOTepHbIX ceTeil. [lonsTusa npoTtokona, uHTepdeiica, crexa
npoTokosoB. Moznens OS], e€ ypoBHU U UX Ha3HAUYEHUE.

®uznyeyckuil ypoBeHb. TuIbl GU3NYECKUX CpeJl IIepelaun CUTHAJIOB, UX XapakTepucTuku. Koau-
pOBaHUE ABOWYHBIX JaHHBIX. BUabl MORYISLIAM.

Kananbnblit ypoBenb. MeToapl 1ocTyna K cpene nepeaayn. TexHonorus Ethernet.

CocTaB ceTeBOro 000py10BaHUs JTOKaIbHBIX ceTeil. [IpuHIumbI paboThl KOHIIEHTPATOPOB, MOCTOB,
KOMMYTAaTOpPOB.

CereBoii ypoBeHb. [IpunHuunsl Mapupyruzaunu. HazHaueHune m cnocoObl MOCTpOEHUs TaOiuIl
MapuIpyTH3aluid. BEeKTOpHBIE MPOTOKOJIBI MapIIPYTHU3ALUU U IPOTOKOJIBI COCTOSHUS KaHaJIa.

Tpancnioptaslil ypoens. IIporokonsl UDP u TCP. Oransl co3nanus U oOMeHa JaHHBIMHU B paMKax
JIOTUYECKOTO COEIMHEHHUs. AJITOPUTM CKOJIB3BILIETO OKHA.

[Tpuknannoii ypoBeHb. [lomynsipHble MPOTOKOIBI MPUKIAAHOTO YpOoBHS. City)kxeOHble MPOTOKOIBI
npuknagHoro ypoBHst DHCP u DNS. Dnexkrponnas noura. Beo. FTP.

14.1.4. Tembl 1a060paTOpHBIX padoT

MogenupoBaHue CETEBBIX YCTPONUCTB U MPOTOKOJIOB B JIOKAJIBHBIX CETSIX

Hacrpoiika nogkmoueHus ysna k cetd. Ctek nporokosio TCP/IP. IIpukiiamabie mpoOTOKOJIBI CETH
WNurepner.

Cetu Microsoft Windows. YnpaBieHue ceTeBbIMU peCypcaMy B OJJHOPAHTOBOM CETH.

Ceru Microsoft Windows. Active Directory. YnpaBieHHe CeTeBBIMU pecypcamMH KOPIOpPaTUBHON
cetu. ['pynmnoBbie NOTUTHKY.

MopnenupoBanue 0a30BBIX CIIY>KO M IPOTOKOJIOB MAPIIPYTU3AIMHU B TIIOOATBHBIX CETAX

bazossie ciyx0n1 cetr MaTepHeT. DHCP. DNS. ITpoToKobl MapmpyTH3aluH.

[Mpuknannsie ciyx0b1 cetu Muatepuet. Hactpoiika Web- u FTP-cepsepos.

[Tpuknagasie cayx0b1 cetn MIHTEpHET. HacTpoiika cepBepa 3JeKTPOHHON MOYTHI.
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AHTUBHpYCHas 3amMTa. [lepcoHanbHbIE CETEBBIE IKPAHBI

14.1.5. Tembl KypcOBBIX IPOEKTOB (pador)

1. I[IpoekTrpoBaHKE JTOKAIbHBIX U PACHPEICICHHBIX CETeH TUIIOBBIX KOH(PUTYpALIHii;

2. IlpoekTHpoBaHUE U HACTPOWKA CHCTEMBbl YIpaBJICHHs CETEeBBIMH pecypcamu Ha 0aze Active
Directory;

3. IIpoekTupoBaHMe M HACTPOWKAa KOMMYHHKAIIMOHHBIX CEpBUCOB Ha 0a3e CTaHIAPTHBIX CIIYKO
cetu MHTEpHET;

4. Pa3paboTKM KIMEHT-CEPBEPHOTO MPUITI0KEHHUS;

5. IIpoexTupoBaHMe U HACTPOWKA CETEBBIX XPAHWIHUII U CETeH OCTyIa B BUPTyalbHOW HH(ppa-

CTPYKTYpE.

14.2. TpeﬁoBaHnﬂ K OCHOYHBIM MaTepuajgamMm AJd JUll ¢ OrPpaHHYCHHBIMHA BO3MOKHOCTAMU
310POBbS U UHBAJIUA0B
I[J'IH JijI ¢ OrpaHU4YCHHBIMH BO3MOKHOCTAMU 3J0POBbA U MHBAJIUAOB MPEAYCMOTPCHBI JOIMOJIHU -
TCJIbHBIC OLICHOYHBIC MATCPHUAJIbI, IICPCUCHb KOTOPLIX YKa3aH B Ta6J'II/II_IC 14.
Ta6mma 14 — I[OHOJ'IHI/ITeJ'II)HI)Ie MaTtepuajibl OLUCHUBAHUA OJId JIUL C OrpaHUYCHHBIMH BO3MOXXHOCTAMU
340POBbLS U UHBAJINIOB

Kareropuu Bunpl TOIIOMHUTEIBHBIX OLIEHOYHBIX @OopMBbI KOHTPOJIS U OLIEHKH
oOyJarommxcs MaTepHalioB pe3yJIbTaTOB O0y4YCHUS

TecThl, MMCEMEHHBIE CAMOCTOSTEIbHEIE
paboThI, BOMIPOCHI K 3a4E€TY,
KOHTPOJbHBIE Pa0OTHI

C HapymieHusiMu
ciyxa

[TpenmytiecTBEHHO MUCHMEHHAS
npoBepKa

C napymenussmu | CobecenioBaHme 0 BOIpocaM K 3a4eTy, | [IpenMyIecTBeHHO yCTHas IpOBEpKa

3peHus OMpOC IO TEPMHUHAM (MHOUBUYaJIbHO)
C HapyuieHusMu Pemienne quCTaHIIMOHHBIX TECTOB,
OIIOPHO- KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE | [IpenMylecTBEHHO 1MCTaHIMOHHBIMU
JIBUTATEILHOTO CaMOCTOSATENIbHbIE PaOOThI, BOIPOCHI K METO/laMU
anmapara 3a4eTy
C orpanunuenussMu 1o | TecTbl, TUCbMEHHBIE CAMOCTOSITENILHBIE [IpenmyniecTBEHHO IPOBEPKA
o0IeMeIMIIMHCKIM paloThl, BONIPOCHI K 3a4ETy, METO/IaMH UCXOJS U3 COCTOSIHUSA
MIOKa3aHUsIM KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI | 00YYarolIerocss HA MOMEHT IPOBEPKU

14.3. MeTtoauueckue peKoOMeHAAIMH M0 OLeHOYHBIM MaTepHAJIaM JIsl JTUI C OTPAHUYEHHbIMHU
BO3MOKHOCTSIMU 3/10POBbSI 1 HHBAJIN/I0B

Jns mui ¢ orpaHMYCHHBIMH BO3MOXKHOCTSIMH 37I0POBbSI M MHBAIMIOB TPEIyCMAaTpPUBACTCS 10-
cTynHas (hopMma MpeaoCTaBICHUS 3aJaHUH OIICHOYHBIX CPEJICTB, @ IMEHHO:

— B TIEYaTHOH (hopme;

- B IIeYaTHO (hopMe ¢ YBEITHUEHHBIM MIPUPTOM;

- B (hOpMe ITEKTPOHHOTO JIOKYMEHTA;

- METO/IOM YTE€HUS ACCUCTEHTOM 33/1aHUs BCIYX;

- MPEOCTABJICHUE 3a/IaHUs C UCTIOJIb30BAaHUEM CYpPJIOTIEPEBO/IA.

Jlumam ¢ OTrpaHWYEeHHBIMH BO3MOXXHOCTSIMH 3JIOPOBbSI M MHBAIHIAM YBEIHMYUBACTCS BpeMs Ha
MOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. i1 Takux 00ydaromuxcs mpeycMaTpuBaeTcst JOCTYII -
Hast popmMa MpeToCTaBICHHSI OTBETOB HA 3a/IaHUS, 8 IMEHHO:

— MUCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C UCIIOJIL30BAHUEM YCIYT aCCHCTECHTA,;

- IPE/ICTaBICHNE OTBETOB YCTHO.

[Tponienypa orieHHBaHUS PE3YIbTATOB OOYYEHHS JIMII C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/10pO-
BbSl 1 MHBAIHIOB 110 JUCLUILIMHE TPeIyCMaTpUBaeT IpenocTaBieHne nHopMauu B popMax, aaanTH-
POBaHHBIX K OTPAHUYCHUSAM HX 30POBBS M BOCTIPUATHS HH(POPMALIUN:

JJ1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHust:
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- B ()OpME IIIEKTPOHHOTO JIOKYMEHTA;

- B IIeYaTHOW (hopMe YBEITMUECHHBIM HIPUPTOM.

JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH cJIyXa:

- B ()OpME IJIEKTPOHHOTO JIOKYMEHTA;

- B Ie4aTHoOU hopme.

JIJ1s1 JIMI ¢ HAPYLIEHHUSIMH OTIOPHO-IBHIaTeJILHOTO anmapara:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B ITe4aTHOU hopme.

[Tpn HEOOXOMMMOCTH ISl JIUIL C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMU 37I0POBbS U MHBAIUIOB TIPOLIE-
Jypa OLCHUBAHHS PE3YJIbTATOB O0YUCHHUSI MOXKET IIPOBOIUTHCS B HECKOJIBKO ITAIOB.
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