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Hanpasnennocts (mpoduis) / cnenuanu3anys: 3amuieHHble CHCTeMbI U CeTH CBA3H

®opma o0ydeHus: OUHAS

QakynbreT: PT®, Pannorexunueckuu pakyjabTeT

Kadenpa: PCC, Kadenpa paanod1eKTPOHUKH H CHCTEM CBSI3H
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Cemectp: 7

YuebOnsiit an Habopa 2016 roga

Pacnpenenenue pabouero BpeMeHH

No Bunbl yueOHOM e TEIIEHOCTH 7 cemecTp Bcero E nuamtier
1 Jlekuuu 20 20 4acoB
2 [IpakTHyeckue 3aHATUA 24 24 4acoB
3 JlaGopatopHbie pabOTHI 12 12 4acoB
4 Bcero ayautopHbix 3aHATHI 56 56 4acoB
5 CamocrositensHas pabota 52 52 4acoB
6 Bcero (0e3 sx3amena) 108 108 4acoB
7 OO61mas TpyA0eMKOCTh 108 108 4acoB
3.0 3.0 3.E.

JuddepeHunpoBanHblii 3a4eT: 7 ceMecTp

Tomck 2018

CornacoeaHa Ha noptane Ne
29957



JIMCT COI'JTACOBAHUMA
PaGouas mnporpamMma JAMCHMIUIMHBI COCTaBJIeHa C Yy4YeToM TpeOoBaHMH (enepansbHOro
rOCy/IapCTBEHHOTO 00pa3oBaTeIbHOr0 cTanmapra Beiciuiero oopazosanus (PI'OC BO) mo nampasneHuto
noarotoBku (cnenuanbHocTH) 11.03.02 MHDOKOMMYHHKAIIMOHHBIE TEXHOJOTHMH W CHUCTEMBI CBS3H,
yrBepxkaernoro 06.03.2015 roma, paccmorpena u omoOpeHa Ha 3acemanun kadeaper KUBOBC «__ »
20__ roxa, mpoTokoi Ne

Pazpaborumk:
Houent xag. BUC O. O. Ercrotun

3aBeayronuii odecrneunBaronien kad.
KHNBE3BC A. A. llenynaHos

Pabouas nmporpamMMa IMCIMIUIMHBI COTNIacOBaHa ¢ (PaKkyJIbTETOM M BhIITycKarolel kadeapoii:

Hexan PT® K. 1O. ITonona

3aBeAyIoUIii BEITTyCKAIONICH Kad.

PCC A. B. ®darees

OKCHepThl:

Houent xad. BUC A. 10. UcxakoB

Crapuuii npenogasateis kad. PCC 10. B. 3enenenkas
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1. Hean u 3aaa49u AUCUMITIMHBI

1.1. lean qMCOMILINHBI
enpto aucuuruinibl «OCHOBBI KpunTorpaduu» sBiseTcss GopMUpoBaHHE Y CTYACHTOB OOIIMX
NPEJCTAaBICHUH O  KpUOTOTpapUUeCKUX  METOJaxX 3am|MThl  HWHGOpMAIMK, O TNPUMEHEHHH
KpUNTOrpaIeckux MeTOJOB 3alIMThl MH(GOPMAIWU Ui PEIICHHsS OTAENBbHBIX 3a1ad oOecredeHHs
UHPOPMAITMOHHON 0E30MacHOCTH U 00 OCHOBHBIX NPHHIUIIAX, JISKAIIUX B OCHOBE (DYHKIIMOHUPOBAHHUS
KpUNTOrpaIecKux CPeCTB 3aUIUTHl HHPOPMALINH.

1.2. 3agauu AMCHMUILINHBI
—  JlaTh TpejCTaBlIeHUE O KPUNITOrpapUIeCKUX METOAAX 3allUThl HHpOpMaInu;
—  M3YYUTh MaTeMaTHYECKHE OCHOBHI COBPEMEHHOU KpunTorpaduu;
—  H3YYUTh COBPEMEHHBIE CTAHAAPTHI CHMMETPUYHOTO MIHUPPOBAHUS;
—  H3YYHUTh KpunTorpadpuueckue GyHKIUN XSIIUPOBAHHS,
—  M3YYHUTh OCHOBHBIE KPHIITOTPaQUUECKHUE AITOPUTMBI C OTKPBHITHIM KIIIOUOM;

— cdopMHpOBaTh yMEHHE NPUMEHAThH IOJY4YEHHBbIE 3HAHUS JUI1 KOMIBIOTEPHOH peanu3aluu
KpUNTOrpauueckux aJropuTMoB.

2. Mecto nucnumiauabl B cTpykrype OIIOIIT
Jucuumnuna «OcHoBbl kpuntorpadun» (b1.B.0/1.14) otHocuTcs k Oioky | (BapuaTUBHAs 4acTh).
[TpenmecTByOIUMH JUCUMIUIMHAMH, (OPMHUPYIOIIMMHU HayajbHbIE 3HAHMS, SBIAIOTCS: 3allluTa
MH(QOPMAILMOHHBIX MPOLECCOB B CETAX M CHCTEMax cBA3M, Maremaruka, Teopus BeposSTHOCTEH H
MaTeMaTHuYecKasi CTaTUCTHKA.
[TocnenyromuMy AUCHUILIMHAME SBISAIOTCS: KOMIUIEKCHBIE CHCTEMBI 3alllUThl MH(OpMAIMKU B
CeTSAX U CHCTEMax CBS3H.

3. TpeOoBanus K pe3yabTaTaM 0CBOCHUS JUCIUNIHHBI

ITpouecc u3y4eHns AUCHUIIMHBI HallpaBjieH Ha (GOPMUPOBAHUE CIEAYIOIMX KOMIIETCHIINI:

— TIK-7 roTOBHOCTBIO K HM3YYCHHIO HAyYHO-TEXHHYECKOW WH(OPMAIUH, OTCYECTBEHHOTO W
3apy0e’KHOro OIbITa 110 TEMAaTUKE MPOEKTa;

B pesynbraTe u3ydeHus: TUCUUIUIMHBI 00yYaroIUics JOKEH:

— 3HATh MaTEMaTHYECKHE OCHOBBI KPUNTOTpaduu; MPUHIIMITEI TOCTPOSHHUS U OCHOBHBIC BHIIBI
CHMMETPUYHBIX U aCUMMETPHYHBIX KPHUITOTPa)UIECKUX aITOPUTMOB; KPUITOTpapUIECKUE CTAaHIAPTHI;
0a30BbIe KpHUNTOrpauIecKre MPOTOKOIBI K OCHOBHBIE TPEOOBAaHUS K HUM.

— yMeTb H(Q(EKTUBHO HCMOJIB30BaTh KPUNTOrpapUMuecKue METOIbl M CpelICTBA 3aIlUThI
MH(pOpMaIUU B AaBTOMAaTU3UPOBAHHBIX CUCTEMAX.

—  BJajJeThb KpUNTOTpaQUIECKIMU METOIAMH U CPEACTBAMH 3aIUTHI HH(POPMALINH.

4. O0beM TUCHUILUIUHBI U BUABI Y4eOHOH padoThI
OOwmast TpyI0€MKOCTb IUCHMIUIMHBI cocTaBiseT 3.0 3aueTHbIX €IUHMIBI M TpEeACTaBIeHa B
tabmuue 4.1.
Tabauna 4.1 — Tpy10eMKOCTh IUCHUILIMHEI

Bune! yueOHOM AesTenbHOCTH Bcero gacos CemecTpbl

7 cemecTp
AynuTopHbI€ 3aHATHA (BCETO) 56 56
Jlexuu 20 20
[IpakTHueckue 3aHATUA 24 24
JlabopatopHbie paboTHI 12 12
CamocTtosarenbHas paboTa (Bcero) 52 52
OdopmiieHre 0TYETOB 110 TaOOpaTOPHEIM paboTam 22 22
ITpopaboTka JIEKIIMOHHOTO MaTepraa 14 14
[ToaroroBka K NPaKTUYECKUM 3aHATUSAM, CEMHUHApaM 16 16
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Bcero (6e3 sx3amena) 108 108
OO01mas Tpy10eMKOCTb, 4 108 108
3auetHble EnuHue 3.0 3.0
5. Conep:xaHue JUCHUIIMHBI
5.1. Pa3aeiibl JUCHMILINHBI H BUALI 3aHATHI
Paznenpl AUCIIMTUIMHEI ¥ BUABI 3aHATHI IpUBEICHBI B Tabime 5.1.
Tabmuna 5.1 — Pa3aensl JUCIMIIINHBI M BUJIBI 3aHSITHIA
HasBanus pasesioB AUCHMILTHHBI =Y "R 8 08 RS aeBre=3g =
7 cemecTp
1 OcHOBHBIE LIENH U 3a7a4U 1 0 0 1 2 I1K-7
Kpurnrorpahun
2 MareMaTH4eCKHE OCHOBBI 4 13 0 12 29  |IIK-7
kpunTorpadun
3 HUcropuueckas kpunrorpadus 2 4 0 6 12 |IIK-7
4 CummeTpuyHoe mmdpoBaHue 4 0 8 18 30 |IIK-7
5 XemmpoBaHue 2 0 0 3 IIK-7
6 Kpunrorpadus ¢ OTKPBITEIM KIIFOYOM 4 7 0 4 15 |IIK-7
7 DnexTpoHHAs MOJIMUCH 3 0 4 10 17 |IIK-7
Hroro 3a cemectp 20 24 12 52 108
Htoro 20 24 12 52 108
5.2. Conep:xaHue pa3nejoB TUCHUNJIMHBI (10 JEKIUSIM)
Copepxanne pa3fesioB TUCIUILTNH (10 JISKIUSIM) TIPUBEJIEHO B Tabnuie 5.2.
Tabnuna 5.2 — Conepkanue pas/ienoB AUCIUIUIHH (IO JICKIUSIM)
Ha3zpanus pa3znenos CozepskaHue pa3ie/oB IUCUMILTHHEGL 0 ekuuam | 8 5 81 = % g
7 cemecTp
1 OcHOBHBIE LIETH U Kpunrorpaduueckue metoap! 3aiuTel HHGOpMAIIHN: 1 [K-7
3aga4u Kpunrorpahuu mudpoBaHue, XEIMPOBAHUE, HIEKTPOHHAS HOIHUCE.
Hroro 1
2 MaremaTuieckue Anrebpanyeckue cTpykTypsl. ['pynmsl. [lukianueckue 4 [K-7
OCHOBBI Kpuntorpaduu  rpynmnsl. Konblia, Kosiblia KI1acCoB BEIYETOB.
Koneunsie nons. [lona Nanya. Dnnuntuyeckue
kpuBble. [loHaTHE HanbOIIBIIET0 OOIIEro AETUTES.
Anroput™m EBKina, paciiupeHHbIA aaropuTM
EBxnuga.
Hroro 4
3 Ucrtopuueckas MaremaTrueckast mozenb mmdpa. Kinaccuaeckne MK-7
Kpunrorpadus mpel: TOACTAHOBOYHBIN, IIEPECTAHOBOYHBIH, I}
Xwumna, mdpsl TaMMHPOBAHUS.
Hroro 2
4 CuMMeTpu4HOe I'OCT P 34.12-2015. TOCT P 34.13-2015. 4 I1K-7
mudpoBaHue Viroro 4
5 XemupoBaHue Kpunrorpadpuueckue xem-dpynkuuu. FOCT P 34.11- 2 IK-7
2012.
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Hroro
6 Kpunrorpadus c Konuenmust kpunrorpaduu ¢ OTKPHITHIM KITFOYOM. MK-7
OTKPBITBIM KITFOUOM [Mpotokon Andpu-Xennmmana. Kpunrocucrema RSA.
Kpunrocucrema Onp-I"'amans. Kpunrocucrema
Pabuna. Anroput™bl paboThI ¢ OOJBIIMMHU YUCTIAMH.
Hroro 4
7 OnektponHas noanuchk | Kojpl ayTeHTHYHOCTH COOOIIEHUH. DNeKTpOHHAS [K-7
noanuck. 'OCT P 34.10-2012. UndpactpykTypa
OTKPBITOTO KJIIOYA.
Hroro 3
Uroro 3a cemectp 20

5.3. Pa3aenbl IMCOMILVIMHBI M MEeKIMCIMIINHAPHBIE CBSA3M € 00ecTeYnBAOIIUMH (MPeAbITY M)
" o0ecreYnBaeMbIMU (MOCJIeTYIIIMMHA) TUCITHIIIMHAMHA
Paznensl IuCHMIUIMHBL U MEXIUCHMIUIMHAPHBIE CBA3M C 00eCHeuuBarOIUMK (MIPEABIIYIINMHU) U
obecneyrBaeMbIMU (IIOCIETYIONMMU) IUCHUIUITMHAME MIPEICTaBICHBI B TabauLe 5.3.
Tabmuna 5.3 — Pa3aensl TUCIMILINHB M MEKTUCIIMILIMHAPHBIC CBI3H

Ne pa3nenoB gaHHON AUCHMITIMHBIL, AJI1 KOTOPBIX HEOOX0AUMO
HauMeHOBaHUE IUCIUIUIAH n3yuyeHre 00eceynBaONMX U 00eCIeUnBaeMbIX AUCIUILIHH
1 2 3 4 5 6 7
[IpenmecTByronue IUCUUTUINHBL
1 3amura nHPOPMATHOHHBIX
MIPOLIECCOB B CETAX U CUCTEMAX +
CBA3H
2 MaremaTuka +
3 Teopust BepoATHOCTEN U 4
MaTeMaTH4YeCcKasi CTaTUCTUKA
Tlocnenyromue TUCIUIIIMHBL
1 KommuiekcHbIE CUCTEMBI 3aIUThI
UH(OPMALIUH B CETAX U CUCTEMAX + + + + +
CBA3U

5.4. CooTBeTCTBHE KOMIIeTEHIMH, GopMHUpyeMBbIX NPH U3yYeHHH TUCIHUILIMHBI, U BUIOB 3aHATHI
CooTBeTcTBUE KOMIIETEHLUH, (OpMUpPYyEeMBIX HpU H3YyYEHHU AWCLUIUIMHBI, U BUIOB 3aHATHH

MpeJIcTaBIeHo B Tabnuiie 5.4.

Tabmuua 5.4 — CooTBeTcTBHE KOMIETEHLUH, (OPMHUPYEMBIX NMPH HU3YHYEHUHM TUCLUIUIMHBI, U BUIOB

3aHATHI

] v

5 = Bunel 3ansTuit

gz~ ° A O P DOopMBI KOHTPOJIA

N7 =g Q % o o = \© Qo O = awv

[1K-7 + + + + JlomamrHee 3amanne, 3anmra
orueta, OTYeT 1o
naboparopHoii pabore,
Ompoc Ha 3ansTusx, Tecrt,
HuddepenunpoBanHbIii
3a4eT

6. IuTepakTUBHBIE MeTOABI U (POPMBI OPraHU3ANMHU 00yYeHHS
He npenycmorpeno PYIL
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7. JlaGopaTopHbIe padoThI
HaunmenoBanue n1abopaTopHbIX paboT npuBeaeHo B Tabiume 7.1.
Tabnuna 7.1 — HaumenoBanwue 1a060paTopHBIX padboT

HasBanwus paznenos HanmenoBanue nabopaTopHbIX paboT (8 €8s 8 e
7 cemecTp
4 CummeTpuyHOe udposannas ¢aitnosas cucrema Windows 2 MK-7
mm(poBaHHe [Iudposanue qucka BitLocker B onepanimoHHbIX
cuctemax Windows
CpencTBo KpunTorpaduaecKoil 3aHuThl HHPOPMALTUH 4
Secret Disk
Uroro
7 OnexktponHas noanuck |Pabota ¢ kpunronpoBaiinepamu 4 ITK-7
Hroro
Hrtoro 3a cemectp 12

8. IIpakTHyeckne 3aHATHSA (CEMUHAPHI)
HanmMenoBanue mpakTHUECKHUX 3aHSATHI (CEMUHAPOB) MPUBEICHO B Tadnwmiie 8. 1.
Tabauna 8.1 — HauMeHoBaHue MPaKTUUECKUX 3aHITHIA (CEMHUHAPOB)

Ha3zpanus pasznenos HanMenoBanme mpakTHYECKUX 3aHATHH (CEMIUHAPOB) (3 E gL = % e
7 cemecTp
2 MaremaTnueckue AnreOpaunueckue cTpykTypsl. I'pymnmsl. Luknuueckue 2 MK-7
OCHOBBI KpUNITOrpae  TPYIIIIBL.
Kousblia, Konblia KJ1accoB BBIYETOB.
Koneunsle nons, noss Namya.
TeopeTHKo-4YMCIIOBBIE AITOPUTMBI, UCTIOIb3yEMbIE B
Kpunrorpahuu
Hroro 13
3 Uctopuueckas [Mpocreiimme mudpbl 1 KX KPATITOAHATU3. 4 MK-7
KpunTorpadus Viroro 4
6 Kpunrorpadus ¢ [Iporoxon Auddu-Xennmana 1 IK-7
OTKPBITBIM KJLOIOM Kpunrocucrtema RSA 2
Kpunrocucrema Onp-I"'amans 2
Kpunrocucrema Pabuna 2
Hroro 7
Hroro 3a cemectp 24

9. CamocrosiTe/ibHas1 padoTa
Bunsl camocTosTensHON pabOThI, TPYIOEMKOCTh U (hOpMHUpPYEMbIe KOMIIETEHIIMN MIPECTABICHbI B

tabmme 9.1.
Tabnuma 9.1 — Bugpl caMocTOSITeIbHOM pabOThI, TPYJIOEMKOCTh U (JOPMUPYEMbIe KOMIETECHITHH
Busl camocTosTenpHON & & 4 & 2 =
H = H 4 = 0))
a3BaHUs pa3AciioB paboThI SRRl S OpPMBbI KOHTPOJISI
7 cemecTp
1 OcHoBHBIE LIENH U [IpopaboTka IeKIIMOHHOTO 1 IK-7 HuddeperunpoBaHHbIiz
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3aga4u Kpunrorpahuu Mmarepuana 3ayet, Onpoc Ha 3aHATUSIX,
Hroro 1 Tect
2 MaremaTuieckue IToaroToBka Kk 8 IIK-7 JuddepeHunpoBaHHbIi
OCHOBBI KpUnTorpaduu | IPaKTUUECKUM 3aHATHUSAM, 3ayert, Jlomaminee
CeMHHapaM 3aganue, Onpoc Ha
aHITUAX, Tect
[TpopaboTka JIEeKIIMOHHOTO 4 3 » 1€
Mmarepuana
Hroro 12
3 Ucropuueckas IToaroToBka Kk IK-7 JuddepeHunpoBaHHbIi
Kpunrorpadus NPaKTUYECKUM 3aHIATHSAM, 3ayer, Jlomaminee
CeMHHapaM 3aganue, TecT
[TpopaboTka JIEeKIIMOHHOTO 2
Mmarepuana
Hroro
4 CummeTpuyHOe [HoaroroBka k [K-7 HuddeperunpoBaHHbIi
mmdpoBaHue NPaKTUIECKAM 3aHITHSM, 3aueT, Jomamnee
CeMHHapaM 3aaHne, 3allnuTa OTYeTa,
IIpopaboTka JTEeKIIMOHHOTO 2 Ornpoc Ha 3aHATHAX, .
Ortuet o nabopaTopHoOH
marepuana
pabote, TecT
OdopmieHue 0TYETOB 110 14
n1abopaTopHbIM paboTam
Uroro 18
5 XemupoBaHue [TpopaboTka JIEeKIIMOHHOTO 1 TIK-7 JuddepeHurpoBaHHbIi
marepuana 3aueT, Onpoc Ha 3aHATHUSX,
Tect
Htoro 1 ec
6 Kpunrorpadus c [HoaroroBka k 2 IIK-7 HuddeperunpoBaHHbIit
OTKPBITHIM KITFOUYOM NPaKTUIECKAM 3aHITHSM, 3aueT, JJomamHee
CeMHHapaM 3apanue, Omnpoc Ha
aHIATUAX, Tect
[TpopaboTka JIEeKIIMOHHOTO 2 3 » 1€
Mmarepuana
Htoro 4
7 Onexkrponnas noanuck | [IpopaboTka 1eKIMOHHOTO [K-7 HuddeperunpoBaHHbIif
marepuana 3a4eT, 3aluTa OTYeTa,
MPOC Ha 3aHATHAX
OdopmieHHe OTYETOB IO 8 8 poc Ha 3 5 T
n1abopaTopHBIM paboTam THCT 110 J1abOpaTOpHOH
pabote, TecT
Uroro 10
Uroro 3a cemectp 52
Uroro 52
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10. KypcoBas padora (nmpoexT)
He npenycmotrpeno PYIIL.

11. PeliTuHroBasi cucreMa s OLCHKH YyCII€BACMOCTH oﬁyqaloumxcu

11.1. baanbHbIe OLEHKH I 3J1€eMEHTOB KOHTPOJIS
Tabnuna 11.1 — bajbHbIe OIICHKH JIJISl 2JIEMEHTOB KOHTPOJIS

. . MaxkcumanbHbII
. MaxkcumanbHbII MaxkcumanbHbII
OneMeHTs! yueOHOH 6asu1 3a meproa Bceero 3a
6amn Ha 1-yto KT ¢ | 6ann 3a nepuog
JIeATEITbHOCTH mexny 2KT u Ha ceMecTp
Hauana cemectpa | mexnay 1KT u 2KT
KOHEL[ ceMecTpa
7 cemecTp
JlomalHee 3agaHue 3 3 6
3aimura oT4eTa 15 15 15 45
Onpoc Ha 3aHATHIX 3 3 3 9
Otuer no nabopaTopHOM 10 10 10 30
pabote
Tect 10 10
Urtoro makcumym 3a 31 31 38 100
epuos
Hapacraromum urorom 31 62 100 100

11.2. IlepecyeT 6a/1710B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[lepecder GanIoB B OLIEHKH 32 KOHTPOJIBHBIC TOUKHU TpeIcTaBieH B Tadbmume 11.2.
Tabmuma 11.2 — ITepecder 6aUIOB B OIIEHKH 32 KOHTPOJIbHBIE TOUKH

Bbannel Ha 1aTy KOHTPOJIBHON TOUKHU Ouenka

>90% oT MakcuManbHOU cyMMbI OamioB Ha naty KT 5

Ot 70% no 89% ot MmakcuManIbHOM cymMMbl OaiioB Ha naty KT

4
Ot 60% 10 69% 0T MakcuMaIbHOI cymMMbl OayioB Ha naty KT 3
2

< 60% oT MakcuManbHON cyMMBI OaioB Ha naty KT

11.3. IlepecuyeT cyMMbI 02JUI0B B TPAAMIUOHHYIO M MEKIYHAPOIHYH0 OLIEHKY
[Iepecuer cymmbl 6aI0B B TPAJUIMOHHYIO U MEXIYHAPOIHYIO OLEHKY IPEACTaBICH B TaOIuUIe
11.3.
Tabmuma 11.3 — Ilepecyer cyMMBbl 6JUIOB B TPAJUIMOHHYIO H MEKIYHAPOIHYIO OLICHKY

Urorosas cymma 6aiios,

Onenka (I'OC) YUYUTBIBAET YCIEIIHO CIAHHBIN Onenka (ECTS)
JK3aMeH
5 (oTan4HO) (3aYTEHO) 90 - 100 A (OTIHYHO)
85 -89 B (ouens xoporio)
4 (xopol10) (3a4TEHO) 75 - 84 C (xoporo)
70 - 74
D (ynoBneTBOpUTENBHO)
3 (y1OBJIETBOPUTEIHHO) 65 - 69
(3a4TeHO) 60 - 64 E (mocpeacTBeHHO)
2 (seynoBNCTBOPHTENBHO) (HE Hwmxe 60 6anos F (HeynoBneTBOpUTENBHO)
3a4TEHO)
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12. YyeOHO-MeTOAMYECKOE M HH(POPMAITUOHHOE o0ecTiedeHne TUCHUIINHBI

12.1. OcHoBHas JUTEpaTypa
1. Psabko b.S. OcHoBbl coBpemenHoil kpumnrtorpaduu u creraHorpadun / b.5. Psabxo, A.H.
®uonoB. — 2-¢ m3a. — M.: Topsiaas muaus — Tenexom, 2013. — 232 c. [DnexkTpoHHBIA pecypc]. —
Pexum pocryna: http://e.Janbook.com/view/book/63244/ [DnexTpoHHbld pecypc] - Pexum poctyma:
http://e.lanbook.com/view/book/63244/, nata o6pamenus: 07.06.2018.

12.2. lonosiHUTeILHAS JTUTEPATypa
1. OcHoBHl kpuntorpadpun: ydyeOHoe mocodme s By3oB / A.IL. Andepos, A.1O. 3y6os, A.C.
Ky3pmun, A.B. YUepemymkun. — 3-e u3n., ucnp. u gon. — M.: 'enmuoc APB, 2005. — 479 [1] c.
(manmune B Oubanorexe TYCVYP - 30 5k3.)
2. OcHoBHI coBpeMeHHOU kpurntorpadun: yueoHsiii kypc / C.I'. bapuues, B.B. ['onuapos, P.E.
CepoB. — 2-e¢ u3n., nepepad. u mon. — M.: lopsiuas nunamg-Tenekom, 2002. — 176 c. (Hamuuue B
oubanorexke TYCVYP - 51 5k3.)

12.3. YueOHO-MeTOAMIECKHE TTOCOOHS

12.3.1. O0s3aTebHbIe yIeOHO-MeTOANYECKUEe MOCO0us
1. Esctormm 0O.0. Kpunrorpadpudeckune MeToapl 3amuThl HHOOPMAIMU: METOAMYECKHE
YKa3aHH IS BBITIOJIHEHHS PAKTUIECKUX M CAaMOCTOSTEIFHBIX paboT. [DIeKTpoHHBIH pecypc] - Pexxum
noctyna: http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_kmzi.pdf, mata oOpamenus:

07.06.2018.
2. Esciotmr O.0O. Ilpukmagnas kpunrorpadus: METOIWYECKHE YKa3aHUs Ui BBITOJHEHUS
na00OpaTOpHBIX W CaMOCTOSITENBHBIX  paboT. [DnexTpoHHBIi pecypc] - Pexum  goctyma:

http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_pk.pdf, nara o6pamenus: 07.06.2018.

12.3.2. YueOHO-MeTOAUYECKHE MTOCOOHS IJISl JTUI] C OTPAHNYEHHBIMU BO3MOKHOCTSAMHM 3J0POBbS U
MHBAJIHI0B

Y4eOHO-MeTOIUUECKUE MaTePHAIIBI JIJISI CAMOCTOSTSIILHOW M Ay JUTOPHOU pabOThl 00yYaIOIIUXCS
M3 YHUCIIA JIUI] C OTPAHNYCHHBIMU BO3MOYKHOCTSIMH 37I0POBbSI M MHBAJIUIOB MPEJOCTABIIAIOTCS B OopMax,
aIaTUPOBAHHBIX K OTPAHUYCHUSIM UX 3JI0POBbS U BOCHIPUATHS HH(POPMALINH.

Jas i ¢ HAapyIeHusIMH 3pPeHus

- B (DOpMeE BIIEKTPOHHOTO JTOKYMCHTA;

- B IICUaTHOM (popMe yBeIMYCHHBIM HIPU(PTOM.

Jast v ¢ HAapyIIeHusIMH ¢JIyXa:

- B (DOpMeE FIIEKTPOHHOTO JTOKYMEHTA;

- B Me4aTHOH (opme.

Jas i ¢ HAapyIeHusIMH OTIOPHO-IBUTATEJIbHOTO anmapara:

- B (hopMeE AJIEKTPOHHOTO IOKYMEHTA;

- B MEYaTHOH (opme.

12.4. IlpodeccuonabHbIe 0a3bl JAHHBIX U HHGOPMALHOHHBIE CIIPABOYHbIE CHCTEMBI

1. https://edu.tusur.ru/ — Hayuno-o6pazoBartensubiii moptran TYCVYP.

2. http://fgosvo.ru — Ilopran DenepanbHBIX TOCYIAPCTBEHHBIX OOpa30BaTENbHBIX CTAaHAAPTOB
BBICIIET0 00pa30BaHMS.

3. eLIBRARY.RU - Poccuiickass HayuyHasi BJIEKTpOHHAass OMOIMOTEKa, WHTETPUPOBAHHAS C
Poccuiickum naaexcom HayyHoro nutupoBanusa (PMHIT).

4. Scopus — 6ubnmnorpaduyeckas u pedepaTuBHas 6a3a TaHHBIX.

5. SpringerLink — XpaHunuie 3J€KTPOHHBIX KOMUN Hay4YHBIX KHUT M JKypHAJIOB, M3/1aBacMbIX
KOMIaHuer Springer.

6. IEEE Xplore — snekTpoHHas tuiatdopma, cojepiKalias IOJIHbIE TEKCTHl MyONuKamuid U3
XKypHaJIOB, MaTepuaioB koHpepeHnumii, crangaptos, uzgaBaembix IEEE u IEE (Institution of Electrical
Engineers).

13. MaTepunanbHO-TeXHHYECKOe o0ecrieyeHne TUCIHMIINHBI H TpedyeMoe NporpaMMHoe
olecrieyeHne

13.1. O6mue TpedoBaHUSA K MATEePUATbHO-TEXHHYECKOMY U MPOrPaMMHOMY 00ecle4YeHUuI0
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AUCHUIIINHBI

13.1.1. MaTepuaJbHO-TEXHUYECKOE H MPOrpaMMHOe o0ecrnedenne AJsl JeKIHOHHBIX 3aHATHI
st mpoBeneHUs 3aHATHHA JEKIMOHHOTO THIA, TPYIIOBBIX U WHAMBUIYAIbHBIX KOHCYJIbTALMH,
TEKYIIEr0 KOHTPOJS M MPOMEKYTOUHON aTTECTALMU HCIOIb3yeTCsl yueOHasi ayAuTOpUs ¢ KOJIMYECTBOM
MOCAZOYHBIX MeCT He MeHee 22-24, o0opymoBaHHas TOCKOH W CTaHAAPTHOM Y4eOHOH MeOenbro.
NmeroTcss aeMOHCTparimoHHOE O00OpyIOBaHWE W yYeOHO-HATJSAHBIC MOCOOWS, OOecTeunBaromue
TEMaTH4ECKHE WUTIOCTPALMH IO JIEKLIMOHHBIM pa3aeiaM JUCIHUILINHBI.

13.1.2. MaTepuajJbHO-TEXHHYECKOE H MPOTrPaMMHOe ofecnedeHne AJisi MPaKTHYeCKNX 3aHATHI
YyeOHast ayTuTOpUs
yaeOHas ayAUTOPHS [Tl TPOBECHUSI 3aHATHI MPAKTUIECKOTO THIA
634045, Tomckas obnacTs, T. Tomck, yi. KpacrHoapmetickas, 1. 146, 403 ayn.
Onucanuie UMEIOIETOCs! 000PYIOBAHHUS:
- Kommnekr cnenuanu3npoBanHoii yueOHON MeOeny;
- Pabouee mecTo npenogaBares.
[IporpamMmmHoe obecrieueHne He TpedyeTcsl.

13.1.3. MaTepuajibHO-TEXHHYECKO€e H MPOrpaMMHOe olecrieueHnne J1Jisl J1a0opaTOpPHbIX padoT

JlaGopatopusi MpoTrpaMMHO-aNIapaTHRIX CPEACTB obecrieueHnss HH(POPMAIMOHHOW 0€301TacHOCTH,
OTIEPAIMOHHBIX CUCTEM U CUCTEM 0a3 JTaHHBIX

ydeOHasi ayIuTOpHs JUIA TPOBEICHUS 3aHATHH NMPAKTHUECKOTO TUMA, Y4eOHAs ayAuTOPHS s
MIPOBEICHUS 3aHATHI J1a00pPaTOPHOTO THIIA

634045, Tomckas obnacts, . Tomck, yi. KpacHoapmetickas, n. 146, 405 ay.

Onucanue UMEIoUIErocs: 000PYI0BAHUS:

- Komnwrorepsr kmacca e Hike M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-II
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 wr.);

- Kommnekr cnennanu3zupoBanHoi yueOHOU Mebeny;

- Pabouee mecto mpenogaBaTes.

[TporpamMmMHoOe obecrieueHue:

— Microsoft Windows 7 Pro

— VirtualBox

— Visual Studio

13.1.4. MaTepuajibHO-TEXHUYECKO€E H MPOTrPaMMHOe o0ecrnedeHne AJisi CAMOCTOSITeIbHOI padoThI
Jnis caMOCTOSATENNFHON Pa0OThI MCHOJB3YIOTCS Y4eOHBIE ayIUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacmoJIOXKEHHbBIE IO aApecam:
- 634050, Tomckast obmacth, T. Tomck, Jleanna npocmekrt, 1. 40, 233 ayn.;
- 634045, Tomckas obnacts, r. Tomck, yn. KpacHoapmeiickas, a. 146, 201 ayn.;
- 634034, Tomckast obmacth, T. Tomck, Bepmmauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckas obnacts, r. Tomck, Bepmmauna ynuna, a. 74, 207 ayn.

CoctaB 000py/TIOBaHHUS:

- yueOHast meberb;

- kommbroTepsl knacca He Hwke [[9BM INTEL Celeron D336 2.81T. - 5 mit.;

- KOMIBIOTEPHl TOJKIIOYCHbI K ceTH «VHTepHeT» M 00ecmeuuBaloT JOCTYN B 3JIEKTPOHHYIO
HHGOPMAITMOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCUTETA.

[lepedeHp mporpaMMHOro obecreyeHus:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 nns Windows;
- 7-Zip;

- Google Chrome.
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13.2. MaTepuaJiIbHO-TeXHUYECKOE 00ecneuyeHe JUCHUTITUHBI IS JIUI[ ¢ OTPAHUYEHHBIMHU
BO3MOKHOCTSIMHM 310POBbSl M HHBAJIN/I0B

OcBoeHHE NUCUUIUIMHBI JULIAMUA C OTPaHUYEHHBIMH BO3MOKHOCTSIMH 37J0POBbSI Y MHBAJIHJIAMH
OCYIIECTBIISIETCS C UCTIOIb30BAHUEM CPEICTB 00YyUEHHUsT OOIIETO U CIIEIUALHOTO Ha3HAUCHUSI.

[lpu 3aHsTHAX C OOYYAIOIIMMUCS € HAPYLWIEHHSIMHM CJIyXa TPEyCMOTPEHO HCIOJIb30BaHUE
3BYKOYCHUJIMBAIOIIEH amnmaparypbl, MYJIbTUMEIUWHBIX CpPEJICTB M JPYTUX TEXHUYECKHX CPEACTB
npuemMa/mepenayn yueOHo mHGOpManuu B JOCTYMHBIX (hOpMax, MOOMIBLHOW CHCTEMBI MPENOaBaHUs
JUIS O0YYaIONIMXCSl ¢ MHBAJIMIHOCTHIO, TIOPTATUBHOW MHIYKIIMOHHOW CUCTEMBbl. YueOHasi aylauTopusi, B
KOTOpOM 3aHUMArOTCS OOydaroluecsl ¢ HapylIeHHEeM cliyxa, 00OpyloBaHa KOMIBIOTEPHON TEXHUKOM,
ayIUOTEXHUKOM, BUACOTEXHUKOM, SIEKTPOHHOU TOCKON, MYJTbTUMEIUNHON CUCTEMO.

[Tpu 3aHATHIX ¢ OOYYAIOIIMMUCS ¢ HAPYIIEHUSIMH 3PEeHUsIMH TIPETyCMOTPEHO HCIIOJIb30BAHUE B
JIEKIIMOHHBIX W YYEeOHBIX ayJUTOPHIX BO3MOKHOCTH MPOCMOTpa YAAJICHHBIX OOBEKTOB (HAmpHUMeEp,
TEKCTa Ha JIOCKEe WM cllaiila Ha DKpaHe) MpH IMOMOIIM BUIACOYBEIMUYUTENCH JUII KOM(OPTHOTO
IIPOCMOTpa.

[Ipu 3aHATHSX ¢ OOyYAlOIIMMHCA € HAPYIIEHUSIMH OMOPHO-IBUTaTEeJIbHOI0 amnmapara
HCTIONIB3YIOTCSl alIbTEPHATUBHBIC YCTPOWCTBA BBOJA HWH(OpPMAIMHM W JPYrHe TEXHHYECKUE CPEICTBA
npuemMa/mepeadd yueOHo mH()OpMANUU B JOCTYMHBIX (HOpMax, MOOMIBLHOW CHCTEMBI OOYYCHUS IS
JTOAEH ¢ MHBAJIHUIHOCTBIO.

14. O[IeHO‘-lele MaTepuaJdbl H METOAUIECCKHE PCKOMECHAAIIUHA 110 OPraHu3aluu U3y4YeHUs
AUCIHUIIJINHBI

14.1. ConepxxaHue OlleHOYHBIX MATEPHAJIOB M MEeTOANYECKHE PEKOMEHIAMHT
st OleHKH CTeneH! CHOPMHPOBAHHOCTH M YPOBHS OCBOCHHS 3aKPEIUICHHBIX 3a JUCIUIUTHHOM
KOMHGTCHHHﬁ HCIIOJB3YIOTCA OUCHOYHBIC MAaTCPHUAJIbI B COCTABEC:

14.1.1. TecToBble 3agaHust
1. Kakoii kpunrorpaguyeckuii MeToJ 3amMTbl HHPOPMANMU NpeIHA3HAYEH ISl
obecnieyeHust KOHPUIEHIIHATLHOCTH HHpopMAUU?
a) XemupoBaHHE
0) OneKkTpoHHAs MOANUCH
B) lludposanue
r) Koabl ayTeHTHYHOCTH COOOIIECHUIA

2. s pemeHdss KakoH 3agaum  oOecmedyeHus HWHGOPMAIMOHHON  0e30MACHOCTH
NMpeIHA3HA4YeHO XelupoBanme?

a) Oobecrnevyenre KOHPUACHIMATBHOCTH HH(DOPMAITUN

0) OobecnevyeHrne HEOTKA3yEeMOCTH

B) OoOecneuyeHne KOHTPOIS HETOCTHOCTH JAaHHBIX

r) IlpoBepka NOATMHHOCTH HCTOYHUKA JTAHHBIX

3. KakuMm cBOICTBOM 006J121a10T JIEMEHTHI @ U @' B KOJIbIIe KJIACCOB BHLIYETOB 10 MOIYJIIO
n?

a) aa'=0(modn)

0) aa'=-1(mod n)

B) aa'=1(modn)

r) aa'=n(modn)

4. B kakoMm ciydae CyllecTBYeT 3HAaYeHHe a’! 1o Moxy.Iio n?
a) Ecnu a nenur n

0) Ecmu n genwur a

B) Ecmm HO/l(a,n) =1

r) Ecmm HOJ/I(a, n) > 1
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a)
0)
B)
r)

a)
0)
B)
r)

7.
a)
0)
B)
r)

a)
0)
B)

r)

a)
0)
B)
r)

10.
a)
0)
B)
r)

11.

a)
0)
B)
r)

12.

a)
0)
B)

ITocTaBbTe B COOTBETCTBHE ABOMYHOI mocienosareabHocTH 11001101 ssemeHT moss
Tanya GF(2%), B BHIe KOTOPOro MOKHO NPEICTABUTHL AAHHYIO MOCJIEI0BATEIbHOCT IS
NMpoBeJIeHUs HAJl Heil KpunTorpaguyecKux npeodpa3oBaHui.

BT+ x4+ +x

BT +x0+ 5+ + x5 +2+1

X+ +x3+2+1

X+ +x5+x4+x3+x2+1

Yem mmngpp «Marma» orjimdyaercs or mudpa, onpeaenensoro B crangapre 'OCT 28147-
89?

JnuHol kintoua

OTO JBa MPUHIUIHAAIBHO Pa3HBIX CUMMETPHYHBIX OJOYHBIX MHU(ppa

HeB03MOXKHOCTBIO UCTIONIB30BaHUS MTPOU3BOIBHON TaOIUIIBI 3aMEH

KonuuectBoM payHaoB

KakoBa quimna cexkperHoro kiwo4da B mudpe «Kysnequk»?
64 oura
128 out
256 out
512 out

Kakoii u3 pe:kuMoB padoThl CHMMETPHYHBIX OJIOYHBIX HIM(POB He NMpeIHAZHAYEH IS
o0ecneyeHusi KOH(pUAeHIUATILHOCTH HHGopManun?

PexxumM npocToit 3aMeHBI

PexxumM npocToi 3aMeHBI ¢ 3aleTIIEHHEM

Pexxum BBIpabOTKHM MIMUTOBCTaBKU

Pexxum raMMupoBaHus

B xakomM wu3 pexuMoB PpadoTbhl CHMMETPUYHBIX OJOYHBLIX IIH(PPOB pe3yJibTaT
3alIM(pPoBaHUsl 0YepPeIHOro 0JI0OKA OTKPBITOIO TeKCTa NpH (UKCHPOBAHHOM KJIKOYe
3aBHCHUT TOJILKO OT MOPSIAKOBOI0 HOMepa JaHHOro 0J10Ka?

Pexxum npocToit 3aMeHBI

Pexxum raMMupoBaHus ¢ 00paTHOM CBSA3BIO IO BHIXOAY

Pexum raMMupoBaHUs

PexxuM rammupoBaHusi ¢ 00paTHOMN CBSI3bIO O MUPPTEKCTY

Kakoii n3 nepeyncjieHHBIX IIU(PPOB OTHOCUTCA K KJIACCY ACHMMETPHYHBIX IIM(POB?
Marma

Ky3neunk

RSA

AES

B d4em 3akiroyaercs pa3imyde MeKAYy CHMMETPHYHBIMH M aCHMMETPHYHBIMH
KpunrocucreMamu?

B pemaembix 3a1a4yax 3amuTel HHQOpMAIUN

B mokazaremsix Kpuntorpapuueckoi CTOHKOCTH

B xonnuecTBe M Ha3HAYEHUH HCTIOIB3YEMBIX KIIFOUEH

[IprHIMNIAATBEHBIX Pa3IuIUil HET

ITouemy acuMMeTpHYHbICE KPHITOCHCTEMBI 3aTPYAHMTENBHO HCIOJb30BAaTh JId
HenocpeAcTBeHHOro mudpoBanus suaeorpadpuxa’?

B cBs3u ¢ HEOCTaTOUHON KPUNITOTpadUIECKON CTOHKOCTHI0 aCHMMETPUYHBIX KPUIITOCHCTEM
B cBsA3M ¢ OTCYTCTBHEM COOTBETCTBYIOIINX CTaHAAPTOB

B cBsI31 ¢ HEOCTATOUHBIM OBICTPOAEHCTBHEM aCUMMETPUYHBIX KPUITOCHCTEM
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r) AcCHMMETPUYHBIE KPUIITOCUCTEMBI HCIIOJIB3YIOTCS JUIsl HEMOCPEACTBEHHOTO M (pOBaHUs
BUJIeOoTpaduKa

13. ConocraBbTe [eiiCTBYIOIME OTe4eCTBeHHble KpUNTOrpauyeckue CTAaHAAPTHI C
NepevyucIeHHbIMH KpUNTOrpaguyecKUMH MeTOJaMHU 3alUTHI HHpOpMAUUM B MOpPsIKe
UX nepevyncienns: mudpoBaHue, XelIMPOBaAHUE, FJIEKTPOHHAS MOANUCH.

a) T'OCT P 34.12-2015, TOCT P 34.10-2012, 'OCT P 34.11-2012

6) T'OCT 28147-89, TOCT P 34.11-2012, TOCT P 34.10-2012

B) T'OCT P 34.12-2015, TOCT P 34.11-2012, TOCT P 34.10-2012

r) TOCT P 34.12-2015, TOCT P 34.11-94, TOCT P 34.10-2012

14. Ha kakoii BBIYHCIMTEJBHON 3a7a4e OCHOBaHA KpunTocucrtema RSA?
a) HaxoxaeHne HauOOJbIIETO O0IIEr0 JCIUTENS

06) Beruucienue Moy IsIpHO 0OPATHOTO AJIEMEHTA

B) llemouncnennas dakropusamnms

r) JluckperHoe jorapudpMupoBaHue

15. Ha kakoM MaTeMaTH4YeCKOM amnmapare OCHOBAHA cXeMa »3JeKTPOHHOH TMOJIMHCH,
ompenesennas B cranaapte 'OCT P 34.10-2012?

a) Kombua kiaccoB BbIUETOB

0) Ilons 'amya

B) OJUIMNTUYECKUE KPUBBIE

r) Marpuussle rpynmnsl

16. YeM K0 ayTEHTUYHOCTH OTJIMYAETCH OT XeHI-Koaa?

a) DOTO CUHOHUMEI

0) Xemr-KoJa pacCYUTHIBACTCS C UCIIOTB30BAHUEM CEKPETHOTO KITF04a, a KO ayTeHTUIHOCTH —
0e3 UCTIOIB30BAHMS CEKPETHOTO KITI0Ya

B) Ko ayTeHTHYHOCTH pacCUUTHIBAETCS C UCTIOIB30BAHIEM CEKPETHOTO KJTF0Ya, a XEII-KOJ —
0e3 UCTIOIB30BAHMS CEKPETHOTO KITI0Ya

r) Kox ayTeHTHYHOCTH pacCUUTHIBAETCS C UCTIONB30BAHIEM 3aKPHITOTO KITFOYA, & XeII-KOJ[ — C
WCITOJIP30BAHUEM OTKPBITOTO KITFOUa

17. YeM Ko ayTEHTHYHOCTH OTJINYAETCH OT JIEKTPOHHOM moamucu?

a) TO CUHOHHUMBEI

6) JlouHoii kimroya

B) DIEKTPOHHAs MOANUCH 00eCHeUnBaeT HEOTKA3yeMOCTh, @ KOA ayTEeHTUYHOCTH — HET

r) DOeKTpoHHas MOANUCH 00ECIEeUYNBACT BO3MOXKHOCTD IPOBEPKU MOUIMHHOCTH HCTOYHUKA
JAHHBIX, a KOJl ayTEeHTUYHOCTH — HET

18. [lns yero B cxemMax 3JIeKTPOHHOM MOANMCH MUCTIOJIB3YIOTCA (PYHKIMH XeIIMPOBAHUSA ?

a) Jlns moBbIeHust KpUNTOrpaduIecKol CTOMKOCTH CXEMBI AJIEKTPOHHOH MOANHICH

6) Jus obecreyeHust KOHTPOJIS LETOCTHOCTH HOAMHUCHIBAEMOTO COOOIIEHUS

B) /Jlns mpencraBiieHUs OANUCHIBAEMOTO COOOMICHNS TPOM3BOIBHOM AJTUHBI B BUAE CTPOKH
JAHHBIX (PUKCUPOBAHHOM JITTHHBI

r) Jns npeacraBiieHus HOAMUCAHHOTO COOOLIEHHS MPOU3BOIBHON JUIMHBI B BUJI€ CTPOKH JaHHBIX
(UKCUPOBAHHON ITHHBI

19. Yem cxema 3J1eKTPOHHOI moanucH, onpeneaendas B crangapre FOCT P 34.10-2012,
OTJIMYaeTcsA OT cXeMbl 3JIEKTPOHHOM MoANucH, onipeaeaeHHoi B crangapre 'OCT P
34.10-2001?

a) Ilepeunem pemaeMbIxX 3a1a4

0) Hcnonb3yeMbIM MaTeMaTHUYECKUM aIllapaToM

B) JlnmHOoM moamucu
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r) Hwuem He oTiimuaeTcs

20. Yto ABasieTcs OCHOBHOI Mpo0JieMoii KpUNTOrpaguu ¢ OTKPBHITHIM KJIHOYOM?
a) OO0ecreuenne ayTeHTHYHOCTH 3aKPBITHIX KIIIOYEH

0) Oobecneuenre KOHPHUICHINATBHOCTH 3aKPBITHIX KITFOUSH

B) OO0ecreyeHne ayTeHTHYHOCTH OTKPBITHIX KITFOUeH

r) OO0ecreyenne KOHPUACHIIMATHPHOCTH OTKPBITHIX KITFOUEH

14.1.2. TeMbl OIPOCOB HA 3aHATHAX

Kpunrorpadudeckre MeToasl 3amIuThl HHPOPMALUH: MUPPOBAHNE, XCITUPOBAHUE, FIEKTPOHHAS
MOJIHUCH.

Anrebpanueckue cTpykTypsl. I'pynnsl. Hukanueckue rpynmnsl. Kosbiia, Koblia KJIaCCOB BBIYETOB.
Koneunsie noss. Ilons anya. Dnnuntuueckue kpusble. IlonsTHe HauOomblero oOLIETro AETUTENs.
Anroput™m EBkinaa, pacuiupeHsslii anroputM EBkinuza.

MaremaTtnueckas moaens mudpa. Knaccnueckne mu@psl: 10oACTaHOBOUHBIN, EPECTAHOBOYHBIMH,
mdp Xumia, mudpsl TaMMUPOBAHUS.

I'OCT P 34.12-2015. T'OCT P 34.13-2015.

Kpunrorpadpuueckue xenr-pyuakuuu. 'OCT P 34.11-2012.

Konuenuus kpunrorpaduu ¢ oTkpbIThIM KitodoM. [Iporokon Auddu-Xemnmana. Kpunrocucrema
RSA. Kpunrocucrema Onb-l'amans. Kpunrtocucrema Pabuna. AJroputMbel paboThl ¢  OONBIIUMU
YHUCIIaMHU.

Koaget ayrentmunoctu coobmenuid. OnekrponHas mnoxamuck. [OCT P 34.10-2012.
HudpacTpykTypa OTKPBITOTO KIIIOYA.

14.1.3. TeMbl JOMAIIHUX 3aXaHUI
1. MccnenoBath Bce CBOICTBA JaHHOW anreOpandecKoi CTPYKTYPHI.
2. UccnenoBaTh JaHHOE KOJIBLO KIACCOB BBIUETOB.
3. Uccnenosarp nannoe nose [amya.
4. UccnenoBaTh JaHHOE TPYIILY TOYEK AITUITAYECKON KPUBOM.
5. 3ammdpoBaTh TaHHBIA OTKPHITHIA TEKCT yKa3aHHBIM MIH(POM.

14.1.4. Bonipocs! nuddepeHIIUPOBAHHOTO 3a4eTa

1. Ilepeunciaure U KpaTKO OXapaKTepU3yHTe OCHOBHBIE 3aJjaud oOecredeHus: HHPOPMaLMOHHON
0e30IacHOCTH, pellaeMble ¢ IMOMOIIBI0 KpunTorpaduueckux MmeronoB. 2. Packpoiire onpezneneHus:
mmdpoBanue, 3amuppoBaHue, pacmmdponanue, Aemudposanue. 3. Yem muppoBaHue OTIMYAETCS OT
koaupoBanus? 4. IlpuBeaure M3BECTHbIE BaM KJIACCHU(DPUKALMU KPUOTOCUCTEM. 5. YKaXUTe€ OCHOBHBIE
OTIIMYMS MEX/y COBPEMEHHOMN U Kiaccuueckoil kpunrorpadueit. 6. CpaBaure adhduuHBIN P U mudp
Xuuta ¢ TOYKH 3peHus KpUnTocToiikocTu. 7. OnummuTe crnocoObl KpunroaHanusa: a) apduuHoro mugpa;
b) mudpa Xunna; c) mmmdpa raMMUpoBaHus. 8. YKaXUTe OCHOBHBIC OTIMYHS MEXIY COBPEMEHHBIMHU H
KiaccudeckuMu Oomounbivu mudpamu. 9. Iepeuncnure peskumsl [OCT P 34.13-2015. [{ns gero cimyxut
Kaxaplid n3 maHHbix pexumoB? 10. CpaBuure DES m mmdp «Marma». 11. CpaBaure AES u mmudp
«Ky3neunk». 12. [lepeuncnure ocHOBHBIE CBOIicTBa Xxeml-GpyHKmiA. 13. Uem XemmpoBaHHE OTIMYACTCS
OT BBIPaOOTKH KOHTPOJBHBIX cymMM? 14. Uem xemmpoBaHHE OTIMYAETCS OT BHIPAOOTKHM MMHUTOBCTaBKU?
15. YkaxxuTe nBa OCHOBHBIX MOJXO0JA K MOCTPOCHHIO (pyHKIMHA XemupoBaHus. 16. YKaxuTre OCHOBHOM
HEIOCTaTOK KOJOB ayTeHTHYHOCTH cooOmieHuil. 17. B dem 3akmowaercss mpobiema yrpaBiIeHHS
cumMmeTpuuHbiME  Kitouamu? 18. CpaBaute kpuntocuctemy RSA u kpuntocuctemy Pabuna. 19.
CpaBaure xkpunrtocucreMy RSA wu kpunrocuctemy Onb-I'amamsa. 20. Pemenwe kakux 3amad
obecrieunBaeT 3nekTpoHHas moanuch? 21. Kak mocTpouts cxemy BBIPAaOOTKH W MPOBEPKHU ICKTPOHHOU
MOJIMHUCH Ha OCHOBe KpunrocucteMbl RSA? 22. Yro Takoe smmuntudeckas kpunrorpadus? 23. [laiire
MOHATHE KPUNTOrpaduIecKoro NpoToKoia.

14.1.5. Temsbl 1a00opaTOpHBIX padoT
[udposannas daiinosas cuctema Windows
[udposanue aucka BitLocker B onepanuonHbix cucreMax Windows
Pabora c kpunronpoaiinepamu
CpeactBo kpunrorpaduieckoii 3anuTsl HHPopmarmu Secret Disk
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14.2. TpeO6oBaHNs K OLIEHOYHBIM MaTepHajaaM JJisl JINL ¢ OTPAHMYEeHHBIMHI BO3MOKHOCTSIMH

3A0POBbS U HHBAJIUIA0B

Hns nan ¢ orpaHMYEHHBIMH  BO3MOKHOCTSIMH  3JIOPOBbSI M MHBAJIHUJOB MPEIyCMOTPEHBI
JIOTIOTHUTEIHHBIC OICHOYHBIE MaTePHUAITBI, IEPEYCHh KOTOPHIX yKa3aH B Tabmurle 14.
Tabmuna 14 — JlOTOJHUTENBHBIC MaTepHAITbl OLCHUBAHMS JIJIS JIUI] C OTPAHHMYCHHBIMU BO3MOXKHOCTSIMH

310POBbA U MHBAJINI0B

Kareropun
oOyuaromuxcs

Buapl 10MOIHUTEIBLHBIX OLEHOUYHBIX
MaTepuaioB

@®opMbI KOHTPOJIS U OLIEHKU
pe3ynbTaToB 00yUYeHHUs

C HapylIeHUIMH
ciyxa

TecTbl, NMCbMEHHbBIE CAMOCTOSATENbHBIE
paboThI, BONPOCHI K 3a4ETy,
KOHTPOJIbHbIE PaOOThI

[Ipenmy1iecTBEHHO MUCbMEHHAs
IpoBepKa

C HapyuieHusMu
3peHust

CobecenoBanue 1Mo BOIPOCaM K 3a4eTy,
OTIPOC TI0 TEPMHHAM

[IpenmyiiecTBEHHO yCTHAsI OPOBEPKa
(MHAUBUTYaJIBHO)

C HapylIeHUIMH
OIIOPHO-
JBUTATEIHHOTO
ammapara

Pemenne nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE PabOThI, MUCEMEHHEIE
CaMOCTOSITENIbHBIE Pa0OTHI, BOIIPOCHI K
3a4eTy

HpeI/IMYH_[eCTBeHHO JUCTAHIITMOHHBIMH
MCTOOAaMH

C OIrpaHUYCHUAMU 10
O6I].[CM€,Z[I/II_II/IHCKI/IM
IIOKa3aHUuAM

TecTbl, NMCbMEHHbBIE CAMOCTOSATENbHBIE
paboThI, BONPOCHI K 3a4ETy,
KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI

[IpenmymiecTBEHHO pOBEpKa
METOAAMHU HCXOJsl U3 COCTOSIHUS
o0y4aromerocst HA MOMEHT IPOBEPKU

14.3. MeToanyeckue peKOMEHIAINH 110 OLEHOYHBIM MaTepHAaJIaM ISl JIUIL ¢ OTPAaHNYeHHBIMHU
BO3MOKHOCTSIMH 310POBbSI H HHBAJIH/10B

Jnsg noun ¢ OrpaHMYEHHBIMM BO3MOKHOCTSIMHM 37I0POBbS M HMHBAJIMJOB IpPEAyCMaTPHUBACTCS
J0oCTynHas (opMma MpelocTaBIeHuUs 3alaH|i OLIEHOYHBIX CPEJCTB, @ UMEHHO:

- B MeYaTHOH (opme;

- B IIeYaTHOH (popMe ¢ yBeTMUeHHBIM MpPUPTOM;

- B (hopMeE AIIEKTPOHHOTO TOKYMEHTa;

- METOO0M UTEHHUSI aCCUCTEHTOM 3aJ[aHUs BCIIyX;

- Ipe0CTaBICHHUE 3aJaHUs C UCII0Ib30BAaHUEM CYp/IOIEepeBOa.

Jlumam ¢ OrpaHMYEHHBIMH BO3MOYKHOCTSIMH 3/I0POBbSI I MHBAJIHMJAM YBEIWYHBACTCS BpeMs Ha
MOJrOTOBKY OTBETOB HAa KOHTPOJIBHBIE BOMPOCHL. JlIsi Takux OOydYalOMIHMXCS TPeIyCMaTpUBACTCS
JIoCcTynHas (hopMma MperocTaBIeHUs] OTBETOB HA 331aHUS, @ IMEHHO:

- MACEMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMIIBIOTEPE;

- Ha0Op OTBETOB C HCMOJIB30BAHUEM YCIYT aCCHUCTEHTA;

- IpeCTaBICHUE OTBETOB YCTHO.

[Iponenypa oueHWBaHMS pe3yabTATOB OOYYECHUS JHII C OrPAaHMYCHHBIMH BO3MOYKHOCTSIMH
30POBbS U WHBAJIWIOB N0 JHCHUIUIMHE TPEIyCMaTpUBAET MpeaocTaBieHne MH(opMammu B Gopmax,
aIaTHPOBAHHBIX K OTPAHUYEHUSM HX 3I0POBbS U BOCHIPUATHS HH(POPMALINH:

Jas auu ¢ HAapyIeHUsIMH 3PeHus

- B (hopMe IEKTPOHHOTO JIOKYMEHTA;

- B IIeYaTHOH (popMe yBeIMUEHHBIM HIPUPTOM.

J1s 1Mn ¢ HapyIeHUusIMH ¢JIyXa:

- B (hopMe AIIEKTPOHHOTO TOKYMEHTa;

- B Me4aTHOH opme.

J1s 1un ¢ HapyIeHUsIMH ONOPHO-IBUTraTeIbHOI0 ANNapaTa:

- B (hOpMe IEKTPOHHOTO IOKYMEHTA;

- B Me4aTHOH opme.

HpI/I H€O6XOI[I/IMOCTI/I L Jan ¢ OrpaHUY€HHBIMU BO3MOXKHOCTAMHU 310pPOBbSA

1 HWHBAJIHUI0B

npouoeaypa ouCHHUBaHUA PE3YJIbTATOB 06yquI/m MOXCET IMPOBOAUTHCA B HCCKOJILKO 3TAIIOB.
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