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Pacrnipenenenne padbovero BpeMeHu

No Bunsr yaeOHOI nesTenbHOCTH 6 cemectp Bcero EanHunesl
1 Jlexumn 18 18 9acoB
2 [TpakTHyeckue 3aHATHS 18 18 4acoB
3 JlaGopatopHbie pabOTHI 36 36 9acoB
4 Bcero aynuTopHBIX 3aHATHN 72 72 4acoB
5 W3 HUX B MHTEPAKTUBHOU (hopMme 20 20 9acoB
6 CamocrosTenbHas pabora 36 36 4acoB
7 Bcero (6e3 sx3amena) 108 108 9acoB
8 OO0mast TpyA0eMKOCTh 108 108 9acoB
3.0 3.0 3.E.

3auer: 6 cemecTp
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Paccmotpena u omoOpeHa Ha 3aceJaHuu Kadeapsl
npotokot Ne 6 ot « 15 » 5 2018 r

JIMCT COI'JTACOBAHUA
PabGouass mporpamMMa IUCHUIUIMHBI COCTaBJieHa C y4dyeToM TpeOoBaHui (enepanbHOTO
rOCyJapCTBEHHOTO 00pa3oBaTelbHOTO cTannapra Boiciiero oopaszoBanus (OPI'OC BO) no HampaBieHHIo
noarotoBku (cneruanbHocTH) 10.05.04 HHpOpManmoHHO-aHAIMUTUYECKHE CHUCTEMBl O€30MacHOCTH,
yrBepxxkaeHHoro 01.12.2016 roma, paccmoTtpena u ogodpena Ha 3acenannu kadeapsr KUBDBC «  »
20 ropa, mpoTtokoi Ne

PazpaboTumk:
JHouent kad. KUBDBC A. A. Kones

3aBeayronuii odecreuynBaromiei kad.
KNBE2BC A. A. lllenynanos

Pabouas mporpaMma JUCIUIIIMHBI COTIIACOBaHa ¢ (PaKyIbTETOM U BBITYCKaOIIEH Kadeapoi:

Jexan ®b E. M. [laBbiioBa
3aBeyrOnInil BeIMTycKaroen kad.

BUC P. B. MemepsikoB
OKCHepThl:

Houent xad. KUBSBC K. C. Capun
JHouent kad. BUC O. O. EBcrotun
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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
OcHoBHas nens auctuiuimabl «[Ipuknannas kpuntorpadus» — GOPMHUPOBAHHE Y CTYIACHTOB
MPEJICTABICHUA O MPAKTHYECKOM HCIOJIb30BAHUN KPHUNTOTPAUIECKIX METOAOB 3alIUThl HHPOPMAIHH
JUTsl peIIeHUs OTACNbHBIX 3a7a4 oOecrieueHus] TH(HOPMAIIMOHHONW 0€301TaCHOCTH.

1.2. 3apa9yn THCHUILIAHBI
— cdopMUpOBaTh TPEACTABICHHE 00 OCHOBHBIX MPOOJIEMax, CBS3aHHBIX C MPAKTUYCCKUM
WCIIOIB30BAaHUE  KPUNTOTPaUUECKUX  METOJOB  3allUThl  MHGOPMAIMH; HU3YYUTh  OCHOBHBIC
KpunTorpaguueckue MpoTOKOIIbI, H3YUUTh HHPPACTPYKTYPY OTKPBITOTO KITFOYA.

2. MecTo aucuuninHbl B cTpykrype OIIOII
Hucnunmuna «lIpuknagnas kpunrorpadus» (b1.B.OJ1.9) otHocuTcs k Oyioky 1 (BapuatuBHas
4acTh).
[IpenmecTByONMMHA ~ TUCHHMILIAHAMY, (OPMHUPYIOIUMH  HAa4yallbHbIC 3HAHUS, SIBISIFOTCS:
Kpunrorpaduueckue MeTos! 3amuThl HHPOpManuu, OcHOBBI HH(OPMAIIMOHHOK 0€301acHOCTH.
[TocnenyromumMy JUCHUILTHHAMYA SIBIISTIOTCS: 3alllUTa BBITYCKHOW KBaJM(UKAITMOHHOW paboTHI,
BKJIIOYAs MOJITOTOBKY K MPOLEIYPE 3aLIUTHI U MPOIeypy 3amuThl, [Ipeaaumiomuas mpakTuka.

3. TpeOoBaHuA K pe3yJIbTATAM OCBOCHUS JUCHUIIMHBI

[Tporecc n3yueHus: AUCIUTIIMHBI HANIpaBJieH Ha (OPMHUPOBAHUE CISTYIONTUX KOMITCTEHITHIA:

— IIK-9 cnocoOGHOCTRIO BBISBISITH OCHOBHBIE YTpo3bl Oe30MacHOCTH WHGOpPMAIUU, CTPOUTH U
UCCIIEIOBATh MOJENU HAPYIIUTENsI B KOMITBIOTEPHBIX CUCTEMAX;

— IIK-10 cnocoOHOCTBIO OCYHIECTBIIATH BBIOOP TEXHOJIOTUH, MHCTPYMEHTAJIBHBIX CpPEICTB,
CPEICTB BBIYHCIUTEILHON TEXHUKH H CPEACTB oOecredeHus HH(POpMAMOHHONW 0e30macHOCTH
co3jJaBaeMbIX crienuanbHeix MAC;

— ITIK-14 cmocoOHOCTBIO HCIONB30BaTh crnenuanbabie MAC mnms pemeHust 3amad B cdepe
npodecCHOHATLHOM IeATEIIBHOCTH;

— ITIK-15 cnoco6HOCTRIO 3KcIUTyaTupoBarh creuuaibHbie UAC u cpeactBa obecrieueHus: ux
nH(pOopMalMOHHONW 0e30IacCHOCTH Ha BCEX HJTalax XU3HEHHOTO IMKJA, a TaKKE BOCCTAHABIMBATH HX
paboTOCIIOCOOHOCTD MTPH BHEIITATHBIX CUTYAIIHSIX;

B pe3ynbraTe u3yueHus: AUCHUTIIMHBI 00yUaIOLTUICS TOJKEH:

—  3HATh OCHOBHBIC KPUNTOTpaUIECKUE METOJIbI, AJITOPUTMBI, IIPOTOKOJIBI, UCTIOIB3YEMbIC IS
oOecrnieueHns: 6€30MaCHOCTH B KOMITBIOTEPHBIX CETSIX.

— ymeTb 3(PQEKTUBHO HCHOIB30BaTh KpHUNTOrpaduyecKue METOJIbl U CPEJICTBA 3aIIUTHI
nH(OpMAIINY B aBTOMATH3UPOBAHHBIX CHCTEMAaX.

—  BJAaJeTh HaBBIKAMU HCIOJIB30BAHUS TUIIOBBIX KPUMITOTPAPUUECKUX aITOPUTMOB.

4. O0beM AUCHHMILVINHBI U BUJbI y4eOHOH padoThl
OOmast TpylOeMKOCTh JUCHUIUIMHBI cocTaBiseT 3.0 3a4eTHBIX €JUHMIBI M TpPEACTaBIeHa B
Tabune 4.1.
Tabnuua 4.1 — Tpy10eMKOCTb TUCIUITIIMHBI

Buner yueOHOIM nesTENbHOCTH Bcero gacos CemecTtpbl

6 cemecTp
AynutopHble 3aHATHS (BCETO) 72 72
Jlexmmm 18 18
[TpakTHueckue 3aHsATHS 18 18
JlaboparopHbie pabOTHI 36 36
W3 HUX B MHTEPAKTUBHOU hopme 20 20
CamocTosTenpHas padora (BCero) 36 36
Odopmienune oTueToB 1o JTaOOpaTOPHBIM paboTam 17 17
[TpopaboTKa JIEKLMOHHOTO MaTepraa 6 6
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[ToaroToBKa K MPAaKTUYECKUM 3aHITHSIM, CEMUHApaM 13 13
Bcero (6e3 ax3ameHa) 108 108
OO0mas Tpya0eMKOCTb, 4 108 108
3auetHble EauHUIBI 3.0 3.0
5. Conep:xaHue TUCHUILIHHBI
5.1. Pa3nesnsl JUCHUIIMHEBI H BUALI 3aHATHHA
Pazaenbl AMCIMIUIMHBI U BUJIBI 3aHATHH TPUBEACHBI B Ta0uIe S.1.
Tabnuua 5.1 — Pa3nensl IUCUUIUIMHBI U BUJBI 3aHATUI
Bcero
[Tpak. | Jlad. Cawm. yacoB | Popmupyembie
HasBanwust pa3ienoB JUCIHUILTAHBI Jlek., g
3aH., 4 | pad., 9 | pad., d (6e3 KOMIICTCHITHH
AK3aMeHa)
6 cemectp
1 Kpunrorpaduueckue mpoTOKOIbI: 2 3 6 10 21 I1K-10, ITK-
o011e ITOHATHS. 14, T1IK-15,
ITK-9
2 IIpoTokosbl pacpeaencHus KIIFOYCH. 4 13 I1K-14
3 NudpacTpykTypa OTKPHITOTO KITFOYa. 4 13 ITK-10, ITK-
14, TIK-15,
ITK-9
4 TIpoTokoabl UACHTU(UKAITIN 1 4 0 11 4 19 [1IK-14
ayTeHTH(UKanuu.
5 be3omacHbli kaHain oOMeHa 2 0 0 1 3 I1K-10, IIK-
COOOIIEHUIMU. 14, TIK-15,
I1K-9
6 [IpakTryeckue aclieKThl peau3aiuu 2 6 19 12 39 [TK-10, TIK-
CPEACTB KpUNTOTpapUUECKON 3aIUThI 14, TIK-15,
uH(pOpMaLUH. I1K-9
Hroro 3a cemectp 18 18 36 36 108
Htoro 18 18 36 36 108
5.2. Conep:xanue pa3ieoB IMCUUILIAHBI (110 JIEKIUSIM)
Coneprkanue pa3iesioB JUCIUTUIHH (T10 JICKIIMAM ) IPUBEIEHO B Tabmuiie 5.2.
Tabnuna 5.2 — Conep)kaHue pa3AenoB TUCIHUIUIMH (TIO JEKITUSIM)
HassaHns pasienon Cogepxanue pa3aenoB aucuuiinsel (mo | Tpymoemkocts, | Dopmupyembie
JICKITUSIM) q KOMIICTCHITHH
6 cemecTp
1 Kpunrorpadudeckue IlonsTue kpuntorpapuueckoro mpoTokoia. 2 [1K-14
MIPOTOKOJIBI: 00TIIHE Pousb kpunTorpadguaeckux mpoTOKOJIOB B
MIOHSITHSL. cucTeMax 3aiuThl HHpopmaruu. OCHOBHBIC
aTaKu Ha KPHUIITOTpaUIECKHE TPOTOKOJIEI.
Hroro
2 IIpoTokounsl VYrpaBineHue CEKpEeTHBIMU KIIFOUaMH. 4 [1IK-14
pacmpeaeneHus Pacrnipenenenne ceKpeTHBIX KITFOUEH.
KITFOUEH.
Hroro 4
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3 Unadpactpykrypa [ToHsiTHE PIEKTPOHHOMN TTOAIHCH. 4 [1K-10, TIK-14,
OTKPBITOTO KJIIOYaA. VYipasineHue OTKPBITHIMU KIIFOUaMH. [K-15, [1IK-9
OcHOBHBIE KOMIIOHEHTHI UH(PACTPYKTYPBI
OTKPBITHIX Kirouei. [lonarue ceprudukara
OTKPBITOTO KIIF0Ya. Y JOCTOBEPSIOIINN
HEHTP. ApXUTEKTypa HHPPACTPYKTYPHI
OTKPBITOTO KITFOYa.
Hroro
4 TTpOTOKOJIBI [IpoTokosbl naeHTU(PUKAIIUA HA OCHOBE I1K-14
UACHTU(DUKAINH U MapoJIei, MPOTOKOIIBI «PYKOTIOKATHUS» U
ayTeHTU(UKALINH. THUIIA «3anpoc-oTBeT». [loHsTHE TPOTOKOIOB
WHTEPAKTUBHOTO JI0KAa3aTEIbCTBA U
JoKa3aTenbeTBa 3HaHUA. [IpoToKoBI
UICHTH(UKAIIUN Ha OCHOBE IIPOTOKOJIOB
JI0Ka3aTeJIbCTBA 3HAHUSA C HYJIEBBIM
pasriialeHueM.
Hroro
5 be3onacusiii kanan | [loctpoenue 6e30macHOro [IK-10, I1K-14,
oOMeHa COOOIIEHUSIMU. | KOMMYHUKAIIMOHHOT'O KaHajla Ha OCHOBE IIK-15, IIK-9
KpUTNITOTPaQUIESCKUX AJITOPUTMOB.
Hroro
6 IIpakTuueckue [TpoGems! peanu3anun [1K-14
ACMEKTHI peallu3alui | KpUNTorpaduyecKux airopuTMOB.
CpENCTB ['enepanus ciyqaitHpIX yucel. 3aluTa OT
KpunTorpaguueckoil | yTeuku UHQOpMAaIIHH.
UTBI HH()OPMALIHH.
3a (opmant Hroro 2
Hroro 3a cemectp 18

5.3. Pa3nenbl AUCHMILNIMHBI U MEKIMCHUIIIMHAPHBIE CBSI3H ¢ 00ecneYHBAKIUMU (NPeAbIIYIHMH)

U o0ecrneuynBaeMbIMHU (l'[OC.]'Ie)]leIIH/IM]/I) AUCHHUIIVIMHAMH

Pazgenpl JUCHUIIIUHEL U MCKIAUCHUIIIIMHAPHBIC CBA3U C O6€CH€‘II/IBaIOH_[I/IMI/I (Hpe)lbIILYH_II/IMI/I) u

o0ecrieunBaeMbIMU (ITOCIIENYIOMMMHA ) JUCITUTIIIMHAMY TIPEICTaBIICHBI B Ta0umIe 5.3.

Ta6J'II/II_Ia 53— Pazgensl AUCHUILIMHEBL U MCKIUCHUIITIMHAPHBIC CBA3U

Ne pasaciioB JaHHOU JAUCHUIUINHBL, TJIST KOTOPBIX HCO6XOI[I/IMO

HauMeHOBaHHE TUCIUTLIMH M3y4eHrue o0ecnevynBarouX 1 00eceYnBaeMbIX AUCIUILINH
1 2 3 4 5 6
[IpeniecTByronue AUCUUTIINHBI
1 Kpunrorpaduueckre MeTO bl 3aIIUTHI + +
uH(popMalun
2 OcHOBBI HH(OPMAITMOHHOMN +
0e3011aCHOCTH
[Tocnenyromue TUCIUNIIMHBI

1 3anuTa BEITYCKHOMN
KBaJIN(PUKALIMOHHOW paboThI, BKIIIOUAs

buKalMOHHON pabOTHI, 0 + + + + + +
MOJTOTOBKY K MPOIEAYPE 3alUThI U
IPOLEAYPY 3aLIUTHI
2 [TpegauniomMHas MpakTUKa + + + + + +
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5.4. CooTBeTcTBHE KOMIIETEHIM, (POPMUPYEMBIX IPHU U3YUYEHHUHU TUCUMUIJIMHBI, 1 BUIOB 3aHATHIA
CootBeTcTBHE KOMIIETEHIUI, (POPMUPYEMBIX NPU HU3YYEHUH IUCUUIUIMHBI, U BHUAOB 3aHITHIA
IpeJCTaBIeHO B Tabmule 5.4.
Tabmuma 5.4 — CoOTBETCTBHE KOMIIETCHIIMM, (OPMUPYEMBIX TPH W3YYCHUH AUCITUIUIMHBI, W BHJIOB
3aHATUU

Bunrnl 3anstuit
Komnerenuuun DopMBbI KOHTPOJISI
Jlek. [Ipak. 3aH. JIa6. pab. Cam. pa0.

I1K-9 + + + + Cobecenosanne, OTuer 1o
nabopaTopHO# padoTe,
Omnpoc Ha 3ansaTusx, Tect

[1K-10 + + + + CobecenoBanue, OT4YeT MO
naboparopHoii padore,
Onpoc Ha 3ansATHIX, Tect

I1K-14 + + + + Koncniekr
CaMOIIOATOTOBKH,
CobecenoBanue, OT4uer 1o
nabopaTopHo# padoTe,
Ormpoc Ha 3aHsATUAX, TecT

[1K-15 + + + + CobecenoBanune, OTUeT MO
naboparopHoii padore,
Omnpoc Ha 3aHsTHsX, Tect

6. UnTepakTHBHBIE METOAbI U (POPMBI OPraHU3aNMHN 00yUeHHS
TexHoOrNM UHTEPAKTUBHOTO 00yYEHUS MPH Pa3HBIX (popmax 3aHATHI NpUBeeHBI B Tabmuie 6.1.
Tabmuna 6.1 — TexHOIOTMH HHTEPAKTUBHOTO O0YYCHHUS IPU PA3HBIX (GOpMax 3aHITHN

HHTepakTuBHBIE HNHTepakTuBHBIE
HuTepakTUBHBIC
MeTto b1 MIPaKTUYECKHE 3aHATHSI, | TaOOpaTOpHbBIE 3aHATHUS, Bcero, u
JEKIHH, 9
q q
6 cemectp
[Ipe3entanuu c 3 6 5 14
HCIIOJIb30BaHUEM
CJIAlIOB C
00CyXICHIEM
ITpesenTanuu ¢ 1 4 1 6
HCIIOJIb30BaHUEM
MYyJIbTUMENA C
00CyXIeHIEM
Hroro 3a cemectp: 4 10 6 20
Hroro 4 10 6 20

7. JlabopaTopHbie padoThl
HanmenoBanwue nabopaTtopHbix paboT npuBeaeHo B Tadmuie 7.1.
Tabnuua 7.1 — HaumeHnoBanue 1ab0paTopHbIX paboT

Ha3zBanus pasnenos HaumeHnoBaHue 1a60paTopHBIX paboT Tpynoemkocts, | @opMHpyeMEIe
q KOMIICTEHIHH
6 cemecTp
1 Kpunrorpaguueckue Kpunrorpaduyeckue ¢ailioBbie CUCTEMBI 6 [1K-10, I1K-14,
MIPOTOKOIIBI: 00IIHE Wroro 6 IIK-15, IIK-9
TIOHSATHS.
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4 TTpoTOKOJIBI CpencTBa KpUnTOrpagpuIecKou 3auThl 11 [1K-14
UACHTU(DUKAIINH U uH(pOopMaIun
ayTeHTH(UKAIIH. Vitoro 11
6 IIpakTnueckue HIudpoannas paitnoas cuctema 4 [1K-14
ACHCKTRI peasatii Kpunronposaitaepbt 15
CpelCTB
kpunrorpaduyeckoir | HTOro 19
3aMUThI UHOOPMALIHH.
Hroro 3a cemectp 36
8. IIpakTHyeckue 3aHATHUSA (CEMUHAPDI)
HanMeHoBaHME MPaKTUYECKUX 3aHATHN (CEMHUHAPORB) MPUBEICHO B Tadymile 8.1.
Tabnuna 8.1 — HauMeHoBaHUE NPAKTUYECKUX 3aHITHH (CEMUHApPOB)
HanmeHnoBaHue MpakTUUYECKUX 3aHATHI TpynoeMkocTs, | DopMupyemMbie
Hazpanus pasnenos p pyA PMHPY
(cemuHapOB) q KOMITETCHITH
6 cemecTp
1 Kpuntorpadguueckue | AHamu3 ysI3BUMOCTEH MPOCTEHIIINX 3 [1K-14
MIPOTOKOJIBI: 00TIHE MIPOTOKOJIOB
MOHSITHSL. Vitoro
2 TIpoToxobl AHanum3 ysa3BUMOCTEHN POCTEHUIITUX [1K-14
pacnpezaeneHus MIPOTOKOJIOB.
KHOTCH. Utoro 5
3 Undpacrpykrypa CtpyKTypa cepTH(PHUKATOB OTKPBITOTO KITF0Ya 4 [1K-10, T1K-14,
OTKPBITOTO KJIHOYA. ITK-15, TIK-9
Utoro 4
6 [IpakTaeckue Y nocroBepsromuye HeHTPbI 6 [1K-10, T1K-14,
aCMeKThI Pean3aluu | pr o 6 [IK-15, IIK-9
CpeNCTB
KpunTorpaduueckoin
3alUThl HH(OPMALIKH.
Hroro 3a cemectp 18

Tabiuue 9.1.

9. CamocrosiTeqibHAsA padoTa
Bunsr camocTosTenbHON paboThl, TPYAOEMKOCTh U (hOpMUPYEMbIe KOMIIETEHIIUU MIPEICTABICHBI B

Tabnuua 9.1 — Busiel caMoCcTOSATENbHOM pabOoThl, TPYI0EMKOCTh U (hOpMHUPYEMbIE KOMIIETEHIIH

Bunael camocrostensHol | TpynoemMkocTs, | @opMupyembie
Ha3Banus paznenon g pyA ’ PMHDY DopMBbI KOHTPOJIA
paboThI q KOMIIETEHIINHT
6 cemecTp
1 IloaroroBka x 3 TIK-14 Onpoc Ha 3aHATHSIX,
Kpunrorpaduueckue | mpakTHIECKUM Otuer no
MIPOTOKOJIBI: 00IIKE | 3aHATHSIM, CEMUHApam nabopaTtopHoit
MOHSITHSL. abor
0 ITpopaboTka 1 I(): 660 ©
obecemoBaHue
JICKIHOHHOT'0 MaTepHaja A >
Tect
OdopMmieHre 0T4eTOB 1O 6
nmabopaTopHBIM paboTam
Hroro 10
2 IIpoTokosibl ITonroroBka k 3 [1K-14 Koncnekr
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pacnpezeneHus MPaKTUYECKUM CaMOIIOATOTOBKH,
KITIOYECH. 3aHSATHSIM, CEMUHApaM CobecenoBanue,
Tect
[TpopaboTka 1
JEKLMOHHOI'0 MaTepuaia
Hroro
3 Undpacrpykrypa |[loaroroBka k [IK-10, I1K-14, |Onpoc Ha 3aHATUSX,
OTKPBITOTO KJIFOYa. | MPAKTUYECKUM IIK-15, IIK-9 | CobGecenoBanue,
3aHATHUAM, CEMUHapaM Tecr
[IpopaboTka 1
JEKLMOHHOI'0 MaTepuaia
Utoro 5
4 IIpoTOKOJIBI [TpopaboTka 1 [1IK-14 Omnpoc Ha 3aHATHSIX,
uACHTU(PUKAIMK U | JIEKLHOHHOT'O MaTepuaia Otuer no
ayTeHTH(UKauu. nabopaTopHOi
yT (uxcan OdopMieHEe OTIETOB 110 3 patop
pabore, Tect
nabopaToOpHBIM paboTam
Utoro 4
5 beszomachsrii kanai | [IpopaboTka [1IK-10, I1IK-14, |Onpoc Ha 3aHATHUSX,
oOMmeHa JIGKIIMOHHOT'O0 MaTepuasia [IK-15,I1IK-9 | Tecr
HUSMU.
coobme Hroro 1
6 IIpakTrueckue [ToaroroBka k 3 [1K-14 Ornpoc Ha 3aHATUSX,
ACTICKTBI MIPAKTUICCKAM Otuer o
peanu3aluu CpesICTB |3aHATHSAM, CEMUHApaM nabopatopHoit
KpunTorpaduaeckoi abore
P padp [TpopaboTka 1 p ’
3aIUTHI Cobecenopanue,
JEKIMOHHOT'O MaTepuaia
uHpOpMaLUH. Tect
Odopmienune oT4eTOB 1O 8
nabopaTOpHBIM paboTaM
Hroro 12
Hroro 3a cemectp 36
Htoro 36
10. Kypcogoii npoekT / kypcoBasi padora
He npegycmorpeno PYIL

11. PeiiTnHroBasi cucreMa /Uil OLCHKH YCIIeBAeMOCTH 00y4aI0IINXCs

11.1. bajsuibHbIE OLEHKH JJIfl 3JIeMEHTOB KOHTPOJIS

Tabauna 11.1 — banibHble OLIEHKH JUIsl 3JIEMEHTOB KOHTPOJIS

MaxkcumanbHEBII

MaxkcumanbHEBII

MaxkcuManbHBIN

OneMeHTHl yueOHOH 6asu1 3a Iepuos Bcero 3a
6amn Ha 1-yto KT ¢ | 6ainn 3a nepuon
NESITeIbHOCTH Mexny 2KT u Ha CEMECTp
Hayana cemectpa | mexay KT u 2KT
KOHEI[ ceMecTpa
6 cemectp
Koncnekr 5 5 5 15
CaMOIIOATOTOBKH
Omnpoc Ha 3aHATHAX 5 5 5 15
Otuet no nabopaTopHOH 10 10 10 30
pabore
8
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CobecenoBanue 2 2 2 6
Tect 12 12 10 34
Hroro makcumym 3a 34 34 32 100
ePHOT

Hapacratroum nrorom 34 68 100 100

11.2. IlepecueT 0a/J10B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[Tepecuer 6aIOB B OIEHKH 32 KOHTPOJIbHBIC TOUKH MpeCcTaBieH B Tadymie 11.2.
Ta6muna 11.2 — IlepecueT 6aJI0B B OLIEHKHU 32 KOHTPOJIbHBIE TOYKH

bainel Ha 1aTy KOHTPOJIBHOM TOYKH Onenka

>90% oT MakcuManbHOM cymMbl 6ayioB Ha aaty KT 5

Ot 70% 10 89% oT MakcuManbHOM cyMMbl 6ayutoB Ha gaty KT

4
Ot 60% 110 69% oT MakcuMalIbHOM cyMMBbI OayutoB Ha naty KT 3
2

< 60% ot MakcuManbHOH cymMMbI OaiioB Ha naty KT

11.3. IlepecueT cyMMBbI 02/1710B B TPAAUIIHOHHYIO M MEKIYHAPOAHYIO OLIEHKY
[Tepecuer cymMMbl O0aJIOB B TPAJAUIIMOHHYIO U MEXKIYHAPOTHYIO OLIEHKY MPEJICTAaBICH B TaliHIe
11.3.
Tabnuma 11.3 — [lepecueT cymMBbl 0aJIJI0B B TPAAMLIMOHHYIO U MEXAYHAPOIAHYIO OILIEHKY

HroroBas cymma 6asuios,

Onenka (I'OC) YUYHUTBIBAET YCIEUIHO CIAHHBIN Onenka (ECTS)
9K3aMeH
5 (oTMyHO) (3aYTEHO) 90 -100 A (OTIMYHO)
85 -89 B (ouenp xopor1o)
4 (xopo1o) (3a4TEHO) 75 -84 C (xopomo)
70-74
D (ynoBneTBopuTENBHO)
3 (yIOBIETBOPUTEIHHO) 65 - 69
(3a4TeHO) 60 - 64 E (mocpencTBeHHO)

2 (HeyIOBIIETBOPUTEIBHO) (HE

Huxe 60 6aiuios F (HeynoBneTBOpUTEILHO
3a4TEHO) (eyn P )

12. YueOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE o0ecneyeHne JUCIUIIMHBI

12.1. OcHoBHas JuTEpaTypa

1. Kpunrorpadus B 3agauax u ynpaxHenusx / B. O. Ocumnsin, K. B. Ocunss. - M. : 'ennoc APB,
2004. - 143[1] c. : un. - 3arn. o6u. : Kpunrorpadus B ynpakHEHUSX M 3afayax. - 3aril. Ha KOpEeLKe :
Kpunrorpadust B ympakHeHusix u 3amadax. - bubmmorp.: c. 139. - ISBN 5-85438-009-9 : 52.25 p.
(mamuune B 6ubnuoreke TYCVYP - 50 ok3.)

2. OcHOBBI HWH(DOpPMAIIMOHHOW 0€30MacHOCTH [DIEKTPOHHBIN pecypc]: YdeOHoe mocobue /
l'omukoB A. M. - 2007. 201 c¢. — Pexum pgoctyna: https://edu.tusur.ru/publications/1024 (mara
obparmienus: 19.05.2018).

12.2. lonotHMTEIBHAS TUTEPATYPA

1. OcHoBsl kpunrorpaduu : yueOHoe ocodue s By3oB / A. I1. Andepos [u ap.]. - 3-e uzn.,
ucnp. u goi. - M. : 'emnoc APB, 2005. - 479, [1] c. : un. - bubmworp.: c. 469-475. - ISBN 5-85438-137-0
(mamuune B 6ubnuoreke TYCVYP - 30 ok3.)

2. 3y6oB, Amnaromuii IOpbeBnu. Kpunrorpadguueckue MeTOApl 3alUTHl  HH(DOPMAITUH.
Cogepiiennsle mmdpsl : YuedHoe mocodue ais By30B. - M. : "T'enmnoc APB" , 2005. - 190[2] ¢ (nanuuue
B Oubmmoreke TYCVYP - 30 3x3.)

3. Psabko, bopuc SxosneBuu. Kpuntorpaduueckne MeToasl 3amuThl HHPOpMALUHN @ YueOHOe
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nocobue 11t By30B. - M. : ['opstuas muaus-Tenexom , 2005. - 229(3] c. (manuuue B 6ubmmorexke TYCVYP -
30 9K3.)

12.3. YueOHO-MeTOAMYECKHE MMOCOOU T

12.3.1. Obs13aTe/ibHBbIE Y4eOHO-MeTOAUYECKHE MOCOOHS

1. Esctotun O.0. Kpunrorpapuueckre METOIbI 3alUTH HH(OpMALUK [ DIEKTPOHHBIA pecypc]:
METOJMYECKUE YKa3aHUs U BBIOJHEHUS MPAKTHYECKUX M CaMOCTOSITEIBHBIX paboT [DIeKTpOHHBIH
pecypc]. — 2014. — Pexum JIOCTYTIA:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_kmzi.pdf (naTa obpamenus: 19.05.2018).

2. Epciorun 0.0. Ilpuxnagnas kpunrorpadus [DIEKTPOHHBIM pecypc]: MeToauvecKue
YKa3aHUs JJIs1 BBIMTOJTHEHUS JTJAOOPATOPHBIX U CAMOCTOSTENBHBIX padoT [DnekTpoHHbId pecype]. — 2014,
— Pexum gmocrtyma: http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_pk.pdf (mara
obpamienus: 19.05.2018).

12.3.2. YuyeOHO-MeTOAMYECKHE IIOCOOMS JIs1 JIML C OTPAHMYECHHBIMH BO3MOKHOCTSIMHM 3/10POBbS M
HHBAJHI0B

Y4ueOHO-MeTOJMYEeCKHE MaTepHabl Uil CaMOCTOSATENIBHON U ayJUTOPHON padOTHl 0OyUJarOIINXCs
U3 YKCIIA JIUI C OTPAaHUYEHHBIME BO3MOYKHOCTSIMH 3/I0POBbSI 1 MHBAIHJIOB IPEAOCTABISIOTCS B (hopMax,
aJlalITUPOBAHHBIX K OTPAaHHYCHUSAM HUX 30POBBS U BOCHPUATHS HHOOpMALIUY.

JI1s1 M1 ¢ HAPYLIEeHUsIMHM 3PeHHUs:

- B ()OpME IIIEKTPOHHOTO JOKYMEHTA;

- B II€4aTHON (popMe YBEITMUSHHBIM IIPU(TOM.

JI1s1 1M1 ¢ HAPYLIEHUSIMM CJIyXa:

- B ()OpMe IIIEKTPOHHOTO JOKYMEHTA;

- B [1I€YaTHOH opme.

J171s1 JIMIL ¢ HAPYIIEeHUSIMHM ONOPHO-IBUTATEJbHOI0 anmnapara:

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

- B IIEYAaTHOH (opme.

12.4. IlpodeccuonaibHbIe Ha3bl JaHHBIX U MH(POPMAILIHOHHBIE CIPABOYHbIE CHCTEMbI

1. Copyright for Librarians - Kypc Ha aHrmmiickom si3bike, OeCIUIaTHBINA, MHTCPAKTUBHBIN, C
3ajjauaMM ¥ npuMepamu. Bee marepuansl Kypea 1ocTynHsl o gunen3un Creative Commons, TO €CTh UX
MO>KHO KOMMPOBAaTh, paCpOCTPaHATh U U3MEHATh. cyber.law.harvard.edu. Jloctyn cBoOoAHBII.

2. eLIBRARY.RU - Kpynneiimuii poccuiickuii nHGOpMalMOHHBIM MOpPTaid B 00JaCTH HAyKH,
TEXHOJIOTHH, MEIUIIMHBI U 00pa3zoBanus. www.elibrary.ru. JlocTyn cBOOOHBI.

3. Nano - Pecypc npenocrasnser nannsle o 6oee 200 000 HaHOMaTepranoB U HAHOYCTPOMCTB,
coOpaHHbIE U3 CAMbIX aBTOPUTETHBIX HAYYHBIX M3/aHUNA. nano.nature.com. /loctyn cBOOOIHBIN.

4. Nature - 88 ecTecTBEHHO-HAYYHBIX >XYpPHAJOB, BKJIIOYas CTapeHIIMil M OJUH U3 CaMbIX
aBTOPUTETHBIX HayYHBIX XKypHasioB Nature www.nature.com. JlocTyn cBOOOHBIN.

5. Polpred.com O630p CMU - O030p cpenctB MaccoBoil MH(popmanuu. ExenHeBHO Teicsya
HOBOCTEH, MOJHBIA TEKCT HA PYCCKOM si3bIKe. MUJIMOHBI CIO’KETOB MH(GOPMAreHTCTB U JIEJIOBOM MPECCHI
3a 15 netr. www.polpred.com. JlocTyn cBOOOIHBIHA.

6. zZbMATH - camas mosnHas mMaTeMaTHuecKas 0a3a JaHHBIX, OXBATHIBAIOIIAs MaTEPUANbI C
koHna 19 Beka. zbMath cogepxut okono 4 000 000 moxymentoB, u3 6onee 3 000 xypHanoB u 170 000
KHHT 110 MaTeMaTHKe, CTaTUCTHUKe, HHPOpPMATHKE, a TaK)K€ MalIMHOCTPOEHUIO, (PU3UKE, €CTECTBEHHBIM
HaykaM U Jip. zbmath.org. Jloctyn cBOOOIHBIH.

7. ApxuB xypHanoB PAH - Poccwmiickas akajgemus Hayk W u3narenbcTBo «Hayka» mpuHsIH
peleHre OTKPBITh CBOOOIHBIN JTOCTYI K apXuBaM kypHaioB PAH, Bkmrouas Homepa xypHaioB 3a 2017
r'OJI, BBITYCK KOTOPBIX 10 KOHTpakTy ¢ PAH ocymectsisano uznarensctBo «Hayka». becruiatusiii joctyn
K DJIEKTpOHHBIM BepcusiM kypHanoB PAH Oyaer mnpepoctraBnsthest Ha miardopme elibrary.ru u
libnauka.ru (a3;mexkTponHas 6ubnmoreka u3gatenbpcTBa «Haykay). Beero sxypHanoB B pedepeHTHOM Tpymie
149. Cniucok xypHaioB. JlocTyn cBOOOIHBIH.
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13. MarepuaJibHO-TeXHHYECKOe o0ecriedeHne TUCHUIIMHBI U TPpedyeMoe MporpaMMHoOe
ol0ecrnieueHue

13.1. O6mue TpeGoBaHus K MaTePHATbHO-TEXHHYECKOMY M IPOrPAMMHOMY 00ecre4eHHuI0
AUCHMILTUHBI

13.1.1. MaTepuaJibHO-TeXHHMYeCKOe M IPOrpaMMHOe o0ecrnedeHne 1Jis1 JIEeKIHMOHHbIX 3aHATHI
I[JISI IMPOBCACHUA 3aHATHI JICKHMOHHOI'O THIIA, I'PYIIIOBBIX W MHIAWBUAYAJIbHBIX KOHCy.HBTElI.IHfI,
TEKYILEro KOHTPOJISI U MPOMEKYTOUHON aTTeCTallMM UCHOJb3yeTCsl yueOHasi ayAUuTOPHUs C KOJIMYECTBOM
MOCaZOYHbIX MECT He MeHee 22-24, obopyaoBaHHas JOCKOW M CTaHAAPTHOM ydeOHOW MeOenbio.
HmeroTcss A€MOHCTpaLlMOHHOE O00OpyJOBaHME W Yy4eOHO-HarjsiHble MocoOus, olecrneynBaronue
TEMATUUYCCKUEC NIUTIOCTPALUHU I10 JICKHUOHHBIM pa3JiciiaM JUCIUILIAHBI.

13.1.2. MaTepuajbHO-TeXHHYECKOE 1 MIPOrpaMMHOe ofecrneyeHne IJisl MPAKTHYEeCKUX 3aHATHH
Jlaboparopus IporpaMMHO-aIIapaTHBIX CPEACTB obecredeHust HHPOPMAIIMOHHOW O€30MacHOCTH
ydeOHasi ayAUTOPHUS JJIs MPOBEICHUS 3aHATHH MPAKTUYECKOrOo THIA, y4eOHAas ayJauTOpHs s
MIPOBEJICHUS 3aHATUH JIA0OPATOPHOTO TUTIA

634045, Tomckas obnacts, r. Tomck, yin. KpacHoapmeiickas, a. 146, 405 ayn.

Onucanue uMeromerocss 000py10BaHus:

- Komnbroteps! kiacca He Hibke M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-11
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 miT.);

- KommekT cnenuanu3zupoBanHoi yaeOHo# meben;

- PaGouee mecto npenogaBarers.

[IporpammHuoe obecrieueHue:
Microsoft Windows 7 Pro
VirtualBox
Kpunrorpaduueckoe cpeacrso 3amutsl uHpopMmanuu Kpunrollpo CSP

— AnmapaTHO-IPOTpaMMHBIE CPEJCTBA YIPABICHUS IOCTYNOM K JaHHbIM mmdpoBanus: [10
ViPNet Administrator 4.x, IIO ViPNet Coordinator for Windows 4.x, I10O ViPNet Coordinator for Linux
4.x, I1O ViPNet Client for Windows 4.x, I[10 ViPNet Crypto Service 4.x, Kpuntollpo CSP, DallasLock

13.1.3. MaTepuajbHO-TeXHHYECKOE U IPOrpaMMHOe o0ecrnedenne 1Jisi JJa00paTOPHBIX padoT
JlaGopaTopus mporpaMMHO-annapaTHbIX CPeCTB obecneueHust HH(OPMAIIMOHHON 0€30MacHOCTH
yueOHasi ayIuTOpus AJs MPOBEIEHUS 3aHATHH MPaKTHUUECKOTro TUIA, yuyeOHasl ayJuTOpus JUIs
IIPOBE/ICHUS 3aHATUH J1aOOPAaTOPHOIO THIIA

634045, Tomckas obnacTs, . Tomck, yi. Kpacnoapmeiickas, 1. 146, 405 aya.

Onucanue UMeroIIerocs 000pyA0BaHUS:

- Kommeroteps! kiacca He Huke M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-II
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 miT.);

- KommuiexT cnenmanu3upoBaHHoO# yuyeOHOM MeOenu;

- PabGouee mecTo npenogaBares.

[TporpamMmmHoe obecrieueHue:

— Microsoft Windows 7 Pro

— VirtualBox

— Kpunrorpaduueckoe cpeactso 3aumutsl nHGopMmaruu Kpunrollpo CSP

— AnnapaTtHO-IporpaMMHbBIE CPEJCTBA YIPaBIEHHUS IOCTYNOM K JaHHbIM Imudposanus: [10
ViPNet Administrator 4.x, IIO ViPNet Coordinator for Windows 4.x, ITO ViPNet Coordinator for Linux
4.x, 10 ViPNet Client for Windows 4.x, I1O ViPNet Crypto Service 4.x, Kpunrollpo CSP, DallasLock

13.1.4. MaTepuaJbHO-TeXHHYECKOE H IPOrpaMMHOe o0ecredeHne 1JIsi CAMOCTOATEIbLHOH padoThI
Jist caMOoCTOATeNbHOM pabOThl MCIONB3YIOTCS y4eOHbIE ayTUTOPUU (KOMIIBIOTEPHBIE KJIAcChl),
pacnosoKeHHbIE IO aJpecam:
- 634050, Tomckas obnacts, T. ToMck, Jlennna mpocnexT, a. 40, 233 ayn.;
- 634045, Tomckas obnactb, T. ToMmck, yin. Kpacnoapmetickas, 1. 146, 201 ayn.;
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- 634034, Tomckas obnacts, T. ToMck, Bepmmnauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckas o6sactb, T. ToMck, Bepmmanna ynuna, 1. 74, 207 ayn.

CocraB 000py/I0BaHUS:

- yaeOHas meOeb;

- komnbrotepsl kinacca He Hiwke [I9BM INTEL Celeron D336 2.81Tw. - 5 miT.;

- KOMIIBIOTEPHl MOAKIIOYEHBl K ceTu «MHTepHeT» M 00eClneurBaOT JOCTYI B 3JIEKTPOHHYIO
nH(pOpPMaMOHHO-00pa30BaTEILHYIO CPEly YHUBEPCUTETA.

[TepedeHp MporpaMMHOTO OOECIICYCHHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TEXHHYECKOe o0ecrieueHne M CUMILTHHBI IS JTUI] ¢ OTPAaHUYeHHbIMH
BO3MOSKHOCTSIMH 3/10POBbSI U HHBAJINI0B

OcBoeHUE TUCHUIUIMHBI JIMIIAMH C OTPAHUYEHHBIMA BO3MOXKHOCTSMH 370POBbS U MHBAIHIAMHU
OCYILIECTBIISIETCS C UCIIOJIb30BAHUEM CPEJICTB 00y4eHHUs OOIEro U CrelnaIbHOr0 Ha3HAYSHUS.

[Ipu 3aHATHAX € OOYYAIOIMMUCS € HAPYIIEHUSIMM CJyXa TMPEIyCMOTPEHO HCIOJIb30BAaHUE
3BYKOYCUJIMBAIOIIEH anmaparypbl, MYJIbTUMEIUNHBIX CPEACTB W JPYIMX TEXHHUYECKHX CPEACTB
nprema/mepenadn yaeOHoH MHGPOpMauu B JOCTYIMHBIX (hopMax, MOOMIBHOH CHUCTEMBI TPEIO aBaHUS
U O0yYaroUUXCs C WHBAIMIHOCTHIO, TOPTATUBHOW MHIYKIIMOHHON CHUCTEMBbl. YueOHas ayauTopus, B
KOTOPOW 3aHHMMAIOTCSl OOyYaroluecs C HapyIIeHHEM Ciyxa, 000pyl0BaHa KOMIBIOTEPHOW TEXHUKOM,
ayJIMOTEXHUKOM, BUJCOTEXHUKOM, FJIEKTPOHHON JOCKOU, MyJIbTUMEIUHHON CUCTEMOIA.

[Ipu 3aHATHSAX C 00YYAIOUIUMHUCS ¢ HAPYIIEHUSIMU 3PEHUSIMU TIPEIYCMOTPEHO UCIIOIH30BaHUE B
JEKUMOHHBIX U Y4YEOHBIX ayJUTOPHUSAX BO3MOXKHOCTH IPOCMOTpa YAAJIEHHBIX OOBEKTOB (Hampumep,
TeKCTa Ha JIOCKE WJIM Claiijla Ha DJKpaHEe) MpU TOMOIIM BHUIACOYBEIUYUTENCH i1 KOM(OpPTHOTO
MIPOCMOTpA.

[Ipu 3aHsATHAX ¢ OOydYaIOMIMMHCS € HAPYUIEHUSMH ONOPHO-JABUIaTEeJIbHOI0 amnmnapara
UCIIONIB3YIOTCSl allbTePHATUBHBIE YCTPONCTBA BBOJAa MHGOpPMAIMU MU APYyrue TEXHUYECKUE CpEICTBa
npuema/nepeaayn yueOHoH MHPOpManuu B JAOCTYMHBIX (hopMax, MOOWJIBHON cHCTeMBbl OOydeHUs IS
JII0JIEH C MHBAIMIHOCTBIO.

14. OneHovHble MaTepHaJIbl U METOAUIECCKUE PEKOMCHAAIUH 110 OPraHU3allui U3Yy4YCHUSA
AUCHHUIIIMHBI

14.1. ConepxxaHue OLIEHOYHBIX MATEPHATIOB U METOANYECKHE PEKOMEHAAM U
I[J'ISI OIICHKHN CTCIICHU C(bOpMI/IpOBaHHOCTI/I n ypOBHSI OCBOCHUA 3aernneHme 3a I[HCHHHHHHOﬁ
KOMIIETEHIINI UCTOJIB3YIOTCS OLIEHOYHBIE MATepUaibl B COCTaBE:

14.1.1. TecToBbIe 3a1aHus
[To npununy Kepkroddca B KpunrocucteMe CEKpEeTHBIM JTOHKHO OBITh:
- KJII0Y
- BpeMs udpoBaHus
- CII0’KHOCTD aJITOpUTMa
- JUTMHA KJIt04Ya
[To6enutens konkypca AES (Advanced Encryption Standard)?
- DES
- RC6
- Rijndael
- Twofish
Yro takoe nuddyzus?
- Briusinue oTHOTO 3HaKa OTKPBHITOTO KITF0Ya HAa 3HAYUTEIBHOE KOJMYECTBO 3HAKOB MIHU(PPOTEKCTA.
- Biiusinue o/1HOT0 3HaKa 3aKphHITOro KIF04Ya Ha 3HAYUTENIbHOE KOJIMYECTBO 3HAKOB HIM(PPOTEKCTA.
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- Baustnue ofHOTO 3HaKa OTKPBITOTO TEKCTA HA 3HAYMTEIHHOE KOJIMUECTBO 3HAKOB ITU(PPOTEKCTA.

- Biusinue anroputma 3amuThl HHQOpPMAIMK Ha 3HAYUTENbHOE KOJMYECTBO 3HAKOB MH(PPOTEKCTA.

Kakum cBolicTBOM J0JDKEH 007a1aTh KaHam nepenadn nHpopmanuu B cxeme Anpdu-Xemmmana

- 3alIMIICHHBIN OT OMEHBI

- 3AUIMIIEHHBIN OT MPOCITYITUBAHHS

- 3aKPBITHINA KaHaJ

- OTKPBITBIA KaHaJI

Kak naszpiBaercs nmpeodpa3oBaHue BXOJIHOTO MacCHUBA JaHHBIX MPOU3BOJILHOM JJTMHBI B BHIXOAHYIO
OUTOBYIO CTPOKY (PUKCHUPOBAHHOW JUTHHBI? (MCIIOJIE3YET OJHOCTOPOHHIOK (DYHKITUIO)

- Pa3buenue BxoqHOrO MaccuBa

- XelmupoBaHue

- CxaTtue

- CaBur

Buapel ciMMETpUYHBIX KPUITOCUCTEM:

- TOTOYHBIE MHDPHI

- DUII

- KPUITOCUCTEMBI C OTKPBITHIM KIIFOUOM

- HET OTBETa

Advanced Encryption Standard (AES), taxxe u3BectHblii kak Rijndael mmeer pasmep Omoka (B
ouTax):

- 64

-128

-192

- 256

Advanced Encryption Standard (AES), Taxxe m3BecTHbI Kak Rijndael moxxer mmers kimou (B
ouTax):

-128

-192

- 256

- BCE BBIIIIE NIEPEUNCIICHHbBIE

Kakas cxema nexut B ocHoBe DES u TOCT 28147-89?

- Lle3aps

- KanTopa

- Oeitcrens

- Buxenepa

Kakue u3 crneayromux aaropuTMOB SBISIFOTCS aCCUMMETPUYHBIMU?

- DES

- Onb-I'amans

-T'OCT 28147-89

- RC4

Ha xakoii TpyaHopeaemoii 3a1aue ocHoBaH anroputm RSA?

- @aKkTOpU3alUU YHCell

- Haxoxaennst 6016I10T0 MPOCTOTO YKCa

- Beruuciienun 06paTHOTO 31€MeHTa

- uckpetHoro norapuGMupoBaHUs

Kakas nnuna kmoua B TOCT 28147-89(Marma)? (oTBeT B OuTax)

- 64

-128

-192

- 256

Uto 00bI9HO B ce0s BKITIOYAET CXE€Ma JIEKTPOHHOM MOTUCH?

- QITOPUTM T'€HEPALMU KIIIOUEBBIX Map MOJIb30BATENs]

- (DYHKIIHFO TTPOBEPKH MTOITUCH

- HUYETO U3 BBILIETIEPEUNCICHHOTO
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- BCE U3 BBIIICTIEPEUUCICHHOTO

Meton nonunandasutHoro mudpoBaHus OyKBEHHOTO TEKCTa ¢ UCIOIB30BaHUEM KIIIOYEBOTO CIOBA
(TeKCTOBOTO):

- llIugp I'porchennaa

- u¢p Bmwxenepa

- [ludp Le3aps

- ugp Bepnama

Kaxoit kimt04 g1ocTyneH BceM Il MPpOBEPKH MUGPPOBOM MOAMKUCH MO JOKYMEHTOM?

- 3aKPBITBIN

- OTKPBITHIN

- BHyTPEHHUU

- 00t

Kakoii mpudt 6osee cToiikuii k B3omy?

- CUMMETpUYHBIN

- AcUMMeETpUYHBIN

- [IceBnocummeTpuyHbIA

- Her npaBuiibHOrO OTBETA

Kakoii anroputm mudposanus cran npoodpazom aisa oreuectBeHHoro F[OCT28147-89?

- DES

- DSA

- Rijndael

- IDEA

B uem npenMyIiecTBO CHMMETPUYHBIX CUCTEM HAJl ACHMMETPUYHBIMHU?

- CKOpOCTh MIH(PPOBAHUS

- IPOCTOTA peanu3aluu

- U3YYEHHOCTh

- BCE OTBETHI IIPABUIIHLHBIC

Yro noapasymeBaeTcs ol TEPMUHOM ayTeHTUYHOCTh HH(OopManuu?

- LlemoctHOCTH MH(pOPMALIUT

- HeBO3MOHOCTB OTKa3a OT aBTOPCTBA

- [TonyiuHHOCTH aBTOPCTBA

- BCE OTBETHI IPaBUJIbHBIC

BriGepuTe npaBuibHBINA BapuaHT, 3alIM(POBAHHON € MOMOIIBIO MK(pa 1e3aps, CTPOKU: MUdp
ne3aps

- piXC 4€NO6CcO

- miiixc yéunobcea

- BKIT HDKHBCO

- J0OBI bBKHEIK

14.1.2. TeMbl OIPOCOB HA 3aHATHAX

[TonsiTue kpunrorpaguyeckoro npotokosna. Ponb kpunrorpadpuyeckux NpOTOKOJIOB B CHCTEMax
3auThl HH(popMaru. OCHOBHBIE aTaKU Ha KPUITOTpapUUECKUe MPOTOKOJIBI.

[TonsiTve 3MEKTPOHHON MOANUCH. YIPaBI€HHWE OTKPBHITHIMU Kito4aMHU. OCHOBHBIE KOMIIOHEHTBI
UHOPACTPYKTYPHl OTKPBITHIX Kitouel. [loHsTHE cepTH(HKaTa OTKPHITOrO KiIoya. YIO0CTOBEPSIOIIUI
LEHTp. ApXUTEKTypa HHPPACTPYKTYPbI OTKPHITOrO KIFOYa.

[TpoToKkoBI HAEHTU(UKAIMN Ha OCHOBE MapoJiei, MPOTOKOJIbI «PYKOIOXKATUS» U TUIIA «3aIPOC-
orBeT». [IoHATHE NMPOTOKOJIIOB MHTEPAKTUBHOIO JI0KA3aTEIbCTBA U JOKA3aTENbCTBA 3HAHMSA. [IpOTOKOMIBI
UACHTU(UKAIIMYA HAa OCHOBE MPOTOKOJIOB JJOKA3aTeNbCTBA 3HAHUSI C HYJIEBBIM pa3riialieHHeM.

[ToctpoeHne 6e30mMacHOTO0 KOMMYHUKAIIMOHHOTO KaHajla Ha OCHOBE KpUNTOTpaduuecKux
aJITOPUTMOB.

[TpoGneMbl peanu3anuu KpUNTorpauyeckux ajaropuTtMoB. ['eHepauusi cioydyalHBIX 4YHCEI.
3ammra oT yTeukH WH(OPMAIIHH.

14.1.3. Bonipochl Ha cobeceoBaHue

I[aTB COACPIKATCIILHOC OOBSICHEHHSI TaKHX yciayr 0C30IMaCHOCTH KakK KOH(I)HI[CHI_[I/IaHLHOCTB,
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HECJIOCTHOCTD, MOMJIMHHOCTb, HCOTPCKACMOCTb U NOCTYITHOCTD.

Nudpactpykrypa otkpeiThix kimtouer  (PKI). OOGocHoBaTh HEOOXOAMMOCTH  MOJ00HOMN
uHpacTpyKTYphl. [lepeuncnuTs 1 00bSICHUTh Ha3HAYCHNUE COCTABISIONIMX KOMIIOHEHT.

Xom-pynkuuu. Kakue Tunel cymecTByroT, B 4eM uX pasnnuyve. OOBSICHUTH CBOWCTBA.
[lepeuncnanth 001aCTH IPUMEHEHUS. ATaKu Ha XAHI-QYHKIMHA. YTO Takoe MapagoKe «IHEH POXKICHHUSI»?

bazoBble NPUHIMIIBI TOCTPOEHUS KpUNTOrpadUuecKuX MPOTOKOIOB.

14.1.4. Bonpocbl Ha caMONIOATOTOBKY

Hate conmepxaTenbHOE OOBSCHEHHS TaKUX YCIYr O€30MacHOCTH KakK KOH(UACHIUAIBHOCTS,
LEJTOCTHOCTD, MTOAJIMHHOCTh, HEOTPEKAEMOCTh U JOCTYITHOCTb.

[lepeuncnuTh W3BECTHBIE MEXaHU3MbI obOecredeHus: OezomacHOCTH. OOBSICHUTH B3aUMOCBS3b
ycIIyT 6€30MacHOCTH, MEXaHU3MOB U aJITOPUTMOB.

OOBSACHUTH, YTO TAKOE COBEPIICHHAs CEKPETHOCTh, MPUBECTH NPHMEP COBEPLICHHOTO IHupa.
OO0BsicHUTBH cMbICT Teopembl LlleHHOHA.

CxaTto, HO OCMBICJICHHO, TOSCHUTh T€ AacCleKTbl anreOpsl M TEOPUU YHCET, KOTOpbIe
UCIONIB3YIOTCS. B COBPEMEHHOH kpunrtorpaduu. MylnbTUIIIMKATUBHAS TPYINa KOHEYHOrO MOJs, IO
MOJYJII0 COCTaBHOro uucia. Teopembl Oinepa u ®epma. Dmiunrudyeckue Kpusble. ['pynma Touek
AJUTMIITUYECKON KPUBOM.

Pexxumbl mmmdposanus. [lepeanciuts 1 0OBSCHATH Pa3ITHYIMSL.

MuHuManpHas IJMHA KIIOYa CUMMETPUYHOM KPUIITOCUCTEMBI. JKCIOPTHBIE OTPAaHUYEHMS Ha
JUIMHY KJIIOYa.

Meton pacumupenusi Kir4eBoro mpoctpaHcTBa. [IpuHuun HecemapabenbHOro muQpoBaHUs.
MHoroypoBHeBast Kpurrorpagusi.

Uundpactpykrypa otkpeiThix kimtoueil  (PKI). OOGocHoBaTh HEOOXOAMMOCTH  MOJ00HOMA
uHppacTpyKTyphl. [IpeuncinTs 1 00BSICHUTH HA3HAYCHHE COCTABIISIONINX KOMIIOHEHT.

Xom-pynkuuu. Kakue Tumbl cymectByroT, B 4eM uX paziauune. OOBACHUTH CBOICTBa.
[lepeuncnuth 06gaCTH IPUMEHEHMSI. ATaKU Ha X3UI-PyHKIHUU. UTO Takoe mapagoKC «IHEU POXKACHUS»?

ba3oBble MPUHIUIIBI TOCTPOCHUS KPUMITOTPAPUUCECKUX MPOITOKOJIOB.

AHOHMUMHOCTb M HEOTCleKHUBaeMoCTb. [Ipobiema «yxkxuHaroumx kpunrorpa-¢posy. «Crenas»
noanuck Yayma. OOBACHUTH NPUHLMI HOCTPOSHMS IMPOTOKO-Ja JUIi aHOHMMHBIX UYEKOB Ha OCHOBE
«CIIETION» MOIHUCH.

[Tpuniunsl kBaHTOBOM Kpuntorpaguu. OOBSICHUTH KBAHTOBBIM MPOTOKOJ pac-mpeesieHus
KJTIIOuei.

14.1.5. Tembl 1a00paTOPHBIX padoT
Iudpoanuas paitnosas cuctema
Kpunrorpaduueckue ¢aitioBbie cucTEMBI
Kpunronposaiinepsl
Cpencta Kpuntorpaguieckoi 3anuThl HHGoOpMaIuu

14.1.6. 3auér

[TonsTue xpuntorpaduyeckoro mpotokona. Ponb kpunrorpadpudeckux MpOTOKOJIOB B CHCTEMax
3amuThl nHpopManuu. OCHOBHbIE aTaki Ha KpUNTOrpaduyecKue MpoTOKOJIbL.

[loHsiTHE PNEKTPOHHOM MOANMCH. YTPABIEHUWE OTKPBITHIMU KitouaMHU. OCHOBHBIE KOMITIOHEHTHI
WH(PPACTPYKTYphl OTKPHITBIX Kitoued. [loHsTHe cepTudUKaTa OTKPBHITOTO KIIOYA. Y IOCTOBEPSIIONTUIN
HEHTp. ApXUTEKTypa HHPPACTPYKTYPHI OTKPHITOTO KITFOUa.

[TpoToxosbl HAEHTU(PHUKALMN HAa OCHOBE MapoJjiei, MPOTOKOJIbI «PYKOIMOXKATHS» U TUIA «3alpocC-
orBeT». [loHATHE MPOTOKOJIOB MHTEPAKTUBHOTO JI0KA3aTEIbCTBA U JOKa3aTelbcTBa 3HaHUs. [IpoTokob
UJCHTU(PUKAIIMN Ha OCHOBE IIPOTOKOJIOB JI0KA3aTeIbCTBA 3HAHUS C HYJIEBBIM pa3riallleHUuEM.

[Toctpoenne 6e30macHOr0O KOMMYHUKAIIMOHHOIO KaHajla Ha OCHOBE KpPUOTOTrpapruecKux
aJITOPUTMOB.

[TpoGneMbl peanu3anuu  KpUNTOrpadUUYecKUX aaropuTMOB. ['eHepanus CcaydailHBIX YHCeN.
3amuTa OT yTeuku HHGOpMaIuu.

14.2. TpeOGoBaHus K OLEHOYHBIM MAaTepHaJIaM IJIsl JIML ¢ OTPAHMYCHHBIMH BO3MOKHOCTAMH
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310POBbSI H HHBAJINI0B
Jns 5y ¢ orpaHUYCHHBIMH  BO3MOXKHOCTSIMH  37I0POBbSI U WHBAJIWIOB TPEIYCMOTPEHBI
JOTIOJTHUTEJbHbIE OIICHOYHBIE MaTepHaJbl, IepeueHb KOTOPBIX YKa3aH B Tabnuie 14.
Tabmuma 14 — JlonomHUTENbHBIC MaTepUabl OIEHUBAHUS IS JIUIl C OTPAaHUYEHHBIMU BO3MOXKHOCTSIMU
3JI0POBbs M UHBAJINJIOB

Kareropuu Buabl 10OTHUTENBHBIX OLIEHOYHBIX DopMBI KOHTPOJISL U OLICHKU
oOyuaromuxcst MaTepuasoB PE3yJIbTaTOB 00YUYECHHS

TecTbl, TUCbMEHHBIE CAMOCTOSITEIILHBIE
paboTHI, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE paOOTHI

C HapylieHusIMu
ciyxa

[IpenmyiiecTBEHHO MMCbMEHHAS
IIpOBEpPKa

C napymenusimu | CobecezioBaHue 1o BOIpocam K 3a4ety, | [IpenmyIriecTBeHHO ycTHas MpoBepKa

3peHUs OIIPOC 110 TEPMHUHAM (MHIMBUYaTIbHO)
C napymenusamu Perienue TuCTaHIMOHHBIX TECTOB,
OIIOPHO- KOHTPOJIbHBIE paboThI, MUChbMEHHBIE | [IpenmyIiecTBeHHO AUCTaHIIMOHHBIMU
JIBUTATEILHOTO CaMOCTOSITENIbHbIE paOOTHI, BOIIPOCHI K METO/1aMHU
anmapara 3a4yery
C orpannueHussMu 1o | TecTbl, MUCEMEHHBIE CAMOCTOSTENIBHbIE [Ipenmy1iiecTBEHHO MTpOBEpKa
o0uieMe IMIUHCKUM paboThl, BOMPOCHI K 3a4ETY, METOJaMH MCXO0/1 U3 COCTOSHUS
NOKa3aHUAM KOHTPOJIbHBIE pabOThI, YCTHBIE OTBETHI | 00YYarOIIErocsi HA MOMEHT IPOBEPKU

14.3. MeTonnyeckue peKOMEeH/IAHH 10 OIEeHOYHBIM MaTePHaJIaM JUIsl JIHI[ ¢ OTPAHUY €HHBIMH
BO3MOKHOCTSIMH 3/I0POBbsI 1 HHBAJIU/I0B

I[J'ISI Jan, € OrpaHMYCHHBIMU  BO3MOXKHOCTAMHU 300POBbA W HWHBAJIHWAOB IPCAYyCMATPUBACTCA
nocTynHas popMa mpeaoCcTaBiIeHHs 3aJaHIH OIICHOYHBIX CPEIICTB, & HMEHHO:

- B TIEYaTHOH (opme;

- B IICYaTHOH (JOpME C YBEITMUYCHHBIM HIPU(TOM;

- B (hOpMeE AIIEKTPOHHOTO JJOKYMEHTA,;

- METO/IOM YTCHHSI ACCHCTEHTOM 3a/IaHUs BCIIYX;

— IpeoCTaBIIEHUE 3aJaHHs C UCII0JIb30BAaHHEM CYp/I0TIepeBoO/Ia.

JluaM ¢ OrpaHHYE€HHBIMH BO3MOXXHOCTSIMM 3/10pOBbSl M MHBAJIMJaM yBEIHMYMBACTCS BpeMs Ha
IMOATOTOBKY OTBCTOB Ha KOHTPOJBHBIC BOIIPOCHI. 21.]'[51 TaKuX O6yan-OHII/IXC$I npeaycMarpuBacTCAa
nocTynHas popMa npeaocTaBIeHHsI OTBETOB HA 3aJJaHUs, a UMEHHO:

— MMCbMEHHO Ha Oymare;

- HaOOp OTBETOB Ha KOMIIBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIb30BAHUEM YCITYT aCCHCTEHTA,

- IpeJCTaBICHNE OTBETOB YCTHO.

[Tponienypa olLieHUBaHMS pE3yJIbTAaTOB OOYYEHHUS JMIl C OrPaHUYEHHBIMH BO3MOXHOCTSIMHU
3I0pOBbSl U MHBAJIUJOB MO JUCIUIUIMHE MpelycMAaTpUBAeT MpeaocTaBiieHue MHpopManuu B (opmax,
aIaITUPOBAHHBIX K OTPAaHUYEHHUSAM WX 37I0POBbsI U BOCTIPUATHS HH(POPMAIIUH:

JL1s1 M1 ¢ HAPYILIEHUSIMHM 3PeHM:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

— B IIeYaTHOH (opMe yBETUUEHHBIM MIPU(TOM.

JLst Jid1L ¢ HAPYIIEHUsIMU CJIyXa:

- B (hopMe AIIEKTPOHHOTO JOKYMEHTA;

— B IeUaTHOM opme.

JUJ1s1 1ML ¢ HAPYLIEHUSIMU ONIOPHO-IBUIaTEJIbHOIO aNIapara:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

— B IeUaTHOM dopme.

HpI/I HeO6XO)II/IMOCTI/I 4 I ¢ OrpaHUYCHHBIMH BO3MOXXKHOCTSAMHU 30POBb W HWHBAJIHWIOB
Ipolie/lypa OLeHUBAHUS Pe3yJIbTaTOB 00YUEHHUsI MOXKET MIPOBOJUTHCS B HECKOJIBKO ITAIOB.
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