MHUHHUCTEPCTBO OBPA3BOBAHUS 1 HAYKHM POCCUHMCKOM ®EJEPAIIMA
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKH TOCYJIAPCTBEHHBI YVHUBEPCUTET CUCTEM
VIIPABJIEHUS U PAJTMODJIEKTPOHUK
(TYCYP)

HTYOCYR| e sumprncera
‘1" UNIVERSITY JlupexTop nenapraMmeHTa 00pa3oBaHuUs

Moy saauT NOQMTHCES 3ASKTIOHMEOR NOINWCRH
Ceprugamar: 1obcfala-5laf-448-aef0-5584d2fd4820
Bragesey: Tpoawm Magen Edmpmosms

LeacTaatengs: ¢ 1001, 2016 no 16092010

PABOYA S ITPOI'PAMMA TMCHUITJIMHBI
OcHoBbI HH(POPMAIITUOHHON 0€30MaACHOCTH

VYpoBeHb 00pa3oBaHus: BbIcIee 00pa3oBaHue - fakajgaBpuaT
Hanpasnenue noaroroBku / criennaibHocTh: 40.03.01 FOpucnpynenuus
Hanpasnennocts (mpoduis) / cnenupanu3zanys: FOpucnpyaenuus
®dopma 00ydeHHs: 3a09HAS

QaxynbreT: 3uB®, 3a04Hblil 1 BeuepHuil paxkyabTeT

Kadenpa: U1, Kadenpa nundopmannonHoro npasa

Kypc: 2

Cemectp: 4

Y4eOusiii mnan Habopa 2014 rona

PaCHpe,Z[CJ'IeHI/IC paGoqero BpPEMCHU

Ne Bunpl yueOHO# nesTebHOCTH 4 cemecTp Bcero Ennaunner
1 Jlexknuu 4 4 9acoB
2 IIpaxTryeckue 3aHATUA 6 6 4acoB
3 Bcero aymuTopHbIX 3aHATHN 10 10 4acoB
4 CamocTosiTenbpHas padboTa 94 94 4acoB
5 Bcero (0e3 ax3aMeHa) 104 104 4acoB
6 Iloxroroska u caada 3ayera 4 4 4acoB
7 OO0m1as Tpy10EMKOCTh 108 108 4acoB
3.0 3.E.

Kontponsubie paboThl: 4 cemectp - 1
3auet: 4 cemecTp

Tomck 2018
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;[pbl
nporokot Ne 15 ot « 15 » 5 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (crienmanbHocTH) 40.03.01 FOpucnpynenuus, yreepxxaenroro 01.12.2016 roma, paccmoTpeHa u

onoOpena Ha 3acemannu kadenpst KUBOBC «  » 20 rona, mpoTokon No
Pazpabotunku:
noueHT kag. BUC A. 10. UcxakoB
noteHt kag. BUC A. O. UcxakoBa

3aBenyroumii o0ecnieunBaromeit kad.
KNB3BC A. A. lllenynaHoB

Pabouast mporpamMMa IUCIUITIIMHBI COIIAcOBaHa ¢ (DaKyIbTETOM U BBINTycKaroeil kadeapoii:

Hexan 3uB® . B. Ocumos
3aBeayoNIHi BRITYCKAIOMICH Kad.

Uil B. I'. MennHuKOBa
OKCIIepTHI:

noueHT kadeapsl KUBOBC A. A. KoneB

JoueHT xadeapsl 6€30MacHOCTH HH-
dopmarmonnsix cuctem (BHC) A. 0. McxakoB
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI

3aJI0KHUTh TEPMHHOJIOTUIECKHNA (DyHIaAMEHT

HAy4YUTh [IPABUIILHO IPOBOAUTH aHAIHU3 YIPo3 HH(OPMAIIMOHHON 0€30MacHOCTH

BBITIOJTHSATH OCHOBHBIC ATAITBI PEIICHHS 3324 HH)OPMAIIMOHHOH 0€301MacHOCTH

nproOpecTy HaBBIKK aHaJIN3a YIpo3 UH(GOPMALIMOHHOMN 6€301acHOCTH

paccMOTpeTh OCHOBHBIE OOIIEMETOIOIOTHYECKHE TPHHIIUIIBI TEOPUH MHPOPMAITMOHHON Oe3o1ac-
HOCTH

U3y4EHUE METO/IOB U CpeACTB obecneyeHnst HH(POPMalMOHHON O€3011aCHOCTH

U3y4eHHE METOJIOB HapyIIEHUs KOH(UACHUUAIBHOCTH, LEJIOCTHOCTH U JOCTYIMHOCTU HH(pOpMa-
.

1.2. 3amaum AMCHMIIIMHBI
—  03HAKOMJICHHE CTYJCHTOB C TEPMHHOJIOTHEH HH(POPMAITMOHHOM 0e301acHOCTH
—  pa3BUTHUE MBIIIUICHUS CTY/ICHTOB
—  UW3YYCHHUE METOJIOB U CPEACTB oOecTieucHHsI HHPOPMAIMOHHON O€30IMaCHOCTH
— 0o0yueHHe ONpE/ICIICHUIO TIPUYHH, BUIOB, KAHAJIOB YTCUKU M UCKaKECHUS! HHDOpMAIHU

2. Mecto mucuuniuebl B ctpykrype OIIOII
Huctumuna «OcHoBel HHGOpMannonHo#t 6e3omacHocTi» (b1.B.O/I.1) otHOCHTCS K O710KY 1 (Ba-
pHUaTHUBHAS YacCTh).
[TpenniecTBYIONMME TUCIUILTHHAMY, (DOPMUPYIOIUMH HAYaJbHBIC 3HAHWSA, SIBISTIOTCS: WHDOD-
MAI[MOHHBIE TEXHOJIOTHH B FOPUANYECKON IEATEIHHOCTH.
[TocnemyromuMu TUCIMIUIMHAMH SIBJISTIOTCS: 3amuTa U 00paboTka KOHPUACHITMATBHBIX TOKYMEH-
TOB, 3amuTa HHGOPMAIUH B MPEANPUHUMATEILCKOM TpaBe, MHbopMaIimoHHOE mpaso.

3. TpeGoBaHus K pe3yJbTaTaM OCBOCHUS JUCHHUIIIMHBI

[pornecc n3ydeHus QUCIUTUTMHBI HATIpaBJieH Ha (GOPMHUPOBAHUE CIETYIOIINX KOMIETCHITHH:

— OK-3 BnageHneM OCHOBHBIMU METOJAMH, CIIOCOOAMHU U CPEICTBAMU MOTYYEHUS, XPAHEHUS,
nepepadboTku nHGOpPMAIH, HaBbIKAMHU pabOThI ¢ KOMITBIOTEPOM KaK CpPEeICTBOM yIpaBieHUs HHPOpMaIH-
eu;

—  OK-4 cmoco6HOCTBIO paboTaTh ¢ HHGOPMAIIMEH B TII00ATBHBIX KOMITBIOTEPHBIX CETSIX;

— [TIK-7 BnajgeHueM HaBbIKaMH MOJTOTOBKHU IOPUINYECKHUX IOKYMEHTOB;

B pesynprare u3ydeHus IUCIHUIIMHBI 00YJaIOIUNACS TOJIKEH:

— 3HATh CYUIHOCTb U MOHATHE WH(OPMAIIMOHHON 0€30MacHOCTU M XapaKTEPUCTUKY €€ COCTaB-
JSIOUINX; MECTO U POJib UHPOPMAIIMOHHOM 0€30MMacHOCTH B CHCTEME HallMOHANbHON Oe3omacHoctu Poc-
cuiickoii deneparyy, OCHOBBI TOCYIAPCTBEHHON WH(POPMALIMOHHON MOJIUTUKH, CTPATETHUIO PAa3BUTHS UH-
dbopmarmonnoro obuiectBa B Poccun; ncTOYHUKY U Kiaccudukaiuio yrpo3 nuHGpopmMannoHHoi Oe3omnac-
HOCTH; OCHOBHBIE CPEICTBA M CIIOCOOBI o0ecrieueHrs: HH(POPMALMOHHON 0€30MacHOCTH, MPUHIIMIIBI 110~
CTPOEHUS CUCTEM 3alllUThl HH(OPMAITUH.

—  yMeThb KJacCU(UIMPOBATH 3AIIUINAEMYI0 HH(POPMAIMIO 110 BUJAM TailH U CTENEHSIM KOH(U-
JIEHIMAIbHOCTH; KIacCU(PUIIMPOBATh U OLICHUBATH YIPO3bl HHPOPMAIIMOHHOM 0€30MacHOCTH i1 00bEeKTa
UH(pOpPMaTH3aKY; - pa3pabaTbIBaTh MOJETH YIPO3 M MOJIEIN HAPYIIUTENs HHPOPMAITMOHHON Oe301macHo-
CTH aBTOMAaTU3UPOBAHHOI CUCTEMBI.

—  BJajeTh po(eCcCHOHANBHON TEPMUHOIOTHEH B 001acTH HH()OPMAITMOHHOM 0€301macHOCTH

4. O0beM IMCHUIIMHBI M BU/IbI y4eOHOH padoThl
OO01ast TpyI0€MKOCTb JUCHUILUINHBI cocTaBisieT 3.0 3aueTHBIX eIMHMIIBI U IIPEJCTaBIeHa B TaOIu -

%Zgﬁilﬁa 4.1 — TpynoeMKOCTh JUCHUILIMHBI
Bunb! yueOHOI nesTeNbHOCTH Bcero yacos CemecTpsl
4 cemecTp
AynuTtopHble 3aHATUSA (BCETO) 10 10
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Jlexknnn

[IpakTyeckue 3aHATHS

CamocTtosiTenbHas paboTa (Bcero) 94 94
BrinonHenne MHAMBUAYAIbHBIX 3a1aHUI 32 32
[TpopaboTka JIEKIIMOHHOTO MaTepuaia 26 26
CamocTosTenpbHOE H3ydyeHue TeM (BOIIPOCOB) 16 16
TEOPETUUECKOIN YacTu Kypca

IToaroroBka K MpakTUYECKUM 3aHATUAM, CEMUHApaM 20 20
Bcero (0e3 sx3amena) 104 104
[ToaroroBka u cpaya 3aueTa 4 4
OO0mmas Tpy10eMKOCTb, 4 108 108
3aueTHnIe EanHAIIEI 3.0

5. Coneprxxanue IMCUMILTHHBI

5.1. Pa3aesnl AuCcHUIIMHBI M BUALI 3aHATHH
Paznensl AMCUMITITMHBI U BUABI 3aHATUI PUBEICHBI B Tabmwmie 5.1.
Tabmuma 5.1 — Pasgensl IUCIUIUIMHEL U BUIBI 3aHATHHA

_ 0]
™ o 5 2 2 g
3 = < g = 5 E
? S s oS 2 0
HazBanus pa3aenoB TUCHUIUIMHBI i ) o, o 2 2 =
= = = s 0 =z E
=) S | &3 2
= © g =
4 cemecTp
1 Monarue nHGOPMAITMOHHOH 0€301TaCHOCTH, 1 0 14 15 OK-3, OK-4,
TEPMUHOJIOTUYECKHUE OCHOBBI HHPOPMAIIMOH- IK-7
HOI 6e3omacHOCTH
2 VYrpo3ssl. Kiaccudukanus u aHamms yrpos 1 2 20 23 OK-3, OK-4,
UH(POPMAIIMOHHON 0€30IacHOCTH [1K-7
3 Mogaens yrpo3, MmoJienb Hapymurtens. Moje- 1 2 26 29 OK-3, OK-4,
JIY OIIEHKH yTPpo3 KOHPUACHIIMATHHOCTH, I1e- TIK-7
JIOCTHOCTH, TOCTYITHOCTH
4 OyHKIMY U 3312494 3a1UTHl HHOpMaAITUN 1 2 34 37 OK-3, OK-+4,
[K-7
Hroro 3a cemectp 4 6 94 104
Hroro 4 6 94 104
5.2. Conep:xanue pa3aejioB TUCHUILINHBI (110 JIEKIHMAM)
Copneprkanue pas3ienaoB JUCIUILIKH (TIO0 JIEKIUSAM) IPUBEACHO B Tabnuie 5.2.
Tabmuma 5.2 — ComeprkaHue pa3iesaoB TUCIUILIMH (TI0 JICKITHSIM)
3 3 £
3 s 5
2 > 5
HazBanus pas3aeioB Coz[epxcaHHe pa3aciioB JUCHUILIMHBI 110 JIEKIIUAM 5 = §~ 5
o E
= 2 =
a e g
= S
4 cemectp
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1 ITousarue Oprasbl, o0ecreuynBaroIe HallMOHAIBLHYIO Oe30mac- OK-4, TIK-
MH(POPMAIIMOHHOM HocThb Poccuiickon @enepanuu, nenw, 3agaun. Hamu- 7
0€e30I1acHOCTH, OHaJIbHBIE HTEpechl Poccuiickori Peaepannu B MH-
TEPMUHOJIOTUYECKHE ¢bopmanmonHoii cepe. IlpuoputeTHsie HapaBICHUS
OCHOBEI B oOyiacTu 3amuThl HHGopmanmu B Poccuiickoii dene-
MH(POPMAIIMOHHOM pammu. [IpaBoBoe obecrieueHue 3amThl HHHOpMa-
0€3011aCHOCTH UK. AHaAJIN3 TEPMUHOB U ONpeseiaeHnit nHdopMmarm-

onHoii 6e3onmacHocTH. [OCTHI 1 pyKOBOIAIINE TOKY-

MeHThL.MIH(opMaIys ¢ orpaHUYeHHBIM JI0CTYIIOM, TO-

CyZapCTBEHHAs TaifHa, KOHPHUIEHIIMATLHOCTh, KOM-

Mepueckasl TaliHa, IepCOHaIbHbIE JaHHbIE.

Hroro
2 Yrpo3sl. [Tonsarue yrpo3sl. Bunsl yrpos. Tpu Hanbonee Bbipa- OK-3, OK-
Krnaccudukanus u ananus | ’keHHbIE yTpo3bl: 1) MOBEPKEHHOCTh (PU3NUECKOMY 4, I1IK-7
yrpo3 UHPOPMALTUOHHON | UCKKEHHUIO MJIM YHUUTOXKEHUIO; 2) BO3MOXKHOCTh He-
0€301MacHOCTH CaHKLIMOHUPOBAHHOM (CITy4yallHOM WUIIH 31I0yYMBIIIUIECH-

HO) Mo UKanuy; 3) OMaCHOCTh HECAHKIIMOHUPO-

BaHHOTO (CIIy4aifHOTO U MpeIHaMEPEHHOTI0) MOoJTyue-

HUS MHQOpMAaIMY JIMIAMHU, JJI1 KOTOPBIX OHA HE Mpe-

Ha3Ha4yeHa. XapakTep MPOUCXOKIEHUS YIPO3: YMBbIII-

JIeHHbIe (haKkTophl, ecTecTBEHHbIE (PakTophl. McTounu-

K# yrpo3. [IpeAnockuiky nosBieHus yrpo3: 00bek-

THUBHBIE, CyObEKTUBHBIEC.

Hroro
3 Mogenb yrpo3, Moziens | Kitacchl kaHamoB HECAaHKLIIMOHUPOBAHHOTO TIOJTYUYEHUS OK-3, OK-
HapymumTens. Moaenu nHpopmaruu. [TpuauHb HApyIICHUS IIETOCTHOCTH 4, T1IK-7
OLIEHKH yTpo3 nHpopmanuu.IToTeHITnaIEHO BO3MOKHBIE 37T0YMBIIII-
KOH(UAECHIMAIBHOCTH,  |JIEHHBIE ACHCTBUS B aBTOMaTU3UPOBAHHBIX CHCTEMaxX
LIEJIOCTHOCTH, 00paboTKu naHHBIX. POPMUPOBAHHE MOJIETTH HAPY-
JOCTYITHOCTH murens.MeTono1oru4eckre moaxo/ bl K OLIEHKE ys3-

BUMOCTH MH(pOpMaIuu. Monenb 3aiuThl — MOAEIb

CHCTEMBI C MOJIHBIM NepekpbiTHeM. [locnenoBaresns-

HOCTb pELICHUS 3a/1au 3aluThl UHPopMmaru. OyH-

JAMEHTAJIbHBIX TPEOOBaHUS, KOTOPHIM JOJKHBI

YIOBJIETBOPSTH BHIYUCIIUTENBHBIE CUCTEMBI 00pa-

00TkM KoH(pHAeHIMAIbHON HH(popMaruu. DakTopsl,

BIMSIONINE HA TPEeOyeMBbIi yPOBEHB 3aIIUTHI HH(OP-

MaluH.

Hroro
4 OyHKUIMYM ¥ 338a4U Mertoas! popmupoBaHus QyHKIMH 3auThl. CKpBITHE OK-3, OK-
3a1uThl HHGOPMAITUN nH(pOpPMAIIUU O CPEJICTBAX, KOMIUIEKCAaX, OOBEKTaX U 4, I1IK-7

cucreMax o0paboTku nHpopmarmu. Jle3nndopmariys
npotuBHUKA. JlerenaupoBanue. Beenenne n3oni-
TOYHOCTH 3JIEMEHTOB cUCTeMbI. Pe3epBupoBaHue 3Je-
MEHTOB CHUCTEMBI. PerynupoBanue 10CTyma K 3J1eMeH-
TaM CHUCTEMBI U 3amuiiaeMon napopmaruu. Perymm-
pOBaHME UCIIOIB30BaHUS 3JIEMEHTOB CUCTEMBI U 3a-
mumaeMoi nadopmaiuu. MackupoBka HHGOpPMAITHH.
Peructparnus cBenenuii. YHUUTOXeHNE HHPOPMAITHH.
Obecneuenne curHanuzanuu. OdecrnedeHne pearupo-
BaHMsI. YTIpaBJieHHE CUCTEMOM 3alUThI HHPOPMAITHH.
Ob6ecnieuenne TpeOyeMOTo YpOBHS TOTOBHOCTH 00CITY-
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YKUBAIOIIETO MIEPCOHANA K PEIICHHIO 3a/1a4 HH(OopMa-
LIMOHHOM Oe30macHOCTH. 3anmTa oT HHpOpMaIH-
OHHOTO BO3JICHCTBHS HA TEXHUYECKHE CPEIICTBA 00pa-
00TKH. 3anmmTa OT HHPOPMAIIMOHHOTO BO3ACHCTBUS
Ha 00IIEeCTBO. 3amuTa OT HH)OPMAIIMOHHOTO BO3/ICH-
CTBUS HA IICUXUKY YEJIOBEKa

Htoro

1

Hroro 3a cemectp

4

5.3. Paznenbl JMCHUMILNIMHBI M MEKIMCUMIUIMHAPHBIE CBSA3H ¢ 00ecnedyuBAKIIMMH (PeAbl Ty IIUMHU)
U o0ecrieynBaeMbIMH (MOCJIEAYIONIUMH) TUCHUIIHHAMU

Paznenpl TUCHUIUIMHBI M MEXIUCIUIUTMHAPHBIC CBSI3U C 00ECTICUMBAOIIMMHU (TIPEABIAYIIUMU) U
obecrieunBaeMbIMHU (TTOCIIETYIONTUMHI ) AUCITUTUTMHAMHE TIPEJICTAaBIEHBI B TabmuIe 5.3.

Ta6Jmua 53— Pazgenbl AUCUMITIMHEL U MCKIAUCHUIUVIMHAPHBIC CBA3U

Ne paznienoB qaHHOW AUCHIUTUIMHBL, 17151 KOTOPBIX
HE00XOMMO U3yueHHe 00eCIeUnBAIOLINX U
Hanmenosanue IMCHUIIIMH 00eCTIeYNBAEMBIX TUCIIHILIHH
1 2 3
[IpenmecTByroNMe TUCITUATUTHHBI
1 UndopmanmoHHbIe TEXHOJIOTHH B IOPUINUECKON n
JeSITEeNIbHOCTH
[Tocnenyromue TUCHUIIITUHBL

1 3amura u 06paboTKa KOHPUACHIIUATHHBIX TOKY- 4 . .
MEHTOB
2 3ammra nH(pOpMaIUU B IPEAIPUHUMATETHCKOM n 4
rpaBe
3 UndopmanmoHHOE TIPaBo +

5.4. CooTBeTcTBHE KOMIIETEHIIMIA, (OPMHUPYEMBIX PH U3yYeHUH TUCHHUILUIMHBI, U BUA0B 3aHATHI
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MPHU HM3YUYEHUH IUCHUIUIMHBI, ¥ BHJIOB 3aHATHU

MPEICTaBICHO B Tabmuiie 5.4.

Tabmuua 5.4 — CooTBeTCTBUE KOMIIETEHIIUH, (POPMUPYEMBIX MIPU U3YYEHUHN JUCLUILIMHBL, U BUIOB 3aHS -

TN

Komnerenuuu

Bunel 3ansatuit

Jlek.

DopMbl KOHTPOJIS

o
~
w

+ | IIpak. 3aH.

+ | Cam. pa6.

KontponpHnas pabora, Otuer no
WHIUBHIyaIbHOMY 33/1aHHIO,
Koncnekr camonoarorosku, Co-
6ecenoBanue, Onpoc Ha 3aHATH-
ax, Tect, OTYET 1O MPAKTHIECKO-
MY 3aHITHIO

OK-4

KontponpHas pabora, OTuer no
WH/IUBUYAIbHOMY 3aJIaHUIO,
Koncnekr camonoarorosku, Co-
6ecenoBanne, Onmpoc Ha 3aHATH-
ax, Tect, OTYET MO MPAKTHYECKO-
MY 3aHSATHIO
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T1K-7 + + + OTyer 1o MHAWBUAYAIBHOMY 3a-
nanuto, KoHcekT caMonoaroToB-
ku, CobecenoBanue, Onpoc Ha
3aHATUAX, Tect, OTYET no npak-
TUYECKOMY 3aHATHIO

6. UuTepakTHUBHBIE MeTOAbI U (JOPMBI OPraHU3aANNU 00yUEeHUsI
He npenycmotrpeno PVYII.

7. JIaGopaTtopHbie padoThI
He mpenycmotpeno PVYII.

8. IIpakTuyeckue 3aHATUSA (CEMUHAPDI)
HaumeHoBaHMe IpaKTUYECKUX 3aHATUH (CEMUHAPOB) MpHBeIeHO B Tabmuie 8.1.
Tabmuma 8.1 — HauMeHoBaHME MPAKTUYECKUX 3aHSATHIA (CEMHUHAPOB)

3 z S
3 =
Z 2 5
Ha3zBanus pazznenos HaumeHoBaHne IPaKTUYECKHUX 3aHATHI (CEMUHApOB) | = & &5
- : g
> o =
e e g
= S
4 cemectp
2 Y1po3sl. BrlsiBrieHNe akTyanbHbBIX YIpo3 HH()OPMAIIMOHHOMN 2 OK-3, OK-
Knaccudukanus un ananus | 0e30nacHOCTH 11 BBIOpaHHOTO 00beKTa MHPOpPMATH- 4
yrpo3 UHPOPMAIIMOHHON | 3aLlUU
MTACHOCTH
Oe3omacHoC Wroro
3 Mogenb yrpo3, Moziens | CocTaBlieHUE MOJEIN YIPO3 U MOJENIN HapYILIUTENS 2 OK-3, OK-
HapymuTens. Moaenu JUTsl BBIOpAaHHOTO 00BhEeKTa HH(OPMATHU3AIUN B COOT- 4, T1IK-7
OLICHKU yIpo3 BETCBTBHMHU C HOpMaTuBHOM 6a3oii. [locTpoenue moze-
KOH(QUIEHIIMATBLHOCTH, | JIM YIPO3 IS BBIOpaHHOTO 00BheKTa HH(OpMATH3AITUN
LIEJIOCTHOCTH, Vitoro >
JOCTYIHOCTH
4 OyHKIUY ¥ 337291 Ornenka 0e3onacHocTH HH(POpPMAIIUK HA 0OBEKTAX €€ 2 OK-3, OK-
3alUThl UH(pOpMALUU 00paboTKn 4, IIK-7
Hroro
Hroro 3a cemectp

9. CamocrosiTesibHasi padoTa
Bunsl camocTosiTenbHOM paboThl, TPYAOEMKOCTh U (hOpMUpYEMbIe KOMIIETECHIIUN MTPEICTABICHHI B
tabmune 9.1.
Tabmuia 9.1 — Buabl caMoCTOsTEIbHOM paboThl, TPYAOEMKOCTh M (HOPMUPYEMbIE KOMIIETECHIHH

- (&)
= =
S i
Bunapr camocTosTensHOM ; > 0
Hassanus paznenon " = DopMbI KOHTPOJIS
paloTEI L s 2
S g =
e o g
~ S/
4 cemectp
1 ITousaTue CamocrosiTenbHOE U3yde- 8 OK-3, KoHcnexT caMmonoaroros-
UH(POPMALTMOHHON HUE TeM (BOIPOCOB) Te€Ope- OK-4 ku, Onpoc Ha 3aHATHIX,
0e30IacHOCTH, THYECKOM YacTu Kypca Tect
TEPMUHOIOTHUYECKHU
CPMHHOJIOTHICCKHC [TpopaboTka JIEKITMOHHOTO 6
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OCHOBBI MaTepuana
MH(POPMAIIMOHHOM Hroro 14
0€30MMacHOCTH
2 Yrpo3sl. [ToaroroBka Kk mpakTuue- 6 |OK-3, Ompoc Ha 3ausTusax, OT-
Krnaccudukanus u ananus | CKUM 3aHATUSIM, CEMHHA- OK-4, YeT 110 MPAaKTUYECKOMY 3a-
yrpo3 UHPOPMALTMOHHOW | pam IIK-7 HATuio, Tect
besonacrocTH IIpopaboTka JIEKIIHOHHOTO 6
MaTepuaita
Brinonnenue nHAMBUAY- 8
aJIbHBIX 3aJIaHUI
Uroro 20
3 Mogens yrpos, moaenb | [loaroroBka K npakTuye- 6 |OK-3, Onpoc Ha 3anatusax, Ot-
HapymuTens. Mogenu CKHM 3aHSTHSAM, CEMHHA- OK-4, YeT MO0 UHIUBUIYAIbHOMY
OIIEHKH yTpO3 pam [1K-7 3aganuto, Tect
KOH(UICHIIUATHHOCTH
OH(HACHIMAILHOCTH, [TpopaboTka JIEKITMOHHOTO 8
LEJIOCTHOCTH, Marepnana
JIOCTYITHOCTHU
BrinosnHenne nHaUBUIY- 12
aJbHBIX 33JIaHUN
Uroro 26
4 OyHKUMYU ¥ 331244 IToaroroBka K npaxkTuye- 8 |OK-3, Koncnexr camonoaroros-
3a1uThl HHOPMAITUU CKUM 3aHATHUSAM, CEMUHA- OK-4, ku, KontposnbHas pabora,
pam IIK-7 Omnpoc Ha 3aHsaTHAX, OT-
YeT 110 MPaKTUYECKOMY 3a-
CamocTosTenbHOE U3yye- 8 é) 5 y
HSTH BaHU
HHE TeM (BOIIPOCOB) TEOpE- T f0, L0beCCAOBAHMC,
TUYECKOM YacTu Kypca et
[IpopaboTka JIeKIIHOHHOTO 6
Marepuala
Brinonnenne nHIUBUIY- 12
aJIbHBIX 3aJTaHHI
Hroro 34
Hroro 3a cemectp 94
[ToaroroBka u cnava 3ayera 4 3auer
Hroro 98
10. KypcoBas pa6ora (IpoeKT)
He npenycmorpeno PVYIIL.

11. PeiiTuHroBasi cucreMa JJisl OLlEHKHU YCIIeBaeMOCTH 00y4aroumuxcst
PeittuHroBas cucrema He UCIIOIB3YETCA.

12. YueOHO-MeTOAUYecKOe U MHGOPMANIMOHHOE O0ecTiedeHHue TUCIHIIINHBI

12.1. OcHoBHas JuTepaTypa
1. Munocnagckas, H.I. Cepust «Bonpocsl ynpaBnenne nHopManMoHHON 06e30macHOCTHIO".
Bei-mryck 2 [OnektpoHHBIN pecypce] : yue6HOe mocoome / H.I. Munocnasckas, M.JO. Cenaropos, A.M.
Toncroit. — OnektpoH. gaH. — M. : I'opsiuas aunms-Tenexom, 2012. — 130 c. — Pexum noctyna:
http://e.lanbook.com/books/element.php?pll _id=5179 — 3ari. ¢ skpana [DneKTpOHHBIN pecypc] - Pexum
noctyna: http://e.lanbook.com/books/element.php?pll id=5179, nara obpamenus: 06.06.2018.
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12.2. lonotHUTEILHAS JTATEPATYpPa

1. Mamok, A.A. BBenenue B nHGOpMaMOHHYIO 0€30MacHOCTh [ DJIEKTPOHHBIN pecypc] : yueb-
Hoe nocobue / A.A. Mamok, B.C. I'opbaros, B.1. KoponeB. — Dnektpon. nan. — M. : T'opsiuas au-Hus-
Tenexkom, 2012. — 288 c¢. — Pexum gocrtyna: http://e.lanbook.com/books/element.php?pll 1d=5171 —
3arn. ¢ 9kpaHa. [DnekTpoHHBIH pecypc] - Pexxum moctyma: http://e.lanbook.com/books/element.php?
pll 1d=5171, nara obpamenus: 06.06.2018.

2. Wudopmannonnas 6e30nacHOCTh U 3amuTa nHpopmanuu [Tekcr] : yueOHoe mocobue s BY-
30B / B. I1. MensaukoB, C. A. Kneitmenos, A. M. Ilerpakos ; pea. C. A. KneiimeHoB. - 4-¢ u3j., cTep. -
M. : Akagemus, 2009. - 336 c. : uin., Tabun. - (Beicuiee nmpogeccruonansnoe oopazosanue. Mnpopmaruka u
BBIYMCIIMTENIbHAS TeXHUKA). - bubmorp.: ¢. 327-328. - ISBN 978-5-7695-6150-4 (masinuue B OubmuoTeke
TYCVYP - 21 3k3.)

3. Kosanenko, FO.U. [IpaBoBOii peknuM JTUIICH3UPOBAHUA U cepTUdUKaIKK B chepe nHPOpMaIIH-

OHHOM 0€30MacHOCTH [DIEKTPOHHBIN pecypc] : yueOHoe mocodme. — DnekTpoH. gaH. — M. : Topsuas
muaus-Tenekom, 2012. — 140 c¢. — Pexum noctyma: http://e.lanbook.com/books/element.php?
pll id=5163 — 3arm. ¢  »9kpaHa. [DnexTpoHHbli  pecypc] - Pexum  pmocryma:

http://e.lanbook.com/books/element.php?pll 1d=5163, nara obpamenus: 06.06.2018.

4. Adanacees, A.A. Ayrentudukanus. Teopus u npakTuka odecredyeHus: 6e30MacHOro 10CTyIa
K WH()OPMAITMOHHBIM pecypcaM [DNeKTpOHHBIN pecypc] : yuebnoe mocodue / A.A. Adanacwes, JI.T. Be-
neHbeB, A.A. BopoHuos [u ap.]. — DnextpoH. gad. — M. : I'opstuas nunus-Tenexkom, 2012. — 552 ¢. —
Pexxum moctyma: http://e.lanbook.com/books/element.php?pll id=5114 — 3arn. ¢ 3kpaHa. [DneKTpoH-
HBII pecypc] - Pexxum moctyma: http://e.lanbook.com/books/element.php?pll id=5114, nara oGpameHwus:
06.06.2018.

12.3. YueOHO-MeTOAUYECKHE MOCO0OU

12.3.1. O0s3aTesibHbIE y4eOHO-MeTOAuYeCKH e MOCO0Uus
1. MemepsikoB P.B. OcHoBbl mHPOpMAIMOHHONW 0€30MaCHOCTU: METOAWYCCKUE YKA3aHUS IS

BBINOJIHCHHSI TTPAKTHYECKUX U CAMOCTOSTEILHBIX padoT [DJIeKTpOHHBINA pecypc]. — Pexum nocryma:
http://kibevs.tusur.ru/sites/default/files/files/work progs/metodich oib praktiki i sr.pdf [DnexTpoHHBII
pecypc] - Pexum JlocTyna:

http://kibevs.tusur.ru/sites/default/files/files/work progs/metodich oib praktiki i sr.pdf, mata oOparmie-
Hus: 06.06.2018.

12.3.2. YuyeOHO-MeTOAMYECKHUE ITOCOOHS AJIsl JIMI C OTPAHMYECHHBIMHU BO3MOKHOCTSIMHU 3/10POBbS U
UHBAJIU/10B

Y4eOHO-MeTOIMUEeCKUE MaTepHalibl Il CAMOCTOSTENIbHOM M ayAUTOPHOM paboThl 00ydaromuxcs
U3 YUCIIa JIUI] C OFPAaHMYEHHBIMH BO3MOKHOCTSIMU 370pOBbSI U MHBAJIHJIOB MPEIOCTABISIOTCA B (popMax,
aJaNTHPOBAHHBIX K OTPAHUYEHUSM UX 3/I0pPOBbS U BOCHIPUATHUS UHPOPMAIIIH.

JL1s1 i1 ¢ HApYIIeHUSIMM 3PeHust:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOW (hopMe yBEITMUEHHBIM HIPUPTOM.

JI1s1 JIMI ¢ HApyIIeHUsIMHM CJIyXa:

- B (hOpMeE INIEKTPOHHOI'O TIOKYMEHTA;

- B Ie4aTHOU hopme.

JL1s1 JI1 ¢ HApYLIEeHUSIMH OIIOPHO-ABUTIATeJILHOIO aNapara:

- B (hOpMe 3NIEKTPOHHOI'O IOKYMEHTA;

- B Ie4aTHOU hopme.

12.4. TIpodeccunonaibHbie 0a3bl JaHHBIX H MH(GOPMALIMOHHBIE CIPABOYHBIE CHCTEMbI
http://www.iqlib.ru - 35exTpoHHas HHTEpHET OMOINOTEKA;

http://www.biblioclub.ru — monnorekcToBas 31eKTpoHHast OMOIMOTEKA;

http://www.elibrary.ru - Hay4Has 31€eKTpOHHAsi OMOINOTEKA;

http://www.edu.ru - Be6-caliT cucTeMbl (eiepaibHbIX 00pa30BaTeIbHbBIX OPTAJIOB;
http://www.sec.ru — karajor opranu3anuii B chepe nHHOPMAIIMOHHON 0€30TTaCHOCTH
https://fstec.ru/ - caiitr @enepanbHOi cayKO0bI IO TEXHUUECKOMY U 3KCIIOPTHOMY KOHTPOIIIO
http://www.consultant.ru/ - Koncynerantllnmoc — komnbroTepHasi CripaBoYHasi MpaBoBasl CH-

NV AEWPD =
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creMma B Poccun

13. MaTtepuaibHO-TEXHMYECKOE O0ecneyeHue TUCIUILJIMHBI U TPpedyeMoe MPorpaMMHoe
ol0ecreueHue

13.1. O6uue TpedGOBaHMS K MATEPHAJBHO-TEXHUYECKOMY H IIPOrPAMMHOMY 00ecrie4YeHHI0
AUCHMILTUHBI

13.1.1. MaTepuaJibHO-TeXHHUYECKOE U IPOrPAMMHOe o0ecneyeHue sl JIEKIIMOHHbIX 3aHATHH
Jlist ipoBeieHus 3aHSATUH JICKITMOHHOTO TUTIA, TPYIIOBBIX U MHIWBUYaTbHBIX KOHCYJABTALIUH, T€-
KYIIIETO KOHTPOJISI ¥ MIPOMEKYTOYHOW aTTECTAI[UU HCITONIB3YeTCs yueOHas ayTuTOPHUS ¢ KOJTMYECTBOM TI0-
CaJIOYHBIX MeCT He MeHee 22-24, 006opyIoBaHHAs JOCKOM M CTaHAApTHOH y4ueOHOI mebenbro. MMeroTces
JIEMOHCTPAIIMOHHOE 000pPYIOBAaHUE U Y4eOHO-HATIIAIHBIE TTOCOOMsI, 00€CTIEUNBAOIINE TEMATHUECKUE HJI-
JIOCTPAIIMHU 10 JIEKIIMOHHBIM pa3JielaM TUCIUTUINHEI.

13.1.2. MaTepuaJIbHO-TeXHUYECKOE U MIPOrPAMMHOE o0ecnedyeHue JAJisi NPAKTHYECKUX 3aHA T
Jlaboparopus "UHTEpHET-TEXHOIOTHH U HHPOPMAIIMOHHO-aHATUTUIECKON ACSITETLHOCTH
yueOHas ayuTopus JUIs IPOBEICHUS 3aHATUH JIGKIIMOHHOTO TUMA, yueOHas ayIUTOpUs [Tl IPOBE -

JICHUS 3aHSATUI MPAKTUIECKOTO THITA, yueOHAas ayIUTOPUS JJIs IPOBEACHUS 3aHITHIA TaO0OPaTOPHOTO TUTIA
634045, Tomckas obmactsb, T. Tomck, yi. KpacHoapmetickast, 1. 146, 402 ayn.
Onucanue UMeroIerocs 000py10BaHUs:
- DKpaH pa3aBUKHOM;
- MyneTumenuitabiii mpoekrop View Sonic PJD5154 DLP;
- Komnwrorepsr AMD A8-5600K/ ASUS A88XM-A/ DDR3 4 Gb/ WD5000AAKX 500 Gb (15

- KommuiexT cnenuain3upoBaHHON yueOHOM MeOen;
- Pabouee mecto npenogaBares.

[IporpamMmMHoOe obecrnieueHue:

— Kaspersky endpoint security

— VirtualBox

13.1.3. MarepuajibHO-TEXHHYECKOE U MIPOrPaMMHoOe o0ecrniedyeHue JIsl CAMOCTOSITeIbHOI padoThI
Jiis caMoCTOsTENbHON pabOThl UCIIONB3YIOTCS y4eOHBIE ayAMTOPHM (KOMITBIOTEPHBIE KIIACCHI),
PacIOJIOKEHHBIE TI0 aJIpecaM:
- 634050, Tomckast o6nacTs, r. Tomck, Jlennna npocnexr, 1. 40, 233 ayn.;
- 634045, Tomckas obmacts, T. Tomck, yin. KpacHoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast 06nacTh, r. Tomck, Bepmmnuna ynuua, 1. 47, 126 ayn.;
- 634034, Tomckast obmacTs, T. Tomck, Bepmmanna ymuma, 1. 74, 207 aya.

CoctaB 000py/IOBaHUS:

- yueOHast mebenb;

- komneroTepsl kinacca He Hike [IDBM INTEL Celeron D336 2.81'T . - 5 mit.;

- KOMIBIOTEPHI MOJIKIIOUYCHBI K ceTh «/HTepHeT» U 00eCleYnBarOT JOCTYI B AJIEKTPOHHYIO HH-
(hopMaMOHHO-00pa30BaTEIbHYIO Cpely YHUBEPCUTETA.

[Tepedens mporpaMMHOTO 00ECIICUCHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepnanbno-TeXanecxoe o0ecneyeHue AUCHUIIVIMHBI 1JI JIMI ¢ OrPAHUYC€HHBIMH
BO3MOKHOCTAAMMU 310POBbSI U HHBAJIU10B
OcBocHHE JUCHUIUIMHEBL JIMDaMU € OIpaHUYCHHBIMU BO3MOXHOCTAMHU 3J0POBbA WU MHBAJIWIAMU

CornacosaHa Ha noprane Ne 29502 10



OCYILECTBIIIETCS C UCIIOIB30BAHUEM CPEICTB 00ydeHHs OOIIET0 U CHEeIMaIbHOI0 Ha3HAUYCHHUS.

ITpu 3aHATHAX ¢ 00YYaIOUIMMHUCS ¢ HAPYIIEHUSAMH CJYXa [IPEeyCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUJIMBAIOILEH anmapaTypbl, MyJIbTUMEIUHHBIX CPECTB U PYTUX TEXHUUYECKHUX CPEACTB MpueMa/mepena-
yy yueOHOM MH(POPMAIUK B TOCTYIMHBIX (hOpMax, MOOUIILHON CUCTEMBI MPEIOIaBaHUS I 00YJarOIINXCS
C MHBAJIUAHOCTbIO, TIOPTATUBHOM MHIYKIIMOHHOM CHCTEMBI. YueOHas aymuTopusi, B KOTOPOH 3aHUMAIOTCA
oOyJaromuecs: C HapylmIeHHEeM Cyxa, 000pyJIoBaHa KOMIIBIOTEPHOW TEXHUKOM, ayTMOTEXHUKOH, BHJIEO-
TEXHUKOU, SJIEKTPOHHOU JOCKOU, MYJIbTUMEAUMNHON CUCTEMOM.

ITpu 3aHATHAX C OOYYAIOUIMMHUCS ¢ HAPYLIEHUSIMH 3PEHUSIMH IIPEIYCMOTPEHO HCIIOJIb30BaHUE B
JICKIIMOHHBIX U Y4EOHBIX ayAUTOPHUIX BO3MOKHOCTH IPOCMOTPA YAAICHHBIX 00BEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WM CJIaiiia Ha SKpaHe) Py MOMOIIM BUACOYBEINIUTENEH A1 KOM(POPTHOTO MPOCMOTpA.

[Tpu 3aHATHAX ¢ O0YYaIOUIMMHCS ¢ HAPYUIEHUSIMM ONOPHO-ABUIaTeJbHOI0 aNNapaTa HCIolib-
3yI0TCA albTEpHATUBHBIEC YCTPOMCTBA BBOJIA MH(OPMALIUK U IpYTHe TEXHUUECKUE CPENICTBA ITpUeMa/nepe-
naun yuyeOHOM MHpOpPMaI B JOCTYIHBIX (popMax, MOOMIIBHOW CHCTEMbI OOYUeHUs JUIs JIIOJeH ¢ UHBaA-
JUIHOCTBIO.

14. OueHouyHble MaTepUAJIbI U METOAMYECKHE PeKOMEHAAIUH 110 OPraHU3aluu U3yYeHHUsI
AUCHUTLTHHBI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB U METOANYECKUE PEKOMEH AU
s onleHKH cTenieHr c(hOPMHUPOBAHHOCTH U YPOBHSI OCBOCHHS 3aKPEIUICHHBIX 32 JHCLUIUIMHON
KOMIICTCHITUI MCTIOJB3YIOTCS OLICHOYHBIE MaTepUalibl B COCTARBE:

14.1.1. TecToBBI€e 3agaHus

1. Kakast u3 HIDKENIepEeUUCIeHHbIX 3a]1a4, U3JI0KEeHHbIX B JlokTpuHe nH(MOpMallMOHHON Oe3omac-
HocTH Poccwmiickoit denepanii, He OTHOCUTCS K 3aJjayaM TOCYJapCTBEHHBIX OPTraHOB B paMKax JesTellb-
HOCTH T10 00ecTieueHII0 HHPOPMAITMOHHOW 0€30MacHOCTH:

a) obOecrieveHre 3amuThl TPaB ¥ 3aKOHHBIX MHTEPECOB TPaX/IaH M OPTaHMU3AIHMi B WH()OPMAITHOH-
HOM cepe;

b) oueHka coctosiHUsI UHGOPMAIIMOHHON 0€301MacHOCTH, MPOrHO3UPOBaHUE M OOHApYKEHHUE HH-
(OpMAIMOHHBIX yTPO3, ONpeelieHne MPUOPUTETHBIX HAMPABICHUN WX MPEAOTBPAILICHUS M TUKBHUIAIIUU
MOCIIEICTBUI UX MPOSBICHUS;

C) MIaHUPOBaHUE U pa3paboTKa Mep MO MPOBEACHUIO KHOEPpa3BEIOBATEIBHBIX OIEPAIIHii;

d) opranmzanus IeATeTbHOCTH U KOOPJIWHAIINS B3aUMOICHCTBHUS CHJI oOecTieueHuss HHGOpMaIIH-
OHHOU 0€30IMMaCHOCTH, COBEPILICHCTBOBAHKE UX MPABOBOTO, OPTaHU3AIMOHHOTO, ONIEPaTUBHO-PA3bICKHOTO,
pa3BeBIBATEIILHOTO, KOHTPPA3BEIBIBATEIIHHOTO, HAYTHO-TEXHUIESCKOT0, HH(POPMAITHOHHO-aHATUTHIECKO-
ro, KaJIPOBOTO ¥ SKOHOMHUYECKOTO 00eCTICUeHUS;

2. B crangapre CIA "Kpurepun oLeHKHM TapaHTHPOBAHO 3AIIMIIEHHBIX BBIYMCIUTEIBHBIX CH-
CTeM B MHTepecax MUHHCTepcTBa 000poHbl CIIIA" B 3aBHCHMMOCTH OT KOHKPETHBIX 3HAUEHUH, KOTOPHIM
OTBEYAIOT aBTOMAaTU3UPOBAHHBIE CUCTEMBI, OHU PA3/IE€ICHBI Ha. ..

a) 5 KJaccos;

b) 4 rpymisr;

¢) 3 MHOXECTBA;

d) 2 moarpynmsl.

3. YTo U3 HUXKENEePEUNCIEHHOTO He OTHOCUTCS K TIEPEUHIO CBEICHUHM KOH(PUISHIINAIBHOTO XapakK-
Tepa, yrBepxaeHHoro IIpesunentom Poccuiickoit @enepanun?

a) CinyxeOHble CBEJICHMS, JOCTYIl K KOTOPBHIM OTPaHMYEH OpraHaMu rOCyJapCTBEHHOM BJIAacTH B
cootBeTcTBUU ¢ ['parknanckum konekcoMm Poccuiickoit denepannu u gpenepaibHbBIMU 3aKOHAMHU (CITY»KeO-
Has TaifHa);

b) 3amuiaeMbie TOCYITapPCTBOM CBEACHHS B 00JaCTH €r0 BOEHHOM, BHEITHETIOJIUTHYECKON, YKOHO-
MUYECKOH, pa3BeIbIBaTEIbHON, KOHTPPA3BEAbIBATEIbHON U ONIEPAaTUBHO-PO3BICKHOM €ATEIbHOCTH, pac-
MIPOCTPAHEHHE KOTOPHIX MOKET HaHeCTH yiiep0 6e3onacHoctu Poccuiickoit deneparum;

c) Cenenus, cBsi3aHHbIE C MPOPECCUOHATBHON JeSITEIbHOCTHIO, TOCTYH K KOTOPBIM OIpaHUYEH B
cootBercTBUU ¢ Konctutynueit Poccuiickoit denepanuu u denaepanbHbIMU 3aKOHaMU (BpaueOHasi, HOTa-
puanbHasi, aJBOKATCKas TaifHa, TailHa Mepenucku, Tele(dOHHBIX MEPEroBOPOB, MOYTOBBIX OTIIPABICHUH,
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TeserpadHbIX WIM UHBIX COOOILEHUH 1 Tak Janee);

d) CBeneHus, cBA3aHHBIE C KOMMEPUYECKOHN EATEIBHOCTBIO, JOCTYI K KOTOPBIM OTPaHUYEH B COOT-
BeTCTBHHU ¢ | pakganckuM konekcoMm Poccuiickoit @eneparnuu 1 denepaibHbIMU 3aKOHAMH (KOMMepye-
CKasl TaifHa).

4. Crangapt CIIA «Kpurepun OlleHKH rapaHTUPOBAHO 3aIIUIIEHHBIX BEIYUCIUTEIbHBIX CUCTEM B
uHTEepecax MUHUCTepcTBa 000poHbI CIIIA)Y Ha3bIBAIOT ...

a) «Kenroit KHUTOI»;

b) «OpaH>KeBBIM TOKyMEHTOM;

¢) «OpaHXeBOi KHUTOW»;

d) «KpacHbIM criuckomy».

5. Mozens yrpo3 6e3omacHocTd HHPOPMAIIUHN HE BKIIOYaeT B ceds:

a) Onucanve HHPOPMAIIMOHHOM CUCTEMBI U €€ CTPYKTYPHO-(PYHKIIMOHAIBHBIX XapaKTEPHUCTHK;

b) Onmcanue yrpo3 6e30macHocT HHPOPMAIIH;

¢) Onucanne BO3MOKHOCTEH HapymuTesen (MOIeb HapyIIUTENs ), BOBMOKHBIX YSI3BUMOCTEH MH-
(hOpMaITMOHHON CHCTEMBI,

d) Craaum (3Tamsl paboT) CO3MaHUsI CUCTEMBI 3aIIUTHI HH(POPMAITMOHHOW CUCTEMBI.

6. Ilpn MakeTHpPOBaHUH W TECTUPOBAHHH CHUCTEMBI 3aIIUTHl UHPOPMAIK HH(OPMAIIMOHHOHN CH-
CTCMBbI B TOM YHCJIC OCYHICCTBIISAIOTCA:

a) [IpoBepka pabOTOCTIOCOOHOCTH U COBMECTUMOCTH BBIOPAHHBIX CPEJCTB 3aIIUThI HHPOPMAIIUN
C I/IH(bOpMaI_[I/IOHHBIMI/I TCXHOJIOTUAMU U TCXHUYCCKHUMU CPCACTBAMMU,

b) YcraHoBka cpeacTB MOHUTOPUHTA CETEBON MHPPACTPYKTYPHI;

¢) Pa3zpaboTka mOKyMEHTOB, OIMpENeNSIFONIMX MPaBUIa M MPOIEAYPHI, Pealu3yeMble ONepaTopoM
JUTsE 00ECTICYCHUS 3aIlIUTHI MHPOPMAIIUU B HH(OPMAIIMOHHON CUCTEME B XOZIE €€ dKCILTyaTallHH;

d) BHenpenue MOKYMEHTOB, periaMEHTHPYIOUINX OpraHU3allMOHHbIE MEpHI MO 3ammTe uHpopma-
11y;

7. Meronnueckuit nokymeHT ®CTIK Poccun «Metoauka onpenenenus 6e3omacHoCcTH HHGOpMa-
MU B MTHPOPMAIIMOHHBIX CHCTEMaX» MPUMEHSETCS COBMECTHO C:

a) bazoif maHHBIX ys3BUMOCTEH, pazpaboranHoi DenepanbHON cay)00i Oe3omacHocTn Poccwmii-
ckoil denepanuu

b) bankom nanHHBIX yrpo3 Oe3omacHocTu HHGopmanuu, chopmupoBanHbiM DPCTIK Poccun
(ubi.fstec.ru);

¢) ObmenocTymnmHoOM 6a30il TaHHBIX KOMITBIOTEPHBIX YTPO3;

d) Ilepeunem cBeneHU KOHPHUIECHIIMAIHLHOTO XapaKTepa.

8. AHanu3 ysi3BUMOCTEI HH(OPMALIMOHHOM CUCTEMBI TPOBOIUTCS B LEIIAX:

a) O1leHKH BO3MOYKHOCTH TIPEOJIOICHUSI HAPYIIUTENIEM CUCTEMBI 3aIUThl HH(popManuu nHpopma-
IIMOHHOW CHCTEMBI U MPEIOTBPALCHHS PeaTu3aliy yrpo3 6e30MacHOCTH HH(OpMALINH;

b) Onenku 3¢ PEeKTUBHOCTH HUCITOJIB30BAHUS TIOJIUTHUK pa3TpaHUUYCHUS JOCTYIIA;

¢) OnTUMHU3aLMHU TIPOU3BOANUTENIEHOCTH POTrPAMMHO-AMIAPATHBIX CPEACTB 3aIUTH HH)OPMAIIUH;

d) CermenTarnuu nHGOPMAIIMOHHON CUCTEMBI.

9. CucteMHBI TMpoLecC MONTYYeHUsS] OOBEKTUBHBIX Ka4€CTBEHHBIX M KOJIMUYECTBEHHBIX OILEHOK O
TEKYIIeM COCTOSHUM HWH()OPMAINMOHHOW O€30MacHOCTH KOMITAHWU B COOTBETCTBHH C OMPEACIEHHBIMU
KPUTEPUSMHU U TIOKa3aTeIsIMU 0€30M1aCHOCTH Ha3bIBACTCS:

a) ATrecranus;

b) Aymur;

¢) Ceprudukanus;

d) [Tenrecr.

10. YTo M3 HIKETIEPEYUCICHHOTO HE OTHOCUTCS K MEKIyHApOIHBIM METOIWKAM MPOBEACHUS Te-
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CTUPOBAaHHA HAa NPOHHUKHOBCHHUC, OPUCHTUPOBAHHBLIX HAa MOACIIMPOBAHUC aTaK, HAIIPABJICHHBLIX Ha CCTC-
BYIO HHPPACTPYKTYpPY OpraHU3aINH:

a) Trusted Computer System Evaluation Criteria;

b) PCI DSS;

c¢) NIST SP800-115;

d) Open Source Security Testing Methodology Manual.

11. AbcTpaktHoe ((popManu3oBaHHOE WU HEe(HOPMAITM30BAHHOE) ONMMCAHUE HAPYIIUTENS MMPABUI
pasrpaHudeHHs] TOCTYIA HA3bIBACTCS:

a) XapakTepuCTHKa HAPYIITUTEIS;

b) Mopenb HapymuTens;

¢) CueHapuii HapyIITUTEIS;

d) Mozgens UCTOYHUKOB yTPO3.

12. Kakoe u3 HIKeTepeyncIeHHbIX HAlPaBICHU HE OTHOCHUTCS K aTTecTallud 00ObEeKTOB UH(OP-
MaTHU3aIMH 110 TPEOOBaHUSIM 0€30IMaCHOCTH HH(POPMAITHU:

a) ATrecTalys aBTOMAaTU3MPOBAHHBIX CHCTEM, CPEICTB CBSI3H, 00pabOTKU U mepenaun uHpopma-
11y;

b) ArrecTanus noMeIeHu, NpeaHa3HaYeHHbIX /U1 BECHUS KOH(PHICHIIMAIbHBIX IEPErOBOPOB;

¢) Atrectanus pabodnx MECT C IENIbIO OIICHKU YCIIOBHM TPY/a;

d) ATrecTanys TEXHUYECKUX CPEJICTB, YCTAHOBJICHHBIX B BBIJCICHHBIX MOMELICHUAX U 3allIMIIac-
MBIX IOMEUICHHUSAX.

13. Crparerust (MeTom) TecTHpOBaHUS (YHKIIMOHATHHOTO TIOBEACHHS 00BEKTa (IPOrpaMMBbl, CH-
CTEMBI) C TOUKH 3pEHUS BHELIHETO MUPA, IIPU KOTOPOM HE MCIOJIb3YETCSl 3HAHUE O BHYTPEHHEM YCTpPOM -
CTBE TECTUPYEMOTO 0OBEKTa

a) TecTpoBEeHNE YEPHOTO SIIUKA;

b) TectupoBanue 6€7I0TO SIMINKA;

¢) TecTupoBaHUe KPACHOTO SIITUKA;

d) TecTupoBaHre HEM3BECTHOTO SIIUKA.

14. Meroauka TeCTUPOBaHUA Ha TIPOHUKHOBEHUE HA3bIBACTCS:
a) Aymur;

b) IlenTecr;

¢) Honeypot;

d) Metasploit.

15. Uto u3 HIKETIEPEUNCICHHOTO HE OTHOCUTCS K ATaIly aHaJIM3a PUCKOB MH(GOPMAIIMOHHON 0e3-
OTaCHOCTH:

a) [TocTpoenue Moaeny HapyIInuTeNs;

b) UnenTuduxanus pecypcos;

¢) Unentudukarus 6usnec-rpeOOBaHMi U TpeOOBAHUN 3aKOHOJATEIHCTBA, MPUMEHUMBIX K HJICH-
TU(PUIMPOBAHHBIM pecypcam;

d) OnenuBanve UICHTU(DHUITMPOBAHHBIX PECYPCOB C YUYETOM BBISBICHHBIX OM3HEC TpeOOBaHUU U
TpeOOBaHUI 3aKOHOJATENHCTBA, A TAKXKE MOCIEACTBUN HAPYIICHUS UX KOH(OUICHIINATILHOCTH, IIEIOCTHO-
CTH U JOCTYITHOCTH.

16. Kakas yrposa 6e3omacHOCTH HHPOPMAITUH SBIICTCS MPEeTHAMEPESHHOM ?
a) OmmbKku nepcoHana;

b) C60i1 mporpaMMHOTO 00ECTICUCHNS;

c¢) @anpcudukanus, moaaeKa J0KyMEHTOB;

d) OTKpBITHE AIIEKTPOHHOTO MUChMa, COJICPKAIEro BUPYC.

17. TeppuTtopusi BOKpYT MOMEIIEHNUH aBTOMAaTU3UPOBAHHON CHCTEMBI 00paOOTKH JaHHBIX, KOTOpas
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HENPEPBIBHO KOHTPOJIUPYETCS IMEPCOHATIOM WIIH CPEACTBAMHU aBTOMATH3MPOBAHHOW CHUCTEMBI 00pabOTKH
JAHHBIX HA3bIBAETCA ...

a) Hexontponupyemoit 30H0#

b) 30H0i1 MOMeITeHNIT aBTOMAaTU3UPOBAHHON CHUCTEMBI

¢) 30HO¥ 0a3 TaHHBIX 3aITUIIIACMOH CHCTEMBI

d) 30HOM KOHTPOIUPYEMOU TEPPUTOPHUH.

18. ¥rpo3a nuBepcr OTHOCUTCA K ...

a) CyObeKTUBHOW NpeHaMEpEeHHON PUYUHE HAPYIICHUS 1IeIOCTHOCTH UH(OPMAIIH;
b) CyObeKTUBHOM HEMPETHAMEPEHHON TPUYMHE HAPYIIICHUS IIEJIOCTHOCTH WH(OpPMAITNH;
¢) OOBEKTHUBHOM HEMIpeTHAMEPEHHOM MPUYMHE HAPYIICHHUS EJIOCTHOCTH UH(OpMALINY;
d) OOBeKTHBHOM TIPETHAMEPECHHON MTPUYMHE HAPYIICHHSI [IEJIOCTHOCTH WH(OpMAITUH.

19. IlepexBar JaHHBIX SIBJISAETCS YIPO30ii:
a) locrynHocty;

b) Kondunenumnansuoctu;

¢) LlenocTtHOCTH;

d) JocToBepHOCTH.

20. IMpomomxute Te3uc BepHo: Kiace 3anau «JlerenaupoBanue» 1o 3anure HHHOPMAIIHH. ..

a) He cymectsyer;

b) IloTepsit akTyaqTbHOCTH B CBSI3U C MEPEXOAOM Ha HOBBIE CTAaHAAPThl CHMMETPUYHBIX KPUIITOCHU-
CTEM;

¢) Ilpeamonaraer BKIIOYEHHE B COCTAB AJIEMEHTOB CHUCTEMBI 00pabOTKH MH(GOPMAIIMK JTOTIOTHH -
TCJIIBbHBIX KOMIIOHCHTOB,

d) O6wveauHseT 337291 110 00ECTICUSHUIO TMOTYUEHHUS 3TI0YMBITIUICHHUKOM MCKaKEHHOTO TIPEICTaB-
JICHHS O XapakTepe U MpeJHa3HAuCHUN 00bEKTa.

21. Puck nHpopMamoHHOM 6€30MacHOCTH 3TO

a) Yucno ysi3BUMOCTEH B CUCTEME;

b) OTHOIIEHHE CTOUMOCTH CHCTEMBI 3aIIUTHI K BEPOSTHOCTH €€ «IIPOCTOS;

¢) CoueTanue BEPOATHOCTH yrpo3bl HH(POPMAITMOHHOW OE30MaCHOCTH M TOCJEACTBUI €€ HACTYII-
JICHMS,

d) OrneHKa CTOMMOCTH 3aIIUTHBIX CPEJICTB.

22. COBOKYMHOCTh yCJIIOBHMA U (PAKTOPOB, OMPENEIAIOMNUX MMOTCHIIMATBHYIO W PEabHO CYIIE-
CTBYIOIIYIO OITACHOCTH HAPYUICHUA KOH(I)I/IILCHI_[I/IaJIBHOCTI/I, HCJIOCTHOCTU, JOCTYITHOCTHU I/IH(I)OpMaI_[I/II/I Ha-
3bIBAETCH ...

a) Yrpo3oii 6e3onacHoOCTH;

b) KommeroTepHoit 6€30MacHOCTHIO;

¢) AHaIM30M yrpos;

d) Arakoit Ha ”THPOPMAITMOHHYIO CUCTEMY.

23. UTo 13 nepeyrciIeHHOTO MPOUCXOAUT MPHU UCTOIb30BaHUU RAID-maccuBoB?
a) [IpousBoauTcs nmonHOE MHU(PPOBaAHUE TAHHBIX

b) ObecnieunBaeTcst 0osiee BHICOKHIA YPOBEHB 3aIITUTHI OT BUPYCOB

c) IloBbimaercs HaIEKHOCTh XPAHEHUS! TAHHBIX

d) YBenuuuBaeTcss MaKCHMaJIbHAs TIPOITYCKHASI CIIOCOOHOCTh CETH

24. 3aKII0YUTENIbHBIM TAllOM [MOCTPOSHUS! CUCTEMBI 3AIUTHI SBISETCS ...
a) AHanu3 ysI3BUMBIX MECT;

b) [TnanupoBanue;

c¢) Ob6cnenoBanmue;
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d) CompoBoxaeHHeE.

25. Yro 13 NepevrcIeHHOr0 He UCTIONb3YyeTCs B OMOMETPHUECKON ayTeHTH(PUKauu?
a) PucyHok manwiisipHOTO y30pa;

b) KnaBuarypHslii mouepk;

¢) [lmactukoBas kapTa ¢ MAarHUTHOM TOJIOCOH;

d) PagyxHas o6onouka riasa.

26. K kakoiif moxcucreme He NMpeabaBIsoTcs TpeOoBanus B PykoBomsmem nokymenrte «Kmaccu-
(duKamys aBTOMaTU3UPOBAHHBIX CUCTEM W TPEOOBAHMIA 110 3a1IUTe HH(OPMALTII?

a) yIpaBJIEHUs JOCTYIIOM;

b) peructpamnyu u y4eTa;

C) TEXHUYECKOW 3aIlUThl HHPOPMALINY;

d) obecrnieueHHs IETOCTHOCTH.

27. 3amura uHGOpPMAITUHU ITO:

a) JleaTenbHOCTD TO MPENIOTBPAILICHHIO YTEUKH MHPOPMAIIUH, HECAHKIIMOHUPOBAHHBIX U HENPE -
HaMEpPEHHBIX BO3JCHCTBUI Ha HEE;

b) CoBOKYITHOCTb MpaBuJI, PETJIAMEHTUPYIOIIUX MOPSIOK U YCIOBUSA TOCTYNA CyOBbEeKTa K HH(POP-
Malll{ ¥ €€ HOCUTEIISM;

¢) [Iponecc c6opa, HakomeHust, 00pabOTKU, XpaHEHUsI, paclpeaesieH s ¥ TOMCKa HH(OpMAIIUH;

d) ITomydyenne cyObEKTOM BO3MOYKHOCTH O3HAKOMJICHHS ¢ HH(OpMaIIUEH, B TOM YHCIIE TPU TOMO-
1A TEXHUYECKUX CPEICTB.

28. Yposens 6e3onacHoctu C, cornacHo "OpaHxkeBoi KHHUTre", XapaKTepu3yeTcs:
a) OTcyTCTBHEM YIPABICHHUS JOCTYIIOM.

b) [Ipon3BOIBLHBIM YIPABICHUEM OCTYIIOM;

¢) [IpuHyMTebHBIM yIIpaBIeHUEM JOCTYIIOM;

d) Bepudummpyemoii 6€301macHOCTBIO.

29. CBOMCTBO AOCTYNHOCTH JIOCTHIaeTCs 3a CUET MPUMEHEHUSI MEp, HAIIPaBJIICHHBIX Ha MOBBIILIE-
HHE:

a) AyTeHTUYHOCTH;

b) HenpotuBopeunBocTy;

¢) OTKa30yCcTONYMBOCTH;

d) HeotkazyemocTtu.

30. KakuM TepMHHOM Ha3bIBACTCS 3aIIUIIAEMbIE TOCYIAPCTBOM CBEJIEHHUS B 00JIACTH €T0 BOCHHOM,
BHEIIIHEIIOJINTUYECKON, YKOHOMUYECKOM, pa3BEAbIBATEIILHOM, KOHTPPA3BEIbIBATEILHONM U OIEPAaTUBHO-
PO3BICKHOHN NIeATEIbHOCTH, PACIPOCTPAaHEHHE KOTOPBIX MOXKET HaHecTH yuiepO OezomacHoctu Poccuii-
ckoit denepanuun?

a) Kondunennuanpaas nHbopmanms;

b) CekpeTHas uHpopmanus;

c) Boennas Taiina;

d) l'ocynapcTBeHHas TaiiHa.

31. [Tony4yenue nocryna K HHPOPMAIMH CyOBEKTOM B HapylICHHE ACUCTBYIOIICH MOJIUTUKU pa3-
TPAHUYEHHUS TOCTYyNA HA3BIBAETCH. . .

a) HecaHKIIMOHMPOBAaHHBIN JOCTYII;

b) 370yMBITUICHHBINA JOCTYTI

¢) Hepaspeuiennsiii 10oCTyII;

d) 3anpeTtHbIit JOCTYII.

CornacosaHa Ha noprane Ne 29502 15



32. Kakoii Bu nH(POpPMALUU HE OTHOCUTCS K KaTeropuy KOHPHICHIMAIbHON nHopMarn?
a) Kommepueckas Taiina;

b) TaiiHa cynonpon3BOJCTBA;

¢) [lepconanpHbIC TaHHBIE;

d) l'ocynapcTBeHHas TaiiHa.

33. KakuM TepMHHOM (COTJIacHO 3akoHOAaTeNbcTBY P®) HaszpiBaercs mobas nHGOpManys, OTHO-
csasics K MpsSMO MJIM KOCBEHHO OIPEIETICHHOMY WM ONpeaessieMoMy GU3nuecKoMy JIUIy?

a) KonpunennuansHas napopmanus;

b) [lepconanbHbIC TaHHBIE;

¢) Mudopmanus mpo TMIHOCTD;

d) Madopmanus ¢ orpaHUYEeHHBIM JOCTYIIOM.

34. KanaJibl HeCaHKIIMOHUPOBAHHOTO MOTyYeHHU HHPOPMALIMHU CTPYIITUPOBAHHI B. ..
a) 3 kiacca,

b) 4 kmacca;

¢) 7 KJ1accos;

d) 9 xnaccos.

35. HaGop HOpM, IpaBWII M MPAKTHYECKUX NMPHUEMOB, PErYIUPYIOIUX YIIPaBICHUE, 3aIUTY U pac-
NpOCTpaHEHHE IICHHOH WH(POpMAIIH, Ha3bIBACTCS ...

a) Mozenbro 0e30IMacHOCTH;

b) Meronom mmdpoBanus;

¢) KommprotepHoii 6€3011acHOCTBIO;

d) I[MonuTHkoi 6€30MacHOCTH.

36. OOmias, pyKOBO/AIIAs YCTAHOBKA MPU OpPTaHU3AIIMU U 00ECTICYeHUH COOTBETCTBYIOIIETO BH/IA
NESITENIbHOCTH, HaNpaBlIeHHAss HA TO, YTOOBI Hanboyiee BaKHBIC IEJIM 3TOW ACSITETbHOCTH JOCTUTAIUCH
pu HanboJsee paloHaIbHOM PACX0I0BAaHUH UMEIOIUXCS PECYPCOB — 3TO ...

a) Muccus;

b) Ctparerus;

c) OyHKIus;

d) IIpomecc.

37. Yto U3 mepeunCICHHOTO HE SBIICTCS MEJIbIO TIPOBEICHUS ayIuTa 0€30MacHOCTH?

a) AHallM3 PUCKOB, CBSI3aHHBIX C BO3MOXKHOCTBIO OCYIIIECTBIICHHUS YyTPO3 O€30MaCHOCTH B OTHOIIIE-
HUH PECYPCOB CUCTEMBI;

b) BripaboTka pekoMeHaIHii 10 BHEAPESHUIO HOBBIX U MOBBIIIECHUIO Y3PPEKTUBHOCTH CYIIIECTBYIO-
X MEXaHU3MOB 0€30MTaCHOCTH CUCTEMBI;

¢) OreHka OymyIero ypoBHsI 3aIIUIIICHHOCTH CUCTEMBI;

d) OrneHka COOTBETCTBHS CHCTEMBI CYIIECTBYIOIIMM CTaHIAapTaM B 00JacTH WH(OpPMAIMOHHON
0€301MacHOCTH.

38. Bribepute HeBepHOE yTBepkaeHUE. CUTHATYPHBIN METO/I BHISBICHHS aTaK XapaKTepU3yeTcs:
a) CpaBHEHHEM HCCIIEyeMOro 00BbEKTa ¢ paHee U3BECTHBIMH 00pa3IiaMU-ITaIOHAMH;

b) CriocoOHOCTHIO OOHAPYKUBATh paHEe HEM3BECTHBIEC aTaKH;

¢) [IpocToToli B HACTPOIKE M IKCILUTYaTAIlUH JJII KOHEYHOTO TI0JIb30BaTEeNsl CUCTEMBI;

d) [TomynsspHOCTHIO HCTIONIL30BAHUS B CUCTEMAX aHTHUBUPYCHOM 3aIUTHI.

39. 3aaun o pe3epBUPOBAHUIO CUCTEMBI 3aILUTHI IESATCS Ha:
a) Teruoe 1 X0IOHOE pe3ePBUPOBAHNE;

b) XonoaHoe u ropsyee pe3epBUPOBAHUE;

¢) benoe u cepoe pesepBupoBanue;
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d) Toncroe u TOHKOE pe3epBUPOBAHUE.

40. Mozenb CUCTEMBI C MTOJHBIM NEPEKPBITUEM XaPAKTEPU3YETCS CIETYIOIINM MOJI0KEHUEM:

a) B aBTOoMaTH3uMpOBaHHON CHUCTEME CpPEICTBaMHU 3aAIIMUTHI «IEPEKPHITO» OOJBIIMHCTBO KaHAJIOB
YTEUKH;

b) B Mexanu3Me 3aIUThl JOHKHO COAEPKATHCA M0 KpaliHelH Mepe OJTHO CPENICTBO [Tl IEPEKPHITUS
JT000T0 MOTEHINAIBLHO BO3MOXKHOTO KaHajla YTEUKH HH(OpMAIIUH;

¢) B cucreme 3anuTsl IpUCYTCTBYET TOJIBKO OJTHO CPEACTBO JJISl IEPEKPHITUS BCEX YIpo3 Oe3omac-

HOCTH,

d) ABTOMaTH3UpOBaHHAs CHCTEMA SIBJISIETCSI CHCTEMOM MHOKECTBEHHOTO JJOCTYTIA.

41. aCcTpyMeHTalIbHAsI KOMIUIEKCHOCTh B c(hepe MHPOPMAIIMOHHON 0€30MMacHOCTH ToIpa3yMeBa-
erT:

a) HenpepbIBHOCTH OCYIIECTBICHHSI MEPOTIPUSATHIL O 3alIUTe HH(DOPMALIUK;

b) 3ammty nHbOpMaLIMK OT BHEIIHUX M BHYTPEHHUX YTPO3;

¢) UnaTerpanuto Bcex BUAOB U HarpaBieHui b mist mocTHyKeHus MOCTaBICHHBIX 1eJeH;

d) OGecnieuenue TpeOyeMOro YpOBHS 3aIIMTHI BO BCEX JIEMEHTaX CUCTEMbl 00paboTku uHpopma-
107078

42. Kakoif TOKyMEHT yCTaHaBIMBAET 11€J1b, 33JIa41 U CTPYKTYpPY CTaHAAPTOB IO 3amuTe nHpopma-
1Y, 00BETUHSIONINI aCTIEKThI CTAHIAPTU3AINY B JAHHON 0OJACTH U SIBJISIFOIIHMIICS OCHOBOTIOIATAIONUM
CTaHJapPTOM B 00JaCTH 3alTUTHI HH()OpMAIUK:

a) 'OCT P 52069.0-2013

b) ®3 Nel52 ot 27.07.2006

c¢) [Tocranosnenue IlpaBurensctBa P® Nell9 ot 01.11.2012

d) Konctutymust PO

43. [lesTenbHOCTh MO MOATBEPXKIICHUIO XapaKTEPUCTUK CPEJCTB 3allUThl MH(pOpMauu TpeGoBa-
HUSIM TOCYJAPCTBEHHBIX CTAaHAAPTOB WM WHBIX HOPMATHBHBIX JOKYMEHTOB IO 3alIUTe WH(OPMAIIHH,
yTBEpKIEeHHBIX ['ocymapcTBeHHOW TexHuueckoil komuccueit npu Ilpesumaente Poccuiickoit @enepanyn
(I'ocTexxomuccuei Poccun) Ha3zbiBaeTcs

a) Atrectanus CpeJCTB 3aUTh HHGOPMAIUH

b) Ceprudukaryst cpecTB 3aUTh HHQOpMAIUK

¢) KomrinekcHoe TecTupoBaHUE CPEICTB 3aIUTH HHGOPMAITHI

d) BeiGopka cpencTB 3amuThl HHPOPMAITHIH

44. ITonoxenus PenepanbHoro 3akoHa Nel49 ot 27.06.2006 He pacnipocTpaHSIIOTCS Ha:

a) OTHOUIEHHUs, BO3HUKAIOUIME IPU OCYILECTBIECHUM IIpaBa Ha IOMCK, NOJy4YEeHHE, Nepenauy,
MPOM3BOJCTBO U PACIIPOCTpaHEHHE HHPOPMALINY;

b) OTHOIIEHNS, BOZHUKAIONIHE TTPU MPUMEHEHUH HH(POPMAITMOHHBIX TEXHOJIOTH;

¢) OTHOIIEHUS!, BOZHUKAIOIINE PU 00ECTIEYSHUH 3aIlUThl HH(POpMaIK

d) OTHoOmIEHUs, BOSHUKAIOLIME NIPHU NPABOBOM OXpaHE Pe3y/bTATOB MHTEIUIEKTYaJIbHON AEATeNb-
HOCTH ¥ NMPUPABHEHHBIX K HUM CPEJCTB WHAWBUIYAIU3ALUN

14.1.2. Bonipocsl Ha co0eceroBaHue

[TonsiTue MHPpOpPMALIMOHHON 0€3011aCHOCTH, TEPMUHOJIOTMUYECKHE OCHOBBI HH(POPMALIMOHHON 0e3-
OIIACHOCTH.

CkpeoiTiie UHGOpPMAIMK O CPElCTBaX, KOMIUIEKCAaX, 00beKTax M cucreMax oOpaboTku nHpopma-
LUH.

Je3undopmanius npOTUBHUKA.

JlerennupoBanue.

BBenenue u30bITOYHOCTH 3JIEMEHTOB CUCTEMBI.

Pe3sepBupoBaHue 21€MEHTOB CUCTEMBI.

PerynupoBanue 1ocTymna K 3J1€MEHTaM CUCTEMBbI U 3alluIaeMoi nHpopMaum.

PerynupoBaHue HCIIONB30BaHUS JIEMEHTOB CUCTEMBI U 3AIIUIIAEMON HHPOPMALIUH.
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MackupoBka HH(OpMAIIHH.

Peructpanus cBeneHuii.

YHuuTOKEHUE HH(POPMALIUH.

OO0ecrieyueHre CUTHAIA3AIIU .

ObecrieueHne pearupoBaHuUsI.

YnpaBieHue CUCTEMOM 3alUThl HHDOpMAITHH.

Obecnieuenne TpeOyeMOro ypoBHs TOTOBHOCTH OOCITY)KHMBAIOIIETO MEPCOHANa K PELICHUIO 3a/1ad
nH()OpPMAITMOHHONW 0€30TTaCHOCTH.

3ammTa oT HHPOPMAIIMOHHOTO BO3JICHCTBUS HA TEXHUUECKHE CPEICTBA 0OPAOOTKH.

3ammTta oT HHGOPMAIIMOHHOTO BO3JICHCTBUS Ha OOIIIECTRO.

3ammTa 0T HHPOPMAIIMOHHOTO BO3ICHCTBUS HA ICUXUKY YellOBEeKa

14.1.3. 3auér

Teopus 3amuThl nHGpOpMauu. OCHOBHBIE HAIIPABIICHUS

Obecneuenrie THPOPMALMOHHOM OE30MACHOCTH U HANPaBIICHUS 3aLIUTHI

KomruiekcHocTb (11e51eBasi, MHCTpyMEHTaIbHasl, CTPYKTypHasi, GyHKIIMOHAIbHASI, BpEMEHHas!)

TpeOGoBaHus K cucTEMe 3alUThl UH(OpMALIUU

VYrpo3sl uaopmanuu

Bunel yrpo3. OCHOBHBIE HapyLIEHUS

XapakTep IpOUCXOXKACHUS YyTPo3

HcTounuku yrpo3. [Ipeanocbuiku nosiBiIeHus yrpos

Cucrema 3amuThl HHGOpPMALIUU

Kracchl kaHanoB HECAHKIIMOHUPOBAHHOTO MOJIy4eHHs] HUH(OpMaluu

[TpuunHBl HapyIIeHUsI LIEJIOCTHOCTH HHPOpMALUU

MerTo/ibl M MOJIENIH OLIEHKHU YSI3BUMOCTH UH(POPMAIUH

O61as Mojienb BO3ACHCTBUS Ha HH(OPMALIUIO

O61ast MoJielb Tpoliecca HapyuieHus: (PU3NYECKOM EJIOCTHOCTH HH(POpMALIUU

CrpyKTypupOBaHHasi cXeMa MOTEHLIUAJIbHO BO3MOKHBIX 3JI0YMBIIUICHHBIX JEHCTBUI B aBTOMaTH-
3MPOBAHHBIX CUCTeMax 00pabOTKU JaHHBIX

Mertononoruyeckre Noaxopl K OL[EHKE YSI3BUMOCTH HHPOpMaLUU

Mogenp 3a1uTsl CUCTEMBI C ITOJIHBIM IEPEKPBITHEM

PexoMenaanuu 1o UCrosib30BaHUIO MOJIENEH OLIEHKHU YSA3BUMOCTU MH(OpMauu

JlonyiieHus B MOZAEISAX OLIEHKU YS3BUMOCTH UH(POPMALTUH

Mertonb! onpenienenus TpeOoBaHuU K 3amuTe HHPOPMaIIU

daxropsl, 00ycIaBIMBAIOLINE KOHKPETHbIE TPEOOBAaHUS K 3alluTe, 00yCIOBIEHHbIE crieln(UKOn
aBTOMaTU3UPOBAaHHOU 00pabOTKU MHPOpMALIHH

Knaccugukanus TpeGoBaHui K cpeiCTBaM 3alUThl HH(POpMALIUU

TpeboBaHusl K 3amuTe, OMpeneIsieMble CTPYKTYPOW aBTOMATH3WPOBAHHOM CHCTEMBI 00pabOTKH
JTAHHBIX

TpeboBanus K 3amuTe, 00ycaaBIMBaeMble BUIOM 3allUaeMoi HHPOpMauu

TpeOGoBanusi, 00ycaaBIuBaeMble, B3aUMOJICHCTBHUEM I10JIb30BATEIIs ¢ KOMILIEKCOM CPEJICTB aBTOMa-
TU3ALUU

AHaJn3 CyIIeCTBYIOIUX METOAUK OIpeiesieHus TpeOOBaHUM K 3aIuTe MH(OpMauu

Crannmapt CIHIA "Kputepun OLEHKH rapaHTUPOBAHO 3AITUIICHHBIX BBIYUCIUTEIBHBIX CUCTEM B
uHTepecax MuHUCTepcTBa 000poHbI CIIA". OCcHOBHBIE MOIOKEHUS

PyxoBopsaumii nokymeHnt I'octexxomuccun Poccun "Knaccudukanus aBTOMaTU3MpOBaHHBIX CH-
cTeM u TpeboBaHMi 1o 3amuTe nHpopMaru" ,BeinyiieHHoM B 1992 roay. Yacts 1

Knacchl 3aliIIeHHOCTH CPEACTB BHIYUCIUTENbHON TEXHUKH OT HECAaHKIIMOHUPOBAHHOT'O JI0CTYIIA

OyHKIUY 3aUTH HHQOpMAIUU

Crpareruu 3aiiuThl HHGOpPMaLUU

Crioco0bl ¥ cpeaCcTBa 3alUTHl HHPOPMALUU

Crnioco6b! "abCOOTHOM CUCTEMBI 3aILUTH"

Apxutektypa cucteM 3amuTsl HHGopmaru. TpeGoBanus

O0111eMeTO0I0rMUYE€CKUX TPUHIIMIIOB aApXUTEKTYPbl CUCTEMBI 3aLIUThl HHPOpMALUH

[TocTpoenue cpecTB 3alUThl HHQOpMALUU
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S npo cucTeMsbl 3alUThI

CeMupyOexxHast MOZIENb 3aLUThI

CpenctBa 3amutel HHPOpPMAIMK. AHTUBUPYCHI, CPEJCTBA aHAJIM3a 3alUILEHHOCTH, CPEACTBa 00-
Hapy>KEHUSI BTOP>)KCHUH

Perynstopsl B 061acTH 3auTsl HHGOpMAIK

14.1.4. Tembl HHANBUAYAJTbHBIX 32/1aHUI

OAMHOYHO CTOSIILIUI KOMIIBIOTEP B OyXraiaTepuu.

Cepsep B Oyxranrepuu

ITouToBBIIT cepBEp

Beb6-cepsep

KommnbrorepHas ceTp MaTepUAIBHON IPYIIIBI

OpnHopaHroBas JIOKaJbHas ceTh 06e3 Bbixoaa B IHTepHeT

OpHopaHroas JoKajibHasi CETh ¢ BbIXOJIOM B MIHTepHeT

Cerb c BbIJIETIEHHBIM cepBepoM 0e3 BeIxona B MIHTepHeT

CeTb ¢ BbIJIEJICHHBIM CEpPBEPOM C BbIXofa B MIHTEepHET

Tenedonnas 6a3a manHBIX (comepkamias M HMH(OPMAIMIO OTPAaHUYEHHOTO IOJIb30BAaHUS) B
TBEP/I0I KOITUU U Ha AJIEKTPOHHBIX HOCUTENISAX

Tenedonnas cetb

CpenctBa TelleKOMMYHUKaUH (paanoTenedoHbl, MOOMIbHbBIE Tele(OHbI, IEHIKEPHI)

bankoBckue onepaunu (BHECEHUE JICHET Ha CUET U CHATHE)

Onepanyu ¢ 6aHKOBCKUMU IUIACTUKOBBIMU KapTOUKaMU

KommnbroTep, XxpaHsiuii KOHQHUISHIMAIbHYO HHPOPMAIUIO O COTPYAHUKAX MPEIIPUATHS

Komrmbtorep, xpansaiuii KoHQUACHIMATBHYIO HHPOPMALIMIO O pa3padoTKax MpeAnpUsTUI

Marepuassl 17151 cayKeOHOTo M0JIb30BaHUs Ha TBEP/IbIX HOCUTENSAX B IIPOU3BOACTBE

Marepuaiibl 17151 CI1y>K€OHOTO MOJIb30BaHUSI HAa TBEPIBIX HOCUTENSX HA 3aKPBITOM MPEAPUSITHH

Marepuassl 171 cayKeOHOro MM0JIb30BaHUs Ha TBEPJIbIX HOCUTENSAX B apXHBE

Marepuaiibl 17151 Cl1y>K€OHOTO TOJIb30BaHMsI Ha TBEP/IbIX HOCUTENSAX B HaJOTOBOM MHCIIEKIMH

KoMHaTa [171s1 1eperoBopoB 0 CAEIKaM Ha OXpaHsAEMON TEPPUTOPUU

KoMHaTa J17151 meperoBopoB 1o cieJIkaM Ha HEOXpaHsIeMOU TepPUTOPUH

CBezneHus Ui CPeCTB MacCOBOM MH(OPMAIMH, LIEH3ypa Ha pa3IMYHbIX HOCUTENIX UH(pOpMaLUU
(TBepaast konusi, poTorpaduu, 3IEKTPOHHBIE HOCUTEINN U JIp.)

CyneOHnbie MaTepuabl (TBepaast KOmus)

[Tacnioptasiii cton POB/I

Marepuassl O BaJienbliaM aBToMoOusIel (TBepaas konus, pororpaduu, 3J€KTPOHHbBIE HOCUTENN
u ap.)

Marepuassl 10 HEABMXKUMOCTH (TBepaas Konus, pororpaduu, 3MeKTpOHHbIE HOCUTEIH U Jp.)

CaenieHus MO TOTAJIMTAPHBIM CEKTaM U APYTUM OOIIECTBEHHO-BPEIHBIM OpraHU3alusiM

CBezieHus 10 00IIECTBEHHO-TIOJIE3HBIM OpraHU3aLUAM (KpacHbBIN KPecT U Jp.)

[TapTHiiHBIE CIIUCKU U PYKOBOJAIINE TOKYMEHTBI

14.1.5. Bonipochl Ha caMONOATOTOBKY
Knaccudukanusi akTyaabHBIX yrpo3 HWHPOPMAIIMOHHOW 0€30MacHOCTH NIl BEIOpAaHHOTO 00BEKTa
uHbOpMaTH3AINH

14.1.6. Tembl OIPOCOB HA 3AHATHUAX

Opranbl, obecreunBarolIre HallMOHAIBHYIO Oe3onmacHocTh Poccuiickoit denepanuu, nenu, 3aia-
yn. Haumonanbueie unHTepechl Poccuiickoit @enepanuu B uHGOpMannoHHOU cdepe. IlpuopureTHbie
HarpasJieHUs] B oOnacTu 3amuTsl nHpopmanuu B Poccuiickoit deneparmu. [IpaBoBoe obecnieueHue 3a-
HIUTH HHGOpMaIK. AHAIM3 TEPMUHOB U ompeneneHnii nupopmannonHoit 6ezonacHoctu. 'OCTrI u py-
KOBOJIAIIIIME TOKyMeHThI. MIH(opMaIys ¢ orpaHHYeHHBIM JTOCTYIIOM, TOCY/IapCTBEHHAs TaiiHa, KOHPHIEH-
IUAIBHOCTh, KOMMEpUeCKas TaiiHa, IepcoHaIbHbIE TaHHBIE.

[Tonsitue yrpossl. Buasl yrpo3. Tpu Haubosnee BbIpaXeHHbIE YIpo3bl: 1) MOABEPKEHHOCTH (pu3u-
YECKOMY MCKaKEHUIO WM YHUUTOXKEHUIO; 2) BOBMOKHOCTh HECAHKIIMOHUPOBAHHOM (CITy4aitHOM Win 3710-
YMBIIIEHHOM) Mo duKauy; 3) ONacCHOCTh HECAHKIIMOHUPOBAHHOTO (CIIy4aifHOTO U MpeJHAMEPEHHOTO)
MOJTy4yeHUs! THPOpMALMK JTUIAMH, U1 KOTOPhIX OHA HE IpeJHa3HaueHa.
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Xapakrep MPOUCXOKICHUS yrpo3: YMBIIUICHHbIE (PAKTOPbI, €CTECTBEHHbIE (DakTophl. McTOUHMKH
yrpo3. [IpearnockuIky mosiBIeHHs yrpo3: 00bEKTUBHBIC, CYOBEKTUBHEIE.

Krnaccel kaHaJIOB HECaHKLIMOHUPOBAHHOTO MONydyeHHs MHpopmanuu. [IpuanHbl HapymeHus me-
JIOCTHOCTH MH(POPMAIIUH.

[ToreHnMaIbHO BO3MOXHBIE 3JI0YMBIIUICHHBIE JEHCTBUS B aBTOMATU3UPOBAHHBIX cCUCTeMax o0Opa-
OOTKHU JaHHBIX.

DopMupOBaHHE MOJETH HAPYIIUTEIIS.

Merooorndeckre MOAX0Abl K OIEHKE YS3BUMOCTH HH(popMarwu. Mozaeib 3aluThl — MOJIENb
CHCTEMBI C MOJHBIM NepekpbiTieM. [locnenoBaTenbHOCT peIeH s 3a0aul 3auuThl nHpopManuu. OyH-
JTAMEHTAIBHBIX TPEOOBaHHS, KOTOPBIM JODKHBI YIAOBIETBOPSATH BBIUYMCIUTEILHBIE CHCTEMBI 00pa0OTKH
KOH(uACHIMAIBbHON nHpopMauu. PakTOpbl, BAUAIONINE HA TPEOYEeMBblil yPOBEHB 3aIUTHI HHPOPMAIIUH.

Meronpl dopmupoBanus QyHKIHHA 3amuThl. CKphITHE HH()OpMAIMH O CPEICTBAaX, KOMIUIEKCAX,
o0beKTax u cucremax oopabotku unpopmanuu. Jlesundopmanys nporuBHuKa. Jlerenauposanue. Brene-
HHE M30BITOYHOCTH 3JIEMEHTOB CUCTEMBI. Pe3epBupoBaHue 3J1eMEHTOB CUCTEMBI. PerynmupoBanue noctyma
K 3JIEeMEHTaM CHCTEMbI U 3aluinaeMoi napopmanuu. PerynipoBanue UCIONb30BaHMs JIEMEHTOB CHCTE-
MBI U 3amuiiaeMoil mHpopmanuu. MackupoBka nHpopmaruu. Peructpamnusi cBeeHUN. YHUUTOXKCHHE
uHpopmanun. Obecneuenne curHanuzanuu. O0ecrieyeHne pearnpoBaHys. YTpaBlIeHUE CUCTEMON 3allu-
ThI uHGopManuu. ObecneyeHre TpedyeMoro YpoBHS TOTOBHOCTH OOCITY)KHBAIOIIETO TMEpCcoHaa K pele-
HUIO 337124 WH(POPMALMOHHON Oe30macHOCTH. 3amuTa 0T UHPOPMAITMOHHOTO BO3/ICHCTBHS HA TEXHHYE-
CKHe cpeacTBa 00paboTKH. 3anuTa oT HHYOPMAITMOHHOTO BO3ICUCTBHS Ha OOIIECTBO. 3amuTa OT HHQop-
MAaIlMOHHOTO BO3/ICUCTBUS HA IICUXUKY YeJIOBEKa

14.1.7. Tembl KOHTPOJILHBIX PadoT
Coznanue cucTeMbl 3alUThI

14.1.8. Bonipocsl 1J1s1 NOATOTOBKH K MPAKTHYECKHM 3aHATHSAM, CEMUHAPAM
BrisiBieHue akTyalbHBIX yrpo3 MHOOPMAIIMOHHON 0E30MacHOCTH Uil BHIOPAHHOTO OOBEKTa WH-
dbopmaruzauu
Ornenka 6e3omacHocTr HHGOPMAIIUK HA 00BEKTax ee 00pabdoTKU
CocraBieHre MOJIEeNN YIPO3 U MOJIETTH HApyLIUTENs JUTs BRBIOPAaHHOTO 00beKTa MH(pOpMATH3aINH B
COOTBETCBTBHH C HOpMAaTUBHOM 0a3oii. [locTpoenne Moaenu yrpo3 ajis BEIOpaHHOTO 00bekTa MHPOpMa-
TH3aIHUN

14.2. TpeOoBaHuA K OLIEHOYHBIM MATEPHUAJIAM JJISl JIUI] C OTPAHNYEHHBIMHA BO3MOKHOCTAMMU
310pOBbS1 1 HHBAJIHU/I0B
s aui ¢ orpaHMYEHHBIMUA BO3MOKHOCTSIMU 3/I0POBBSI M MHBAIUIOB MPEIyCMOTPEHBI TOTOTHH -
TeJIbHBIE OLIEHOYHbIE MaTepUalIbl, IEPEYCHb KOTOPBIX yKa3aH B Tabmuie 14.
Tabmuua 14 — JlonmonHUTENbHBIE MaTepHallbl OLIEHUBAHUS ISl JIUI[ C OTPAaHUYEHHBIMH BO3MOXXHOCTSIMU
310POBbsI 1 MHBAIUIOB

KaTeropI/m BI/I)II)I JOIIOJIHUTCIIBHBIX OIICHOYHBIX q)OpMBI KOHTPOJIA U OUCHKH
o6yqa}01u1/1x051 MaTcpualioB PE3YJIbTATOB O6yquH${

TecTbl, MICEMEHHBIE CAMOCTOSTEIILHBIE
paboThI, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PaOOTHI

C HapymeHHIMHU
ciyxa

[IpenMy1ieCTBEHHO MMCbMEHHAs
IIPOBEpPKa

C mapymenusmu | CobecenoBaHue o Bompocam K 3auery, | [IpenmyIiecTBeHHO yCTHas IPOBEpKa

3peHus ONpoC M0 TEPMUHAM (MHIUBUYaJIbHO)
C HapymieHusiMu Pemnienne AMCTaHIIMOHHBIX TECTOB,
OIIOPHO- KOHTPOIbHBIC PaOOTHI, MUCbMEHHbIE | [IpenMyInecTBeHHO AUCTaHIIMOHHBIMU
JIBUTATEIILHOTO CaMOCTOSITeNIbHBIE PAaOOTHI, BOITPOCHI K MeToAaMu
amnrapara 3a4eTy
C orpannuenusiMu 1o | TecTbl, MUCbMEHHBIE CAMOCTOATEIbHBIE [IpenmyiiecTBEHHO POBEPKA
o0IIeMeTUITUHCKUM paboThl, BOMIPOCHI K 3a4ETy, METOZaMU UCXOIS U3 COCTOSIHUSA
MOKAa3aHUSIM KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI | 00y4aromerocs Ha MOMEHT MPOBEPKHU
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14.3. MeToanueckue peKOMeH/IALMH 110 OLIeHOYHBIM MaTepuajaM AJs JUL ¢ OTPAHUYEHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

Jis M1l ¢ orpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBBS M MHBAJIUIOB HPEAYyCMAaTPUBACTCS J10-
CTymnHas (hopMa IpeJO0CTaBICHUS 3aJaHNI OLIEHOYHBIX CPEJICTB, & UMEHHO:

- B IleyaTtHoi (opme;

- B IIeYaTHO (hopMe ¢ YBETHUEHHBIM MIPUPTOM;

- B (hopMe 3NIEKTPOHHOI'O IOKYMEHTA;

- METO/IOM YTE€HUS ACCUCTEHTOM 3a/1aHUs BCIYX;

- IIPEIOCTaBJICHNE 3aJJaHUsl C UCIIOJIb30BaHUEM CYpPJIOTIEPEBOIA.

Jlumam ¢ OrpaHWYEHHBIMH BO3MOXKHOCTSIMH 3JIOPOBBSI M MHBAIHIAM YBEIHMYUBACTCS BpeMs Ha
HOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. [l TaKUX 00ydaromuxcs MpeycMaTpuBaeTcsl JOCTYII -
Hast popmMa mpeToCTaBICHHS OTBETOB HA 3a/IaHUs, @ IMEHHO:

- MUCbMEHHO Ha Oymare;

- HabOp OTBETOB Ha KOMIIBIOTEPE;

- Ha0Op OTBETOB C MCITOJIH30BAHNUEM YCIIYT aCCUCTEHTA;

- IIPEJICTaBJICHUE OTBETOB YCTHO.

[Tponienypa orieHUBaHUS PE3yIbTATOB OOYYEHHS JIMIl C OTPAaHUUYEHHBIMH BO3MOKHOCTSIMH 3/10pO-
BbsI M1 MHBAIHJIOB IO JMCIUIUIMHE TPEITyCMaTPUBACT MPEIOCTaBIeHne HHpopManuy B popmax, aaarnTH -
POBaHHBIX K OTPAHUYECHHUSAM HX 370POBBS M BOCIPUATHS HH(POpMALIUK:

JL1s1 I ¢ HAPYIIEHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B [e4aTHOU (hopMe yBETMYEHHBIM HIPUPTOM.

J1s1 1M1 ¢ HAapyIIeHUsIMH CJIyXa:

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- B IeyaTHou (opme.

J1s1 1M1 ¢ HAapyIIeHUsIMM ONIOPHO-ABUIaTe/IbHOI0 annapara:

- B (hopMe IIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (opme.

ITpu HEOOXOMUMOCTH /TS JIUI] C OTPAaHUYEHHBIMHU BO3MOXHOCTSIMU 3/I0POBbs U MHBAJIUI0B IpOILIE-
Jypa OIICHWBAHUSI PE3yIbTaTOB 00yIEHHUsI MOXKET MPOBOUTHCS B HECKOIBKO ITAIOB.
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