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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;{pbl
npotokot Ne 6 oT « 15 » 5 2018 r
JIMCT COI'JTACOBAHUA

PabGouass mporpamMMa IUCHUIUIMHBI COCTaBJieHa C y4dyeToM TpeOoBaHui (enepanbHOTO
rOCyJapCTBEHHOTO 00pa3oBaTelbHOTO cTannapra Boiciiero oopaszoBanus (OPI'OC BO) no HampaBieHHIo
noarotoBku (cneruanbHocTh) 10.05.03 MHbOpManmonHass 6€301acHOCTh aBTOMATU3UPOBAHHBIX CHCTEM,
yreepxkaeHHoro 01.12.2016 roma, paccmoTtpena u ogodpena Ha 3acemannu kadeapst KUBDBC «  »
20 ropa, mpoTtokoi Ne

PazpaboTumk:
JHouent kad. KUBDBC A. A. Kones

3aBeayronuii odecreuynBaromiei kad.
KNBE2BC A. A. lllenynanos

Pabouas mporpaMma JUCIUIIIMHBI COTIIACOBaHa ¢ (PaKyIbTETOM U BBITYCKaOIIEH Kadeapoi:

Jexan ®b E. M. [laBbiioBa
3aBeyrOnInil BeIMTycKaroen kad.

KHNB2BC A. A. lllenynmanoB
OKCHepThl:

Houent xad. KUBSBC K. C. Capun
Houent xad. KUBSBC E. M. /laBbii0Ba
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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
OcHoBHas nens auctuiuimabl «[Ipuknannas kpuntorpadus» — GOPMHUPOBAHHE Y CTYIACHTOB
MPEJICTABICHUA O MPAKTHYECKOM HCIIOJIb30BAHUU KPHUMNTOTPAYUISCKUX METOOB 3alIUTHl HHPOPMAIHH
JUTsl peIIeHUs OTACNbHBIX 3a7a4 oOecrieueHus] TH(HOPMAIIMOHHONW 0€301TaCHOCTH.

1.2. 3apa9yn THCHUILIAHBI
— cdopMUpOBaTh TPEACTABICHHE 00 OCHOBHBIX MPOOJIEMax, CBS3aHHBIX C MPAKTUYCCKUM
WCIIOIB30BAaHUE  KPUNTOTPAPUYECKUX  METOJOB  3aIUTHl  MHGOPMAIMH; U3YYUTh  OCHOBHBIC
KpunTorpaguueckue MpoTOKOIIbI, H3YUUTh HHPPACTPYKTYPY OTKPBITOTO KITFOYA.

2. MecTo aucuuninHbl B cTpykrype OIIOII
Hucnurmuna «lIpuknagnas kpunrorpadus» (b1.B.O1.10) otHOcHuTCs Kk Oi0Ky 1 (BapuaTtuBHas
9acTh).
[IpenmecTByONMMHA ~ TUCHHMILIAHAMY, (OPMHUPYIOIUMH  HAa4yallbHbIC 3HAHUS, SIBISIFOTCS:
Kpunrorpaduueckue MeTos! 3amuThl HHPOpManuu, OcHOBBI HH(OPMAIIMOHHOK 0€301acHOCTH.
[TocnenyromumMy JUCHUILTHHAMYA SIBIISTIOTCS: 3alllUTa BBITYCKHOW KBaJM(UKAITMOHHOW paboTHI,
BKJTIOYAs MTOJITOTOBKY K MPOIEAYPE 3alIUTHI U IPOIeTypy 3auThl, [IpeaaumiomMuas mpakTuka.

3. TpeOoBaHuA K pe3yJIbTATAM OCBOCHUS JUCHUIIMHBI

[Tponecc n3y4yeHHs TUCIUIUIMHBI HAIPABJICH Ha (POPMUPOBAHHE CIEAYIOUINX KOMITETCHIINNA:

— IIK-3 criocoGHOCTBIO TPOBOIUTH AHAIN3 3ALUILEHHOCTH aBTOMAaTU3UPOBAHHbBIX CHCTEM;

— IIK-14 cnocoGHOCTBIO  MPOBOAMTH  KOHTPOJBbHBIE  IPOBEPKH  pabOTOCHOCOOHOCTH
IPUMEHSEMbIX IPOrPaMMHO-ANINAPATHBIX, KPUNOTOIpaUUecKUX M TEXHUYECKHX CPEACTB 3allUThl
nH(pOpMAIHH;

— IIK-25 cnocoGHOcThIO OOecrieunTh IPQPEKTUBHOE IMPUMEHEHHE CPEICTB  3aIUThI
MH(POPMALIMOHHO-TEXHOJIOTHYECKUX PECYPCOB aBTOMATHU3MPOBAHHOW CHUCTEMbI M BOCCTAaHOBJIEHHE HX
paboTOCTIOCOOHOCTH MTPH BO3ZHUKHOBEHUH HEUITATHBIX CUTYAIH;

— TIK-26 cnocoGHOCTBIO aJAMHUHUCTPUPOBATh IOJCUCTEMY HH(OPMAILMOHHONW 0€30MacHOCTH
aBTOMaTU3UPOBAHHOM CUCTEMBI;

B pe3ynbrare nzyueHuss AMCUUIIMHBI 00y4atOIIUICS JOKEH:

— 3HaTh OCHOBHBIE KPUNTOrpa(uuecKre METO/Ibl, AITOPUTMBI, TPOTOKOJIBI, UCIIOIb3yEeMbIe /IS
obecriedeHns: 6€30MaCHOCTH B KOMITbIOTEPHBIX CETAX.

— yMmeThb 3(QQEKTUBHO HCHOJB30BATh KPUNTOrpaduyecKue METOJbl U CPEACTBAa 3aIMUThI
uH(pOpMalUU B aBTOMATU3UPOBAHHBIX CHCTEMAX.

—  BJAaJeThb HaBbIKAMU HCIOJIb30BAaHUS TUIIOBBIX KPUIITOTpapUUECKUX aITOPUTMOB.

4. O0beM AUCHMILVIMHBI U BUJbI Y4eOHOH padoThl
OO0mas TpyOeMKOCTh JUCHUIUIMHBI cocTaBisieT 3.0 3a4eTHhIX €IMHHUIBI U Ipe/ACTaBiIeHa B
tabmune 4.1.
Tabnuna 4.1 — Tpy10eMKOCTb JUCIUIIMHBI

Bunpl yueOHOI e TeNbHOCTH Bcero gacos CemecTpbl

6 cemecTp
AynuropHble 3aHATHS (BCErO) 72 72
Jlexun 18 18
[TpakTuyeckne 3aHsATHS 18 18
JlaGopatopHbie paboThI 36 36
W3 HuX B MHTEepakTUBHOU hopme 22 22
CamocTtosTenpHas padora (Bcero) 36 36
OdopmiteHne 0TYETOB TI0 J1Ta00OPaTOPHBIM paboTam 17 17
[TpopaboTka JISKIIMOHHOTO MaTepuaa 6 6
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[ToaroToBKa K MPAaKTUYECKUM 3aHITHSIM, CEMUHApaM 13 13
Bcero (6e3 ax3ameHa) 108 108
OO0mas Tpya0eMKOCTb, 4 108 108
3auetHble EauHUIBI 3.0 3.0
5. Conep:xaHue TUCHUILIHHBI
5.1. Pa3nesnsl JUCHUIIMHEBI H BUALI 3aHATHHA
Pazaenbl AMCIMIUIMHBI U BUJIBI 3aHATHH TPUBEACHBI B Ta0uIe S.1.
Tabnuua 5.1 — Pa3nensl IUCUUIUIMHBI U BUJBI 3aHATUI
Bcero
[Tpak. | Jlad. Cawm. yacoB | Popmupyembie
Haspanwust pa3ienoB AUCHHUILTAHBI Jlek., g
3aH., 4 | pad., 9 | pad., d (6e3 KOMIICTCHITHH
9K3aMeHa)
6 cemectp
1 Kpunrorpaduueckue mpoTOKOIbI: 2 3 6 10 21 [1K-14, I1K-
o011e ITOHATHS. 25, I1K-26,
I1K-3
2 IIpoTokosbl pacpeaencHus KIIFOYCH. 4 13 I1K-14
3 NudpacTpykTypa OTKPHITOTO KITFOYa. 4 13 [TK-14, T1K-
25, T1K-26,
I1K-3
4 TIpoTokobl UACHTU(DUKAITIN 1 4 0 11 4 19 [1IK-14
ayTeHTH(UKanuu.
5 be3omacHbli kaHain oOMeHa 2 0 0 1 3 [1K-14, IIK-
COOOIICHUSMH. 25, TIK-26,
I1K-3
6 [IpakTryeckue aclieKThl peau3aiuu 2 6 19 12 39 [1K-14, TIK-
CPEACTB KpUNTOTpapUUECKON 3aIUThI 25, T1K-26,
uH(pOpMaLUH. I1K-3
Hroro 3a cemectp 18 18 36 36 108
Htoro 18 18 36 36 108
5.2. Conep:xanue pa3ieoB IMCUUILIAHBI (110 JIEKIUSIM)
Coneprkanue pa3iesioB JUCIUTUIHH (T10 JICKIIMAM ) IPUBEIEHO B Tabmuiie 5.2.
Tabnuna 5.2 — Conep)kaHue pa3AenoB TUCIHUIUIMH (TIO JEKITUSIM)
Hassans pasienon Cogepxanue pa3aenoB aucuuiinsel (mo | Tpymoemkocts, | Dopmupyembie
JICKITUSIM) q KOMIICTCHITHH
6 cemecTp
1 Kpunrorpaduueckue |[lonsrue kpuntorpaduiyeckoro npoTokoa. 2 [1K-14
MIPOTOKOJIBI: 00TIIHE Pousb kpunTorpadguaeckux mpoTOKOJIOB B
MIOHSITHSL. cucTemax 3anuThl nHGopMmaruu. OCHOBHBIE
aTaKu Ha KPHUIITOTpaUIECKHE TPOTOKOJIEI.
Hroro
2 IIpoTokounsl VYrpaBineHue CEKpEeTHBIMU KIIFOUaMH. 4 [1IK-14
pacmpeaeneHus Pacrnipenenenne ceKpeTHBIX KITFOUEH.
KITFOUEH.
Hroro 4
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3 Unadpactpykrypa
OTKPBITOTO KITFOUa.

[ToHsiTHE PNEKTPOHHOMN MOIHUCH.
VYrpaBineHue OTKPHITHIMU KITFOUAMU.
OcHOBHBIE KOMIIOHEHTHI UH(PACTPYKTYPBI
OTKPBITHIX Kirouei. [lonarue ceprudukara
OTKPBITOT'O KJIFO4Ya. Y JOCTOBEPSIOIINMA
HEHTP. ApXUTEKTypa HHPPACTPYKTYPHI
OTKPBITOTO KJIFOYa.

HUroro

[1K-14, I1K-25,
[1K-26, I1K-3

4 TIpoTOKOIIBI
UACHTU(DUKAINH U
ayTeHTH(UKAIIH.

[TpoTOKOJIBI HICHTU(HUKAIIUN HA OCHOBE
MapoJIei, MPOTOKOIIBI «PYKOTIOKATHUS» U
THIIA «3aMpOoc-0TBeT». [IOHITHE TPOTOKOJIOB
WHTEPAKTHBHOTO JJOKA3aTeIIbCTBA U
JI0Ka3aTeNIbCTBA 3HAHUS. [TpOTOKOJIBI
UICHTH(UKAIIUN Ha OCHOBE IIPOTOKOJIOB
JI0Ka3aTeJIbCTBA 3HAHUS C HYJICBBIM
pasraneHueM.

Hroro

[1K-14

5 be3omnacHbIil KaHai

[Toctpoenue 6e3omacHOro

obMeHa COO6H.I€HI/IHMI/I. KOMMYHUKAIITMOHHOI'O KaHajla Ha OCHOBC

KPUNTOTPaQUUECKUX AITOPUTMOB.

Hroro

TIK-14, TIK-25,
TIK-26, TIK-3

6 IIpakTnueckue
aCIIEeKThI peanu3aliu

[TpoGems! peanu3anun
KPHUITOrpapUUECKUX aITOPUTMOB.

[1IK-14

CpENCTB ['enepanus ciy4ailHbIX yrcell. 3amura oT
KpunTorpaguueckoil | yTeuku UHQOpMAaIIHH.

UTBI HH()OPMALIHH.
sai (opmant Hroro 2
Hroro 3a cemectp 18

5.3. Pa3nenbl AUCHMILNIMHBI U MEKIMCHUIIIMHAPHBIE CBSI3H ¢ 00ecneYHBAKIUMU (NPeAbIIYIHMH)

U o0ecrneuynBaeMbIMHU (l'[OC.]'Ie)]leIIH/IM]/I) AUCHHUIIVIMHAMH

Pazgenpl JUCHUIIIUHEL U MCKIAUCHUIIIIMHAPHBIC CBA3U C O6€CH€‘II/IBaIOH_[I/IMI/I (Hpe)lbIILYH_II/IMI/I) u

oOecrieunBaeMbIMHU (ITOCIIEIYIONMMHI ) JUCITUTUUIMHAME TIPEICTaBJICHBI B Tabmwuie 5.3.

Ta6J'II/II_Ia 53— Pazgensl AUCHUILIMHEBL U MCKIUCHUIITIMHAPHBIC CBA3U

Ne pasaciioB JaHHOU JAUCHUIUIUHBL, IS KOTOPBIX HCO6XO,I[I/IMO

HauMeHOBaHHE TUCIUTLIMH M3y4eHrue o0ecnevynBarouX 1 00eceYnBaeMbIX AUCIUILINH
1 2 3 4 5 6
[IpeniecTByronue AUCUUTIINHBI
1 Kpunrorpadudeckne METOIbl 3alIUTHI + +
uH(popMalun
2 OcHOBBI HH(OPMAITMOHHOMN +
0e3011aCHOCTH
[Tocnenyromue TUCIUNIIMHBI

1 3anuTa BEITYCKHOMN
KBaJIN(PUKALIMOHHOW paboThI, BKIIIOUAs

buKalMOHHON pabOTHI, 0 + + + + + +
MOJTOTOBKY K MPOIEAYPE 3alUThI U
IPOLEAYPY 3aLIUTHI
2 [TpegauniomMHas MpakTUKa + + + + + +
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5.4. CooTBeTcTBHE KOMIIETEHIM, (POPMUPYEMBIX IPHU U3YUYEHHUHU TUCUMUIJIMHBI, 1 BUIOB 3aHATHIA
CootBeTcTBHE KOMIIETEHIUI, (POPMUPYEMBIX NPU HU3YYEHUH IUCUUIUIMHBI, U BHUAOB 3aHITHIA
IpeJCTaBIeHO B Tabmule 5.4.
Tabmuma 5.4 — CoOTBETCTBHE KOMIIETCHIIMM, (OPMUPYEMBIX TPH W3YYCHUH AUCITUIUIMHBI, W BHJIOB
3aHATUU

Bunrnl 3anstuit
Komnerenuuun DopMBbI KOHTPOJISI
Jlek. [Ipak. 3aH. JIa6. pab. Cam. pa0.

[1K-3 + + + + Cobecenosanne, OTuer 1o
nabopaTopHO# padoTe,
Omnpoc Ha 3ansaTusX, Tect

I1K-14 + + + + Koncnekr
CaMOITOATOTOBKH,
CobecenoBanue, OT4YeT MO
naboparopHoii padore,
Onpoc Ha 3ansATHSIX, Tect

I1K-25 + + + + CobecenoBanne, OTUET 110
nabopaTopHo# padoTe,
Omnpoc Ha 3ansaTusx, Tect

[1K-26 + + + + CobecenoBanune, OTUeT MO
nabopaTopHoit padorTe,
Omnpoc Ha 3aHATUAX, TecT

6. UnTepakTHBHBIE METOAbI U (POPMBI OPraHU3aNMHN 00yUeHHS
TexHoOrNM UHTEPAKTUBHOTO 00yYEHUS MPH Pa3HBIX (popmax 3aHATHI NpUBeeHBI B Tabmuie 6.1.
Tabmuna 6.1 — TexHOIOTMH HHTEPAKTUBHOTO O0YYCHHUS IPU PA3HBIX (GOpMax 3aHITHN

HHTepakTuBHBIE HNHTepakTuBHBIE
HuTepakTuBHBIC
MeTto b1 MIPaKTUYECKHE 3aHATHSI, | TaOOpaTOpHbBIE 3aHATHUS, Bcero, u
JEKIHH, 9
q q
6 cemectp
[Ipe3entanuu c 3 6 5 14
HCIIOJIb30BaHUEM
CJIAlIOB C
00CyXICHIEM
ITpesenTanuu ¢ 3 4 1 8
HCIIOJIb30BaHUEM
MYyJIbTUMENA C
00CyXIeHIEM
Hroro 3a cemectp: 6 10 6 22
Hroro 6 10 6 22

7. JlabopaTopHbie padoThl
HaumenoBanue nabopaTopHbIX paboT npuBeAeHo B Tadnuie 7.1.
Tabnuua 7.1 — HaumeHnoBanue 1ab0paTopHbIX paboT

Ha3zBanus pasnenos HaumeHnoBaHue 1a60paTopHBIX paboT Tpynoemkocts, | @opMHpyeMEIe
q KOMIICTEHIHH
6 cemecTp
1 Kpunrorpaguueckue Kpunrorpaduyeckue ¢ailioBbie CUCTEMBI 6 [1K-14, I1K-25,
MIPOTOKOIIBI: 00IIHE Wroro 6 [1K-26, I[1K-3
TIOHSATHS.
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4 TTpoTOKOJIBI CpencTBa KpUnTOrpagpuIecKou 3auThl 11 [1K-14
UACHTU(DUKAIINH U uH(pOopMaIun
ayTeHTH(UKAIIH. Vitoro 11
6 IIpakTnueckue HIudpoannas paitnoas cuctema 4 [1K-14
ACHCKTRI peasatii Kpunronposaitaepbt 15
CpelCTB
kpunrorpaduyeckoir | HTOro 19
3amUThl UHOOPMAIIHH.
Hroro 3a cemectp 36
8. IIpakTHyeckue 3aHATHUSA (CEMUHAPDI)
HanMeHoBaHME MPaKTUYECKUX 3aHATHNA (CEMUHAPOB) MPUBEACHO B TabmIe 8.1.
Tabnuna 8.1 — HauMeHoBaHUE NPAKTUYECKUX 3aHITHH (CEMUHApPOB)
HanmeHnoBaHue MpakTUUYECKUX 3aHATHI TpynoeMkocTs, | DopMupyemMbie
Hazpanus pasnenos p pyA PMHPY
(cemuHapOB) q KOMITETCHITH
6 cemecTp
1 Kpuntorpadguueckue | AHamu3 ysI3BUMOCTEH MPOCTEHIINX 3 I1K-14
MIPOTOKOJIBI: 00TIHE MIPOTOKOJIOB
MOHSITHSL. Vitoro
2 TIpoToxobl AHanum3 ysa3BUMOCTEHN POCTEHUIITUX [1K-14
pacnpezaeneHus MIPOTOKOJIOB.
KHOTCH. Utoro 5
3 Undpacrpykrypa CtpyKTypa cepTH(PHUKATOB OTKPBITOTO KITF0Ya 4 [1K-14, T1K-25,
OTKPBITOTO KJIHOYA. " I1K-26, T1K-3
TOTO 4
6 IIpakTuueckue Y mocToBepsronife eHTpPbI 6 I1K-14, I1K-25,
aCMeKThI Pean3aluu | pr o 6 [1K-26, I[1K-3
CPEICTB
KpunTorpaduueckoin
3alUThl HH(OPMALIKH.
Hroro 3a cemectp 18

Tabiuue 9.1.

9. CamocrosiTeqibHAsA padoTa
Bunsr camocTosTenbHON paboThl, TPYAOEMKOCTh U (hOpMUPYEMbIe KOMIIETEHIIUU MIPEICTABICHBI B

Tabnuua 9.1 — Busiel caMoCcTOSATENbHOM pabOoThl, TPYI0EMKOCTh U (hOpMHUPYEMbIE KOMIIETEHIIH

Bunael camocrostensHol | TpynoemMkocTs, | @opMupyembie
Ha3Banus paznenon g pyA ’ PMHDY DopMBbI KOHTPOJIA
paboThI q KOMIIETEHIINHT
6 cemecTp
1 IloaroroBka x 3 TIK-14 Onpoc Ha 3aHATHSIX,
Kpunrorpaduueckue | mpakTHIECKUM Otuer no
MIPOTOKOJIBI: 00IIKE | 3aHATHSIM, CEMUHApam nabopaTtopHoit
MOHSITHSL. abor
0 ITpopaboTka 1 I(): 660 ©
obecemoBaHue
JICKIHOHHOT'0 MaTepHaja A >
Tect
OdopMmieHre 0T4eTOB 1O 6
nmabopaTopHBIM paboTam
Hroro 10
2 IIpoTokosibl ITonroroBka k 3 [1K-14 Koncnekr
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pacnpezeneHus MPaKTUYECKUM CaMOIIOATOTOBKH,
KITIOYECH. 3aHSATHSIM, CEMUHApaM CobecenoBanue,
Tect
[TpopaboTka 1
JEKIIMOHHOTO MaTepHasa
Hroro
3 Undpacrpykrypa |[loaroroBka k [TK-14, I1IK-25, |Onpoc Ha 3aHATHUSAX,
OTKPBITOTO KJIFOYa. | MPAKTUYECKUM IIK-26, IIK-3 | CobGecenoBanue,
3aHATHUAM, CEMUHapaM Tecr
[IpopaboTka 1
JEKIIMOHHOTO MaTepHasa
Utoro 5
4 IIpoTOKOJIBI [TpopaboTka 1 [1IK-14 Omnpoc Ha 3aHATHSIX,
uACHTU(PUKAIMK U | JIEKLHOHHOT'O MaTepuaia Otuer no
ayTeHTH(UKauu. nabopaTopHOi
yT (uxcan OdopMieHEe OTIETOB 110 3 patop
pabore, Tect
nabopaToOpHBIM paboTam
Utoro 4
5 beszomachsrii kanai | [IpopaboTka [TK-14, ITIK-25, |Onpoc Ha 3aHATHSAX,
oOMmeHa JIGKIIMOHHOT'O0 MaTepuasia [IK-26, IIK-3 | Tecrt
HUSMU.
coobme Hroro 1
6 IIpakTrueckue [ToaroroBka k 3 [1K-14 Ornpoc Ha 3aHATUSX,
ACTICKTBI MIPAKTUICCKAM Otuer o
peanu3aluu CpesICTB |3aHATHSAM, CEMUHApaM nabopatopHoit
KpunTorpaduaeckoi abore
P padp [TpopaboTka 1 p ’
3aIUTHI Cobecenopanue,
JEKIMOHHOT'O MaTepuaia
uHpOpMaLUH. Tect
Odopmienune oT4eTOB 1O 8
nabopaTOpHBIM paboTaM
Hroro 12
Hroro 3a cemectp 36
Htoro 36
10. Kypcogoii npoekT / kypcoBasi padora
He npegycmorpeno PYIL

11. PeiiTnHroBasi cucreMa /Uil OLCHKH YCIIeBAeMOCTH 00y4aI0IINXCs

11.1. bajsuibHbIE OLEHKH JJIfl 3JIeMEHTOB KOHTPOJIS
Tabauna 11.1 — banibHble OLIEHKH JUIsl 3JIEMEHTOB KOHTPOJIS
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o N MakcuMalibHBII
. MaxkcumanbHbIA MaxkcumanbHbIA
OneMeHTHl yueOHOH 6asu1 3a Iepuos Bcero 3a
6amn Ha 1-yto KT ¢ | 6ainn 3a nepuon
NESITeIbHOCTH Mexny 2KT u Ha CEMECTp
Hayana cemectpa | mexay KT u 2KT
KOHEI[ ceMecTpa
6 cemectp
Koncnekr 5 5 5 15
CaMOIIOATOTOBKH
Omnpoc Ha 3aHATHAX 5 5 5 15
Otuet no nabopaTopHOH 10 10 10 30
pabore
8




CobecenoBanue 2 2 2 6
Tect 12 12 10 34
Hroro makcumym 3a 34 34 32 100
ePHOT

Hapacratroum nrorom 34 68 100 100

11.2. IlepecueT 0a/J10B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[Tepecuer 6aIOB B OIEHKH 32 KOHTPOJIbHBIC TOUKH MpeCcTaBieH B Tadymie 11.2.
Ta6muna 11.2 — IlepecueT 6aJI0B B OLIEHKHU 32 KOHTPOJIbHBIE TOYKH

bainel Ha 1aTy KOHTPOJIBHOM TOYKH Onenka

>90% oT MakcuManbHOM cymMbl 6ayioB Ha aaty KT 5

Ot 70% 10 89% oT MakcuManbHOM cyMMbl 6ayutoB Ha gaty KT

4
Ot 60% 110 69% oT MakcuMalIbHOM cyMMBbI OayutoB Ha naty KT 3
2

< 60% ot MakcuManbHOH cymMMbI OaiioB Ha naty KT

11.3. IlepecueT cyMMBbI 02/1710B B TPAAUIIHOHHYIO M MEKIYHAPOAHYIO OLIEHKY
[Tepecuer cymMMbl O0aJIOB B TPAJAUIIMOHHYIO U MEXKIYHAPOTHYIO OLIEHKY MPEJICTAaBICH B TaliHIe
11.3.
Tabnuma 11.3 — [lepecueT cymMBbl 0aJIJI0B B TPAAMLIMOHHYIO U MEXAYHAPOIAHYIO OILIEHKY

HroroBas cymma 6asuios,

Onenka (I'OC) YUYHUTBIBAET YCIEUIHO CIAHHBIN Onenka (ECTS)
9K3aMeH
5 (oTMyHO) (3aYTEHO) 90 -100 A (OTIMYHO)
85 -89 B (ouenp xopor1o)
4 (xopo1o) (3a4TEHO) 75 -84 C (xopomo)
70-74
D (ynoBneTBopuTENBHO)
3 (yIOBIETBOPUTEIHHO) 65 - 69
(3a4TeHO) 60 - 64 E (mocpencTBeHHO)

2 (HeyIOBIIETBOPUTEIBHO) (HE

Huxe 60 6aiuios F (HeynoBneTBOpUTEILHO
3a4TEHO) (eyn P )

12. YueOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE o0ecneyeHne JUCIUIIMHBI

12.1. OcHoBHas JuTEpaTypa

1. Kpunrorpadus B 3agauax u ynpaxHenusx / B. O. Ocumnsin, K. B. Ocunss. - M. : 'ennoc APB,
2004. - 143[1] c. : un. - 3arn. o6u. : Kpunrorpadus B ynpakHEHUSX M 3afayax. - 3aril. Ha KOpEeLKe :
Kpunrorpadust B ympakHeHusix u 3amadax. - bubmmorp.: c. 139. - ISBN 5-85438-009-9 : 52.25 p.
(mamuune B 6ubnuoreke TYCVYP - 50 ok3.)

2. OcHOBBI HWH(DOpPMAIIMOHHOW 0€30MacHOCTH [DIEKTPOHHBIN pecypc]: YdeOHoe mocobue /
lomukoB A. M. - 2007. 201 c¢. — Pexum pgocryma: https://edu.tusur.ru/publications/1024 (mara
obpamienus: 19.05.2018).

12.2. lonotHMTEIBHAS TUTEPATYPA

1. OcHoBsl kpuntorpaduu : yaedHoe mocodbue st By3oB / A. I1. Andepos [u ap.]. - 3-e u3m.,
ucnp. u goi. - M. : 'emnoc APB, 2005. - 479, [1] c. : un. - bubmworp.: c. 469-475. - ISBN 5-85438-137-0
(mamuune B 6ubnuoreke TYCVYP - 30 ok3.)

2. 3y6oB, Amnaromuii IOpbeBnu. Kpunrorpadguueckue MeTOApl 3alUTHl  HH(DOPMAITUH.
Cogepuiennsie mudpsl : YueObnoe nocodbue 11 By30B. - M. : "T'enuoc APB" , 2005. - 190[2] ¢ (Hanuywue
B Oubmmoreke TYCVYP - 30 3x3.)

3. Psabko, bopuc SxosneBuu. Kpuntorpaduueckne MeToasl 3amuThl HHPOpMALUHN @ YueOHOe
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nmocobue 11t By30B. - M. : ['opstuas muaus-Tenexom , 2005. - 229(3] c. (manuuue B 6ubmmorexe TYCVYP -
30 9K3.)

12.3. YueOHO-MeTOAMYECKHE MMOCOOU T

12.3.1. Obs13aTe/ibHBbIE Y4eOHO-MeTOAUYECKHE MOCOOHS

1. Esctotun O.0. Kpunrorpapuueckre METOIbI 3alUTH HH(OpMALUK [ DIEKTPOHHBIA pecypc]:
METOJMYECKUE YKa3aHUs U BBIOJHEHUS MPAKTHYECKUX M CaMOCTOSITEIBHBIX paboT [DIeKTpOHHBIH
pecypc]. — 2014. — Pexum JIOCTYTIA:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_kmzi.pdf (naTa oopamenus: 19.05.2018).

2. Epciorun 0.0. Ilpuxnagnas kpunrorpadus [DIEKTPOHHBIM pecypc]: MeToauvecKue
YKa3aHUs JJIs1 BBITOJTHEHUS JTJA0OPATOPHBIX U CAMOCTOSATEIBHBIX padoT [DnekTpoHHbIN pecype]. — 2014,
— Pexum gpocrtyma: http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_pk.pdf (mara
obpamienus: 19.05.2018).

12.3.2. YuyeOHO-MeTOAMYECKHE IIOCOOMS JIs1 JIML C OTPAHMYECHHBIMH BO3MOKHOCTSIMHM 3/10POBbS M
HHBAJHI0B

YueOHO-MeTOJMUECKHE MaTepHalbl Uil CaMOCTOSATENILHOM U ayJUTOPHOIN PabOTHl 00yUJarOIIUXCs
U3 YKCIIA JIUI C OTPAaHUYEHHBIME BO3MOYKHOCTSIMH 3/I0POBbSI 1 MHBAIHJIOB IPEAOCTABISIOTCS B (hopMax,
aJlalITUPOBAHHBIX K OTPAaHHYCHUSAM HUX 30POBBS U BOCHPUATHS HHOOpMALIUY.

JI1s1 M1 ¢ HAPYLIEeHUsIMHM 3PeHHUs:

- B ()OpMe IIIEKTPOHHOTO JOKYMEHTA;

- B II€4aTHON (popMe YBEITMUSHHBIM IIPU(TOM.

JI1s1 1M1 ¢ HAPYLIEHUSIMM CJIyXa:

- B ()OpMe IIIEKTPOHHOTO JOKYMEHTA;

- B [1I€YaTHOH opme.

J171s1 JIMIL ¢ HAPYIIEeHUSIMHM ONOPHO-IBUTATEJbHOI0 anmnapara:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B IIEYAaTHOH (opme.

12.4. IipodeccuonanbHble 6a3bl JAHHBIX M HH(POPMALMOHHBIE CIPABOYHbIE CHCTEMBI

1. Copyright for Librarians - Kypc Ha aHrmmiickom si3bike, OeCIUIaTHBINA, MHTCPAKTUBHBIN, C
3ajjauaMM M npuMmepamu. Bee matepuansl kypea f1ocTynHbl o aunen3un Creative Commons, TO €CTh UX
MO>KHO KOTIMPOBaTh, paCpOCTPaHATh U U3MEHTh. cyber.law.harvard.edu. Jloctyn cBoOOHBI.

2. eLIBRARY.RU - Kpynneiimuii poccuiickuii nHGOpMalMOHHBIM MOpPTaid B 00JaCTH HAyKH,
TEXHOJIOTHH, MEIUIIMHBI U 00pa3zoBanus. www.elibrary.ru. JlocTyn cBOOOHBI.

3. Nano - Pecypc npenocrasnsier gannsle o 6oiee 200 000 HaHOMaTepUanoB U HAHOYCTPOUCTB,
coOpaHHbIE U3 CAMbIX aBTOPUTETHBIX HAYYHBIX M3/aHUNA. nano.nature.com. /loctyn cBOOOIHBIN.

4. Nature - 88 ecTecTBEHHO-HAYYHBIX >XYpPHAJOB, BKJIIOYas CTapeHIIMil M OJUH U3 CaMbIX
aBTOPUTETHBIX HAYYHBIX KypHasIoB Nature www.nature.com. J[ocTyr cBOOOIHBIN.

5. Polpred.com O630p CMU - O030p cpenctB MaccoBoil MH(popmanuu. ExenHeBHO Teicsya
HOBOCTEH, MOJHBIA TEKCT HA PYCCKOM si3bIKe. MUJIMOHBI CIO’KETOB MH(GOPMAreHTCTB U JIEJIOBOM MPECCHI
3a 15 net. www.polpred.com. JlocTyn cBOOOHBIH.

6. zZbMATH - camas mosnHas mMaTeMaTHuecKas 0a3a JaHHBIX, OXBATHIBAIOIIAs MaTEPUANbI C
koHna 19 Beka. zbMath cogepxut okono 4 000 000 moxymentoB, u3 6onee 3 000 xypHanoB u 170 000
KHUT TI0 MaTeMaTHKe, CTATUCTHKE, HH(POpPMAaTHKE, a TaKKe MAlIMHOCTPOSHHIO, (U3UKE, €CTECTBEHHBIM
HaykaM U Jip. zbmath.org. Jloctyn cBOOOIHBIH.

7. Apxus xypHanoB PAH - Poccuiickas akagemust Hayk U u3aareiabcTBo «Haykay mpussuu
peleHre OTKPBITh CBOOOIHBIN JTOCTYI K apXuBaM kypHaioB PAH, Bkmrouas Homepa xypHaioB 3a 2017
r'OJI, BBITYCK KOTOPBIX 10 KOHTpakTy ¢ PAH ocymectsisano uznarensctBo «Hayka». becruiatusiii joctyn
K DJIEKTpOHHBIM BepcusiM kypHanoB PAH Oyaer mnpepoctraBnsthest Ha miardopme elibrary.ru u
libnauka.ru (a3;mexkTponHas 6ubnmoreka u3gatenbpcTBa «Haykay). Beero sxypHanoB B pedepeHTHOM Tpymie
149. Cniucok xypHaioB. JlocTyn cBOOOIHBIH.
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13. MarepuaJibHO-TeXHHYECKOe o0ecriedeHne TUCHUIIMHBI U TPpedyeMoe MporpaMMHoOe
ol0ecrnieueHue

13.1. O6mue TpeGoBaHus K MaTePHATbHO-TEXHHYECKOMY M IPOrPAMMHOMY 00ecre4eHHuI0
AUCHMILTUHBI

13.1.1. MaTepuaJibHO-TeXHHMYeCKOe M IPOrpaMMHOe o0ecrnedeHne 1Jis1 JIEeKIHMOHHbIX 3aHATHI
I[JISI IMPOBCACHUA 3aHATHI JICKHMOHHOI'O THIIA, I'PYIIIOBBIX W MHIAWBUAYAJIbHBIX KOHCy.HBTElI.IHfI,
TEKYILEro KOHTPOJISI U MPOMEKYTOUHON aTTeCTallMM UCHOJb3yeTCsl yueOHasi ayAUuTOPHUs C KOJIMYECTBOM
MOCaZOYHbIX MECT He MeHee 22-24, obopyaoBaHHas JOCKOW M CTaHAAPTHOM ydeOHOW MeOenbio.
HmeroTcss A€MOHCTpaLlMOHHOE O00OpyJOBaHME W Yy4eOHO-HarjsiHble MocoOus, olecrneynBaronue
TEMATUUYCCKUEC NIUTIOCTPALUHU I10 JICKHUOHHBIM pa3JiciiaM JUCIUILIAHBI.

13.1.2. MaTepuajbHO-TeXHHYECKOE 1 MIPOrpaMMHOe ofecrneyeHne IJisl MPAKTHYEeCKUX 3aHATHH

Jlaboparopus porpaMMHO-aIIapaTHBIX CPEACTB obecredeHust HHPOPMAIIMOHHON OE30MacHOCTH,
y4ueOHasl ayauTOpHsl JUIsi TPOBEICHHS 3aHATHH TNPAKTHYECKOTO THUIA, Yy4eOHas ayauTopusl IS
MIPOBEJICHUS 3aHATUH JIA0OPATOPHOTO TUTIA

634045, Tomckas obnacts, r. Tomck, yin. KpacHoapmeiickas, a. 146, 405 ayn.

Onucanue uMeromerocss 000py10BaHus:

- Komnbroteps! kiacca He Hibke M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-11
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 miT.);

- KommekT cnenuanu3zupoBanHoi yaeOHo# meben;

- PaGouee mecto npenogaBarers.

[IporpammHuoe obecrieueHue:

— Microsoft Windows 7 Pro

— VirtualBox
Kpunrorpaduueckoe cpeactso 3amutsl nHpopmaun Kpunrollpo CSP
ATnmapaTHO-IpOrpaMMHbBIE CPEICTBA YIIPaBIIEHUs AOCTYNOM K AaHHbIM mudposanus: 10 ViPNet
Administrator 4.x, [10 ViPNet Coordinator for Windows 4.x, ITO ViPNet Coordinator for Linux 4.x, [1O
ViPNet Client for Windows 4.x, I1O ViPNet Crypto Service 4.x, Kpunrollpo CSP, DallasLock

13.1.3. MaTepuajibHO-TeXHHYECKOEe U TPOrPaMMHOe ol0ecrniedeHue 1JIs J1aGopaToOpHBIX padoT

JlaGopaTopust mporpaMMHO-anmapaTHbIX CPEICTB oOecrieueHrs HHHOPMAIITMOHHONW 0€301MacHOCTH,
yueOHasi ayauToOpHsl s TPOBEICHUS 3aHATUH MPAKTHUECKOro THUMa, YydeOHas ayauTopus Ui
MIPOBEJICHUS 3aHATUH JIAOOPATOPHOTO THUTIA

634045, Tomckas obnacts, T. Tomck, yin. KpacHoapmeiickas, a. 146, 405 ayn.

Onucanue uMeroerocs 000py10BaHus:

- Komnbroteps! kiaacca He Hibke M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-11
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 miT.);

- KommnekT cnenuanuzupoBanHoi yueOHO# Mmebenu;

- Pabouee mecTo mpemomgaBatens.

[TporpamMmmMHoe obecrieueHue:

— Microsoft Windows 7 Pro

— VirtualBox

Kpunrorpaduueckoe cpeacrno 3amutsl nHbopmaiuu Kpunrollpo CSP
ArmnmapaTHO-TIporpaMMHBIE CpEJICTBAa YIpaBlIeHUs OOCTynmoM K aaHHbIM mmmdposanus: [1O ViPNet
Administrator 4.x, ITO ViPNet Coordinator for Windows 4.x, ITO ViPNet Coordinator for Linux 4.x, ITO
ViPNet Client for Windows 4.x, I[TO ViPNet Crypto Service 4.x, Kpuntollpo CSP, DallasLock

13.1.4. MaTepuaJbHO-TeXHHYECKOE H IPOrpaMMHOe o0ecredeHne 1Jisi CAMOCTOATEIbLHOH padoThI
Jiist caMoCToATeNbHOM pabOThl MCIONB3YIOTCS Y4eOHbIE ayTUTOPUU (KOMIIBIOTEPHBIE KJIaccChl),
PaCIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obnacts, T. ToMck, Jlennna mpocnexT, a. 40, 233 ayn.;
- 634045, Tomckas obnactb, T. ToMmck, yi. Kpacanoapmetickas, 1. 146, 201 ayn.;
- 634034, Tomckas obnacts, T. ToMmck, Bepmmnauna ynuna, 1. 47, 126 ayn.;
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- 634034, Tomckas obnacts, T. ToMck, Bepmmauna ynuna, 1. 74, 207 aya.

CocrtaB 000py10BaHUS:

- yueOHast meOernb;

- komnbroTepsl kinacca He Hke IIDBM INTEL Celeron D336 2.81T. - 5 mrt.;

- KOMIBIOTEpPBI MOJKIIOYECHBI K ceTH «/HTepHeT» W 00ecnednBaloT JOCTYH B JJIEKTPOHHYIO
nH(OPMAIMOHHO-00pa30BaTEeILHYIO Cpely YHHBEPCUTETA.

[TepeueHs MpOrpaMMHOTO 0OECIICUCHHS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mis Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TEXHUYECKO€E o0ecnevyeHre JUCUMIIIMHBI JJIS JIMI ¢ OTPAaHUYEeHHbIMU
BO3MO’KHOCTSIMHU 3/10POBbSI 1 HHBAJIH/I0B

OcBocHME TUCLUIUIMHBI JMIAMH C OIPAaHUYEHHBIMH BO3MOYKHOCTSMM 3/10pPOBbS U HMHBAJIUIaMU
OCYIIECTBISIETCS C MCIIOJIb30BAaHUEM CPEJCTB 00yUEHUS O0IEro U CeHaIbHOTO Ha3HAYCHHUS.

[Tpu 3aHATHAX C OOy4arOIIMMHUCS € HAPYWIEHHSIMM CJYyXa IPEAyCMOTPEHO HCIOJIb30BAHUE
3BYKOYCWJIMBAIOLLIEH amnmapaTypbl, MYJbTUMEAMMHBIX CPEACTB U JAPYrUX TEXHUYECKUX CpPEICTB
npuema/nepenaun yueOHoil uHpopManuu B AOCTYMHBIX (hopMax, MOOMIIBHOM CHCTEMBbI IpENojiaBaHUs
U1l 00YYaIOUIMXCSl ¢ WHBAIMIHOCTBIO, TIOPTATUBHON WHAYKIIMOHHOW CHUCTEMBI. Y4eOHas ayauTOpHs, B
KOTOpOHM 3aHUMaroTCs O0Oydaroluecs ¢ HapylIeHUEM cllyxa, 00OpyAoBaHa KOMIIBIOTEPHON TEXHHKOH,
ayJIMOTEXHUKOM, BUJEOTEXHUKOU, IIEKTPOHHON JOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 00YUYAIOIIMMUCS ¢ HAPYILIEHUSIMHM 3PEHUSIMH [IPEYCMOTPEHO HCII0JIb30BaHKE B
JEKUMOHHBIX U YYEOHBIX ayJUTOPHUSAX BO3MOXHOCTHU IPOCMOTpa YAAJIEHHBIX OOBEKTOB (Hampumep,
TEeKCTa Ha JOCKe WIM cllaiila Ha 3KpaHe) NpH IOMOLIM BUICOYBEIMUYUTENCH a1 KOMGPOPTHOIrO
IIPOCMOTpA.

[Tpu 3aHATHSX ¢ OOyyarOIIMMHUCS € HApPYLWIEHUMSIMH ONOPHO-ABUIaTeJIbHOI0 amnmnapara
HCIOJIb3YIOTCSl aJIbTEPHATUBHBIE YCTPOMCTBA BBOJa MHGOpPMAlMU MU ApPyrue TEXHUYECKUE CPE/ICTBa
npuema/nepenaun yueOHoil mHGopManuu B JOCTYHHBIX (popMax, MOOMIIBHOW CHUCTEMBbI OOyuUeHHs JUIs
JIIOJIEH ¢ MHBAJIMHOCTBIO.

14. Oneno4ynbie MaTepuaIbl H METOAUYECKHE PEKOMEHIANMH 110 OPTaHU3ALHNHA U3YYCeHUSs
AUCHMITUHBI

14.1. Conepmalme OLHCHOYHBIX MAaTCPHUAJTOB U METOAUYCCKUE PEKOMECH AU
I[J'ISI OLCHKH CTCIICHH C(l)OpMI/IpOBaHHOCTI/I " YPOBHA OCBOCHHA 3aKPCIUJICHHBIX 3a JUCLIUTLTMHOMN
KOMIICTCHITUM HMCIIOJIB3YIOTCA OLICHOYHBIC MAaTCpHaJIbl B COCTABE.

14.1.1. TecToBBI€ 3agaHuSA
[To mpunnuny Kepkroddca B kpunrocrucreMe CEKPEeTHBIM JI0JKHO OBITh:
- KJIIOY
- Bpemst mudpoBaHus
- CJIO’KHOCTb aJIropuT™Ma
- JUTMHA KIIF04Ya
[Mo6enutens koukypca AES (Advanced Encryption Standard)?
- DES
- RC6
- Rijndael
- Twofish
Yro takoe quddy3us?
- BriusiHue o1HOro 3HaKa OTKPBITOrO KIF0Ya Ha 3HAYUTENIbHOE KOJIMYECTBO 3HAKOB HIU(PPOTEKCTA.
- BriusiHue oTHOTO 3HAaKa 3aKPHITOTO KIF0Ya Ha 3HAYUTENIbHOE KOTMYECTBO 3HAKOB MIM(PPOTEKCTA.
- BriusiHue o1HOTo 3HaKa OTKPHITOrO TEKCTA Ha 3HAUUTENIBHOE KOJIMYECTBO 3HAKOB MIN(POTEKCTA.
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- Bniusinue anroputMa 3ammThl HHQOpPMAIMK Ha 3HAYUTEIFHOE KOJTMYECTBO 3HAKOB MHU(POTEKCTA.

Kakum cBolicTBOM noiKeH 00aaTh KaHal nepenadn nadopmaiuu B cxeme Juddu-Xemmmana

- 3AIIUIICHHBIN OT TTOIMEHBI

- 3AIMIICHHBIN OT IPOCIYIINBAHUS

- 3aKpBITBINA KaHaJI

- OTKPBITHIN KaHal

Kak na3piBaercst mpeoOpa3oBaHHe BXOJHOIO MacCHUBa JAaHHBIX MPOU3BOIBHOM UIMHBI B BEIXOTHYIO
OMTOBYIO CTPOKY (DMKCUPOBAHHOM JITMHBI? (MCITOJIB3YET OJJHOCTOPOHHIOI (PYHKITHIO)

- Pa3buenue BxogHOro MaccuBa

- XemupoBaHue

- Cxatue

- CoBur

Byl cHMMETPHYHBIX KPUTITOCUCTEM:

- IOTOYHBIE MU (PPbI

- OUII

- KPUIITOCUCTEMBI C OTKPBITHIM KIIFOUOM

- HET OTBETA

Advanced Encryption Standard (AES), taxxe u3BecTHblli kKak Rijndael umeer pasmep 6ioka (B
ourax):

- 64

-128

-192

- 256

Advanced Encryption Standard (AES), Takxke u3BecTHbd Kak Rijndael moxkeT mmerh Kitou (B
ourax):

-128

-192

- 256

- BCE BBIIIE NIEPEUHCIICHHBIC

Kakas cxema nexut B ocHoBe DES u I'OCT 28147-89?

- Llezapsa

- Kanropa

- Oeiicrens

- Buxenepa

Kaxkue u3 crneayromumx aaropuTMOB SBIISIFOTCS aCCUMMETPUYHBIMU?

- DES

- Dnp-T'amans

-T'OCT 28147-89

- RC4

Ha xakoli TpyHOpenaemMol 3ajaue OCHOBaH anroput™ RSA?

- GakTopU3anUu YHCel

- Haxosxxaenwust 60JbIIOro MpocToro uncia

- Boruncnenuu oGpaTHOTO 3N1€MEHTa

- IuckpetHoro norapuGMUpOBaHUS

Kakas nnuna xmoua B TOCT 28147-89(Marma)? (oTBet B 6uTax)

- 64

-128

-192

- 256

Yrto 00bI4HO B ceOsl BKIIIOYAET CXeMa IEKTPOHHONU MoAIHCH?

- QITOPUTM T€HEPAINH KITFOUEBBIX TTap MOJIb30BATEIS

- (hyHKIIMIO TPOBEPKH MOANIUCH

- HUYETO U3 BBIIICTIEPEUNCICHHOTO

- BCE M3 BBIIIETIEPEUHCICHHOTO
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Mertoa nonuanaBuTHOTO MU(GPOBAaHUS OYKBEHHOTO TEKCTa C UCTIOIb30BAHUEM KIIFOUEBOTO CIIOBA
(TEeKCTOBOTO):

- ugp 'poncennra

- [lIudp Buwxenepa

- Iudp Le3aps

- [lIudpp Bepnama

Kakoii kitou 1octyreH BceM 1 IPOBEpKU HUPPOBON MOAMUCH MO JOKYMEHTOM?

- 3aKPBITHIN

- OTKPBITBIN

- BHYTPEHHUI

- o0

Kaxoit mpudt 6osee croiikuii k B3omy?

- CUMMETpUYHBII

- ACUMMETPUYHBIN

- [IceBpocuMmMeTpHUYHBII

- Het mpaBuibHOrO OTBETa

Kakoii anroputm mudpoBanus ctan npoodpazom s oreuectBeHHOro 'OCT28147-89?

- DES

- DSA

- Rijndael

- IDEA

B yeM npeumyIiecTBO CHMMETPUUHBIX CUCTEM HaJl aCUMMETPUYHBIMU?

- CKOpOCTh MM (ppoBaHuUs

- IPOCTOTA peaan3aluu

- N3Y4EHHOCTh

- BCE OTBETHI PaBUJIbHBIE

Uro moapazymMeBaeTcs Mol TEPMHUHOM ayTEeHTUYHOCTh HHpopManuu?

- llestocTHOCTH MH(pOPMALIUU

- HeBo3MOXHOCTB OTKa3a OT aBTOPCTBA

- [lonmuHHOCTB aBTOPCTBA

- BCE OTBETHI MPABUIIbHBIC

BeiOepute mpaBuUiIbHBIN BapUaHT, 3alIM(poBaHHON ¢ MOMOILIbIO HKMdpa 1e3aps, CTPOKU: MUdp
nesaps

- BiiXc 4én6cO

- iixc yéunbcea

- BKIT HDKUBCO

- F0OBI] bBKHEIK

14.1.2. TembI OIPOCOB HA 3aAHATHAX

[Tonstne xpunrorpaduyeckoro mporokona. Posnp kpuntorpadpmuueckux MPOTOKOJIOB B CUCTEMAX
3amuThl nHpopManuu. OCHOBHbIE aTakU Ha KpUNTOrpadUuyecKue MpOTOKOJIbI.

[ToHsiTHE SNEKTPOHHON MOANUCH. YIPAaBJIEHHUE OTKPBITHIMU KiIr04aMH. OCHOBHBIE KOMIIOHEHTBI
UH(PPaCTPYKTYphl OTKPBITBIX Kitoued. [lonsitne cepTudukaTa OTKPHITOTO KIIOYA. Y IOCTOBEPSIIONTUN
HEHTP. APXUTEKTYpa HHPPACTPYKTYPHI OTKPHITOTO KIIOYA.

[TpoTokosbl HAEHTU(PUKALMN HAa OCHOBE MapoJiei, MPOTOKOJIbI «PYKOIMOXKATHS» U TUIA «3alpoc-
oTBeT». [IoHsATHE NPOTOKOJIOB MHTEPAKTUBHOI'O J10KA3aTEIbCTBA M JIOKA3aTeIbCTBA 3HAHUSA. [IpoTOKOIBI
UJCHTU(QUKAIIMN Ha OCHOBE IIPOTOKOJIOB JI0KA3aTENbCTBA 3HAHUS C HYJIEBBIM pa3riallleHUueM.

[Toctpoenne 6e30macHOr0 KOMMYHUKAITMOHHOIO KaHajla Ha OCHOBE KPUOTOTrpapruecKux
aJITOPUTMOB.

[Tpobnembl peanuzanuu  KpunTorpadpuueckux airopuTMoB. [eHepauus ciydallHBIX —4YHCEI.
3amuTa OT yTeuku HHGOpMaIuu.

14.1.3. Bonpocsl Ha coGeceqoBaHue

Jlatb conepkarenbHOE OOBACHEHHS TaKUX YCIyr O€30MacHOCTH Kak KOH(HIEHUUATbHOCTH,
L[EIOCTHOCTD, IIOJUIMHHOCTb, HEOTPEKAEMOCTb U JJOCTYITHOCTb.
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WNudpactpykrypa oTkpbiThix kimtodeir  (PKI). O6ocHoBaTh HE0O0XOAWMOCTH  MOAOOHOMA
UHOQPacTpyKTYphl. [lepeuncnuTs 1 00BSICHUTE HA3HAYCHHUE COCTABIIAIOLIMX KOMIIOHEHT.

Xom-¢pynkuuu. Kakue Tumbel CymecTBylOT, B 4eM uX paznuuue. OOBSICHUTH CBOWCTBA.
Ilepeuncauth 00nacTi NpUMEHEHUs. ATaku Ha X3I-(QPyHKIMU. YTO Takoe mapasioKc «IHEH pOoKICHU»?

Ba3oBbie NPUHIUIIBI TOCTPOCHUS KPUNITOTPAYUIECKUX TPOTOKOJIOB.

14.1.4. Bonipochbl Ha caMONIOATOTOBKY

Jate conepkaTenbHOE OOBSCHEHHS TaKUX YCJIYr O€30MacHOCTH KaK KOH(UACHUIHUAIbHOCTD,
L[EJI0CTHOCTD, IIOJUIMHHOCTb, HEOTPEKAEMOCTb U JJOCTYITHOCTb.

[lepeuncnuth U3BECTHBIE MEXaHM3MbI obecriedeHus: Oe3onacHOCTU. OOBSICHUTH B3aUMOCBS3b
ycayr 0€e301acHOCTH, MEXaHU3MOB U aJITOPUTMOB.

OOBACHUTH, YTO TAKOE COBEPIIEHHAs CEKPETHOCTh, MPUBECTH MPHMEP COBEPLICHHOIo Iudpa.
OOBsicHuTb cMBbICH TeopeMbl LIleHHOHA.

CxkaTto, HO OCMBICICHHO, IIOSCHUTHh T€ AacleKTbl aireOpbl M TEOPUU 4YHCET, KOTOpbIE
UCTOJNB3YIOTCS B COBpPEMEHHOW Kpurnrorpaduu. MyJbTHIUIMKATHBHAS TPYNIa KOHEYHOTO IMOJs, IO
MOJYJIIO COCTaBHOro uucia. Teopempl Oiinepa u ®epma. Dmumnrudeckue Kpusble. ['pynma Touek
JJUIANITHYECKOU KPUBOM.

Pexxumel mudposanus. [lepeuncnuTs 1 00bSICHUT pa3iInymsl.

MuHumanbHas JUIMHA KJII0Ya CUMMETPUYHOW KPUIITOCUCTEMBI. DKCIOPTHBIE OTpaHMYEHUS Ha
JUIMHY KJIIOYa.

Metox pacmupeHusi KI4eBOro mpoctpaHcTBa. llpumHinmm HecenapabenpbHOTO IMM(POBaHUS.
MHoroypoBHeBasi Kpunrorpadus.

WNudpactpykrypa otkpeiThix kimtodeir  (PKI). O6ocHoBaTh HE0OXOAWMOCTH  IOAOOHOM
uHOpacTpyKTyphl. [IpeuncinuTe 1 00BICHUTH HA3HAYCHHUE COCTABIIAIOLINX KOMIIOHEHT.

Xom-pynkuuu. Kakue Tumbel CymecTBylOT, B 4eM uX paznuyue. OOBSICHHTH CBOWCTBA.
[lepeuncautp 001acTH NpUMEHEHUs. ATaku Ha X3I-(QDYHKIMU. YTO Takoe mapaioKc «IHeH poKIeHUsI»?

ba3oBble NpUHIUIIBI TIOCTPOCHUS KPULITOTPAPUUCECKUX IPOJITOKOJIOB.

AHOHHUMHOCTb U HEOTCIIEeXHBaeMOCTb. [IpoOiiema «yxuHaromux Kpunrorpa-gosy. «Ciemnas»
noanuck Yayma. OOBACHUTH MPHUHLMII TOCTPOEHHUS MPOTOKO-Ja JJIi aHOHUMHBIX YEKOB HAa OCHOBE
«CIIETOW» MOAIHCH.

[TpuHuunel kBaHTOBOM Kpumnrorpaguu. OOBSICHUTH KBAaHTOBBIM MPOTOKOJN pac-MpeaeaeHus
KIIFOU€EH.

14.1.5. Tembl 1a00paTOPHBIX PadoOT
[Mudposannas daiinosas cucrema
Kpunrorpaduueckue haitnoBsie cucTeMbl
Kpunronposaiinepbt
CpenctBa kpunTorpadu4eckoi 3auTsl UHGOpMaIH

14.1.6. 3auér

[Tonsitne xkpunTorpaduyeckoro Npotokona. Ponb kpunrorpaduueckux MpPOTOKOJIOB B CHCTEMAX
3amuThl nHpopManuu. OCHOBHBIE aTakl Ha KpUNTOTpaduyecKue MpOTOKOJIBI.

[ToHsiTHE PIEKTPOHHOM MOINUCH. YTPABICHUE OTKPBITHIMH KIt0UYaMH. OCHOBHBIE KOMITOHEHTHI
UHOPACTPYKTYpPBl OTKPBITHIX Kitouei. [loHaTue cepTudukara OTKPBHITOTO KiIOYa. YOCTOBEPSIFOIIMIA
HEeHTP. ApXuTeKTypa HHPPACTPYKTYPBI OTKPHITOTO KITFOYA.

[TpoTokonbl UASHTU(PUKAIIMKA HAa OCHOBE MapoJiei, MPOTOKOJBI «PYKOMOKATHSY U THUIIA «3aMpPOC-
oTBeT». [loHATHE MPOTOKOIOB MHTEPAKTUBHOTO JOKA3aTEIbCTBA U JI0KA3aTEIbCTBA 3HAHUS. [IpOTOKOIIBI
UJCHTU(UKAIIMN Ha OCHOBE IIPOTOKOJIOB JI0KA3aTeNhCTBA 3HAHMS C HYJIEBBIM pa3TIallleHUEM.

[TocTtpoenne 0e€30MacHOr0 KOMMYHHMKAIIMOHHOTO KaHaJla Ha OCHOBE KPHMOTOTPAPUUIECKUX
aJITOPUTMOB.

[IpoGiieMbl peanu3anuu  KpUNTorpaguyeckux ajaropuTMoB. l'eHepauus ciaydailHBIX YHCEN.
3amuTa OT yTedku HHGOpMAIUH.
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14.2. TpeGoBaHuA K OLIEHOYHBIM MATEPHAJIAM JIJIAl JIUI C OTPAHUYEHHBIMH BO3MOKHOCTSMHU

310POBbH U HHBAJIUA0B

Jnst nun ¢ OrpaHUYEHHBIMM  BO3MOXKHOCTSIMM  37I0POBbSI U WHBAJIUJOB MPEIYCMOTPEHBI
JIOTIOJTHUTEIBHBIC OIEHOYHBIC MAaTEPHAJIBI, TIEPEUCHb KOTOPBIX yKa3aH B Tabmuie 14.
Tabnuua 14 — JlonosHUTENbHBIE MAaTEpUANIbl OLIEHUBAHUS Ui JIUI C OrPAHUYEHHBIMU BO3MOXKHOCTSIMU

3A0POBbA U UHBAJINIOB

Kareropun
o0yJaromuxcst

Buapl 1OMOMHUTEIBHBIX OLEHOYHBIX
MaTepUajoB

@DopMbI KOHTPOJISI U OLICHKU
pe3yabTaTOB OOYUECHHUS

C HapyleHUsIMU
ciyxa

TecTbl, TUCHEMEHHBIE CAMOCTOSTEIIEHBIC
paboThl, BONPOCHI K 3a4ETY,
KOHTPOJIbHBIE PabOTHI

[IpenMymiecTBEHHO MUCHMEHHAS
poBepKa

C HapylieHusIMu
3peHHS

CobecenoBaHue 110 BOIIpOcaM K 3a4eTy,
OIIPOC IO TEPMHUHAM

[TpenmyIIeCTBEHHO yCTHAs TIPOBEPKa
(MHAVBUIYATBHO)

C HapylieHusIMU
OTIOPHO-
JIBUTATEIILHOTO
amrmapara

Pemenne nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHbIE pabOThI, TUCbMEHHBIE
CaMOCTOSITENIbHBIE Pa0OThI, BOIPOCHI K
3ayery

[Ipenmy1iiieCTBEHHO TUCTAaHIIMOHHBIMU
MeToIaMU

C orpaHryYeHUSIMU TIO
o0IIeMeTUIINHCKUM
MOKAa3aHUSIM

TGCTI)I, INHUCBbMCHHBIC CaMOCTOATCIBHBIC
pa6OTLI, BOIIPOCHI K 3a4€TY,
KOHTPOJIbHBIC pa6OTI)I, YCTHBIC OTBCTEIL

[Ipenmy1iecTBEHHO IPOBEpPKA
METO/IaMHU HCXO/S U3 COCTOSTHUS
oOyuarolerocss Ha MOMEHT IIPOBEPKU

14.3. MeToanyecKkue peKOMeHIAlHH 110 OLIEeHOYHBIM MaTepHaJaM /Il JIHI[ ¢ OTPAHHYeHHbIMHU
BO3MOKHOCTSIMH 3/10POBbSl 1 HHBAJIU/I0B

JUis Ui ¢ OrpaHMYeHHBIMH BO3MOKHOCTSMHU 3]I0POBbsi M HHBAJIMJOB IPEAYyCMATPUBAETCS
nocTymnHas popMa mpeaocTaBIeHHs 3aJaHI OLIEHOYHBIX CPENICTB, @ HMEHHO:

- B IleyaTHOH popme;

- B IIeYaTHOH (OopMe C YBEITMUYEHHBIM LIPUPTOM;

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

- METO/IOM YTSHHS ACCHCTEHTOM 33/IaHUS BCIYX;

- IpEe0CTaBIICHUE 3aJaHHS C MCIIOJIb30BaHUEM CYP/IOTIEPEBO/IA.

JlumaMm ¢ OorpaHUYEHHBIMH BO3MOXXHOCTSIMH 3/I0pPOBBSI M MHBAJMIaM yBEIHMYMBACTCS BpeMs Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJbHBbIE BOIMPOCHL. [l Takux oOyyaromuxcs IperlycMaTpuBaeTCs
nocTymHas popMa ImpeoCcTaBlIeHHsI OTBETOB HA 33JJaHHs, @ UMEHHO:

— NUCbMEHHO Ha OyMmare;

- Ha0Op OTBETOB Ha KOMIIBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIb30BAHUEM YCIYT aCCHCTEHTA,

- IpeCTaBICHNE OTBETOB YCTHO.

[Iporienypa OLEHWMBaHHUS pPE3YJNbTATOB OOYYEHHUS JHIl C OrPAaHHMYEHHBIMH BO3MOXXHOCTSIMHU
3I0pOBbsSI U MHBAIMJOB MO AMCLUUIUIMHE MpEeaycMaTpUBaeT NpeAocTaBlieHue MH(opManuu B ¢Gopmax,
aIaTHPOBAHHBIX K OTPAaHUYEHHSIM UX 3I0POBbBS U BOCIIPHSTHS HHPOPMAIIUH:

JI1s1 JIMI ¢ HApYILIeHUsIMHM 3PeHHUs:

- B (hopMe AIIEKTPOHHOTO JOKYMEHTA;

- B [I€YaTHOI (popMe YBETUUEHHBIM LIPUPTOM.

JIJ1s1 JINI ¢ HAPYUIEHUSIMH CJIyXa:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B MIEYaTHOH (opme.

JI1s1 JIM1 ¢ HAapYILIeHUsIMM ONIOPHO-ABUTaTeIbHOI0 annapara:

- B (hopMe AIIEKTPOHHOTO JOKYMEHTA;

- B MIEYaTHOH (opme.

[Tpy HEOOXOOUMOCTH Il JIUI] C OrPAaHMYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBbS M HMHBAJIMJIOB
mpoIieTypa OICHUBAHUS PE3yJIbTATOB O0YYSHHS MOXKET IMTPOBOIUTHLCS B HECKOJIBKO JTATOB.
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