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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;{pbl
npotokot Ne 6 oT « 15 » 5 2018 r
JIMCT COI'JTACOBAHUA

PabGouass mporpamMMa IUCHUIUIMHBI COCTaBJieHa C y4dyeToM TpeOoBaHui (enepanbHOTO
rOCyJapCTBEHHOTO 00pa3oBaTelbHOTO cTannapra Boiciiero oopaszoBanus (OPI'OC BO) no HampaBieHHIo
noarotoBku (cneruanbHocTh) 10.05.03 MHbOpManmonHass 6€301acHOCTh aBTOMATU3UPOBAHHBIX CHCTEM,
yreepxkaeHHoro 01.12.2016 roma, paccmoTtpena u ogodpena Ha 3acemannu kadeapst KUBDBC «  »
20 ropa, mpoTtokoi Ne

PazpaboTumk:
JHouent kad. KUBDBC A. A. Kones

3aBeayronuii odecreuynBaromiei kad.
KNBE2BC A. A. lllenynanos

Pabouas mporpaMma JUCIUIIIMHBI COTIIACOBaHa ¢ (PaKyIbTETOM U BBITYCKaOIIEH Kadeapoi:

Jexan ®b E. M. [laBbiioBa
3aBeyrOnInil BeIMTycKaroen kad.

KHNB2BC A. A. lllenynmanoB
OKCHepThl:

Houent xad. KUBSBC K. C. Capun
Houent xad. KUBSBC E. 1O. KocTrouenko
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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
OcHoBHas nens auctuiuimabl «[Ipuknannas kpuntorpadus» — GOPMHUPOBAHHE Y CTYIACHTOB
MIPEJICTABICHUA O MPAKTHYECKOM HCIIOJIb30BAHUN KPHUMNTOTPAQUISCKUX METOIOB 3alUThl MHPOpPMAIHH
JUTsl peIIeHUs OTACNbHBIX 3a7a4 oOecrieueHus] TH(HOPMAIIMOHHONW 0€301TaCHOCTH.

1.2. 3apa9yn THCHUILIAHBI
— cdopMUpOBaTh TPEACTABICHHE 00 OCHOBHBIX MPOOJIEMax, CBS3aHHBIX C MPAKTUYCCKUM
WCIIOIB30BaHUE  KPUNTOTPAaPUYECKUX  METOJNOB  3aIlUTHl  WMH(GOpPMAIMU; HW3YYUTh  OCHOBHBIC
KpunTorpaguueckue MpoTOKOIIbI, H3YUUTh HHPPACTPYKTYPY OTKPBITOTO KITFOYA.

2. MecTo aucuuninHbl B cTpykrype OIIOII
Hucnunmuna «lIpuknagnas kpunrorpadus» (b1.B.O.9) otHocutcs k Onoky 1 (BapmaruBHas
4acTh).
[IpenmecTByONMMHA ~ TUCHHMILIAHAMY, (OPMHUPYIOIUMH  HAa4yallbHbIC 3HAHUS, SIBISIFOTCS:
Kpunrorpaduueckue MeTos! 3amuThl HHPOpManuu, OcHOBBI HH(OPMAIIMOHHOK 0€301acHOCTH.
[TocnenyromumMy JUCHUILTHHAMYA SIBIISTIOTCS: 3alllUTa BBITYCKHOW KBaJM(UKAITMOHHOW paboTHI,
BKJTIOYAst MOJITOTOBKY K MPOIEAYPE 3alIUThI ¥ IPOIEeypy 3aluThl, [IpeaauruioMmuas npakTuka.

3. TpeOoBaHuA K pe3yJIbTATAM OCBOCHUS JUCHUIIMHBI

[Tponecc n3y4yeHHs TUCIUIUIMHBI HAIPABJICH Ha (POPMUPOBAHHE CIEAYIOUINX KOMITETCHIINNA:

—  IIK-3 criocoOHOCTBIO TPOBOIUTH AHAIN3 3AIUIIEHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM;

— IIK-14 cnocoGHOCTBIO  MPOBOAMTH  KOHTPOJBbHBIE  IPOBEPKH  pabOTOCHOCOOHOCTH
IPUMEHSEMbIX IPOrPaMMHO-ANINAPATHBIX, KPUNOTOIpaUUecKUX M TEXHUYECKHX CPEACTB 3allUThl
nH(pOpMAIHH;

— IIK-25 cnocoGHOcThIO OOecrieunTh IPQPEKTUBHOE IMPUMEHEHHE CPEICTB  3aIUThI
MH(POPMALIMOHHO-TEXHOJIOTHYECKUX PECYPCOB aBTOMATHU3MPOBAHHOW CHUCTEMbI M BOCCTAaHOBJIEHHE HX
paboTOCTIOCOOHOCTH MTPH BO3ZHUKHOBEHUH HEUITATHBIX CUTYAIH;

— TIK-26 cnocoGHOCTBIO aJAMHUHUCTPUPOBATh IOJCUCTEMY HH(OPMAILMOHHONW 0€30MacHOCTH
aBTOMaTU3UPOBAHHOM CUCTEMBI;

B pesynbrare u3ydeHus AUCUUIUIMHBI 00yYarOIIUICS TOIHKEH:

— 3HaTh OCHOBHBIE KPUNTOrpa(uuecKre METO/Ibl, AITOPUTMBI, TPOTOKOJIBI, UCIIOIb3yEeMbIe /IS
obecriedeHns: 6€30MaCHOCTH B KOMITbIOTEPHBIX CETAX.

— yMmeThb 3(QQEKTUBHO HCHOJB30BATh KPUNTOrpaduyecKue METOJbl U CPEACTBAa 3aIMUThI
uH(pOpMalUU B aBTOMATU3HPOBAHHBIX CUCTEMAX.

—  BJAaJeThb HaBbIKAMU HCIOJIb30BAaHUS TUIIOBBIX KPUIITOTpapUUECKUX aITOPUTMOB.

4. O0beM AUCHMILVIMHBI U BUJbI Y4eOHOH padoThl
OO0mas TpyOeMKOCTh JUCHUIUIMHBI cocTaBisieT 3.0 3a4eTHhIX €IMHHUIBI U Ipe/ACTaBiIeHa B
tabmune 4.1.
Tabnuna 4.1 — Tpy10eMKOCTb JUCIUILIMHBI

Bunbl yueOHOI nesTeNbHOCTH Bcero gacos CemecTpbl

6 cemecTp
AynuropHble 3aHATHS (BCErO) 72 72
Jlexun 18 18
[TpakTuyeckne 3aHsATHS 18 18
JlaGopatopHbie paboThI 36 36
W3 HuX B MHTEepakTUBHOU hopme 22 22
CamocTtosTenpHas padora (Bcero) 36 36
OdopmiteHne 0TYETOB TI0 J1a0OPATOPHBIM paboTam 17 17
[TpopaboTka JISKIIMOHHOTO MaTepuaa 6 6
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[ToaroToBKa K MPAaKTUYECKUM 3aHITHSIM, CEMUHApaM 13 13
Bcero (6e3 ax3ameHa) 108 108
OO0mas Tpya0eMKOCTb, 4 108 108
3aueTHbie EnuHUIIBI 3.0 3.0
5. Conep:xaHue TUCHUILIHHBI
5.1. Pa3enbl AMCUMILIMHBI M BUbI 3aHATHH
Pazaenbl AMCIMIUIMHBI U BUJIBI 3aHATHH TPUBEACHBI B Ta0uIe S.1.
Tabnuna 5.1 — Pa3aesnpl IMCHUIUIMHBI U BUJIbI 3aHITHN
Bcero
[Tpak. | Jlad. Cawm. yacoB | Popmupyembie
Haspanwust pa3ienoB AUCHHUILTAHBI Jlek., g
3aH., 4 | pad., 9 | pad., d (6e3 KOMIIETEHITHN
9K3aMeHa)
6 cemectp
1 Kpunrorpaduueckue mpoTOKOIbI: 2 3 6 10 21 [1K-14, I1K-3
o011e ITOHATHS.
2 [IpoToKobl pacupeieneHusl KIIouen. 4 ) 0 4 13 [1K-14, I1K-
25, 11IK-26
3 NudpacTpykTypa OTKPHITOTO KITFOYa. 4 4 0 13 [1K-14
4 TTpoTokoabl UASHTU(UKAITIN U 11 19 [1K-14, IIK-
ayTeHTU(UKAIIHH. 25, TIK-26
5 beszomnacHslii kaHan oOMeHa 2 0 0 1 3 [1K-14
COOOILIEHUSIMHU.
6 [IpakTrdecKkue acClieKThl peau3auu 2 6 19 12 39 I1K-14
CPEICTB KpUNTOrpauuecKoi 3ammThl
UHpOpMaLIUH.
Htoro 3a cemecTp 18 18 36 36 108
Htoro 18 18 36 36 108
5.2. Conep:xanue pa3ie10B JMCUMILIAHBI (110 JIEKIUSM)
Cogepxanue pa3aesioB AUCHUILIINH (IO JIEKIKSAM) TPUBEEHO B Tabnuie 5.2.
Tabmuma 5.2 — Coneprxkanue pa3/ie OB JUCIUIUIMH (T10 JICKITUSIM)
ConepxaHnue pasaeno c o | Tpymoemkoc ®o eMble
Haspanus pasienios JepyKaHUe Pa3/eIIOB JUCIHILTUHBI (11 PYIOEMKOCTb, PMUPYEMBI
TIEKIIUSM) q KOMIIETEHIINH
6 cemecTp
1 Kpunrorpaduueckue |[loHsTne kpuntorpadguieckoro npoTokosa. 2 [1K-14, I1K-3
MIPOTOKOJIBI: 00TIIHE Pousb kpunTorpadguaeckux mpoTOKOJIOB B
TTOHSITHS. CUCTeMax 3anuThl HHpopMari. OCHOBHBIC
aTaku Ha KpUNITOTpaduIecKre MPOTOKOIBI.
Hroro
2 IIpoTokosibl VYipaBieHue CEKpEeTHBIMU KIIFOUaMH. [1K-14
pacnpezeneHus PacripenesieHre ceKpeTHBIX KITFOUCH.
KITIOYEH. Virtoro
3 Undpactpykrypa [TonsATHE PNEKTPOHHON MOAIKCH. [1IK-14

OTKPBITOI'O KJIrO4a.

VYipaBineHue OTKPBITHIMU KIIFOUaMH.
OcCHOBHbBIE KOMIIOHEHTHI HH(PACTPYKTYPhI
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OTKpPHBITHIX Kitouei. [lonsarue ceprudukara
OTKPBITOTO KJIt04Ya. Y JOCTOBEPSIOIINIA
LHEHTP. ApXUTEKTypa HHPPACTPYKTYPbI
OTKPBITOTO KJIIOYa.

Hroro
4 IIpoTOKOJIBI [TpoToKoIBI HACHTU(UKAIIME HA OCHOBE [1K-14, I1IK-25,
uAeHTU(DUKAIINY U napoJiei, MPOTOKOJbI «PYKOMOXKATHSI» U [1K-26
ayTeHTU(UKAIIHH. THUIA «3arpoc-0TBeT». [IoHsATHE MPOTOKOIOB
MHTEPAaKTUBHOIO JJOKa3aTeJIbCTBA U
J0Ka3aTenbcTBa 3HaHM. [IpoTOKOIIBI
UJCHTU(PUKAIIMN HA OCHOBE IIPOTOKOJIOB
JI0Ka3aTeNbCTBA 3HAHUS C HYJIEBBIM
pasrianeHueM.
Hroro 4
5 be3onacusiii kanan | [loctpoenne 6e30macHOro I1K-14
oOMeHa COOOLICHUSAMH. | KOMMYHUKAIIMOHHOTO KaHaJla Ha OCHOBE
KpUNITOrpaQUUeCKUX allrOPUTMOB.
Hroro 2
6 IIpakTrueckue [TpobnemMbl peanuzanuu 2 I1K-14
ACTIEKTHI peaiu3aliil | KpUNTOrpaduuecKux alropuTMOB.
Cpe/CTB I'eneparus cmydailHbIX yncen. 3alluTa oT
KpUNTOrpaguuecKor | yTeuykd HHPOPMALIUH.
3alUThl HHGOPMAIUH.
o (opmarm Hroro 2
Htoro 3a cemectp 18

5.3. Pa3nesbl AMCUMINIMHBI M MEKIMCUMILIHHAPHBIE CBA3HU ¢ 00eceYnBAOMMMU (MPeIbI1y MM)

U o0ecreunBaeMbIMHU (l'[OC.Tle)_IyIOIHI/IMI/I) AUCHHUIIJIMHAMHU

Pa3znenpl nucHUIUIMHBI U MEXIUCUUIUIMHAPHBIE CBSI3U C 00€CTIEUMBAIOUIMMHU (TIPEABIAYIIUMH) U

o0ecneuynBaeMbIMU (HOCJ'Ie,Z[y}OIJ_II/IMI/I) JAUCHUIINIMHAMU IPCICTABJICHLI B Ta6J'II/II_Ie 5.3.

Tabnuna 5.3 — Paznenbl IUCHUIUIMHBI M MEKIUCIMINIMHAPHBIE CBSI3U

HanmeHoBaHMe TUCHMILINH

Ne pazaenoB naHHO#M AMCHMIUIUHGL, 111 KOTOPBIX HEOOXO0IMMO
M3y4eHrne 00eCneunBarOIINX U 00eCTIeYNBAEMBIX JUCIUTIINH

1 2 3 4 5 6
[IpenmecTByromue TUCHUIINHBI
1 Kpunrorpaduueckre METOIbI 3a1IUTHI + +
uHpopMaun
2 OcHOBBI HH(OPMALIMOHHON +
0€301acHOCTH
[Tocnenyromme TUCIUTIITUHBI

1 3amuTa BBITYCKHOMI
KB (PUKAITHOHHOH TBI, BKITFOUAsT

anuUKAITMOHHONW pabOThI, BKITIOUA + + + + + +
MOJArOTOBKY K IPOLEAYPE 3aLUTHI U
MPOLEAYPY 3aLIUThI
2 [IpenaurioMHast mpakTUKa + + + + + +

5.4. CooTBeTCcTBHE KOMIETeHIMIi, GOPMHUPYEMBbIX NPU U3YyYEHUH THCUMILJIMHBI, 1 BU/I0B 3aHATHI
CooTBeTcTBHE KOMIETEHIMH, (OPMUPYEMBIX NpPU H3YYEHUHM TUCHMIUIMHBL, U BUAOB 3aHATHH
IpescTaBjieHo B Tabmune 5.4.

CornacoeaHa Ha noptane Ne 29452



Tabmuna 5.4 — CooTBeTcTBHE KOMMIETECHLUH, (HOPMUPYEMBbIX NpPU W3YyUYEHHHM IUCLUUIUIMHBI, ¥ BHJOB

3aHATUI
Bungnl zaupstuit
Komnerenmuu DopMBbI KOHTPOJISI
Jlek. [pak. 3aH. Jlab. pab. Cam. pa0.
I1K-3 + Onpoc Ha 3ansATHSIX, Tect
I1K-14 + + + + Koncnekr
CaMOIIOATOTOBKH,
Co0OecenoBanue, OTUeT 110
nabopaTopHoO# padoTe,
Omnpoc Ha 3ansaTusx, Tect
[1K-25 + + + CobecenoBanue, OT4YeT MO
naboparopHoii padore,
Onpoc Ha 3ansATHSIX, Tect
I1K-26 + + + Cobecenosanne, OTuer 1o
nabopaTopHoO# padoTe,
Omnpoc Ha 3ansaTusx, Tect

6. UaTepakTUBHBbIE MeTObI U (JOPMBI OPraHu3al UM 00y4YeHus!
TexHOIOTHH UHTEPAKTHBHOTO O0YYEHUS PH pa3HBIX POpPMax 3aHATUH MpUBEIEHBI B Tabmuie 6.1.
Tabnuua 6.1 — TexHOJIOrMU MHTEPAKTUBHOTO 00yUYeHHsI ITPH pa3HbIX (hopMax 3aHATHH

HuTepakTUBHBIC WNuTepakTuBHBIC
WNHTepakTuBHBIE
MeTto b1 MIPAKTUYECKHE 3aHATHS, | TAOOpATOPHBIC 3aHATHS, Bcero, u
JEKIUH, 4
q q
6 cemecTp
[Ipe3eHnTanmu ¢ 3 6 5 14
HCIIOJIb30BaHUEM
CJIAlI0B C
o0cyXIeHuEM
[TpesenTanuu ¢ 3 4 1 8
HCIIOJIb30BaHUEM
MYJIBTUMEIHA C
o0cyXIeHuEM
Uroro 3a cemectp: 10 22
Hroro 10 22
7. JlabopaTopHbie padoThl
HaumenoBanue nabopaTopHbIX paboT npuBeAeHo B Tabmwuie 7.1.
Ta6muma 7.1 — HaumeHoBaHue 1ab0paTOPHBIX paboT
TpynoemkocTs, | Dopmupyembie
HasBanus pasnenoB HaumenoBanue nabopatopHbix paboT pyA ’ PMHPY
q KOMIIETEHIINH
6 cemecTp
1 Kpunrorpapuueckue | Kpunrorpaduueckue aiinoBsie cucTeMbl 6 [1K-14
MIPOTOKOJIBL: O0IIIHE Vitoro 6
MOHSITHSL.
4 TIpoTOKOIIBI CpencTBa KpUnTOrpa@uIecKou 3auThI 11 [TK-14, T1K-25,
UCHTUDUKAIMY U uHpopMaun I1K-26
ayTeHTU(UKALINH. Vroro 11
6 IIpakTnueckue [Mudposannas daiinosas cucrema 4 I1K-14
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acrmekThl peasim3anuu | Kpunronposaiiaepbl 15
TB

cpeac . |Hroro 19

Kpunrorpaduaeckoi

3aMUThl UHOOPMAIIHH.

Hroro 3a cemectp 36

8. IIpakTHyeckue 3aHATHUSA (CEMUHAPDI)
HanMeHoBaHME MPaKTUYECKUX 3aHATHN (CEMUHAPOB) MPUBEICHO B Tabmwmie 8.1.
Tabnuna 8.1 — HaumeHoBaHUE NPAKTUYECKUX 3aHITHH (CEMUHApPOB)

HanmenoBaHue NpakTUYECKUX 3aHATHN Tpynoemkocts, | Dopmupyemslie
Ha3zBanus pasnenon
(cemuHapOB) q KOMITETCHITH
6 cemecTp
1 Kpunrorpaduyeckue | AHaIM3 ysI3BUMOCTEH MPOCTEHIITNX 3 I1K-14
IPOTOKOJIBL: 00IIHe IPOTOKOJIOB
MOHSTHSL.
Hroro
2 IIpoTokoJibl AHanu3 ysa3BUMOCTEN IPOCTENILINX [1K-14, I1K-25,
pacnpeneneHus MIPOTOKOJIOB. I1K-26
Yeu.
KLoHe Hroro 5)
3 Undpactpykrypa CrtpykTypa cepTH(PHUKATOB OTKPHITOTO KIH0Ya 4 I1K-14
TKPBITOTO KITFOYa.
OTKPBITOTO Kiltota Hroro 4
6 [IpakTaeckue Y nocroBepsromuye HeHTPbI 6 [1K-14
ACTEKThI pean3alnuu
p 1 Utoro 6
CpeAcCTB
KpunTorpaduueckoi
3aIUTHI HOOPMALIHH.
Hroro 3a cemectp 18

9. CamocrosiTeqibHAs padoTa

Bunpsl camocTosTensHON paboThl, TPYA0EMKOCTh U (POPMHUpPYEMbIE KOMIIETEHIIUH NPE/ICTaBICHbI B

Tabauie 9.1.
Tabnuna 9.1 — Buasl caMmocTosTeNbHOM paboThl, TPYAOEMKOCTh M JOPMUpPYEMBbIE KOMIIETEHIIMH
Bunrwl camocrositensHou | TpygoeMKkocTh, | DopMUpyeMbIe
Ha3Banus paznenon A pya ’ PMHPY DopMBbI KOHTPOJIA
paboThI q KOMIIETEHIINHT
6 cemectp
1 IToaroroBka k 3 [1IK-14 Omnpoc Ha 3aHATHSIX,
Kpuntorpaduueckue | mpakTH4ecKuM OTueT O
IIPOTOKOJIBI: 00IIKE | 3aHATHSAM, CEMUHApam nabopaTtopHoOit
TIOHSITHA. abot
0 [TpopaboTka 1 lé 660 ©
oOecemoBaHue
JIEKIIMOHHOI'O MaTepuaia A >
Tect
OdopMmieHre 0T4eTOB 1O 6
nmabopaTopHBIM paboTam
Hroro 10
2 [TpoTOKOIIBI IloaroroBka x 3 TIK-14 Koucnekrt
pacnpeneneHus MPaKTUYECKUM CaMOITOJITOTOBKH,
KJTIOUEH. 3aHATHUSAM, CEMUHApaM CobecenoBanmue,
Tect
[TpopaboTka 1 e
JIEKIIMOHHOT'O MaTepuaia
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Hroro
3 Undpactpykrypa |[loaroroBka k [1K-14 Ornpoc Ha 3aHATUSX,
OTKPBITOTO KJIFOYa.  |[IPAKTUYECKUM Cobecenopanue,
3aHATHUAM, CEMUHapaM Tect
[IpopaboTka 1
JEKIIMOHHOTO MaTepHasa
Utoro 5
4 IIpoTOKOJIBI [TpopaboTka 1 [1IK-14 Omnpoc Ha 3aHATHSIX,
UACHTU(PUKAIMN U |JIEKLIHOHHOTO MaTepuana Otuer no
ayTeHTH(UKauu. nabopaTopHOI
yT (uxcan OdopMieHre 0TIETOB 10 3 patop
pabore, Tect
nabopaTOpHBIM paboTam
Utoro 4
5 be3onacHsrit kanan | [IpopaboTka [1K-14 Ompoc Ha 3aHATUSX,
oOMmeHa JEKIIMOHHOTO MaTepuasa Tecr
COOOIIEHUSIMU. Virtoro 1
6 IIpakTrueckue [ToaroroBka k 3 [1K-14 Onpoc Ha 3aHATUSX,
ACTICKTBI MIPAKTUICCKAM Otuer o
peanu3anuu CpesICTB |3aHATHSIM, CEMUHApaM nabopatopHoit
KpunTorpaduaeckoi abore
P padp [TpopaboTka 1 p ’
3aIUTHI Cobecenopanue,
JEKIMOHHOT'O MaTepuaia
uHpOpMaLUH. Tect
OdopMieHHEe OTIECTOB TIO 8
nabopaToOpHBIM paboTam
Uroro 12
Hroro 3a cemectp 36
Htoro 36
10. Kypcogoii npoekT / kypcoBasi padora
He npegycmorpeno PYIL.

11. PeiiTnHroBasi cucreMa /Uil OLCHKH YCIIeBAeMOCTH 00y4aI0IINXCs

11.1. bajsuibHbIE OLEHKH JJIfl 3JIeMEHTOB KOHTPOJIS

Tabauna 11.1 — banibHble OLIEHKH ISl 3JIEMEHTOB KOHTPOJIS

. . MakcuMalibHbIN
. MaxkcumanbHbBIH MaxkcumanbHbBIH
OneMeHTsl yueOHOH 6asu1 3a Iepuos Bcero 3a
6amt Ha 1-yro KT ¢ | Gann 3a mepuon
JIESITEIbHOCTH mexnay 2KT u Ha CEMECTp
Hayana cemectpa | mexay 1KT u 2KT
KOHell ceMecTpa
6 cemectp
Koncnekr 5 5 15
CaMOTIOJITOTOBKH
Omnpoc Ha 3aHATHAX 5 5 15
OTuert o mabopaTopHOH 10 10 10 30
pabote
CobecenoBanue 2 2 2 6
Tect 12 12 10 34
HToro MakcumyM 3a 34 34 32 100
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TIEPHOJT

Hapacraromum urorom 34 68 100 100

11.2. IlepecueT 0a/1710B B OLlEHKH 32 KOHTPOJIbHbIE TOYKH
[TepecueT OamIOB B OLIEHKH 32 KOHTPOJIbHBIC TOUKU MPEICTaBICH B Tadbmue 11.2.
Tabmuma 11.2 — Ilepecuer 6aJu10B B OIIEHKH 32 KOHTPOJIBHBIE TOYKH

Bamnibl Ha 1aTy KOHTPOJIBLHOM TOYKU Ouenka

> 90% oT MakcuManbHOM cyMMbl 6ayutoB Ha gaty KT 5)

Ot 70% no 89% ot makcuManbHOM cyMMbI O6amioB Ha naty KT

4
Ot 60% 10 69% OT MakcuManbHOM cyMMbI OayutoB Ha gaty KT 3
2

< 60% ot MakcuManbHOM cymMbl 6ayioB Ha aaty KT

11.3. IlepecueT cymMMbI 02J1JI0B B TPAAULUMOHHYI0 M MEKIYHAPOIHYIO OILlEHKY
[lepecueT cymmbl OAJIJIOB B TPAAUIIMOHHYIO M MEKIYHAPOJIHYIO OLEHKY MpEACTaBIEH B TaOIHIIe
11.3.

Tabnuua 11.3 —IlepecueT cymMMbl 0aJIJI0B B TPAAULIMOHHYIO U MEXIYHAPOAHYIO OLICHKY

Htorosas cymma 6aijios,

Onenka (I'OC) YYMUTBIBAET YCIEUIHO CTAHHBIN Onenka (ECTS)
9K3aMeH
5 (oTmu4HO) (3a4TEHO) 90 - 100 A (oTr4HO)
85 -89 B (ouenp xopor1o)
4 (xopo1o) (3a4TEHO) 75 -84 C (xopomo)
70-74
D (ynoBneTBopHUTEIBHO)
3 (yIOBJIETBOPHUTEIHHO) 65 - 69
(3a4TeHO) 60 - 64 E (nocpencTBenHo)
2 (seynosseTsopuTELHO) (HE Hwxe 60 Ganos F (HeynoBIeTBOPUTEIHHO)
3a4TEHO)

12. YueboHO-MeTOAMYECKOE M HH(POPMALIMOHHOE 00ecTieyeHue JUCIUNINHBI

12.1. OcHoBHas IMTEpPaTYypa

1. Kpunrorpadus B 3agauax u ynpaxsenusx / B. O. Ocumsn, K. B. Ocunss. - M. : 'enmnoc APB,
2004. - 143[1] c. : un. - 3arn. o0 : Kpunrorpadgus B ynpaXHEHHSIX W 33Ja4ax. - 3aril. Ha KOPEIIKE :
Kpunrorpadgust B ynpakHeHusix M 3agayax. - bubmmorp.: c. 139. - ISBN 5-85438-009-9 : 52.25 p.
(maymmuune B 6ubmmoreke TYCVYP - 50 5k3.)

2. OcHOBBI HH(pOpPMAIIMOHHONW 0€30MacHOCTH [DIEKTPOHHBIN pecypc]: YuebHoe mocobue /
lomukoB A. M. - 2007. 201 c¢. — Pexum npoctyma: https://edu.tusur.ru/publications/1024 (mara
obpamenus: 19.05.2018).

12.2. lonoTHUTEIBHASI TUTEPATypa

1. OcHoBsl kpunrorpaduu : yaedHoe ocodue s By3os / A. I1. Andepos [u ap.]. - 3-e usm.,
uchp. u goi. - M. : I'enmnoc APB, 2005. - 479, [1] c. : un. - bubmuorp.: c. 469-475. - ISBN 5-85438-137-0
(manmuuue B 6ubnuoreke TYCVYP - 30 5k3.)

2. 3y6oB, Amnaronuii IOpbeBuu. Kpunrorpaguueckue MeTOAbl 3alUTHl HMH(DOPMAIUH.
Cogepuiennsie mudpsl : YyeOnoe nocodbue 11 By30B. - M. : "T'enmuoc APB" | 2005. - 190[2] ¢ (Hanuyue
B oubnmmoreke TYCVYP - 30 3k3.)

3. Psab6ko, bopuc fxosneBnu. Kpunrorpadudeckne MeToapl 3alIUThl HHPOpMaNuU @ YdeOHOe
nocobue 11t By30B. - M. : ['opstuas muaus-Tenexom , 2005. - 229(3] c. (manuuue B 6ubmmorexke TYCVYP -
30 9k3.)
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12.3. YueOHO-MeTOAMYECKHE TTOCOOH ST

12.3.1. O0s13aTesibHbIE Y4eOHO-METOAMYECKHE NTOCOOU

1. Escrotun O.0. Kpunrorpadudeckue MeToabl 3amuThl nHGopManuu [ DIeKTpOHHBIN pecypc]:
METOJIMYCCKUE YKA3aHUs JIJISl BBITIOJHEHUS MPAKTUYECKUX M CAMOCTOSITENIBHBIX PabOT [DIEKTPOHHBIH
pecypc]. — 2014. — Pexxum JOCTYTIA:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_kmzi.pdf (naTa oopamenus: 19.05.2018).

2. Esctormn 0O.0. Ilpuknagnas xpunrtorpadus [DIEKTpOHHBIA pecypc]: METOIUYECKHe
yKa3aHUs JJIs1 BBIMOJIHEHHS JJA0OPATOPHBIX M CAMOCTOSTENbHBIX paboT [DnekTpoHHBIH pecypc]. — 2014.
— Pexum gocryna: http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_pk.pdf (marta
obpamienus: 19.05.2018).

12.3.2. Y4yeOHO-MeTOAMYECKHE OCOOMS /IJIs1 JIUI] ¢ OTPAHUYEHHBIMHM BO3MOKHOCTSIMH 310POBbSI M
HHBAJIMI0B

Y4eOHO-METOAMUECKHE MAaTePUATBI JIJISI CAMOCTOSTEILHOM U ayJAUTOPHON paOdOThl 00YJarOIINXCS
W3 YKCia JIUI C OTPAaHMYEHHBIMU BO3MOXHOCTSIMHU 3JI0POBbsSI 1 UHBAIUIOB MPEIOCTABISIIOTCA B (hopMax,
aIaITHPOBAHHBIX K OTPAaHUYCHUSM WX 3JI0POBbS U BOCTIPUATHS UHPOPMAITUH.

JlJ1st JIMI ¢ HAPYIIeHUSIMU 3PeHMusI:

- B (popMe 2JIEeKTPOHHOTO JOKYMEHTA;

— B IICYaTHOH ()OpME yBETUUYECHHBIM IIPH(PTOM.

JLst M1 ¢ HAPYIIEHUsIMU cJIyXa:

- B (popMe 3JIEKTPOHHOTO JOKYMEHTA;

- B IIEYAaTHOH (opme.

Jlais1 U1 ¢ HAPYLIEHUSIMU ONIOPHO-IBUTaTeJIbHOIO anmnapara:

- B (hopMe FIEKTPOHHOTO JOKYMEHTA;

- B [I€YaTHOH opme.

12.4. IIpo¢eccuonanbHbie 6a3bl JAHHBIX 1 HH(POPMAINMOHHBIE CIIPABOYHBbIE CHCTEMbI

1. Copyright for Librarians - Kypc Ha aHrIuiickoMm si3bike, OECIUIaTHBINA, MHTCPAKTHBHBIN, C
3aauaMu ¥ mpuMepamu. Bee marepuansl Kypea noctynssl 1o aunensun Creative Commons, TO €CTh UX
MOKHO KOTIHPOBATh, PACIPOCTPAHATh U U3MEHATh. cyber.law.harvard.edu. Jloctyn cBoOoAHBII.

2. eLIBRARY.RU - Kpynneiimmii poccuiickuii WHGOPMAIMOHHBIA TOPTal B 00JaCTH HAyKH,
TEXHOJIOTUH, MEAMLIMHBI U 00pa3zoBaHus. www.elibrary.ru. JlocTyn cBOOOIHBIH.

3. Nano - Pecypc npenocrapnsier nanusie o 6oee 200 000 HaHoMaTepranoB U HAHOYCTPOKCTB,
coOpaHHbBIE U3 CaMbIX aBTOPUTETHBIX HAYUHBIX M3/1aHuI. nano.nature.com. JlocTyn cBOOOAHBII.

4. Nature - 88 ecrecTBEeHHO-HAY4HBIX >KYpPHAJIOB, BKJIIOUash CTapeWIIMi M OJUH U3 CaMbIX
aBTOPUTETHBIX HAy4YHBIX )KypHanoB Nature www.nature.com. JlocTyn cBOOOAHBIIA.

5. Polpred.com O630p CMU - OG30p cpenctB maccoBoit mHpopmaiuu. ExxeqHeBHO Thicsya
HOBOCTEM, MOJIHBIA TEKCT Ha PYCCKOM s3bIKe. MUJUIMOHBI CIOKETOB MH(OPMAreHTCTB U JIEJIOBOW MPECCHI
3a 15 ner. www.polpred.com. JlocTyn cBOOOIHBIIA.

6. zbMATH - camas monHas MaTeMaTWdeckas 0Oa3a JaHHBIX, OXBAaThIBAOIIAas MaTepHalbl C
koHia 19 Beka. zbMath conepxut okono 4 000 000 moxymenTos, u3z 6omnee 3 000 xypuanos u 170 000
KHUT TI0 MaTeMaTUKe, CTaTUCTHKE, MH(POpPMaTHKe, a TaKKe MAIIMHOCTPOEHHIO, (PU3UKE, €CTECTBEHHBIM
HayKaM U ap. zbmath.org. Jloctymn cBOOOIHBII.

7. ApxuB xypHaioB PAH - Poccuiickas akagemuss Hayk U uzgatenbctBo «Hayka» mpunsim
pelieHre OTKPBITh CBOOOIHBIN JOCTYM K apxuBaM XypHainoB PAH, Bkitouas Homepa xypHaioB 3a 2017
r'OJ1, BBIITYCK KOTOPBIX M0 KOHTpakTy ¢ PAH ocymectsnsino u3narensctBo «Hayka». becrumatabiit goctyn
K JJIeKTPOHHBIM BepcusiM >kKypHanoB PAH Oyxer mnpenoctaBmsitbess Ha 1uiatdopme elibrary.ru u
libnauka.ru (anexTponHas 6ubnmoreka nznarenbpcTBa «Haykay). Beero sxypHanoB B pedepeHTHOH TpyIine
149. Cniucoxk xxypHanoB. JlocTyn CBOOOTHBII.
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13. MarepuaJibHO-TeXHHYECKOe o0ecriedeHne TUCHUIIMHBI U TPpedyeMoe MporpaMMHoOe
ol0ecrnieueHue

13.1. O6mue TpeGoBaHus K MaTePHATbHO-TEXHHYECKOMY M IPOrPAMMHOMY 00ecre4eHHuI0
AUCHMILTUHBI

13.1.1. MaTepuaJibHO-TeXHHMYeCKOe M IPOrpaMMHOe o0ecrnedeHne 1Jis1 JIEeKIHMOHHbIX 3aHATHI
I[JISI IMPOBCACHUA 3aHATHI JICKHMOHHOI'O THIIA, I'PYIIIOBBIX W MHIAWBUAYAJIbHBIX KOHCy.HBTElI.IHfI,
TEKYILEro KOHTPOJISI U MPOMEKYTOUHON aTTeCTallMM UCHOJb3yeTCsl yueOHasi ayAUuTOPHUs C KOJIMYECTBOM
MOCaZOYHbIX MECT He MeHee 22-24, obopyaoBaHHas JOCKOW M CTaHAAPTHOM ydeOHOW MeOenbio.
HmeroTcss A€MOHCTpaLlMOHHOE O00OpyJOBaHME W Yy4eOHO-HarjsiHble MocoOus, olecrneynBaronue
TEMATUUYCCKUEC NIUTIOCTPALUHU I10 JICKHUOHHBIM pa3JiciiaM JUCIUILIAHBI.

13.1.2. MaTepuajbHO-TeXHHYECKOE 1 MIPOrpaMMHOe ofecrneyeHne IJisl MPAKTHYEeCKUX 3aHATHH

Jlaboparopus mporpaMMHO-aNapaTHBIX CPEICTB oOecreueHus: MHHOPMAIIMOHHONW 0€30MacHOCTH,
y4ueOHasl ayauTOpHsl JUIsi TPOBEICHHS 3aHATHH TNPAKTHYECKOTO THUIA, Yy4eOHas ayauTopusl IS
MIPOBEJICHUS 3aHATUH JIA0OPATOPHOTO TUTIA

634045, Tomckas obnacts, r. Tomck, yin. Kpacnoapmeiickas, a. 146, 405 ayn.

Onucanue uMeromerocss 000py10BaHus:

- Komnbroteps! kiacca He Hibke M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-11
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 miT.);

- KommekT cnenuanu3zupoBanHoi yaeOHo# meben;

- PaGouee mecto npenogaBarers.

[IporpammHuoe obecrieueHue:
Microsoft Windows 7 Pro
VirtualBox
Kpunrorpaduueckoe cpeacrso 3amutsl uHpopMmanuu Kpunrollpo CSP

— AnmapaTHO-IPOTpaMMHBIE CPEJCTBA YIPABICHUS IOCTYNOM K JaHHbIM mmdpoBanus: [10
ViPNet Administrator 4.x, IIO ViPNet Coordinator for Windows 4.x, IIO ViPNet Coordinator for Linux
4.x, I1O ViPNet Client for Windows 4.x, I[10 ViPNet Crypto Service 4.x, Kpuntollpo CSP, DallasLock

13.1.3. MaTepuajbHO-TeXHHYeCKOe H POrpaMMHOe odecriedeHne 1Jis1 JIa00paTOPpHbIX padoT

Jlaboparopus mporpaMMHO-anmapaTHbIX CPEICTB odecrneueHus: HHHOPMAIIMOHHONW 0€30MacHOCTH,
yueOHasi ayauToOpHs s MPOBEISHUS 3aHATUH MPAKTHUECKOro THUMA, YydeOHas ayauTopus Ui
MIPOBEJICHUS 3aHATUH JIaOOPaTOPHOIO TUIIA

634045, Tomckas obnacts, r. Tomck, yi. Kpacnoapmeiickas, a. 146, 405 ayn.

Onucanne uMeromerocs 000py10BaHus:

- Komnbroteps! kiaacca He Hibke M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-11
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 mrT.);

- KommnekT cnenuanuzupoBaHHoi yueOHO# Mmeben;

- PaGouee mecto npenoaasaress.

[TporpamMmmHoe obecrieueHue:

— Microsoft Windows 7 Pro

— VirtualBox

— Kpunrorpaduyeckoe cpencto 3amutsl napopmaruu Kpunrollpo CSP

CpencTBa CKaHUPOBAHMS 3aLIUIIIEHHOCTH KOMIBIOTEPHBIX CETEM:

- MaxPatrol Education,

- XSpider Education.

13.1.4. MaTepuajibHO-TeXHUYECKOE U MPOrPaMMHOE 0OecneyeHue 1JIs1 CaMOCTOATEIbHOH padoThl
Jns camocToATenbHOW pabOThl MCIONB3YIOTCS Yy4eOHbIE ayTUTOPUHU (KOMIIBIOTEPHBIE KJIAcChl),
PaCIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obsacts, T. ToMck, JleanHa ipocnexT, 1. 40, 233 ay.;
- 634045, Tomckas obnacts, T. ToMck, yi. KpacHoapmetickas, 1. 146, 201 ayn.;
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- 634034, Tomckas obnacts, T. ToMmck, Bepmmnauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckas o6sactb, T. ToMck, Bepmmanna ynuna, 1. 74, 207 ayn.

CocraB 000py/I0BaHUS:

- yaeOHas meOeb;

- komnbrotepsl kinacca He Hiwke [I9BM INTEL Celeron D336 2.81Tw. - 5 miT.;

- KOMIIBIOTEPHl MOAKIIOYEHBl K ceTu «MHTepHeT» M 00eClneurBaOT JOCTYI B 3JIEKTPOHHYIO
nH(pOpPMaMOHHO-00pa30BaTEILHYIO CPEly YHUBEPCUTETA.

[TepedeHp MporpaMMHOTO OOECIICYCHHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TEXHHYECKOe o0ecrieueHne M CUMILTHHBI IS JTUI] ¢ OTPAaHUYeHHbIMH
BO3MOSKHOCTSIMH 3/10POBbSI U HHBAJINI0B

OcBoeHUE TUCHUIUIMHBI JIMIIAMH C OTPAHUYEHHBIMA BO3MOXKHOCTSMH 370POBbS U MHBAIHIAMHU
OCYILIECTBIISIETCS C UCIIOJIb30BAHUEM CPEJICTB 00y4eHHUs OOIEro U CrelnaIbHOr0 Ha3HAYSHUS.

[Ipu 3aHATHAX € OOYYAIOIMMUCS € HAPYIIEHUSIMM CJyXa TMPEIyCMOTPEHO HCIOJIb30BAaHUE
3BYKOYCUJIMBAIOIIEH anmaparypbl, MYJIbTUMEIUNHBIX CPEACTB W JPYIMX TEXHHUYECKHX CPEACTB
nprema/mepenadn yaeOHoH MHGPOpMauu B JOCTYIMHBIX (hopMax, MOOMIBHOH CHUCTEMBI TPEIO aBaHUS
U O0yYaroUUXCs C WHBAIMIHOCTHIO, TOPTATUBHOW MHIYKIIMOHHON CHUCTEMBbl. YueOHas ayauTopus, B
KOTOPOW 3aHHMMAIOTCSl OOyYaroluecs C HapyIIeHHEM Ciyxa, 000pyl0BaHa KOMIBIOTEPHOW TEXHUKOM,
ayJIMOTEXHUKOM, BUJCOTEXHUKOM, FJIEKTPOHHON JOCKOU, MyJIbTUMEIUHHON CUCTEMOIA.

[Ipu 3aHATHSAX C 00YYAIOUIUMHUCS ¢ HAPYIIEHUSIMU 3PEHUSIMU TIPEIYCMOTPEHO UCIIOIH30BaHUE B
JEKUMOHHBIX U Y4YEOHBIX ayJUTOPHUSAX BO3MOXKHOCTH IPOCMOTpa YAAJIEHHBIX OOBEKTOB (Hampumep,
TeKCTa Ha JIOCKE WJIM Claiijla Ha DJKpaHEe) MpU TOMOIIM BHUIACOYBEIUYUTENCH i1 KOM(OpPTHOTO
MIPOCMOTpA.

[Ipu 3aHsATHAX ¢ OOydYaIOMIMMHCS € HAPYUIEHUSMH ONOPHO-JABUIaTEeJIbHOI0 amnmnapara
UCIIONIB3YIOTCSl allbTePHATUBHBIE YCTPONCTBA BBOJAa MHGOpPMAIMU MU APYyrue TEXHUYECKUE CpEICTBa
npuema/nepeaayn yueOHoH MHPOpManuu B JAOCTYMHBIX (hopMax, MOOWJIBHON cHCTeMBbl OOydeHUs IS
JII0JIEH C MHBAIMIHOCTBIO.

14. OneHovHble MaTepHaJIbl U METOAUIECCKUE PEKOMCHAAIUH 110 OPraHU3allui U3Yy4YCHUSA
AUCHHUIIIMHBI

14.1. ConepxxaHue OLIEHOYHBIX MATEPHATIOB U METOANYECKHE PEKOMEHAAM U
I[J'ISI OIICHKHN CTCIICHU C(bOpMI/IpOBaHHOCTI/I n ypOBHSI OCBOCHUA 3aernneHme 3a I[HCHHHHHHOﬁ
KOMIIETEHIINI UCTOJIB3YIOTCS OLIEHOYHBIE MATepUaibl B COCTaBE:

14.1.1. TecToBbIe 3a1aHus
[To npununy Kepkroddca B KpunrocucteMe CEKpEeTHBIM JTOHKHO OBITh:
- KJII0Y
- BpeMs udpoBaHus
- CII0’KHOCTD aJITOpUTMa
- JUTMHA KJIt04Ya
[To6enutens konkypca AES (Advanced Encryption Standard)?
- DES
- RC6
- Rijndael
- Twofish
Yro takoe nuddyzus?
- Briusinue oTHOTO 3HaKa OTKPBHITOTO KITF0Ya HAa 3HAYUTEIBHOE KOJMYECTBO 3HAKOB MIHU(PPOTEKCTA.
- Biiusinue o/1HOT0 3HaKa 3aKphHITOro KIF04Ya Ha 3HAYUTENIbHOE KOJIMYECTBO 3HAKOB HIM(PPOTEKCTA.
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- Baustnue ofHOTO 3HaKa OTKPBITOTO TEKCTA HA 3HAYMTEIHHOE KOJIMUECTBO 3HAKOB ITU(PPOTEKCTA.

- Biusinue anroputma 3amuThl HHQOpPMAIMK Ha 3HAYUTENbHOE KOJMYECTBO 3HAKOB MH(PPOTEKCTA.

Kakum cBolicTBOM J0JDKEH 007a1aTh KaHam nepenadn nHpopmanuu B cxeme Anpdu-Xemmmana

- 3alIMIICHHBIN OT OMEHBI

- 3AUIMIIEHHBIN OT MPOCITYITUBAHHS

- 3aKPBITHINA KaHaJ

- OTKPBITBIA KaHaJI

Kak naszpiBaercs nmpeodpa3oBaHue BXOJIHOTO MacCHUBA JaHHBIX MPOU3BOJILHOM JJTMHBI B BHIXOAHYIO
OUTOBYIO CTPOKY (PUKCHUPOBAHHOW JUTHHBI? (MCIIOJIE3YET OJHOCTOPOHHIOK (DYHKITUIO)

- Pa3buenue BxoqHOrO MaccuBa

- XelmupoBaHue

- CxaTtue

- CaBur

Buapel ciMMETpUYHBIX KPUITOCUCTEM:

- TOTOYHBIE MHDPHI

- DUII

- KPUITOCUCTEMBI C OTKPBITHIM KIIFOUOM

- HET OTBETa

Advanced Encryption Standard (AES), taxxe u3BectHblii kak Rijndael mmeer pasmep Omoka (B
ouTax):

- 64

-128

-192

- 256

Advanced Encryption Standard (AES), Takxke wm3BecTHbI Kak Rijndael moxkeT mmerh Kitod (B
ouTax):

-128

-192

- 256

- BCE BBIIIIE NIEPEUNCIICHHbBIE

Kakas cxema nexut B ocHoBe DES u TOCT 28147-89?

- Lle3aps

- KanTopa

- Oeitcrens

- Buxenepa

Kakue u3 cneayromux aaropuTMOB SBISIFOTCS aCCUMMETPUYHBIMU?

- DES

- Onb-I'amans

-T'OCT 28147-89

- RC4

Ha xakoii TpyaHopeaemoii 3a1aue ocHoBaH anroputm RSA?

- @aKkTOpU3alUU YHCell

- Haxoxaennst 6016I10T0 MPOCTOTO YKCa

- Beruuciienun 06paTHOTO 31€MeHTa

- uckpetHoro norapupmMupoBaHus

Kakas nnuna kmoua B TOCT 28147-89(Marma)? (oTBeT B OuTax)

- 64

-128

-192

- 256

Uto 00bI9HO B ce0s BKITIOYAET CXE€Ma JIEKTPOHHOM MOTUCH?

- QITOPUTM T'€HEPALMU KIIIOUEBBIX Map MOJIb30BATENs]

- (DYHKIIHFO TTPOBEPKH MTOITUCH

- HUYETO U3 BBILIETIEPEUNCICHHOTO
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- BCE U3 BBIIICTIEPEUUCICHHOTO

Meton nonunandasutHoro mudpoBaHus OyKBEHHOTO TEKCTa ¢ UCIOIB30BaHUEM KIIIOYEBOTO CIOBA
(TeKCTOBOTO):

- llIugp I'porchennaa

- u¢p Bmwxenepa

- [ludp Le3aps

- ugp Bepnama

Kaxoit k104 g10cTyneH BceM )1 MPOBEPKU U(PPOBOI MOAIMKUCH O] JOKYMEHTOM?

- 3aKPBITBIN

- OTKPBITHIN

- BHyTPEHHUU

- 00t

Kakoii mpudt 6osee cToiikuii k B3omy?

- CUMMETpUYHBIN

- AcUMMeETpUYHBIN

- [IceBnocummeTpuyHbIA

- Her npaBuiibHOrO OTBETA

Kakoii anroputm mudposanus cran npoodpazom aisa oreuectBeHHoro F[OCT28147-89?

- DES

- DSA

- Rijndael

- IDEA

B uem npenMyIiecTBO CHMMETPUYHBIX CUCTEM HAJl ACHMMETPUYHBIMHU?

- CKOpOCTh MIH(PPOBAHUS

- IPOCTOTA peanu3aluu

- U3YYEHHOCTh

- BCE OTBETHI IIPABUIIHLHBIC

Yro noapasymeBaeTcs ol TEPMUHOM ayTeHTUYHOCTh HH(OopManuu?

- LlennoctHOCTH MHpOpPMaIUN

- HeBO3MOXHOCTB OTKa3a OT aBTOPCTBA

- [TonyiuHHOCTH aBTOPCTBA

- BCE OTBETHI IPaBUJIbHBIC

BriGepuTe npaBuibHBINA BapuaHT, 3alIM(POBAHHON € MOMOIIBIO MK(pa 1e3aps, CTPOKU: MUdp
ne3aps

- piXC 4€NO6CcO

- miiixc yéunobcea

- BKIT HDKHBCO

- J0OBI bBKHEIK

14.1.2. TeMbl OIPOCOB HA 3aHATHAX

[TonsiTue kpunrorpaguyeckoro npotokosna. Ponb kpunrorpadpuyeckux NpOTOKOJIOB B CHCTEMax
3auThl HH(popMaru. OCHOBHBIE aTaKU Ha KPUITOTpapUUECKUe MPOTOKOJIBI.

[TonsiTve 3MEKTPOHHON MOANUCH. YIIpaBJI€HHWE OTKPBITHIMU Kito4aMHU. OCHOBHbIE KOMITOHEHTHI
UHOPACTPYKTYPhl OTKPBITHIX Kimtoueil. [loHsTHe cepTuduKaTa OTKPHITOrO KIOYa. Y JAOCTOBEPSIOIIUI
LEHTp. ApXUTEKTypa HHPPACTPYKTYPbI OTKPHITOrO KIFOYa.

[TpoToKkoBI HAEHTU(UKAIMN Ha OCHOBE MapoJiei, MPOTOKOJIbI «PYKOIOXKATUS» U TUIIA «3aIPOC-
orBeT». [IoHATHE NMPOTOKOJIIOB MHTEPAKTHUBHOI'O J0KA3aTEIbCTBA U JIOKA3aTeNIbCTBA 3HAHUS. [IpoToKOIBI
UACHTU(UKAIIMYA HAa OCHOBE MPOTOKOJIOB JJOKA3aTeNbCTBA 3HAHUSI C HYJIEBBIM pa3riialieHHeM.

[ToctpoeHne 6e30mMacHOTO0 KOMMYHUKAIIMOHHOTO KaHajla Ha OCHOBE KpUNTOTpaduuecKux
aJITOPUTMOB.

[TpoGneMbl peanu3anuu KpUNTOrpadUyecKUX anropuTMoB. ['eHepanusi cilydyalHBIX YHCEI.
3ammra oT yTeukH WH(OPMAIIHH.

14.1.3. Bonipochl Ha cobeceoBaHue

I[aTB COACPIKATCIILHOC OOBSICHEHHSI TaKHX yciayr 0C30IMaCHOCTH KakK KOH(I)HI[CHI_[I/IaHLHOCTB,
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HECJIOCTHOCTD, MOMJIMHHOCTb, HCOTPCKACMOCTb U NOCTYITHOCTD.

Nudpactpykrypa otkpeiThix kimtouerd (PKI). OO6ocHoBath HEOOXOIWMOCTH  IMOAOOHOM
uHpacTpyKTYphl. [lepeuncnuTs 1 00bSICHUTh Ha3HAYCHNUE COCTABISIONIMX KOMIIOHEHT.

Xom-pynkuuu. Kakue Tunel cymecTByroT, B 4eM uX pasnnuyve. OOBSICHUTH CBOWCTBA.
[lepeuncnanth 001aCTH IPUMEHEHUS. ATaKu Ha X3UI-(QDYHKIMHA. YTO Takoe mapaioKe «IHEH pOKICHUSI»?

bazoBble NPUHIMIIBI TOCTPOEHUS KpUNTOrpadUuecKuX MPOTOKOIOB.

14.1.4. Bonpocbl Ha caMONIOATOTOBKY

Hate conmepxaTenbHOE OOBSCHEHHS TaKUX YCIYr O€30MacHOCTH KakK KOH(UACHIUAIBHOCTS,
LEJTOCTHOCTD, MOAJIMHHOCTh, HEOTPEKAEMOCTb U JIOCTYITHOCTb.

[lepeuncnuTh W3BECTHBIE MEXaHU3MbI obOecredeHus: OezomacHOCTH. OOBSICHUTH B3aUMOCBS3b
ycIIyT 6€30MacHOCTH, MEXaHU3MOB U aJITOPUTMOB.

OOBSACHUTH, YTO TAKOE COBEPIICHHAs CEKPETHOCTh, MPUBECTH NPHMEP COBEPLICHHOTO IHupa.
OO0BsicHUTBH cMbICT Teopembl LlleHHOHA.

Cxato, HO OCMBICICHHO, TIOSICHUTb T€ AacleKThl aireOpsl W TEOPUU 4YHCET, KOTOpbIE
UCIIONIL3YIOTCS. B COBPEMEHHOH kpumnrorpaduu. MyNnbTUIUIMKATUBHAS TPYINa KOHEYHOTO IMOJIA, IO
MOJYJII0 COCTaBHOro uucia. Teopembl Oinepa u ®epma. Dmiunrudyeckue Kpusble. ['pynma Touek
AJUTMIITUYECKON KPUBOM.

Pexxumbl mmmdpoBanus. [lepeancints 1 0OBSCHATH Pa3IHYIMSL.

MuHrManpHasi IJMHA KIIOYa CUMMETPUYHOM KPUIITOCUCTEMBI. JKCIOPTHBIE OIPAHUYEHUS Ha
JUIMHY KJIIOYa.

Meton pacumupenusi Kir4eBoro mpoctpaHcTBa. [IpuHuun HecemapabenbHOro muQpoBaHUs.
MHoroypoBHeBast Kpurrorpagusi.

Undpactpykrypa otkpeiThix kimtoueil  (PKI). OOGocHoBaTh HEOOXOAMMOCTH  MOJ00HOMA
uHppacTpyKTyphl. [IpeuncinTs 1 00BSICHUTH HA3HAYCHHE COCTABIISIONINX KOMIIOHEHT.

Xom-pynkuuu. Kakue Tumbl cymectByroT, B 4eM uX paziauune. OOBACHUTH CBOICTBa.
[lepeuncnuth 061aCTH IPUMEHEHMSI. ATaKU Ha X3UI-PyHKIMU. UTO Takoe mapagoKC «IHEU POXKACHUS»?

ba3oBble MPUHIUIIBI TOCTPOCHUS KPUMITOTPAPUUCECKUX MPOITOKOJIOB.

AHOHMUMHOCTb M HEOTCleKHUBaeMoCTb. [Ipobiema «yxkxuHaroumx kpunrorpa-¢posy. «Crenas»
noanuck Yayma. OOBACHUTH NPUHLMI HOCTPOSHMS IMPOTOKO-Ja JUIi aHOHHMHBIX UYEKOB Ha OCHOBE
«CIIETION» MOIHUCH.

[Tpuniunsl kBaHTOBOM Kpuntorpaguu. OOBSICHUTH KBAHTOBBIM MPOTOKOJ pac-mpeeseHus
KJTIIOuei.

14.1.5. Tembl 1a00paTOPHBIX padoT
Iudpoanuas paitnosas cuctema
Kpunrorpaduueckue ¢aitioBbie cucTEMBI
Kpunronposaiinepsl
Cpencta Kpuntorpaguieckoit 3anuThl UHGoOpMaIuu

14.1.6. 3auér

[TonsTue xkpunrorpaduyeckoro mpotokoina. Ponb kpunrorpadpuyeckux MpOTOKOJIOB B CHCTEMaXx
3amuThl nHpopManuu. OCHOBHbIE aTaki Ha KpUNTOrpaduyecKue MpoTOKOJIbL.

[loHsiTHE PMEKTPOHHOM MOANMCH. YTIPABIEHUE OTKPBHITHIMU KitouamMu. OCHOBHBIE KOMIIOHEHTBI
WH(PPACTPYKTYphl OTKPHITBIX Kitoued. [loHsTHe cepTudUKaTa OTKPBHITOTO KIIOYA. Y IOCTOBEPSIIONTUIN
HEHTp. ApXUTEKTypa HHPPACTPYKTYPHI OTKPHITOTO KITFOYa.

[TpoToxosbl HAEHTU(PHUKALMN HAa OCHOBE MapoJjiei, MPOTOKOJIbI «PYKOIMOXKATHS» U TUIA «3alpocC-
orBeT». [loHATHE MPOTOKOJIOB MHTEPAKTUBHOTO JI0KA3aTEIbCTBA U JIOKa3aTeNlbCcTBa 3HaHM. [IpoToKobI
UICHTU(PUKAIIMN Ha OCHOBE IIPOTOKOJIOB JI0KA3aTENbCTBA 3HAHUS C HYJIEBBIM pa3TIallieHUEM.

[Toctpoenne 6e30macHOr0O KOMMYHUKAIIMOHHOIO KaHajla Ha OCHOBE KpPUOTOTrpapruecKux
aJITOPUTMOB.

[TpoGneMbl peanu3anuu  KpUNTOrpaUUYecKuX aaropuTMoB. ['eHepanus CcaydailHBIX YHCeN.
3amuTa OT yTeuku HHGOpMaIuu.

14.2. TpeOGoBaHus K OLEHOYHBIM MATepHaJIaM 1JIsl JIMI ¢ OTPAHMYCHHBIMH BO3MOKHOCTAMH
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310POBbSI H HHBAJINI0B
Jns num ¢ orpaHUYCHHBIMH  BO3MOXKHOCTSMH  37I0POBbSI W WHBAIUJIOB TPEIYCMOTPEHBI
JOTIOJTHUTEJbHbIE OIICHOYHBIE MaTepHaJbl, IepeueHb KOTOPBIX YKa3aH B Tabnuie 14.
Tabmuma 14 — JlonmomHUTENbHBIE MaTepUaIbl OIECHUBAHMS JJIS JIMIl C OTPAaHUYEHHBIMU BO3MOXKHOCTSIMU
3JI0POBbs M UHBAJINJIOB

Kareropuu Buabl 10OTHUTENBHBIX OLIEHOYHBIX DopMBI KOHTPOJISL U OLICHKU
oOyuaromuxcst MaTepuasoB PE3yJIbTaTOB 00YUYECHHS

TecTbl, TUCbMEHHBIE CAMOCTOSITEIILHBIE
paboTHI, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE paOOTHI

C HapylieHusIMu
ciyxa

[IpenmyiiecTBEHHO MMCbMEHHAS
IIpOBEpPKa

C napymenusimu | CobecezioBaHue 1o BOIpocam K 3a4ety, | [IpenmyIriecTBeHHO ycTHas MpoBepKa

3peHUs OIIPOC 110 TEPMHUHAM (MHIMBUYaTIbHO)
C napyumeHusiMu Perienue TuCTaHIMOHHBIX TECTOB,
OIIOPHO- KOHTPOJIbHBIE paboThI, MUChbMEHHBIE | [IpenmyIiecTBeHHO AUCTaHIIMOHHBIMU
JIBUTATEILHOTO CaMOCTOSITENIbHbIE paOOTHI, BOIIPOCHI K METO/1aMHU
anmapara 3a4yery
C orpannueHussMu 1o | TecTbl, MUCEMEHHBIE CAMOCTOSTENIBHbIE [Ipenmy1iiecTBEHHO MTpOBEpKa
o0uieMe IMIUHCKUM paboThl, BOMPOCHI K 3a4ETY, METOJaMH MCXO0/1 U3 COCTOSHUS
NOKa3aHUAM KOHTPOJIbHbIE pabOThI, YCTHBIE OTBETHI | 00YYarOIIErocsi HA MOMEHT IPOBEPKU

14.3. MeTonnyeckue peKOMEeHIAHH M0 OIEeHOYHBIM MATEPHAJIaM JIUIsI JIMI] ¢ OTPAHHYeHHBIMHU
BO3MOKHOCTSIMH 3/I0POBbsI 1 HHBAJIU/I0B

I[J'ISI Jan, € OrpaHMYCHHBIMU  BO3MOXKHOCTAMHU 300POBbA W HWHBAJIHWAOB IPCAYyCMATPUBACTCA
nocTymHas popMa mpeoCTaBICHHS 3aJaHHA OLIEHOYHBIX CPEIICTB, & HMEHHO:

- B TIEYaTHOH (opme;

- B IICYaTHOH (JOpME C YBEITMUYCHHBIM HIPU(TOM;

- B (hOpMeE AIIEKTPOHHOTO JJOKYMEHTA,;

- METO/IOM YTCHHSI ACCHCTEHTOM 3a/IaHUs BCIIYX;

— IpeoCTaBIIEHUE 3aJaHHs C UCII0JIb30BAaHHEM CYp/I0TIepeBoO/Ia.

JluaM ¢ OrpaHHYE€HHBIMH BO3MOXXHOCTSIMM 3/10pOBbSl M MHBAJIMJaM yBEIHMYMBACTCS BpeMs Ha
IMOATOTOBKY OTBCTOB Ha KOHTPOJBHBIC BOIIPOCHI. 21]'[5[ TaKuX o6yqa}01111/1xcs{ npeaycMarpuBacTCAa
nocTynHas popMa npeaocTaBIeHHsI OTBETOB HA 3aJJaHUs, a UMEHHO:

— MMCbMEHHO Ha Oymare;

- HaOOp OTBETOB Ha KOMIIBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIb30BAHUEM YCITYT aCCHCTEHTA,

- IpeJCTaBICHNE OTBETOB YCTHO.

[Tponienypa olLieHUBaHMS pE3yJIbTAaTOB OOYYEHHUS JMIl C OrPaHUYEHHBIMH BO3MOXHOCTSIMHU
3I0pOBbS U MHBAJIUJOB MO JUCIUIUIMHE MperycMaTpuBaeT IperocTaBiieHne nHpopmanuu B (opmax,
aIaITUPOBAHHBIX K OTPAaHUYEHHUSAM WX 37I0POBbsI U BOCTIPUATHS HH(POPMAIIUH:

JI1s1 IM1 ¢ HAPYILIEHUSIMH 3PeHHUs:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

— B IIeYaTHOH (opMe yBETUUEHHBIM MIPU(TOM.

JLst Jid1L ¢ HAPYIIEHUsIMU CJIyXa:

- B (hopMe AIIEKTPOHHOTO JOKYMEHTA;

— B IeUaTHOM opme.

JUJ1s1 1ML ¢ HAPYLIEHUSIMU ONIOPHO-IBUIaTEJIbHOIO aNIapara:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

— B IeUaTHOM opme.

HpI/I HeO6XO)II/IMOCTI/I 4 I ¢ OrpaHUYCHHBIMH BO3MOXXKHOCTSAMHU 30POBb W HWHBAJIHWIOB
Ipolie/lypa OLEHUBAHUS Pe3yJIbTaTOB 00yUEHHS MOKET MTPOBOAUTHCS B HECKOJIBKO 3TAIOB.
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