MUWHUCTEPCTBO OBPA3OBAHMSA U HAYKH POCCUMCKOM ®EJIEPAIIUN
DeepajibHOE TOCYAAPCTBEHHOE OIOKETHOE 00pa30BaTe/ibHOE YUpekAeHue BbICIIero 00pa3oBaHus

«TOMCKMI TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
VIIPABJIEHUSI U PAJIMODJIEKTPOHUK»
(TYCVP)

HTYDYP s cnmpranm o
“f UNIVERSITY JupekTop nenapramMeHTa 00pa3oBaHHS

JosyrasT NOANHCaE ANEETROHMOA NOANHCED

Ceprugamar; 1obcfala-5tat-4f48-aef0-5584d2fd4E820
Bragesey: Tpoaw MNasen Commosms

LaacTaarenes: ¢ 19,01, 2016 no 15.09.20109

PABOYASA ITPOTPAMMA JJUCHUITJINHBI
Kpunrorpadus B 6aHkoBcKOM aeie

VYpoBens 00pazoBaHus: BbIcHIee 00pPa30BaHUeE - CIIENHAJIUTET

HampaBnenne mnoxaroroBku /  cnenuanbHOoCcTh:  10.05.03  HMudopmanmuonHass  6e30macHOCTD
ABTOMATH3HPOBAHHBIX CHCTEM

HamnpasnenHnocts (mpoduip) / CrieIuaan3aIus: HNudopmanuonnasi 0e30ImacHOCTh
aBTOMATH3HPOBAHHBIX 0AHKOBCKHX CHCTEM

dopma 00yUyeHHS: OUHAsA

QaxynpreT: @B, ®aKyJbTeT 6€30I1aCHOCTH

Kadenpa: KUBIBC, Kadenpa koMmjieKkcHOil HWH(OPMALMOHHOWH 0€30MaCHOCTH JJIeKTPOHHO-
BBIYHCJIUTEIBHBIX CHCTEM

Kypc: 4

Cemectp: 7

VYueOnslii man Habopa 2016 rona

Pacnpez[eneHI/Ie pa60qer0 BpPEMCHU

Ne Bupl yueGHOI nesiTenbHOCTH 7 cemectp Bcero Eqnauner
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3 Bcero aynuTopHbIX 3aHATHN 56 56 4acoB
4 W3 HUX B MHTEpakTUBHOU popme 16 16 4acoB
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DK3aMeH: 7 ceMecTp

Tomck 2018

CornacoBaHa Ha noptane N2 29445



PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;{pbl
npotokot Ne 6 oT « 15 » 5 2018 r
JIMCT COI'JTACOBAHUA

PabGouass mporpamMMa IUCHUIUIMHBI COCTaBJieHa C y4dyeToM TpeOoBaHui (enepanbHOTO
rOCyJapCTBEHHOTO 00pa3oBaTelbHOTO cTannapra Boiciiero oopaszoBanus (OPI'OC BO) no HampaBieHHIo
noarotoBku (cneruanbHocTh) 10.05.03 MHbOpManmonHast 6€301macHOCTh aBTOMATU3UPOBAHHBIX CHCTEM,
yreepxkaeHHoro 01.12.2016 roma, paccmoTtpena u ogodpena Ha 3acemannu kadeapst KUBDBC «  »
20 ropa, mpoTtokoi Ne

PazpaboTumk:
Houent kad. KUBDBC A. A. Kones

3aBeayronuii odecreuynBaromiei kad.
KNBE2BC A. A. lllenynanos

Pabouas mporpaMma JUCIUIIIMHBI COTIIACOBaHa ¢ (PaKyIbTETOM U BBITYCKaOIIEH Kadeapoi:

Jexan ®b E. M. [laBbiioBa
3aBeyrOnInil BeIMTycKaroen kad.

KHNB2BC A. A. lllenynmanoB
OKCHepThl:

JHouent kad. KUBDBC E. M. [laBbiioBa
Honent kad. KUBDBC K. C. Capun

CornacoBaHa Ha noptane N2 29445 2



1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
[{enpro mpenogaBaHus TUCITUTIIMHBI SIBIISIETCS U3YYEHHE OCHOBHBIX METOJIOB KPUIITOTparIecKoit
3alUThl OAHKOBCKOW MH(OPMAIIUH.

1.2. 3agauy JUCHUIIIMHBI
— 3ajayaMM NOpENoJaBaHMs [JaHHOM JUCLMIUIMHBI SIBJISETCS M3Y4YEHHE OCHOB BHEJPEHUS
KpUnTorpauu AJis 3auThl 0aHKOBCKOHM MH(OpMAIIHH.

2. MecTo aucuuniauHbl B cTpykrype OIIOII
Hucnunmuna «Kpunrorpadus B 6ankoBckoM aene» (b1.5.33.1) otHocuTcs k Gioky 1 (6azoBast
4acTh).
[IpenmecTByONMMHA ~ TUCHHMILIAHAMYA, (OPMHUPYIOIUMH  HAa4dallbHbIC 3HAHUS, SIBISIFOTCS:
Kpunrorpaduueckue MeTo bl 3a1IUTHI HHPOPMALIUH.
[TocnenyromumMe JUCHUILTAHAMYA SIBIISTFOTCS: 3alllUTa BBITYCKHOW KBaTH(DUKAIMOHHOW padoTHI,
BKJIIOYast MOJITOTOBKY K MPOLEAYPE 3aLIUThHI U IPOILETYPY 3aIHUTHI.

3. TpeboBanus K pe3yJibTaTaM OCBOEHHS JUCHUILIHHbI

[Tponecc n3yyeHHs JUCIUIUIMHBI HAIPABJICH Ha (JOPMUPOBAHHE CIEAYIOUINX KOMITETCHIINNA:

— TICK-5.1 criocoGHOCTBIO HA TPAKTHKE MPUMEHSATh HOPMATUBHBIE TOKYMEHTBI, OTHOCSIIUECS K
obecrnieueHnto HH(HOPMAIIMOHHON OE30MaCHOCTH aBTOMATH3UPOBAHHBIX OAHKOBCKUX CHUCTEM;

B pesynbrare nuzydeHus: JUCHUIUIMHBI 00YYaAIOIUNACS TOJKEH:

— 3HaTh OCHOBHBIE KpHUNTOrpadUyYecKue MPOTOKOIbI M CTAaHIAPTHI, HUCHOJb3yeMble B
aBTOMATHU3HPOBAHHBIX OAHKOBCKHUX CHCTEMAaX.

—  yMeThb IPOBOJIUTh MHCTPYMEHTAIbHBIA MOHUTOPUHT 3alUIIEHHOCTH aBTOMATHU3WPOBAHHBIX
0aHKOBCKMX CHCTEM; pa3pabaThiBaTh NPEAJIOKEHHS IO COBEPIICHCTBOBAHUIO CHCTEMBI YIPABICHHS
MH(OPMALIMOHHONW 0E30MacCHOCThI0 ABTOMATU3HPOBAHHBIX OAHKOBCKUX cUCTeM; (OpPMHUpPOBaTh H
3¢ (HEeKTHBHO TPUMEHSATH KOMILIEKC Mep (IpaBWiI, MPOIEAYp, MPAKTHYSCKUX MPUEMOB, PYKOBOJISIIHX
NPUHIIMIIOB,  METOJAOB,  CPEACTB)  Juig  obecrneueHuss  MHGOPMAIMOHHOW  OE30MacHOCTH
aBTOMATHU3HPOBAHHBIX OAHKOBCKHUX CHCTEM.

— BJaJeTb TEPMUHOJOTHEH M  CHCTEMHBIM TOJIXOJOM TIIOCTPOCHHUS  3aIIUIIECHHBIX
aBTOMATHU3HPOBAHHBIX OAHKOBCKUX CHCTEM; HaBbIKaMu (opmupoBaHus U dPPEKTUBHOTO TMPUMEHEHUS
KOMIUIeKca Mep (MpaBuil, MPOLEnyp, MPaKTUYECKHX IMPUEMOB, PYKOBOJSALIMX NPUHIUIIOB, METOMOB,
CPeICTB) AJisi obecrieueHuss HPOPMAIIOHHOM 0€30MacHOCTH aBTOMATU3UPOBAHHBIX OAHKOBCKUX CHCTEM
1 OAHKOBCKHUX OpraHU3aIuil.

4. O0beM AUCHHMILVIMHBI U BUbI y4eOHOH padoThl
OOmast TpyIOeMKOCTh IUCHUIUIMHBI cocTaBisieT 4.0 3a4eTHBIX €AMHUIBI W TIPE/ICTaBICHA B
tabmuie 4.1.
Tabnuna 4.1 — Tpy10eMKOCTb JUCIUIIMHBI

Buasl yueOHOI AesITeNIBHOCTH Bcero gacos CemecTtphbl

7 ceMecTp
AyIUTOpHBIE 3aHATHUS (BCETO) 56 56
Jlexumm 28 28
[TpakTrueckue 3aHsATHS 28 28
W3 HUX B MHTEPAaKTUBHOU (hopMme 16 16
CamocTtosTenpHas padora (Bcero) 52 52
[IpopaboTka JEKIIMOHHOTO MaTepHuasa 19 19
[TonroroBka K NpakTUYECKUM 3aHATHSAM, CEMUHapam 33 33
Bcero (6e3 sx3ameHa) 108 108
ITonroroBka u ciaua 3K3aMeHa 36 36
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OO0mas TpyA0€MKOCTb, U 144 144
3aveTHbie EauHuiib 4.0 4.0
5. Conep:xaHue TUCHUILIHHBI
5.1. Pa3nesnl JUCHUIIMHEBI H BUALI 3aHATHHA
Paznenbl AMCHMIUIMHBI U BUJIBI 3aHATUH TPUBEACHBI B Ta0uIe S.1.
Ta6muna 5.1 — Pa3faensl AUCIUTIIIMHBI U BUABI 3aHATHI
Bcero
[Ipaxk. Cawm. yacoB | Dopmupyembie
Ha3Banus paznenoB AUCIUIUIMHBI Jlek., u p PMUPY
3aH., 9 | pab., (6e3 KOMIIETCHITHH
AK3aMeHa)
7 cemecTp
1 YnpaBneHue KIIr09aM# CpeACTB 6 6 10 22 I1ICK-5.1
KpUNTOTpagpuueCcKor 3auThl OaHKOBCKOM
uHpopmanuu.
2 CranaapTu3aiysi METOJI0B U CPEJICTB 6 6 10 22 [ICK-5.1
KpunTorpadguueckoi 3amuTel HHGOpMAITHH.
[TpakTHyeckue acrekThl 0OecreyeHus
CTOMKOCTH KPUIITOCUCTEM
3 OcobeHHOCTH OOecreueHus 6 6 10 22 I1ICK-5.1
uHpopmannonHoi 6ezonacaoct ABC
KpunTorpaguueckuMu METo1aMu
4 Cuctembl HIEKTPOHHBIX TIATEXKEH. 6 5 11 22 [1CK-5.1
"INEeKTpOHHbIC JEHbIU"
5 Kpunrorpadguieckue mpoTOKOJIbI B 4 5 11 20 [ICK-5.1
3IEKTPOHHONW KOMMEPIIHH
Hroro 3a cemectp 28 28 52 108
Hroro 28 28 52 108
5.2. Conep:xanne pa3es0B JUCHUILIMHBI (110 JICKIHSAM)
Cogepxanue pa3aesnoB AUCHUILIINH (IO JIEKIKSAM) TPUBEEHO B Tabnuie 5.2.
Tabnuna 5.2 — ConeprkaHue pa3AenoB TUCHUILUIMH (IO JEKIUSIM)
Coneprkanue pa3ienoB JUCIUIUIMHEL (o0 | TpynoeMkocTs, | DopMupyemsbie
Hazpanwus paznenos sep pasit AHC ( pyA ’ PMUPY
TIEKIIUSM) q KOMIIETEHIINH
7 cemecTp
1 Yopasnenune Crangapr ISO 11770. Komrmuiekc 6 IICK-5.1
KJIFOYaMHU CPEJICTB nokymeHnToB RFC MexayHapoHoi
kpunrorpaduueckorr | opranuzauuu IETF u cranpapra ITU X.509.
3aIUTEl OAaHKOBCKOI Wroro 6
uHpOpMaLUH.
2 CranpapTtuzanus CepBHCHI 0€30MTaCHOCTH B apXUTEKTYpe 6 TICK-5.1

METOJIOB U CPENICTB
KpunTorpaduueckoit

3aIU Tl UHOOPMALIUH.

[IpakTrnueckue
aCIIeKThI 0OecreueHus
CTOMKOCTH
KPHUIITOCUCTEM

cucremHoro I110. Kpunronposaiinepsl.
CrangapTtHbie nHTEp(Ech
Kkpunrorpaduueckux moayiei: GSS AP,
PKCS. CrannapTsl u popmaTsl cepuu
PKCS: popmaTsl OTKPBITHIX KIIFOYEH,
(bopMaThl 3apocoB cepTUPUKATOB,
¢dopmartsl cepTuuKaTa OTKPHITOrO KIH0Ua,
(dbopMaT crircKa aHHYJIHPOBAHHBIX

CornacoBaHa Ha noptane N2 29445




cepTu¢HUKaTOB.

Hroro
3 OcobeHHocTn Homenkmarypa CK3U B ABC. CpenctBa 6 [1CK-5.1
obecrieueHus ceTeBoi Oe3omacHOCTH. MexXceTeBbIe
nH(pOpMaLOHHON 9KpaHbl. BupTyanbHble YacTHBIE CETH.
6e3onacuoctu ABC CpencTBa KpunTorpapuuecKoil 3aluThl
Kkpuntorpadguueckumu | QailioBeIx cucteM U 6a3 nanHbix. Cpencraa
METOAaMH aYTeHTI/I(I)I/IKaL[I/II/I 1 KOHTPOJIA JO0CTYyIA.

AnmunuctpupoBanue u Hactpoiiku CK3U.
CepTudunmpoBaHHbIe POCCUICKHE
anmnapaTHO-IPOrPAMMHBIE CPEICTBA 3aAIIUTHI

ABC.
Utoro 6
4 Cucrembl Mopenbnoe npeacrasienne COII. 6 IICK-5.1
3JICKTPOHHBIX O600mEHHBIN HHTEPPEHC MPHUKIATHOTO
TJIATEKEH. nporpammupoBanus COII.
"DJIeKTpOHHBIE [Totpeburensckue kauectBa COII. Lenun
JneHbru" obecriedeHns: 6€30MaCHOCTH HHPOPMALIUU B
COlIl.
Hroro
5 Kpunrorpaduueckue |Knaccudukanms 3a1ad 3JeKTPOHHOM 4 [ICK-5.1
MIPOTOKOJIBI B KoMMepuuu. Mogenu "351eKTpOHHOTO
3JIEKTPOHHOU peiHKa" (Ha npuMepe EBporieiickoit Mmoenn
KOMMeEpLUHU SEMPER). Ponb 31ekTpoHHONH KOMMEPLIMU
B IN100aMU3alUy YKOHOMHUKH.
Utoro 4
Hroro 3a cemectp 28

5.3. Pa3znenbl AMCUMILUIMHBI M MEXKIMCUMILIHHAPHBIE CBSI3U ¢ 00ecneYnBAIOMIMMU (MPeIbITYIIMMM)
U oOecneynBaeMbIMHU (MOCJTETYOIIMMH) M CHUILTHHAMMA
Paznensl TUCHUIUIMHBI M MEXKIUCIUIUIMHAPHBIE CBA3M C 00eCNeYnBAOIIMMHU (TIPEABIAYIIUMU) U
oOecrieunBaeMbIMHU (ITOCIIEIYIONMMHI ) JUCITUTUUIMHAME TIPEICTaBJICHBI B Tabmwuie 5.3.
Tabnuia 5.3 — Pa3zgensl IUCIUIUIMHBI U MEXIUCHUTUTMHAPHBIC CBS3H

Ne pasfenos naHHOM AMCHMILIMHBL, IS KOTOPBIX
HEoOXO0MMO U3ydeHHe 00eCeunBaIOIIHX 1
HanmenoBanue qucuumumH 00ecreunBaeMbIX TUCITUTUTHH

1 2 3 4 5

HpeI[HIeCTBYIOH_II/Ie JAUCIHHITIIMHBI

1 Kpunrorpaduueckre METOIbI 3a1IUTHI

+ +
uHpopMauu

[Tocnenyromme TUCIUTIITAHBI

1 3amuTa BBITYCKHOM KBaTHU(pUKAIMOHHON
paboThI, BKITFOUAS MOATOTOBKY K MPOIIEAYPE + + + + +
3alUTHL U IpOoLeAypPY 3alUThI

5.4. CooTBeTCcTBHE KOMINETeHIMIi, GOPMHUPYEMBbIX NPU U3YyYEHUH THCUMIIIMHBI, 1 BU/I0B 3aHATHH
CooTBeTcTBHE KOMIETEHIMH, (OPMUPYEMBIX NPU H3YYEHUHM TUCHMIUIMHBL, U BUAOB 3aHATHH
IpescTaBjieHo B Tabmune 5.4.
Tabmuua 5.4 — CooTBeTcTBHE KOMIETEHIHH, (OPMUPYEMBIX HpU H3YyYECHUHM TUCHUIUIMHBI, U BHJIOB
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3aHATUN

Bungwl 3anstuit

Komnerenuuu ®opMBbI KOHTPOJIS
Jlek. [Ipak. 3aH. Cawm. pa6.
IICK-5.1 + + + KoHCIIEKT CaMOIIOATOTOBKHU,
Onpoc Ha 3ansATHSX, TecT

6. UHTepakTHBHBIE METObI U (POPMBI OPraHM3aALMU 00yUEHUS
TexHoOrNM MHTEPAKTUBHOTO O0YYEHUS MPH Pa3HBIX (popmax 3aHATHI TpUBeIeHBI B Tabmuie 6.1.
Tabnuna 6.1 — TexHOIOTMH HHTEPAKTUBHOTO O0YUYEHHUS IPU PA3HBIX (OpMax 3aHITUN

NHrepakTuBHBIC pakTUUecKue |MHTEpaKTUBHBIE
MeTtoap! Bcero, u
3aHATHS, Y JEeKIHH, Y
7 cemecTp
[Ipe3eHTanum ¢ UCIOIB30BAHUEM 8 8 16
MYJIbTUMEANA C 00CYKICHHEM
Hroro 3a cemectp: 16
Hroro 16
7. JlabopaTopHbie padoThl
He npeagycmorpeno PYIL.
8. IIpakTHyeckue 3aHATHUSA (CEMUHAPDI)
HanmeHoBaHMe MpaKTUYECKUX 3aHATUH (CEeMMHApOB) MpHuBeeHo B Tabnuue 8.1.
Tabnuna 8.1 — HaumeHoBaHUE NPAaKTUYECKUX 3aHITHH (CEMUHApPOB)
HanmenoBanue npakTHYECKUX 3aHATHN Tpynoemkocts, | Dopmupyemslie
Ha3zBanus pazznenos P pyA ’ pMHDY
(cemuHapOB) q KOMITCTCHITH
7 cemecTp
1 Yupasnenue Cranpapt ISO 11770. Kommneke 6 [ICK-5.1
KJIFOYaMHU CPEJICTB nokymenToB RFC mexayHapoHoit
kpunrorpadguueckoit | opranuzammu IETF u ctannapra ITU X.509.
WUTbl 0AHKOBCKOI
3a1 0aHKOBCKO Vitoro 6
UHpOpMaLIUH.
2 CranpapTusanus CepBuchI 0€30MaCHOCTH B ApXUTEKTYype 6 I1CK-5.1
METOJO0B U CPENICTB cucreM-Horo [10. Kpunronposaiiiepsi.
kpunrorpadpuueckorr | CrannapTHble HHTEP(ENCH
3amuThl HHQOopManuu. | Kpuntorpaduueckux moayieit: GSS AP,
IIpakTnueckue PKCS. Cranaaptst u dopmatsl cepuu PKCS:
acreKThl obecriedeHust | popMaThl OTKPBITHIX KItOueH, popMaThl
CTOMKOCTH 3arpocoB cepTU(UKATOB, (hOpMaThI
KPHIITOCUCTEM cepTudukaTa OTKpPHITOTO Kitoda, opMar
CIHCKa aHHYJIMPO-BaHHBIX CEPTU(DUKATOB.
Hroro 6
3 OcobeHHocTH Howmenknarypa CK3U B ABC. Cpencrea 6 [ICK-5.1
obecrnieyeHus ceTeBoi Oe3omacHOCTH. MexceTeBble
UH(POPMALIMOHHOM 9KpaHbl. BUpTyallbHbIE YaCTHBIE CETH.
6e3omacuoctu ABC CpeactBa kpunrorpapu4eckuii 3auThl
Kpunrorpaguueckumu | GpaisoBbIX cucTeM U 6a3 naHHbIX. CpencTBa
MeTOaMH1 ayTeHTU(UKAIMK U KOHTPOJIS JOCTYTIA.
Anmunuctpuposanue u Hactpoiiku CK3U.
CepruduiupoBaHHbie POCCUICKHE
anmnapaTHO-NPOrpaMMHBIE CPEACTBA 3aILUTHI
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ABC.
Hroro
4 CucreMsl Monensnoe nipencrabienne COII. 5 [ICK-5.1
AIIEKTPOHHBIX O06006mEHHBIN nHTEp(EIic MPUKIIATHOTO
TIJIATEKEH. nporpammupoBanust COII. [TorpeduTensckue
"DJIeKTPOHHBIE kauectBa COII. Llenu obecnieueHus
neHbru" 6e3onacHocTy nHGopmanuu B COI.
Hroro
5 Kpunrorpaduueckue | Knaccudukarus 3amad 3J1eKTpOHHON IICK-5.1
IIPOTOKOJIBI B KoMMepuuu. Mojienu "35eKTpOHHOT0
3JIEKTPOHHOU peiHKa" (Ha mpumepe EBporelickoit Moaenu
KOMMEpLUH SEMPER). Posb 31€KTpOHHON KOMMEPLIUHY B
r106anu3anuyd YdKOHOMHUKH.
Hroro >
Hroro 3a cemectp 28

Tadaune 9.1.

9. CamocrosiTesqibHAs padoTa
Bunsl camocTosTenbHON paboThl, TPYAOEMKOCTh U (hOpMUPYEMbIe KOMIIETCHIIUU MIPEICTABICHBI B

Tabnuna 9.1 — Bugsl caMocTosTeNbHOM paboThl, TPYAOEMKOCTh M JOPMUPYEMbIE KOMIETEHIIMH

Bunsl camocrosarensHoii | T 0EMKOCTD, | DopMupyeMbIe
HasBanus paznenos a pyA ’ PMHDY @OpMBI KOHTPOJIA
paboThI q KOMIIETEHIINHU
7 cemecTp
1 Yopasnenue ITonroroBka k 7 TICK-5.1 Koncnoekr
KJIFOYaMH CPEJICTB MPaAKTUYECKUM CaMOITOATOTOBKH,
KpUINITOTpapuIecKor | 3aHATHAM, CEMUHApaM Ornpoc Ha 3aHATHUSAX
3aUTEl 0AHKOBCKOM
m ITpopaboTka 3
UH MAaIlUH.
(bopmar JIEKIITUOHHOT'O
Marepuaia
Htoro 10
2 CrangapTu3anus [ToaroroBka k 7 [ICK-5.1 Koncnekr
METO/IOB U CPEACTB MPaKTUYECKUM CaMOITOATOTOBKH,
KpUnrorpaguuecko |3aHATHAM, CEMUHApaM Ormpoc Ha 3aHATHUSAX
AIUTEI
satl [TpopaboTka 3
uH(pOpMaLIUH.
JIEKIITHOHHOTO
IIpakTHueckue
Marepuaia
aCIIeKTHI 00eCcIIeYeHU S
CTOMKOCTH Hroro 10
KPUIITOCUCTEM
3 OcobenHocTH IToaroroska k 6 TICK-5.1 Koncnoext
o0ecrieueHus MPaKTUYECKUM CaMOIIOATOTOBKHU,
uH(MOPMAIIMOHHON 3aHATHUSAM, CEMUHApaM Ornpoc Ha 3aHATUAX
oe3omacHoct ABC
[TpopaboTka 4
KpunrorpadpuIeCKUMU
punrorpaguiec JIEKIIUOHHOT'O
METOIaMA
A Marepuaia
Hroro 10
4 CucreMsbl IloaroroBka x 7 TICK-5.1 Koucnekrt
AIEKTPOHHBIX MPaKTUYECKUM CaMOITOITOTOBKH,
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TIJIATEXKEH. 3aHATHAM, CEMHUHApaM Onpoc Ha 3aHATHSIX
"DNIeKTPOHHBIE
}? [TpopaboTka 4
CHBI'U
a JIEKITHOHHOTO
MaTtepuana
Hroro 11
5 [ToaroroBka k 6 I[ICK-5.1 Koncnekr
Kpunrorpadguueckue |mpaKkTHUYECCKUM CaMOTIOATOTOBKH,
MIPOTOKOJIBI B 3aHSATHSIM, CEMUHApaM Omnpoc Ha 3aHATHIX
3JIEKTPOHHOM
P [IpopaboTka 5
KOMMEPIIHH
pi JEKIUOHHOTO
Marepuaia
Hroro 11
Hroro 3a cemectp 52
[ToaroroBka u cipaya 36 DK3aMeH
JK3aMeHa
Hroro 88
10. Kypcosoii npoekT / kypcoBasi padora
He npeagycmorpeno PYIL.

11. PeliTuHroBasi cucreMa JJisi OEHKHU yCIIeBAeMOCTH 00y4aro M XCH

11.1. baanbHble OLEHKH 1JIS1 3J1eMEHTOB KOHTPOJIS
Tabnuna 11.1 — bayuibHble OLIEHKHU I 3JIEMEHTOB KOHTPOJIS

N N MakcumMalibHbIN
N MakcumanbHbIi MaxkcumanbHbII
OneMeHThl y4eOHOM 6asu1 3a Iepuos Bcero 3a
Oamn Ha 1-yto KT ¢ | 0asn 3a nepuon
JEeSITEIbHOCTH mexay 2KT u na CEMECTp
Hayana cemectpa | Mmexay 1KT u 2KT
KOHell ceMecTpa
ceMecTp
Koncmekr 10 10 10 30
CaMOIOJrOTOBKU
Omnpoc Ha 3aHATHSAX 10 14 16 40
HToro MakcumyM 3a 20 24 26 70
epuo.
OK3aMeH 30
Hapacraromum utorom 20 44 70 100
11.2. IlepecueT 6a/1710B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[Tepecuer GayIOB B OIEHKH 32 KOHTPOJILHBIE TOUKH MpeCTaBeH B Tabymie 11.2.
Ta6nuua 11.2 — IlepecueT 6ayIjIOB B OLIEHKHU 32 KOHTPOJIbHBIE TOYKH
bannel Ha 1aTy KOHTPOJIBHOM TOUKU Ouenka
>90% ot MakcuManbHOM cymMbl 6arioB Ha aaty KT 5)
Ot 70% 10 89% oT MakcuManbHOM cyMMbl 6ayutoB Ha gaty KT 4
Ot 60% 10 69% OT MakcHMaNbHOI cyMMBI OayToB Ha maty KT 3
< 60% ot MakcuMaibHOM cymMMbl OansioB Ha naty KT 2

11.3. Ilepecuyer cyMMBbI 02/1710B B TPAAHIIHOHHYI0 M MEKAYHAPOAHYIO OLICHKY
[Tepecuer cymmbl OaIOB B TPAJAUILIMOHHYIO U MEXAYHAPOIHYIO OLIEHKY MPEJCTaBIeH B Taliuie
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11.3.
Tabmuma 11.3 — IlepecueT cymmbl 0aJITOB B TPAAMITMOHHYIO H MEKTYHAPOIHYIO OIICHKY

Hrorosast cymma 6asios,

Onuenka (I'OC) YUYUTBIBAET YCIICIIHO CIAHHBIN Onuenka (ECTS)
JK3aMeH
5 (oTnu4HO) (3a4TEHO) 90 - 100 A (oTIHYHO)
85 -89 B (o4enn xopor1o)
4 (xoporto) (3a4TeHO) 75-84 C (xoporio)
70-74
D (ynoBneTrBopuTeabHO)
3 (y10BIETBOPUTEIHHO) 65-69
(3a4TeHO) 60 - 64 E (mocpenctBeHHo)
2 (HEYNIOBACTBOPHTEIILHO) (HE Huxe 60 Gannos F (HeynoBneTBOPUTENBHO)
3a4TEHO)

12. Y4ueOHO-MeTOAMYECKOEe U MH(POPMAIIMOHHOE O0ecTIeYeHHe TUCIIUILTHHbI

12.1. OcHoBHas JIuTEpaTypa
1. bapuue C. I'. OcHoBBl coBpeMeHHOW Kpuntorpadpuu : YueOHbIH Kypc. - M. : ['opsuas
muaus-Tenexom , 2002. - 176 c. (maymmuue B Oudimotexke TYCVYP - 51 3k3.)
2. Ocunsia B. O. Kpunrorpadus B 3amadax u ynpaxuenusx. - M. : 'ennoc APB |, 2004. - 143[1]
c. (maymmuue B 6ubmotexe TYCVYP - 50 7k3.)

12.2. JlonosiHuTE IbHAS JIUTEPATypa
1. OcHoBsl kpunTorpadguu : yaeobHoe nocodue st By3oB. - M. : ['enuoc APB , 2005. - 479, [1] c.
(mammume B 6ubmmoreke TYCVYP - 30 3k3.)

12.3. YueOHO-MeTOAHYECKHE ITOCOOH

12.3.1. O0s13aTesibHBIE Y4eOHO-MeTOAUYECKHE MOCOOHus
1. Escrotun O.0. Kpunrorpadudeckue MeTo bl 3aliuThl HH(pOpMau [ DJIEKTPOHHBIN pecypc]:
METOAMYECKUE YKa3aHUs ISl BBITOIHEHHSI PAKTHUECKUX U CAMOCTOSTENLHBIX paboT — Pexnm nocryma:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_kmzi.pdf (nara obpamenus: 19.05.2018).
2. Esciormr 0.0. Ilpuxmagnas kpunrorpadus [DIEKTPOHHBIM pecypc]: MeTonuvecKkue
yKa3aHusl JUIs BBIIOJHEHUs J1a0OpaTOpHBIX M CaMOCTOSTENbHBIX pabor — Pexum nocryma:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_pk.pdf (nara ob6pamienus: 19.05.2018).

12.3.2. YueOHO-MeTOANYECKHE TOCOOHS IJISA JIUIL C OTPAHUYEHHBIMH BO3MOKHOCTSIMH 310POBbSI U
HHBAJIN/I0B

Y4eOHO-MeTOAMYECKHE MaTepUalbl ISl CAMOCTOATEILHOW U ayAUTOPHON paboThl 00y4aroIUXCs
U3 YHCIIA JIMI C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBbsSI 1 MHBAINIIOB MPEAOCTABISAIOTCS B hopmax,
a/IalITUPOBAHHBIX K OTPAaHUYEHHUSAM UX 3/10pOBbsI U BOCIPUATHS HHPOPMAIUK.

Jlst M1 ¢ HAapYIIeHUsIMHU 3PeHust:

- B (hopMe€ FIIEKTPOHHOTO JOKYMEHTA;

- B [I€YaTHOI (popMe YBETUUEHHBIM LIPUPTOM.

JL1st M1 ¢ HAPYIIeHUsIMH CJIyXa:

— B (hopMe FIIEKTPOHHOTO JOKYMEHTA;

— B IeUaTHOM opme.

JLst M1 ¢ HapyIeHUusIMU ONIOPHO-ABUIATEJILHOTO annapara:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B MIEYaTHOH (opme.

12.4. IIpodeccuonabHbIe 0a3bl JaHHBIX H MH(POPMALIHOHHBIE CIPABOYHbIE CHCTEMBbI

1. Copyright for Librarians - Kypc Ha aHrmiickoM si3bIKe, OECIUIATHBIN, MHTEPAKTHBHBIH, C
3aauaMul M mpuMepamu. Bee marepuansl Kypea n1ocTynHbl o auneH3un Creative Commons, TO €CTh UX
MO>KHO KOIIMPOBATh, paCIPOCTPAHATh U U3MEHATh. cyber.law.harvard.edu. Jloctyn cBOOOIHBIN.
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2. eLIBRARY.RU - Kpynnueiimuii poccuiickuii ”HGOPMALMOHHBIM NOPTaa B 00JAaCTH HAyKH,
TEXHOJIOTHH, MEIUIIMHBI U oOpazoBanus. www.elibrary.ru. Jloctyn cBOOOHBIH.

3. Nano - Pecypc npenocrasnsier ganusie o 6oiee 200 000 HaHomMaTepuanoB U HAHOYCTPOUCTB,
coOpaHHBIE 3 CaMbIX aBTOPUTETHBIX HAYYHBIX HU3JaHUI. nano.nature.com. JlocTyn CBOOOHBIH.

4. Nature - 88 ecrecTBEHHO-HAY4HBIX >KYpPHAJIOB, BKJIIOUas CTapeMIIMi M OJUH U3 CaMbIX
aBTOPUTETHBIX HayYHBIX KypHasIoB Nature www.nature.com. J[ocTyr cBOOOIHBIN.

5. Polpred.com O630p CMHU - OG30p cpeacTB MaccoBoil WHPpOpMAIUH. EkeqHEBHO THICSYA
HOBOCTEH, MOJIHBIM TEKCT HA PYCCKOM sI3bIKe. MUJUTMOHBI CIO’KETOB MH(OPMAreHTCTB U JIEIOBOM IPECCHI
3a 15 ner. www.polpred.com. JlocTyn cBOOOTHBIN.

6. zZbMATH - camas mosnHas mMareMaTHuecKash 0a3a JaHHBIX, OXBAThIBAIONIAs MAaTCPUANbI C
koHna 19 Beka. zbMath cogepxut okono 4 000 000 moxymento, u3 6onee 3 000 xypnHamoB u 170 000
KHHT 110 MaTeMaTHKe, CTaTHUCTUKE, HHPOPMATHKE, a TAaKKE€ MAITMHOCTPOCHUIO, (PU3UKE, €CTECTBEHHBIM
HaykaMm u Jp. zbmath.org. JlocTymn cBOOOIHBIN.

7. ApxuB xypHanoB PAH - Poccuiickas akajgemMus Hayk W u3nareiabcTBO «Hayka» mpuHSIIH
pelIeHre OTKPBITh CBOOOIHBIN JTOCTYI K apXuBaM kypHaioB PAH, Bkmouas Homepa xypHaioB 3a 2017
roJi, BBIMMYCK KOTOPBIX 10 KOHTpakTy ¢ PAH ocymectBisiino nznarenbctBo «Haykay. becrathbiii 1octyn
K DJIEKTPOHHBIM BepcusiM kypHanoB PAH Oyzer mnpemocraBnsithest Ha miardopme elibrary.ru u
libnauka.ru (anexTponnas 6ubnanoreka uznarenbcrBa «Haykay). Beero sxxypHanoB B pedepeHTHO rpyrmne
149. Crmcoxk xypHasioB. JlocTyn CBOOOIHBIHA.

13. MaTepuajibHO-TeXHHYeCKOe o0ecnevyeHne JUCHHUILINHBI U TpedyeMoe NPorpaMMHoOe
obecrneuenue

13.1. O0mue TpedOBaHUs K MATEPHAJIBbHO-TEXHMYECKOMY M POrPAMMHOMY 00ecle4eHHI0
AUCHUILIUHBI

13.1.1. MaTepuajibHO-TeXHUYECKOEe U POrpaMMHoOe oOecneyeHue 1Jis1 JTIeKIIUOHHBIX 3aHATHIl
Jnis mpoBeneHus 3aHATUI JIEKIIMOHHOTO THIIA, TPYNIOBBIX M WHAWBUIYAIBHBIX KOHCYJIbTALIWH,
TEKYILET0 KOHTPOJISI U MIPOMEKYTOUHOM aTTECTAI[MM UCIOIb3yeTCsl yueOHasl ayJUuTOPHUS C KOJHMYECTBOM
MOCaZ0YHbIX MeCT He MeHee 22-24, o0opyaoBaHHas JOCKOW M CTaHAAPTHOH y4eOHOW MeOenblo.
HwmeroTcss  1eMOHCTpallMOHHOE 00OpyJqOoBaHWE M y4eOHO-HATJISIIHBIE TOCOOMS, OOECIIeYHBAKOIINE
TEMaTUYEeCKHE WILTIOCTPAIIH 10 JICKIIMOHHBIM pa3zesiaM TUCIIUILTHHEI.

13.1.2. MaTepuajibHO-TeXHHYECKOEe H MPOrpPaMMHOe o0ecnedeHue VISl MPAKTUYECKUX 3aHATHI

AymuTopus MOJETHMPOBAHWS, NPOSKTHPOBAHWS W  OKCIUTyaTalli HMH()OPMALIMOHHBIX U
aHAJIMTUYECKUX CHUCTEM, ydyeOHasl ayJuTOpus JUIsl MPOBEIEHUS 3aHATUH MPaKTUYECKOTro THUMa, yueOHas
ayAUTOPUS /ISl TIPOBEJCHHS 3aHATHI 1a00paTOPHOTO THTIA

634045, Tomckas obnacts, I. ToMmck, yin. Kpacnoapmeiickas, a. 146, 407 ayn.

Onucanne uMeronerocs 000py10BaHus:

- Kommnbroreps! kiacca He Hipke: mata Gigabyte GA-H55M-S2mATX/ Intel Original Soc-1156
Core i3 3.06 GHz/ DDR 1III Kingston CL9 (2 mr.) mo 2048 Mb/ SATA-II 250Gb Hitachi / 1024 Mb
GeForse GT240 PCI-E (6 mr.);

- KommekT cnenunanuzupoBaHHoi yueOHON MeOen;

- PabGouee mecTo npenogaBates.

[TporpamMHOe oOecrieueHue:

— Microsoft Windows 7 Pro

Jlabopatopust bezonacuoctu ceteit 9BM / JIaboparopus kpuntorpadun B 0aHKOBCKOM JIelie

yueOHasi ayIuTOpus AJS MPOBEIEHUS 3aHATHHA MPAKTUYECKOTO TUMA, ydeOHas ayJuTopus s
MIPOBEJICHUS 3aHATHH JIAOOPATOPHOTO THIIA

634045, Tomckas obnacts, r. Tomck, yi. Kpacnoapmeiickas, a. 146, 804 ayn.

OrnrcaHne HMEIOIIErocss 000pyIOBaHUS:

- Kommeroteps! kiacca e Hmke GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-I1I1 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Th Gb SATA-III Seagate (10 mit.);

- OGyuaromuii cTeH IoKanbHbIe KOMIBbIOTEpHBIE ceTu Microtik routerboard (2 mit.);

- ViPNET YMK <«be3omnacHocTh ceTeii>;

CornacoBaHa Ha noptane Ne 29445 10



- Kommyrarop Mikrotik CRS125-24G-1S-IN (6 mrt.);

- KomneroTep kimacca e mike 15-7400/8DDR4/SSD120G;

- Anamm3atop kabenbHbIx ceteit MI 2016 Multi LAN 350 (3 mr.);

- Arammmzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mir.);

- CepBep kiacca He Hmxke 4xE7-4809v4/512GBRE16/L.9300-8i/5T6000G7;

- Mapmpyruzarop Cisco 891-K9 (2 mit.);

- Mapmpytuzatop Cisco C881-V-K9 (2 mT.);

- Mapmpyruzarop Check Point CPAP-SG1200R-NGFW (2 mit.);

- Kommniext crienmanusupoBanHoi yueOHOW Mebenu;

- Pabouee mecTo npenogaBaTes.

[Tporpammuoe obecrieueHue:

— Microsoft Windows 10
Crennpl U1 U3y4eHHsI CPEACTB KpUNTOrpadpuieckoi 3amuTsl HHGpopMaun B 0aHKOBCKOM JIele,
BKJIIOYAIOIIHE:
- aDOHEHCKHE yCTPOHCTBa: KOMIIBIOTEpHl SuperMicro;
- kommytaTopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;
- mappytusaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;
- cpezcTBa KpUNTOrpaduuecKoi 3auThl HHPOPMAIMU: IPOrPaMMHO-AIIAPATHBI KOMILIEKC
mmdpoanus «PIICY-IPy», nporpammuo-anmapaTabiii koMmiuieke mmdposanus «OIICY-IP/KnuenTy.

13.1.3. MaTepuajibHO-TeXHUYECKOEe U POrpaMMHoOe oOecrnedyeHue 1JIs1 CAMOCTOATEIbHOIH padoThl
s camocToATenbHOW pabOThl MCMOIb3YIOTCS y4eOHblE ayIUTOpUU (KOMIIBIOTEPHbIE KJIACChl),
PACIIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obnacts, r. ToMck, Jlennna npocmnexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, . ToMck, yin. Kpacnoapmetickas, 1. 146, 201 ayn.;
- 634034, Tomckas obsactp, r. Tomck, Bepuinauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckas obnacts, . ToMmck, Bepmununa ynuna, 1. 74, 207 aya.

CoctaB 000py10BaHUs:

- yueOHast meberb;

- komnbroTepsl kiacca He Hibke IIDBM INTEL Celeron D336 2.81T. - 5 mt.;

- KOMIIBIOTEPHI MOJKIIOYEHbl K ceTu «VHTepHeT» M o0ecrnedyuBaroT JOCTYN B 3JEKTPOHHYIO
MH(OPMALMOHHO-00pa30BaTENbHYIO Cpe/ly YHUBEPCHUTETA.

[TepeueHs mporpaMMHOTO 0OECTICUCHHS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mis Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajbHO-TEXHHYECKOE O0ecrieyeHne JMCUMILTHHBI IS JTUI] ¢ OTPAHUYEeHHBIMH
BO3MOKHOCTAIMH 310POBbSI U HHBAJIHI0B

OcBoeHUE TUCUHUIUIMHBI JIMIIAMH C OTPAHUYEHHBIMHA BO3MOKHOCTSMH 340POBbS U MHBAIHMIAMU
OCYIIECTBJISIETCS C UCTIOJIb30BAHUEM CPEJICTB 00YUEHUS OOIIEro U CIIeIHAIbHOTO Ha3HAYCHHSI.

[Tpu 3aHATHSIX C OOYYAIOMIMMHKCS € HAPYUWIEHUSIMU CJyXa MPEeIyCMOTPEHO HCIOIb30BaHUE
3BYKOYCUJIMBAIOILIEH amnmaparypbl, MYJbTUMEIUUHBIX CPEICTB W JAPYTHMX TEXHUYECKUX CPEACTB
npuema/mepenayn yueOHol MHGOpMaIuu B JOCTYNHBIX (hopMax, MOOMIBHONH CHUCTEMBI MPEIoJIaBaHUS
JUTsT 00YYAIOMIUXCSl ¢ WHBAMIHOCTHIO, TIOPTATUBHON MHIYKIIMOHHON CHCTEMBI. YueOHas ayauTopusi, B
KOTOpPOU 3aHUMAIOTCS OOydYarolIuecs ¢ HapylIeHHeM cilyxa, 00opyloBaHAa KOMIBIOTEPHOW TEXHHKOM,
ayIMOTEXHUKOU, BUACOTEXHUKOW, SJIEKTPOHHOU JIOCKOM, MYJIbTUMETUITHON CUCTEMOM.

[Tpu 3aHATHAX ¢ O0OYYAIOIIMMICS ¢ HAPYIIEHUSIMH 3PEHUSIMH TIPETYCMOTPEHO HCIIOJIb30BaHUE B
JIEKIIMOHHBIX M YYEOHBIX ayJUTOPUSX BO3MOXKHOCTH TPOCMOTpa YAAJICHHBIX OOBEKTOB (HAIpUMED,
TeKCTa Ha JOCKE WM Cllaiila Ha SKpaHe) MPH IOMOIIU BHICOYBEIMUUTENEH sl KOM(OPTHOTO
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MPOCMOTpA.

[Ipu 3aHsATHSAX C OOy4yalOUIMMHCS € HapYWIEHHWSIMH OINOPHO-ABUIaTe/]bLHOI0 anmnapara
UCIIONIL3YIOTCSL aIbTEPHATUBHBIE YCTPONCTBA BBOJAa WHGOpPMAIMU M APYyrde TEXHUYECKUE CPEICTBA
npuemMa/repeaaun ydeoHo WHGOpMauu B JAOCTYMHBIX (opMax, MOOUIBHOW CHUCTEMBbI OOYUCHHS IJIs
JIIOIEN C MHBAJIMAHOCTBIO.

14. OueHouyHble MaTepUaJIbl 1 MeTOAUYECKHE PEKOMEH/IAMHU 110 OPTaHU3AUMN U3yYeHUs!
AMCHMILINHBI

14.1. ConeprkaHue OLEHOYHBIX MATEPHUAJIOB U METOANYECKNE PEKOMEeHIalluu
s oneHkH cTeneHu chOPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPEIUICHHBIX 32 JTUCIMIUIMHON
KOMIIETEHIINI UCTOB3YIOTCS OLICHOYHBIE MaTepUaibl B COCTaBE:

14.1.1. TecToBBIC 3aaHUA

Aynutop — 310

- U110, 3aHUMaroleecs ayautom 1o ctanaapty PCI DSS (mpoBepkoii cooTBeTcTBHS TpeOOBAHUSM
CTaHJapTa) U KOHCYJbTALIUOHHOHN NeATENbHOCTBIO, CBSI3aHHOM C OLIEHKOH COOTBETCTBUSA TPEeOOBaHUSAM
crannapra PCI DSS.

- IOpUAMYECKOE JIMIO, 3aUHTEPECOBAHHOE B BBINOJHEHUM HCIOJIHUTENIEM YCIYT'M MPOBEPKH Ha
cooTBeTcTBUE TpeOoBanusm cranaapra PCI DSS.

- YJeH acCOLMalliyd 3MUTEHTOB OAHKOBCKHMX KapT, KOTOPbI yCTaHaBJIMBAaET U IOJIEP)KUBACT
B3aUMO/JICICTBHE C MPEANPUATUIMHI TOPrOBO-CEPBUCHON CETH, IPUHUMAIOILIEH TIATEXHbIE KapThl.

- NOCTAaBIIMK YCIyr CKaHHWPOBaHUs, UMeErOIMH o¢uiuanbHblii cratyc oT CoBera cTaHAApTOB
6e3omacuoctu (PCI SSC).

PCI DSS (Payment Card Industry Data Security Standard) - sto

- cTaHAapT 0€30M1acCHOCTH JaHHBIX UHIYCTPUHM IJIATEKHBIX KapT;

- MOCTaBIIMK YCIyr CKaHWPOBaHUs, UMErOIIMH o¢uiuanbHblii cratyc oT CoBera CTaHAApTOB
6e3omacuoctu (PCI SSC);

- ayauT MHQpaAcTpyKTyphl 3aka3zuMka, MPOBOJUMBINA ayJAMTOPOM HEMNOCPEICTBEHHO Ha peajbHO
(YHKIMOHUPYIOUINX KOMIIOHEHTAX;

- KOMIIaHMsl, COTPYAHUKHM KOTOPOH MHAWBUYAJIbHO MPOLUIA TPEHUHIU U 3K3aMEHbI, IPOBOIUMBIE
Coserom crangaptoB 6e3onacuoctu (PCI SSC).

3aKa3uMK — 3TO

- U110, 3aHKUMaroleecs ayautom no crtanaapty PCI DSS (mpoBepkoil cooTBeTcTBUS TpeOOBaHUSAM
CTaHJapTa) U KOHCYJIbTALlUOHHOM NeSTENbHOCTBIO, CBA3aHHOM C OLIEHKOW COOTBETCTBHUS TPEOOBAHHSIM
crannapta PCI DSS.

- IOPUIMYECKOE JIMIO, 3aMHTEPECOBAHHOE B BBINIOJIHEHWU HCIIOJHUTENIEM YCIYI'M NPOBEPKH Ha
cooTBeTcTBUE TpeOoBanusM cranaapra PCI DSS.

- YJeH acCOIMallud 3MUTEHTOB OaHKOBCKHMX KapT, KOTODPbIM yCTaHABIMBAeT U IMOAJCPKHUBAET
B3aMMO/ICICTBHE C MPEANPUATHIMHI TOPrOBO-CEPBUCHON CETH, TPUHUMAIOIIEH TIaTeXHbIE KapThl.

- TMOCTaBIIMK YCIyr CKaHMPOBaHUS, MMeEOMMH opuuumansHbelii cratyc or CoBera cTaHAapTOB
6e3onacuoctu (PCI SSC).

3aKa3uMK — 3TO

- U110, 3aHKUMaroleecs ayautom no ctanaapty PCI DSS (mpoBepkoil cooTBeTcTBUS TpeOOBaHUSAM
CTaHJapTa) U KOHCYJbTALIMOHHOM NEATETbHOCTHIO, CBA3aHHOM C OLIEHKOW COOTBETCTBUSA TPEOOBAaHUSIM
crannapta PCI DSS.

- IOPUIMYECKOE JIMIO, 3aMHTEPECOBAHHOE B BBIIIOJIHEHUU HCIIOJHUTENIEM YCIyTU MPOBEPKH Ha
cooTBeTcTBUE TpeOoBanusM cranaapta PCI DSS.

- YJEeH acCOIMallud 3MUTEHTOB OAaHKOBCKHMX KapT, KOTODPbIM yCTaHAaBIMBACT U IOAJCPKHUBAET
B3aMMOJICICTBHE C MPEANPUATHSIMHI TOPrOBO-CEPBUCHON CETH, IPUHUMAIOIIEH TIaTeXHbIE KapThl.

- TOCTAaBIIMK YCIYr CKaHHMPOBaHUS, UMEIOMMN opuimanbHblii cratyc oT CoBera CTaHAAapTOB
6e3onacHoctu (PCI SSC).

Yro He ABIAETCSA AONOJHUTENBHON nokymMeHTanuen ctanaapt PCI DSS:

- ASV - HaGop nokyMeHTaluu JiIsl IIOCTaBIIMKOB YCIIyT ckaHupoBaHus (ASV): pykoBOACTBO 1O
nporpamme ASV, cncok TpeboBanuii ASV, nposepka cooTBeTcTBUA cTatycy ASV;

- QSA - HaGop moxyMmeHTalwu Ui KBaJTU(HUIIMPOBAHHBIX JKcrepToB OezomacHocTH (QSA):
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cormamenue QSA, criucok TpedoBanmii QSA;

- PFl - HaGop moxymeHTanuu Jjisi SKCIEPTOB-KPUMUHAIMCTOB B MHAYCTPUH IUIATSKHBIX KapT
(PFI);

- Arrecranus cootBerctBuss PCI DSS — toproseie opranmsammu. Bepcus 2.0 (PClI DSS
Attestation of Compliance — Merchants v2.0).

Ckonpko TpeOOBaHMI JETaTbHO ONUCHIBACT CTaHAAPT O€30MacHOCTU JAHHBIX WHIYCTPHUH
matexHbix kapT (PCI DSS v2.0):

-12;

- 14;

- 6’

- 19.

Kakoii ki1t0u 10CTyIneH BCeM ISl MPOBEPKHU LUPPOBOM MOAMHUCH MO JOKYMEHTOM?

- 3aKpBITBIN;

- OTKPBITHIH;

- BHYTPEHHUW;

- 001IHiA.

Uro noapazymMeBaeTcs Mol TePMHUHOM ayTEeHTUYHOCTh HHpOopManuu?

- HenoctHOCTh MH(MOpPMALINY;

- HeBo3MOXHOCTB OTKa3a OT aBTOPCTBA;

- [lognmuHHOCTH aBTOPCTBA;

- Bce oTBeTHI IpaBUIIBHBIE.

ITporpamma obecneuenus 6e3omacHocTr MasterCard:

- [Iporpamma Account Information Security (AIS);

- Payment Card Industry Data Security Standard (PCI DSS);

- [Iporpamma Site Data Protection (SDP);

- Credit Card Information Security Guidelines.

[Tporpamma obecriedenus 6e3o0macHOCTH Visa:

- [Iporpamma Account Information Security (AIS);

- Payment Card Industry Data Security Standard (PCI DSS);

- IIporpamma Site Data Protection (SDP);

- Credit Card Information Security Guidelines.

Yro Bxogut B naket JokymentoB CTO BP UBBC:

- CTO BP UBBC-1.0-2014. «O011me moI0KEHUI,

- CTO BP UBBC-1.1-2007. «Ayaut nHpopMaiMoOHHON 0€30MacCHOCTH;

-1u2;

- HET IIPaBUJILHOT'O OTBETA.

bankoMm Poccun pazpaboTtanbl U BBEJIEHBI CIEIYIOLINE PEKOMEHIALNN B 00JIaCTH CTaHJapTU3alUU
Wb, ucknroYnTe JIMIIHAN ITYHKT:

- PC BP WHBBC-2.0-2007. «Meronuueckue pPEKOMEHIAIMU TIO0 JOKYMEHTAI[Md B OOJACTH
obecniedenus nHpopMalmoHHON 6e3omacHocTU B cooTBeTcTBUE ¢ TpeboBanusmMu CTO BP UBBC-1.0»;

- PC BP UBBC-2.1-2007. «PyKOBOJACTBO TIO CAaMOOIICHKE COOTBETCTBUS HH()OPMAIIMOHHOU
Oe3omacHOCTH opraHu3auuil OaHKOBCKOM cucteMbl Poccuiickoit ®@enepauuu tpeboanusim CTO BP
HUBBC-1.0%»;

- PC BP WBBC-2.2-2009. «MeToauka OIEHKH PHUCKOB HapylIeHUs HHPOPMALMOHHON
0€30IaCHOCTHY;

- CTO BP UBBC-1.2-2014. «MeToauka OIIEHKH COOTBETCTBHUS MHGOPMAITMOHHON 6€30MacHOCTH
opraHm3aiii 6aHkoBckoit cuctembl Poccuiickoit @enepanuu tpebosanusm CTO bBP MBBC-1.0-2014 (4
PEMAKITHS )».

B ocHoBy cucrembr obecniedenus nHGOpPMAMOHHONW Oe3omacHOCTH 3anoxeH [{ukn [lemunra,
UCIOJIb3YEMBIN B YIPABIECHUHU Ka4€CTBOM, UCKJIFOUNTE JINIITHUHI ITyHKT:

- [InanupoBanne COUD;

- Peanmsanus COUB;

- [IpoBepxa COUB;

- Ceprudunupoanue COUB.
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Yrto Takoe DIEeKTPOHHBIN JOKYMEHT?

- JlokymeHT, 3a)MKCHpPOBaHHBIN Ha 2JEKTPOHHOM HOCHUTENE U MpEeJHA3HAYCHHBIN U1 mepenadu
BO BPEMEHM U MPOCTPAHCTBE C MCIOJIb30BAHUEM CPEJCTB BBIUMCIMTEIBHOW TEXHUKU U AJIEKTPOCBS3HU C
LIEJIBIO XPAaHEHUsI U OOLIECTBEHHOT'O UCIIOIb30BaHUS;

- ®opma npencrTaBieHUs WHGOPMAIMU B LENAX €€ MOATOTOBKH, OTHPABICHUS, TOIYUYCHHS WA
XPaHEHUs C MOMOIIbIO 3JEKTPOHHBIX TEXHUYECKHX CPEJICTB, 3a()MKCHUPOBAHHAS HA MarHUTHOM JIUCKE,
MarHMTHOM JIEHTE, JJa3€pHOM JUCKE U MHOM 3JIEKTPOHHOM MaTE€pUaIbHOM HOCHUTEIIE;

- JlokyMeHTHpOBaHHass MH(OpMaIus, IpeACTaBICHHAas B AJIEKTPOHHOM (hopMme, TO ecTb B BUJE,
IIPUTOIHOM JJI BOCHPHSITHS YEJIOBEKOM C HUCIIOJIb30BAHMEM 3JIEKTPOHHBIX BBIYUCIMTENBHBIX MAIIMH, a
TaKXke I Iepelayd Mo HH(OPMAIMOHHO-TEIEKOMMYHUKALMOHHBIM CETAM MM 00paboTKH B
MH(POPMALIMOHHBIX CHCTEMAX;

- Bce oTBeTHI IPaBUIIBHEIE.

Urto Takoe DIEeKTPOHHASI MOMUCH?

- NIPEAOCTABICHUE ONPEACIEHHOMY JIMIy WIM TPYIIE JIMI [IPaB Ha BBINOJIHEHHUE ONPEICIIEHHBIX
NEMCTBUI; a TakKe MpOoLecC NPOBEPKH (IIOATBEPKIECHUS) JaHHBIX IIPAB IIPU MOIBITKE BBITOJHEHUS 3TUX
JIENCTBHI;

- [IpoLieypa NPOBEPKH MOJINHHOCTH;

- 9TO MapOJIb, JEHCTBUTENBHBINA TOIBKO AJIS OJHOTO CEaHCa ayTeHTH(PHUKALNH;

- PEKBU3HUT OJJIEKTPOHHOTO JOKYMEHTA, TIOJIY4YeHHBIH B pe3yiabTare KPUMITOTPaGpuuecKoro
npeoOpa3oBaHus HHGOPMAIMK C UCIIOIB30BAHMEM 3aKPBITOrO KIIF0Ya MOJIIHUCH.

Uro Takoe OTKpBITHIN KiIH04?

- KJIK0Y, U3BECTHBIA TOJIBKO CBOEMY Biaeiblly. TONBKO COXpaHEHHE IIOJIb30BATEIEM B TaliHE
CBOETO 3aKPBITOrO KJII0Ya TrapaHTUPYET HEBO3MOXHOCThH IOJIEIKU 3JIOYMBIIIIEHHUKOM JOKYMEHTa U
UG POBOM NOAIMCH OT UMEHHU 3aBEPSIOLIETO.

- KJIIOY, KOTOPBI MOXXET OBITh OIYOJIMKOBAaH W HWCHOJB3YETCS S MPOBEPKH IOATMHHOCTH
MIOANMCAHHOIO JOKYMEHTA, a TAKXKE I MPEAYNPEkKIACHHUS MOIIEHHUYECTBA CO CTOPOHBI 3aBEPSIOILErO
JMIa B BUJI€ 0TKa3a €ro OT HOJIUCH IOKYMEHTA.

- KJIIOYM, HCIOJb3yeMble B CHMMETPUYHBIX aiaroputmax (umudpoBaHue, BbIpabOTKa KOJOB
ayTEHTUYHOCTH).

- HET IPaBUJILHOT'O OTBETA.

Uro Takoe 3akpbIThIi Ki1tou?

- KJIK0Y, W3BECTHBIA TOJIBKO CBOEMY BIIaJeiblly. TONBKO COXpaHEHHE IOJIb30BATEIEM B TaliHE
CBOETO 3aKpBITOrO KJII0Ya TrapaHTUPYET HEBO3MOXHOCTH TMOJJIEIKU 3JIOYMBIIIJIEHHUKOM JOKYMEHTa U
1UGPOBON NOANKUCH OT UMEHU 3aBEPSIOLIETO.

- KJII0Y, KOTOPBIH MOXKET OBITh OINYOJMKOBAaH W HCIIOJIb3YETCS Ul MPOBEPKU IMOJJIUHHOCTU
MIOANNCAHHOIO JOKYMEHTA, a TAKXKE IS MPEAYNPEkKACHHUST MOIIEHHUYECTBA CO CTOPOHBI 3aBEPSIOILErO
JMIa B BUJI€ 0TKa3a €ro OT MOJIMUCH TIOKYMEHTA.

- KJIIOYM, MHCIOJb3yeMble B CHMMETPUYHBIX alroputMmax (Lmu@poBaHHe, BbIPAaOOTKA KOJOB
ayTEHTUYHOCTH).

- HET IIPaBUJILHOT'O OTBETA.

Uro He sBiIsieTcsa MPOTOKOJIOM paclpeIesIeHUs KItoUei:

- [Iporoxon Hunxema-IIpénepa;

- [IpoTokon OtBes-Punca;

- [Iporokoin Dnp-I"amans;

- [Iporokon Audpdu — Xennmana.

Yrto 00bI4HO B ceOsl BKIIIOYAET CXeMa IEKTPOHHON MOAIHCH?

- QJITOPUTM T'€HEepaliy KIIOUEBbIX Map MoJIb30BaTeNs

- (DYHKIIMIO TPOBEPKH MOJITUCH

- HUYEro U3 BBIIENEePEYHCIEHHOTO

- BCE U3 BBIIIENIEPEUNCIEHHOIO

Kak HaszpiBaeTcs nmpeodpa3oBaHue BXOJIHOTO MAcCHUBA JaHHBIX MPOU3BOJILHOM JJIMHBI B BHIXOAHYIO
OUTOBYIO CTPOKY (PMKCUPOBAHHOM JUTHHBI? (MCIIOJIB3YET OJJHOCTOPOHHIOK (DYHKIINIO)

- Pa3Ouenue BXOJHOIO MaccHUBa

- XelupoBaHue
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- Cxatue
- CoBur

METOJaMU

14.1.2. Jx3aMeHallMOHHbIE BONPOCHI
VYnpasieHue KIr04aMi CpesICTB KpUNTorpadhuyeckoi 3amuTsl 0aHKOBCKOW HHPOPMALIUH.
CranmapTu3anus METOJIOB M CPEJICTB KpUNTOrpapuueckoi 3amutsl nHpopmanuu. [Ipakrnyeckue
acTeKThl 00ecreueH s CTOMKOCTH KPUIITOCHCTEM
OcobGenHoctn obOecnieueHuss uHbopmarmonHor Oe3zonacHoctd ABC  kpunrorpadudeckumu

CucreMbl AJIEKTPOHHBIX IIJIATEXKEU. "DIEKTPOHHBIE 1eHbIU"
Kpunrorpaduueckue mpoToKOIbI B 3JIEKTPOHHON KOMMEPIIHH

METOJaMU

14.1.3. TeMbI OIIPOCOB HA 3AHATHUAX
VYrpasieHue KIoyaMH CpeJCTB KpUITOrpahuuecKoi 3auTbl 0aHKOBCKON MH(OpMaIuHy.
CranpapTusanus METOJOB M CPEACTB KpunTorpadudeckoit 3amutel nHpopmarnmu. [IpakTuyeckue
acIeKThbl 00ecreueH s CTOMKOCTH KPUIITOCHCTEM
Ocobennoctu obecrieuenus: uHpopMaoHHoi Oe3omacHoctd ABC  kpunrorpadguueckumu

CucreMsl 3J1€KTPOHHBIX IIATEXKEH. "DIIeKTPOHHbIE 1EHbIU"
Kpunrorpaduueckue mpoToKobl B 3JI€KTPOHHON KOMMEPLIMH

14.1.4. Bonpocbl Ha caMONIOATOTOBKY

VYpapneHue KII04aMu CpeaCcTB KpunTorpaduyeckoil 3aimuTsl 0aHKOBCKOW HH(OpMAaIIUH.

CranmapTu3anus METOJIOB M CPEICTB KpunTorpapuueckoi 3amuTsl nHpopmanuu. [Ipakrunyeckue
acIIeKTHl 00ECTIEYCHUSI CTOMKOCTU KPUIITOCUCTEM

Ocobennoctu obecrieuenus: uHpopMauoHHON Oe3omacHoctd ABC  kpunrorpadguueckumu

MCTOJaMU

CucreMsl 3J1€KTPOHHBIX IUIATEXKEH. "DIIeKTPOHHbIE 1EHbIU"
Kpunrorpaduueckue npoToKobl B 3I€KTPOHHOW KOMMEPLIMU

14.2. TpeﬁoBa}mﬂ K OHCHOYHBIM MaTepHuajJdaM Jisl JUIl ¢ OrPAaHUYCHHBIMHA BO3MOKHOCTAMMU

3A0POBbA U HHBAJIMI10B

I[J'ISI Jan ¢ OrpaHMYCHHBIMHM BO3MOXHOCTAMHU 3O0POBbA W HWHBAJIMAOB TPCAYCMOTPCHBI
AOIOJHHUTEJIIBHBIC OIICHOYHBIC MATCpHUAJIbI, IICPCUYCHDb KOTOPBIX YKAa3aH B Ta6J'II/II_IC 14.
Ta6J'II/IIIa 14 — I[OHOHHI/ITCJ'IBHBIG MaT€puraibl OCHUBAHUA JIA JIUI[ C OrPpaHUYCHHBIMU BO3MOXKHOCTAMU

3J0POBbA U HUHBAJINJI0OB

Kareropun
00yJaronmxcst

Buael OMOTHUTEIHHBIX OIEHOYHBIX
MaTepuasoB

@OpMBI KOHTPOJISL U OLICHKU
pe3yabTaTOB OOYUECHHUS

C HapyleHUsIMU
ciyxa

TecTbl, NMCbMEHHBIE CAMOCTOSTENIbHBIE
paboThl, BOMPOCH! K 3a4ETy,
KOHTPOJIbHBIE paOOTHI

IIpeuMy1ieCTBEHHO MUCbMEHHAs
IIPOBEpPKa

C HapyleHusIMU
3peHHs

CobecenoBanue 1o BOIIpocaM K 3a4eTy,
OIIpOC MO TEPMUHAM

[TpenMyIIeCTBEHHO yCTHAS TIPOBEPKa
(MHIMBUYaTbHO)

C HapyueHUsIMH
OIIOpPHO-
JBUTATEIBLHOTO
anmapara

Pemenne TuCTaHIIMOHHBIX TECTOB,
KOHTPOJIBHBIC pa6OTI)I, IIMCbMEHHBIC
CaMOCTOSITENTbHBIE PA0OTHI, BOIPOCHI K
3a4eTy

HpeI/IMYI]_[eCTBeHHO JAUCTAaHITMOHHBIMH
METOAaMU

C orpaHu4eHUSMH TIO
0o0IIeEMe TUITUHCKUM
MMOKa3aHHUsIM

TecTpl, TMCbMEHHBIE CAMOCTOSITENIbHbIE
paboThl, BOMPOCHI K 3a4ETY,
KOHTPOJIbHBIE pabOThI, YCTHBIE OTBETHI

HpeI/IMYH_[CCTBeHHO IMPOBCPKa
METOJaMM UCXOOs U3 COCTOSHHUA
06yqa10meroc51 Ha MOMCHT IIPOBCPKU

14.3. MeToaunuyecKkue PEKOMEHIAAIUHA 110 OCHOYHBIM MaTepuajJdaM I1Jd JUI ¢ OrpaHu4YCeHHBIMHA
BO3MOKHOCTSIMHA 310POBbS U HHBAJIN0B
I[J'IH Ju € OIrpaHUYCHHBIMU BO3MOXKHOCTAMHU 3O0POBbA W HWHBAJIHWAOB HPCAYyCMATPUBACTCA
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nocTynHas popMa mpeaoCcTaBIeHHS 3aJaHH OLIEHOYHBIX CPEJCTB, @ MMEHHO:

- B I1IeYaTHOM (opme;

- B [TI€YaTHOU (hopMe ¢ YBEITMICHHBIM MIPUPTOM;

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- METO/IOM YTCHHS ACCHCTEHTOM 33/1aHUS BCIYX;

- IpeI0CTaBIICHUE 3aJaHHs C HCIIOJIb30BAaHHEM CYP/I0TIepEBO/IA.

JluaM ¢ OrpaHUYEHHBIMH BO3MOXXHOCTSIMH 3/I0pPOBBSl M MHBAJIHIaM yBEIMYMBACTCS BpeMs Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJBHBIE BOMPOCHL. [l Takux oOydaromuxcs MperycMaTpuBaeTCs
nocTynHas popMa npeoCcTaBIeHHsI OTBETOB HA 3aJjaHUs, a8 UMEHHO:

- NUCHMEHHO Ha OyMare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIb30BAHUEM YCIYT aCCUCTCHTA;

- IpEeCTaBICHNUE OTBETOB YCTHO.

[Iponienypa oOLEHUBaHHUS pE3YJIbTATOB OOYYEHHUS JHIl C OrPAaHHMYEHHBIMH BO3MOXXHOCTSIMHU
3I0POBbSI ¥ MHBAJIMJIOB I10 JHUCIUILUIMHE MPEAyCMAaTPUBAET NpEAOCTaBlieHue HHpOpMaruu B ¢Gopmax,
aIaITHPOBAHHBIX K OTPAaHUYCHUSM WX 3I0POBbS U BOCTIPUSATHS HH(OPMAIIUH:

JJ1s1 JIMI ¢ HAPYIIEHUsSIMH 3PEeHHUsI:

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— B IIEYaTHOH (OpMe yBETMUECHHBIM MIPU(PTOM.

JI1s1 1ML ¢ HAPpYLIEHUSIMM CJIyXa:

- B (hOpMeE AIIEKTPOHHOTO JJOKYMEHTA;

- B [I€YaTHOH opme.

Jl1s1 JIN1 ¢ HAPYIIEHUsIMH OTIOPHO-IBUTATEILHOTO aNapara:

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

- B [1I€YaTHOH opme.

[lpr HEOOXOMUMOCTH It JIUI] C OrPAaHUYEHHBIMH BO3MOYKHOCTSIMH 3JI0POBbSI U HMHBAJIHJIOB
IpoIielypa OlCHUBAHUS PE3yJIbTAaTOB O0YUYECHHUSI MOXKET MIPOBOIUTHCS B HECKOJIBKO ITAIOB.
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