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Pacnipenenenue pabouero BpeMeH!

No Bunsr yaeOHOI nesTenbHOCTH 5 cemecTp Bcero EnnHunel
1 Jlexumn 36 36 9acoB
2 [TpakTHyeckue 3aHsATHS 28 28 4acoB
3 Bcero aynutopHsIix 3aHATHI 64 64 4acoB
4 W3 HUX B MHTEPAKTUBHOU (hopme 18 18 4acoB
5 CamocrositensHas paboTta 44 44 4acoB
6 Bcero (0e3 3x3ameHa) 108 108 4acoB
7 OO01mas Tpy10eMKOCTh 108 108 4acoB
3.0 3.0 3.E.

3ayeT: 5 cemecTp

Tomck 2018
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Paccmotpena u omoOpeHa Ha 3aceJaHuu Kadeapsl
npotokot Ne 6 ot « 15 » 5 2018 r

JIMCT COI'JTACOBAHUA
PabGouass mporpamMMa IUCHUIUIMHBI COCTaBJIEHa C ydeToM TpeOoBaHMid  (emepaabHOTO
rOCyJapCTBEHHOTO 00pa3oBaTelbHOTO cTannapra Boiciiero oopaszoBanus (OPI'OC BO) no HampaBieHHIo
noarotoBku (crienuanbHocTH) 10.05.02 MHbopmManmonHas 0€30MacCHOCTh TEJIEKOMMYHHUKAITMOHHBIX
cucreM, yrBepxaeHHoro 16.11.2016 roga, paccmoTpena u onodpena Ha 3acenanuu kadenpst BUC «  »
20 ropa, mpoTtokoi Ne

PazpaboTumk:
Houent kad. BUC O. O. EBcrotun

3aBeayronuii odecreuynBaromiei kad.
BUC P. B. MewepsikoB

Pabouas mporpaMma JUCIUIIIMHBI COTIIACOBaHa ¢ (PaKyIbTETOM U BBITYCKaOIIEH Kadeapoi:

Jexan ®b E. M. [laBbiioBa
3aBeyrOnInil BeIMTycKaroen kad.

BUC P. B. MemepsikoB
OKCHepThl:

JHouent kad. BUC A. 0. UcxakoB
Houent xad. KUB2BC K. C. Capun
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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
enpto mucuumuuubl  «Kpunrorpadgudeckue MeTOAbl 3aUTHl  HHPOPMALMKY  SBISCTCS
(dbopMUpOBaHHE Yy CTYACHTOB OOIMX TPEACTABICHUNA O KpPUNTOrpaQUUeCKUX METOAaX 3allUuThl
nHpopManui, O TPUMEHEHHWU KPUNTOTpaQUUECKHX METOJOB 3aIIUThl MH(POPMAIMH IS pEIICHUs
OTIENBHBIX 3a7a4 oOecreueHus: HHHOPMAIIMOHHON 0€30MaCHOCTH U 00 OCHOBHBIX MPHUHIIHUITAX, JICKAIIHX
B OCHOBE ()YHKIIMOHUPOBAHUS KPUNITOTPAPUIECKUX CPEJCTB 3aUTHI HH(OPMAIIHIH.

1.2. 3aga9yn THCHHUILIHHBI
—  JaTh MPEJICTaBICHHUE O KPUMTOrpahuIeCKUX METOIaX 3alUThl HH(pOpMaIHH;
—  M3y4YUTh MaTEMAaTHYECKHE OCHOBBI COBPEMEHHOM KpUNTOrpaduu;
—  H3y4YUTh COBPEMEHHBIE CTAHIAPTH CAMMETPHYHOTO MU(POBAHUS;
—  H3y4YUTh OCHOBHBIC KPUNTOTPAPUUECKUE AJITOPUTMBI C OTKPHITHIM KITFOYOM;
—  M3y4YuTh Kpunrorpadudeckue GyHKIUHA XEITUPOBAHMS;
— copMupoBaTh yMEHHE NPHUMEHSATH IMOJYYCHHBIC 3HAHUS ISl KOMITBIOTEPHOW peai3aliuu
KpUNTOrpapUIeCcKuX aJroOpuTMOB.

2. Mecto aucuuminnsl B ctpykrype OIIOIT
Hucuunnuna «Kpunrorpadpuyeckue meroas! 3amutsl uHopmanun» (b1.5.10) otHocuTes k
omoky 1 (6a3zoBast 4acTh).
[TpenmecTByOMMMH AUCUUIUIMHAMY, (GOPMUPYIOIUMHI HavyajdbHblE 3HAHUS, SABISIOTCA: AsreOpa
u reomerpusi, JluckperHas wmaremaTtnka, OCHOBBI HWH(POPMAIMOHHON Oe3omacHocTH, Teopus
BEPOATHOCTEW U MaTEMaTUYECKasl CTATUCTHKA.
[Tocnenyromumu TUCIUIUTMHAMM sIBIsitOTCS: [IpukinagHast kpunrorpadusi.

3. TpeOoBaHuA K pe3yJIbTaTAM OCBOCHUS JUCHUIIMHBI

[Ipouecc u3yueHus: AMCUUILIMHBI HAIIpaBlieH Ha (GOpPMHUPOBAHHUE CIEAYIOUIUX KOMITETEHITHI:

— OIIK-2 cnocoOHOCThIO NPUMEHATH COOTBETCTBYIOIIMM MaTeMaTHYECKHM ammapar s
penieHus npodeccuoHanbHbIX 3a1a4;

B pe3ynbrare nzyueHuss AMCUUIIIMHBI 00 yUaOLIUICS TOJKEH:

— 3HATh IPUHIUNBI TOCTPOEHUS M OCHOBHBIE BHJBI CUMMETPUUYHBIX M ACUMMETPUYHBIX
KpUNTOTpapHUUECKUX aIrOPUTMOB; MaTeMaTHUYeCKue MOJeNH MHU(POoB; KpunTorpadpuueckue cTaHAapThl;
6a30BbIe KpunTOrpaduuecKre MPOTOKOJIBI 1 OCHOBHBIE TPEOOBAHUS K HUM.

— yMeTb 53()(EKTHUBHO UCIONB30BaTh KPUNTOTrpauuecKkue METOAbl M CpPEeACTBA 3allUThl
uHpOpMallUK B aBTOMAaTU3MPOBAHHBIX CHUCTEMax; MPUMEHATh MaTeMaTHYECKHE METOJbl MCCIIEI0BaHMS
Mozelel mudpos.

—  BJIAJIeTh IPOCTEHIINMHU METOAAMHU KPUINITOrpauuecKoro aHajiu3a; MPOCTEUIIMMHU METO1aMHt
aHann3a 0€30MacCHOCTH KpUNTOrpauuecKuX MPOTOKOJIOB.

4. O0beM AUCHMILVIMHBI U BUJbI y4eOHOH padoThl
OOmast TpyOEMKOCTh IUCHUIUIMHBI cocTaBiseT 3.0 3a4eTHBIX €AMHUIBI U TpE/ACTaBlIeHa B
Tabmune 4.1.
Tabnuua 4.1 — Tpy10eMKOCTb AUCIUIITMHBI

Bunb! yueOHOI nesTeNbHOCTH Bcero gacos CemecTtpbl

5 ceMecTp
AyIUTOpHBIE 3aHATHUS (BCETO) 64 64
Jlexun 36 36
[TpakTUdyeckue 3aHATHS 28 28
W3 HUX B MHTEPAKTUBHOU (hopme 18 18
CamocrositenpHas pabota (Bcero) 44 44
BrinonHenue MHAMBUIYATbHBIX 3aJaHUN 20 20
[IpopaboTka JEKIIMOHHOTO MaTepHraa 10 10
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[ToaroToBKa K MPAaKTUYECKUM 3aHITHSIM, CEMUHApaM 14 14
Bcero (6e3 ax3ameHa) 108 108
OO0mas Tpya0eMKOCTb, 4 108 108
3auetHble EauHUIBI 3.0 3.0

5. Conep:xkanme QuCHUNTHHBI

5.1. Pa3nesnsl JUCHUIIMHEBI H BUALI 3aHATHNA
Pazaenbl AMCIMIUIMHBI U BUJIBI 3aHATHH TPUBEACHBI B Ta0uIe S.1.
Tabauma 5.1 — Pa3gensl AUCHMILINHELI U BUABI 3aHITUH

Haspanus pasieoB JUCIUILIMHEL S r L8388 2088232588
5 cemectp

1 OcHoBHBIE 1IeNH | 3a7a9u KpUnrorpaduu 2 0 1 3 OIIK-2
2 MareMaTH4eCKHEe OCHOBBI KpUNTOrpaduu 8 8 8 24 | OIIK-2
3 Ucropuueckas kpunrorpadus 2 4 5 11 OIIK-2
4 CummeTprudHOe MH(PpPOBAHUE 8 2 4 14 OIlK-2
5 XemupoBaHue 4 0 1 5 OIIK-2
6 Kpunrorpadus ¢ OTKpBITHIM KIIIOUOM 8 8 4 20 | OIIK-2
7 DneKkTpoHHAas MOANUCH 4 0 1 5 OIIK-2
8 3ammTa UHIUBUAYATBHBIX 3aIaHUM 0 6 20 26 OIlK-2
Hroro 3a cemectp 36 28 44 108

Htoro 36 28 44 108

5.2. Conep:xanue pa3ieioB JMCUUILIAHBI (110 JIEKIUSIM)
ConepxaHue pa3eiioB JUCIUILINH (IT0 JICKIHSIM) IPUBEICHO B Ta0wmie 5.2.
Tabnuna 5.2 — Conep)kaHue pa3AenoB TUCHUIUIMH (TIO JEKITUSIM)

(@]
HazBanus paznenos CoepskaHue paszieioB AUCIMILIMEBI 10 NekiuaM | 8 5 82, = S S
5 cemectp

1 OcHoOBHBIE LIENU U Kpunrorpadguueckue MeTo bl 3aIUTHI UH(POPMALIUU: 2 OIIK-2
3aja4u Kpunrorpaduu mMdpoBaHue, XeIUpoOBaHHUE, JIEKTPOHHAS TIOITHCh.

Hroro
2 MaremaTnueckue Anrebpanueckue cTpykTypsl. ['pynmnsl. [ukianueckue 8 OIIK-2
OCHOBBI kpunrorpaguu | rpymnmsl. Konbiia, Kojblia KJIacCOB BHIYETOB.

Koneunsle nons. [Tons INanya. Onnuntuueckne

KpuBble. [loHsATHE HAUOOMBIIETO OOIEr0 ASTUTEINS.

Anroput™ EBKinza, paclimpeHHbIN allrOPUTM

EBknnpma. CpaBHEHHE IEPBOU CTENIEHH C OJHUM

Hen3BecTHbIM. Kuraiickas Teopema o0 ocTaTkax.

Hroro 8
3 Ucropuueckas MaremaTrnueckas moaens mudpa. Kinaccuueckue 2 OIIK-2
KpunTorpadus UG PbI: TOCTAHOBOYHBIH, IEPECTAHOBOYHBIH, IIUGD

Xwuna, mu@psl TaMMUPOBAHUS.

Hroro
4 CummeTpudHOE I'OCT 28147-89. 'OCT P 34.12-2015. TOCT P 8 OIIK-2
mu@poBaHue 34.13-2015. DES. AES.
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Htoro

5 XemupoBaHue Kpunrorpadpuueckue xem-pynkuuu. [OCT P 34.11- 4 OIIK-2
2012. SHA-3.
Hroro
6 Kpunrorpadus ¢ Konnenmus kpuntorpaduu ¢ OTKPHITHIM KIIFOUOM. 8 OIIK-2
OTKPBITHIM KIIFOUOM [Ipotokon Auddu-Xennmana. Kpuntocucrema RSA.

Kpunrocucrema Dnp-I"'amansa. Kpunrocucrema
Pabuna. Anroputmbl paboOThI C OOJBIIMMH YHCIIAMHU.

Htoro

7 DnexTpoHHas MOANUCh | KoJlbl ayTeHTUYHOCTH COOOIIEHUH. DIEKTPOHHAS 4 OIIK-2
noxmuck. [OCT P 34.10-2012. DSS.
NudpacTpykTypa OTKPHITOTO KITHOYa.

Hroro 4

Hroro 3a cemectp 36

5.3. Pa3znenbl AMCUMILUIMHBI M MEXKIMCUMILIHHAPHBIE CBSA3HU ¢ 00eceYnBAIOMMMU (MPeIbIyIMMM)
U o0ecnevynBaeMbIMHU (MOCJIeTYOIIMMH) M CHUILTHHAMMA
Pa3nensl QTUCHUIUIMHBI U MEXIUCIUIUIMHAPHBIE CBA3M C 00eCneYnBAOIIMMU (MIPEABIAYIIUMU) U
obecrneunBaeMbIMU (ITOCIICTYIOIIUMH ) JUCIUTIMHAMH MTPEICTABICHBI B Ta0ymIe 5.3.
Tabnuna 5.3 — Pa3nenbl IUCHUIUIMHBI U MeXKAUCIUILTHHAPHBIE CBSI3U

Ne pa3aenoB naHHO#M AMCHMIUIMHBL, I KOTOPBIX HEOOXO0IMMO

HauMenoBanue qUCIMILIAH n3ydeHure 00eceunBaroIIuX U 00eCIIeYMBAEMBIX IUCIHUILINH
1 2 3 4 5 6 7 8
[IpeamecTByromye TUCIUTUTNHBI
1 Anre6pa u reomeTpus +
2 JluckpeTHas MaTeMaTHKa +

3 OcHoOBBI HH(OPMALIMOHHON
0e30macHOCTH

4 Teopus BeposSITHOCTEN U
MaTeMaTH4YecKasl CTaTUCTHKA

+

[Tocnenyromme TUCIUTIITMHBI

1 Ipuknaanas kpunrorpapus + + + + + + +

5.4. CooTBercTBHE KOMIIETEHINI, GOPMHPYEMBbIX IPH U3Y4YCHHH AUCHHUILINHBI, 1 BUAOB 3aHATHH
CooTBeTcTBHE KOMIETEHIMH, (OPMUPYEMBIX NPU H3YYEHUM TUCHMIUIMHBI, U BUAOB 3aHATHH
IpesicTaBiIeHo B Tabmuue 5.4.
Tabmuua 5.4 — CooTBeTCTBHE KOMMETEHIUH, (OPMUPYEMBbIX MpPU H3yYECHUHM TUCHMIUIMHBI, U BHJIOB

3aHATHI
E = } Bune! 3aHsaTHit ®
::2 0:) é p I 5 2 OpPMBI KOHTPOJISI
OIlK-2 + + + Jomamaee 3aganne, OTYET 10

WHJIMBUIyaJIbHOMY 33JI1aHHIO,
3ammTa otuera, Onpoc Ha
3aHATUSAX, 3ayeT, Tect

6. InTepakTHBHBIC MeTOABI U (pOPMBI OPraHu3anuy 00y4YeHus!
TexHOI0rMM UHTEPAKTUBHOTO 00YUEHUS NP pa3HbIX POpMax 3aHATUH NpUBeeHb! B Tabnure 6.1.

CornacoeaHa Ha noptane N2 29200 5



Tabnuna 6.1 — TexHOIOTMH HHTEPAKTUBHOT'O O0YUYEHHUS IPU PAa3HbIX (opMax 3aHITUN

NHrepakTuBHbIC pakTUUecKue |MHTEpakTUBHBIE
MeTtoab! Bcero, u
3aHATHS, 4 JCKIUH, 4
5 cemectp
MuHu-neKus 8 8
[Ipe3enTanuu ¢ ncnob30BaHUEM 10 10
CJIaliIoB C 00CYKIEHUEM
HWroro 3a cemectp: 10 18
Htoro 10 18
7. JIabopaTopHbie padoThI
He npenycmotrpeno PVYIIL.
8. [IpakTHyeckune 3aHATHSA (CEMUHAPBI)
HanmeHoBaHMe IpaKTUYECKUX 3aHATUN (CEMHUHAPOB) MpUBEACHO B Tabmuie 8. 1.
Tabnuua 8.1 — HaumeHoBaHME IPAKTUYECKUX 3aHATHH (CEMUHAPOB)
o [
HazBanus paznenos HauMeHOBaHMe MPAKTUYECKUX 3aHATH (cemunapos) § & £ 81 = & S
5 cemectp
2 MaremaTuueckue Anrebpanueckue cTpykTypsl. ['pynnsl. [ukinnueckue 2 OIIK-2
OCHOBBI KpUNTOTpapuu | TPYTIIBL.
Kombna, Konb1a KJ1accoB BBIYETOB. 2
Koneunsle nons, nons ["anya. 2
TeopeTuko-4icI0BbIE ANTOPUTMBI, HCIIOJIB3YEMbBIE B
Kpunrorpapuu
Hroro 8
3 Ucropuyeckas IIpocreiimume mudpsl 1 UX KPUOTOAHATIUS. 4 OIIK-2
KpunTorpadus
punrorpag Hroro 4
4 CummeTpuyHOE CoBpeMeHHbIE CUMMETPUYHBIE MU (PHI 2 OIIK-2
muQppoBaHu
(posanne Htoro 2
6 Kpunrorpadus c IIpotokon Auddu-Xemmana 2 OIIK-2
TKPBITBIM KJIIOYOM
OTKp fOHO Kpunrtocucrema RSA 2
Kpunrocucrema Onb-I"amans 2
Kpunrocucrema Pabuna 2
Hroro 8
8 3amura 3amuTa MHAUBUIYaJIbHOTO 33aHUsI 110 TEME 2 OIIK-2
WHIUBUAYaJIbHBIX «[IporpammHuast peanuzanus npocrenmero mudpa»
3aJlaHUuU 3
alllTa UHAMBHUYAJIBHOTO 3aJaHUs 110 TEME 2
«[IporpammHuast peanusanusi CAMMETPHUYHOTO K ppar»
3amuTa MHAUBUIYaJIbHOTO 33aHUsI 110 TEME 2
«[IporpammHuast peauzanusi aCHMMETPUYHOTO
mudpar»
Hroro 6
Hroro 3a cemectp 28

9. CamocrosiTe/ibHasi padora
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Bunasl camocTosTenbHOM paboThl, TPYA0EMKOCTh U (hOpMUpPYEMbIe KOMIIETEHIIUU TIPEACTABICHBI B
Tabymue 9.1.
Tabnuua 9.1 — Buasl caMoCTOsATENbHON PabOThL, TPYA0EMKOCTh U (hOPMHUPYEMbIE KOMIIETECHIIHH

Bujisl camocTosiTensHolt & & £ B 2 &
HazBanus paznenon s 22 EE g z DopMbI KOHTPOJIA
paboThI ~ o oEFE B =
5 cemectp
1 OcHOBHBIE LIETIH U [TpopaboTKa JEKIIMOHHOTO 1 | OIIK-2 3ayet, Onpoc Ha 3aHATUAX
3a1auu Kpunrorpaduu Marepuaia
Uroro 1
2 Marematn4deckue [Toaroroska k 6 |OIIK-2 JlomarirHee 3a1aHue,
OCHOBBI Kpunrorpapuu MIPAKTUYECKUM 3aHATHIM, 3auet, Onpoc Ha 3aHATUAX
ceMHUHapam
[TpopaboTKka JEKIIMOHHOTO 2
Marepuaia
Hroro
3 Ucropuyeckas [ToaroroBka k 4  |OIIK-2 Homarnee 3aganue,
Kpuntorpadus MPAKTUYECKUM 3aHATHM, 3auer, 3amura oTyeTa,
CeMHHapam Otuer no
WHBUIYATEHOM
[IpopaboTka JIeKITMOHHOTO 1 JMBHILY y
3aJJaHUIO0
MaTtepuana
Hroro
4 CUMMETpUYHOE IloaroroBka k 2 OIIK-2 JlomalirHee 3agaHue,
mmdpoBanue MIPAKTUYECKUM 3aHATHM, 3auer, 3amura oTyeTa,
ceMHHapaMm Onpoc Ha 3aHATHSX,
Otuer no
[IpopaboTka JIeKITMOHHOTO 2
WHIUBUAYAIbHOMY
MaTtepuana
3aJIaHUIO0
Utoro 4
5 XemmpoBaHue [IpopaboTka JTeKITMOHHOTO 1 | OIIK-2 3auer, Onpoc Ha 3aHATUAX
Marepuaia
Hroro
6 Kpunrorpadus c [ToaroroBka k 2 |OIIK-2 | [lomamHee 3a/1aHue,
OTKPBITHIM KITFOUOM MPAKTUYECKUM 3aHATHM, 3auer, 3amura oTyeTa,
CEMHUHapam Ornpoc Ha 3aHATHUSX,
TYET I
[IpopaboTka JTeKITMOHHOTO 2 Orser no
WHINBUTYATEHOM
Marepuaia JHBHITY y
3a/1aHUIO0
HUtoro 4
7 DnextpoHHas moanuck | [IpopaboTka IEKIIMOHHOTO 1 | OIIK-2 3auer, Onpoc Ha 3aHATUAX
Marepuaia
Hroro 1
8 3ammra Brimonnenue 20 |OIIK-2 3ayer, 3ammTa OTYETA,
WHVBUIYaJIbHBIX WHIVUBUAYAIbHBIX 3a1aHUN Ortuer no
HUH WHIUBH bHOM
3ana Hroro 20 AMBHIYATIbHOMY
3a/1aHUI0
Hroro 3a cemecTp 44
Hroro 44
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10. KypcoBasi paGora (npoeKr)

He npenycmotpeno PVYIIL.

11. PeiiTuHroBasi cucreMa /Uit OLICHKH yCIIeBAeMOCTH 00y4aI0IINXCs

11.1. bajuibHbIE OLEHKH JJISl 3JIeMEHTOB KOHTPOJIS
Ta6mmma 11.1 — bayuibHBIC OIICHKH JIJIS1 2JIEMEHTOB KOHTPOJIS

. N MakcumanbHbIi
. MaxkcumanbHbIH MaxkcumanbHbIH
DneMeHTHl y4eOHOI 0aJut 3a mepuo Bcero 3a
Oamn Ha 1-yro KT ¢ |  Gamn 3a mepuon
NEeITEIbHOCTHU Mexny 2KT u Ha ceMecTp
Hayana cemectpa | mexay 1KT u 2KT
KOHeIl ceMecTpa
5 cemectp
JlomamrHee 3a1aHue 3 3 3 9
3amura oTyera 15 15 15 45
Ornpoc Ha 3aHATHAX 2 2 2 6
Oruer o 10 10 10 30
UHIUBUAYAIBHOMY
3aJaHHIO
Tect 10 10
HToro makcumym 3a 30 30 40 100
nepuos
Hapacraromum utorom 30 60 100 100
11.2. IlepecueT 0a/1710B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[TepecueT OaTIOB B OLIEHKH 32 KOHTPOJIbHBIC TOYKHU MIPEICTaBICH B Tabimie 11.2.
Tabnuna 11.2 — [lepecueT 6aI0B B OLIEHKH 32 KOHTPOJIBHBIE TOUKH
bannbl Ha 1aTy KOHTPOIBHON TOYKU Ouenka
>90% oT MakcuMalibHOM cymMbl 6aiioB Ha aaty KT 5)
Ot 70% 10 89% oT MakcuManbHOM cymMMbl 6aytoB Ha gaty KT 4
Ot 60% 10 69% OT MakcHUMaNbHOM cyMMbI OayutoB Ha maty KT 3
< 60% oT MakcuMalbHOM cyMMbI 6ayutoB Ha gaty KT 2

11.3. Ilepecyer cyMMblI 02/1710B B TPAAHIIMOHHYIO M MEKAYHAPOAHYIO OLICHKY

Hepecqu CYMMBI 0ajioB B TPAAUIUOHHYO U MCKAYHAPOJAHYIO OLCHKY IPCACTABIICH B Ta6J'II/II_IC

11.3.

Tabnuua 11.3 — IlepecueT cymmbl 0aIoB B TPAJUIIMOHHYIO M MEXTYHAPOIHYIO OLIEHKY

Htorosas cymma 6aijios,

Onenka (I'OC) YYHUTBIBAET YCIEUIHO CTAHHBIN Onenka (ECTS)
9K3aMeH
5 (oTM4HO) (3a4YTEHO) 90 - 100 A (0TIHYHO)
85 -89 B (ouens xoporo)
4 (xopori10) (3a4TeHO) 75-84 C (xoporio)
70-74
D (ynonerBoputeiabHO)
3 (YAOBIETBOPUTEIBHO) 65-69
(3a4TeHo) 60 - 64 E (mocpenctBeHHo)

2 (Hey1OBJIETBOPUTEINILHO) (HE
3a4TEHO)

Huxe 60 6aiuios

F (HeynoBIETBOPUTENBHO)
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12. Y4eOHO-MeTOAMYECKOE U HH(POPMALIMOHHOE o0ecTieYeHHe JUCHUIITTHHbI

12.1. OcHoBHas JuTEpaTypa
1. Psab6ko, Bb.SJI. OcHoBBI coBpeMeHHOW Kpumnrtorpaduu u creraHorpaduu [DIEKTPOHHBINA
pecypc] : monorpadus / b.5. Psbko, A.H. ®uonoB. — DnekTpoH. gaH. — Mocksa : ['opsuas i1uHuUs-
Tenexom, 2016. — 232 c. — Pexxum goctyna: https://e.lanbook.com/book/111098. — 3arn. ¢ skpana.
[DnexTponnblii pecypc] - Pexum nmocryma: https://e.lanbook.com/book/111098, nara oOpaieHus:
29.05.2018.

12.2. lonosiHuTEIBHAS TUTEPATYPA
1. OcHnoBsl kpunrorpapuu: yuyeobnoe mocodue mist By3oB / A.Il. Andepos, A.1IO. 3y6os, A.C.
Ky3pmun, A.B. Uepemymkun. — 3-¢ u3a., ucnp. u gomn. — M.: I'enmoc APB, 2005. — 479 [1] c.
(mamuume B 6ubmmoreke TYCYP — 30 9k3.)
2. OcHoBBI coBpeMeHHOU kpuntorpaduu: yueoHsnii kype / C.I'. bapuues, B.B. ['onuapos, P.E.
CepoB. — 2-¢ m3a., niepepad. u mon. — M.: lopsiuas muaus-Tenexkom, 2002. — 176 c. (Hanmume B
ouobmuorexke TYCVYP — 51 5k3.)

12.3. YueOHO-MeTOAMYECKHE MOCOOH

12.3.1. O6s13aTesibHBbIE Y4eOHO-METOAUYECKHE MTOCOOUSA
1. Esciorun 0.0O. Kpunrorpadguueckue MeTOAbI 3alUTHl HHPOPMAIIUN: METOIUYECKUE
yKa3aHUs MAJI1 BBIMOJTHEHHS MPAKTHUYECKUX M CAMOCTOSITENIbHBIX PAabOT [DNeKTpoHHBIA pecypc]. —
Pexxum  goctyma:  http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_kmzi.pdf,  nmara
obpamenus: 03.06.2018.

12.3.2. YuyeOHO-MeTOAMYECKHE IIOCOOMS 1JIs JIML ¢ OTPAHMYECHHBIMH BO3MOKHOCTSIMH 310POBbS U
HHBAJIU/10B

Y4ebHO-MeTOIMYECKHEe MaTeprabl Uil CaMOCTOSATENIbHOW M ayJUTOPHOM paboThl 00y4yaromuxcs
U3 YKCIIA JIUI C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBbSI M1 MHBAIHJIOB MPEAOCTABISIOTCS B (hopMax,
alalTUPOBAHHBIX K OFPAaHUUYEHUSIM UX 3JI0POBbsI U BOCIIPUATHUS HH(DOPMALUH.

JI1s1 M1 ¢ HAPYLIEeHUsIMHU 3PEeHM:

- B (hopMe 3JIEKTPOHHOTO JJOKYMEHTA;

- B [I€YaTHOHN (popMe YBETUUEHHBIM LIPUPTOM.

JI1s1 JIMI ¢ HAPpYLIEHUSIMM CJIyXa:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B IIeyaTHOH (opme.

JI1s1 IMI ¢ HAapyLIeHUsIMM ONOPHO-ABUIaTeIbHOIO aNnapara:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

— B I1e4aTHOM opme.

12.4. IipodeccuonanbHubie 6a3bl JAHHBIX M HHPOPMALMOHHBIE CIPABOYHbIE CHCTEMBI

1. https://edu.tusur.ru/ — Hayuno-o6pa3oBatenbHbiii moptan TYCVYP.

2. http://fgosvo.ru — Tlopran PenepaibHbIX TOCYIAPCTBEHHBIX OOPa30BATEIbHBIX CTAHAAPTOB
BBICIIETO 00OpPa30BaHMS.

3. eLIBRARY.RU — Poccuiickas Hay4Has 3JIeKTpOHHas OMOJIMOTEKa, MHTETPUPOBAHHAS C
Poccuiickum unaexcom Hayunoro rutuposanust (PUHLI).

4. Scopus — oubnmorpadudeckas u pedepaTuBHas 0a3a JaHHBIX.

5. SpringerLink — xpaHWIHIIE 371€KTPOHHBIX KOMUN HAYYHBIX KHHUT M JKYPHAJIOB, M3IaBA€MbIX
KoMIMaHue# Springer.

6. |EEE Xplore — snexrponnas miaardopma, cojaepiaiias MOJHbIE TEKCThI MyONHKAIUN W3
KYpHaJIOB, MaTepuaioB KoH(pepeHmi, ctannapros, u3nasaembix IEEE u IEE (Institution of Electrical
Engineers).

13. MaTepuajibHO-TeXHHYeCKOe o0ecnedeHne JUCHUIJINHBI U TpedyeMoe NporpaMMHoe
obecrneuenue

13.1. O6mue TpeGoBaHus K MaTePHATbHO-TEXHUYECKOMY M IPOrPAMMHOMY 00ecre4eHHI0
AUCHUTINHBI
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13.1.1. MaTepuaJibHO-TeXHHUYECKOE U POrPaMMHOe o0ecriedeHue JJIsl JJEeKIIMOHHBIX 3aHATH I
s mpoBeneHust 3aHATUHN JIGKIMOHHOTO THUIA, TPYNIOBBIX U WHAMBUAYAIbHBIX KOHCYJIbTAIlHi,
TCKYIICTO KOHTPOJIAA U HpOMGHCYTOqHOﬁ aTTeCTallU HUCIIOJIB3YCTCA y‘-IGGHaSI ayauTopus ¢ KOJIMYCCTBOM
MOCaJI0YHBIX MECT He MeHee 22-24, obopymoBaHHas TOCKOW M CTaHIAPTHOM y4eOHOW MeOesblo.
Nmerorcss AeMOHCTpallMOHHOE OOOpYIOBaHWUE H  y4eOHO-HATIISATHBICE TOCOOWs, O00eCIeYHBAIOIINE
TEMaTUYECKHE WUTIOCTPAIUU 110 JIEKIIHOHHBIM pa3ziesiaM JUCIUILTUHBL.

13.1.2. MaTepuaibHO-TeXHHYECKOE U POrpaMMHOe o0ecriedeHue il MPAKTHYECKUX 3aHATUIH
Jlaboparopus mporpaMMHO-aMNIapaTHbIX CPEACTB obecredeHust HHPOPMAMOHHONW 0€30MacHOCTH
yueOHasi aylIuTOpHs AJISl NMPOBEACHUS 3aHATHI MPAKTUYECKOTO THIA, ydyeOHas ayIuTOpHs s

MIPOBEICHUS 3aHATUH J1aOOPATOPHOIO TUIA
634045, Tomckas obnacts, r. Tomck, yn. Kpacnoapmeiickas, a. 146, 405 ayn.
Onucanue uMeroIerocs 000pyI0BaHus:
- Kommbrotepsl kiacca He Huke M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-II
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 mT.);
- KommiexT crienmanusupoBanHoi yueOHON Mebenu;
- PaGouee mecto npemnoaaBarerns.
[IporpammHuoe obecrieueHue:
— Microsoft Windows 7 Pro
VirtualBox
Visual Studio

Kpunrorpaduueckoe cpeacrso 3amutsl nuHpopmanuu Kpunrollpo CSP

13.1.3. MaTepuaibHO-TeXHHYECKOE H POrPpaMMHOe oOecriedeHue sl CAMOCTOSITeIbHOH PadoThl
s caMOoCTOATENbHOM pabOThl HCIONB3YIOTCS y4eOHbIE ayIuTOpUU (KOMIBIOTEPHBIE KIIACCHI),
PaCIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obnacts, . Tomck, Jlennna mpocnexT, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, T. ToMmck, yi. Kpacnoapmetiickas, 1. 146, 201 ayn.;
- 634034, Tomckas obnacts, T. ToMck, Bepmmnauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckas obnactp, T. ToMck, Bepmimauna ynuna, 1. 74, 207 ayn.

CocraB 00opy10BaHUS:

- yueOHas meOerb;

- koMnboTepsl kiacca He Huxke [I9BM INTEL Celeron D336 2.81'Tw. - 5 mt.;

- KOMIBIOTEpHl MOJKIIOYEHbl K ceTd «MHTepHeT» M 00ecnednBaloT AOCTYH B 3JEKTPOHHYIO
WH(POPMAIIMOHHO-00pa30BATENBHYIO CPEly YHHBEPCHUTETA.

[lepedeHs mporpaMMHOTO OOECTICUCHHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mis Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajbHO-TEXHHYECKOe o0ecreyeHne M CUMILTUHBI JJIS JTUI ¢ OTPAaHUYeHHbIMH
BO3MOKHOCTSIMM 310POBbS1 1 HHBAJIHM/I0B

OcBoeHHEe TUCHUTUIMHBI JIMIIAMH C OTPAHUYECHHBIMA BO3MOXKHOCTSMH 370POBbS U HHBAIHIAMH
OCYIIIECTBIISIETCS C UCIIOJIb30BAHUEM CPEJICTB 00YYEeHHUS OOIIEro U CIeUaaIbHOTO0 Ha3HAYSHUSI.

[Ipu 3aHATHSIX ¢ OOYYAIOMIMMHUCS € HAPYWIEHUSIMHM CJyXa TPEIyCMOTPEHO HCIOJIb30BAaHUE
3BYKOYCUJIMBAIOIIEH anmaparypbl, MYJIbTUMEAUNUHBIX CPEACTB W JPYIMX TEXHHUYECKHX CPEACTB
npuemMa/nepeaaun ydeoHo MHQPOpMauu B JOCTYMHBIX (opMax, MOOUIBLHON CHUCTEMBI MPETOJaBaHUS
JUIs O0yYaroUUXCcs C WHBAIHIHOCTHIO, TOPTATUBHOW MHIYKIIMOHHON CHUCTEMBl. YueOHas ayauTopus, B
KOTOPOW 3aHMMAIOTCSl OOydYaromuecs C HapyImIeHHEeM Ciiyxa, 000pyloBaHa KOMITBIOTEPHOW TEXHUKOM,
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ayIMOTEXHUKOU, BUACOTEXHUKOU, 3JIEKTPOHHOU TOCKOW, MYJIbTUMEIUIHON CUCTEMOM.

[Tpu 3aHATHAX ¢ O0YYAIONIMMUCS ¢ HAPYLIEHUSIMH 3PEHUSAMHM [IPETYCMOTPEHO HCIOJIb30BAHUE B
JEKIMOHHBIX U Y4YEOHBIX ayJUTOPHUSAX BO3MOXKHOCTH TPOCMOTpa YAAJIECHHBIX OOBEKTOB (Hampumep,
TEKCTa Ha JOCKE WM cllaiila Ha SKpaHe) MpU IOMOIIM BHIEOYBEIMUUTENECH [UIsi KOM(OPTHOTO
IPOCMOTpA.

[Ipu 3aHsATHSAX C OOy4yalOUIMMHCS € HapYLWIEHHWSIMH OINOPHO-JABUIraTe/]bLHOI0 anmnapara
UCIIOJIL3YIOTCSl QJIbTEPHATUBHBIC YCTPONCTBA BBOJAa WHGOpPMAIMU M APYyrde TEXHUYCCKUE CPEICTBA
npuemMa/repeaaun ydeoHo MHGOpMaluu B JOCTYMHBIX (opMax, MOOUIBHOW CHUCTEMbI OOYYCHHS MIJIS
JIIOIEN C MUHBAJIMAHOCTBIO.

14. OueHouyHble MaTepUAaIbl 1 MeTOAUYECKHE PEKOMEH/IALMHU 110 OPTaHU3AUMHN U3yYeHUs!
AMCHMILINHBI

14.1. ConeprkaHue OLEHOYHBIX MATEPHAJIOB U MeTOANYECKNE PEKOMEeHIalluu
s oneHkH cTeneHu chOPMUPOBAHHOCTH W YPOBHS OCBOCHUS 3aKPEIJICHHBIX 33 JNUCIUIUIMHON
KOMITETCHIINI UCTOB3YIOTCS OLIECHOYHBIE MaTepUaibl B COCTaBE:

14.1.1. TecToBbIe 3agaHus
1. Kakoii kpunrorpaduyeckuii MeToa 3amMThl HHEMOPMAIMU NpPeIHAZHAYEH IS
ob0ecrnieyeHusi KOH(PUAEHIIUAILHOCTH HHpOpMALMU?
a) XelmupoBaHHUE
0) DieKTpoHHAs MOANKCH
B) Iludposanue
r) Koxbl ayreHTUUYHOCTH COOOIICHU I

2. Jlnsa pemeHusi Kakoii 3agauym  oOecrmedyeHUsi HHMOPMANMOHHOW 0e30MacCHOCTH
NpeJIHA3HAYeHO XellupoBaHue?

a) OO0ecreuenne KOHOUICHINATEHOCTH HH(pOpMAITIH

6) OoecrneyeHne HEOTKA3yeMOCTH

B) OOecrieueHne KOHTPOJIS LIETOCTHOCTU JAHHBIX

r) IlpoBepka NOJIMHHOCTH UCTOYHUKA JTAHHBIX

3. Kakum cBOiicTBOM 00,12J2I0T 3JIEMEHTHI A H 8 B KOJIbIE KJIACCOB BHIYETOB M0 MOIYJII0
n?

a) aal=0(modn)

6) aal=-1(modn)

B) aal=1(modn)

r) aa?l=n(mod n)

4. B kakoM ciiyuyae CyliecTByeT 3Hauenue a' mo moxy.aio n?
a) Ecmm a genut n

6) Ecmu n genut a

B) Ecmu HOJ/I(a, n) =1

r) Ecmu HOJ/I(a, n) > 1

5. IlocraBbTe B coOTBeTCTBHE ABOMYHON mociaegoBateabHocT 11001101 3jemeHT moJst
Tanya GF(28), B BuIe KOTOPOro MOKHO NMPEICTABUTH JAAHHYIO MOCIEI0BATEILHOCTD ISt
NPOBeICHUs HAl Heill KpunTorpagpuyeckux npeodpa3oBaHuil.

a) X+x +xt+x3+x

6) XBHX +xP+ x> +xt+x3+x2+1

B) X +x0+x3+x2+1

1 X +xe+xX+x+x3+x2+1

6. UYem mmdp «Marma» orianyaercs ot mudpa, onpenesennoro B cranaapre FOCT 28147-

89?7
a) JlnuHOM KIIFO4a
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a)
6)

r)

a)
6)
B)
r)

10.

a)
6)
B)
r)

11.

DT0 /1Ba MPUHIUITAATHHO PA3HBIX CHMMETPUYHBIX OJIOYHBIX MH(pa
HeB03M0)XHOCTBIO UCTIOIB30BaHUS IPOU3BOIBHOM TaOIHIIBI 3aMEH
KonuuectBoM payHioB

KakoBa qiuna cekperHoro kiaw4a B mudpe «Ky3Heunk»?
64 outa
128 6ur
256 ourt
512 6ur

Kakoii u3 pe:xnMoB padoTbl CHMMETPUYHBIX 0JI0YHBIX MIM(POB He NMpeIHA3HAYEH IJIsl
o0ecrieyeHUs1 KOHPUAECHUNAIBHOCTH HH(pOpMaATUU?

Pexxum mmpocToit 3aMeHbI

Pexxum npocToii 3aMeHBI ¢ 3aleIIeHUEM

Pexxum BbIpaOOTKM UMUTOBCTaBKH

Pexxum raMmmupoBanus

B kakom u3 pexumMoB padoTbl CHMMETPHYHBIX OJIOYHBIX HMHU(POB Ppe3yJbTaT
3amu@poBaHus OYepPeqHOro 0JIOKA OTKPBLITOI0 TeKCTa NMpPH (UKCHPOBAHHOM KJIKOYe
3aBHCHUT TOJIBKO OT MOPSIAKOBOr0 HOMepa JaHHOr0 0JioKa?

Pexxum mipocToit 3aMeHbl

Pexxum raMMupoBaHus ¢ 0OpaTHOM CBS3BIO MO BBIXOIY

Pesxxum raMmmupoBaHus

Pexxum raMMupoBaHus ¢ 0OpaTHOM CBS3BIO MO MIH(PPTEKCTY

Kakoii n3 nepeuncjieHHbIX M (POB OTHOCUTCS K KJIACCY ACHMMeTPUYHbIX m¢poB?
Marma

Ky3neunk

RSA

AES

B d4em 3akirouaercsi pasianyMe MeXKAY CHMMETPHYHBIMH W ACHMMETPHYHBIMH
Kpunrocucremamu?

B pemaemsbix 3agayax 3amuThl HHGOpMaLUU

B noxkazarensx kpuntorpaduueckoil CTORKOCTH

B KonnuecTBe M HA3HAYEHHUH UCIIOJIB3YEMBIX KIHOUEH

[IpyHOMNIAANBHBIX pa3INYUi HET

IToyuemy acuMMeTpHYHBIE KPHUNTOCHMCTEMbI 3aTPYAHHMTEJBHO MCIOJIb30BATH /JIs
HEMOCPEACTBEHHOr0 Iu(ppoBanus Buaeorpadpuka?

B cBs3u ¢ HeocTaTOUHOM KpUNTOrpaduueckoi CTOMKOCTBI0 aCUMMETPUYHBIX KPUITTOCUCTEM
B cBs3u ¢ OTCYTCTBHEM COOTBETCTBYIOIIMX CTaHIAPTOB

B cBsI3u ¢ HEIOCTaTOUHBIM OBICTPOJIEHCTBUEM AaCUMMETPUYHBIX KPUIITOCUCTEM
AcHUMMeTpHUYHBIE KPUTITOCUCTEMBI HCTIOIB3YIOTCS JJIS1 HEITOCPEICTBEHHOTO MU POBAHHUS
BHIEOTpaduKa

ConocraBbTe [eliCTBYIOIIME OTe4YeCTBeHHble KpUNTOrpaguyeckue CTaHIAPTHI C
NepeYrcICHHBIMH KPHNTOrpapM4ecKUMH METOAAMH 3aIUMThl HHPOPMALMU B NOPsiAKe
UX NepeyrciieHus: MM(ppoBaHue, XellIMPOBaHUe, 3J1eKTPOHHAS NOANNChH.

I'OCT P 34.12-2015, TOCT P 34.10-2012, TOCT P 34.11-2012

I'OCT 28147-89, TOCT P 34.11-2012, TOCT P 34.10-2012

I'OCT P 34.12-2015,TOCT P 34.11-2012, T'OCT P 34.10-2012

I'OCT P 34.12-2015, TOCT P 34.11-94, TOCT P 34.10-2012
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14.

a)
6)
B)
r)

15.

Ha kakoii BLIYHCIUTENbHOI 32/1aUe 0CHOBaHA KpunrTocucrema RSA?
Haxoxnenue HanOoJIbIIEro 00ILIEroO TETUTEIS

Brruncnenne MoayIsipHO 0OOpaTHOTO dIIEMEHTa

Lenouncnennas Gpakropu3arus

JluckpeTHoe TorapuMUpoBaHUE

Ha xakoM MaTreMaTH4eCKOM alnmnmapartre oOCHOBaHa cCxeMa 3HeKTp0HHOi7[ MnoAIMMucCHu,

onpenesennasi B cranaapre OCT P 34.10-20127
Komb11a K11acCOB BEIYETOB

[Tonsa Nanya

DUIUNTHYECKUE KPUBBIE

MatpuvHbIe TPYIIIBI

Yem KO ayTEHTHYHOCTH OTJIMYAETCH OT Xelm-Koaa?

OTO CHHOHUMBI

XeI-Koj paCCYUTHIBACTCS C MCIIOJIb30BAHUEM CEKPETHOTO KIII0Ya, a KOJ ayTeHTUYHOCTH —
0€3 HCIOIB30BaHUS CEKPETHOTO KITFOYa

Ko ayTeHTHUHOCTH pacCUUTHIBACTCS C UCTIOIb30BAHUEM CEKPETHOTO KIII0Ya, a XEHI-KOJ —
0€3 MCIOIB30BaHUS CEKPETHOTO KITFOYa

Koz ayTeHTHUHOCTH pacCUUTHIBAETCS C UCTIOIB30BAHUEM 3aKPBITOTO KITFOYA, & XEII-KOJl — C
KCIIOJIb30BAaHUEM OTKPBITOTO KJIH0Ya

. UeMm ko AYTCHTHYHOCTHU OTJIHYACTCH OT 3HeKTp0HHOi71 l'[O)]l'[I/ICI/I?

OTO CHHOHHUMBI

JnvHoit kiroua

DneKTpOHHAas MOJAMUCH 00ECIIeYnBaET HEOTKA3yeMOCTh, a KO ayTeHTUYHOCTU — HET
DNeKTpOHHAs MOAMKUCH 00ECIIEYMBAET BO3ZMOXXHOCTh TPOBEPKH MOJTMHHOCTH UCTOYHUKA
JAHHBIX, a KOJ ayTeHTUYHOCTU — HET

. Jl1s 4ero B cxemMax 3J1eKTPOHHOM MOANKUCH HCNOIb3YIOTCH (PYHKIUH XeIIMPOBAHNSA?

J11s OBBILIEHUS] KpUNITOTpaduIeCKOW CTOMKOCTH CXEMBI 3JIEKTPOHHOM MOANNUCH

Jlnst obecriedeHust KOHTPOJIS LEIOCTHOCTH TOMHUCHIBAEMOT0 COOOIIECHHS

Jlnig ipenicTaBiIeHMs! MOAMKUCHIBAEMOTO COOOIIEHUSI TPOU3BOJIHOM JTMHBI B BUJIE CTPOKH
JTaHHBIX (GUKCUPOBAHHOM JJTMHBI

I[J'Ifi MMpeaACTaBJICHHUA IMOAITMCAHHOTO COO6H1€HI/I$[ HpOI/ISBOJ'IBHOI\/’I JJIMHBI B BUJAC CTPOKU JaHHBIX

(UKCUPOBaHHOM JTHHBI

Yem cxeMa 2JIeKTPOHHOI noanucu, onpereaeHnas B cranaapre FOCT P 34.10-2012,
OTJIMYaeTcs OT CXeMbl JIEKTPOHHOI moanucu, onpeneneHnoi B crangapre F'OCT P
34.10-20017?

IIepeunem pemaeMbIxX 3a1a4

Hcnonp3yeMbplM MaTeMaTHYECKUM aIllapaToM

JnvunHoi moanucu

Huuewm He oTnmyaercs

. YTo siBJsIeTCS OCHOBHOM NPo0/1eMOii KpUNTOrpaguu ¢ OTKPBITHIM KJIHOYOM?

ObecrnieueHre ayTeHTUYHOCTHU 3aKPBITBHIX KITIOUen
Obecneuenne KOHPUACHINATBHOCTH 3aKPbITHIX KITIOUeiH
ObecrnieueHre ayTeHTUYHOCTH OTKPBITHIX KITIOUen
ObecneueHne KOHPUACHIMATBHOCTH OTKPBITHIX KITHOUeH

14.1.2. TeMbI JOMALIHUX 32TAHUH

1. UccnenoBath Bce CBOMCTBA JAHHOM alnreOpanyecKoil CTPYKTYpBI.
2. UccnenoBaTh JaHHOE KOJIBIO KJIACCOB BLIUETOB.
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3. UccnenoBars nanHoe nose anya.
4. UccnenoBarh JaHHOE TPYIITY TOYEK AJUTMITAYECKON KPUBOM.
5. 3ammppoBaTh NaHHBINA OTKPBITHIN TEKCT YKa3aHHBIM HIH(PPOM.

14.1.3. 3auér

1. Ilepeuncnute U KpaTKO OXapakTEpU3yHTE OCHOBHBIE 3aauu oOecrieueHus: HHPOpMaMOHHOM
0€30MaCHOCTH, pelIaeMble C TOMOIIbI0 KPUITOTPapHUECKUX METOOB.

2. Packpoiite onpenenenus: mudpoBanue, 3amudponanue, pacuudpoanue, emudpoBaHue.

3. Uem mmdpoBaHUe OTIIMYACTCS OT KOJIUPOBAHUS?

4. IlpuBeauTe U3BECTHBIE BaM KJIacCU(DUKAIIMHI KPUIITOCUCTEM.

5. YKaxxuTe OCHOBHBIC OTJIMYHS MEXKy COBPEMEHHOHN M KJIaCCHYECKOH Kpunrtorpapueii.

6. Cpaaute apdunnbi mudp u mudp Xuiia ¢ TOYKHA 3pSHUS] KPUITOCTONKOCTH.

7. Onummte crocoObl KPUITOAHAIH3A!

a) apdpunnOoTrO MUDpa;

b) mmdpa Xuma;

¢) mudpa raMMUpPOBaHUS.

8. YKa)XUTe OCHOBHBIE OTJIMYHS MEX/y COBPEMEHHBIMU U KJIIACCHUECKUMH OJIOUHBIMHU MU (PaMHU.

9. Iepeuucnure pexumbl pabotsl [OCT 28147-89. Jlns 4ero CHyKUT KaKIbli M3 JaHHBIX
pexuMoB?

10. Cpasuaure DES u I'OCT 28147-89.

11. CpaBuure AES u I'OCT 28147-89.

12. TlepeuncnuTe OCHOBHBIEC CBOMCTBA XelI-(DYHKIIUH.

13. Yem xemmpoBaHU€E OTIIMYAETCS OT BBIPAOOTKH KOHTPOJIbHBIX CyMM?

14. Uem xemmpoBaHUE OTIIMYAETCS OT BRIPAOOTKH UMUTOBCTABKHU?

15. YkaxwuTe aBa OCHOBHBIX MTOJIX0/A K OCTPOCHHIO (DYHKIIHIA XECITHPOBAHUSI.

16. Ykaxxute OCHOBHOI HETOCTATOK KOJOB ayTEHTUYHOCTH COOOILICHHIA.

17. B ueM 3axitouaercs mpodemMa yrpaBieHUs CHMMETPUYHBIMU KIIF0YaMu?

18. CpaBnure kpunrtocucremy RSA u kpunrocucremy Pabuna.

19. CpaBnure kpunrtocucremy RSA u kpunrocucremy Ounb-I"amarns.

20. Pemenue kakux 3aqa4 00ecreynBaeT 3JIeKTPOHHAS TOIUCH?

21. Kak mnocTpouTh cXeMy BBIPAaOOTKM M MPOBEPKU AJIEKTPOHHONW TMOJANUCH HAa OCHOBE
kpunrtocucremsl RSA?

22. Yto Takoe uunTuyeckas kpunrorpadus?

23. JlaiiTe mOHATHE KPUNTOTPapUUECKOro MPOTOKOJIA.

14.1.4. TeMbl MHAUMBUAYAJIbHBIX 3aJaHUI
1. I[TporpamMMHas peanu3aius npocTeiero mudpa.
2. IlporpaMMHas peain3anus CAMMETPUYHOTO mHUdpa.
3. IIporpamMmHas peanu3anus aCHMMETPUYHOTO KU (pa

14.1.5. TembI OIPOCOB HA 3aAHATHAX

Kpunrorpadguueckre MeTop! 3aliuThl HHPOPMALUKU: MU(PPOBAHKUE, XEIIMPOBAHUE, IIEKTPOHHAS
MOJIIHUCH.

Anrebpanueckue cTpyKTypsl. ['pynnsl. Hukanueckue rpynmnsl. Konblia, Kobla KJIaCCOB BBIYETOB.
Koneunbie moms. [lomst Tanmya. Dnnuntuyeckue kpuBbie. [loHsATHE HanOONBIIETO OOIIETO JCTHUTEIS.
Anroput™m EBknmpa, pacmmpeHHbli anroput™ Epximpga. CpaBHeHHE NEpBON CTENEHHM € OAHHUM
HensBecTHbIM. KuTaiickas TeopeMa 00 ocTaTkax.

Marematnueckas Mozeib mudpa. Kinaccnyeckue mugpsl: MoAcTaHOBOUHBIN, TEPECTAHOBOUHBIH,
mdp Xuia, mudpel raMMHPOBaHUSL.

['OCT 28147-89. 'OCT P 34.12-2015. TOCT P 34.13-2015. DES. AES.

Kpunrorpadpuueckue xem-dynkmuu. [OCT P 34.11-2012. SHA-3.

Konuenus kpuntorpaduu ¢ OTKpeIThIM KitodoM. [Iporokon Juddu-Xennmana. Kpunrocucrema
RSA. Kpunrocucrema Onp-I'amansa. Kpunrtocucrema Pabuna. Anroputmsl paOoThl ¢ OOJBIIMMHU
YHCIIaMHU.

Koapl ayreHTHmyHOCTH cooOmenuid. OnektpoHHas moamuck. ['OCT P 34.10-2012. DSS.
HHudpacTpyKTypa OTKPHITOTO KIIFOYa.
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14.2. TpeGoBaHUA K OLIEHOYHBIM MaTePHUAJIAM JJIfl JIMI C OTPAHUYEHHBIMH BO3MOKHOCTSMU

310POBbH U HHBAJIUA0B

Jns nun ¢ orpaHUYEHHBIMM  BO3MOXKHOCTSIMM  37I0POBbSI U HMHBAJIUJOB IPEIYCMOTPEHBI
JIOTIOJIHUTENbHBIE OLIEHOYHbIE MaTepHalibl, IEpeUeHb KOTOPBIX YKa3aH B Tabnuie 14.
Tabnuua 14 — JlonosHUTENbHBIE MAaTEPUANIBI OIICHUBAHUS JJIS JIMI[ C OrPAHUYEHHBIMU BO3MOXKHOCTSIMU

3A0POBbA U UHBAJINIOB

Kareropun
o0yJaromuxcst

Buapl 1OMOMHUTEIBHBIX OLEHOYHBIX
MaTepUajoB

@DopMbI KOHTPOJISI U OLICHKU
pe3yabTaTOB OOYUECHHUS

C HapyleHUsIMU
ciyxa

TecTbl, TUCHEMEHHBIE CAMOCTOSTEIIEHBIC
paboThl, BONPOCHI K 3a4ETY,
KOHTPOJIbHBIE PabOTHI

[IpenMymiecTBEHHO MUCHMEHHAS
poBepKa

C HapylieHusIMu
3peHHS

CobecenoBaHue 110 BOIIpOcaM K 3a4eTy,
OIIPOC IO TEPMHUHAM

[TpenmyIIeCTBEHHO yCTHAs TIPOBEPKa
(MHAVBUIYATBHO)

C HapylIeHUsIMU
OTIOPHO-
JIBUTATEIILHOTO
amrmapara

Pemenne nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHbIE pabOThI, TUCbMEHHBIE
CaMOCTOSITENIbHbIE PaOOThI, BOIPOCHI K
3ayery

[Ipenmy1iiieCTBEHHO TUCTAaHIIMOHHBIMU
MeToIaMU

C orpaHryYeHUSIMU TIO
o0IIeMeTUIINHCKUM
MOKAa3aHUSIM

TGCTI)I, INHUCBbMCHHBIC CaMOCTOATCIBHBIC
pa6OTLI, BOIIPOCHI K 3a4€TY,
KOHTPOJIbHBIC pa6OTI)I, YCTHBIC OTBCTEIL

[Ipenmy1iecTBEHHO IPOBEpPKA
METO/IaMHU HCXO/S U3 COCTOSTHUS
oOyuarolerocss Ha MOMEHT IIPOBEPKU

14.3. MeToanyecKkue peKOMeH/IallM M0 OLIEeHOYHBIM MaTepHuaJIaM JUIsl JIMI[ ¢ OrPAHHY €eHHBIMH
BO3MOKHOCTSIMH 3/10POBbSl 1 HHBAJIU/I0B

JUis Ui ¢ OrpaHMYEeHHBIMH BO3MOKHOCTSIMHU 3JI0pOBbSI M HHBAJIUAOB IpelyCMaTpUBACTCS
nocTymnHas popMa mpeaocTaBIeHHs 3aJaHI OLIEHOYHBIX CPENICTB, @ HMEHHO:

- B IleyaTHOH popme;

- B IIeYaTHOH (OopMe C YBEITMUYEHHBIM LIPUPTOM;

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

- METO/IOM YTSHHS ACCHCTEHTOM 33/IaHUS BCIYX;

- IpEe0CTaBIICHUE 3aJaHHS C MCIIOJIb30BaHUEM CYP/IOTIEPEBO/IA.

JlumaMm ¢ OorpaHUYEHHBIMH BO3MOXXHOCTSIMH 3/I0pPOBBSI M MHBAJMIaM yBEIHMYMBACTCS BpeMs Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJBbHBIE BOMpOCHL. [l Takux o0OydaromMxcsli NpeaycMaTpuBaeTcs
nocTymHas popMa IpeoCcTaBlIeHHsI OTBETOB HA 3aJaHUs, & UMEHHO:

— NUCbMEHHO Ha OyMmare;

- Ha0Op OTBETOB Ha KOMIIBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIb30BAHUEM YCIYT aCCHCTEHTA,

- IpeCTaBICHNE OTBETOB YCTHO.

[Iporiemypa OLIEHUBAHHS pPE3YJNbTATOB OOYYEHHUS JHII C OTPAaHUYECHHBIMH BO3MOXXHOCTSIMH
3I0pOBbsI U MHBAJIMJIOB 0 AMCLUIUIMHE MPEIyCMaTpPUBAET NpeAOocTaBleHHue MH(opMaiuu B ¢Gopmax,
aIaTHPOBAHHBIX K OTPAaHUYEHHSIM UX 3I0POBbBS U BOCIIPHSTHS HHPOPMAIIUH:

JI1s1 JIMI ¢ HApYILIeHUsIMHM 3PeHHUs:

- B (hopMe AIEKTPOHHOTO JJOKYMEHTA,;

- B [I€YaTHOI (popMe YBETUUEHHBIM LIPUPTOM.

JIJ1s1 JINI ¢ HAPYUIEHUSIMH CJIyXa:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B MIEYaTHOH (opme.

JI1s1 JIM1 ¢ HAapYILIeHUsIMM ONIOPHO-ABUTaTeIbHOI0 annapara:

- B (hopMe AIIEKTPOHHOTO JOKYMEHTA;

- B MIEYaTHOH (opme.

[Ipy HEOOXOOUMOCTH Ui JIMI] C OrPAaHHMYEHHBIMH BO3MOKHOCTSIMH 3]I0pOBbSI M HMHBAJIMJIOB
mpoIieTypa OIleHUBAaHUS PE3YJIbTATOB O0YUYCHUS MOXKET MTPOBOIUTHCS B HECKOIBKO JTAIOB.

CornacoeaHa Ha noptane N2 29200

15



