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HampaBnenne mnoxaroroBku /  cnenuansHocTh:  10.05.03 HudopmanmuonHass  6e30MacHOCTH
ABTOMATH3HPOBAHHBIX CHCTEM

HamnpasnenHnocts (mpoduip) / CrieIuaan3aIus: HNudopmanuonnasi 0e30ImacHOCTh
aBTOMATH3HPOBAHHBIX 0AHKOBCKHX CHCTEM

®dopma 00ydCHHUs: OUHASE

QaxynpreT: @B, ®aKyJbTeT 6€30I1aCHOCTH

Kadenpa: KUBIBC, Kadenpa koMmjiexkcHoii HH(OPMANMOHHON 0€30MaCHOCTH 3J1eKTPOHHO-
BBIYHCJIUTEIBHBIX CHCTEM

Kypc: 3, 4

Cemectp: 6, 7

VYueOnslii man Habopa 2016 rona

Pacnpez[eneHI/Ie pa60qer0 BpPEMCHU

Ne Bunbl yueOHOI nesTeNbHOCTH 6 cemecTp 7 cemecTp Bcero EnuHnne:
1 |Jlexkuuu 18 0 18 JacoB
JlaboparopHbie pabOTHI 28 0 28 9acoB
3 | KoHTpoiab camocToATeNbHOM paboThl 0 18 18 4acoB
(xypcoBoit IpoeKT / KypcoBasi paboTa)
4 | Bcero ayIuTOPHBIX 3aHATHI 46 18 64 4acoB
5 |3 HHUX B HHTEPaKTUBHOU popme 16 0 16 9acoB
6 | CamocrosTenbHas paboTa 26 18 44 4acoB
7 | Bcero (6e3 hk3ameHa) 72 36 108 9acoB
8 | OO0mas Tpya0eMKOCTh 72 36 108 9acoB
2.0 1.0 3.0 3.E.

3auer: 6 cemecTp
KypcoBoii mpoekT / kypcoBast paboTa: 7 cemecTp
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;{pbl
npotokot Ne 6 oT « 15 » 5 2018 r
JIMCT COI'JTACOBAHUA

PabGouass mporpamMma JIUCHMIUIMHBI COCTaBJIeHa C y4eToM TpeOoBaHM (eaepaTbHOTro
rOCyJapCTBEHHOTO 00pa3oBaTelbHOTO cTannapra Boiciiero oopaszoBanus (OPI'OC BO) no HampaBieHHIo
noarotoBku (cneruanbHocTh) 10.05.03 MHDOpManmonHas 6€301macCHOCTh aBTOMATU3UPOBAHHBIX CHCTEM,
yrBepxkaeHHoro 01.12.2016 roma, paccmotpena u ogodpeHa Ha 3acenanuu kadenpsr KUBOBC «  »
20 ropa, mpoTtokoi Ne

PazpaboTunku:
Houent kad. BUC . A. PaxmaHeHKO
Honent kap. KUBDBC K. C. Capun

3aBenyroumii odecneunBaronien kag.
KHNB3BC A. A. lllenynanos

Pabouas mporpamma JTUCHUIUIMHBI COTJIacoBaHa ¢ (hakyJIbTETOM M BBINTyCKaroIel kadeapoii:

[exan ©b E. M. 1aBbiioBa
3aBeyrOnIMi BeIMTycKaromen kad.

KHUB3BC A. A. lllenynanos
OKCIEPTHI:

JouenT xadeapsl 6€30MacHOCTH
unpopmannonusix cucreM (BHUC) O. O. EBcrotun

Houent xad. KUBSBC A. A. Kones
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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
[lenpro mpenogaBaHusl AUCIUIUIMHBI SBISIETCS OCBOSHHWE METOJIOB YIPABJICHHUS MPOTPAMMHBIMH
CpeICTBaMU 3aIUTHI HHPOPMAINH, PEATU30BAHHBIMI Ha OCHOBE KITMEHT-CEPBEPHON TEXHOJIOTHH.

1.2. 3agauy JUCHUIIIMHBI

— Ilonyuyenue 3HaHMI W YMEHHMH IO MeTojaM cOopa M ayauTa COOBITHH HH(POPMAIIMOHHOMN
0€30MMacHOCTH B COBPEMEHHBIX CPEJICTBAX 3aIIUTHI HH(POpMAIIHH;

— ITlonmyuenue ymMeHMI 1 HABBIKOB I[IEHTPAIM30BAHHOTO YIIPABICHUS KIIMEHTCKUMU MOIYJISIMU U
pearupoBaHUsl Ha yrpo3bl O€30MaCHOCTH;

— Tlomyuenue 3HaHUMI 0 MeTOHaX KOHTPOJIS PabOTOCIIOCOOHOCTH M IENOCTHOCTH KIIMEHTCKHUX
MOJTyJIei CPEICTB 3alUThl HH(pOpMaIUH;

— H3ydeHue MeTOIOB KOHTPOJIS U OLIEHKH YCTaHOBJIEHHOI'O MPOrPaMMHOrO W amnmnapaTHOTO
o0ecrniedeHurs Ha 3alUIIAaeMbIX KOMIBIOTEPAX B JIOKAJIbHOW CETH;

— H3ydeHnue mMeTonoB obOecriedeHHs] U KOHTPOJISI aHTUBUPYCHOW 3alIUThl pa0OYUX CTaHIUI B
CETH OpraHu3alNH.

2. Mecto aucnuniaunnsl B cTpykrype OIIOII

Hucuunnuna «Ymnpasienue cpenactBamu 3amuTsel uHGopmanum» (b1.B.OJ.13) otHOCcuTCA K
650Ky 1 (BapuaTHUBHAs 4acTh).

[TpenmecTBYOMUMH ~ TUCHUIUIMHAMY, (DOPMHUPYIOIIMMHA  HadajdbHBIC 3HAHUS, SBISIOTCS:
besonacHocTh onepannoHHBIX cucteM, bezomacHocTs ceteit DBM, OpraHu3zaliioHHOE M IPaBOBOE
obecriedeHrne MHPOPMAITMOHHOM OE30MTaCHOCTH, YTIPaBJIEHUE CPEICTBAMHU 3aLIUTHI HH(OPMAIIHH.

[TocneayromumMu TUCHUILUIMHAMY SBIISIOTCA: 3allUTa BBIMYCKHOW KBaTU(UKAIIMOHHOW padoThI,
BKJIIOYAst IOJTOTOBKY K MPOIEype 3alIUThl U MPOLEAYpPY 3amuThl, [IporpaMMHo-anmapaTHeie cpeicTBa
obecnieueHrs nHGHOPMALIMOHHON O€30MacHOCTH, Y TIPaBIEeHUE CPEACTBAMHU 3aIUTHI HH()OPMALIHH.

3. TpeGoBaHus K pe3yJibTaTaM OCBOCHHS TUCHUIIHHBI

[Tponecc n3yyeHHs QUCIUIUIMHBI HAIPABJICH Ha (JOPMUPOBAHHE CIEAYIOUINX KOMITETCHIINNA:

— TIK-19 cnocoOHOCThIO pa3pabarbiBaTh MPEIOKEHUS IO COBEPLICHCTBOBAHMIO CHUCTEMBbI
yIipaBiieHUs] UH()OPMAIIMOHHON 0€30IaCHOCThIO aBTOMAaTH3UPOBAaHHOM CUCTEMBI;

— [TIK-26 cnocoOGHOCTBIO aAMUHUCTPUPOBATH MOACUCTEMY HH(POpPMAIMOHHON 0€30MacHOCTH
aBTOMATHU3UPOBAaHHON CUCTEMBI;

— IIK-28 cnocoOHOCThIO yHpaBisTh MHPOPMALIMOHHON 0O€30MacHOCTbI0 aBTOMAaTU3UPOBAHHOMN
CUCTEMBI;

B pe3ynbrate n3ydyeHus IUCHUILTUHBI 00Y4atoLUIHics JOKEH:

—  3HaTh [PHUHILMIIBI OPraHU3alUU HH(OPMALIMOHHBIX CUCTEM B COOTBETCTBHM C TPEOOBaHUSIMU
0 3aIuTe UH(QOpPMAaLMK; BO3MOKHOCTH U Ha3HAYEHHE COBPEMEHHBIX CPEJCTB 3aIMThl HHYOpPMALUU OT
HECaHKLIMOHUPOBAHHOTO JOCTYTIA.

— yMeThb BBINOJHATH PAabOTHI MO YCTAaHOBKE, HACTPOHWKE M OOCIYKUBAHUIO MPOTPAMMHBIX,
IIPOrpaMMHO-AIIAPaTHBIX CPEJCTB 3alUThl UHPOPMAIMK; OPraHU30BbIBATh TEXHOJIOTMYECKUH Mpoliecce
3alIUThl MTHPOPMALIMU OTPAaHUYEHHOI'O JJOCTYIa B COOTBETCTBUU C HOPMATUBHBIMU ITPABOBBIMU aKTaMH U
HOPMAaTUBHBIMM METOJIWYECKUMHU JIOKyMeHTamMu @DenepalibHON ciyk0bl Oe3omacHocTu Poccuiickoit
®enepanun, deaepanbHON cIyX Obl O TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO; aIMUHUCTPUPOBATDH
MoJICUCTEMY  MH(QOPMAIIMOHHOM  0€30MacHOCTH  aBTOMAaTU3UPOBAHHOMW  CHUCTEMBI;  YIPAaBIATH
MH(POPMAIIMOHHON 0€30MacHOCThI0O aBTOMATU3UPOBAHHOW CHUCTEMBI; 3()(EKTHBHO HCIOJIB30BATH
pa3IMyYHbIe METOJBI M CPEJCTBA 3allUThl MHGOPMAIUHU JUIsI KOMIBIOTEPHBIX CEeTel; aJMUHUCTPUPOBATDH
MOJICUCTEMBI HH(POPMALIMOHHOM 0€301MacCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM.

— BJaJeTh CIOCOOHOCTHIO pa3palaThIBaTh MPENJIOKEHHUS 1O COBEPIIEHCTBOBAHUIO CHCTEMBbI
yrpaBieHus] HHHOPMALMOHHONW 0€30MacHOCThI0 aBTOMATH3MPOBAHHON CHCTEMbI; HAaBBIKAMH BBISIBICHUS
U YHUYTOXXEHHSI KOMITBIOTEPHBIX BHUPYCOB; METOAAMHU M CPEICTBAMHU BBISABICHHS YIpo3 0€30MacHOCTH
aBTOMATHU3HPOBAHHBIM CUCTEMAaM.

4. O0beM AUCHHMILVIMHBI U BUJbI Y4eOHOH padoThl
OO6mas TpyIoeMKOCTh IJUCHUIUIMHBI cocTaBiseT 3.0 3aueTHhIX €IWHUIBI M Mpe/iCTaBieHa B
tabmuie 4.1.
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Tabmuma 4.1 — Tpy10eMKOCTh TUCIUTLIAHBI

Bunasl yueOHOIM nesITeIbHOCTH Bcero yacos CemecTpbl
6 cemectp 7 cemectp

AyIUTOpHBIE 3aHATHUS (BCETO) 64 46 18
Jlexnun 18 18

JlaboparopHbie pabOTHI 28 28

KonTponb camoctosiTenbHOM paboThl (KypcoBOit 18 0 18
MPOEKT / KypcoBasi paboTa)

W3 HUX B HHTEpaKTUBHOU (popme 16 16 0
CamocTtosTenpHas padora (Bcero) 44 26 18
BrimonHaenue KypcoBoro mpoekra / KypcoBon 18 0 18
paboThI

OdopmiteHre 0TYETOB TI0 JIAOOPATOPHBIM 21 21 0
paboram

[IpopaboTka 1eKIIMOHHOT0 MaTepuala ) 5) 0
Bcero (0e3 ax3ameHa) 108 72 36
OO01mas Tpya0eMKOCTh, 4 108 72 36
3auerHble EMUHUIEL 3.0 2.0 1.0

5. Conep:xkanue TUCHUILIUHBI
5.1. Pa3nenbl AMCUMILUIMHBI M BU/bI 3aHATHI
Pazensr qUCHMIUTMHBI M BUBI 3aHATUN TPUBEICHBI B TabmuIe 5. 1.
Tabmuua 5.1 — Pa3aesl AUCHUIUINHEBL U BUIBI 3aHITUHA
Bcero
Jla6. |KII/KP,| Cawm. gacoB | DopmMupyembie
Haspanwust pa3znenoB AUCHUILTHHBI Jlek., u
pab., 4 q pab., 4 (6e3 KOMIIETEHIINHT
HK3aMEHa)
6 cemecTp

1 [leHTpanu30BaHHOE yIIPABICHUE 4 16 0 13 33 I1K-19, I1K-
CpeICcTBaMu 3alUThl HHGOPMAIIHH OT 26, I1K-28
HECaHKIMOHUPOBAHHOTO JOCTYTIA B

JIOKaJIbHOM CETH.

2 IleHTpanu3oBaHHasl HHBEHTAPU3ALIHS 2 4 0 4 10 I1K-19, I1K-
PeCypcoB JIOKaIBHOM ceTH. Y TanEHHBIHN 26, I1K-28
KOHTPOJIb pab0TOCIIOCOOHOCTH CPENICTB

3amuThl HHGOPMAITUH Ha pabounx

CTaHIIHSIX.

3 llenTpanu3oBaHHas 3aniuTa OT 4 4 0 4 12 ITK-19, TIK-
BHUPYCOB B JIOKAJIbHOW CETH. 26, I1K-28
4 TleHTpann30BaHHBIA YUET U 4 4 0 4 12 ITK-19, TIK-
yIpaBJjeHUE IPOrpaMMHO- 26, T1IK-28
anmapaTHIMH CPEJICTBAMU 3alTUTHI

uHpOpMaLUH.

6 AHanu3 HOpMaTUBHBIX TPEOOBaHUI 4 0 0 1 5 I1K-19

M0 YIPaBIEHUIO CPECTBAMH 3AIIUTHI

uH(popMalun

CornacoBaHa Ha noptane N2 28329



Hroro 3a cemectp 18 28 0 26 72
1 cemectp
5 AIMUHHCTPUPOBAHUE U yIIPaBIICHUE 0 0 18 18 18 ITK-19, TIK-
CpEICTBAMU 3aIIUTHl HHPOPMAIIH OT 26, I1K-28
HECaHKIIMOHUPOBAHHOI'O JOCTYTIA.
Htoro 3a cemecTp 0 0 18 18 36
Utoro 18 28 18 44 108
5.2. Conep:xanue pa3iesioB JUCUMILIMHBI (110 JEKIMAM)
Copepxanue pa3esioB AUCUUILUINH (I10 JIEKLUSAM) pUBEIEHO B Tabnuue 5.2.
Tabnuna 5.2 — Coneprxkanue pa3/iejaoB JUCHUILIUH (IO JICKIUSM)
Conepxanue pa3aenoB aucuuIuingsl (no | Tpynoemkocts, | @opmupyembie
HasBanus pasnenon Acp pasli el ( PyA i PMHPY
JCKLUSAM) q KOMIIETEHIINH
6 cemecTp

1 [lenTtpanu3oBanHoe | [IpUHIMITBI TOCTPOCHUS CPEIICTB 3AIUTHI 4 I1K-19
yIpaBJicHUE uH(OPMAIINN; OCHOBHBIC MEXaHU3MBI
CpEeICTBAMU 3alUThI 3aIllMTHI; allllapaTHBIE CPE/ICTBA;
uH(pOpMAIIUU OT KOH(UTYPHPOBAHUE; AYJAUT; MOHUTOPUHT U
HECaHKIIMOHUPOBAHHOTO | ONIEPATUBHOE YIIPABJICHUE; TOTHOMOYHOE
JIOCTYTIA B JIOKAJIbHOW | YIIPaBJICHUE IOCTYIIOM M KOHTPOJIb TIEYATH.
CeTH.

Hroro
2 lUentpanuzoBanHass | OCHOBBI IIPOBEICHUSI MHBEHTApU3ALIUU I1K-19
WHBEHTApH3aLUs PECYPCOB B JIOKAJIbHOW CETH; TIOJTOTOBKA K
PECYPCOB JOKAIBHOM WHCIEKIUSAM; HHCIIEKIIUU KOMIIBIOTEPOB;
ceTu. Y TaI€HHBIN IIOJIy4EHHUE OTYETOB C PE3yJIbTaTaM:
KOHTPOJIb WHCIIEKTUPOBaHUsA. Y Najd€HHBIA KOHTPOIIb
paboTtocrnocoOHOCTH paboTOoCIIOCOOHOCTH CPEICTB 3AITUTHI
CPEJICTB 3alUThHI uH(pOopMaIiy Ha pabOYNX CTaHIIHSIX.
uH(pOpMaIUU H

(opman a Hroro 2

pabounx CTaHIIUSX.
3 llentpanu3oBanHas | YrpaBlieHUE cEpBEpaMu 4 I1K-19
3aII1Ta OT BUPYCOB B | aIMUHUCTPUPOBAHHUSI; YIIPABICHUE
JIOKAJIbHOM ceTu. rpynnamMu aIMUHUCTPUPOBAHHS,

yIpaBieHNe KINEHTCKUMUA KOMITBIOTEPaMH;

pabota ¢ oT4eTaMH, CTATUCTUKOM.

Hroro
4 llentpanu3oBanHblii | HasHaueHue cpeacTB ydyeTa U yIpaBiICHUs I1K-19
yueT U yIpaBleHUe anmnapaTHBIMHU UIECHTH(PUKATOPAMU U
IPOrPaMMHO- HOCHTEJISIMU KJTFOU€BOH MH(POPMAITUH;
anmapaTHbBIMH BO3MOXXHOCTH; apXUTEKTypa; HACTPOHKa;
CpeICTBaMH 3aIIHTHI yIIpaBJicHUE KU3HCHHBIM ITHKJIOM CPEJICTB
uH(pOpMaIIUH. ayTeHTU(UKAINU; ayTUT UCTIOIh30BaAHUS

CPE/ICTB ayTeHTU(PUKAIIHIH.

Hroro
6 AHanu3 HOPMATUBHBIX | AHAJIM3 HOPMATUBHBIX TPeOOBaHUH 11O I1K-19

TpeGoBaHuU 1O
YIIPaBIICHUIO
CpeICTBaMU 3aIIUTHI
uH(popMalun

YIIPaBJIEHUIO CPEICTBAMH 3aILUTHI
UHpOpMaNnU. AHAIN3 HOPMATHBHBIX
TpeboBanuii denepanbHON CITy>KObI 110
TEXHUYECKOMY M SKCITOPTHOMY KOHTPOITIO
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(®CTIK) npu obecrieueHnn Mep
6e3OHaCHOCTI/I MEPCOHAIBHBIX NAHHBIX, B
TOCY/IapCTBEHHBIX HH(OPMAIIHOHHBIX
cucremax. AHanu3 TpeboBaHUN
0€30MacHOCTH K aBTOMAaTH3UPOBAHHBIM
CUCTCMaM YIIPABJICHUA TCXHOJIOT'MYCCKUMU

IPOIIECCAMH.

Hroro 4
Hroro 3a cemectp 18
Utoro 18

5.3. Pa3zgennl AMCHUNINHBI U MEKIUCHUIIVIMHAPHBIC CBA3H C OﬁeCHe‘lI/IBa]OIIII/IMI/I (HpelILIHyIIII/IMI/I)

H 00ecreYnBaeMbIMHU (l'[OC.TIeI[leIIII/IMI/I) JAUCHHUIIIMHAMH

Pazaenbl quctumInHbl 1 MEXAUCIUIUIMHAPHBIC CBSI3M C 00€CTICUMBAOIIMME (TTPEABIAYIIMMA) H
obecrnieurBaeMbIMH (ITOCIICYIOIIMMHI ) TUCIUTIIMHAMH MTPEICTaBICHBI B TabIuIe 5.3.
Tabmmma 5.3 — Pa3aenbl AMCHUIUIMHBI U MEXAUCITUTUTMHAPHBIE CBS3U

HaunmeHnoBanme JAUCIUITIINH

Ne pazaenoB naHHO#N AMCHUIUIMHBL, 411 KOTOPBIX HEOOXO0IUMO
n3ydeHue 00eCreuynBarOIINX U 00ECTICYMBAEMBIX JUCIUTIIINH

1 2 3 4 5 6
[IpeniecTByronue AUCUUIIUHBI

1 be3onacHOCTb ONepalOHHBIX CUCTEM + + + + +
2 bezonacHocTts cereit OBM + + + +
3 Opranu3anvoHHOE U PAaBOBOE
obecrieueHre HHPOPMAITMOHHOMN +
0€30MacHOCTH
4 YnpaBieHue cpeCTBaMH 3aIUThI

Yup pea = + + + + + +
uH(popManun

ITocnenyromue TUCIUTIINHBI

1 3amuTa BBITYCKHOM
KBaTM(DUKAIIMOHHOM paboTHhI, BKITFOUYAs + +
MOJATOTOBKY K MPOLEAYPE 3alUThI U
IPOLEAYPY 3aLUThI
2 IIporpamMMHoO-anmnapaTHble CpeICTBA
oOecrieyeHnss UHPOPMALIMOHHOM + + + + +
0€30MacHOCTH
3 YnpaBnenu TBaMU 3aLUTHI

VYupasnenue cpenc 3a1 + + + + + +
uH(popManun

5.4. CooTBeTcTBHE KOMIIETEHIHH, GOPMUPYEMBIX IIPH U3YyYeHUH AUCHUILIMHBI, U BUI0B 3aHATHI
CootBeTcTBHE KOMIIETEHIUI, (POPMUPYEMBIX NPU HU3YYEHUH IUCUUIUIMHBI, U BHUAOB 3aHITHN

IpeJCTaBIeHo B Tabnule 5.4.

Tabnuna 5.4 — CooTBercTBUE KOMIIETEHIMH, (POpMHpYyEeMBbIX NPU H3YYEHUU AUCLMILIMHBL, U BHIOB

3aHATUN

Bunrwl 3anstuit

Kommnerenmmm
Jlexk.

JIa6. pab.

KCP (KII/KP)

Cam. pa0.

@OpMBI KOHTPOJIA
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[1K-19 +

Koncnekr
camoIoArotoBku, Onpoc Ha
3aHATHAX, 3aInuTa
KYpPCOBBIX ITPOEKTOB /
KypCOBBbIX paboT, 3ayer,
Tect

I1K-26

3ammTa oTdyera, OTUET 11O
naboparopHoii padore,
3amuTa KypcoBBIX
MIPOEKTOB / KYPCOBBIX
pabor, Tect

[1K-28

3amura otdyera, OTYET 110
nabopaTopHoO# padoTe,
3amuTa KypcoBbIX
MPOEKTOB / KYPCOBBIX
pabort, Tect

6. UaTepakTUBHBbIE MeTObI U (JOPMBI OPraHU3aL UM 00y4YeHUs!
TexHOIOTHH UHTEPAKTHBHOTO O0YYEHUS PU pa3HBIX POpPMax 3aHATUH MpUBENEHBI B Tabmuie 6.1.
Tabnuua 6.1 — TexHOJIOrMU MHTEPAKTUBHOTO 00yUYeHHsI ITPH pa3HbIX (hopMax 3aHATHH

WuTepakTuBHbIe 1abopaTopHbie | IHTEpakTUBHBIE
Metonabl p patop P Bcero, u
3aHATHS, 9 JEKIHH, 9
6 cemectp
[Ipe3eHTanmu ¢ UCIOIB30BaHHEM 6 6
CITaliI0B ¢ 00CYKIEHUEM
Case-study (MeTo1 KOHKPETHBIX 4 4
CUTYyaIui)
Pemenne cuTyanlmoHHBIX 33124 6 6
Hroro 3a cemectp: 10 6 16
7 cemecTp
Pemenne cuTyanimoHHBIX 33124
Hroro 3a cemectp: 0 0
Htoro 10 6 16
7. JlabopaTopHbie padoThl
HaunmenoBanue nabopatopHbsix padboT npuBeaeHo B Tadbaune 7.1.
Tabnuna 7.1 — HanmeHoBaHue 1a00paTOPHBIX paboT
Tpynoemkocts, | Popmupyemeie
Ha3zBanus pasnenos HaunmenoBaHue 1a00paTopHBIX paboT PyA ’ PMHDPY
q KOMIICTEHIHH
6 cemecTp
1 HenTpanuzoBanHoe | Pasrpanmuenue A0CTyma K JaHHBIM. 4 [1K-26, [1K-28
yIpaBiieHUE Pasrpannyenue nocrymna K ycTpoiicTBam.
CpeICTBaMH 3aIIHTHI KonTtponb neyatn KoHQUICHIINATBHBIX
UHpOpMaLIUU OT JTAaHHBIX.
HECAaHKIIMOHUPOBAHHOTO
1 P . |3amKHyTas nmporpammHas cpena. Konrpons 4
JIOCTYTIA B JIOKAJIbHOU
LIEJIOCTHOCTH.
CeTH.
Aynut coObITHi HH(OPMALMOHHON 4
oe3onacnoctu C3U or HCJI. Pabora co
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CBEICHMSMM B JKypHAJIE PETUCTPALUH
coObITHil. TeHeBOEe KOMTMpPOBaHHE.

OmnepaTruBHOE yIIpaBlIeHHE 3alIUIIIaEMbIMU 4
paboYrM¥ CTAaHIIUSAMU ¥ MOHUTOPUHT
coObITHI HH(DOPMALIMOHHON OE30MMaCHOCTH
Hroro 16
2 llenTpanuzoBaHHas [lenTpann3oBaHHas MHBEHTapU3aLUs 4 ITK-26, T1K-28
WHBEHTAapU3aLus pecypcoB nokanbHOM cetu. [IpoBenenue
PECypCOB JIOKaJIbHOM MHCHEKIIMN U y4eT U3MEHEHUN
ceTH. Y JanéHHbIN KOH(HUTypauy 3aluaeMbIX padodnx
KOHTPOJIb CTaHIIHI.
TOCTI HOCTHU
paboTocmocoOHOC Vroro 4
CPEJICTB 3alUThHI
uHpOpMaLIUU HA
pabounx CTaHIIUAX.
3 lentpanuzoBannas | YrpaBlieHUE cepBEpamMu 4 [1K-26, T1K-28
3alUTa OT BUPYCOB B |ammuHucTpupoBanus Kaspersky Security
JIOKaJIbHOU CETH. Center. llenTpanu3zoBaHHas HacTpolKa
cpencTBa aHTUBUpYCHOU 3amuThl Kaspersky
Endpoint Security. Aynut coObIThii u
JOTIOTHUTEIbHbIE BO3MOKHOCTH.
Hroro
4 1lenTpanu30BaHHbIN | YIIpaBieHHUE KU3HEHHBIM IIUKIIOM CPEJICTB ITK-26, T1K-28
YUeT U yIpaBlIeHUE ayTeHTU()UKAIMH alllapaTHBIX
POrpaMMHO- UACHTU(PHUKATOPOB C TOMOIIBIO CPEICTB
anmnapaTHbIMU LEHTPaJIN30BaHHOIO yUeTa U YIPaBJICHUS
CPEJICTBAMU 3aLUThI IPOTPaMMHO-aNNapaTHBIMK CPEICTBAMHA
UHpOpMaLIUH. 3alUThl UH(OPMAIIHH.
Hroro 4
Hroro 3a cemectp 28
Htoro 28
8. IIpakTHyeckue 3aHATHUSA (CEMUHAPHI)
He npegycmorpeno PYIL.

9. CamocrosiTeqibHAsA padoTa

Bunpsl camocTosTensHON paboThl, TPYA0EMKOCTh U (POPMHUPYEMbIE KOMIIETEHIIUH NPE/ICTaBICHbI B

tabmnuue 9.1.
Tabnuna 9.1 — Bugsl caMocTosTeNbHOM paboThI, TPYAOEMKOCTh M JOPMUpPYEMBbIE KOMIETEHIIMH
Bunanr
. | Tpynoemkocts, | @opmMupyembie
Ha3zBanus paznenos CaMOCTOSITEITLHOM DopMBI KOHTPOJIS
q KOMIICTCHITHH
paboThI
6 cemecTp
1 HentpanuzoBannoe | [IpopaboTka 1 [IK-19, T1IK-26, |3auer, 3ammra
yIIpaBJICHHUE JIEKIITMOHHOTO I1K-28 otuera, KoHcmekT
CpEICTBAMU 3alUTHI MaTepuana CaMOIIOATOTOBKH,
uHpOpPMAIIUU OT TYET I
(bopmarur o Odopmnenue oTueToB 12 0 6e °
HECAHKIIMOHUPOBAHHOT J1abopaTopHOit
CCAHKIHMOHMPO '0TO 110 maGoparopHsIM 60p %p 0
OCTYyTIa B JIOKAJIbHOU abote, Tect
oty pabotam P ’
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CeTH. Utoro 13
2 lentpanuszoBannas | [IpopaboTrka 1 [IK-19, T1IK-26, |3auer, 3ammura
WHBEHTapU3aIus JIEKIITMOHHOTO T1IK-28 otyera, KoHCIIEKT
pecypcoB JIOKaTbHON marepuaia CaMOITIOATOTOBKH,
ceTu. Y Ta€HHbIN Ormpoc Ha
a OdopmieHue oTyeToB 3 p
KOHTPOJTb 3arsTHsx, OTuer
1o 1abOpaTOPHBIM .
paboTOCIIOCOOHOCTH paGoTam 10 JIa0OpaTOPHOM
CPEZICTB 3aIIUThHI pabore, Tect
nHpopManuu Ha Hroro 4
paboyux CTaHIIUSX.
3 UentpanuzoBannas  |[IpopaboTka 1 [IK-19, I1K-26, | 3auer, 3amura
3alllUTa OT BUPYCOB B JIEKIIMOHHOT'O I1K-28 otuera, KoHncnekr
JIOKAJIbHOM ceTu. MaTepuaia CaMOIIOATOTOBKH,
TYET 11
Odopmiienne 0T4eTOB 3 Order no .
nabopaTopHOI
1o 1abopaTopHbIM 5 T
abote, Tect
pabotam p )
Utoro 4
4 lentpanuzoBanusiii | I[Ipopaborka 1 ITK-19, I1IK-26, |3auer, 3amura
yUeT U yIpaBlIeHUE JIEKIIUOHHOTO [1K-28 otueta, Koncrekr
IPOrPaMMHO- MaTepuaia CaMOITIOITOTOBKH,
anmnapaTHbIMU TYET IO
P OdopmneHne oT4eToB 3 O 5 .
CPEICTBAMU 3alTUTHI "1abopaTopHOii
pel = 10 1Ta0OPaTOPHBIM patop
uHpopmanuu. pabore, Tect
paboram
Utoro 4
6 Ananu3 HopMaTuBHBIX | [IpopaboTka 1 IK-19 3auer, Koncnexr
TpeOoBaHuil MO JICKIIMOHHOTO CaMOIIOATOTOBKH,
YIIPABJICHUIO Marepuana Tect
TBaMHU 3aIUTHI
cpeac 3ail Hroro 1
uH(popManun
Hroro 3a cemectp 26
7 cemecTp
5 AnmunucTpupoBanue |BeinonHeHue 18 I1K-19, [IK-26, |3ammra KypcoBbIX
U yIIpaBJIEHUE KypCOBOTO MpOeKTa / I1K-28 IIPOEKTOB /
CpEICTBAMU 3alTUThHI KYpCOBOi1 pabOThI KYpCOBBIX paboT,
nHbOpMaIUK OT Tect
(bopmarur o Hroro 18 ec
HECaHKI[MOHUPOBAHHOTO
JOCTyTIA.
Hroro 3a cemectp 18
Uroro 44

10. Kypcosoii npoekT / KypcoBasi padora
TpynoeMKOCTh ayIUTOPHBIX 3aHATUH M (QOpMHUpyeMble KOMIETEHIIMM B paMKax BBIOJHEHUS
KypCOBOT'O MPOEKTa / KypcoBoil paboThI npencTaBiensl Tadiauue 10.1.
Tabnuna 10.1 — TpynoeMKOCTb ayIUTOPHBIX 3aHATHH M (OpMUpYyeMble KOMIETEHIIMM B paMKax
BBINOJIHEHUS] KYPCOBOTO ITPOEKTa / KYpCOBOM pabOThI

Tpynoemkocts,| PopMupyemble

HanmenoBanue AYAUTOPHBIX 3aHATHI
9 KOMIICTCHIIUU

7 cemecTp
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BrimontHeHME KypcoBoi paboThl Ha TeMy “AIMUHUCTPUPOBAHUE U
ynpasienue C31 ot HC/I”. CoBMeCTHO ¢ pyKOBOAMUTEIEM
BO3MOYKEH BBIOOP APYTOi TEeMBbI KypCOBOM pabOTHI, OJTHAKO
HEOOXOIMMBIM SIBJISIETCS YCIIOBUE IPUMEHEHHS B PaMKaxX KypCOBOM
paboThI CpeCTBA 3aIUTH HHPOPMAIUHN OT
HECaHKIMOHMPOBAHHOI'O JOCTYIIA B JIOKAJILHOM CETU C
MPUMEHEHHUEM BbIIaHHBIX IIPEI0/1aBaTeIeM BUPTYaIbHBIX MAIlIUH
U BBITIOJTHEHNE TPEOOBAHMI 3aJaHHS IO BAPUAHTY.

18

I1K-19, I1K-26,
I1K-28

Uroro 3a cemecTp

18

10.1. Tembl KypcOBBIX IPOEKTOB / KYpPCOBBIX padoT
[TpumepHas TemMaTKa KypCOBBIX MPOEKTOB / KYPCOBBIX paboT:

— Tema xypcoBoii pabots: "AnmunuctpupoBanue u ynpasienue C3U or HCH". Kypcosas
paboTa BBIMTOJHAETCS IO BAPUAHTAM.

11. PeliTuHrOBasi cUCTEMA /IJIsl OLIEHKH yCIIeBAeMOCTH 00y4ar0IIMXCS

11.1. baanbHble OLEHKH 1JIS1 3J1eMEHTOB KOHTPOJIS
Tabnuma 11.1 — bayuibHbIe OLIEHKHU U1l 3JIEMEHTOB KOHTPOJIS

N N MakcumMalibHbIN
N MaxkcumanbHbII MaxkcumanbHbII
DnemMeHThl y4eOHOI 0asu 3a mepuos Bcero 3a
Oamn Ha 1-yto KT ¢ | 0Gasn 3a nepuon
JESITETbHOCTH mexay 2KT u na CEMECTp
Hayana cemectpa | Mmexay 1KT u 2KT
KOHEI[ ceMecTpa
6 cemecTp
3auer 20 20
3amuTa oT4eTa 15 15 15 45
Koncnekr 5 5 10
CaMOTIOJTOTOBKH
Otuer no nabopaTopHOi ) ) 3) 15
pabote
Tect 10 10
HToro MakcumyM 3a 20 25 55 100
nepuos
Hapacratouum nrorom 20 45 100 100
7 cemecTp
3ammra KypcoBbIX 100 100
MPOEKTOB / KypCOBBIX
pabot
HToro makcumym 3a 100 100
nepuos
Hapacrarommum urorom 0 0 100 100
11.2. Ilepecuer 0a/110B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[Tepecuer GaIOB B OIEHKH 32 KOHTPOJIbHBIE TOUKH MpeCTaBeH B Tadymie 11.2.
Ta6nuua 11.2 — IlepecueT 6ayijIOB B OLIEHKHU 32 KOHTPOJIbHBIE TOUKH
bannbl Ha 1aTy KOHTPOIBHON TOYKU Onenka
>90% ot MakcuManbHOM cymMbl 6arioB Ha aaty KT 5)
Ot 70% 10 89% oT MakcuManbHOM cyMMbl 6ayutoB Ha gaty KT 4
Ot 60% 10 69% OT MakcuManbHOM cyMMbI 6ayutoB Ha gaty KT 3
10
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< 60% oT MakcuManbHOM cymMbl 6ayioB Ha aaty KT 2

11.3. IlepecueT cymMMbI 02J1JI0B B TPAAUMIMOHHYI0 M MEKIYHAPOIHYIO OIL[EHKY
[TepecueT cymmbl 6AJIJIOB B TPAAUIIMOHHYIO M MEKIYHApPOJHYIO OLICHKY MpEACTaBIeH B Ta0yule
11.3.

Tabmuma 11.3 — IlepecueT cymmbl 0aJTOB B TPAJAMITMOHHYIO H MEKTYHAPOIHYIO OIICHKY

Htorosas cymma 6asuios,

Ouenka (I'OC) YUYUTBIBAET YCIICIIHO CIAHHBIN Onuenka (ECTS)
JK3aMeH
5 (oTnu4HO) (3a4TEHO) 90 - 100 A (oTIHYHO)
85 -89 B (ouenp xopor1o)
4 (xoport0) (3a4TeHO) 75-84 C (xoporio)
70-74
D (ynoBnerBopuTeabHO)
3 (y10BIETBOPUTEIHHO) 65 - 69
(3auTeHO) 60 - 64 E (nmocpenctBenHo)
2 (HEYNIOBACTBOPHTEILHO) (e Huxe 60 6annos F (HeynoBneTBOPUTENBHO)
3a4TEHO)

12. Y4eOHO-MeTOAMYECKOEe U MH(POPMAIIMOHHOE O0ecTeYeHHe TUCIIUILTHHbI

12.1. OcHoBHas JIuTEpaTypa
1. [essinun, II.LH. Monenu 6e30macHOCTH KOMIBIOTEPHBIX CHUCTEM. YIIPaBJICHHUE TOCTYIIOM U
WH()OPMAMOHHBIMU TMOTOKAaMH [ DJEKTPOHHBIA pecypc| [DnekTpoHHBIA pecypc]: y4eb. mocobue —
OnektpoH. naH. — MockBa : T'opsuas nunusa-Tenexkom, 2013. — 338 c. — Pexum pgocryna:
https://e.lanbook.com/book/63235. — 3aru. c 9KpaHa. — Pexum JIOCTYyTIA:
https://e.lanbook.com/book/63235 (nata obpamenus: 19.12.2018).

12.2. lonoaHuTeIbHAS JIUTEPATypa

1. KommnekcHas 3ammuTa MHPOpMAUMU B KOPIOPATUBHBIX cUcTeMax [DJIEKTPOHHBIN pecypc]:
yue6. nocodbue / B.®. Hlanbrun. — M. : Ul «DOPYM» : UHOPA-M, 2018. — 592 c¢. — (Bsricmiee
oOpazoBanme: bakanaBpuar). — Pexum pocryna: http://znanium.com/catalog/product/937502 (mata
obpamenus: 19.12.2018).

2. IIporpammHuo-anmapaTHast 3amuTa HHGOpMAIK [ DNEKTPOHHBIN pecypc]: YuebHoe mocoodue /
I1.b. Xopes. - 2-e u3f., uctp. u gon. - M.: ®opym: HULl UHDOPA-M, 2015. - 352 c.: un.; 60x90 1/16. -
(Beicmee  oOpaszoBanme).  (meperier) ISBN  978-5-00091-004-7. —  Pexum  jgocryma:
http://znanium.com/catalog/product/489084 (nara obpamenus: 19.12.2018).

12.3. YueOHO-MeTOAMYECKHE MTOCO0U A

12.3.1. O6s3aTe/ibHBbIE Y4eOHO-MeTOAUYECKHE TOCOOUS
1. JlaGopatopHblil MPAaKTUKYM MO JUCHUIUIMHE “YTIpaBiIeHHE CPEeICTBAMU 3alIUThl HHGOpMauu’™’

/ Paxmanenko M.A. - 2017. - 83 c. [OnextpoHHslii pecypc]: — Pexum nocryma:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/uszi lab.pdf (mara oOparnieHus:
19.12.2018).

2. Meroanyeckue yKa3aHuUs JUTsl BBITOJHEHHS KYpCOBOW pabOoTHI 1o AUCIUIUTHHE "YTIpaBIeHHe
cpeactBamu 3amuThl nHpopmanun" / Paxmanenko M.A. - 2016. - 6 c. [DnekTpoHHbI pecypc]: — Pexxum
JOCTYyTIA: http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/uszi_course.pdf (mara
obpamenus: 19.12.2018).

3.  Metoamueckue ykazaHus ISl BBITOJHEHHSI CAMOCTOSITEIIbHON M HHMBHTyaIbHON pabOTHI 110
aucuuIuiiHe "YrpaBieHue cpeAcTBaMu 3amuThl uHpopmanuu" / Paxmanenko M.A. - 2017. - 3 c.

[DnexTpoHHBIT pecypcl: — Pexum JIOCTyMa:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/uszi_sam.pdf (mata oOparteHus:
19.12.2018).

12.3.2. YyeOHO-MeTOAMYECKHE IOCOOMS 1JIs1 JIML ¢ OTPAHMYCHHBIMH BO3MOKHOCTSIMH 3/10POBbS M
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HHBAJINI0B

Y4eOHO-MeTOIMYEeCKHE MaTepHaibl ISl CAMOCTOSATEIBHON U ayTUTOPHON paboThl 00yJarOIIHXCs
U3 YHCIIA JIUI] C OTPAHUYCHHBIMU BO3MOXXHOCTSIMH 3JJ0POBbSI U MHBAIHUJIOB TPEIOCTABISIOTCS B (hopMmax,
aIalTHPOBAHHBIX K OTPaHUYEHHSIM UX 3I0POBbBS U BOCIIPHUSITUS MHPOPMAIIUH.

J1J1s1 JIMIL ¢ HAPYIIEHUsIMH 3PeHusI:

- B (hOpMeE AIIEKTPOHHOTO JJOKYMEHTA;

- B IICUaTHOH (OpME yBETUUCHHBIM IPHPTOM.

J1J1s1 JIMI ¢ HAPYIIEHHsIMM CJIyXa:

- B (hOpMe AIIEKTPOHHOTO JJOKYMEHTA;

- B I1IeUaTHOM opme.

JIJ1s1 1M1 ¢ HAPYIIEHUSIMH OTIOPHO-IBUTATEILHOTO aNnapara:

- B (hopMe IEKTPOHHOTO JJOKYMEHTA;

- B IIEYATHOH (opme.

12.4. IlpodeccuonaibHbIe Ha3bl JaHHBIX U MHPOPMAIIHOHHBIE CIPABOYHbIE CHCTEMbI

1. TocymapcTBeHHBII peecTp CEepTHPHUIMPOBAHHBIX CPEACTB  3aIIUTHl  WH(OPMAIMH:
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-
sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-
01bi00

2. HWudopmannonno-nonckosbie cucreMsl Google; Wikipedia.

3. Hudopmarnmonusie, CIIPaBOYHBIE u HOpPMAaTUBHBIEC 0a3bl JAaHHBIX
https://lib.tusur.ru/ru/resursy/bazy-dannyh

13. MaTepuajibHO-TeXHHYeCKOe o0ecneyeHne JUCHUILIMHBI U TpedyeMoe NporpaMMHoe
obecrneuenue

13.1. O0mue TpedOBaHUS K MATEPHAIBbHO-TEXHMYECKOMY M POrPAMMHOMY 00ecre4eHHI0
AUCIHUTLTUHBI

13.1.1. MaTepuajibHO-TeXHUYECKOEe U MPOrpaMMHoOe oOecneyeHue 1Jis1 JTeKIIUOHHBIX 3aHATHIl
Jis mpoBeneHus 3aHATHI JICKIIMOHHOTO THIIA, TPYNIIOBBIX W MHIUBUAYAJIBHBIX KOHCYJIbTAIUH,
TEKYILEro KOHTPOJISI U MPOMEKYTOUHOM aTTeCTallMM UCHOJb3yeTcsl yueOHasi ayAUuTOpPHUs C KOJIMYECTBOM
MIOCAJIOYHBIX MeCT He MeHee 22-24, oOopymoBaHHas JOCKOM M CTaHAAPTHOW Yy4yeOHOU Mebenblo.
HwmeroTcs A€MOHCTpallMOHHOE O00OpyJOBaHWE W Y4eOHO-HArjsiiHble MOcoOus, oOecreynBaromue
TEMaTUYEeCKHE WILTIOCTPAIMH 0 JICKIIMOHHBIM pa3zesiaM TUCIIUILTHHEI.

13.1.2. MaTepuajibHO-TeXHHYECKOEe U TPOrPaMMHOe o0ecriedeHue IS J1aGopaTopHBIX padoT

Aynutopus MOJENUPOBAaHMS, NPOEKTUPOBAHMA M  IKCIUIyaTalMd MH(GOPMALMOHHBIX U
AQHAIUTHYECKUX CUCTEM

yqe6Ha$1 ayauTopus A NpPOBCACHUSA 3aHATHHN IMPAKTUYCCKOT0 THIIA, yqe6Ha${ aAyauTopuda i
NPOBEJCHUS 3aHATHH 1a00PaTOPHOTO THIIA

634045, Tomckas obnacts, r. Tomck, yn. Kpacnoapmeiickas, 1. 146, 407 ayn.

Onucanue UMeroIIerocs 000pyA0BaHUS:

- Kommbroteps! kinacca He Huke: miara Gigabyte GA-H55M-S2mATX/ Intel Original Soc-1156
Core i3 3.06 GHz/ DDR 1III Kingston CL9 (2 mr.) mo 2048 Mb/ SATA-II 250Gb Hitachi / 1024 Mb
GeForse GT240 PCI-E (6 mt.);

- Kommniext cienmanuzupoBanHoi yueOHOU Mebenu;

- PaGouee mecTo mpermogaBates.

[TporpamMHoe oOecrieueHue:
Kaspersky endpoint security
KasperskySecurityCenter
Microsoft Windows 7 Pro
— VirtualBox
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13.1.3. MaTepuajibHO-TeXHUYECKOEe U MPOrpaMMHoOe oOecneyeHue 1JIsl CaMOCTOATEIbHOH padoThl
JInst caMOCTOSITENIBHOW pabOThl MCTOIB3YIOTCS yueOHBbIE ayIUTOPHH (KOMITBIOTEPHBIC KIIacChl),
pacmooKeHHBIE TIO aJpecam:
- 634050, Tomckas obmacth, T. ToMck, JIennna npocmnexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, r. ToMmck, yin. Kpacnoapmetickas, 1. 146, 201 ayxn.;
- 634034, Tomckas obsactb, T. ToMck, Bepmnauna ynwuia, 1. 47, 126 ayn.;
- 634034, Tomckas obisactp, r. Tomck, Bepuinnuna ynuna, 1. 74, 207 ayn.

CocrtaB 000py0BaHUs:

- yueOHast meOerb;

- komnbroTepsl kinacca He Hike IIDBM INTEL Celeron D336 2.81T. - 5 mrt.;

- KOMIBIOTEpPHI MOJKIIOYECHBI K ceTd «/HTepHeT» W 00ecnednBaloT JOCTYH B JJIEKTPOHHYIO
nH(OPMAIMOHHO-00pa30BaTEILHYIO Cpely YHHBEPCUTETA.

[TepeueHs MpPOrpaMMHOTO 0OECIICUCHHS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mis Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TEXHUYECKOE o0ecnevyeHne JUCHUMIIIMHBI JJIS JIMI ¢ OTPAaHUYEeHHbIMU
BO3MO’KHOCTSIMHU 310POBbSI H HHBAJIH/I0B

OcBocHME TUCLUIUIMHBI JUMLIAMU C OFPAaHUYEHHBIMH BO3MOKHOCTSIMHM 370POBbsI U MHBAIUAAMU
OCYIIECTBISIETCS C MCIIOJIb30BAaHUEM CPECTB 00yUeHHs OOIIETO U CIEUATbHOTO Ha3HAYCHUSI.

[Tpu 3aHATHAX C OOy4arOIIMMHUCS € HAPYWIEHHSIMM CJYyXa IPEAyCMOTPEHO HCIOJIb30BAHUE
3BYKOYCWJIMBAIOLLIEH anmapaTypbl, MYJbTUMEAMMHBIX CPEACTB M JPYIMX TEXHUYECKUX CPEJICTB
npuema/nepenaun yueOHoil uHdopManuyu B JOCTYHHBIX (hopMax, MOOMIIBHOM CHUCTEMBI IPENoiaBaHUs
U1l 00YYaIOUIMXCSl ¢ WHBAIMIHOCTBIO, TIOPTATUBHON WHAYKIIMOHHOW CHUCTEMBI. Y4eOHas ayauTOpHs, B
KOTOPOHM 3aHUMalOTCA OOydaroluecs C HapylIeHHEM cllyxa, 00OpyJOBaHAa KOMIBIOTEPHON TEXHUKOM,
ayJIMOTEXHUKOM, BUJCOTEXHUKOU, JIEKTPOHHON TOCKOM, MYJIbTUMEIUIHON CUCTEMOIA.

[Tpu 3aHATHAX ¢ 00YUYAIOIIMMUCS ¢ HAPYLIEHUSIMHM 3PeHUSIMH IIPEYCMOTPEHO HCIIOJIb30BaHKE B
JIEKIMOHHBIX U Y4YEOHBIX ayJUTOPHUSAX BO3MOXHOCTU IPOCMOTpa YAAJEHHBIX OOBEKTOB (HAIpHUMeEp,
TEeKCTa Ha JOCKe WIM claiila Ha JSKpaHe) MpH IOMOILIM BHIEOYBEIMUYUTENCH a1 KOMGOPTHOTrO
IIPOCMOTpA.

[Ipu 3aHATHSAX C OOy4arOUIMMHCS € HapyLIeHWSIMH OINOPHO-ABUIaTe/]bLHOI0 amnmnapara
UCMOJB3YIOTCS aJbTePHATUBHBIE YCTpPOWCTBAa BBOJa WHGOpMALMKM M JApPYrHe TEXHUYECKHE CpElICTBa
npuema/nepeaayn yuyeOHo MHPoOpManuu B JOCTYMHBIX (hopMax, MOOMJIBHOM CHUCTEMbI OOy4YeHUs s
JIOJEHN C NHBAJIUIHOCTBIO.

14. OneHovHble MaTepHaJIbl U METOAUIECCKUE PEKOMCHAALUH 110 OPraHU3allui U3Yy4YCHUS
AUCHHUITIJIMHbI

14.1. ConepkaHue OLEHOYHBIX MATEPHUAJIOB U MEeTOAUYECKUE PEKOMEHIAlN U
Jlnst onileHKH cTeneHdu chOpMHPOBAHHOCTH U YPOBHS OCBOCHHS 3aKPEIJICHHBIX 32 TUCITUTLIAHON
KOMITETEHIIMI HCTIOB3YIOTCS OIIEHOYHBIE MaTepHaIbl B COCTABE:

14.1.1. TecToBbIC 320aHUA
1. Kakoil u3 MeToZ10B KOHTPOJIs 11eJI0CTHOCTH (haitnoB orcyrcTByeT B C3U or HC(?
a) KonTpoms conepxumoro
b) Konrpomns arpudyros
¢) KoHTponp caHKIIMOHUPOBAHHBIX U3MEHEHUN
d) Kontpo:s cymiectBoBaHUs
2. 1ng yero npeaHa3HaueHa nporpamma omneparusHoro ynpasienus B C3U ot HCI?
a) Jlns 3amuThl KOHQHUIEHIIMATBHON HH(OpMAIH
b) Jlns uaenTudUKamu 1 ayreHTU(PUKAINK MoIb30BaTesnei 10 3arpy3ku OC
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¢) Jns HeHTpaTM30BaHHOTO YIIPABJICHUS 3aIIUIIIAEMbIMU KOMITbIOTEPAMHU

d) st KoHTpOJIst BEIBOAA KOH(PUACHITMATHLHOW HHPOpMAITUH

3. HazoBuTe 0AMH U3 PeKUMOB pabOTHI MPOrpaMMBI oriepatuBHOro ynpasienus B C3U or HC?

a) PexxuM ynpaBiieHus 3allUTHBIMU MEXaHU3MaMU

b) Pexxum npeHTHGHUKAIMY U ayTeHTU(PUKAIIMH TOTIb30BaTeNeH

¢) PexuM MOHUTOpPHHra U ONIEPATUBHOTO YIPaBIICHUS

d) Pexxum anmapatHoii OJOKHMPOBKH 3aIIUIIIAEMOT0 KOMITBIOTEpa

4. BpiGepuTe TUIOBBIE 3a7jaudl aAMHHUCTpaTOpa OE30MaCHOCTH, AJs BbINOIHEHUs KoTopblx HE
UCTOJB3yeTCs Mporpamma oneparuBHoro ynpasienus C3U or HC/] B pexxume KOH(UTYpUPOBAHUS:

a) PegakTupoBanue cTpyKTypbl ONIEpaTUBHOIO YIIPaBJIEHUS

b) Hactpoiika napamerpoB cOopa JIOKaIbHBIX KYPHAJIOB

¢) KonTponupoBanue cOCTOSHUSA 3aILUILIEHHOCTH CUCTEMBbI

d) Hactpoiika mapaMeTpoB CETEBBIX COCTUHEHHIMA

5. Ilepeuncaure TUIOBbIE 3aJa4d aIMUHHMCTpAaTOpa OE30IIACHOCTH, VIS BBINOJIHEHUS KOTOPBIX
HCIOJIb3YETCs porpaMma OIEPaTUBHOIO YIIPaBJICHUS B PEXKUME YIIPABICHUS.

a) KouTponupoBaHue M ONOBEIIEHHE O MIPOM3OLIEANIMX COOBITHSX HECAHKIIMOHMPOBAHHOTO
JocTyna

b) KontponupoBaHue TeKyIIEero COCTOSHUS 3aIIUIIAEMbIX KOMIIBIOTEPOB

¢) Hacrpoiika mo4roBoii pacchuiku yBeaomiieHu# o coobrrusix HC/

d) BrinonHeHue AEHCTBHM C 3alMINAEMbIMM KOMIBIOTEpAaMH IPHU BO3HUKHOBEHHM YIrpo3 UL
0€30MaCHOCTH CUCTEMBI

6. Jlyist uero HeooxoauMo kButHpoBanue coowituit HCJI B C3U or HC?

a) lns ycrpanenus nocneacteuit HCJI

b) dnsa npenotBpamenuss HCJI B Oynymem

¢) st pukcarum peakumu aaMuHACTpaTopa 6ezonacHocty Ha coobitne HCJI

d) ns ynanenus coositust HCJI u3 sxxypHasioB ayaura

7. Kakoli u3 MexaHU3MOB yAaJIEHHOTO YIIPABJIEHUS 3alUIIaeMbIM KOMIIBIOTEPOM HE PEaIn30BaH B
Kaspersky Security Center?

a) YaneHHas yCTaHOBKA IMPUIIOKEHUM

b) Y nanenHas nepesarpyska 3aliiiaeMoro KOMIbOTepa

¢) Y asneHHbI KOHTPOJIb LIETOCTHOCTH UH(OpMaLUKU OTPaHUUEHHOT0 JI0CTyTa

d) YnanenHoe ynpasieHre HaCTpOHKaMu aHTUBUPYCA

8. Kakue BO3MOXKHOCTM YyIpaBieHUs anmnapatHbiMu  ujaeHTuukaropamu eToken HE
MPEOCTABIISAIOT CPEACTBA yUeTa U YIpaBJIeHUs porpaMMHo-anmnapaTHeiMu C317?

a) O6nosnenue coaepxkumoro eToken

b) ObcnyxuBaHue 3anpoCcOB Ha pa3baokupoBky eToken

c¢) N3Bneuenue xirouen mudposanus u3 namsatu eToken

d) CamocrosrensHas peructpauus eToken nmons3zoBareneM Ha otnensHoM WEB-caiite

9. Kakoil U3 BapMaHTOB OTBETAa HE OTHOCUTCS K BO3MOXKHOCTSIM ILIEHTPAJM30BAaHHOTO ayaAuTa
COOBITHH, CBSI3aHHBIX C MHPOPMALMOHHON 0€30MaCHOCTBIO B JIOKAJBLHON CETH OPraHU3aLUH C MOMOIIBIO
nporpaMMmsl oneparuBHoro ympasinenus C3U or HC/1?

a) KonTponupoBaHue COCTOSHUS 3aILUIIIEHHOCTH CUCTEMbI

b) Omnpenenenre 00CTOATETHCTB, KOTOPHIE MPUBEIU K M3MEHEHUIO COCTOSIHHS 3alMIICHHOCTH
cuctembl uiu kK HCJJ

¢) Hactpoiika koHGUTYpaIlMOHHBIX TTApaMETPOB CEPBEPOB OE30MACHOCTH M ar€HTOB

d) BeisiBneHre npuyMH MPOU30LIEAIINX U3MEHEHUI COCTOSHUS 3alUIEHHOCTH CUCTEMBI

10. Kakoil W3 BapuHaHTOB OTBETOB HE MCHOJB3YeTCS [UI ONEPATHBHOIO W3BEIICHUS
aZIMUHHUCTpaTopa O€30MacHOCTH O COOBITMSX HECAaHKLIMOHHPOBAHHOTO JOCTyMa B Iporpamme
oneparuHoro ynpasienuss C3U1 or HC/I?

a) Busyanbnoe orobpaxenne HC/] Ha quarpamme yrnpaBieHus

b) [IrceMoO Ha PIEKTPOHHYIO TTOUTY AAMHUHUCTPATOPY O€30MaCHOCTH

¢) YBenomiieHue Ha TenedoH aIMUHHUCTpaTopa 0e3omacHocTy o SMS

d) 3BykoBOE yBeJOMIIEHHE B MPOTPAMMe OTIEPATHBHOTO yrpaBiieHus mpu BosHUKHOBeHnH HCJ]

11. Mexanusm 3amkHyTOoi nporpammuoi cpenbl B C3M ot HCJI mo3BosseT yqoBIETBOPUTH
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CIICAYIOIIMM MepaM 3aIluThl HHPOPMAIIUU B TOCYIapCTBEHHBIX HH(POPMALIMOHHBIX CHCTEMAX:

a) BeiaBienue, aHanu3 ys3BUMOcCTell MH(OPMALMOHHOW CHCTEMBI M ONEpPAaTUBHOE YCTpPAaHEHUE
BHOBB BBISIBJICHHBIX YSI3BUMOCTEH

b) brokupoBanue ceanca 10cTyna B HHGOPMAIIMOHHYIO CUCTEMY TTOCJI€ YCTAaHOBJICHHOTO BPEMEHHU
0e3aeiicTBUs (HEAKTUBHOCTH ) TIOJIL30BATEISI MITU TI0 €T0 3aMpocy

¢) YmpasneHue 3amyckoM (OOpaimieHHsIMH) KOMIIOHEHTOB IPOrPAMMHOTO OOECTCUYCHHs, B TOM
qlCclie OINPEIENICHUE 3allyCKaeMbIX KOMIIOHEHTOB, HACTpOMKa NapaMeTpoB 3alycka KOMIIOHEHTOB,
KOHTPOJIb 32 3aIIyCKOM KOMIIOHEHTOB IIPOrPaMMHOTO 00€CIIeUeHHs

d) 3ammra apxXxuBHBIX (aiiJOB, MapamMeTpOB HACTPOMKU CPEACTB 3AIIUTHl HMHPOpPMALUU H
IIPOrpaMMHOT0 O0OecliedeHs] U MHBIX JAHHBIX, HE MOJUIeKAlINX M3MEHEHUIO B Ipolecce 00pabdoTKu
uHpopMauu

12. JIns peanu3zanuu Mepbl 3allUThl WHGOpPMALKUU B TOCYJApCTBEHHBIX HH(GOPMAIMOHHBIX
cucremax «KoHTposb wucnonb3oBaHus WHTEpQEiicoB BBOAa (BbIBOAA) WMHPOpPMALMK HA MAaIIMHHBIC
Hocutenu uHpopmanun» B C3U1 ot HCJI ciexyer ncronb30BaTh CISAYIONIYIO MOJICHCTEMY:

a) Moy Bxoaa

b) [Toacucrema KOHTPOJIA LETOCTHOCTH

¢) [logcucrema pasrpaHuueHus JOCTYyIA K YCTpOMCTBaM

d) 3amkHyTas mporpaMMHas cpeaa

13. Kakyro u3 mMep 3amuTsl HHGOPMAIMKA B TOCYAAPCTBEHHBIX MH()OPMAIIMOHHBIX CHCTEMax HE
no3poJisiet peannzoBatbk C3U ot HC/L?

a) Peanuzanusg HeoOXOUMBIX METOOB (AUCKPELIMOHHBIN, MaHAATHBIHN, POJIEBON WM UHON METOL),
TUIIOB (YTEHHE, 3aMKCh, BHIMOIHEHUE WM UHOM TUIT) U MIPABUII pa3rpaHudYeHUs JOCTYyIa

b) VmpaBnenue 3amyckoMm (0OpamieHUSIMH) KOMIIOHEHTOB MPOrPaMMHOTO OOECIEYCHHUS, B TOM
qyclie OMpeesieHne 3allyCKaeMbIX KOMIIOHEHTOB, HACTpOMKa MapaMeTpoB 3alycka KOMIIOHEHTOB,
KOHTPOJIb 32 3aIlyCKOM KOMIIOHEHTOB IIPOIPaMMHOT0 00€CIIeUEHM S

¢) Peanu3zanus aHTUBUPYCHOMN 3aLIUTHI

d) Ynpagsnenue 1ocTyrnoM K MallMHHBIM HOCUTEISIM HH(OpMAIHH

14. JIns peanuszanuu Mepbl 3allUThl WH(OpPMALKUU B TOCYJAPCTBEHHBIX WH(GOPMAIMOHHBIX
cucremax «MOHHUTOPUHT (TIPOCMOTpP, aHAIMU3) PE3YJIbTATOB PETHCTPAIIMU COOBITHI OE30MacHOCTH W
pearupoBanue Ha HUX» B C3U ot HC/I cienyeT ucronb30BaTh CAEAYIONIYIO TOJACUCTEMY:

a) [logcucrema KOHTPOJIS LIETOCTHOCTH

b) [Toacucrema pazrpaHrMueHHst JOCTYIA K YCTpOHcTBaM

¢) [loacucrema onepaTUBHOTO yrpaBiIeHUS

d) 3amkHyTas nporpaMMHas cpesa

15. [Inst yero npenHa3Hau€H MEXaHU3M KOHTPOJIS MOJKIIOYEHHS U U3MeHeHus ycTpoiictB B C3U
ot HCJI?

a) [lnst cnexxeHus 3a HEM3MEHHOCTBIO COJIEPKUMOT0 PECYpPCOB KOMITbIOTEpA

b) ns orpanuuenus ucnoib3zoanus [10 Ha kommbroTepe

c¢) [Anst obHapykeHus: U pearupoBaHusl Ha U3MEHEHMSI allllapaTHON KOHPUTypaluu KOMIIbIOTEPa

d) JI1s1 ieHTpanu30BaHHOIO YIIPABICHHS 3aLIUIIAeMbIMU KOMIIBIOTEpAMH

16. Jlna yero mpeanasznadeH mexanusm kontposis nenoctHoctu (K1) B C3U or HCI?

a) [lns orpannuenus ucnoiab3zoBanud [10 Ha kommbroTepe

b) s obHapykeHust U pearnpoBaHMs HA U3MEHEHUs anlapaTHOW KOH(UTYypallii KOMITbIOTepa

¢) Jlns IeHTPaIM30BaHHOTO YIIPaBJICHUS 3alUIIaeMbIMU KOMITBIOTEPAMU

d) [ns cnexxeHust 32 HEU3MEHHOCTBIO COAEPKUMOI0 PECYPCOB KOMIIBIOTEPA

17. Jlns uero npeqHa3HayeH MEXaHU3M 3aMKHYTOM nporpaMMHoil cpeast B C3U ot HC/I?

a) [{nst obHapykeHus U pearupoBaHUs Ha U3MEHEHHMSI allapaTHON KOHPUTypaluu KOMIIbIOTEPa

b) Jlns HeHTpaIr30BaHHOTO YIPABIECHHS 3alUIIAEMbIMI KOMIIBIOTEpAMHU

¢) st cnexxeHus 3a HEM3MEHHOCTBIO COJIEPKUMOTO PECYPCOB KOMITbIOTEpA

d) st orpannyenus ucrnonb3oBanus [10 Ha koMmbroTepe

18. HazoBuTe pexuMsl 115 3aMKHYTOU nporpaMMHoi cpeasl B C3U ot HC/L?

a) KonduneHmanbHbIN U CEKPETHBIH

b) DTanOHHBIN ¥ TOJTHOMOYHBIN

¢) Msrkuii u xKecTkui
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d) AuckpennoHHBINA U MaHIATHBIN

19. Kakas u3 3amutabix pyaknuid HE otHOCHTCS K Kaspersky Security Center?

a) YajieHHOe yIpaBlieHUE aHTHBUPYCHBIMU CPEICTBAMH 3AIIUTHI

b) Yder ycTaHOBJIIEHHOTO MPOTPAMMHOTO 0OECTICUCHHS U TIOUCK B HUX YS3BUMOCTEH

¢) Pasrpannuenue nocrymna noap3oBareneil K ”HPOPMAIIUN OTPAaHUYSHHOTO JOCTYIIA

d) Ayaut coObiTHii WHGOPMAIIMOHHOW OE€30MacHOCTH, MPOUCXOANIUX Ha 3aIUIIaeMbIX
KOMIIBIOTEpaxX B CETH OpraHU3aluu

20. Kakue u3 nepeunciieHHbIX 3amMTHBIX Mexanu3MoB B C3U1 ot HCJI HE ucnonssyrorcsa s
o0ecriedeHus 3auThl HHPOPMALUK OTPaHUYEHHOTO JocTyna?

a) Kontpomns nienoctHocTu

b) Pasrpannuenue qocTtyma K yCTpoiicTBam

¢) Unentudukamnms u ayreHTUGUKALMS T0Ib30BaTeICH

d) ITorHOMOYHOE pa3rpaHUYEHHUE JOCTYIA

21. CornacHo mpukazy ®@CTOK Poccum ot 11 despans 2013 r. N 17 o0 yTrBepkIeHUH
TpeOoBaHUI O 3amUTe MH(OpMAIMKM, HE COCTABISIONICH TOCYAapCTBEHHYIO TaiiHy, COAepiKauleics B
roCy/IapCTBEeHHBIX HH(OPMALMOHHBIX cUCTeMaX, kakoe u3 jaeiictBuii HE oTHocuTCS K BBISBICHHUIO
MHIMICHTOB HH(POPMAIIMOHHOW O€30MaCHOCTH U pEarupoOBaHMIO HA HUX?

a) OmnpeneneHue Iull, OTBETCTBEHHBIX 32 BBISIBICHUE UHIUICHTOB

b) AHaiM3 WHIOUAECHTOB, B TOM YHCIIE ONPEACTICHHE HCTOYHUKOB W TNPHUYMH BO3HHUKHOBEHUS
MHIUACHTOB, a TAK)KE OLIEHKA UX TMOCJeICTBUN

¢) Ompenenenue Jul, KOTOPBIM pa3pellieHbl JEMCTBHUS 1O BHECEHUI0 M3MEHEHUH B 0a30BYIO
KOH(pUTYypauo HHPOPMAIIMOHHON CUCTEMBI U €€ CUCTEMBI 3aIllUThl HH(pOpMaLuu

d) IlnanupoBaHWe ¥ TPUHATHE MEpP IO MPEIOTBPAIICHHIO MOBTOPHOTO BO3HUKHOBEHHS
UHIUACHTOB

22. Cornacao npukazy ®CTOK Poccum ot 11 despans 2013 r. N 17 00 yrBepxaeHHH
TpeOoBaHUi O 3amuTe HHPOpPMAIMH, HE COCTABIAIOIIEH TOCYIapCTBEHHYIO TaiHy, COJEpKalleiics B
rOCYJapCTBEHHBIX HWH(POPMALMOHHBIX CHCTEMaX, Kakoe W3 JIeHCTBHH OTHOCHUTCS K KOHTPOJIIO
(MOHUTOpPUHTY) 3a OOeCHeYeHHEeM YPOBHS 3alIUIICHHOCTH WH(POpMAIUU, COJEpKalleiicss B
nH(POPMAIMOHHOH cucTeme?

a) AHanu3 WHIMIEHTOB, B TOM 4YHCIIe OMNpEelIeHHEe HMCTOYHUKOB W MPUYMH BO3HUKHOBEHUS
WHIMJICHTOB, a TAK)Ke OIIEHKA UX MOCIIEICTBHMA

b) Omnpenenenne napaMeTpoB HACTPOWKH MPOTPAMMHOIO OOECIEeUeHMs, BKJIIOYasi MPOrpaMMHOE
o0ecriedeHrne CpeACTB 3alIMThl MH(POPMAIMH, COCTaBa M KOH(UTYpallMd TEXHUYECKUX CpPEACTB H
IPOrpaMMHOr0 OOecIieyeHus1 10 BHECEHMs HM3MEHEHHH B 0a30ByI0 KOH(UIypaluio HHGOPMALHUOHHOM
CHCTEMBI U €€ CHCTEMBI 3alIUThl HH(OpMAIHN

¢c) AHanu3 U OlleHKa (PYHKIIMOHUPOBAHUS CHCTEMbI 3alIUTHI MHPOpMAIMU HHYOPMAIIMOHHOM
CHCTEMBI, BKIIIOYAsl BBISBIICHHE, aHAIW3 W YCTPAaHEHHE HEJIOCTATKOB B ()YHKIIMOHHPOBAHWU CHUCTEMBI
3amuThl HHGOPMaUK HHPOPMAITHOHHON CHCTEMBI

d) Ynpasnenue cpenctBaMu 3amiMThl HH(GOpMaUKU B UH(MOPMALIMOHHOM CHUCTEME, B TOM YHCIE
napaMeTpamMu HaCTPOUKH MPOTPaMMHOT0 00eCTieUeHUS

23. Cornacuo mpukazy ®CTIOK Poccum or 11 ¢espans 2013 r. N 17 o0 yrBepxaeHuu
TpeOoBaHUI O 3amTe MH(OPMAIMKM, HE COCTABIAIOLIEH TOCYJIapCTBEHHYIO TaiHy, cojaepikauieics B
TOCYJapCTBEHHBIX HWH()OPMAIIMOHHBIX CHCTEMaxX, K MepaM [0 OTPaHUYCHHUIO IMPOrPaMMHOIN Cpeibl
OTHOCHTCSI BBICKa3bIBaHUE:!

a) Jomkubel oOecrieuynBaTh YIpaBICHHWE TpaBaMH W TPHUBUJICTHSAMH CyOBEKTOB JOCTYIIa,
pasrpaHMyYeHHE JIOCTyNa CyOBEKTOB JIOCTyna K OOBEKTaM JOCTylma Ha OCHOBE COBOKYITHOCTH
YCTaHOBJICHHBIX B MH(MOPMAIIMOHHON CHCTEME MpaBWJI pa3rpaHUYeHMs] IOCTyMa, a Takke o0ecrneynBarh
KOHTPOJb COOJIOIEHUS ITUX TPABUI

b) JomxHbl oOecreunBaTh cOOp, 3alMCh, XpaHEHHWE U 3alIMTY HHOOPMALMU O COOBITHUAX
0€30MacHOCTH B MUH(POPMALIMOHHOM CHCTEME, a TAK)KE BO3MOXKHOCTh IPOCMOTPA U aHAIN3a UHPOPMALIUU
0 TaKUX COOBITHSX M pearupoBaHHe Ha HUX

¢) JlomxHbl oOecrieunBaTh YCTAHOBKY M (MJIM) 3aITyCK TOJIBKO Pa3pelIeHHOro K UCIOIb30BaHUIO B
MH(POPMAIIMOHHON CHCTEME MPOTPAMMHOTO OOECII€YCHHsI WM HCKII0YaTh BO3MOXXHOCTh YCTAaHOBKH H
(unmm) 3amycka 3ampeleHHOro K HCIOJb30BAHMIO B HH(POPMALMOHHOM CHUCTEME MpOrpaMMHOTO
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obecrieyeHus

d) Homxubl ob0ecneunBaTh OOHapyXeHHE B HWHGOPMAIIMOHHON CHCTEME KOMIBIOTEPHBIX
mporpaMM JIMOO WHOW KOMIBIOTEpPHON HH(pOpMamuu, MpeqHa3HAYCHHON UIsi HEeCAaHKIMOHHPOBAHHOTO
YHUUYTOXKEHHUSA, OJIOKUPOBAHUS, MOAU(PHUKAINK, KONHUPOBAHUS KOMIBIOTEPHOW HWHGOpPMALUU WM
HEHTpan3auy CpesICTB 3alUTHl HHPOPMALIKH, a TAKXKE pearipoBaHre Ha OOHAPYKEHUE 3TUX MPOrpaMM
u uHopmanuu

24. Jlns yero npeaHa3zHaueHo TeHeBoe konuposanue B C3U or HCI?

a) [ns HakoruieHus: UHQOpPMALMK O COOBITUSX, PETUCTPUPYEMBIX HAa KOMIIBIOTEPE CpPEACTBAMHU
CUCTEMBI 3aIIUThHI

b) /111 KOHTPOJIS ¥ OMOBELIEHUS O MTPOU3OLIEIIINX COOBITUSIX HECAHKIMOHUPOBAHHOT'O IOCTYIIA

¢) Jns mepememieHuss AyOJUKaToB (KOMWM) JaHHBIX, BBIBOJAUMBIX Ha OTYYKIa€Mble HOCUTEIN
nHpopmaun

d) HenpaBuiibHBIi OTBET

25. nsa kakux ycrpoiictB HE ocymectBisierca teHeBoe konupoBanue B C3U ot HCL?

a) [IpunTepnl

b) USB-nocurenu

c) CereBble KapThbl

d) CD-npuBos!1

26. C kakoW Imenbpl0 MOXKeT Hcronb3oBaThes Kaspersky Security Center B rocymapCTBEHHBIX
MH(OPMALIMOHHBIX cucTeMax?

a) 3ammra KOHGHUACHIMAIHLHONW WH(POpPMANNK, B TOM YHCIIE TEPCOHAIBHBIX ITAHHBIX, a TaKXKe
CBEICHUI COCTABISIONINX TOCYAAPCTBEHHYIO U KOMMEPUECKYIO TailHy

b) YnpasieHnue >Ku3HEHHBIM IUKIJIOM allapaTHBIX ayTeHTU(UKATOPOB

c) CoOop, oOpaboTka u cucTeMaTu3alnus HHPOPMAIMK O MPOTPAMMHOM U amlMapaTHOM
o0ecIeYeHn , YCTaHOBIIEHHOM Ha KOMIIBIOTEpaX M cepBepax B JIOKATHHOMN BHIYMCIUTEIBHON CETH

d) LlenTpann3oBaHHOE pELICHHME OCHOBHBIX 3a/1a4 MO YIPaBICHUIO U OOCITYKUBAHUIO CHUCTEMBI
3alIUTHI CETH OPTaHU3aLUuU

14.1.2. TeMbl OIIPOCOB HA 3AHATHUAX

1. OcHOBHBIE (PYHKLIUU CPENICTB LIEHTPAIM30BAHHOW HHBEHTAPU3ALUU PECYPCOB JIOKAIBHOI CETH.

2. Uto Takoe Kaspersky Security Center?

3. Kakue ocHoBHble ¢pyHkuuu B Kaspersky Security Center?

4. Kak nonyuyuTh HHPOpPMAIINIO O KOHKPETHOM KOMIIBIOTEPE B CETU?

5. Yro Takoe macnopT KoMIeroTepa?

6. IlepeuncanTe TUMOBBIE 3aJa4d aIMUHUCTpAaTOpa 0€30MaCHOCTH, JJI BBITOJHEHUS KOTOPBIX
UCIOJIb3YETCS MpOrpaMma ONEPaTUBHOTO YIIPABJICHUS B PEXKUME YIIPaBICHMUSL.

7. Kakoli ¢popmat gaHHbIX ncnonbiyetcs B xxypHainax C3U or HCJ1?

8. J11s KakuX yCTpOMCTB peaan30BaH MEXaHNU3M KOHTPOJIS MOAKIYEHNS U U3MEHEHUs?

9. Kakue ecTb pexxuMbl Ui 3aMKHYTOM porpaMMHON cpeibl?

10. Ilepeuncnure TUMOBBIE 33aJauu aJMHHUCTpaTOpa OE30MACHOCTH, JJIS BBIMOJIHEHUS KOTOPBIX
UCIOJIb3YETCs MporpaMma ONEpaTUBHOTO YIIPABIECHUS B PEKUME KOH(UTYPUPOBAHHUS.

11. Jinsg yero HyXHBl OTYETHl O pe3yiabTaTax HHcIeKTupoBaHus? Kakue rpynmbl OTYETOB
IpeyiaraloTcs CpeICTBaMU EHTPAIN30BaHHON NHBEHTApU3allMH PECYPCOB JIOKAIBLHOM ceTn?

12. Yto Takoe «CepBep aAMUHUCTPUPOBAHUS»?

13. Yto Takoe «Y najieHHas yCTaHOBKa» U KaK €W MOJIb30BaAThCS !

14.1.3. 3auér
. Jlyig 9ero npeaHasHau€H MEXAHU3M KOHTPOJIS MOJKIIOUEHHS U U3MEHEHNS yCTPOUCTB?
. 115t KakuX yCTpONCTB peain30BaH MEXaHNU3M KOHTPOJIS NOAKIFOYEHHUS U U3MEHEHHUS?
. Jlnst yero npenHa3zHaueH MexaHU3M KOoHTpouis 1enoctHoct (KIT)?
. Ans 9ero npenHa3zHa4YeH MEXaHNU3M 3aMKHYTON IIPOrPaMMHOM cpesbl?
. [lepeunciure U MOSACHUTE METOABI KOHTPOJIS LIETIOCTHOCTH.
. Kakne ectp pe:XuMBI 7151 3aMKHYTON ITPOrpaMMHOM Cpefibl? B 4em 3aKIIFO4aroTCst UX OTINYHS?
. JIn1s1 uero Hy>XeH >KypHas COOBITHI?
. Kakoii popmar gannsix ucnonbszyercs B xypHanax C3U or HCJ1?
. I[lpuBeauTE M MOSICHUTE HECKOJIBKO KaTETOPUIl perUCTpaliii COOBITHIA.

O 00 1N DN K~ W~
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10. Kto MmoxxeT paboTats ¢ )xypHamom?

11. [Inst yero Hy»KHO TEHEBOE KOMUPOBAHUE?

12. JIns1 KaKuX yCTPONCTB MOYKET OCYILECTBIISATHCS TEHEBOE KOMUPOBAaHUE?

13. [Ins yero npenHazHadeHa nporpamma orneparuBHoro ympasienuss C31 or HC/1?

14. Kakue pexxumbl paboThl IMEET mporpamma onepatuBHoro ynpasieaus C3U ot HC/I?

15. IlepeuncanTe TUHOBBIE 3a/la4ll aJMUHUCTpaTOpa 0E30MaCHOCTH, JJISl BBIOJHEHUS KOTOPHIX
UCTOJIB3YyeTCs IPOrpaMMa OIePaTUBHOTO YIIPABJICHUS B peKUME KOH(PUTYpUPOBaHUSI.

16. IlepeuncanTe TUNOBBIE 33/a4d aIMUHUCTpaTOpa 0€30MACHOCTH, JJISl BBHIOJHEHUSI KOTOPBIX
HCIOJIb3YETCs porpaMma ONEpaTUBHOIO YIIPABJIEHUS B PEKUME YIIPaBICHUS.

17. B xako# mociaea0BaTeIbHOCTH MPUMEHSAIOTCA MAPAMETPhI IPYNIOBBIX MOJUTHK?

18. [yist uero HeoO6xomumo KkButupoBanue coobitrii HC/1?

19. Kakue BUIbl OTYETOB MOKHO TOCTPOUTH C IOMOIIIBIO porpammel OY?

20. B kakux ciryyasix He00X0AUMO U3MEHEHHE CETEBhIX HACTPOEK?

21. Ilepeuncnure hyHkuu ceppepa aamuuuctpupobanus Kaspersky Security Center.

22. Jlns d4ero HEOOXOAMM TACHOPT KOMIIBIOTEpAa B  CPEICTBAaX IIEHTPATM30BAHHOM
MHBEHTapH3alllK PECYPCOB JIOKAIbHOM ceTn?

23. Ha3zoBuTE OCHOBHBIE 33J]a41, BO3ZHUKAIOIINE IPU YIIPABIECHUH KM3HEHHBIM IIUKJIOM YCTPOMCTB
ayTeHTU(UKALIUU.

14.1.4. Bonpocbl Ha caMONIOATOTOBKY

1. C3U ot HC]] — apxuTekTtypa.

2. C3U ot HCJI- 3amuTHBIC MEXaHU3MBI.

3. C3U or HC/] - OniepatuBHOE yIipaBiI€HHUE.

4. llenTpanin3oBaHHas HHBEHTAPU3ALUs PECYPCOB JOKAIbHOM CETH .

5. lleHTpanu3oBaHHas 3aIlIMTa OT BUPYCOB B JIOKAJILHOM CETH.

6. LlenTpasin3oBaHHOE yNpaBJIEHUE CPEACTBAMH 3ALUTHl OT HECAHKIMOHUPOBAHHOIO JOCTyIa B
JIOKaJIbHOM CETH.

7. lleHTpaJM30BaHHbBI y4eT W yNpaBlIeHHUE IPOTrpaMMHO-aNNapaTHBIMM CpPEACTBAMH 3aIIUTHI
uHpOpManny.

14.1.5. Tembl 12a00paTOPHBIX PadoOT

IleHTpanu3oBaHHas HUHBEHTAPU3ALUA PECYPCOB JIOKAIBHOM ceTh. IIpoBeieHre MHCTIEKIIMN U y4eT
M3MEHEHUN KOH(QUTYpALUY 3alUIIaeMbIX pa00UNX CTAHLIUH.

VYnpasnenue cepBepamu agmuHucTpupoBanus Kaspersky Security Center. LlenTpanu3oBanHas
HacTpoiika cpeacrBa aHTuBHpycHoM 3amuthl Kaspersky Endpoint Security. Aymut coObiTuii u
JOTIOJIHUTEBHBIE BO3MOKHOCTH.

Pasrpannuenne gocrymna Kk JaHHbIM. Pasrpanndenue goctymna K ycrpoictBam. KoHTponb nedatu
KOH(HIEHIIUATIbHBIX JaHHBIX.

3aMkHYyTas nmporpaMMmHas cpeaa. KoHTposb 11e10CTHOCTH.

Aynut cobbituit mHpopMmanmonnoit 6ezomacuoct C3U or HCJ. Paborta co cBemeHusiMu B
KypHaJie perucTpauuu coObITuil. TeHeBoe KOMUpOBaHUE.

OnepaTHBHOE yNpaBlIEHUE 3alUIIAEMBIMH PAOOYUMH CTAHLMSAMH W MOHHUTOPUHI COOBITHIMA
nH(pOpPMaLMOHHON 06€30MacHOCTH

VYnpaBieHre >KU3HEHHBIM IMKIOM CPEJCTB ayTeHTH(HKAIMK amlapaTHbIX UICHTU(UKATOPOB C
ITOMOIIBIO CPEJICTB LIEHTPAJIU30BAHHOTO Y4Ye€Ta M YIPaBJIEHUs MPOTPaMMHO-ANIIapaTHBIMU CPEACTBAMHU
3alIUThI UH(OPMALIHH.

14.1.6. TeMbl KYpCcOBBIX IPOEKTOB / KYpCOBBIX padoT

BrimonHenue kypcoBoil paboTsl Ha Temy “AnmuHucTpupoBanue u ynpasienue C3U or HC/I”.
CoBMeCTHO ¢ PYKOBOJUTENEM BO3MOXKEH BBIOOP IPYroil TeMbl KypCOBOM paboThI, OJJHAKO HEOOXOAUMBIM
SBIIIETCS YCIIOBUE MPUMEHEHHMs B paMKax KypcoBOHl paboThl cpelcTBa 3allluThl HMHGOpPMAIUU OT
HECaHKLMOHMPOBAHHOTO [JOCTyNa B JIOKAJbHOW CETM C NPUMEHEHMEM BBIJAHHBIX IPENOIABATEIEM
BUPTYaJIbHBIX MAILIUH U BBIIIOJIHEHUE TPeOOBAHUI 3aJaHUS 10 BapHAHTY.

PaccmoTpuM 3amaHue, KOTOpoe HEOOXOIMMO BBIOJHUTH B paMKaxX BBIMOJHEHUS KYpPCOBOM
paboTHI:

1. B coorBeTrcTBMM ¢ BapHaHTOM, OINpeNeNuTh HUHpopManuoo, o00padaTHIBAEMyI0 B
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ABTOMATU3UPOBAHHBIX

CUCTCMax OpraHu3aluu.

HY)KJAIOIIYIOCS B 3alllUTE.
2. O6’beILI/IHI/ITB BUPTYAJIbHBIC MAllIMHBI, BBITAHHBIC ITPCIIOAaBaTCICM B IOMCH.
3. IlpousBectn yctaHoBKY cepBepHOr M kiveHTckux 4dacteit C3U ot HCJl Ha BupTyasibHBIE

MalllUHBbI.

Ornpenenutb

yIpo3bl, a Takke HHPOpMAIHIO,

4. Tlpouseectn Hactpoiiky moacucteM C3U or HCJl B cooTBeTCTBHM C BapwaHTOM (Co31aTh
KaTaJoTu U (paiijipl Ha BUPTYaJbHBIX MAIIMHAX, KOTOPbIE Obl COOTBETCTBOBAJIH

naHHoi nHpopmanun). Crofa BXOAUT HACTPOIiKa, a Takke 00bsICHEHUE IPUYHH, B COOTBETCTBUH C
KOTOPBIMH OBLJIM HACTPOEHBI JAHHBIE TTOJICHCTEMBI:

— IMomutux C3U ot HCJI.

— Pasrpannuenue nocryna K yCTpoHCTBaM.

— 3aaHne MaHJaTHOTO WM TUCKPEIIMOHHOTO METO/a YIPABICHUS TOCTYIIOM.

— Hacrpoiika 3aMKHYTOH ITpOrpaMMHO#1 cpeabl (00s13aTenbHa sl HEUETHBIX BAPUAHTOB).

— Hacrpoiika KOHTpOJIS HEIOCTHOCTH JAaHHBIX (00s3aTenbHa ISl YeTHBIX BAPUAHTOB).

— Hacrpolika 3aTupaHus JaHHBIX.

— Hactpolika KOHTpOJIs 1eyaTu.

5. [loAroTOBUTH MOSICHUTENBHYIO 3alUCKY, COJEPKAIlyI0 ONKCAHHE BBINOJHEHHBIX paboT, a
TaK>ke BBIBOJIBI 10 BCei paboTe.

14.2. TpeﬁoBa}mﬂ K OHCHOYHBIM MaTepHuajJdaM Jisl JUI ¢ OrPaHUYCHHBIMHA BO3MOKHOCTAMMU

310POBbH U HHBAJIUA0B

I[JISI Juan ¢ OrpaHUYCHHBIMHM  BO3MOXHOCTAMHU 3O0POBbA W HWHBAJIMAOB HPCAYCMOTPCHBI
AOHNOJHHUTECIIBHBIC OIICHOYHBIC MATCpHUaJIbl, IICPCUYCHDb KOTOPBIX YKAa3aH B Ta6J'II/II_Ie 14.
Ta6Jmua 14 — I[OHOJIHI/ITCJII)HI)IG MaTCpHraJibl OLCHUBAHUA IJId JIWIL C OTPaHUYCHHBIMHU BO3MOKHOCTIAMU

3A0POBbA U HHBAJIMAOB

Kareropun
o0yJaromuxcs

Buael 1onoMHUTEIBHBIX OLEHOYHBIX
MaTepUajoB

@DopMbI KOHTPOJISI U OLICHKU
pe3yabTaTOB OOYUECHHUS

C HapylIeHUsIMU
ciryxa

TecTbl, NMCbMEHHBIE CAMOCTOATEIbHbBIE
paboThl, BOIPOCHI K 3aUeTy,
KOHTPOJIbHBIE PaOOTHI

[IpenmyIiiecTBEHHO MMCbMEHHAS
IIpOBEpKa

C HapyuieHusIMH
3peHust

CobecenoBaHue 10 BOIpocaM K 3a4eTy,
OTIPOC TI0 TEPMUHAM

[TpenmyIiecTBEHHO yCTHAs POBEPKa
(MHANBUIYATBHO)

C HapyuieHusIMH
OIIOPHO-
JBUTATEILHOTO
amnmapara

Pemenne nuCTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIC pa6OTI)I, IIMCbMEHHBIC
CaMOCTOSITENTbHBIE PA0OTHI, BOIIPOCHI K
3a4ery

Hpel/IMYHIeCTBeHHO JUCTAaHIITMOHHBIMH
METOAaMU

C orpaHn4eHUsMHU IO
00IIEMETUITUHCKUM
[IOKa3aHUAM

TecTbl, TMCbMEHHBIE CAMOCTOSITEIIbHBIE
paboThl, BOMPOCHI K 3a4ETY,
KOHTPOJIbHBIE pabOThI, YCTHBIE OTBETHI

HpeI/IMYIJ_[eCTBeHHO IMPOBCPKa
METOJaMM UCXOAs U3 COCTOSHUA
06yqafomeroc51 Ha MOMCHT IIPOBCPKU

14.3. MeToanyecKkue peKOMeHIAalMM 10 OLIEeHOYHBIM MaTepHaJaM VIS JIMI C OFPAHMYeHHBIMHU
BO3MOKHOCTSIMHA 3/10POBbA U HHBAJINI0B

Jis Ui ¢ OrpaHMYeHHBIMH BO3MOKHOCTSIMH 3JI0POBbSI M HHBAJIUAOB IpelycMaTpUBaCTCS
nocTymHas popMa mpeaoCcTaBIeHHsS 3aIJaHIH OIIEHOYHBIX CPENICTB, & IMEHHO:

— B IIeyaTHOI popme;

- B IIeYaTHOH (OopMe C YBEITMUYEHHBIM HIPUPTOM;

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- METO/IOM YTEHHS ACCUCTEHTOM 33/1aHUs BCIYX;

- Ipe0CTaBlIEHUE 3aJaHHs C CIIOJIb30BAaHUEM CYp/I0TIIepeBO/Ia.

.HI/IHaM C OrpaHMYCHHBIMH BO3MOXXHOCTSAMHU 3J0POBbS W HMHBAJIWAAM YBCIWYHWBACTCA BPEMA Ha
MOJIrOTOBKY OTBETOB Ha KOHTPOJbHBIE BOMpPOCHL. [l Takux oOyyaromuxcsi IperycMaTpuBaeTCs
nocTynHas popMa npegocTaBIeHHsI OTBETOB Ha 3aJ]aHUs,  UMEHHO:

— MMCbMEHHO Ha Oymare;
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- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C UCIOJIb30BAHUEM YCIIYT aCCUCTEHTA;

- IPEICTABICHNE OTBETOB YCTHO.

[Iponienypa OICHUBAHUS pPE3YNBTATOB OOYYCHHS JIMI C OIPAHUYCHHBIMH BO3MOXKHOCTSIMH
3I0POBbSI U MHBAJIMJIOB 10 JAUCLUUIUIMHE MPEIyCMaTPUBAET NpEAOCTaBlieHHe HMH(popMaru B ¢Gopmax,
aJaNTHPOBAHHBIX K OIPAHHYCHUSIM HX 3[J0POBbS H BOCIPHUATHS HH)OPMAIIHH:

J1J1s1 JIMI ¢ HAPYIIEHUsIMH 3PeHus:

- B (popMe 3JIEKTPOHHOTO JOKYMEHTA;

- B [1€4aTHOU GopMe YBEIMUCHHBIM HIPH(TOM.

JIJist M1 ¢ HAPYLIEHUSIMH CJIyXa:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B MIEYAaTHOH (opme.

J1J1s1 JIMIL ¢ HAPYIIEHHSIMH ONOPHO-IBUTATEJbHOI0 anmnapara:

- B (popMe 3JIEKTPOHHOTO JOKYMEHTA;

- B IIEYATHOH (opme.

HpI/I HeO6XOI[I/IMOCTI/I 4Jid JIM ¢ OrpaHMYCHHBIMU BO3MOXXHOCTSAMU 30POBbS W HWHBAJIMIOB
HpoLeypa OLEHHUBAHHS PE3yJIbTATOB 00YUCHHUS MOXKET IPOBOAUTHCS B HECKOJIBKO JTAIIOB.
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