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YpoBeHb 00pa3oBaHus: BbIcIee 00pa3oBaHue - fakajgaBpuaT

Hampasnenue noaroroBku / cneruanbHOCcTh: 10.03.01 Undopmaunonnasi 6e30nacHocTh
HanpasnenHocts (mpo¢uis) / crienuanu3anys: be3onacHocTb aBTOMATH3MPOBAHHBIX CHCTEM

®dopma 0O0ydeHHS: OUHASA

QakynbreT: @b, ®aKyabTeT 6€30I1aCHOCTH
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BbIYHMCJIUTEJIbHBIX CHCTEM

Kypc: 3, 4
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YuebOnsrit man Habopa 2014 roma

Pacnipenenenne pabouero BpemeHu

Ne Bunpl yueOHOI AeITebHOCTH 6 cemectp 7 cemecTp Bcero Enunuiet
Jlekuuun 18 18 4acoB
JlaGopaTtopHbie paboThHI 28 28 4acoB

3 | KoHTpoib caMOCTOSTETHHOU PabOThHI 18 18 4acoB
(KypcoBoii poeKT / KypcoBasi paboTa)
4 | Bcero ayIMTOpHBIX 3aHATUI 46 18 64 4acoB

5 |U3 HUX B MHTEPAKTUBHOU (hopme 14 14 4acoB

6 | CamocTtosaTenpHas pabora 26 18 44 4acoB

7 | Bcero (6e3 3x3ameHa) 72 36 108 4acoB

8 | OO6mas Tpyn0eMKOCTh 72 36 108 JacoB

2.0 1.0 3.0 3.E.

3auer: 6 cemecTp
KypcoBas pabota (mpoekr): 7 cemectp

Tomck 2018
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHll Ha 3aCCJaHuM Kil(i)ﬁ;{pbl
npotokot Ne 6 oT « 15 » 5 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamMma AUCIUIUIMHBI COCTaBJeHA C y4eTOM TpeOoBaHUU (eaepaabHOTO Trocymap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaaprTa Bhiciiero oopazopanus (PI'OC BO) no HampaBieHHIO MOATO-
toBkH (cnermanbHOCTH) 10.03.01 MHpOpManmonnas Ge3zomacHOCcTh, yTBepkaeHHoro 01.12.2016 rona,

paccmoTpena u onobpena Ha 3acenanuu kapeapsl KUBOBC «  » 20 roma, mpOTOKOI
Ne

Pa3zpaboTunku:

Houent xad. BUC U. A. Paxmanenko

Honent kad. KUBOBC K. C. Capun

3aBeayromumii obecreunBaronieii kad.
KH1B2BC A. A. lllenynanos

Pabouas mporpamma TUCIIUIUIMHBI COTIIacOBaHa ¢ (DaKyIbTETOM M BBITyCKaroIIel Kadeapoii:

Hexan ®b E. M. JlaBeii0Ba
3aBenyromnuii BeITycKaroIen kag.

KHNB3BC A. A. lllenynanos
OKCIEPTHI:

JoueHT xadeapsl 6€30MacHOCTH HH-
dhopmanmonnsix cuctem (BUC) O. O. Epcrotun

Houent xadp. KUB5BC A. A. Kones
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1. lean 1 3aga4n AUCHUILIHHBI

1.1. Heau qucuumJInHbI
Ilenpro mpernonaBaHusl AUCIHUIUIMHBI SBISIETCA OCBOCHHUE METOJOB YIPABJICHHS MPOTPAMMHBIMH
CpelICTBaMH 3aIIUTHI HH(POPMALIUHU, peaTU30BaHHBIMU Ha OCHOBE KIIMEHT-CEPBEPHON TEXHOIOTHH.

1.2. 3agaun (MCHUIIINHBI

— Tlomyuenue 3HaHWI ¥ YMEHHI 110 METO/IaM cOOpa M ayauTa cOOBITUI WH(POPMAIIMOHHOMN 0e3-
OIMaCHOCTHU B COBPEMEHHBIX CPEJCTBAX 3alUTHl HH(POpMaIH;

— IlonyueHnue ymeHMI ¥ HaBBIKOB IIEHTPAIM30BAHHOIO YIPABICHUS KIMEHTCKUMU MOAYIISIMU U
pearupoBaHusi Ha yrpo3bl O€30M1aCHOCTH;

— Ilomyuenue 3HaHUI O MeTOHaX KOHTPOJS PabOTOCIIOCOOHOCTH M LIEITOCTHOCTH KIMEHTCKUX
MOJTyJIeH CPECTB 3alUThl UHPOPMAIIHH;

— M3ydeHue MeTONOB KOHTPOJIS U OLIEHKM YCTaHOBJIEHHOIO IPOrPAMMHOIO M aIIapaTHOro
o0ecrieyeHHs Ha 3alUIIAEMbIX KOMIIBIOTEpaX B JIOKAJIILHOW CETH;

— H3yuenue meTonoB oOecrieyeHUss U KOHTPOJS aHTUBUPYCHOM 3allUThl pabOYMX CTAaHLUN B
CETH OpraHu3alLuH.

2. Mecto mucuuniuebl B crpykrype OITOII

Huctunnuna «YnpasneHue cpeactBamu 3amuthl nHGopmarum» (b1.B.O/1.8) otHocuTCcs Kk Oi10KY
1 (BapuaTuBHAs 4acTh).

[TpenmecTBYOMMUMH TUCIUILIHNHAMY, (GOPMUPYIOIINMHI HavYalbHbIC 3HAHUS, SBISIOTCS: besomac-
HOCTb ONEPAIMOHHBIX cucTeM, be3onacHocTh ceteit OBM, OpranusanoHHOE U MpaBOBOE oOecreueHue
nH(})OpMaITMOHHON 0€30MTaCHOCTH, YTIPABJICHHE CPEACTBAMH 3alIUTH HHPOPMAITUH.

[TocnenyromumMu AUCIUTITMHAMH SBIISIIOTCA: [IporpaMMHO-anmapaTHbIe CpeICcTBa 3alUThl HHPOP-
Maluy, YTpaBieHrue CpeICTBAaMH 3alllUThl HH()OPMALIUK.

3. TpeOGoBaHus K pe3yJbTaTaM OCBOCHUSI JUCHHUIIMHBI

[Iporiecc n3yueHust TUCIMIUIMHBI HANIPABJICH Ha (POPMUPOBAHKE CIEAYIOMNX KOMIICTCHITHI:

— ITIK-1 cmocoOHOCTHIO BBITIONHATH Pa0OTHI IO YCTAHOBKE, HACTPOIKE M OOCITY)KMBAHUIO TIPO-
rPaMMHBIX, POTPAMMHO-AMIIAPATHEIX (B TOM YHUCIIEe KPUNTOTPAPUUIECKNX) U TEXHUYECKUX CPEICTB 3a-
U THI HHQOpMAIUy;

— TIK-10 crnocoOHOCTBIO MPOBOMUTH aHAINU3 MH()OPMAIIMOHHON 0€30MacHOCTH OOBEKTOB U CH-
CTEM Ha COOTBETCTBHE TPEOOBAHUSIM CTaHIAPTOB B 00JaCTH HHPOPMAITMOHHOM 0€30MMacCHOCTH;

— TIK-15 cnocoGHOCTRIO OpraHU30BHIBAaTh TEXHOJOTHUECKUH MpoIecc 3aIluThl MH(OpMAIUU
OTPAHUYEHHOTO JIOCTYIA B COOTBETCTBHH C HOPMATUBHBIMH PABOBBIMH aKTaMU U HOPMATHBHBIMU METO-
TUYECKUMH JoKyMeHTamu DenepanbHoi ciyk0bl Oe3onacHocTH Poccuiickoit denepanmu, OenaepanbHOM
CITYKOBI 110 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJTIO;

B pe3ynbrate u3ydeHus TUCIUTINHBI 00yYaIOmUiCs TOJDKEH:

—  3HATh IPUHIHUIIBI OPTaHU3AIMH WH(OPMAITMOHHBIX CHCTEM B COOTBETCTBUU C TPEOOBAHHUSIMH
1o 3anuTe HHGOPMAIMK;, BO3MOKHOCTH U Ha3HAYCHHE COBPEMEHHBIX CPEJICTB 3aIIUTHI MHGOPMAIMH OT
HECAHKIMOHUPOBAHHOTO JJOCTYIIA.

—  YMeTb BBITNOJHATE pabOTHI IO YCTAaHOBKE, HACTPONKE M OOCITY)KMBAaHUIO TTPOTPAMMHBIX, TPO-
rpaMMHO-aIapaTHBIX CPEACTB 3alUThl HHPOPMAIIUK;, OPTraHU30BBIBATh TEXHOJOTHUYECKHH MPOIECC 3a-
IUTHl UHOOPMAITUU OTPAHUYEHHOTO JIOCTYIA B COOTBETCTBHH C HOPMATHBHBIMHU MPABOBBIMU aKTaMU H
HOPMAaTHBHBIMH METOIMYECKUMH JOKyMeHTaMu DenepaibHON ci1yKObl Oe3onmacHocTH Poccuiickoit dene-
paru, denepanbHON CITYKOBI TI0O TEXHUYECKOMY H SKCIIOPTHOMY KOHTPOJTIO; (D (DEKTUBHO HCIIOJIB30BATh
pa3IMYHbBIE METOMABI M CPEACTBA 3aIUThl WH(OOPMAIIMHU JIJIT KOMITBIOTEPHBIX CETEH; aJIMUHHCTPUPOBATH
MO/ICUCTEMbI HH(OPMAIIMOHHON O€30ITaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM.

— BJIajJleTh HaBbIKaMHU aHajIu3a WH(POPMAIMOHHOW 0€301acCHOCTH OOBEKTOB M CUCTEM Ha COOT-
BETCTBHE TPEOOBAHUSM CTaHAAPTOB B 001acTH MHPOPMAIIMOHHOW 0€30TACHOCTH; HABBIKAMH BBHISBICHUS
Y YHUYTOXKEHUSI KOMITBIOTEPHBIX BUPYCOB; METOJIaMU M CPEJICTBAMH BBISIBJICHUS YIPO3 OE30MaCHOCTH aB-
TOMaTU3UPOBAHHBIM CHCTEMaM.

4. O0beM ITMCHUIIMHBI M BU/IbI y4eOHOH padoThl
OO0mast TpyI0€MKOCTh JUCLUUILUINHBI cocTaBiseT 3.0 3aueTHBIX eIMHUILIBI U IIPEJCTaBIeHa B Ta0IM -
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ne 4.1.
Tabmuna 4.1 — Tpy1oeMKOCTh AUCITUILUIMHBI

Bupl yueOHO A€ TEIIBHOCTH Bcero yacos CemecTpsl
6 cemectp 7 cemecTp
AymuTopHsbIe 3aHATHS (BCETO) 64 46 18
Jlexuun 18 18
JlaboparopHbie pabOTHI 28 28
KonTpoas camocTosTensHOi paboThl (KypcoBOH 18 18
MPOEKT / KypcoBasi pabora)
W3 HuX B MHTEpaKTUBHON (hopme 14 14
CamocrositenpHast paboTa (Bcero) 44 26 18
BrimonHaeHne KypcoBoro npoekra (paboTs) 18 18
OdopmiieHre 0TYETOB 10 JIA0OPATOPHBIM 21 21
pabotam
[IpopaboTka TEeKIMOHHOTO MaTepHralia 5 5
Bcero (6e3 3x3amena) 108 72 36
OO6m1ast TpyI0€MKOCTb, 4 108 72 36
3auetHble EauHunol 3.0 2.0 1.0
5. ConepsxaHue TUCHUTLINHBI
5.1. Pa3znesnsl JUCHUILIMHELI 1 BUALI 3aHATHI
Paznensl AMCHUIIITMHBL U BUABI 3aHATUI PUBEICHBI B Tabmwmie 5.1.
Tabmuna 5.1 — Pasgensl AUCHUIUIMHEL U BUIBI 3aHATUN
_ (D]
= = | 88 2 E
= g g s | § 3 5 g
H o s s 8 FoS 2 0
a3BaHUs pa3Jcia0B AMCHUIIINHBI % o o > o 9 % 5
S © = 2 o 0 = E
S s s o 9 sz
= @) N7 m S & )
6 cemecTp
1 LlenTpann3oBaHHOE yIpaBIEHUE CPE- 4 16 13 0 33 | IIK-1, IIK-15
CTBaMH 3allIUTHl HH()OPMAILIUK OT HECAHK-
[IMOHUPOBAHHOTO JIOCTYTIA B JIOKAJTHLHOM
CETH.
2 llenTpanu3oBaHHasi ”HBEHTapU3ALIHs 2 4 4 0 10 |IIK-1, ITK-15
PECYPCOB JIOKAJIBHOM CETH. Y TAJIEHHBIN
KOHTPOJIb pab0TOCTIOCOOHOCTH CPEACTB
3aImuThl HHOPMAIIMK Ha pabOYuX CTaH-
USX.
3 IlenTpanu3oBaHHas 3alIUTa OT BUPYCOB 4 4 4 0 12 |TIK-1, [IK-15
B JIOKQJIIbHOU CETH.
4 [leHTpaIM30BaHHBIA YUYET U yIIpaBie- 4 4 4 0 12 |IIK-1, TIK-15
HUE MPOrpaMMHO-aNMNapaTHbIMU CPe.l-
CTBaMH 3allIUThl UH()OPMALIUH.
5 AHanu3 HOpMaTUBHBIX TPEOOBAHMI MO 4 0 1 0 5 I1K-10, ITK-15
YIPABJICHUIO CPEICTBAMHM 3AIIUTHI WH-
¢bopmanuu
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Hroro 3a cemectp 18 28 26 0 72
7 cemecTp
6 AIMUHUCTPUPOBAHUE U YIIPABIICHUE 0 0 18 18 18 | IIK-1, ITK-10,
CpeCTBaMH 3aIUThl HH()OpMAIUHU OT He- IK-15
CaHKLIMOHUPOBAHHOI'O IOCTYTIA.
Wroro 3a cemectp 0 0 18 18 36
Hroro 18 28 44 18 108
5.2. Conep:xanue pa3aesioB IMCUUIJIMHBI (110 JEKIHSIM)
ConeprkaHue pa3/iesoB TUCIUIUIAH (TI0 JICKIHSIM) IPUBEICHO B Tabmuie 5.2.
Tabmuma 5.2 — ConeprkaHue pasieiaoB JUCIUILIMH (TI0 JISKIIHSIM)
3 =
3 =
Z = 5
HasBanus paznenos Coneprkanue pas3zienoB JUCIUILIMHEI 110 JIEKIHUAM - &5
o S g
= o =
2 o' 2
= o
6 cemecTp
1 LlenTpannzoBanHoe [IpyHIMIIBI TOCTPOEHUS CPENICTB 3aLIUTH HHPOpMa- 4 [K-1,
yIpaBJIeHHE CPEICTBAMHU | LIMU; OCHOBHbIE MEXaHU3MBbI 3aIUTHI; allllapaTHbIe MK-15
3anIUThl UH(POPMALIUHU OT | CPENICTBA; KOH(UTYPUPOBAHHE; ayIUT; MOHUTOPHHT H
HECAHKIIMOHUPOBAHHOTO | ONEPATUBHOE YIIPABICHHE; IOJTHOMOYHOE yIIPaBIECHUE
J0CTyNa B JIOKAJIbHON JOCTYIIOM ¥ KOHTPOJIb [1€4aTH.
ceti. Hroro 4
2 IlenTpanu3oBaHHas OCHOBBI IPOBEJICHUSI NHBEHTAPU3ALUU PECYPCOB B [IK-15
MHBEHTapHU3aLusl JIOKQJIbHOM CETH; MOJrOTOBKA K MHCIIEKLIUAM; NHCIIEK-
PECYpCOB JIOKAIbHOMN LMY KOMIIBIOTEPOB; MOJIy4€HUE OTYETOB C pe3ybTarTa-
CeTU. Yan€HHbIN MU MHCIIEKTHPOBAHUS. YANEHHBIA KOHTPOJIb paboToO-
KOHTpPOJIb CIIOCOOHOCTHU CPEJICTB 3aUTH HHPOpMaLUK Ha pabo-
paboTocrnocoOHOCTH YUX CTaHITUSIX.
TB UTHI
CPCACTB 3aIll Htoro 2
nHpOpMaLIUU Ha PabOUNX
CTaHIUSIX.
3 LenTpanu3oBaHHas VYnpasneHue cepBepamMu aIMUHUCTPUPOBAHUS; YIIPAB- 4 [K-15
3al1UTa OT BUPYCOB B JICHHWE TpyNIaMy aIMUHUCTPUPOBAHHUS; yIIpaBIIeHUE
JIOKAJIbHOM CEeTH. KIIMEHTCKUMHU KOMITbIOTEpaMH; paboTa C OT4eTaMH,
CTaTUCTUKOM.
Hroro
4 IleHTpanu30BaHHBIN HasnaueHue cpencTB yyera U ynpasiIeHHUs ammapar- IK-15
yUeT U YIpaBlICHUE HBIMU MJIEHTU(PUKATOPAMU U HOCUTEISIMU KITFOUEBOH
IIPOrpaMMHO- MH(POPMALIMHU; BO3MOKHOCTH; apXUTEKTYPa; HACTPOIA-
annapaTHbIMU Ka; YIpaBJICHHUE KU3HEHHBIM IIUKJIOM CPEJCTB ayTeH-
CPEICTBaMHU 3alLUTHI TU(UKAINY; ayJJUT UCTIOJIb30BaHUS CPECTB AyTCHTH-
nHpopMaIuu. dbukarum.
Hroro
5 AHanu3 HOPMAaTUBHBIX | AHAJIM3 HOPMATUBHBIX TPEOOBAHMI 110 YIIPABICHUIO [IK-10,
TpeOoBaHMil 110 CpEICTBaMHM 3alllUThl HH(OpMauu. AHaIU3 HOpMa- [K-15
yIIpaBJICHUIO CPEICTBAMU | TUBHBIX TpeOoBaHui deaepaibHON CITyKObI 110 TeX-
3a1UThl HH(OPMAUU HUYECKOMY U SKCIOpTHOMY KoHTpoJito (PCTIK) npu
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obecrieyeHnn Mep 0€30MacCHOCTH ePCOHAIbHBIX J1aH-
HBIX, B TOCY/IapCTBEHHBIX HHPOPMAITHOHHBIX CHUCTE-
Max. AHanu3 TpeboBaHMH 6€301aCHOCTH K aBTOMATH-
3UPOBAHHBIM CUCTEMaM YIPABJICHHS TEXHOJIOTMYE-
CKMMH IPOLECCAMH.

Hroro 4
Hroro 3a cemectp 18
Hroro 18

5.3. Pa3znesibl AUCHUIIMHBI M MEKIUCUMILUINHAPHBIE CBSA3M ¢ 00ecneYuBAKIIMMH (TPeabl Ty IIIUMHU)
U o0ecneynBaeMbIMH (NOCJIeAYOMIUMHU) JUCHUATIIMHAMHA
Pazgenbl quctuIIMHB ¥ MEKIUCIUILTHHAPHBIC CBS3H C 00CCTICUMBAOIIMME (TIPEABIAYIIMMU) U
o0ecrneynBaeMbIMH (ITOCIEIYIOMMMHI) TUCHUTUTMHAMHU MIPEICTaBICHbI B Tabuie 5.3.
Tabmuma 5.3 — Pa3aensl IUCIMIUIMHBI U MEKIMCIUTUIMHAPHBIC CBS3U

No pa3nenoB qaHHOM MUCIMIUIAHEL, I KOTOPBIX HEOOXOIUMO

HaumeHOBaHME TUCITUTUIHH U3yueHHe 00eCTIeUMBAIONIUX U 00eCTeYnBaeMbIX JUCIIUILTHH
1 2 3 4 5 6
[IpenmecTByronme qUCUUILIMHBI
1 be3onacHOCTh ONEpalMOHHBIX CUCTEM + + + +
2 bezomacHocTh ceTeit OBM + + +

3 Opranu3anroHHOE U IPpaBoBoe odec-
nevyeHrne nHGOpMaIMOHHOM 0e30macHo- +
CTH

4 yr[paBJ'IeHI/Ie cpeacTBaMu 3alllUTBI UH-

+ + + + + +
(bopmanuu

[Tocnenyromuye TUCITUTITUHBI

1 IIporpamMmHoO-amnapaTHble CpeIcTBa

- - - - +
3alIUThI HH(OpMAIUU

2 YnpaBiieHHE CpeICTBaMU 3alllUThl HH-

- - - - - +
¢bopmanuu

5.4. CooTBeTCcTBHE KOMIIETEHINI, (POPMHUPYEMBIX NIPH H3YYCHUHU AUCUMILIMHBI, 1 BU/0B 3aHATHH
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MpPHU HM3YYEHUH IUCIUIUIMHBI, ¥ BHUIOB 3aHATHA
npezcTaBiIeHo B Tabmuue 5.4.
Tabmuma 5.4 — CoOTBETCTBHE KOMIIETEHIINN, (DOPMUPYEMBIX NIPU M3YUYECHUH JAUCIUTUINHBI, U BUIOB 3aHS -

THU
< Bunwl 3ansatuit
= —~
= ) Q .
o o
E o g = g @DOopMBI KOHTPOJIS
= 9] . N4 .
S = ) o}
e
o
[IK-1 + + + + 3amura otyera, OTYET IO
nmabopaTopHoii padbore, 3a-
LIUTA KypPCOBBIX MPOEKTOB
(pa6ort), Tect
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TIK-10 + + + KoncnekT caMonoaroToBky,
3amuTa KypcoBbIX IPOEKTOB
(pabor), 3auerT, Tect

TIK-15 + + + + KoHcriekT caMOoIToATOTOBKH,
3amura otuera, OTYET 11O
naboparopHoii paboTe,
Onpoc Ha 3aHATHUSAX, 3allIK-
Ta KypCOBBIX IIPOEKTOB (pa-
oort), 3auer, TecT

6. UnTepakTBHBIE MeTOAbI M (GOPMBI OPraHU3aALMU 00yYeHH I
TexHOMOruM HHTEPAKTUBHOTO 00YYSHHS MPU Pa3HBIX (hopMax 3aHATUN NpUBeAEHBI B Tabnuie 6.1.
Tabmua 6.1 — TeXHOIOTHH MHTEPAKTUBHOTO O0YUEHHS MTPHU Pa3HBIX (hopMax 3aHATHI

WuTepaktuBHbIe Naboparopubie | IHTepakTHBH
MeToapl P parop P Bceero, 1
3aHATHS, 9 bI€ JICKIIUH, 4
6 cemecTp
[Ipe3enTanuu ¢ HCOIB30BAHUEM 6 6
CJIaliIOB C 00CYXKAEHUEM
Case-study (MeTO KOHKPETHBIX 4 4
CUTyaLuii)
Pemienune cutyanimoHHBIX 3a/1a4 4
Hroro 3a cemectp: 8 6 14
7 cemecTp
Hroro 3a cemecTp: 0
Hroro 8 6 14
7. JIabopaTopHblie padoThI
HanmenoBanue nabopartopHbIx padoT npuBeaeHo B Tadbmune 7.1.
Tabmuna 7.1 — HammeHoBaHue 1a00OpaTOPHBIX padoT
3 =
3 =
O =
= > 0O
Ha3zBanus pa3znenos HaumenoBanue 1ab0paTtopHbIX padoT - &5
o S E
= o =
2 o 2
= S
6 cemecTp
1 LlenTpann3oBanHoE Pasrpannuenue noctyna K 1aHHbIM. Pasrpanndenue 4 IK-1, TIK-
yIpaBJeHHEe CPEICTBAMU | IOCTyMa K ycTpoiicTBaM. KoHTposb nmeyatu koHpuU- 15
3alIUThl UHPOPMALIMHY OT | ICHIIMAJIbHBIX JAHHBIX.
HecaHKuHOHHpOBaHHUOFO 3amKHyTas nporpaMmMmHast cpeaa. Koutpois 1e- 4
J0CTyNa B JIOKAJIBHON HOCTHOCTIL
CeTH.
AymuT coObITHI MHPOPMAITMOHHOM 0€30MacHOCTH 4
C3U or HC/I. PaboTa co cBeneHus MU B XKypHalie
peructpanuu coOsITuil. TeHeBoe KOmupoBaHHe.
OnepatuBHOE yHpaBlieHUE 3aIIUIAEMBIMUA PA0OUUMU 4
CTaHIMSIMU U MOHUTOPHUHT COOBITUN MH(POPMAIIOH-
HOM 0e30macHOCTH
Uroro 16
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2 lleHTpanu3oBaHHas LlenTpanu3oBaHHass UHBEHTApU3AIIUS PECYPCOB JIO- 4 IK-1, ITK-
VHBEHTapU3aus KaJIbHOU ceTu. [IpoBeneHne HHCIIEKIUI U y4eT u3Me- 15
PECYPCOB JIOKAIBbHOU HeHUM KOH(UTYpaIUK 3allUIIaeMbIX pab0YHuX CTaH-
CeTH. YIan€HHbIN LU,
KOHTPOJIb Hroro 4
paboTocrnocoObHOCTH
CPENICTB 3alIUThI
UH(POpMaIK Ha pabodnX
CTaHUHUSX.
3 LlenTpanuzoBaHHas VYnpasieHue cepBepamu aJMUHUCTPUPOBAHUSA 4 IIK-1, IIK-
3a1uTa OT BUPYCOB B Kaspersky Security Center. IlenTpanu3oBannas Ha- 15
JIOKaJIbHOW CETH. CTpoO¥iKa CpeJICTBa aHTUBUPYCHOM 3amuThl Kaspersky

Endpoint Security. Ayaut coOBITHI U JOTIOTHUTEb-

HbIE BO3MOYKHOCTH.

Hroro
4 IleHTpanu30BaHHBIN VYnpaBneHue )KM3HEHHBIM UKIIOM CPEICTB ayTEHTH- [IK-1, IIK-
YUYE€T U yIpPABJICHHUE (uKanuy anmapaTHbIX UACHTH(PUKATOPOB C IIOMOIIBIO 15
IIPOrpaMMHO- CPEJCTB LIEHTPAIM30BAHHOI'O YUETa U YIPABICHUS
anmnapaTHbIMU MIPOrpaMMHO-aNNapaTHBIMU CPEICTBAMHU 3aIUThl UH-
CpEeACTBaMH 3aLIUThI dhopmarmm.
uHpopMaLnu. Hroro 4
Hroro 3a cemectp 28
Hroro 28

8. [IpakTHYeckue 3aHATHS (CEMUHAPBHI)
He mpenycmotpeno PVYII

9. CamocrosiTesibHasi padora

Bunbl camocTosTenbHOM paboThI, TPYIOEMKOCTh U (POPMHpPYEMbIE KOMIIETEHIIUH IPEICTaBICHbI B

Tabymize 9.1.
Ta6muia 9.1 — Buabl caMoCTOsITEIbHOM paboThl, TPYAOEMKOCTh M (HOpMHUpPYEMbIe KOMIIETEHIHH
3 @]
= z =
3 = =
) O =
Buasr camocTosTensHOM & > O
HasBanus pasnenos = & B @OpMBI KOHTPOJIA
6 (5] = O
paboThI g S 2
=X g =
a o 2
= S
6 cemecTp
1 IlenTpanuzoBaHHoE [TpopaboTka JIEKITMOHHOTO 1 [IK-15, 3ader, 3amuTa oT4eTa,
yIpaBIECHUE CPEACTBAMU | MaTepHaia [K-1 Koncnexr camonoaroros-
3aIUTHl THPOPMAIIHH OT OQOPMICHHE OTUETOR 110 12 K, OT‘éeT noTna6opaTop-
HECAaHKIIMOHUPOBAHHOT HOWM T T
CCAHKIMOHUPOBAHHOTO | 160 hatopHbIM paGoTam O pabote, 1ec
JOCTyNa B JIOKAJIBHOMN
COTH. Hroro 13
2 llenTpanu3oBaHHas [TpopaboTka JIEKITMOHHOTO 1 [IK-15, 3ader, 3amuTa OT4YeTA,
WHBEHTApU3aLHs Marepualia IK-1 Koncnexr camonoaroros-
pecyp;OB NIOKa/IbHOH OdOpMIEHHE OTUETOR 11O 3 1(()1/1, Ompoc Hg 3AHATHAX,
TH. HHBIN TYET I TOPHOU
ce JlaIe nabopaTopHBIM paboTam CT 10 JIabOpaTOpHO
KOHTPOJIb pabote, Tect
paboTocrnocoOHOCTH Hroro 4
CPEICTB 3aIIUTHI
nHpOpMaLIUU HAa PAbOUNX
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CTaHIIHSIX.
3 LlenTpanuzoBaHHas [IpopaboTka JIEKIIMOHHOTO 1 [IK-15, 3auerT, 3amura oTueTa,
3a1[uTa OT BUPYCOB B Marepuala [IK-1 Koncnekr camonoaroron-
KaJIbHOM CETH. K1, OT4eT 110 I TOp-

JIOKAJIPHOM CC OdopmiieHre 0TIETOB TIO 3 ) 0 6e OT aboparop

nabopaTopHbIM paboTam HOM pabote, 1ecT

UTtoro 4
4 1lenTpain30BaHHBIM [TpopaboTka JIEKIIMOHHOTO [IK-15, 3auer, 3amura oTUeTa,
YYET U yNpaBJICHUE Marepuasa IK-1 KoncnekTt camonoaroron-
IPOrpaMMHO- OQOpPMIICHIE OTHETOB 11O 3 K, OT‘éeT HoTﬂa6opaTop-
anmapaTHBIMK CPECTBAMH | 1. & oo Eiv paGoTam HOMi paboTe, Tect
3alIUThl HH(POPMALINH.

HUtoro 4
5 Ananu3z HopMmaTuBHBIX | [IpopaboTka JIeKIIMOHHOTO I1K-10, 3auet, KoHcniekT camonop-
TpeOOBaHMI1 IO Marepuaia IIK-15 rotoBku, Tect
YHpPaBJIEHHIO CPEACTBAMH | . 1
3a1uThl HHOPMaAUU
Hroro 3a cemectp 26

7 cemecTp

6 AnMuHHNCTpHUpOBaHUE U | BelltoIHEHHE KypcoBOro 18 |TIK-1, 3ammra KypCcOBBIX ITPOEK-
yIpaBlIeHHE CPEICTBAMHU | TIPOEKTa (paboThI) [IK-10, ToB (pabot), Tect
3aIUTHl THPOPMAIIHH OT Hroro 18 IK-15
HECaHKIIMOHUPOBAHHOTO
JOCTYyTIA.
Hroro 3a cemectp 18
Hroro 44

10. KypcoBas padora (IpoeKT)
TpyaoeMKOCTh ayIUTOPHBIX 3aHATUH U (HOPMUPYEMbIe KOMIIETCHIIUN B paMKaX BBITIOJTHEHUS Kyp-
COBOM paboTHI (TIpoekTa) npeacTanieHs! Tadmmie 10.1.
Tabmuma 10.1 — TpyaoeMKOCTh ayIUTOPHBIX 3aHATUN U (POpMUPYEMbIE KOMIIETCHIIMN B paMKaX BBIMIOJIHE -
HUsI KypCOBOM paboOTHI (IIPOEKTa)

v v s
= 2 =
3 = 5
Z > 5
HaumeHoBaHMe ayTUTOPHBIX 3aHATHH =" &5
° 2 S
= o =
al e g
= o
7 cemecTp

Brinonnenye kypcoBoit paboThl Ha TeMy ‘A IMHUHUCTPUPOBAHHUE U 18 I1K-1, IIK-10,

ynpasinenne C3U1 or HC/I”. CoBMECTHO C pyKOBOAMTEIIEM BO3MO- IIK-15

’KEH BBIOOp JIpyroi TeMbl KypcOBOW pabOThI, OHAKO HEOOXOIUMBIM

SBJISIETCS YCIIOBHE MPUMEHEHUS B paMKaxX KypcOBOI paboThI cpe-

CTBa 3alIUThl HH(POPMALIMU OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA B

JIOKaJIbHOM CeTH C MPUMEHEHNEM BbIJJaHHBIX MPEToaBaTeieM BUp-

TyaJIbHBIX MAIlIH U BBIIIOJHEHNUE TPeOOBAaHU 3aJaHHs 110 BapHUaH-

Ty.

Hroro 3a cemectp 18
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10.1. TembI KypcoOBBIX padoT (IPOEKTOB)
[TpumepHas TemaTHKa KypCOBBIX padoT (ITPOEKTOB):
— Tema xypcoBoii pabotsl: "AnmunuctpupoBanue u ynpasienue C3U or HCJ1". Kypcosas pa-

6OTa BBITIIOJIHACTCA I10 BapI/IaHTaM.
11. PeiiTuHroBasi cucreMa JJisi OLIEHKHU YCIIeBA€eMOCTH 00y4aromuxcst

11.1. banibHbIe OLEHKH AJI51 3JIEMEHTOB KOHTPOJIA
Ta6muia 11.1 — banabHble OLEHKH [T SJIEMEHTOB KOHTPOJIS

N . MaxkcuMalibHBIN
. MaxkcumanbHbI MaxkcumanbHbIN
DneMeHThl yueOHOit 0aJw 3a mepuo Bcero 3a
6amn Ha 1-yto KT ¢ | 0ami 3a nepuoa
JIESITENbHOCTH mexnay 2KT u Ha cemMecTp
Hayana ceMectpa | mexay 1KT u 2KT
KOHEIl ceMecTpa
6 cemecTp
3auer 20 20
3amura oTueTa 15 15 15 45
Koncnekr camornoaroros- 5 5 10
KU
Otuer no 1abopatopHoit 5 5 5 15
pabote
Tect 10 10
Wroro makcumymM 3a nepu- 20 25 55 100
on
Hapacraromum utorom 20 45 100 100
7 cemecTp
3amuTa KypcoBBIX ITPOCK- 100 100
TOB (paboT)
Hrtoro makcumyM 3a nepu- 100 100
on
Hapacraromum utorom 0 0 100 100

11.2. IlepecyeT 0a/1710B B OLIEHKHU 32 KOHTPOJIbHbIE TOYKHU
[Tepecuer OanIoB B OLIEHKH 32 KOHTPOJIbHBIE TOUKHU MpeAcTaBiIeH B Tabmue 11.2.
Tabmuma 11.2 — Ilepecuer 6aJU10B B OIICHKH 32 KOHTPOJIbHBIE TOYKH

Banibl Ha 1aTy KOHTPOJIBHON TOYKH OneHka

> 90% oT MakcuManbHON cyMMbI OamioB Ha naty KT 5

Ot 70% 10 89% oT MakcuMaIbHOM cyMMbl OaisioB Ha naty KT

4
Ot 60% 1o 69% ot makcumasbHON cymMbl OaiioB Ha aaty KT 3
2

< 60% oT MakcuMaabHOU cCyMMBbI OauioB Ha naty KT

11.3. IlepecyeT cyMMBbI 0QJIJI0B B TPAAUIIMOHHYIO M MEAKTYHAPOTHYIO OLEHKY
Ilepecyer cymmbl OaioB B TPAIUIMOHHYIO H MEXIYHAPOAHYIO OICHKY NpEJCTaBlIeH B TaOJHIe
11.3.
Tabmuua 11.3 — [lepecueT cymmbl OaJIJIOB B TPAAUIIMOHHYIO U MEXAYHAPOAHYIO OLICHKY

Hrorosas cymma 6asmios,
Onenka (I'OC) YUUTBIBAET YCIEIIHO CAAHHBIN Onenka (ECTS)
IK3aMeH
5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)

CornacosaHa Ha noprtane N2 27098 10




85 -89 B (o4enp xoportio)

4 (xopo1110) (3a4TEHO) 75 - 84 C (xopor0)
70 - 74 D( )
TOBJIETBOPUTEIHHO
3 Y ) 65 - 69 ¥ P
TOBJICTBOPUTEIHHO) (3a4TEHO
Y P 60 - 64 E (nmocpenctBeHHo)
2 (HEYROBIICTBOPHTENLHO) (1HE Hwmxe 60 6amios F (meynoBneTBOpHUTEIbHO)

3aUTEHO)

12. YueOHO-MeTOAUYecKOe U MH(POPMAIITHOHHOE O0ecTiedeHre TUCIUIIMHBI

12.1. OcHoBHas quTEpaTypa
1. Jessaun, [1.H. Moaenu 6€30MacHOCTH KOMITBIOTEPHBIX CUCTEM. YTIpaBJjieHHE JOCTYIIOM U MH-
(bopMaMOHHBIME TIOTOKaMH [DJIEKTPOHHEIN pecypc] : y4eb. mocobue — DeKTpoH. naH. — Mocksa :
lopstuast munums-Tenekom, 2013. — 338 ¢. — Pexum moctyma: https://e.lanbook.com/book/63235. —
3ari. ¢ ’kpaHa. [DnekTpoHHBIA pecypc]| - Pexxum goctyma: https://e.lanbook.com/book/63235, nara 06-
pamenus: 30.05.2018.

12.2. lonotHUTEILHAS JTATEPATYpPA

1. KommiekcHas 3amura MH(OpMaluMu B KOPHOPATUBHBIX cucTeMax : yued. mocobue / B.O.
[HManerun. — M. : U « DOPYM» : UHDOPA-M, 2018. — 592 c. — (Bsicuiee obpa3oBanue: bakanaspu-
aT). [DnexTpoHHbl pecypc] - Pexxum moctyma: http://znanium.com/catalog/product/937502, nata 06-
pamenusi: 30.05.2018.

2. IlporpammHo-annapaTHas 3amuTa nHpopmanuu: Yuedbnoe nocodue / I1.b. Xopes. - 2-e usn.,
uctp. u gomn. - M.: ®opym: HUL] UHOPA-M, 2015. - 352 c.: mi.; 60x90 1/16. - (Beicuiee o6pazoBanue).
(mepermer)  ISBN  978-5-00091-004-7.  [Dnextponneli  pecypc] -  Pexum  mocrtyma:
http://znanium.com/catalog/product/489084, nara o6pamenus: 30.05.2018.

12.3. YueOHO-MeTOANYECKHE ITOCOOUS

12.3.1. O0s3aTe/ibHbIE Y4eOHO-METOANYEeCKHE MOCOOUs
1. JlabGoparopHblil MpakTUKyM MO AUCUUIUIMHE ‘“YHpaBieHHE CpeACTBaMHU 3allluThl MHQOpMa-

mun” / Paxmanmenxko W.A. - 2017. - 83 c. [DnekrtpoHHblii pecypc] - Pexum pocrtyma:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/uszi_lab.pdf, naTa oOpareHus:
30.05.2018.

2. Meronuueckue yka3aHHsl JUIsl BBIIIOJIHEHUS! KypcOBOW paOOThl MO AMCHUILINHE "YIpaBieHue
cpenctBamu 3amuThl nHPopmarnuu" / Paxmanenko UL.A. - 2016. - 6 c. [DnekTpoHHBI pecypc] - Pexum
noctyma: http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/uszi_course.pdf, mara oOpamie-
Hus: 30.05.2018.

3. Meroauueckue yka3aHus AJIs1 BHIITIOJHEHHUS] CAMOCTOSTENIbHON M MHAMBHUIYaIbHOM paboThI 1O
JUcUUIUIMHE "YHpaBiieHHe cpeacTBaMu 3amuThl nHGopmarmu" / Paxmanenko MLA. - 2017. - 3 c. [Dnek-

TPOHHBIN pecypc] - Pexnm JOCTYyTIa:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/uszi sam.pdf, aTa oOpartieHus:
30.05.2018.
12.3.2. YueOHO-MeTOAMYeCKHE MIOCOOMS /ISl JIMI € OTPAHMYEHHBIMH BO3MOKHOCTSIMH 3/10POBbS H
WHBAJIHI0B

Y4eOHO-MeTOqMUECKHe MaTepUalbl IIsl CAMOCTOSTETIFHON M ayTUTOPHON pabOThl 00ydJarommxcs
U3 YHCla JIUI] C OTPAaHUYECHHBIMU BO3MOKHOCTSIMH 370POBbSI M MHBAIHJIOB MPEJOCTABISIOTCSA B (hopMax,
aIaTITUPOBAHHBIX K OTPAaHIMYEHHSIM UX 3JJ0POBbS U BOCIPHUATHUS HH(POpMAIHH.

JIJ1s1 JIMI ¢ HAPYIIEHUSIMH 3PEeHusI:

- B (hOpMe ITEKTPOHHOTO IOKYMEHTA;

— B TIEYaTHOH (hOpMe yBEIMYECHHBIM MIPH(TOM.

JI1s1 1ML ¢ HApYLIEHUsSIMM CJIyXa:

- B (hOpMe ITEKTPOHHOTO JIOKYMEHTA;

- B IleyaTHOM (hopme.
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JIJ1s1 M1l ¢ HAPYLIEHUSIMH ONIOPHO-IBUTaTeJILHOIO anmapara:
- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;
- B IeyaTHou (hopme.

12.4. IIpo¢eccnonaibHbIe 0a3bI JAHHBIX U MHPOPMALMOHHBIE CIIPABOYHbIEC CHCTEMBbI

1. TocymapcTBeHHBI peecTp  CEepTUOUUUPOBAHHBIX  CPEACTB  3aIUTHl  MH(OpMAIMU:
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-
sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-
01bi00

2. HWudopmannonno-nonckossie cucteMbl Google; Wikipedia.

3. HWudopmanmoHHsbIe, CIpaBOYHBIE " HOpPMAaTHUBHBIE 0a3bl JTAHHBIX
https://lib.tusur.ru/ru/resursy/bazy-dannyh

13. MaTrepuaibHO-TEXHHYECKOe o0ecneyeHrue JUCHUILIMHBI U TpedyeMoe MporpaMMHoe
o0ecneyenmne

13.1. O6uue TpedGOBaHMA K MATEPHAJBHO-TEXHUYECKOMY H IIPOrPAMMHOMY 00eCIie4YeHHI0
AUCHMILTAHBI

13.1.1. MaTepuaabHO-TEXHMYECKOE M MPOrpaMMHOe olecriedeHne IS JTeKIIMOHHBIX 3aHATHI
Jlns mpoBeieHus 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIOBBIX M MHIAWBUYaJIbHBIX KOHCYJAbTALIUH, TE-
KYILEro KOHTPOJISL U MPOMEXKYTOUHON aTTeCTAallMU UCTIONb3YyeTcs yueOHasi ayIUTOpUs ¢ KOITMUYECTBOM I10-
CaJI0YHBIX MECT He MeHee 22-24, 000opyloBaHHAs JOCKOM M CTaHAApTHOH yueOHoIl meOenbro. MMeroTes
JIEMOHCTpaIMOHHOE 000pyA0BaHNHE U yueOHO-HAITIIIHbIE TOCOOMs, 0OeceunBaroIie TeMaTHIeCKue ui-
JIIOCTPALIMHU 110 JIEKLIMOHHBIM pa3ieiaM JUCIUIUINHBI.

13.1.2. MaTepuajJibHO-TEXHHYECKOE U NIPOrPAMMHOE o0ecnevyeHue 1Jisl JIadopaTOpHbIX padoT

Ayautopust MOJICTTUPOBAHUS, TIPOCKTUPOBAHUS U IKCIUTyaTallni HH()OPMAIIMOHHBIX U aHATIUTHYC-

CKHX CHCTEM

yueOHas ayUTOPHs ISl IPOBEACHMSI 3aHATHI MPAKTUYECKOrO TUTIA, YIeOHasT ayAuTOpHUs IS TIPO -
BEJICHUSI 3aHATHI J1a00paTOPHOro THUIA

634045, Tomckas o6nacts, T. Tomck, yin. KpacrHoapmeiickas, 1. 146, 407 ayn.

Onucanue uMeroerocs 000py10BaHUs:

- Kommbrorepsr kmacca He Hmke: miata Gigabyte GA-H55M-S2mATX/ Intel Original Soc-1156
Core 13 3.06 GHz/ DDR III Kingston CL9 (2 mt.) mo 2048 Mb/ SATA-II 250Gb Hitachi / 1024 Mb
GeForse GT240 PCI-E (6 mt.);

- KommuiekT cnenuann3upoBaHHON ydeOHON MeOeu;

- PaGouee mecTo mpernoaBares.

[IporpamMmmMHoe obecrieueHue:

— Kaspersky endpoint security

— KasperskySecurityCenter

— Microsoft Windows 7 Pro

— VirtualBox

13.1.3. MarepuajibHO-TEXHHYECKOE H MIPOrPaMMHoOe o0ecredyeHne JJIs1 CAMOCTOSITe IbHON padoThl
Jlnst caMoCTOSATEIbHON PabOThl MCTONB3YIOTCS yYE€OHBIE ayIUTOPUU (KOMITBIOTEPHBIE KIIAcChl),
PacCIOJIOKEHHBIE TIO aJIpecaM:
- 634050, Tomckast obmacTs, r. Tomck, Jlennna mpocnexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, T. Tomck, yi. KpacHoapwmeiickas, a. 146, 201 ayx.;
- 634034, Tomckast o6macTh, 1. Tomck, Bepmmanna ymuna, 1. 47, 126 ayn.;
- 634034, Tomckast o6nacTb, . Tomck, Bepimmanna ynuia, 1. 74, 207 ayx.

CocTtaB 060pyI0BaHMS:

- yueOHast MmeOerb;

- koMnbroTepsl ki1acca He Huke [IDBM INTEL Celeron D336 2.8 T1. - 5 wiT.;

- KOMIBIOTEPHI MOIKIIOUEHB! K ceTH «/HTepHeT» M 00ecneYnBaloT IOCTYI B AJICKTPOHHYIO WH-
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(opMannoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[lepeyeHp MPOrPaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ans Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajbHO-TeXHHYeCKoe o0ecneyeHne TUCHMIIJIMHBI JUIS JIML ¢ OTPAHMYeHHBIMH
BO3MOKHOCTSIMH 3/10POBbS1 M MHBAJIM0B

OcBoeHHE NUCHMIUIMHBI JUIAMUA C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBbS U MHBAJIUAAMU
OCYILECTBIISIETCS C UCIIOIB30BAHUEM CPEJICTB 00yUEeHHUs OOIEro U CHelUaIbHOI0 Ha3HAUEHHMSL.

[Tpu 3aHATHAX ¢ 00YYAIOUIMMHUCS ¢ HAPYIIEHUSAMH CJIyXa MPEeyCMOTPEHO UCIIOIB30BAaHUE 3BYKO-
YCUJIMBAIOILEH anmnapaTypbl, MyJIbTUMEIUNHBIX CPEICTB U JPYTUX TEXHUUYECKUX CPEACTB IIpUeMa/nepena-
4yi yuyeOHOM nH(pOpPMALIMU B TOCTYMHBIX (hopMax, MOOMIBHOI CHCTEMBI MPETIOAaBAHMS I 00yJIarOIIIXCs
C MHBAJIMAHOCTHIO, IOPTATUBHOM MHIYKIIMOHHON CUCTEMBl. Y4eOHas ayAUuTOpHs, B KOTOPOI 3aHMMAaIOTCs
oOydJaroliecs: ¢ HapylIeHHEeM CllyXa, 000Opy/lI0BaHA KOMIIBIOTEPHOW TEXHHMKOH, ayAMOTEXHUKOH, BUICO-
TEXHUKOMU, 3JIEKTPOHHOM JTOCKOH, MYJIbTUMEIMIHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYUYAIOUIMMUCS ¢ HAPYIIEHUSIMU 3PEHUSAIMHM I[IPETYCMOTPEHO HUCIIOJIb30BAHUE B
JIEKIIMOHHBIX U YYEOHBIX ayJUTOPHUSIX BO3MOKHOCTH IIPOCMOTPA YAAJICHHBIX 00BEKTOB (HaIpuMmep, TeKcTa
Ha JIOCKE WM CJIaiiia Ha SKpaHe) P MOMOIIHM BUACOYBEIUIUTENCH A1 KOM(POPTHOTO IIPOCMOTPA.

[Tpu 3aHATHAX ¢ OOYYaIOUIMMUCS ¢ HAPYLIEHUSIMM ONOPHO-ABUIaTeJbHOI0 ANNAPATA HCIOJIb-
3yIOTCS aJbTePHATUBHBIC YCTPOHCTBA BBO/IA HH(OPMAIMK U IPYTHE TEXHHUECKUE CPEJICTBA IIpreMa/mepe-
Jau yuyeOHOM MH(pOpMaluu B JOCTYIHBIX (opMax, MOOMIIBHOW CHCTEMbl OOy4eHUs [UIs JIOAEH ¢ UHBa-
JIUTHOCTBIO.

14. OuneHoYHBIE MATEPHAJIBI M METOAUYECKHE PEKOMEHIAIMHU 110 OPTaHU3ANUH H3YYeHUs
JTUCIHHUIIINHDI

14.1. Couepmalme OLHCHOYHBLIX MaT€pPHUAJI0B U METOAUYECCKHUE PEKOMECHAALINN
]_IJ'ISI OLICHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I H YPOBHA OCBOCHHA 3aKPCIIJICHHBIX 3a ﬂHCHHHHHHOﬁ
KOMITICTEHITHUM HCIOJIB3YOTCA OLICHOYHBLIC MaTCpUaJIbl B COCTABE!

14.1.1. TecToBble 3agaHus
1. Kaxkoii 13 MeToZ10B KOHTPOJIS 1IeJI0CTHOCTH aitnos orcyrcTByeT B C3U oT HC/I?
a) KoHTpoib copepxumMoro
b) KonTposns arpulyroB
¢) KonTposib caHKIIMOHMPOBAaHHBIX U3MEHEHUI
d) KonTpons cymecTBoBaHuUS
2. /Ins yero npeaHa3zHavyeHa rnporpamma oneparuBHoro ynpasienus B C3U or HCJ?
a) Jlnist 3amuThl KOH(UASHIMATEHOW HHPOPMALUU
b) Ans uaeHTHPUKAMT U ayTeHTUPHUKAUH 1oIb3oBartesnel 10 3arpy3ku OC
¢) [y HeHTpaTM30BaHHOTO YIIPABICHUS 3alUIIIAaeMbIMH KOMITBIOTEpaMHU
d) 5 KOHTpOJIs BBIBOAA KOH(PHIEHIMAIBHON HH(POpMAIIH
3. HazoBuTe o1MH U3 pekUMOB pabOThI TporpamMmMbl onepaTuBHoOro ynpasinenus B C3U ot HC/?
a) Pexxum yripaBiieHus 3aIUTHBIMU MEXaHU3MaMU
b) Pexxum uneHTHdUKaLNU U ayTeHTUDUKAIIMH TT0TIb30BaTeNnei
¢) PexxuM MOHUTOpPUHTA U OTIEPATUBHOIO YIIPaBJICHUS
d) Pexxum anmapaTHO# OIIOKMPOBKH 3aIMIIAEMOT0 KOMIIBIOTEpa
4. BriGepuTe TUIIOBBIE 3a/1a4M aJMUHUCTpaTOpa 0€30MacHOCTH, /s BeInoHeHus kotopbix HE uc-
noJb3yeTcs mporpamma onepatuBHoro ynpasienus C31 or HC/I B pexxuMe KOHPHUTypUpOBaHUS:
a) PenaktupoBanue CTpyKTypbl ONEPaTUBHOTO YIIPABIICHUS
b) Hactpoiika napameTpoB cO0opa JOKaJIbHBIX KYPHAJIOB
¢) KontponupoBanne coCTOSIHUS 3aIIUIIEHHOCTH CUCTEMBbI
d) Hactpoiika mapameTpoB CETEBBIX COSMHEHUI
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5. [lepeuucnure TUMIOBBIC 3a/1a4K aIMUHUCTpATOpPa OE30MACHOCTH, JIJIsl BHITIOJTHEHHS KOTOPBIX UC-
MOJIb3YeTCs MPOrpaMMa OTNIEPATUBHOTO YIIPABJICHUS B PEXKUME YIIPABICHHUSL.

a) KonTtponupoBaHue 1 ONMOBEUICHUE O MPOU3OMIEANINX COOBITUSAX HECAHKIIMOHHUPOBAHHOTO JI0-
cTymna

b) KonTposnmpoBanue TEKyIIero COCTOSHUS 3alUIIAEMbIX KOMITBIOTEPOB

¢) Hactpotika moutoBoi pacceliku yBeaomieHni o coosrtrsix HCJI

d) BeimonHenue OeiCTBUI € 3alUIIIAEMBIMU KOMITBIOTEPaMH TIPU BOSHUKHOBEHHH YIpo3 s 0e3-
OMACHOCTHU CHCTEMBbI

6. lns wero Heooxomumo ksutupoBanue codbitTrii HC/[ 8 C3U ot HC/I?

a) Jlns ycrpanenns nocnenctuii HCJJ

b) s npenorspamennss HCJI B Oyaymiem

¢) Jns duxcamuum peakimu agMuHucTpaTopa 6e3omacHoct Ha coosrtre HCJL

d) dns yomanenust coosrtuss HCJI u3 s)xypHanioB ayaura

7. Kakoil u3 MexaHU3MOB Y/IaJICHHOTO YIPaBJICHUS 3aIIUIIAEMbIM KOMIIBIOTEPOM HE peaju30BaH B
Kaspersky Security Center?

a) YianeHHasi yCTaHOBKA MPHIIOKCHUMA

b) Ymanennas nepesarpyska 3allyIaeMoro KOMIboTepa

¢) YraneHHbI KOHTPOJIb LIETOCTHOCTH MH(POPMAIMK OTPAHUYEHHOTO TOCTyIa

d) YnanenHnoe yrpaBieHre HaCTPOKaMU aHTUBHPYCA

8. Kakue BO3MOXHOCTH yIpaBieHUs armapaTHeIMH uaeHTHukaropamu eToken HE mpemocTas-
JSIOT CPEACTBA yueTa U YIpaBJIeHUs IporpaMMHo-anmnaparieiMu C31?

a) O6noBnenue comepxumoro eToken

b) O6cnyxuBaHue 3apocoB Ha pa30mokupoBKy eToken

¢) UzBnedenue kiroueii mudpoBanus u3 mamsta eToken

d) CamocrosTensHas peructpauus eToken mons3oBarenem Ha otaeabHOM WEB-caiiTe

9. Kaxkoii 13 BapraHTOB OTBETA HE OTHOCHUTCSI K BO3MOYKHOCTSIM IIEHTPATM30BaHHOTO ay/IuTa COObI-
THUH, CBSI3aHHBIX ¢ MH()OPMAIIMOHHON 0€30MaCHOCTHIO B JIOKAIBHOM CETH OPraHU3alliu € MOMOIIBIO TIPO-
rpammsbl oniepatuBHoro yrpasieaust C31 or HCI?

a) KoHtponupoBaHue COCTOSIHUS 3aIUIIEHHOCTH CUCTEMBbI

b) Onpenenenue 006CTOATEILCTB, KOTOPbIE MPUBEIH K U3MEHEHUIO COCTOSIHUSI 3alIUILIEHHOCTH CH-
crembl win Kk HCJL

¢) Hactpotika KoH(HUTypallMOHHBIX TAPaMETPOB CEPBEPOB OE30MMACHOCTH U ar€HTOB

d) BeisiBieHre MPUYXH TPOU3OIIEIINX H3MECHEHHUI COCTOSHUS 3aIIHIEHHOCTH CUCTEMBI

10. Kakoi1 u3 BapuaHTOB OTBETOB HE MCIIOJIb3YETCS JIJIsi ONEPATUBHOTO U3BEIICHUS a[IMUHUCTPATO-
pa 0e30macHOCTH O COOBITHSX HECAHKIIMOHUPOBAHHOTO JIOCTYNA B MPOTPaMME ONEPATUBHOTO YIIpaBiie-
aust C3U ot HC/?

a) BuzyansHoe orobpaxenne HC/I Ha nuarpamme ynpaBieHUs

b) [TuceMO Ha PIEKTPOHHYIO MOYTY ATMUHUCTPATOPY OC30MACHOCTH

¢) YBenomieHue Ha TeneoH aAMUHUCTpaTopa O6e3onacHocT Mo SMS

d) 3BykoBOE yBeOMIICHUE B TTPOTrPaMME OTIEPATUBHOTO yIpaBiieHUs Mpu Bo3HUKHOBeHUH HC/]

11. Mexanu3m 3aMkHyTOM nporpammuoi cpeasl B C3U ot HC/] mo3BonsieT y1oBIE€TBOPUTE ClIELY-
IOLUM MepaM 3allUThl THPOPMAIMH B FOCYIaPCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEMAX:

a) BrisBienue, aHanm3 ys3BHUMOCTEH HMH()OPMAIMOHHONW CHUCTEMBI M OIEPATHMBHOE YCTPaHEHUE
BHOBbB BBISIBJICHHBIX YA3BUMOCTEH

b) brokupoBanue ceanca qoctyna B HHQOPMAIIMOHHYIO CHCTEMY MOCIIE YCTAHOBJIEHHOTO BPEMEHH
0e3aeicTBUS (HEAaKTUBHOCTH ) TTOJIH30BATEIIS UITH TI0 €T0 3apocy

¢) YnparieHue 3armyckoM (00panieHIsIMI) KOMIIOHEHTOB MMPOTPAMMHOT0 0OECIICUEHUsI, B TOM YHC-
Jie ompeNielieHHe 3allyCKaeMbIX KOMIIOHEHTOB, HACTpPOiiKa mapaMeTpoB 3alycka KOMIIOHEHTOB, KOHTPOIb
3a 3aIlyCKOM KOMIIOHEHTOB IPOTrPaMMHOT0 00ecrieueHust

d) 3ammuTa apXxuBHBIX (ailyioB, MapaMeTPOB HACTPOWKH CPEICTB 3alIUThl MHPOPMAIUA U TPO-
rpaMMHOT0 o0OecriedyeHHs M UHBIX JaHHBIX, HE MOAJISKAIINX U3MEHEHHUIO B Ipoliecce 00paboTKu nHpOp-
Maiuu

12. JInst peaiv3anyiy Mephl 3alIUTH HH(QOPMALIMK B TOCYIAPCTBEHHBIX MH(POPMAIIMOHHBIX CHCTE-
Max «KonTpons ucnonbszoBanus nHTEepdeiicoB BBoAa (BbIBOAA) MHGOPMAMM HA MAIIMHHBIC HOCUTEIH
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uHpopmanum» B C31 or HCJ] cnenyeT UCTONB30BaTh CAEAYIOIIYIO IIOJICUCTEMY:

a) Monymb Bxona

b) [Toncuctema KOHTPOJIS EIOCTHOCTH

c¢) [loacucrema pa3rpaHMUeHUs TOCTYIA K YCTPOHUCTBAM

d) 3amkHyTas mporpaMMHas cpeza

13. Kakyro u3 Mep 3amuThl HHGOPMAMU B rOCYJapCTBEHHBIX MH()OPMAIIMOHHBIX CHCTEMaxX He
no3BosisieT peanuzoBarb C3U or HCII?

a) Peanu3zanus HEOOXOIMMBIX METOIOB (JIMCKPEITMOHHBINA, MAHIATHBIN, POJICBOM MIJIM HHON METON),
TUTIOB (YTCHHE, 3aMMCh, BBIMOJHEHUE WIJIM WHOW TUI) U TIPABIII pa3rpaHUUCHUs JOCTYIa

b) YnpasneHnue 3amyckom (0OpamieHusIMH) KOMIIOHEHTOB TIPOTPaMMHOTO 0OECTIICYCHHSI, B TOM YHC-
Jie OTpeNeICHHE 3aIyCKaeMbIX KOMIIOHEHTOB, HACTPOIKa MapaMeTpoB 3ayCcka KOMIIOHEHTOB, KOHTPOIb
3a 3aIyCKOM KOMIIOHEHTOB MPOTPaMMHOI0 00ecrieueHust

c¢) Peanuzanys aHTUBUPYCHOMN 3aIlIUTHI

d) YnpaBnenue g0CTYoM K MallliHHBIM HOCHUTEISIM HH(OpMaIuu

14. JInst peanin3anuy Mephl 3alIUTH HHQOPMAILIMK B TOCYIAPCTBEHHBIX MH(POPMAIIMOHHBIX CHCTE-
Max «MOHUTOPUHT (IPOCMOTP, aHAIHM3) PE3YJIBTATOB PETHCTPAIIMH COOBITHI O€30MaCHOCTH U pearnpoBa-
Hue Ha Hux» B C3U ot HC/] crenyet ncnonb30BaTh CIAEAYIONIYIO MOJACUCTEMY:

a) [Toacucrema KOHTPOIIS LIETOCTHOCTH

b) [Toncucrema pasrpaHudeHus: AOCTyINa K yCTpoicTBamM

c¢) [Toacucrema onepaTuBHOTO ypaBICHUS

d) 3amkHyTas mporpaMMHas cpeza

15. [Ins yero npeaHa3HA4eH MEXaHU3M KOHTPOJIS MOAKIIOYEHUS M M3MEHEeHUs ycTtporctB B C3U
or HCII?

a) Jlns cnexxeHus 3a HEM3MEHHOCTBIO COJIEPKUMOTO PECYPCOB KOMITbIOTEPA

b) ns orpannueHus ncnonb3oBanus [10 Ha koMIbIOTEpe

¢) [nst obHapy)eHHs 1 pearupoBaHUs HAa U3MEHEHHS allapaTHON KOHPUTYypalluy KOMITbIoTEepa

d) s neHTpanu30BaHHOTO YIIPABJICHUS 3aIUIIIAEMBIMU KOMIIBIOTEPAMU

16. Jlnsa uero npenHasHadeH Mexanu3M KoHTpouts nenoctHocty (K1) B C3U ot HCI?

a) Jlnst orpannyenus ucnonb3oBanus [10 Ha komnbroTepe

b) Jlnst oOHapyKeHUs U pearupoBaHus Ha U3MEHEHUS annapaTHON KOH(PUTYpaIluu KOMITbIOTEPA

¢) st IeHTpan30BaHHOTO YIIPABICHUS 3aIIUIAEMbIMUA KOMITBIOTEPaMH

d) [ns cnexxeHus 3a HEU3MEHHOCTBIO CO/IEP)KUMOT0 PECYPCOB KOMIIBIOTEPA

17. Jlns uero npeaHasHaueH MEXaHU3M 3aMKHYTOM nporpammHoi cpensl B C3U ot HC/I?

a) [lns obHapy)eHHs U pearupoBaHUs HAa U3MEHEHHS allapaTHON KOHPUTYpalluyd KOMITbIOTEpa

b) [yt eHTPaTN30BaHHOTO YIIPABICHHSI 3aIUIAEMBbIMUA KOMITbIOTEPAMH

¢) st cnexxeHus 3a HEM3MEHHOCTBIO COJEPKUMOTO PECYPCOB KOMITbIOTEPA

d) st orpannyenus ucnonb3oBanus [10 Ha komnbroTepe

18. HazoBure pexxumsbl 11 3aMKHYTOUM nmporpamMmMmHoit cpenbl B C31 ot HCL?

a) KonpuaeHnmanpHblii U CEKPETHBIN

b) DTanoHHBIN U TOJTHOMOYHBIHA

¢) Msrkuii u )KecTKuit

d) IuckpennnoOHHBIN 1 MaHIaTHBIN

19. Kaxkas u3 3ammutabix Gyakiuit HE otHocutcs k Kaspersky Security Center?

a) YraneHHoe ynpaBieHHe aHTUBUPYCHBIMH CPEICTBAMU 3aIUThI

b) YdeT ycTaHOBJIEHHOTO MPOrPaMMHOI0 00ECIIeUeHHs U TOUCK B HUX YS3BUMOCTEH

c¢) Pasrpannuenue gocrtymna nosp3oBatenieil K ”HGOpMAIMK OrPAaHUYEHHOTO JIOCTyIa

d) Aymut coObITHII HHOOPMAITMOHHON 0€30MaCHOCTH, IPOUCXOSIINX HA 3alIUIIAEMbIX KOMITBIO-
Tepax B CETH OpraHu3aluu

20. Kakne u3 nmepeunciieHHbIX 3amUTHBIX MexaHu3MoB B C3U or HCJl HE ucnons3yrorcs ans
oOecreveHus 3auThl HHGOPMAIIUN OIPaHUYSHHOT0 10CTyma?

a) Kontpoup nenoctaoctu

b) Pasrpanudenne 1ocTymna K ycTpoicTBam

¢) Unentudukanus u ayreHTH(UKALUS TOIb30BaTeIeh

d) [TomHOMOYHOE pa3rpaHUYEHUE JOCTYIIA
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21. Cornacuo npukazy ®CTIK Poccum ot 11 deBpans 2013 r. N 17 00 yrBepkaeHuu tpedoBa-
HUW O 3amuTe WH(OpMAIMU, HE COCTABJISAIONIEH TOCYIAapCTBEHHYIO TalHYy, COAEpIKalleics B rocyaap-
CTBEHHBIX MH(POPMAITMOHHBIX CUCTeMaX, Kakoe u3 aeiicTBuii HE OTHOCUTCS K BBISBICHUIO WHIIUIACHTOB
nH(OPMAITMOHHON 0€30MaCHOCTH M PEarnpoBaHUIO HA HUX?

a) OnpezienieHNe JIML, OTBETCTBEHHBIX 32 BBISBICHHE WHIMICHTOB

b) AHanu3 UHIKUJAEHTOB, B TOM YHKCJIE OIpe/ie]IeHe UCTOYHUKOB U MPUYMH BOSHUKHOBEHMS MHIIM -
JICHTOB, a TAK)KE OLICHKA UX MOCIIEACTBUI

¢) OnpeneneHue Ui, KOTOPBIM pa3pelIeHbl ISUCTBUS M0 BHECEHUIO M3MEHEHUH B 0a30BYIO0 KOH-
¢durypamuo HHGOPMAIIMOHHON CUCTEMBI M €€ CUCTEMBbI 3aIlUThl HHPOpMAIIH

d) IlnanupoBaHue U MPUHATHE MEP MO MPEIOTBPALICHUIO TIOBTOPHOIO BO3HUKHOBEHHSI HHIUICH-
TOB

22. Cornacuo npukazy @CTIK Poccum ot 11 derpans 2013 1. N 17 06 yTBepkneHnn TpedoBa-
HUI 0 3amuTe MH(pOpPMALNUU, HE COCTaBISIOIIEH TOCYJapCTBEHHYIO TaliHy, COAEpIKalleicss B rocymaap-
CTBEHHBIX MH(POPMAIIMOHHBIX CUCTEMaX, KaKoe W3 JNEHCTBUI OTHOCHUTCS K KOHTPOJIO (MOHUTOPHUHTY) 3a
o0ecrieyeHreM YpOBHS 3aIIUIIIEHHOCTH HH(POPMAINH, CoeprKalieiics B MH(GpOpMaIimoHHOH cucteme?

a) AHaJM3 UHIUIEHTOB, B TOM YHCJI€ ONPEEIIEHNE HCTOYHUKOB U MPUYMH BOSHUKHOBEHMS MHIIH-
JICHTOB, a TAK)KE OLIEHKA UX MOCIIEACTBUI

b) Omnpenenenue mapaMeTpoB HACTPOWKH MPOTPAMMHOIO OOECIIeUeHUsI, BKIIIOUasi MPOrpaMMHOE
o0ecrieyeHrne Cpe/CTB 3aIUThl MH(OPMAIMK, COCTaBa W KOH(PUTypaluu TEXHUYECKUX CPEACTB M MpPO-
rPaMMHOTO 0OecTieueHUs 10 BHECCHHS U3MEHEHU B 0a30BYI0 KOH(pUTyparuo HHPOPMAIIMOHHON CHUCTe-
MBI U €€ CHCTEMBI 3aIUThl HH(popManuu

¢) AHanu3 M OlleHKa (PYHKIIMOHMPOBAHUS CHCTEMBI 3alTUThl HHPOpMaIuu HHGHOPMAIIMOHHON CH-
CTEMBI, BKJIFOUAs BBISBIICHHUE, aHAIN3 U YCTPAHEHUE HEJOCTATKOB B (DYHKIIMOHHPOBAHUH CUCTEMBI 3aIllH -
ThI HHGOPMAIIMH HHPOPMAITUOHHON CUCTEMBI

d) YnpaBnenue cpencTBamMu 3auiuThl MHGOpMAMK B MHPOPMALIMOHHOW CUCTEME, B TOM YHCIIE Ta-
pameTpaMiu HaCTPOIKU MPOrpaMMHOT0 00eCIedeHUs

23. Cornacno npukazy @CTIK Poccum ot 11 deBpans 2013 r. N 17 00 yrBepxkaeHuu tpedoBa-
HUW 0 3amuTe WH(OpMAIMU, HE COCTABJISAIONIEH TOCYIAapCTBEHHYIO TalHYy, COIEpIKallehcs B rocyaap-
CTBEHHBIX WH(POPMAITMOHHBIX CHCTEMaX, K MEpaM 10 OTPAaHUYEHHUIO MPOTPAMMHOMN CPellbl OTHOCHUTCSI BBI-
CKa3bIBaHUE!

a) JlomkHBI 0OecreunBarh yIpaBlieHUE IPaBaMU U MPUBUIICTUSAMU CYOBEKTOB JOCTYTIA, pa3TpaHHu-
YeHHEe TOCTyIa CyObEKTOB JIOCTyMa K 00BEKTaM JI0CTyIa Ha OCHOBE COBOKYITHOCTH YCTaHOBJICHHBIX B HH-
(bopMaLMOHHOM CUCTEME TPAaBUII pa3rpaHUYCHUs JOCTYIIA, a TAaKXkKe 00eCeynBaTh KOHTPOIIb COOMIOICHHS
ATUX MPABUI

b) JlomxHbl obecrieunBarh cOOp, 3aMKCh, XPaHEHUE U 3alMTY HH(OPMAIMK O COOBITUAX Oe3omac-
HOCTH B UH(GOPMAIIMOHHOM cHCcTeMe, a Tak)Ke BO3MOXKHOCTh MMPOCMOTpPa U aHalln3a HHPOPMALIUK O TaKUX
COOBITHSIX ¥ pearupOBaHKE HA HUX

¢) JomxkHbl 00ecTieunBaTh YCTAHOBKY W (MJIM) 3aIlyCK TOJIBKO Pa3pelIeHHOTO K MCIIOIh30BaHUIO B
MH(POPMALMOHHONW CHUCTEME NMPOrPAaMMHOT0 OOECIEYEeHUs] WM MCKII0YaTh BO3MOXKHOCTh YCTAHOBKH H
(wyn) 3amycKa 3anpernieHHOro K UCIoIb30BaHUI0 B MH(POPMAITMOHHOM CUCTEME TTPOrpaMMHOTO obecreue-
HUS

d) JomkHbl oOecrieunBaTh OOHApYKEHUE B MHPOPMAITMOHHOM CHCTEME KOMITBIOTEPHBIX MPOTPaMM
1100 MHOW KOMITBIOTEpHOM MH(pOpMALIUY, TPeTHA3HAYCHHON JIJIsl HECAaHKIIMOHUPOBAHHOTO YHUYTOXKEHUS,
OJIOKMPOBaHUS, MOAU(PHUKAINH, KOMUPOBAHUS KOMITBIOTEPHONW MH(DOPMALIUK UIIN HENTpaIu3aluu CpeacTB
3alUThl MH(QOpPMAIINH, a TAKXKE pearupoBaHre Ha OOHApYKEHHE 3TUX MTPOrpamMM U HHPOPMAITIH

24. Jlns wero npeaHasHadeHo TeHeBoe konupoBanue B C3U or HCJI?

a) Jlns HakoruieHUst HHPOPMAIIMK O COOBITHUSIX, PETUCTPUPYEMBIX HA KOMITBIOTEPE CPEACTBAMHU CH -
CTEMBbI 3aLUTHI

b) Jln1st KOHTPOJIS U OTIOBEILEHHSI O MPOU3OIIEANINX COOBITHIX HECAHKIIMOHUPOBAHHOTO IOCTYIa

¢) st mepemernieHus: 1yOarKaToB (KOMUN) TaHHBIX, BEIBOJUMBIX Ha OTUY)K/1aeMble HOCUTEITH HH-
bopmanuu

d) HenmpaBuiibHBIN OTBET

25. Jlna xakux yctpoictB HE ocymectisercs teneBoe konuposanue B C3U1 ot HCJ1?

a) [IpunaTEpHI
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b) USB-HocuTenu

c¢) CereBble KapThI

d) CD-mpuBopBI

26. C kakoil 1eipio MoXeT ucrnoiib3zoBarbes Kaspersky Security Center B rocynapcTBEHHBIX HH-
(bOopMaIMOHHBIX CUCTEMaX ?

a) 3ammTa KOH(pUIeHIMaIbHON nH(OpMaIMK, B TOM YKCJE ePCOHABHBIX TaHHBIX, a TAKXKE CBE-
JICHUN COCTABJIAIONIUX TOCYIAPCTBEHHYIO M KOMMEPYECKYIO TaliHy

b) YnpaBneHue »KU3HECHHBIM IIUKJIOM annapaTHbIX ayTeHTU(PUKATOPOB

c¢) Coop, obpaboTka U cucTeMaru3anus HH(GOpMaIMK O MPOrPaMMHOM M amiapaTHOM obecrede-
HUH, YCTAaHOBJIEHHOM Ha KOMIIbIOTEpaX U CEpBEPAX B JIOKATbHOW BBIYUCIUTEIHLHON CETH

d) LlenTpanu3oBaHHOE pelIeHNEe OCHOBHBIX 33]a4 110 YIPABICHUIO U 00CITY)KMBAaHUIO CHCTEMBI 32~
IIUTHI CETU OpraHU3alUuU

14.1.2. Tembl ONIPOCOB HA 3aHATHAX

1. OcHOBHBIE (DYHKIIH CPEJCTB LIEHTPATU30BAaHHON HHBEHTAPU3ALUU PECYPCOB JIOKAIBHOM CETH.

2. Uto Takoe Kaspersky Security Center?

3. Kakue ocHoBubie ¢pynkuuu B Kaspersky Security Center?

4. Kak noxy4uts nH(OPMALUIO 0 KOHKPETHOM KOMIIBIOTEPE B CETHU?

5. Yto Takoe macnopT Kommbrorepa’?

6. [lepeuncnure TUMIOBBIE 3a/1a41 aIMUHUCTpAaTOpa OE30MMACHOCTH, JIJIs1 BHIIIOJHEHUSI KOTOPBIX UC-
II0JIb3YETCS ITPOrpaMMa OIEpaTUBHOIO YIIPABJICHUS B PEKUME YIIPABICHHUS.

7. Kakoii (hopmat nanHbIX ucnonb3yercs B xxypHanax C3U ot HC/I?

8. Jl1s KaKux yCTpOMCTB peajan30BaH MEXaHU3M KOHTPOJIS TOAKIIOYEHUS U U3MEHEHUS?

9. Kakue ecTpb pexxuMbl JUIs 3aMKHYTOH POrpaMMHON cpejibl?

10. Ilepeuncnure TUIIOBBIE 3a/la4d aIMUHHMCTpaTOpa OE30MACHOCTH, Ui BBINOJHEHUS KOTOPBIX
HCIIOJIb3YETCS IIPOrpaMMa ONEpaTUBHOIO YIIPABJICHUS B PeKUME KOH(DUTYPUPOBAHUSI.

11. Jlns yero Hy>KHbI OTYETHI O pe3ysbTaTax MHCIEKTUpoBaHUA? Kakue rpymisl oT4ETOB Ipeyia-
raroTcsl CpeJCTBAMU LIEHTPATN30BaHHONW HHBEHTApU3AIMH PECYPCOB JIOKAIBbHOM ceTn?

12. Yto Takoe «CepBep aAMUHUCTPUPOBAHUSI»?

13. Yrto Takoe «YaaneHHasi yCTAaHOBKa» M KakK i MOJIb30BaThCsI?

14.1.3. 3auér
. Jly1g 4ero npenHa3HaueH MEXaHNU3M KOHTPOJIS IIOAKIFOUEHUS U U3MEHEHMSI YCTPOMCTB?
. J1J1g KaKuX yCTPOUCTB peasin30BaH MEXaHU3M KOHTPOJIS OJKITFOUEHUS U U3MEHEHUS?
. st gero npeaHazHaueH MexaHu3M KOHTpodIs nenoctnoctu (KIL)?
. ns wero npeaHazHaueH MEXaHU3M 3aMKHYTOM POrpaMMHOM cpeibl?
. Ilepeuncnure 1 NOSACHUTE METO/IbI KOHTPOJIS LIEJIOCTHOCTH.
. Kakue ecTb pexxumbl JJ1s1 3aMKHYTOM MPOrpaMMHOM cpefibl? B ueM 3aKiIr04aroTcs UX OTIIHYHS?
. Jlnst uero Hy>KeH KypHa COObITHIA?
. Kako#i hopmar nannbix ucnonb3yercs B xxypHanax C3U1 ot HCII?
. [IpuBeanTe M MOSICHUTE HECKOIBKO KATETOPHI PETUCTPAIIH COOBITHIA.
10. KTo Mmoxet paboTath C )xypHaiIoM?
11. Jlnst yero HyKHO TEHEBOE KOITMPOBaHHE?
12. [Ins Kakux yCTPOMCTB MOXKET OCYIIECTBIISATHCS TEHEBOE KOMUPOBaHUE?
13. Jlns uero npeanasHaueHa nporpamMma onepatusHoro ynpasienus C3U or HC?
14. Kakue pexxuMbl paboThl UMEET Iporpamma oneparuBHoro ynpasieaus C31 or HCII?
15. Ilepeuncnure TUIIOBBIE 3a/1a4M aIMHUHHCTpAaTOpa OE30MACHOCTH, IS BBIOJHEHUS KOTOPBIX
HCIIOJIB3YETCS TPOrpaMMa OIEPATUBHOIO YIIPABJICHUS B PeKUME KOH(DUTYPUPOBAHUS.
16. Ilepeuncnure TUIIOBBIC 3a/1a4M aJIMHUHHCTpAaTOpa OE30MACHOCTH, IS BBITOJHEHUS KOTOPBIX
UCIIOJIB3YETCs MTPOrpaMMa OIEPAaTUBHOIO YIIPABJICHHUS B PEKUME YIIPABICHHUS.
17. B xakoli HoC/I€0BaTEILHOCTH IPUMEHSIOTCS TapaMeTPhbl IPYNIIOBBIX OJUTHK?
18. Jliis uero Heo6xonumo kBuTHpoBanue coobrtuii HCJI?
19. Kakue BubI OTYETOB MOKHO TOCTPOUTH € MTOMOIIBIO porpaMmbl OY?
20. B kakux cirydasx He0OX0IUMO H3MEHEHHE CETEeBBIX HACTPOCK?
21. llepeuncnure GpyHKIUN cepBepa anmuHucTpupoBanus Kaspersky Security Center.
22. JIns yero HeOOXOIUM NAcOPT KOMIbIOTEpPA B CPEJICTBAX LIEHTPAIN30BAHHON NHBEHTAPU3ALUU

O 00 1N DN K~ W~
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pEeCypcoB JOKaIbHOU ceTu?
23. HazoBuTEe OCHOBHBIE 33]1a4H, BOZHUKAIOIIUE TIPU YIIPABICHUH )KU3HEHHBIM IIUKJIOM YCTPONCTB
ayTeHTU(HUKALINY.

14.1.4. Bompocbl Ha CAMONIOATOTOBKY

1. C3U ot HCJI — apxurekrypa.

2. C3U ot HC/I- 3amuTHBIE MEXaHU3MBI.

3. C3U ot HCJ] - OniepaTuBHOE yIipaBJcHHE.

4. llenTpanu3oBaHHas THBEHTAPU3ALIUs PECYPCOB JIOKAJIIBHOM CETH .

5. lleHTpanu3oBaHHas 3aIlIMTa OT BUPYCOB B JIOKAJIbHOM CETH.

6. LleHTpann30BaHHOE yNpABIEHUE CPEACTBAMH 3aLUTHl OT HECAHKIIMOHUPOBAHHOI'O JIOCTYIA B
JIOKaJIbHOM CETH.

7. LlenTpanu30BaHHBIN y4eT U YIPaBICHUE MPOTrPAMMHO-ANNAPATHBIMU CPEICTBAMU 3aIUTHl MH-
dbopmanuu.

14.1.5. Tembl 1a00paTOpHBIX padoT

[{enTpasin30BaHHAasi THBEHTAPU3aLUs PECYPCOB JIOKaIbHOU ceTH. [IpoBeneHne HHCIEKUUIA U yYET
M3MEHEHUI KOH(UTYpaIiH 3allUI[aeMbIX pab0YuX CTaHIIUM.

VYmpasnenue ceppepamu aamuaucTpupoBanus Kaspersky Security Center. [lenTpanu3zoBanHas Ha-
CTpoOiiKa cpejncTBa aHTUBHUpYCcHOW 3amuThl Kaspersky Endpoint Security. AymuT coOBITHII M TOTIOJHU-
TEJbHbIC BO3MOXKHOCTH.

Pasrpannuenue noctymna K naHHbIM. Pasrpanuuenue noctymna k yctpoiictBam. KoHTpounb nevyatu
KOH(HICHITUATBHBIX TAHHBIX.

3aMkHyTas mporpaMMmHasi cpeqa. KoHTpoub 1enoCcTHOCTH.

Aymut coObituii napopmarmonnoit 6ezomacuoctu C3M or HC/I. PabGora co cBeneHUsAMH B KypHa-
Jie peructpanuu coobiTuil. TeHeBoe KonupoBaHuUe.

OnepaTtuBHOE yIpaBlieHUE 3aIMIAEMBIMA PAOOYUMU CTAHIUSIMU U MOHUTOPUHT COOBITHI WH-
dhopmanMoHHOH 6€30IacCHOCTH

VYrpapiieHue KU3HEHHBIM IMKJIOM CPEJCTB ayTCHTH(DHKAIIMK alapaTHbIX HICHTH(PHUKATOPOB C
MOMOIIBIO CPEJCTB IIEHTPAIM3OBAHHOIO Y4YeTa M YIPaBJIEHUS MPOrPaMMHO-AINIApPaTHBIMU CPEACTBAMU
3amUThI UHHOPMAITUH.

14.1.6. Tembl KypcOBBIX NPOEKTOB (PadoT)

BrimonHenue kypcoBoil paboTel Ha TeMy “‘AnmuHucTpupoBanue u ynpasienune C3U ot HCI”.
CoBMECTHO C PYKOBOAUTENIEM BO3MOXKEH BBIOOP JPYyroil TeMbl KypcoBOil paOOThl, OHAKO HEOOXOTUMBIM
ABJISIETCSl YCIIOBUE MPUMEHEHHS B paMKaX KypcOBOM pabOThl CpeCcTBa 3alIUThl HH(OPMALUK OT HECAaHK-
LIMOHUPOBAHHOTO JI0CTYTIA B JIOKAJIbHON CETU C IPUMEHEHUEM BBIJAHHBIX IPEIIOIABATENIEM BUPTYaJIbHBIX
MAaIIMH U BBINOJHEHNE TpeOOBaHUM 3a/1aHus IO BApUAHTY.

PaccmoTpum 3aanue, KOTopoe HEOOXOIMMO BBIIOJHUTH B paMKaxX BBIINOJIHEHHUS KypcoBOM pabo-
THI:

1. B cooTBeTcTBUU ¢ BapHaHTOM, ONPEACTUTh HHPOpMAIUIo, 00padaThiBaeMy0 B aBTOMaTH3HPO-
BaHHBIX cHCTeMax opranuzanuu. OnpenenuTs Yrpo3bl, a Takke HHPOpMaIINIo, HYKIAIOUIYIOCS B 3alllUTe.

2. O0beMHUTD BUPTYyaJIbHbIE MAIIMHBI, BBIJIAHHBIE MIPETIOIaBaTEIeM B JIOMEH.

3. IlpousBecTn ycTtaHOBKY cepBepHOM U kinueHTckux yacted C3U ot HCJI Ha BuUpTyanbHbIE Ma-
LIMHBI.

5. IIpoussectu HacTpoiiky noacucreM C3U ot HC/] B cooTBeTcTBUU € BapuaHTOM (CO3/1aTh KaTa-
JIOTH U (ailyipl Ha BUPTYaJbHBIX MAIIMHAX, KOTOPbIE ObI COOTBETCTBOBAJIH

naHHou nHpopmanun). Croa BXOAUT HACTPOIiKa, a Takke 0OBSICHEHHE PUYHH, B COOTBETCTBUU C
KOTOPBIMH OBLIIM HACTPOEHBI JAHHBIE MTOJICUCTEMBI:

— IMomutuk C3U ot HC/I.

— Pasrpannuenue noctyna K ycTpoHcTBaMm.

— 3ajaHne MaHJaTHOTO WK AUCKPELIMOHHOIO METO/Ia YIIPaBICHHS JOCTYIIOM.

— Hacrpoiika 3aMKHYTOI porpaMMHOM cpeabl (00s3aTebHa Al HEYETHBIX BAPHAHTOB).

— Hactpoiika KOHTpOJISI IEJIOCTHOCTH JIaHHBIX (00s13aTeIbHAa JIJIsl YETHBIX BAPUAHTOB).

— Hacrpolika 3atupanus JaHHBIX.

— Hacrpolika KOHTpOJIS TeyaTH.
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6. ITloArOTOBUTH MOSICHUTENBHYIO 3aIUCKY, COJEPKAIIYIO ONMMCAHNE BBIITOJTHEHHBIX Pa0OT, a TaKKe
BBIBOJIBI TI0 BCEH paboTe.

14.2. TpeOoBaHuS K OLIEHOYHBIM MaTepPHAJIAM VISl JIUI] ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMMU
310POBbS1 1 HHBAJIH/I0B
s aui ¢ orpaHMYEHHBIMUA BO3MOKHOCTSIMU 3/I0POBBSI M1 MHBAIUIOB MPEIyCMOTPEHBI JTOMOTHH -
TEJIbHBIC OLIEHOYHbIE MaTepUalIbl, IEPEUCHb KOTOPBIX yKa3aH B Tabmuie 14.
Tabmuua 14 — JlononHUTENbHBIE MaTepHallbl OLIEHUBAHUS ISl JIUI C OTPAaHUYEHHBIMH BO3MOXXHOCTSIMU
310POBbsI 1 HUHBAJIUIOB

Kareropun Bubl 1OMOMHUTEIBHBIX OLIEHOYHBIX @DopMbI KOHTPOJISI U OLIEHKU
00y4JaroLIXCsl MaTepHasoB pe3ynbTaToB 00y4eHUs

TecTbl, MUCEMEHHBIE CAMOCTOSITEIIEHBIC
paboThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE pabOTHI

C napyueHusMu
ciyxa

[IpenMy11eCTBEHHO MMCHMEHHAs
IIPOBEpKa

C napymenussimu | CobecenioBaHme 10 BOIpocaM K 3a4eTy, | [IpenMyIecTBeHHO yCTHas POBEpKa

3peHus OTIPOC IO TEPMUHAM (MHIMBUAYATIBHO)
C HapymeHus MU Pemienne AuCTaHIIMOHHBIX TECTOB,
OTIOPHO- KOHTPOIbHBIC Pa0OTHI, MUCbMEHHBIE | [IpenMylnecTBeHHO AUCTaHIIMOHHBIMU
ABUTATCIIBHOT'O CaMOCTOATCIIBHBIC pa60TI)I, BOIIPOCHI K METOaaMu
ammapata 3a4ery
C orpanunuenussMu 1o | TecTbl, MUCbMEHHBIE CAMOCTOSATEIbHBIE [IpenmyiiecTBEHHO MPOBEPKA
OO0IIeMeTUITUTHCKIM paboThI, BOTIPOCHI K 3a4eTy, METO/IaMH UCXOJISl U3 COCTOSHHUS
IIOKa3aHUusIM KOHTPOJIbHBIC pa6OTI)I, YCTHBIC OTBEThHI o6yan0merocsl Ha MOMCHT IIPOBCPKU

14.3. Meroauyeckue peKOMEHIAUMHU 110 OLEHOYHBIM MATEPHAIaM JIsl JIUL C OTPAHUYEHHBIMH
BO3MOKHOCTSIMU 3/10POBbSI 1 HHBAJIN/I0B

Jnis M1 ¢ orpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBBSI M MHBAJTUIOB TPEAYCMATPHUBACTCS JI0-
cTynHas (hopMma MpeoCTaBICHUS 3aJaHUI OLIEHOUYHBIX CPEJICTB, @ UMEHHO:

- B IeyaTHou (opme;

- B IeYaTHOU (popMe C YBETUUEHHBIM MPUDTOM;

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- METO/IOM YTE€HUS ACCUCTEHTOM 33/IaHUS BCIYX;

- MIPeI0OCTaBJICHUE 3aJJaHUs C UCIIOJIb30BAaHUEM CYpJIOTIEPEBOIA.

Jluam ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMU 3/IOPOBBS U MHBAJIUAAM YBEIUYMBAETCA BpeMs Ha
MOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. i1 TakuxX 00y4aromuxcs MperycMaTpruBaeTcsl TOCTYII -
Hasi hopMa MpeoCTaBICHUS OTBETOB Ha 3aJJaHUsl, 2 UMEHHO:

- MMCbMEHHO Ha Oymare;

- HabOp OTBETOB HA KOMITBIOTEPE;

- HabOp OTBETOB C UCTOJIH30BAHUEM YCIIYT ACCUCTEHTA;

- MPEJICTaBJICHUE OTBETOB YCTHO.

[Iponenypa oreHHBaHUS PE3YIBTATOB OOYYEHHS JIMII C OTPAaHUYECHHBIMH BO3MOKHOCTSIMH 3/10pO-
Bbsl M MHBAJIMJOB M0 JUCLUIUIMHE MpelycMaTpUBaeT MpeocTaBleHue nHpopmanun B Gopmax, aJanTH -
POBaHHBIX K OTPAHUYCHUSM X 370POBBS i BOCTIPUSATHS HHPOPMALINH:

JL1s1 1M1 ¢ HApyIIeHUSIMM 3PeHust:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOM (hopMe YBEIMUEHHBIM HIPUPTOM.

JL1s1 JIMI ¢ HApyIIeHUsIMM CJIyXa:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU (opme.

JI1s1 M1 ¢ HApyIIeHUSIMM ONIOPHO-ABUTaTeJILHOI0 annapara:

- B (hopMe FJIEeKTPOHHOTO TIOKYMEHTA;

- B Ie4aTHOU hopme.
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[Tpu HEOOXOAUMOCTH AJIS JIHI] C OTPAHUYCHHBIMHI BO3MOXXHOCTSIMU 3/IOPOBBSI M MHBAJIUJIOB MPOIIC-
Jypa OLIEHUBAHUS PE3yIbTaTOB O0YyUEHHSI MOXKET IPOBOJIUTHCS B HECKOIBKO 3TAIOB.
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