MUHUCTEPCTBO OBPA3OBAHUSA U HAYKHU P®D
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKH TOCYJIAPCTBEHHBI YVHUBEPCUTET CUCTEM
VIIPABJIEHUS U PAJTMODJIEKTPOHUK
(TYCYP)

HETYLDYP e rop oyt
5 UNIVERSITY ITpopekTop no yueGHOM paboTe

Ceprugamar: 1obcfala-5laf-448-aef0-5584d2fd4820
Bragesey: Tpoawm Magen Edmpmosms

Leactearenes: ¢ 1901, 2016 no 18082010

PABOYA S ITPOTPAMMA YUYEBHOM JUCHUITJIMHBI
Be3onacHOCTL BBIYHMCINTEIBHBIX ceTel

YpoBeHb 00pa3oBaHus: BhIcIee 00pa30BaHue - CIEIUATUTET

Hanpasnenue noarotoBku (crenuanbHOCTh): 38.05.01 DxoHoMHuYeckasi 6€30MaCHOCTH
HanpasnenHocTs (po¢uiib): IKOHOMUKO-TIPABOBoOE o0ecnevyeHne IKOHOMUYeCKOoil 0e30acHOCTH
®dopma 00ydeHHs: 3a09HAS

QaxynbreT: 3uB®, 3a04Hblil 1 BeuepHuil paxkyabTeT

Kadenpa: KHUBIBC, Kadenpa kommiaekcHoii uHPpOPMAUNMOHHOW 0€30MACHOCTH JIEKTPOHHO-
BbIYHCJIUTEJbHBIX CHCTEM

Kypc: 4,5

Cemectp: 8,9

YuebOnsrit man Habopa 2013 roma

Pacnipenenenne pabouero BpemeHu

Ne Bunpl yueOHOI AeITebHOCTH 8 cemecTp 9 cemectp Bcero Enunuiet
1 | Jlekuun 2 4 6 4acoB
2 |JlaGoparopHbie pabOTHI 4 8 12 4acoB
3 | Bcero aynuTopHBIX 3aHSATUN 6 12 18 4acoB
4 | V3 HUX B MHTEPAKTUBHOU opme 2 4 6 4acoB
5 | CamocTtosiTensHas pabora 66 56 122 4acoB
6 | Bcero (6e3 ax3aMeHa) 72 68 140 4acoB
7 |IloaroroBka W caada 3adeTa 4 4 JacoB
8 | OOmmas TpyI0eMKOCTb 72 72 144 9acoB
2.0 2.0 4.0 3.E

KontpomnbsHabie paboThl: 9 cemectp - 1
3auet: 9 cemectp

Tomck 2017
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PilCC.\l()TpCH&l 151 ()1()(’)})6HU Ha 3aCCJaHuM Kil(t)ﬁ;[pbl
npotokon Ne 5 oT « 25 » 5 2017 1
JIUCT COTJIACOBAHUIA

PaGouas nmporpamma cocTaBiieHa ¢ y4eTOM TpeOoBaHU# (eepalbHOTO TOCYIaPCTBEHHOTO 00pa30-
BaTeNLHOTO CTaHAapTa Bhiciiero oopazoBanus (PI'OC BO) no HampaBieHHIO MTOATOTOBKH (CIIEIIHATLHO-
ctr) 38.05.01 DxoHOMMUECKasi O€30MacHOCTh, yTBEpKIeHHOTro 16 stHBaps 2017 roma, paccMOTpeHa H

YTBEp)KJCHA Ha 3aceJaHuU Kadenpsl «  » 20 ropa, npoTtokoin Ne .
PazpaboTunk:
accucteHt kap. KUBOBC A. K. HoBoxpecTos

3aBenyromuii odecrieunBaroien kag.
KHMB2BC A. A. lllenynanos

Pabouas nporpamma corsnacoBana ¢ (pakynbTeToM, NpoQUINpPYyIOLIei U BhITycKatolen kadeapamu
HaIpaBJICHUs TOJITOTOBKH (CHEIMAIBLHOCTH).

Jexan 3uB® . B. Ocurmos
3aBeAyIOIHi BRITYCKAIOIICH Kad.

KHMB2BC A. A. lllenynanos
DKCHepr:

noreHT kap. KUBOBC A. A. Koues
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
OOy4uTh CTYICHTOB OCHOBaM TOCTPOEHHUS U KCIUTyaTallii BHIYMCIUTEIBHBIX CETEH, MPUHITAIIAM
¥ METo/aM 3alUThl HHPOPMAIMU B KOMITBIOTEPHBIX CETSAX, HABBIKAM KOMIUIEKCHOTO MPOEKTUPOBAHUSA,
MTOCTPOCHHMS, OOCTY)KUBAHUS U aHAIIN3a 3AIIUIICHHBIX BEIYUCITUTEIHHBIX CETEH.

1.2. 3agaum qMCHUNINHBI

JlaTh OCHOBBI:

—  — apXUTEKTYPHI BHIYUCITUTEIIbHBIX CETEH;

—  — IpOrpamMMHO-AINIAPATHBIX U TEXHUYECKUX CPEICTB CO3AAHUS CETEH;

—  — NPUHIUIOB MOCTPOEHUS CETeH U yNPaBICHUS UMU;

—  — HCIOJIb30BaHUS IPOrPAMMHBIX U allllapaTHBIX TEXHOJOTUM 3aIUThl CETEH;

— — METOJIOJIOTHH MPOEKTUPOBAHUS, Pa3BEPTHIBAHMSI M COITPOBOXKIACHUS OE30TIaCHBIX CETEH;
— —o0cnenoBaHUs M aHAIW3a 3aMIUIICHABIX BIYUCIUTEIIBHBIX CETEH.

2. Mecto mucuuniauebl B ctpykrype OIIOII
Huctummaa «be3omacHocTh BeruncauTenbHbIX cerei» (b1.B.OJ1.13) otHOCHTCS K Onoky 1 (Ba-
pUaTHBHAS YacCTbh).
[TpenmecTByOIMMU TUCHMITIMHAMY, (POPMHUPYIOIIMMH HayaJlbHbIE 3HAHMS, SIBIISIOTCS CIETYHO-
mue aucuuruael: MadopmaTtrka, OCHOBBI HHPOPMAITMOHHON 0€30MaCHOCTH.

3. TpeGoBaHusl K pe3yJbTaTaM OCBOEHUSI IMCHUTLIMHBI

I[pouecc n3ydeHuns: TUCUMIUIMHBI HApaBJieH Ha (YOPMHUPOBAHUE CIEAYIOIINX KOMITETCHIIUIH:

— TICK-2 cnocoOHOCTBIO BBISIBIISITH YCJIOBHS, CIIOCOOCTBYIOIIME COBEPIICHUIO MPAaBOHAPYILE-
HUI B OTHOIICHUHU CBEACHHI, COCTABIAIONUINX TOCYIAapCTBEHHYIO, OAHKOBCKYIO, KOMMEPYECKYIO TaiHY,
IIEPCOHAJIBHBIX JIAHHBIX, IPYTUX CBEACHUM OIPAHUYECHHOIO JOCTYIIA;

B pe3ynbTarte n3ydeHus: JUCHUILIMHEI CTYACHT JOJDKCH:

— 3HATh CPEJACTBA U METO/BI XPAaHEHUS U Nepeaadn MHGHOPMAIMK; STATOHHYIO MOJIENb B3aMO-
HeﬁCTBHH OTKPBITBIX CUCTEM; OCHOBHBIC CTAHAAPTHI B obmactu I/IH(i)OKOMMyHI/IKaL[I/IOHHBIX CHUCTEM U TCX-
HOJIOTHi{; OCHOBHBIC HOPMaTUBHO MPABOBBIE aKThl 1 HOPMATUBHBIE METOANYECKHE JOKYMEHTHI B 00J1aCTH
I/IH(i)OKOMMYHI/IKaHI/IOHHBIX CUCTCM; IIPUHIOUIIBI IMMTOCTPOCHUA 3AIMUIICHHBIX TCJIICKOMMYHHKAIIMOHHBIX CHU-
CTEeM; MEXaHU3MBbI peasn3aliy aTak B KOMITBIOTEPHBIX CETAX; 3al[UTHBIC MEXaHU3MbI M CpEACTBa odecre-
YEHUS CETEBOM 0E30MaCHOCTH; CPEICTBA U METOJIBI IPEAOTBPAIICHUS 1 OOHAPYKEHHUS BTOPKECHUH.

—  yMeTh NIPUMEHSTH 3alIMIIEHHbIE TIPOTOKOIIBI, MEKCETEBBIE SKPAHbI M CPECTBA OOHAPYKEHUS
BTOPKEHHUH IS 3alIUTHI HH(POPMAIHH B CETAX; OCYHIECTBISATH MEPBI MPOTHBOACHCTBHS HAPYIICHUSIM Ce -
TeBOM 0€30MaCHOCTH C UCTIOIB30BaHUEM PA3IMYHBIX MMPOrPAMMHBIX U allIapAaTHBIX CPEJICTB 3aIINUTHI B CO-
OTBETCTBHU C Tp€6OBaHI/ISIMI/I HOPMATUBHO MPABOBLIX AKTOB U HOPMATHUBHBIX METOAUYCCKUX TOKYMCHTOB.

—  BJajieTh HaBbIKAMU KOH(UTYPUPOBAHUS JIOKAIBHBIX CETEH, HABBIKAMHU PEaM3allii CETEBBIX
IPOTOKOJIOB C IMOMOIIBIO POTPAMMHBIX CPEACTB; HAaBBIKAMH HACTPOWKH MEKCETEBBIX SKPAHOB; HABBIKA-
MU IMPUMCHCHUA HOPMATUBHO ITPABOBLIX AKTOB W HOPMATHBHLIX MCTOJUYCCKUX JOKYMCHTOB B obnacTu
MH()OKOMMYHUKAIIMOHHBIX CHUCTEM; METOAMKOI aHaiu3a CeTeBOro Tpaduka, METOIUKOW aHalu3a pe-
3yJABTaTOB pabOTHI CPENICTB OOHAPYKEHHS BTOPIKECHHH.

4. O0beM ITMCUMILIHHBI M BUbI Y4eOHOH padoThI
OO0miast TpyI0EMKOCTh AUCIUIUTHHBI cOCTaBIsIET 4.0 3aU€THBIX €MHUIIBI U TIPEJICTaBICHA B TA0JIN -
ne 4.1.
Tabmuma 4.1 — TpyA0eMKOCTh TUCITUILTAHBI

Bunel yueOHOM nesTenbHOCTH Bcero gacos CemecTpsl
8 cemectp 9 cemectp
AynaTopHbI€ 3aHATHS (BCETO) 18 6 12
Jlexuun 6 2 4
JlaGopatopHble pabOThI 12 4 8
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W3 HUX B HHTEpaKTHBHOU (opMme 6 2 4
CamocTosiTenbHas paboTa (Bcero) 122 66 56
[ToaroroBka K KOHTPOJIBHBIM paboTaM 42 42
OdopmiieHre 0T4ETOB 110 JIA0OPATOPHBIM 48 16 32
pabotam
[TpopaboTka JIEKITMOHHOTO MaTepHuaia 24 8 16
BrInonHeHne KOHTPOJIBHBIX paboT 8 8
Bcero (6e3 sx3amena) 140 72 68
ITonroroBka u ciaua 3adera 4 4
OO6m1ast Tpy1I0€MKOCTh 4 144 72 72
3auetHble EanHunml 4.0 2.0 2.0
5. ConepsxaHue TUCHUTLIMHBI
5.1. Pa3znesnsl JuCHUILIMHELI 1 BUALI 3aHATHI
Paznensl AMCHUIIITMHBL U BUABI 3aHATUI PUBEICHBI B Tabmwmie 5.1.
Tabmuna 5.1 — Pasgensl AUCHUIUIMHEL U BUIABI 3aHATUH
<
= =
z 8
¥ = - o
g = g 2 z £
= o < S 9 =5
= | 2 | i | £z 25
HaspaHus pa3aenoB IUCIUTUIMHBI % = 5 o O & 5
S = S m S &
= = 3 S 9 g =
o = m 8 o 9
o] Q ~ ’e‘ =
O o
= Z
@)
8 cemecTp
1 OcHOBHBIE TOHATHUS HH()OPMAIIMOHHBIX Ce- 1 0 24 25 [1CK-2
Ten
2 OCHOBBI ITOCTPOEHHSI COBPEMEHHBIX JIO- | 4 42 47 [ICK-2
KaJIbHBIX CETEN
Hroro 3a cemectp 2 4 66 72
9 cemectp
3 Texnonoruu obecrieueHns 6€30MaCHOCTH B 1 2 12 15 IICK-2
JIOKAJIBHBIX CETAX
4 ObGecrieueHre 6€30MACHOCTH MEKCETEBOTO 3 6 44 53 [1CK-2
B3aUMOIEHUCTBUSI
Hroro 3a cemectp 8 56 68
Hroro 12 122 140
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5.2. Conep:xanue pa3aejioB IMCHUILIHHBI (110 JTEKIIASIM)

CopeprkaHue pa3aesioB TUCIUTIINH (TI0 JIEKIUSIM) PUBEICHO B TabmuIie 5.2.

Tabmuua 5.2 - CogepkaHue pa3aesioB NUCIUIUIHH (TIO JICKIUSIM)

HasBanus paszgennos

Copeprkanue pa3aesioB TUCHUTLTAHBI IO
JICKIUSIM

TpynoeMKocCTsb,

q

dopMupyembie
KOMIIETEHIIUU

8 cemecTp

1 OcHOBHBIEC TTOHATHS
MH(POPMALMOHHBIX ceTei

Uctopus pazsurtus cereit 9BM. Mecto u
pOJ'H: BBIYHUCIINTCIIBHBIX ceTeﬁ B COBpC-
MeHHOM Mupe. OCHOBHBIC TTOHSATHSA U TEP-
muHoJorus. O01ue npeacTaBIeHUs O
BEIUUCIIUTENBbHON ceTr. O0IIee HOHITHE
00 MepapXu4eckor CTPYKType MPOTOKO-
J10B. [[pUHIIMTIBI MHOTOYPOBHEBOM Opra-
HHU3aIlIUuHU JJOKAJIbHBIX U I‘JIOG&JIBHBIX Ce-
teit OBM. Monenbs OSI. CrannaptHbie
CTCKHU KOMMYHI/IKaLII/IOHHBIX HpOTOKOJIOB.

—_—

HUroro

I1CK-2

2 OCHOBBI IOCTPOEHUSI COBPEMEHHBIX
JIOKaJIbHBIX CEeTeH

CeteBoif ypoBeHb Mnepeaun JaHHbIX. [P-
anpecanus. Peannusanys MeKceTeBOro
B3anMmoyeiictBus cpeacrsamu TCP/IP.
[Topsimok pacnpenenenus [P-agpecos.
OTtob6paxenue IP-anpecoB Ha OKaIbHbBIE
aapeca. ARP nporoxkon. [IpuHuumne:
Mapupytu3anuu B [P-cetsx. [IpoTokomsl
Mapupyrusauuu. [lonstue nomena. /lo-
MeHHas aapecanus B [P-cetsax. DNS mpo-
TOKOJL.

Hroro

[1CK-2

Hroro 3a cemectp

9 cemecTp

3 TexHosoruu obdecrieueHus
0E30IMaCHOCTH B JIOKAJIBHBIX CETIX

TuroBeie yrpo3sl ceTeBOi 6€30MacCHOCTH.
OcHOBBI KTacCU()UKALIUHN CETEBBIX YTPO3
n atak. PernlaMeHTHpyoImye T0KyMEHTBI
B 00J1acTH O€30MAaCHOCTH BBIYHCITUTEIIb-
HbIX ceTeil. CTaHmapThl 0€30MaCHOCTH
BBIUUCIIUTEIILHBIX CETEH U UX KOMIIOHEH-
TOB. [IpaBOBBIC OCHOBBI 3aIUTH HH(POP-
MAIlMH B CETSX.

HUroro

[1CK-2

4 O0ecneueHue 0€30IMaCHOCTHA
MEMKCETEBOr0 B3aMMOICCTBUS

OcHOBHBIE MEXaHU3MBI 0OecrieueHus Oe3-
OIaCHOCTH U yIPaBJICHUs paclpeesieH-
HBIMHU pecypcamu. ObecrieueHre Ha1exK-
HOCTH UH(ppacTpyKTypsl HTEpHET.

3amuTa KaHaJIoB CBsi3U B MIHTEpHeET.
Bupel ucnonbzyembix B IHTepHET KaHa-
JI0B cBs3U. Mcrosb30BaHNE MEKCETEBLIX

[1CK-2
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OKPaHOB. BI/IpTyaHBHLIC YHYaCTHBIC CCTH.

VYS3BUMOCTH M 3a1UTa 0a30BbIX POTOKO- 1
708 u cayx0: [IpoTokonsl MapiipyTusa-

. CemetictBo TCP/IP. CnyxOb1 mouc-
ka. besonacnoctb WWW 1 a51eKTpoHHO#

MOYTHI.

Hroro 3
Hroro 3a cemectp 4
Hroro 6

5.3. Paznenbl AMCHUILIMHBI U MEKIUCIMIUIMHAPHBbIE CBSI3H ¢ 00ecneYnBAKIIMMH (TpeabIy UMH)
U obecneynBaeMbIMU (MOCJAEAYIONIUMH) JUCHUNIIMHAMU
Paziensl AUCIIUTUIMHBI M MEKIUCITUTUIMHAPHBIC CBS3M C 00€CTICUMBAOIIMMU (MTPEABIAYIIUMA) H
obecrnieunBaeMbIMU (TTOCJIETYIONUMHI ) AUCITUTUIMHAME TPEJICTABIECHBI B TabmuIe 5.3.
Tabmua 5.3 - Paznensl AMCIUIUIMHBI 1 MEXIUCITUIUTMHAPHBIE CBI3H

Ne pa3aenoB qaHHONM NUCHMIUIMHBL, 17151 KOTOPBIX
HEOOXOAMMO M3yYeHUE 00ECIICUMBAIONINX 1
00€eCIIeunBaeMbIX JUCIIAILUINH

1 2 3 4

[IpenmecTByronme qUCUUILIMHBI

HaumeHoBaHnue AUCHUIIIMH

1 Undpopmaruka +

2 OcHOBbI HH(OPMALIMOHHOW OE3011aCHOCTH

5.4. CooTBeTCTBHE KOMIIETEHIIHIT, (POPMUPYEMBIX NPH U3YYeHUU THCHHILUIMHBI, 1 BUI0B 3aHITHIi
CoOTBeTCTBHE KOMITETCHIMH, (OPMUPYEMBIX INPH W3yYCHUW IUCHUIUIMHBI, W BUAOB 3aHATHH
NpeCTaBICHO B Tabmuie 5.4
Tabmuua 5.4 — CooTBEeTCTBHE KOMIIETCHIIUI M BHJOB 3aHATHI, (POPMUPYEMBIX NPH HU3YYCHHU IUCIUILIH -
HBbI

Bune! 3angTmit

DopMbI KOHTPOJIS

Komnerenuuu

Jlexuun
+ | JlabopaTtopHbie pabOTHI
+ | CamocTosTenbHas padoTta

[1CK-2 + KonTponbhas pabota, OTueT 1o
nmabopatopHoii padote, Onpoc Ha

3aHATUIX, 3a4eT

6. UuTepakTHBHBIE MeTOALI H (OPMBI OPraHU3ALNHN 00yUEHH S
TexHONIOTuH MHTEPAKTUBHOTO OOYYEHHUs IpU Pa3HbIX opMax 3aHATHI B 4acax MPUBEICHBI B Ta-
onme 6.1
Tabmuua 6.1 — TeXHOJIOTHH MHTEPAKTUBHOTO O0YUYESHHsI PHU pa3HbIX (popmax 3aHATHI B yacax

HNurepaxtuBHblie 1a00paTopHble | MHTEpAKTHUBH
Metonsl p patop P Bcero
3aHATHS ple JTEKIINH
8 cemecTp
IT-meTonb! 2 2
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Hroro 3a cemecTp: 2 0 2
9 cemectp

[Ipe3eHTanuu ¢ UCNoOIb30BaHUEM 2 2

CJIAIOB ¢ 00CYKICHHEM

I'T-meTonbl

Hroro 3a cemecTp: 4

Hroro 2

7. JIaGopaTtopHbie padoThI

HanmenoBanue nabopaTopHbIX paboT npuBeIeHo B Tabmmie 7.1.
Tabmuua 7. 1 — HanmeHoBaHue 1a0OpaTOpHBIX padoT

HasBanus pasnenos

HaunmeHnoBaHue 1a00paTopHBIX padoT

TpynoeMkocTsb,

dopmupyeMbie
KOMIIETEHIIUU

8 cemecTp

2 OCHOBBI TOCTPOEHUST COBPEMEHHBIX
JIOKaJIbHBIX CETEU

HacTtpoiika moak toueHus y3Jja K CETH.
ABTOMaTHYeCKas JUHAMHU4YECKas1 U CTaTU-
YyecKasi HAaCTPOMKHU CETeBOro MOIKII0Ue-
HUA.

—_—

Crex mpotokonoB TCP/IP. [Ipuknanusie
IIPOTOKOJIBI ceT VIHTEpHET.

Cetu Microsoft Windows. Ynpasnenue
CETEBBIMH PECYpCaMH B OTHOPAHTOBOM
CeTH.

Certu Microsoft Windows. Ynpasnenue
CETEBBIMHU PECYpCaMHU B BBIICIICHHBIM
CEepBEPOM.

Hroro

I1CK-2

Hroro 3a cemectp

9 cemectp

3 TexHosoruu ooecIiedyeHus
0€30IaCHOCTH B JIOKAILHBIX CETIX

WHCTpyMEHTHI [UIs HCCIIEOBAHUS CETH
(cHueps)

HHCprMCHTBI JJIs1 UCCIIEAOBAHUA CETHU
(ckanepsl 0€301TaCHOCTH)

Hroro

[1CK-2

4 O0ecneuenne 0€30IIaCHOCTHA
MEXKCETEBOT'0 B3aMMOICHCTBHS

MexceTeBbie 9KpaHbI

AHTHBUpYCHAs 3aIMTa

Bupryanbsbsle 4aCcTHBIE CETH

Cucrembl 0OHapYXeHHs U TPe0TBpaIlie-
HUs BTOP’KEHUU

[ N S SR

DLP-cucTeMsl

be3omacHOCTh IMMPUKIIAAHBIX ITPOTOKOJIOB

[ICK-2
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Utoro

Hroro 3a cemectp

Hroro

Tabmuie 9.1.

8. IIpakTHyeckue 3aHATUSA (CEMUHAPBI)
He npenycmorpeno PYII

9. CamocTrosiTesqibHasi paboTa
Bunbr camocTosTenbHOM paboThI, TPYAOEMKOCTh U (POPMHUPYEMbIE KOMIIETCHIIUHU TIPE/ICTABIICHBI B

Tabmuua 9.1 - Bunbel caMmocToaTenbHON pabOThI, TPYA0EMKOCTh U (hOpMUPYEMbIE KOMIETEHIIMH

3 z 5
g 5 =
Bunael camocrosTensHON = > 0
HazBanus pa3znenos = o = DopMbI KOHTPOJIS
Q = O
paboTEI L s 2
S8 g =
a o g
= S
8 cemecTp
1 OcHOBHBIE OHSTHS [IpopaboTka JIeKIIMOHHOTO 4 |TICK-2 3auet, KonTponbpHas pabo-
uHGOPMAIIMOHHBIX CETell | Marepuana Ta, Onpoc Ha 3aHATHIX
[ToaroroBka Kk KOHTPOJIb- 20
HBIM paboTam
Hroro 24
2 OCHOBBI IOCTPOECHUS [IpopaboTka TeKIHOHHOTO 4 |IICK-2 KontponwHnas pabora,
COBPEMEHHBIX JIOKAJIBHBIX | MaTepuasa Ompoc Ha 3ausaTusax, OTt-
cerei OQOpPMIICHIE OTHETOB T 16 geT o 1abopaTopHoii pa-
T
JabopaTOpHBIM paboTam oTe
[ToaroroBka Kk KOHTPOJIb- 22
HBIM paboTam
Hroro 42
Hroro 3a cemectp 66
9 cemecTtp
3 Texnonoruu [IpopaboTka JIEKIIMOHHOTO 4 |TICK-2 Ompoc Ha 3ausTusax, OT-
obecrnieueHus MaTepuana 4eT 110 J1JabopaTopHoil pa-
MaCHOCTH B T
Gesonackoc OdopmiteHre 0TIETOB TIO 8 Gote
JIOKAJIEHBIX CCTAX nabopatopHbeIM paboTam
Hroro 12
4 ObGecrieuenue BrInonseHne KOHTPOJIBHBIX [1CK-2 KonrtponpHas padora,
0€30MacHOCTH pabor Omnpoc Ha 3ansaTusx, Ot-
MEXKCETEBOT' YyeT I TOpPHOM pa-
CAKCCTCBOTO [IpopaboTka JIEKIIMOHHOTO 12 6e © 1abopaTopHoii pa
B3aMMO/ICHCTBUS MaTepuaa oTe
OdopmiteHre 0TIETOB TIO 24
nabopatopHbeIM paboTam
Hroro 44
Hroro 3a cemectp 56
IloaroroBka u cmaya 3adera 4 3auer
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Hrtoro 126

9.1. TeMbI KOHTPOJIBHBIX PadoT
1.  OcCHOBBI MOCTPOEHHUS COBPEMEHHBIX JIOKAIBHBIX CETEH
2. Texnonoruu obecreueHrss 6€30MaCHOCTH B JIOKAJIbHBIX CETAX
3. OOecneueHue OS30IMACHOCTH MEKCETEBOTO B3aUMOICHCTBUS

10. KypcoBasi padota (mpoekr)
He npenycmotrpeno PYII

11. PeiiTuHroBas cucremMa JJisi OHEHKH yCIIeBAeMOCTH CTYJICHTOB
He npenycmotpeno

12. YuyeOHO-MeTOAUYeCKOEe U MH(OPMAILIMOHHOE O00ecneyeHHe TUCHMIINHBI

12.1. OcHoBHas JUTEpaTypa

1. Komnsrotepnsie cetu: I[IpuHIHIbI, TeXHOIOTHH, TPOTOKOIBI [ TekcT] : yueOHuk aiist By3oB / B.
I'. Omudep, H. A. Onmudep. - 4-¢ uzn. - CIIO6. : [IMTEP, 2013. - 944 c. : ui., Tabi. - (Y4eOHUK U1 BY30B.
Crangapt TpeTbero mokoyieHus). - And. ykas.: c. 918-943. - ISBN 978-5-496-00004-8 : 470.69 p. (ua-
nugne B onbmmoreke TYCVYP - 20 5k3.)

2. Kommnsiorepubie cetu [Tekcr] : HayaHoe uznanue / 3. Tanenbaym, [[. Yazepomr. - 5-e us. -
CIIG. : [TUTEP, 2013. - 960 c. : wi., Tabn. - (KIIACCUKA COMPUTER SCIENCE). - Ilep. ¢ aHri. -
And. ykaz.: c. 947-955. - ISBN 978-5-4461-0068-2 : 1244.32 p. (manuune B 6ubmmoreke TYCYP - 15
9K3.)

12.2. lonotHUTEILHAS JTATEPATYpPa
1. CereBsie onepamoHHbIE CUCTEMBI | YueOHoe mocobue it By3oB / B. I'. Onudep, H. A. Onu-
dep. - CIIG. : ITurep, 2007. - 538[6] c. : un. - (YuebHUK 1y BY30B). - bubmuorp.: ¢. 525-526. - And.
yka3.: ¢. 527-538. - ISBN 5-272-00120-6 : 145.20 p. (manmuuue B 6ubmmotexke TYCYP - 10 3k3.)

12.3 YueOHO-MeTOAUYECKHE MOCOOUS

12.3.1. O0s3aTeibHbIE Y4eOHO-MeTOAUYEeCKH e M0CO0Us
1. beszonacHocth cereit DBM: Meronuueckue yka3aHus A JJAOOPATOPHBIX M MPAKTUYECKUX
pabot / HoBoxpectoB A. K., Ilpackypun I'.A., 2014. — 99 c. [DnexTpoHHBIN pecypc]| [DIEeKTpOHHBIN pe-
cypc]. - http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM _lab_pract.pdf
2. bezonacHocth cereit OBM: Meronuueckue ykazaHus JUIsl CAMOCTOSTENIBHOM pabOThl CTYIEH-
ta / HoBoxpectoB A.K., IIpackypun I"'A., 2014. — 4 c. [DnekTpoHHBIH pecypc] [DneKTpoHHBIN pecypc]. -
http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM sam.pdf

12.3.2 YuyeOHO-MeTONMYecKHe TOCOOMS JIs1 JIML ¢ OTPAHMYEHHBIMH BO3MOKHOCTSIMH 3/10POBbS

Y4eOHO-MeToqMueCcKrue MaTeprabl sl CaMOCTOSTEIbHON U ayTUTOpHOM paboThl 0Oyyaromuxcs
U3 YMCIIa MHBAIHJOB MPEAOCTABIAIOTCS B (hOpMax, adalnTHPOBAHHBIX K OTPAHUYCHUSM UX 37I0POBbS H
BOCIIpUATHS HH(OpMALIUHL.

JL1s1 i1 ¢ HApYIIEHUSIMH 3PeHust:

— B (hOpMe IITEKTPOHHOTO JIOKYMEHTA;

- B IIeYaTHOW (hopMe YBEITMICHHBIM MIPUPTOM.

JI1s1 JIMI ¢ HAPYIIEHUSIMH CJIyXa:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

JlJ1s1 1M1 ¢ HAPYIIEHUSIMHM OTIOPHO-ABUTaTeJLHOI0 annapara:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (popme.

12.4. Ba3bl faHHBIX, HHPOPMALHOHHO-CIIPABOYHbIE, IOUCKOBbIE CHCTEMBI U TpedyemMoe
NMPorpaMMHoOe odecrneyeHmne

1. http://www.lib.tusur.ru — GUOITMOTEKAa YHUBEPCUTETA,

2. http://www.elibrary.ru — Hay4Hast 371eKTpOHHasi OMOIUOTEKA;

3. http://www.edu.ru — BeG-caiit cuctemsl hefepaibHBIX 00pa30BaTEILHBIX TOPTAIOB.
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[IporpamMmmMHoe oGecrnieueHue:

OIepallMOHHBIE CUCTEMBI cemeiricTBa Windows;

cpencTBO 3amuThl HHGopManuu "biaokxoct-cets K";

crcreMa oOHapyKeHHsI BTOp>keHHi "Snort";

. cpenctBo monenupoBanus ceteit Cisco Packet Tracer;

10. DLP-cuctema "Kontyp undpopmannonnoit 6ezonacHoctu SearchInform";
11. guctpubyrur Kali Linux;

12. cucrema aHanu3a 3amuiieHHOCTH cetr "MaxPatrol".

00N Lk

13. MarepuajbHO-TEXHMYECKOE O0ecneuyeHue JUCIUTINHBI
13.1. O0umue TpeOOBaHUSI K MATEPHAJILHO-TEXHUYECKOMY 00eCie4eHH 0 TN CIUTIINHbI

13.1.1. MarepuajibHO-TeXHHYECKOe o0ecnevyeHue sl JIEKIIMOHHBIX 3aHATH I

Jnist mpoBeieHus! JTEKIIMOHHBIX 3aHATUH UCIONIb3YeTCsl YUeOHO-MCCIIeI0BATENbCKasT BEIYUCIUTEIh -
Has jaboparopusi, pacnoyiokeHHas 1o aapecy 634045, Tomckas ob6macts, T. Tomck, KpacHoapmeiickas
ymuua, 1. 146, 3 stax, ayn. 310. CocraB oOopynoBaHusi: YueOHas Mebenb; DKpaH pa3BMKHON - | mT.;
Jocka MarHuTHO-mMapkepHas - 1 mT.; Mynastumenniineiii npoekrop ViewSonic PJD5151 — 1 mT;
KomnbroTep nekiuonHslit acer travelmate 2300; VMicnosnb3yeTcs JIMIEH3MOHHOE MTPOrpaMMHOE obecreue-
HUe, makeTsl Bepcuen He Hike: Microsoft Windows XP SP2, Microsoft Powerpoint Viewer; Umeetcs no-
MEIleHHE Ul XPaHEHUs ¥ MPO(UITAKTHIECKOTro 00CIyKUBaHHS yueOHOT0 000pyI0BaHHUS.

13.1.2. MaTepuajibHO-TeXHHYeCKOe oOecnedeHue s J1a00paTopHbIX padoT

Jns mpoBeneHust 1a60pPaTOPHBIX pabOT UCTONb3YeTCsl Y4eOHO-HCCIe0BaTENbCKasl BEIUNCITUTENh-
Hasi Taboparopus, pacroiiokeHHast mo aapecy 634045, Tomckast obnacts, T. Tomck, KpacHoapmetickas
ymuna, 1. 146, 8 stax, ayn. 804. CoctaB obopynoBanus: YueOHas Mme6enb;— 1 mT.; Jlocka MarHUTHO-Map -
kepHas - 1 mT.; Komnbsroteps! kiacca He Hmwke CPU AMD A4-6300/DDR-IIT DIMM 4Gb x2/ HDD 250
Gb SATA-II 300 Seagate Pipeline HD.2 . ¢ mmpokononocHsiM goctynom B Internet, — 10 m.; Mcmons3y-
eTCsl JIMIICH3MOHHOE IMPOrpaMMHOE OOecTieyeHne, MakeThl Bepcuel He Hmke: Microsoft Windows 8.1
Professional; Visual Studio 2012; Oracle VM VirtualBox; VMware Player. Umeercst momenienue s
XpaHeHHs U MPO(YUIAKTUYECKOTO 00CITYKNBaHHs yueOHOTO 000pyHOBaHUs. DKpaH Pa3aBMKHOM - 1 mT.;
MynbsTuMenuiiabii mpoekTop ViewSonic PJD5151

13.1.3. MarepuajibHO-TeXHUYEeCKOe o0ecrnedyeHne 1JIsi CAMOCTOSITeJIbHOM PadoThI
Jnis camocTosATebHOM paboThl MCIIONB3yeTcsl yueOHasi ayauTopHs (KOMIBIOTEpHBIN Kiacc), pac-
noJiokeHHast 1o ajpecy 634034, r. Tomck, yin. KpacHoapmetickas, 146, 2 stax, aya. 204. CoctaB o6opy-
noBaHUs: yueOHast MeOenb; KommbioTepsl kinacca He Hike [I9BM INTEL Celeron D336 2.81T1. - 7 it
kommbioTepsl moAkItodeHbl Kk cetTd MHTEPHET u oGecrieunBaroT 10CTyI B AJIEKTPOHHYIO MH(OpMAIT-
OHHO-00pa30BaTEIbHYIO CPEY YHUBEPCUTETA.

13.2. MaTepuajibHO-TeXHHYECKOe o0ecreyeHre TUCUMIIIMHBI IS JIMI C OTPAHMYEHHbIMU
BO3MOKHOCTSIMU 3/10POBbSA

OcBoenne mucuurmuivHbl guramMu ¢ OB3 ocymecTBuseTcst ¢ UCMOJIb30BAaHUEM CPEACTB OOydeHUS
00IIero U CIEUAIbHOTO Ha3HAUCHHUSI.

[Tpu oOy4yeHHH CTYAEHTOB ¢ HAPYLWIEHUSIMHU CJIyXa NPeIyCMOTPEHO MCIOIb30BaHUE 3BYKOYCHIIH-
BalOIEH amnmaparypbl, MYIbTUMEIUNHBIX CPEACTB U APYTHUX TEXHUYECKUX CPEICTB MpHeMa/mepenadn
y4ueOHON MHGOPMAIMK B TOCTYIMHBIX (hopMax JIsl CTYJICHTOB C HAPYIICHUSIMU CITyXa, MOOMJILHOM CHUCTe-
MBI OOYYEHHSI JJIs1 CTYJCHTOB C MHBAJIUIHOCTHIO, MOPTATHBHOW MHIYKIIMOHHON CUCTEMBI. YueOHas ayiu-
TOpHS, B KOTOPOM 00ydaroTCs CTYAEHTHI C HApyIICHUEM CilIyxa, 000pylI0oBaHa KOMITbIOTEPHON TE€XHUKOM,
ayIMOTEXHUKOW, BUACOTEXHUKOU, FJIEKTPOHHON JTOCKOM, MYJIbTUMEIUIMHON CUCTEMOM.

[Tpu 00ydeHnH CTYAEHTOB ¢ HAPYLIEHUSIMU 3PEHUSIMHU MIPEAYCMOTPEHO HUCIIOJIB30BAaHUE B JIEKIIH-
OHHBIX M yUEOHBIX ayIUTOPHSIX BO3MOXHOCTH MPOCMOTPA YIAJICHHBIX O0BEKTOB (HAmpuUMep, TEKCTa Ha
JTIOCKE WJIU Cllaiifla Ha SKpaHe) MPH MOMOIIHN BUICOYBEIMUUTENEH A yAaJeHHOTO IPOCMOTpa.

[Tpu 00y4eHHUU CTYICHTOB ¢ HAPYIIEHUSMH OMOPHO-ABUraTeIbHOI0 ANNAPATA UCIOIB3YIOTCS
aJbTEpPHATUBHBIE YCTPONCTBA BBOJAA MH(GOpPMAIMU U JAPYrUe TEXHUUYECKUE CPEICTBa MpueMma/mepenadu
yaeOHOM MH(pOpMAIUU B JOCTYIMHBIX (opMax sl CTYICHTOB C HAPYHICHUSIMH OMOPHO-IBUTATEIHHOTO
anmnapara, MOOMIIbHOM cUCTEMBbl 00yYEHUS IS JIFOJIEH ¢ MHBAIMIHOCTBIO.
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14. ®oHa OLIEHOYHBIX CPEACTB

14.1. OcHoBHBbIE TPeOOBaHMSA K (POHIY OLIEHOYHBIX CPEICTB U METOANYECKHE PeKOMEHIallun
@DOH[I OLICHOYHBIX CPEJCTB U TUIIOBbIE KOHTPOJbHBIC 3aJJaHUsI, UCTIOIb3yeMbIe I OLIEHKH chop-
MHPOBAaHHOCTH U OCBOCHHS 3aKPEIUICHHBIX 32 JUCUUILIMHON KOMIETEHIMN MPU MPOBEACHUU TEKYIIEH,
IPOMEKYTOYHOHN aTTeCTallMy MO JUCHUILIUHE MPUBEACH B MIPUIOKEHUH K paboueil mporpamme.

14.2 Tpe6oBaHusi K GOHIY OIEHOUYHBIX CPEIACTB /IS JIMI C OTPAHNYEHHBIMH BO3MOKHOCTSIMH
310POBbS
I[JISI CTYACHTOB C MHBAJIMJJHOCTBIO IMTPEAYCMOTPCHBI JOIMOJIHUTCIIBHBIC ONCHOYHBIC CPECACTBA, ICPC-

YCHBb KOTOPBIX YKa3aH B T36J'II/IHC.

Taboauua 14 — JlonoJHUTEIbHbIE CPEACTBA OLIEHUBAHUS /IJIsl CTYA€HTOB ¢ HHBAJWJIHOCTHIO

Kareropuu ctyneHToB

Bu/ipl TONOTHUTENLHBIX OIICHOUHBIX
CpE/CTB

@opMbI KOHTPOJISL U OLICHKU
pe3yJIbTaTOB O0y4YeHUS

C napymeHusMu
ciyxa

TecThl, MICEMEHHBIE CAMOCTOSTEIIbHbIE
paloThl, BONIPOCHI K 3a4eTy,
KOHTPOJIbHBIE PA0OTHI

[MpeumytecTBEHHO MUCHMEHHAS
poBepKa

C HapymieHusiMu
3peHus

Co0ecenoBanue 1Mo BOIIPOCAM K 3a4eTy,
OIIPOC 0 TEPMHHAM

[IpeumymiecTBEHHO yCTHAs TIPOBEPKA
(MHIMBUAYAIBHO)

C napymeHusMu
OIIOPHO-
JIBUTATEJILHOTO
anmapara

Pemenne MMCTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOSTENIbHBIE PabOTHI, BOIPOCHI K
3a4eTy

HpeI/IMYI]_[eCTBeHHO JUCTaHIITMOHHBIMHA
METOAaMM

C orpanuueHusIMHU 1O
00IIEMETUITTHCKAM
[IOKa3aHUSIM

TecTbl, MUCEMEHHBIE CAMOCTOSITEIbHBIC
paboThl, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI

[IpenmyniecTBEHHO IPOBEPKA
METOAAMM, UCXOJISI U3 COCTOSIHUS
00y4arouierocss Ha MOMEHT IPOBEPKHU

14.3 MeToau4ecKue peKOMEHIANMH 110 OLEHOYHBIM CPeICTBaM JIsl JIMI ¢ OTPAHNYECHHBIMH
BO3MOKHOCTSIMH 3/10POBb

Hns crynentoB ¢ OB3 npenycmarpuBaercst ocTynHas opMa MpeIoCTaBICHHS 33/1aHUI OLIEHOY -
HBIX CPEJICTB, & IMEHHO:

- B IleyaTtHoi (opme;

- B IIeYaTHO (hopMe ¢ YBETHUYEHHBIM MIPUPTOM;

- B (hOpMe 3NIEKTPOHHOI'O IOKYMEHTA;

- METO/IOM YTE€HUS ACCUCTEHTOM 3a/1aHUs BCIYX;

- IIPEJOCTABICHUE 3a/1aHUs C UCTIOJIb30BAaHUEM CYPJONIEPEBO/A.

CryneHTaM C MHBAJIUAHOCTBIO YBEJIMYMBAETCS BpEMsl Ha IMOJATOTOBKY OTBETOB HA KOHTPOJIbHBIE
BOMPOCHI. J[JIs1 TAKMX CTYAEHTOB IpeaycMaTpuBaeTcsl JOCTyNHas (popMa MpeaocTaBlIeHUs] OTBETOB Ha 3a-
JTaHUsl, @ UMEHHO:

- MUCbMEHHO Ha Oymare;

- HabOp OTBETOB HAa KOMIIBIOTEPE;

- Ha0Op OTBETOB C UCIIOJIb30BAHUEM YCIIYT ACCUCTEHTA;

- IIPEJICTAaBICHUE OTBETOB YCTHO.

[Tponienypa oneHHBaHUS pPe3yAbTATOB OOYUEHHsS] MHBAIHMJOB IO JUCIUILIMHE IMpeaycMaTpUBaeT
npenocTaBieHne nHbopMauu B popMax, aJanTHPOBAHHBIX K OTPAaHUYEHUSM UX 37I0POBbS U BOCTIPUSATHUS
UHpOpPMaIUH:

JL1st i1 ¢ HapylIeHUsSIMM 3peHus:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B [e4aTHOU (hopMe yBETNYEHHBIM HIPUPTOM.

J1s1 1M1 ¢ HAapyIIeHUsIMH CJIyXa:

- B (hopMe INIEKTPOHHOTO TOKYMEHTA;

- B IeyaTHou opme.

J1s1 1ML ¢ HAapyIIeHUsIMM ONIOPHO-ABUIaTe/IbHOI0 annapara:
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- B (hOpMeE IIIEKTPOHHOTO TIOKYMCHTA;

- B IIe4aTHOU hopme.

[Tpu HEOOXOAUMOCTH ISl OOYUYAIOIIUXCS ¢ HHBATHUAHOCTBIO MPOISIYpa OLICHUBAHUS PE3YJIbTATOB
06yquI/ISI MOKCT NPOBOAUTHCA B HECKOJIBKO 3TAIlOB.
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IIpuniaoxenue 1
MHUHHUCTEPCTBO OBPA3OBAHUA U HAYKHU P®
®enepanbHOe roCyIapcTBeHHOE 0I0/ZKeTHOEe 00pa30oBaTe/IbHOe yUpesk/ieHue BbIcIIero 00pa3oBaHus

«TOMCKUM TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
VIIPABJIEHUA 1 PAIIMOSJIEKTPOHUKN»

(TYCVYP)
YTBEPXIAIO
[TpopekTtop mo yueGHOMI paboTe
I1. E. Tposin
«_» 20 T

®OHJT OLIEHOYHKIX CPEJCTB I10 YYEBHOUN JUCHUIIIMHE
be3onacHOCTH BHIYHCIUTEIBHBIX ceTel

VYpoBeHb 00pa3zoBaHMs: BbIcIIee 00pa30BaHNe - CIIEUATHTET

HampaBienue noarotoBku (cneruanbHOCTh): 38.05.01 IxoHOMHYecKas 0e30MacHOCTh
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Kadenpa: KHUBIBC, Kadenpa kommiaekcHoii uHHPOPMANMOHHOH 0€30MACHOCTH 3JIEKTPOHHO-
BBIYHCJIMTEIbHBIX CHCTEM
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Pa3paborumk:
— accucrenT kap. KUBOBC A. K. HoBoxpectoB

3auet: 9 cemecTp

Tomck 2017
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1. BBenenue

®onp ouenounsix cpeacts (POC) sBuseTcs NpuiIokKeHHEM K padoyeil mporpaMMe AUCHUTUTAHBI
(MpaKkTUKU) U TPEACTaBIAET CO00M COBOKYMHOCTh KOHTPOJIbHO-U3MEPUTEIbHBIX MaTepuajoB (TUIIOBbIE
3a/auMl (3a/1aHusl), KOHTPOJIbHBIE PaOOThI, TECTHI U JIP.) U METO/IOB MX MCIIOJIb30BaHMS, TPETHA3HAYSHHBIX
JUTSL U3MEPEHUS] YPOBHSI IOCTHKEHUS CTYICHTOM YCTAHOBJIEHHBIX PE3YJIbTATOB OOYUECHHS.

®OC no pucuuruivHe (IPaKTUKE) UCHOJIb3YETCs MPU MPOBEICHUH TEKYIIEro KOHTPOJIS yCIieBae-
MOCTH U IPOMEKYTOYHON aTTeCTalliu CTYICHTOB.

[Tepedens 3aKpeIICHHBIX 32 TUCHMILTMHON (PAaKTUKOM) KOMIIETEHIIUH MpuBeaeH B Tabmuie 1.
Tabmuna 1 — [lepedeHpb 3aKpEIUICHHBIX 33 TUCITUTIIMHON KOMIIETEHIIUN

Kon DopMyIMpOBKa KOMIETEHIINN Oranbl GOpPMUPOBAHUS KOMITETEHITUI
IICK-2 CIIOCOOHOCTBIO BBISBIISITH YCIIOBHS, CITIOCO0- JlomkeH 3HaTh CpeacTBa U METOJIbI XpaHe-
CTBYIOIIIUE COBEPIIICHUIO TPABOHAPYIIICHHUA B |HUA U TIepeaaur HH(pOopMaluy; STAIOHHYIO
OTHOILIGHUY CBEICHUMN, COCTABISIONUINX [OCY- | MOJIEIb B3aUMOJICHCTBUS OTKPBITHIX CHU-
JApCTBEHHYI0, 0aHKOBCKYI0, KOMMEPUYECKYIO CTEM; OCHOBHBIC CTaH/IaPTHI B 00J1aCTH UH-
TaliHy, IEPCOHAIbHBIX JAHHBIX, JPYTUX CBele- | (POKOMMYHUKAIIMOHHBIX CUCTEM U TEXHO-
HUN OrPaHUYEHHOTO J0CTyNa JIOTUI; OCHOBHBIE HOPMAaTHUBHO IPABOBbBIE

aKThl © HOPMAaTUBHBIE METOJJHYECKUE JIOKY-
MEHTBI B 00J1aCTH MH()OKOMMYHHKAIIMOH-
HBIX CUCTEM; IPUHIUIIBI TIOCTPOCHHUSI 3a-
[IUIICHHBIX TEJICKOMMYHHKAIIMOHHBIX CH-
CTEeM; MEXaHH3MbI peaJIn3alluy aTaK B
KOMITBIOTEPHBIX CETSX; 3allIUTHBIC MeXa-
HU3MBI ¥ CPENICTBA 00ECTICUCHHST CETEBOM
0€30IacCHOCTH; CPEICTBA U METO/IBI
NPeJOTBPANICHUS M OOHAPYKEHHSI BTOPIKE-
HHH. ;

JloJDKeH yMeTh IPUMEHSTh 3alllUIICHHBIC
MIPOTOKOJIBI, MEKCETEBBIC SKPAHbI M CPE/I-
cTBa OOHAPYKCHHUSI BTOPIKCHUH JIJIS 3alllH-
ThI HH(POPMALIUH B CETAX; OCYIIECTBIATH
MEpbI TPOTHBOACHCTBHSI HAPYILICHHUSIM Ce-
TEBOW 0E30MAaCHOCTH C UCIIOJIb30BaHHEM
Pa3IMYHBIX IPOTPAMMHBIX M allllapaTHBIX
CPEJ/ICTB 3aIlUThI B COOTBETCTBUH C TPeOO-
BaHUSIMH HOPMATHBHO TIPABOBBIX aKTOB U
HOPMATHBHBIX METOANYCCKHX JIOKYMEHTOB.
5
JloybKeH BiaieTh HaBbIKaMU KOH(UTYPUPO-
BaHUsI JIOKAJBHBIX CETEH, HABBIKAMH pea-
JIM3AIMU CETEBBIX MIPOTOKOJIOB C TOMOIIBIO
NPOTPaMMHBIX CPEJICTB; HABBIKAMH Ha-
CTPOMKH MEKCETEBBIX SKPAHOB; HABBIKAMHU
NPUMEHEHHS HOPMATHBHO TIPABOBBIX aKTOB
U HOPMATHUBHBIX METOJJHUECKUX JTOKYMCH-
TOB B 00J1aCTH WH(OKOMMYHHKAIIMOHHBIX
CHCTEM; METOJIMKOM aHaJIN3a CETEBOro Tpa-
(buKa; METOMKOW aHAIIN3a Pe3yJIbTATOB pa-
OOTBI CPEIICTB OOHAPY)KECHHS BTOPIKCHHIA. ;

OO0me XapaKTepUCTUKU TOKa3aTeleid M KPUTEPHEB OIICHWBAHMS KOMIIETEHIIM Ha BCEX JTamax
NpUBENICHBI B Ta0OmuIe 2.
Tabmuia 2 — O0mue XapaKTepUCTHKH MOKa3aTesed U KPUTEPUEB OLICHUBAHUS KOMIIETEHIIHIA IO ATaram

Tlokazarenu u

3HaTh YMeTh Braanern
KpUTEpUHU
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OTnu4uHO (BBICOKHI
YPOBEHD)

O6nagaet hakTHUECKUMU
U TEOPETUYECKUMHU 3HAHU-
SIMH B TIPEJIeIIax u3yJae-
MOIi 00JIACTH C TOHUMAaHH-
€M TPaHMI] IPUMEHUMOCTH

OO6nagaer Auana3oHOM
MIPaKTUYECKUX YMEHUH,
TpeOyeMbIX Ui Pa3BUTUSA
TBOPYECKUX pELICHUH, a0-
CTparupoBaHus Mpoodem

Kontpomupyer pabory,
MIPOBOJIMT OIIEHKY, COBEP-
IIIEHCTBYET ACHCTBUSA pa-
0OOTBI

Xoporio (6a30BbIi

3HaeT (aKThl, MPUHIIMIIEI,

OOiagaeT quanas’oHoOM

beper oTBETCTBEHHOCTH 3a

3aaa4

YPOBEHB) IPOLIECCHI, OOIIKME MOHA- | TPAKTHYECKUX YMEHUH, 3aBeplICHHE 33134 B HC-
THS B IIpeJeNiaX u3ydae- | TpeOyeMBbIX JJIsl pelieHHsl | CIIeIOBaHUH, ITpHCIIocad-
MO¥ obmacTu OIIpECIeHHBIX IPOOJIEM B | IMBACT CBOE TMOBEJICHUE K

00JIaCTH UCCIIEIOBAHUS 00CTOSITEIHCTBAM B pellie-
HUU TIpoOIeM

VYnosnerBopurens- | Obnanaer 6a30BbiMH 00- | O0naaeT OCHOBHBIMU PaGoraer npu npsimom Ha-

HO (TIOpPOTOBBII IIMMHU 3HAaHUSAMU YMEHUSMH, TpeOyeMbIMH | OJTFOJICHUN

YPOBEHB) JUTSL BBITTOJTHEHHUST TIPOCTHIX

2 Peasn3zanuss KOMIETeHIHM I

2.1 Komnerenuus IICK-2
[1CK-2: cnocoOHOCTBIO BBISBIATH YCIOBHS, CHOCOOCTBYIOLIUE COBEPILIEHUIO MTPABOHAPYIICHUN B
OTHOIIICHUU CBEJICHUH, COCTABISIOIINX T'OCYIapCTBEHHYIO, OAHKOBCKYIO, KOMMEPUECKYIO TaifHy, Mepco-

HATBHBIX JJAHHBIX, IPYTHX CBEJICHUN OTPaHMYEHHOTO JOCTYIIA.

Jnst popmMupoBaHUs KOMIIETEHIIMH HEOOXOMMO OCYIIECTBUTH PSJ] TANOB. DTarbl (HOPMUPOBAHUS
KOMITETEHITUH, TTPUMEHSIEMBIE JUTSl STOTO BUBI 3aHATHH W MCIOIB3yeMbIe CPEJICTBA OICHUBAHUS IPE]-
CTaBJIEHBI B TaOIHIIE 3.
OPMHUPOBAHUs KOMITETCHIIMH U UCTIOJB3YEMbIE CPEJICTBA OIICHUBAHHUS

Tabmuma 3 — Dramsl

CocTasn

3HaTh

YmMmeTs

Bnanets

CopepxaHue 3Ta-
OB

YCIIOBHS, CIIOCOOCTBYIO-
[I1€ COBEPIIEHHUIO MPABO-
HapyILIEHUH B OTHOLLICHUH
CBEJICHUH, COCTABIISIONINX
rOCyJapCTBEHHYIO,
0aHKOBCKYI0, KOMMepYe-
CKYIO TaliHY, IIEPCOHAJIb-
HBIX JJAHHBIX, JPYTHX CBE-
JIEHUI1 OTPAaHUYEHHOTO J10-

cTyna

BBISIBJISITH YCIIOBUS,
CrocoOCTBYIOIINE COBEP-
LICHUIO NIPaBOHAPYILIECHUN
B OTHOIIICHHH CBEJICHUM,
COCTaBJIAIOLIMX rocyaap-
CTBEHHYIO, 0aHKOBCKYIO,
KOMMEPUYECKYIO TalHY,
MIEPCOHAJIBHBIX TAHHBIX,
JOPYIUX CBEJICHUN OTpaHU-
YEHHOT'0 JI0CTYyINa

HaBBIKAMH BBISIBJICHHS
YCIIOBHH, CIIOCOOCTBYIO-
LIUX COBEPUICHUIO MPaABO-
HapyIIeHUH B OTHOIIEHUH
CBEJICHUM, COCTABIISIONINX
rOCyIapCTBEHHYIO,
0aHKOBCKYI0, KOMMepye-
CKYIO TaliHYy, IEPCOHAb-
HBIX JAHHBIX, JPYTHX CBE-
JIEHU OTPAaHUYEHHOTO J10-

CTyIa

Bunrwl 3ansatuit

* HWurepakTuBHBIE 1a00-
paTOpHBIE 3aHATHUS;

* lHTEepaKkTUBHBIE JIEK-

onu,

» JlabGopaTtopHsie pabo-

THI;

* Jleknuu;

* (CamocTodrenbHas pa-
0oTa;

* HWuTepakTuBHbIE 1a00-
paTOpHbIE 3aHATHUS;

* VHTepakTHBHBIE JIEK-

onu,

» JlabopaTtopHbie pabo-

THI;

* Jlekuuu;

» CamMmocTosATenbHas pa-
oora;

* HWurepakTuBHbIE 1a00-
paTOpHBIE 3aHSTHUS;

» JlabGopatopHbie pabo-
THBI,

* (CamocrodrenbHas pa-
0oTa;

Hcnonb3yembie
CpelICTBA OLIEHUBA-
HUS

* KonrponpHas pabora;
* Oruer no 1aboparop-
HOU pabore;

* Onpoc Ha 3aHATHSIX;
e 3auer;

» KontponbHas pabora;
* OrtueTt no nabopatop-
HOU pabore;

* Onpoc Ha 3aHATHUAX;
* 3ayer;

* Oruer no aboparop-

HOM1 pabore;
* 3auer;
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DopMyJIMpPOBKa MOKA3aTeJIe U KPUTEPUEB OLCHUBAHUS JAHHOW KOMIICTCHIUU IIPUBEIECHA B Ta-
omune 4.
Ta6muia 4 — [TokazaTeny ¥ KPUTEPUU OLIEHUBAHUS KOMIIETEHIIMH Ha 3Tanax

Cocras 3HaTh VMeThb Brnagers
OTnmyHO * 3HACT B MOJIHOM * yYMEET B IIOJIHOM * B [IOJHOM 00OBbEME BJIa-
(BHCOKI/II7I ypOBeHB) o0beMe YCJIOBUA, 00beME BBIABIATE ycCJ10- €T HaBbIKaAMU BEISBJIC-

CITIOCOOCTBYIOIIKE COBEP- | BHS, CIIOCOOCTBYIOIIHE HUS YCIIOBHM, CITOCO0-
LIEHUIO [IpaBOHApPYIIIE- COBEPILEHUIO IIPABOHAPY-| CTBYIOIIUX COBEPIICHUIO
HUH B OTHOIIICHUH CBEJC- | IICHWH B OTHOIICHHH MPaBOHAPYIIECHU B OT-
HUM OrpaHUYEHHOIO J10- CBEJICHUI OTPAaHUYEHHO- | HOIIEHUU CBEACHUM
CTyIa; ro I0CTyIa; OTrPaHUYEHHOTO JOCTYIIA;
Xoporo (6a30BbIil | * 3HaET Ha MPOJBUHYTOM | * yMEeT Ha MPOJIBUHY- * Ha IPOABUHYTOM ypPOB-
YPOBEHB) YPOBHE YCJIOBHS, CIOCO0-| TOM YPOBHE BBHISIBIISITH He BJIaJeeT HaBBIKaMU
CTBYIOIIIME COBEPIICHUIO | YCIIOBUS, CIIOCOOCTBYIO- BBISIBJIICHUS YCIIOBUH,
MPaBOHAPYIIECHU B OT- 1€ COBEPIICHUIO IIpa- CIOCOOCTBYIOIINUX COBEP-
HOIIICHUHU CBEACHMI BOHAPYIIEHUN B OTHOLIE- | LIEHUIO IPaBOHApYILIE-
OTPAaHUYEHHOTO JOCTYMA; | HUM CBEACHUU OIpaHU- HUMH B OTHOIIICHUH CBEJIC-
YEHHOI'0 JOCTYIIA, HUW OrpaHUYEHHOIO J10-
CTyIa;
YnoBneTBOpUTEIbH | * 3HaeT Ha 6a30BOM * yMeeT Ha 0a30BOM * Ha 6a30BOM ypOBHE
0 (TIOpPOTOBBIN YpOBHE YCJIOBHSI, CIIOCOO-| YpOBHE BBISBIISATH YCIIO- BJaJeeT HaBbIKaMH BbISB-
YPOBEHbB) CTBYIOIIIME COBEPIICHUIO | BUs, CIOCOOCTBYIOIIIHE JICHHs! YCIIOBUM, CIIOCO0-
MPaBOHAPYIIEHU B OT- COBEPILEHUIO IIPABOHAPY-| CTBYIOIIMX COBEPIIECHUIO
HOIIIGHUH CBEACHMI ILIEHUM B OTHOIIICHUH MIPAaBOHAPYIIEHUN B OT-
OTPAaHUYEHHOTO JOCTYMa; | CBEICHHI OTPAHUYECHHO- | HOIIECHWU CBEIICHHI
ro I0CTyIa; OIPaHUYEHHOI'O JOCTYIIA;

3 TunoBble KOHTPOJIbHbIE 3aJAHUSA
,Z[JISI peanmaunn BLIIHCHGpe‘-II/ICJIeHHI)IX 3a1a4 O6y‘~IeHI/I$I I/ICHOHI)?;yIOTCSI TUIIOBBIC KOHTpOJII)HI)IG
3aJIaHHs WIIM WHBIC MaTepHabl, HEOOXOAMMBIC JIJIsl OIIEHKH 3HAHWUW, YMEHUH, HABBIKOB U (MJIM) OTIBITA JIe-
ATETHLHOCTH, XapaKTePU3YIOMIUX dTarbl (OPMHUPOBAHHS KOMIIETCHIIMA B MPOIIECCE OCBOCHHUS 00pa3oBa-
TEJIBLHOM MPOTrpaMMBbl, B CJICAYIONIEM COCTaBE.

3.1 3auér

— 1. [lonstue cetu. TpeboBanus, npeabspisembie k ceth. 2. Knaccuduxanus cereit. [Ipuznaku
knaccudukaruu. 3. CereBble Tonojoruu. [IpeumyinecTBa U HEAOCTaTKH 0A30BBIX CETEBBIX TOTIOJIOTHH. 4.
MeTtonpl KoMMyTanuu y3i10B cetu. IIpenMyiecTBa U HEJOCTATKN Pa3IMYHBIX METOJOB KOMMYTaluu. 5.
MeTtoapl aapecaii B MajiblX U OONBIIUX ceTax. TpeGoBaHus K agpecaM. 6. OCHOBHBIC alapaTHbIC U
IIPOrpaMMHBIE KOMIIOHEHTBI KOMIIBIOTEPHBIX ceTed 7. Ha3HaueHue u cocrtas JiMHHUN cBsA3U. Ha3zHadeHnue
Ka)XJI0T0 KOMITIOHEHTA JUHUM cBsi3H. 8. OCHOBHBIEC BUJIBI Mepenaronux cpen. Mx xapakrepuctuku. Orpa-
HUYEHUS nepenaroumx cped. 9. becnpoBoanas nunaus cBa3u. CoctaB oOopynoBanus. [loHsTHe xaHana.
10. CereBas monens OSI. Ha3znauenue. YpoBHHU B3aUMOACHCTBHS OTKPBITHIX cucTeM. 11. CtaHnmaprusa-
uus cereit. I[Ipoekt 802.x. 12. Meroasl nocTymna K cpene nepeaayn AaHHbix. 13. [loHstue mporokona u
unrepderica. Ctexu npotokonoB. CTaHgapTHBIE cTeKH MPOTOokoyoB. 14. CeteBast apxutekrtypa Ethernet.
basoBsiii ctangapt. KomrnoneHTs! peanu3anuu Ha GpusnyeckoM ypoBHe. 15. CTpykTypa Kajipa TeXHOJIOTHH
Ethernet. Texnonorus VLAN. Crannapt IEEE 802.1q. 16. CereBas apxutektypa Token Ring. 17. CeTe-
Bas apxurekrypa FDDI. 18. O6opynoBanue JIBC. ITpuniuns! paboTel KOHIIEHTPATOPOB, MOCTOB, KOMMY -
tatopoB. 19. CereBbie onepanmoHHbIe CUCTeMBI. TpeboBanus, npeabsasisieMble k ceTeBbiM OC. 20. bazo-
BbI€ NPUMHTHUBHI Tepe/laudl COOOUICHUI B pacrpeieieHHON ceTu. BbI30B ynaneHHBIX mpouenyp. Mexa-
HU3M cokeToB. 21. CeteBbie daiinoBblie cucteMbl. CemaHTuKa pazzaenenus Qaitios. 22. CaykObl UMEHO-
BaHMs pecypcoB. Cmyx0a karanoroB. [lomennbiii momxon. 23. Cmyxba karamoroB Active Directory.
VYnpasnenue oobekTamu ceTu. [ pynmoBbie MOJUTUKH. 24. 3a1a9l MOCTPOCHUS OOBEIMHEHHBIX CETEH. 25.
I'moGanbhas cets UnTepHet. Iloctpoenue. OcHoBHble nousATHs. CemeiictBo npotokonoB TCP/IP u ero
POJIb B IOCTPOCHHH T00anbHBIX ceTeid. 26. Ctek mpoTtokonoB TCP/IP. O6nacts mpumenenus. OCHOBHbBIC
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XapakTepucTUkH. 27. Tumsl agpecos, npumeHseMblx B cet VHTepHer. Haznauenue. Texnonoruu paspe-
meHus aapecoB. 28. [P-agpeca. Knaccsl [P-cereit. 29. [P-aapeca. Texnonorus CIDR. Ilonsatue cereBoro
npedukca. 30. O6opynoBanue I'BC. Kparkas xapakrepuctuka u HazHayeHue. 31. Ctpykrypa cetu Un-
TepHET. ABTOHOMHBIE CUCTEMBI U MarucTtpaibHble ceTH. TUIbI TPOTOKOJIOB MapipyTtu3auun. 32. Mapii-
pyruzanus [P-npotokona. Anroputmel Mapmpytuzauuu. 33. IIpotokonsl Mapmpyrusauuun RIP u OSPF.
XapakTepucTukH, TocTonHCTBa U Hepoctatku. 34. [Iporokon ARP. Haznauenue. [Ipunnun GyHKIIMOHY--
posanus. 35. [Iporokon DHCP. Haznauenue. [lpunuun ¢pynkunonupoBanus. 36. Ciryxx6a DNS. Haznaue-
nue. [Ipunnun ¢yaknuonuposanus. 37. [Ipotokonsl TpancnoptHoro ypoBHs cteka TCP/IP. CpaBHuTens-
HbIE XapaKTepUCTUKHU M NpUHIMIBLI paboThl. 38. [lepexBar makeToB B JIOKaJbHOW ceTH. HCTpYMEHTHI.
Crpyktypa maketoB. 39. TexHonoruu «mocienneit munm». [Iporpammubiii U annapaTHbii cocTaB. 40.
Cayx6st WWW u FTP. IIpotokonsl. Hactpoiiku cepsepHoro u kinuentckoro I10. 41. Cayx6a E-mail.
[TpoTokomsl AnmekTpoHHOM mouThl. HacTpoiiku cepBepHoro u kiaueHTckoro [10. 42. Cmyx6a MrHOBEHHBIX
coobmenuii Jabber. [Tpotokonsl. Hactpoiiku cepBeproro u kimeHTckoro 110. 43. TexHonoruu nepenadn
ronocoBoii uHGopmanuu. [Ipotokonsr SIP, RTP. 44. TumoBasi cTpykTypa 0TKa30yCTOMYHMBOTO KiacTepa.
PesepBupoBanue nanHbIX. 45. OCHOBHBIE KOMaH]Ibl, UCTIOJNb3YeMbIe MPU PabOTe C CEThIO B PEKUME KO-
MaHJIHOM CTPOKH.

3.2 TeMbI OIPOCOB HA 3AHATHAX

— Hcropus pa3sutus ceteit 9BM. MecTo 1 posib BBIUUCTUTENBHBIX CETE B COBPEMEHHOM MHUpE.
OcHoBHbI€ NOHATHS U TepMHUHOIOTHsL. OOLIMe NpeACTaBIeHUS O BIYUCIUTENbHOM ceTH. O0uiee moHsATHe
00 HepapXu4ecKod CTPYKType MPOTOKONOB. [IpHHIMIBI MHOTOYpPOBHEBOH OpraHHM3alliHl JOKaJbHBIX U
mobanbHbIX cereit OBM. Mozaens OSI. CrangapTHble cTeKH KOMMYHHUKAIIMOHHBIX TPOTOKOJIOB.

— CereBoll ypoBeHb nepenaud naHHbIX. [P-anpecanus. Peanuzanus MexXceTeBOro B3auMMOJEH -
ctBus cpeacrsamu TCP/IP. Iopsinok pacnpenenenus [P-agpecos. OtoOpaxkenue IP-agpecoB Ha J0Kaib-
Hble afapeca. ARP nmporokon. [Ipuanuner mapmpyruzanuu B [P-cersax. I[Iporokonsr mapmpyrusanuu. [1o-
HsaTue noMmeHa. [lomennas aapecanus B [P-ceTsix. DNS npotokont.

— Tumnoseie yrpo3sl ceTeBoit 6e30macHOoCTH. OCHOBBI KTacCHU(UKAIIMKA CETEBBIX YIPO3 H aTtak. Pe-
MIAMEHTHPYIOIIUE JOKYMEHTHI B 00JacTH 0€30MacHOCTH BBHIYMCIUTENbHBIX ceTell. CTtaHmapTel Oe3omac-
HOCTH BBIYHCIIUTEIBHBIX CETeH U UX KOMIIOHEHTOB. [IpaBoBbIe OCHOBBI 3aITUTHI MH(POPMAITUHU B CETSX.

— OcHOBHBIC MeXaHU3MBbI o0OecreueHus: 0e30MaCHOCTH U YIPABIECHUS PaCIPEICIICHHBIMHI PECYp-
camu. ObecrieueHre HaIeKHOCTH HHPpacTpyKTypsl MIHTEpHET.

— 3ammTa KaHaloB cBs3u B MHTepHeT. Buasl ncnons3yembix B MHTEpHET KaHaioB cBsizu. Mc-
M0JIb30BAHUE MEKCETEBBIX IKPaHOB. BUpTyabHbIEC YaCTHBIE CETH.

— VYs3BUMOCTH W 3amuTa 0a30BBIX MPOTOKONOB M ciyk0: Ilporokonsr mapmpyrtuzamun. Ce-
metictBo TCP/IP. Cyx06b1 orcka. besomacaocte WWW U 2JIeKTpOHHO# TIOYTHI.

3.3 Tembl KOHTPOJIBLHBIX padoT
— OCHOBBI TIOCTPOCHUS COBPEMEHHBIX JIOKAITBHBIX CETeH
Texnosornu odecreyeHnst 0€30IMaCHOCTH B JIOKAILHBIX CETIX
— Oo0ecmeuenne 0€30IaCHOCTH MEKCETEBOr0 B3aUMOICHCTBHS

3.4 Tembl 1200paTOPHBIX PadOT

Hactpoiika nogkiroueHust y3ia K ceTH. ABTOMaTHUYecKas JUHAMHUYECKas U CTaTU4yeckKas Ha-
CTPOMKHU CETEBOTO MOJIKIIOYECHHUS.

— Crex nporokonoB TCP/IP. Ilpuknanneie npoTokossl ceTd HTepHeT.

— Ceru Microsoft Windows. YnpasiieHue ceTeBbIMU pecypcaMy B OIHOPAHTOBOM CETH.

— Ceru Microsoft Windows. Ynpasiienue ceTeBbIMU pecypcaMH B OTHOPAHTOBOM CeTH.

— MopnenupoBanue 6a30BbIX CIIYK0 U MPOTOKOJIOB MapUIPyTU3ALUH B ITI00AJIBHBIX CETSX.

— bazossie ciyx0b1 cetn Matepuer. DHCP. DNS. IIpoTokosnsl MapuipyTH3aum.

— Tlpuxmanneie cnyx0b1 cetn MuaTepHet. Hactpoitka Web-, FTP-cepBepoB u cepBepa 37eKTpOH-
HOM IOYTHI.

— MHCTpyMEHTHI [UIs UCCIeIoBaHus ceTh (CHU(EPHI)

— MHcTpyMeHThI Ui ucciieloBaHus CeTH (CKaHepbl 0€30I1aCHOCTH)

— AHTUBHpYCHas 3alIUTa
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— BupryanbHble YacTHbIE CETH

— CucteMbl 0OHapYKEHHSI U TIPEAOTBPAIIECHUS BTOP)KEHUI
— DLP-cucremsl

be3onacHOCTb MPUKIIQAHBIX TPOTOKOJIOB

4 MeToanuecKkue MaTepuabl
Jlist obecniedeHus mporecca OOyJICHHSI M PEIICHUs 33139 O0yUICHHS UCTIONB3YIOTCS CIICTYIOIINE
MaTepHUabL:
— METOAMYECKUE MaTepUalibl, OMPEACISIONINE MPOIeAYPhl OIICHUBAHUS 3HAHUM, YMEHUN, HABbI-
KOB U (WJIM) OTIBITA JESITENbHOCTH, XapaKTePU3YIOIINX 3TAIbl (OP-MUPOBAHMS KOMIIETSHIIUN, COTJIACHO 1.
12 paboueit mporpaMmel.

4.1. OcHOBHas1 JIUTEpaTypa

1. KowmmbrotepHsie cetu: [IpuHIMIBI, TEXHOIOTUH, TPOTOKONIBI [ TekcT] : yueOHuK /1t By30B / B.
I'. Omudep, H. A. Onudep. - 4-e uzn. - CIIG. : IIUTEP, 2013. - 944 c. : un., Tabmn. - (YueOHUK IS BY30B.
CranmapT TpeThero nokonenus). - And. ykas.: c. 918-943. - ISBN 978-5-496-00004-8 : 470.69 p. (na-
anuue B onbaroreke TYCVYP - 20 5k3.)

2. Kommbrorepnsie cetu [Tekcr] : Hayunoe uznanue / 3. Tanenbaym, JI. Yazepomt. - 5-e usm. -
CIIG. : [TUTEP, 2013. - 960 c. : w1, Tabn. - (KIIACCUKA COMPUTER SCIENCE). - Ilep. ¢ aHri. -
And. ykaz.: c. 947-955. - ISBN 978-5-4461-0068-2 : 1244.32 p. (Hanmuuue B 6ubmorexke TYCVYP - 15
9K3.)

4.2. JlonosHuTEIbHAS JIUTEpaTypa
1. CereBble onepalnroHHbIE CUCTEMBI : Y4yeOHoe mocobue /i By3oB / B. I'. Onudep, H. A. Onu-
dep. - CII6. : Iutep, 2007. - 538[6] c. : wi. - (YueOHuk s By30B). - bubmmorp.: c. 525-526. - And.
ykas.: ¢. 527-538. - ISBN 5-272-00120-6 : 145.20 p. (nanuuue B 6udbmoreke TYCVYP - 10 3k3.)

4.3. O0s13aTesibHbIE Y4eOHO-MeTOoAUuYeCKHe NM0Co0us
1. besomacHocts cereit OBM: Meroanueckue yka3zaHus ajs 1a0OpaTOPHBIX U MPAKTHUECKHUX
pa6ot / HooxpectoB A. K., Ilpackypun I".A., 2014. — 99 c. [DaexkTpoHHBIN pecypc]| [DIEeKTpOHHBIH pe-
cypc]. - http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM lab pract.pdf
2. bezonacHocTh cereit OBM: Meronuueckue yka3aHus Il CAaMOCTOSATEILHON paboOThl CTYICH-
ta / HoBoxpectoB A.K., IIpackypun I"'A., 2014. — 4 c. [DnexTpoHHBIH pecypc] [IneKTpoHHBIH pecypc]. -
http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM _sam.pdf

4.4. ba3bl JaHHBIX, HHPOPMAIMOHHO CIIPABOYHBIE M IOMCKOBBIE CHCTEMbI
http://www.lib.tusur.ru — GuGIMOTEKAa YHUBEPCUTETA;
http://www.elibrary.ru — Hay4Has s51eKTpoHHast OMONIMOTEKA;
http://www.edu.ru — Be6-caliT cuctemsI peepaibHbIX 00pa30BaTEIBHBIX MTOPTAJIOB.

[IporpamMmMHoOe oGecrnieueHue:

OIepalMoOHHbIEe CUCTeMBI cemeiicTBa Windows;

cpencTBo 3amuThl HHGopManuu "brokxocTt-cets K";

crcreMa oOHapykeHHsI BTopkeHHi "Snort";

. cpenctBo monenupoBanus ceteit Cisco Packet Tracer;

10. DLP-cuctema "Kontyp unpopmarnnonsoit 6ezonacHoctu SearchInform";
11. nuctpubyrus Kali Linux;

12. cucrema aHanu3a 3amuiieHHocTd cetu "MaxPatrol".

00N L AW~
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