MHMUHUCTEPCTBO OBPA30BAHUA 1 HAYKUA PO
degepaibHOE TOCYAAPCTBEHHOE 0I0/kKeTHOe 00pa3oBaTe/IbHOE yUpeXXieHHe BhICIIero 00pa3oBaHus

«TOMCKUI TOCYIAPCTBEHHBIV YHUBEPCUTET CUCTEM
YIIPABJIEHUA U PATMOIEKTPOHUK»
(TYCYP)

= TUSUR YTBEPXIARO
m m UMNIVERSITY ITpopekTop 110 yuebHOI paboTe

Ceprugamar: 1obcfala-5laf-448-aef0-5584d2fd4820
Brageasey: Tpoaw MNasen CHmmonn

LeacTaatengs: ¢ 1001, 2016 no 16092010

PABOUAS TTPOTPAMMA YUEBHOU OV CHUTIJTMHBI
Be3sonacHocths ceret DOBM

YpoBeHb 00pa30oBaHus: BbICIIee 00pa3oBaHHe - CIIEI[HATUTET

HaripaBnenue mnoarotoBku (cneruanbHOCTh): 10.05.04 MHBoOpMauOHHO-aHA/TUTHYECKHE CHCTEeMbI
0e30macHOCTH

HanpaenenHocts (ripodusis): ViHdopmanmoHHas 0e30macHOCTh (PUHAHCOBBIX M 3KOHOMHYECKHX
CTPYKTYp

dopma obyueHus: OUHas

dakynbretr: @B, @akynbTeT 6€30MaCHOCTH

Kadenpa: BUC, kadeapa 6e3onacHocTH HH(HOPMALIMOHHBIX CHCTEM

Kypc: 3

Cemecrtp: 5, 6

YuebOHbI 11aH Habopa 2016 roza

Pacripesenenue pabouyero BpeMeHH

Ne Bup! yue6HOM fesSTe/TbHOCTH 5 cemecTp 6 cemecTp Bcero EayHuiib
1 |Jlekuuu 18 28 46 yacoB
2 |lIpakTUueckue 3aHATUSA 18 18 4yacoB
3 |JIaboparopHble pabOThI 36 44 80 YyacoB
4 | Bcero ayJuTOpHBIX 3aHATUU 54 90 144 4acoB
5 |V3 HUX B UHTEPaKTHUBHOU (opme 16 24 40 4yacoB
6 |CamocTosTenbHast pabora 18 18 36 yacoB
7 | Bcero (6e3 5k3ameHa) 72 108 180 4yacoB
8 |IloaroroBka u cjada sK3aMeHa 36 36 4yacoB
9 | OO1asi Tpy0eMKOCTh 72 144 216 yacoB
2.0 4.0 6.0 3.E

3auet: 5 cemecTp
JK3ameH: 6 ceMeCTp

Tomck 2017
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PilCC.\l()TpeHél 151 ()J()GpeHLl Ha 3aCCJaHuM Kil(i)ﬁ;[pbl
npotokosn Ne 2 ot « 19 » 2 2017 1
JIUCT COIVIACOBAHMIA

Pabouasi miporpamMMa cocCTaB/ieHa C ydeToM TpeOoBaHUl efepaabHOr0 ToCyAapCTBEHHOTO
oOpa3oBarenlbHOTO CTaHfapTa Bbiciiero obpaszoBanus (PT'OC BO) mo HampaBaeHWIO TIOATOTOBKH
(criermaneHOCTH) 10.05.04 MHDOpMalMOHHO-aHA/IMUTHUECKe CUCTeMbl 0e30TMacHOCTH, YTBEPKIEeHHOTO
2016-12-01 roza, paccMOTpeHa U yTBep)K/ieHa Ha 3aceljaHuy Kadeapsl «___ » 20__ ropa,
TPOTOKOJ Ne

Pa3paboTumku:
accucreHT Kap. KUB3BC HoBoxpectos A. K.

3aBeayromumii obecreunBarolei Kad.
KNBSBC [MMenymanos A. A.

Pabouasi mporpaMma coriacoBaHa C (hakyIbTeTOM, TTPOGUIMPYIOIel 1 BhIMyCKarollel KadeapaMu
HaripaB/ieHUs TTOJJTOTOBKU (CIeliaJbHOCTH).

Hekan @b HaBbigosa E. M.
3aBenyroluii BeIMycKaroiieit kag.

BUC Melruepsikos P. B.
OKCIePThI:

noueHT kKad. KUB3BC Komnes A. A.
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1. Ilesiu ¥ 3aauM AUCHUILTAHBI

1.1. ITes1 AMCLUIIIUHBI
OOyuuTh CTYAEHTOB OCHOBAM TIOCTPOEHMSI U IKCIUTyaTalluid BBIUHMC/IUTETBHBIX CeTel, MPUHIUTIaM
¥ MeTojaM 3alUThl UH(QOPMALIMM B KOMITbIOTEDHBIX CEeTSIX, HaBbIKaM KOMILIEKCHOTO TIPOeKTHPOBaHUS,
TIOCTPOEHUSsI, 00CTY>KMBAaHUS M aHa/IM3a 3allUIIeHHbIX BBIYMC/TUTETbHBIX CEeTEH.

1.2. 3agauy JUCIMIIIAHBI
— [laTb OCHOBBI:
—  — apXUTEKTYypbl BbIUMC/IUTEIbHBIX CeTel;
— — IIpOrpamMMHO-arapaTHbIX U TeXHUUeCKUX CPeZCTB CO3AaHUsI CeTel;
—  — TIPUHLMIIOB TIOCTPOEHUS CeTel U yIipaB/eHusl UMU;
—  — WCI0/Ib30BaHus MPOrPaMMHbIX U arfapaTHbIX TEXHOJIOT U 3allUThI CeTel;
—  — MeToJ|0/IOTWU TIPOeKTUPOBAHUSI, Pa3BePThIBAHUS U COTIPOBOKEHUS 6€30TIaCHBIX CeTel;
— —o00c/iefoBaHus ¥ aHa/TM3a 3all[UIIeHHBIX BEIUMC/TUTETbHBIX CETei.

2. MecTo pucouiuinHeel B cTpyKrype OITIOII
HMucorinHa «be3omacHocTs ceteit O9BM» (B1.B.O/1.5) otHocuTcsi K 670Ky 1 (BapuaTuBHAas
4yacThb).
[MpefuiecTByOMMY  AUCLIATIIMHAMY,  (OPMUPYIOIUMU  Haya/bHble 3HAHUS, SIBJISIIOTCS
cefyrolye AUcHuruiiHbL: IHpopMaTrika, OCHOBBI MH()OPMAL[MOHHOM 0e30macHOCTH.

3. TpeboBaHusA K pe3y/bTaTaM 0CBOEHHS JUCIIUILTHHBI

I[Tporecc u3yueHUs JUCLIMIUIVHBI HarlpaB/ieH Ha ()OpMUPOBaHKe CJlelyHOIMX KOMIIeTeHL[Ui:

— TIK-9 crioco6HOCTBIO BBISIB/IATE OCHOBHBIE Yrpo3bl Oe30macHOCTH MHGOpPMAaLUY, CTPOUTh U
VICC/1e[10BaTh MO/Ze/I HapyLIWTe s B KOMIIbIOTEPHBIX CUCTEMax;

— TIK-10 cnocoGHOCTBIO OCYIIEeCTBASTh BbIOOD TEXHOTIOTHWH, WHCTPYMEHTA/IbHBIX CPeJCTB,
CPEeJCTB BBLIUMC/HUTENLHOW TEXHUKU W CPEACTB obecrieueHrsi WH(GOPMALMOHHOM 6e30macHOCTH
Co3/1aBaeMbIx crieruaibHbx MAC;

B pe3sysnbraTte usyueHus JUCLIIUIMHBI CTYEHT JO/DKeH:

— 3HaTh CpeJCTBAa M MeTO/bl XpaHeHWs U Mepejaud HHGOpPMaLMY; STaJOHHYI MOZesb
B3aUMO/IEMCTBUS OTKPBITBIX CUCTEM; OCHOBHbIE CTaH/apThl B 00/1aCcTH MH(POKOMMYHHKAIIMOHHBIX CUCTEM
Y TeXHOJIOTMM; OCHOBHble HODMAaTWBHO IIPaBOBble aKTbl M HOPMAaTWBHBIE MeTOJUYeCKHe NOKYMEHTHI B
obnactu VH(OKOMMYHMKALIMOHHBIX cucTeM; TIPUHLIMIIBI MOCTPOEHUS 3alUIIeHHbIX
Te/IleKOMMYHUKALIMOHHBIX CUCTEM; MeXaHW3Mbl peaju3aljid aTak B KOMITBIOTEPHBIX CeTsX; 3alljuTHble
MeXaHU3MbI U Cpe/ICTBa 0becrieyeHUs1 ceTeBOW 0e30TacHOCTH; CPeCTBA U METO/bl MpeAOTBpaLieHus] 1
oOHapy keHHs1 BTOP>KeHHUH.

—  yMeTb NPUMEHSTH 3allyIlleHHbIe TIPOTOKOJIBI, Me)KCeTeBble SKpaHbl M CPeJCTBA 0OHAPYKeHHs
BTOP)KEHWH I 3allyThl MH(OPMaLMK B CeTSX; OCYILLeCTB/SATH Mepbl NMPOTUBOZAENCTBUS HapyLUEHUSIM
ceTeBOM 0e30TMIaCHOCTH C MUCTOJ/Ib30BaHUEM Pa3/MYHBIX MPOTPAMMHBIX U arlapaTHBIX CPeJCTB 3alUThI B
COOTBETCTBUM C TpeOOBaHUSAMU HOPMAaTHMBHO TIPABOBLIX AaKTOB M HOPMAaTUBHBIX MeTOAMYEeCKUX
JOKYMEHTOB.

— BJaJileTh HaBbIKaMU KOH()WI'YPUPOBaHUS JIOKalbHbIX CeTel, HaBblKaMH peasjiu3aliiy CeTeBbIX
IIPOTOKOJIOB C IIOMOIIBIO TPOTrPaMMHBIX CPeJCTB; HaBbIKAMM HACTPOMKM MeXXCeTeBbIX 3KpaHOB;
HaBbIKaMM TPYMEHEeHUs1 HOPMAaTHBHO TPAaBOBbIX aKTOB UM HOPMATHMBHBIX MeTOAUYECKUX [JOKYMEHTOB B
o6macTi MH(POKOMMYHHUKALIMOHHBIX CUCTeM; MEeTO/IMKOM aHalr3a ceTeBoro Tpaduka; MeTOJUKOM aHa/In3a
pe3y/ibTaToB paboThl CPeACTB 0OHAPY KeHUsl BTOP)KeHUH.

4. O0beM ANCHMIIIMHBI M BUABI YU4e0HOM padoThI
OO1iast TPYAOEMKOCTh JUCLIMIUIMHBI cocTaB/sseT 6.0 3aueTHbIX eJUHMIILI U TIpe/CTaB/ieHa B
Tabmumne 4.1.
Tabsmura 4.1 — Tpy0eMKOCTb AUCIUTTAHBI

Bujibl yueOHO¥ /1esITeTbHOCTH Bcero uacos CemecTpsl

5 cemecTp 6 cemecTp
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AynuTopHbIe 3aHATHS (BCETo) 144 54 90
Jlekuym 46 18 28
[IpakTyeckue 3aHATHA 18 18
JlabopartopHbie paboThI 80 36 44
W3 HUX B UHTEpaKTUBHOU (opme 40 16 24
CamocTositenibHast paboTa (Bcero) 36 18 18
OdopmeHre 0TUETOB T10 JTaOOPAaTOPHBIM 21 9 12
paboram

[TpopaboTKa JIeKIIMOHHOTO MaTepuasa 14 9 5
[ToaroToBka K mpakTUUeCKUM 3aHSITHSM, 1 1
ceMuHapam

Bcero (6e3 sk3ameHa) 180 72 108
ITogroroBka u c/laya sK3aMeHa 36 36
OO0111ast TPYJOEMKOCTD U 216 72 144
3aueTHble EqvHULIBI 6.0 2.0 4.0

5. Copepxanue AUCIUIIUHBI

5.1. Pa3jenbl JMCHUIIMHBI 1 BU/IbI 3aHATUHMN

Pazfenbl AUCLUTIIMHBI ¥ BU/IBI 3aHATHH TTPUBe/IeHbI B Tabmmile 5.1.

Tabsuria 5.1 — Pa3zgenbl AUCIUIUTAHBI ¥ BUZbI 3aHATUN

x = £
S A @)
= 8 | 8 .
T a < @
S &, = 8z 2 £
s 0z ¥ gz gf
Ha3BaHus pa3s/ieioB AUCLUIUTAHbI g £ = 5 2 3 B g
SIS T R
S 5 5 =& &E
5o O =
=9 = =
= )
5 cemecTp
1 OcHOBHBIe MOHATHUS UHGOPMAIMOHHBIX 4 0 8 4 16 |IIK-10
ceTel
2 OCHOBBI TTOCTPOEHUST COBPEMEHHBIX 4 0 8 4 16 |IIK-10
JIOKa/lbHBIX CeTen
3 CeTeBble OrepaliOHHbIe CUCTEeMBbI 8 13 |IIK-10, I[IK-9
4 Cpe[ncTBa peanusaliii MeKCeTeBOro 6 12 24 |TIK-10
B3aUMO/IeCTBUS
5 TlepcnieKTUBHBIE HArlpaB/IeHUS 2 0 0 1 3 ITK-10
Pa3BUTHS U MPOOJIEMBI
HMH(OPMAaITMOHHBIX CeTel
Wroro 3a cemecTp 18 0 36 18 72
6 cemecTp
6 OCHOBHBbI€ TOHSITHSI MH(POPMAaL[MOHHOU 4 0 0 1 5 [1K-10, ITK-9
Oe3omacHoCTH
7 TexHonmoruu obecreyeHus 8 18 12 8 46 |IIK-10, ITK-9
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0e30I1aCHOCTH B JIOKA/IbHBIX CETAX

0a3e ceTeBBbIX OornepanoOHHBIX CUCTEM

8 ObecrieueHue He30MacHOCTH CeTeHd Ha 6 0 0 1

I1K-10, IIK-9

9 ObGecrieueHue 6€30MaCHOCTH
ME>KCETEBOI'0 B3aMMO/IeHCTBHS

32 7

45

[1K-10, TIK-9

10 TIpaBoBbIe OCHOBBI 3aLUThI

3aluIleHHbIN JOKYyMeHTO000pOT

MH(OPMaLU B KOMITbIOTEPHBIX CeTSIX.

[1K-10, IIK-9

Wroro 3a cemecTp

28 18 44 18

108

HToro

46 18 80 36

180

5.2. Copep>kaHue pa3/e/ioB JUCHUILUTHHBI (M0 JIEKI{UAM)
Copiep>xaHue pasziesioB AUCLUTUIMH (T10 JIEKIUSIM) TIpHUBe/ieHo B Tabnuie 5.2.
Tabnuiia 5.2 - CopepykaHue pa3zie/ioB AUCLUTUIMH (TI0 JIEKI[HSIM)

Ha3zBaHus pa3aesioB

CopeprkaHue pas/iesioB JUCLATIIMHBI 10
JIEKI[ASIM

Tpyz0oeMKOCTb,

q

dopmupyeMbie

KOMITIeTeHIIMH

5 cemecTp

1 OCHOBHbIE TIOHATHUS
HMH(OPMAaIMOHHBIX CeTel

Wcropus pa3sutus cetert DBM. Mecto u
POJIb BLIUMC/IUTE/TbHBIX CeTel B
COBpeMeHHOM MUpe. OCHOBHBIE MOHATUS
1 TepMuHoJiorusi. O6IIMe npeCcTaBIeHUs
0 BBIUMC/TUTE/IbHOM ceTu. O011ee
TOHSITHE 00 MepapXuueckou CTPYKType
MPOTOKO/OB. [IpyHLIUIIBI
MHOT'OYPOBHEBOM OpraHu3aliviu
JIOKAJIbHBIX U I7100a/bHBIX ceTei DBM.
Mogpens OSI. CtanmapTHbie CTEKU
KOMMYHUKAL[MOHHBIX TTPOTOKOJ/IOB.

N

CrangapTu3sainus B CeTSX.
Knaccudukaiiysi BBIUMC/IATeTbHBIX
ceteii. TpeboBaHUsl, TIpe/bsIB/sieMble K
COBpEMEeHHBIM BbIUUCTUTE/IbHBIM CETSIM.
MeTo/ibl ¥ TEXHOJIOTUU TTPOEKTHPOBAHUS
CPeJCTB TeJleKOMMYHUKALIUA.
Crpykrypu3auuu cetu. drsnueckas u
noruyveckasi Torosoruu ceteii. OCHOBHOe
KOMMYHHKAI[MOHHO€e 000py/10BaHKe

HToro

[TIK-10

2 OCHOBBI TIOCTPOEHUST COBPEMEHHBIX
JIOKa/IbHBIX CeTeun

KaHnane! cBsA3u. XapakTepUCTUKU KaHaJIOB
CBAA3M. Jlornueckoe KogvpoBaHUe.
ACVHXDPOHHas U CHHXPOHHas Iepe/jauyl.
Wepapxusi B KabesbHOM cUCTeMe.
CTpyKTypypoBaHHast KabesibHast CUCTeMa.

KoHdwurypatiym okambHbIX
BBIUHC/TUTE/TLHBIX CETeN U MEeTO/[bl
Jocrymna B HUX. CTpyKTypa U GyHKLWN

ITK-10
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NoKanbHbIX ceTeil. Cozlep)kaHue
cradzapra IEEE 802. Ba3oBeie
TeXHOJIOTUH JIOKabHbIX ceTeil. IEEE
802.2 Ethernet. O6opyznoBaHue
JIOKA/IbHBIX CeTeM.

HToro

3 CeTeBble OnepaniOHHbIe CUCTeMbI

[IporpammHBIe cpezCcTBa
TesleKOMMyHUKaluu. CTpyKTypa
TIPOrPaMMHOTO 00ecIieueHust JIOKaTbHOM
cetu. Knaccudukarys nporpaMMHOro
obecrieueHyst JIOKaIbHBIX CETeM.
[IpyHLMIIBI TOCTPOEHUS CEeTeBOro
TIPOTrPaMMHOTO 00ecIieueHus U CeTeBBIX
orepaloHHbIX cucteM. Knaccugukarys
cepsepoB. [IpoekTupoBanue ceteri OBM
T10 IPUHLIUILY «K/IUEHT-CepBep».

Htoro

ITIK-10

4 CpepcTBa peanv3alii MeXXCeTeBOro
B3aUMO/IeCTBUS

CeTeBoi1 ypoBeHb Iepejjauy JaHHbIX. [P-
azipecanus. Peanusaliys MexxceTeBOro
B3auMoielicTBus cpegcteamu TCP/IP.
[Topspmok pacripenenenus IP-anpecos.
OTtobpakerue IP-azipecoB Ha JIOKa/TbHbIE
agpeca. ARP nporokor.

ITpuHUMIIBEI MapLIpyTHU3aLuK B [P-ceTsx.
[IpoTtokosnel mapuipytusanuu. [TIoustue
JomeHa. [lomeHHas agpecaius B IP-
cetssx. DNS mipotokou.

ITporoxkon IPv6. IIpoToKosbl
TpaHcroptHoro yposHst TCP u UDP.

Htoro

ITK-10

5 IlepcrnieKTUBHBIE HATpaB/IEHUS
Pa3BUTHS U MPOO/IEMBI
MH(OPMAaIMOHHBIX CeTel

CoBpeMeHHbIe TeH/|eHL[UU pPa3BUTHS
TeJIeKOMMYHUKAaLMOHHBIX CUCTEM.
WHTerpanus pa3inyHbIX TUTIOB CeTel U
ceTeBBIX CTy>X0. BupTyanu3auust
WH(POPMAaLMOHHBIX cucTeM. O6auHbIe
BBIUMCJIEHUS.

HToro

ITK-10

Nroro 3a cemectp

18

6 cemecTp

6 OCHOBHbIe MTOHATUSA
uH(OpMaLMOHHOM Oe30macHOCTH

OO6ecnieueHure 6e3011aCHOCTH
TeJIEKOMMYHUKAIIMOHHBIX CBSI3eH U
a/IMUHUCTPATHUBHBINA KOHTPOJIb.
OCHOBHBIE TIOHSATHSI U TEPMUHOJIOT S,

TuMOBBIE YIPO3bI CETEBOM 6e30MacHOCTH.
OcHOBBI K/1aCCU(HUKALIUU CeTEBLIX YTPO3
U aTak. BimsiHue uesioBeueckoro akropa
Ha CeTeByIO 0e301acHOCTb.

Htoro

ITK-10,
ITK-9
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7 TexHonoruu odecreyeHus
0e30MacHOCTH B JIOKAJIbHBIX COTSX

3aluTa TOnoa0ruM ceTu. BupTyasnbHble
JIOKasibHbIe ceTU. [10TIOMHUTe/IbHbIe
(GbyHKUMM KOMMYTaTopoB. [lepcoHanbHbIe
9KpaHbl. AOOHEHTCKoe I1dpoBaHue.

3aiura ceteBoro Tpaduvka u
KOMIIOHEHTOB CeTH. 3aluTa
KOMIIOHeHTOB ceTu oT HC/I.
Be3omnacHocTs pecypcos cetu. CpezcTBa
HJeHTU(hUKALIMK U ayTeHTU(hUKALUH,
MeTO/IbI pa3ie/ieHrst peCypCcoB U
TeXHOJIOTUW pa3rpaHuueHus J0CTyma.

Cpe/cTBa TOBBIIIEHUST HAZIE)KHOCTH
(GYHKLMOHMPOBaHUA ceTell. 3alura ot
c60eB 371eKTPOIMTaHMUs, arrnapaTHOro U
nporpaMMHOTo obecrieuenysi. KOHTposb
U pacrpe/iesieHre Harpy3Ky Ha
BBIUMC/IUTE/IbHYIO CETb.

PeryiaMeHTHpYOIIMEe JOKYMEHTHI B
06/1acTy 6e30MaCHOCTH BBIUUC/IUTENBHBIX
ceteii. CTaHJapThl 6€30MaCHOCTH
BBIUMC/IUTE/IBHBIX CeTed U UX
KOMITOHEHTOB. [IpaBOBbIe OCHOBBI
3aIUTHI UHPOPMALIUH B CETSIX.

HToro

[TK-10,
ITK-9

8 Obecrieuenue Ge30MaCHOCTH CeTer
Ha 6a3e CeTeBbIX OIepalOHHBIX
CUCTEM

CeteBble OriepaliOHHbIe CUCTEMBbI
Windows, Unix/Linux. OcHoOBHbIe
TIPOTOKOJTBI, CITYKOBI,
(byHKLUHMOHHMPOBaHUe, CPe/iCTBa
obecrieueHysi 6€30MacHOCTH, CPeACTBa
yTIpaB/ieHUsI U KOHTPOJISI.

[MonuTyka 6e3omacHocTH: [ToHsITHE
TIOJTUTUKY Oe30macHOCTH. TUTTOBBIE
3/IeMEHTHI TIOJTUTHUKY 0e30TMacHOCTH.
[TocTpoeHue, peanu3arivsi, TIOA eP)KaHUEe
1 MOAM(DUKALUS TTOJTUTUKU
6e3omacHocTr. Kputepun orieHKH
6e3oracHocTH ceteBbix OC. OCHOBHbBIE
KPUTEpPUH aHa/iu3a CeTeBOu
6e3oracHocTy. O6111as rpoieaypa
aHaJM3a.

HNToro

I1K-10,
ITK-9

9 ObecrieueHue Ge30MacHOCTH
MEJKCEeTeBOT0 B3aMOZeHCTBUS

OCHOBHBIE MeXaHU3MbI 00ecrieyeHust
6e301acHOCTH 1 YTIpaBJIEHUS
pacnpe/ie/ieHHbIMA PeCypCamH.
ObecrieueHne Hale)KHOCTH
uHppacTpyKkTyphl IHTEPHET.

3awyra KaHa/loB CB3U B VIHTepHeT.
Buppl ucrionb3yembix B IHTepHeT
KaHaJsIoB CBsA3U. Vcrnosib30BaHue
Me)XCeTeBbIX IKpaHOB. BupTyasbHbie

TIK-10,
TIK-9
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YaCTHbIe CeTH.

YA3BUMOCTH 1 3a1{uTa 6a30BBIX
TIPOTOKOJIOB U CTy>K0: TIpOTOKOJIBI
MapuupyTtusauuu. Cemerictso TCP/IP.
Cy»x0bI noricka. be3omacHocts WWW u
3JIEKTPOHHOM MOYTHI.

Htoro

10 TIpaBoBbIe OCHOBBI 3aLUThI
MH(OpMaLU B KOMITBIOTEPHBIX CETSIX.
3alluIIeHHbIN JOKyMeHTo000poT

CucTeMbl 0OHapY>KeHHS U
TIPOTUBO/IEHCTBUS BTOP)KEHUSIM.
Krnaccudukariyst ¥ IpUHIUIIBL
(bYHKIIMOHUPOBAHHUS CUCTEM
oOHapy»keHus1 BTopKeHui. CKaHepbl
0e30I1aCHOCTH.

Krnaccel ckaHepoB 6e301MacHOCTH U
0COOEHHOCTH MPUMEHeHHsI. 3alluTa OT
BUPYCOB.3all[1Ta 3/1eKTPOHHOTO
JIOKyMeHT0000poTa.

HToro

4

TK-10,
K-9

Nroro 3a cemectp

28

Hrtoro

46

5.3. Pa3jenbl AUCHUIUIMHBI U MEX/UCIUIUIMHAPHbBIE CBSI3H C 00eCreYrnBaIUMH (1P eAbLyIMMH)
U o0ecrieuBaeMbIMH (MOC/IEAYIOLUMH) AUCHUIUTMHAMHA

Paszienibl JUCLMTIMHBI U MEX/JUCLIMTUIMHADHBIE CBSI3W C 00eCreunBaroiuMu (TIpeAbIAyLMMA) U
obecreurBaeMbIMH (TIOC/IEIYIOLIMMI) AUCLUITMHAMHU TIPe/ICTaB/IeHbl B Tabsmuie 5.3.
Tabnuiia 5.3 - Pa3gens! AUCHATIIMHBI M MEXKIUCIUIUIMHAPHBIE CBSI3U

HavmMeHoBaHue JUCLIATIIUH

Ne pa3esioB JaHHOMN AUCIUIUTHHBI, /i1 KOTOPBIX HE00X0UMO HU3yUueHHe
obecrieunBaroIMX ¥ 06ecrieuMBaeMbIX JUCIUTIAH

1 2 3 4 5 6 7 8 9 10
[TpeaiuecTByoOLMe AUCLUTIMHBI
1 Nudopmarrka +
2 OCHOBBI
VMH(pOpMaLIOHHOM +
be3omacHoCTH

5.4. CooTBeTCTBHE KOMIIeTEeHI} M, ()OpMIPYyeMbIX IIPH M3yYeHUH AMCIUILIMHBI, U BU/I0B 3aHATHI
CooTBeTCTBUE KOMIeTeHLMH, (OpMUpPYeMbIX MNpPU H3yueHUW [UCLIMIUIVHBL, U BUJOB 3aHATHN

npeicTaB/ieHo B Tabmure 5.4

Tabma 5.4 — CooOTBeTCTBHe KOMIIETeHIIMA W BHOB 3aHATHM, (OPMUDPYEMBIX IIPU W3yUeHUH

HNCIHUIJINHBI

Bunpl 3aHATHI

@OpMEBI KOHTPOJIS
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[1K-9 + + + + 3ammTa otyeta, OTUeT 1o
naboparopHoii pabore,
Ornpoc Ha 3aHATUSIX
IIK-10 + + + + 3amura otyera, OTuert 1o
naboparopHoii pabore,
Ornpoc Ha 3aHATUSIX

6. InTepakTHBHBbIE MeTOABI K ()OPMbI OPraHU3aIUH 00yUeHHUA
TexXHO/IOTUM WHTEPAKTUBHOTO OOyueHWs TPy pa3HbIX (OpMax 3aHATUN B uyacaxX IMPUBEJEHbI B
Tabmumie 6.1
Tabsura 6.1 — TexHOIOTMM UHTEPAKTUBHOTO 00yUYeHUs TIPY Pa3HbIX (hOpMax 3aHATHH B yacax

WHTepakT
VIBHbIE
VHTepakTBHbIE
MeTtoznbl WHTepakTHBHBIE JIEKLUU | TPAKTHAUE Bcero
nabopaTopHbIe 3aHATHS
cKue
3aHATHSA
5 cemecTtp
IT-mMeTo b1 10 10
[pe3eHTanuu ¢ 6 6
WCII0/Tb30BaHUEM
C/1alI0B € 00CYKIeHreM
Wroro 3a cemecTp: 10 6 0 16
6 cemecTp
I'T-meTozbI 12 12
[Ipe3eHTanmu c 8 8
VCII0/Tb30BaHUEM
CJ1aliioB € 00CyXKAeHnemM
WccnenoBaTenbCKuii 4 4
MeTO/,
Wroro 3a cemecTp: 12 8 4 24
Wtoro 22 14 4 40
7. JTabopaTopHbIe padoThI
HanmeHoBaHue 1abopaTopHbIX paboT rpuBejeHo B Tabnuiie 7.1.
Tabmuua 7. 1 — HanmeHoBaHMe 1abopaTopHbIX paboT
4 L s
I L =
3 = =
=z 5
(<5}
Ha3Banus pa3zenoB HanmMeHoBaHue 1ab0paTOPHBIX paboT z - 2 &
St 25
2 o' 9
= S
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5 cemecTp

1 OcHOBHbBIE TTOHSTHS
HMH(OPMAaIMOHHBIX CeTel

MopenvpoBaHye ceTeBbIX YCTPOWCTB U
IIPOTOKOJIOB B JIOKAJ/IbHBIX CETSX

MogenvpoBaHyie BUPTya/IbHBIX
nokanbHbIx ceteit (VLAN) c
pa3rpaHUyeHreM JI0CTyTa K CeTeBbIM
pecypcam

HNToro

ITIK-10

2 OCHOBBI TTIOCTPOEHUSI COBPEMEeHHBIX
JIOKQ/ILHBIX CeTen

HaCTpOﬁKa MOAKJ/TFOUEHHS y3J/id K CETH.
ABTOMaTHUeCKast JUHaAMHWUeCKad U
CTaTHU4yeCKasd HaCTpOﬁKH ceTeBoro
IMOAK/THOUEHMS.

Crek niporokosioB TCP/IP. ITpukiagHbie
MPOTOKOJIbI CeTh MIHTepHeT.

Ntoro

ITIK-10

3 CeTeBble oneparjiOHHbIe CUCTeMbI

Cetu Microsoft Windows. YripaBneHue
CeTeBbLIMU pecypcaMu B O[HOPaHTOBOM
CeTu.

Cetu Microsoft Windows. Active
Directory. Yrpas/ieHve ceTeBbIMU
pecypcamMu KOpIIOpaTHBHOW CeTH.
['pymnroBbie MOMUTHKY.

HToro

[1K-10,
[TK-9

4 CpejcTBa peanu3alii Me>KCeTeBOr0
B3aUMO/IeiCTBUS

MopenvpoBaHue 6a30BbIX CTYXK0 U
MPOTOKOJIOB MapIIpyTU3aLiH B
100a/IbHBIX CeTIX.

Ba3zoBbie ciyx6b1 cetr MinTepHer. DHCP.
DNS. TIpoToKo/ibl MapLIpyTU3aLUK.

[TpuknazsHbie Cay>KObl ceTu THTEepHeT.
Hactpoiika Web-, FTP-cepBepoB u
cepBepa 3/1eKTPOHHOM MOUTHI.

HToro

12

[1K-10

Nroro 3a cemectp

36

6 cemecTp

7 TexHonoruu obecreyeHus
0e30MacHOCTH B JIOKAJIbHBIX COTSX

PasrpaHuueHue JoCTyMa K JIOKaJIbHbIM U
CeTeBbIM pecypcaM. /JUCKpelMoHHas U
MaH/laTHasi MOZIeJT! yTIpaB/IeHuUs
JOCTYTIOM.

VIHCTpyMeHTS!I [i/151 UCC/Iel0BaHUS CeTU
(cuudepsr)

WHCTPYMEHTHI [/ UCCIIeIOBAHUS CETH
(ckaHepb! 6€30T1aCHOCTH)

Htoro

12

[TK-10,
ITK-9

9 OGecmeueHre 6€30MaCHOCTH
MEXXCEeTEeBOIo B3auMO/IeHCTBHS

MesxceTeBble 3KpaHbl

AHTHUBUPYCHas 3alljyTa

ITK-10,
ITK-9
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BupryanbHble yacTHbIe CeTU 8
Cucrembl 0OHapyXeHUs U
Tpe/loTBpallieHus1 BTOPKeHU
DLP-cucremsl 8
be3onacHOCTh NPUK/IaHBIX POTOKOJIOB
HToro 32
Wroro 3a cemecTp 44
Hrtoro 80
8. [TpakTHueckue 3aHATHs (CeMHUHaAPbI)
HanmMmeHoBaHMe MpaKTHUeCKUX 3aHATHH (CeMHUHApOB) MpHUBeeHo B Tabsuie 8.1.
Tabnuiia 8. 1 — HaumeHoBaHHe MIPaKTUUeCKUX 3aHSTHH (CEMHUHAPOB)
a ¢ =
3 4
S g 2
HavMeHOBaHMe MpaKkTUueCKUX 3aHSATUN § > T
Hassanws paspenos 2 " =y
(cemuHapoB) s Cl=
S a8 =
2 o' O
o] S
6 cemecTp
7 TexHonoruu obecrieyeHUst [TocTpoeHue CTPYKTYyphI 4 [1IK-10,
0e30I1aCHOCTH B JIOKAJIbHBIX CeTAX MH(OpMaI[MOHHOW CeTH, ONMCcaHue ITK-9
XapakTepa CBsI3ed MeX/y 37ieMeHTaMu 1
HMH(OPMaI[MOHHBIX TTIOTOKOB.
ITpopaboTKa Mo/ie/i yrpo3 U MOJe/v 4
HapyILIUTe/ sl KOMIIbIOTEPHOM CeTH.
ITpopaboTKa CTPYKTYPbl CUCTEMBI 6
3alUThl HH(GOPMALMK, COCTaBa CPeJCTB
3aiuThl. V3yueHne criocoOOB yCTAaHOBKU
Y OCHOBHBIX NTapaMeTpoB KOHPUTypaLiu
CpeJCTB 3allUThl UH(OPMaLIUH
IToaroroBka JOKyMEeHTOB I10 CUCTeMe 4
3alUThl UHGOPMaLIUU B
MH(POPMaLMOHHOW cUCTeMe.
Wtoro 18
Wroro 3a cemecTp 18
Htoro 18

9. CamocTosiTe/IbHasA padora

Buzibl camocTosiTesTbHOM paboThI, TPYAOEMKOCTh U (hOpMUPyeMble KOMIIeTEeHLIMH TIPe/[CTaB/IeHbI B

Tabmuie 9.1.
Tabmuua 9.1 - Busibl caMmocTosiTenbHOM paboThl, TPYJ0eMKOCTb U (hOpMHUpyeMble KOMITeTEHLIUH
3 (<5}
= Z s
g S =
Buabl camocTosTebHOM = > U
Ha3saHus paszenos s =y @DopMBI KOHTPOJIA
paboThI L g g
S8
-
= S
5 cemecCTp
1 OCHOBHBIE MOHATHSA ITpopaboTKa JIeKIMOHHOTO 2 |IIK-10 Ornpoc Ha 3aHATUSIX,
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HMH(OPMAaIMOHHBIX CeTel

Marepuasa

Otuet 110 1abopaTopHOi
pabore

OdopmreHue 0TUETOB T10 2

nabopatopHbIM paboTam

HToro 4
2 OCHOBBI ITIOCTPOEHUS [TpopaboTKa eKIIMOHHOTO [1K-10 Ornpoc Ha 3aHATUSX,
COBpPEMEHHBIX JIOKa/IbHbIX |Marepuasa Ortuer 110 J1TaboOpaTOpHOM
ceren OdopmiieHre 0TYETOB T10 2 pabore

nabopatopHbIM paboTam

HToro 4
3 CeTeBnle [TpopaboTKa eKIIMOHHOTO [1K-10, Ornpoc Ha 3aHATUSIX,
orepalMoHHbIe CUCTeMbI | Marepuasa ITK-9 Ortuet 1o 1abopaTopHoi

OdopmreHrie 0TUETOB 110 2 paGore

nabopaTopHbIM paboTam

Ntoro
4 CpenctBa peanu3aiiuu | I[TpopaboTka JIeKIIHOHHOTO [TK-10 Ornpoc Ha 3aHATUSIX,
Me)XXCeTeBOro Marepuasna Ortuert 1o y1labopaTopHO
B3dMMOAENCTBII OdopmreHue 0TUETOB T10 3 paGore

nabopatopHbIM paboTam

Ntoro 6
5 IlepcrniekTBHBIE ITpopaboTKa JIeKIMOHHOTO 1 [TK-10 Onpoc Ha 3aHATHAX
Hanpab/IeHUs pa3BUTHU U | Marepuasa
PO06JIEMBI | Wroro 1
MH(OPMaLMOHHBIX ceTel
Wtoro 3a cemecTp 18

6 cemecTp
6 OCHOBHbIe MTOHATUSA [TpopaboTKa eKIIMOHHOTO 1 [1K-10, Ornpoc Ha 3aHATUAX
VMH(OpMaLIOHHOM Marepuasa [TK-9
be3omacHOCTH ViToro 1
7 TexHO/I0TUM [ToaroroBka K 1 [1K-10, 3ammTa otueta, Onpoc Ha
obecrieueHus MPaKTUYEeCKUM 3aHATUAIM, I1K-9 3aHATUAX, OTUeT 1o
6e301acHOCTH B ceMHHapaM naboparopHoii pabote
KaJTbHBIX CeTSIX

fiokan ce [TpopaboTKa eKIIMOHHOTO 1

MaTepuasa

OdopmneHne 0TUETOB 10 6

nabopaTtopHbIM paboTam

Utoro 8
8 Obecrieuenue ITpopaboTKa JeKIIMOHHOTO [TK-10, | Ormpoc Ha 3aHATHSX
Oe30macHOCTH ceTell HA | Marepuasa [1K-9
Oa3se ceTeBBIX VToro 1
OrepaljMiOHHBIX CUCTEM
9 O6ecrmieueHue [TpopaboTKa JIeKIIMOHHOTO 1 [1K-10, Ornpoc Ha 3aHATUSIX,
Oe3omacHoCTH Marepuasa [K-9 Ortuet 110 1abopaTopHOM
MeXXCeTeBOT T

EHCETEBOTO OdopmeHne 0TUETOB 10 6 pabore

B3aUMOZeNCTBUS

nabopaTtopHbIM paboTam

CornacosaHa Ha noprane Ne 15642

12



Ntoro 7
10 ITpaBOBBIE OCHOBBI ITpopaboTKa JeKIIMOHHOTO 1 [1K-10, Ornpoc Ha 3aHATUSIX
3al[UThl ”HGOPMALIMK B | MaTepuasia [1K-9
KOMIIBIOTEPHBIX CeTAX. Vitoro 1
3alUILieHHbIN
JIOKyMeHT0000poT
Wtoro 3a cemecTp 18
[ToaroroBka u caya 36 JK3aMeH
5K3aMeHa
Ntoro 72

10. KypcoBas pa6oTa (nmpoeKr)

He npegycmorpeno PYII

11. PediTMHrOBas cucTeMa AJIA OL[€HKH YCII€eBd€MOCTH CTYAEHTOB

11.1. Ban/jbHbIe OLEHKH /11 3/IEMEeHTOB KOHTPOJIsl
Tabmuiia 11.1 — banibHbBIe OLIEHKH /IS 37IEMEHTOB KOHTPOJIS

. . MakcrMasbHbIN
. MaxkcuManbHbIN MaxkcuManbHbIN
DneMeHThI yueOHOM 0asin 3a mepuo/, Bcero 3a
6am1 Ha 1-yro KT c| Gann 3a mepuof,
JleaTeIbHOCTH mexay 2KT u Ha ceMecTp
Havasa cemectpa | Mexay 1KT u 2KT
KOHeL| ceMecTpa
5 cemecTp
Onpoc Ha 3aHATHSIX 3 4 3 10
Otuer 110 TabOpaTOpPHOMA 30 30 30 90
pabore
Wtoro makcumym 3a 33 34 33 100
Tepuo/,
Hapacrarouym utorom 33 67 100 100
6 cemecTp
3anura otueTa 10 10 20
Onpoc Ha 3aHATUSIX 3 4 3 10
Ortuert 1o ysabopaTopHOi 20 20 40
pabote
WToro makcumym 3a 13 34 23 70
TIepro/,
JK3aMeH 30
Hapacrarorym utorom 13 47 70 100
11.2. ITepecuet 6a/1/10B B OLIEHKH 3a KOHTPO/IbHbIE TOUKHU
[TepecueT 6a/IOB B OLIEHKM 3a KOHTPOJIbHBIE TOUKHU TIpeZiCTaB/eH B Tabmuie 11.2.
Tabsuma 11. 2 — TTepecueT 6a/i/IoB B OLIEHKHU 3a KOHTPOJIbHBIE TOUKH
bannbl Ha jaTy KOHTPOIBHOW TOUKHU Ouenka
> 90% oT MaKCUMaJibHOM cymMMbI OasiioB Ha Aary KT 5
Ot 70% no 89% oT MakcMMasibHOM cyMMbI OansioB Ha gaty KT 4
Ot 60% 1o 69% oT MakcuMasbHOM cymMMbI OansioB Ha gaty KT 3
< 60% oT MakcuUMaJIbHOM cymMMbI OasiioB Ha Aary KT 2
13
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11.3. ITepecuer cymMMbI 6a/IJIOB B TPAAMIIMOHHYIO U MEXX/YHAPOJHYIO OL{€HKY
[TepecueT cymMMbl 6as/IOB B TPaJULIMOHHYIO U MEXXYHApOAHYIO OLIEHKY TpeJcTaB/ieH B Tabmuie
11.3.
Tabmuua 11. 3 — [NepecueT cymMMbI 0a/l7I0B B TPaAULIMOHHYIO U MeXKAYHAPOJHYIO OLIEHKY

WToroBast cymma 6asios,

Ouenka (I'OC) YUUTBIBAET yCMEIIHO CAaHHBIN Ouenka (ECTS)

9K3aMeH

5 (0T/IMUHO) (3aUTEHO) 90 - 100 A (oTrM4HO)
85-89 B (oueHs xopo11o)

4 (xopol1io) (3auTeHo0) 75 -84 C (xopo110)
70 -74
65 - 69 D (yaoBnieTBOpUTEHHO)

3 (YAOB/IeTBOPUTEJBHO) (3aUTEHO) 60 - 64 E (HocpeAcTaerio)
2 (HeYOB/IECTBODUTEIHO) (He Hike 60 6asoB F (HeyzmoB1eTBOpPUTEJILHO)

3aUTEeHO)

12. Yueb6Ho-MeTOAMYeCcKOe M HH(OPMAIJHOHHOE 00ecrieyeHHe AUCIUILIMHBI

12.1. OcHoBHas 1uTEepaTrypa

1. KommbtorepHblie ceTH: [IpUHIUIIBI, TEXHOIOTHH, TPOTOKOBI [ TekcT] : yueOHUK A/1s By30B / B.
. Omadep, H. A. Onmudep. - 4-e u3g. - CII6. : [TMTEP, 2013. - 944 c. : w., Tabn. - (YueOHUK /151 By30B.
Cranzapt TpeTbero nokosieHus). - Ang. ykas.: c. 918-943. - ISBN 978-5-496-00004-8 : 470.69 p.
(Hanmuuue B 6ubmuoteke TYCYP - 20 3k3.)

2. Kowmmbrorepusie cetu [Tekcr] : HayuHoe uzganue / O. Tanenbaym, [. Ya3epomnn. - 5-e usg. -
CII6. : TIUTEP, 2013. - 960 c. : umn., Tabn. - (KITACCUKA COMPUTER SCIENCE). - Ilep. c aHrI. -
And. ykas.: c. 947-955. - ISBN 978-5-4461-0068-2 : 1244.32 p. (Hanuune B 6ubmioreke TYCYP - 15
9K3.)

12.2. lonosiHMTe/IbHAS IUTEpaTypa
1. CeTeBble orepaljMoHHbIE CUCTeMBbI : YueOHOe rocobue s By3oB / B. I. Omudep, H. A.
Omudep. - CIIO. : ITutep, 2007. - 538[6] c. : un. - (YuebHUK AJis By30B). - Bubsumorp.: c. 525-526. - And.
yKa3.: c. 527-538. - ISBN 5-272-00120-6 : 145.20 p. (Hammuue B 6ubmoreke TYCYP - 10 3K3.)

12.3 YueOHo-MeToquUeCKHE TT0CO0HA

12.3.1. O6sa3aTenbHBbIE YUeOHO-MeTOHYECKHE M0Co0us
1. bBe3omacHocTh cereii OBM: MeToauueckre yKa3aHus i 1ab0paTOPHBIX M MPAKTHUYeCKUX
pabot / HooxpectoB A. K., Ilpackypun I"A., 2014. — 99 c. [DnekTpoHHsI pecypc] [DneKTpoHHBIMA
pecypc]. - http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_lab_pract.pdf
2. BesomacHocts cereit OBM: Metoanyeckrde yKa3aHUSI [l CaMOCTOSITEJTbHOM pabOThI
ctygenta / HoBoxpectoB A.K., Tlpackypun I'A., 2014. — 4 c. [DneKkTpoHHbI pecypc] [DneKTpOHHbIN
pecypc]. - http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_sam.pdf

12.3.2 YueOHO-MeTOANMYECKHE TTOCO0UA AJIfA JIUI] C OTPAHNYEHHBIMH BO3MO)KHOCTSIMH 3/[0POBbSI

YyeOHO-MeToZMUeCKHe MaTepUasIbl /Il CAMOCTOSITe/TbHOM U ayIUTOPHOM pabOThl 00yUaroIuxcs
W3 YKC/ia WHBAJU/IOB MPEAOCTaB/sIOTCA B (popMax, aJalTUPOBAHHBIX K OTPAHUUEHUSIM UX 3/10pPOBbs U
BOCIIPUATHS UH(POPMaI[UH.

J/1s MLy ¢ HapyLLIeHUsIMH 3pPeHus:

- B (popMe 3/IeKTPOHHOTO /I0KYMEHTa;

- B [1leyaTHOM (hopMe yBe/IMUeHHBIM HIPHU(TOM.

J/1 MLy ¢ HapyLIeHUsIMH C/TyXa:

- B (popMe 3/IeKTPOHHOTO I0KYMEHTa;

- B MeyaTHOM (popme.

J/1s1 MLy ¢ HapyLUIeHWsIMY OINOPHO-/{BUraTe/IbHOr0 anmnapara:
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- B (hopMe 3/IEKTPOHHOTO [JOKYMEHTa;
- B TeuatHoi (opme.

12.4. ba3bl JaHHBIX, TH)OPMAMOHHO-CMIPABOYHbIE, IOUCKOBbIE CHCTeMbI U Tpefyemoe
nporpaMMHoe obecrieueHue

http://www.lib.tusur.ru — 6ubmoreka yHUBepCHTeETa;

http://www.elibrary.ru — HayuHast 3;1eKTpOHHast 61b1MOTeKa;

http://www.edu.ru — Be6-caiiT cuctemb! hefiepabHBIX 00pa30BaTe/IbHBIX TIOPTAJIOB.

[TporpammHoe obecrieueHwe:

orepaLjMoOHHbIe cMCTeMbl ceMelicTBa Windows;

CpeACTBO 3aiuThl nHGopMaluu "baokxoct-cets K";

cucreMa oOHapy>keHUsi BTOp>KeHHi "Snort";

cpencTtBo MojienvpoBaHus ceteli Cisco Packet Tracer;

10 DLP-cucrema "KonTyp undopmariiionHoi 6e3oracHoct SearchInform";
11. gucrpubytus Kali Linux;

12. cuctema aHa/M3a 3auuilieHHOCTU ceTu "MaxPatrol".

©CENDU A WN

13. Marepua/ibHO-TeXHHYECKOe o0ecreueHre JUCIHIUTHHBI
13.1. O6mue TpeOoBaHNA K MaTepHaTbHO-TEXHUYECKOMY 00eCIedeHHI0 U CLUTITHHBI

13.1.1. MaTepuabHO-TEXHHUECKOE 00ecreyeHue /s IEKIMOHHBIX 3aHATHH

Ons  mpoBefeHWsT  JIEKUMOHHBIX  3aHATHN  WCTIONB3yeTcsl  yueOHO-UCCIefoBaTebCKast
BBIUKMC/IUTE/IbHAsE Jlabopatopusi, pacriosiokeHHast 1o afpecy 634045, Tomckas ob6macte, . ToMcK,
KpacHoapmeiickast ynuija, A. 146, 3 stax, ayg. 310. CoctaB obopyznoBaHusi: YueOHass mebesb; JKpaH
paszaBwKHOM - 1 wrt; [Jocka MarHUTHO-MapkKepHasd - 1 wT.; MynbTumenniiHbI nipoekTop ViewSonic
PJD5151 — 1 mr.; KommbioTep neKUMOHHBIM acer travelmate 2300; Kcrnonb3yeTcsi JULIEH3MOHHOE
nporpaMMHOe obecrieueHue, TMakeTbl Bepcueit He Hike: Microsoft Windows XP SP2, Microsoft
Powerpoint Viewer; lmeercsi miomMeleHue /s XpaHeHUST W TPOPHUIAKTHUECKOTO OOC/Ty>KUBaHUS
yuebHOro 060py0BaHMSI.

13.1.2. MaTepua/ibHO-TEXHHYeCKoe o0ecrieueHue /il NPaKTHYeCKHX 3aHATHI

[ns  mipoBefieHWs]  TIPAKTUYeCKUX  3aHATHM  UCMO/b3yeTCss  yueOHO-UCCIeoBaTe/bCKast
BBIUKMC/IUTE/IbHAsE Jjlaboparopusi, pacriosiokeHHast 1o afpecy 634045, Tomckas ob6nacts, . ToMck,
KpacHoapmeiickas ynuia, a. 146, 8 stax, aya. 804. CocraB obopyznoBaHus: YuebHas mebenb;— 1 1mT.;
[Jocka mMarHuTHO-MapkepHasi - 1 mT.; Kommbrorepel knacca He Hwke CPU AMD A4-6300/DDR-III
DIMM 4Gb x2/ HDD 250 Gb SATA-II 300 Seagate Pipeline HD.2 . c 1IMpPOKOIIO/JIOCHBIM [JOCTYTIOM B
Internet, — 10 1rT.; Vicrionb3yeTcs MUIeH3UOHHOE MPOrpaMMHOe obecrieueHre, TakKeThbl BEPCHEH He HIKe:
Microsoft Windows 8.1 Professional; Visual Studio 2012; Oracle VM VirtualBox; VMware Player.
VmeeTcs mioMelieHre AJisi XpaHeHHs] M MPOGUIaKTUYeCKOro 00CTy)KHMBaHUsI yueOHOTO 00O0pyz0BaHMS.
OKpaH pa3JBWKHOM - 1 IT.; My/nbTUMeAuiHbIN 1poekTop ViewSonic PJD5151

13.1.3. Marepua/ibHO-TeXHHYECKOe obecrieueHue /ijis 1abopaTopHbIX padoT

Ons  mpoBefieHWst  y1labOpaTOPHBIX — 3aHATUM ~ UCTO/Nb3yeTcs — yueOHO-UCCIefoBaTebCKast
BBIUMC/IATE/IbHAsE Jlaboparopusi, pacriosiokeHHast 1o afpecy 634045, Tomckas obnacts, . ToMck,
KpacHoapmeiickas ynuiia, 4. 146, 8 atax, aya. 804. CocraB obopyzaoBaHusi: YuebHas mebenb;— 1 1T.;
Jocka MarHuTHO-mapkepHas - 1 wrt.; Kommerotrepsl knacca He Hmwke CPU AMD A4-6300/DDR-III
DIMM 4Gb x2/ HDD 250 Gb SATA-II 300 Seagate Pipeline HD.2 . c 1IMpPOKOIIO/JIOCHBIM [JOCTYTIOM B
Internet, — 10 mr.; Wcronb3yeTcs MMLieH3MOHHOE ITPOrpaMMHOe o0ecrieueHre, TTaKeThl BepCrell He HIDKe:
Microsoft Windows 8.1 Professional; Visual Studio 2012; Oracle VM VirtualBox; VMware Player.
VmeeTcs miomMelrjeHre AJisi XpaHeHUsI M MPOGUIaKTUYeCKOro 00Cay)KvBaHUsI yueOHOTO 000pyz0BaHMS.
OKpaH pa3[BKHOM - 1 mIT.; MynsTuMenuiiHbIi npoektop ViewSonic PJD5151

13.1.4. MaTepua/ibHO-TEXHHYeCKOe o0ecrieueHue /ijisi CaMoCTOsITe/IbHOH PadoThI
[nisi camocTosiTesTbHOM paboThl WCTONb3yeTcsT yuyeOHasi ayauTOpUsi (KOMITbIOTEPHBIM Kacc),
pacriosiokeHHasi o agpecy 634034, r. Tomck, yn. KpacHoapmeiickasi, 146, 2 stax, ayg. 204. Cocras
obopyzoBanusi: yuebHasi Mebesb; KoMmribioTepbl Kiacca He Hike [IDBM INTEL Celeron D336 2.8I'Tw. -
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7 IIT.; KOMIbIOTephbl ToakmoueHbl K ceth MHTEPHET wu obecrieunBaroT [JOCTYyN B 37€KTPOHHYHO
MH(pOpMaLMOHHO-00pa30BaTeIbHYI0 Cpe/ly YHUBEpCUTETa.

13.2. MarepuanbHO-TeXHHYeCKoe ofecrnedeHne JUCHMITIMHBI /IS JIUI| C OrPaHUYeHHbIMH
BO3MO)XXHOCTSAMM 3/J0POBbSI

OcBoeHue JUCHUTIIMHBI uijaMu ¢ OB3 ocCyliecTB/sieTCsl C UCIOb30BaHUEM CpefCTB 00ydeHust
0011[ero U CrielMasbHOTO Ha3HAYeHHUS].

[lpyu oOyyeHUM CTyAE€HTOB C HapyLIeHUsIMH CJIyXa TIPeAyCMOTPEHO HCIO/Ib30BaHUe
3BYKOYCW/IMBAIOLLlel anmnaparypbl, MYJbTUMEIUNHBIX CPEeACTB W [JPYIMX TeXHUUEeCKHUX CpeZCTB
nipreMa/miepesiaui yueOHoN MH(pOpMaIMK B AOCTYIHBIX (opMax AJisi CTYAeHTOB C HapyIIeHUs MU CJTyXa,
MOOW/ILHOW CHCTeMBbI OOyYeHUs [jisi CTYAEHTOB C WHBAIMJHOCTBIO, TOPTAaTUBHOW WHAYKI[MOHHOW
cucTeMbl. YueOHasi ayUTOpHs, B KOTOPOM 00yuaroTCsl CTy[eHThbl C HapylleHWeM cjiyxXa, ob6opynoBaHa
KOMIBIOTEDHOW TEXHUKOM, ayJUOTEXHUKOW, BUAEOTEXHUKOW, 3JeKTPOHHOW [JOCKOW, MY/IbTUMEOUNMHOMN
CUCTEMOHM.

[Tlpu oOyueHMM CTY[€HTOB C HAPYIIEHHWAMH 3PeHHUSIMH TIPEeYCMOTPEHO WCII0/Ib30BaHUE B
JIeKIIMOHHBIX U yueOHBIX ayIUTOPUSX BO3MOXKHOCTH TIPOCMOTPA y/areHHbIX 00beKTOB (HarpyuMep, TeKCTa
Ha JI0OCKe WU CJlalijia Ha SKpaHe) NPy MOMOLLY BU/le0yBeTMUnTesel /11 yla/IeHHOTO TPOCMOTpa.

[Tpu 00yyeHHH CTYJEHTOB C HapyLIeHUSIMH OMOPHO-/BUraTe/IbHOrO anmapara HCTo/Ib3yHTCS
aZlbTepHAaTHUBHBIE YCTPOMCTBa BBOJa MH(MOpMAIMU U Apyrye TeXHUUYecKrWe CpeJCTBa MpreMa/riepe/jaun
yueOHOM MH(bOpPMAaLIMK B JOCTYIHBIX (opMax AJisi CTYAeHTOB C HapyLIeHUSMUA OTOPHO-ABUraTebHOTO
arrapara, MOOU/IbHOM CHCTeMbI 00yUeHHUs JJ1s1 TIOZiel C MHBA/IUJTHOCTBIO.

14. ®oHA OLIEHOUYHBIX CPE/JCTB

14.1. OcHoBHbIe TpedoBaHuA K (GOH/Y OLEHOYHBIX CPEACTB M MeTOANYECKHEe PeKOMeH/Jal[uH
@OH/|, OLEHOUHBIX CPeACTB U THUIIOBbIe KOHTPOJIbHBbIE 3a/laHusl, WCIOJIb3yeMble [Jis OLIeHKU
c(hOpMMPOBAaHHOCTA M OCBOEHHsI 3aKpervIeHHbIX 3a AUCLMIUVIMHOW KOMIIeTeHLIUA TIpU TIpOBe/leHUU
TEeKYII[|eH, TTPOMEXKYTOUHOM aTTeCTal[|| I10 JUCLIUTIIMHE TIPUBE/IeH B MPUIOXKEHUH K paboueli mporpaMme.

14.2 Tpe6oBaHus K (pOHAY OLIEHOUHBIX CPE/ICTB /AJIfA JIUI] C OTPAaHUYeHHBIMH BO3MO)KHOCTAMH
30POBbsA
[ns CTy#eHTOB C WHBaJWMHOCTBIO IPeAyCMOTPEHBI [OIOJHUTEe/IbHbIE OLIeHOYHbIe Cpe/CTBa,
riepeueHb KOTOPBIX YKa3aH B TaO/uIle.

Taﬁmma 14 - I[OHOJIHI/ITEJIBHLIE CPpeACTBA OLI€HUBAHUA /I CTYAE€HTOB C UHBA/INJHOCTBHO

Bu/IbI IONO/THUTETbHBIX OLIEHOUHBIX
CpefcCTB

q)OpMBI KOHTDPOJIA U OLI€HKH

Kareropuu cTyzeHTOB
P CTYA pe3ynbTaTtoB 00yUeHust

TecTbl, MUCbMEHHbIE CAMOCTOSATE/IbHBIE
paboThI, BOMIPOCHI K 3aUeTY,
KOHTPOJTbHBIE PAOOTHI

C HapylieHusIMuU
c1yxa

[IpeumyliiieCTBEHHO TTUCbMeHHast
IpoBepKa

C HapylieHusIMU
3peHust

CobecezoBaHue 110 BOTIPOCaM K 3auerTy,
OTIPOC T10 TEPMHUHAM

[TperMyI1iieCTBEHHO yCTHasi IpOBepKa
(MHOVBUYaTBHO)

C HapylieHusIMuU
OIOPHO-
JIBUraTebHOr0
anmnapara

PellieHre AMCTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE PabOThI, TUCHbMEHHBIE
CaMOoCTOsITe/IbHbIE PabOTBI, BOMPOCHI K
3a4yeTy

[Tpenmy11ieCTBEHHO AUCTAHLMOHHBIMU
MeTOoZaMU

C orpaHUUeHHUSIMU T10
o0ITIeMe TUIUHCKUM
TOKa3aHUsAM

TecTbl, MUCbMEHHBIE CAMOCTOSTE/IbHbBIE
paboThI, BOTIPOCHI K 3aYeTY,
KOHTPOJIbHBIE PabOThI, YCTHBIE OTBETHI

[Tpermy11ieCcTBEHHO TIPOBEpKa
MeTO/|JaMH, UCXO/Isl U3 COCTOSTHUS
obyuarol1jerocst Ha MOMEHT IPOBepPKU

14.3 MeToguuecKre peKOMeH/JaljuH 10 OLleHOYHbIM Cpe/iCTBaM JJIsl JIML] C OrPaHNYeHHbIMHU
BO3MO)XXHOCTSAMM 3/J0POBbSI

Ons crynentoB ¢ OB3 mnpeaycMmarpuBaeTcss AOCTyIHas (opma TipefloCTaB/ieHUs 3a/laHUui
OLIeHOYHBIX CPeJICTB, & UMEHHO:

B TeuvaTHol dopme;
B revaTHol (opMe C yBeJTMUeHHBIM LIPUPTOM;
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- B (hopMe 3/IeKTPOHHOIO JOKYMEHTa;

- METO/IOM UTeHUsI aCCUCTEHTOM 3a/laHusl BCITX;

- rpe/i0CTaB/IeHre 3a[jaHusl C UCII0/Ib30BaHUEM CypZONepeBo/a.

CTyzeHTaM C MHBA/JWJAHOCTBIO yBe/JWYMBAeTCsl BpeMsl Ha IOJTOTOBKY OTBETOB Ha KOHTPOJ/IbHBIE
BOMPOCHI. [I1s TaKWX CTy[EeHTOB IpeJyCMaTpuBaeTcs JOCTynHasi (opma MpejocTaB/ieHss OTBETOB Ha
3a/laHusl, @ UMEHHO:

- MMUCbMEHHO Ha Oymare;

- Habop OTBETOB Ha KOMITBIOTEPE;

- HabOp OTBETOB C MCIO/Ib30BaHUEM YC/IYT aCCUCTEHTa;

- T1pe/icTaB/eHe OTBETOB YCTHO.

[Mporienypa olieHWBaHUsI pe3y/bTaTOB OOyueHus: MHBaIU/OB IO AWCLUIUIMHE TpeJycMaTpUBaeT
npeiocTaB/ieHue UH(opMaLvy B (hopMax, afjlallTHPOBAaHHbIX K OTPaHUUYEHUsIM UX 3[0POBbsl U BOCTIPUSTUS
VH(bopMaLu:

Jis U1 ¢ HapylleHUsIMHM 3peHus:

- B (hopMe 3/1IeKTPOHHOIO JOKYMEHTa;

- B [eyaTHou (hopMe yBe/MYeHHbIM IPUPTOM.

Jns i ¢ HapylIeHUusIMM cJTyXa:

- B (hopMe 3/1eKTPOHHOTO JOKYMEHTa;

- B IeyaTHOM (popme.

Jis M1 ¢ HapylIeHUsIMHM ONOPHO-ABHIaTe/IbHOI0 anmnapara:

- B (hopMe 7IeKTPOHHOI0 JOKYMEHTa;

- B IeyaTHOM (popme.

[Tpu HeoOxoAMMOCTH Ayisi 00YyUAIOIIMXCS C MHBATMAHOCTBIO TPOLeypa OLieHWBaHUsI pe3y/IbTaToB
00yueHHsl MOKEeT IIPOBOJUTHCS] B HECKOJIBKO 3TarloB.
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IIpunoxenue 1
MMWHHUCTEPCTBO OBPA3BOBAHUA U HAYKUA P®
deepanbHOE roCyapCcTBeHHOE 0I0/)KeTHOe 00pa3oBaTe/ibHOE yUpeX/eHHe BbICIIero 06pa3oBaHus

«TOMCKU TOCYOAPCTBEHHBIN YHUBEPCUTET CUCTEM
YITPABJIEHUA 11 PAIVNOSJIEKTPOHUKW »

(TYCYP)
YTBEPXIARO
[TpopekTop mo yuebHOM paboTte
I1. E. Tposin
« » 20 r

®OH/] OHEHOYHBIX CPENCTB I1O YUEBHOU OUCHUITITNHE
Be3onacHocth ceTeli DJBM

YpoBeHb 00pa30BaHus: BbICIIee 00pa30oBaHHe - CIIEI[HATUTET

HaripaBnenue mnoarotoBku (crneruanbHOCTh): 10.05.04 MHboOpMaIHOHHO-aHA/TUTHYECKHE CHCTEeMbI
Oe3omacHoCTH

HampasnenHocts (ripodusin): ViHdopManmoHHas 0e30macHOCTb (PMHAHCOBBIX M 3KOHOMHYECKHX
CTPYKTYp

dopma obyueHus: OUHAsA

dakynbretr: @B, PaKkynbTeT 0€30MaCHOCTH

Kadenpa: BUC, kadeapa 6e3onacHocTH HH(POPMALMOHHBIX CHCTEM

Kypc: 3

Cemecrtp: 5, 6

YuebHbIi 171aH Habopa 2016 roga

Pa3paboTuuku:
— accucrteHnT Kad. KWBOBC HoBoxpectoB A. K.

3aueT: 5 cemecCTp
JK3aMeH: 6 ceMeCTp

Tomck 2017
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1. BBegenue

®onp oreHouHbIX cpeficTB (POC) sBAsIeTCs MPUIOXKEHHEM K paboueid TIporpaMMe AMCIUTUIAHBI
(MpakKTUKW) U TIpeJCTaB/isieT COO0M COBOKYITHOCTb KOHTPOJIBHO-U3MEPHUTETbHBIX MaTepyuasioB (TUIIOBbIE
3a7iau (3aZjaHus1), KOHTPOJIbHBIE pabOThI, TECTHI U JP.) ¥ METOZIOB UX MUCIIOIb30BaHUs, MpefHa3HaueHHbIX
JUIs ©3MepeHUsi YPOBHSI JOCTKEeHHs CTYAeHTOM YCTaHOBJIEHHBIX Pe3y/IbTaToOB 00yueHwUs..

®OC mno gucuuividHe (TNpakTUKe) WCIOMb3yeTCsl TPU MPOBEAEHUM TeKYIlero KOHTPOJIS
yCreBaeMOCTH M IPOMEKYTOUHOM aTTecTalluu CTyJeHTOB.

[TepeueHb 3aKpeIyIEHHBIX 3a JUCLIUIIIMHOM (TIPAaKTHUKOH) KOMIIETEHI[WH MpUBeeH B Tabwie 1.
Tabnuiia 1 — ITepedeHb 3aKpeIvIeHHBIX 3a JUCIUTUIMHON KOMIEeTeHLIUN

Kopg, @opMy/IMpOBKa KOMITeTeHL|UU Otarbl opMHUPOBaHUST KOMIIETEHITUM
[TK-10 CTIOCOOHOCTBIO OCYILECTBSATE BBIOOD Lo/mkeH 3HaTh CpefCcTBa YU METO/bI
TEeXHOJIOTYMH, MHCTPYMEHTAJ/IbHbIX CPeJCTB, XpaHeHus1 U niepefiaul UH(OpMaLvu;

CPe/CTB BbIUMC/IUTETbHON TEXHUKU U CPe/ICTB | 3TAJIOHHYIO MOZe/b B3aUMO/IeHCTBUS
obecrieueHrst UHPOPMaI[MOHHOW 0€30TTACHOCTH | OTKPBITBIX CUCTEM; OCHOBHBIE CTaH/[apThl B
Co3[jaBaeMbIX crielidanbHbIX MAC o6s1acT ”HPOKOMMYHHUKAL[MOHHBIX CUCTEM
Y TEXHOJIOTHI; OCHOBHbIE HOPMaTUBHO
TIpaBOBbIE aKThl 1 HOPMAaTHUBHbIE
MeTOIUYeCKHe JOKyMEHThI B 00/1acTh
MH(POKOMMYHHKAL[MOHHBIX CUCTEM;
TIPUHLIUIIBI TOCTPOEHUsI 3al[UITIeHHbIX
Te/IEKOMMYHUKALIMOHHBIX CUCTEM;
MeXaHH3MbI peann3aljiu aTak B
KOMTIBIOTEPHBIX CeTSIX; 3allUTHbIe
MeXaHHW3MbI U CPeZICTBa 00ecrieueHust
ceTeBOU 6e301aCHOCTH; Cpe/ICTBA U
METO/IbI TTPeIOTBPAIlleHHsT U 00HAPY>KeHUsT
BTOP’KEHUH. ;

[o/mKeH yMeTb TIPUMEHSITh 3all[UIlleHHbIe
TIPOTOKOJIbI, ME>KCeTeBble KpaHbl U
cpezicTBa 0OHAPY>KeHUsS] BTOP>KEHUH [1Ist
3aIUThl MHGOPMALIUU B CETSX;
OCYIIIeCTB/IATH MePbl IPOTUBOAEUCTBUS
HapylLlIeHUsIM ceTeBol 6e30macHOCTH €
WCTI0/Th30BaHUEM pa3/TMUHbIX
TIPOTPaMMHBIX U arfapaTHBIX CPe/ICTB
3allUThI B COOTBETCTBUU C TPeOOBaHUSIMHU
HOPMAaTHBHO TIPaBOBLIX aKTOB U
HOPMAaTHUBHBIX MEeTOMUUECKUX JJOKYMEHTOB.

[1K-9 CII0COOHOCTBIO BBISIB/IATH OCHOBHBIE YTPO3bI
6e3omacHOCTH MHGOPMALIMH, CTPOUTH U
WCCJIeI0BaTh MO/Ie/TA HapyLLUUTes B
KOMITbIOTEPHBIX CHUCTeMax

;
IokeH Ba/ieTb HaBbIKAMU
KOH(UTYpHUPOBaHUS JIOKa/IbHBIX CeTel,
HaBBIKAMU pea3aliiy CeTeBbIX
TIPOTOKOJIOB C TIOMOIIIBIO TIPOrPaMMHBIX
CpeJCTB; HaBbIKAMU HACTPOUKH
ME>KCEeTeBBIX KPAaHOB; HABbIKAMH
TIpUMeHeHHsI HOPMaTHUBHO TPABOBBIX aKTOB
Y HOPMaTUBHBIX METOJUUECKUX
JOKyMEeHTOB B 00/1acTH
WH()OKOMMYHHUKAIIMOHHBIX CUCTEM;
METO/IMKOM aHa/r3a CeTeBOro Tpaduka;
METO/IMKOW aHa/iu3a pPe3y/bTaToB paboThI
cpefcTB 0OHApY>KeHUsT BTOP)KEHUH. ;

O6H_u/1e XdPAKTE€PUCTUKHU roKasarejie u KpUTepUeB OLI€HHWBAHUA KOMHeTEH]_II/II\/JI Ha BCeX 5TdIldaX
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npuBe/ieHbl B Tabsurie 2.
Tabsvija 2 — Ob1IMe XapaKTEPUCTUKY TI0Ka3aTesield U KpUTEPHEB OL|eHUBaHWs KOMIIETEHIIMH 110 3Tarnam

[Tokasarenu v
3HaTh YmeTb Bnagets
KpPUTEPUH
OtnruHo (BeIcOKU | Obmagaet paktrueckumu | O6magaeT quara3oHoOM Kontposupyet paborty,
yPOBEHb) Y TeopeTHuue CKUMH NpaKTUUYeCKUX YMEHUM, | [IPOBOAUT OLIEHKY,
3HaHUSIMU B TIpejiesiax TpeOyeMbIX /sl pa3BUTHUS | COBEPLLEHCTBYeT eHCTBHUS
n3y4yaeMoi 06/1acTH ¢ TBOPYECKUX pelleHuH, paboThI
TOHMMaHHeM TPaHUL] abcTparupoBaHus
TIPUMEHHMOCTH nipobsiem
Xoporio (6a30Be1ii | 3HaeT (akTel, MpuHIMLI, | O6sazaeT AUara30HOM bepet oTBeTCTBEHHOCTH 3a
yPOBEHbB) TMIPOLIeCChI, 00IIHe NpaKTUUeCKUX YMEHUH, | 3aBeplleHue 3a/jau B
TIOHSITHS B TIpefesiax TpeOyeMbIX /JIs pellieHrsT | ICC/IeI0BaHuH,
n3yyaeMoi 061acTH orpefie/IeHHbIX TIP00JIeM B | IPUCTIOCA0IMBaeT CBOe
o0sacTu rcce[0BaHus TIoBe/ieHNe K
oOcTosiTeNIbCTBaM B
peltieHn: TipobieM
YnosnetBopuTenbH | ObOnazaeT 6a30BbIMU O6saiaeT 0CHOBHBIMU PaboraeT npu rpsiMoM
0 (TIoporoBbIii 00IIMMY 3HAHUSIMU yMeHUsIMH, TpeOyeMbIMU | HaOJTroieHUM
yPOBEHbB) 151 BBITIOJTHEHHST TIPOCTBIX
3azau

2 Peanu3anusi KOMIeTeHI[UH

2.1 Komnerenuus I1K-10

ITK-10: crtocoGHOCTBIO OCYIIECTB/ATb BBIOOP TEXHOJOTMH, UHCTPYMEHTA/IbHBIX CPE/ICTB, CPE/ICTB
BBIUMC/IUTE/IBHOW TEXHUKU W CPeJCTB obecrieueHHss WHGOPMALMOHHOW 0e30TMacHOCTH CO03/1aBaeMbIX
crietanbHbIX MAC.

Iyt bopMUpOBaHUsST KOMITeTEHIIMK HEOOX0[UMO OCYIIIeCTBUTh PSifi ITArOB. DTarbl (HOPMUPOBAHKS
KOMIeTeHL[UM, TpUMeHsieMble [Jid 5TOr0 BU/bl 3aHATUM M UCIOJIb3yeMble Cpe/CTBAa OLeHWBAHUS
TipeZicTaB/IeHbl B Tabmuiie 3.

Tabnuiia 3 — 3Ttanbl hOpMUPOBaHKUsI KOMITETEHIIMM U UCTIOTb3yeMble CPe/ICTBA OLleHUBAHUS

CocraB 3HaTb YmeTb Bnagets
Copeprkanue croco0Obl BeIOOpa BBIOMpATh TeXHOIOTHH, Cr0COOHOCTBIO
3TaroB TeXHOJIOTHH, VHCTPYMeHTa/IbHe OCYIIeCTB/IATH BHIOOP
WHCTPYMeHTaJ/IbHbIX CpeZCTBa, Cpe/iCcTBa TeXHOJIOTHH,
CpefCTB, CPesiCTB BBIYHC/IUTE/IbHOU TEXHUKH | UTHCTPYMEHTAa/IbHBIX
BBIUVMC/TUTE/IbHON TeXHUKH | M CPe/ICTBA 00ecrieueHusi | CPe/iCTB, CPE/ICTB
U cpeAcTB obecrieueHrsi | MH(GOPMAaLIOHHOM BBIYHC/IMTE/IbHOU TeXHUKU
VH(OpMaLIOHHOM 6e30macHOCTU Y Cpe/CTB 00ecrieueHust
Be3omacHoCTH CO3/iaBaeMbIX MH(pOPMaLMOHHON
C0371aBaeMbIX crierranbHbIX MAC 6e3omacHoCTH
crieruanbHbIX NAC CO3/1aBaeMbIX
crieriianbHbIX MAC
Bupp! 3aHATHI * VHTepakTHUBHbIE * lIHTepakTUBHbIE * VIHTepaKkTUBHbIE
TIpakTUYeCKUe 3aHATHS; TpakTUYeCKHUe 3aHATHUS; TIpakThYeCKue 3aHsATHS;
* llHTepakTUBHBIE * NHTepakTyBHbIE * lHTepakTUBHbBIE
nabopatopHbie 3aHATHsL; | JabopaTopHbIe 3aHATHS; | J1abOpaTOpHBIe 3aHSATHS;
* lHTepakTUBHbIE * luTepakTUBHBIE * JlaboparopHble
JIeKLIWY; JIeKL[1Y; paboTsr;
* IIpakTrueckue * [IpakTuueckue * (CamocTosTenbHas
3aHATUS; 3aHATUS; pabora;

CornacosaHa Ha noprane Ne 15642 20



* JlaboparopHbie
paboTHI;

* Jlekuuu;

* CamocTrodTenbHas
pabora;

* JlabopaTtopHble
paboThI;

* Jlekuuuy;

* CamocrosiTe/ibHast
pabora;

Wcnons3yemsble
cpeacTBa
OLleHVBaHUs

* Otyet no
naboparopHoii pabore;
* Ornipoc Ha 3aHATHUSIX;

* Otyer no
naboparopHoii pabore;
* Onpoc Ha 3aHATHUSAX;

* Otyet no
naboparopHoii pabore;
* 3auert;

* 3auerT; * 3aueT; * DK3aMeH;
e OK3aMeH; * ODK3aMeH;
dopMmy/nMpoBKa TOKa3aTesield M KpUTepPUeB OL|eHWUBAHWS [JaHHOW KOMITeTeHI[MM TIpuBe/ieHa B
Tabmumie 4.
Tabsmuria 4 — TlokasaTes U KpUTEPUU OLIEHUBAHUSI KOMIIETEHI[UM Ha 3Tarax
CocraB 3HaTb YMmeTb Bnagets
OrmuHo * croco0OrI BEIOOPA * BbIOMpATb TEXHOJIOTHH, | * CIOCOOHOCTBHIO

(BBICOKMI YPOBEHb)

TEXHOJIOTUH,
WHCTPYMEHTa/TbHBIX
Cpe/ICTB, CPe/iCTB
BBIUMC/IUTE/TbHOMN
TE€XHUKHU U CPeJICTB
obecreueHus
MH(POPMaL[MOHHON
0e3011acHOCTH
CO3/1aBaeMbIX
crieriuanbHbIXx MAC;

WHCTPyYMeHTaJIbHe
Cpe[ICTBa, Cpe/iCTBa
BBIYMC/TUTE/TEHON
TeXHUKU U Cpe/iCTBa
obecrieueHus
rH(OpMaIMOHHOM
0e30macHOCTH
C03/]aBaeMbIX
crietanbHbIX MAC;

OCYIIeCTBIATH BEIOOP
TeXHOJIOTUH,
HWHCTPYMeHTa/IbHbIX
Cpe/CTB, CPe/ICTB
BBIUUC/IUTETHBHOM
TeXHUKHU U CPeJICTB
obecrieueHUst
“H(OopMaIMOHHOU
Ge3omacHoCTH
C03J]aBaeMbIX
crietanbHbIx MAC;

Xoporiio (6a30BbIit

* croco0OnI BEIOOPA

* BBIOMpATb Cpe/iCTBa

¢ CrI0COOHOCTBIO

YPOBeHb) CpeficTB BBIUHC/IUTE/IbHOU OCYIIeCTBIATH BEIOOP
BBIUMC/IUTE/IbHON TeXHUKU U CpeJCTBa Cpe/CTB
TeXHUKH U CPeJCTB obecrieueHust BBIYHC/IUTE/IEHOU
obecrieueHust VH(OPMaLMIOHHOU TeXHUKU U CPeJCTB
WH(OPMaI[HOHHON Oe3omacHoCTH obecrnieueHust
Be3onacHocTH CO37jaBaeMbIX MH(pOPMaLMOHHOU
CO3/1aBaeMbIX crieriuanbHbIX UAC; 0e30IacHOCTH
crieriianbHbIX MAC; C03/1aBaeMbIX
crieranbHbIX MAC;
YI0BNETBOPUTE/IBH | * cr1ocobObl BEIOOPA * BBIOMpATb Cpe/iCTBa * CrocobHOCTBIO
0 (TIOpOroBEIi cpezcTB obecrieueHust obecrieueHust OCYIIeCTB/ISTh BEIOOD
YPOBEHb) VMH(pOpPMaLMOHHOMN VMH(pOpMalMOHHOU cpeacTB obecrieueHuUst
Oe3omacHOCTH; Oe3omacHoCTH MHGMOPMaIMOHHOM
CO3/jaBaeMbIX 6e3omacHocTU
crieruanbHbIX UAC; CO3/1aBaeMbIX

crietanbHbIX MAC;

ITK-9: criocoOHOCTBIO BBISAB/SATE OCHOBHBIE Yrpo3bl 6Ge30macHOCTH

2.2 Komnerenuus I1K-9

MICCTIeZIOBaTh MO/Ie/T HaPYLINTe sl B KOMITBIOTEPHBIX CUCTEMaXx.

st popMHUpOBaHMST KOMITETEHI[UM HEOOXOAMMO OCYILeCTBUTH Psifi ITAroB. DTarbl (JOPMUPOBAHUS
KOMITETEHLIUM, TPUMeHsieMble [jI 3TOTO BUZBLI 3aHSTHA M UCIO/Nb3yeMble CPeACTBAa OLleHUBaHWUs
TnipeZicTaB/IeHbl B Tabmuiie 5.

CornacoeaHa Ha noptane N2 15642

vH(pOpMaLuKi, CTPOUTh U

21




Tabsuria 5 — OTariel HOpPMUPOBAHMS KOMIIETEHI[UH U UCITO/Tb3yeMble CPeZICTBA OLeHUBAHUS

be3omacHoCTH
rH(OpMaL1K, TOCTPOEHHs
Y UCCJIe/I0BaHUsI MOJIeU
HapyLLIUTeIs B
KOMIIbIOTEPHBIX CHCTEMax

vH(OopMalK, CTPOUTh U
WCC/Ie/l0BaTh MOZEIH
HapYLIUTeNs B
KOMITbIOTEPHBIX CUCTeMax

CocraB 3HaTb YMmeTb Bnagets
CopeprkaHue CTI0COOBI BHISIB/IEHUSI BBISIB/ISITb OCHOBHbIE CTIO0COOHOCTBIO BBISIBJISITh
3TaroB OCHOBHBIX yTpO3 yrpo3bl 6e3011aCHOCTH OCHOBHBIE YyIPO3bl

6e3omacHOCTU
MH(OpMaLK, CTPOUThb U
WCC/Iej0BaTh MOZe/n
HapyLLIUTe/Is B
KOMIIbIOTEPHBIX CHCTEMaXx

Buppbl 3aHATHI

* lHTepakTUBHBIE
TIpaKTUYeCKUe 3aHATHS;
* lHTepakTUBHBIE
nabopaTopHbie 3aHSITHS;
* VHTEpaKkTUBHbIE
JIeKLIUY;

* [lpakTrhueckue
3aHATUS;

* JlaboparopHbie
paboThI;

* Jlekuuy;

* CamocTosTesbHas
pabora;

* NHTrepakTuBHbIE
TpaKTUYeCKUe 3aHATHS;
* NHTrepakTuBHbIE
nabopaTopHbie 3aHSTHUS;
* JHTepakTUBHbIE
JIeKLINY;

* [IpakTuueckue
3aHATHS;

* JlabGopaTtopHble
paboThI;

* Jlekuuuy;

* CamocTosiTe/ibHast
pabora;

* lHTepakTUBHEBIE
TIpaKTUYeCKUe 3aHATUS;
* lHTepakTUBHEBIE
nabopaTopHble 3aHATHS;
* JlaboparopHbie
paboThI;

* CamocTosiTe/bHas
pabora;

Ucronb3yembie
cpefcTBa
OLleHUBaHUs

* Otyet no
naboparopHoii pabore;
* Ornipoc Ha 3aHATHUSIX;

* Otyer no
naboparopHoi pabore;
* Onpoc Ha 3aHATHUSAX;

* Ortyet no
naboparopHoii pabore;
* 3auert;

* 3auerT; * 3auerT; * DK3aMeH;
e OK3aMe€H; * ODK3aMeH;
@dopMyIMpOBKa MOKasaTeserd W KPUTepHeB OLeHMBAaHUS [JaHHOM KOMITeTeHLIMM TpUBeJleHa B
Tabmumie 6.
Tabsuria 6 — ITokasaTes U KpUTEPUU OLIEHUBAHUST KOMIIETEHI[UH Ha 3Tarax
CocraB 3HaTb Ymetb Bnagets
OtmuHo * CcrnocoObl BLISIBIEHUS * BBISIBJIITb OCHOBHbIE * CrocobHOCTBIO

(BBICOKMY YPOBEHb)

OCHOBHBIX yTPO3
0e301acHOCTH
VMH(popMaLuy,
TIOCTPOEHUS U
WCC/IeJOBAHUS MOJIETH
HapyIIUTess B
KOMTIBFOTEPHBIX
cucTeMax;

yTpo3b1 6€30MacHOCTH
UH(bOpPMaruy, CTPOUTD U
MCCIIeZIOBAaTh MOZIEH
HapyILINTENs B
KOMITBFOTEPHBIX
CHCTeMaXx;

BBISIB/IITE OCHOBHBIE
yrpo3bl 6e301acHOCTH
vHopMaLy, CTPOUTh U
WCC/Ie[JoBaTh MOJe/N
HapyLIUTess B
KOMIIbIOTEPHBIX
cucremax;

Xopotiio (6a30BbIit

* CrocoObl BBISIBJICHUS

¢ BBIABJ/IATE OCHOBHbIE

* CrI0COOHOCTBIO

0 (ToporoBbIv

OCHOBHBIX yI'po3

yrpo3bl 6€3011acHOCTH

YPOBEHb) OCHOBHBIX YIp0o3 yrpo3bl 6e301acHOCTH BBISIB/ISITH OCHOBHBIE
6e3omacHOCTH WH(pOPMaIUH U yrpo3bl 6e301MacHOCTH
vH(pOpMaLu U HCC/IeloBaTh MOJe/Iu vH(popMaLM U
HCC/IeN0BaHUsA MO/ e/x HapyLIUTE B HUCCIe[0BaTh MOZEIn
HapyIlIUTessa B KOMITLIOTEPHBIX HapylIuTess B
KOMIIbIOTEPHBIX cUcTeMax; KOMIIbIOTEPHBIX
CHUCTeMax; cUcTeMax;

Y,ELOBJIETBOPI/ITEJIBH * CrocoObI BBISIBJICHUS * BLIIB/IATH OCHOBHEIE * Cr0COOHOCTBIO

BBIAB/JIATE OCHOBHBIE
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YPOBEHb) 0e3011acHOCTH vHbOpMaIy; yrpo3bl 6e30MacCHOCTH
MH(pOopMaLuy; vH(opMaLuy;

3 TunoBbie KOHTPO/IbHBIE 33/JAHUSA
[5isi peanvi3aliu BbIllleTiepeurc/ieHHbIX 3a7iad 00y4yeHHsl UCTIOJb3YIOTCSl TUTIOBblE KOHTPOJIbHBIE
3a/laHUsI WK WHBbIe MaTepHhasibl, HeoOXoAUMbIe /i1 OLIeHKU 3HaHWM, YMeHWH, HaBBIKOB W (W/IH) OIIbITA
JlesITe/IbHOCTH, XapaKTepU3yHOIMX STarbl (OPMUPOBaHUSI KOMIIETEHLIMM B MpoOLiecce OCBOEHHS
oOpa3oBare/IbHOM MPOTpaMMBbI, B C/IEAYIOIIIEM COCTaBe.

3.1 Tembl OIPOCOB Ha 3aHATUAX

— MWcropus pasButus ceteit DBM. MecTo U posib BBIYMC/IUTENBHBIX CeTell B COBPEMEHHOM MMUpe.
OCHOBHBIEe TIOHSITUS ¥ TepMUHO/IOTHsA. OOIIHe MpeCTaB/IeHNs O BEIUKCIUTeTbHON ceT. OOIiiee MOHSTHE
00 MepapxXuueckol CTPYKType TPOTOKOIOB. [IPUHIMITBI MHOTOYPOBHEBOW OpraHW3alli JIOKAJbHBIX U
rnobanbHbIX ceTeit DBM. Mogens OSI. CtaHjapTHBIe CTeKA KOMMYHHUKAIIMOHHBIX TTPOTOKOJIOB.

— Crangaprusanqus B ceTsx. Kraccudukaiusi BbIUMC/IUTeNbHbIX — ceTell. TpebGoBaHus,
rpe/ibsiB/isieMble K COBPEMEHHBIM BbIUMCIUTE/NBbHBIM CeTsIM. MeTOoAbl U TEeXHOJOTUU IPOEeKTUPOBaHUS
CPeACTB TeseKOMMyHUKalui. CTpykrypu3aumu cetd. dusnueckas M JOruueckas TOIOJOTHUU CeTel.
OCHOBHOe KOMMYHHUKAIIMOHHOE 000pyZ0BaHHe

— Kananbl cBg3U. XapaKTepuCTUKU KaHasIoB CBA3U. Jlornueckoe KogupoBaHue. ACUHXPOHHas U
CUHXPOHHasl Tiepejjaun. Mlepapxusi B KabesibHOM crucTeMe. CTPyKTyprUpOBaHHasi KabesibHast CUCTeMa.

— KoHurypanyy nokaabHbIX BBIUMC/IATENbHBIX CeTeld U MeToAbl AocTyna B HUX. CTPyKTypa U
(yHK1MM 0KanbHbIX ceTeld. Cozmepykanue craHzaprta I[EEE 802. ba3oBble TeXHOIOTWH JIOKA/IbHBIX CETEH.
IEEE 802.2 Ethernet. O6opyznoBaHue JTOKa/lbHBIX CETEH.

— TlporpaMMHbIe CpeficTBa TeJeKOMMYHUKal[uM. CTpPyKTypa MpPOrpaMMHOTO 00ecrieueHust
nokanbHOM cetu. Kraccudukaius riporpaMMmHOro obecrieueHust JIOKalbHBIX —ceTeil. [IpUHLUIIBI
TIOCTPOEHUS CETEBOT0 MPOrPaMMHOTO 00eCTieUeHHsI U CeTeBBIX OTepaliMOHHbIX cucTeM. Knaccudukamys
cepBepoB. [IpoekTrpoBanue ceteli IBM 1o NpyHLMIY «KIHUEHT-CepBep».

— CereBoM ypoOBeHb mepefaud JaHHbIX. [P-agpecanus.  Peanmu3anusi MeXceTeBOro
B3auMogelictBus cpeactBamu TCP/IP. Tlopsimok pacripefenenust IP-agpecoB. Otobpakenue IP-ampecor
Ha JIoKa/bHbIe agpeca. ARP npotokos.

— IlpuHimns! mapuipytusanuu B IP-cerax. IIportokosbl mapuipyrtusanmu. I[loHsaTve pomeHa.
HomenHas agpecauus B IP-cetsx. DNS npoTokorn.

— IlIpotokon IPv6. IIpotokosisl TpaHcriopTHoro yposHs TCP u UDP.

— CoBpemeHHbIe TeHJEeHLMM PasBUTHUS Te/leKOMMYHUKALMOHHbIX cucTeM. VHTerpanus
pa3/IMYHbIX THUIMOB CeTeld U CeTeBbIX C/IyK0. Bupryanmusauys wHGOpPMalMOHHBIX cucTeM. O6auHbIe
BBIUMCJ/ICHUS.

— Obecrieuenrie 6e30MaCHOCTA  TeeKOMMYHUKALIMOHHBIX CBsi3ed U a[MUHUCTPATHUBHBIN
KOHTPOJ/Ib. OCHOBHBIE ITOHATUS Y TePMUHOJIOTHS.

— TwunoBsle yrpo3sel ceTeBoil Oe3omacHOCTH. OCHOBBI KjlacCU(UKALMU CETeBBIX YIpO3 U aTak.
BnusiHve uenoBeueckoro ¢akTopa Ha ceTeByrO 6€30MacHOCTb.

— 3amMra TOMOJIOTMM CeTH. BupTyanbHble JiOKa/ibHble CeTH. [lonosHUTeNbHble (QYyHKLUU
KOMMYTaTOpOB. [IepcoHasibHbIe 3KpaHbl. AOOHEHTCKoe IdpoBaHue.

— 3amuTa ceTeBOro Tpaduka M KOMIIOHEHTOB CeTH. 3allliTa KoMmIioHeHTOoB cet oT HCI.
be3onacHocTh pecypcoB cetu. CpefcTBa HeHTU(DUKALMM M ayTeHTU(UKALMKA, METOAbI pasfie/ieHUs
pecypCoB ¥ TeXHOJIOTUU pPa3rpaHUueHus JOCTyTIa.

— CpeacrtBa TOBBIIEHUS] HaZIeKHOCTH  (PYHKLJMOHUPOBaHUsI ceTell. 3aiuqura OT cOoeB
3/IEKTPOTIMTAHUSI, arrapaTHOTO U TTPOrpaMMHOTO obecrieueHusi. KOHTpo/b U pacripe/iesieHre Harpy3Ku Ha
BBIUMC/IUTE/IBHYIO CeTh.

— PernameHTHpYyIOIIIe [JOKYMEHTHI B 007acT 0€30MacHOCTH BBIYUC/IUTENBHBIX —CETeH.
CraHgapThl 0€30TMaCHOCTH BBIUMC/IUATE/ILHBIX CEeTeH W WX KOMIIOHEHTOB. [IpaBOBbIe OCHOBBI 3allUThI
VMH(pOpMaL1H B CeTsIX.

— CereBsle oreparnyioHHele cucteMbl Windows, Unix/Linux. OCHOBHBIE TPOTOKOJIBI, C/TYKOBI,
(yHKIIMOHUPOBaHUe, Cpe/icTBa obecrieueHust 6e30MacHOCTH, CPEICTBA YIIPaB/Ie€HUsT U KOHTPOJIS.

— Tlonmutuka 6e3omacHocTu: [ToHATHE TOMUTHUKK Ge30macHOCTU. TUIOBBIE 3/1eMEeHThI MOTUTUKU
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0e30macHOCTH. [Toctpoenue, peanu3sanys, NoJiep>KaHue u MoubUKaLs TTOJTUTUKHA
6e3omnacHocTu.Kpurepun orjeHku Ge3omacHoctd ceTeBbIXx OC. OCHOBHbIe KPUTEPUM aHa/M3a CEeTeBOM
6e3omacHocTH. OOI1ias Mpoljeypa aHam3a.

— OcHoBHBIE MeXaHW3Mbl oOOecrieueHHsi 0e30MaCHOCTH W YIIpaBJeHUs pacIipe/ieIeHHbIMU
pecypcamu. ObecrieueHre Ha/IeXKHOCTU UHGPACTPYKTYpbl IHTepHeT.

— 3auwmra KaHajsioB CBsi3u B MHTepHeT. Buzpl ucnosib3yembix B VHTepHeT KaHa/iOB CBSI3U.
Ncnonb3oBaHre MeXXCeTeBbIX 9KpPaHOB. BHUpTyasibHbIe YaCTHBIE CETH.

— Ya3BUMOCTH U 3amura 0a30BBIX TIPOTOKOJIOB U CAy»KO: IIpOTOKO/MBI MapIpyTH3al[Uu.
CewmetictBo TCP/IP. Cy»x0b1 ioucka. bezornachocte WWW 1 371eKTPOHHOM MOYTHI.

— CucteMbl 0OHapy)XeHHSI YW TIDOTHBOJAENCTBUS BTOpKeHUsM. Knaccubukaiysi ¥ TIPUHIMITEI
(YHKILIMOHMPOBaHUS CUCTeM 0OHapyKeHUst BTop)KeHu. CKaHepbl 0e30MaCHOCTH.

— Knaccel ckaHepoB 0e30MacHOCTH U OCOOEHHOCTU TIPUMEHeHHMs. 3all[iTa OT BUPYCOB. 3alljUTa
3/IEKTPOHHOTO JJOKYMeHT00b0poTa.

3.2 DK3aMeHaLIOHHbIEe BOIIPOCHI

— 1. TunoBble KoHQUrypauuu UWHGOPMAI[MOHHBIX CHUCTeM. BrusHue KoHGUTrypauu
MH(POPMAL[MOHHONW CUCTeMbl Ha 0e30MacHOCTb XPaHUMBIX, 00pabaTbiBaeMbIX U TepefaBaeMbIX 0 CeTU
JaHHBIX. 2. Yrpo3a. Ysa3BUMOCTb. ATaka. B3auMocBs3b Mexay 3Tumu noHstusmu. 3. Knaccudukaius
yrpo3 UHPOPMALIMOHHOW 0e30MacHOCTH BBIUMCIUTENBHBIX ceTeld. 4. Kiaccubukaius ysa3BUMOCTeH. 5.
Knaccudukaims arak. 6. ITepexBar uHdopmaiuu B cetd. VHCTpyMeHTbI. CriocoObl TIPOTUBOEMCTBUS
niepexBary. 7. Spoofing. Criocobs! ogzmenku uaeHTHGHUKaTopoB. CriocoObl MpoTHBOAeHCTBHSA spoofing’y.
8. DOS-araku. OcobeHHocTH peanu3anyu. Criocobsl mpotuBozetictBuss DOS-aTakaM. 9. YHUBepca/bHbIe
MeTo/bl obOecrieueHUsi MH(POPMAIMOHHOW 0e30T1acHOCTH KOMITbIOTEPOB M KOMITbIOTepHBIX ceteit. 10.
CneLipaniM3upoBaHHbIe MeTObl 00ecrieueHrsi MHHOPMALMOHHOM 06e30TIaCHOCTH KOMITBIOTEPHBIX CeTel.
11. Wpentudukammss u ayreHTUdUKalysa. OcobeHHOCTH ayTeHTHGhUKALMKA I10/ib30BaTesieli B
KOMIMIBbIOTePHBIX ceTsiX. 12. ITpotokon Kerberos. Ha3nauenue. OcobeHHOCTH (YHKIIMOHUPOBaHUS. 13.
Pasrpanuuenue ocTyra K UHGOPMaLMOHHBIM pecypcaM KOMIbIOTepHbIX ceTel. 14. Kpunrorpaduueckas
3ampyTa MHGOpPMALMM B KOMITBbIOTEPHBIX ceTsx. JocrouHcTBa M HepoctaTku. CriocoObl TipeofiosieHust
Kpurirorpaduueckol 3aiydtbl “HGoOpMaluuu. 15. DyeKTpoHHast noAnvuch. Ha3HaueHue. [IpumMeHeHue Ajist
3alUTBI CeTeBOro B3aumopeilcTBus. I[Ipumepbl. 16. CkaHepnbl 0Oe3omacHOCTH. CrocoObl BbISIB/IEHHUS
ySI3BUMOCTeM B MUH(OPMAlLMOHHBIX cUcTeMaX. 17. AyauT B WH(OPMAI[MOHHBIX cucTeMax. ®YHKIUU U
Ha3HaueHWe ayJuTa, ero pojab B obecredeHur wWHGOPMALMOHHOM Oe3omacHocT. 18. CucTeMbl
oOHapy»keHus1 BTopkKeHu. CUCTeMbl TIpeA0TBpallleHus1 BTOpKeHH. MeTOIUKY BhISIB/IEHHsI CeTeBbIX aTak.
19. CereBble M XOCTOBBIE CHCTEMbI OOHApY)XeHWsI W TIpelOTBpAIlleHUs] BTOp>KeHWi. [I0CTOMHCTBA U
HepocTtaTku. 20. MexceTteBble 3kpaHbl. Knaccudukauys. BapuaHTsl pasmellieHUs MeXXCeTeBOro SKpaHa.
HocrouHcTBa M HepocTaTku. 21. /lemunurapr3oBaHHast 30HbI. Ha3HaueHue. CriocoObl BbiZiesieHUs. 22.
Knaccudukaiusi MeXceTeBbIX 5KpPaHOB 10 YPOBHSIM 3alljullleHHOCTH. IlokaszaTesb 3alllMIeHHOCTH,
npUMeHsieMble /11 Knaccupukalyy. IIprMeHeHHe MeXXCeTeBbIX 3KPaHOB pa3/MYHbIX K/acCcoB. 23.
TexHnonoruss VPN (BupTyanbHble uacTHble ceTH). HasHaueHue. [IoCTOMHCTBAa U HeJOCTaTKU. 24.
OCHOBHBIE KOMIIOHEHTbl TEXHOJIOTMM BUPTya/ibHbIXx 4YacTHbIX ceTert (VLAN). 25. BpenoHocHbie
nporpammel. Knaccudukanms. Kanansl pacnpoctpaHenus. BivsiHie Ha MHGOpMalMOHHbIE CUCTEMBI. 26.
AHTUBUpPYCHBIe cpefcTBa. Knaccudukaiiyis. MeToAUKY BbisB/IeHUS] BPeJOHOCHOTO Koja. 27. CpezcTBa
obecrieuenusi uHbopMaroHHOM 6e3omacHoct B OC Windows’2003. PasrpanuyeHue AocTyma K
naHHbiM. [pyrmoBasi mosmmtrka. OO6nacTh JeMCTBUS TPYIIOBBIX MOMUTHK. 28. OCHOBHBIE 3Tarlbl
pa3paboTKK  3all[MIIleHHON KoMIbioTepHOM ceTH. 29. IIpobsmembl obecrieueHusi 6Ge3omacHOCTH
NpUK/IafHbIX cepBrcoB (Beb, mouta, FTP) u ux pemenus. 30. dusnueckue cpencTBa obecrieyeHust
MHGbOpPMaI[MOHHOM 6e301acHOCTH.

3.3 TemsI 1abopaTopHbBIX padoT
— Hacrpoiika mogkIOyeHUs] y3na K CeTh. ABTOMaTHuecKas [WHaMU4yecKas W CTaThdeckas
HACTPOWKU CETEBOTO MOJK/TFOUeHMS.
— Crex npotokosioB TCP/IP. [IpuknaziHbie IPOTOKO/IBI CeTU MIHTepHeT.
— Cetu Microsoft Windows. YripaBneHue ceTeBbIMU peCypcaMy B OZJHOPaHTOBOM CeTH.

— Cetun Microsoft Windows. Active Directory. YmpaBneHue CeTeBbBIMU peCcypcamMH
KOpIIOpaTUBHOM ceTH. [ pynmnoBble NOMUTHKH.
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— MogenvpoBaHue 6a30BbIX C/1y)KO ¥ MPOTOKO/IOB MapIIPYTH3al[iH B I7I00a/TbHBIX CETSIX.

— Basossie ciyx0s1 cetn VinTeprer. DHCP. DNS. TIpoTOKO/IBI MapIpyTH3al|H.

— Tlpuknagubie cnyxkbbl cetn WHTepHeT. Hactpoiika Web-, FTP-cepBepoB u cepBepa
3/71eKTPOHHOM TIOYTHI.

— Pasrpanuuenuve focTyna K JI0KaabHBIM U CeTEBbIM pecypcaM. [IMCKpeljMoHHast U MaH/aTHast
MO/IeI1 yTpaB/ieHUsi 10CTYTIOM.

— WHcTpymeHTHI A5 ucciiefioBaHust ceTu (CHUdephb)

— VIHCTpyMeHTBI /1S UCC/ie/JOBaHUs CeTH (CKaHepbl 0e301acHOCTH)

— MesxceTeBble 3KpaHbI

— AHTHUBUpYCHas 3aluTa

— BupryanbHble yacTHbIe CeTH

— CucremMbl 06Hapy>KeHUs U TIPeA0TBpallleHus] BTOPXKeHUH

— DLP-cucremsl

— besonacHOCTE NpYK/IaAHBIX TPOTOKOJIOB

— MopenvpoBaHye ceTeBbIX YCTPOKCTB M IIPOTOKOJIOB B JIOKA/IBHBIX CETSIX

— MogenvpoBaHue BUPTYalbHBIX JOKaibHbIX ceTeli (VLAN) c pasrpaHuueHrdeM JAOCTyIa K
CeTeBbIM pecypcam

3.4 3auéTt

— 1. Tlonsitue cetu. TpeboBaHusi, pebsiBiisieMble K ceTH. 2. Knaccudukauus cereit. [Tpu3Haku
knaccudukarpn. 3. CereBbie Tomosoruy. [IpenMyiriecTBa ¥ He[OCTaTKA 0a30BBIX CETEBBIX TOTIO/OTHH. 4.
Metogpl KOMMyTaLMU y3/10B ceTH. IIpenmyliiecTBa U HeOCTaTKU Pas3/IMUHbIX METOZO0B KOMMYTaLUU. 5.
MeTozpl afpecanii B Masibix U Oonbimx cetsix. TpebGoBanusi K afpecaM. 6. OCHOBHBIe amnmaparHble U
MporpaMMHbIe KOMIIOHEHThI KOMITbIOTEpHBIX ceTeil 7. Ha3HaueHue ¥ cocTaB MMHUN CBsA3U. HasHaueHue
K&X0ro KOMIIOHeHTa JMHUMU CBs3U. 8. OCHOBHbIe BHJBI Nepefarolivx cpef. VX XapakTepuCTHKH.
OrpanvueHusi mepejaroiux cpef. 9. becripoBogHast muHusi cBsisu. CocraB oOopygoBanusi. [loHsiTHe
kaHana. 10. CereBas Mogens OSI. HasHaueHue. YpDOBHM B3aMMOJ€HCTBUSI OTKPBITBIX cucTem. 11.
Crangaptusauus ceteit. [Ipoekt 802.x. 12. MeToapbl focTyna K cpefe rnepefauu AaHHbIX. 13. TloHsTue
npotokosia M uHTepdeiica. Crteku mnpoTokonoB. CraHAapTHble CTeKu MpoTokonoB. 14. CeteBas
apxutektypa Ethernet. BasoBreiii cTanzapt. KoMrioHeHTbl peanu3anuu Ha (¢u3dyeckoM YpoBHe. 15.
CrpykTypa kKazpa TexHonoruu Ethernet. Texnonorus VLAN. Cranzapt I[EEE 802.1q. 16. CereBas
apxutektypa Token Ring. 17. CeteBasi apxutektypa FDDI. 18. O6opyznoBanue JIBC. [TpuHIUIbI paboThbl
KOHIIEHTPaTopoB, MOCTOB, KomMmyTatopoB. 19. CeTeBble onepalyoOHHbIe CHUCTeMBL. TpebGoBaHWM,
nipeabsiensiemMble K ceTeBbiM OC. 20. Ba3oBble MpUMMTHBLI Mepejaul cooOIeHHi B pacripefjesieHHON
ceTd. BrI30B yzaneHHbIX npoueayp. Mexanusm coketoB. 21. CeteBble (haiinoBble cucTeMbl. CeMaHTHKa
pa3zenienus aiisios. 22. Cayxbbl MeHOBaHUsI pecypcoB. Ciy>kOa KaTasioroB. JlomeHHbIN 1ogxos. 23.
Cnyxba karanoroB Active Directory. Ympaenenve oowekramu cetu. [pyrimoBbie momuTHKK. 24. 3afaunt
TocTpoeHusi o0beiHeHHbIX ceTel. 25. I'mobanbHas cetb VHTepHeT. [TocTpoenre. OCHOBHbIE MOHSITHUSI.
CewmetictBo mpoTtokosioB TCP/IP u ero pons B mocTpoeHuy 11obanbHbIX ceTeil. 26. CTeK NMPOTOKOIOB
TCP/IP. O6nactb npuMeHeHusi. OCHOBHbIE XapaKTePUCTUKHU. 27. Tumbl afipecos, NMPUMeHsIeMbIX B CETU
Wurepuetr. HasHauenve. TexHonornu paspewenusi agpecoB. 28. IP-agpeca. Knaccer IP-ceten. 29. IP-
anpeca. Texnonorus CIDR. Ilonstue cereBoro mipedukca. 30. O6opygoanue I'BC. Kpatkas
XapakTepuctuka U HasHadeHwe. 31. Crpykrypa cetu IHTepHeT. ABTOHOMHBIE CUCTEMbI U
Maructpanbsble ceTd. Tumbl TPOTOKOJOB Mapuipytusauuu. 32. Mapmpytusauus IP-niporokosa.
Anroputmel  MapuipyTtusauuu. 33. IIporokosnsl mapuipytusapguu RIP u OSPE.  XapakTepucTuky,
JoctouHcTBa U Hepoctatkd. 34. IIporokon ARP. Hasnauenwe. [IpuHImn QyHKUMOHMpOBaHUS. 35.
[Tporokon DHCP. Ha3nauenwe. Ilpuniun ¢yskuuonupoBanus. 36. Cmyxba DNS. HasHauenwe.
[MpuHumn @yHkuroHupoBaHus. 37. IIpoTtokonsl TpaHcrnopTHOro ypoBHs creka TCP/IP. CpaBHUTeNbHbIE
XapaKTepUCTUKA W TPUHLMIBLI pabotel. 38. IlepexBar makeToB B JIOKAaIbHOW CeTH. VIHCTPYMEHTHI.
Crpykrypa mnakeTtoB. 39. TexHonoruu «mocsiefHeii Muan». [IporpaMMHbIi U anmnaparHbid cocTtas. 40.
Cnyx6s1 WWW u FTP. Ilporokonsl. Hactpoiiku cepsepHoro u kmneHTckoro I10. 41. Cioyx6a E-mail.
[TpoToKosibl 371eKTPOHHOM nouTkl. HacTpoiiku cepBepHoro u kKnueHTckoro I10. 42. Ciy»kb6a MrHOBEHHBIX
coobjenuii Jabber. TIpoTtokosel. HacTpoiiku cepBepHoro u kimeHTckoro I10. 43. TexHosmorny repesiauu
ronocoBoi uHgopMmauuu. I[Ipotokonbl SIP, RTP. 44. TurnoBasi CTpyKTypa OTKa30yCTOMUKBOIO KjacTepa.
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PesepBupoBanue AaHHbIX. 45. OCHOBHBbIE KOMAaH/bI, UCIIO/b3yeMble TP pPaboTe C CeTbI0 B peXUMe
KOMaH/JHOW CTPOKH.

4 MeTtognueckye MaTepHaJibl
[nsi obecrieueHust mporiecca oOyueHHs U pellleHus 3aiad 00y4yeHUsi MCIIOb3YIOTCS CIeAyIoIye
Marepuarbl:
— MeToJuuecKhe Marepuarbl, Orpeje/siolide TMpoLeAypbl OLleHWBaHUsS 3HAaHWM, YMeHHH,
HaBBIKOB W (W/M) OIbITa [eATebHOCTH, XapaKTepH3yIOLIMUX 3Tarbl (Op-MUPOBaHUSI KOMIETeHI[WH,
CcoriacHo 1. 12 paboueii mporpamMMbI.

4.1. OcHoBHas /MTEparypa

1. KowmrbtorepHble ceTu: [IpUHLIMITEI, TEXHOMIOTHH, MPOTOKO/bI [TekcT] : yueGHUK /17151 By30B / B.
I. Omadep, H. A. Onmudep. - 4-e u3g. - CII6. : [TMTEP, 2013. - 944 c. : un., Tabn. - (YueOHUK /151 By30B.
CraHgapT TpeTbero mokoneHus). - And. ykas.. c. 918-943. - ISBN 978-5-496-00004-8 : 470.69 p.
(Hamuue B 6ubmioreke TYCYP - 20 3k3.)

2. KowmmbtoTepHble cetu [Tekcrt] : HayuHoe u3manue / 3. Tanenbaym, [. Y33epost. - 5-e u3g,. -
CII6. : TIUTEP, 2013. - 960 c. : un., Tabn. - (KITACCUKA COMPUTER SCIENCE). - Tlep. c aHr. -
And. ykas.: c. 947-955. - ISBN 978-5-4461-0068-2 : 1244.32 p. (Hanuuue B 6ubmoreke TYCYP - 15
9K3.)

4.2. lonoHUTe/IbHAA IMTepaTypa
1. CeteBble orepaljoHHbIe CUCTeMbI : YuebGHOe rocobue nyis By3oB / B. I. Omudep, H. A.
Osnudep. - CII6. : TTutep, 2007. - 538[6] c. : un. - (YueOHUK /7151 By30B). - Bubmumorp.: c. 525-526. - And.
yKa3s.: c. 527-538. - ISBN 5-272-00120-6 : 145.20 p. (Hamuuue B 6ubmioreke TYCYP - 10 3K3.)

4.3. O0s3aTe/TbHBIE YUeOHO-MeToJuYeCKHe MoCco0us
1. bBe3omacHocTh ceteli OBM: MeTtonuueckre yKa3aHus [jisi J1aOOPaTOPHBIX W TPAKTHYeCKUX
pabot / HoBoxpectoB A. K., ITpackypun I'A., 2014. — 99 c. [SnekTpoHHBIN pecypc] [DneKTpOHHbBIH
pecypc]. - http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_lab_pract.pdf
2. be3onacHocth ceteii DBM: MeToauueckrde yKasaHUsl [jIsi CaMOCTOSITEJIbHOM DPaboThI
crygenrta / HoBoxpectoB A.K., Ilpackypun I'A., 2014. — 4 c. [DnekTpoHHbIM pecypc] [OneKTpoHHbIN
pecypc]. - http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_sam.pdf

4.4. ba3bl JaHHBIX, HH(POPMAIMOHHO CTIPABOYHbIE M MTOUCKOBbIE€ CUCTEMBI
http://www.lib.tusur.ru — 6ubsMoTEKa YyHUBEPCHUTETA;
http://www.elibrary.ru — HayuHast 371eKTpOHHast 6MO/IMOTEKa;
http://www.edu.ru — Be6-caliT cuctembl (eepanbHbIX 00pa30BaTebHbLIX OPTA/IOB.

[TporpammHoe obGecrieueHue:

orepaljoHHbIe cHCTeMbl ceMelicTBa Windows;

CpeZiCTBO 3aluThl MHGopMaiuu "baokxoct-cets K";

crcTteMa OOHapy>KeHUs BTOp>KeHH# "Snort";

9. cpeactBo mogenvpoBanus ceteit Cisco Packet Tracer;

10. DLP-cucrema "KonTyp nH(popmaimoHHoi 6e3omacHoctyl SearchInform";
11. gucrpubytuB Kali Linux;

12. cucTema aHa/M3a 3alUIlleHHOCTH ceTH "MaxPatrol".
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