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«TOMCKUI TOCYIAPCTBEHHBIV YHUBEPCUTET CUCTEM
YIIPABJIEHUA U PATMOIEKTPOHUK»
(TYCYP)
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LeacTaatengs: ¢ 1001, 2016 no 16092010

PABOUAS TTPOTPAMMA YUEBHOU OV CHUTIJTMHBI
Be3sonacHocths ceret DOBM

YpoBeHb 00pa3oBaHusi: BbIcIIee 00pa3oBaHue - 0aka/iaBpHaT

Hamnpagsnienue rnoarotoBku (crieijuanabHOCTh): 10.03.01 MudopmanuoHHas 6e30MacHOCTb
HanpaenenHocts (podub): besonacHocTh aBTOMaTH3HPOBAHHBIX CHCTEM

dopma oOyueHus: OUHas

dakynbreT: @B, @akynbTeT 6€30MaCHOCTH

Kadenpa: KUBIOBC, Kadeapa kommiekcHod wuHGOpPMAIHOHHOW 0€30MacHOCTH 3/IEKTPOHHO-
BBIUUC/IUTE/IBHBIX CHCTEM

Kypc: 3

CemecTp: 5, 6

YueOHbIi 1i71aH Habopa 2016 roga

PacripezsienieHre pabodero BpeMeHH

Ne Buzibl yueOHOM IeATebHOCTU 5 cemecTp 6 cemecTp Bcero EvHunpbl
1 |Jlekuuu 18 28 46 YacoB
2 | Ilpaktnueckue 3aHATUS 18 18 4yacoB
3 |JlabopatopHbie pabOThI 36 44 80 YyacoB
4 | Bcero ayIJUTOpHbIX 3aHSATUI 54 90 144 4yacoB
5 | VI3 HUX B MHTEpaKTHBHOM (popme 16 24 40 4yacoB
6 |CamocrosiTesibHast pabora 18 18 36 4yacoB
7 | Bcero (6e3 3K3aMeHa) 72 108 180 YyacoB
8 |IloaroroBka u cjjada 5K3aMeHa 36 36 YyacoB
9 | OO6mas TpyI0eMKOCTb 72 144 216 YyacoB
2.0 4.0 6.0 3.E

3aueT: 5 ceMeCTp
OK3aMeH: 6 ceMeCTp

Tomck 2017
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(t)ﬁ:[pbl
npotokosn Ne 2 or « 14 » 2 2017 1
JIUCT COIVIACOBAHMIA

Pabouasi miporpamMMa cocCTaB/ieHa C ydeToM TpeOoBaHUl efepaabHOr0 ToCyAapCTBEHHOTO
oOpa3oBarenlbHOTO CTaHfapTa Bbiciiero obpaszoBanus (PT'OC BO) mo HampaBaeHWIO TIOATOTOBKH
(crtetmaneHOCcTH) 10.03.01 UHbopmarmoHHasi 0e30macHOCThb, yTBep)KaeHHoro 2016-12-01 rofa,

pacCcMOTpeHa W yTBep)K/eHa Ha 3acelaHuM KadeApbl «___ » 20__ ropa, TPOTOKOMI
No

Pa3paboTumku:

accucreHT Kap. KUB3BC HoBoxpectos A. K.

3aBeayromumii obecreunBarolei Kad.
KNBSBC [MMenymanos A. A.

Pabouasi mporpaMma coriacoBaHa C (hakyIbTeTOM, TTPOGUIMPYIOIel 1 BhIMyCKarollel KadeapaMu
HaripaB/ieHUs TTOJJTOTOBKU (CIeliaJbHOCTH).

Hekan @b HaBbigosa E. M.
3aBenyroluii BeIMycKaroiieit kag.

KNB3BC [lenymanoB A. A.
OKCIePThI:

noueHT kKad. KUB3BC Komnes A. A.
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1. Ilesiu ¥ 3aauM AUCHUILTAHBI

1.1. ITes1 AMCLUIIIUHBI
OOyuuTh CTYAEHTOB OCHOBAM TIOCTPOEHMSI U IKCIUTyaTalluid BBIUHMC/IUTETBHBIX CeTel, MPUHIUTIaM
¥ MeTojaM 3alUThl UH(QOPMALIMM B KOMITbIOTEDHBIX CEeTSIX, HaBbIKaM KOMILIEKCHOTO TIPOeKTHPOBaHUS,
TIOCTPOEHUSsI, 00CTY>KMBAaHUS M aHa/IM3a 3allUIIeHHbIX BBIYMC/TUTETbHBIX CEeTEH.

1.2. 3agauy JUCIMIIIAHBI
— [laTb OCHOBBI:
—  — apXUTEKTYypbl BbIUMC/IUTEIbHBIX CeTel;
— — IIpOrpamMMHO-arapaTHbIX U TeXHUUeCKUX CPeZCTB CO3AaHUsI CeTel;
—  — TIPUHLMIIOB TIOCTPOEHUS CeTel U yIipaB/eHusl UMU;
—  — WCI0/Ib30BaHus MPOrPaMMHbIX U arfapaTHbIX TEXHOJIOT U 3allUThI CeTel;
—  — MeToJ|0/IOTWU TIPOeKTUPOBAHUSI, Pa3BePThIBAHUS U COTIPOBOKEHUS 6€30TIaCHBIX CeTel;
— —o00c/iefoBaHus ¥ aHa/TM3a 3all[UIIeHHBIX BEIUMC/TUTETbHBIX CETei.

2. MecTo pucouiuinHeel B cTpyKrype OITIOII
HOucuuruivHa «be3onacHocTsb ceteit DBM» (B1.5.32) otHocutcs K 610Ky 1 (6a30Basi 4acTh).
[MpepiecTByOIMMH  AUCLUMIVIMHAMY,  (OPMUPYIOLUMM  HauajbHble 3HaHUs, SIBJSIOTCS
ciiepyromye aucuruiuHbl: MiHpopMatrika, OcHOBBI HH(POPMAIMOHHON 6€30T11acHOCTH.

3. TpeboBaHus K pe3y/jbTaraM 0CBOEHHs JUCIUII/THHBI

[Tporjecc u3yueHus: AUCLIMIITMHBI HarpaB/ieH Ha ()OpMUpOBaHKe C/IeAYIOLUX KOMIIeTeHI[UH:

— TIK-2 crocoOHOCTBIO TIPUMEHSITh MPOrpaMMHBIE CPeJCTBAa CHCTEMHOTO, TPUKIAJHOTO U
CrieLia/IbHOTO Ha3HaueHUsl, UHCTPYMEeHTa/IbHble CPeJCTBa, SI3bIKM U CHCTeMbl MPOrpaMMUPOBAHUSA ISl
peliieHusi mpodeCcCUOHANBHBIX 3a/]ay;

— TIK-6 criocoOHOCThIO TIPUHUMATH y4YacTHe B OpPraHM3al[id W TIPOBEIEHWUM KOHTPOJIbHBIX
NPOBEPOK  paboToCcroco6HOCTH U 3(hGEKTUBHOCTH TPUMEHSEMbIX TPOrPaMMHBIX, TPOrPaMMHO-
anmapaTHbIX U TeXHUUYECKUX CPeZCTB 3alliiThl MHMOpMaLny;

— TIK-15 crocobHOCTbI0 OpPraHM30BLIBaTh TEXHOJOTHYECKUH TpoliecC 3aliuThl WHGOpMal[uu
OTrpaHUYEeHHOr0 JO0CTyNa B COOTBETCTBUM C HOPMAaTUBHBIMM [IPAaBOBBIMH aKTaMW W HOPMaTUBHBIMHU
MEeTOJUYEeCKMMU JoKyMeHTamu PefepanbHON Cay»Obl Oe3oracHoctd Poccuiickoli  ®enepariuu,
denepanbHOM CTY>KOBI TIO TEXHUUECKOMY M SKCTIOPTHOMY KOHTPOJTIO;

B pesynbraTte usyuyeHus JUCLUIUIMHBI CTYAEHT JOJDKEH:

— 3HaTb CpeACTBA M MeTOAbl XpaHeHUsi W Tiepefaud UH(POpPMAalLW; STaJIOHHYH Mojeb
B3aMMO/IEMCTBUSI OTKPBITHIX CUCTEM; OCHOBHBIE CTAaH/IAPThI B 00/1aCTH MH()OKOMMYHHUKAIIMOHHBIX CUCTEM
Y TeXHOJIOTMH; OCHOBHble HOPMaTUBHO MpPaBOBble aKTbl U HOpPMAaTHMBHbIE MeTOAUYeCKUe JOKYMEeHThI B
obnactu VH(}OKOMMYHUKALIMOHHBIX CUCTEM; TIPUHLIMIIBI MOCTPOeHUsI 3aLLUI[EeHHBIX
TeJIeKOMMYHUKALIMOHHBIX CHUCTEM; MeXaHW3Mbl peanv3alid aTaK B KOMITbIOTEPHBIX CeTSIX; 3alllUTHbIe
MeXaHW3MbI U Cpe[iCTBa 00ecIieueHus] CeTeBol 0e30MacHOCTH; CPeACTBa U MeTOAbl TIPeJOTBPaIlleHUsT U
oOHapy>KeHHsI BTOP>KEeHHUH.

—  yMeTb NMPUMEHSTh 3allHII[eHHbIe TIPOTOKOJIbI, MEXKCETEeBbIe IKPaHbl U CPe/ICTBA OOHAPY>KEHUSI
BTOpPKEHUU [J1s1 3al[UThl UH(POPMALIMA B CETSIX; OCYLIeCTBJISATb Mepbl MPOTHUBOAEUCTBUSI HapyllIeHUsIM
ceTeBOM 0e301MacHOCTH C UCIO/b30BaHUEM PA3/IMYHbIX MPOrPAMMHBIX U alllapaTHBIX CPeJCTB 3allJUThI B
COOTBETCTBUM C TpeOOBaHUSIMH HOPMAaTMBHO TIPAaBOBbIX AaKTOB U HOPMATHMBHBIX METOJUYeCKUX
JIOKYMEHTOB.

— BJIa/IeThb HaBbIKaMU KOH(WI'YpUPOBaHUs JIOKa/JbHBIX CeTel, HaBbIKaMU peau3aliii CeTeBbIX
MIPOTOKOJIOB C TIOMOIIbIO TMPOTPAaMMHBIX CpE/CTB; HaBbIKAMM HACTPOMKU MeXKCETeBbIX HSKpaHOB;
HaBbIKaMU TIPUMEHeHUs] HOPMAaTKMBHO MPABOBLIX aKTOB M HOPMAaTMBHBIX METOAUYECKUX [JOKYMEHTOB B
obact MHGOKOMMYHMKALIMOHHBIX CUCTeM; METOIMKOW aHa/li3a ceTeBOro Tpadurka, MeTOJUKON aHa/ln3a
pe3y/IbTaToB PabOThI CPeZICTB 0OHAPYKeHUsT BTOP)KEHUH.

4. O0beM ANCHMIIMHBI M BUABI YU4e0HOM padoThI
OO1iast TPYAOEMKOCTh JUCLIMIUIMHBI cocTaB/sseT 6.0 3aueTHbIX eJUHMIILI U TIpe[CTaB/ieHa B
Tabmumne 4.1.
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Tabmura 4.1 — Tpy0eMKOCTb AUCIUTTAHBI

Bujibl yueOHOM /1esITeTbHOCTH Bcero uacos CemecTpel
5 cemecTp 6 cemecTp
AynuTopHbIe 3aHATHS (BCETO) 144 54 90
Jlekuym 46 18 28
[TpakTryeckue 3aHATHS 18 18
JlabopatopHble paboThbI 80 36 44
W3 HUX B UHTepaKTUBHOU hopme 40 16 24
CamocTosiTenibHast paboTta (Bcero) 36 18 18
OdopmieHre 0TYETOB 10 J1Tab0paTOPHBIM 18 9 9
pabotam
ITpopaboTKa JIEKIJMOHHOTO MaTeprasa 14 9
[ToaroToBka K NpakTUYeCKUM 3aHATHUSM, 4 4
ceMuHapam
Bcero (6e3 sk3ameHa) 180 72 108
IToaroroBka u c/laua 5K3amMeHa 36 36
OO0111ast TPYJ0OEMKOCTD U 216 72 144
3aueTHble EavHULIBI 6.0 2.0 4.0
5. CopepxaHue AUCHMII/IMHBI
5.1. Pa3jenbl JUCIUIIMHBI U BHABI 3aHATHH
Pa3fenbl AUCLUTIIMHBI ¥ BU/IBI 3aHATUM TPUBe/IeHbI B Tabuiie 5.1.
Tabsuria 5.1 — Pa3zenbl AUCIUIUTAHBI M BUBI 3aHSITUNA
3¢}
= = &
O —~
5 | 2 5 | =T E&
= o 7} s 8 v = =
= S = = 2 3 =z
Hassanus pa3zenoB JUCLIUIIIMHBI %r 5 = 5 o @ = %
= z 2 = | g 2 S
| 5§ =&| &8
@ O =t
SN
O
5 cemectp
1 OcHOBHBIe MOHATUSI UHPOPMALIMOHHBIX 4 0 8 4 16  |IIK-15, [TK-2
ceTen
2 OCHOBBI ITOCTPOEHUS] COBPEMEHHbBIX 4 0 8 4 16 |IIK-2
JIOKa/bHBIX CeTer
3 CeTteBble omepaljioOHHbIe CUCTEMBbI 8 13  |TIK-2
4 Cpe[cTBa peanusaliii MeKCeTeBOro 6 12 24 |TIK-2
B3aUMO/IeCTBUS
5 TlepcrieKTUBHBIE HArlpaB/IeHUS 2 0 0 1 3 [TK-2
pa3BUTHS U TIPOO/IEMBI
HMH(OPMAaIMOHHBIX CeTel
Wtoro 3a cemecTp 18 0 36 18 72
6 cemecTp
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6 OcHOBHBbIe TTOHSTHSI MH(POPMaI[MOHHOU 4 0 0 1 5 ITK-15, TTK-2,
Ge3omacHoCTH ITK-6
7 TexHomoruu obecreyeHns 8 18 12 8 46  |TIK-15, TIK-2,
0€e30MaCHOCTH B JIOKa/IbHBIX CETSIX [TK-6
8 ObecrieueHne 6e30MacHOCTH CeTeH Ha 6 0 0 1 7 [IK-15, TIK-2,
6a3e ceTeBbIX OMepaI[OHHBIX CUCTEM [TK-6
9 Obecrieuenue 6e30MaCHOCTH 6 0 32 7 45 |TIK-15, TTK-2,
Me>)KCeTeBOro B3aMO/eliCTBUS [IK-6
10 ITpaBOBBIE OCHOBBI 3aLUThI 4 0 0 1 5 [IK-15, [1K-2,
“H(OpMaIMK B KOMITbIOTEPHBIX CETSIX. ITK-6
3alUIIeHHbIN JOKyMeHTO000poT
Wtoro 3a cemecTp 28 18 44 18 108
Utoro 46 18 80 36 180
5.2. Copep>kaHue pa3/e/ioB JUCLHHUILUIMHBI (10 JIEKIUAM)
CojiepskaHue pa3/enoB AUCLUIUINH (T10 JIEKLUSIM) TIpUBeieHo B Tabiuie 5.2.
Tabmura 5.2 - CofepykaHue pa3/esioB JUCHATIIVH (TI0 JIEKIUSIM)
v L =
B L <
S &3
CopeprkaHyve pas/iesioB JUCLIAILIVMHBI 110 = > @
HasBaHus pasgesnos ACP pasa AHEH - o =
JIeKLIUAM 3 g g
S8 8 =
=Y o g
= S
5 cemecTtp
1 OcHOBHBIE IOHATUS Wcropus pa3sutus ceteli SBM. Mecto u 2 [TK-2, TTK-
rMH(MOPMAaI[MOHHBIX CceTel POJIb BEIYUC/IUTE/IbHBIX CeTel B 15
coBpeMeHHOM MUpe. OCHOBHbIE TIOHSTUSI
u TepMuHosiorus. O01e NpeCcTaBIeHus
0 BBIUMC/IUTE/IbHOM ceTu. Ob11ee
TIOHATHE 00 MepapXu4ecKou CTPYKType
MPOTOKO/IOB. [IpUHLIUTIBI
MHOTOYpPOBHEBOM OpraHu3aLiu
JIOKa/IbHBIX U I7100anbHBIX ceTeli OBM.
Mogens OSI. CrangapTHble CTeKu
KOMMYHMKaI[MOHHBIX TTPOTOKOIOB.
CraHjapTu3aLys B CeTsX. 2
Knaccudukaniysi BIUMCIUTETbHBIX
ceteii. TpeboBaHUs, TIPebABISEMbIE K
COBPEMEHHBIM BbIUHC/IUTEIbHBIM CEeTSIM.
MeTo/ bl ¥ TEXHOJIOTUU MTPOEKTHPOBAHUS
CPeJCTB TeJleKOMMYHUKALIU.
Crpykrypu3anuu cetu. Pusmyeckas u
noruyveckas Tononoruu ceteii. OCHOBHOe
KOMMYHHKAI[MOHHOE 000py/10BaH1e
Utoro 4
2 OCHOBBI ITOCTPOEHUs COBpeMeHHbIX | KaHasibl cBsi3u. XapakTepuCTUKU KaHa/IoB [TK-2
JIOKa/bHBIX CeTer cBs3u. Jlornueckoe KogupoBaHue.
ACVHXPOHHas1 U CHHXPOHHas [epe/jauul.
Hepapxusi B KabebHOM crcTeMe.
CTpyKTypypoBaHHast KabenbHast CUCTeMa.
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KoHurypanyy nokaabHbIX
BBIUMC/IUTE/IbHBIX CeTel U MeTO/Ibl
Joctyna B HUX. CTpyKTypa U QyHKLUH
JoKanbHbIX ceTed. ComeprkaHue
cradaapra IEEE 802. ba3oBsie
TeXHOJIOTMU J0KanbHBIX ceTeil. IEEE
802.2 Ethernet. O6opyoBaHue
JIOKA/IbHBIX CeTel.

HToro

3 CeTeBble OMnepalMOHHbIE CUCTEMBI

IIporpammHBle cpefcTBa
Te/leKOMMYHHUKaLMU. CTPyKTypa
MPOrpaMMHOTO 00ecrieueHUs JIOKa/IbHOM
cetu. Knaccudukaiiys nporpaMMHOT0
obecrieueHust JIOKa/IbHBIX CeTel.
[IpyHLIUIIBI IOCTPOEHYS CETEBOIO
MIPOrpaMMHOTO 00ecTieueHHsl U CeTeBbIX
orepalMoHHbIX cucteM. Knaccudukarys
cepBepoB. [IpoekTrpoBaHue ceteit SIBM
T10 TIPUHLIUIY «KJIUEHT-CepBep».

HNToro

[1K-2

4 CpeacTBa peanu3aljii Me>KCeTeBOro
B3aUMO/IeCTBUS

CeTeBoii ypoBeHb nepejjaun JaHHbIX. [P-
azpecanus. Peanmsanys MexxceTeBoro
B3aumogelicteus cpesncrsamu TCP/IP.
ITopsigok pacrtipegenenus: IP-agpecos.
OTtobpakeHue IP-aipecoB Ha JIOKa/bHbIE
agpeca. ARP mipoTokoi.

[IpuHuunb! MapLupyTrusanuu B [P-ceTax.
IIpotokonsl MapuipyTru3auuu. [ToHsiTHe
JomeHa. [JomeHHas aapecauys B [P-
cetssx. DNS nipotokout.

[Ipotoxkos IPv6. ITpoTOKO/IBI
TpaHcroptHoro yposHs TCP u UDP.

HNToro

[TK-2

5 IlepcrieKTUBHBIE HarlpaB/IeHUS
pa3BUTHS ¥ POOIeMbI
HMH(MOPMaI[MOHHBIX CceTel

CoBpeMeHHble TeHJeHLIUU Pa3BUTHS
Te/IeKOMMYHUKALJMOHHBIX CUCTEM.
VHTerpanus pa3/inuHbIX TUIIOB CeTel 1
ceTeBBIX CMyX0. BupTyanusanus
uH(pOpMaLMOHHBIX cucTeM. Ob1auHbIe
BBbIUMC/IEHUS.

HToro

[TK-2

Wtoro 3a cemecTp

18

6 cemecTp

6 OCHOBHBIE OHATUS
rH(MOPMaI[MOHHOM 6e301acHOCTH

OGecrieueHue 6e30MacCHOCTH
Te/IeKOMMYHHUKAI[HOHHBIX CBSI3ei 1
aJIMUHHACTPATUBHBIA KOHTPOJIb.
OCHOBHbI€ TIOHSITUSI ¥ TEPMUHOJIOTHSL.

TuroBbIe yrpo3bl ceTeBOi 6e30MacHOCTH.
OCHOBBI K/TaCCU(UKALIUU CETEBBIX YTPO3
U aTak. BivsiHue yesnoBeueckoro (akropa

TIK-15,
TIK-2, TTK-
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Ha CeTeByr0 0e30IMacHOCTb.

HToro

7 TexHonoruu odecreyeHus
0e30MacHOCTH B JIOKAJIbHBIX COTSX

3alura TOmoJIOTUU ceTu. BuprtyanbHblie
JIOKasibHble ceTU. [loTOIHUTe/IbHbIe
¢byHKI[MM KOMMYTaTOpOoB. [lepcoHanbHbIe
9KpaHbl. AOOHEHTCKOe 1M poBaHue.

3aiuTa ceteBoro Tpaduka u
KOMITOHEHTOB CeTH. 3aluTa
KomroHeHTOB cety oT HC/I.
besonacHocTe pecypcoB cetu. CpezcTBa
WAeHTU(PUKALIUU U ayTeHTU(PUKALIUU,
MeTO/IbI pa3/iesieHusi peCypcoB U
TeXHOJIOTUY pPa3rpaHUyeHus JOCTyIa.

CpezcTBa MOBBILLIEHHS] HAZIEXKHOCTU
(GyHKLMOHMPOBaHUS ceTell. 3alura ot
c60eB 3/1eKTPOTTUTAHUS, arrapaTHOro U
TPOrpaMMHOT0 obecrieueHusi. KOHTPoOsb
Y pacripefiesieHye Harpy3Kky Ha
BBIUMC/IUTE/IEHYIO CEeTb.

PeryiaMeHTHPYIOILie JOKYMEHThI B
o6/1acTy 6e30MaCHOCTH BBIUUC/IUTENBHBIX
cereii. Cta"gapThl 6e3011aCHOCTH
BBIUMC/IUTE/ILHBIX CeTed U UX
KOMIIOHEeHTOB. [IpaBoBbIe OCHOBEI
3aIUThl HHOOPMAILUH B CETSX.

Htoro

TK-15,
TK-2, TTK-

8 ObecrieueHne Ge30MaCHOCTH CeTel
Ha 0a3e ceTeBbIX OIEPALMOHHBIX
cucTeM

CeTeBble OTepalOHHbIE CUCTEMBI
Windows, Unix/Linux. OcHOBHbIe
TIPOTOKOJTBI, CJTYKOBI,
(byHKLMOHMPOBaHUe, CPe/ICTBa
obecrieueHust 6e30MaCHOCTH, CPeZCTBA
yTIpaB/IeHUsS] U KOHTPOJISI.

IMonutrka 6e3onacHocTy: [ToHsITHE
TIOJTUTUKY Oe30macHOCTH. TUTTOBBIE
3/IeMeHThI TIOJTUTUKYA 0e30T1aCHOCTH.
[TocTpoenue, peanu3aliusi, Mojep>kaHue
1 MoAudUKaLus TOTUTUKU
6e3omacHocTr. Kputepun orieHKH
6e3omacHocTH ceteBbix OC. OCHOBHBI®
KpUTEepUHY aHa/Iu3a CeTeBOMt
6e3omacHocTu. OO11as rporjeaypa
aHasm3a.

HToro

TK-2, TTK-
6, [TIK-15

9 ObGecreueHue 6€30MaCHOCTH
ME>KCETEBOI'0 B3aMMO/IeHCTBHS

OCHOBHBIE MeXaHU3MbI 00ecTieueHust
6€e301acHOCTH U YTIPABJIEHUS
pacrpe/ie/IeHHBIMUA PeCypCaMH.
OOGecnieueHre HaJIE)KHOCTH
uH(pacTpyKTyphl IHTEPHET.

3alura KaHasioB CBs3u B VIHTepHeT.
Bugbl vcrnonb3yeMeix B IHTEpHeT

TIK-15,
TIK-2, TTK-
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KaHa/loB cBsi3U. Mcrionb30BaHue
MEXCETEBBLIX JKPAHOB. BI/IpTyaJIBHbIe
YaCTHbIe CeTH.

YA3BUMOCTH 1 3a1{uTa 6a30BBIX 2
TIPOTOKOJIOB U CTy>K0: TIpOTOKOJTBI
MapuupyTtusauuu. Cemerictso TCP/IP.
Cy»x0bI noricka. be3omacHoctb WWW u
3JIEKTPOHHOM MOYTHI.

Wtoro 6
10 IIpaBoBbIe OCHOBBI 3aLUThI CucTeMbl 06Hapy>keHUs U 2 [TK-15,
MH(OPMaLU B KOMITBIOTEPHBIX CETSIX. | IPOTUBO/ENCTBUS BTOP)KEHUSIM. [1K-2, ITK-
3allyIIieHHbIN JOKyMeHTo000poT Knaccudukarysi 1 npyuHLUNBL 6

(bYHKIIMOHUPOBAHHUS CUCTEM
oOHapy»keHus1 BTop)KeHui. CKaHepbl
0e30racHOCTH.

Kraccel ckaHepoB 6e30macHOCTH U 2
0COOEHHOCTH TIPUMEHEeHUs. 3alluTa OT
BUPYCOB.3al1Ta 3JIeKTPOHHOIO

JIOKyMeHT0000poTa.

Ntoro 4
Nroro 3a cemecTp 28
Ntoro 46

5.3. Pa3jensl AUCHUIUIMHBI U MEX/UCIUIUIMHAPHbBIE CBSI3H C 00eCreYrnBaoIUMH (1P eAbLyMMH)
U o0ecrieurBaeMbIMH (MOC/IEAYIOLUMH) AUCHUIUTMHAMHA
Paszienbl JUCLMTIMHBI U MEX/JUCLIMTUIMHAPHBIE CBSI3W C 00eCreunBaroiuMu (TIpeAbIAYLMMA) U
obecrneurBaeMbIMH (TIOC/IEYIOLIMMI) AUCLUTTMHAMHU TIPe/ICTaB/IeHbl B Tabuie 5.3.
Tabnuiia 5.3 - Pa3genb! AUCHATITMHBI M MEXKIUCIMIIMHAPHBIE CBSI3H

Ne pa3esioB faHHOMW AUCIUIUTHAHBI, [7isI KOTOPBIX HE0OX0UMO HU3yUueHHe
HarMeHOBaHWe JUCLATUIAH obecrieunBaroLMX ¥ 00eCcrieurBaeMbIX JUCLITUIH

1 2 3 4 5 6 7 8 9 10

[TpefiecTBytoLMe AACLUTIIUHBI

1 Nudopmarrika +

2 OCHOBBI
VMH(pOpMaLIOHHON +
be3omacHoCTH

5.4. CooTBeTCTBHE KOMIIeTEeHI} M, ()OpMIPYyeMbIX IIPU U3yYeHUH AMCIUILIMHBI, U BU/I0B 3aHATHHI
CooTBeTCTBHE KOMIeTeHLMH, (OpMUpPYeMbIX MPU H3yUeHUW [UCLIMIUIVHBL, U BUJOB 3aHATHN
npe/icTaB/eHo B Tabmurie 5.4
Tabma 5.4 — CooTBeTCTBHe KOMIIETEHIIMA W BHOB 3aHATHM, (OPMUDPYEMBIX IIPU WU3yUeHUH
VICLIUTIJIVHBI

Bubl 3aHATUM @OpMEBI KOHTPOJIA
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[1K-2 + + + + 3ammTa otyeta, OTUeT 1o
naboparopHoii pabore,
Ornpoc Ha 3aHATUSIX
I1IK-6 + + + + 3amura otyera, OTuert 1o
naboparopHoii pabore,
Ornpoc Ha 3aHATUSIX
[TK-15 + + + 3amumTa otyeta, Ornpoc Ha
3aHATUSIX

6. InTepaKkTUBHBIE MeTOABI M (OPMBI OpraHu3aIuu 00yYeHHs
TexHO/MIOTUM MHTEepPAKTUBHOTO OOyueHMs] TpU pa3HbIX (opMax 3aHSATUN B uvacaxX IpUBeJeHbI B

Tabnwe 6.1

Tabnuiia 6.1 — TeXHOMOTMM UHTEPAKTUBHOTO 00yueHUsI MPH pa3HbIX (PopMax 3aHSITHH B Uacax

NuTepakr
VIBHbIE
WHTepakTyBHbBIE
MeToabl NHTepakTHBHBIE JIEKLUU | TIPAKTAYE Bcero
sabopaTopHble 3aHATHS
cKue
3aHATUSA
5 cemecTtp

I'T-meToBI 10 10
[pe3eHTaruu ¢ 6 6
WCII0/Ib30BaHUEM

C/IaiI0B € 00CyKIeHreM

Wroro 3a cemectp: 10 6 0 16

6 cemecTp

I'T-meToBI 12 12
[Tpe3eHTaLmu c 8 8
VICII0/Tb30BaHUEM

C/1aliioB ¢ 00CyKaeHnemM

WccnenoBaTenbCKuii 4 4
MeTO/,

Wroro 3a cemecTp: 12 8 4 24
Nroro 22 14 4 40

7. JIabopaTopHbIe padoThI
HanmeHoBaHue mabopaTopHbIX paboT rprBesieHo B Tabnurie 7.1.
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Tabmuua 7. 1 — HanmeHoBaHue 1abopaTopHbIX pabot

Hassanus paszenos

HaumeHoBaHuMe 1abopaTopHBIX paboT

Tpyn0eMKOCTb,
q

dopmMupyeMbie
KOMITeTeHLIUU

5 cemecTp

1 OcHOBHEIE TTOHATHUS
MH(OPMaLMOHHBIX CeTel

MopenpoBaHue CeTeBbIX YCTPOUCTB U
TIPOTOKOJIOB B JIOKAJTbHBIX CETSIX

N

MogenvpoBaHyie BUPTya/IbHBIX
nokanbHbIx ceTeit (VLAN) c
pa3rpaHUyeHreM JI0CTyTa K CeTeBbIM
pecypcam

HToro

ITK-2

2 OCHOBBI TTIOCTPOEHUSI COBPEMEeHHBIX
JIOKQ/ILHBIX CeTen

HaCTpOf/‘IKa MOAKJ/TFOUEHHS y3J/id K CETH.
ABTOMaTHueCKast JUHaAMHWUeCKad 1u
CTaTHU4yeCKasd HaCTpOﬁKH ceTeBoro
IMOAK/THOUEHMS.

Crek nipotokonoB TCP/IP. ITpukagHbie
MIPOTOKOJIbI ceTH VIHTepHeT.

Ntoro

[TK-2

3 CeTeBble OnepalMoOHHbIe CUCTEMBbI

Cetu Microsoft Windows. YmpaBieHue
CeTeBbIMHU pecypcamu B O[HOPAHTOBOM
ceTH.

Cetu Microsoft Windows. Active
Directory. Yrpas/ieHve ceTeBbIMU
pecypcamMu KOpIIOpaTHBHOW CeTH.
['pymnroBbie MOMUTHKY.

HToro

[TK-2

4 CpejcTBa peanu3alii Me>KCeTeBOr0
B3aUMO/IeCTBUS

MopenrpoBaHue 6a30BbIX CTYXK0 U
MPOTOKOJIOB MapIpyTU3aLiH B
100a/IbHBIX CeTIX.

bazosble cyx0b1 cetu MHTepHeT. DHCP.
DNS. IIpoToKo/bl MapLipy TU3aLjuu.

[TpuknazsHbie Cay>KObl ceTu IHTEpHeT.
Hactpoiika Web-, FTP-cepBepoB u
cepBepa 3/1eKTPOHHOM MOUTHI.

HToro

12

[1K-2

Nroro 3a cemectp

36

6 cemecTp

7 TexHonoruu obecreyeHus
0e30MacHOCTH B JIOKAJIbHBIX COTSX

PasrpaHuueHue JoCTyMa K JIOKaJIbHbIM U
CeTeBbIM pecypcaM. /JUCKpelMOHHas U
MaH/laTHast MOZIeJT! yTIpaB/IeHuUs
JOCTYTIOM.

WHCTpyMeHTHI /151 UCC/ieflOBaHUs CeTH
(caudepn)

[1K-2, I1K-
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MHCTpYyMeHTHI /11 UCC/leJOBaHUs CeTU 4
(ckaHepb! 6€30T1aCHOCTH)
Nroro 12
9 Ob6ecrieueHue 6e30MacHOCTH MeskceTeBble SKpPaHbI 4 IK-2, TTIK-
MeXXCeTeBOro B3aMO/IeCTBUS AHTUBUDYCHAsT 3aIIHTa 4 6
BupryanbHble yaCcTHbIEe CETH 8
Cucrembl 0OHapyXeHUs U 4
Npe/l0TBpalLleH!s] BTOP)KeHUH
DLP-cucremsl
be3onacHOCTb NPUK/IaAHBIX IPOTOKOJIOB
Ntoro 32
Wroro 3a cemecTp 44
Ntoro 80
8. IlpakTHyeckue 3aHATHUA (CEMUHAPBHI)
HanmMmeHoBaHMe MpaKTHUeCKUX 3aHSATHH (CeMHUHApOB) MpHUBeeHo B Tabsuiie 8.1.
Tabnuna 8. 1 — HaumeHoBaHMe MTPaKTHYeCKUX 3aHSITUN (CeMHUHApPOB)
oo R~
3 4
g S =
HaumeHoBaHMe npakTUUe CKUX 3aHATUN = > U
Hassanws paspenos 2 " =y
(cemuHapoB) s Cl=
S a =
2 o' O
= S
6 cemecTp
7 TexHonoruu obecrieyeHUst [TocTpoeHue CTPYKTYypbI 4 [1K-2, TIK-
6e301acHOCTU B JIOKA/IbHBIX CETSIX HMH(OpMaI[MOHHOW CeTH, ONMCcaHue 6, ITK-15
Xapakrepa CBs3ed MeXX/y 3JIeMeHTaMU U
VMH(OpPMaL[MOHHBIX NTOTOKOB.
[TpopaboTka Moe/T yTpo3 ¥ MOZAEH 4
HapyLLIUTe/Is1 KOMITbIOTePHOU CeTH.
[TpopaboTkKa CTPYKTypbl CUCTEMBI 6
3alMThl HH(OpPMaLMKY, COCTaBa CPeJCTB
3amuThl. V3yueHre criocoO0B yCTaHOBKU
Y1 OCHOBHBIX ITapaMeTpOB KOH(pUrypaLyu
CPe/CTB 3allUThl HPOPMaLIMU
IToaroroBka JOKyMEeHTOB I10 CUCTeMe 4
3alUThI MH(OpPMaLU B
MH(POPMaLMOHHOW cUCTeMe.
Nroro 18
Wroro 3a cemecTp 18
Utoro 18

9. CamocTosiTe/IbHasA padora

Buzibl camocTosiTesTbHOM paboThI, TPYAOEMKOCTh U (hOpMUPYeMble KOMIIeTEeHLIMH TIPe/[CTaB/IeHbI B

Tabmumie 9.1.

CornacosaHa Ha noprtane N2 15285

11



Tabmuua 9.1 - Busiel camocTosiTenbHOM paboThl, TPYJ0eMKOCTb U (pOpMHUpyeMble KOMITeTEeHLIUH

3 [<5)
& s
= = =
o Q U T
Buzpl camocrosiTenbHOM = > T
Ha3saHus paszenos s =y @DopMBI KOHTPOJIA
paboTel g g g
S =
S =
=¥ Q2
= S
5 cemecTp
1 OCHOBHBIE MOHATHSA ITpopaboTKa JIeKIMOHHOTO 2 |TIK-15, Ornpoc Ha 3aHATUSIX,
MH(OPMaLMOHHBIX CeTell | MaTepuasa ITK-2 Ortuert 10 y1labOpaTOpHO
OdopmneHne 0TUETOB 110 2 paore
nabopaTtopHbIM paboTam
Ntoro 4
2 OCHOBBI TTOCTPOEHUS ITpopaboTKa JeKIIMOHHOTO [1K-2 Ornpoc Ha 3aHATUSIX,
COBPEMEHHBIX JIOKa/IbHBIX K MaTepuasa Ortuet 1o 1abopaTopHO
Tel T
cere OdopmiieHre 0TUETOB TI0 2 pabore
nabopaTtopHbIM paboTam
HToro 4
3 CeTeBble ITpopaboTKa JeKIIMOHHOTO [1K-2 Ornpoc Ha 3aHATUSIX,
ornepalOHHbIe CUCTEMBI | MaTepuasa Ortuet 1o 1abopaTopHOM
OdopmreHre O0TUETOB T10 2 pabore
naboparopHbIM paboTam
Utoro 3
4 CpeactBa peanu3aiuu | [IpopaboTKa JIeKIIMOHHOTO 3 |IIK-2 Ornpoc Ha 3aHATUSIX,
Me>XCeTeBOro Marepuasna Ortuet 1o 1abopaTopHOi
B3aUMO/IeNCTBUS abore
A OdopmiieHre 0TYETOB 10 3 p
nabopatopHbIM paboTam
Htoro 6
5 IlepcrieKTUBHBIE ITpopaboTKa JeKIIMOHHOTO 1 [1K-2 Ornpoc Ha 3aHATUSIX
HaripaB/IeHUs pasBUTHS U | MaTepuasa
ripobsiembl | Wroro 1
VMH(OPMaL[MOHHBIX CeTel
Wtoro 3a cemecTp 18
6 cemecTp
6 OCHOBHBbI€e MTOHATUSA ITpopaboTKa JeKIIMOHHOTO 1 [TK-15, Ornpoc Ha 3aHATUSIX
“H(OopMaI[MOHHOU Marepuasa [TK-2,
MacHOCTH [TK-
Ge3ormacHoC ViToro 6
7 TexHonoruu ITogroroBka K 4  |TIK-15, 3amumra otuera, Ornpoc Ha
obecrieueHust MpaKTUYe CKUM 3aHSATUSIM, [TK-2, 3aHaTUsIX, OTUeT 10
6e3omacHOCTH B ceMHHapaMm [TK-6 nabopatopHoii pabore
Ka/IbHbIX CeTSIX
floxan ce [TpopaboTKa IeKIIMOHHOTO 1
Marepuasna
OdopmiieHre 0TUETOB TI0 3
nabopaTopHbIM paboTam
WToro 8
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8 Obecreuenue ITpopaboTKa JIeKIMOHHOTO 1 |TIK-15, Ompoc Ha 3aHATHAX
0e30mMacHOCTH CeTeli Ha | MaTepuasa [1K-2,
0a3e ceTeBbIX ViToro 1 |[TIK-6
OIepaLjMOHHBIX CUCTEM
9 O6ecrmeueHue ITpopaboTKa JIeKIMOHHOTO 1 |TIK-15, Ompoc Ha 3aHATHSIX,
Ge3omacHoCTH Marepuasa [K-2, Ortuert 1o y1labopaTopHO
MECETEBOTO OdopmieHre 0TUETOB 110 6 |IIK6 pabore
B3aNMOACUCTBI nabopaTtopHbIM paboTam

Ntoro 7
10 TTpaBOBBIE OCHOBBI ITpopaboTKa JIeKIMOHHOTO 1 ITK-15, Onpoc Ha 3aHATUAX
3alyThl MHPOPMAaLMM B | MaTepuasa [1K-2,
KOMHbIOTepHIzIX CeTsiX. ViToro 1 ITK-6
3aluILeHHbI
JIOKyMeHT0000pOoT
Wroro 3a cemecTp 18

ITogroroBka u craua 36 JK3aMeH

5K3aMeHa
Ntoro 72

10. KypcoBasi padora (nmpoekT)
He mipegycmorpeno PYII

11. PeiiTHHrOBas cucTeMa JJisl OL[eHKH YCIIeBaeMOCTH CTYAeHTOB

11.1. Ban/bHbIE OLleHKH /11 3/IEMEHTOB KOHTP0JIsl
Tabnuiia 11.1 — banbHbIe OLIEHKU ISl 37IeMEeHTOB KOHTPOJIS

. . MakcumanbHbIi
o MaxkcumanbHbIN MaxkcumanbHbIN
OJieMeHTbI yueOHO! Oarut 3a epuop, Bcero 3a
6amn Ha 1-yro KT c| ©6as 3a mepuop,
JlesiTeIbHOCTH mexay 2KT u Ha cemMecTp
Havasa ceMectpa | Mexay 1KT u 2KT
KOHel| ceMecTpa
5 cemecTp

Ornpoc Ha 3aHATUSAX 3 4 3 10
Otuer 110 /1Tab0OpaTOPHOM 30 30 30 90
pabore

WToro makcumym 3a 33 34 33 100
Mepuof

Hapacrarorym utorom 33 67 100 100

6 cemecTp

3aiumra otuera 10 10 20
Ornpoc Ha 3aHATUSAX 3 4 3 10
Ortuert 1o ysabopaTopHOi 20 20 40
pabore

Wtoro makcumym 3a 13 34 23 70
Tepuoz,

JK3aMeH 30
Hapacrarouym utorom 13 47 70 100

13
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11.2. ITepecuet 6a/1/10B B OLIEHKH 3a KOHTPO/IbHBIE TOUKHU
[Tepecuet 6asyI0B B OL|eHKU 3a KOHTPOJIbHbIE TOUKHU Tpe/icTaB/eH B Tabuie 11.2.
Tabsmura 11. 2 — ITepecueT 6asiyioB B OLIEHKHU 3a KOHTPOJIbHbBIE TOUKH

basnnbl Ha jaTy KOHTPOIBHOM TOUYKH Orenka

> 90% oT MaKCHUMaJIbHOM cymMMbI OasiioB Ha gary KT 5

Ot 70% 1o 89% ot MakcMMaJibHOM cyMMbI OasiioB Ha gary KT

4
Ot 60% 10 69% OT MakcMManbHOW CyMMBI O6asioB Ha gary KT 3
2

< 60% oT MakCMMasbHOM cyMMbI 6asinoB Ha gaty KT

11.3. Ilepecuer cymMMbI 0a/IJIOB B TPAAMILIMOHHYIO U MEXX/YHAPO/JHYIO OLI€HKY
[TepecyeT cymMbl 0asijioB B TPAAMLIMOHHYIO U MEXKIYHAPOJHYIO OLIeHKY Ipe/CTaB/ieH B Tab/uiie
11.3.
Tabmuiia 11. 3 — [TepecueT cyMMbI 0a/IJIOB B TPAJAULIMOHHYIO ¥ MEXKAYHAPOAHYIO OLIEHKY

WToroBast cymMmma 6asios,

Ouenka (I'OC) YUUTBIBAET yCMeIIHO CAaHHBIN Ouenka (ECTS)

3K3aMeH

5 (oTIMYHO) (3aUTeHO) 90 - 100 A (oT/1uHO)
85-89 B (oueHn xopol11i0)

4 (xopo1Lo) (3auTeHo) 75 -84 C (xoporo)
70 -74
65 - 69 D (ynoBneTBOpUTEIbHO)

3 (yA0oB/1eTBOPUTEBHO) (3aUTEHO) 60 64 E (H0CpeACTBeHHO)
2 (HeyROB/IETEODUTEILHO) (He Hwxke 60 6annos F (HeyznoBneTBOpUTEEHO)

3aUTEeHO)

12. Yueb6Ho-MeTOAMUYEeCcKOe M HH(OPMAILJMOHHOE 00ecreyeHHe AUCIUILIMHbBI

12.1. OcHoBHas /MTEparypa

1. KowmrbtoTepHble ceTu: [IpUHLIMITBI, TEXHOIOTHH, MPOTOKO/bI [TekcT] : yueGHUK /17151 By30B / B.
I. Omadep, H. A. Onmudep. - 4-e u3g. - CII6. : [TMTEP, 2013. - 944 c. : un., Tabn. - (YueOHUK /151 By30B.
CraHgapT TpeTbero mokoneHus). - And. ykas.. c. 918-943. - ISBN 978-5-496-00004-8 : 470.69 p.
(Hamuue B 6ubmioreke TYCYP - 20 3k3.)

2. KowmmbtoTepHble cetu [Tekcr] : HayuHoe u3manue / 3. Tanenbaym, [. Y33epost. - 5-e u3g,. -
CII6. : TIMUTEP, 2013. - 960 c. : un., Tabn. - (KITACCUKA COMPUTER SCIENCE). - Tlep. c aHr. -
And. ykas.: c. 947-955. - ISBN 978-5-4461-0068-2 : 1244.32 p. (Hanuuue B 6ubmoreke TYCYP - 15
9K3.)

12.2. lono/siHUTe/IbHASA IUTEpaTypa
1. CereBble orepaljMOHHbIe CHCTeMbI : YuebHoe mocobue fns By3oB / B. I. Omudep, H. A.
Osudep. - CII6. : TTurep, 2007. - 538[6] c. : un. - (YueOHUK /7151 By30B). - Bubmumorp.: c. 525-526. - And.
yKa3.: c. 527-538. - ISBN 5-272-00120-6 : 145.20 p. (Hamuuue B 6ubmioreke TYCYP - 10 3K3.)

12.3 YuebOHO-MeTOgHUECKHE T0CO0HS

12.3.1. O6sa3aTenbHBbIE YUeOHO-MeTOqHYECKHE M0Co0us
1. bBe3omacHocth ceteli OBM: MeTtonnueckre yKa3aHus [jisi 1abOpaTOPHBIX U MPaKTUYeCKUX
pabotr / HoBoxpectoB A. K., IIpackypun I'A., 2014. — 99 c. [DnekTpoHHbIM pecypc] [DeKTpOHHBIM
pecypcl. - http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_lab_pract.pdf
2. bBesomacHocTs ceteti OBM: Metoguueckrde yKa3aHUSI [JIi CaMOCTOSITeJTbHOM pabOThI
crygenta / HoBoxpectoB A.K., Ilpackypun I'A., 2014. — 4 c. [DnekTpoHHbIM pecypc] [OneKTpoHHbIN
pecypc]. - http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_sam.pdf
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12.3.2 YueOHO-MeTOANMYECKHE TTOCO0UA AJIfA JIUI] C OTPAHNYEHHBIMH BO3MO)KHOCTSIMH 3/[0POBbSI

YuebGHO-MeTOAMYECKHE MaTepuasbl JIJIsi CAaMOCTOSTe/TbHOM U ayJUTOPHOM paboThl 00yuaromyxcs
W3 YKC/ia WHBAJU/IOB MPEAOCTaB/sIOTCA B (pOpMax, aalTUPOBAHHBIX K OTPAHUUEHUSIM UX 3/10pPOBbs U
BOCIIPUATHSL MH(OpMaLUK.

JIist id1y ¢ HapyLIeHUsIMM 3peHust:

- B (hopMe 3/1eKTPOHHOTI'0 JOKYMEHTa;

- B IeyaTHOM (hopMe yBe/IMUeHHBIM HIPHU(TOM.

JIist id1 ¢ HapyLIeHUusIMM cJIyXa:

- B (hopMe 3/IeKTPOHHOTO IOKYMEHTa;

- B reyaTHOM (popme.

JI/ist i1 ¢ HapyLIeHUsIMHM OTNIOPHO-JBUraTe/IbHOI0 anmapara:

- B (hopMe 3/IeKTPOHHOTO JOKYMEHTa;

- B reyaTHOU (popme.

12.4. Ba3bl JaHHBIX, HH()OPMALMOHHO-CIIPABOYHbIE, IOMCKOBBIE CHCTEMBI H Tpedyemoe
NMporpaMMHoe obecrieueHue

http://www.lib.tusur.ru — 6ubMoTeKa yHUBEPCUTETA;

http://www.elibrary.ru — HayuHasi 3nekTpoHHasi 6ubivoTeka;

http://www.edu.ru — Be6-caiiT cructembl dhefiepanbHBIX 00pa30BaTe/IbHBIX TTOPTAJIOB.

[TporpammMHOe obecrieueHue:

orepaLMoHHbIe cCUCcTeMbl cemelicTBa Windows;

Cpe/ICTBO 3al[uThl HHGopMaLuu "brnokxocT-ceTh K";

crcTeMa OOHapy)KeHUs BTOpKeHu# "Snort";

cpenctBo MogenupoBanus ceteit Cisco Packet Tracer;

10 DLP-cucrema "KoHtyp unbopmarmonHoi 6e3omacHocty SearchInform";
11. muctpubyTtur Kali Linux;

12. cuctema aHanu3a 3aiuieHHoCcTH ceTH "MaxPatrol".

CONPU A WN

13. MaTepua/ibHO-TeXHHYECKOe o0ecreyeHUue AUCIUILTHHBI
13.1. O61mue TpedoBaHUA K MaTepHa/IbHO-TEXHUYECKOMY 00eCreueHUI0 JUCIHUITUHBI

13.1.1. MaTrepuaibHO-TEXHHUECKOe 00ecrieueHue /Jisi IEKIMOHHBIX 3aHATUHH

Ons  mpoBefeHWsi  JIEKUMOHHBIX  3aHATHN  WCIONb3yeTcsl  yueOHO-MCC/efoBaTebCKast
BBIUKMC/IATE/IbHAsE Jjlaboparopusi, pacriosiokeHHast 1o afpecy 634045, Tomckas obnacts, . ToMck,
KpacHoapmeiickas ynuija, 1. 146, 3 stax, aya. 310. CocraB obopynoBaHus: YuebHass mebOesb;, JKpaH
pasaBWwKHOM - 1 wrt.; /Jocka MarHUTHO-MapkepHas - 1 wrT.; MynbsTumMeaniHbIM nIpoekTop ViewSonic
PJD5151 — 1 wrt; KomnbroTep /ekijuoHHbIM acer travelmate 2300; Mcronb3yeTcsi /ULieH3MOHHOE
nporpaMMHOe obecriedeHue, TakeTbl Bepcueil He Hibke: Microsoft Windows XP SP2, Microsoft
Powerpoint Viewer; lmeercsi momelleHue /s XpaHeHUs] M TIPOPUIAKTUUECKOTO O0O0C/TyKUBaHUS
yuebHOTrO 060pyZ0BaHMSI.

13.1.2. MaTepHa/IbHO-TEXHHYECKOe 00ecreueHne 1A MPAKTHYEeCKHX 3aHATHH

[Ons  mipoBefieHUs]  TIPAKTUUECKUX  3aHATHM  HCIIONB3yeTcss  yueOHO-MCCiefoBaTebCcKast
BBIUMC/IUTE/IbHAs 1abopaTopusi, pacronokeHHass 1o azapecy 634045, Tomckas ob6nacte, T. TOMCK,
KpacHoapmeiickas yiuiia, 1. 146, 8 stax, aya. 804. CocraB obopynoBaHus: YueOHasi Mebenb;— 1 IIT.;
Hocka MarHUTHO-MapkepHasi - 1 mT.; Kommnberotepsl Kinacca He Hwke CPU AMD A4-6300/DDR-III
DIMM 4Gb x2/ HDD 250 Gb SATA-II 300 Seagate Pipeline HD.2 . c IMPOKOMO/IOCHBIM /IOCTYTIOM B
Internet, — 10 1rT.; Vicrionb3yeTcst MUIeH3MOHHOE MPOrpaMMHOe obecrieueHre, TTakKeTbl BePCHe He HIKe:
Microsoft Windows 8.1 Professional; Visual Studio 2012; Oracle VM VirtualBox; VMware Player.
VimeeTcsi mioMelrieHre /i1 XpaHEeHUS U TIPOPUIaKTUUECKOTO 00C/Ty)KMBaHUsI y4eOHOTO 000pyZoBaHUS.
OKpaH pa3[BKHOM - 1 mIT.; MynsTumenuiiHbIi npoektop ViewSonic PJD5151

13.1.3. Marepua/ibHO-TEXHUUYECKOe o0ecreueHue /i1 J1ad0paTopHbBIX padoT
Onsi  mipoBefeHusi  /1abOpaTOpPHBIX — 3aHATHM — WCIOMB3yeTcs — y4eOHO-MCC/e[0BaTebCKast
BBIUMC/IUTE/IbHAs j1abopaTopusi, pacronokeHHass 1o azgpecy 634045, Tomckas ob6nacte, I. TOMCK,
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KpacHoapmeiickas ynuiia, 1. 146, 8 staxk, aya. 804. CocraB obopynoBaHus: YuebHasi Mebenb;— 1 10T.;
Hocka MarHuTHO-MapkepHasi - 1 mT.; Kommerotepsl Knacca He Hwke CPU AMD A4-6300/DDR-III
DIMM 4Gb x2/ HDD 250 Gb SATA-II 300 Seagate Pipeline HD.2 . c 1IMPOKOMO/JIOCHBIM /IOCTYTIOM B
Internet, — 10 wT.; Mcrionb3yeTcst TMLeH3MOHHOE MporpaMMHoe obecrieueHue, TakeTbl BepCHel He HUKe:
Microsoft Windows 8.1 Professional; Visual Studio 2012; Oracle VM VirtualBox; VMware Player.
VimeeTcsi mioMelrieHre [Jisi XpaHeHUs U TIPOPUIaKTUUECKOTO 00C/Iy)KUBaHUsL yueOHOTO 000pyZoBaHUS.
OKpaH pa3[BKHOU - 1 mT.; MynsTumenuiiHbii npoekrop ViewSonic PJD5151

13.1.4. MaTepua/IbHO-TeEXHHYECKOe obecrieueHue /ijisi CaMOCTOsITe/IbHOH PadoThI
Insi camocTosATe/IbHOM pabOThI MCIONb3yeTcsl y4yeOHas ayauTopuisi (KOMITBIOTEPHBIM Kiacc),
pacrionokeHHast 1o agpecy 634034, r. Tomck, yn. KpacHoapmerickasi, 146, 2 stax, aya. 204. Cocras
obopyoBaHus: yuebHasi Mebeib; KOMITbIoTephI Kinacca He Hke IIDBM INTEL Celeron D336 2.8I'T'w. -
7 wrt.; koMmbioTepbl mozakmoueHsl K ceti MHTEPHET u obecrieunBaroT AOCTYN B 3/1€KTPOHHYIO
MH(pOpMaLMOHHO-00pa30BaTeIbHYI0 Cpe/ly YHUBEpCUTeTa.

13.2. Marepua/ibHO-TeEXHHYECKOe o0ecnedeHne JUCIMITIMHBI /IS JIUI C OTPaHUYeHHbIMH
BO3MO)XHOCTSIMH 3/{0POBbSI

OcBoenue qucHUIIIMHGI ujamu ¢ OB3 oCylecTBseTCS C UCIMOB30BaHHUEM CPeCTB 00yJeHust
00I11ero U CrelyaabHOTO0 Ha3HAUeHMS.

[lpu oOy4yeHUM CTyIE€HTOB C HapPyILIeHUsIMH CJIyXa TIPeAyCMOTPEHO HCIO/Ib30BaHHUe
3BYKOYCH/IMBalOLLleld anmaparypbl, MYJbTUMEAUMHBIX CPeACTB W JPYrMX TeXHUUeCKHUX CpefCTB
nipreMa/mepesiaur yueOHoON MH(pOpMaIu B AOCTYIHBIX (popMax Ajisi CTYAEHTOB C HAapYIIeHUsIMHU CJTyXa,
MOOW/ILHOM CHCTeMbl OOyUeHWs [jiss CTYJEHTOB C WHBaIMJHOCTBIO, TOPTAaTUBHOM WHAYKI[MOHHOM
CHCTeMbl. YueOHasi ayMTOPHs, B KOTOPOW 0O0y4arOTCsl CTYZeHThl C HapylleHHeM ciiyxa, obopymoBaHa
KOMIBIOTEDHOW TEeXHUKOM, ayJJMOTeXHUKOW, BUAEOTEeXHUKOW, SJIeKTPOHHOW [JOCKOW, MY/JIbTUMeOUNHOMN
CUCTEMO.

[Tpu oOyuyeHUM CTYAEHTOB C HAPYyIIeHUSIMH 3PEHHSMH T[IpeJyCMOTPEHO WCII0/Ib30BaHHe B
JIeKIIMOHHBIX 1 yUeOHBIX ayIUTOPUSIX BO3MOXKHOCTH TIPOCMOTPA y/laleHHbIX 00beKTOB (HarpyuMep, TeKCTa
Ha JI0OCKe WU CJlali[ia Ha SKpaHe) NPy TOMOLLY BU/le0yBeTnunTesiel /s ylaJleHHOTO TTPOCMOTpa.

[Tpu oOyyeHHH CTYIEHTOB ¢ HApyLIeHHUSIMH OMOPHO-BUraTe/IbHOTO ammapara HCIOIb3yHTCS
asbTepHaTHMBHbIE YCTPOWCTBA BBOJA WUH(OpMAaLMd U [IpyryMe TeXHUYecKue Cpe[CTBa IpueMa/repefauu
yueOHOM MHGbOpPMALIMK B JOCTYIHBIX (opMax AJisi CTYE€HTOB C HapyLIeHWsMU OTOPHO-ABUraTebHOTO
arrapara, MOOU/IbHOM CHCTeMbI 00yUeHHs JJ1s1 TIOZiel C MHBAIJHOCTBIO.

14. ®oHJ OLeHOYHBIX CPEACTB

14.1. OcHoBHbIe TpedoBaHuA K (OH/Y OLIEHOYHBIX CPEACTB M METOANUYECKHE PeKOMeH/Jal[uH
@OH/, OLIEHOUHBIX CPEeACTB U THUIIOBble KOHTDOJIbHBbIE 3a/laHUs, WCIOJb3yeMble [Jis OLIeHKHU
chOpMUPOBAaHHOCTU M OCBOEHUs 3aKpeIVIeHHbIX 3a JUCLUIUIMHOW KOMIeTeHLIUM TMpU TpOBeJeHUN
TeKyIIlel, TTPOMe>KyTOUHOM aTTeCTal[|H 10 AUCLIMIIIMHE TIPUBe/IeH B TIPUIOKEHUH K pabodeil porpaMMe.
14.2 TpeGoBanus K (hOH/Iy OLIEHOUHBIX CPEJCTB JJIsl JIUI| C OTPAHUYEHHBIMH BO3MO)KHOCTAMH
30POBbA
[nsi CTyIeHTOB C WHBAJUAHOCTBIO TIPEAYCMOTDPEHbI [OIMOJHUTEeIbHbIe OLIeHOYHbIE Cpe/CTBa,
riepeueHb KOTOPBIX YKa3aH B TaO/uIle.

Tabsmia 14 — JlonosTHUTE/IbHBIE CPEACTBA OIeHMBAHUS /ISl CTYIEHTOB C HHBA/IMAHOCTHIO

Bu/ibl IOTIO/THUTE/TBHBIX OL[@HOUHBIX @®opMbI KOHTPOJISI U OLIeHKH

KaTeropuu cTyzieHTOB
CpeJCTB pe3y/bTaToB 00yueHust

TecTbl, MTUCbMEHHBIE CAMOCTOSATE/IbHbIE
paboTBhI, BOTIPOCHI K 3a4eTy,
KOHTPOJTbHBIE PAOOTHI

C HapylieHusIMu
ciyxa

[TpeuMyIiieCTBEHHO MTMChbMeHHast
TIpoBepKa

C napywenusimu | CobeceioBaHue 110 BOTIPOCaM K 3aueTy, | [IperMyIiieCTBEHHO yCTHast TIpOBepKa

3peHus OMpoC MO TepMHUHAM (MHAUBUAYATBHO)
C Hapy1eHHsAMHA Pemenvie JUCTaHLIMOHHBIX TeCTOB, | [IpeMMylljeCTBEHHO MCTaHLJMOHHBIMU
OTOPHO- KOHTPOJIbHBIE pabOThI, MMCbMEHHbIe MeToJaMH
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JIBUTaTeIbHOTr0 CaMoCTOsITe/IbHbIe pPabOThI, BOMIPOCHI K
anmnapara 3aueTy
C orpaHuueHusiMu no | TeCTbl, MMCbMEHHbIE CAMOCTOSTE/IbHbIE [Tpermy11ieCTBEHHO TIPOBEpKa
o01IIeMe U UHCKUM paboThI, BOMIPOCHI K 3aYeTY, MeTO/JaMH, UCXO/IsI U3 COCTOSTHUS
MOKa3aHUsIM KOHTDOJIbHBIE PabOThI, YCTHBIE OTBEeThI | 00ydYarolerocsi Ha MOMEHT TIPOBepPKH

14.3 MeToguuecKkue peKOMeHAaLUM M0 OLeHOUHbIM CPeJCTBaM /Jisl JIUL] C OTPAaHUYeHHbIMU
BO3MO)XXHOCTSAMM 3/J0POBbSI

Ons crygentoB ¢ OB3 mpegycMmarpuBaeTcss AOCTynHas ¢opMma TpeJoCTaB/ieHusl 3aJaHui
OLIeHOUHBIX CPe/ICTB, 8 UMEHHO:

- B [eyaTHOU (hopme;

- B IevaTHol (opMe C yBeJTMUeHHBIM LIPUPTOM;

- B (hopMe 3/IeKTPOHHOTO /I0KYMEHTa;

- MEeTOZIOM UTeHUsI aCCUCTEHTOM 3aJjaHusi BCIyX;

- Trpe/ioCcTaB/ieHHe 3a/laHusl C UCTI0/Ib30BaHUeM CypZoIiepeBoja.

CTyneHTaM C WHBAJIMJHOCTBIO YBe/MYMBAeTCs BpeMs Ha TMOJATOTOBKY OTBETOB Ha KOHTPOJIbHBIE
BOMPOCHL. [l TaKuX CTy[eHTOB MpeJyCcMaTpUBaeTCsl AOCTyMHas (opma MpefoCTaB/ieHUs] OTBETOB Ha
3a/laHusl, & UMEHHO:

- MUCbMEHHO Ha Oymare;

- Habop OTBETOB Ha KOMITBIOTEDE;

- HabOp OTBETOB C UCIO/Ib30BAaHUEM YC/IYT aCCUCTEHTa;

- rpe/iCTaB/ieHre OTBETOB YCTHO.

[Mporienypa oljeHWBaHUsI pe3y/bTaTOB O0yUeHUs MHBAIHU/OB IO AWCLUIUIMHE TpeJyCMaTpUBaeT
nipefjocTaB/ieHre uHbopMaluu B hopMax, aZlalTHPOBAHHBIX K OTPaHUUYEHUSIM UX 3[I0POBbsI U BOCTIPUSTHS
vHdOopMaluu:

Ji/1s1 UL ¢ HapylIeHUsIMU 3PeHusI:

- B (hopMe 3/1eKTPOHHOTO I0KyMEHTa;

- B revaTHo (opMe yBelMYeHHbIM IPUGTOM.

J1 ML ¢ HapyLIeHUsIMH C/IyXa:

- B (hopMe 3/1eKTPOHHOTO I0KYMEeHTa;

- B IleyaTHOU (hopme.

J/1s1 MLy ¢ HapyLUIeHWsIMU OMOPHO-/BUraTe/IbHOr0 anmnapara:

- B (hopMe 3/IeKTPOHHOTO I0KYMEHTa;

- B IleyaTHOU (opme.

[Tpu HeoOXoAMMOCTH /151 00YUarOL[UXCsl C MHBAIMHOCTBIO TpoLieypa OLeHUBaHUS Pe3y/bTaToB
00y4eHUsT MOXKET TTPOBOJJUTHCS B HECKOJIBKO 3TArloB.
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1. BBegenue

®onp oreHouHbIX cpeficTB (POC) sBAsIeTCs MPUIOXKEHHEM K paboueid TIporpaMMe AMCIUTUIAHBI
(MpakKTUKW) U TIpeJCTaB/isieT COO0M COBOKYITHOCTb KOHTPOJIBHO-U3MEPHUTETbHBIX MaTepyuasioB (TUIIOBbIE
3a7iau (3aZjaHus1), KOHTPOJIbHBIE pabOThI, TECTHI U JP.) ¥ METOZIOB UX MUCIIOIb30BaHUs, MpefHa3HaueHHbIX
JUIs ©3MepeHUsi YPOBHSI JOCTKEeHHs CTYAeHTOM YCTaHOBJIEHHBIX Pe3y/IbTaToOB 00yueHwUs..

®OC mno gucuuividHe (TNpakTUKe) WCIOMb3yeTCsl TPU MPOBEAEHUM TeKYIlero KOHTPOJIS
yCreBaeMOCTH M IPOMEKYTOUHOM aTTecTalluu CTyJeHTOB.

[TepeueHb 3aKpeIyIEHHBIX 3a JUCLIUIIIMHOM (TIPAaKTHUKOH) KOMIIETEHI[WH MpUBeeH B Tabwie 1.
Tabnuiia 1 — ITepedeHb 3aKpeIvIeHHBIX 3a JUCIUTUIMHON KOMIEeTeHLIUN

Kopg, @opMy/IMpOBKa KOMITeTeHL|UU Otarbl opMHUPOBaHUST KOMIIETEHITUM

IK-15 CTIOCOOHOCTBIO OPraHNU30BbIBATh Lo/mkeH 3HaTh CpefCcTBa YU METO/bI
TeXHOJIOTUYeCKUW NPOoLiecC 3aljnThbl XpaHeHUs Y repefiaud UHGOpMaLUY;
vH(pOopMalL[1 OrpaHUYeHHOTr0 10CTyIa B 3TaJIOHHYIO0 MOJe/ib B3auMO/IeHCTBUS
COOTBETCTBMM C HOPMaTUBHBIMY IIPABOBBIMU OTKPBITBIX CUCTEM; OCHOBHbIE CTaH/apThI B
aKTaMy U HOPMaTUBHBIMU MeTOANYeCKUMU o6s1acT ”HPOKOMMYHHUKAL[MOHHBIX CUCTEM
nokymeHTaMu PeiepanbHON CITYKObI Y TEXHOJIOTMM; OCHOBHbIE HOPMaTUBHO
6e3omacHocTu Poccutickoli depepariuy, TIpaBOBbIE aKThl U HOPMAaTHBHbIE
deznepanbHOM CTyKOBI TIO TEXHUYECKOMY U MeToueCcKre JOKYMeHThI B 00/1acTH
5KCIIOPTHOMY KOHTPOJIO VMH(OKOMMYHUKALIMOHHBIX CUCTEM;

[TIK-6 CIOCOOHOCTBIO IPUHUMATH YYacTHe B TPUHLIATIBL IOCTPOEHI SAIUIIEHHBIX
OpraHu3aliy U MpoBeJieHUN KOHTPOJIbHBIX TEIEKOMMYHHKAIAOHHDIX CUCTEM,
MPOBEPOK PaboTOCTIOCOOHOCTH U MEXAHM3MBI peajlM3dljii aTax B
3(¢$eKTUBHOCTH NMPUMEHSIEMBIX IPOrPaMMHBIX, KOMIIbIOTEPHBIX CETAX; 3AIUTHBIC
NPOrpaMMHO-AaINapaTHbIX ¥ TeXHUYeCKUX MEXAHHM3MbI 1 CPEACTBA obecrieuers
CDE/ICTR 3aMThl HHOPMAIH ceTeBOU 6e301aCHOCTH; Cpe/ICTBA U

MeTO/IbI TTPeJIOTBpaILeHNsI 1 00HapY KeHUSI
[TK-2 CMOCOOHOCTBIO TIPUMEHSITh TTPOTrPaMMHBIe

CpefCTBa CUCTEMHOTO, TIPUK/IaJHOTO U
CrieLiasbHOTO Ha3HauyeHusl,
MHCTPYMEeHTaJIbHbIe CPe/ICTBA, SI3bIKU U
CUCTeMbI TIPOrPaMMHPOBaHUS [jisl PelleHust
ripoecCcrOHaNbHBIX 3a/jau

BTOP’KEHUH. ;

[omkeH yMeThb PUMEHSITh 3allUL[eHHbIe
TIPOTOKOJIbI, ME>KCeTeBble KpaHbl U
cpefcTBa 0OHapy>KeHHs1 BTOP>KeHUH J1Ist
3aIUThl MHGOPMALIUU B CETSX;
OCYIIEeCTB/IATh MePbI TPOTUBOZAEHCTBUS
HapylLlIeHUsIM ceTeBol 6e30macHOCTH €
VICTIO/Tb30BAaHUEM Pa3/InYHBIX
TIPOTPaMMHBIX U arfapaTHBIX CPe/ICTB
3aIWTHl B COOTBETCTBUU C TPeOOBAHUSMU
HOPMAaTHBHO TIPaBOBLIX aKTOB U
HOPMaTHBHBIX METOANYECKHUX JOKYMEHTOB.
5

IokeH Ba/ieTb HaBbIKAMU
KOH(UTYpHUPOBaHUS JIOKa/IbHBIX CeTel,
HaBBIKAMU pea3aliiy CeTeBbIX
TIPOTOKOJIOB C TTIOMOIL[bIO TIPOTPAMMHBIX
CpeJCTB; HaBbIKAMU HACTPOUKH
MeXKCeTeBbIX IKPAHOB; HABbIKAMU
TIpUMeHeHHsI HOPMaTHUBHO TPABOBBIX aKTOB
Y HODMaTHUBHBIX MeTOJ1ue CKUX
JOKyMEeHTOB B 00/1acTH
MH(POKOMMYHHKAL[MOHHBIX CUCTEM;
METO/IMKOM aHa/r3a CeTeBOro Tpaduka;
METO/IMKOM aHa/in3a pe3y/ibTaToB PaboThI
cpefcTB 0OHApY>KeHUsT BTOP)KEHUH. ;

OO1e XapakTepUCTHKH TOKa3areseld U KPUTEpUeB
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npuBe/ieHbl B Tabsurie 2.
Tabsvija 2 — Ob1IMe XapaKTEPUCTUKY TI0Ka3aTesield U KpUTEPHEB OL|eHUBaHWs KOMIIETEHIIMH 110 3Tarnam

Tloka3zarenu u
KpPUTEPUU

3HaTh

YmeTtn

Bnagets

OTMMuHO (BBICOKUM
YPOBEHD)

Ob6nazmaet dhakTHue CKUMHU
U TeopeTH4e CKUMHU
3HAHUSIMM B TIpe/ieiax
n3y4yaeMoi 06/1acTH ¢

Ob6nagaeT Arana30HOM
MpaKTUYeCKUX YMeHUH,
TpebyeMbIX /IJIs1 pa3BUTHS
TBOPYECKUX pelleHnH,

Kontposupyet paborty,
TIPOBO/IUT OLIEHKY,
COBEpILIeHCTBYeT 1elCTBUSI
paboThI

ITIOHMMAaHKeM I'DaHuL| abcTparupoBaHus
TIPUMEHHMOCTH nipobsiem
Xoporio (6a30Be1ii | 3HaeT (akTel, MpuHIMLI, | O6sazaeT AUara30HOM bepet oTBeTCTBEHHOCTH 3a

yPOBEHbB) TMIPOLIeCChI, 00IIHe NpaKTUUeCKUX YMEHUH, | 3aBeplleHue 3a/jau B
TIOHSITUS B TIpeZesax TpeOyeMbIX /ISl PeIeHUs] | UCCIIeJOBaHUH,
n3yyaeMoi 061acTH orpefie/IeHHbIX TIP00JIeM B | IPUCTIOCA0IMBaeT CBOe

006/1acTy ucceOBaHus TIOBe/leHue K
oOcTosiTeNIbCTBaM B
peltieHn: TipobieM

YnosnetBopuTenbH | ObOnazaeT 6a30BbIMU O6saiaeT 0CHOBHBIMU PaboraeT npu rpsiMoM

0 (TIoporoBbIii 00IIMMY 3HAHUSIMU yMeHUsIMH, TpeOyeMbIMU | HaOJTroieHUM

yPOBEHbB) 151 BBITIOJTHEHHST TIPOCTBIX

3ajay

METOAUUECKMMHU OOKYMEHTAMH (De,qepaanoﬁ CJIy>K6BI

2 Peanu3anusi KOMIeTeHI[UH

2.1 Komnerenuus I1K-15
IMK-15: criocobHOCTEIO OpPraHU30BBIBaTh TEXHOJOTHUYECKH TIpoljecC 3allliThl HWH(OpMaLuu
OrpaHUYeHHOr0 JO0CTyNa B COOTBETCTBUM C HOPMAaTUBHBIMM [IPAaBOBBIMHM aKTaMW Y HOPMaTUBHBIMHU

0e3011aCHOCTHA

®enepanbHON CITY>KOBI TI0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIO.

[nst bopMUpOBaHKST KOMIIETEHIIMH HEOOXOAUMO OCYILECTBUTD Psifi ITAMOB. DTaribl HOpMHUPOBaHHMs
KOMIIETEHLIUM, TPUMEHsieMble [Jiss STOr0 BHUIbl 3aHATUNA W UCIOJb3yeMble CPeJCTBA OLI€HUBAHUS
Tipe/icTaB/eHbl B Tabsuiie 3.
OPMUPOBaHUsI KOMIIETEHLIMH U UCII0/Ib3YEMbIe CPE/ICTBA OLIEHUBAHMS

Tabmwia 3 — ransl

Poccutickoit  ®Denepaiiuuy,

MH(OKOMMYHHKAIJMOHHBIX
CUCTEM U TeXHOJIOTU;
OCHOBHbIE HOPMATHUBHO
MIPaBOBbIE AKThI U
HOPMaTHBHbIE
METOJuUeCKUe JOKYMEHTbI
B obacTu
MHGOKOMMYHUKAIL[HOHHBIX
cucTeM

Cocras 3HaTb YMmetb Bnagets
CopeprkaHue OCHOBHbIE CTaH/]apThI B OCYILIEeCTB/ISATbh MepPbl HaBbIKaMU MPUMeHeHUst
3TaroB obsactu TPOTUBO/ENCTBUS HOPMAaTHBHO TPaBOBBIX

HapyLLeHUsIM CeTeBOU
6e30macHOCTH C
VICTI0/Th30BaHUEM
Pa3IMUHBIX TIPOTPAaMMHBIX
Y anraparHbIX CPe/iCTB
3aIUThl B COOTBETCTBUU C
TpeOoBaHUSAMU
HOPMaTHUBHO TIPABOBBIX
aKTOB Y HOPMaTHBHBIX
MeTOZrYe CKUX
JOKyMEeHTOB

aKTOB ¥ HOPMATUBHBIX
MeTOAMYe CKUX
JIOKYMeHTOB B 00/1acTH
MH(OKOMMYHHKAIIMOHHBIX
CUCTEM

Bubl 3aHaTUIM

* VIHTepakTUBHbIE
nabopaTopHbIe 3aHSTHUS;
* lHTepakTUBHbIE
JIeKLnY;

* JlaboparopHbie

* VIHTepaKkTHUBHbIE
7abopaTopHbIe 3aHATHS;
* llHTepakTUBHbIE
JIeKLnY;

* JlabGopartopHble

* lVHTepaKkTHUBHbIE
nabopaTopHbIe 3aHATHUS;
* JlaboparopHbie
paboThI;

* (CamocTosTenbHas
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paboThI;

* Jlekuuuy;

* CamocTosiTesbHas
pabora;

* lHTepakTUBHbIE
MIpaKTUUeCKUe 3aHATHS;
* IIpakTueckue
3aHSATUS;

paboThI;

* Jlekumu;

* CamocTosiTe/ibHast
pabora;

* llHTepakTUBHbIE
MIpaKTUUeCKUe 3aHSATHUS;
* [IpakTuueckue
3aHSATHS;

paborta;
* VIHTepaKkTUBHbIE
TpaKkTUyeCKue 3aHsTHS;

Wcnonb3yembie * Omnpoc Ha 3aHATUAX; * Ormpoc Ha 3aHATUSAX; * 3auer;
CpeacTBa * 3auerT; * 3auerT; * OK3aMe€H;
OL€HUBAHHWSA * DK3aMeH; e 3JK3aMeH;

d®opMy/nMpoBKa TOKa3aTe/lell M KpUTepreB OLieHMBaHUS [JaHHOM KOMIIeTeHLIMU IpUBeJeHa B
Taburie 4.
Tabnuija 4 — ITokasaresn ¥ KpUTepUU OLieHUBaHMsl KOMITeTEHL[MM Ha 3Tarax

CocraB 3Harb Ymetn Bnagets
OrmuHo * OcHoBHbIe cTaH[apThl, | * KoHTpo/nMpoBaTh * Hasbikamu

(BbICOKMI YpOBEHB)

HOPMAaTHUBHO TPAaBOBbIe
aKTbl 1 HOPMaTHUBHbIE
MeTo/IuueCKIe
JOKYMEHTHI B 00/1aCTH
MH(OKOMMYHHUKAL[UOHHBI
X CHCTeM, a TaKkxke
obsacTb ux
TIPUMeHEeHWSs]. ;

paboty o
OCYILIeCTBJ/IEHUIO Mep
TIPOTHUBOZENCTBUS
HapyLLIeHUsIM CeTeBOU
6e3omacHOCTH €
WCTI0/Ib30BaHUEM
Pa3/IMUHbIX
TIPOTPAMMHBIX U
arraparHbIX CPeJiCTB
3alUThI B COOTBETCTBUU
¢ TpebOBaHUAMU
HOPMAaTHBHO TIPaBOBbIX
aKTOB U HOPMaTHUBHBIX

MIPUMEHEeHHSI
HOPMAaTHBHO TIPaBOBBIX
aKTOB U HOPMaTHUBHbBIX
MEeTO[UUe CKUX
JTOKyMEHTOB B 00/1aCcTH
MHGOKOMMYHUKALOHHBI
X CHUCTEM, a TaKXKe
HaBbIKaMH TIOMCKa
HeOOXOMMBIX aKTOB U
JIOKYMEHTOB.;

HapyLIeHUsIM CeTeBOU
0e3011aCHOCTH C

MeTOUYeCKUX
[IOKyMEHTOB;
Xoporo (6a30Bbli | ¢ OCHOBHBIE CTaHJapThI, | ® OCYILEeCTB/ISITh MephI * Hasbikamu
YPOBEHbB) HOPMAaTHBHO I1PABOBEIE NIPOTHUBO/IeNCTBUS [IpUMeHeHUs
aKTbl U HOpMaTUBHbIE HapyIlIeHNsIM CeTeBOU HOPMAaTHBHO IPaBOBBIX
MeToJuyeCcKue Be3onacHOCTH € aKTOB 1 HOPMAaTHUBHBIX
JNOKYMEHTHI B 00/1aCTH VICII0/Ib30BaHUEeM MeTo[uYeCKUX
VH(OKOMMYHHKAL[MOHHBI | Pa3/IUYHbIX JIOKyMEeHTOB B 00s1acTH
X CUCTeM.; IIPOrpaMMHBIX U MH(GOKOMMYHHUKALOHHBI
arnmnaparHbIX CpeZCTB X CUCTEM;
3all{UTLI B COOTBETCTBUU
¢ TpebOBaHUAMU
HOPMAaTHBHO IIPaBOBBIX
aKTOB 1 HOPMAaTHUBHBIX
MeTOUYeCKUX
JIOKYMEHTOB;
YioBneTBOpUTebH | ¢ OCHOBHBIE CTaHAapThl | ¢ [Ipu rpsmMom * ba30BbIMU HaBbIKAMU
0 (TIoporoBbIv B 0bactu Ha0/FOleHUH NpYUMeHEeHUs]
YPOBeHb) VH(POKOMMYHHKAL[MOHHBI | OCYLLeCTB/SATh Mephbl HOPMAaTHBHO IPaBOBBIX
X CUCTeM.; MIPOTUBOJENCTBUS aKTOB ¥ HOPMaTUBHBIX

MEeTO/IUe CKMX
JIOKyMEHTOB B 00/1aCcTH
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MCIT0/Tb30BaHUEM
Pa3IMUHbIX
TIPOrPAMMHBIX U
arnrapaTHbIX CPeZCTB
3al[UThI B COOTBETCTBUN
¢ TpebOBaHUSAMU
HOPMAaTHBHO TPAaBOBbIX
aKTOB Y HOPMaTHBHBIX
METOHUYUECKHUX
JIOKyMEHTOB;

I/IHq)OKOMMyHI/IKaI_[I/IOHHI)I
X CUCTeM;

NpOBepoK  paborocrnoco6HOCTH U 3hGhEKTUBHOCTH TIPUMEHsIeMbIX TPOrPaMMHBIX,

2.2 Komnerennus ITK-6
[TK-6: criocoOHOCTBIO TPUHMMATh Yy4yacTHe B OpraHW3allid W TPOBEJEHUH KOHTPOJbHBIX

anmapaTHbIX U TeXHUYeCKUX CPe/ICTB 3all[UThl HH(MOPMAaI[UH.

st hopMUpoBaHUsT KOMITeTEHIIMK HEOOX0[UMO OCYILeCTBUTh Psifi ITAroB. DTarbl GOPMUPOBAHKS
KOMIEeTeHL[UM, TpUMeHsieMble [Jid 5TOr0 BU/bl 3aHATUM M UCIOJb3yeMble Cpe/CTBa OLeHWBAHUS
TipeZicTaB/IeHbl B Tabmuiie 5.
Tabsuria 5 — OTaribl HOPMUPOBAHMS KOMIIETEHI[UM 1 UCITO/Ib3yeMble CPeZICTBA OLeHUBAHKS

TIPOTPaMMHO-

MH(OpMaL1K; 3TalOHHYIO
MO/Ie/Tb B3aMMO/IECTBUSI
OTKPBITBIX CUCTEM;
OCHOBHBIE CTaH/IapThl B
obsactu
MH(OKOMMYHHKAIIMOHHBIX
CUCTEM M TeXHOJIOTHIA;
MIPUHLIUITBI TIOCTPOEHUSsT
3aIIUIIeHHBIX
TeJIEKOMMYHHUKALIMOHHBIX
CUCTEM; MEXAHU3MBI
peanu3aluM aTak B
KOMITbIOTEPHBIX CETSIX;
3all[UTHbIE MEXaHU3MBbI U
cpezicTBa obecrieueHus
ceTeBOH 0e30I1acHOCTH;
Cpe/iCTBa U METO/IbI
TIpe/IOTBPAIIIeHUs U
oOHapy»KeHHUsT BTOP)KeHUH

CocraB 3HaThb Y™meTb Bnagets
Copeprxkanve CpeZiCTBa U METO/Ibl MPUMEHSITH 3alllUlleHHble | HABbIKaMU TTPUMEHEeHUsI
3TaroB XpaHeHus1 U repefauut MPOTOKOJIbI, MeXXCeTeBble | HOPMaTUBHO TTPABOBbIX

9KpaHbl U CPe/ICTBA
oOHapy»KeHHs1 BTOP)KeHU
JUTS 3aUThI THOPMaI[UH
B CETSIX; OCYIIECTB/IATh
MephbI TPOTHBO/IEHCTBHS
HapyIleHUsIM CeTeBOU
0€e30macHOCTH C
WCII0JTb30BaHUEM
Pa3/INYHBIX IPOrPAMMHbBIX
Y anmaparHbIX CPe/ICTB
3alUThI B COOTBETCTBUU C
TpeboBaHUAMU
HOPMAaTHBHO TPaBOBbIX
aKTOB Y HOPMATHBHBIX
METOUYE CKMX
JOKyMEHTOB

aKTOB U HOPMaTHUBHBIX
METOZIYe CKUX
JIOKyMeHTOB B 00/1acTi
WMH()OKOMMYHHKAIIMOHHBIX
CUCTEM; METOJJUKOMN
aHa/M3a CeTeBOro
TpaduKa; METOUKON
aHa/M3a pe3y/bTaToB
paboThI CpesiCcTB
oOHapy»KeHHs1 BTOP)KeHU

Bunpl 3aHATHI

* VHTEpaKkTUBHbIE
NpaKTUYeCKUe 3aHSTHS;
* VIHTepakTUBHbIE
nabopaTopHbIe 3aHSTHUS;
* VIHTepakTUBHbIE
JIeKLIUY;

* [IpakTHhueckue
3aHSATUS;

* JlaboparopHbie
paboThI;

¢ Jlekuuy;

* CamocTrodTenbHas

* JHTepakTUBHbIE
MpaKTUYeCKUe 3aHSTHS;
* UHTepakTuBHbIE
nabopaTopHbIe 3aHATHS;
* UHTepakTuBHbIE
JIeKLINY;

* TIpakTUueckue
3aHSATUS;

* JlabopaTopHbIe
paboThI;

* Jlexuuu;

* (CamocrosiTesibHast

* VIHTepakTUBHbIE
MpPaKTUYeCKHUe 3aHsATHS;
* VHTepaKkTHBHBIE
nabopaTopHbIe 3aHSATHUS;
* JlaboparopHble
paboThI;

* (CamocTosTenbHas
pabora;
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pabora; pabora;
Hcronb3yemble * Otuet 1o * Ortuer 1o * Ortuet 1o
CpeJCTBa naboparopHoii pabore; naboparopHoii pabore; naboparopHoii pabore;
OLieHMBaHUsA * Ornpoc Ha 3aHATHSIX; * Onpoc Ha 3aHATHUSX; * 3auert;
* 3auerT; * 3aueT; * DK3aMeH;
* DK3aMeH; e 3DK3aMeH;
dopMy/nMpOBKa TIOKa3aTe/ell ¥ KpUTepHeB OL|eHMBAaHUSI [JaHHOW KOMITETEHIIMH TpPUBEJeHa B
Tabnme 6.
Tabsuiia 6 — ITokaszaTes M U KDUTEPUU OLIEHUBAHMsI KOMIIETEHI[MM Ha Tarax
CocraB 3HaThb YmeTb Bnagetb
OminuHo * HaBBLIKAMU

(BBICOKMI YPOBEHbD)

* Cpe/iCTBA U METO/IBI
XpaHeHusl ¥ epeiaunt
VMH(pOopMaLuy;
3TaJIOHHYIO MOJIe/Th
B3aMO/IeHCTBUS
OTKPBITBIX CHUCTEM;
OCHOBHBIE CTaH/IapPThI B
obmactu
WH(POKOMMYHHUKAI[UOHHBI
X CUCTeM U TeXHOJIOTHi;
TIPUHITUIIBI TTOCTPOEHMUS
3al[UITIeHHbIX
TeJIEKOMMYHHUKAI[AOHHBIX
CUCTeM; MEXaHU3MBbI
peas3aIivy aTak B
KOMITBIOTEPHBIX CeTSIX;
3allUTHbIE MEXaHU3MbI U
cpeficTBa obecrieueHuUs
ceTeBOU 0e30I1acCHOCTY;
Cpe/iCTBa U METO/IbI
TIpeZIOTBPAITieHUsT U
oOHapy>KeHUst
BTOP>KEeHUH;

* TIPUMEHSThb
3aluieHHbIe
TIPOTOKOJTBI, ME)KCETEeBbIe
9KpaHbI U Cpe/iCTBa
oOHapy KeHust
BTODKeHUM J1J1s1 3alLUThI
MH(pOPMaLUH B CeTAX;
OCYIL[eCTBJISATH Mephbl
MPOTHUBOZENCTBUS
HapyLlIeHUsIM CeTeBOM
Ge3omacHOCTH €
WCTI0/Ib30BaHUEM
Pa3IMYHbIX
TIPOTPaMMHBIX U
arnrapaTHBIX CPeZCTB
3alUThI B COOTBETCTBUU
¢ TpebOBaHUSAMU
HOPMAaTUBHO TPaBOBbIX
aKTOB Y HOPMaTHUBHBIX
MeTo/[uue CKUX
JOKYMEHTOB;

TIpUMeHeHUsI
HOPMaTUBHO TIPABOBBIX
aKTOB U HOPMaTHUBHBIX
MeToZNue CKUX
JIOKyMeHTOB B 006/1acTu
HMH(OKOMMYHUKAITMOHHBI
X CHUCTeM; MeTO/IUKOU
aHasiM3a CeTeBOro
TpadurKa; MeTOAUKOU
aHasM3a pe3y/bTaToB
paboThI CpefiCTB
oOHapy>keHust
BTOP’KeHUH;

Xopotiio (6a30BbIit

* Cpe[cTBa M METO/bI

¢ TIpUMEHATH

* MeTOAUKOM aHaM3a

yPOBeHb) XpaHeHuUsl U repejjaun 3alUiLeHHbIe CeTeBOro Tpaduka;
MH(pOopMarLuy; MIPOTOKOJIbI, MEXXCeTeBble | METOAMKOM aHau3a
3Ta/IOHHYI0 MO/ieb 5KpaHbI U Cpe/iCTBa pe3y/bTaToB PaboThI
B3aUMO/IeNCTBUS oOHapy»KeHHst cpezcTB 0OHapyKeHust
OTKPBITBIX CUCTEM; BTODKEHUH /IJ1s1 3al{UThl | BTOP>KEHUH;
OCHOBHBIE CTAH/ApThI B WH(OPMAaLUH B CeTSIX;
obnactu OCYILL{eCTB/ISATb Mephbl
MH(POKOMMYHHKAL[MOHHBI | TIPOTHBOJENCTBUS
X CHCTEM M TEXHOJIOTUM; | HapylLIeHWsIM CeTeBOM
TIPUHLUIILI TOCTPOeHUst | Ge30macHOCTH €
3alUILeHHbIX VICTI0/Ib30BaHUEM
TeJIeKOMMYHHKAL[MOHHBIX | Pa3/IMUHbIX
CHUCTeM; 3all{UTHbIE MIPOrpaMMHBIX U
MeXaHU3MbI U CPe/ICTBa arraparHbIX CPeJiCTB
obecrieueHust CeTeBOM 3alI[UThI;
0e3011acHOCTH;;

YOB/IETBOPUTENIBH | ¢ CpeACTBa U METObI * OCYLLeCTB/ISATb Mepbl * MeTOJUKOM aHanu3a
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o (TIoporoBbii XpaHeHUs U Tepejauu TIPOTHUBOZIENCTBUS ceTeBOro Tpaduka; ;
YPOBEHb) vHbopMaluy; HapyIlIeHHsIM CeTeBOU
3Ta/IOHHYI0 MO/IeNTb 6e3omacHOCTH €
B3aUMO/IeNCTBUS WCTIO/Tb30BaHUEM
OTKDBITBIX CUCTEM; Pa3/TUYHbIX
TIPUHLIUTIBI IOCTPOEHUsI | TIPOrPaMMHbBIX U
3alUIIeHHbIX arraparHbIX CPeiCTB
Te/IeKOMMYHHUKALIMOHHBIX | 3all[UThI;
CHCTeM; 3alllUTHbIE
MeXaHH3MbI U Cpe/iCTBa
obecrieueHust CeTeBOU
6e30macHOCTH;;
2.3 Komnerennus ITK-2
[TK-2: crocoOHOCTRIO TIPUMEHSITH TMPOrPaMMHBIE CPEACTBA CHUCTEMHOTO, TIPUK/IAJHOTO U

CrelMaJbHOTO0 Ha3HaueHHWsl, MHCTPyMeHTaslbHble CPeJCTBA, S13bIKM M CUCTEMbl MPOTrPaMMUPOBAHUS [I/Ist
peiiieHus1 podeCCUOHATBLHBIX 3a7iau.

st bopMUpoBaHUsT KOMITeTEHIIMK HEOOX0[UMO OCYILIeCTBUTh Psifi ITAroB. DTarbl HOPMUPOBAHKS
KOMIETeHL|UM, TpUMeHsieMble [Jid 5TOr0 BHU/bl 3aHATUM M UCIOJib3yeMble Cpe/CTBa OLeHWBAHUS
TipeZicTaB/IeHbl B Tabmuiie 7.
Tabsuria 7 — OTaribl HOPMUPOBAHMS KOMIIETEHI[UM 1 UCITO/Ib3yeMble CPeZICTBA OLeHUBAHKS

MH(OpMaL1K; 3TaTOHHYIO
MO/Ie/Tb B3aMMO/IeCTBUSI
OTKPBITBIX CUCTEM;
MIPYHLIUITBI TIOCTPOEHUsI
3allMIeHHbIX
Te/IeKOMMYHUKALIMOHHBIX
CHUCTeM; 3allliTHbIe
MeXaHU3MBbI 1 CpeJiCTBa
obecrieueHus ceTeBOMH
Ge3oracHOCTH; CpeJicTBa U
MeTO/IbI TTpeJi0TBpalLieH s
1 0OHapy>KeHUst
BTOP>KeHUH

5KpaHbl U Cpe/iCTBa

oOHapy»KeHHs1 BTOP)KeHU
JUTS 3aTUThI UHOPMaLUU

B CETSIX; OCYIIECTB/IATh
Mepbl TIPOTUBOIEACTBHUS
HapyIleHUsIM CeTeBOU
6e30MacHOCTH C
HCIT0/Ib30BaHHeM

PAa3/IMUHBIX MMPOTrPAMMHBIX

Y anrnapaTHbIX CPe/ICTB

3dlUTHI B COOTBETCTBUU C

TpeboBaHUAMU
HOPMAaTHBHO TMPaBOBbIX
aKTOB Y HOPMATHBHBIX
METOUYE CKMX
JOKyMEHTOB

CocraB 3HaTb Y™meTb Bnagets
Copeprxkanve CpefiCTBa U MEeTO/Ibl TPUMEHSTH 3alllUlleHHble | HaBbIKaMu
3TaroB XpaHeHus1 U repeiauut MIPOTOKOJIbI, MeXCeTeBble | KOH(PUTypHPOBaHHS

JIOKA/IbHBIX CeTel,
HaBbIKaMU peanu3aluu
CeTeBbIX MPOTOKOJIOB C
MOMOILIbIO TIPOTPaMMHbBIX
Cpe/iCTB; HaBbIKAMU
HaCTPOMKHU MeKCeTeBbIX
9KPaHOB

Buabl 3aHaTHM

* lHTepakTUBHBIE
nabopaTopHble 3aHSTHUS;
* VHTEpaKkTUBHbIE
JIeKLIWY;

* JlaboparopHbie
paboThI;

* Jlekuuu;

* CamocTrodTenbHas
pabora;

* VIHTepakTUBHbIE
TIpaKTUUe CKUe 3aHSTUS;
* IIpakTrueckue
3aHATUS;

* NHTepakTuBHbIE

nabopaTopHbIe 3aHATHS;

* IHTepakTUBHbIE
JIeKLUY;

* JlabopaTopHbie
paboThI;

* Jlekuuuy;

* (CamocrosiTesibHas
pabora;

* VIHTepakTUBHbIE
MpaKTUYEeCKHUe 3aHATHS;
* IlpakTuueckue
3aHATHS;

* llHTepakTuUBHBIE
naboparopHbIe 3aHATHUS;
* JlaboparopHbie
paboThI;

* CamocTosTenbHas
pabora;

* VHTepaKkTHUBHbIE
MpaKTUYeCKUe 3aHsTHS;
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Wcnons3yemsble

¢ Ortuet 110

¢ Ortuet 110

¢ Ortyet 110

CpeAcTBa naboparopHoii pabore; naboparopHoii pabore; naboparopHoii pabore;
OL€HUBaHWA * Ornipoc Ha 3aHATHUSIX; * Onpoc Ha 3aHATHUSAX; * 3aueT;
* 3auerT; * 3aueT; * DK3aMeH;
e OK3aMeH; * DK3aMeH;
dopMyIMpOBKa MOKasaTese W KPUTEepHeB OLeHHMBAaHUS [JaHHOM KOMITeTeHLIUM TpUBeJleHa B
Tabmmie 8.
Tabmuija 8 — ITokasaresiu v KpUTepUU OLIeHUBAaHKSI KOMITETEHL[MM Ha JTarax
CocraB 3HaTb YMmeTb Bnagets
OrmuHo * HaBBLIKAMU

(BBICOKMI YPOBEHb)

* Cpe[CTBa U METO/IbI
XpaHeHUs U Tiepejaun
vH(dopmaluy;
3TaJIOHHYI0 MO/IeNTb
B3aMO/eliCTBHS
OTKPBITBIX CUCTEM;
TIPUHLIUTIBI TIOCTPOEHUS
3alUIIEeHHbIX
TeIeKOMMYHHKALIMOHHBIX
CHCTEM; 3all[UTHbIE
MeXaHH3MbI M CPe/ICTBa
obecrieueHus: CETeBOU
0e30I1aCHOCTH; Cpe/iCTBa
Y MeTOJIbl
TIpeJOTBpaIlleHNs U
oOHapy KeHust

BTOP KEHUH;

* TIPUMEHSThb
3all[UIlleHHbIe
TIPOTOKOJIbI, ME>KCEeTeBbIe
9KpaHbl U CPe/ICTBA
oOHapy>KeHust
BTOP>KEHUH /151 3al[UThl
vH(MOpMalUK B CeTSX;
OCYIIIeCTB/ISATh MePbI
TIPOTHUBOZENCTBUS
HapyLLIeHUsIM CeTeBOU
6e3omacHOCTH €
WCTIO/Tb30BaHUEM
Pa3/IMUHbIX
TIPOTPAMMHBIX U
arraparHbIX CPeJCTB
3al[UThl B COOTBETCTBUU
c TpebOBaHUAMU
HOPMAaTUBHO TIPABOBLIX
aKTOB U HOPMaTHUBHBIX

KOH(UI'ypUPOBaHUs
JIOKA/IbHBIX CeTeH,
HaBbIKaMH peau3aliiu
CeTeBbIX MPOTOKOJIOB C
TOMOIIIbI0 TIPOTPaMMHbIX
CpeJCTB; HaBbIKAMU
HaCTPOMKH MEe)KCeTeBbIX
5KPaHOB;

MeTOANYe CKUX
JOKYMEHTOB;
Xoporo (6a30Bbli | * cpenCcTBa M METO/BI * TIPUMEHSTh * HaBbIKAMHU
YPOBEHbB) XpaHeHUs! U Tiepefiaurt 3aluieHHbIe KOH(UTypHUPOBaHKS
uH(popmaLmy; TIPOTOKOJIBI, ME)KCETeBbIe | JIOKATbHBIX CeTeH,
3TaJIOHHYI0 MO/ie/Tb 9KpaHbI ¥ CPeJiCTBa HaBbIKaMH pean3aLiu
B3aUMO/IeMCTBUS oOHapy KeHust CeTeBBIX ITPOTOKOJIOB C
OTKPBITHIX CHUCTEM; BTOP>KEHUM JJIs1 3aI{UTHl | TTOMOIIBIO TPOrPaMMHBIX
TIPUHLIMTIBI TIOCTPOEHUsT | WH(GOPMALX B CETSIX; CPeJCTB; ;
3alHIeHHbIX OCYILIeCTBISATH Mepbl
Te/IEKOMMYHHUKAIMOHHBIX | TIPOTUBO/EUCTBUS
CHCTeM; 3alllUTHBIe HapyIeHUsIM CeTeBOM
MeXaHU3MBbI U CPe/ICTBa BesomnacHoOCTH C
obecrieueHus ceTeBO MCITI0/Tb30BaHUEM
0e30I1aCHOCTH;; Pa3/TIMYHbIX
TIPOTPaMMHBIX U
arnrapaTHBIX CPeZCTB
3all[UTHI;
YOBNETBOPUTENIBH | ¢ CpeaCTBa U METO/IbI * OCYILIEeCTB/ISITb MEpHI * HaBBIKAMHU
0 (TIopOroBbIi XpaHeHUs U TiepeJaun TIPOTUBO/IEHCTBUS KOH(UTYPUPOBaHUS
YPOBEHb) vuHbopMaluy; HapyLIEeHUsIM CeTeBOU JIOKa/IbHBIX CeTeu;
3TaJIOHHYI0 MOJie/Tb Be3omacHoOCTH C
B3aMMOZEHCTBUS WCII0/Tb30BaHUEM
OTKDBITBIX CUCTEM; Pa3IMUHbIX
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TIPUHLIUIIBI IOCTPOEHUSI | TIPOrPaMMHbBIX U

3alLUIL[€HHBIX anrmnapaTHbIX CPeZiCTB
TeIeKOMMYHHKALIMOHHBIX | 3all{UThI;
CUCTEM; ;

3 TunoBble KOHTPO/IbHBIE 33/JAHUSA
[nisi peanvi3aliiu BhIllIeTiepeurc/IeHHbIX 3a7iad 00y4yeHHsl UCIOJb3YIOTCSl TUTIOBblE KOHTPOJIbHBIE
3a/laHUsT WM WHBbIe MaTepHhasibl, HeoOXoAUMbIe /i1 OLIeHKU 3HaHWM, YMeHWH, HaBBIKOB W (W/IH) OIIbITA
JlesITe/IbHOCTH, XapaKTepU3yHOIMX STarbl (OPMUPOBaHUSI KOMIIETEHLIMM B TpOLiecce OCBOEHHS
oOpa3oBareIbHOM MPOTpaMMBbI, B C/IEAYIOIIIEM COCTaBe.

3.1 Tembl OIPOCOB Ha 3aHATUAX

— MWcropus pasButus ceteit DBM. MecTo U posib BBIYMC/IUTENBHBIX CeTell B COBPEMEHHOM MMUpe.
OCHOBHBIE TIOHSITHS ¥ TepMUHO/IOTHsA. OO1Ie MpeCTaB/IeHNs O BEIUMCTIUTeTbHON ceTu. OOIiee MOHSTHE
00 MepapxXuuecKol CTPYKType TPOTOKOIOB. [IPUHIMITBI MHOTOYPOBHEBOW OpraHW3alli JIOKAJbHBIX U
rinobanbHbIX ceTeit DBM. Mogens OSI. CtaHjapTHBIe CTeKA KOMMYHHUKAIIMOHHBIX TTPOTOKOJIOB.

— Crangaprusanqus B ceTsx. Kraccudukaiusi BbIUMC/IUTeNbHbIX — ceTell. TpeGoBaHus,
rpe/ibsiB/isieMble K COBPEMEHHBIM BbIUMCIUTE/NBbHBIM CeTsIM. MeTOoAbl U TEeXHOJOTUU IPOEeKTUPOBaHUS
CpeACTB TeseKOMMYyHUKaiui. CTpykrypu3aumu cetd. dusnueckasg W JOruueckas TOIOJOTHUU CeTel.
OCHOBHOe KOMMYHHUKAIIMOHHOE 000pyZj0BaHHe

— Kananbl cBg3U. XapaKTepuCTUKU KaHajIoB CBA3U. Jlornueckoe KogupoBaHue. ACUHXPOHHas U
CUHXPOHHas1 Tiepejjaun. Mlepapxusi B KabesibHOM crucTeMe. CTPyKTypHUpOBaHHasi KabesibHast CUCTeMa.

— KoHurypaiyy nokaabHbIX BBIUMC/IATENbHBIX CeTeld U MeToAbl AocTyna B HUX. CTpyKTypa U
(yHK1MM 0KanbHbIX ceTeld. Comepykanue craHzaprta I[EEE 802. ba3oBble TeXHOIOTUH JIOKa/IbHBIX CeTEH.
IEEE 802.2 Ethernet. O6opyznoBaHue JTOKa/lbHBIX CETEH.

— TlporpamMMHbIe Cpe/icTBa TeJeKOMMYHHUKal[uM. CTPyKTypa MpPOrpaMMHOTO 00ecrieueHust
nokanbHOM cetu. Kraccudukaius riporpaMMmHOro obecrieueHus JIOKalbHBIX —ceTeil. [IpUHLUIIBI
TIOCTPOEHUSI CETEBOT0 MPOrPaMMHOTO 00eCTieUeHHsI U CeTeBBIX OTepaliMOHHbIX cucTeM. Knaccudukanys
cepBepoB. [IpoekTrpoBanue ceteli IBM 10 NpUHLMIY «KIUEHT-CepBep».

— CereBoM ypoBeHb mepefaud JaHHbIX. [P-agpecanus.  Peanmu3anusi MeXceTeBOro
B3anMogelictBus cpeactBamu TCP/IP. Tlopsimok pacripefenenust IP-agpecoB. Otobpakenue IP-ampecor
Ha JIoKa/ibHbIe agpeca. ARP npoTokos.

— IlpuHimns! mapuipytusanuu B IP-cerax. IIportokosbl mapuipyrtusanuu. IloHsaTve pomeHa.
HomenHas agpecauus B IP-cetsx. DNS npoTokorn.

— IlIpotokon IPv6. IIpotokosisl TpaHcriopTHoro yposHs TCP u UDP.

— CoBpemeHHbIe TeHJEHLMM PasBUTHUA Te/leKOMMYHUKALJMOHHbIX cucTeM. VIHTerpanus
pa3/IMYHbIX THUIMOB CeTeld U ceTeBbIX C/ay0. Bupryanmusauys wHGOpPMalMOHHBIX cucTeM. O6auHbIe
BBIUMCJ/ICHUS.

— Obecrieuenrie 6€30MaCHOCTA  TeeKOMMYHUKALIMOHHBIX CBsi3ed U a[MUHUCTPATHUBHBIN
KOHTPOJ/Ib. OCHOBHBIE TTOHATUSA ¥ TePMUHOJIOTHS.

— TwumnoBsle yrpo3el ceTeBoil Oe3omacHOCTH. OCHOBBI KjlacCH(UKALMU CETeBBIX YIpO3 U aTak.
BnusiHue uenoBeueckoro ¢akTopa Ha ceTeByrO 6€30MacHOCTb.

— 3amMra TOMOJIOTMM CeTH. BupTyasnbHble JiOKa/ibHble CeTH. [lonosHUTeNbHble (QYyHKLUU
KOMMYTaTOpOB. [lepcoHasibHbIe 3KpaHbl. AOOHEHTCKoe IdpoBaHue.

— 3amuTa ceTeBOro Tpaduka M KOMIIOHEHTOB CeTH. 3allliTa KoMmIioHeHToB cetu oT HCI.
be3onacHocTh pecypcoB cetu. CpefcTBa HeHTU(DUKALMM M ayTeHTU(UKALMKA, METOAbI pasfie/ieHUs
pecypCoB ¥ TeXHOJIOTHUU pPa3rpaHUueHus JOCTyTa.

— CpeacrtBa TOBBIIEHUS] HaZIeKHOCTH  (PYHKLJMOHUPOBaHUsI —ceTell. 3aiqura OT cOoeB
3/IEKTPOTIMTAHUSI, arrapaTHOTO U TTPOrpaMMHOTO0 obecrieueHusi. KOHTpo/b U pacripe/iesieHre Harpy3Ku Ha
BBIUMC/IUTE/IBHYIO CeTh.

— PernameHTHpYyIOIe [JOKYMEHTHI B 007acT 0€30MacHOCTH BBIYUC/IUTENBHBIX —CETel.
CraHgapThl 0€30TMaCHOCTH BBIUMC/IWATE/ILHBIX CEeTEH W WX KOMIIOHEHTOB. [IpaBOBbIe OCHOBBI 3allUThI
VMH(pOpMaL1H B CeTsIX.

— CereBsle oreparnyioHHele cucteMbl Windows, Unix/Linux. OCHOBHBIE TPOTOKOJIBI, C/TYKOBI,
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(yHKIIMOHUPOBaHKe, Cpe/icTBa obecrieueHnst 6e30aCHOCTH, CPe/ICTBA YIIPaB/IeHUsT M KOHTPOJISL.

— Tlomutuka Ge3onacHocTy: [ToHsiTHE TIOMUTUKK Ge30macHOCTH. THUTIOBBIE 3/1eMEHTBI MTOJTUTHUKU
GesomacHoctu.  [locTpoeHue, — peanu3auysi,  MojfdepKaHue U MoAuUGMKALUs  TOJUTUKU
6e3omacHocTu. Kputepun oneHku GesoracHoctu ceteBbix OC. OCHOBHble KPUTEDHUHM aHalW3a CeTeBOU
6e3oracHocTH. OO1IIas rpoLieAypa aHaIm3a.

— OcHOBHBIE MexaHW3Mbl oOecriedeHusi 0e30MacHOCTH W yTIpaBJeHUsl pacrpee/eHHbIMU
pecypcamu. ObecrieueHrie HafleXKHOCTH UH(GPACTPYKTYPbI VIHTepHeT.

— 3ammra KaHajaoB CBA3M B VIHTepHeT. Buzbl ncnonb3yembix B VIHTepHeT KaHajOB CBSI3M.
Vcnonb30BaHue MeKceTeBbIX S5KPaHOB. BUpTyasibHbIe yaCcTHbIE CETH.

— VYsA3BUMOCTM M 3aljura 0a30BbIX TIPOTOKOJIOB M CayXK0: IIpoTOKOMBI MapuipyTH3aryu.
CewmetictBo TCP/IP. Cry»x0b1 ioucka. bezonachocte WWW 1 371eKTPOHHOM MOYTHI.

— Cucrembl OOHapy)KeHUSI W TIDOTHBOJEMCTBHUS BTOp)KeHMsM. Kiaccudukanys ¥ TIPUHLIUTIBI
(YHKIIMOHUPOBaHHS CUCTeM 0OHapy KeHHs1 BTop>keHHi. CKaHepbl 6e301MacHOCTH.

— Kaccel ckaHepoB 6e30mMacHOCTH U 0COOEHHOCTH TIpUMeHeHUs1. 3aluTa OT BUPYCOB. 3alluTa
3JIEKTPOHHOTO ZIOKyMeHT0o0bopoTa.

3.2 DK3aMeHal[UOHHbIe BOMPOCHI

— 1. TunoBble KoHQUrypauuu UWHGOPMAI[MOHHBIX CHUCTeM. BrusHue KoHGUTrypaluu
MH(POPMAL[MOHHONW CUCTeMbl Ha 0e30MacHOCTb XPaHUMBIX, 00pabaThiBaeMbIX U TepefaBaeMbIX 0 CeTU
JaHHBIX. 2. Yrpo3a. Ysa3BUMOCTb. ATaka. B3auMocBs3b Mexay 3Tumu noHstusmu. 3. Knaccudukaius
yrpo3 UHGOPMALIMOHHOW 0e30MacHOCTH BBIUMCIUTENBHBIX ceTeld. 4. Kiaccudukaius ysa3BUMOCTeH. 5.
Knaccudukaims arak. 6. ITepexBar uHdopmaiuu B cetd. VHCTpymMeHTbI. CriocoObl TIPOTUBOIEMCTBUS
niepexBary. 7. Spoofing. Criocobsl ogzmenku uaeHTHGHUKaTopoB. CriocoObl MpoTHBOAEHCTBHSA spoofing’y.
8. DOS-araku. OcobenHocTH peanu3anyu. Criocobwl npotuBogetictBuss DOS-aTakaM. 9. YHUBepca/bHbIe
MeTo/bl obecrieueHUs: WH(POPMAIMOHHOW 0e30TMacHOCTH KOMIIbIOTEPOB M KOMITbIOTepHBIX ceteit. 10.
CneLipaniM3upoBaHHbIe MeTObl 0OecrieueHrsi MHHOPMALMOHHOM 06e30TIaCHOCTH KOMITBIOTEPHBIX CeTel.
11. Wpentudukammss u ayreHTUdUKalysa. OcobeHHOCTH ayTeHTHGhUKALMKA II0/ib30BaTesieli B
KOMTIBIOTePHBIX ceTsix. 12. IIpotokon Kerberos. Ha3nauenue. OcobeHHOCTH (YHKIIMOHUPOBaHUS. 13.
Pa3rpanuuenue ocTyra K UHGOPMalLMOHHBIM pecypcaM KOMIbIOTepHbIX ceTel. 14. Kpunrorpaduueckas
3ampyTa MHGOpPMALMM B KOMITBbIOTEPHBIX ceTsx. JlocrouHcTBa M HepoctaTku. CriocoObl TipeofiosieHust
Kpurirorpaduueckoi 3aiydtbl “HGoOpMalmu. 15. DyeKTpoHHast noAnvuch. Ha3HaueHue. [IpumeHeHue Ajist
3alUTBI CeTeBOro B3aumopeilcTBus. I[Ipumepbl. 16. CkaHepnbl 0Oe3omacHOCTH. CrocoObl BbISIB/IEHUS
ySI3BUMOCTeN B MUH(OPMAlLMOHHBIX cUcTeMaX. 17. AyauT B WH(OPMAI[MOHHBIX cucTeMax. @YHKIUU U
Ha3HaueHWe ayJuTa, ero poiab B obecriedeHur wWHGOPMALMOHHON Oe3omacHocT. 18. CucTeMbl
oOHapy»keHus1 BTOpkKeHHH. CUCTeMbl TIpef0TBpallleHus1 BTOpKeHH. MeTOJUKY BhISIB/IeHHsI CeTeBbIX aTak.
19. CereBble M XOCTOBBIE CHCTEMbI OOHApY)XeHWsI W TIpefOTBpAIlleHus] BTOp)KeHWi. [I0CTOMHCTBA U
HepocTtaTku. 20. MexceTteBble 3kpaHbl. Knaccrudukauys. BapuaHTbl pasmellieHUs MeXCeTeBOro SKpaHa.
HocrouHcTBa M HepocTatku. 21. /lemunurtapr3oBaHHast 30HbI. Ha3HaueHue. CriocoObl BbiZiesieHUs. 22.
Knaccudukaiusi MeXceTeBbIX 5KpPaHOB 10 YPOBHSIM 3allullleHHOCTH. IlokasaTenb 3alllMIeHHOCTH,
npUMeHsieMble /11 Knaccupukalyy. IIprMeHeHHe MeXXCeTeBbIX 3KPaHOB pa3/MYHbIX K/acCoB. 23.
TexHnonoruss VPN (BuptyanbHble uacTHble ceTH). HasHaueHue. [1oCTOMHCTBAa YW HeJOCTaTKU. 24.
OCHOBHBIE KOMIIOHEHTbI TEXHOJIOTMM BUPTya/ibHbIXx 4YacTHbIX ceTert (VLAN). 25. BpenoHocHbie
nporpammel. Knaccudukanms. Kanansl pacnpoctpaHenus. BivsiHie Ha MHGOpMalMOHHbIE CUCTEMBI. 26.
AHTUBUpPYCHBIe cpefcTBa. Knaccudukaiiyis. MeToAUKY BbisB/IeHUS] BPeJOHOCHOTO Koja. 27. CpezcTBa
obecrieuenusi uHbopMaroHHOM 6e3omacHoct B OC Windows’2003. PasrpanuueHue AocTyma K
naHHbiM. [pyrmoBasi mosmtrka. OO6macTh JeMCTBUS TPYIIOBBIX MOMUTHK. 28. OCHOBHBIE 3Tarlbl
pa3paboTKK  3all[MIIleHHON KoMIbioTepHOM ceTH. 29. IIpobsmembl obecrieueHusi 6Ge3omacHOCTH
NpUK/IafHbIX cepBrcoB (Beb, mouta, FTP) u ux pemenus. 30. dusnueckue cpencTBa obecrieyeHust
MHGbOpPMaI[MOHHOM 6e301acHOCTH.

3.3 Tembl 1a00paTOpPHBIX padoT
— MogenvpoBaHre CceTeBbIX YCTPOWCTB U MPOTOKO/IOB B JIOKAJBHBIX CETSIX
— MogenvpoBanue BUPTyabHbIX JOKadbHbIX ceTed (VLAN) c pasrpaHdueHrdeM [A0CTymna K
CeTeBbIM pecypcam
— Hacrtpolika nogkatoueHusi y3ja K CeTH. ABTOMaTUuecKasi [JUHaMUuecKass W CTaThuyeckas

CornacoBaHa Ha noprane Ne 15285 27



HACTPOMKY CETeBOr0 NMOJK/IFOUeHUSI.

— Crex nporokosioB TCP/IP. [IpuknaziHble IpOTOKO/IBI CeTU MIHTepHeT.

— Cetu Microsoft Windows. YripaBieHre ceTeBbIMI PeCypcaMH B OIHOPAHTOBOM CETH.

— Cetu Microsoft Windows. Active Directory. YmpaBieHHe CeTeBBIMH pecypcaMH
KOpIOpaTUBHOM ceTH. [ pynmnoBble MOMUTHUKMU.

— MogenvpoBaHue 6a30BbIX C/Ty)KO ¥ MPOTOKOJIOB MapIIPYTH3al[iH B I7I00a/TbHBIX CETSIX.

— bBa3soBsie ciyx6b1 cetn intepHeT. DHCP. DNS. TIpoTOKO/BI MapIIpyTH3al[UH.

— Tlpuknagubie cnyxkbel cetn WHTepHeT. Hactpoiika Web-, FTP-cepBepoB u cepBepa
3/1eKTPOHHOM TTOYTHI.

— PasrpaHuueHue [0CTyIa K JIOKaJbHBIM U CeTeBbIM pecypcaMm. [IMcKpeLlMOHHAasi U MaHJaTHast
MO/Ie/Ii yTpaB/IeHUs! JOCTYIIOM.

— WHcTpymeHTHI A71s1 McciefioBaHus ceTu (CHUdephI)

— UWHCTpyMeHTHI [/ UCC/IeIOBaHUs CeTH (CKaHepbl 6@30T1aCHOCTH)

— MexceTeBble 3KpaHbI

— AHTHUBUpYCHad 3alUTa

— BupryanbHble yaCTHbIE CETU

— Cucrembl 0OHapy>XeHUs U TTPeJ0TBpaILeHNsT BTOP>KeHHUI

— DLP-cucremsl

— be3omnacHOCTb NpUK/IaHBIX TTPOTOKOIOB

3.4 3auéTt

— 1. TTonstue cetu. TpebGoBaHus, npeabsiBisieMble K ceTH. 2. Knaccudukanus cereli. [TpusHaku
knaccudukaiuu. 3. CeteBble Torosioruu. [IpermyiiiecTBa U HeJOCTaTKK 0Aa30BbIX CETEBBLIX TOTIOOTUM. 4.
MeTozp! KOMMyTaLMU y3710B ceTd. IIperMyiniecTBa ¥ HelOCTaTKU Pa3/IMYHBIX METOZ0B KOMMYTALUU. 5.
MeTo/pl afipecaliu B Masiblx U OosbIMX ceTsx. TpeGoBaHusi K agpecaM. 6. OCHOBHBIe armapaTHble U
IIpOrpaMMHbIe KOMIIOHEHTbI KOMITbIOTepHBIX ceTel 7. Ha3HaueHue M cocTaB MHUN CBA3W. HasHaueHue
Ka&XJ0ro KOMIOHEeHTa AMHUM cBsi3u. 8. OCHOBHbIE BH/bl Mepefaroliux cpef. VX XapaKTepuCTHUKH.
Orpanvuenusi mepezaroiux cpeia. 9. becnpoBognas muHusi cBsi3u. CocrtaB obopygoBaHus. [loHsTHE
kaHasma. 10. CeteBasi mozenbs OSI. Ha3HaueHue. YDOBHU B3aUMO/I€ICTBUSI OTKPBITbIX cucTeM. 11.
Crangaptusauus ceteit. [Ipoekt 802.x. 12. MeToapbl focTyna K cpefe nepefauu AaHHbiX. 13. Tlonatue
npoTokosia W uHTepdeiica. Creku MpoTokonoB. CTaHAapTHble CTeKM MpOTOKonoB. 14. CeteBast
apxutekTypa Ethernet. Ba3oBbwiii cTaHzapt. KoMrioHeHTbI peanu3aiuu Ha ¢u3nyeckoM ypoBHe. 15.
Crpykrypa Kazpa TexHojoruud Ethernet. Texnosmorus VLAN. Cranzapt IEEE 802.1q. 16. CeteBas
apxutektypa Token Ring. 17. CerteBasi apxurekrypa FDDI. 18. O6opygoBanue JIBC. TTpuHIIUITEI pabOTHI
KOHIL[EHTPaToOpOB, MOCTOB, KOMMYyTaTopoB. 19. CeTeBble orepalyioHHble CUCTeMbl. TpebGoBaHUS,
nipeabsiBisieMble K ceTeBbiM OC. 20. Ba3oBble MPUMHTUBBI Tepefjaud COOOIIIeHHUH B pacripe/ie/ieHHON
cetd. Bbi30B ynaneHHbIX npoueayp. Mexanusm coketoB. 21. CeTeBble (haiiioBble cucTeMbl. CeMaHTHKa
pazfenenus ¢aitioB. 22. Ciy>kObl UMeHOBaHUs pecypcoB. Ciyxba katamoroB. JIoMeHHBIM mogxof. 23.
Cnyxba karanoroB Active Directory. YripaBieHre 00beKTaMH CeTH. [ PyIIOBbIe MOMUTUKU. 24. 3afauu
TIOCTPOeHus1 00beJuHeHHbIX ceTell. 25. I'nobanbHast ceth VIHTepHeT. [locTpoenne. OCHOBHBIE TIOHSITHSI.
CemetictBo mpotokonoB TCP/IP u ero ponb B MOCTPOEHHU T/00a/bHBIX ceTed. 26. CTeK MPOTOKOJIOB
TCP/IP. O6nacte nipumeHeHus. OCHOBHbIE XapaKTepPUCTUKU. 27. THIIbI afipecoB, TIPUMeHsIEMbIX B CETH
NurepHet. Ha3Hauenue. TexHosoruu paspeliieHust ajgpecoB. 28. IP-agpeca. Knaccer IP-ceteit. 29. IP-
anpeca. Texnomoruss CIDR. Ilonsitme ceteBoro mnpedwukca. 30. O6opyzoBanue I'BC. Kpatkas
XapakTepuctuka W HasHadeHwe. 31. Crpykrypa ceTu VIHTepHeT. ABTOHOMHBIE CUCTEMBI U
Maructpanbsble ceTd. Tumbl IPOTOKOJIOB Mapuipytusauuu. 32. Mapipytusauus IP-niporokosa.
Anroputmel  MapuupyTtusanuu. 33. [Ipotokonsl Mapuipytusaiuu RIP u OSPFE. XapakTepucCTHKH,
JoctouHcTBa W HepoctaTku. 34. Ilporokon ARP. Hasnauenwe. IlpuHimn ¢yHKUMOHMpOBaHUS. 35.
ITporokon DHCP. Ha3nauenue. IIpunimn dyHkiponrpoBanusa. 36. Cnyxb6a DNS. Ha3HaueHwue.
[Mpunuun ¢yHkonupoBanusi. 37. TIpoTokosbl TpaHcnopTHOro ypoBHs creka TCP/IP. CpaBHUTe/IbHBIE
XapaKTepUCTUKU M TIpUHLUMBI pabotbl. 38. [lepexBaT makeToB B JIOKaAbHON ceTH. WHCTpyMeHTHI.
Crpykrypa naketoB. 39. TexHonorun «mnocnefHed Muan». [IporpaMMHBIM M arnmnaparHbeii cocTtas. 40.
Cnyx6e1 WWW u FTP. IIpotokosel. HacTpoiiku cepBepHoro u KnveHTckoro I10. 41. Cnyxba E-mail.
[TpoTOKO/IBI 371eKTPOHHOM mouThl. HacTpoiiku cepBepHOro v KnueHTcKoro I10. 42. Ciy»kba MrHOBEHHBIX
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coobrrienuti Jabber. ITpoTtokonbl. HacTpoiiku cepBepHoro u kiueHTckoro I10. 43. TexHosoruu nepeiaun
ronocoBoi uHgpopMaiuu. IIpotokosbl SIP, RTP. 44. TurnoBasi CTpyKTypa OTKa30yCTOMUKBOIO KjacTepa.
PesepBupoBanue AaHHbIX. 45. OCHOBHBbIE KOMAaH/bI, UCIIO/b3yeMble TIPH pPaboTe C CeTbI0 B peXUMe
KOMaH/IHOM CTPOKH.

4 MeTtognueckye MaTepHaJsibl
[nsi obecrieueHusi mporiecca oOyueHHs U pelleHus 3a7ad 00y4yeHUsi MCIIOb3YIOTCS CIeAyIoIe
Marepuarbl:
— MeToJuuecKhe Marepuarbl, Orpeje/siolide TpoLeAypbl OLleHWBaHUsS 3HAHWM, YMeHHH,
HaBBIKOB W (W/M) OIbITa [eATeTbHOCTH, XapaKTepH3yIOLIUX 3Tarbl (Op-MUPOBaHUSI KOMIETeHI[WH,
coriacHo 1. 12 paboueii mporpamMMbI.

4.1. OcHoBHas /MTEparypa

1. KowmrbtorepHsle ceTu: [IpUHLIMITBI, TEXHOMIOTHH, MPOTOKO/bI [TekcT] : yueGHUK /17151 By30B / B.
I. Omadep, H. A. Onmudep. - 4-e u3g. - CII6. : [TMTEP, 2013. - 944 c. : un., Tabn. - (YueOHUK /151 By30B.
CraHgapT TpeTbero mokoneHus). - And. ykas.. c. 918-943. - ISBN 978-5-496-00004-8 : 470.69 p.
(Hamuue B 6ubmoreke TYCYP - 20 3k3.)

2. KowmmbtoTepHble cetu [Tekcrt] : HayuHoe u3manue / 3. Tanenbaym, [. Y33epost. - 5-e u3g,. -
CII6. : TIUTEP, 2013. - 960 c. : un., Tabn. - (KITACCUKA COMPUTER SCIENCE). - Tlep. c aHr. -
And. ykaz.: c. 947-955. - ISBN 978-5-4461-0068-2 : 1244.32 p. (Hanuuue B 6ubmoreke TYCYP - 15
9K3.)

4.2. lonoHUTe/IbHAA IMTepaTypa
1. CeteBble orepaljoHHbIe CUCTeMbI : YuebHOe rocobue nyis By3oB / B. I. Omudep, H. A.
Osnudep. - CII6. : TTurep, 2007. - 538[6] c. : un. - (YueOHUK /151 By30B). - Bubmuorp.: c. 525-526. - And.
yKas.: c. 527-538. - ISBN 5-272-00120-6 : 145.20 p. (Hasmuuue B 6ubmioreke TYCYP - 10 3k3.)

4.3. O0s3aTe/TbHBIE YUeOHO-MeToJuYeCKHe MoCco0us
1. bBe3omacHocTh ceteli OBM: MeTtonnuueckre ykKa3aHus [jisi 1aOOPaTOPHBIX W TPAKTHYeCKUX
pabot / HoBoxpectoB A. K., ITpackypun I'A., 2014. — 99 c. [SnekTpoHHBIN pecypc] [DneKTpOHHbBIH
pecypc]. - http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_lab_pract.pdf
2. be3onacHocth ceteii DBM: MeTtoauueckrie yKasaHUsl [ CaMOCTOSITEJIbHOM DPabOThI
crygenrta / HoBoxpectoB A.K., Ilpackypun I'A., 2014. — 4 c. [DnekTpoHHbIM pecypc] [OneKTpoHHbIN
pecypc]. - http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_sam.pdf

4.4. ba3bl JaHHBIX, HH(POPMAIMOHHO CTIPABOYHbIE M MTOUCKOBbIE€ CUCTEMBI
http://www.lib.tusur.ru — 6ubsMoTEKa YHUBEPCHUTETA;
http://www.elibrary.ru — HayuHast 371eKTpOHHast 6MbO/IMOTEKa;
http://www.edu.ru — Be6-caliT cuctembl eepanbHbIX 00pa30BaTebHbIX OPTAsIOB.

[TporpammMHoe obecrieueHue:

orepaljMoHHbIe cHcTeMbl ceMelicTBa Windows;

CpeZiCTBO 3aluThl MHGopMaiuu "baokxoct-cets K";

crcTteMa OOHapy>KeHUs BTOp>KeHu# "Snort";

9. cpeactBo mogenvpoBaHus ceteit Cisco Packet Tracer;

10. DLP-cucrema "KonTyp uH(popMaimoHHou 6e3omacHocty SearchInform";
11. gucrpubyTtuB Kali Linux;

12. cuctema aHa/M3a 3aluIlleHHOCTH ceTH "MaxPatrol".
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