MHMUHUCTEPCTBO OBPA30BAHUA 1 HAYKUA PO
degepaibHOE TOCYAAPCTBEHHOE 0I0/kKeTHOe 00pa3oBaTe/IbHOE yUpeXXieHHe BhICIIero 00pa3oBaHus

«TOMCKUI TOCYIAPCTBEHHBIV YHUBEPCUTET CUCTEM
YIIPABJIEHUA U PATMOIEKTPOHUK»
(TYCYP)

= TUSUR YTBEPXIARO
m m UMNIVERSITY ITpopekTop 110 yuebHOI paboTe

Ceprugamar: 1obcfala-5laf-448-aef0-5584d2fd4820
Brageasey: Tpoaw MNasen CHmmonn

LeacTaatengs: ¢ 1001, 2016 no 16092010

PABOYAS ITPOTPAMMA YUEBHOW IV CLINITJINHBI
YnpasieHue cpejcTBaMu 3al{uThbl HHGOpMaLuu

YpoBeHb 00pa30oBaHus: BbICIIee 00pa3oBaHHe - CIIEI[HATUTET

HanpaBnenwe  mogrotoBku  (cnemmanbHOCTh):  10.05.02  WMuHdopManuoHHas  0e30MacHOCTH
Te/JIeKOMMYHHMKAIJMOHHBIX CUCTEM

HanpasnieHHocTh (Tipo¢uib): 3ammTa HH(OPMALUU B CHCTeMaX CBSI3U U yNPaB/IeHUs

dopma oOyueHUs: OUHAA

dakysnbreT: @B, daKynbTeT 6€30MacCHOCTH

Kadenpa: BUC, kadeapa 6e3onacHocTH HH(POPMALMIOHHBIX CHCTEM

Kypc: 3, 4

CemecTp: 6, 7

YueOHbIi 1i71aH Habopa 2016 roga

PacripezsienieHre pabodero BpeMeHH

Ne Buzibl yueOHOM IeATebHOCTU 6 cemecTp 7 cemeCTp Bcero EvHunpbl
1 |Jlekuuu 18 18 YacoB
2 | Ilpaktnueckue 3aHATUS 8 8 4yacoB
3 |JIabopaTopHbie 3aHATHUS 28 28 4yacoB
4 | KoHTpOJIb CaMOCTOSITE/TLHOM pabOoThI 10 10 4yacoB
(KypcoBo#i IpOeKT / KypcoBasi paboTa)
5 | Bcero ayquTOpHBIX 3aHATHUM 46 18 64 4yacoB
6 | U3 HUX B MHTEpaKTUBHOM (hopMe 14 2 16 4yacoB
7 | CamocTosiTesibHast paboTa 26 18 44 4yacoB
8 | Bcero (6e3 5k3ameHa) 72 36 108 YyacoB
9 | OO1asi Tpy0eMKOCTh 72 36 108 yacoB
2.0 1.0 3.0 3.E

3auet: 6 cemecTp
KypcoBas pabora (1poekTt): 7 cemecTp
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JINCT COTJIACOBAHUM

Pabouasi mporpamMma cocTaB/ieHa C ydyeroM TpeboBanuii ®PenepanbHoro IlocysapcTBeHHOTro
oOpa3oBarenlbHOTO CTaHfapTa Bbiciiero obpaszoBanus (PT'OC BO) mo HampaBaeHWIO TIOATOTOBKH

(crretmaneHOCTH)  10.05.02  MHopmaimoHHass 6e30macHOCTb — TeIeKOMMYHHKAIIMOHHBIX

CHCTEM,

yTBepxkgeHHoro 2016-11-16 ropga, paccMoTpeHa M yTBepXK[eHa Ha 3acefaHUd Kadegpbl «__ »

20__ ropa, npoToko/ Ne

Pa3paboTumku:

Accucrent kag. BUC Paxmanenko U. A.

3aBeayromumii obecreunBarolei Kad.
KNBSBC [MMenymanos A. A.

Pabouasi mporpaMma coriacoBaHa C (hakyIbTeTOM, TTPOGUIMPYIOIel 1 BhIMyCKarollel KadeapaMu

HaripaBJ/ieHUA I10ATrOTOBKU (CHEL[I/IEU'ILHOCTI/I).

Hekan @b HaBbigosa E. M.
3aBenyroluii BeIMycKaroiieit kag.

BUC Melruepsikos P. B.
OKCIePThI:

noueHT kKad. KUB3BC Komnes A. A.
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1. Ilesiu ¥ 3aauM AUCHUILTAHBI

1.1. ITes1 AMCLUIIIUHBI
Lenbto 1iperiofaBaHuis AUCLUIVIMHBI SIB/ISIETCS OCBOEHHWE METOJOB yIIpaB/IeHHs MPOrpaMMHbIMU
CpeACTBaMHU 3alliMThl MH(GOpPMAL[K, peaTM30BaHHbBIMU Ha OCHOBE K/IMeHT-CepBepPHOI TeXHOJIOTHH.

1.2. 3agauM JUCIHUILIMHBI
— TlonyueHue 3HaHWM O MeToJaX KOHTPOJS PabOTOCIIOCOOHOCTH U 1I€/IOCTHOCTH K/TMEHTCKUX
Mo/lyJield Cpe/iCTB 3alluThl HH(OPMaIUY;
— Tlonyuenue 3HaHUI 0 MeTo/aX cOOpa U OTOOpa>KeHUsT CEPBEPHBIM MOZYJIEM >KypPHaJIOB ayInuTa
K/IMeHTCKUX MOZYJIeu;
— IlonyueHue ymeHMI M HaBLIKOB 1|€HTPAIM30BAaHHOTO yIIPaB/ieHUs] KIMeHTCKUMH MOAYISMU U
pearvpoBaHuUsl Ha yrpo3bl 6e30MacHOCTHU.

2. Mecto puciMiuidHbl B cTpyKrype OITIOII
[uciurHa «YTipaBieHHe cpeicTBaMu 3aiuTel nHGopmauyu» (B1.B.0/1.10) otHocuTCs K 610Ky
1 (BapuaTvBHas 4acTh).
[TpepuiecTByOIMMY  AUCLUMIVIMHAMY,  (DOPMUPYIOLMMU  HaudajbHble 3HAHUS, SIBISIOTCA
c/eayroLye JUCLUIIMHBL: AZMUHHACTpUpoBaHue ceteid DBM, be3onacHoCTh onepalioHHbIX CUCTEM.
[TocnepyrolyMy  JUCLAIUIMHAMUA — ABJIAIOTCA:  PacmpefeneHHble  aBTOMaTU3HMPOBAHHbBIE
VMH(pOpPMaLMOHHbIE CUCTEMBI.

3. TpeGoBaHus K pe3y/IbTaTaM 0CBOEHHS AUCLUILUIUHBI

[Tporecc u3yueHus: AUCLMILIMHBI HarpaB/ieH Ha ()OpMUpOBaHMe C/IeAYIOLMX KOMIIeTeHLUI:

— TIK-14 criocoGHOCTBIO BBITIONHATHL YCTAHOBKY, HACTPOWKY M 0OC/Ty)XKMBaHHe, [UarHOCTHUKY,
9KCIUTyaTalldl0 ¥ BOCCTaHOB/IEHWE PabOTOCIOCOOHOCTH TeleKOMMYHUKAI[MOHHOTO 000pyZoBaHus U
NpUOOPOB, TEXHUUECKUX U TIPOrPaMMHO-aNTapaTHbIX CPe/ICTB 3allUThl TeJIeKOMMYHHUKAL[MOHHBIX CeTel 1
CUCTEM;

B pe3synbraTte usyueHus JUCLIMIUIMHBI CTYEHT JO/DKeH:

—  3HaTh NPUHLIWITBI OPraHU3aly UHPOPMALIMOHHBIX CHCTEM B COOTBETCTBHU C TPeOOBaHUSAMU
T0 3aLKTe UH(POPMALUH.

—  yMeTb 3((eKTUBHO UCI0/Ib30BaTh pa3/IMyHble MeTOABI U CPeJiCTBa 3al{UThl MH(POPMaLUU [/1s
KOMITBIOTEPHBIX ~ CeTel;  aAMUHHCTPUPOBATh  IOJCUCTEMBbI  WH(OPMALMOHHOW  Oe3o0racHOCTH
aBTOMaTU3UPOBaHHbBIX CUCTEM.

— BJIQ/ileTh HaBbIKAMHU BbIAB/JIEHUS U YHUUTOXKEHUsS KOMIIbIOTEPHBIX BUPYCOB; MeTOJaMU U
CpeJiCTBaMHU BbIsIB/IeHUs yTpo3 6e301acHOCTH aBTOMaTU3MPOBaHHBIM CUCTEMaM.

4. O0beM AMCHMILIMHBI M BUABI YU4e0HOH padoThI
OO1iast TPYA0EMKOCTh JUCLIMIUTMHBI cocTaBiseT 3.0 3aueTHbIX eJUHMIIBI U TIpe[CTaB/ieHa B
Tabmuie 4.1.
Tabsmura 4.1 — TpyA0eMKOCThb AUCIUTTAHBI

Buzibl yueGHOM /leATeIbHOCTH Bcero uacos CemecTpel
6 cemecTp 7 ceMecTp

AynutopHblie 3aHSTHS (BCEro) 64 46 18
Jlekiun 18 18

[TpakTryeckue 3aHATHS 8 8
JlabopaTtopHble 3aHATHUS 28 28

KoHTponb camocTosTesHOM paboTh! (KypCcoBOM 10 10
TIPOEKT / KypcoBast pabora)

W3 HUX B UHTepaKTUBHOU (hopme 16 14 2
CamocTosiTenibHast paboTa (Bcero) 44 26 18
BrImoiHeHWe KypcoBoro rpoekTa (paboThi) 18 18
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OdopmeHre OTUETOB T10 JTaOOPATOPHBIM 22 22

paboram

[TpopaboTKa JIeKIIMOHHOTO MaTepHasa 4 4

Bcero (6e3 3k3ameHa) 108 72 36
OO0111ast TPYJOEMKOCTD U 108 72 36
3auetHble Equnuiel Tpyzoemkoctu 3.0 2.0 1.0

5. CopepxaHue AUCIUILIAHBI

5.1. Pa3jennl JUCHUILIMHLI K BH/bI 3aHATHH
Pa3ziesbl AUCIUTIMHBI ¥ BU/TbI 3aHSITUM TIPUBEZIeHbI B Tabviie 5.1.
Tabmuia 5.1 — Pa3zenbl AUCLMIVIMHEBI U BUJbI 3aHSATUN

x = £
= = =)
=) o O <
= te) s & — w
= < e S) m © 2 S
o = = © o I s =
) ) ) © o g =
= § 2| E | = %3 z3
Ha3BaHus pa3zienoB JUCLUIIMHEI g % z 5 § o O S
= S 2 & S g = E
= e} o o o 9 QS
[ o, = o m NS o O
54 (@] o > ~ ‘9‘ =<
= O =) R~
NN
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6 cemecTp
1 LlenTpanu3soBaHHas 4 0 4 4 0 12 |IIK-14
VHBeHTapu3alusi pecypcoB
JIOKa/IbHOU CeTU. Ya/éHHbIN
KOHTPOJTb pab0TOCTIOCOOHOCTH
Cpe/iCTB 3allUThl MHPOPMaLMHU Ha
pabourx CTaHIUSAX.
2 lleHTpasii30BaHHas 3alllydTa OT 4 0 4 4 0 12 |TIK-14
BHUPYCOB B JIOKa/TbHOW CETH.
3 LlenTpanv3oBaHHOeE yIipaB/ieHHe 4 0 16 14 0 34 |TIK-14

CpefCTBaMHU 3allUThI OT
HeCaHKIIMOHUPOBAaHHOTO ZIOCTyTa B
JIOKAJILHOU CeTH.

4 TleHTpan130BaHHBIA yUeT U 6 0 4 4 0 14 |IIK-14
ynpasjieHe NporpaMMHO-
anraparHbIMU CpeJiCTBaMU 3alUThl

vHopMaLu.
Wtoro 3a cemecTp 18 0 28 26 0 72
7 cemecCTp
5 AZMUHHUCTPUPOBaHUE U 0 8 0 18 10 26 |IIK-14
yIpaB/ieHUe CpeZiCTBaMU 3all{iThl
vHopMaLu OT
HeCaHKLIMOHMPOBAHHOIO JOCTYyIIA.
Wtoro 3a cemecTp 0 8 0 18 10 36
Utoro 18 8 28 44 10 108
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5.2. CogeprxaHue pa3/je/ioB AMCHUILUIAHBI (M0 JIeKIUAM)

CojiepskaHuie pa3/ienioB AUCLUIUINH (T10 JIEKLIUSIM) TIpUBe/ieHo B Tabsuile 5.2.

Tabsmura 5.2 - CofepykaHue pa3/esioB JUCIUTIIVH (TI0 JIEKIUSIM)

3 <]
2 s
5 | E%
CopepykaHue paszesioB JUCLUIUIMHBI 110 = > O
HaspaHus pasjesnos ACP pasa A - o &
JIeKLIUAM g S =
e 2=
=Y o 2
= S
6 cemecTp
1 eHTpann3oBaHHast 3HakoMcTBO ¢ uHTepdeiicom «Kb 4 I1K-14
WHBEHTapu3alysi peCypCcoB MHBeHTapu3alusi»; MoroToBKa K
JIOKAJIbHOU CeTH. YIanéHHbIN VHCIIeKLIMSIM; MHCTIEKLIMY KOMITbIOTEPOB;
KOHTPOJIb PabOTOCIIOCOOHOCTH TIO/TyYeHHEe OTYETOB C pe3y/bTaTaMu
CpeACTB 3alUThl HUHPOPMAaLIUK Ha VHCIIEKTUPOBaHUS. Ya/léHHBIA KOHTPOJIb
pabouMXx CTaHITUSIX. paboTOCIIOCOOHOCTH CpPe/ICTB 3allUThI
vH(pOpMaLMK Ha pabourx CTaHIIUSX.
Ntoro
2 leHTpa/sv30BaHHas 3alluTa OT YrpaBneHue ceppepaMu I1K-14
BUPYCOB B JIOKAJIbHOM CETH. aZIMUHUCTPUPOBAHUSI; yIpaB/ieHHe
rpynrnaMyv aJMUHUCTPHUPOBAHUSI;
yrnpaBjieHhe KIUeHTCKUMU
KOMITbIOTepamMu; paboTa ¢ oTueTamu,
CTaTUCTUKOM.
Ntoro
3 LlenTpanv3oBaHHOeE yIipaB/ieHHe [MpunLuIel moctpoenus C3U “Secret [1K-14
CpefCTBaMU 3allUThI OT Net”; 0CHOBHbIe MeXaHU3MBbI 3allUThI;
HeCaHKLIMOHUPOBaHHOIO JIOCTya B | alrapaTHble CPe/iCTBa;
JIOKAJIbHOU CeTH. KOH(UTypUpoBaHHe; ayJuT; MOHUTOPUHT
Y OTllepaTWBHOE yTpaB/IeHUeE;
MOJIHOMOUHOE yTpaBJieHHe JOCTYIIOM U
KOHTPOJIb TIeUaTH.
Ntoro 4
4 1leHTpan130BaHHBIN yyeT U Hasnauenwne «SafeNet Authentication [1K-14
yIpaB/ieHUe MPOrpaMMHO- Manager»; BO3MOKHOCTU; apXUTEKTYpa;
anrapaTHbIMU CPeACTBAMU 3alliMThl | HACTPOWKA; yIpaB/ieHue )KU3HeHHbIM
rHbopMaIuu. L[UKJIOM CPeJICTB ayTeHTU(UKALIUU; ayJUT
WCTI0/Tb30BaHUsI CPeZICTB
ayTeHTU(PUKAIUHU.
Ntoro 6
Ntoro 3a cemecTp 18
Ntoro 18

5.3. Pa3genbl AMCHUIUIMHBI M MEXX/JUCIMII/IMHAPHBIE CBSI3M C 00ecneunBarIUMH (PeAbIAYIMMHA)
4 o0ecrnieurBaeMbIMH (MOC/IEAYHOIUMHA) AUCHHUIITHHAMHA
Paszesnbl JUCLIATIIMHBI U MEXXAUCLUTUIMHAPHBIE CBSI3U C 00eCreunBaromyMu (TpeabIAyLIuMU) 1
obecrieuriBaeMbIMH (TTOC/IAYIOIIMMU ) JUCLIMTIMHAMM TIPeCTaB-/IeHbI B Tab/uiie 5.3.
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Tabsuria 5.3 - Paszesnbl AUCITUTUTUHBI M MEXIUCIIUTTAHAPHBIE CBSI3U

Ne pa3zenoB JaHHOM AUCLIUIIMHEI, [171s1 KOTOPBIX
Heo0X0oIMMOo n3yueHre 00eCTieuynBaroLUuX U

HaumeHoBaHHe ANCLAIIMH obecreynBaeMbIX JUCLIUIIMH

1 2 3 4 5

[IpeaiecTByroLyie JUCLUATIIMHBI
1 AgmuHucTpupoBaHue ceteit OBM + + + +
2 be30nacHOCTh OrepalioOHHbIX CUCTEM + + + + +

[Tocnepyroiye AUCLUITIMHBL

1 PacnipesiesieHHble aBTOMaTU3MPOBaHHbIE
VMH(pOpMalL[MIOHHbIE CUCTEMBI

+ +

5.4. CooTBeTCTBHE KOMIIeTeHIMH, ()OPMUPYeMBbIX NP U3yYeHUH AUCLHUIUIUHBI, U BU/I0B 3aHATHI
CooTBeTCTBME KOMITeTEHLMM, ()OPMHUPYEMbIX NPH WU3YYeHUU [WCLMIUIMHBI, M BUJOB 3aHATUMN
TipeZicTaBeHo B Tabsurie 5.4
Tabmuma 5. 4 — CooTBeTCTBUe KOMIETeHLM W BU/OB 3aHATHM, (OPMHUpPYeMBIX TpU H3yueHUU
JUCLIATITAHEI

Bupbl 3aHaTHIA

®OopMbI KOHTPOJIA

KomneTeniun

Jlekumu
[TpakTryeckre 3aHATUS
JTabopaTopHbIe 3aHATHS

KoHTposib camocTosiTe/IbHOM PaboThI (KYPCOBOM TIPOEKT / KypcoBast paboTa)
CamocrosiTenbHasi paboTa
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[1K-14 + + + + + Koncriekr
CaMOTIO/ITOTOBKHY,
3aigqura otyeta, OTUer
110 J1abopaToOpHOA
pabote, Ompoc Ha
3aHATHUSIX, 3aluTa
KYPCOBBIX ITPOEKTOB
(pabort), 3auet

6. IHTepaKkTHBHbIE MeTOABI ¥ (OPMbI OpPraHU3aI[UH 00yUeHHs
TexHO/IOTUM WHTEPAKTUBHOTO O0yueHWs TpU pa3HbIX (OpMax 3aHATUN B uyacaxX TPHUBEJEHbI B
Tabmumie 6.1
Tabsuiia 6.1 — TexHOIOTMM UHTEPAKTUBHOTO 00yUYeHus TIPY Pa3HbIX hopMax 3aHATHH B yacax

NHTtepakT
VIBHBIE
NHTepakTrBHLIE
MeToabl NHTepakTHBHBIE JIEKLUU | TIPAKTAYE Bcero
nabopaTopHbIe 3aHATHS
cKue
3aHATHUSA
6 cemecTp
[Ipe3eHTaLmu c 6 6
VICII0/Ib30BaHUEM
C/1aliioB € 06CyKaeHremM
Case-study (meTof, 4 4
KOHKDETHBIX CUTYyal[Uil)
Pellienne cuTyarjuoOHHBIX 4 4
3ajau
Wroro 3a cemecTp: 8 6 0 14
7 cemeCTp
PellieHne cuTyarjMOHHBIX 2 2
3ajau
Wtoro 3a cemecTp: 0 0 2 2
Utoro 8 6 2 16
7. JIabopaTopHbie padoThI
HaumeHoBaHue 1abopaTopHBIX paboT nprBezieHO B Tabnwmie 7.1.
Tabmuua 7. 1 — HaumeHoBaHMe 1abopaTopHBIX paboT
. <5}
£ s
3 = 0
Z £ 5
= 7 S
Ha3BaHus pa3zenos HaumenoBanue nabopaTopHbIX paboT S 25
= | &
2> g3
- s
6 cemecTp
1 LlenTpanu3oBaHHas “Kb VuBeHTapu3anus”. IIpoBeseHue 4 [1K-14
VIHBEHTapU3aL1si pecypcoB VHCTeKLUH
JIOKAJIbHOU CeTH. YIanéHHbIN Vitoro 4
KOHTPOJ/Tb Pab0TOCTIOCOOHOCTH
CpeJCTB 3alUThl UHPOPMALIUK Ha
pabouMX CTAHI[USIX.
2 lleHnTpasnv3oBaHHas 3alliyUTa OT YripaBiieHue cepBepamMu 4 [1K-14
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BUPYCOB B JIOKa/bHOW CETH. agMuHucTprupoBanus KSC
Nroro
3 LlenTpanv3oBaHHOe yIipaB/ieHue AyTeHTU(UKALMS B OTepaliMOHHOM [1K-14
CpefCTBaMH 3all{UTbl OT cucreMe. Pa3rpaHuueHue f0CTyna K
HeCAHKLIMOHMPOBAHHOIO JOCTYyNa B | JaHHBIM
Ka/IbHOM CeTH. o
/IOKa/IbHOM ce Pa3srpanvueHnue f0CTyIa K yCTPOKWCTBaM. 4
3aMKHyTasi IporpaMMHasi cpefia.
KonTpons nenocraocty
Paborta co cBefieHUSIMU B yKypHase 4
pervcTpanyu cobeITrii. TeHeBoe
KOIIMpOBaHue
Secret Net. OnepatvBHO€e ynpaB/ieHHe 4
Nroro 16
4 1leHTpa/M30BaHHBIA yUYeT U YripaBsieHue )XU3HEHHBIM L[UK/IOM 4 [1K-14
yIpaBjieHH’e IpOrpaMMHO- CpeACTB ayTeHTU(VKALUN
arnmapaTHbIMU CPe/iCTBAMH 3aIIUTBL |1y o 4
vH(popMaLu.
Wroro 3a cemecTp 28
Wtoro 28
8. IlpakTHyeckue 3aHATHUA (CeMUHAPBHI)
TeMaTHKa TIpaKTHUe CKUX 3aHATUI (CEMUHApPOB) TTpUBeZIeHO B Tabsmiie 8.1.
Tabnuia 8. 1 — TemaTuKa rMpakTUUYeCKUX 3aHSITUM (CeMUHApOB)
) g
B 4 =
g S =
Temaka rnpakTUUeCcKuX 3aHATUN = > T
Ha3Banus paszenos s 7 =
(cemrHapoB) g S 2
e 2 s
2 o' O
= S
7 cemecCTp
5 AZIMUHUCTpPUPOBaHKe U yIipasjieHue | AIMUHUCTPUpPOBaHue U ynpasieHue C3U 8 [1K-14
cpeacTtBaMu 3auThl MH(opmaluu ot | ot HC/J Secret Net
HeCaHKLIMOHUPOBAHHOIO JOCTYyIIA. ViToro
Nroro 3a cemecTp
Ntoro

9. CamocrosiTesibHast paboTa

Buzpl camocTosiTeNIbHOM paboThl, TPYA0EMKOCTh U (hopMUpyeMble KOMITeTeHLIUH TIpeJCTaB/eHbl B

tabmuie 9.1.
Tabnuua 9.1 - Busibl camocTosITeIbHON paboThl, TPY0eMKOCTb U (popMHUpyeMble KOMITeTEHL[UU
g ¢ =
= b <
S = =
o [« Ba s
Bugbl camocTosaTenbHOU = > T
Haseanwus paspenos s =l DOpMBI KOHTPOJIA
paboTsbl g S
S g =
=Y Q9
= ©
6 cemecTp
1 LlenTpanu3oBaHHas [TpopaboTKa /IeKLIMOHHOTO 1 |IIK-14 3auert, 3alura oTueTa,
VIHBeHTapu3aLys Marepuasa Koncriekr

CornacosaHa Ha noprtane N2 13645




pecypcoB JIOKa/IbHOU OdopmiieHre 0TUETOB TI0 3 CaMoToAroToBKH, Omipoc
CeTH. Y/ianéHHbIN nabopaTopHbIM paboTam Ha 3aHATUsX, OTyeT 1o
KOHTPOJTb ViToro 4 naboparopHoii paborte
paboTocrioco6HOCTH
Cpe/CTB 3alUThI
vH(OpMaLK Ha pabounx
CTaHLUSX.
2 IlenTpanu3oBaHHas [TpopaboTKa /IeKLIMOHHOTO 1 |IIK-14 3auert, 3alura oTueTa,
3aluTa OT BUPYCOB B Marepuasa Koncriekr
KaJIbHOU CeTH. MOMoAroToBky, OTueT
JIOKA/IEHOM CE OdopmneHne 0TUETOB 10 3 camo 60/1 OTOBKH, O 5 €
nabopaTtopHbIM paboTam 110 1aDOPATOpHOM paboTe
WToro 4
3 LlenTpanu3oBaHHOe ITpopaboTKa JeKIIMOHHOTO [1K-14 3auert, 3alura OTYeTa,
ynpas/ieHue CpeCTBaMU | Marepuasa Koncriekr
WTBI OT MOMOAroToBKY, OTUeT
3aill 0 OdopmreHue 0TUETOB T10 13 camo 60/1 OTOBKH, 0 5 €
HECAHKLMOHUPOBAHHOIO | 160100 1v paGoTam 110 j1laboparopHoi pabote
JIOCTyIIa B JIOKa/bHOM
CeTH. Wtoro 14
4 1leHTpaM30BaHHBIN [TpopaboTKa /IeKLIMOHHOTO 1 |IIK-14 3auert, 3alura oTUeTa,
y4eT U yIipaBJ/leHue Marepuasa Koncriekr
IIPOrpaMMHO- MOMOAroToBKy, OTueT
porpa 0 OdopmneHne 0TUETOB 10 3 camo 60/1 OTOBKH, O 6e
anrapaTHbIMU CPefiCTBAMH | OpATOpHBIM paboTam 110 j1laboparopHoi pabore
3alUThl THPOPMAaLUH.
WToro 4
Wroro 3a cemecTp 26
7 ceMecTp
5 AZIMUHUCTpUpOBaHKe U | BbIo/iHeHre KypcoBOro 18 |IIK-14 3aiura KypCoBbIX
yTpaB/ieHHe CPeJiICTBaMU | MpoeKTa (paboThi) TIpOeKTOB (paboT)
3aIUTEl MHPOPMALIUK OT | 7. oro 18
HeCaHKLIMOHUPOBaHHOIO
JlOCTyTIa.
Wtoro 3a cemecTp 18
Ntoro 44

9.1. TemMbI KypCOBBIX IPOEKTOB (pador)
1. ApmunuctpupoBanue U ynpasieHue C3U ot HC/I Secret Net

10. KypcoBasi padora (nmpoekT)
Tpy0eMKOCTb ayAUTOPHBIX 3aHATUHA U (QOpMUDyeMble KOMIIETEHIIMA B PAaMKax BBITOHEHUS

KypCOBOM paboTsI (poekTa) npecrasieHb! Tabsue 10.1.

Tabmuma 10. 1 — TpymoeMKOCTb ayAMTOPHBIX 3aHATHNH W (QoOpMHpyeMble KOMITETEHLIMM B DPaMKax

BBIMOJIHEHHSI KypPCOBOH paboThI (ITPOEKTa)

HanmeHoBaHue dyAUTOPHBIX 3aHATHI

TpynoeMKoCTb,
y
dopmupyeMblie
KOMIIeTeHL[U!

7 cemecCTp

OCHOBHO# TeMOU KypCOBBIX paboT 1o AUCLUIUIMHE “YIpaBieHne
CpefCTBaMHU 3allUThl MHMOPMALMK” SIB/SIETCS TeMa

—_
]

I1K-14
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“ApmunuctpupoBanre u ynpasneHre C3U ot HCII Secret Net”.
COBMECTHO C PYKOBOZIUTE/IEM BO3MOXKEH BBIOOD ZIPYTOH TEMBI
KypCOBO# paboThI, O/[HAKO HEOOXOMMBIM SIBJISIETCS yCJIOBUE
MpUMEHeHUsI B PaMKax KypCOBOM pabOThl Cpe/ICTBa 3all[UThI OT
HeCaHKLIMOHMPOBAaHHOTO JJOCTYyTA B JIOKA/JIbHOM CeTH C
TPMMEeHEeHHEeM BblJJaHHBIX Tpero/iaBaTesieM BUPTyalbHbIX MallliH.

Nroro 3a cemecTp

10

10.1 TembI KypcoOBBIX padoT
[TpumepHasi TeMaTHKa KypCOBBIX paboT (TTpOeKTOoB):
— Pa3paboTtka u ympaBneHue CpeACTBAMH 3allUThl aBTOMATH3MPOBaHHBLIX cucTeM. KypcoBas
paboTa BBITIOTHSIETCS TI0 BapUaHTaM.

11. PeliTuHroBas cucremMa jjisi OIfeHKH YCIIeBaeMOCTH CTYAeHTOB

11.1. Ban/bHbIe OLEeHKH /11 3/IEMEHTOB KOHTPO0JIsl
Tabnuiia 11.1 — banbHbIe OLIEHKU [/ 37IEMEHTOB KOHTPOJIS

. . MakcumasbHbIN
. MakcumasbHbIN MakcumasbHbIN
DieMeHThI yueOHOMH 0asu1 3a Iepuog Bcero 3a
6am1 Ha 1-yro KT c| ©6an 3a mepuof,
JesiTeJIbHOCTU mexay 2KT u Ha cemMecTp
Havasia ceMectpa | Mexay 1KT u 2KT
KOHelL| ceMecTpa
6 cemecTp
3auer 20 20
3aiumra otuera 15 15 15 45
Koncnekr 5 5 10
CaMOIO/IrOTOBKU
Ornpoc Ha 3aHATUAX 5 5 10
Ortuert 1o ysabopaTopHO 5 5 5 15
pabore
Wtoro Makcumym 3a 20 30 50 100
Tepuoz,
Hapacraroiym utorom 20 50 100 100
7 ceMecTp
3aimra KypCoBbIX 100 100
1poekToB (paboT)
WToro makcumym 3a 100 100
TIepro/,
Hapacrarorym utorom 0 0 100 100
11.2. Ilepecuet 6a/1/10B B OLIEHKH 3a KOHTPO/IbHbIE TOUKHU
[TepecueT 6an/ioB B OLIEHKU 3a KOHTPOJIbHBIE TOUKH TIpeZicTaB/eH B Tabsuie 11.2.
Tabsura 11. 2 — ITepecueT 6asiyioB B OLIEHKHU 3a KOHTPOJIbHbBIE TOUKH
bannbl Ha 1aTy KOHTPOBHOW TOUKU OueHka
> 90% oT MaKCMMasbHOM cyMMbI OasiioB Ha gaty KT 5
Ot 70% 1o 89% ot MakcMMaJibHOM cyMMbI OasiioB Ha gary KT 4
Ot 60% mo 69% oT MakcuMasbHON cyMMbI OansioB Ha gaty KT 3
< 60% oT MakCMMasbHOM cyMMbI 6asinoB Ha gaty KT 2
11
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11.3. ITepecuer cymMMbI 6a/IJIOB B TPAAMIIMOHHYIO U MEXX/YHAPOJHYIO OL{€HKY
[TepecueT cymMMbl 6as/IOB B TPaJULIMOHHYIO U MEXXYHApOAHYIO OLIEHKY TpeJcTaB/ieH B Tabmuie
11.3.

Tabmuna 11. 3 — ITepecueT cyMMbI 6a/JIOB B TPAJULIMOHHYIO U MEXKIYHAPOHYIO OLIEHKY

WToroBast cymma 6asios,

Ouenka (I'OC) YUUTBIBAET yCMEIIHO CAaHHBIN Ouenka (ECTS)

9K3aMeH

5 (0T/IMUHO) (3aUTEHO) 90 - 100 A (oTrM4HO)
85-89 B (oueHs xopo11o)

4 (xopol1io) (3auTeHo0) 75 -84 C (xopo110)
70 -74
65 - 69 D (yaoBnieTBOpUTEHHO)

3 (YAOB/IeTBOPUTEJBHO) (3aUTEHO) 60 - 64 E (HocpeAcTaerio)
2 (HeYOB/IECTBODUTEIHO) (He Hike 60 6asoB F (HeyzmoB1eTBOpPUTEJILHO)

3aUTEeHO)

12. Yueb6Ho-MeTOAMYeCcKOe M HH(OPMAIJHOHHOE 00ecrieyeHHe AUCIUILIMHBI

12.1. OcHoBHas 1uTEepaTrypa
1. VudopmanyonHas 6Ge3omacHocTs U 3amuTa WHpopManuu [Tekct] : yueGHoe mocobue ajist
By30B / B. Il. MenbHukoB, C. A. Kneiimenos, A. M. Iletpakos ; peg. C. A. KnelimeHOB. - 4-e u3g., cTep. -
M. : Akagemus, 2009. - 336 c. : un., Tabs. - (Beiciiee npodeccronansHoe obpa3oBanure. ViHpopmaruka u
BBIUKMC/TUTE/TbHAS TEXHUKA). - bubmmorp.: c. 327-328. (Hanmuuue B 6ubmmoteke TYCYP - 21 3k3.)

12.2. lonosiHMTE/IbHAS IUTEpPaTypa
1. KommbtorepHbie ceTu: [IpUHIUITBI, TEXHOOTHH, TTPOTOKOIBI [ TekcT] : yueOHUK A5t By30B / B.
I. Omudep, H. A. Omudep. - 4-e uzg. - CII06. : TIMTEP, 2013. - 944 c. : un., Tabi. - (YueOHUK /i By30B.
CraHapT TpeThero NmokoseHus). (Hammuue B 6ubmoreke TYCYP - 20 3k3.)
2. 3amura uHbOpPMAI[MH C WCIIO/Ib30BaHHEM CMapT-KapT W 3/eKTPOHHBIX Opemnokoe / JI. K.
Bbabenko, C. C. Umykos, O. b. Makapesuu. - M. : "Tenmroc APB", 2003. - 351[1] c. : w., Tabs., moptp. -
bubmorp.: c. 348-349. (Hamuue B oubmoTeke TYCYP - 30 3k3.)

12.3 YuebHo-MeTOgMUEeCKHE T0CO0HS

12.3.1. O6sa3arenbHBbIE YUeOHO-MeTOHYEeCKHe MoCco0ust

1. Paxmanenko U.A. «MeTomuueckre yka3aHus K IPaKTHUECKOM U CAMOCTOSITe/TbHOM paboTe 1o
JUCLIUI/IMHE YTpaBieHWe cpejCcTBamMM 3aliuTbl HMHGopManuu » [JlokanbHas ceTb Kad. KUBIBCI:
\\cesir\aos\YC3N\YMII.pdf [ DnekTpoHHBII pecypc]. -

2. PaxmaneHko MN.A. «MeTtopuueckue ykasaHWsi K jabopaTopHbIM paboTaMm 10 JAUCLIMTUIAHE
YnpaBneHue — cpeActBamMu  3auuThl  MHpopmauuu»  [JlokanbHas  cetb  kKad. KUB3IBC]:
\\cesir\aos\Y C3W\ab.pdf [DnekTpoHHbIH pecypc]. -

3. Paxmanenko WM.A. «Mertoguueckre YyKa3aHusi K KypcoBoW paboTe T0 [JUCLIMIUIMHE
YrpaBneHue  cpeicTBaMy  3alUThl  MHGopmaruu  »  [JlokameHas < cetb  Kad. KMBOBCI:
\\cesir\aos\YC3W\kurs.pdf [OnekrponHsbIit pecypc]. -

12.3.2 YueOHO-MeTOANMYECKHE TTOCOOUA AJIfA JIUI] C OTPAHNYEHHBIMH BO3MO)KHOCTSIMH 3/[0POBbSI

YyeOHO-MeToZiMUeCKHe MaTepUasIbl /Il CAaMOCTOSITe/TbHOM U ayIUTOPHOM pabOThl 00yUaroIuxcs
W3 YKC/ia WHBAJM/IOB MPEAOCTaB/sIOTCA B (popMax, aalTUPOBAHHBIX K OTPAHUUYEHUSIM UX 3/10POBbs U
BOCIIPUSATHS UH(OPMaI[UH.

J/1s1 TMIy ¢ HapyLLIeHUsIMH 3pPeHus:

- B (popMe 3/IeKTPOHHOTO /I0KYMEHTa;

- B [leyaTHOM (hopMe yBe/IMUeHHBIM HIPHU(TOM.

J/1 MLy ¢ HapyLIeHUsIMH C/TyXa:

- B (popMe 3/IeKTPOHHOTO I0KYMEHTa;
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- B IeyaTHOM (popme.

JIist d1 ¢ HapylIeHUsIMHM OTNOPHO-/BUraTe/IbHOI0 anfapara:
- B (hopMe 7IeKTPOHHOTO JOKYMEHTa;

- B reyaTHOM (popme.

12.4. ba3bl JaHHBIX, TH)OPMAIMOHHO-CIIPABOYHbIE, IOUCKOBbIE CHCTeMBbI U Tpefyemoe
NMporpaMMHoe ofecrieueHue
1. Cucrema nogroroku gokymeHtoB Open Office; Cucrema /151 MCNOnb30BaHUSI BUPTYyaIbHbIX
MaiuuH VMware Player; Google; Wikipedia.

13. MarepuajibHO-TeXHHYECKOe ofecrieyeHue AUCIUNIHHbI
13.1. O6mue TpeOGoBaHNA K MaTepHaTbHO-TEXHHYECKOMY 00eCIedeHHI0 AU CLUTITHHBI

13.1.1. MaTrepua/ibHO-TEXHUUECKOe 00ecrieyeHue Jisi IEKIMOHHBIX 3aHATUHH

Onsi  TipoBefieHWs]  JIEKUUOHHBIX  3aHSATUH  WCTIO/MB3yeTcs  y4eOHO-MCC/iejoBaTebCKast
BBIUMC/IATE/IbHAsE Jlaboparopusi, pacriosiokeHHast 1o afpecy 634045, Tomckas obnacts, . ToMck,
KpacHoapmeiickast ynuija, A. 146, 3 stax, ayg. 310. CoctaB obopymoBaHus: YueOHass mebesb; JKpaH
pasaBWKHOU - 1 wr.; /Jocka MarHUTHO-MapkKepHas - 1 wrT.; MynbTuMeniHbIM nIpoekTop ViewSonic
PJD5151 — 1 wrt; KomnbroTep sekiuoHHbIM acer travelmate 2300; Mcnonb3yeTcsi /ULIeH3MOHHOE
nporpaMMHOe obecrieueHue, TakeTbl Bepcueil He Hmke: Microsoft Windows XP SP2, Microsoft
Powerpoint Viewer; KMeeTcss momeleHue A XpaHeHHST W TMPOGUIAKTUYECKOTO 00CTy>KUBaHUS
yuebHOro 060pyZ0BaHMSI.

13.1.2. MaTepua/ibHO-TeXHHYeCKoe o0ecriedeHue /il NPaKTHYeCKUX 3aHATHI

[nsi  mpoBefieHWss — TPaKTMUECKUX  3aHATHM  UCHOMb3yeTcss  yueOHO-MCC/e[oBaTenbCKast
BBIUKMC/IUTE/IbHAsE Jjlabopartopusi, pacriosiokeHHast 1o afpecy 634045, Tomckas ob6nacts, . ToMck,
KpacHoapmeiickas ynuiia, . 146, 4 atax, aya. 404. CocraB obopygoBanust: YuebHas mebesb; TraceBoard
TS-408L - 1 wt.; Mynstumeuiinblii npoekrop Benq — 1 wT.; KommnbroTeps! k1acca He Hke Celeron 2.4
GHz/256Mb/40Gb c mmpoxkoronocHeiM goctynioM B Internet, — 4 mirt.; Vcriosnb3yeTcs JMleH3UMOHHOE
nporpaMMHOe obecrieueHue, TakeTbl Bepcued He Hwke: Microsoft Windows XP SP2; Nmeetcs
TIoMellleHre [Jisl XpaHeHus1 U poQuIakTuueckoro obcmykuBaHus yuebHoro o6opyzoBaHusl.

13.1.3. MarepuanbHo-TeXHHUYeCKoe obecreyeHue /jisi 1ab0paTopHBIX pador

Onsi  mipoBefeHusi  /1abOpaTOpPHBIX — 3aHATHM  MCIIONB3yeTcs — y4ueOHO-MCCIe/[0BaTebCKast
BBIUMC/IUTE/IbHAs 1aboparopusi, pacronokeHHass 1o azpecy 634045, Tomckas ob6nactb, I. ToMCK,
KpacHoapwmeiickast ynuija, A. 146, 4 stax, ayg. 402. CocraB obopynoBaHusi: YueOHass meOenb; JKpaH
paszaBwkHOM - 1 wt.; Mynbtumeauiinelid npoektop Benq — 1 wT.; KomnbroTepsl Kinacca He Hke AMD
A8-5600K/ ASUS A88XM-A/ DDR3 4 Gb/ WD5000AAKX 500 Gb. ¢ mHPOKONOIOCHBIM [OCTYIIOM B
Internet, — 15 wT.; Vcrionb3yeTcs TMLeH3MOHHOE MporpaMMHoe obecrieueHue, TakeTbl BepCHel He HiKe:
Microsoft Windows 8.1 Professional; Visual Studio 2012; Oracle VM VirtualBox; VMware Player.
VmeeTcst moMellieHHe [jisi XpaHeHHs U MPo(UIaKTHYeCckoro o0c/IyKuBaHUs yueOHOro 0060py/10BaHusI.

13.1.4. MaTepua/IbHO-TEXHHYECKOe o0ecrneueHUe /I CAMOCTOATE/ILHOU PadoThI

Ilnsg  TpoBeleHWsT CaMOCTOATENIbHOM pabOThl  MCMOMb3yeTcs — yueOHO-UCC/IefoBaTebCKast
BBIUMC/IUTE/IbHAs j1abopaTopusi, pacronokeHHass 1o azgpecy 634045, Tomckas ob6nactb, T. TOMCK,
KpacHoapmeiickas ynuija, A. 146, 4 stax, ayg. 402. CoctaB obopymoBaHusi: YueOHass mebesb; JKpaH
pasaBWwKHOM - 1 wT.; MynbTuMeauiinbiid poektop Benq — 1 wT.; KommnbroTepsl Kinacca He Hke AMD
A8-5600K/ ASUS A88XM-A/ DDR3 4 Gb/ WD5000AAKX 500 Gb. ¢ mMpOKONOI0CHBIM AOCTYTIOM B
Internet, — 15 wrT.; Vcrionb3yeTcs TMLeH3MOHHOE MPorpaMMHOe obecrieueHre, TTakeTbl BePCHel He HIKe:
Microsoft Windows 8.1 Professional; Visual Studio 2012; Oracle VM VirtualBox; VMware Player.
VimeeTcst ioMellieHHe i XpaHeHHs ¥ MPO(GUIaKTHYeCKOro 00C/Ty>KuBaHUsI yueOHOTo 0060py/I0BaHMSI.

13.2. Marepua/IbHO-TeXHUUYECKOe of0ecrieueHune JUCIUTUTHHBI JIJIsl JIUI C OTPAaHHYeHHBIMHU
BO3MO)XHOCTSIMH 3/{0POBbS
OcBoenue qUCHUTIIMHEI ujaMu ¢ OB3 oCyliecTB/IsS€TCS C UCTIOB30BaHUEM CPeJCTB 00ydeHust
00I11ero U CrelUaabHOTO Ha3HAUeHMS.
[lpu oOy4yeHUM CTyIE€HTOB C HapyLIeHUsIMH CJIyXa TIPeAyCMOTPEHO WCIO/Ib30BaHUe
3BYKOYCW/IMBAlOLLlel anmaparypbl, MYJbTUMEAUNHBIX CPEeACTB W [JPYrMX TeXHUUeCKHUX CpefCTB
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nipyreMa/miepesiaud yueOHoOH MH(OpMaIK B AOCTYIHBIX (popMax fijisi CTYZAEHTOB C HAapYIIeHUsMHU CJTyXa,
MOOW/IBHOUM cHUCTeMbl OOyueHusi [jis CTYAeHTOB C WHBaIUJHOCTBIO, TOPTAaTUBHOM WHAYKI[MOHHOM
cucTeMbl. YueOHasi ayAUTOpHsi, B KOTOPOW OOyuarOTCsl CTyAEHTHI C HapylleHHeM C/iyxa, 00OpyZoBaHa
KOMIMBIOTEPHOW TEeXHUKOM, ay[JMOTeXHUKOW, BUJEOTEeXHUKOW, 37IeKTPOHHOW [JOCKOW, MY/IbTUMeIUNHOMN
CUCTEMOM.

[Mpu obyueHUH CTY[eHTOB C HApPyLIeHHWAMH 3PeHUsIMH TIDeJyCMOTDEHO UCII0/Ib30BaHUe B
JIEKITMOHHBIX 1 YUeOHBIX ayIUTOPUSIX BO3MOXKHOCTH TIPOCMOTPA y/la/leHHbIX 00beKTOB (HarpyuMep, TeKCTa
Ha JIOCKe WM CJaiifia Ha SKpaHe) TpH MOMOIIY BUeOyBendnTenel 17s yaajieHHOTo MPoCMOTpa.

[Tpu o0yuyeHUU CTY[EHTOB C HApyILIeHUSIMH ONMOPHO-JBUraTe/ILHOTO amnmapara HCIOb3yHTCS
asbTepHaTHBHbIE yYCTPOWMCTBA BBOZAA WHGOPMALIMU U [IpyrHe TeXHUuUecKWe Cpe/iCTBa TpHeMa/repeauu
yueOHOM MHGbOpPMAIUK B JOCTYIHBIX (opMax il CTYAE€HTOB C HapylIeHWSMU OTOPHO-ABUraTeTbHOTO
arrapara, MOOUIbHOM CHCTeMbl 00yueHUs JJis T0fiel C UHBaTUJHOCTHIO.

14. ®oHA OLIEHOUYHBIX CPE/JCTB

14.1. OcHoBHbIe TpedoBaHuA K (GOHY OLIEHOYHBIX CPEJACTB M METOAMUYECKHE PeKOMeHJal[uH
@OH/, OLIEHOUHBIX CPEACTB W THUIIOBbIe KOHTDOJIbHBbIE 3a/laHUs, WCMOJb3yeMble [Jis OLIEHKH
chOpMUPOBAaHHOCTU M OCBOEHUs 3aKpeIyIeHHbIX 3a JUCLUIUIMHOW KOMIIeTeHLIUM TpH TpOBeJeHUN
TeKyIIel, TIPOMe)KyTOUHOM aTTeCTal[|y 10 AUCLIMIIIMHE TIPUBe/IeH B TIPUIOKEHUH K paboueii porpaMMe.

14.2 Tpe6oBaHus K (pOHAY OLIEHOUHBIX CPE/ICTB /AJIfA JIUI] C OTPAaHHYeHHBIMH BO3MO)KHOCTAMH
30POBbsA
[ns CTy[eHTOB C WHBaJWJHOCTBIO IPeAyCMOTPEHBI [OIOJHUTEe/IbHbIE OLIeHOYHbIe Cpe/CTBa,
riepeueHb KOTOPBIX YKa3aH B TaO/uIle.

Tab6/mia 14 — JlonosTHUTE/IbHBIE CPEACTBA OIeHMBAHUS /ISl CTYIEHTOB C HHBA/IMIHOCTHIO

Bubl 0TIO/MHUTENBHBIX OLJeHOYHbIX
CpejCTB

@®opMbI KOHTPOJISL M OL|eHKH

Kareropuu ctyzseHTOB
DU CTYA pe3ynbraTtoB 00yUeHust

TeCTI:I, IMMCbMEHHBbIe CaMOCTOATe/TbHbIe

C HapylieHusIMuU
paboThI, BOTIPOCHI K 3aUeTy,

[IpeumyIiiieCTBEHHO NTUCbMeHHast

cyxa

KOHTPOJTbHBIE PAOOTHI

TpoBepKa

C HapyluieHusIMHU
3peHus

CobeceioBaHe TI0 BOTIPOCaM K 3aueTy,
OTpOC TI0 TepMUHAM

[TpeumyliieCTBEHHO yCTHas IIPOBepKa
(MHAUBUAYATBHO)

C HapylieHusIMU
OIOPHO-
JIBUraTebHOr0
anmnapara

PellieHre AMCTaHIMOHHBIX TECTOB,
KOHTPOJIbHBIE PabOThI, TUCHbMEHHBIE
CaMOoCTOsITe/IbHbIE PabOTBI, BOMPOCHI K
3a4yeTy

[Tpenmy11ieCTBEHHO AUCTAHLMOHHBIMU
MeTOoZaMU

C orpaHuyeHusIMU I10
o011ieMe TUIUHCKAM
IIOKa3aHUsIM

TecTbl, NTMCbMEeHHbIE CAMOCTOSITE/IbHbIE
paboTkI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE PabOThI, YCTHBIE OTBETHI

[IperMyliieCTBEHHO IpOBepKa
MeTOoJ|aMH, UCXOZsl U3 COCTOSIHUS
o0yuaro1ierocst Ha MOMEHT TPOBEPKU

14.3 MeToguuecKre peKOMeH/JaljuH 10 OLleHOYHbIM Cpe/iCTBaM JJIsl JIML| C OrPaHNYeHHbIMHU
BO3MO)XXHOCTSAMM 3/J0POBbSI

Ons crynentoB ¢ OB3 mnpeaycMmarpuBaeTcss AOCTyIHas (opma TipefloCTaB/ieHUs 3a/laHUui
OLIeHOYHBIX CPeJICTB, & UMEHHO:

B IeyaTHOU (hopme;

B revaTHol (opMe C yBeJTMUeHHBIM LIPUPTOM;
B (hopMe 3/1eKTPOHHOT'0 [JOKYMEHTa;

METOZIOM UTeHHsI aCCUCTEHTOM 3a/laHus BCIYX;
TIpeZioCTaB/IeHHe 3a/laHus C UCTI0/Ib30BaHUEM Cyp/oTiepeBo/ia.

CTyneHTaM C WHBAJIMIHOCTBIO YBe/IMUMBAETCs BpeMsi Ha TOJTOTOBKY OTBETOB Ha KOHTPOJIbHbIE
BOMPOCHL. [/1s1 TakKuX CTy[eHTOB TpeJyCcMaTpUBaeTCsl AOCTyMHas opma MpefoCTaB/ieHUs OTBETOB Ha

3d/laHHsA, a MMEHHO!

MMCbMEeHHO Ha Oymare;
HabOp OTBETOB Ha KOMITLIOTEPE;
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- Habop OTBETOB C UCIO/H30BaHKEM YCJIYT aCCUCTEHTa;

- Tipe/iCTaB/eHe OTBETOB YCTHO.

[porienypa olieHWBaHUsSI pe3y/bTaTOB O0OyUeHUs] UHBAIUOB 0 AUCLUIUIMHE TpeJyCMaTpHUBaeT
nipefjocTaB/ieHre uHbopMaluu B hopMax, aZlaliTHPOBAHHBIX K OrPaHUUYeHUSIM UX 3[I0POBbsI U BOCTIPUSTHUS
vHdOopMaluu:

Jins I ¢ HapylIeHUsIMHM 3peHuUs:

- B (hopMe 3/1IeKTPOHHOT'0 [JOKYMEHTa;

- B revaTHo (opMe yBe/lMYeHHbIM IPUGTOM.

Jins ury ¢ HapylIeHUsIMM cJTyXa:

- B (hopMe 3/1eKTPOHHOT'O [JOKYMEHTa;

- B reyaTHOM (popme.

Jns I ¢ HapylIeHUsIMM ONOPHO-JABHUIaTe/IbHOI0 anmnapara:

- B (hopMe 3/1IeKTPOHHOT'O [JOKYMEHTa;

- B IleyaTHOU (hopme.

[Tpu HeoOXoAMMOCTH AJisi 0OYUArOIIMXCS C MHBAIMAHOCTBIO TPOLeyPa OLeHWBaHUS pe3y/bTaToB
00y4eHUsT MOXKET TTPOBOJJUTHCS B HECKOJIBKO ITArloB.
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IIpunoxenue 1
MMWHHUCTEPCTBO OBPA3BOBAHUA U HAYKUA P®
deepanbHOE roCyapCcTBeHHOE 0I0/)KeTHOe 00pa3oBaTe/ibHOE yUpeX/eHHe BbICIIero 06pa3oBaHus

«TOMCKU TOCYOAPCTBEHHBIN YHUBEPCUTET CUCTEM
YITPABJIEHUA 11 PAIVNOSJIEKTPOHUKW »

(TYCYP)
YTBEPXIARO
[TpopekTop mo yuebHOM paboTte
I1. E. Tposin
« » 20 r

®OH/] OLIEHOYHBIX CPE/ICTB I10 YUEEHOU AUCILUIIJINHE
YnpasneHue cpejcTBaMu 3ai{uThl HHGOpMaLuu

YpoBeHb 00pa30BaHus: BbICIIee 00pa30oBaHHe - CIIEI[HATUTET

HampaBnenwe  mogrotoBku  (cnemmanbHOCTh):  10.05.02  WHdopManpoHHas  0e30MacHOCTH
Te/JIeKOMMYHHMKAIJMOHHBIX CUCTEM

HanpaenenHocts (mpodus): 3amuTa nHGopMalui B CMCTeMaXx CBSI3U U yIpaB/ieHUus

dopma oOyueHVs: OUHAsA

dakysnbreT: OB, ®aKynbTeT 6€30MaCHOCTH
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1. BBegenue

®onp oreHouHbIX cpeficTB (POC) sBAsIeTCs MPUIOXKEHHEM K paboueid TIporpaMMe AMCIUTUIAHBI
(MpakKTUKW) U TIpeJCTaB/isieT COO0M COBOKYITHOCTb KOHTPOJIBHO-U3MEPHUTETbHBIX MaTepyuasioB (TUIIOBbIE
3a7iau (3aZjaHus1), KOHTPOJIbHBIE pabOThI, TECTHI U JP.) ¥ METOZIOB UX MUCIIOIb30BaHUs, MpefHa3HaueHHbIX
JUIs ©3MepeHUsi YPOBHSI JOCTKEeHHs CTYAeHTOM YCTaHOBJIEHHBIX Pe3y/IbTaToOB 00yueHwUs..

®OC mno gucuuividHe (TNpakTUKe) WCIOMb3yeTCsl TPU MPOBEAEHUM TeKYIlero KOHTPOJIS
yCreBaeMOCTH M IPOMEKYTOUHOM aTTecTalluu CTyJeHTOB.

[TepeueHb 3aKpeIyIEHHBIX 3a JUCLIUIIIMHOM (TIPAaKTHUKOH) KOMIIETEHI[WH MpUBeeH B Tabwie 1.
Tabnuiia 1 — ITepedeHb 3aKpeIIeHHBIX 3a JUCIUTUIMHON KOMIEeTeHLUN

Kopg, @opMy/IMpOBKa KOMITeTeHL|UU Otarbl opMHUPOBaHUST KOMIIETEHITUM

IIK-14 CTIOCOOHOCTBIO BBITIONIHATH YCTAaHOBKY, L o/mKeH 3HaTh TIPUHLUITBI OPraHU3aluu
HACTPOUKY M 00CTy)KMBaHUe, IMAarHOCTHKY, VMH(GOPMAaI[MOHHBIX CUCTEM B COOTBETCTBUH
SKCILTyaTalyo0 U BOCCTaHOBJIeHHE ¢ TpebOBaHUSAMU TI0 3alKTe UH(GOPMALIUK.;
paboTOCIIOCOOHOCTH TeJIEKOMMYHHMKALIMOHHOTO | [Io/bKeH ymMeTb 3 GeKTUBHO UCIIO/Ih30BaTh
obopyz0BaHuUs ¥ IPUOOPOB, TEXHUUECKUX U pas/uyHble MeTO/bI U CPeJCTBa 3alliUThI
TPOrpaMMHO-arapaTHbIX CPeCTB 3allUThI vHbOpMalUK [1/1s1 KOMIbIOTEPHBIX CeTell;
TeJIeKOMMYHHKALIMOHHbIX CeTel U CUCTEM aZIMUHUCTPUPOBATh IO CUCTEeMBbI

nH(OpMAaLIMOHHOM 6e30MacHOCTH
ABTOMATH3MPOBAHHBIX CUCTEM. ;

lo/KeH B/la/IeTh HaBbIKAMU BbISIBJIEHUS U
YHUUTOXKEHUsI KOMITbIOTEPHBIX BUPYCOB;
MeTO/IaMU ¥ CPe[ICTBAMHU BhISIBJIEHUs] YTPO3
6e30MacHOCTH aBTOMATH3UPOBAaHHBIM
CHCTeMaM. ;

OO1e XapakTepPUCTUKH TOKa3aTeseld ¥ KPUTEPUEB OLI€EHWUBAHUS KOMITETEHIMM Ha BCEX 3Tarax
TIpUBe/IeHbI B TaO/HIe 2.
Tabnuiia 2 — OO61iMe XapaKTepHUCTUKY TI0Ka3aTe/iell U KpUTepueB OLleHUBaHUS KOMIIETEeHLIMH 110 3Taram

ITokasarenu u
3HaThb YMmeTb Bnagets
KPUTEPUH
OtmuHo (BeicOoKuH | ObnazmaeT dakTrueckumu | ObaaeT fyuarna3oHOM KouTponupyet paborty,
YPOBEHb) Y TEOpeTHUeCKUMHU MIPAaKTUYeCKUX YMeHUH, TIPOBOZIUT OLIEHKY,
3HAHUSIMH B TIpe/ieiax TpeOyeMbIX /JIsi Da3BUTHS | COBEPILEHCTBYET AeHCTBHUS
r3yuaemMoi 06/1acTu C TBOPUECKHX pelleHHH, paboThI
TTOHUMaHWeM TPaHUI] abcTparupoBaHUst
MIPUMEHUMOCTH nipobeM
Xoportio (6a30Bbiii | 3HaeT (GakThl, NpUHIUIEIL, |O6/MagaeT qUara3o0HOM bepeT 0TBeTCTBEHHOCTh 3a
yPOBEHbB) TpoLIeCChl, obIIHe TIPaKTHUUeCKUX YMEHUH, 3aBepllIeHNe 3a/1au B
TIOHSATHS B Mpejienax TpeOyeMbIX /Jisl pellleHus1 | UCC/ie/JOBaHUH,
n3yyaeMoi obacTu oripeZie/ieHHBIX TIP00JIeM B | IPUCTIOCcabIMBaeT CBOe
obsacTu Uccie[OBaHuUs TioBe/ieHue K
00CTOsITENTHCTBAM B
pelieHUH pobiem
YnoBnetBopuTenbH | ObOnazaeT 6a30BbIMU OO6saiaeT OCHOBHBIMU Paboraet npu rpsiMomM
0 (TTIOpOTroBBIi OOIIMMH 3HAHUSIMU yMeHUsIMU, TpeOyeMbIMU | HaO/TFOIeHUH
yPOBEHb) 7151 BBITIOJTHEHHST TIPOCTBIX
3ajay

2 Peamu3anus KOMIIETeHI[UIH

2.1 Komnerenmusa I1K-14
[TK-14: cnocoOHOCTBIO BBITIONHATh YCTAHOBKY, HAaCTPOWKY M OOCTy)KMBaHWeE, [UArHOCTHKY,
9KCIUTyaTalldl0 ¥ BOCCTaHOB/IeHHe pabOTOCIOCOOHOCTH TeleKOMMYHUKAIlMOHHOTO 000pyJoBaHusl U
npubOpOB, TEXHUYECKUX 1 TIPOTPaMMHO-aITapaTHBIX CPEACTB 3alllUThl TeJIeKOMMYHUKAL[IOHHBIX CeTel 1
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CHUCTeM.

st bopMUpOBaHUsT KOMITeTEHLIMK HeO0OX0JUMO OCYILeCTBUTh Psifi 3TaroB. DTarbl GOpMUPOBAHKS
KOMTIETEHI[UM, TIPUMEHSIeMble [/IsI 3TOTO BW/bI 3aHATHM U WCIO/Nb3yeMble CPeJCTBA OLIEHUBAHMUS
TnipeZicTaB/IeHbl B Tabmuiie 3.
Tabsuria 3 — OTariel HOPMUPOBAHUS KOMIIETEHI[UH U UCITO/Tb3yeMble CPeZICTBA OLeHUBAHUS

obcny>xuBaHHe,
JTUATHOCTUKY,
9KCIUTyaTaLyio 1
BOCCTaHOBJ/IEHHE
paboTocrocobHOCTH
Te/IeKOMMYHHUKALIMOHHOTO
obopyznoBaHus U
NprOOPOB, TEXHUYECKUX U
TIPOrpaMMHO-armapaTHbIX
CpeJCTB 3alUThI
TeJIEKOMMYHHUKALIMOHHBIX
ceTeu U CUCTeM

obcy>xuBaHHe,
JTUATHOCTHKY,
9KCIUTyaTaLyIo 1
BOCCTaHOBJIEHHE
paboTocriocobHOCTH
Te/IeKOMMYHHUKALIMOHHOTO
obopyzmoBaHus U
npruOOPOB, TEXHUYECKUX U
TIPOrpPaMMHO-ammapaTHbIX
CPeJCTB 3aIUThI
TeJIeKOMMYHHUKALIMOHHBIX
ceTeu U CUCTEM

CocraB 3HaTb YMmeTb Bnagets
CopeprkaHue 3HaTh KakK BBIMOIHATh YMeTb BbINOJHATh BrnazieTs crioco6HOCTBIO
3TaroB YCTaHOBKY, HACTPOMKY U | yCTAHOBKY, HACTPOWKY U | BBITIOJIHSITb YCTaHOBKY,

HaCTPOWKY U
00C/Ty>)KUBaHME,
JMarHOCTHKY,
9KCILTyaTalyio U
BOCCTaHOBJIEHHE
paboTocriocobHOCTH
TeJIEKOMMYHHUKALIMOHHOTO
o0opy0BaHus U
pubOpPOB, TEXHUUECKUX U
MIPOTrpaMMHO-arTapaTHbIX
Cpe[CTB 3allUThI
TeJIEKOMMYHHUKAI[HOHHBIX
ceTell U CUCTeM

Bunpbl 3aHATHI

* lHTepakTUBHBIE
nabopaTopHbIe 3aHSITHS;
* lHTepakTUBHBIE
JIeKLUY;

* JlaboparopHbie
3aHATUS;

* Jlekuuuy;

* CamocTrodTenbHas
pabora;

* VHTEpaKkTUBHbIE
TIpakTUYeCKUe 3aHATHS;
* [lpakTueckue

* NHTrepakTuBHbIE
nabopaTopHbie 3aHSTHUS;
* NHTrepakTuBHbIE
JIeKLIUY;

* JlabopaTopHbie
3aHATUS;

* Jlekuuu;

* (CamocrosiTesibHas
pabora;

* lIHTepakTUBHbIE
TpakTUYeCKUe 3aHATHUS;
* [lpakTuueckue

* lHTepakTUBHEBIE
nabopaTopHbie 3aHSITHS;
* JlaboparopHble
3aHATUS;

* CamocTosiTe/bHas
pabora;

* VIHTepakTUBHbIE
TpaKTAUYe CKUe 3aHSATHS;
* KoHTposb
CaMOCTOSITe/IbHOM
paboThI (KypcoBoi
TPOEKT / KypcoBasi

* KoHcrekr
CaMOTIOJITOTOBKHY;
* 3auerT;

* Kypcosas pabora
(MpoekT);

* 3aiMra KypCoBbIX
npoeKToB (pabor);

* KoHCcrekT
CaMOTIO/ITOTOBKY;

* 3aueT;

* Kypcosasi pabora
(npoekr);

3QHATHS, 3QHSTHS; pabora);

* KoHTposs * Kontpons

CaMOCTOSITeJTbHOU CaMOCTOSITeJTbHOU

paboThI (KypCoBoi paboThI (KypcoBoit

TIPOEKT / KypcoBast IIPOEKT / KypcoBast

pabora); pabora);
Hcronb3yembie * Ortuet 1o * Ortuer 1o e Ortuet 1o
CpeAcTBa nabopatopHoii pabore; nabopatopHoii pabore; nabopatopHoii pabore;
OLI€HMBaHUsA * Omnpoc Ha 3aHATUAX; * Orpoc Ha 3aHATHUSAX; * 3ammra KypCoBbIX

MpoeKToB (pabor);
* 3auert;
* KypcoBas pabota
(npoekr);

dopMyIMpOBKa MoOKasaTeseld U KpUTepHeB OLeHMBAaHUSI [aHHOM KOMITeTeHLIMM TpUBeJleHa B

Tabmumie 4.
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Tabsuria 4 — TlokasaTes U KpUTEPUU OLIEHUBAHUST KOMIIETEHI[UM Ha 3Tarax

CocrTas

3HaThb

YmeTs

Bnagets

OmnuHO
(BBICOKMI YPOBEHb)

* 3HaThb B MTOJIHOM
oObeMe Kak BBITIOJIHATh
YCTaHOBKY, HACTPOWKY U
00C/Ty)KUBaHUE,
JIUArHOCTHKY,
9KCIUTyaTalyIo U
BOCCTaHOBJIEHHE
paboTtocriocobHOCTH
TeJIeKOMMYHHKAL[MOHHOT
0 0bopy0BaHUS U
TIpUOOPOB, TEXHUUECKUX
Y MPOrpaMMHO-
arraparHbIX CPeJCTB
3aIUTHI
TeJIeKOMMYHHKAL[UOHHBIX
ceTell U CUCTEM,;

* YMeTb B IOJIHOM
oObeMe BBITIONHSTh
YCTaHOBKY, HACTPOMKY U
00C/Ty)KUBaHUE,
JIUArHOCTHUKY,
9KCIUTyaTalyIo U
BOCCTaHOBJIEHHE
paboTocriocobHOCTH
TeJIeKOMMYHHKAL[MOHHOT
0 0bopyI0BaHUS U
TIprOOPOB, TEXHUUECKUX
Y MPOrpaMMHO-
arraparHbIX CPeJCTB
3aIIUTEI
TeJIeKOMMYHHKAL[MOHHBIX
ceTell U CUCTeM,;

* BrazgeTs B IOJIHOM
oOBemMe CrIOCOOHOCTBIO
BBITIO/IHSTh YCTaHOBKY,
HaCTPOMKY U
obcy>xuBaHMe,
[TUATHOCTHKY,
9KCITyaTaLyio U
BOCCTAHOBJ/IEHUE
paboTocriocobHOCTH
TeJIEKOMMYHHKAI[AOHHOT
0 000pYyI0BaHMS U
puOOPOB, TEXHUUECKUX
Y TIPOrPaMMHO-
arraparHbIX CPe/CTB
3aIUTEI
TeJIEKOMMYHHKAI[AOHHBIX
CeTeH U CUCTEM;

Xopotiio (6a30BbIit

e 3HaTb Ha

* ¥YMeTh Ha

* Biagets Ha

obcmy>KBaHUe,
JIMarHOCTHKY,
9KCIUTyaTalyio v
BOCCTaHOBJIEHHE®
paboTocriocobHOCTH
Te/IeKOMMYHHKAI[MOHHOT
o obopyaoBaHus 1
NIpUOOPOB, TEXHUUECKUX
Y MPOTPaMMHO-
anrapaTHBIX CPe/CTB
3alIUThI
Te/IEKOMMYHHKAIIMOHHBIX

obcmy>xrBaHMe,
JIMarHOCTHKY,
9KCIUTyaTalyio v
BOCCTaHOBJIEHUE
paboTocrocobHOCTH
Te/IeKOMMYHHKAI[MOHHOT
o obopyaoBaHus 1
NIpUOOPOB, TEXHUUECKUX
Y TIPOTrPaMMHO-
anrapaTHbIX CPeZICTB
3alUThI
Te/IeKOMMYHHKAITMOHHBIX

YPOBEHb) TIPO/IBUHYTOM YPOBHE TIPO/IBUHYTOM YPOBHE MPO/IBUHYTOM yYPOBHE
KaK BBITTOJTHATh BBITIOTHATE YCTAHOBKY, CTI0COOHOCTHIO
YCTaHOBKY, HACTPONKY U | HACTPOMKY U BBLITIO/IHSTh YCTaHOBKY,
obcy>KrBaHue, obcy>KrBaHue, HACTPOMKY U
JIMarHOCTHKY, JIUArHOCTHUKY, o0ciyKuBaHue,
9KCIUTyaTalyio 1 9KCIUTyaTalyio 1 JMarHOCTHUKY,
BOCCTaHOBJIEHHE BOCCTaHOBJIEHHE 9KCIITyaTalyio 1
paboTtocriocobHOCTH paboTocriocobHOCTH BOCCTAHOBJ/IEHHE
TeJIeKOMMYHHUKAI[MOHHOT | Te/IeKOMMYHHUKALIMOHHOT | paboTtocnocobHoCTH
0 00opy0BaHUS U 0 0bopy10BaHUS U TeJIEKOMMYHHKAI[AOHHOT
npUOOPOB, TEXHUYECKUX | TPUOOPOB, TEXHUUECKUX | O 000pyAOBaHUS U
¥ TIPOTPaMMHO- ¥ TIPOTPaMMHO- nprOOPOB, TEXHUYECKUX
arraparHbIX CPeJICTB arraparHbIX CPeJiCTB Y TIPOTrPaMMHO-
3aIIUTHI 3aIIUTHI arnrapaTHBIX CPeZCTB
TeJIeKOMMYHHUKAL[UOHHBIX | Te/IEKOMMYHUKALIMOHHBIX | 3alllUThI
ceTell U CHCTeM; ceTell U CHCTeM; Te/IeKOMMYHHKAITMOHHBIX
CeTel U CUCTEM;
YnoBeTBOpuTe/IbH | ¢ 3HaTh Ha 6a30BOM * YMmeTh Ha Oa30BOM * Biazets Ha 6a30BOM
0 (TIOpOroBbIi YPOBHE KaK BBITOJTHSTh YPOBHE BBIMOJTHSTh YPOBHE CITI0COOHOCTBIO
YPOBEHb) YCTaHOBKY, HACTPOMKY U | YCTQHOBKY, HACTPOWKY U | BBITOJIHATb YCTAaHOBKY,

HaCTPOMKY U
o0ciTy>KuBaHuUeE,
[TMarHOCTHUKY,
9KCIUTyaTalyio 1
BOCCTaHOB/IeHHE
paboTtocrocobHOCTH
Te/IEKOMMYHHKAIIMOHHOT
o obopyznoBaHus U
npruOOPOB, TEXHUYECKUX
Y TIPOTPaMMHO-
anrapaTHBIX CPeZCTB
3aIIUTHI
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ceTell U CUCTEM,; ceTell U CUCTEM,; TeJIEKOMMYHHKAI[AOHHBIX
ceTeil ¥ CUCTEM;

3 TunoBbie KOHTPO/IbHBIE 33/JAHUSA
[5isi peanvi3aliu BbIllleTiepeurc/ieHHbIX 3a7iad 00y4yeHHsl UCTIOJb3YIOTCSl TUTIOBblE KOHTPOJIbHBIE
3a/laHUsI WK WHBbIe MaTepHhasibl, HeoOXoAUMbIe /i1 OLIeHKU 3HaHWM, YMeHWH, HaBBIKOB W (W/IH) OIIbITA
JlesITe/IbHOCTH, XapaKTepU3yHOIMX STarbl (OPMUPOBaHUSI KOMIIETEHLIMM B MpoOLiecce OCBOEHHS
oOpa3oBare/IbHOM MPOTpaMMBbI, B C/IEAYIOIIIEM COCTaBe.

3.1 Bonipocbl Ha CaMOMOATOTOBKY
— 1. Secret Net — apxutekrypa. 2. Secret Net - 3ammrHble MexaHusmbl. 3. Secret Net -
[Tporpamma orepatuBHOro ynpasrieHus. 4. LleHTpann3oBaHHas MHBeHTapu3alUsi peCypCcOB JIOKaJbHOU
cetu . 5. lleHTpanu3oBaHHas 3aliyTa OT BUPYCOB B JIOKa/JIbHOU ceTH. 6. LleHTpanM3oBaHHOe yIipaB/ieHHe
Cpe/ICTBaMM 3allJUThl OT HeCAHKLJMOHUPOBAH-HOTO [OCTyNa B JIOKa/JbHOW ceTH. 7. lleHTpa/sn30BaHHBIN
yueT U yripaB/ieH’e MpOrpaMMHO-arapaTHbIMUA CPe/iCTBa-MHU 3alliUThl MH(GOpPMaLIUK.

3.2 3auét

— 1. [Insa dero mpefHa3HauyeH MeXaHW3M KOHTPOJISl MOJAK/IOYEHUS W U3MEeHEeHUs] YCTPOUCTB? 2.
[ Kakux YCTPOWCTB peann30BaH MeXaHW3M KOHTPO/S MOAK/IIOUeHWs U usMeHeHus1? 3. [Ins dero
rpefiHa3HaueH MexaHu3M KoHTposisa LenoctHocty (KII)? 4. [ns uero mnpegHa3HaueH MeXaHWU3M
3aMKHYTOW mporpaMMHou cpezbl? 5. [Tepeuniciute metonsl koHTposa At KL, 6. Kakue ecTb pexXumbl
JUTIsT 3aMKHYTOM TIpOrpaMMHOM cpepl? 7. st uero Hy»KeH XypHas coobituii? 8. Kakoit opmar JaHHBIX
ucronb3yetcs B XypHane Secret Net? 9. TlpuBeguTe HECKOJILKO KaTeropuil perrcrparuu cobbrtuii 10.
Kro moxer paboratk ¢ >KypHanoM? 11. [l dero Hy)XKHO TeHeBOe KOmMpoBaHHWe? 12. [y KaKux
YCTPOMCTB MOJKET OCYLeCTBIATHCA TeHeBOe KomupoBaHue? [l 4yero mnpeAHasHaueHa IIporpamma
oriepatvBHOTO yripaesieHusi Secret Net? 13. Kakue pexxumbl paboThl MMeeT TporpaMma OIepaTHBHOTO
ynpaenenusi Secret Net? 14. IlepeurcivTe THMOBBIE 3a/@audl aZMUHHCTpaTopa 0e30TacHOCTH, s
BBITIOJIHEHNUS ~ KOTOPBIX  HWCIIO/Ib3yeTCs  [porpaMMa  OIepaTUBHOIO — YIIpaBlA€HUSI B peXume
KOoHQurypupoBanusi. 15. Ilepeuncivre TWUIOBBIE 3a3/laud  afIMUHMUCTpaTopa 0e30TMacHOCTH, IS
BBITIOJIHEHUSI KOTOPBIX UCIO/b3yeTCsl [IpOrpaMMa OIepaTMBHOIO YIIpaB/ieHusl B pe)KMMe yripasiieHus. 16.
B kakoM mnocnenoBaTelbHOCTU TPUMEHSIFOTCSI [apaMeTpbl TPYIIOBBIX NOMUTUK? 17. [lng vero
HeoOxoaumo KButHpoBaHue coObituii HC? 18. Kakue BU/bI OTUETOB MOXKHO ITOCTPOUTHL C TIOMOIIBIO
nporpammbl OY? 19. B Kakux ciyuasix He00X0AUMO U3MeHeHHe CeTeBbIX HaCTPOeK?

3.3 TemMbl 0OIPOCOB Ha 3aHATUAX

— 1. OcHoBHble pyHkimu cuctembl KBU. 2. Uto Takoe Kaspersky Security Center? 3. Kakue
ocHoBHble ¢yHKUuM B Kaspersky Security Center? 4. Kak moayuuts HWH(GOpPMAalLM0 O KOHKPETHOM
KoMTbIoTepe B ceTu? 5. UTo Takoe macropt Komrmbtotepa? 6. [{ns uero mpepHa3HaueH cailt SAM Self
Service Center? 7. IlepeunciuTe TUIOBBIe 33/@ul aJMUHHCTpATopa 0e30TacHOCTH, /il BBITOTHEHUS
KOTOPBIX MCITI0/Ib3yeTCs MporpamMma OIepaTyvBHOIO YIIpaB/eHHsl B pexkume yripaBieHust. 8. Kakol popmar
JAHHBIX MCTIO/b3yeTCs B )XypHase Secret Net? 9. /Il KaKMX yCTPOUCTB peaM30BaH MeXaHU3M KOHTPOJIS
nojk/oueHrss U usMeHeHus? 10. Kakue ecTb peXXuMbl [jisi 3aMKHYTOM TporpamMMHOM cpefbi? 11.
[TepeuricivTe TUTIOBBIE 33/]auMl aAIMUHUCTPATOpa Oe30MacHOCTH, /15 BHITIOIHEHHST KOTOPBIX UCTIONB3YeTC s
rporpaMMa OrnepaTUBHOIO yIIpaB/ieHus! B peXkuMe KOH(UrypupoBaHus. 12. [l uero npejHa3HaueH calT
SAM Rescue Center? 13. [lng yero Hy>XHbl OTUY€Tbl O pe3y/bTaTax WUHCIEKTUPOBaHUA? Kakue IpyIribl
oTuéToB Mnpeyia-ratotcs cuctemort KbMU? 14. Uto Takoe «CepBep agMUHUCTPUpPOBaHusi»? 15. UTo Takoe
«YnaneHHasi yCTaHOBKa» U Kak €M I0JIb30BaTbCs?

3.4 TemblI 1a00paToOpHBIX padoT

— “Kb VnBenTapu3auusa”. I[IpoBesieHre HHCTIEKLIMN

— YnpasieHue cepBepamMu aJMUHUCTpUpOBaHus KSC

— AyTeHTU(}HUKAaLYs B ONepaLMOHHON cucTeMe. PasrpaHrnyeHye f0CTyna K JaHHbIM

— Pasrpannuenve joctynma K YCTpPOMCTBaM. 3aMKHyTas mMporpammHas cpefa. KoHTposb
1|e/IOCTHOCTH

— Pabora co cBefjeHHsIMU B JKypHasie perrcTpanun coobiTrii. TeHeBoe KOMMpOBaHue

— Secret Net. OniepatvBHOe yIipaB/ieHUe
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— YmpaB/ieHue KU3HEeHHbIM LIUKJIOM CPe/ICTB ayTeHTU(UKaLU1

3.5 TeMbI KypCOBBIX IP0EeKTOB (Pador)

— PaccmoTpuM 3asiaHMe, KOTOpOe HeoOXOAWMO BBITIONHUTH B PaMKaX BBITTOTHEHUs] KYPCOBOM
pabotel: 1. B COOTBeTCTBMM C BapuaHTOM, OMpejenuTb HWHpoOpMaLMoo, obpabaTbiBaeMy0 B
aBTOMaTU3MPOBAHHBIX CHCTeMax oOpraHusauuu. OrnpejenuTs Yrposbl, a Takke WH(QOPMaLUIo,
HY)KZarol1ytocsi B 3auTte. 2. OObeAMHUTL BUPTYa/bHble MalllMHbI, BbIlaHHbIe TIPero/iaBaresieM B IOMeH.
3. Ckauarb gemo-Bepcuto C3U or HCJ] Secret Net m TpebGyemyio nokymeHrtanuioo. 4. ITpousBectu
YCTaHOBKY CEepBEepHOM M KIMeHTCKuX 4Yactel Secret Net Ha BHUpTyaibHble MalluHbl. 5. IlpomsBectu
HacTpolKy mnogcucteM Secret Net B COOTBETCTBHMM C BapuaHTOM (CO37[aTh KaTajsord W (ailibl Ha
BUPTYasIbHbIX MallliHaX, KOTOpble Obl COOTBETCTBOBAJIHM JlaHHOM MH(popmMaiun). Croila BXOJUT HaCTPOKa,
a Takke OOBsICHEHWe TPUYMH, B COOTBETCTBHU C KOTOPbIMU ObUIM HACTPOEHBI [JaHHbIE TOACHUCTEMBI: —
[Momutuk Secret Net. — PasrpaHuueHue [OCTyrna K YCTpPOWCTBaM. — 3ajaHuWe MaHJATHOTO WU
[OUCKPELIMOHHOIO MeToZia ympasjieHus [OCTynoM. — HacTpolika 3aMKHYTOM IPOrpaMMHOM Cpeibl
(obsi3aTenibHa [i/isi HeUeTHBIX BapuaHTOB). — HacTpoiika KOHTpPOJisl 11eJIOCTHOCTU JlaHHBIX (00si3aTesnbHa
[J1s1 4eTHbIX BapuaHTOB). — HacTponka 3atvpanus pgaHHbIXx. — HacTpolika KoHTposis mnedatu. 6.
[ToAroTOBUTH MOSICHUTE/IBHYIO 3alMCKY, CO/iep>Kall[yt0 OIMCcaHUe BBITOJHEHHBIX paboT, a TakKe BBIBO/BI
10 BCeii pabore.

4 MeToanyecKne MaTepHasibl
Inst obecrieuenust mpoiiecca oOyueHHWst W pelieHus 3a7au 00yUyeHHsl UCTIONb3YIOTCS CIeAYIOIIHe
MarepHuaJIbl:
— MeToAuYeCcKre MaTepuasbl, ONpejesiollye TpOLeypbl OLIeHUBAaHUS 3HaHWM, YMeHWH,
HAaBBIKOB U (WM) ONbITa [eATeSbHOCTH, XapaKTepU3yIOIUX 3Tamnbl (OP-MUPOBaHWS KOMITETEHLHH,
corsacHo 11. 12 paboueii IporpaMMbl.

4.1. OcHoBHas iuTEeparypa
1. WudopmarrioHHast 6e30macHOCTh M 3aiuta uHbopmaiuu [Tekcr] : yueOHOe mocobue st
By30B / B. I1. MenbHuKoB, C. A. KneiimeHoB, A. M. [1etpakos ; pea. C. A. KneiimeHOB. - 4-e u3f., CTep. -
M. : Akagemusi, 2009. - 336 c. : un., Tabs. - (Boiciee mpodeccroHamsHOe ob6pa3oBanue. VIHpopMaTrka u
BBIUMC/TUTE/IbHAs TeXHUKA). - bubsmorp.: c. 327-328. (Hamuuue B 6ubmoreke TYCYP - 21 3k3.)

4.2. lonoHMTe/IbHAA IMTepaTypa
1. KommbtorepHblie ceTu: [IpUHIUITBI, TEXHOOTHH, TTPOTOKOJIBI [ TekcT] : yueOHUK A5t By30B / B.
I. Omudep, H. A. Omudep. - 4-e uzg. - CII06. : TIMTEP, 2013. - 944 c. : un., Tabi. - (YueOHUK /i By30B.
CraHapT TpeThero NmokojeHus). (Hammuue B 6ubmoreke TYCYP - 20 3k3.)
2. 3ammra uHGbOpPMAI[MK C WCIIO/Ib30BaHHEM CMapT-KapT W 3JIeKTPOHHBIX Opemnokoe / JI. K.
Bbabenko, C. C. Umykos, O. b. Makapesuu. - M. : "Tenmroc APB", 2003. - 351[1] c. : w., Tabs., moptp. -
bubmuorp.: c. 348-349. (Hammuue B oubmoTeke TYCYP - 30 3k3.)

4.3. Obs13aTe/ibHBIE yUe0HO-MeToAHYeCKHe I0Co0us

1. Paxmanenko U.A. «MeToguueckre yKa3aHus K TIPaKTHUECKOW U CAMOCTOSITe/TbHOM paboTe 1o
JUCLIUI/IMHE YTpaB/ieHWe cpeJCcTBamMM 3aliuTtbl MHGopManuu » [JlokanbHas ceThb Kad. KUBIBCI:
\\cesir\aos\Y C3N\YMII.pdf [ DnekTpoHHBIM pecypc]. -

2. Paxmanenko MN.A. «MeTopuueckue ykasaHHs K jabopaTOpHbIM paboTaMm M0 JUCLIATUIAHE
YnpaeneHue — cpeAcTBaMM  3alMThl  MHpopmaumu»  [JlokampHas  cetb  Kad. KUBIBCI:
\\cesir\aos\Y C3M\nab.pdf [ SnekrponHsIii pecypc]. -

3. Paxmanenko W.A. «MeToguueckre YyKa3aHUs K KypcoBOW pabore T0 /[JUCLIMTUIMHE
YnpaeneHue cpeAcTBaMu  3amUThl  vH(opMmauuud »  [JlokanbHas < ceth  kKadp. KMBIBCI:
\\cesir\aos\YC3W\kurs.pdf [OnekrponHsbIit pecypc]. -

4.4. ba3bl JaHHbBIX, HHPOPMALIMOHHO CIIPABOYHbIE U MOUCKOBbIE CHCTEMbI
1. Cucrema nogroroBku gokymeHtoB Open Office; Cuctema /st UCTIONMb30BaHUSI BUPTYaTbHbBIX
marmmH VMware Player; Google; Wikipedia.

CornacoeaHa Ha noprane Ne 13645 21
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