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JlaboparopHasi pabora 1. McciaenoBanue u pa3BepTbiBaHNe BUPTYaJIbHOM
ceTH nepenaun nHpopmauun Ha 6a3e rexnoinoruu VIPNet Custom

1. Heab padoT

HccnenoBanue 3aliuileHHON CETH Iepeaadd AaHHbIX Ha Oaze texunomoruu ViPNet Custom. B
pe3yNbTaTe BHIMOTHCHHSI TUTIIIOMHOTO TIPOEKTa ObLIa CIIPOCKTHPOBAHA 3alMIIEHHAs CETh Iepeaadn
JaHHBIX, BKJIIOYarolias mporpamMmmaoe obecrmeuenne ViPNet «Anmunucrparop», ViPNet
«Koopaunatop», ViPNet «Kmuent». B cetn mpumensiercss mmdpoBaHus Tpaduka 3JIEKTPOHHO-
uudpoBast MOANKCH, U TIEPCOHATILHBIE CETEBbIE IKPAHBHI.

2. KpaTkue TeopeTH4ecKue CBeJIeHUs

BBenenue.

TenaeHIMU phIHKA CPENICTB 3AIIUTHI HHPOPMALIUU CETOHS U 3aBTPa ONPEACISIIOTCS BCe O0JIbIIeH
UHTEerpanuel HHPOPMAIIMOHHBIX TEXHOJIOTHA B €IMHOE CETeBOE MPOCTPAHCTBO. [ obOanbHbIE CeTH,
BKJIIOYasi, KOHEUHO VIHTEpHET, MHTETPUPYIOTCS C KOPHIOpPAaTUBHBIMU ceTsiMU. Bce Gosbliee uucio
KOPIOpaTUBHBIX  CeTeld  CTpOUTCs Ha  0a3e  yciayr, MpedoCTaBIsieMbIX  MECTHBIMHU
TEJIEKOMMYHUKAILIMOHHBIMU TIpOBaijiepaMu. Bce mpomie CTaHOBUTCS IOJIYYUTh BBICOKOCOPTHOM
noctyn B MHTepHeT, a yepe3 Hero K CBOMM KOPHOPATHBHBIM pecypcam JIOObIM WHIANBUAYAIbHBIM
MOJIb30BATEIsIM M3 JII00OW TOYKM Mupa. KadecTBO mpenocTaBisieMbIX OOIMIENAOCTYIHBIX YCIYT
BO3pacTaeT ObICTpBIMHM TeMIaMH. SICHO yKe, 4TO COBPEMEHHBII OM3HEC He MOXKeT 00OUTHuChH 0e3
MH(GOPMAIMOHHBIX KOMMYHHKAIIUN, a MPOIECC WHTETPALUU CETEBBIX TEXHOJIOTHH Bce 0oJiee OCTpo
MpeIbsBIsSET TPEOOBAHUS K MX OE30MACHOCTH, YTO MO3BOJIMIIO Obl OM3HECY, OTPACIISIM SKOHOMUKH,
MNPOMBINIJICHHBIM  MPCANPUATUAM W MHOTI'UM JAPYIruM C BBICOKOH CTEIICHBIO YBEPCHHOCTU
UCIOJIb30BaTh COBPEMEHHbIE MH(POPMAIIMOHHBIE KOMMYHHUKAIIUU ISl TTOBBIMICHUS d()(PEKTUBHOCTH
CBOEH JEATEIBHOCTH.

Ho, k coxaleHuio, TOCTOSHHO YCJIOXKHSIOLIMECS OIEpallMOHHbIE M MNPUKIAJHBIE CHCTEMBI
COBPCMCHHBIX KOMIIBIOTEPOB, IMOBBIITAKOT BO3MOXHOCTH IMPOBCACHHUA PA3JIMYHOIO0 poJa CCTCBLIX
aTak, KaKk W3 BHYTPEHHUX, TaK M BHEIIHUX CeTeH, YTO MOXKEeT, HAaoO0OpOT, NPH AKTUBHOM
HCIIOJIBb30BaHNN I/IH(l)OpMaIII/IOHHI)IX KOMMyHI/IKaHI/II\/'I MNPUBCCTH K CYHIECCTBECHHOMY CHUKCHHIO
3G HEKTUBHOCTH JEATEIBHOCTH OM3HECA M Pa3IMUHBIX CEKTOPOB YKOHOMHUKH.

K cepbe3nbiM mpobOiiemam O€30MacHOCTH MOXET TPUBECTH W HAOJIOMAIONIASCS CEroHS

TEH/ICHIUS K 0€30TJIsIHOW OpUEHTAllMU Ha TEXHOJOTHH, OCHOBAaHHBIE HA OTKPBITOM paclpeaeIeHun
KJ'IIO‘-IGI\/’I, HAaACKHOCTb KOTOPBIX OUCHL CHJIBHO 3aBUCHUT OT I[OCTI/I)KCHI/II;'I COBpCMeHHOI\/'I MaTEMAaTUKU.
Orta xe npolieMa OTHOCUTCS M K MEXaHHU3MaM 3JIeKTPOHHOM LU(pOBOM MOAMUCH, HCIOIb30BAHUE
KOTOpOI>'I B KPUTHUYCCKH BAXXHBIX CUCTEMAax oe3 JOINOJTHHUTECIBHBIX MEP 3allIMTHI BbI3SbIBACT CCPHE3HLIC
OIaCEeHHSI.
KOpHOpaTI/IBHaﬂ CCTb NOABCPIracTCda HC TOJBKO BHCIIHUM aTaKaM. He menee BCPOATHO MPHUCYTCTBUC
3JIOYMBIIIJICHHUKAa BHYTPU ceTd mnpeanpusitus. [Ipu atake co CTOPOHBI 3HAIOLIETO COTPYIHHUKA
MOCJEACTBUSL MOTYT OBITh HAaMHOIO Cepbe3Hee, TaK KaK »d3TO JIMIO0 XOPOUIO 3HAKOMO C
uHpacTpyKTypoil cetu. Kpome Toro, Takue 3M0yMBIIIJICHHUKH YacTO UMEIOT KOHKPETHYIO IIeNb U
NpUYUHY JI1 aTaKh, B TO BPEMA KaK aTaKu HM3BHE HCPEAKO HOCAT CJ'Iy‘IElfIHI:Iﬁ XapaKkTep, U
MOTEHIMAJIBHBIN ylepO OT aTaku M3HYTPHU, KaK MpaBuio, O0ojbire. OCOOEHHO BaXHO 00ECHeYUTh
0€30MacHOCTh MOOMJIBHBIX MOJIb30BaTeNIel, KOMIBIOTEPHl KOTOPHIX MOTYT MOJKIIIOYATHCS B CAMBIX
HeMpeACcKa3yeMbIX MecTaX, a TakKe B ClIydae yTpaThl, K HE3aIlWIIEeHHOW MH(POPMALUU HAa TaKUX
KOMITIBIOTEPAX MOIyT TMOJYYUTH AOCTYII 3JIOYMBIIIJICHHUKH. Wcnonp3oBanue 6eCHpOBO)IHI)IX
COEIMHEHUH C y)K€ UMEIOIIMMUCS CTaHIApPTHBIMU HACTPOWKaMU 0€30MacCHOCTH, TaK)Ke HYKIAeTCs B
AOIOJHHUTEIBHBIX 3alllUTHBIX MEpax.



[ToaTOMYy B yCIIOBUSIX MHTErPALIMU CETEBBIX TEXHOJIOTHW, BCE BO3PACTAOLIEN POJIM TEXHOJOTHM

0eCIpOBOJIHBIX COEIMHEHUH, IIOCTOSHHO MOBBIAIONICHCS MOOMJIBHOCTH I0OJIb30BaTeNIel BCe
Oosbliiee 3HAYCHHE MPUOOPETAIOT CPEICTBA CETEBOW 3alIMThl MH(pOpMANKU, O00ECICUHBAIOLINE
NEPCOHAIbHYIO 3alUTY KOMIIBIOTEPOB, KOTOPBIE HE3aBUCHUMO OT MCIOJb3YEMbIX KOMMYHUKALUN
MO3BOJSUIM OBl  TapaHTUPOBATh  IEJOCTHOCTh JIAHHBIX, OE30MaCHOCTh KOMIIBIOTEPOB U
KOH(HIEHIIMATIBHOCTh UH(OPMALIHH.
Texnonorun VPN, HHTErpUpOBaHHBIE C CETEBBIMH DJKPAaHAMM U JONYCKAKOUIUME  YCTaHOBKY
COOTBETCTBYIOLIMX MOJYJE€H Ha KOMIIBIOTEpPbI, HaXOAALIMecs B JIIOOOW TOYKE CETH, CTaHOBATCS
HanboJiee HAJCKHBIM U YyTh JIU HE €AUHCTBEHHBIM CIIOCOOOM 00OecrieueHHs CeTeBOM 0e30MacHOCTH
B OJOOHBIX YCIOBUSX.

K takum cpencrBam, 0€3yci0BHO, OTHOCATCS NporpaMMHbIe cpeactBa VPN, uHTerpupoBaHHbIE C
NEPCOHAJBHBIMU CETEBBIMM JKpaHaMH, KOTOpble, OyAy4Yd YCTAaHOBJIEHHBIMM Ha KOMIIBIOTEPHI,
MO3BOJISIOT 00ECIICUYNTh BBICOKHI YPOBEHb O€30MaCHOCTH Ha CaMbIX HE0E30MaCHBIX KOMMYHHKAIIUAX
U TO3BOJISIIOT MOJB30BATENI0 CIIOKOMHO BOCIOJIB30BAaThCS BCEM CIEKTPOM CEPBHUCOB U YCIYT:
3alIMIIEHHON MMOYTOW, 3aIIMIIEHHBIM (pailIoBBIM OOMEHOM, 3aIIUIICHHBIM OOMEHOM MTHOBEHHBIX
COOOIICHUH U Jp.

OT0 OOBSICHACTCS TEM, YTO TaKOE MPOTrpaMMHOE OOecIlieueHue, B OTIMYHE OT IPYTUX CPEACTB,
BBIMIOJHSIONIMX 3allUTy Ha JApyrux Oonee BBICOKMX ypoBHsAX (SSL u 1p.), cmocoOHO
KOHTPOJIMPOBATh BeCh TpaUK TAHHOTO KOMIIBIOTEPA, C BHICOKOW HA/IEKHOCTBIO IMPEIOTBPATUTH
BO3MOJKHBIE CETEBbIC aTaKH, COXPAHUTh LEIOCTHOCTh M KOH(PUICHLMAIBHOCTh JaHHBIX. A B
HanOoJiee OTBETCTBEHHBIX CIy4asX MOMKET OCYIIECTBIISATh HCKIIOUYHUTEIHBHO KPHUITOTpaduvecKylo,
(TO ecThb rapaHTUPOBAHHO ayTEHTU(PUIIUPOBAHHYIO) QHIIbTpalHio Tpaduka ¢ OJIOKHPOBKOM J1t0OOT0
OTKPBITOr0 Tpaduka. DTO MOITHOCTHIO UCKIIOYACT JII0OOBIE BO3MOYKHOCTH 110 AOCTYIY K HH(OpMaIu
U KOMIIBIOTEPY CO CTOPOHBI JPYTUX KOMIIBIOTEPOB, HE HMEIOIIMX HEOOXOAMMBIX KIrouei
mm(poBaHusl, ¥ TAPAHTUPYET BO3MOXKHOCTH JOCTYIa KOMITBIOTEPOB, IMEIOIINX COOTBETCTBYIOIINE
KJIIOYM, TOJIBKO B PaMKax pa3pelIeHHbIX YCIOBHIA.

[lpy  WcrONMB30BaHMM  TAKMX  TEXHOJNOTMH HA  CYHIECTBYIOIIYIO  WH(POPMAIMOHHYIO
MHOPACTPYKTYPY JIETKO HAKJIaJbIBAETCSl paclpesielieHHas CHCcTeMa MEePCOHAIBHBIX M MEXCETEBbIX
OKpPaHOB, B3aMMOJICUCTBYIOIUX MeXAy coOoi 1o TexHosorun VPN u ocymiecTBasomux
¢unpTpanuioo U mMdpoBaHue Tpaduka, YTO TO3BOJISIET OOECeYUTh KOH(UIEHIUANIBHOCTh U
JTOCTOBEPHOCTh HH(OPMAIIMH MTPH HAJTHMYUHM CETEBBIX aTaK, KaK U3 TJI00ANBHBIX, TaK U U3 JIOKATBHBIX
cereii. Ilpu »TOM oOOecneuuBaeTcs BO3MOXKHOCTb ITOCTPOEHHS 3AIIMIICHHBIX MOJCHCTEM
TIPOU3BOJILHBIX TOTIOJIOTUH M Pa3MEPHOCTH, BOSMOKHOCTh CO3JIaHUS BHYTPH PaclpeiesIeHHON ceTH
B3aMMHO — HEAOCTYNHBIX BHUPTYaJbHbIX 3alUIIEHHBIX KOHTYpPOB JuId  obOecredeHus
(GYHKIMOHMPOBAHUS B €OUHOW  TEIEKOMMYHUKAIlMOHHOW  cpelle  pPa3IM4YHBIX IO
KOH(HIEHIIMATBbHOCTH WM Ha3HAYeHHUI0 MH(OPMAMOHHBIX 3a/a4. B BUPTyalbHBIA KOHTYP MOTYT
BKJIIOYATHCS, KaK OT/EIbHBIE KOMITBIOTEPHI, TaK M TPYNIBl KOMITBIOTEPOB, HAXOMASIINECS B
JIOKAJIbHBIX WM TTI00ANBHBIX CETSX.

TexHoJIOTHsI BUPTYaJIbHBIX 3allUINeHHBIX ceteir VIPNet, oqHOBpeMEHHO OpHMEHTHUpPOBAaHHAs Ha
NEPCOHATBHYIO CETEBYIO 3alUTY KOMITBIOTEPOB M JIOKAJIBHBIX CETEH, B LIE€JIOM, MpeHa3HauYeHa JIs
peleHust IMEHHO TaKHX 3a/1ad.

OnHoBpeMeHHO C OCHOBHOW 3amaueid TexHonmormun ViPNet — oOecrneunts kKomdopTHOE
0e30macHOe CETeBOE B3aMMOICHCTBHE JIJIsl JTIOOBIX CETEBBIX CITYXKO M MPHIIOKEHUN Ha HEOE30MaCHbIX
KOMMYHHKAIIUSX, JaHHAs CHCTeMa MPEeAOCTaBIsSET LeNblid CIIEKTP COOCTBEHHBIX YCIYT MPUKIIATHOTO
ypoBHsi. Takue nmpunoxenus, kak JleiaoBas modra, KOHQEPEHIIUH, CITY>KOBI OTIPaBKH (HailiioB u Ip.
IIMPOKO HCHOJB3YIOT 0a3UCHYIO YacTh CUCTEMbI — €€ KIIIOUEBYI0O MH(PPACTPYKTYpPy C pazIUUHBIMU
KpunrorpapuueckuMu QyHKIUSIMU.

Texnonorust ViPNet ocHoBaHa Ha WMCIONB30BaHMH NPOTPAMMHBIX MOJYJIEH, MPUMEHSETCS Ha
MOOBIX cymiecTByOmuX IP-ceTsix, KoMMyTHpyeMBIX M BBIICICHHBIX KaHanax, cetssix MPLS, GPRS,
texHonorusix XDSL, Wireless u np., He TpeOyeT YCTaHOBKHM CHEIHAIBLHOTO O0OpPYIOBaHMS,
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COBMECTHUMAa C OOJBIIMHCTBOM MPHUKJIAJHBIM MPOTPAMMHBEIM  oOecrieueHueM. TeXHOJIOTHs
moJiIepsKUBaeTCs B onepannoHHbix cucremax Windows, OC Linux, Sun Solaris.

B pabore Oymer pa3BopaumBaThCsi BHpTyajdbHas ceTh Ha 0Oa3e TexHonormm VIPNet Custom.
[IpennaznaueHHas, sl 0ObEIMHEHUS B €IUHYIO 3alIUIIECHHYIO BUPTYAIbHYIO CETh MPOU3BOJIBHOTIO
yucaa pabouynx craHuuid. HareneHHas Ha co3laHHe 3aIIMINEHHOW, TOBEPEHHOM Cpeibl mepenadu
KOH(MUIEHIIMATBbHON MH(OPMALIUK C KCIIOJIb30BAHUEM MYOJMYHBIX M BBIICICHHBIX KaHAJIOB CBS3U
(MuTepuet, TenedonHble U TesnerpadHble JMHUN CBA3H M T.I.), IIyT€M OpraHU3allMyd BHPTYAIbHOM
yacTHOW ceTH. bynmer pasBepHyta uHpacTpykTypa OTKphITHIX Kitouel (PKI) m opranuzoBan
VYnocroBepsronwmii LleHTp ¢ 1enapl0 MHTErpaluyl MEXaHU3MOB 3JEKTPOHHO-IM(POBOI MOAMUCH B
MpUKJIaJHOE  MIporpaMMHOe  obecriedeHne  aboHeHTa  (CHUCTeMBbl  JIOKyMEHTOoOOpoTa U
JIEJIONPOU3BO/ICTBA, AIEKTPOHHYIO IIOUTY).

OO0mue mnoJioxkeHUus: 00 HMHPOPMAUMOHHOWH 0e30MACHOCTH UISl TeJeKOMMYHHMKAIMOHHBIX
CHCTEM.

Cy1iecTByeT MHOXKECTBO KiacCUpUKAUK yrpo3 nuH(DOpMAMOHHOW Oe3omacHocTH (10 Crocody
BO3/CHUCTBUS, 10 PE3YyJIbTATy aTaKH, [10 TUIY aTaKyIOIIEro, 10 MPOUCXOXKIECHUIO aTakn).

PaccmoTpumM criepyromnme BUabI yrpo3 nH(GOpMAIMOHHON 0€301acHOCTH:

HE3aKOHHOE KOITMPOBAHUE IaHHBIX U IPOTrPaMM;

HE3aKOHHOE YHHUYTOXCHUE HH(POPMAIUH;

HapylleHHe aAPECHOCTH U ONEPATUBHOCTH MH(OPMALIMOHHOIO OOMEHa;

HapyIIEHHE TEXHOJIOTUH 00pabOTKH JaHHBIX W MHPOPMALMOHHOTO 0OMEHa,

BHE/IpEHHE IPOTPaMMHBIX BUPYCOB,;

BHE/IPEHHE MPOTPaMMHBIX 3aKJIaJI0K, TTO3BOJISIONINX OCYIIECTBUTh HECAHKIIMOHUPOBAHHBIN JTOCTYI
WIA JEUCTBUS IO OTHOLICHHIO K MH(DOpPMAlMM U CHUCTEMaM €€ 3allluThl, MPUBOJAIINE K
KOMITPOMETAIIMH CUCTEMBI 3aIUTHI.

Pe3ynpTaToM mogoOHbBIX OEHCTBUI 370YMBIIUIEHHUKA MOXKET CTaTh HApYLIEHHE LEIOCTHOCTU U
KOH(HUIESHIIMATHFHOCTH UH(POPMALIMU, OTKa3 B JOCTYIE K cepBUCaM M MH(OpMAIMH ¥ HapylIeHHE
ayTeHTUYHOCTH IepeaBaeMbIX CBEJICHHH.

[Tog uemocTHOCThIO OyJeM TMOHMMATh CIIOCOOHOCTH CHUCTEMBI OOECHEYUTh TOYHOCTb,
JOCTOBEPHOCTh U MOJHOTY MepenaBaeMoil nmHdopmanuu. B mporecce XxpaHeHHs WU IMeperadyu
JTAHHBIX 3JIOYMBIIUICHHUK, TIOJYYHB K HUM JIOCTYII, MOXXeT MoauduuupoBarh ux. Tem caMbIM OH
CKOMITPOMETHPYET UX TOYHOCTb U IOCTOBEPHOCTb.

Ecnu roBopuTh 0 KOHQHUIEHIIMATHLHOCTH, TO Oy/IeM paccMaTpuBaTh JBa BUIa KOH(OUICHIIMAIEHON
uHOpMalUU: TOCyJapCTBEHHAs TallHa U KOMMepUYecKas TailHa. YTeuka WM yTpaTa 3THUX JaHHBIX
MOKET TOBJIeYb 3a cO0OM MaTepuanbHBbIA YIIEpO, MOCTYKUTh NPUUYMHON CHUKEHHS pEeHTHHra
OpraHu3allM, CKa3aTbCs Ha JIOAJIBHOCTH KIHMEHTOB, BbI3BaTb CKaHAAJ, JOJTUe CyneOHbIe
pazOuparenbCcTBa U T.11.

KondunennuanpHocTh 3ammuiaeMoil uHpopmanuum o0ecledrBalOT Ha BCeX JTamax ee
UPKYISALNY B CHCTEME: TIPU XpaHEHUH, Tlepeiade, UCIOIb30BAHNH.
VYcTaHOBKa ayTeHTUYHOCTH MOJKET OCYIIECTBIATHCA CleAyromuM oOpa3oM. IlomyunB kakue-nu6o
CBENIEHUS, TIOJyJaTelb MOXET YCOMHHUTBCS B UX JOCTOBEPHOCTH, TO €CTh MOCTABUTH IMOJI BOMPOC
JMYHOCTBH OTHPABUTENS U (PAKT OTIIPABKH, BpeMsl OTIIPABKHU U MOTYyYEHUS COOOIICHHUS.
Ecrmu roBopHTh O JOCTYHMHOCTH, TO CYIIECTBYET IENIbI KJIacC arak, IeNbI0 KOTOPBIX SBIISETCS
clienaTh HEAOCTYITHBIMU Kakue-Ii0o cepBUCH Wi nHpopMarmio (Hanpumep, DoS-araku (Denial of
Service)). Pesynbrarom D0S-aTaku MOXKET CTaTh «IIOBHCaHHE», Mepe3arpy3ka KOMITbIOTepa WU
OTKa3 KaKoro-JIMOo ero mporpaMMHOTO MJIH alllapaTHOr0 KOMIIOHEHTA.

Taxum o6pazom, nensMu HHGOPMAITMOHHONW O€30TTaCHOCTH SIBJISIOTCS:
ObecnieueHne 1EIOCTHOCTU U KOH(UACHIIUATILHOCTh HH(OpMAIIH,
[TpoBepka ayTeHTHYHOCTH HH(DOPMAITHH, M €€ OTIPABUTEITS,
ObecneueHne JOCTYTHOCTH UH()OPMAIIHH.



[Ipu co3manum cucteMbl WHGOPMALMOHHON O€30MacHOCTH HEOOXOAMMO YYUTHIBATh, YTO
3alUTUTHCS OT BCEX aTak HEBO3MOXKHO, IMOCKOJIbKY peanu3aius MoJo0HOW CUCTEMBI MOXKET CTOUTH
oueHb Joporo. [loaTomy TpeOyercs ueTkoe IpeICTaBICHUE O TOM, KaKME aTakKu MOTYT IPOU30MTH U
C Kakoil BepOATHOCTHIO. Ha OCHOBaHMM STUX CBEACHMI COCTaBISETCS CIIUCOK aKTyalbHBIX YIpo3,
UCXO/ U3 KOTOPOTO BO3MOXKHO CO3JIaHME KOMIUIEKCAa MEp MPOTUBOJICHCTBUA. B Hero Moryr ObITh
BKJIFOUEHBI CITUCKH METOJIOB, CPEICTB M CIOCOOOB MPOTUBOACUCTBUA yrpo3aM. Bce BmecTe 3TO U
COCTaBJSIET TMONHUTHKY WH(GOpMaUOHHONW Oe3omacHocT. [lomuThuka Oe€30mMacHOCTH — 3TO
OCHOBOMOJIAraloluil  JOKYMEHT, perjiaMeHTUPYIUA paboTy cucteMbl HHGOPMAIMOHHON
6e3onacHoctu. [loauTrka 6€30MaCHOCTH MOKET BKIIIOUATh B ce0st CBEZICHUS 00 aKTyalbHBIX yrpo3ax
1 TpeOOBaHUS K MHCTpYMEHTapuio obecriedeHus 3amutbl uHpopmanuu. Kpome Toro, B Hell MOTyT
OBITh PACCMOTPEHBI AAMUHHCTPATUBHBIC TpoIlenyphl. llpuMepoM MNOMUTHKH WHOOPMAIMOHHON
6e3onacHoCcTH MOXKeT ObITh JlokTpuHa MubopmarmonHoii bezonacuoctu PO.

PaccmoTpuM HekoTOpBIe HanboJIee MOy PHBIE METO/IbI 3aIIUTHl HH(POPMALIUH.

Ouznyeckass 0e30MacHOCTh. YmylleHus B oOecriedeHUHd Quandeckoid 0e30MacHOCTH JiejaeT
0eCCMBICIIEHHBIM 3aIIUTy OoJiee BBICOKOTO YpOBHS. Tak, Hampumep, 3JI0YMBIIUICHHHK, MOJIYYHB
¢buznyeckuif IOCTyn K KakoMy-IHMOO KOMIIOHEHTY CHUCTeMbl HH(OpPMalMOHHOW 0e30MacHOCTH,
CKOpEE BCEro CMOKET MPOBECTH YAAUHYIO aTaKy.

HludpoBanre — MaTemMaTHueCcKas MpoIEaypa MPeoOpa3oBaHMs OTKPHITOIO TEKCTA B 3aKPBITHIM.
Moxer mnpuMeHSAThCS [uIg obecriedyeHuss KOH(QUACHIUATBLHOCTH TIepeaBaeMOid H  XpaHUMOKN
unpopmanuu. CyiecTByeT MHOXKecTBO anroputmoB mudposanus (DES, IDEA, TOCT u ap.).

Onexkrponnass uudposas mnoanuck (DUII), mudpossie curnatypsl. [Ipumenstorces ans
ayTeHTU(UKALUK TOoJydaTenel u otrmnpaBuTenedl cooOmieHuil. CTposTcs Ha OCHOBE CXEM C
OTKPBITBIMU KITFOYaMH.

PesepBupoBanue, nyOnupoBanHue. PesepBupoBaHue o000pyJOBaHHS TO3BOJISIET JUHAMHYHO
MIEPEXOANTh C BBIIICANIETO U3 CTPOSi KOMIIOHEHTa Ha TyOiHMKaT ¢ cOXpaHeHHEM (YHKIIMOHAIBHON
Harpy3ku. Hampumep, B ciydae DOS-ataku MOXET CTaTh BBIXOJ U3 CTPOS KaKOTo-1ubo
NPOrPpaMMHOTO  WJIM  amlapaTHOTO  KOMIIOHEHTa HMH()OpPMAanmMOHHOW CHCTEMBI H©  TOrIa
pe3epBUPOBAaHUE TO3BOJIUT «IEPEOPOCUTHY» YacTh 337ad C HEAOCTYHMHOI'O WM MEeperpyKeHHOro
AJIEMEHTA Ha pPe3€pPBHBIE AIEMEHTHI.

Kpome mnepedncieHHBIX METOAOB 3aIIUThl MHQOPMAIMH CYIIECTBYIOT METOJIWKH, TaKHe Kak:
IIpOBEpKAa COOTBETCTBUS CTaHAApTaM; IPOBEPKAa KOPPEKTHOCTH MPUMEHEHUS IPOTOKOJIOB;
OTpaHUYEHUE MEePEIaY OMACHBIX JAHHBIX; KOHTPOJb ONEPAlnii HA YPOBHE MPHIOKEHUH.

[lepeitnem Temepbp K BOMPOCY HMCIOIB30BAaHUS OTIEIBHBIX CPEJICTB 3allUTHl HH(POPMAIIHH,
MO3BOJISIOIINE HCTIOJIb30BaTh MEPEYHCICHHbBIE METOIbI 3AIIUTHI.

A60pesuarypy VPN wMoxuo pacmmdpoBate He Tonmbko kak Virtual Private Network
(Bupryanbsnas Yactaas Cetb), HO U kak Virtual Protected Network, t.e. BupryansHas 3amumnieHHas
Cerb.

Tepmun  “private” wmeeT [Ba OCHOBHBIX 3HAYEHHs: YacTHBIA (COOCTBEHHBIH) |
KOH(HIESHIINATBHBIN (3aKpbITHIN). Eciii roBOpUTH 0 TIEpBOM 3HAYEHWH, TO YaCTHAs CETh — ITO CETh,
B KOTOpPOIi BC€ 000pyI0BaHKe, BKIIOYasi TEPPUTOPUATbHBIE KabeTbHbIe CHCTEMbI, KOMMYTHUPYIOIINE
YCTpOICTBA, CpeACTBA YIPABICHUS, SIBISIOTCSI COOCTBEHHOCTBIO MpeAnpusiTusi. Takas ceTb OTBEYaeT
TpeOOBaHUSAM U BTOPOIO OINpEAETeHUs, TaKk Kak B COOCTBEHHOH CeTH Jierde coOIoaaTh
KOH(UIEHIIMATBHOCTh, TMOCKOJbKY BCE PECypChl CETH HCIOJIB3YIOTCS TOJBKO COTPYAHHUKAMU
MIPEINPUATHS — BIaIeblla CETH.

VPN - 910 dyactHas  ceTh, T€peladyd  JaHHBIX, HCIOJB3YIOMAs  OTKPBITYIO
TEJICKOMMYHUKAIIMOHHYI0O HMH(PACTPYKTYpy M COXpaHSIOMAs TpPU ITOM KOH(UICHIIMATHLHOCTH
nepelaBaeMbIX JaHHBIX, MOCPEACTBOM NPUMEHEHHS IPOTOKOJIOB TYHHEIUPOBAHHUS M CPENCTB
3aIuThl HHGOPMAITUH.

IHems VPN-TexHOJIOTHI COCTOMT B MAaKCHMaJbHOH CTEIIEHH O0OCOOJICHHMS ITOTOKOB JaHHBIX
OJTHOTO MPEANPUATHS OT IIOTOKOB JIaHHBIX BCEX JIPYTHX MOJb30BaTENeH CETH OOIIETo MOJIb30BaHMA.
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O00co0IEHHOCTD JT0JKHA OBITH OOecieueHa B OTHOLICHHH MapaMeTPOB MPOIMYCKHON CIIOCOOHOCTH
IIOTOKOB U B KOH(PMJEHIIMAIBHOCTHU Tepe1aBaeMbIX JTaHHbIX.

Takum oOpazom, 3amayamu TexHojoruii VPN sBusrorcs obecriedenne B ceTsx 0OIMIero
NI0JIb30BaHUs FapaHTUPOBAHHOIO KauyecTBa OOCITYy)KMBAHM JJIsl IOTOKOB JIaHHBIX, a TAKXKE 3alluTa
ux ot Bo3moxxnoro HCJI.

Tax xak ocHoBHOMH 3anauelt VPN sBisercs 3amura Tpaguka, 103TOMY BUPTyalbHas CETh JOJDKHA
VIOBICTBOPATh OOJBIIOMY YHCITy TpeOOBaHWH W, B MEPBYIO OdYepeab, 00JIaaTh HaJICKHOU
Kpunrorpaguen, rapaHTUpYIOLIeH 3alUTy OT MPOCIYIINBAaHUs, U3MEHEHUs, OTKa3a OT aBTOPCTBA.
Kpome Toro, VPN fomkHa HMMeTh HAJIEKHYHO CUCTEMY YIpaBJIECHUS KIOYaMH U
Kpunrorpaguueckuii uHTEpdenc, NO3BOIAIOINN OCYILECTBIATh KPUNTOrpapUUecKUue Olepaluu:
3alUIIEHHAsA T0YTa, IPOrPaMMBbl IM(PPOBAHUS AUCKOB U (PAKIIOB U JIp.

B Hacrosmee BpeMs HHTEpeCc K HCHOJIb30BAHUIO CpeAcTB, Ui moctpoeHus VPN mocrosiHHO
pacTéT, 9YTo 0O0YCIOBICHO LIEIBIM PSAAOM MPUYKH:

Hu3zkoil cTOMMOCTBIO 3KCILTyaTallMM 3a CUET UCIOJIb30BAHUS CETeil OOIIEero Nojb30BaHUS BMECTO
COOCTBEHHBIX HJIM aPEHYEMBIX JIMHHUHA CBS3H;

MacimTabupyeMoCTbO peleHHIA;

[IpocToToit n3MeHeHus: KOHPUTypaLuu;

“IIpo3payHOCTHIO” JUIs TIOJIH30BATENCH U TPUIIOKEHUH.

[Ipu ucnonb3oBanuu VPN-TEXHOIOIM MOKHO 00ECIIEUNTH:

3amMTy (KOH(QHUAEHIMAIBHOCTh, IOJJIMHHOCTE M ILEJIOCTHOCTb) HEpeAaBaeMoO MO CeTAM
nH(pOpMAIHH;

3alIUTy BHYTpeHHHUX cerMeHToB ceTh oT HC/I co cTopoHsI ceTeil 0011ero nojib30BaHus;

KOHTPOJIb JIOCTYIIA B 3aIUIIAEMbII IEPUMETP CETU;

COKPBITUE BHYTPEHHEH CTPYKTYPHhI 3aLUILAEMbIX CETMEHTOB CETH;

UICHTH(DHUKAIUIO U ayTCHTU(PHUKAIIUIO TTOJIb30BATENICH CETEBBIX 00 BEKTOB;

LIEHTPAJIN30BaHHOE YIPABJIECHUE NOJIUTUKON KOPIOPATUBHON CETEBOM 0€30I1aCHOCTU U HACTPOHKaMU
VPN-cetu.

Ilepenném K paCCMOTPEHUIO BUIOB BUPTYAIIbHBIX YaCTHBIX CETEH.

[To wnaumbosiee pacrpocTpaHeHHOW KiacCU(UKAIMK CYyIecTBYIOT ciuenytonme Buabl VPN.
Hurtpaner VPN (Intranet VPN) — BHyTpuKopriopaTuBHasi BUPTyajibHas CE€Th, OObEANHSIET B CIUHYIO
3alMIIEHHYI0  CEThb  HECKOJIbKO  paclpeleleHHbIX  (uianaloB  OAHOW  OpraHu3alluy,
B3aMMOJICHCTBYIOIIMX 110 OTKPHITHIM KaHaJlaM CBS3H.
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Puc. 1. Unrpaner VPN



VPN ynanennoro npocryna (Remote Access VPN) — BupTyaibHas CeTh C YAaJICHHBIM JIOCTYIIOM,
peayin3yeT 3allUIEHHOE B3aUMOACHCTBHE MEXy CErMEHTOM KOPIIOPATUBHON CETH M yAaJeHHBIM
MI0JIb30BaTEJIeM, KOTOPBIH MOJKIIIOYACTCS K KOPIIOPATHBHBIM Pecypcam, UCHOJb3ys O0ecrpoBOHBIE
YCTPOWCTBA CBSI3W M MOOWIBHBIA KOMITBIOTEp (MOOWJIBHBIM IOJNB30BaTENh), JHOO MOIEM |
KOMIIBIOTEP (JOMAIIHU 10JIb30BATENb).
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Puc. 2. VPN ynanennoro nocryma

Knuenr-cepep VPN (Client-Server VPN) — oOecrnieunBaeT 3aimuTy MepeaBacMbIX JaHHBIX
MEKIY IBYMS y37aMu (HE CETSIMH) KOPIIOPATUBHOM CETH.

Puc. 3. BzaumopaeiictBue kiuent-cepsep VPN

Okctpaner VPN (Extranet VPN) — wMexkopnopaTHBHas BUpPTyallbHas CETh, pEalH3yeT
3alUIEHHOE COeTMHEHNE KOMITAHUY C €€ JICJIOBBIMU MTAapTHEPAMHU M KJIIMEHTaMH, YPOBEHB JIOBEPHS K
KOTOPBIM HAMHOTO HI)KE, YEM K CBOMM COTPYJHHKAM.
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Puc. 4. Dkcrpaner VPN

Bce mponyktsl ans cozganus VPN MOXHO YCIOBHO pa3fefiuTh Ha CIEAYIOUIME KaTeropuu:

[IPOrpaMMHbI€, alllapaTHbIE U HUHTETPUPOBAHHBIE.
IIporpammuoe pemenue aa1 VPN — 310, Kak mnpaBuiio, roTOBOE NPUIIOKEHHE, KOTOpOE
YCTAHABIIMBAETCS Ha MOAKIIOYEHHbIE K CeTH KoMmmbiloTepbl. C OJHOM CTOPOHBI, MPOTrpaMMHOE
peleHre OTHOCHUTENBHO HEAOPOro, HO C JPYroil CTOpPOHBI, CO3/aHUE I0JO0OHONW CHCTEMBI
NpeaycCMaTpUBaeT IeNblid psAA HAcTpOoeK paboumx CTaHOUH W CEpBEpPOB, UYTO MOXET OBITh
3aTPYAHUTENBHBIM JaXKe JUIsl ONBITHBIX crenuanucToB. Ocoboe MecTo B 3TOM cilyyae OyaeT UMeTh
BOIIPOC COBMECTUMOCTH TIporpammHuoro ooecrneuenus ;s VPN u onepaiimoHHON CHCTEMBI, a TaKxkKe
CETEBBIX HACTPOEK KaXJIOT0 OTJIEJIbHOTO KOMIIbIOTEPA.

B ortnmuune ot Hux anmapatHble VPN-pemieHust BKIIIOYaroT B ce0si BCe, YTO HEOOXOAMMO IS
COEJIMHEHUs] — aIllapaTHOe YCTPOWCTBO M KOMIIBIOTEP, YACTHYIO (Kak IPABUIIO) ONEPALUOHHYIO
CUCTEMY U CHelHMabHOE TMporpaMMHOe oOecneueHue. Pa3BepTeiBaTh amnmapaTHble peEIIEHUs
3HAYUTENBHO JIErYe, HO 3aTO CTOMMOCTh UX JIOCTaTOYHO BBICOKAs M MO3BOJIUTH UX cebe mpruolOpectu
MOJKET HE Ka)k/lasi OpraHu3aiusl.

CylecTBYIOT Takke HHTEIPUPOBAHHbIE peIIeHUs, B KOTOpbIX (yHKuuM mnoctpoeHus VPN
peanu3yroTcs Hapsaay ¢ (QyHKIued QUIbTpaluu CceTeBoro Ttpaduka, oOecredyeHus KadecTBa
00CITy>)KUBaHUS U JP.

Kak mnpaBuno, noctpoenune VPN s pacnpeleneHHbIX KOMIAHUM Jaxe ¢ HeOONbIIUM
KOJINYECTBOM yJAJIEHHBIX (DUIMAJIOB SBISETCS JOCTATOYHO TPYAOEMKOW 3a7ayei, CIOKHOCTh
KOTOpOM 00BACHSAETCS CIEAYIOIUMU TPUYNHAMU:

HeonHopoAHOCTh NCHOIBb3YEMBIX alllapaTHO-IPOrPAMMHBIX IIIATGOPM,

pa3zHooOpa3ueM 3ajaad (3alUIIeHHbII 00OMEH MEeXay TOJOBHBIM OpUCOM M ¢uinanamu, opucom u
MOOMJIBHBIMU WM YAAJICHHBIMH COTPYAHUKAMHU, CETMEHTaMH BHYTPEHHEH ceTn),

HEOOXOJIMMOCTBIO TIOCTPOEHMS LIEHTPAIN30BAHHON CHCTEMbI YIpPaBJIEHHUS BCEH KOPHOpPaTHUBHOM
VPN,

HaJIMYMeM HU3KOCKOPOCTHBIX KaHAJIOB CBSI3U.

CH0XHOCTb ONpefesseTcss ele U TeM, YTO y 3aKa3uhKOB OIpelesieHHble KpUTEpUu OoTOOpa
cpencts, 1t noctpoeHust VPN, Takue kak: macmtabupyeMoCTb, HHTETPUPYEMOCTD, JIETAIbHOCTh
UCMOJIb3yEMbIX aJTOPUTMOB M PEIIEHHH, MPONMYCKHAsi CIOCOOHOCTh 3aIMIIAeMO CEeTH, CTOMKOCTh
MIPUMEHSIEMBIX KPUIITOAITOPUTMOB, yHUpUIIMpyeMocTs VPN-pemenuii, crouMocTb.

ITepelinem K pacCMOTPEHNIO BO3MOXKHBIX BAPUAHTOB ITOCTPOEHMSI BUPTYaJIbHBIX YaCTHBIX CETEH.

BapuaHTBI NOCTPOCHUS U CPEACTBA 3aAIMTHI HHGOPMaLuH, JonoaHsomue VPN
[Toctpoenne VPN Mo3keT ObITh peann30BaHO CETEBBIMU CPEICTBAMU PA3JINYHBIX KATETOPU:
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cepBepaMu yIaJeHHOrO JOCTYIa U MapHIPpyTH3aTOpaMH, TO3BOJISIONIMMHU CO3/1aBaTh 3allUIIICHHBIC
TYHHEJIM Ha KaHaJIbHOM YpOBHE ceTeBoit moaenu (Moaenu OSI);

MEXCETEBBIMH JKpaHAMH, BKJIIOYAIONIMMU B CBOM COCTaB CepBEpbl YIAJEHHOTO JOCTyHma |
no3BosisiromuMuy co3faBath VPN kak Ha KaHaJIBHOM M CETEBOM, TaK U HAa CEAHCOBOM YPOBHSIX;
ABTOHOMHBIM TMPOTPAMMHBIM 00eCIeueHIEeM, TTO3BOJISIONINM CO3/1aBaTh 3aIIUIICHHbIC BUPTYaJbHbIC
CeTH B OCHOBHOM Ha CETEBOM M CEaHCOBOM YPOBHSIX;

OTACNBHBIMH, CHEIHMATU3UPOBAHHBIMU ANIAPaTHBIMUA CPEACTBAMHU HA OCHOBE CHEIMATH3UPOBAHHOM
OC peanpHOr0 BpeMEHHM, HMMEIOIIMMHU JIBa WM Oojee ceTeBbIX HHTepdeiica U anmapaTHyIo
KpUNTOrpaQuuecKkyro MOAJNCPKKY ¥ OpPHUEHTUPOBAHHBIMH Ha (HOPMHpPOBAHHE 3alIUIICHHBIX
TYHHEJIEH Ha KaHAJIbHOM U CETEBOM YPOBHSX;

KOMOMHHPOBAaHHBIMUA TOTPAHUYHBIMH YCTPOMCTBAMH, KOTOpBIC BKIIOYAlOT B cebst  (QyHKIUU
MapIIpyTU3aToOpa, MEXKCETEeBOIO0 3KpaHa, CPEJCTBAa YIPABIEHUS IPOIMYCKHON CHOCOOHOCTHIO U
¢dbynakuu VPN.

["apantupyst 3amuty nepenaBaemoit uadopmaruu, VPN He obecnieunBaer e€ 3amuTy BO BpeMs
XpaHEeHHsI Ha KOHEUHBIX KOMITBIOTEpaxX. JTa 3a/jaua penraeTcsi HeNbIM PSAOM CHEeIHUaTbHBIX CPEICTB:
CHUCTeM KpUITO3amuThl (aitmoB u auckoB; cucreMm 3amuTel oT HCJ[ k KommbroTepawm;
AHTUBHUPYCHBIX CUCTEM; MEXKCETEBBIX 3KpaHoB (MD).

Hanpumep, Bompoc coBmecTHOro ucrnonb3oBanus MO u VPN Bo3HHKaeT B ciiydae 3alluThl
KOMIIBIOTEPHBIX ceTeil BO Bcex BapuaHTax, kpome VPN Ha 6aze MDO. M3 - ato “orpana” BOKpyT
CeTH, KOTOpas MPEMATCTBYeT NPOHUKHOBEHHIO CKBO3b HEE 3T0yMBIIIIEHHUKOB, a VPN -
“OpOHMPOBAHHBIA aBTOMOOWIIB, KOTOPBIM 3alUINACT IICHHOCTH TPU BBIBO3E MX 3a MPEaeibl TaKOh
OTpaJibl.

CylIecTBYIOT HECKOJIBKO KpaiHOcTel — ycraHaBiuBaTh MO mepen VPN-ycTpoicTBOM H 1ocie
Hero. B mepBoM ciydae BO3HMKaeT cuTyauus, korga Ha MD wu3 UWHrepHera mnomagaer
Hepacm(poBaHHBIA TpaduK, UYTO TPUBOIUT K HEBO3MOKHOCTH KOHTPOJS IEPEIaBacMOro
conep;kumoro. B npyrom ciydae camo yerpoictBo VPN cTaHOBUTCS ySI3BUMBIM K BHEIIIHUM aTaKaM.
W neanpHBIM pemeHrueM, K KOTOPOMY MPHIILUIO OOJIBITMHCTBO 3apyOeKHBIX TIPOU3BOIUTEINCH, a TAKKe
OTEUYECTBEHHbIE Pa3pabOTUYHKH, SIBISIETCS COBMEIIEHHE B 0JHOM ycTpoiictBe pynkuuid MO u VPN.
NMenHo Takoe wHcnonb3oBaHME OOOMX pelIeHUuH oOecrneuyuBaeT HEOOXOAUMBIN  YpOBEHb
3aIUIIEHHOCTH UH(POPMAIIMOHHBIX PECYPCOB.

TexHoJsiorus cucrembl 3amMThl HHGopmanun VIPNet.

g pemienust 3amauv — oOecnedyeHre 3allMIIEHHOT0 B3aMMOJECHCTBHUS HENOCPEACTBEHHO MEXIY
KOMIbIOTEpaMH B OOJBIIONW paclpeselleHHOW CeTH B CHUCTeME JIOJDKHBI MPUCYTCTBOBATH Kak
MUHUMYM 3 00s13aTENbHBIX 3JIEMEHTA.

ViPNet «AnMuHHCTpaTOp»

ViPNet «Koopaunarop»

ViPNet «KmreHT»

ViPNet «KAIMMHHCTPATOP» M €ro0 OCHOBHBbIE MOIYJIH.

AnmvunHucTpaTuBHas 9acTth, B [10 ViPNet B memnsx nmobimeHns: 6e30MacHOCTH pas/ieficHa Ha 1B
YacTH, OTBEYAIOIIKE 32 pa3HbIe acleKThl e€ GQyHKuroHUpoBaHus. [Ipu 3TOM HU Ta, HU Apyras 4acTu
aIMMHHUCTpallUM 10 OTJAEIbHOCTM HE MOIYyT OKa3aTb CYIIECTBEHHOI'O  BIUSHUS Ha
(GYHKIIMOHUPOBAHHE CETH, T.€. BO3MOXHOCTHM HECAHKIIMOHHUPOBAHHOTO JOCTyNa K HHQOpMAIUH
a0OHEHTOB TE€M WMJIM UHBIM a/IMUHUCTPATOPOM CBEJICHB K MUHUMYMY.

ViPNet «AnMuHHCTpaTOP» BKIIOYAET B C€0S1 IPOrpPaMMBI:
entp Ynpasnenus Cerbro
KirroueBoit u Y nocrosepstroniuil LlenTp
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Hentp VYnopasnenus Cerpro (LIYC) sBnsercs perucTpallMOHHBIM LIEHTPOM M INpeAHa3HA4YeH AJs
KOH(MUTYpalli U yIpaBJieHUs BUPTYAIbHOW CEThHIO.

LY C BpImonHSET ciieayronme (yHKIn:

LlenTpanu3oBaHHOE yIIpPaBICHUE CETHIO;

®opmupoBanue ctpykTypsl VPN;

dopmMupoBaHUE CIIPABOYHON HHPOPMAIIIH;

VYnpasnenue “norukoii” pa6otsl VPN;

entpanuzoBannoe ooHoBieHue [10 u pynkuronana kommnoneHToB VPN;

MownuTopunr coobituii VPN;

MnanenHoe ynpasienue pecypcamu VPN.

Bropoit moxyne ViPNet «Anmunucrparopa» YnaocroBepsitomuii u kimodeBoit 1entp (YKIL)
NpeaHa3HaueH NI o0ecnedyeHus Kiro4eBoil nHdopmarmend Bcex ydacTHUKOB VPN U BBITOTHEHUS
¢byHkuuii ynocrosepstomiero neHrpa. [Ipu sToM Kimroun i NepBOHAYAIBHOW WHCTAUISAUN MOTYT
ObITh 3amMCaHbl Ha JUCKETBI, CMapT-KapThl, touch memory, eToken u npouune anmapaTHbIe
ycrpoiictBa uist iepenaun ydactaukam VPN. Tlocnenyromiee 0OHOBICHHE KITIOUEBOH MH(DOpMAIIH
OCYILIECTBISIETCS aBTOMAaTUYECKH T10 3aluieHHbIM KaHanam VPN.

VYKII BblnosHSAET creayrouue GyHKINH:
dopmupoBaHue U aBTOMaTudeckoe oOHoBileHue uyepe3 L[YC cuMMeTpuuHON KIIIOYEBOU
nHOpMAaIUY ¥ IEPBUYHON MapoIbHON HH(OPMAINH [T 00BEKTOB U MOJIb30BATEIICH CETH;
Brimonnenue QyHkuuii ynoctoBepsonero nenrpa ceprudukaron S
uznanue karouer DI I'maBubix abonentos ViPNet ceru;

(dbopMupOBaHHE 3aIPOCOB Ha U3JaHKUE CEPTUDPHUKATOB;

umropt ceprudukatoB [ aBHeix abGoHeHTOB (YnomHomoueHHbix Jimi) VIPNet cetu wu
YIOJIHOMOYEHHBIX Jull ['osioBHOTO YII;

BEJICHUE CIIPAaBOYHHUKOB CEPTUPUKATOB aIMUHUCTPATOPOB Y1I;

¢dbopmupoBanue u otmpaska B L[YC 0OHOBIIeHHIT CTTPAaBOYHUKOB;

CO3/IaHME KJIIOYCH JJICKTPOHHOW IMQPPOBON moAnMcH a0OHEHTOB W W3JaHHWE CepTU(HUKATOB
KOpIopaTuBHOM ceTH 1o 3anpocam LIYC;

paccMoTpeHue 3anpocoB Ha uzaanue ceptuduratoB ILIT oT aGOHEHTOB KOPIIOPATUBHOM CETH;
paccMoTpeHue 3arpocoB OT LleHTpoB peructpauuu Ha usganue ceptuduxaroB DL BHemHux
a0OHEHTOB;

XpaHeHHne MHPOPMALIUH O 3alpocax U BEeACHUE CIIPAaBOYHHUKOB U3aHHBIX CEPTU(UKATOB,;
paccMOTpEHHE 3alpOCOB Ha OT3bIB, IPUOCTAHOBJICHUE U BO30OHOBJIEHHE JEHCTBUS CEPTU(PUKATOB;
BezieHue 1 otnpaska B LIYC 1y 0OHOBIEHHH CIMCKOB OTO3BaHHBIX CEPTH(PHUKATOB.

VKII obecrieunBaetr Bo3MOXHOCTh (hopmupoBanus kimtouend DI Ha ocHoBe anroputmoB 'OCT
P 34.10-94 u TOCT P 34.10-2001.

OcoOennoctu B3aumoaeicTeus IIYC u YKII.

Jlns obecrieueHus pabOTOCIIOCOOHOCTH CETH, CO3/aHHOW ¢ momomsio TexHojoruu ViPNet
HE00X0AUMO:
Coznmatp (m3mennth) €€ ctpykTypy B LIYC u cromupoBats B YKI| nmanHbie, HEOOXOAUMBIC IS
TeHepaIuu KII4YeBoi HHPOpMaIUH.

Crenepuposats B YKII ximroueByro undopmaruio.

[IpenoctaBuTh HEOOXOUMBIE HAOOPHI CIIPABOYHON U KJIFOUeBOM MHOpMannu aboHEHTaM BHOBb
CO3JJaHHBIX A00OHEHTCKUX MMyHKTOB HJIA PA30CiaTh UX HA YK€ CYIIECTBYIONINE a00OHCHTCKUE ITYHKTHI.

Jis Toro droObl OAMH TONB30BaTeNb C¢ oxHoro AIl mor oOMeHMBAaTbCS 3alUIIEHHON
uHpopmanven ¢ ApyruMm mnosb3oBateneM Apyroro All, kaxaoMy MOJIb30BaTeNl0 HEOOXOAUMO
MOJYYUTh:
MHCTamIsIuOHHBINA MTaKeT TOW WM UHOW NMPOTPaMMBI.
Anpecnyto unpopmaruio s All (cmpaBounukn), npegocrapisiemyro LY C.

13



Kitoueyto u nmaponbnyto napopmanmio s All, npenocrasnsemyo YKL
AnpecHass U kioueBass mHGoOpManus JUIsl YOPOIIEHHs paboThl ¢ HEW MPEeNOCTaBIIAECTCS B BHJE
ennHOTOo (haina-TucTpudyTHBa.

B mpouecce uzmenenus crpyktypbl cetu L[YC aBTroMaTtnuyecku AOCTaBIAE€T U YCTaHABIMBAET
OOHOBJICHHYIO aJPECHYI0 M KIIOYEBYIO0 HMH(pOpMaIHio, He TpeOys OT MOJb30BaTeNsl KaKUX JHOO
JIOIIOJTHUTELHBIX TEHCTBUM.

PaccmoTpuMm moapoOHee mopsaok paboTel M ycTaHOBKH B3ammojeicTBus mexay LIYC u YKII
[IPU IEPBOHAYAIILHOM PAa3BOPAUYNBAHUU CETH.

Wucrammsamuss mporpaMMHOro  o0ecriedeHuss U pasBepTbiBanue cetd  ViPNet  10JDKHBI
OCYUIECTBJIATHCA B CIEAYIOUIEH MOCIEN0BATEIbHOCTH:
Wucrannsanus nporpammuoro odecneuenus LY Ca.

['enepanus ceTeBOM CTPYKTYPBI C TOMOIIBIO MOJICUCTEMBI afipecHoi aqmuaucTpanuu LY Ca.
I'enepanys npukiIagHON aAMUHUCTPALUH.
dopmupoBanue (paitos cBs3eit s YKL,

Wucrannsanus nporpammuoro odecrieuenust Y KL

I'eneparnus kiroueBoi nHGOPMAIUU U TUCTPUOYTHUBOB.
Wucramnsanus nporpammHoro obecriedenus: ViPNet Koopaunaropa.
Wucrannsaus nporpammHoro obecrnieueHus Ha AlL

YpoBeHb MOJTHOMOYM

[Monromouust monb3oBarens ViIPNet — 3To mpaBoMepHOCTh JCHCTBUM TOJIB30BATENS CETEBOTO
y3na (AIl wmm CM) 1Mo HU3MEHEHHIO HACTpPOEK B pa3nnuHbix mnpuwiokenusx I10 ViPNet
(COBOKYMHOCTh HACTpOEK ompeaenseTr QyHknuoHanbHOCTh [10). JlomycTHMOCTh JIeHCTBUI
II0JIB30BATENS ONPEACIACTCS YPOBHEM IIOJHOMOYMM. YPOBEHb IOJHOMOYMM IJIsi KaKIOro Yy3ia
ViPNet 3amaercs nporpammoit [IYC. CymectByer 4eThipe YpOBHS MOJHOMOYHHN, TPH M3 KOTOPBIX
ornpenesaoTcs HUQpoii, a UMEHHO: ypoBeHb ) —MMHHUMAaJIbHbIE IOJTHOMOYUS, YPOBEHb | - cpeaHue
IIOJIHOMOYUS M YPOBEHD 2 - MAKCUMAaJIbHbIE MIOJTHOMOYHKS. YeTBEepThIN ypOBEHb Ha3bIBACTCS YPOBHEM
CHELMAJIBHBIX ITOJIHOMOYUN M HMEET HECKOJbKO 3HAYEHWM, KaXKJ0€ M3 KOTOPBIX OIPEACIAETCS
CrieIMaIbHbIM CUMBOJIOM (1iu(dpa uau OykBa).

ITomHOMOUYMS MaKCHUMaJIbHOIO YPOBHS HE MMEIOT OTpPaHUYEHHUIl 10 MCIOJIB30BaHMIO (DYHKIIHI
I10 nonw3oBarenem. [TonmHoMoOuMs, onpenensiemMble APYTUMU YPOBHSIMH, OIpPaHUYMBAIOT JEUCTBUS
nojnb3oBarenei no ¢pynkuusam [10. Bee orpanndenus, Hakia pIBaeMble MOJHOMOUYUSIMH CPEIHETO,
MUHUMAJIbHOTO M CIEUUAIbHOIO YpPOBHEH, CHUMAIOTCA NIpU BBOJAE Mapojis AJIMUHUCTpATOpa
CETEBBIX Y3JIOB.

[Iporpamma LY C 3amaeT moaHOMOUHS MOJIb30BATENS, pabOTAIOIIETo Ha:

AIl u CM, 3aperucTpupoBaHHBIX B MPUKIAJAHON 3a1ade 3amuTa Tpaduka. YpPOoBEeHb MOJTHOMOUUH,
3aJJaHHBIN I 3TUX CETEBBIX Y3IJI0B, OyaeT onpenensats ¢pyHkuuoHaasHOCTh [10 ViPNet «Knuenty
umn «Koopaunarop» «Monutop» u ViPNet «MFTP».

All, 3aperucTpupoBaHHBIX B NPUKIAAHOM 3amade [lenoBas modra. YpOBEHb IOJIHOMOYMH,
3a/IaHHBIN JUIS 9THX CETEBBIX Y3II0B, OyzeT ompeaensaTh ¢pyHkunonanbHocth [10 ViPNet «KnueHt»
«JlemoBas mouTay.

All, 3apeructpupoBaHHbI€ B IPUKIaAHON 3a0aue KpunrocepBuc. YpoBeHb OJIHOMOYMH, 3aaHHBII
JUISL 9THX CETEBBIX Y3JI0B, OyJeT onpeaenats pyHkiroHaapHocTh [10 VIPNet «KpuntocepBucy.

IIpukaagHbie 3ag1a4u ¥ nOpsiAoK perucrpauuu B Hux AIl u CM

[Mpuknagnas 3agaya ([13) — 3T0 COBOKYIMHOCTH MPOTPAMMHBIX CPEICTB, MPEAHA3HAYCHHBIX IS
pEeIIeHNs LEeNeBbIX U CIYKEOHBIX 3a/1a4 CETH.
B Hacrosuee Bpems noxanepsxusatorcsa caenyroume 113: «Jlenosast noura», «/lucneruep», «Llentp
yopaBieHus: cetbio», «KioueBoit meHtpy», «3ammurta Tpaduka», «Cepsep IP-ampecosy, «lleHTp
peructpauun», «CEeKpeTHbIN TUCK» U Ip.
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Kaxnoit 113 npucBanBaeTcst yHUKaJIbHBINA 4-CUMBOJIBHBIN IIECTHAIIATEPUYHBIN HICHTU(UKATOD,
KOTOPBIM BKJIFOYAETCS B TPAHCIOPTHBIE KOHBEPTHI, I€HEpUPYEMbIE B paMKax 3Tux 3azad. [lo
uaentudukaropy I13 mpukiaaHas nporpaMmma MOHUMAET, YTO KOHBEPT aIPECOBAaH UMEHHO €.

Perucrpanus AIl B KOHKpETHBIX NPUKJIAIHBIX 3a7ayax sBIAETCS 00s3aTeIbHON NpOLETypOol B
IIPOLIECCE I'€HEpaluu CETU. OJTa MpOoLEeaypa ONpPENEseT, Kakue NPUKIagHbIe MPOrpaMMbl MOTYT
ObITb YCTaHOBJIEHbl Ha TOM WM MHOM ceTeBoM y3ine. Ecim CM noikeH BBIOJIHATH ApPYrue
¢ynkuuu (Cepsep IP-agpecoB u ap.) uiam Ha HEM JOJDKEH OBITh ycTaHOBIEH JlpaiiBep ceTeBoii
3alIUTHI, €ro TaKkKe He0OOXO0UMO 3aperuCTPUPOBaTh B COOTBETCTBYIOILEH 3a/1a4e.

Ecnmu B HacTpoiikax 1O YMOJYaHHUIO 3a/laHa PETUCTpalus B KakUX-THOO 3aJadax, TO TpH
coznanuu HoBoro AIl mnu CM Ttakas peructpanus OyAeT Npou3BeieHa aBTOMATUYECKH .
B0O3MOXHOCTD perucTpallud HY)KHOTO 4YHCJIa Y3J0B B KOHKPETHBIX 3ajadyax OIpeAeiseTCs
JUIIEH3UOHHBIM (haitiom, npenoctaBisieMbiMm OAO «MHboTeke» mpu nmocraske 1Y Ca.

Ta6mmma. 1. [Tpuknagaeie 3amaun.

Ne | Hazpanue [13 | Unentu- | Tun [Ipumeyanue
n\ ¢dukatop | CY
1| 113
Henosast mouta | 0000 wu | Tonbk | [Insg kaxnporo u3 3apeructpupoBaHHbIX CY MO)KHO
0015 o AIl |3amate ypoBeHb TOJHOMOYMIA: MHHHMAJIBHBIH,
CpeIHHI, MAKCUMAJIbHBIM WJIM CHIEHUAJIbHBIN
Hucneryep 0005 wu | TombK
0016) o All
LenTp 0004 toiibk | Tombko omuH AIl B JOKaJIBHON CETH MOXET OBITh
yIIPaBJIEHUS o AIl | 3apeructpupoBaH B 3TOM HOpuKIagHOW 3amaye. s
CEThIO OCyIIeCTBIICHUS (DYHKIMU YOpaBIICHUS CEThIO U
obecrieuenus B3aumojeicTBus [[YCoB pa3HbIX ceTeit
He 3a0ynpTe 3aperucTpupoBath Kakoil-mubo All B
9TOM 3a7a4e.
Kiroueoit 0008 tonbk | Tonmbko omuH AIl B nokalbHON CETH MOXET OBITh
LIEHT)) o AIl | 3apeructpupoBaH B 3TOM NOpHUKIATHOM 3amaye. Jlus
OCylIecTBIeHUS (PYHKUMUN YIOpaBlIEeHUS CEThIO U
oOecrieueHrsT B3aWMOJICHCTBUS KITFOUEBBIX IIEHTPOB
pa3HBbIX ceTeil He 3a0y/bTe 3aperucTpUpoOBaTh KaKoii-
60 All B 3T0i1 3a1aue.
3amura 0017 All IIpu peructpanun CY B 3amade 3amuthl [P-Tpaduka
Tpaduka WIIN €CTh BO3MO>KHOCTh BBECTH HECKOJbKO [P-anpecoB mus
CM Kaxjaoro wu3 3apeructpupoBaHHbix CVY, a Takxke
HaCTPOUTH JOTIOJTHUTETHHBIC CIelraIbHbIe
napameTpsbl, MO3BOJISIOIINE aBTOMaTHYECKHU
HaCTPOWTH Y3JIbI JIJIsl MX paboThl B ceTr. Kpome Toro,
MOXHO 33JaTh JJIs KaXJI0TO U3 3aperUCTPUPOBAHHBIX
CY ypoBenb nmonHomMouuit npu 3amure IP-tpaduxka:
MHHUMAJIBHBIM,  CPEOHUM, MAKCUMAJIbHBIA WU
CIIEIINAIbHBIN.
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Ne | HazBanue I13 | Unentu- | Tun IIpumeyanue
n\ ¢dukatop | CY
1| 113
Cepsep IP- | 0018 tonbk | [ ocymectBinenus ¢yHkiui 3amuthl [P-Tpaduka
aJpecoB o CM | He 3a0ynpre 3apeructpupoBate CM B 3TOi 3amaye.
CepBepoB IP-anpecoB B OAHOW CETH MOXET OBITh
HeckosbKko. 3amanue IP-agpecoB u cnenuanbHbBIX
MapaMeTpoB B ATOM 3a/aye OCYHIECTBIISIIOTCS TaK Ke
kak B 3amadye OmmoOka! MCTOYHUK CCBHLIIKH He
HaleH.
Hacrpoiiku nomHomouunit i CM  (koopauHaTopa)
MPOM3BOIATCA B 3adade “3ammra Tpadwuka”,
IIPE/IBAPUTENILHO 3aPETUCTPUPOBAB €T0 B 3TOM 3a/1aye.
Cepsep 001C ToNnbK | B aTOM 3amaye MoxeT OBITh 3apEruCTPUPOBAH TOJIBKO
OTtkpsbITOTO oCM | CM, 3apeructpupoBaHHblii B 3amaye Omuolka!
HuTepuera HCcTOYHHNK CCBIIIKH HE HalileH..
CekpeTHbIi 001E ATl Ha CV, 3apeructpupoBaHHBIX B 3TOH 3agaue, Oyaer
JTUCK WIH paborare mporpamma SafeDisk, mHTerpupoBanHas c
CM ViPNet.
Hentp 001D toiibk | Ha AIl, 3apeructpupoBaHHBIX B 3TOW 3amade, OyneT
perucTpauuu o AIl | paborats nporpamma ViPNet [lentp peructparmu.
KpunroCepsu | 0020 ATl Ha CVY, 3apeructpupoBaHHBIX B 3TOH 3ajaye, Oyaer
c 1581051 paborats nporpamma ViPNet KpuntoCepuc. MoxHO
M 3a1aTh JUId KaXJOro U3 3aperucrpupoBaHHbix CY
YpOBEHb TMOJHOMOYHMI: MUHUMAIbHBIN, CpEIHHI,
MAaKCHUMAaJIbHBIN WU CIICHHAIbHBIM.
Ha CV, 3apeructpupoBaHHBIX B 3TOH 3agaue, Oyaer
pabotats nporpamma ViPNet CryptoExtension.
ViPNet SDK 0029 All Ha CVY, 3apernctpupoBaHHBIX B 3TOM 3ajadye, MOYKHO
W Oynet paborath ¢ HaOopoM KpUNTOPYHKIMI Ha 0aze
CM kpunronposaiinepa Jlomen K.
Kiacrep Linux | 0025 ATl Ha CYVY, 3apeructpupoBaHHBIX B 3TOM 3aaade, OyaeT
WIH pabotaTh (yHKIMOHA pE3epBUPOBAHUS CEPBEPOB
CM Linux.
Solaris 0026 All Ha CVY, 3apeructpupoBaHHBIX B 3TOW 3amaue, OyayT
WIH 3amyckatbcst nporpammel ViPNet mog OC Solaris.
CM
Knacrep 0028 All Ha CVY, 3apeructpupoBaHHBIX B 3TOH 3amade, OymaeT
Solaris) WIIN paboTtath (YHKIMOHA pPE3EpPBHPOBAHHS CEPBEPOB
CM Solaris. Takxxke o>t CY  [O0KHBI  OBITH
3aperucTpupoBaHbl B 3a1aue “Solaris®.
Tepmunan 002E tonbk | Ha AII (tonesko mist Windows), 3aperucTpupoBaHHOM
HaBurarop o AIl | B oTOi 3amauve, OCYIIECTBISETCS 3alluTa Tpaduka.

Eciun AIl 3apeructpupoBaH B 53TOH 3ajnade, TO
perucTpanus ero B pyrux 3agadax He TpeOyercs.
3aganue [P-anpecoB M crnenuanbHBIX MAapaMeTPOB B
3TOM 3aJlaye OCYHIECTBISIOTCS TaK K€ Kak B 3ajiaye
Onmoka! UcTOYHHUK CCLIJIKHM He HalIeH.
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Ne | HazBanue I13 | Unentu- | Tun IIpumeyanue
n\ ¢dukatop | CY
i I13

Tepmunan 002F tonbk | Ha AII (Tombko mist Linux), 3aperucTprupOBaHHOM B
Crextp o AIl | aroii 3amade, ocymiecTBisieTcs 3ammura Tpaduka. Ecim
AIl 3apeructpupoBaH B 3TOH 3ajiaue, TO PErucTparus
€ro B JPYrux 3ajadax He Tpedyercs.

3aganue IP-ampecoB U cheluagbHBIX MapaMeTpoOB B
9TOM 3aJlaye OCYHIECTBISIOTCS TaK K€ Kak B 3ajiaye
Oumoka! UcTOYHHK CCHLIJIKHM He Hal/IeH.

Tepmunan 0030 tonpk | Ha AIl (Tompko mnst Linux), 3aperucTpupoBaHHOM B
Apean-Cepsuc o AIl | aToit 3amaue, ocymecTBisercs 3amura Tpaduka. Eciou
Al 3apeructpupoBaH B 3TOM 3a/aue, TO perucTpaius
€ro B Ipyrux 3ajayax He Tpedyercs.

3ananue IP-agpecoB u crenuanbHBIX MAPaMETPOB B
3TOH 3aJlaye OCYHIECTBISIOTCS TaK K€ Kak B 3aJaye
Oummoka! UcTOYHMK CCHIJIKU He HalijleH.

st pactvpenuss QyHKIIMOHAIBHBIX XapakTepucTuk ViPNet cetm peann3oBaHa BO3MOKHOCTB
B3aUMOJICHCTBHUS MEX1y CO000H aOOHEHTCKMX IYyHKTOB C YCTAQHOBJICHHBIMM Ha HHUX pa3HbIMHU
npukiIagHeiMu nporpammamu ([lenosas moura u ucneruep). Ilpu 3tom cieayer uMeTs B BUIY
CIIEyIOIlEe OTPAHUYECHUE:
[Ipuknannas nporpamma «Jlucrerdep» MOXXET HNPUHUMATh IHOYTY OT MPUKIATHONW MNPOTrpamMMmbl
«JlenoBas moura» U Ha0060pOT, TONIBKO, eciu All ¢ «/lucneTuepom» He 3aperucTpUpPOBaH TaKXKe U B
3anade «/lenosas moura» u Haobopot. Ecnu kakue-to All 3apeructpupoBanbl B 00eux 3aaayax, TO
Kakaas U3 3amad Ha 9tux All MoxeT B3aMMOIeHCTBOBaTh TOJIBKO C OJHOMMEHHOW 3anadeil. CM
PETUCTPUPYIOTCS TOJIBKO B MPUKIAAHBIX 3a1a4yax 3amura tpaduka, Cepsep [P-agpecos, CekpeTHblit
muck 1 KpuntoCepsuc. All Moryt ObITh 3aperMCTpUpPOBaHbI B JIFOOOH 3aaue, KpoMe MPHUKIATHON
3amauu Cepsep [P-aapecos.

OcoGeHHOCTH KJII04eBOii cTpyKTYpbI ceTn ViPNet

Cucrema 3amutel uH@opmanuu ViPNet wucnonap3yer KOMOWHALMIO KPUNTOTpapuuecKUX
QJITOPUTMOB C CHMMETPUYHBIMUA U ACUMMETPUYHBIMU KITIOYaMH.

CHUMMETPHUYHBIN KIIIOY — 3TO ciay4aiiHas KoMOMHAIMS 33JaHHOM JJIMHBI ABOUYHBIX CUMBOJIOB (B
CK3U «lomen-K» — 256 6ut), KoTOpas MOJHOCTBbIO OMpeAesseT alroput™ mudpoanus. Muaye
rOBOpsI, KTO 3Ha€T CHMMETPUUHBIM KJIH0Y, MOXET 3amu(poBaTh Ha 3TOM KIIOU€ U pacmiupoBaTh
BCE 3alIM(ppPOBaAHHOE Ha ITOM e Kitode. [lo—1pyromy, CHUMMETPUYHBIA KIIIOY — JIFOOOM KIIIOY U3
napbl MIEHTUYHBIX KIIIOUYEH, TaKoM, YTO €CIM OH HUCIOJIb3yeTcs s MU(POBAHUS, TO APYTrOl KIFOY
MOJKET OBITh MCII0JIb30BaH JUIsl pacuiupoBaHus U HA00OPOT.

AcUMMETpUYHBIA KIIIOY — 3TO Mapa KJIo4el: acuMMeTpuuHbld cekpeTHbl kiou (ACK) u
aCUMMETPUYHBIN OTKPBITHIN KiTtod (AOK).

CHUMMeTpHUUYHbIE aITOPUTMBI HUCHOJB3YIOTCS [UIsl IIM(PPOBAHUS U TPOBEPKU LEIOCTHOCTU
uHpopMalui. ACUMMETPUYHBIE AJITOPUTMBI HCIOJB3YIOTCS A OOMEeHa KJIIoYaMH U CO3/aHUs
ANEKTPOHHON UGPOBOM MOIHCH.

OcoOeHHOCTh KOMOMHHPOBaHHS KPUITOTpaUUYECKUX aJITOPUTMOB C CHMMETPUYHBIMH U
ACUMMETPUYHBIMU KIIIOUaMH 3aKJII0YaeTcs B TOM, UYTO MHM(poBaHUE MH(POPMAIUU MPOUCXOIUT Ha
KOMOMHAIIMM CUMMETPUYHOTO KJF04a, co3/aHHOro aaMuHuctparopom YKII, u kimtoda, co31aHHOTO
Ha OCHOBE aCUMMETPHUYHBIX KIIFOUEH, CO3/ITaBa€MBbIX MOJIb30BATEISIMH.
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Takast cxema NO3BOJISIET OrPAaHMYUTH JOCTYN K WH(GOpPMAMU CO CTOPOHBI AJMHUHHUCTPATOpa
0€30I1aCHOCTH, KOTOPOMY M3BECTHbI BC€ CHMMETPUYHbIE KIOYM B CETH, HO HEU3BECTHBI
aCUMMETPUYHbIE KJIFOUH I10JIb30BATENEH.

B rexnonoruu ViPNet ucnonp3yroTcs cienyromue cummeTpudnbie anroputMbl: [[OCT 28147-89
(256 ouT), DES (56 6uT), 3DES (168 6ut), RC6 (256 6ut), AES (256 6ur).

B acumMmerpuunom anroputme 'OCT P 34.10-2001 nnist pacnpeneneHus: KiI04e UCIOJIb3YIOTCS
OTKPBITBINA M 3aKPBITHIN KIFOYH JUIMHOU 256 6uT 1 512 GuT.

Korga roBopsAT, 4To Kakoi-TO OOBEKT (3TO MOXET OBITh CETh, CETEBOM OOBEKT, KOJIJIEKTHB,
a0OHEHT) UMEET aCUMMETPUYHBIA KJIFOY, TO 3TO O3HAYaeT, 4TO JaHHBIA 00BeKT cam coznan ACK
(kak ciydaiiHyr0o kKoMOuHanmio myrem ucnosib3oBanus JICYU) u xpanut 3tor ACK B cekpere
HapaBHE C OCTAJIBHBIMH KitouaMu. Kpome Toro, 3Tor 00BeKT co3maer coorBercTByrommii AOK u
IOMeENIaeT ero B cupaBouHuK. B cucreme ViPNet peannzoBaHa cTporas pacchulka CIPaBOYHUKOB
OTKPBITBIX KJtOued. Bo-nepBbIX, 3T CHPaBOYHMKHU PACCBHUIAKOTCS IO 3alIUTON CHMMETPHYHBIX
KJIIOYEH, BO-BTOPBIX, OHU PACCBHIIAIOTCA TOJBKO TEM, C KEM pa3pelleHbl CBA3H. DTO o0ecreyuBaeT
3HAYUTENIbHO 0oJiee BBICOKUN YPOBEHb 3alUTHl CIPABOYHUKOB OT MOJMEHBI, 110 CPABHEHHUIO C
CHCTEMaMH, JI0IYCKAIOUIMMU CBOOOIHBIN TOCTYI K CIPABOYHUKAM OTKPBITBIX KIIFOYEH.

Nwmerores nBa tTuna acumMMmeTpuuHbixX kimrouen (AK) - acummerpuunsle kimoun noanucu (AKID) u

acuMMeTpudHbIe Kiroun mudposanust (AKLL).
Hcnonp30BaHrne aCHMMETPUYHBIX KIOUeH IK(poBaHMs MpearoaraeT onpeaeIeHHbId NPOTOKOI, B
pe3yabTare KOTOpPOrO Ha OCHOBE OTKPBITOTO paclpelesieHusl KiIrouell  BbIpabaTbIBaeTcs
CUMMETPHYHBIH KiIrou oOMeHa. B cucreme VIPNet 3ToT mpoTOKOJ BBIMOJIHSACTCS HA MPUKIAIHOM
ypoBHe. IlomydyeHHBIH B pe3yinbTaTe MPOTOKONA CUMMETPUYHBIA KIIOY, CBEPHYTBHIH C
COOTBETCTBYIOIIMM KJIFOYOM OOMEHa KOJUICKTHBOB, mepemaercs Jlparisepy ViPNet mis
UCIOJIb30BaHUS HA CETEBOM ypoBHE NpH co3faHuu VPN U npuiioskeHusIM A UCIOJIb30BAHUS HA
NpUKIagHOM ypoBHe, Hampumep [lenooit moute. B cucreme ViPNet wucnonb3yercs anroputm
Huddu-Xenmana, 1 B LEJIOM 3TOT HPOTOKOJI BBINIAAUT CIEAYIOIIMM 00pa3oM.

ITycts (ACKIL1, AOKIII) - acummerpuuHas napa nepsoro odbsekra u (ACKII2, AOKII2) -
acUMMeTpUYHas mapa BToporo oonvekra. IlepBbiii 00bekT hopmupyer 3Hauenune L12 = AOKII2 **
ACKII1 (mod P), Bropoit o0bekT popmupyer 3nauenue L21 = AOKII1 ** ACKIL2 (mod P). B
CHJTY TIPUPOJIbI OTKPBITHIX Kimtoueil umeeM L12 = L21. Benuuunsl Lij uMeroT pasMepHOCTh MOy,
T.e. 1024 Outa. CUMMETPUYHBIA KJIIOY M3 JAHHBIX BEJIIMYWH TIOJY4aeTCs CIEAYIOIHUM 00pa3oM:
BeKTOp Lij menuTtcs Ha yeThlpe MOJBEKTOpa pazMmepa 256 OUT KaXKAbI M 3aT€M 3TU MOABEKTOPHI
CKJIQJIBIBAIOTCA TIOPa3psiAHO 10 Moxyito 2. [lonyunBmieecs 3Hauenue (32 OaiiTa) UCMIONB3YETCs ISt
CO3JIaHMsI TPOU3BOAHOTO CHMMETPHUYHOrO Kitoya MH@poBaHUus (IMyTeM KpunTorpaduyeckoil
CBEPTKH C CHMMETPUYHBIM KJIt0UOM, co3aaHHbIM BYKLI).

Takum o6pa3om, B cucteme ViPNet kirou oOMeHa - 3To cBepTKa ABYX KITFOUCH, OWH U3 KOTOPBIX
€CTb 3JIEMEHT CUMMETPUYHON MATPUIIbl KJIIOUEH, BTOPOM MOJIy4aeTCsl U3 OTKPBITOrO pacipeiesieHus
KJIFOUEH MOCPEICTBOM OIMCAHHOTO BBIIIE TPOTOKOJIA.

B cucreme ViPNet nmerorcs cBou 0COOEHHOCTH B MCIOJB30BaHUU OTKPBITHIX Kitoued DIIII. A
MMEHHO, HET HEOOXOJMMOCTHM HCIIOJIb30BaTh CHCTEMY PACChUIKM HJIM OpPraHM3alUU JOCTyHa K
cupaBounukam ayiss AOKII (ceprudukaram SLIT). Kaxnaeiit AOKII npukpemnisieTcss K MoAIHUCaHHON
uHpOpMallUY, XPAHUTCS M PacCchUlaeTcs BMECTE C HEW, 4TO 3HAUYUTENbHO YIPOLIaeT KOHTPOJIb
CPOKOB JieWicTBHS mnoanucu. B orHomenun reHepanum kmouerd OIII mpexycmorpensr nBe
BO3MOXXHOCTH: IIEHTPAJIM30BAaHHOE M3roToBiIeHHE 3TuX Kioued B YKII m m3roroBieHue »THx
KJIFOYel CaMUMH TOJIb30BATEIISIMH.

Jns  peanuzanuM  MPOLEAYPbl CepTH(QUKAIMU  OTKPBITHIX  KJIIOYEH BBEIEHO TIOHSTHE
«AnvmuaucTtparop YKII». I'maBHbIX aOOHEHTOB B CE€TH MOXKET OBITh OJMH WM HECKOJBKO M UM
noBepsiercs cepTuduuuponaTh (moanuceiBath) AOKII aboHeHTOB cBoEH ceTu.
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AOKII cepTU)HUIMPYIOTCS OMOCPEIOBAHHO: OTH KIIOYM TOAMUCHIBAIOTCS a0OHEHTaMHU
(monp3oBaTeNIMU) MX CHOPMUPOBABIIMMU, IMOANHUCH KOTOpBHIX cepTuduiupoBana YJI. Beimyck
ceprudukaros DIIII ocymectsiser YKII ViPNet.

Ha Pucynke nmoka3zana mpomenypa popMupoBaHUs CHMMETPUYHBIX Kitouel mudpoanus B YKLI.

JATIHE CTIAiTHELT TECEN
(1C) Homepa mactepa

v

o CICHOBHON MACTEp -
[npverca ma mapone VEIT | i

I XPAHITCA Tobko B YEI]

: } 3256
MKTIK | MKK3 ‘ MEKO

l

CripapouHika ITVC  kmoe (HEMOMBVEOTCA TIPH
‘_T]_“_T 3314 'En' HDT-'HFDMEIJWU”
Jm kawgoro CV- IepcoHAEHELR .
. B RIS ! Ermon odnena
CROI KOMeRoil } RO KO SALTL
Hadop -

Puc. 5. ®opmupoBaHre CUMMETPUYHBIX KIHOUeH MN(POBaHUS U UACHTUPHUKALIMN

Ponb cepTudukanuonHoro neHtpa BbIIONHAET Ynocropepstoumii Kmouesoit Llentp (YKLI).
OTKpBITBIE AaCUMMETPHUYHBIE KIIOUYM MOJANUCH YTOJHOMOYEHHBIX JIMII CETH IOMELIAIOTCS Ha
kmoueBble nucketsl (K1) mosb3oBaTeneil, Ha KOTOpblE MOMEIIAETCsl MHIUBUAYaJbHAs KIIIOUeBast
unopmanus monb3oBatens. Ha HBceyrt3 mpeacraBnena mnponenypa ceprudukanuu IIIIT
10JIB30BATEII.

OTKpBITBIE aCUMMETpPUYHBIE KIIOUM MMU(POBaHUS CEPTUDULIUPYIOTCS OINOCPEIOBAHHO: 3THU
KIIOYM  TOANUCHIBAIOTCS — MOJb30BATEIsIMM  HMX  COPMHPOBABIIUMHM, TOAMUCH  KOTOPBIX
ceprudunmponana YJI».

IIpu mnepBoHauanbHOM pa3BepThiBaHMHM  ViPNet-cetn acummerpuuHsle kimoun  OLII
dbopmupyrores B Y nocrosepsitomeM Kimrouesom Lertpe (YKII).
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Puc. 6. ®opmuposanue DI mist moab3oBateneii (TOCT P. 34.10-2001)

Best kiroueBas nndopmarus B cetr ViPNet noapasaensiercs Ha Claeayolnue OCHOBHbIC TPYIIIIbL:
[TepconanbHas kiroueBas uH(GpopManus mojab3oBarens (aamuHuctparopa Y KII)
[TaponpHbIi K104 HOJIB30BaTeN (agmMuHucTpaTropa YKII)
Kittoun 3amurs! nonb3oBarens (agmuHuctparopa Y KLI)
Kitoun noanucu nosns3osarens (agmuauctparopa YKII)
Kirroun 3ammrsl
Karoun 3amuter YKIJ,
Kittoun 3amuthbl KOJIJIEKTUBOB
Macrep—xknroun YKI|
OcHoBHbIE
MexcereBble
Kitoun o6mena
CuMMeTpHuuHbIE
AcrMMeTpUYHBIE
CeaHcoBble KJI1H04M MHU(POBAHUSA
[IpousBoaHbIE
Cnyuaiinble
KitoueByto nHpopmanmio Ui oTaenbHOro nojib3onarens cetu ViPNet MOXKHO YCIOBHO pa30UTh Ha
JIBE TPYIIIIBIL:
KitoueBass uHpoOpManus sl KaKIOro y3jla M €ro KOJJIEKTUBOB (kitoueBoil Habop mimn KH),
XpaHsmascs Ha xkecTkoM aucke B karanore D-STATION unu npyrom Hocutene. 31ech COepKaTcs
MacCHBBl CHMMETPUYHBIX U aCUMMETPUYHBIX KIIFOUEH NI oOecreueHus CBSA3U JaHHOTO y3/1a U €ro
KOJUIEKTUBOB C APYTUMHU y3JIaMU U KOJIJIEKTUBAaMH, C KOTOPBIMH Takasl cBsi3b paspemeHna B L[V Ce.
WnnuBuayanbHas kitoueBas HHGopMalus AJs KaXa0ro Mojab30BaTens (KIodyeBas IUCKeTa WIN
KJI), xpansmasica Ha xectkoM aucke B karajore KEY_DISK wunu npyrom Hocutene. 3mech
XpaHUTCS HEOONbIIONH 00BbeM KiIH4eBOM HH(GOpMALMK MOJIb30BATENsl, NpeAHa3HAUEHHOH s
noJiydeHus foctyna (pacmudpoBaHus) K pasperieHHoi emy nHpopmanuu B katanore STATION, a
TaK)k€ HEKOTOpbIE JApPYyrue NepCOHANIbHbIE KIIIOYM, JOCTYIHBIE TOJIBKO JAaHHOMY I0Jb30BaTelNiO, B
TOM YHCIIE 3aKphIThIN Kitou nmoanucu (34 DLIT).
NnnuBuayanbHas kimouyeBas nHGopmanus 3amudpoBaHa Ha mapoJje, a KJII04Yd CBsI3U B KaTajore
STATION 3ammdpoBaHbl Ha KITI0YaX 3aLIUThI, 0 KOTOPBIX PeUb MONAET HUXKE.
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Kpunrosinpo «Ilomen-K»

CK3U «/lomen-K» mpexacrabiser coOoil makeT OMOJMOTEK W MPOrpamMM, PeaTu3yIOIIHUX
KIIIOYEBOH IIEHTp, MPHUKJIAAHON Kpunrorpaduyeckuii unrepgeiic, Kkpunrorpadhudeckuii apansep.
CK3U «/lomen-K» npu coOnroieHuu IpaBuil MOJIb30BaHMS 00ECIIeYNBaIOT:

Bricokyro cTOMKOCTh MU(poBaHUS HHPOPMALIUH.

["apanTHpoBaHHOE MOATBEPKICHUE aBTOPCTBA U MOAJIUHHOCTHU AJIEKTPOHHBIX TOKYMEHTOB.
OOHnapyxeHue CIIy4ailHBIX WJIM HAaMEPEHHBIX HWCKQXEGHHMH 3aluiiaeMod uHpopMamuu c
BEpPOSITHOCTHIO, HE MEHBIIEH 1 — 10°.

3aluTy UCIOJIb3YEMBIX KITIOUEH.

KoHTpo:b 11e10cTHOCTH MTPOrpaMMHOTO 00ECTIeUEHUS.

Hanexxnoe aBTOMaTu3MpOBaHHOE YIIPABICHUE KIIFOUEBOM CUCTEMOM.

Honyckaercss wucnosnb3oBanue mporpaMMubix cpeactB CK3U  «/lomen-K» B omnepanmoHHbBIX
cucremax Windows 2000, Windows XP, Linux Red Hat 7.2, FreeBSD 4.4, pyHKIMOHUPYIOIIUX Ha
wiargopue Intel, u Solaris 8, pyrxuonupyroieii Ha miarhopme Sparc.

B CK3U «lomen—K» ncnonb3yrorcs aaropuTMsbl:

[udposanmne rammupoBanueM ¢ oopaTHoii cBa3bi0 B cooTBeTcTBUU ¢ ['OCT 28147-89 «Cucrtemsl
oO0pabotkn wuHpOpManuu. 3ammra Kpunrorpaduyeckas. AJNTOPUTM  KPUNTOrpaduvecKoro
npeoOpazoBanusy. LllndpoBanue BRIMONHIETCA HA KIIOYaX, KOTOPbIE HA/IJICKUT XPAaHUTh B TaliHE.

Brruucnenue nmuroszamutHor BctaBku B cooTBeTcTBUM ¢ ['OCT 28147-89. [Ipennaznaueno st
3alUThl TepefAaBaeMol (WM XpaHuUMoOM) HMH(pOpMAaLMM OT CIHy4yallHBIX WM TIpeIHAMEPEHHBIX
HCKa)XCHMI. BBITTOMHAETCS Ha KIIF0YaX, KOTOPBIE HAJIJIEKUT XPAaHUTh B TallHE.

Brruncnenue u npoBepka anekTpoHHOU 1udpoBoil moganucu B coorBerctBun ¢ 'OCT P 34.10-
2001 «Muadopmammonnas texnomorusi. Kpunrorpaduyeckas 3zammra wuHpopmanmu. [Iporeccsr
(dbopMUpOBaHUS U TPOBEPKHU IEKTPOHHOI nudpoBoii noanucuy. Beruncinenne DI nmpousBoautcs
C MCIIO0JIb30BAaHUEM CEKPETHBIX KIHOYEH.

XsmmpoBanue wuHpopmanuu B cootBercTBUU ¢ ['OCT P 34.11-94 «Uudopmanmonnas
texHosorusi. Kpunrorpaduueckas 3ammra napopmanun. OyHKIUS X MUpoBanus». llpencrasiser
co0oii 0JJTHOHaNpaBIeHHOE IPeoOpa3oBaHUE CBEPTKH, HE3ABUCIILEE OT KJItOYa.

Ucnoneizyercsa B anroputmax OUII, a Taxke s MOATBEPKIEHUS AOCTOBEPHOCTH JAHHBIX (B
YaCTHOCTH, MapoJei).

Pa3mep cexperHbix kimrodeil mmdpoBaHus, cekpeTHbIX kimroder DI u cexpeTHBIX Kirodei
Juddu-Xenmana (CEKpeTHBIX KIOUEH A OTKPBITOIO paclpelesieHus] Kirouei) coctaBiser 256
outoB (32 Oaiita). Pasmep oTkpbIThIX Kiatodeit DLIT u oTKphITHIX Kitouel ans nportokona Auddu-
Xenmana coctaBisier 1024 6ura (128 GaiiToB) npu ucnonb3zoBanuu 512 6ut (64 Gaiita) nist TOCT P
34.10-2001.
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MaponbHbIN
KITo4

A

NMecoHanbHbIN CeepTKka
Ko

MaponbHbIN +
pcoHarsnbHbIN
(2.8)

Cny4yanHbin
KN4 3almThl
rnonb3oBaTens
(3.0)

CnyyvaliHble
KITO4M 3alnThI
KONMeKTMBOB
(3.0)

Knoun 3awmTbl
KOMNEeKTnB

CeKkpeTHbINn
KoY noanucum

Kntou 3awmThl
ceTeBoro
y3na

AcMMeTpPUYHbIE
KI1ro4unm obmeHa
KOJMNeKTnBoB

Krtoun obmeH
KONNeKTmnBo

ApXxuB Knro4ven
obmeHa
KONJEKTUBOB caM C
cobon

Krtoun obmeHa
cCeTeBoro ysna

Puc. 7. Buns! xiroueii

Kuroun 3ammrsi

B CK3U «/lomeH-K» HCronb3y10TCsl YeThIPE YPOBHSI KJIOUEH 3alUTHI.
Kirroun 3amuTsl IepBOTO ypOBHS — KIIFOUHM 3aIUTHl MAaCTEP-KITHOYEH.
Kntoun 3amuTel BTOPOrO YPOBHS — KIIIOUM 3allUThl KJIACCHUECKUX CEKPETHBIX KIouel oOMeHa
KOJUIEKTUBOB. J[aHHbIE KIIIOUM Ha3bIBAIOTCS KIIOYaMHU 3allMThl Kirodued oOMeHa. Kirou 3amursl
KIIt0Yel 0OMeHa JaHHOTO KOJIJICKTHBA SBJISETCS OOLIMM Il BceX aDOHEHTOB JaHHOTO KOJUIEKTHBA.
Kirroun 3amuThel TpEeThero ypoBHsI WM NEPCOHAJIBHBIE KIFOYM — KIIFOYM 3alUThl KIFOYEH 3allUThI
IIEPBOT0 U BTOPOro ypoBHEH. Mcnons3yrores
TaK)Ke I 3al[UThl CEKPETHBIX ACUMMETPUYHBIX Kitoued ImudpoBaHUs, CEKPETHBIX KIIouen
ANIEKTPOHHOM TTOAMUCH ¥ JUMP-KITI0Yel ¥ HEKOTOPBIX APYTUX KIFOUEH.
Kirroun 3amuThl 4eTBEPTOTrO YpOBHSI WIIM MAapOJIbHBIE KIIOUM — KIIFOYM, IMOJTYy4aeMbIe U3 Maposei ¢
MOMOIIBI0 (PYHKIMK X31MpoBanus. [IperHazHavaroTCs JUIsl 3alUTHI IEPCOHATBHBIX KITIOYEH.

Macrep-Kia04u

Mactep—xmtoun (MK) noapasaensitorcs Ha 2 Tpymibl:
OcHOBHbIE (BHYTPHCETEBBIE) «MACTEp—KJIIOUM» — MpeaHasHaueHbl JUIs (OPMHUPOBAHMS KIIOUEH
3amuTel U Kioued oomena CY B pamkax onHoil cetu. IlepBoe QopmupoBanue Kirouen
npou3BoauTcs apromaruuecku mocie ycraHoBku [IO VKII. Ilocnenyromee ¢opmupoBaHue
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WHULIMUPYETCS aIMUHUCTPATOPOM [0 HCTEUEHHUU CpOKa JACUCTBUS Kito4ya. B nmaHHOW rpymme
HaXOoIITCs 3 TUIA KIIOYEH:

Macrep nepcoHanbHbIA KIKOYEH — |\/|pN [IpenHa3zHaueH sl TeHEpaUMU IEPCOHAJIBHBIX KIOUEH
3aI[UThl A0OHEHTOB;

Macrep kirouei 3amuThl KOJUIEKTUBOB - |\/|dN [Ipenna3znaden mJis TeHepaluy KIOYed 3allyThl
KOJUICKTHUBOB;

Macrep kimtoueit oOMeHa - MCN [Ipeana3znaueH 11 reHepaiuu Kitoueid 0OMeHa KOJIJIEKTHBOB.

2. MexcereBble MacTep—KIIOYM — MpeAHa3HAuYeHbl ISl (POPMHUPOBAHUS CHUMMETPUYHBIX KIHOUEH
oomena mexay CVY, 3aperucTpupoBaHHBIMH B Pa3HBIX ceTsaX. JlaHHBIE KITOYM (GOPMHUPYIOTCS MPHU
HEOOXOIMMOCTH YCTaHOBJICHHS CBsI3H MexXay CVY, 3aperucTpupoBaHHBIMU B pa3HbIX ceTsax. B YKII
MOT'YT IPUCYTCTBOBATh MEXCETEBbIC MacTep — KIIFOUU 3 TUIIOB:

NuauBuayanbHbI CUMMETPUYHBIA MacTep—KJII0Y — CO3/1aeTCs JJIi YCTAaHOBJICHUS CBSI3U C OIHOMU

KOHKPETHOH cetbio - My, . Xapakrepusyercs HoMepoM ceTH, co3jaBuiei Ko N, HoMepoM cetn

JUISL CBSI3W C KOTOpOM mpenHasHadeH M u cBouMm cepuilHbIM HOMepoM. [[ns mepemaud Kiroya
anmunuctparop YKII ocymecteusier ero sxcnopt. [Ipu skcropte ko4 mudpyeTcs: Ha mapoibHOM
kioue skcrnopta. [lapons, B 3aBucumoctu ot Hactpoek YKII, nubo 3amaercs agMUHUCTPATOPOM,
6o GopmupyeTcs Kak cilydyalHBIA, MPU dKCIOpTe Kitoua. [lepenada sKkCcmopTHPOBAaHHOTO KITIOYA
JOJDKHA OCYILIECTBIIATHCS IO JOBEPEHHOMY KaHaly CBsI3U. IMIOpPTHUpOBaH AAHHBIMA KIIIOY MOXKET
OBITh TOJILKO B TY CETb, JUIS CBSI3U C KOTOPOU OH MpenHazHauyeH. [Ipu uMmnopTe Kiiroua mpou3BOJUTCS
MpOBEpPKa MMUTOBCTABKM HA MapoOJLHOM KItoue sKcrmopra. Ecim mpoBepka ycmemiHa, TO KIHOY
nepemupoBbIBACTCS HA KIIIOYE 3alTUTHI KIFOYEBOTO LIEHTPA UMIIOPTUPYIOLIEH CeTH.

AcuMmeTpuuHbIii Mactep—Kkmod — napa kmoueii May = (MSay, MPay ) ans Bepaborku

o0IIero MacTep—Kitoua Mexy cetsMu 1o npotokony duddu — Xenmmana ¢ napamerpamu ['OCT P
34.10-94 unu I'OCT P 34.11-94. AnropuT™m U mapameTpbl BBIOUPAIOTCS aIMUHUCTPATOPOM MpHU
(dbopMHpOBaHUHN KITFOYA. XapaKTEPH3yeTCsl HOMEPOM CeTH, co3faBiueii kimod N u cBOMM CepuilHBIM

HOMCEpPOM. CereTHaﬂ COCTaBJIAIOIIasA KJIro4da |\/|SaN 3alIUIIacTCd Ha KIIHOYC 3alIMThbl KIHOYCBOI'O

ueHtpa u xpautrcs B YKL DOxcmopt 3Toi uyactu He mpousBoautca. OTKpbITasg 4acTh KiIKOYa
MOJIMCHIBAETCS JEUCTBYIOIIUM KIIOUOM moanucu agMuHuctparopa YKII, co3maBumiero macrep—
K04 M TepeAaercss Mo Mpou3BOIbHBIM KaHamaM cBsisu B YKII apyrux cereit. Ilpu ummnopre

OTKPBITBIX 4YacTeil aCHMMETPUYHBIX Macrep—Kimroded u3 apyrux cerei MP@,, mnpounssomurcs

IpOBEpKa IMOANUCH MOJ KI04oM. MIOpT mMpOU3BOIUTCS TOJIBKO B Cly4dae YCIEIIHOW MPOBEPKHU
moanucu W ceptuduxata ammuuuctpatopa YKL, mnoamucaBmero xmod. B orouumm ot
CUMMETPUYHBIX MAaCTEP—KIIOUEN CPOK JECMCTBHS KIIFOYa JIOMOJHUTEIBHO OrPaHUYMBAECTCA CPOKOM
nevictBus ceptudukara aamMuHucTparopa YKL, moanucasiiero faHHbIi KIFOY.

YHI/IBepcaJ'IBHHﬁ CI/IMMeTpI/I‘lHHﬁ MacCTCp—KIIOY - MUM npeaHa3HauUCH I YCTAHOBJICHUS CBA3U

MeXIy 2 U OoJiee ceTsIMH. XapaKTepu3yeTcss HOMEpOM CeTH, CO3/1aBLIel K04 U CBOUM CEpUHHBIM
HOMepoM. MeTo/ibl pOpMUPOBaHUS AKCIIOPTAa U UMIOPTa UJIEHTHUYHBI MHIMBUIYaJIbHBIM MacTep—
KIII0YaM, HO UMIOPTUPOBAH KIIFOY MOXKET OBITh B HECKOJIBKO ceTeil ogHOBpeMeHHO. DopMupoBaTh U
WCIIOJIB30BATh JTAHHBIN KIOY PEKOMEHAYETCS TOJBKO B CIydae OTCYTCTBHUS APYIMX THUIIOB MacTep—
Kiouyel s obecrieueHust OecrepeOoifHOM reHepanuu kimodeBod uHpopmanuu CY wnm ans
OpraHM3alii BPEMEHHOM 3allUIEHHOM CBSI3M B YCJIOBUAX OTCYTCTBHSI BO3MOKHOCTH OOMeEHa
JOPYTMMU TUIIAMU MacTep-KIYen.

Bce MK pacnionararorcst B mojnkarainore MASTERS.

B cocraBe kaxaoro macrep-kir4a XpaHUTCS MHPOPMALUS O €ro CO3/J1aHUM, UMIIOPTE/IKCIOpTE U
BBOJIE B JeHcTBUE. MIMMIOpT, SKCHOPT, BBOJ B JCWCTBHE U YIAJIEHHUE CTAPbIX BEPCHUM KIHOYA
ocyl1ecTBiseTcs anMuaucTparopom YKII.
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Karouu 1T
Kmrou OIII monp3oBarens MpeacTaBiseT CcoOO0OM  aCHMMETPUYHYIO Mapy  KIIIOYCH,

copmupoannyro 1o anropurmy FOCT P 34.10-94 wm I'OCT P 34.10-2001: S, =(SS,,SP,).

Kmtoun DI moryr ¢opmupoBarscss kak B YKL, tak m Ha CY mpu co3maHum 3ampoca Ha
cepTu(dUKaT MOANUCH.

IIpu co3manum kmroya B YKII cexpeTHbIN KIH0Y MOIUCH 3aIUIIAETCS Ha IEPCOHAIBHOM KIIIOYE
nons3oBarenss. Ha CY npu nonydenuun wimoda mnoamucu w3 YKII  cekpeTHbld  Kirod
nepemu(poBhIBacTCS HA CIIy4aifHOM KITFOYE 3aIlUTHI MoNb30Bareis. [Ipu cozmannm Kitoya moAnucH
Ha CVY cekpeTHBIN KU mudpyeTcs Ha CIIydailHOM KJIr04Ye 3alluThl Tojib3oBaTens. [Ipu mepenoce
Ha otnensiemblie Hocutenu (eToken, SmardCard u T.1.) KiIr0Y HOANUCH TepemnppoBHIBACTCS Ha
MapoJIbHOM KITIOUE MOJIb30BaTeNs

HomMmepa u BapuaHThI KJI04Yeil mmu@poBaHus.

B ximroueBoil cucTeME MCIONb3YIOTCSI MOHATHS «HOMEpP KIHOYa» U «BAPUAHT KIIOYay,
UCHOJb3yeMble JUIsI CMEHbl KIIIO4Yel (P OKOHYAHUU CpOKa JEHCTBUS WJIM KOMIIPOMETallUuH
KITFOUEH).

Howmep xiroua — 310 HOMED, ONPEENIEMbII HOMEPOM MacTEp-KII04a, U3 KOTOPOTrO OH CO3/1aH B
VKII, u HOMEpOM COOCTBEHHOTO aCHUMMETPUYHOTO KJIIO0Ya, €ClM Takod wucmnoib3yercs. Homep
UCIIOJIb3YETCs JUIs IUIAHOBOM CMEHBI Kito4a. Eciii Ha OTHOM y3J1€ UMEIOTCS KJIFOYH, POKJICHHBIE U3
Mmactep-kiaoda N5, a Ha ApyroM y3ie — pOXKICHHbIE M3 MacTep-kioda N6, TO cooOuieHwue,
NEepeaHHOe C OJHOrO y3/1a Ha APYroi, He MOXeT ObIThb pacuIM(pPOBAHO, TaK KaK POKJICHHbBIE U3
pa3HBIX MacTepOB KJIIOUM MapHOW CBsI3U OyayT pasHbIMH. TOYHO TaKke JBa y3Jia MOTYT CBS3aThC,
€CJIM Ha KaXKJIOM M3 3THUX Y3JIOB €CTh JEHCTBYIOIIAsl OTKPHITAsl YaCTh KJIK04Ya BTOPOT'O I0JIb30BaTEIs.

B cBs3u ¢ atum B cucreme VIPNet peann3oBana cucremMa CHHXPOHHM3AIMHM CMEHBI KIFOUCH,
IIO3BOJISIOIIAs ABTOMAaTUYECKN IIPOM3BECTU 3aMEHY KIIIOUEH HE paHee 3aJaHHOI0 BPEMEHH U IpU
HaJIMYUU JIOTIOJIHUTENbHBIX MOATBEPKICHUM O BO3MOXKHOCTU Takoil 3aMeHbl. [Ipu 3TOM B TeueHue
HEKOTOPOTO BPEMEHHU MOAJEPKHUBAECTCS BO3MOXKHOCTb paciivdpoBaHus HH(GOpMAMM Ha paHee
JEWCTBYIOIINX KIIFOYaX.

Howmep kiroua, onpenenseMblil MacTep-KIF040M, MOXKET U3MEHAThCS OT 0 1o 255.

Homep xmroua, ompenensieMblii HOMEPOM COOCTBEHHOTO ACHMMETPUYHOTO KJIHOYa, MOXKET
m3MeHATbes oT 0 mo 65535. Cpok nelcTBHS Takoro KIrOYa ONPENENIeTCs I0JIb30BATENEM H
COCTaBJISIET HE MEHee CYTOK. Bapuamnm knwoua - 3T0 TOpPSAIKOBBIM HOMep (OH M Ha3bIBaeTCs
BapUaHTOM) T€HEpaluu KIoYel Uit 3Toro ys3na. OH MCHOJdb3yeTcs A CMEHbl CUMMETPHUYHBIX
KJIFOUYel MpU KOMIIPOMETAIMU KJII0OUel Ha OJHOM y3ie. BapuaHTt kak Obl yIIMHSAET UIACHTU(UKATOP
naHHoro ysma. Koroun oOMeHa co3jaloTcsi M3 MacTep-KI4a Ha OCHOBE HACHTU(HUKATOPOB
KOJUIEKTUBOB M BapMaHTOB Juid oboux y370B. Ilpu xommpomeranuu Kitoued Ha OJAHOM Yy3J€ B
KJIFOUEBOM LIEHTPE YBEJIMUYMBAETCS HA €AMHMILY BapMaHT JJI JAHHOTO Y3J1a, U CO3JAOTCS KIIIOYU
oOMeHa TOJIbKO JIJIsl JAaHHOTO y3Jia C IPYTUMU y3jaamu. M3MeHeHHbIe KII04YM 3aTeM pacchUIatoTCs U3
VYKII uepe3 LIYC no Tem y3iaM, KOTOPBIX 3TO KacaeTcsa. BapuaHT MOKeT U3MEHATHCA, KaK U HOMeEp,
or 0 mo 255. Ilpm uU3MEHEHMM BapHaHTA KIIOYA HCIIOJIB3YETCS Ta K€ CUCTEMAa CHHXPOHU3ALNH
OOHOBJICHH KIIIOUEH, KaK M IPU CMEHE HOMepa KII0Ya.

Hasznauenne kmroueit miis csazu All ¢ LY Com u cepBepom.

B cocraBe kmo4eBoi MH(pOpMAIMM TOJH30BATENsl BCEr/la MMEIOTCS CHUMMETPUYHBIE KIHOYU
oOMeHa 00mUX KOJUIEKTHUBOB Tex AIl, Ha KOTOpPBIX 3aperucTpUpOBaH JAHHBIA MOJB30BATENb, C
obmumu kosjutekTuBamMu [[YCa U COOTBETCTBYIOLIMX YHUBEPCAIbHBIX CEpBEpOB. MCIONB3YrOTCS
JaHHbIE KIFOYH B CIEAYIOUINX HEsIX:

s 3amuThl yrpasistoniero Tpaguka mexay All m IIYCom. B cocraB storo Tpaduka moryt
BXOJIUTh, B YAaCTHOCTH, 3aIpOChl Ha YIpaBJICHHUE OYEPESIMU KOHBEPTOB, KYpHaJIbl, OOHOBIICHUE
aJIpeCHBIX CIPABOYHUKOB M T.A. EcTecTBEHHO, uTO 3TOT TpaduKk Hajmo 3amumars. [lo sTomy xe
KaHaJly MOKHO IepefaBaTh U OOHOBJIEHHsS KitoueBod nHpopMmaruu. (OOHOBIEHHUS 3alMILIEHB] TakK,
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9TO WX MOXHO IepelaBaTh MO JIOOBIM KaHalaM CBS3M, B TOM 4YHCJIE€ OTKPBITHIM. 3aliuta
OOHOBJIEHUH KITFOYeBOW MHGoOpMaIuu Ha Kitode cBsi3u ¢ [[YCoM sBisieTcst JOTOTHUTEIBHON, a He
00s13aTeNTbHOM MEPOU 3aIUTHI) I AyTCHTH(PUKAIUN, TPUMEHIEMON B TPAHCIIOPTHOM MOJyJIE MPU
yCTaHOBJICHUU CBs3U Mexay All u ero cepsepom.

IMapoJbHasi 3a1mmMTa

[Taponp — mocneaoBaTeIbHOCTh al(haBUTHO-IIM(PPOBBIX CUMBOJIOB JinuHOW oT 9 mo 32. Ilapons
MOKET OBITh JBYX THIOB: COOCTBEHHBIM WM ciaydaiHbiii. COOCTBEHHBIH MapoJib 33JaeTCsl CaMUM
II0JIb30BaTeIeM WK aaMuHucTparopoM YKII.

Crny4aiiapiii maposib popmupyetcst cpeactBamu CK3U «/lomen-K» u3 maponbHol ¢passl. [Ipu
(GbopMHpPOBaHUN CIyYaHOTO MApOJsl TAKXKe 3aJaeTCs YMUCIO HAyaJbHBIX OYyKB B KaKJOM CIIOBE
¢bpas3pl, UCHOIB3YEMbIX UIg cocTaBieHUs mapois. CioBa s mapoiibHOM (hpa3bl BBIOUpAIOTCS
ciiydyailHeIM 00pa3oM (C HCHOJB30BAHMEM TEHEpaTropa CIyY4alHBIX YHCET) M3 CIHEHHaTbHBIX
cnoBapei. Hanmpumep, maposbHON ¢pase u3 4 CIOB JETHUW TpajAeayllKa MOKyman Opousary B
cllydae, KoTJa U3 KaKI0ro clioBa OepyTcsi IEpBBIX TPH OyKBBI, COOTBETCTBYET maposb kinghfgjr,hj .

[TaponbHBI KJIHOY — TMOCIEOOBATENbHOCTh OaliT juuHON 32 Oalita, moilydaeMass IyTeM
X3IIMPOBAHUS MAPOJISL.

Kittoun, xpansmumecs Ha KJIFOUEBbIX HOCUTENSX, 3alIU(pOBaHbI HA IEPCOHAIBHOM KIIFOUYE WM Ha
CyMME I10 MOJYJIIO 2 MapojbHOTO M MEPCOHAIBHOrO Kitouei aboneHrta. llludpoBanuio Ha cymme
MapojbHOrO0 M TEPCOHATBHOTO KIIOYEH TMOJBEPraloTCsl CEKPETHbIE ACUMMETPUYHBIC KIIIOUU
mmdpoBaHus M TOANMUCH, YTOOBI chenaTh ux HegocTymHbiMU ais YKII. IlepconanbHbIil Kitou
aboHeHTa 3amudpoBaH Ha TEKYILIEM NapOJIbHOM KITFOYe.

Jlji IpoBepKU Naposisi Ha KIIOYEBYIO TUCKETY MTOMEIIAETCsl X3I-3HaYeHHE MapoIbHOro KIII0oYa.
Takum 00pazom, KOHTPOJIbHOE XOUI-3HAYEHUE JIsI IPOBEPKHU MapoJjs BBIUUCISIETCS MOCPEICTBOM
JIBYX IOCJIEJIOBATEIbHBIX X3IIMpOoBaHUN napois. [lepBoe XaUI-3HaueHUE U UTPAET POJb NAPOIHHOIO
KJTIO4a.

@aiia-qpuctpudyrus (DST-paiin)

®dain-nucTpuOyTUB (MM TUCTPUOYTUB JIJIsI HAYaIbHON MHCTAIUTSIUN) — (aiii, Co3aBaeMBblil 1Jis
Ka)KJIOTO TOJIb30BATENsl CETEBOTO y37a M COJAEpKAIUi CleqyrIyo HHbopMaiuioo (B CKICCHHOM
BHJIE): Habop KItoued s mosb3oBarenss U cereBoro ysna (w3 YKII), peructpannoHHbil ¢aiin
(infotecs.re), a rtaxxe aapecusie crnpaBounukd (3 IIYC). Dta umHbpOpMaims HeoOXoaUMa IS
o0ecrnieueHns MEPBUYHOTO 3aIycka NpuKIaaHoi nporpammsl cet ViPNet.

Pasnuyaror nBa BWAa OUCTpUOYTHMBOB: TMOJHBIA W MUHUMaNbHbIN. [lomHBIA AUCTPUOYTUB
COJICPKUT TIOHBIA HaOOp (haiiyioB CIPaBOYHUKOB, KITIOUYEBYIO JIUCKETY TOJI30BATENSI U KITFOUEBOM
HaOOp JIJIs1 CETEBOTO y3Ia.

MuHUMAaNTbHBIA TUCTPUOYTUB CONEPKUT BHIOOPKY (pailyioB CLIpaBOYHUKOB U KITFOUEBYIO JUCKETY
nosb3oBarens. Mcrnonb30BaHe MUHUMAIBHOTO AUCTPUOYTHBA TOCTATOYHO JJISL TOTO, YTOOBI BOWTH
B TMPUKIATHYIO MPOrpaMMy U JUCTAHIIMOHHO TpHHATH oT [[YCa BCIO OCTaIbHYIO KIIOYEBYIO U
aapecHyro uHpopmanuioo (TIOTHBIM HaOOp aApecHBIX CIPABOUYHUKOB M KIIOUEBOH Habop it
CETEeBOr0 y3Jia). YUuThIBasi Maiblii 00beM MH(OpMAlMKM Ha KIHOYEBOW TUCKETE, 3Ty MH(OPMAIINIO
MOXXHO Tak)Ke pa3Meriarh Ha Touch memory wiau cmapTkapTe s TEPBUYHON BbITAYU
nosb3oBarento. DopMUpoBaHKE TOJHOTO ITUCTPUOYTHBA IIeecoo0pa3Ho, ecnu cBsa3b ¢ [[YCom 1o
KaKUM-ITM00 MprUYrMHAM HeBO3MOXHA. HO B TO ke BpeMsi HEOOXO0JUMO YUUTHIBATh, YTO TIPU OOIBIIIOM
pasmepe ceT (a1 TOJTHOTO TUCTPUOYTHBA MOKET HE TIOMECTHTHCS Ha IUCKETE.
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[ ] ucronb3ytomcs ons

udeHmucghukayuu
AdpecHnbie purad

cripasoYyHUKU Helicmeyrowuti
P B riepcoHarbHbIl KoY (LK)

Knoyesasi Ouckema

(KA)
ucriosib3yromecs ons 3auwumsi U

aymeHmugukayuu

Knroueeoli Habop

BUI, napornbHbIl KoY

(KH) : Krroyu cessu yposHs CY

Knroyu cessu yposHs TK

EBj Knroyu cesasu c LJYCom u
®alin nuueH3uu cepecpom

infotecs.re ucnone3ytomces ons
wugbposaHusi U dewughposaHusi

DST-gbalin dns kaxdozo
rnons3oeamerisi

Puc. 8. ®opmupoBanue 1ucTpuOyTHBa CIIPABOYHO-KIIIOYEBOM MH(DOPMAIIUK JUI IOJIB30BATENS CETH
ViPNet

KiroueBsie nuckersl noib3zoBateneit (K/). [ns xaxnoro nonszoBatens B YKII co3maercs cBos
KItoueBas Auckera. OCHOBHOE coJiepyKaHHe KIIHOUEBOM TUCKETH! MOJIb30BaTelNlsl — HHPOpMalUs, ero
UACHTUQUIMpPYIOIIAs U MO3BOJIsoNas padoTaTh ¢ NmpuKiIaaHbiMu 3anadamu cetu ViPNet. Kpome
Toro, Ha auckere Haxoxaarcs kimoun OUII nannoro abonenta, eciu LIYC paspemmn aboHEHTY
MOJNUCHIBATh TOKYMEHTBI, a TaKXkKe X3I-(PYHKIUS, CIIy>Kalas AJisi IpOBEPKU MapoIsl.

Jlns ynoOcTBa OTHPaBKHM KJIOUEBas JHMCKeTa co3/1aeTcs B ckieeHHOM Buje (CKIeeHHbIH BUA —
(daiinel B HEM3MEHHOM BHJIE CKJIEHBAIOTCS B OAWH (aitn ¢ nobaBieHreM WHPOpMaLUUA IS
packiieikn).

[lepen wucmonp30BaHWEM KIFOUEBOW JWCKETHI €€ HaJ0 0053aTeNhbHO PACKICHTh. Packientsh
KIIIOYEBYIO JIUCKETY O3HAdaeT NnpeoOpa3zoBaTh (aila U3 CKIEEHHOTO BHJAA K HAOOPY M3 HECKOJIBKHUX
¢aiinos. Packinents K/ MOKHO HeCKOJIBKAMU crioco0amu. J1Jis mos3oBaTene, monyauBmmx DST-
¢aiin or AnMuUHHCTpaTOpa CeTH, packiieiika MPOXOIUT aBTOMAaTHYECKH.

KiroueBsie Haboper isi ceteBbix y3moB (KH). [{mst kakmoro ceTeBOro ysja cO3JaeTcsi OJUH
KIII04eBOIl HaOOp, M BCE MOJIB30BATEIM 3TOTO CETEBOIO Y3J1a IMOJIb3YIOTCS UM MpU MIM(POBAHUU U
nemrdpoanu. OCHOBHOE COJiep)KaHUE KJIIOYEBOro Habopa — KIIOYHM JJs MHU(pPOBaAHUS MEXITY
KOJIJISKTUBAMU U MEXy ceTeBbIMU y31aMu. KimroueBoii Habop Takke co3/1aeTcs B CKIEEHHOM BUJIE.
AcMMMeTpHYHBIE KII0YH IH(POBAHUS
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Acummerpuunble kmoun mudposanus (AKII) moryr ¢opmupoBathes Ha All, Ha KOTOpPBHIX HE
3apeructpupoBanbl IYC u YKI| u npu ycnmoBum, 4to moJib3oBarenb ganHoro All mmeer mpaBo
nognucu. Ha CM AKII ne ¢opmupyrores. Hcnonp3zoBanune AKII Moxxer OBITH BKIIOYEHO
nosnb3oBareneM uepe3 HacTporku [10. Bximrouenue ucnonb3oBanuss AKII He o3Hauaer orkaza ot
UCIIOJIb30BaHUs CUMMETpUYHOM KitoueBoit cuctembl VIPNet. AKII sBiastOTCS TOTOTHUTEIBHBIMUA U
UCIOJIb3YIOTCS COBMECTHO C CHMMETPUUYHBIMH KJIFOUaMU MU (PPOBAHUSI.

[Tpouenypa popmupoBanust AKIL BeimonHsiercs: npu BiroueHHoM onun "Mcnons3oBats AKII"
Y BBIMIOJHEHUH XOTS OBl OJTHOTO U3 YCIOBUIA:

OtcyrcrByer neictByromuii ko4 AKII xorss Ob1 1t OHOTO M3 KOJUIEKTHBOB, B KOTOPOM
3aperucTpUpPOBaH MOJIb30BATEb.
Cpoxk netictBus kimroua AKI a1 01HOTO U3 KOJIJIEKTUBOB UCTEKAET MEHee yeM uepe3 12 gacos.

C momeHTa mnocnenHero (opmMupoBaHUS KiIoued (ompenensercs Kak Jara Hadajga Cpoka
nevicteust kmoua AKII o6mero komnexktuBa All) mpomwto Gonee T cyrok, tne T — mepuon
dbopmupoBanus AKIII, 3agaBaemsrii B HacTporikax [10.

Hcnonb3oBanue Kpunrorpagpuu pasjiuuHbIME NpHIoKeHusamMu cucremnl ViPNet

OCHOBHBIMU TOTPEOUTENAMU KpUOTOrpadUYecKuX MOJIYyNeH, a, CIeJI0BaTEeNbHO, CO3JaHHON
KJIF0ueBOM MHOpacTpykTypbl B cucteme ViPNet smisitorces nmoacucrema VPN, pabotaromias Ha
CeTeBOM YpOBHe, a Takxke JlenoBas mouta, LIYC, Tpancnoptueiii Mmoxyns MFTP, paGoraromue Ha
MIPUKJIaTHOM YPOBHE.

Ha pabounx Mectax ymnpaBjieHHE U HACTPOUKY KpUNTOrpauueckoil moJcucTeMbl 00ecTieunBaeT
CHELMAIbHBI MOAYJb KPUIITOCEPBUCA, KOTOPBIA BXOAMT, KaK HEMOCPEACTBEHHO B MPUIIOKECHUS
cuctembl ViPNet, tak u mocraBisieTcss B BHJE OTACIBHOrO NpuiokeHus. OCHOBHOEC Ha3HAUCHHE
KpUIITOCEPBUCA B BHJE CaMOCTOSTEIIBHOIO NPUIOXKEHUS — OTO O0OCIyKMBaHUWE BHEUIHUX
NPUKJIAHBIX [POrpaMM, KOTOpbIE HCIONB3YIOT Kpuntorpadudeckue momynmu ViPNet — CK3U
“Ilomen-K” nnst cBoux ueneit. s ucnonszoBanus kpunrorpaduu “Iomen-K” npyrumu cucremamu
MPEIOCTaBIIEHbl PAa3HOOOpa3HbIE BO3MOXHOCTH B BHJIE€ MPOrPAMMHBIX KPUIITOTpadUIECKIX
unTepdeiico, COM 00beKTOB, TIIaTMHOB.

[Toncucrema JlenoBoil mMoYThl MCIONB3YET BCE THUIMBI KIO4el, (GOopMHpyeMble B CHCTEME, YTO
MO3BOJISIET MPU HEOOXOJIMMOCTH OOECHEeUNTh MHOTOYMCICHHBIE YPOBHU pa3rpaHUYEHHs JOCTYyINa K
IIMCbMaM M JIOKYMEHTaM B COOTBETCTBHMM C TUIIOM perucrpanuu nosns3osarened B [[YCe. Eciu Ha
y3J1€ 3aperucTPUPOBAHO HECKOJBKO MOJIb30BATEIEH M HECKOJIBKO KOJIJIEKTUBOB I0JIb30BaTENEH, TO B
3aBUCUMOCTH OT KOH(HMIEHIMATbHOCTH JOKYMEHTOB IOJIb30BaTENIb MOXKET 00ECHEeUUuTh JOCTYN K
HUM:

TONBKO ce0s M, COOTBETCTBEHHO, HANpaBUThb MNUCbMO U JIOKYMEHTBHI, JOCTYIHBIE TOJBKO
KOHKpEeTHOMY Tosib3oBatento. st atoro B [[YCe momkHBI OBITH CO37]aHBI KOJUIEKTHUBBI, TJ€ TaKHUE
II0JIB30BATENH 3apPErUCTPUPOBAHBI €IUHOINYHO;

TOJIBKO TIOJIb30BaTeNIel, 3aperuCTPUPOBAHHBIX B CBOEM KOJIJIEKTMBE, W HANpaBUTh IMHUCBMO U
JOKYMEHTBI, JOCTYIIHBIE TOJIBKO M0JIb30BATENSIM KOHKPETHOTO KOJIEKTHBA;

BCEX MOJIb30BATENEH, 3apEerUCTPUPOBAHHBIX Ha JJAHHOM Y3Jie, U HallpaBUTh MUCbMO U JIOKYMEHTHI,
JOCTYIIHBIE BCEM I10JIB30BATEISM y3J1a — IOTy4YaTells.

Takoe pasrpaHMYeHHE JIOCTHTaeTcss IyTeM IIH(pPOBaHUS  JOKYMEHTOB Ha  KJIIOYax
COOTBETCTBYIOIETO YPOBHSI.

[Ipn otmpaBke mnucbMa W JOKYMEHTOB — BJIOXKEHHH /I KaXJOro MNHCbMa - KOHBEpTa
(dbopmupyeTcs cIy4alHbIA KiII04, CHHXpornockluika (SP), Ha KOTOPBIX OCYILECTBIIsIETCs MH(poBaHue
U KOTOpbIE BCTAaBJISIOTCS B MOYTOBBIM KOHBEPT U MEpPEAArOTCs MOJydyaTel0 BMECTE C MHCbMOM.
Cayuvaiineiii kmrou (32 Gaifra) mmdpyercst Ha Kito4e OOMEHa ¢ COOTBETCTBYIOUIMM KOJUIEKTHBOM.
OpnoBpemeHHo  ¢opmupyercs umuTo3amurtHas curHarypa (IM), koropas  mo3Bossier
IIPOKOHTPOJIMPOBATH LIEJIOCTHOCTh JOKYMEHTA M 3aLUTUTD [10JIb30BATENEH OT HaBSI3bIBAaHUS JIOXKHON
nH(pOpMaLINH.
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[Ipu coxpaHeHMH NHCbMa C JOKYMEHTaMH B ITOYTOBBIX Mankax, €CJIH MUChbMO 3amu(poBaHo, TO

OHO TAaKiKC COXpPaHACTCA B HHUX B SaHII/I(bp0BaHHOM BUIC.

Onnako BCCraa IIPOHU3BOAUTCA

nepemudpoBanue CIydaiHOro KJro4a Ha Kiroue oOMeHa ¢ caMuM coOoii. [Ipu cmeHax kitoueit Bce
TaKue KIIIOYM COXPAHSIOTCS B CIEUUAIBbHOM (aiiyie B 3amn(poBaHHOM Ha TEKYILEM KIIOYE BUJE.
OTO mMO3BOJISIET OO0ECIEYUTh BO3MOXKHOCTh pAcHIM(POBAHUS CTAPBIX JTOKYMEHTOB W IOCTE

MHOTI'OYHCJICHHBIX CMCH TCKYIIHUX KJTFOUEH.

B nenoBoit mouTe WCMONB3YIOTCS BCE CTAHIAPTHBIE MEXAaHU3MBI 3JIEKTPOHHON mHQPOBOI
MOJINKCH, KOTOPBIE MO3BOJISIIOT 00ECHEUYUTh IPUIUIECKYIO0 3HAUUMOCTh JOKYMEHTa U €ro JOCTaBKU
nonyyatento. Kaxaoe NUCbMO W KaXIbIH BIOXXCHHBIM JIOKYMEHT MOXET OBIThb IOJINUCAH

HECKOJIBKUMHU MOAMNKUCIMH HE3aBUCUMO APYT OT ApPYTa.
Ha pucynke 9 npuseznen nopsaok mudpoBanus B [lenoBoit moure.

CnMMETpHYHLIN
Kkntoy obmeHa ID1-
ID2

CeKpeTHbIi
aCMMMETPUYHBIN
Kkntoy D1

PesynbTupyiowwmin
CUMMETPUYHbIA DH
kntoy 1D1-1D2

CnyvaliHbIi Koy

OTKpbITbIA
CMMMETPUYHBIN

kntoy 1D2

WndpoBaHus

PesynbTupytowmii kntoy
™M obmeHa
ID1-ID2

OTKpBITbIN TEKCT

LLInchpoBaHHbIA TEKCT SP IM 3awmdgpoaHHbIn CK

SP krtova

Kniova

Puc. 9. ludpoBanre Ha MPUKITATHOM YPOBHE

IlenTp ympaBneHusi cetbto W TpaHcnopTHbIH Moayns MFTP. IIYVC obGecnieunBaeT ymnpaBieHue
y3JIaMH CETH TyTeM OTMPaBKH Ha Y3JIbl 4Yepe3 TPAHCIOPTHBIM MOIYTb OOHOBIEHUHN aJpecHBIX
CIIPaBOYHMKOB, KItoueBoi wuHpopmanmu, chopmupoBanHor YKII, mporpammHoro obecreueHus,

BoinymeHHbIX B YKL cepruduxaros DLUII u ap.
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Bes ykazannas unpopmanus npu otnpaBke u3 L[YCa ynmakoBbIBaeTcsi B TOYTOBbIE KOHBEPTHI U
mudpyercs Ha Kirodax ooMeHa oouux koyuiekTuBoB LIYCa u y3na angpecara.

Ha y3ne nannas unpopmamust pacmu@poBBIBACTCS TPAHCHOPTHBIM MOIYJIEM M IEpeNacTCs
npunoxenuto. [locrynusmas uHpopmauus ans otmnpaBku oOpatHo B LIYC 3ammgpoBbiBaercs
TPaHCIIOPTHBIM MOJYJIEM.

HIndpoBanue B 3TUX Cilydasx HPOU3BOIUTCS aHAJIOIMYHO MIU(GPOBAHUIO OYTOBBIX COOOILEHHH, TO
€CThb C MCITOJIb30BAaHUEM CllyuyaitHoro kioua (Pucynox 9).

Crenyer OTMETUTD, UTO KitoueBas nHpopManus, mocrynaromas u3 YKI B IYC nnsa nepenaun
Ha Yy3JIbI, yoKe 3ammdpoBaHa Ha KII0YaxX 3aIUThl, UMeromuxcs Toiabko B YKL 1 Ha y31max, B CBsI3U €
yeMm, 3ta nHpopmanus Ha [[YCe He nocTynHa.

VPN u ¢unsrpanus tpaduka. [loncucrema VPN, B ominune ot JlenoBoii mouTsl, paboTaromieit
Ha MPUKJIAJHOM YpOBHE, (DYHKIIMOHHPYET Ha CETEBOM YPOBHE M MCIOJb3yeT KPUITOIpapHUECcKyto
nojicucreMy Juis mmdposanus u pacmmdposanus IP-tpadurka, KOTOpEIM KOMITBIOTEpP 0OMEHUBAETCS
C IPYTMMHU KOMITbIOTEpaMHu ¢ ycraHoBieHHbIME Moayisimu ViPNet. [lns nmbpoBanus tpaduka 3ta
MIOJICKICTEMA HMCITIOJIBb3YET KIIOYH YPOBHSA Y31 («0OIIETo KOJIEKTHBAY), TO €CTh JOCTYITHBIX JIJIsl BCEX
[I0JIb30BaTENIeH, 3aperuCTpUPOBaHHBIX Ha JaHHOM y3ie. llludpoBanue m QuubpTpanuio cereBoro
TpaduKa OCyIeCTBISICT crieirain3upoBannsbiii Jpaiisep ViPNet.

Vupasnenue paboToOil japaiiBepa obecrednBaeT mnpukiagHas nporpamma ViPNet — Monutop.
JlanHast mporpaMMma oOecreYnBaeT 3arpy3Ky JpaiBepy HEOOXOIUMBIX MpaBWiI (UIBTpAIUN
OTKPBITOrO U 3alIM(pOBaHHOrO Tpaduka U COOTBETCTBYMOLIEH KitoueBoi nHpopmauuu. Ilpu s3Tom
JlaHHasl POrpaMMa UCIIOb3yeT IPEI0CTaBICHHbBIC KIIto4eBoi cuctemorr VIPNet Bo3sMoxxkHOCTH JUIs
aKTUBHOM ayTeHTU(UKALMM [O0Jb30BaTeIeH, 3aperuCTPUPOBAHHBIX HA JIAHHOM KOMIIBIOTEpE, U
o0ecreunBacT:

OILMOHAIBHO OJIOKUPOBKY YIpaBJICHUs KOMIIBIOTEPOM uepe3 KIaBHATypy U MBIIIKY, OJIOKUPOBKY
ceTeBoro Tpaduka 06e3 BBOJIa NapoJisl U HAIMYUS KIYEBOU JUCKEThI (HOCUTENIS) IOJIb30BaTENs;
3arpy3Ky 3a/laHHBIX I10JIb30BaTEIeM WM aJMHUHHUCTPATOPOM NEPCOHAIbHBIX MPAaBUJ AJIS JaHHOIO
MOJIB30BaTeNsl MO (UIBTPAIMK OTKPBITOTO H 3amm@poBaHHOr0 Tpaduka. DTO obecrednBaeT
pasrpaHNYeHHEe BO3MOYKHOCTEH pa3HBIX IIOJIB30BATENEH IO JOCTYNy K pa3jIMYHBIM CETEBBIM
pecypcam.

Jnst ViPNet-npaiiBepa KOHEUHBIM 00BEKTOM IpH HmppoBaHuu Tpaduka spisiercs: IP-naket. To
ecTh s ApaiiBepa He Tpedyercs Online mporenyp a1 BBIpaOOTKH KITFOUESH M CHHXPOHHU3AINH, YTO
o0ecreyrBaeT MTHOBEHHOCTh COEIMHEHMH, TOYHEE OTCYTCTBHE B HEOOXOAMMOCTH CIEIHabHBIX
CEaHCOB I OpraHU3alMd COEAMHEHMH, 4TO MOIJIO Obl NMPUBOAWUTH K 3aJ€p>KKaM M IOBJIHUATH Ha
Ha/IeKHOCTh PabOThl pa3lIUYHBIX ceTeBbIX Ciyx0. Ilpum nmmdposanum kaxnoro IP-makera apaiiBep
BbIpa0aTHIBAET CIy4YaillHYI0 CHHXPOIOCBUIKY (8 0aiiT), BBINOIHSAET CBEPTKY (X3IIMpOBaHHE) ATOU
CHUHXPONOCBIJIKM €  KIOYOM OOMEHa C  COOTBETCTBYIOLIMM  y3JIOM M  HOJYYEHHYIO
MocJie1I0BaTebHOCTh (32 Oaiita) MCHoJIb3yeT B KadecTBe Kitoua s mudpoBanus IP-makera. To
€CTh caM KJIF04 0OMeHa HUKOI'/1a HETTOCPEICTBEHHO HE UCTIONb3YyeTcs /Ui MHU(pPOBaHUs MaKeTa.

Jnsa xaxporo IP-nakera BeipabaThIBaeTCsl Tak’ke UMUTO3alIUTHAs CUTHaTypa (4 Oaiita), koTopas
BMECTE€ C CHHXPONOCBUIKOW W 3ammdpoBaHHbIM |P-makerom mnomemtaercs B HOBbIM |P-maker,
oTnpanisieMblit B ceTb. O CTpyKkType U mpeoOpazoBanusx |P-makera Oyner moapoOHO paccka3aHo
HUXKE.

Ha pucynke 10 npuBeneH mopsIok mupoBaHus Ha CETEBOM YPOBHE.
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PesynbTupyoLwmi Koy
obmeHa
ID1-ID2

[Mpoun3BoaHbIN Koy
wndppoBaHus

SP

OTKpbITBIV NakeT

SP OTKpbITBIV NakeT IM

Puc. 10. [lludpoBaHue Ha CETEBOM ypOBHE

Texnonorust Yaocrosepsiromux neHrpoB ViPNet

OOpatuMcs K mpoleaypaM BbITycKa, 00paboTKH cepTU(UKATOB, a TAKXKE CIIOCOOaM MOCTPOECHHUS
CHpaBOYHMKOB JUIsl Heumepapxuueckux PKI. B Takux mH(pacTpykTypax CyIIECTBYIOLIUE PEIICHUs
OCHOBaHbl Ha MpHUMEHEHHM crenuanu3upoBaHHbX L[C, BBIMONHSAIOMMX (QYHKLIHIO «MOCTa», H
o0ecreurBaIIUX B3aUMOJAEHCTBUE HH(PACTPYKTYp OTPBITHIX Kirouel ¢ AuQQepeHIrpoBaHHON
tononorueit. TexHonornyeckue Bo3MOkHOCTH cTaHjapra X.509 cocTaBisIOT OCHOBY MEXaHHU3Ma
coriacoBanHoro ynpasienus PKI ¢ pasnuunoil Tomonoruei B paMKax MPHJIOKEHUHN, OTBEYAIOIINX
3a BBINTYCK U 00pabOTKy cepTU(UKATOB.

Heuepapxuueckas PKI| moxer OwiTh mpencraBieHa B Bujue rpada, B KOTOPOM CTPOTroe
UEPAPXUUECKOE OTHOIIEHUE Y3JIOB HAPYIIEHO MM OTIMYAETCS BBICOKOM HEOJHOPOIHOCTHIO. Takue
PKI MoryT BO3HUKHYTH B pe3yibTaTe pa3BepThiBaHUs HH(PACTPYKTYPHI C TOTOJIOTHEN y3710BOM CETH
WK OOBEAMHEHUs] HEepapXUUeCKuX M HEUEepapXU4eCKUX HHPPACTPYKTYp B XOJA€ IMEPEKPEeCcTHOH
cepTudUKaImH.

Hwxke npuBoauTcss omucaHue HHOPACTPYKTYyp C pa3iIMyHONW TOMOJOTHMEH M CIOCOOBI MX
KOMOMHHUPOBAHUS.

OO0bennHeHHas nepapxudeckas HHppacTpyKkrypa

B uepapxudeckoii uHppacTpyKType, IpeacTaBieHHol Ha puc.ll moanucuuku u Ipyrue cyObeKThI
PKI nosepsitoT enuacTBEeHHOMY KOpHEeBOMY L[C.
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KopHeBou L|C 1 nog4ynHeHHble
D Moanucumk CY6beKTbl NOMeYeHbI O4HUM LIBETOM

——» Bbigava ceptudhukata

Puc. 11. Uepapxuueckas PKI

Kopresoit LIC ceprudumupyer otkpeiteie kimtoun nomunHeHHbIX L[C. Ilocnennue B CBOMO
ouyepeib CepTUUUIUPYIOT OTKPBIThIE KIIFOYM IOANMCYMKOB WIH K€, B ciiyyae MacmrabHbix PKI,
otkpeIThie Kitoun npyrux LIC. B Takoil apxuTekType mporecc cepTHu(HKAIUN pa3BOpadNBACTCS
CTPOTO B HAalpaBJICHUU INOJYUHEHHBIX Y3JIOB HEPAPXUM, U HUKOTJA — B HAIPABICHHUU Y3JIOB,
HaXOJSAIIMXCS Ha BBIIECTOSALINX YpOBHIX uepapxuu. Kak npaBuio, Tobko oauH Beimectosmmii LIC
BBINOJIHSAET CepTH(UKALNIO Kakaoro nogunHeHHoro Llentpa ceprudukannu. CepTudukaoHHbIN
nyts B uepapxudeckoi PKI mpencrasisier co0oil mpocTol M JOTMUYHBIM Ipouecc, KOTOPBIN
3aKJII0YAeTCsl B MOCIEN0BATEIbHOM MPOBEPKE MOJIMHHOCTH OTKPBITHIX KIHOUYEH U3 cepTU(UKATOB
(noomeepoicoenue cepmugpuxamos), BIUIOTh CepTUHHUKATOB, BhIMyIIeHHBIX KOpHEeBbIM L[C. Torma
OTKPBITBIA KJIOY, C ILIE€JbI0 NMPOBEPKU KOTOPOTO BBIMOJHAETCS MOCTPOEHHE CEPTU(PUKALMOHHOTO
MyTH, CUATAETCS MOJIMHHBIM, €CJIM MOJITBEPKJIEHbl Bce cepTudukarsl myTd. Ha nmpakTtuke mupoko
pacrpocTpaHeH MOAX0/Jl, KOT/1a HECKOJIbKO Hepapxuueckux PKI, kaxmas co cBOMM €IMHCTBEHHBIM
kopHeBbIM L[C, oObemaunsitorcs B o0y ctpykrypy (Puc. 1.2.7). B Takoil mMOJMHMKOPHEBOM
UHOQPACTPYKTYpE MOATBEPKACHUE CEPTU(PUKATOB CYOBEKTOB BBINOJIHIETCS TaKXkKe Kak M B
MOHOKOpHeBo uepapxudyeckoil PKI. Paznuuue 3akmtogaercs B TOM, 4yTO cepTU(UKAT MPUHUMAETCS
TOJIKO TOTJa, KOrjJa NOATBep:kIaeTcsd BceMH KopHeBbIMH LIC mommkopHeBONH MHPPACTPYKTYpPHI.
Takoe pemieHHe TNPUMEHSIETCS, HanpuMmep, B TONYISAPHBIX ~ WeD-Opaysepax, KOTOpbIe
PacIpoCTpaHSAIOTCSI BMECTE ¢ OOIUPHBIM cruckoM aoBepeHHbIx L[C. HecmoTps Ha TO, 4TO Takoi
MOJIXOJT HECKOJbKO YIPOIIAeT TMpoILenypy IPOBEPKU CepTU(UKATOB, CYIIECTBYET U Pl
HejocTaTkoB. Hampumep, mnonbp3oBarenb, Kak IPaBUIO, HE paclojiaraeT CBEACHUSMH O
cepTu(UKAIMOHHON MOJUTUKE WK MPAaKTUKE TOro uiu MHOro kopHesoro LIC, 1 0ObIYHO TOYHO He
3HaeT, Kakoi nMeHHo KopHeBoi LIC ucnonb3oBancs A1 NpoBepKHU KOHKPETHOTO cepTUUKaTa.
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KopHeBble LIC

O LeHTp CepTudukaumm
D Moanucuuk

—— Buipaua ceptudmkara

Puc. 12. IlonukopHeBas uepapxuueckas PKI

B PKI ¢ apxurextypoii y3nosoi cetu (Puc. 9-a) kaxxaplii moanucyuk gosepser Tojabko Tomy LC,
KOTOpbI OTBEYaeT 3a BBINYCK cepTUHUKaTa JaHHOro mnoanucyuka. OCoOEHHOCTb TaKoH
apXUTEKTYphl — OTCYTCTBUE MpoMexyTouHbIX y370B (LIC) mexay kxopHeBbiM LIC u moamucuukoMm.
IIC B Takoif apxXWMTEKType OXBaThIBAlOTCS mepekpecTHo ceptuduranment. Kaxnpni LIC
OJTHOBPEMEHHO BBIMYCKAET CepTHU(UKATHI U obecreunBaeTcs CepTU(UKATOM CO CTOPOHBI JAPYTHUX
paBHonpaBHbIx LIC, Bxoasmmx B uHppactpyktypy. Ha pucynke npencrasinena PKI ¢ apxurextypoit
y3710BO# cetu, rae kaxapii [{C yuacTByer B mporuecce nepekpectHoil ceptudukanuu. CyniecTByer
NPUHIUIHATIBHAS BO3MOXHOCTh MPOEKTUPOBaHMSA U pa3BepTbiBaHus y3noBoi PKI co cmemanHoi
OJIHOHAINPABJICHHON U MEPEKPECTHON cepTUUKaLUEH.
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Jpenneate

O

Llentp CepTudukauum

<«¢:p Kpocc-ceptuchukar

[:] Moagnucuuk
—

Buinyck ceptudpukara

KopreBowu LIC n nog4nMHeHHbIe

CYOBEKTbI NOMEYeHbl OAHUM LIBETOM

Puc. 13. PKI ¢ Tononorueii y3i10Boii cetu

Konctpykuus cepruduxanuonnoro nytu B PKI ¢ Takoil Tomosiorneil HECKOJIBKO CIIOYKHEE IO
CPaBHEHMIO C MepapXHyecKoil MHPpacTpyKTypoil. OCHOBHAs MpUUMHA — HAIMYHE MHOKECTBEHHBIX
CBS3€M MEXJIy JOBEPEHHBIM LIEHTPOM M MPOBEPSEMBIM CEpPTU(PHUKATOM, MOTEHIUAIbHAs
BO3MOYKHOCTh BO3HHUKHOBEHHUS 3aMKHYTBIX KOHTYpPOB M TYINUKOB B Tpadax, OTpakarolIux
tonosioruto Heuepapxuueckux PKI. JlomonHuTensHo, HECMOTpsi Ha TO OOCTOSITEIHCTBO, YTO
TOTOJIOTUH Y3JIOBOM W HEpapXU4ecKod HWHOPPACTPYKTYp MOTYT pa3IU4aThCs HE3HAYUTENBHO,
cepTu(UKaThl B X0/I€ JIBYCTOPOHHEHN MepekpecTHOl cepTrudukanyu B y3noBoil PKI coxpansitorces He
KaK MHIMBHyaJbHbIE CEPTU(UKATHI, a KaK CepTUPHUKAIMOHHBIE Mapbl. Takue mapbl, B OTIUYUE OT
CepTHU(PUKATOB HepapXHuecKol MHPPACTPYKTYphl, PETUCTPUPYIOTCS B CIIELUAIBHOM I10JIE 3alMCU B
CIPaBOYHHMKE.

JAByHanpaB/ieHHAs NepeKpecTHAad cepTUPUKALMA.

Paznuunbie MHQPACTPYKTYpBI OTKPBITBIX KIIOYEH MOTYT OBITh CBS3aHBI TPH  [TOMOIIX
NEepeKpecTHOM  cepTU(UKALUU, YTO TMO3BOJSET CyOBbEKTaM TMOATBEPXKAATh CEpTU(UKATHI,
BoinyuieHHsle apyrumu PKI. B crnyuae nepapxudeckux PKI, Tunuuneii nporecc nepekpecTHON
cepTHU(HKAIIMUA CBOAUTCS K TOMY, YTO KaxAblil kKopHeBoi LIC BbImyckaeT cepTU(PHUKATHI I IPYyTuX
kopHeBbIX lleHTpoB ceprudukanmm ganHoit PKI. B pesynapTaTe o0Opa3yeTcss HECKOJIBKO
YCIOXKHEHHAasi, HO BCe ellle uepapxudeckas nHppacTpykTypa. s ocyiiecTBiIeHUs MepeKpecTHON
ceprudukanyi B UH(PpacTpykTypax ¢ Tomojoruen y3moBou cetu, LIC Buyrpm xaxmoir PKI
BbIOMpatoTcss Ooyiee WM MeHee NpOou3BOIbHO. OCHOBHOW KpuTepuil BeIOOpa — 3(hdexTuBHOE
nocrpoenue pesynbtupytomeid PKI. Ha puc. 14 mnpencraBinena rubOpuanas uHGPAcTpyKTypa,
MOJTy4YeHHas B pe3ysibTaTe 00beIMHEHHs nepapxudeckoit u yznosoit PKI.
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LlenTp CepTtudpukaumn

CYyObeKTbl NoOMeYvYeHbl OAHUM LBETOM

Kpocc-cepTudukar KopHeBo# LIC u nogunHeHHble
Moanucumk

)
)

Bbinyck cepTtudukara

Puc. 14. I'n6punnas PKI

Yucno cBsized MEXIOy paslUYHBIMU, MOMJSKAUUMH  MEPEKpecTHOM  cepTuUKauu
UHPPACTPYKTYpaMH, BO3pacTaeT »SKCIOHEHIMATbHO ¢ poctoM uyucia takux PKI. B xoxme
MEePEKPECTHON cepTH(UKAIMU NTapa CyOHEKTOB YCTaHABIMBAET MIPSIMOE OTHOIICHHE JOBEPUS 32 CUET
CHIWKeHHs oOmet Oe3omacHocTH, Tak kKak PKI ¢ BbICOKMM ypoBHeM 0€30MacHOCTH M CTPOTO
OTPaHUYEHHBIMU CEePTHU(PUKANUOHHBIMU TOJUTHKOM M TMPAKTUKONW MOMAJEXKAT MepPeKPEeCTHON
ceprudurammu co croponsl PKI ¢ cymecTBeHHO MeHee OrpaHHYEHHBIME TOJUTUKOW U MTPAKTHKON U
COOTBETCTBEHHO 00JIe€ HU3KHM YPOBHEM O€30MaCHOCTH.

TunoBbie BApHAHTHI NOAK/JIIYEHHUS IPporpaMMHo-annapaTHoro kommiexkca YIIKY ViPNet

B3aumoneiicteue monb3oBateneit [IK ViPNet ¢ pecypcamu KitoueBoro m YaoctoBepsromiero
nenrpa IIK VI ViPNet npousBoautcs Tonbko uepe3 I1O «llentp ympasneHust cerbio». OOMeH
unpopmanuent mexnay 110 «entp ympasnenus cerbto» u IO «KimroueBoit u YaocroBepsromuit
LEHTP» MPOU3BOJAUTCS uepe3 obuue nanku (ainoBoil cuctembl KommbtoTepa. s obecriedeHus
MH(OPMALIMOHHON O€30MaCHOCTH PECYPCOB JaHHBIX KOMIIOHEHT CHUCTEMbI HEOOXOJUMO CTPOro
co0JII01aTh MPaBUJIa HACTPOEK, OTBEYAIOIIME PA3IMYHBIM CXEeMaM MOJKIIOUEHHUS U B3aUMOIeHCTBHUS.

Ycranoska IO ViPNet «AnMuHHCTPATOP» HA OTHH KOMIIBIOTEP

B nannoil cxeme makersl nmporpamMMm ViPNet»wAnmunuctpatop» «LleHTp yrpaBieHUs CETbIO» U
ViPNet «AaMuUHUCTpATOp» «YIOCTOBEPSIOUIMM W KIIOUYEBOM LEHTP» B3aUMOJIEHCTBYIOT uepes
obOmue mnanku (ainoBoil cuctemMbl KommbioTepa. [Ipu Takoil KOHQUrypauuu HEOOXOIUMO
00ecTeYnTh BBIMOJIHEHHE CIEIYIOUINX TPeOOBAHMIA:
AOGoHEeHTaM, He BXOJIAIIUM B TPy aIMUHUCTPaTOpoB, cBsi3u ¢ LIYC He ycTaHaBmuBaroTCA.
Bce aOonenTckue myHKTHI, uMeromue cBsi3b ¢ L[YC, nomkHbl HaxoauTecsi B 1 pexume
0€30I1aCHOCTH.
3ampenaercss perucTpanus OTKPHITHIX apecoB INI00aIBHON CETH JUIsl KOMITBIOTEPOB, HAXOSIIUXCS
B OJJTHOM CETMEHTE C JaHHBIM KOMIIBIOTEPOM.

¥Ycranoka IO ViPNet «kAaMuHHCTpPaTOP» HA pa3Hble KOMIBIOTEPHI
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B nanno#t konpurypamuu Bzaumozerictsue Mmexxay LY C u YKII MoxeT ocyIecTBiIsITbCs TpeMs

Pa3IMYHBIMH CIIOCO0aMU:
N3o0nupoBaHHbll peskuM  pabOThl Y IOCTOBEPSIIOLIETO M KIIOYEBOro IieHTpa. B 3ToM ciyuae
KomibioTep ¢ ycraHoBiaeHHbIM 10O ViPNet «AamuHuCcTpaTop» «YI0CTOBEPSIOMIMNA M KIIFOYCBOM
LHEHTP» HE MMeeT (PU3MUYECKOro MOAKIIOUEHHS K JIOKaTbHOW ceTd. OOMeH uH(pOpMaluu MEXIy
LlenTpoMm ympaBieHUs CEThIO U YIOCTOBEPSIONIMM M KIFOUEBBIM LEHTPOM OCYILECTBIIETCS C
UCTOJIb30BaHUEM (U3UUECKUX HOCHTENeH MH(OpMAIMH (JUCKEThI, KOMIAKT-AUCKU, (IAII-IaMITh,
U T.0.). B naHHOM ciy4yae JOIMycKaeTcsl YCTaHOBJIEHHE CBs3eii aOOHEHTOB CEeTH C aOOHEHTCKUM
IIyHKTOM LleHTpa ynpaBieHus ceTbro

O6meH (aitnamu yepe3 o0IIKEe CETEBbIE MANKU. B 3TOM cilyyae KOMIBIOTEP C YCTAHOBJICHHBIM
I1O ViPNet «AQMHHHCTPATOP» «YIOCTOBEPSIOUIMHA M KJIIOYEBOW LIEHTP» OCHAINACTCS MaKeTOM
nporpamm ViPNet «Knuent». Pexxum 6e3onmacnoctu 1. Ha kommbrotepe, ocHamennom I10 ViPNet
«AamuHuCcTpaTopy «Ypocropepstomuid u kimoueBoil nentp» 110 ViPNet «Kmuent» «MoHHTOPY
HACTpauBaeTcsl Ha OJIOKMPOBAHME BCEX MAKeTOB, kpome 3amudpoanHoro tpaduka ot L{YC. Ces3b
qutst nanHoro All ycranaBnuBaercs Toabko ¢ All LlenTpa ynpaBieHus ceTbio.

O6men ¢aitmamu 4Yepe3 peXUM aBTOMPOIIECCHHTA. B »srom cinywae kommbroTEp €
ycranoBiieHHbIM 10 ViPet «AnmunucTpatop» «YIOCTOBEPSIOUIMHA M  KIIOYEBOH IICHTPY
ocHaraercst nmaketom nporpamm ViPNet «Kmuent». Pexxum 6e3omacHoct 1. CBsi3b I JaHHOTO
All ycranaBnuBaercs Tosibko ¢ All LlenTpa ynpasnenus cerbto. Ha kommnbrorepe, ocHanienaom [10
ViPNet «AamunucTpaTop» «YI0CTOBEPSIONIMIA W KIIOYEBOH IIEHTP», MOHUTOP HACTPAaWBAeTCs Ha
OJIOKMPOBAaHUE BCEX MAKeToB, Kpome 3ammdpoBanHoro Tpaduka ot L{IYC. IIpu nmepBom 3amycke oba
KOMIIBIOTEpPA OTKJIKOYAKOTCA OT CETH, JOCTaBKAa MCXOAHBIX CIPABOYHUKOB [JIsl TEPBUYHOIO
pa3BepThIBAHUS KJIIOYEBOM CHUCTEMBl OCYILECTBISETCS Ha otTaensemMblx Hocurtensx. [locne
dbopmupoBanus KiaoueBbix auctpuOyruBoB it 10 VIiPNet «Kiuent» «JlenoBast mouTa»
OCYIIECTBJISIETCSl HACTPOIKa MpaBwi npuemMa — mnepeaaund QaitnoB u3 karamoros miust L{YCa. s
TpancnoptHoro moxayns MFTP macTpoiika kananma cBsizu BwiOupaercs «MFTP» ¢ ykazanuem
peansHoro IP anpeca momyvarens.

Pasrpannyenne mossHomounii agmMmunucrparopos YLKY
Jns obecrieueHuss 0e30MacHON SKCIUTyaTalldd KOMIUIEKCa pPeKOMEHIyeTcss (opMHpOBaTh 3
TPYIIbI AIMUHUACTPATOPOB CO CIECAYIOIIMMHU MOJTHOMOYHUSIMH.

I'pynna agMuHMCTPaTOpPOB 0€30NMACHOCTH.

AnMHUHHCTpaTOp 0€30MaCHOCTH BBIIOIHSET CleAYIomNe (QyHKINU:
Hecert oTBeTcTBEHHOCTD 32 COOIIOICHUEM MTPaBUII 6€30IaCHON IKCIUTyaTallui KOMILJIEKCa B IIEJIOM.

OcymiecTBiIsieT KOHTPOJIb 3a COOMIOIEHUEM TPaBUII SKCIUTyaTallud U COOIOCHUEM Mep 3aIUThI
ot HCJI.

OcymectBisiet mposepky nenoctoctu 110.

Kontpomupyert mo xxypraiam «ViPNet «KimeHT» « MOHUTOPY MOMBITKH HECAHKIIHOHUPOBAHHOTO
nocrymna K [10, nonbITKH CETEBBIX aTak U MPOSABIIEHUS CETEBOM aKTUBHOCTHU NPUIIOKEHH.

st oGecrieueHust cBOMX QYHKIUNA AIMUHUCTPATOP O€30MAaCHOCTH JIOJDKEH:
BeiTh 3apeructpupoBaH kKak monb3oBarenb ceTH VIPNet Ha MOAKOHTPONBHBIX €My aOOHEHTCKUX
MYHKTaX ¢ MAaKCUMaJIbHBIMU TTOJTHOMOYMSIMH M 00J1aJ1aTh COOTBETCTBYIOIIUMHU KJIFOYaMHU JIOCTYIIa Ha
JaHHble ADOHEHTCKUE MTYHKTHI.

Ob6nagats naponsimu Bxoga B OC ¢ mpaBamMu aJIMUHUCTpATOpa U naposieM aamuHuctpatopa All cetn
ViPNet.

I'pynna agpecHoi axMUHHCTpaLuH

Hannas rpynma Bkirodaet B cedst ammuanctparopos LIYC u 1[P.
Anmunuctparop LY Ca Beimonssiet cienyromme QyHKIUN:
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1. OcyrecTBisieT perucTpanno aDOHEHTCKUX MyHKTOB | Mojib3oBarteeii cetu ViIPNet.
2. Haznauaet cBsi3u MeX]ly 00bEKTaMU CETH.
3. @opMupyeT M pacchbUIaeT CIPABOYHHUKH Ui a0OHEHTCKUX ITYHKTOB M Y IOCTOBEPSIOLIETO H
KittoueBoro nentpa, a Takxke 0OOHOBIIEHUS KIFOYEBOW U CIIPaBOYHON MHGOpPMAIUH.
4. OGecnieunBaet B3aumoeicteue ¢ LY Camu npyrux cereit ViPNet
Jlst o6ecnieyenus ceoux GpyHkiuid Aamuauctparop LY Ca nomkes:
beiTh 3apeructpupoBan kak aboHeHT cetu VIPNet Ha aGonenTckoMm myHkte LleHTp ympaBieHwus
CEThI0 C MUHUMAJIbHBIMU ITOJTHOMOYHSIMH.
Ob6nanate mapoisimu Bxoga B OC ¢ mpaBaMu, IOCTATOYHBIMH JUIS BBIOJIHEHHS CBOMX 00s-
3aHHOCTEH.
Nmetp monnbiii qoctyn k nporpamme ViPNet [Aamunuctpatop] [LleHTp ynpaBieHus ceThiO] U ee
pabounM Karajgoram.

Anmunuctparop LIP Beimonasier cnenyromme QyHKIUN:
Ocyl1ecTBIISIET PErUCTPALIMIO BHEIIHUX T10JIb30BATEIICH.
Coszpaet 3anpocsl Ha U3AaHUe OOHOBJIEHUE U OT3bIB CEPTU(UKATOB BHEITHUX I10JIb30BATENICH.
OcymiecTBiser, Ipyu HEOOXOAUMOCTH, POBEPKY CEPTUDUKATOB BHEIIHUX MOJIb30BATEICH.
Jliia obecnieuenust ceoux GpyHkuuii Aaqmunucrpatop LIP nomxken:
BeiTh 3apeructpupoBan kak aboneHt cetd ViIPNet na aboneHTckoMm myHkte IleHTp perucrpanuu ¢
MUHUMAaJIbHBIMU TIOJTHOMOYMSIMH.
VmeTbs AeWCTBUTENbHBIN KIIIOY IMOANUCH M cepTU(UKAT Ul HOANMCH 3alpocoB K YI0CTOBe-
psaromemy LleHTpy.
Ob6nanate mapoisimu Bxoga B OC ¢ mpaBamu, JOCTATOYHBIMH JUISL BBIMOJHEHHUS CBOUX 00s-
3aHHOCTEH.
Wmets monubiii goctyn k mporpamme ViPNet «Anmunuctparop» «lleHTp perucrpanuu» u ee
pabourM Karajgoram.
I'pynna agmunucrparopos YKII

Jannas rpynna Bkiato4aeT B cedst anrmuHuctparopoB YKL, B coorBeTcTBUM ¢ hyHKIIMOHAIBHO-
cTbto nporpamMMbl YKI[ agMuHuCTpaTopbl AaHHOM TpyNNbl MOTYT DPa3felATbCS HA IMOATPYIIIBI
YOoIHOMOYEHHOE U0 Y JOCTOBEPSIONIETO LIeHTpa, AnmuHuctparop KirroueBoro LienTpa.
Anmunuctpatop YKII, kak anmunuctparop KL, Beimossser cneayromue GyHKINU:
1. OcymiecTBiseT MEPBUYHYIO0 TeHepanuio kirodeBoil nHpopmaruu YKI[ 1 aO0OHEHTCKUX MyHKTOB
CETH.
2. OcymiectBisieT (OpMUPOBaHHE CUMMETPUYHBIX Kiltouel mu@poBaHus sl aDOHEHTCKUX TYHKTOB
CETH.
3. OcymecTBisier GOpMUPOBAHUE U CBOCBPEMEHHYIO CMEHY «MacTep-KJIIouei» CBOEH CeTU W JiA
MEXCETEBOI0 B3aUMOACHCTBHS.
4. O6ecnieunBaer cBoeBpeMeHHY0 nepeaady B LY C chopmupoBaHHON KIIIOUEBOM M CHpPaBOYHOM
uHpOpMalnu.

Anmvunnctparop YKL, kak Ynonnomouennoe ymio Y11, BEIONHSIET crneayromme QyHKIIn:
1. ®opmupyert kitoy noanucu YJI u uzgaer kopHeBoit ceptuduxar YJI.
2. ®opmupyer kiaroun noanucu YJI u 3ampockl Ha ceptudukarsl YJI k Boimectosimemy YL
3. OcymecTBisieT NePBUYHYIO 'eHEPALUI0 KIIOUYEBOM KIOUed MOAMUCH M U3JJaHHue CepTU(UKATOB
JUTSI TIOJIb30BATEIIEH CETH.
4. WU3naer ceptudukarsl Kio4yed moamucu mo 3ampocaMm LIP u 3ampocam Ha oOHOBIIEHHE cep-
TU(UKATOB.
5. OT13bIBaeT, MPUOCTAHABIMBAET M BO30OHOBIISET cepTU(UKATHI MOJIb30BATENEH MO UX 3alpocam
ninu 1o 3anpocam LP.
6. Ocymectnisier skcnopT U ornpaBky B L{IYC cnpaBounukoB ceptuduxaroB YJI, monb3oBaTenet,
CIIMCKOB OTO3BAaHHBIX CEPTU(UKATOB.

B o0mme o6s3anHOCcTH A muHKcTpaTopoB YKL BrirouaroTes:
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1. CBoeBpeMeHHOE CO3aHNE apXUBOB 0a3 TaHHBIX U BOCCTAHOBIICHUE TIPU COOSX.

2. Hacrpoiika u Begenue xxypHainoB Y KILI.

3. Benenne noxymentaunu YKI[ B coorBerctBuu ¢ «Permamentom YIKY» u gomxHOCTHBIMU
WHCTPYKLUSIMH.

st obecrieuenus cBoux pynkuuii Aaqmunuctpatop YKL gomken:

1. BbITh 3aperucTpupoBaH Kak mojb3oBaTeib cetd VIPNet Ha a0OHEHTCKOM MyHKTE Y 10CTOBEpPSItO-
i 1 KimroueBoit LIeHTp ¢ MUHMMAaIbHBIMU ITOJTHOMOYUSIMH.

2. O6nagats maponsimu Bxoga B OC ¢ mpaBamu, AOCTATOYHBIMU JJIsi BBINOJHEHHUS CBOUX 00s-
3aHHOCTEH.

3. Umetp momubiii goctyn kK mporpamme ViPNet «Aamuuuctpatop» «YI0CTOBEPSIOMUN M KITFO-
4eBOW LIEHTP» U €€ pabOoUnM KaTajoram.

Obecneuenne Oe3omacHOCTH (pyHKUHOHUpOBaHUS HHPpacTpykTypsl OLII B kopmopaTHBHBIX
CeTSIX.

K OCHOBHBIM TEXHMYECKHM MepaM, KOTOPbIE TapaHTUPYIOT BBICOKUN YPOBEHb OE30MaCHOCTH

ucnosyib3oBanus uHppacTpykrypsl LI, MOXKHO OTHECTH CienyIOIIHE:
Becy unbopmannonHbiii 0oOMeH, CBsi3aHHBIM ¢ oOecredeHueM paboTbl HMHGpPacTpykTypbl ILIIT
(moyueHne CepTHU(HUKATOB, WX OT3bIB, IPUOCTAHOBICHHE, BO30OHOBICHHE, TIOIY4YCHHUE U
OOHOBJICHHE CIPAaBOYHHKOB OTO3BAaHHBIX CEPTHU(UKATOB, CIIPABOYHUKOB CepTU(UKATOB | IaBHBIX
aOOHEHTOB CETH U Jp.), IPOU3BOIUTCS B 3alIM(POBAHHOM BHJE, YTO UCKIIIOYAET JIFOOBIE CTPATETHH
Moau(UKAIMH, TTOIMEHBI, HABS3BIBAHUS JIOXKHON MH(OpPMAIINK, HECAHKIIMOHUPOBAHHOTO JOCTYTA K
nepenaBaeMoi nHpopMarmm.

Beck crmyxebHbili nHopmanronnsiii oomen no JLII obecrneunBaeTcs crenualIn3UpOBAaHHBIM

3alUIICHHBIM TpPaHCHOPTHBIM MonyiemM MFTP, BxogsmuM B cocTtaB cepTU(PUIMPOBAHHOIO
MPOJYKTAa U HCIONB3YIOIIKUM HpOTOKON cereBoro ypoBHs TCP mo mopram 5000, 5001, 5002, gyto
MIO3BOJISIET IYTEM HACTPOEK JUIsl MPOIYCKa 3TOTO MPOTOKOJIAa Ha MEKCETEBBIX IKpaHaX UCKIIIOUUTH
BO3MOJKHBIE CETEBBIE ATAKU YE€PE3 CTAHIAPTHBIE MPOTOKOJIBI.
[Mporpammuoe obecrieuenue ViPNet Ha KIMEHTCKUX CTaHIMAX O0ECIeYMBacT KPUNITOrpadruecKuii
KOHTPOJIb [ETOCTHOCTH CIIPAaBOYHUKOB cepTudukatoB ['maBubix abonentoB YKII, uro rapantupyer
UX 3alUTy OT MoAMeHbl. Bece apyrue cpaBOUYHMKM 3alUIIEHBI OT MOJMEHbl KPUNTOrpaduueCKuMuU
KOHTPOJIbHBIMU cyMMaMu U noanucbio YKII.

VYKII ViPNet mpousBoautr Kpocc cepTHUKAIMIO CEPTUPHUKATOB APYIHX YIOCTOBEPSIOIINX
LIEHTPOB, 4YTO TMO3BOJIAET LEHTPATbHON aJMUHUCTPALMM KOHTPOJMPOBATH HAJIEKHOCTh JPYIHX
ynocToBepsromux — 1eHTtpoB. llognuce auma, KoTtopoMy — cepTHGUKAT BbJaH  JAPYTUM
YIOCTOBEPSIOIIMUM LIEHTPOM, TMPU3HAETCS JEUCTBUTENIBHOW, TOJBKO B CJlIy4yae HaJIM4Ms Ha
KoMmbioTepe 3aBepeHHoro cBouM YKII ceptudukara 3Toro apyroro yaoCTOBEPSIONIETO IEHTPA,
BBIJIABILIETO CEpTU(DUKAT JTAaHHOMY JIUILY.

MesxcereBoii skpan ViPNet «Koopaunatop», sammumaronmii YKII, coBmerien c¢ cepBepom
TpancnopTHoro Moayisi MFTP. CereBble y35ibl UMEIOT BO3MOXKHOCTh B3aMMOJAEHCTBOBATH TOJIBKO C
KOOPJIMHATOPOM M HE HMEIT BO3MOXKHOCTH mpsimoro B3aumonectBus ¢ YKI[ u Llentpom
yIIpaBJIEHUs, YTO TO3BOJIIET Ha MEXKCETEBOM JKpaHE Ipeceyb JIIoOble CETEBbIE aTaku Jaxe Co
CTOPOHBI 3aPETUCTPUPOBAHHBIX MTOJIb30BATENEH.

Eciu Ha KIMEHTCKHME KOMIBIOTEPhl BO3MOXHBI CETEBblE€ aTakh, TO JUIs  3aIIUThI
kpunrorpapuyeckux mMomayied u kmoder DI Ha HuX HenecoodpasHa ycraHoBka moayis ViPNet
«Kimnent» nnn ero cocraristonieit ViPNet «[lepcoHanbHbIi CETEBOM dKpaH», cepTUHUIIUPOBAHHOMN
®ATICU ans Mcnonb30BaHUs B OpraHax rocyiaapcTBeHHoit Biaactu. Monyib ViPNet «KiuenT»
JOTIOJIHUTEIBHO K MEPCOHAIILHOMY CETEBOMY JKpaHy co3/aeT 3amudpoBanHbiii TyHHENb 10 ViPNet
«Koopaunatopa», OMOKHpYs TIpH 3TOM JFOOOH OTKPBITHIH TpauK, YTO TMOJTHOCTHIO HCKIIIOYAET
T00bIe CeTeBble aTaKy Ha KOMIBIOTEP MOJIb30BATENS.
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MacmradupyeMocTh pelieHust

IIYC u YKII ViPNet Moryr obecrneunTs aBTOMAaTHYECKOE 3alIMIICHHOES B3aMMOJIEHCTBHE OoJiee
gem ¢ 65000 cereBbiMu y3namu. [Ipu 3tom B ogHoMm YKII MoxkeT OBITh 3apeructpupoBaHo Oosee
yem 65000 aOOHEHTOB CeTH ISl BBIIAYU UM CEPTH(PHUKATOB.

B pamkax cymiecTByronux nojoxenui «3axona 00 DIIIT» npeamnonaraercs padora YKII ViPNet
B CIIEAYIONICH cXeMe:

| Kopesoi YaocTosepsiowuuit

L — - - —

I LleHtp PO
Kophesoit YL o
/ I \
/ I \
/ h \
7 T A\
/ | \
K \/ b
ViPNet [AamuHucTpatop].
YnocrosepsiolLuit Kniouesoit Opyrve fipyrve
BepomcTBeHHbIE LleHtp "VHdpoTexkc" Ynoctosepsitoluye LieHTpbl YnocTosepsioluye LieHTpbl
y|_l Cepndar AT (Hanpumep Bepba-0, KpuntolPO) (Hanpumep Bepba-O, KpuntolPO)
ImaBHOro AGOHeHTa
KopnopatuBHble YRocToBepstoLLmi YnocToBepsitoLLmi YRocToBepsioLLmi
yu Llentp "A" Llentp "B" Llentp "B"
Y v \/ v \4 v
CepTucmkarbl CeptudmkaTbl CeptudmkaTl CeptudmkaTbl CepTudmkarl Ceptudmkarbl
UM ViPNet aun 3N CryptoP aun 3L Bepba-O aun
CepTudpmratbl VP 4 1N CryptaPro u L Bepta a

M99 299 299
) A }

Puc. 15. Pabora YKII ViPNet

IIpu stom, pabota BemomcTBeHHBIX YII ceprudummpyercs KopHeBbIM VY aocToBepsonum
LEHTPOM.

IIpu HEOOXOOMMOCTH JIETKO MOTYT OBITh CO3/aHbl MOJBEIOMCTBEHHbIE LIeHTpHl ynpaBieHus u
VYKII (KopmoparuBubie VYI[) ¢ pgemermpoBaHueM MM I@paB IO BblJauye CcepTUPUKATOB U
aBTOMAaTHYECKUM B3aMMOAECHCTBHEM MEXY COOOM.
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TexHoJi0rHs pasrpaHu4eHus 10CTyNa K HHpopManuu

WNudopmanus MokeT npeHa3HayaThCs AN N0Ib30BaTelNs, KOJIeKTUBA WiK y3ina. [loas3oBarens
UMeeT J0CTyn K HuHpOpMauuu (32 HMCKIIOYCHHEM IEePCOHATBHON KIII0YeBOH HH(pOpMaIum),
IpeJHa3sHauYeHHON s J1:o00ro Jpyroro I0JIb30BaTels, 3aperMCTPUPOBAHHOTO B TeX JKe
KOJJICKTHBAX, YTO M JAHHBIH TOJH30BATEINb; IOJIb30BATEIh HE HMMEET JOCTyna K HH(pOpMaluuu
I10JIB30BATEJIEH KOJUIEKTUBOB, B KOTOPBIX AAHHBIN I10JIb30BATEIb HE 3aPETUCTPUPOBAH.

[Tonp30BaTenb UMEET AOCTYN K MHPOPMALUH, MPeIHA3HAYEHHON IS JTF000T0 KOJUIEKTUBA, T/e
3aperUCTPUPOBAH JIaHHBIM I[0JIb30BaTENb; II0JIb30BATENb HE HMEET J0CTylna K HHpOpMaLuu
KOJUIEKTUBOB, I'/I€ I10JIb30BaTEIb HE 3apErUCTPUPOBAH.

[Tonp3oBarenb UMeET JOCTYI K MH(GOpMALMHY, IPEHA3HAYEHHON 11 J1I000r0 y3i1a, B KOJUIEKTHBE
KOTOPOT'O 3apEeTUCTPUPOBAH JTaHHBIN MOJIH30BATENb; MOJIb30BATENb HE UMEET JOCTYN K HH(pOpMAIUU
y3J10B, B KOJUIEKTHBAaX KOTOPBIX JAaHHBIN [10JIb30BATEIb HE 3aPErUCTPUPOBAH.

[Tonp3oBartenpb, xenaromuid 00eCeynTh 3alUTy OT JAOCTyIa K CBOEH MH(POPMALUU CO CTOPOHBI
APYTUX MOJIb30BATENEH, 10JIKEH ObITh 3apPErUCTPUPOBAH B HEKOTOPOM KOJUIEKTHUBE OJIUH.

[Tonb30BarTenb, KOMIEKTUB WIM Y3€J MOXET MOJYy4uTh (OTIPAaBUTH) MH(OPMALMIO TOJBKO OT
(u1s1) 0OBEKTOB, C KOTOPBIMU €CTh CBSI3b; CBSA3b MEXAY OOBEKTaMM OJHOI'O YPOBHS OIpENeseTcs
HaJM4YUEM CBSI3M MEXKIY COOTBETCTBYIOIIMMH KOJUIEKTUBAMHM, 3aJaHHOW B lleHTpe ynpasieHus
CETBIO.

Bo3MoxHOCTE JOocTyna pas3jinyHbIX OOBEKTOB K COOTBETCTBYIOLIEH HH(pOpMaluu ONpenessercs
nByms LleHTpaMu, HE MMEIOIIMMHU BO3MOXXHOCTh MOAM(DULIMPOBATH MOJHOMOYMS B CETU JIpyr Oe3
npyra, - LlentpoMm ynpasinenus cersto (LY C) u KimtoueBsim nentpom (KLI) ¢ ucnonszoBanueM 1Byx
HE3aBUCHMBIX CPEJICTB:

WuauBuayanbHbIX IS KaXA0ro ysjia AJPecHBbIX CIPaBOYHUKOB JIOCTyNa, MOAW(UKAIUSA U
(bopMHpoBaHKE KOTOPBIX BO3MOXkHa ToJIbKo B L[V Ce.

Hanmuumem noctyma kaxaoro o0ObeKTa TOJIBKO K TOM KJIHO4YEBOM uHMOpmaiuu, chopmMupoBaHHON
KitoueBbiM nientpoM u HepoctynHoi i L{YCa, cocraB KOTOpO OnpezesieH COOTBETCTBYIOINUMHU
AZlpecHBIMM CIPaBOYHUKAMHU JOCTYIIA.

HNudopmannoHHas HE3aBUCUMOCTh OOBEKTOB ceTH OT LleHTpoB mocturaercss popMupoBaHHEM
KaKIbIM OOBEKTOM CETH JOMOJIHUTEIbHBIX Kitoued Mmu@poBaHUs Ha MPUHIUIAX OTKPBITOrO
pacripenienienusi, He JOCTynHbIX LleHTpaM. JlocTOBEpHOCTH OTKPBITOM yacTH Kio4a HIM(pPOBaHUSA
KakXaoro  oObeKTa  CEeTH  MOATBEPXKIACTCS  AJEKTPOHHOW  TOJANHUCBHIO  MOJIb30BaTeNs,
c(OpMHUPOBABIIETO JAaHHBIM KITIOY.

Jnsa  xaxgoro mnosap3oBarens cetd  KIlFO4eBBIM LEHTPOM WM HEMOCPEJICTBEHHO CAMHUM
noJjib30BaTeseM B cBoei mporpamme (opmupyercst Kitod 31eKTpoHHOM MOANMCH, MCIIONIB3YyeMbIil
JUIS IOCTOBEPHOM MPUBSI3KU MHPOpPMAIMH, 32 KOTOPYIO OTBEYAeT JAaHHBIM MOJIb30BaTelb, K ATOMY
[I0JI30BATEIIIO.

JlocToBEpHOCTh OTKpBHITOM yacTh Kitroua 31eKTpOHHOW MOAMMCH MOJI30BATENECH KaXI0u CETH,
nojaTBepxkaaeTcs ceptudukatamu (moxamucsamu) YJI coorBercTByromed ceru. Ilpu Hammuuum
MEKCETEBOI0 B3aNMOJEHCTBHS OTKPBITHIE YaCTH KIIKOYEH IEKTPOHHBIX noanucen YJI qpyrux cereu
noJTBepxaatTcs cepTudukaramu YJI naHHoil ceTH.

OTKpBITBIE YACTH KIIFOUYEW AJIEKTPOHHBIX noamnuced YJI MaHHOM CeTH XpaHATCSA Ha KIIFOYEBOU
JUCKETE KaXKJ10T0 MOJIb30BaTENs.

ViPNet [KoopanHatop]| ¥ ero ocHOBHbI¢ (PYHKIIUH

Koopaunatop B Tepmunoniorun ViPNet - 3To nporpammuoe obecnieuenue it CY, B GyHKIUU
KOTOPOT'O BXOJAT:
@Oynkius CepBep-MapUIpyTU3aTOp, 00ECIeUnBatOLIast:
MapipyTu3zaluio IOYTOBBIX KOHBEPTOB U YIPABIAIOMINX cooOmmeHuit npu B3aumoneiicteuu L[V Ca,
YKII 1 00BEKTOB CeTH MEXTY COOOH.
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@ynxius Cepsep [P-anpecos, obecnieunBaromasi:
Perucrpanuio u npenocrasienue uHbopmanuu o Tekymux [P-aapecax u crnocobax MoAKIIOYEHUS
00BEKTOB KOPIOPATUBHOMN CETH.
®dyuxius Cepsep ViPNet-Firewall, o6ecnicunBaronias:
Paboty 3amuiieHHBIX KOMITBIOTEPOB JIOKAIbHOU cetu (cermeHTa cet) B VPN oT mmeHu omHOro
azapeca.
PabGoty 3ammiieHHBIX KOMIIBIOTEPOB JOKAIBLHOM ceTu yepe3 npyrue Firewall (wmm ycrpoiictsa ¢
NAT).
TyHHenupoBaHHE NAKETOB B 3AIMILEHHOE COEAUHEHHME OT 3aJaHHBIX aJPECOB HE3AIIUIIECHHBIX
KOMITBIOTEPOB.
OuIbTpalMI0 OTKPBITHIX [aKETOB, B TOM YMCIIE U TYHHEIUPYEMBIX, B COOTBETCTBUM C 3aJaHHOI
MTOJIMTHKOM 6e30macHOCTH ((QYHKIIMH MEXCETEBOTO dKpaHa).
@ynxkius ViPNet-cepBep otkpbiToro MHTepHETa, 00eCTIeYHBAIOIIAS:
Opranu3zaiyio 6€301acHOroO MOJIKIIOUYEHHUS YaCTH KOMITBIOTEPOB JIOKaIbHOU ceTH K MHTepHeT 0e3 ux
(U3NIECKOTO OTKITFOUEHHSI OT JIOKAJIbHON CETH OpraHu3aIlHy.

OyuknuonanbHocTs ViPNet [Koopaunatop] ompenensercs Llentpom Ympaenenusi Cetbio u
(bopMUPYEMBIMH UM CITPABOYHUKAMHU U MAPIIPYTHBIMU TaOTHIIAMH.

®ynknus CepBep-MapLIpyTU3aToOp

B coorBeTcTBUM ¢ JIOTMKOW TOCTpOeHHs BUPTyalbHbIX 3amuiieHHbXx cereit (VPN) ViPNet
aboHeHTckue MyHKTHI (All) peructpupyrorcss Ha KOOpJAMHATOpax. DTO O3HAYAET, YTO [OYTOBAs U
yrpagJsitoas nHpopMmaius gaaaoro All Oyaer mpoXoauTh yepes ero cepuep.

Mexny cepBepamu-mapipyruzatopamu B LY Ce 3agaroTcst Joruueckie KaHaibl CBSI3U:

JInGo monHas CBA3HOCTH, TOTJA YHPABISIOMIAS M MOYTOBas MH(OpMaius OyaeT mepenaBaTtbesi OT
cepBepa K cepBepy M0 KpaTyaiieMmy MapIpyTy;

JInbo KOHKpeTHasl IIeTodYKa CBs3€i, Torga ympaBisgoomas W mouytoBas wuHGopMaius Oyxaer
IIEpEIaBaThCs OT CEPBEPA K CEPBEPY M0 33JaHHBIM MapUIpyTaM.

3ananue B LY Ce cszeit Mmexnay All, onpenenser, ¢ kakumu apyrumu AIl Oyner oOMeHUBaThCs
uHpopmanueit nanubiii AlL

[Ipn opranuzanuu B3aUMOJEHCTBUS MEXIY ABYMS PAa3IMYHBIMU BUPTYAJIbHBIMH CETSIMH, B
KaX/101 U3 ceTeil BEIOMpaeTCs 0 OAHOMY CEpBEpY, Yepe3 KOTOPbIE U OCYILECTBIIETCS 0OMEH MEXAY
CETSIMH.

IIpy nocTymieHMM NOYTOBOTO WM YIPABISAIOIIErO KOHBEPTA, CEPBEP B COOTBETCTBUU C
3amaHHpiMu B [[YCe MapumipyTHeiMM TaOnMIaMM OIpenessieT JAajbHeilllee IBUKEHHE 3TOro
KOHBepTa. Eciin KOHBEpPT MHOrOaIpecHbIN, TO PACIIEIUISIET €ro Ha COOTBETCTBYIOIIME 4YacTH. B
3aBUCHUMOCTH OT 3a/laHHOM JIOTMKH, CepBep, IpHU HAIWYUM KOHBEpTa JUOO caM HauyMHAET
yCTaHaBJIMBaTh COEJUHEHUE ¢ JpyruM cepsepoM wiu All (o ymMom4aHuIO Takas JIOTHKA
YCTaHOBJIEHA NP OTIpPaBKE KOHBEPTAa Ha JIPYroi cepBep) WM OKHUIAET, KOIJla C HUM YCTaHOBUT
COeZIMHEHHUE JApyras CTOpoHa (10 YMOJYaHMIO 3Ta JIOTHMKA paboTaeT NMpU HAJUYUU KOHBEPTOB JJIS
AII). Mosxer ObITh 3a/1aH U TIEPUOJI OMpOca IPYrMX 0OBEKTOB B HE3aBUCHMOCTH OT HAJIMYMS 1711 HUX
KOHBEPTOB.

IIpu paspbiBax coenuHeHUH mepenada MHGOPMaALMK BCEeTJa MPOJOHKAETCA C TOYKHU pa3pbiBa, YTO
0c00EHHO Ba)XKHO Ha KOMMYTHPYEMBIX KaHaJax.

B xoopamnaTope GyHKIHIO cepBepa-mMapuipyTu3aTopa peanmsyetr Moayiab ViPNet «MFTPy.

®ynkuus Cepsep IP-aapecon

Koopnunatop Oyner BbmonHATh ¢GyHKuuu cepsepa |IP-ampecoB, ecim B LYCe oH
3apeructpupoBaH B 3aaade Cepsep IP-agpecos.
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[pu 3arpy3ke moboro kommeiotepa ¢ ViPNet «Kmment» nporpamMma coobmaer cBoii IP-aapec
cBoeMy cepsepy IP-agpecoB u momydaer oT Hero cnucok IP-agpecoB Bcex BKIIOUEHHBIX B JIAaHHBIN
MoMmeHT 00bekToB VIPNet, ¢ koropeimu cBsi3an nanHbiidi AIl. B COOTBETCTBHM C 3THM CIUCKOM B
OKHE 3allIIeHHAas CeTh, I HAXOMATCS IOJb30BATENH 3alMIICHHOW ceTh, o0bekThl VIiPNet,
HAXOJAILINECS B JaHHBI MOMEHT B CETH OTOOpAa3ATCs, KaK BKIIOYCHHBIC, a TAKKe OTOOpa3sATCS MX
tekymue IP-agpeca. [lepuogndecku (B cpeiHeM pa3 B 5 MUHYT), a TaK)Ke IPU U3MEHEHHUH CBOETo |P-
anpeca All coobmaer Ha cBoii cepep nHpopmanuto o cede. [Ipu OTKIIOYCHHH KOMITBIOTEPA OT CETH
TaKXe MocbuiaeTcs nHpopmanus o0 3TOM Ha cepBep.

[To aHaIOTMYHOI JTOTHKE cepBepbl 0OMEHHBAIOTCA MEXy cO00 MH(pOpMAaLKEeil O CBOEM BKIIOYEHUHN
U OTKJIFOUEHHH.

Ilocne Toro, kxak AIl y3HalOT O cocTosHHMM Jpyr apyra u Tekymux IP-agpecax Bech
MHGOPMALMOHHBIM OOMEH MEeX/ly HUMU ITPOU3BOAUTCS HANPAMYIO (€CIIM MEX1Yy HUMHM HET HUKAKUX
Firewall).

Ha xommnsrotepe ¢ [1O ViPNet «KoopauHaTtop» Takke MOTYT yCTaHABIMBATHCS JIFOOBIC JIpyrue
cereBble NpuiioxeHus. Hanpumep, 3to mMoxer ObiThb onHOBpeMeHHO CepBep nomena miu WEB-
cepBep WU cepBep 0a3 JaHHBIX U Jp.

Cepgep IP-anpecoB paboTaet 1o ciieayromei JIOTUKe:

ITpu nosiBneHnn HOBOM MHpOpManuu 0 kKakoM-To cBoeM All pacceliaer ee BceM IpyruM cepBepam
CBOEH CETH, a TAaK)Ke MOJKIIOYEHHBIM K HEMY B JaHHBIM MOMEHT apyrum All.

IIpu nosiBneHuu HOBOHM MHQpOpMaLuuU ¢ Apyrux cepBepoB 00 ux Al BbIChIIaeT 3Ty HH(OPMAIHIO
cBOUM BKJIIOUeHHBIM ATl

ITpu orcyrctBum nHpopmauuu ot ceoux All 6onee 6 munyT cuutaet 3ToT All oTKIHOUMBIIMMCS U
pacchUIaeT 3Ty UHPOPMAILIHIO.

Ecnu nanHbIi cepBep B3aMMOJEHCTBYET € APYroil ceThio, TO BHICHUIAET Ha LILUTI030BOM cepBep TOH
cetr MH(OPMALIUIO 00 U3MEHEHUH COCTOSIHHSI BCEX OOBEKTOB CBOCH CETH, CBS3aHHBIX C OOBEKTAMHU
apyroii cetn ViPNet. Ilpu nomydeHun Takoil HMH(pOpPMALUHM M3 JAPYrOW CETH, PACChLIACT ITY
nHpopmanuio Ha Bce CepBephl CBOCH CETH, a TAK)KE HA MOJKIIOYEHHBIC B TaHHBI MOMEHT cBou All,
CBsI3aHHbIE C O0BEKTAMHU JAPYTOi CETH.

ITo ymomuanuto Ha All BbIOMpaercs pabota ¢ cepBepoM |IP-agpecoB, Ha KoTopoM AaHHbI All
3apeructpupoBas B LY Ce.

B IIYCe moryt ObITh 3amanbl cBsi3u All u ¢ qpyrumu KoopAauHatopamu ¢ QyHkuuen cepsep |P-
azipecoB. DTO O3HAYaeT, 4To JaHHbIN All, mpu HEOOXOIUMOCTH MOKET BBIOpaTh B kauecTBe CepBepa
IP-anpecoB mo0o¥ Apyroit KOOPAUHATOP, C KOTOPBHIM €MY Pa3peIlniiv CBS3b.

®dynkuus Cepsep ViPNet-Firewall

Koopaunarop Oynmer Bbimmonusath ¢yHkuuum cepBepa ViPNet-Firewall, ecmu B I[YCe on
3apeructpupoBat B 3aaaue Cepsep IP-agpecos.

ViPNet-koopauHATOp MOXKET YCTAaHABIMBATHCS Ha padoueil CTaHIMH C OJHHM CETEBBIM
aJarTepoM WIM MapUIpyTH3aTOpE C HECKOJbKMMM CETEBBIMU aJalTepaMM, pa3/eisiollUMU CETU
ApYT OT Zpyra.

ViPNet-koopauHaTOp, YCTaHOBJICHHBIN HA IpaHuIle ceTeld, BoimonHsaeT Gynkuuun NAT mis VPN-
coeauHeHuil Mexny y3iaamu ViPNet B cropony kaxiaod u3 cereil. To ects Bce IP-makertsl,
ynakoBanHbsie B UDP-dopmar u npoxozsmue depe3 ViPNet-koopauHatop, mepenarTcss B CETh OT
MMEHH aJIpeca COOTBETCTBYIOIET0 HHTepdelica KoopAuHATOpa.

Tpadux y3n0B, pabGoTarommx uepe3 KOOPAMHATOP, MNPEJHA3HAUYECHHBIM ISl OPYTUX Y3JIO0B:
HAXOJAILIMXCS CO CTOPOHBI JIPYTHX CETEBBIX MHTEP(EHCcOB KOOPAWHATOPA, MM HE pabOTaoUIMX
yepe3 3TOT KOOPAMHATOP, M HEJOCTYNHBIX IO MIMPOKOBELIATENbHBIM MaKeTaM, aBTOMAaTHYECKU
MapuUIpyTU3UPYETCs Ha aJpec CBOero koopauHaropa (mpousBoautcsa noamena IP u MAC-anpeca),
KOTOPBIH, BHIMOJIHUB MMOJIMEHY apECOB, HAMPABJISET ITH MaKeThl Jalbllle OT UMEHHU CBOETO ajpeca.
AHaJOrH4YHBIM 00pa3oM Tpaduk cieayeT U B 00paTHYIO CTOPOHY.
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OnnoBpemenno ViPNet «KoopamHatop» ocymecTBiseT (MIBTPALUIO OTKPBITHIX IAaKETOB Ha
KaX/J0oM cereBoM uHTepderice (PyHKIMM MEKCETEeBOTO 3KpaHa) B COOTBETCTBHH C 3aJIaHHBIMU
HACTPOWKaMHU IO aJipecam, MPOTOKOJIaM M IOPTaM, HO TpeoOpa3oBaHUs aJpecoB i TAKUX MaKETOB
HE MPOU3BOIUTCS.

B psine ciyuaeB Ha rpaHUIlE JIOKAIBHOW CETH MOKET OBITh yKe ycraHoBieH apyrou Firewall,
BhinoyHsomid GyHKuu NAT, ¥ B COOTBETCTBHH C MOJUTHKONH OE30MACHOCTH OpTaHHM3allvu, WU
MIPOCTO, €CIIM HET BO3MOXKHOCTHU IOJIyYUTh JOTOJHUTENIBHBIC BHEIIHKE ajpeca, 00l Tpaduk BO
BHEIIIHUE CETH JIOJDKEH IPOXOAMTh MMEHHO 4Yepe3 ATOT CETeBOW 3KpaH. B TakoMm ciyyae Ha
KOOpJAMHATOPE I OJHOro M3 MHTepdeiicoB HacTpauBaeTcs pabora uepe3 stor Firewall. JIpyrue
y31bl ViPNet aBromatnuecku (ecnm B [[YCe He yka3zaHo wHoOe) OyayT paboraTh dYepe3 3TOT
KOOpIMHATOP. B 3TOM ciydae makeTsl OT BceX y3JIoB OyayT momaaaTh Ha BHemHuit Firewall yepes
KOOPJIMHATOP U OT UIMEHH €ro ajpeca.

ViPNet-koopauHaTop MOXKET TaKkke padoTtath yepes apyroit ViPNet-koopauHatop.

Bce oobexthr ViPNet, padoraromue uepe3 ViPNet «KoopauHatop» Wi JpyroiceTeBOi dKpaH,
MOTYT OBITh BHAHBI C 3aIIMIICHHBIX KOMITBIOTEPOB TOJl BUPTYaJbHBIMH  aJIpECcaMH,
BbIpa0aThIBAEMBIMU  HETOCPEACTBEHHO Ha J3TUX KoMmmbioTepax. [Iporpammbr  ViPNet mpu
B3aMMOJICHCTBHH C KOMIBIOTEpAaMH, 10 YMOJYAHUIO HCIOJB3YIOT BHPTYalbHBIE aJpeca, eciu
COCTOSIHUE ATHX KOMIIBIOTEPOB OIPEIEINIOCh, KaK «pa0OTaloIIMe Yepe3 CETeBOM JKpaH», H
nMeromue yactusie [P-anpeca.

@DyHKUMSA TYHHEJMPOBAHUS OTKPBITOr0 TPaUKa JIOKAJbHOH ceTH

ViPNet «KoopauHaTop» MOXET BBINONHITH IHH(poBaHue, npeodpazoanue B UDP-popmar
(TyHHENIMpOBAaHWE) 33JaHHOTO OTKPBITOTO TpaduKa JIOKATBHOW CEeTH, KOTOPHIH JODKEH OBITH
nepeaH ApyruM y3naMm ViPNet MM OTKPBITBIM KOMIIBIOTEpaM, HaxXOSAIIUMCS 3a JPYTUMHU
koopauHatopamu, eciau B LY Ce st aToro koopanHaTopa 3aaHo MakcuMalibHoe yucio |P-anpecos
JUIs. TYHHEJIUPOBaHUS.

TyHHenmupoBaTbcs MOXKET TpapuK JIOOBIX YCTPOWCTB, HAXOAALIMXCS CO CTOPOHBI JIHOOOTO
cereBoro uHtepdeiica. IIpun 3ToM mepenada 3akpbITOro Tpaduka Npou3BOIUTCS OT UMEHHU ajpeca
uHTepdeiica KOopAUHATOPA, C KOTOPOTO YXOAUT ITOT Tpaduk, To ecTh BbinoaHseTcst NAT.

Ecnmu y3en ViPNet B3auMoaeHCTBYyeT C TYHHEIMPYEMBIM HEKOTOPBIM KOOPIUHATOPOM
KOMITBIOTEPOM, M 3TOT KOMITBIOTEp HaXOAMTCA B OJHOM MOJCETH, 3aJaHHOU g y31a ViPNet, To B
3ToM ciydae y3en ViPNet B3auMoneHCTBYeT ¢ 3TMM KOMIBIOTEPOM HampsMmylo 0e3 mm@poBaHus
Tpaduka.

JlokasnbHbIE CEeTH, COEMHEHHBIE Yepe3 TYHHEIN MOTyT ObITh M He corjacoBaHsl o IP-agpecam
(IP-ampeca moryt mepecekarbcs). B aToM citydae paboTa MOKET MPOM3BOJMTHCS 10 BUPTYaJIbHBIM
anpecawm, BoiensseMbiM ViPNet «Koopaunatopamm.

PacmmdpoBanHble TakeThl AJsi TYHHEJIUPYEMbBIX KOMIBIOTEPOB BCETIa OTIPABISAIOTCS B CETh OT
VMMEHU PEalbHOI0 WM BUPTYaJIbHOTO apeca KOMIIBIOTEPA, TOCIABLIETO 3TOT MAKET.

Cnucku [P-agpecoB, mojuiexamiux 3aluTe, 3aJalOTCi B BUJE JMANa30HOB U OTIENbHBIX
3HAa4EeHUI HEMOCPEICTBEHHO Ha 00beKkTax BUpTyanbHO ceT (Al u Koopnunaropax) miu B LY Ce.

[TakeTsl, HEe MOJJIEKAIUE 3aIIUTE, MOJBEPraloTcsd (UIBTpPAlMd B COOTBETCTBUU C 3aJaHHBIMU
HacTpoWkaMu. [l7sl TYHHEIHpPYEMBIX NaKETOB TaKXe MOTYT OBbITh HACTPOEHBI HEOOXOAMMBIE
GUIbTPHI.

Hcnonb3oBanue ViPNet «KoopanHaTopay a1 TYHHETHUPOBAHHUS 1esIeco00pa3Ho, €M Ha KaKue-
700 KOMITBIOTEPHI HE yAaeTcs WM HeT HeoOxomumocTu ycrtaHaBiuBath ViPNet «Knment» nns
WHIVBUAYAJIBHOM 3aIUTHI.
®yukuus ViPNet-cepsep OTkpbiToro Uurepnera

Ecnu B opranuszanuu, u3 cooopakeHuil MOJIUTHKU 0€30I1aCHOCTH, KOMITBIOTEPaM JOKaJIbHOM CeTH
3ampemieH BbIxoJ B VIHTepHeT (Ha30BeM UX TPYINIOH KOMOBIOTEPOB A), HO OTIEIbHBIM
KOMIIbIOTEpaM HEOOXOJUM TakoW JocTyn (Tpynma KommbioTepoB b), To TexHomorus c
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ucnonszoBanueMm ViPNet—cepsepa OtkpeiToro MHTepHera (TexHonorus Bbixoga B «OTKpPBITHIH
WHTEepHET») MOMOXKET pEIIUTh 3Ty MPOoOJeMy YAOOHBIM M HAISKHBIM CIOCOO0M. TeXHOIOrHms
MO3BOJIUT OPraHU30BaTh Pa0OTy KaXKI0T0 KOMIIBIOTEpA TPYNIBl b B OJHOM M3 IByX BapUaHTOB:

60 B MIHTEpHETE, ¢ OJIOKMPOBKOI J1I000TO TpaduKa B JIOKAJTLHYIO CETh;

1100 B JIOKAJIBHOM ceTH, ¢ OJOKUPOBKOH Jit00oro Tpaduka B/u3 MHTEpHET.

Jlnst BeiOOpa BapmaHTa paboTel (B VHTEepHETEe WM B JIOKAJIBHOW CETH), HEOOXOIUMO MPOCTO
nepexmouynts oniuio B nporpamme ViPNet «Kiment» [Monurop].

[Ipu 3TOM (pu3MUecKkHu OTKIIOYATh KOMIBIOTEPHI Ipymmbl b OT J0oKanbHON CeTH HE HYXKHO, T.K.
npu 11000M BapuaHTe paboThl KoMmmbioTepa rpynmnsl b (B VMHTepHeTe MM B JIOKaJbHOM CETH)
KOMIIBIOTEPHI IPpyHIbl A OyAyT MOJHOCTBIO 3alllMIICHBI OT aTak U3 MHTepHeT yepe3 KOMIbIOTEPhI
rpynums b.

Jisa peanuzanuu TexHOJOruu Bbixoga B «OTKpbIThIA HMHTEpHET» HEOOXOAMMO NPOU3BECTU
CHEAYIOUIUE NEHCTBUSA:

ycranoButh I1O ViPNet «Koopaunatop» ¢ ¢yukmmein ViPNet—Cepsep Otkpeitoro MHTepHETa
(Takas ¢yHkmus koopauHatopa 3amaercs B 1[YCe) Ha kommbioTep, pa3MENICHHBIA Ha TPAaHHUIIC
nokanbHOM cetu ¢ Hurepuer. HasoBem stor kommbiotep (¢ IO ViPNet) Koopauxaropom
OtkperToro MuTepuera;

Ha 3ToM ke KommbioTepe (Koopaunarop OTkpsiToro MHTEpHETA) TaKkKe JOHKEH OBITH YCTAHOBIICH
Firewall tuna WinProxy, WinGate, MSProxy u T.1. [UIs OpraHu3alidid JOCTylla K pecypcam
otkpbIToro Mutepuera ot umeHu csoero IP-anpeca niist komnbroTepoB rpymisl b;

YCTAaHOBHUTBH Ha KOMITbIOTEpHI JiokaiibHOM ceth [10 VIPNet «Knuent». Kaxaplii KOMIIBIOTEp TPYIIIbI
b nomxen ObiTh cBsa3an ¢ Koopaunatopom OtkpbeiToro MuTepHeTa (Takas cBs3b 3amaercsa B L{YCe).
Jliia kKoMIbtoTepa rpynnsl A Takas CBsA3b HE 00€CIIeUHBAETCS.

MHTepHeT
ViPNet[KoopgwvHaTop] oTKkpeITOro ViPNet[KoopguvHaTop]
HMHuTepHeTa + MNpoKkcKy NpynoMXeHuws IALUMLLEHHOW ceTn
aaa aaa
L L ToNbKO OTKPbLITIA TONbKO 3aullMUuLEHHBIA L L
195.200.1.11  Tpadechmk Tpadcpuk 195.200.1.12

= o |
L L]
_ | | | _ - —
ViPNet[KnnenT] ViPNet[KnunenT] PaBowas ViPNet[KnneHT]
C BeRIXOAOM B C BbIXO4OM B cTaHyumA AL MLEHHOW CETH Ceppep Bf

HMHTEepHET MHTEpHET

TyHHEeNnW ANs LOCTaBKW TpadgpuKka 1a oTKpeIToro MHTepHeTa

TyHHENW ANA LOCTaBKM KOHUOeHUMansHoOro Tpaduka JYepea MHTepHeT
M NoKanbHYo ceTh

.

Tpadrk MHopMaLMoHHOro oBMmeHa € OTKPBIThIMKW yanamMmm MHTepHeTa

v
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Koopnunatop OTtkpbiToro MHTEepHETa BBHIOIHACT CIEAYIOIUE PYHKINU:

Opranu3oBbIBaeT JIOCTYIl K pecypcam OTKpbiToro MHTepHeTa oT umeHu cBoero [P-ampeca mns
KOMIIBIOTEPOB IpyIIibl b, 3a cueT ycTaHOBICHHOTO Ha 3TOM ke Kommbtotepe Firewall;

3anperiaer JOCTYI K pecypcam OTKPBITOro MHTepHeTa [j1sl KOMIIbIOTEPOB TPYIIIHI A;
OpraHu30BbIBaeT 3alIUIICHHBIA TYHHEIb MEXIy COOOH M KOMIIBIOTEpOM Tpynnsl b Ha Bpems ero
paboTel ¢ pecypcamMu OTKpbIToro MHTepHera 6€3 BO3MOMXHOCTH JOCTyNa K STOMY TYHHENIIO CO
CTOPOHBI BCEX OCTAJILHBIX MOJIb30BaTENEH JIOKAIbHON CETH;

apigercs «MexceTeBbIM DKpaHOM», KOTOPBIN 3alpeniaeT JOCTYI B JIOKAJbHYIO CETh U3 OTKPBITOrO
NHurepHera.

[Ipu stom Ha KommbloTepax Tpymnbl b B mpomecce pabotsl ¢ Koopaunatopom OTKpBITOrO
WutepHera Omokupyetcst m000i Tpaguk (OTKPBITBIA M 3aKpBITHIM), KpoMe TpaduKa C OTKPHITHIM
HNutepuerom. 1, Ha000poT, mpu paboTe ¢ pecypcaMu JIOKAJILHON CEeTH — OJIOKUpYyeTcs Jirodas paboTa
¢ Koopaunaropom OtkpsiToro MHTepHera.

Takast TEXHOJIOTHS TapAaHTUPYET, YTO HUKAKHE CTPATETUH aTaK KaK CHApYy>KU, TaK U U3HYTPU CETU
HE MOTYT INPHBECTH K HAPYLICHHUIO OE30MaCHOCTH KOMIBIOTEPOB CETH, MOJIKIIOYEHHUE KOTOPBIX K
WuTepHer 3amperieHo (kommbioTepbl rpynmnbel A). Ha Takue KoMmbloTepsl, IpH JIOOBIX aTakax
Tpaduk u3 MHTEpHET MOXKET MOMACTh TOJBKO B 3alIM(POBAHHOM BHJE, YTO HE OYyJEeT BOCIPHUHSITO
KOMITBIOTEPOM, M B CBSI3M C 3TUM He omacHo. [lombITku TpoBeleHHs aTak Ha CeTh uepe3
KOMIIBIOTEPHI TPYNIbl b HEBO3MOXKHBI, TaK KaK OJIOKUPYETCs IOCTOPOHHUM Tpaduk OT HHUX, KpOMe
tpaduka ¢ Koopaunaropom Otkpeitoro MuTepHera.

OMHOBPEMEHHO HCKIIIOYAIOTCS JIIOOBIE BO3MOKHOCTH HECAHKIIMOHHPOBAHHOTO MOJKIFOYCHUS U3
JIOKQJIbHOU ceTu K MHTepHer.

Ecnmu Tpebyercss He TONBKO 00ECTIEYUTHh BO3MOKHOCTB MOJKIIIOUYEHUS K OTKpbIToMy VHTEpHETY
3aJJaHHBIX KOMIIBIOTEPOB JIOKATbHOW CETH, HO W OJHOBPEMEHHO O00€CIeYUTh BO3MOXKHOCTH
MOJIKITFOYEHUS JIOKATBHOW ceTH K VMHTepHeTy Ui 3alUIIeHHOro oOMeHa C IPYTMMH JOKaJIbHBIMH
cersimu (¢ IO ViPNet) u 3amuiieHHbIMH MOOUIBHBIMH KOMIBIOTEPAMU, TO B OTOM CiIy4ae Ha
rpanune cetd HeoOxomum eme oauH ViPNet «Koopauaartop» ¢ nBymst U 0Ooiee CeTeBBIMHU
uHtepdeiicamu. B stom cnydae B L[YCe 3anmatorcs HEoOXOIUMBIE JIOTMYECKHE CBSI3M IS
paszaeneHus HPOPMAIMOHHBIX TTOTOKOB.

®ynkuus tpancasiuuu |P-agpecos (NAT)

ViPNet Coordinator moaaepkuBaeT TEXHOIOTHIO TpaHCIsAIUK ceTeBbix aapecoB (NAT — Network
Address Translation).

Tpancnsanus ceteBbix anpecoB (NAT) — aTo TexHomorus, mo3possomnias npeodpas3osbiBath IP-
aapeca, UCIOJIb3YIOLIUECS B OJHOM CETH B aJIpeca, UCIOJb3YIOIHECS B IPYTON.

NAT 00bIYHO IPUMEHSETCS I PELIeHNs IBYX OCHOBHBIX 3a/1a4:

[Ipu HEOOXOIUMOCTH TOAKIIOUEHHUS JIOKAIBHOW ceTh K HHTepHeT, Korja KOJUYECTBO Y3JIOB
JIOKAJIbHOM CETH MPEBBIIIACT BBIIAHHOE MMOCTABIIMKOM ycayr MIHTepHeT Koin4ecTBO myOianyHbIX [P-
aapecoB. Takum oOpa3zom, NAT mo3BOISET JIOKAJBHBIM CETSAM, MCIOJIB3YIONIMM YacTHBIE aJipeca,
II0JIy4aTh JOCTYI K pecypcam VIHTepHeT.

JIns1 COKpBITHSI BHYTPEHHEW CTPYKTYPHI JJIOKAIBHOM CeTH. B pe3ynbrare npuMeHEHUs! TEXHOJIOTHH
NAT, nokajnpHbI€ CETH, UMEIOILME YaCTHBIE ajpeca, MOryT paboraTh ¢ HTepHETOM, NP MOMOIIH
TPaHCISALMU CBOMX YacTHBIX aJ[pecoB B ajpeca, JomycTumble B MHTepHere (MyOnuuHBIC), U NpU
3TOM BBITJISAETH CHAPYXKH TaK, Kak OyATO OHH HCHOJB3YIOT aJPECHOE MPOCTPAHCTBO, OTIINYHOE OT
MIPOCTPAHCTBA, UCIIOJI3YEMOT0 Ha caMoM Jienie. TakuM o0pa3oM, He uMest HHQOpMAaLUU O 3aKPHITOM
aZipeCHOM IPOCTPAHCTBE JIOKAJIBHOM CETH, CTAaHOBUTCS NPAKTHUYECKH HEBO3MOXHBIM HaIIPSIMYIO
aTaKOBaTh TOT WJIM MHOU y3€JI JJOKAJIbHOM CETH.

Oynkiun  NAT  koHQUrypupylOTCS Ha KOMIIBIOTEPE, pPasrpaHUYMBAIOLIEM JIOKAJIbHYIO
(BHYTpEHHIOIO) CETh U I100albHYIO (BHELIHIOW) ceTh (Hanmpumep, MuTeprer). KomnbioTep A0mkeH
UMeThb, KaK MHHHMYM JBa CETEeBbIX HHTepdeiica, OAWH M3 KOTOpBIX oOOecreyuBaeT AOCTYH B
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WutepHer n umeer myonuunslii [P-agpec, Ha3oBeM 3TOT nuHTepdeiic BHEUTHUM. OCTalbHBIM CETEBBIM
uHTepdeiicaMm (BHYTPEHHHUM) MOTYT OBITh IPUCBOEHBI JIIOOBIE ajapeca (KaKk dYacTHBIE, TaK M
nyosimynbie). [Ipy mpoXOoKIeHHM CETEBBIX IMAKEeTOB 4depe3 KommbioTep ¢ QyHkumsmMu NAT, c
BHYTpeHHero uHTepdeiica Ha BHEIIHUNA, a 3aTeM OOpaTHO, MPOUCXOTUT TPAHCIALMS CETEBBIX
aapecoB (NAT).

B ITIO ViPNet Coordinator tpaHcisis agpecoB BBIMOJHAETCS IS JH00bIX |P-mpoToKoI0B.
Opnako miis Bcex npoTokoioB kpome TCP, UDP u ICMP BbinosnHseTcs yacTUYHAs TPAHCIISLIHS.

IIO ViPNet Coordinator mMoxeT HTpPOM3BOAUTH TPAHCISALMIO ABYX THIIOB — CTaTHYECKYIO

TPAHCISALMIO M JUHAMUYECKYIO TPAHCIALMIO (MIM TOYHEE pPa3HOBUJHOCTb JMHAMUYECKOU
TPaHCIAIMU, U3BECTHOM 1o/ Ha3BaHueM "Masquerading"):
Cratuueckas TpaHCHSALUS aJpPECOB YCTAHABIMBAET COOTBETCTBUE aJpPECOB 10 THUIY «OOUH K
OJTHOMY», T.€. OJMH IJIOOANbHBIM (IyONMYHBIN) aJpec MapHIpyTH3aTOpa COOTBETCTBYET OAHOMY
YaCTHOMY aJipecy BHYTpeHHeW ceTh. CTtaThyeckas TPaHCISILUS IPUMEHSETCS B TEX Cly4asx, Korjaa
HEKUI BHYTPEHHUH y3e1 JOJDKEH OBITh JOCTYNEeH HM3BHE [0 IMOCTOSHHOMY ajipecy (Hampumep,
CEPBEP WWW).

JlunaMuueckas TpaHCISALMS aJpecOB YCTAaHABIMBAET COOTBETCTBUE MEXKIY HECKOIbKUMHU
YaCTHBIMM aJ[pecaMu BHYTPEHHEW CETHM M OJHUM IYOJIMYHBIM aJpecoM MaplipyTHu3aropa IyTeM
MPUCBOCHUS  YHHUKAIbHBIX JOMOJHUTENBHBIX [apamMeTpoB (Hampumep, MOpToB). JlaHHas
pazHoBuaHOCTh NAT, Kak npaBuiio, UCTIONb3YETCs AJI IPEIOCTABIECHUS 10CTYIIa KOMIIBIOTEPOB U3
JIOKaJIbHOM CETH C YaCTHBIMM aJipecaMu K ceTH VMHTepHeT yepe3 mMaplIpyTU3aTOp, UMEIOIIUNA BCETO
OJIMH IyOJMYHBIA ajpec, T.K. MO3BOJSET B TAaKOM CUTyallMu 3aJ€MCcTBOBATh ATOT IyOinuHbld [P-
aJpec OHOBPEMEHHO JJIsl HECKOJIBKHUX CETEBbIX KOMIIOHEHTOB JIOKAJIbHOM CETH.

Cratuyeckass U JUHAMHUYECKAsh TPAHCISILUS aIpecoB MPOU3BOAUTCS TOJIBKO IPHU HACTpOIKax
COOTBETCTBYIOIIUX MpaBui TpaHcisauuu Ha ViPNet-koopaunarope.

s obecrniedeHuss BO3MOXHOCTH paboThl FTP-kinmeHToB B akTuBHOM pexkume, ViPNet
Coordinator mpou3BOAUT TakXKe TPAHCIAIMIO CETEBBIX aJPEeCOB HA MPHUKIAIHOM YPOBHE IS
nporokosia FTP B aBTOMarnyeckoM pexxume, 6€3 Kakux-1100 HacTpOEK MPaBHII TPAHCIISALUH.

ViPNet «Kauenr»

ViPNet «KnueHT» - MOAyIb, pealn3yIouii Ha paboueM MecTe ciaenyromue GyHKINU:
1. IlepcoHaNbHBIH CETEBOM OKpaH - T[O3BOJAET 3aIUTUTHh KOMIIBIOTED OT  ITONBITOK
HECAHKIIMOHUPOBAHHOTO JOCTYIA, KaK U3 INI00ANTBbHOM, TaK U U3 JIOKAIbHOM CeTH.

IlepcoHANIBHBIN CETEBOM DKpaH IO3BOJSET CUCTEMHOMY AIMUHHUCTPATOPY WM IOJIb30BATEIIO
(IpM HaTMYMK IPUCBOCHHBIX €My ITOJIHOMOYHUIA):
VY1paBasTh JOCTYIIOM K JaHHBIM KOMIIBIOTEPA U3 JIOKAJTLHON WM T100aTbHOMN CETH;
Omnpenensats agpeca 3JI0YMBIIUIEHHUKOB, MBITAIOMIMXCS MOJTYYUTh JOCTYI K HHGopManuu Ha Bamewm
KOMIIBIOTEPE;
OOecnieunBaTh PEKUM YCTAaHOBJICHUS! COEAMHEHHUH C IPYTMMHU OTKPBITBIMU Y3JaMH JOKaJIbHON WIIH
rJ100aJTbHOM CETH TOJIBKO MO WHUIMATHBE I0JIb30BATENs, IPU 3TOM KOMIBIOTEpP MOJIb30BaTEls
OCTaeTCs «HEBUIMMBIM» JJIi OTKPBITHIX Y3JOB JIOKAJbHOM M TJI00AnbHOM ceTeil (TeXHOJIOorHs
Stealth), 4ro MckITIOYaeT BO3MOKHOCTD 3alycka 10 WHHIMATHBE W3BHE BCEBO3MOXKHBIX MPOTPamMM
«ILIITAOHOBY;
DopMHUpPOBaTh «UEpHBIE» U «Oebley CIUCKHU Y3JIO0B OTKPHITOW CETH, COEIWHEHUE C KOTOPBIMU
COOTBETCTBEHHO «3aIIPELIECHO» WU «Pa3pelIeHO»;
OcymecTBiaTh (UIBTpaLMi0 TpapuKka MO THIIAM CEPBHCOB U MPOTOKOJIOB Jii AAHHOIO ajapeca
OTKPBITOM CETH WJIM Juarna3oHa aJpecoB, YTO IO3BOJISET, B Cllydyae HEOOXOIMMOCTH, OIPAaHUYUThH
HCIIOJIb30BAHUE «OIACHBIX» CEPBUCOB HA «COMHHTEIBHBIX)» Y3JIaX OTKPBITOM CETH; OCYIIECTBIATH
¢ubTpanuio Tpaduka Mo TUIIAM CEPBUCOB M MPOTOKOJIOB JJIsi CBSI3aHHBIX C JAHHBIM Y3JIOM JPYTUX
3aIIHIIEHHBIX Y3JI0B.
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KoHTponupoBaTh akKTHUBHOCTH CETEBBIX NMPUIOKEHUNM Ha JAHHOM KOMIIBIOTEpE, I/I€ YCTAaHOBIICH
ViPNet [KiueHt], 9TOo 1O3BOJSET BOBpEeMS OOHApPYXHTh U 3a0JOKHPOBAaTh aKTHBHOCTH
HECAaHKLMOHUPOBAHHO YCTAHOBJIEHHBIX U 3allyLIEHHBIX MPOrPaMM «ILUIIHOHOB», KOTOPbIE MOIYT
nepeaaBarb 3JI0yMBIIUIEHHUKAaM cBeleHus 00 wuHdopManuu, o0pabaTeiBaeMoil Ha JaHHOM
KOMIIbIOTEepe (Mapoyid JOCTYIA, JaHHBIE O KPEAMTHBIX KapTax, WACHTU(PHUKATOPHI JJS JOCTyNa B
KOpIIOpaTHBHbIE 0a3bl JAHHBIX U JP.)

YcTaHOBIEHUE 3alMIIEHHBIX COCIMHEHHH MEXIy KOMIbIOTepaMH, OcHameHHbIMU ViPNet
[Kmuent], muist m00OBIX CTaHIAPTHBIX CETEBBIX MPUIIOKESHUM.

JUist m00BIX CETEBBIX MPHIIOKEHUH 00€CTIeYnBAIOTCS CIEAYIONIIEe OCHOBHBIC (DYHKIINU:
HIudpoanue IP-naketoB ¢ no0aBieHMEM B HUX HHPOpMALUU JUIsl 00ECHEYeHMs LEIOCTHOCTH,
KOHTPOJISI BPEMEHHU, WACHTHU(HUKAIMK (ABTOPH3AIMM) W CKPBITUS IE€PBOHAYAIBHOM CTPYKTYPHI
[IaKeTa;
bnokupoBka mu@poBaHHBIX MMAKETOB MPH HAPYIIEHUH UX IEIIOCTHOCTH, MPEBHIIIEHUH JJOYCTUMON
pasHUIIBI MEXIY BPEMEHEM OTIIPaBKU U TEKYIIMM BpEeMEHEM (3alluTa OT MEpernoBTOPOB) WIN MPU
HEBO3MOXKHOCTH ayTEHTHU(PUIMPOBATH M1AKET;

IIpenocraBnenne COM wuHTepdeiica 11 BbI3oBa Kpunrorpaguueckux GQyHKIMH H HUX
ucrnoiib3oBanus Web npusiokeHusIMu.

B03MOXHOCTh yCTaHOBJIEHHUS 3alUIIEHHBIX COEUHEHUH MEX 1y KOMIIbIOTEPAMHU, OCHAIIIEHHBIMU
ViPNet [Kinent]| mo3Bossier:

OpraHu3oBaTh CXeMy 3alUIICHHOTO HCIIOJIb30BaHUS BCEBO3MOXHBIX Web-npuiioxenuii, B TOM
guciae Web-trading, Web-ordering, Web-xoctunra, Web-semanus u 1.1., ¢ mocrynmom k Web-
mwiarpopme, Ha KoTopodl ycrtaHoBieH VIiPNet [KiueHT], TOIBKO OIpPEACICHHOMY CIHCKY
yuacTHUKOB VPN. J[lanHas cxema oOecreyuBaeT IOJIb30BATESIM M KOpIIOpaluu TUOKoe U
Oe3omacHOe WCIOJIb30BaHUE BCEBO3MOXKHBIX \Web-npunoxkeHuil kak Hamboliee MPOCTOro |
JOCTYITHOTO CPEACTBA KOJUIEKTHBHOM pabOThI KOPIIOPALIMH U €€ TapTHEPOB;

3alUTUTE U JIOTIOJHUTENILHO aBTOPU30BaTh BCE COCAMHEHUS MEXKIY JIOKAIbHBIMH, MOOWIBHBIMU U
yIaJICHHBIMHU TI0JIb30BaTeNsiMu, ocHaleHHbIMU ViPNet [KiimeHToM], 1 KOpIopaTuBHBIME CepBEpaMH
npunoxeHuid, 6a3 maHHbix, SQL-cepBepamu, Taxke ocHameHHbiMH ViPNet [Kmmenrom]. D10
OTKpBIBACT IIMPOKHE BO3MOXHOCTH I0 0O€30MacHOMY BHEAPEHUIO BCEBO3MOXKHBIX ERP-cucrem,
(UHAHCOBO-YYETHBIX CHCTEM, pabOTaloLMX B peajbHOM BpeMeHH, cucteM Tuna «KimeHt-baHky,
«urepuer-bankunry, CRM (Customer Relationship Management) cucrtem u nmpo4ux cuctem, rie ¢
OJTHOW CTOpPOHBI HaKaljMBaeTcs KoH(pUAECHUUalbHas uHpopManus, Tpedyromas CoOM0ACHHS
npaBwil MH(OPMALIMOHHOW O€30MacHOCTHM M YHpPABJIEHUS JOCTYIIOM, a C JpPYrod CTOpPOHBI
He00X0/1MMa KOJUIEKTUBHAs paboTa ¢ MPUIIOKEHUSIMH Ha CETU Pa3HbIX KaTerOPHi MoJb30BaTeseH;
Hcnonb3oBath Henoporue M OOIIETOCTYIHBIE CETEBbIE PECypChl OTKPBITOM CEeTH JUIsl Iepefaydu
KOH(HIEHIIMATbHON HH()OpMAIIH.

VYenayru 3anumnieHHbIX CIy’KO pealbHOTO BpPEMEHHU ISl OpraHu3aliid OOMeHa COOOIICHHSIMH,
IpoBe/IeHUs] KOH(epeHLnH, 3alUIEeHHbIX ayH0- U BUJEO-TIEpErOBOPOB MO3BOJISAIOT:

OOmeHMBaTbCsl COOOIIEHUSIMU WJIM OPraHU30BBIBaTh LUPKYJISPHBIH OOMEH COOOIEHUSMHU, B
npolecce KOTOPOro OpraHu3aTop TakKoro oOMeHa BHJIUT BCE COOOILIEHHUS, B TO e BPeMsl YUaCTHUKHU
oOMeHa cool1eHuit Apyr apyra He BUAAT. [Ipu 3ToM BeayTcs U MOTYT OBITh COXpaHEHbI POTOKOJIbI
BCEX COOOIICHHI;

[IpoBoauTH 3alIKIIIEHHBIE KOHPEPEHIIUY;

OnepaTUBHO BUJIETh IMOATBEPKACHUS JTOCTaBKH U MPOUYTEHUS COOOILICHU;

[TpoBoauTh 3anuiieHHbie ayauo- (Voice over IP) u Bugeo-neperoBopsl (KOHGEPEHIINH)

[Tpu sTom, Texnonorus ViPNet moanepkuBaer ro0ble cTaHIAPTHBIC TPOTPaMMHBIC U alapaTHbIe
CpelCTBa JIJIsl MPOBEICHHS ayIM0- U BUIC0-KOH(EepeHIHii, OCHOBaHHBIE Ha |P-TexHOIOTHsX.

CepBuc 3allMIICHHBIX MOYTOBBIX YCIYr — 3alIUILEHHBIM MOYTOBBIA KIMEHT C BO3MOKHOCTSIMH
ayTeHTU(UKAMM OTIpaBUTENs M IMOJydaTess, a Takke OOEeCHeunBaloImuil KOHTPOJIb 3a
IIPOXOKIEHUEM U UCIIOJIb30BAHUEM IOKYMEHTOB.
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JlemoBas mo4Ta - MOJyJb, BXoasmwii B coctaB ViPNet [KinuenT], mo3Bosnser:

[lepenaBath 37€KTPOHHBIE COOOIICHUS IO OTKPBITHIM KaHAJIaM CBSI3U C 3alllMTON Ha BCEM MaplIpyTe
CJIEJIOBaHUS OT OTIPABUTENIS JO MOIyYaTesisl, IPU 3TOM B KaUe€CTBE OTKPHITOrO0 KaHajga MOTYT OBITh
WCIIO0JIb30BaHbI CTaHaapTHEIE cepBepa SMTP/POP3;

OHOBPEMEHHO C CAaMHM COOOIICHUEM 3aIUTUTH IPUKPEIUICHHBIE K HeMY (haiiibr;

OpranuzoBaTh 10 YCTAaHOBJIGHHBIM IIpaBHJIaM 3alIUIICHHBIN aBTOMPOLECCHHI CTaHIAPTHBIX
JOKYMEHTOB, «POKIAE€MbIX» IPYTHMH TPWIOKCHUSIMH UM CHCTEMaMHU YIpaBICHUS OHU3HECOM
(byxranTepckuMu, 0AHKOBCKUMHU, YIPABICHYECKUMHU H TIP. );

OcCyIIecTBIATh MOUCK JOKYMEHTa B IOYTOBOWM 0aze JOKYMEHTOB IO MHOXECTBY MapaMeTpOB
(oTmpaBuTeNk, MOTyYaTeNb, TEMA, AaTa, IEPUOA, KOHTEKCT U T.I1.);

[ToaTBepknaTh JHUYHOCTH OTHpaBuTens, ucnonb3ys OL[II, BcTpoeHHY0O B O0OLIyI0 CHCTEMY
0e301aCcHOCTH;

[lepenars cooOIEeHNE TOIBKO TEM IMOJyYaTessiM, JJIs1 KOTOPBIX OHO MPEJIHA3HAYAIOCh, a TAKXKE MPU
HE0OXO0IMMOCTH aBTOMATUYECKU OTIIPABUThH KOMHUU cooO1IeHui Ha 3aaannblie B LY C y3mbi;
[logTBEepAUTH MONMyYE€HHWE W HCIOIB30BAHUE COOOIEHWN, a TakXKe IaTy, BpeMs IOJy4YeHUS HU
JUYHOCTH TOJTy4aTenei;

Bectu yyeTHy10 HyMepanuo coo0meHni

Kpome Brimenepeuncnenusix ¢ynkiuit ViPNet «Knuent» npenocraBnser COM untepdeiic ans
BBI30Ba KPUNTOMYHKIIUN ¥ KX COBMECTHOTO HCIIONBb30Banms ¢ Web npunokeHusIMu.

Jloruka o6padorku |P-Tpaduka

OCHOBHBIM IPOTrPAaMMHBIM MOJYJIEM [UIsi MOCTPOCHHS BUpTyaibHOW cetu sisercs ViPNet-
npaiisep. JpaiiBep pabortaer Ha ypoBHE IP-makeToB, 10 TOro, Kak OHH MEPEAAOTCS CTaHIAPTHOMY
creky TCP/IP, nostomy oH KOHTpoaupyer Bech IP-Tpaduk, mocrymaromuii B ceTb U U3 CeTH, U
o0ecrieynBaeT 3amUTy JUIS JIIOOBIX MPHIOXKEHUH HE MEHSAS HMX MPHUBBIYHOTO WCIIOIB30BAHMS
M0JIb30BaTEIsIMU. JTO 1M03BoJseT BHEAPATh ViPNet kak cucremy MH(OpMAIMOHHON 0€30IaCHOCTH
0e3 «HacWiIus» HaJ MPUHATBIMH B KOPHOpAaLUU OH3HEC-TIPOIECCaMU U MPHIIOKCHHUSIMH,
MOJIICP>KUBAIOLIMMH 3TH OM3HEC-TIPOLIeCcChl, HauYMHast OT mpocTedmux Web-npuinoxkeHnit 1 KoHvas
cnoxHenmumu ERP-cucremamu.

OcHoBubiMu  pyHKIUsiMA  ViPNet npaiiBepa sBJs€TCS NPHHSATHE PEIICHUS 10 KAKIOMY
OTHPaBIIEMOMY WK MoJlyqaemomy [P-makery.
s xkaxjaoro otnpasisemoro [P-makera (Pucynok 217) ocymecTBisercss 0JJHO U3 TpeX IeHCTBUI:
MPOMYCTUTh B HE3AIMUICHHOM BHJIE, HE MPOMYyCKaTh BOOOIIE, 3alM(poBaTh U OTIPABUTH B
3a(ppOBaHHOM BHJIE.

filaxent Onz abonennma
/,f-——zmcwg cema?

Coonreencaieyent

npIcanNg |
P onsmpanaa?

L
He npomyckars

PCuneTp IP-Nnaketon Bnok aawnThl

Puc. 17. O6paboTka ucxoasmux IP-nakero
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Jlns kaxxnporo mosydaemoro IP-makera oCcymecTBIs€TCS OJHO M3 TpeX ACUCTBUU: IIPOIYCTUTH B
HE3aIlMIIEHHOM BHJIE (€CJIM MaKeT He3amudpoBaH), He MPOMycKaTh BOoOIIe, pacuudpoBaTh (eciu
nakeT 3amupoBaH) U MepenaTh MPHIOKEHUIO B OTKPBITOM BHJIE.
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Bnoxk 1awnThl PunuTp IP-nakeroa

Puc.18. O6pabotka Bxonsamux |P-makeros

[TpousBoautensHOCT, paboThl [lpaiiBepa 3amuThl Tpaduka (IS KOMIBIOTEpOB Kiacca P4)
cocraBisieT ~ 50 Mout/cexk.

Pexkumbl pa6otsl ViPNet-apaiisepa
ViPNet-npaiiBep MoxeT paboTaTh B OTHOM M3 CJICAYIONUX PEKUMOB:
«bnokupoBath oTKpbITHIN IP-Tpaduk».
C xommnbrotepamu VPN-ceTu pasperniena muppoBaHHast CBA3b.
C OTKpPBITBIMU pECYpPCaMHU CBS3b OJIOKUPYETCS.
«Pa3pemuTh 3aperucTpupoBaHHbIl OTKPBITHIN IP- Tpadux».
C xomnbrotepamu VPN-ceTu pasperniena mugpoBaHHas CBA3b.
KoMImbproTep 3alUIEHHON CETH, MOXET YCTaHABIMBAaTh OTKPBITBIE COEAMHEHHUS C KOMIBIOTEPaMU
wiu ycrpoiictBamu, B VPN-ceTh He BXOASIIMMU, 3aperucTpuposas ux IP-agpeca.

«bymepanr (Pa3pemuTs HHULIMATUBHBIE OTKPBITHIE COSMHEHU ).

C xomnbrotepamu VPN-ceTu pasperniena mmgppoBaHHas CBA3b.

B TO ke Bpemst 3TOT peKuUM HCHOJb3YyeTCs Ul 0e30MacHOi paboThl C OTKPHITBIMU PECYpCaMu CETH
Wuteprner. Ero cyTh 3akiitoyaeTcsi B TOM, YTO OTKPBITHIE COESAMHEHMS TOMYCKAIOTCS TOJIBKO B TE€X
ClIydasx, KOrJa 3allUIIEHHbI KOMIIBIOTEP HHULIUUPYET 3T COCTUHEHUS.

Ectp «Kectkniit bymepanr» n «Msrkuii bymepanr».

«Kectknii bymepanr» - 310 pexxuM bymepaHra, B KOTOpOM aHaJINW3 IOCTYNAIOIIEH BO BpeMs
COoeMHEHUs] MH(GOPMalUU MPOU3BOJIUTCS MO OOJBIIOMY YHCIY MapaMeTpoB (aapec, MPOTOKOI,
opT).

«MsiTkuit OymMepaHT - aHaJIu3 MOCTYMAIOIIEH BO BpeMsl COeAMHEHUsT HHPOPMAIIUU TPONU3BOTUTCS
110 MEHbBILIEMY YHCITY ITapaMeTpoB (aapec, MPOTOKON).

B xectkom pexxume He ynactcsi paboTaTh ¢ TeMH MPHUKIAJHBIMH MPOTOKOJIAMHU, KOTOpHIE
NBITAIOTCS MEpeaaBaTh OTBETHYIO MH(POpPMAIMIO HE MO TOMY IMOPTY, KOTOPBIA OBLT OTKPBIT IS
ucxoasmiero tpapuka. Ecnu ectb HE0OXOAMMOCTH pabOTHI MO TaKUM MPOTOKOJAM, TO CIEAyeT
NepelTH B MATKUIA pexuM. VICKiroueHue cocTaBisAoT MpoTokon FTP, 1i1st KOTOPOro BBIMOTHSETCS
crieragbHas 00paboTKa B PeKUME KeCTKOro OymepaHra.
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B cnyuyae pabotel ¢ mpoTtokosniom FTP B akTHBHOM pexkume (pexxume, B koropom FTP-cepsep
OTKPBIBAET COEIMHEHHE C KIIMEHTOM) Ipu npoxoxkaeHnu koMmanasl PORT co3naercs cnenuaibHbIil
qacTHBIH QuibTp, npomyckatoumii TCP-coequnenue or FTP-cepBepa Ha JIOKaJbHYIO MAIIMHY IO
COOTBETCTBYIOLIUM IOpTaM. ITOT GUWIBTP HE OTOOpaxaeTcs JUIsl 110JIb30BaTeNeH.

«He 610kupoBath OTKPBITHIN |P-Tpaduky.

C xommnsrotepamu VPN-cetu paspernieHa mmu@poBaHHas CBA3b.

Co BcemMM OTKPBITBIMU pECYypcaM YCTaHABIIMBAIOTCSI OTKPBITHIE COEIUHEHUS.

«OTKJII0UNT paiiBep» - paboTa B OTKPHITOM PEXHMME CO BCEMH CYLIECTBYIOLUIMMHU PECYPCAMHU.

@uiabTpanys: KpUTEPUH U NPaBUJIA

Kpurepuu ¢unpTpanuu - mnapameTpbl, aTpuOyThl, XapaKTEPUCTHKH, HA OCHOBE KOTOPBIX

OCYILIECTBIISICTCA pa3pellieHHe WM 3alpelieHue JalbHelneidl mnepenaud Mnakera (JaHHBIX) B
COOTBETCTBHH C 33aJaHHBIMH IpaBHJIAMH pa3rpaHUueHHs JocTyna (mpaBuiamMu QuibTpanuu). B
KayecTBE TAaKMX IapaMEeTPOB MOTYT MCIIOJIb30BaTbCsl CIIY)KEOHBbIE I0JI MAKeTOB (JaHHBIX),
coZiepKalIe CeTeBbIe aipeca, NICHTH(PHUKATOPEI, aapeca HHTep(HEeHcoB, TOPTOB U APYrHe 3HAYNMEBIC
JIaHHBIE, a TAK)KE BHEIIHUE XapaKTEPUCTUKHU, HAIIPUMEpP, BPEMEHHbIE, YACTOTHBIE XapaKTEPUCTUKH,
00bEM JAHHBIX H T.II.
[IpaBuna ¢unbTpanuu - nepedeHb yCIOBUM, 10 KOTOPBIM C UCHOJIb30BAHUEM 3a/IaHHBIX KpUTEPUEB
GWIBTpaly OCYILECTBIISICTCS pa3pelleHUe WM 3ampelieHue JajbHEHINeld Iepenadynd IaKkeToB
(1aHHBIX) M TepeuyeHb NEHCTBUH, MPOM3BOIUMBIX MO 1O perucrpanuy W/WIM OCYLIECTBICHHIO
JIOTIOJIHUTEJbHBIX 3AIIUTHBIX (QYHKIUH.

[IpaBuna ¢unbrpauun IP-Tpaduka sBIAIOTCS pe3ysibTaTOM JEHCTBHsI BBIOPAHHOIO peXUMa
0€30macHOCTH W 3aJaHHBIX TII0JIb30BaTeNIeM CIHCKa (WIBTPOB sl KOHKpETHBIX [P-ampecos,
IIPOTOKOJIOB M MOpTOB. CIHUCOK CEeTEBBIX (PUIBTPOB 3aaeTcs M0Jb30BaTeIeM B BUJE JPEBOBUIHOMN
CTPYKTYPBI OTIEIBHO Ui 3alUIIeHHON ceTH U OTKpBITOI ceTH. ITO AepeBO (GMIBTPOB MO3BOJISIET
3ajaBaTh (PUIBTPBI, KaK Ha OTAeNbHbIN [P-anpec, Tak u Ha quana3zol IP-aapecoB (epBblii ypOBEHbD).
Jlanee MoryT OBITH OIpeneNeHbl (QHIBTPHI Ha THIIBI IPOTOKOJIOB, HAIPABICHHE YCTAHOBJICHUS
coeauHeHus (mpoxoxaeHus IP-makeToB) m HoMmepa mopToB (BTOpoil ypoBeHb). HacTpoliky mpaBui
¢unbTpanuu otkpeitoro IP-rpadpuka (B okHe OTKpbITast CeTh) BCErja ciaeayeT HauuHaTh C BbIOOpa
pekuma 0e30MacHOCTH, a 3aTeM IIPU HEOOXOAMMOCTH YTOUHATh €r0 3a/JaHMEM CETEBbIX (PMIIBTPOB.

Buael puabTpos.

Pan ¢punsrpoB B [10O ViPNet «KnneHT»-«MOHUTOP» ONpeseneH Mo YMOTYaHUI0. DTU (PUILTPHI
HENb3s YAAIATh, HO TIPU ONIPEJETICHHBIX TIOJHOMOUYHAX UX MOKHO MEHATh: MHBEPTUPOBATH, & TAKKE
N00aBIATh, YAAIATh U MOAUGUIUPOBATH (DUIBTPHI MPOTOKOJOB. PaznuuaroT cienyroniye BUAbI
¢GUIBTPOB:

[[IupoxoBemaTenbHbIN GUIBTP

I'maBHBIH QUIBTp

NnauBuayanbHblil uibTp (GUIBTp ISl KOHKPETHOTO MOJIH30BATENs)

@uUIbTp NPOTOKOJIOB — OINpEeNseT NPaBWiIo (GUIbTPAMK MMAKETOB B 3aBUCUMOCTH OT IMPOTOKOJIA,
rmapamMeTpoB MPOTOKOJIA, ajpecara MakeTa W HampaBieHHUs NpoxokaeHus [P-makera, mMoxxer ObITh
HAaCTPOEH Uil IIMPOKOBEIIATENBHOT0, TJaBHOTO U HWHAWBUAYaIbHOTO (QUIBTpOB. Duibtp
MIPOTOKOJIOB BCET1a MOJYMHEH KaKOMY-JIM00 (QUIBTPY U3 YKa3aHHBIX BBILLE.

Microsoft SQL ¢unbTp - MoxeT ObITh HcnoNb30BaH Npu ycraHoBke ViPNet [Knuent] Ha Microsoft
SQL cepBep ¢ 1enpi0 orpaHUYEHUs OCTyMa Mojb3oBareneil (¢ ycranoBiaeHHbIM 110 ViPNet) nHa
SQL cepsep, 1100 [Tt IpeIOTBpAIEHUs TPUXO0/1a HEKENATeNbHbIX AaHHBIX. PuibTp paboTaer Ha
ypoBHe mpoTokosia TDS (mpotokon mepemaun ganHbeix mis MS SQL). Microsoft SQL dumstp
BCEr/Ja MOoJYMHEH KaKoMy-JIM00 HHIMBUAYAIbHOMY (DUIBTDY.
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mk:@MSITStore:C:/Program%20Files/InfoTeCS/ViPNet%20%5bКлиент%5d/Monitor.chm::/private_net/HIDD_PRIVATE_1.htm
mk:@MSITStore:C:/Program%20Files/InfoTeCS/ViPNet%20%5bКлиент%5d/Monitor.chm::/DlgIp/HIDD_DLG_TREEEDIT.htm
mk:@MSITStore:C:/Program%20Files/InfoTeCS/ViPNet%20%5bКлиент%5d/Monitor.chm::/SQL/HIDD_SQL.htm

TyHHeupoBaHue (MHKANCYISAUMA) 1 MAPLIPYTU3aLUs H(POBAHHBIX MAKETOB, CTPYKTYypa
HHKAMNCYJupoBaHHoro |P-nmakera

Jlnst  BbIOJNIHEHHWST mpoleayp mpeoOpazoBanusi |P-makeToB JnpaiiBep [OJDKEH BJIAJCTh
uHbopManuer o psje NapaMeTpoB B3aMMOACHCTBYIOLUIMX C JAHHBIM Y3JOM JpPYTUX Y3JIOB
(unentudukaropsl, HoMepa kitodei, IP-anpeca, moptel u np.) Peructpanus npaiiBepoM napameTpos
0 4Y)KHX y3J1aX OCYILIECTBISAETC:

IIpU 3arpy3ke JaHHbIX MOHHMTOPOM, KOTOpPHIE OH IIOJIYYMJ [0 TEXHOJOTMU OIOBEIEHUS OT
coorBercTBytouiero cepsepa IP-agpeco, wim u3 L[YCa, niam coxpaHeHHble OT jpaiiBepa B
IIPEBIAYILIEM CEAHCE 3arpy3Kd MOHUTOPA,

IIyTeM PErucTpalnuu JpaiiBepoM MH(GOPMALUU U3 NOCTYMUBIIMX BXOSIIUX [1AKETOB, aJpeCOBAHHBIX
JAHHOMY Y3I1Yy.

MoHuTOp MOXET 3arpy3uth ApaiiBepy HH(pOpManuio 00 y3iaax, ¢ KOTOPbIMU JAaHHBIA y3el U He
umeer cBs3u. O Takux y3max Tpy3uTcs Bces MH(OpMaIMs 3a HCKIIOYeHHWeM Kiroued. Ha
KOOpAMHATOpax — 3T0 HH(opManus o0 aOOHEHTCKUX IyHKTaX, a TaKKe KOOpAMHATOpax, 3a
KOTOPBIMH CTOAT Jpyrue y3nuel. Ha aOOHEHTCKHMX IyHKTax »dTO WHPOpPMANUsS TOIBKO O
KOOP/IMHATOPAxX, 32 KOTOPbIMU CTOST Apyrue y3ibl. JlaHHas uH(oOpManus MoKeT ObITh MOJIyuyeHa
MonutopoM TONIBKO OT cepBepa IP-aapecoB m HeoOxomuma uisi oOecredeHus: MapIIpyTH3ALNH
HaKeTa.

JpaiiBep y3nma mo Bcem 3ammudpoBanubiM BXxoasuum UDP/2046 makeram, mpeaHa3HauCHHBIM
JaHHOMY Y311y, a Taioke o Opoakactam UDP/2048 u 2050 (3710 cinyxebHble makeTsl, popMupyembie
MOHUTOPOM, BHYTpb Tella MHKarncynupoBanHoro ViPNet-nakera KOTOpPBIX JpaiiBep BCTABISET BCIO
HE00X0MMYI0 HH(OPMAIIMIO), @ B HEKOTOPBIX ClydasX IO BHEIIHUM IapamMeTpam JHObIX NaKeTOB
(Source IP-agpec u Source mopt ViPNet-makera) Ha KakaoM u3 HHTEP(EHCOB OCYIIECTBISACT
pEerucTpanuio CIUCKOB a/IpecoB y3ja APYroro ysja M napaMeTpoB JOCTYIa K HEMY Yepe3 BHELIHHE
yerporictBa (NATSETTING). Ilpu Hanmuunu otnuuuii apaiiep ¢popmupyer coObitus 42 wim 46 u
nepeaaeT HOBbIe 3aperUCTPUPOBAHHBIE TApaMETPbl MOHUTOPY.

[Ipu peructpanuu mnapameTpoB OINpEAeseT TakKe TUIl IMPOTOKOJAa, KOTOPBIH OH JOJIKEH
MCIOJIb30BATh JJIs1 MHKAIICYJISILIMM U THII a/ipeca BUAMMOCTH y3J1a (peaabHbIN MU BUPTYAJIbHBIN).

Bces nonydyennast uH@opmanus apaiiBepoM XpaHUTCS B COOTBETCTBYIOIIEH TabsInLe 1)1 KaXKI0TO
UACHTUUKATOPA y371a. A TaKXkKe NepeaaeTcs JUIsl XpaHEeHHUs] U MOHUTOPY.

Kpome Toro, npaiiBep ¢opmupyer cnenuanbHyro XOIUI Tabmuny: [IP-anpec (peanbHblil mim
BUPTYyalibHBIN) — M ieHTudukarop ysna, mo KOTOPOi OH MpH MOJTYYEHUH MaKeTa JUIs OTIIPaBKU B CETh
osicTpo 1o IP-anpecy Ha3HaueHMs TakeTa ONpenessieT WASHTU(UKATOP HYKHOTO Y3714, a 10 HEMY
KIIIOYM U BCIO HEOOXO0IMMYIO HH(OPMALIMIO JUIsSl €0 OTIIPaBKHU 3TOMY y31y. B aHanmoruunoit Tabnune
JUIS  Ka)X/10Tr0 UAEHTU(UKATOpa KOOpAUHATOPA XPAaHATCS TYHHEIUPYEMbIE 3TUMU KOOPAMHATOPAMU
IP-anpeca, mo KOTOpBIM TakXke ompezenseTcs UASHTU(PUKATOp KOOPAMHATOPA, HA KIHOYax CBS3U C
KOTOPBIM ITPOU3BOJIUTCS MK (PpOBaHNE TYHHETUPYEMBIX UM ITAKETOB.

BbI100p NPOTOKOI0B HHKATCYJISIUHA, BLIOOP THIIA a/ipeca BUAUMOCTH y3J1a (peabHbIH HIH
BHPTYaJIbHBII)

JpaiiBep ceteBoit 3amuTbl VIPNet 11 Bcex THIIOB MCXOAANIMX MM TYHHEITUPYEMBIX MMaKETOB,
IP-anpeca KOTOpPBIX COIMOCTaBJIEHBI JUIS ONPEACICHHOIO HAEHTH(HUKATOpa, MPOU3BOJUT YIIAKOBKY
(MHKaANCYJISIMI0) 3TUX MakeToB B Jpyroil maketr mporokosna UDP wmm IP/241. Ilporoxon UDP
JpaiiBep aBTOMAaTMYECKH MCIIONb3YeT, €CIM CYMTaeT, 4TO Ha NyTH cienoBaHus |P-makera
MIPUCYTCTBYIOT YCTpOICTBa, ocyuiecTBisomue npeodpazoBanue aapecos (NAT). B unom ciyuae
UCTOJb3yeTcsl 0ojiee HPKOHOMHUYHBIA C TOUKM 3peHHs J00aBiisieMON HM30BITOYHON HH(pOpMaIu
nportokoi IP/241, B kotopom otcyrcTByeT UDP-3aronoBoxk.

Kpurepusimu, 1mo KOTOphIM JpaiiBep pelaer, YTo MeXJy JaHHBIM U HEKOTOPBIM yIaJIeHHBIM
y310M ecTh ycTpoiicTBO NAT 1, COOTBETCTBEHHO ciienyeT ucnoyib3oBath UDP-poTokoI, SBISIOTCS:
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HaJIMUUE Yy YAAJIEHHOIO y3J1a 3aperuCTPUpPOBAHHOIO ajapeca JOCTyla 4epe3 HEKOTOPOE BHEIIHEE
NAT-ycTpoiicTBO (B, TOM YHCIIe, KOOPJIUHATOP), Yepe3 KOTOPBIM K HEMY BO3MOXKEH JIOCTYII,
caM 3TOT y3€J YCTaHOBJIEH 3a TaKOE YCTPOMCTBO.

W ckimoueHUsIMHI U3 3TUX MPABUIT SBIISIFOTCS:

CBOW COOCTBEHHBIN BHEIIHUH aJpec JOCTYyIa U aJIpec IOCTYNa K JPYroMy y3iIy COBIAJAlOT, TO €CTh
o0a y3I1a pacroyioKeHbl B OJJHOM MapIIpyTU3UPYyEeMOH ceTu 3a ogfHUM ycTpoiicTBoM NAT,

JPYroi y3en AOCTYIIEH 0 IHMPOKOBELIATENbHBIM I1AaKETaM, TO €CTh HAXOAUTCS B 3TOM XKe JIOKAJIbHOU
CeTH.

B stux cirydasx, a Takxke BCEX OCTIBHBIX CIydasx ApaiBep MpuMeHseT nmpotokon IP/241.

Kak yxe ykaspiBajoch Belie, ucxoasmuii makeT OT NPUIOKEHHS MOXKET MNOCTYHHUTh C
pEaJIbHBIM WJIM BUPTYAJIbHBIM aJpECOM Ha3Ha4deHHUs. A TakKe MPHU NOJYyUYEHUH BXOJALIETO MaKeTa
npaiiBep noipkeH moameHuTh IP-ampec ncrouHuka makera Ha ajgpec, COOTBETCTBYIOLIUH alpecy
BUIUMOCTH.

PeanbHbIN afpec aBTOMAaTHYECKH UCIIONIB3YETCS, €CIIM UCTIOb3yeTcs mpoToko IP-241, a Takxe B
cilydae, €ClM JpPYrol y3esl He MMEET HUKAKUX BHELIHUX aJpecoB JaocTyna. Bo Bcex ocTambHBIX
Cllydasx MO0 YMOJYaHHUIO UCIOJb3yeTCs BUPTYaIbHBINH aapec, HO MOJIb30BAaTENb MOKET BPYUHYIO B
nporpaMMe MOHMTOD, ynpaBisitoleil paboTol apaiiBepa, ONpeneanTb, YTO CIEAYET MCIOJb30BaTh
peanbHble aapeca. U ecnmn MoHuTOp HE 00HAPYKUT KOH(GIUKTOB C UMEIOLUMUCS aJIpecaMu, TO 3TO
II03BOJIEHO MY OYZET C/elaTh.

IIpoTokoimpoBanue coOObLITHIA.

Bce |P-makersl, moCTynuBIIME OT BHYTPEHHHUX I0JIb30BaTelNeil 3alMIaeMoil ceTu, BHaydaje
nozasepratorcst  guubtpauuu. Punbrpanus IP-makeToB ocymiecTBisieTcs B COOTBETCTBUM €
YCTaHOBJICHHBIMM HacTpolikamu. B kauecTBe mapameTpoB (uiabTpanuu MoXHO 3a1aBath |P-aapeca,
IIPOTOKOJIBL, MOPTHL. MOXKHO 3anpeTuTh NpoxoxaeHue [P-rmakeToB 3aaHHOrO BUJA, pa3pelluB BCE
OCTaJIbHBIE, & MOXKHO C/I€JIaTh HA000POT, pa3peluTh MIPOXOXKICHNUE MTaKETOB 3aJaHHOIO BU/A, a BCE
ocCTaJbHbIE HE MPOMYCKATh.

Ecnmu mnaker He yaoBieTBOpsieT mpaBwiaM (uiabTpaluu, OH oTBepraercs. |P-makersl,
YAOBIIETBOPSIIOIINE TpaBwiaM (uibTpanuu, oO0padaThIBalOTCA OJIOKOM KpHUOTOrpadudecKoit
3ammThl. OH obecneynBaeT MU(POBaHUE, UMUTO3ALUIUTY U HWHKAICYJSAIMIO B HOBBIA |P-maker, B
koTopoM B KkaudectBe IP-ampeca mnpuemumka BeicTymaeT IP-aapec VIiPNet «Koopaunatopay-
nony4arenss Tmakera, a B KkadectBe IP-agpeca wucrounuka Beictymaer IP-ampec  ViPNet
«Koopaunatopa»-otnpaBuTens.

Bxopsmue IP-makeTbl OT OTKPBITHIX MOJb30BaTeNel OJIOKOM 3alIUThl HEe 00pabaThIBalOTCA U
MOCTYNAIOT HemocpencTBeHHO B (uubTp IP-makeroB. [[nsi makeToB, MOJy4YeHHBIX OT aOOHEHTOB
VPN, 00K 3aluThl OCYLIECTBISET UX MpeoOpazoBaHKe, MOCIE Yero MakeThl Tak e MMOCTYNaioT B
¢unpTp IP-makeroB. |P-makerbl, ynoBieTBOpsiOmME MpaBuiaaM  (QUIBTPALUM, MEpenarTcs
BHYTPEHHUM a0OHEHTaM.

Pesynbrarer 00paboTku BXoasanmx u ucxoasmux IP-nakeroB pukcupyroTcs B xKypHaie.

Tpauncnopthsiii Mogyas MFTP

TpaHcOpTHBIA MOAYNb MpeAHA3HAUYeH JUIs oOeclieueHus] HaJeKHOW M Oe30macHoW mepenadu
TPAHCIOPTHBIX KOHBEPTOB Mexy y3inamu cetu ViPNet mocpeactsoM npotokosnoB TCP (3ToT kaHan
nepenaun HazpiBaetcss MFTP) u SMTP/POP3.

TpancnopTHele KOHBEpPTHI AJs nepeaayu (HopMHUPYIOTCS MPUKIAJHBIMU 3aJauyaMu 3TOM CeTH,
Hanpumep, [lenoBoit nouroii u Llentpom ynpasnenus cetsto (LIYC) B noakaranore OUT pabouero
KaTajora TPaHCIIOPTHOTO MOAYs. TpaHCHOPTHBIM MOIYJNb MepeaaeT KOHBEPThI B COOTBETCTBUH C
azpecamMH IOJIy4aTeseil, MpPONNCAaHHBIMA B 3arojOBKax 3THUX KOHBEPTOB. [IoMHOCTBIO NpHUHSTHIE
KOHBEPTHI TPAHCIOPTHBIM MOAYIb MoMeIaeT B nojakarasor IN.
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IIpu cBsa3u no xaHany MFTP ycranaBnuBaercs coenumnenue TCP ¢ y3nom-nosydareiaem
KOHBEPTOB, IMPOBOJUTCS B3aWMHas ayTeHTU(UKALMs Y3JI0B M OCYIIECTBISIETCS IpueM/mepeaaya
KOHBEPTOB JPYT Ul Apyra.

IIpu cBs3u mo kananmy SMTP/POP3 TpaHCHOpTHBIM MOIyJb IepeagpecyeT KOHBEPTHI IS
otmpaBku moaymto MailTrans, koTopsiii mepenaer ux depe3 cepep SMTP, a takxe 3abupaer c
cepBepa POP3 koHBepThI, peiHaA3HAYEHHBIE JIS 3TOTO Yy3JIa.

OyHKIIMOHAIBHOCTh TPAHCIOPTHOTO MOAYJs oOecreunBaercss 32-pa3psaHoil OMOIMOTEKOM
mftpdgx.dll, paboraromeii B cpeme Win32 (Windows NT/2000/XP). [lns BbeImojgHEHUs psaa
GbyHKIUH (B 4aCTHOCTH, MOUCKA Kitouei u IP-agpecos, mudpoBanus U mepeaayu mo mpoTOKOJIaM
SMTP/POP3) sra OuOIMOTEKa B3aUMOJCHCTBYET C IPYIMMH MOIYISIMH IaKeTa MPUKJIaIHBIX
nporpamm ViPNet. TpaHcopTHBIH MO/AYJIb BhI3bIBACTCS W3 MPHUKIAAHBIX 3aaa4 (Mftpdgx.dll), mudo
MOXeT pabotath oTaenbHO (Mftpgx.exe). B mobom ciiyuae mpu 3amycke TPaHCIIOPTHOTO MOIYJIS B
3aBUCUMOCTH OT TOHKOW HacTpoiiku MFTP nosiButcs nmub0 BHH3Y SKpaHa B €ro MpaBoOM HU)KHEM
yriy 3Ha40K «CHHUMA IPy30BHYOK» (TI0 YMOTYAHHIO), THOO0 oTKpoeTcst okHo MFTP.

B cocrase I10 ViPNet «Knuent» tpancnopthsiii moayiabs MFTP paGotaer B pexkuMe KIIMCHTA U
nepenaeT KOHBepThl ApyruM All HampsiMyro UK Yepe3 CBOM KOOPIUHATOP.

B nporecce paboThl TpaHCIOPTHOIO MOJYJISl IIPU MOsABJIEHUHU B Karaiore npuema IN mouToBbix
KOHBEPTOB, MMSI KOTOPBIX HA4YMHAETCA C CHUMBOJA «@», (hOH 3HAUYKa TPAHCIIOPTHOTO MOy
KpacHeeT. Kpome Toro, B 3ToM ciy4ae Ha 3KpaH MOXET OBITh BBIBEIEHO COOOIIEHHE O TpUeMe
HOBBIX (hailJIOB ¥ BOCIIPOU3BEICH 3BYKOBOM CUTHAII.

B cocraBe I10 ViPNet «KoopauHaTop» TpaHCIOPTHBIM MOIYJIb PabOTacT B pEKHUME CepBepa
(3TOT peXuM paclo3HaeTcs MO0 HaIM4YWi0 B pabodeM KaTallore TPaHCHOPTHOro Moxayis (aiina
node*.map). B sTom cimyyae mepegaya KOHBEPTOB OCYIIECTBIISIETCSI B COOTBETCTBHH C TaOIHMIIaMU
MapuipyTuszaluud. B ciydae, eciay KOHBEPT MHOTOQJPECHBIA, TO OH paclleruIsieTcs Ha 4YacTH,
COOTBETCTByIOIIME azapecaM. Ilpu mocTymieHuM KOHBEpTa, B 3aBUCHMOCTH OT HAaCTPOEK,
TPAHCIOPTHBI MOIYNb JTUOO HAYMHAET YCTAHABIMBATH COEIMHEHUE CBOETO CepBepa C JAPYrUM
cepsepoM miu cBouM All (o ymonuaHuio 3Ta HacTpoiika JeHCTBYET NpU OTIpPaBKE KOHBEpPTa Ha
Apyroil cepBep) JMOO OXHJIAET, KOTJIa ¢ HUM YCTaHOBUT COEAMHEHHE JApyras CTOpoHa (1o
YMOJYaHUIO 3Ta HACTpOHKa paboTaeT npu Haauuuu KoHBepToB s AlT). B mporpamme mosxeT ObITh
3aJ]aH MePUOJI OTIPOca JIPYTUX 0OBEKTOB HE3aBUCUMO OT HAJIMUMSA JJI1 HUX KOHBEPTOB.

[Tpu pa3peiBax coelMHEHUN nepeaadya nHGOpPMAaLUK BCETAa MPOJI0JKAETCS C TOUKU pa3pbiBa, 4TO
0c00EHHO Ba)KHO KaK Ha KOMMYTHPYEMBIX KaHajlaX, TaK M KaHaJax IIOXOro KayecTBa COCMHEHUH C
NHTepHeT-npoBaiizepom.

JleaoBas mouTa

IMporpamma ViPNet «/lemoBas modyra» mpeAHa3HAUYeHa Ui OpTaHW3alUH  3allUIICHHON
nepefadyn  dJIEKTPOHHBIX JOKYMEHTOB IO OTKPBITBIM KaHajgaM CBSI3M [0 BCEMY MAapUIPYTy
CIICIOBAHUS JOKYMEHTA OT OTIpABUTENS K monydarento B cetd ViPNet.

B no4ToBBIi 3alIUIIEHHBIN CEPBUC BXOJAT CICIYIOIUIME YCIYTH, TPEAOCTABISEMbIE IPOrPAMMON:
OTtnpaBka ¥ MOJyYEHUE MUCEM C TPUKPEIIIEHHBIMU K HUM BIIOKEHUSIMU;
[Tonyuenue moaTBepKaeHNN (KBUTAHITHIT) O JOCTaBKE U UCIIOJIH30BAHUU JJOKYMEHTOB;
[[udpoBanme muceM U BIOKESHUH K HUM;
DJIEKTPOHHAS MOJIUCH MTUCEM U BJIOKEHHUHN K HUM;
[IpenocraBnenne nHGOPMAIIUU O TOKYMEHTE: AaTe€ U BPEMEHH CO3JaHHs W MOJTYYCeHHUS JOKYMEHTa,
pasMmepe JOKyMeHTa, HHGOPMAIIHH O TTOIYJaTeNIsaX U OTIPABUTEIISX;
Benenue peructpallnOHHONW HyMepaluu JOKYMEHTOB.
Kpome Toro, mporpamMma mnpenocTaBisieT THOKHE BO3MOXXHOCTH IO paboTe C JOKYMEHTAMH:
COPTUPOBKA JOKYMEHTOB, apXWBallMs JTOKYMEHTOB, IOUCK HYKHOIO JOKYMEHTA, aBTOMAaTHYEeCKas
o0paboTka (alaoB U BXOMASIIUX MHACEM B COOTBETCTBHH C Pa3JIMUYHBIMHU MpaBUJIAMU, 33]1aBa€MbIMU
MOJIb30BaTeseM (aBTOMPOIIECCUHT) U JP.
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JlenoBast moytra MOXKeT OBbITh ycTaHOBJEeHa B coctaBe mporpammbl ViPNet «Kiment», a Taxke
OTJIEJIbHO, KaK CAMOCTOSITENIbHAS [TPOrPaMMa.
Anpecanus B [II1 umeer Takke TpeXypOBHEBYIO CTPYKTYPY.

[lepBblii ypOoBeHb - CETEBOM U COOTBETCTBYET pa3IUYHbIM aOOHEHTCKUM ITYHKTaM.

3amuppoBannas wHbOpMaIUs TpU BEIOOpE ajapecaTa HAa 3TOM YPOBHE MOXET OBITh MPOYHTAHA
Bcemu aboHeHTamMu All — momyuarens (puc. 19). Ha aboHEHTCKOM MYHKTE MOXKET OBITh HECKOJIBKO
KOJIJICKTHBOB.
Bropoii ypoBeHb COOTBETCTBYET KOJUIEKTHBAM a0OHEHTCKOIO IMYHKTa, BBIOPAHHOTO Ha IEPBOM
YpOBHE, W HMCIOIIMM pa3Iu4Hble KIouu g ImwmdpoBanus wuHbopManuu. 3amudpoBaHHAS
uH(popMalys npu BbIOOpE aJpecaTa Ha ATOM YPOBHE MOXET ObITh NMPOYUTaHA BCEMHU aOOHEHTaMU
BbIOpanHOro KosuekThBa All - momyyarens. B KomiekTHBe MOKET ObITh HECKOJIBKO AOOHEHTOB.

Tperuit ypoBeHb COOTBETCTBYET KOHKPETHBIM JIMIIAM KOJUIEKTHBA, BBIOPAaHHOTO Ha BTOPOM
ypoBHE. DTOT YpoBeHb Ha3biBacTcs AOOHEHT. 3amudpoBanHas nHGOpMAIKs TPU BBIOOpE ajpecara
Ha 3TOM YPOBHE TaK)X€ MOKET OBbITh MPOYMTAaHA BCEMU aDOHEHTAMHU BHIOPAHHOTO KOJUIEKTHBA. DTOT
aZipec CIY’KUT sl “HQOPMAIMK ¥ HUT/AE HE HUCIOIB3YETCs C TOUKU 3PEHUS pa3rpaHUUEHUs IOCTYIIA.

Y monb3oBarens JlenoBoii [lodThl HET BO3MOKHOCTH CO3/1aBaTh WM yJOalsITh aOOHEHTCKHE
MYHKTBI, KOJIJICKTHBBI, IT0JIb30BaTENEH.

B angpecHom crnpaBouyHHMKe aOOHEHTCKHME TMYHKTHI OOO3HAYEHbl MHKTOTPAMMON B BHIE
KOMIbIOTepa. ECIM pacKpbiTh 3Ty NHUKTOTPaMMy, TO OHA pAcKpHIBAeTCSA M IIOKa3bIBae€T BCE
KOJUIEKTUBBI JAHHOTO MYyHKTA. ECiaM aHanorudHbiM 00pa3oM pacKpbITh KOJUIEKTHB, TO CTAHOBATCS
BUIHBI BCE MOJIb30BATEH JAHHOTO KOJUICKTHBA.

[Tpu BBIOOpPE MOTyYaTeNss MOKHO BOCIONIB30BATHCA JTHOOBIM YPOBHEM aIpecalliu.

AOOHEHTCKHE ITyHKTHI B QJIPECHOM CIIPAaBOYHHKE MOXHO TpynmupoBarb. [locne wHCTaISIMN
MMeeTCsl BCero ojHa rpymmna, Ha3zbiBaemass AnpecHas kuura MudoTeKC. B mporpamme umeercs
BO3MOXXHOCTh CO3/IaBaTh HOBBIC TPYIIBI U TIOMENIaTh B HUX (KaK KOIMMPOBATh, TaK U MEPEeMENIaTh)
uMerolecs: aDOHEHTCKUE MyHKTHI.

denosass nodTta

=7 recepseprme cansu
I::> PaspelweHHble cBA3n
— BanpeuleHHblie cBA3n

Puc. 19. CBs3u ceTeBOTO YPOBHS, UCIIONIb3yeMbIe [leTOBOM MOYTOM
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ABTOIIPOLIECCHHT TpeIHa3HA4YeH JJIsl aBTOMAaTH3alMu padOThl € BXOAALICH KOpPECTIOHIEHIMEH
(aBTOMpOIIECCHHT THCEM), a TakkKe JJII aBTOMAaTHUYECKOW TepechUikh (aityioB (danaoBsIi
aBromnporeccunr). [luceMa u (aiiner, 0OpadaTbiBaeMble aBTOMAaTUYECKH, HA3BIBAIOTCS OOBEKTaAMHU
aBTOIIPOIIECCUHTA.

[Tonb3oBarens  KOHMUTYpUPYET  aBTOMPOICCCHHT, 3amaBas  npaBuia  (QUIBTPHI)
aBTOIIPOIIECCUHTA.

[IpaBuno (punbTp) aBTOMpPOIECCHHTAa HPEACTABIsET COOOH COBOKYIMHOCTH YCIOBHM M HabOp
JeWCTBHI, aBTOMATUYECKU BBIMOJIHACMBIX HaJ OOBEKTaMH aBTONPOLIECCHHIA IPH BBINOJIHEHHU
YCJIOBUU.

[IpaBuna BBIACISIOT U3 BCEH KOPPECHMOHACHIMU (WM BCEro MHOXECTBAa (haiiioB) OOBEKTHI,
MOJUIeXKAIME AaBTOMAaTHYECKOW oO0paboTke. Pasnmuynple yciaoBHUs MOTYT KOMOMHHUPOBATBhCS C
nomoIpio Jornueckux omnepanuii U/MJIN. Jlomyckaercs BIOKEHHOCTh JIOTHYECKHUX BBIPAKCHHH.
OTcyTcTBUE YCIOBUIT 03HaYaeT BEIOOP BCEX OOBEKTOB.

B cooTBercTBUM ¢ THIIOM 00pabaThiBaeéMbIX 00BEKTOB (DUIBTPHI ABTOIPOIIECCHHTA Pa30UBarOTCS

Ha JIB€ TPYIIBL: (PUIBTPHI aBTOMPOIECCHHTA BXOJSIICH KOPPECIOHICHINN; (QUIBTPHI (ailioBoro
aBTOIIPOLIECCUHTA.
Kaxnpiii u3 (uIbTpoB NPUHAICKUT OJHOW M TOJNBKO OAHON rpymme. J[ns Kaxmoil rpymmbl
[I0JIb30BaTENb 33/1aeT CNUCOK (MIbTPOB. JI000i PuUIbTp MOXKET ObITH B aKTUBHOM (BKJIIOYEHHOM)
WIA HEAKTUBHOM (BBIKIIIOYCHHOM) COCTOSTHUU. DUIBTPBI B KKIOW TpyIIie MPOCMATPHBAIOTCS B
HOPSAKE UX PACIIOJIOKEHUS B CITUCKE.

[IpaBuno mnst 0OpaboTku GaitioB o3Havaer, uyTo (ailybl C 3aJaHHOW MAaCKOH, MPeIBapUTEIHLHO
MIOJIOKEHHBIE I10JIb30BATEIEM B 3aJJaHHYIO MallKy, OyayT aBTOMAaTHYECKH OTHpaBieHbl JlenoBoit
MOYTOM B 3aJlaHHBIE ajpeca.

IIpu co3maHum oOyepepHOro MpaBWia HporpaMMa He JONYCTHT IOBTOPEHUS HMEHHU
CylIeCTByOIIEro mnpasuia. Kpome Toro, mporpamma mpoBepsieT, HET JH COBIAJACHUS MAacKd W
KaTajora OJHOBPEMEHHO A pa3HblX npaBwil. O0 3TOM HporpamMMa BbIJIACT COOTBETCTBYIOLIUE
COOOMICHUSI.

IIpaBusno s 06pabOTKU BXOASIIUX MUCEM O3HAyaeT, YTo (ailiibl BIOKEHUH U TEKCT MHUChbMa,
MOCTYMUBIINE OT 3aJlaHHOTO OTHPABUTENs, OyAYyT aBTOMAaTHYECKH TOJIOXKEHBI B 33JaHHYIO MAaIKy.
@aiibl BIOKEHUH B 3TOM Manke OyAyT UMeTh UMEHa, [10]] KOTOPbIMU OHU ObUTH OTIPABJIECHBI.

Bce coObITHsI aBTONpOIIECCHHTa (PUKCUPYIOTCS B OTIEILHOM KypHaie (puc. 20).

Bl [pocoTp sY¥pHAIOE

HAenoBan nourta: HaiaeHo 16 zamvced

- B =2 e sanmcH 5
@

16 aerycTa 2005 r. CpafoTano NpagMno
lMHboprauma S26:41 UL all SBTONPOUSCCHHNS MHOEM,

DPUNLTR

Bpemna cobbiTua: @ 16 aBrycTa 2005,
@® E uHTepEaNE Whdoprauna  S:28:41
WMAR 210 CpafioTano Npasmno

: = _ lMHboprauma 17:56:15 SBTONPOUSCCHHNS MHOEM,
o » ” @ 16 agrycTa 2005 T,
TAAL LT Wrbopmauns 17:56:15
© sa nocneanme 17 aBrycTa 2005 r. e e CpafioTano Npasmno
lMHboprauma 9:31:00 SBTONPOUSCCHHNS MHOEM,
Tun cobbITHA:

. ég‘?éggc.ra 2000l AP 11 MHCEMD NEpEeMELLEHD .
B cuaciea

WMAR z11 MHCEMO NEpEMELLEHD .

16 aerycTa 2005 r.

WHAR z11 MhcemMo NEpeMeULEHD.

HMHdopMauHa
15 aerycTa 2005 r. CpafoTano NpagMno
= TIPS TIDE A S lMHboprauma 14:31:30 UL all SBTONPOUSCCHHNS MHOEM,

= HRTORIREAR %cbopnauhﬂ }Egﬁlréi.ra EIS WMAR 211 MHCEMD NEpEeMELLEHD .

15 aerycTa 2005 r. CpafoTano NpagMno
14:31:36 AT 210 AETONPOUECCHHNE MHOEM,

CoOpTHPOBAaTE! 15 aBrycTa 2005,

- CODTHROSE T TI0 P ORIE SR @ 15 aerycTa 2005 r. WMAD 210 CpafoTano NpagMno
lMHboprauma 14:31:37 SBTONPOUSCCHHNS MHOEM,

33 &A Ha cTpaHHue: FLE] .
FAMHCER Ha CTPaHHUE - @ 18 aprycra 2005 ¢ WHAR z11 MrcBMO NEpEMEULEHO.
Whoprauna 14311537

@ 19 aBgcTa 2005 r. WMAD 210 CpaboTano NpagKno o
Puc. 20. IlpocMoTp >xypHasia aBTONPOIIECCUHTA

OTobpaMeHe
MHpopmaLma
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Bb100op 1 000cHOBaHUE CTPYKTYPHOM CXeMBbl CeTH

3amuiieHHas ceTh OyaeT pa3BOpayMBaThCs B ropojae, MpudeM «AJMHHHUCTPATOPY,
«Koopaunatop» 1 4yactb «KIMEHTOB» HAXOIATCS B
B IEHTpaJbHOM oOduce, a ocTalbHas KJIHEHTCKas 4YacTb, pa3dpocaHa mo ropony (VYmaneHHbIE
nonp3oBarenn cetd). CBA3b C yHAJICHHBIMH MOJB30BATEISIMH TPOUCXOAUT C HCIOJIB30BAaHHEM
OTKpbITOro KaHana cBs3u (MurepHer).

Cetb Oyner pa3BepHyTa JJs IBYX 3a/1a4:
3aimuTa UCXOASIIEro U BXOAIIEro Tpaduka.
OOMEH MOYTOBBIMH COOOIICHUSIMH.

MunrManbHO HeoOXxoauMoe nmporpammuoe obecredenne ViPNet Custom i peaau3aiiy THX
3aja4:
ViPNet «AaMHHHACTPATOPY.
ViPNet «KoopauaaTopy.
ViPNet «KmueHr.
O06opynoBaHue KOTOPOE HEOOXOIUMO Il IOCTPOCHUE STOM CETH:

CBuTu.
Knuentckue paboune cranium.
Pa6ouas crannus ViPNet «AnmuaucTparopy.
Pabouast cranus ViPNet «Koopaunaropy.
Hcxoas u3 Bblile U3J0)KEHHOTO MOKHO OCTPOUTh CTPYKTYPHYIO CXEMY 3aIUIIICHHOMN CETH.

Ravert | Knuent 7
KnuexT 2

KnweHt @
Knuent 3 ] =

Knuent 4
Knuent 4 CBMTY  |— KoopauHatop VIHTEpHET
KAMEHT 5 ] - )
KnueHT R )

ANMUHUCTRATON KnueHT N

Puc. 21. CtpykrypHas cxema 3ammuiinenHoi cetu ViPNet Custom.
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Knuentckue padoume cranumm (Kmment ¢ IO ViPNet «Kmuent») u pabouast cranuus c¢ [10
ViPNet «AgMuHUCTpaTOP» MOJAKIIOYEHBI K CBUTUY, YCTPOMCTBO MPEAHA3HAUYEHHOE JJISl COSIUHEHUS
HECKOJIbKUX Y3JI0B KOMIIBIOTEDHOM CE€TM B IpeleNax OJHOLO CErMeHTa. AJMUHHUCTPATOp
npeAHa3HaueH Uil KOHGUTYPUPOBAHUS U YIPaBICHUS BUPTYaJIbHOM 3amuiieHHoi cetbio ViPNet ,
BBIMOJIHACT (DYHKIIMM LEHTpa BBHIPAOOTKM KIIOYeH MMM(pPOBaHUS M MEPCOHATBHBIX KIIOYEH
MoJb30BaTENEH, a Takxke Y goctoBepstoiiero Llentpa nis opranuzamuu PKI .

Knuenrtckue paboune craHIMM BHIMONHAIOT QYHKIUH VPN -KiHneHTa, IepCOHAIBHOTO CETEBOTO
9KpaHa, Ha/IeXKHO 3alIUIIAaeT pabovyyl0 CTAHIMIO OT BO3MOXHBIX CETEBBIX aTak, KaK U3 INI00aTbHOM,
TaK Y U3 JIOKAJIbHOM CETH. [Ipu aTOM:

OcymectBigercs (GUIbTpaIs 3allUIIEHHOTO U OTKPHITOro TpaduKOB 10 MHOXKECTBY MapamMeTpoB
(«Oemnblit» U «4epHbIi» cucku |P-anpecoB, MOPTHL, MPOTOKOIIBI, TUITBI CEPBUCOB U PUIIOKEHUH);
Peanmusyetrcs pexxum «Stealthy (pekuM HWHHIMATHBHBIX COEIMHEHHUI), MO3BOJIAIONIMN CHETATh
HEBHIMMBIM KOMITBIOTEP 3ALTUIIICHHON CETU U3 OTKPBITOM CETH;

Hmeer BCTPOCHHYIO cuCTeMY 0OHapy»xeHus Bropskenuit (1DS);

OOecnieunBaeT MOHHUTOPUHI CETEBOM AKTUBHOCTH TPHIIOKEHHUH, MO3BOJISIOMUN OOHAPYXUTH H
OJIOKMPOBATh HECAHKIIMOHUPOBAHHYIO aKTUBHOCTH IMPOTPAMM-«TPOSHIIEBY.

Ob6ecrieunBaeT 3amuTy (KOH(DHICHIIMATBHOCTh, MOJJIMHHOCTh W IIEJIOCTHOCTH) JIFOOOTO BHIA
Tpaduka (IpUIOKEHUH, cucTeM yrpaBieHUs U ciyxeOHoro Tpaduka OC), mepeaaBaeMoro Mexmay
TOOBIME O0BEKTaMHU 3AIIUIICHHOW CEeTH, OyAb-TO pabouyue CTaHIWHU, WHPOPMALMOHHBIE CEpBEPHI,
CepBEpPHI MPHIIOKEHUI, CETEBbIE YCTPOUCTBA U Y3IIbI.

[To3BossieTr TMONB30BaTHCA yCIyramMu cepBuca OOMEHa 3allMIICHHBIMU COOOIIEHUAMH U
OpraHu3alii 4YaT-KoH(epeHIrid Mexay oObekTamu 3ammiieHHod cetr VIPNet , Ha KkoTopbIx
ycranoBieHbl ViIPNet Client uinu ViPNet Coordinator ( Windows ).

KnuenTa cimy661 0OMeHa ¢aiinamu — mo3BoJisieT 00MEHUBATHCSA MEXKTYy OObEKTaMH 3aIIUIEHHON
cetu VIiPNet mo0ObiMu daitmamu 0e3 yCTaHOBKH JomnojHUTEIbHOr0 [1O  WiIM HCIOb30BaHMS
¢bynakuit OC no obmeMy noctyny K daitnam yepe3 cetb. OOMeH (aiiaMu MPOU3BOIUTCS 4Yepes3
3alMIIEHHYI0 TpaHCOPTHYI0 ceTh ViIPNet ¢ rapaHTHpOBaHHON JTOCTaBKOW M «IO0KAuKOi» (haiiioB
MIpHU 0OpBIBE CBS3U.

Hcnonp3yeTcs B Ka4eCTBE KJIMEHTA 3AIUIIEHHON TOYTOBOM CUCTEMBI.

Koopaunatop BbInonHsAET GyHKIUH:

Cepgepa IP-anpecoB — oOecnieunBaeT perucTpaimio 1 JOCTYI B peaibHOM BpeMEHH K HH(GOpMaIuu
0 COCTOSIHUU OOBEKTOB 3aIIUIICHHON CETH U TeKYIIIeM 3HAYeHUHU WX ceTeBbIX HacTpoek (IP- anpecos
U T.1L.);

[Ipokcu-cepBepa 3alIUIEHHBIX COEIWHEHUN — oOecrmeunBaeT MojAKIoueHne jJokanbHoil ViPNet
CEeTH K JIPYI'MM aHAJOTUYHBIM CEeTAM uepe3 nmyonuunsie cetu (MuTepHer);

TyHHenpHOTO cepBepa (KpUNTOLLTI03a) — oOecrieynBaeT TyHHeIMpoBaHue (mudpoBanue) Tpapuka
OT HE3alIMILIEHHBIX KOMIIBIOTEPOB U CEPBEPOB JIOKAJIBHOM CETH ISl €ro mnepefauyd K JIpyruMm
00BEKTaM 3allUIIIEHHON CeTH (B TOM YKcie MOOUIBHBIM M yJAJIEHHBIM) B 3alIM(POBAHHOM BHJIE T10
OTKPBITBIM KaHaJIaM MyOJIMYHBIX ceTei. /{151 MOOMIIBHBIX M YIAICHHBIX 00BEKTOB 3alTUIIICHHOW CETH
TYHHEJIBHBIN CepBEp BBICTYIAET B POJIM CEpBEpa AOCTyNa K pecypcaM JOKalIbHOU CeTH;
MexceTeBoro skpaHa — 0O€CTIeUMBaeT B COOTBETCTBUHM C 3aJaHHOM IMOJUTHKON O€30MacHOCTH
¢bunpTpanuio Tpaduka M0 MHOXKECTBY MapaMeTPOB (MIOPTHI, TPOTOKOIBI, THATIA30HBI aIPECOB U Jp.)
MEK]ly CETMEHTaMU 3alllMIIEHHON U OTKPBITON CETEM.

CepBepa 3alIMIIEHHOW TOYTHI — OOECIEYUBAET MApIIPYTHU3AIMIO TMOYTOBBIX COOOIIEHUN MJist
cepuca ViPNet Business Mail u cirye0HBIX pacChUIOK B paMKax 3allUIIICHHON CETH.

Aaroput™M mudpoBaHUs HA MPUKJIATHOM U TPAHCIIOPTHOM YPOBHSAX.

[Ipu orTmpaBke mNHUCbMa W JOKYMEHTOB — BIIOXKEHUH Il KaXJOro IHUCbMa - KOHBEpTa
dopMupyeTcss CIydalHBIM  KIFOY, CHHXpomockUtika (SP), Ha KOTOPBIX  OCYIIECTBIISCTCS
mudpoBaHue), MYyTEM BBIMIOTHEHUH CBEPTKU (XDIIMPOBAHME) STOM CHUHXPOIMOCHUIKH C KIOUYOM
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00MEHa C COOTBETCTBYIOLIUM Y3JIOM M KOTOpBIE BCTABISAIOTCS B MOYTOBBI KOHBEPT U MEPEIAOTCS
nmoyrydyaTesnto BMecte ¢ nmucbMoM. Ciyuaiinbiii kimrod (32 Oaiita) mmdpyercs Ha pe3yiabTHPYIOIIEM
KIoye oOMEHa W CHHXPONOCBUIKE Kitoya. PesympTupyromuili kimou oOMmeHa mudpyercs Ha
CUMMETPUYHBIX U aCHMMETPHUYHBIX KJTfoyax oOMeHa. O1HOBpeMEeHHO (OPMHUPYETCS MMUTO3AIIUTHAS
curHarypa (IM), xoTopas mo3BoJisieT MPOKOHTPOJIUPOBATH LEIOCTHOCTh JAOKYMEHTA U 3alllUTUTh
M0JIb30BAaTENeH OT HAaBSI3bIBAHUS JIOKHON MHPOPMALIUH.

[Tpu coxpaHeHHH NHCbMa C JOKYMEHTaMH B ITOYTOBBIX Markax, €CJIH MUChbMO 3aln(poBaHo, TO
OHO TaKXe coxpaHseTcs B HUX B 3amudpoBaHHoM Buae. OJHAKO Bcerga IPOU3BOJUTCS
nepemudpoBanue cIy4aiHOro KJro4a Ha KiIroue ooMeHa ¢ camuM coOoii. [Ipu cmeHax kitoueit Bce
Takue KIIOYM COXPAHSIOTCS B CIEUaNbHOM (aiiyie B 3amm@poBaHHOM Ha TEKYIEM KIIOYe BUJE.
OTO mMO3BOJISIET OO0ECIEYUTh BO3MOXKHOCTh pAcHIM(pPOBAHUS CTAPBIX JTOKYMEHTOB W IOCTE
MHOTOYHCIICHHBIX CMEH TEKYIIUX KITIOUeH.

CunmeTpuy- CekpeTHbIit OTKpbBITBI
HbIN KoY AcumeTpuy- AcnmeTpUYHBIN
obnMeHa Hblli Kkntoy D1 knmiou 1D2
ID1-1D2
SP
Kniou DH
CnyvaiHbIn
Koy
wnchpoBaHna
PesynbTnpylowmi
Kknod o6meHa SP
ID1-ID2
Kmoya
OTKpbITBIA TEKET
) ) SP M
LndppoBaHHbIi TEKCT SP IM | 3awucpporaHHbIin CK Knloya
Knoya

Puc. 22. Anroputm mudpoBaHusi Ha MPUKIATHOM YPOBHE

[Ipu mmpposanuu kaxaoro |P-nakera npaiiBep BbIpaOaThIBaeT cay4yallHYIO CUHXPOIOCBUIKY (8
0aiiT), BBIOJHSIET CBEPTKY (X3LIMpPOBaHKE) 3TOM CHHXPOMOCHUIKU € KIIFOYOM 0OMEHa, MOJIy4aeMbIM
aHAJIOTUYHO, YTO W MpU WWHU(POBAHUM HAa NPHUKIATHOM YpPOBHE, COOTBETCTBYIOIIETO Yy3Ja M
MOJIyYEHHYIO MOCIIeI0BaTeNbHOCTh (32 GaiiTa) UCMONb3yeT B KauecTBe Kitoya A mudposanus |P-
HaKeTa.

s kaxnaoro [P-nakera BeIpabaThIiBaeTCs TakKe MMUTO3AIMTHAsS CUTHATYypa (4 Gaifra), koTopas
BMECTE C CHHXPOIOCBUIKON M 3amm@poBaHHbIM |P-makerom mnomeniaercs B HOBbIM |P-maker,
OTIIPaBIISIEMBIN B CETh
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Pesynbtupytowuii

Knou obmeHa
MponsBoaHbIN
KIoY
SP
OTKpbITHIA NakeT
SP 3awncpoBaHHbIil NakeT IM

Puc. 23. [Iudposanue |P-nakera Ha ceTeBOM ypOBHE.
4. PazBeprhiBanue u HacTpoiika cetu ViPNet Custom.

Ycranoska ViPNet «cAqnMuHuCTpaTopa».

JUis ycTaHOBKM 3alMIEHHOTro pabodyero Mecra AnMuHuctparopa cetd VPN HeoO0Xoaumbl
CIIEAYIOIINE COCTABIISIOLIHE:

I1O ViPNet [ Anmunuctparop] Bepcun 3.0;

I1O ViPNet [Knuent] Bepcuu 3.0;

Habop nuueH3noHHbIX QaitnoB OAO «MHpoTeKC»:

infotecs.re — MUICH3MOHHBIH CIPABOYHUK;

infotecs.reg — daiin nunensuit Ha [10 u [13;

Jlns ycraHoBKM Ha jokanbHOM KomibioTepe I[IO ViPNet Administrator HeoOXOQMMO 3amyCTUTh
nporpammy Setup.exe, nocie nosiBienus: okHa (Puc 24.) — naxarte kHomky Jlanee.
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HAobpo noanoBaTh B MacTep YCTaHOBKM
% nprno»eHAa ViPMNet Administrator,

3TOT MacTep NoMoXeT Bam wCTaHOBMTE NpHnoseHHe YiPMet Administrator 3.0
{0.1876) Ha Baw komnetoTep. MNepes HEHAN0M ¥ CTAHOBKK DEKOMEHLYETCH
ZAKPEITE BCE 3AMYLWLEHHEIS NPHADKEHMA Windows,

Hammure "danee" 4na wCTAHOBKK NPHADXEHHA MK "OTMeHa" 4nA Belx04a.

®

infotecs’

[ HAanee = ] [ OTHMEHS

Puc. 24. Macrep ycranoBku nporpamMmbl ViPNet « A MuHUCTpaTOp»

B cienyromux okHax HEOOXOAMMO BBECTH UM TOJb30BATENS U HA3BaHUE OpraHHU3allMH, TOCIe
Yero MpeJlaraeTcsl ykas3aTh KaTallol YCTaHOBKHM paboymx (ailioB mporpammbl (10 YMOJTYAHHUIO
nporpammy npejsaraercs ycranoputh B karanor C:\Program Files\Infotecs\ViPNet Administrator\).
B nosiBuBIIEMCS] OKHE CieyeT BEIOpAaTh TUI YCTAHOBKH MPOTPaMMBbI (M3 KaKUX KOMIIOHEHTOB OynieT
cocrosTh padouee 110) (Puc.25). [Tockonbky pabouee mecto Anmunuctparopa 3 0 Oyaer SBASTHCS
OJTHOBPEMEHHO W IIEHTPOM YIPABICHHUS BHUPTYAJIBHOW CETHIO M HEHTPOM OOpabOTKH KIIFOUEBOU
CTPYKTYpPBhl BUPTYallbHOW CETH, HEOOXOAMMO YCTaHOBUTh 00a kommoHeHTa (LleHTp ympaBieHus
CeTbI0 M YJIOCTOBEPSIIOIIMI KIIIOUEBOM LIEHTP) Ha AaHHYI0 MamuHy. Crenyer BbIOpaTh CTPOKY
«BpI0OpoUuHasi yCTaHOBKa» W YCTAHOBHUTh «TaJOYKW» HAMPOTHUB O0EUX CTPOK (MO yMOITYAHUIO
«raoukn» ycTaHoBieHbl). Ilocie BbIOOpa HEOOXOAMMBIX KOMIIOHEHTOB CIIEAYET HaXXKaTh KHOIKY
«Jlanee». YIOCTOBEpUBLIMCH, YTO BCE HACTPOHKM CAETaHbl MPAaBUIIBHO, HEOOXOAMMO HaKaTb
KHOIIKY «I'0TOBOY.

B> Horanone HTbI NporpasMdHoOro Npoayxta § |
e -
BoiOEpHTE KOMMOHEHTLI, KOTOpPbIE TPEOYETCA ¥CTAHOBHMTh. OTHAHYHTE
ihnaxoK ARA TEX KOMMADOHEHT, KOTOPBIE ¥CTAHABAMBATh HE HY M<HO.
|V WiPMeL ¥ a0cTOESpARIWAA KM KnroYeso LieHTp
Iv WiPMeE LieHTR YNpasneHHA CceTeERD
—
—
: A\

YCTPOHCTED AoCcTyNHD TpebyeTca FasHHua
’-"’—_ - e 1, 535 MB 19 ME 515 ME

infotecs’

[ = Hazaa ]l Aanee = | [ OTHMEHS ]

Puc.25. Beibop Bua ycranoBku mporpammsl ViPNet «A nMuHHCTpaTOp»

59



B cremyromux OKHaX BBOJMM HUMs MOJB30BaTelIss W HAa3BaHHE OPraHU3allUH, MOCIEC YEro
IpeyiaraeTcsl yKasaTh KaTalor YCTaHOBKH pabGounx (aiiioB mporpammbl (10 yMOITYaHHIO
nporpamMmmy — mpemiaraercss  ycranoButh B karamor — C:\Program  Files\Infotecs\ViPNet
Administrator\SS).

) flo6po noxanosaTh @

Ca -

Jobpo nomanoeaTb B MACTEP YCTAHOBKM MPYAoHeEHAA
% ViPNet Client.

3TOT MACTEp NOMOMET BaM YCTAHOBHTE NpHnoxeHke YiPNet Client 3.0 (0.1907) Ha

Baw komMnetoTep. Mepes HEHaNoM YCTAHOEKK PEKOMEHAYETCA SaKPEITE BCE

SAMYLWEHHEIE NPMADKEHHS,

¥heAWTeck, 4To v Bac ecTe A0CTyN K thakiny © kKnkodand (*.05T) 1 4To Bel 3HaeTe

Naponk K HeMy, B NPOTHEHOM CNYUYae OTMEHMTE YCTAHOBKY NPHMAOHEHHA, HAXEE
e EHOMKy "OTHEHS"

x. \i Bll MOMETE CO3ASTE KOMANEKT KNHOYER C NOMOLWEH Aporpatd YiPMet Manager vm
WiPMet Administrator, Takme MOMHO BOCAONE30EATECA KNHOYEERIMM thaknanH

(*.05T), EXOAAWHME B KOMANEKT AEMo-Bepcki YiPMNet CLSTOM DEMO. Ecnm MO
Vi)'_ = YiPhet ywe ncnonesyetea B Bawer KomnaHK, oDpaTHTECE K 3AMHHMCTRATOPY
Balwed ceTH 33 BawHM NHYHEIM GaAN0M C KNHHaMH H N3P0NEM K HEHY,

\‘\- HaxmmTe "fanee" AN vCTAHOBKK NPMNO¥EHHA Mk "OTrena" anA Beixoaa.

infotecs’

I Aanee = ] [ OTMEHS

Puc. 26. ycranoBku nporpammer ViPNet Kiner

B mosiBUBIIEMCS] OKHE CiIelyeT BEIOpaTh TUI YCTAHOBKH MPOTPaMMBbI (M3 KaKUX KOMIIOHEHTOB OylieT
cocrosth  pabouee [I0) (Puc.26). Pabouee w™ecto Anmunucrtpatopa 3.0 JOMKHO
MOJIHOQYHKITMOHAIBHBIM, [I03TOMY HEOOXOAMMO YCTaHOBUTH 00a komnoHeHTa (Monutop u [lenosas
noyTa) Ha JaHHy0 MammHy. Crenyer BeIOpaTh CTpOKy BbIOOpOYHas ycTaHOBKA M YCTaHOBUTD
«TaJIOYKU» HAIIPOTUB 00€UX CTPOK (IT0 YMOJIYAHMIO «TAJIOUKH» YCTAHOBJICHBHI).

X

% KomnoHe HThI nporpaMMHONO NpoaysTa

- ”
BblGepHTE KOMNOHEHTLI, KOTOPLIE TPEOYETCA ¥CTAHOEWTE. OTHKAHOUMTE
. thnamoK ANA TEX KOMNOHEHT, KOTOPBIE YCTAHABAWMBATE HE HY MHO.
|\f ViPMet MoHWToR
|\f ViPMet denoeaa nodta
—
—
: A
&

WCTROMCTEO AocTynHD TpebveTcA PazHHLa
V-'L' - =Tt} 809 ME 27 MB 751 ME
r N

infotecs’

[ < Hazan, “ Janee = | [ OTMEHA

Puc. 27. Bei6op Buaa ycranoBku nporpammsl ViPNet Client
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[Tocne BbIOOpa HEOOXOIUMBIX KOMIOHEHTOB Ha)KMMaeM KHOMKY «/lamee». Y 10CTOBEpUBIINCE,
YTO BCE HACTPOMKH CJIENaHbl MPAaBUIBHO, HEOOXOAUMO HaXaTh KHOMKY «['0TOBO» W MOAOXKAATH,
MOKa IMpOorpaMMa YCTAaHOBKH 3aBEpIIUT KONMHWPOBAHME HEOOXOAMMBIX (ailJIoB Ha JKECTKHH TUCK
koMmmbloTepa. B pesynsrare ycranoBku I10 ViPNet «Kimnent»Oyner npemnioxkero neperpy3uts OC
koMmmbroTepa. [loka 3T0 nemare HET HeoOxomuMocTH (HaxkaTh KHOMKY «Her»), Tak kak He
MIPOM3BE/ICHA IEpBOHAYANIbHASL HACTPOIIKa pabouero Mecta aJMUHUCTpATOpa 3aIIHUIEHHON CEeTH.

Jis  3aBepiieHUs HWHCTAULAIUM pabodyero mecta AJMUHHUCTpAaTopa 3allUIIEHHOH CeTH
He00X0IMMO CKOIMPOBATH (hailiibl B yKa3aHHbIC MAIKU:
infotecs.reg, infotecs.re u RK.com B karanor ..\NCC\ (karanor ycranoBku I[YCa); infotecs.re — B
karasor ..\KC\ (karanor yctanoBku YKII).

@aiiner infotecs.re u infotecs.reg snsirorcss HamOosiee BaKHBIMH (ailaMd C TOYKU 3PEHUS
3amuThl aBTOpckux mpaB OAO «MupoTeKCy» u npaB e¢ KIMEHTOB, OITOMY CJIEIYET XPaHUTh MX
OTACNTBPHO OT OCHOBHOTO HMHCTAUISIMOHHOTO KOMILJIEKTa M HE JIONMyCKaTb WX CBOOOJHOTO
pacnpocTtpaHeHusi. Bcs OTBETCTBEHHOCTh 3a HE3aKOHHOE pachpocTpaHeHue (aiioB JHLeH3UM
uenukoM Bo3nokeHo Ha Kimmenta OAO «HpoTeKCy».

Padora B AapecHnoii agmuaucrpauuun LY Ca.

Coznanue 3aluIIeHHON CeTH, YCTaHOBKA PEeXUMOB U IMapaMeTpoB pabOThl CETU MPOU3BOAUTCS B
Hentpe ynpasnenus cerbio (LY Ce).

PaGora c BuptyanbHOi cerbto ViPNet naumnaercs B Llentpe ympaBienus cersio (LIYCe). ns
sarpy3ku [[YCa HeoOxoaumMo 3amyctuTh ¢aiin _Start.bat, Haxoasuiicss B paboyem karaiore [[YCa
.ANCC\

[Tocne 3amycka nmporpamma LIYC, mpemiaraeT co3naTh HECKOJIBKO CIY)KEOHBIX KaTaJOrOB M
3ampammBaeT MeCTO, B KOTOPOM OyJeT XpaHUTbCA HHQOpMAIMs TPaHCIOPTHOTO Karajora u
karaioroB obmenHa wuHdopmanueii ¢ YKI[ (Puc.28.). OcraBnsiem Karanord, IpeioKeHHbIC
MIPOrPaMMOii MO0 YMOITYAHUIO.

KaTanor gainoe ot K C o4 PROGRA~1N INFOTEC S VIPNET~14FOR_NCCY,

Katanor dainoe  na KU C oy PROGR A~ INFOTEC S VIPNET~1NFROM_NCCY,

Puc. 28. Hacrpoiika mo yMOI49aHUIO /7Sl KaTajJoroB XpaHEHUs KIF0UYeBOH WH(pOpMaIn
[Ipu BBIOOpPE HACTPOEK MO YMOJIYAHHUIO HEOOXOAWMO H3MEHUTh MO3MIMH «ABTOMATHYECKU

cBsa3biBaTh HOBBbIM TK co Bcemu apyrumu TK» (IIOCTaBUTH KpPECTHK HANpPOTHUB ATOW CTPOKH) U
yka3zath «MakcuMalbHbII» YpoBeHb NoHOMOuHit (Puc.28).
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CpoK xpaHeHKA sandced B Base zanpocos (LHeR)

AETOMATHYECKMH PECMCTRWMPOEATE HOBRIE Y

(=7 MarcHmaneHel i

BHAKYATE B AMCTPWEY THEL Al

Puc. 29. Hacrtpoiiku no ymonyanuto napametpoB padotsl L[Y Ca

[Tocne HakaThs KHONKH «IpUHATH» mporpamma L[YC mpuBeTcTBYeT agMHHHCTpaTOpa CETU U
npeJyiaraeT HadaTh C aAPECHON aJIMUHHUCTPALMU M TOSBISIETCS TIaBHOE OKHO LleHTpa ympaBieHus
cetbto (Puc.29). Jlng Hauana paGoThl 1O CO3JJaHUIO BUPTYaIbHOW CETH HEOOXOAMMO BHIOPATH MEHIO
«Cyx)0b1» — «AnpecHas agMuHUCTparus» — «Ctpykrypa cetu ViPNety...

=T ViFMNet lle HTp yOApas/Jde HHA Ce Thio

FrpasnaeHme EE=T=aT TeHa Ceps

HacTpomkik Mo kAo aHbes - - .
MHomMEmay aneHan perkmcTrpanm=a AN s 0=
rpy»nnosana perHcTpalka O s 0=

NMplknasHas  aaceEAEc T aie=a -

SmcnopT. - -
Mo pET. - -
HeobpaSoTaHHelH  MMAOcopT- - -
PacnpetdceneHide AlLlEH=0WE - - -

MPoCrSTE KO Hg A 3 [ S L -
MpoEspKa KoMy P ame
CHOPMHMHPOEaTE BCe CAPpascoYHFKK

CApascdHHK M Al -
CrnpascoYdHmem k. o .
CRpasodHHKM anAa =L -

ApmKER GAas aSanHen< . - -

Puc.30. I'naBHOe okxHO LleHTpa yrnpaBieHus CeTbio

Jlnnensuto Ha BUpTyasibHYIO ceThb ViPNet MOKHO mocMoTpeTh B MeHI0 «CepBHcy — «JIuIeH3us»
Jliis BBeZIeHHs B BUPTYaJIbHYIO CETh cepBepoB-MapupyTu3aTopoB (CM) HEOOXOIMMO BBIIEIUTH
cTpoKy «CepBephl-MaplIpyTU3aTOpbl», HaxaTb ENter u BBecTH uMs HoBoro cepsepa — «CM
Koopaunatop 3 O». 3atemM B 3TOM ke OkHe HeoOxoaumo Haxath Alt+l mis modasiaenus nHosoro CM
—Koopaunarop-OH 3 0.

AOOHEHTCKHE MMYHKTHI JJOJDKHBI OBITh 3apEeTUCTPUPOBAHBI 32 «CepBepaMu-MapIIpyTH3ATOPAMI.
3a KOOpAMHATOPOM, 3aperucTpUpOBaHHOM B 3aaade «OTKpeIThIi VIHTEpHET», HE JOIKHO OBITH
3aperucTpupoBano HU ogHoro Al
Jlns noGaBiieHus! B BUPTYyalibHYIO ceTh AOOHEHTCKHX MyHKTOB (AIl) HE0OX0AUMO BBIETUTH CTPOKY
¢ «CM Koopaunarop 3.0», 3a kKoTOpbIM Oyner 3apeructpupoBad HOBbIM All, Haxate «Enter» u
HakaTh KoMmOmHaimioo kiaBuin Alt+l. B mpennokeHHOH cTpoke clieyeT BBECTH HaMMEHOBaHHE
HoBoro All «AIl Aaqmunuctpatop 3.0»

JUd co3/1aHusl MEKCEPBEPHBIX KAHAJIOB CBSI3U, IPOIMCHIBAEM B3aUMOJIEHCTBHE HA 3aLIUILIEHHOM
YpOBHE MEXIy JIBYMSI KOOpAuHATopamu ceTu. s 3Toro HeoOXxoaumo 3aiiTu B MeHio CepBephl-
MapuIpyTu3aTopsl ¥ BbIOpaTh oauH u3 CM. Jlns yka3zaHus Hadanaa MEKCEpBEPHOIO KaHaja CleayeT
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Ha)kaTh KOMOMHaNMIO KinaBui Alt+M, mocie yero cieBa B JaHHOH CTPOKE MOSBUTCS «3BE3/10UKa» CO
cTpenkoil. Jlng yka3zaHus KOHIIA KaHajla BBIJCNAEM JAPYroil KOOPAMHATOP M HaxaTb Ty XKe
KoMOuHanmio kinaBuil - Alt+M. Temeps mporpamme ciieyeT yKa3aTh, YTO MEKCEPBEPHBIA KaHaI
oyner mexay CM Koopaunatop 3.0 u CM Koopaunarop—OUM 3.0 — mnsg 3TOro HaxuMaem
komOuHarmio kinasum Alt+C. B crondone MCK o6onx koopauHATOPOB OYAET MOKa3aHO KOJUYECTBO
MeXKCepBEPHBIX KaHAJIOB (B JIaHHOM ciiydae - oJuH). B ctonbue AIl o60ux KOOpAUHATOPOB YKa3aHO
KOJIM4YECTBO ceTeBbIX Yy3J10B (CVY), KoTOpble 3aperucTpupoBanbl 3a gaHHbIM CM (komuuectBo All
e cam CM).

Oxno perucrpauuu CepBepOB-MapLIPYTU3aTOPOB JIOJDKHO BBIMJISAETh TaK, KaK MOKAa3aHO Ha
Puc.31, a okno perucrpanuu All 3a CM Koopaunatop 3 0 — Ha Puc.32.

2" ViPNet LenTp Yynpage/ie HHA CEThio -0 ﬂ

CEpEEpB—Mapupy

-

JuHaTop 3 0
pauHATOp-0W 3 O

Puc.31. Co3nanne KoopauHaTopoB ceTH U yKa3aHHE MEKCEPBEPHOIo KaHalla

2’z ViPNet Lle ntp ¥Npage/e HHA CeThio -3 ﬂ

CepEEPE-KAPWEY THSATO Pk
FH T HWAa Ho Al
Al cepeep: M K a op uE

$cCM KoopawHaTop 3 O- Qo000 DODlg Br

~ ]

BcT.3a Tek.

Puc. 32. Peructpanus All 3a CM Koopaunarop 3.0
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[Tockonbky pabGotra B AxpecnHoit aamuuuctpanuu L[YCa mo co3maHuio BUPTyadbHOH CeTH
3aBEpIICHA, CIETYET BBINTH B OCHOBHOE OKHO (Puc.32) u copmupoBaTh TabIUIIBI MapIIPyTH3AITUN
(wactp cmpaBouHukoB [[YCa). CmopaBa 3eneHbIM ILBETOM IporpamMma IIOKa3bIBaeT, 4YTO B
BUPTYaJIbHOU ceTH ObUIM TMPOU3BEACHBI HW3MEHEHHS M HEOOXOJUMO CO3[aHUE HOBBIX TaOIHUIL
Mapuipytuszanuu. s co3maHusi HOBBIX TaONMIl HEOOXOAMMO BBIICIUTH CTPOKY BbimaTh TaOmuIlbl
MapuIpyTU3alud U Haxarb Enter, mocie dero mporpamMma MOATBEPAUT CO3JaHHUE HOBBIX TaOJIHUII.
Teneps pabota B AnpecHOW agMHUHHMCTPALMU TOJHOCTHIO 3aBEpUICHa W HEOOXOAWMO BBIUTH B
rimaBHoe MeHio 1Y Ca (mubo HaxkaB kHONKY Esc nmn0o BeienuTh cTpoky Beixon u Haxkats Enter).

#'s ViPNet LenTp YynpasieHHA CeThH -0 ﬂ

CEpEEpel—W Aplpy THS ATOpE

T aHAnNk

WAPWPY THSAaumKA

Texk.rpynna: HeT

Puc. 33. OcaoBHoe okHO AnpecHoi aqmuuuctpaiuu [[YCa

NupuBuayanbHas peructpauus AOOHeHTCKHUX NYHKTOB B [IpukiagHbix 3agavax.

AIl Anmunuctpatop 3.0, AIl Llentp peructpauuu 3.0, AIl Kpunrocepsuc 3.0 Heob6xoaumo
3apeructpupoBaTh B npukiagaeix 3aaadax (113) HYC u YKII; Hentp peructpaunun; Kpunrocepsuc
COOTBETCTBEHHO. /1711 3TOro Heo6xo Mo 3aiiTu B MeHto City:k0b1 — MHIMBHIya bHAsS pETUCTpaLts
AIl B II3 u BBIZEAUTH CTPOKY C 3amuchio omgHoro u3 All, HyXHmaromerocs B perucTpaiivi.
Hanpumep, niisa peructpanuu AIl Anmunuctparop 3 0 B 3agavax [{IYC u VKII Beinensiem cTpoky ¢
3alMChI0 U HAaXUMaeM KHONKYy «Perucrpanus». B mosBuUBIIEMCS OKHE BBIIEISIEM «KPECTHKOM)
crpoku HYC u VYKL, cHarp «xpectux» c¢ 3anucu KpunrocepBuc (mockonbky All yxe
3aperucTpUpoOBaH B 3a7aue 3auuTa Tpapuka) U HaKuMaeM KHOTKY «[IpuHATbY.

Hns AIl Lentp Perucrpamum 3 0 HeoOXOIMMO IOCTaBUTh «KpeCTHK» B 3amucu LleHTp
peructpauuu U cHATH ero B 3anucu Kpunrocepsuc. s All Kpuntocepsuc 3 0 He0OX0AUMO CHATH
«kpecTukn» B 3anucu [lenoBas noura u ocraButh B 3anucu Kpunrocepsuc. s AIl Knuent 3.0
HEOOXOIMMO CHATH «KpecThk» B 3amucu Kpunrocepsuc, a miasi All Cepsuc Ilyomuxamuu 3.0
HE00XO0/AMMO CHATh «KPEeCTHUKW» B 3anucsx JlenoBas moura u Kpunrocepsuc.

B pe3ynbrarte ykazaHHbix neiictBuit okHo peructpauuu All B I13 mpuobpereT cneayronuii Buj
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AN AiMWHWCTpaTop 3 O

PerucTpaums

Puc. 34. Peructpanus All B mpukiIagHbIX 3a1a4ax

I'pynnoBas perucrpauus CereBbix y3/10B B [Ipukiaanbix 3axauax.

CepBepbl-MapUIpyTH3aTOPhl BUPTYAJIbHONH CETH HEOOXOIMMO 3aperucTpupoBaTh B 3ajaue
«Cepsep IP-agpecoB» u ee nmoazagauax. s aroro 3axoaum B MeHIO «CiayxOb» — «['pynmnoBas
peructpauust CY» B 113, Boigensiem cTpoky ¢ 3anucbio «CepBep [P-anpecoB» u HaxXxMMaeM KHONKY
«Perucrpanus». B npuknaanoit 3amaue «Cepsep IP-agpecoB» mnsa kaxnoro u3z Koopaunaropos
HEoOXOIUMO 3aJaTh CIEAYyIOIIHe MapaMeTpbl paboThl (M3MEHEHHE MapaMeTpOB MPOU3BOAUTCS
MOCPEJICTBOM KHOIIOK B TIPABOM CTOJIOIIE):

1. JIns CM Koopaunarop-OU 3 0 Brimrouaem dyukuuio «Cepep Otkpbitoro Murepueray (Puc.34).
2. dns CM Koopnunarop 3.0 BkiarouaeM ¢yHKnuio «TyHHEIMpOBaHME» W 3a7aeM HE00XOAUMoe
KOJIMYECTBO TYHHEIbHBIX coenuHenuii (Puc.35).

QA HMMA y3na

AobaEuTE

opiMHaTop-CH 3 O

Bbl ¥BEpPEHE, YTO XOTMTE BHANHMTE qyHHEUMD 'Cepeep OTHpeToro MHTepHeTa'
ANA AAHHOMD KoopAMHaTopa?

Puc. 35. Bxmouenune gynkimn OTkpsIThi HTEpHET
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30 AobaEnTE

Puc. 36. Bxirouenne QpyHKIIUN TYHHEIUPOBAHUS

Padora B IIpuknagnoii axmunucrpanuu LY Ca.

B IlpuxnagHoil agMuHMCTpauuu NpH peructpanuu TunoB kosiekTuBoB (TK) Heobxomumo
MIPOBEPUTH UX CBs3U. Ilpu perucrpannu noiap3oBareneil HeoOX0IUMO CHATH npaBo Braaenus DLy
Koopounatopo certu. ns dopmupoBanus csszeir mexnay TK pasmuunbsix CY cetu ViPNet
HeoOxomuMo 3aiith B MeHro «llpukinamnas aaMuHUCTpanms» —  «Peructpamust THIIOB
KOJUIEKTHBOBY. .. H IIPOBEPUTH C MIOMOILBIO KHOIIKK crpaBa CBs3H, KaKUE CBSI3U MMEIOT KaKIbIA U3
TK cern ViPNet.

Hanee, s paznuuuss CY u TK stux CY HeoO0XoauMo meperMMeHOBaTh 3alliCy B MEHIO TUIIOB
KOJUIEKTUBOB (C MOMOIIbI0 KHONKK crnpaBa M3m. ums). Hanpumep, AIl Aamunuctparop 3.0 B8 TK
Anmunuctparop 3.0. To xe camoe caenats s Beex 3anucet TK Bcex CY. C momonipio KHOMKH
«O06macTh» MOKHO IPOCMOTPETh, HA KAKOM CETEBOM Y3Je 3apeructpupoBal JaHHbIl TK (obmacTh
neiictsust nanHoro TK).

[Tocne padotsl ¢ TK HE0OX0AMMO MPOBEPUTH MapaMeTpbl pabOTHI MOJIb30BaTeNe (aOOHEHTOB).
Jns storo HeoOxoaumo 3alTtH B MeHio «llpuknagnas agmuHMcTpauus» — «Perucrpanus
noyib3oBarenei»... B aTom okHe crenyer oTkioudTh mpaBo uMerh Ol oboum CM wu
NEepEeMMEHOBaTh Ha3BaHUS I0JIb30BaTeNeil (C MOMOINBIO KHOMKM crhpaBa M3m. ums), ynanus
npuctaBku «All» u «CM».

AaMMHUCTpaTop 3 O Nob aEMTE

Puc. 37. Oxno Perucrpanus nonb3oBarenei
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®opMupoBaHue CIPABOYHOI HH(POPMALIMH H APXUBOB 0a3 JTaHHBIX.

[To 3aBepmiennu (OpMUPOBAHMS 3ALIUIICHHON CETH HEOOXOIMMO CO3JaTh CHPABOYHHKH, B
KOTOPBIX OToOpaxkaercsi nHpopMmalys, HeoOXoaumas Ui paboThl MPUKIAIHBIX mporpamMm ViPNet
(Mownutop, HenoBas I[loura u ap.). Jo dbopmupoBanus cnpaBOYHHUKOB HEOOXOIUMO IPOU3BECTU
JIOTUYECKYI0 TIPOBEpPKY BUpTyanbHOW cetu ViPNet, ans dero HeoOXO0AMMO BEIOpaTh MEHIO
«Cnyx0b1» — «lIpoBepka koHpurypamum». B ciydae OTCYTCTBUS JIOTUYECKUX OIIUOOK B CETH
ViPNet (nanpumep, monb30BaTeNb HE 3aPETUCTPUPOBAH HU B OJTHOM THIIE KOJUIEKTHBA) MpOrpamMma
BBIIACT OKHO C 3alHChI0 «AHOMaJbHbIE CUTYallMH He OOHApYXKEeHbI». ECIu ke Jorudyeckue oumoKu
MUMEIOT MECTO OBbITh (aHOMaJIbHBIE CHTYyalluu), HEOOXOIMMO MPOM3BECTH OLIEHKY 3TUX MOMEHTOB M
MIPUHSTH PEIICHUE O TOM, HY>KHO JIM IPOAOJDKATh Aalibliie paboTy ¢ BUPTYaIbHOM CETHIO.

Ecnu aHomanpHBIE CHTyalMd HE TNPOSBWIMCH HEOOXOAMMO BBIOpaTh MeHIO «CiyxOb» —
«CdhopmupoBarh BCe CIpaBOYHUKH». B pesynbrare Takoil omepanuu mnporpamma [[YC
CKOH(UTYpHUPYET CTPYKTYPY 3alIMIIEHHON CeTH, 3aUKCUpYyeT U3MEHEHUS, KOTOPhIe ObLIIN BBEJCHBI
B ceTh U chopmupyer Habop cnpaBouHuKOB (Puc.38). M3smenenus, npoussenennnie B L{YCe, OymyT
nepenanbl B YKL anst popmupoBanust kiroueBoit cTpykTypsl cetu ViPNet. B nmocnenyroniem oxHe
MOKHO Oy/IeT yBUIETh, KaKKe CIIPaBOYHUKHU U (ailiibl ObuiH C(HOPMUPOBAHBI.

HawaeHE HOBbIE dlafnbl

CNpaEoYHKERr Al : 5
Tabnuubl WMappyTHSaumpKL : 2
CNpaeodHKMERn ana ¥kl 15

FaTpaqdeHHDE Epemd:

MpHMHATE

Puc. 38. ®opmupoBaHue cipaBOYHUKOB

[Tocne ¢opmupoBaHHs CIPaBOYHUKOB HEOOXOIUMO cO37aTh 0aszbl JaHHBIX, KOTOpbIE OYyAyT
CIIY>KUTb ISl BOCCTAHOBJIEHUSI MH(OPMAIIMU Ha OIpe/IeJIeHHbI MOMEHT BpeMeHH (MeHI0 «C1y:KObI»
— «ApxuBbl 0a3 AaHHBIX»... — «Co3nath»). CTPYKTypy CO3/1aHHOW BHPTYAJIBHOM CETH MOXHO
npocMoTpeTs B MeHI0 «CnyxOb» — «lIpocmoTp koHurypauum» — «CtpykTypa cetu». B
IIMPOKOM (hopMaTe MOKa3aHa CeTh B BUJE TAONUIBI OOBEKTOB, B Y3KOM — B BUJE HepapXUUecKOn
CTPYKTYPBI OOBEKTOB CETH.

IlepBuyHasi HHHIHMAIU3ALHMA YI0CTOBEPSAIOLIEr0 U KJIOYEBOr0 LeHTpa.

Pabora no co3znanuio KioueBo MHPpacTpyKTyphl BUpTyainbHOH cetn ViPNet npousBoautcs B
VYnocrosepstonem u kiatroueBoM neHtpe (YKLI). s 3arpy3ku YKII HeoOxoauMo 3amycTuTh Qaiin
keycenter.exe, naxonsmuiics B padouem katanore YKII ..\KC.
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MacTe p ne peMYHOH MHMUHaAKIauMK YaocToee pawweno M Kawue soro LeHtpa @

MacTep VHVLIannIaLy i
Y pnoctoepAoLLEro v KnoyeBoro
LieHTpa

Biac MpMEETCTEYET MACTED HHHIHMANHEALKA ¥ AOCTOBEDAHILLEN D
— 1 KAroYeE0ro LeHTPa, KOTOPBIA NOMOXET COZAATE KAMYEEYHD
| HHBOPMaLHHD, HEOBX0AMMYHD ANA NONHOLEHHOM paboTe
3 MPHNOHEHME.

1 (el ECAKM A0 3TOM0 HENOAES0BANHCE MPEAEIAYILHE BEPCHH
// MPHNOMEHMA, TO BCH KNHIYEESA MHIDOPMALMA O paHEE
£ CO343HHOA ceTH WiPMet &y aeT Npeobpaz0BaHa B HOBEIA
thopMaT,

é ANA NpoACNHKEHHA HaMHTE "Janee”,

\

I Aanee x l [ OTMEHA ] [ Cnpaeka

Puc. 39. Hawano nnunmanuzamumn YKL

Jliis paboTel MacTepa Tpedyercst Hamuue ¢ainos u3 nporpammsl L{YC. Ucnonb3ys 3tu daitisl,
MacTep CO3[IacT Ha4yaJbHYI0 KITI0UYeBYI0 HH(popManuio as padbotsl nporpammsl YKII. B pesynbrare
pabotel Mactepa OyayT CO3/1aHbI:

MEPCOHAJIbHBIN KITFOU 3aIUThl AJMUHUCTPATOPA;
napoJib AJIMUHUCTPATOPA;

kitroy 3amuThl K1

KJIFOY TOJITUCH U cepTU(HUKAT AMUHUCTpATOPA;
Macrep-kirouu:

Mactep-kitou nepconanbHbix kinrouen (MKIIK),
Mactep-kitou kiroueit 3aumTsl (MKK3),
Macrep-kitou kimtoueit oomena (MKKO).

MacTep MHUIMANHM3AIMH TOATAHO MPEUIOKHUT BBecTH mapameTpsl pabotsl YKI[ u 3aBeprut
nepBoHavyanbHyl0 ycTaHoBKy YKII pasBepTbiBaHHEM KIIIOU€BOH HHQPACTPYKTYphl 3allUIEHHON
cetu. Ilocne »storo HeoOxoauMo OyzneT JMIIb CO34aTh CaMy KIIOUEBYIHO HMH(popMaruo,
IpeIHa3HAuYEHHYIO M0JIb30BATENAM, U MTepeiaTh 3TY HH(POPMaLMI0 00bEKTaM 3alUIIEHHOMN CceTu.
Jlanee mactep MpeUIoKHUT BBIOpATh CIOCOO B3aMMOJEHCTBHs ¢ 0a30il JaHHBIX, B KOTOpoi OyneT
xpanuThcst uHpopmarus, Heooxoaumast ast YKII. TTockonbky YKII Bepcuu 3.0 ucnons3yet ¢popmar
TAHHBIX B BUJE 0a3bl JaHHBIX, HA KOMITbIOTEPE, HA KOTOpoM ycTaHoBjieH YKL, HeoOxonuMo uMeTh
OJIHY U3 cucTeM ynpasieHus 6azamu gaHHbeIX (CYB/I).
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OCTAJIbHBIX IIOJIB30BATEICH CHCTEMEI .

MacTe p nepeEMUYHOH MHHUMHAAHEAUMM YoocToee pawe o M Kawue oro LeHrpa E|

Bui1bop apansepa ODBC

BelbeprTe apaieep ODEBC anA paboTel c Basol AaHHe!: WL

lma Eepcra KoMnaHma anr
Microsoft Access Driver (. nncb;) SRR % TalgT-1n] ) SU | T
SO Server 3.85.... Microsoft... SQL..

[~
| »

[ = Hazaa, ” fanee = ] [ CTHMEHA ] [ Crpaska ]

Puc. 40. Boi6op 6a3s! gannbix s YKL

Macrep ne pEHUYHOM MHHUMaAAMIAUMM YoocToee pAwwe o M Kaowue soro Lle vrpa

rNMapamMerTphbl KArDua noganycH

DdapameTpel anroprTHa:

|FOCT F Z34.10 - 2001 MapaMeTpel MO S EonHaHe- D r
ANHHa OTKPEITOrO KAm-a:

| 512 | BT

[ = Hazan, ” Aanees = ] [ DTHMEHS ] [ Cnpaska ]

Puc. 41. Ykazanue nmapaMeTpoB KJIr04a MOJIIMUCH.

Ha Bb160op npennaraercs asa Buna CYBJl — Microsoft Office Access u Microsoft SQL Server.
ITpu Be1GOpe omuoii u3 CYBJ] daitnbl, B xotopoit YKII Oyner coxpansts uHpopmanuoo, OyayT
nepesenensl B Gopmat ¢daiinos CYB/l. Ilocne 3Toro HeoOXoauMo yKaszaTh T€ KaTalorH, KOTOPbIE
HeoOxoauMmel it pabotsl YKII u B3anmoneiictus ero ¢ LIY Com.

Ha cnenyromem srtane cienyer ykasars To Juio (aamMuuHuctpaTtop cetu ViPNet), koropoe Oyner
00JIaziaTh MOJTHOMOYHUSIMH 3aBEPATh CBOEH DIIEKTPOHHOH mudpoBoii moamuceio ceprudurars LTI
A Takke Ha 3TOM 3Tane HeOOXOJMMO BBECTH JAHHbBIE IS
ceprudurara DL sToro muma — UHPOPMALIUIO O MECTOIOJIOKEHHUH, aJIPec SIEKTPOHHOH MOYTHI,
anroput™ ¢opmupoBanus kimoueit DI (Puc.41), cpok aelictBus ceprudukata u APYyroe.
Jlumo, koropoe mMmeeT mpaBo padorath B YKII, Ha3pIBaeTCs YMOJTHOMOYECHHBIM. B nmanpHeimeMm
MO>KHO OyZIeT IOMEHSTh YIIOJIHOMOYEHHOE JIMLIO MO0 T00aBUTH €IIe OJTHO.
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ITocne cozmanms kmouerd DI u ceprudukara DL crnenyer ykazaTh, B KakoM MecTe OyneT
XPaHUTHCS KOHTEHHEp KJIroua MOANMCH U napoib g Bxoga B YKII . Ilpu 3aganum coOCcTBEHHOTO
Tuna naposs — sce naponu B YKL q0mKHBI OBITH JUIMHOW HE MEeHEee 6 CHMBOJIOB.

CremyroniuMm 3TaroM cTaHeT co3fganue Habopa Macrep-kmoueit (MK) (Puc.42). B 11O ViPNet
Bepcur 3.0 MCHOJIB3YHOTCSI HECKOJBKO MacCTep-KJIIOUeH JUid OTAEJIBHOTO BUAA KJIHOYEBOMN
nHpopmanuu. Bece tumet MK 3ammmmarorcss mumdpoBanuem Ha kimrode 3amuThl YKI[. MK
IIEPCOHANIBHBIX KIIIOYEH MCIOIB3YeTCs AJIs CO3aHus NIEPCOHAIBHBIX KIIIOYEH MoJb30BaTeneu (B T.4.
pe3epBHOro Habopa mepcoHalbHbIX Kitodeit). MK kiroueit 3amuThl uCnob3yeTcs: GOpMUpPOBAHUS
KITI04Yel muQpoBaHus 3alIUTHl KIouel oOMeHa kouiekTuBoB. MK kiroueit oOMeHa HCIob3yeTcs
u1st OpMHUPOBaHUS KITFOUeH mudpoBanusi oOMeHa (CBs3HM) KOJIJIEKTHBOB.

MacTe p ne pEHHMHOH HHHUMaAHIaUHH ¥apcTose pAkie ro W Kawue goro Lle Htpa g|

" [
Co3AaHWE MACTEP-KNHYEeH
% Mo oKOHYaHMK MacTepa BYAYT CO3A43HE] MACTER-KIHIHK;
L.
MacTep-knHoqr Homep
ﬁ?@ MepooHaneHBL: KIHHERA 0
O — 72 Kntouei salWMTEl KonnekTHEDE 1]
2 Knrouedi obmeHa n
..I
-
W -
2 e [Jcozaate acMMETPMUHENR MEXCETEEDR MACT Ep-KNHY

*-!r"l ACHMME TPHYHEIR MEXCETEEONA MACTED-KNHIY HEODX0 MM
AnA paboTel C AOBEPEHHEIMK CETAMK YiPREL,

<= Hazaa ” Hanee = ] [ OTMEHS ] [ Cnpaeka

Puc. 42. ®opmupoBanre Mactep-Kitouei CHCTEMBI
[locne mpoBeneHuss Bcex 3TanoB o vHUNManu3auuu YKI[ mporpamMma ycTaHOBKM HadHET

dopmupoBanue kioueBoi HHppacTpykTypsl cetu ViPNet (Puc.43), a 3arem Ha skpaH Oyxer
BBIBEJICHO OKHO nporpamMmHoi odomouku YKII (Puc.44.)

70



MacTep ne pexuHol HHHUHanuaaumH Yooctose pawwero H Kawuesoro Lentpa |0

3aBepLieHye MHYLWan3aLy v
Y noctoeepAwoLLero 1 KnodeBoro
LeHTpa

BINonHEHHE HHULKMANHZALHK!

%CDE&EHHE AAMHHHCTPATOpa
Elcozaanme KOPHEEOr O CEpTHMKATS
2 Cosaanme MACTEp-KNHWEH

e MIMAOpT MacTep-KnHqei

@ Z034aHHE MCTOYHKES AaHHELR: DDEBC

#<4<<K

@ SanonHeHke Hasel AaHHEX

3 MMNOpT MHOpMaLKHK O NoNES0EATENAX
mlﬂmnum cny#efHoA MHbOPMALLFK
EvmnopT cepTidmkaTos nonssosaTensi

EpemA BeiNOnHEHMA:  O0:Z21:63

< Hazaa Hanee = OTHEHS

Puc. 43. 3aBepmenne nannmanmzanun YKL u popmupoBanue kiroueBoit nHpopmManuu

Cepewc  AedicTeMa  Bua  Cnpagka

E: P

Hazan

W) 1 ocTOBEPAMOLMIA M KNHOYEEORA LEHTP
= W A 0CTOEEDAHILLMA LEHTD
[0 CepTHdMKaTEl NoNE30EATE NS
@ CepTHDHKATE! 3AMHHHC TRATOPOE
@ Janpockl Ha cepTHRMKATEI
(3 3anpock Ha OT3EIE CERTHEHKATOE
[C3) Crmckm 0ToSBaHHE CepTHEMKATOR
=& Knoueeoi ueHTp
203 CeoA ceTe WiFNet
@ MonezoEaTeny
@ CeTeeble ¥3Nkbl
I3 CeTeswie rpynnsl
=00 Karoum
L3 Kmrouessie amckm
[C3) PesepEHbIE NEPCOHANEHEIE KNHIYM
(3 Kmouesble Habops!
() OfHoERERMA KroHeR
[ AMCTpHOY THEL KnHoYed
[h MacTep-EnH-mn
= [h AoEepeHHele ceTH YiPMet
@ MonezoEaTeny
@ CeTeeble ¥3Nkbl
=1L MacTep-knrodm
) Texywme
[C2) Broaswme
) Mcxoaawme
% AAMMHMCTRATOPE!

Puc. 44. Oxno xaranoros YKI]|
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PabGora B YaocToBepsilonieM U KJI04Y€BOM LEHTPe.

Ilepen nawsamom pabotel B YKI[ pekomenmyercs NpOM3BECTH MEpPBOHAYAIBHBIE HACTPOUKU
IIPOrpaMMBbl. JTO MOXHO caenatb B MeHIO «CepBuc» — «HacrTpoiika»... MIM HaXaB KHOIKY
«Hactpolika» B IaHenu MHCTPYMEHTOB Iporpammsbl. B okne «llaponu» HacTpauBaeMm INapoJIbHbIE
napameTpsl padboter YKII.

ITocne npoxoaeHus dTana NepBUYHON MHULUAIU3ALMY U IPOU3BEICHUs HACTPOEK IIPOrpaMMBl
HE00X0auMo c(hOopMUPOBATh JUCTPUOYTUBBI 11 OIb30BATENEN CO3IaHHON 3aIlUIIeHHON ceTh. [l
3TOr0 BBIOMpaeM MYyHKT MeHI0 «CepBUC» — «ABTOMAaTHYECKH C€O3AaTh» — «JluCTprOyTHUBBI
KIIIOUYE»

%9 ¥iPNet Administrator [¥apcTore pawmyi 1 Knwue sol ue HTp]

ez JeRCTEMA  Bra  Cnpaeka

BETOMATHYECKH COSAATE K nHoYeERIE Habopk

CoxpaHKTE Naponk & dakne » CAHOENEHKA KNHYER

OTEPRITE CRpTHMEAT W3 hakna, .. AWCTPHEY THERI KNHIHEA

MMAopT F

JKCNOPT CAPABOYHHKDE, .. [~ TIanka

Sanpock! Ha KpoCC-CEpTHERMEATEL .. B I ¥ aocTosepArowmE
|2 nroqeBo# weHTp

MNpoOBEQKa TEKYILHE AaHHBLX
ApxHELL. ..
W wpHan cofkITHA. ..

0B |2 & AMHHHETRATOPE
3TOE

HacTporka...

Belxog

—

Puc. 45. MeHro hopMupoBaHus KIIF0YeBON HH(OpMAIIK

[Tpu co3ganum auCcTpuOyTHMBA MOJB30BAaTENs] ABTOMATHUECKH (HOpPMHUpPYETCs €ro cepTudukar
OUII. B cnyuae ecnu cpok AeMCTBUs cepTHU(UKATa YIMOTHOMOYEHHOTO JIMIIA UCTEKAET /10 KOHIIA
neWicTBus pagoBoro mnonb3oBatens VPN cetu, OyJaeT BBIBEACHO MPEeAyNpexIeHHE O TOM, YTO CPOK
NecTBUS  cepTH(UKaTa TIOIb30BaTeNss OyAeT OrpaHMuYeH CpOKOM JEHCTBUS cepTH(HUKaTa
yrmosHoMo4YeHHoro nuia (Puc.45).

ViPMet Administrator [¥oocTose paommi 1 Kawue sol ugntp]

& CpoK AeHCTEMA CEpTHDMKATA NONE30EATENA HE MOXMET NPEERIWATE CPOK AEHCTEMA
\11) CepTHMKATa AEHCTEYHILWEND 3AMHHHMCTRATORE ¥ A0CTOBEDAIWLEND LEHTRA,
AnA cepTHdHKaTa NoNE30EATENA Ay 48T YCTAHOENEHA TAKanA ¥e A3Ta OKOHYEHHA
ABFCTEMA Kak W ANA CepTMEMKaTa AeACTEYHILLEND 3AMMHHCTDATOPA.

Puc. 46. IlpenynpexaeHue o cpoke AeUCTBUS cepTudukara
[Ipu popmupoBanum KiItoueBoil MHGOpMaKK, BXOAAIeH B (ailin-nucTpulOyTuB, MacTepOM TaKKe

OyZeT MpeayokKeHo BBECTH Mapoiib AJIMUHHCTpaTopa cereBoro y3na (Puc.46), koTopslil mo3BosseT
MOJIYYUTh PACHIMPEHHBbIE IIpaBa [0 YIPaBICHUIO CHCTEMOM 3alllUThl HAa KOHKPETHOM Y3Jie
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3amuiieHHol cetu. [lapons MOXeT OBITh COOCTBEHHBIM, CIy4YalHBIM U HHU(PPOBBIM U UMEET CPOK
JEHUCTBUS U MOXET OBITh U3MEHEH B JAJIbHEHIIIEM Ha caMOM Y3Jie rmojb3oBareiss VPN.

lNapons agMMHHCTpaTopa §|

3aaafTe Napone 3AMMHMCTRATOPA M CPOK Bro ASACTEMA ANA
AOCTYNA K CETEBRIM Y3Nam rpynnel Boa ceTe.

Mapone
Thn napons: Cofic TEEHHEIA “
BESAHTE Naponks: sssses
MoATEERH AEHHE! sssonsl

EM
jrj MNpK BE0AE NSPONA MO¥HO HCNONES0EATE NHOORIE BYKERI,

3HAKM, & TAK¥E BEPXHMA M HH#HWA pErHcTRE, MNapons
AOMHEH COAEPHATE HE MEHEES G CHMEONOE.

CpoK AEHCTEMA

(%) devicTemTeneH | 30 : AHER

() AeficTEMTENEH A0

[ Ik ][ CTMEHS ]

Puc. 47. Bei6op Tuna naposns i aamMuHuctparopa CVY Bcelt rpymnmnsl

®opmupoBanue naposuei AagmuHuctparopoB CY OCyIIeCTBISETCS OTACIBHO OT (OPMHPOBAHUS
naposied Ha guctpuOytuB. [lapons Anmunuctpatopa CY MokeT OBITh 3aJaH KaK Ha OTIEIbHBIN
KOMIIBIOTEP, TaK U Ha BCIO TPYIITY, B KOTOPYIO BXOJAT HECKOJIBKO KOMIIBIOTEPOB.

[locne co3manus AUCTPUOYTHUBOB HEOOXOIMMO WX pa3faTh IMOJIb30BATEISM 3aIIUIIEHHONW CETH.
Oto npousBoauTcs B okHe KiroueBoit nentp / Kimtoun / luctpuOytuBel kiatoueit. [leiicTBUS MOXXHO
MIPOU3BOJIUTh KaK C OTHENbHBIM JIUCTPUOYTHBOM, Tak U C HabopoM (aiioB-IucTpuOyTHBOB
(Puc.48). B nanHom ciydae HEOOXOAMMO BBIIENUTH BCE 3alMCH, LIETKHYTh MPaBOH KHOIKOM
«MBIIIM» HA OJHOM M3 3amMcel (WM cpa3y Ha BCE 3alMCH) U BBIOpaTh MyHKT MeHI0 IlepeHectu B
ManKy. ..
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Z03A5HEl ANA MaeHTHpMEaTop | HWCNo AMCTPHOY THEDE B KOMMNSKTE

‘EiCM FoopauHaTop 30 1A0EQOOA 1

‘Ei-CM FKoopauHaTop-OkM 30 1A0EQOQC 1

'Ef-.ﬁ.l'l AAMMHHMCTRaTOp 3 0 1A0EQOQD 1

Ei-.ﬁ.l'l KpunTocepeyc 3 0 1AQEQQOE 1

‘Ei-.ﬁ.l'l LleHTp pervctpauky 3 0 1ADEQOOF 1

AN KnwenT 30 1A0EDDI0 1
OTEpHTL
PacnakogaTe...

MepeEHECTH B NaNKY.. .

¥ Aan1Te

Puc. 48. KonrekcTHOoe MeHI0 B KaTtanore JJuctpuOyTuBb

B mosiBuBmemcst okae macrepa (Puc.48) nHeoOxoaumo BbIOpaTh KaTtajior Ha JUCKE , B KOTOPOM
OyayT XpaHUTbCS (Qailnbl-IucTpUOyTUBBI 0 HMX TMepeJadyd IMoJyib3oBarensMm. J[ins mpoBeneHus
oIepary rmepeHoca i Beex (aiioB-IUCTPUOYTHBOB HANPOTHB CTPOKU «[IpUMEHHUTH KO BCEM»
ClIeBa BHU3Y OKHA CIIEAYeT MOCTABUTH «TATOUKY.

AHAJOTUYHYIO OIEpanyio HEOOXOIMMO TIPOBECTH C HAa0OpaMU TMEPCOHANBHBIX KITFOYCH
HOJIL30BaTeNEH 3aIUIIIEHHON CETH.

B VKII B okHe AAMHUHUCTPATOpPhl BO3MOXKHO yKa3zaTh emie Jjuia (YIOJIHOMOYEHHBIC JIHIA),
KoTopble OynyT umerh mpaBo BxoauTh B YKII u dopmupoBars kioueByr0 HHGOpMALUIO AT
noJib3oBareneit cucrembr ViPNet.

[To ymom4aHuio JeicTByOmUM cTaHOBUTCS TOT Aamunuctpartop (YJI), maponb KOTOpOro BBeAEH
1 Bxoda B YKII.

B mento «CepBuc» — «0KypHan coObITHII» ¢ TOMOIIBIO (PUIBTPOB MOUCKA MOKHO MPOCMOTPETH

nercTBus u coobiTus, pousomenime B YKII.

Pa3BepThiBaHMe 3alIMIIEHHOTO y3/1a AqMuHucTpaTopa cetu ViPNet.

Jlnis pa3BepThIBaHMs 3alllUIEHHOro y3na AnmuHucTparopa 3.0 HeoOXoauMo 3aiiTh B KaTasor,

rze OblIu coxpaHeHsl (aiibl dst — IMcTpuOyTHBBI U ckonupoBath dst—paiin Aagmunuctparopa 3 0 B
katanor ycraHoBku ViPNet Client (mo ymomyanuio — 3710 Karamor ..\SS\). Pa3zBepTriBanue
3aIUIIEHHOT0 y3J1a MOKET ObITh MPOU3BEIECHO JBYMsI CIIOCO0aMU:
3amyckoM (aiina dst — B 3TOM cilyyae mporpamma 3alpocUT KaTajlor, B KOTOPOM Oy/eT XpaHUThCS
KJItoueBasi HHpopMaIus;
3ammyckoM mnporpamMMel ViPNet Client Monutop, mpu 3ToM HeoOXoaumo OyneT ykas3arb, TJe
XpaHuTCs Qaiy-qucTpuOyTHB U KyJ1a HY>KHO Oy/IeT COXpPaHHUTh KIIFOUEBYIO HH(POPMAIHIO;
ITocne nepesarpy3ku apaiisep ViPNet 3anpocut naposib Ha BXOJA B BUPTYaJbHYIO CETh M Ha HAyallo
paboTel ¢ 3almMOIeHHBIM y3710M. HeoOxomumMo BBeCTHM TOT Mapojib, KOTOPBIM ObLT JaH
Anmunuctpatopy 3.0 B YKI[ u HauaTh mNepBUYHYI0 HHHULMAIM3ALMIO IO pa3BEPTHIBAHUIO
3alUIIEHHOTo0 y3na. be3 mepBuuyHONM MHUIMaNU3auuu (ee MpOU3BOIAT TOJIBKO OAMH pa3 B CaMOM
Hayasie pa3BepThIBaHUS 3alUIIEHHOTO y3J1a) ApaiiBep He OyeT 3arpyKaThCsl.

Jnis ipoBeieHusT IEPBUYHON MHUIIMAIM3AIUA B OKHE 3aIlpoca ImapoJsl IpaiiBepoM HeO0OXOIHMO
cripaBa OoT KHomku «HacTpoiikay BbIOpaTh BhINajaroliee MEHIO (TPEyrojbHHK BHHU3) U BBHIOPAThH
crpoky IlepBuunas Munnnanuszanus (Puc.49).
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@ Pestuiv aBTOpUaaLMM: ToAbKo Naponk

MNapone: |eeeees

oK ] [ OTmeHa ] Hactpolika...

KaTanor Knk4er nonb3ogaTtend.. .
TPaHCNOPTHBIM KaTanor...

Meper4Han MHMUManMsaura

Puc. 49. Hayano nepsuuHoii uannuanuzaunu ViPNet «Kiment» Monurtop

[TosiBuTCS «Mactep» nepBuuHoii nnuimanuzanuu (Puc.50), koTopselil momosxeT pasBepuyTh CY
BUpTyanbHO cetn ViPNet.

MﬂCTEP HHHUHaAHIALUHH CNpaBoyHO-KAKYe BOH HHqﬂplﬂﬂ.U,HH EJ

Bac npviBeTCcTBYST MacTep
MHLIMAI3 AL

CrPaBoOYHO -KIHOYeBOM
MHGPOPMALI CeTEeBOro ¥3na

3TOT MacTep cobepeT B HEeoBXoAMMyYHD
MHAOpMALKHD K OBECAEYMT NEpBHHHYHD
HMHHLHaNK3auKD Bawero ceTegora wana.

ANA Mpo4omEEHHA HEXMMTE KHonKy " danes”,

[ HAanee = ] [ DTHMEHS ] [ Cnpaska ]

Puc. 50. Macrep nepeuuHo# naHIMaTH3anuu ViPNet «KimmeHT»
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Macrep 3ampocut MecropacroiioxeHue Qaina dst s mojap30BaTeNs, 3aIpOoCUT HH(GOPMALUIO O
TOM, Kakue armapaTHble HOCHUTEIH HH(GOPMAIUMK OyIeT HCIOIb30BaTh aOOHEHT Ui XpaHCHHsI
KII0YeBOM MH(pOpMAIMM M Tapojib K JUCTPUOYTHUBY, a Takke HOTpeOyeT yKas3aTh MECTO JIs
XpaHEHHsI CIIPABOYHUKOB U KJIFOYEBOH HHPOPMAIIHH.

Iepen 3arpy3koit «MOHUTOPa» Mporpamma CIPOCHT IOJIb30BATEIsl O TOM, B KaKOi KOH(QUTYpaIHu
TOT KemaeT paboraTh — B 00bI4HOM WK B KoH(purypamun Otkpeitoro MuTepHera. CienyeT BpIOpaTh
00bryHyI0 KoH(purypanuto (Puc.51).

:7* ViPNet Client [MonnTop]

BRIGEOMTE KOHfIHMMYPAELHHD,

QCHOEHAA KOHDHYPALH;

OTEPRITEIF MHTEpHET

D He NoKasblBaTe 3TO OKHD B AaNEHEFLEN

Puc. 51. OxHo BeIOOpa KOHUTYparu «MOHHTOpa

[Tocnie BXxozia B ONEPallMOHHYIO CUCTEMY U 3arpy3ku «MOHHUTOpa» HEKOTOpBIE U3 MPUIIOKEHHM,
YCTAaHOBJICHHBIX Ha KOMIIBIOTEPE, MOIBITAIOTCA IOJYYUTh NOCTYN K cereBoil kapre. IIporpamma
«KonTpons mpuinoxxenuit», Bxomsamas B coctaB [10 ViPNet «Knuent» 3a010KHpyeT BBIXOI 3THX
NPUIIOKEHUH B CeTh (KaK OTKPBITYIO, TaK U 3aKPBITYI0) U 3alpPOCUT MOJIb30BATENl O TOM, Kakue
JEeNCTBUS Ha/lO NPEINPUHSTh B OTHOIIEHWHU 3THX npuioxeHuil (Puc. 52). B HacTosmem ciydae
Heo0X0auMo paspemuTsb padboty B cetu cinyx0sl OC Windows Generic Host Process. Pemenue B
OTHOIIEHUHU APYTUX MPOTpaMM, 3allPOCUBILIUX JIOCTYI B CETh, OCTAETCS 32 MOJb30BATEIEM.

#% ¥iPMet Client [HoHTpOAb NpHAoHe HMAH] |Z|

NMpunoxenue Generic Host Process for Win32 Services noayuuno
paspeweHHe Ha pafiory C CeThM.

B OaneHeRWeER O3HHOrRY NPHA0HEHKED!

(*) iPaspelunTe pasoTy C CeT b

() BanpeTuTe patoTy ¢ CeTE

() BanpocTe NpM CASAUKILLEN CETEEOH SKTHEHOCTIH

MocasgHes codemye

Cofbmue: Monemka Nepenate gaHHEE
YoanenHeH agpec: 239.255.255.250
[ Ok ] [ Cnpaeka ] [ 0 NpHAosEHKMM > 3> ]

Puc. 52. OxHo niporpamMmMbl «KOHTPOITB TPHITIOKESHHI

B wurtore ma CY Apamunucrpatopa 3.0 okHO «3amuiieHHas ceTb» B «MOHUTOpE» IOHKHO
BBITVIAAETD, KaK IMoka3zaHo Ha Puc.53.
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=" YiPNet Client [MonuTop] (4 Pexknm) E“Elrgl

Brixog Cepedc  AeAcTemA  Bua  Cnpaeka

wr X 4 £ £ [ .

MpHHATO. .
At
E== ViPMet Client ﬂ 3amMHU EHHAA CETh
g5 E [} <IP-naKkeTbl BCEX aApecaTos >
&) WzbpaHHos |:| y <IMpokoEswaTENEHRIE IP-NakeTel BCEX 3ARECATOR >
5 OTEDbITEA CeTh (3 WsfpanHoe
= 51 BnokmpoEanHele IP-nakeTel I-J A AAMrHMCTRaTop 30
[P Hactporica § antnment 30
# PEMHMbl B AN KpunTocepewc 30
@ CTATHITHEA IP-NakeToR B AN Cepewc Myfinkkaumm 3 0
= [ HacTpofikk B AN Uentp Pernctpaumm 30
) AonoAHMTEREHGD E: CM KoopaHHaTop 3 0
1 AnA drneTpos [l E! CM KoopauHaTop-0l 3 0

(1 CBHapy#eHHE aTak

= 4~ Mvpuan IP-naketos
() Hactpofika sypHana

= :| o oHGHr Y DAL HK

) OcHoBHAA KoHpHrypalwWa
51 OTKPRITEFA MHTEpHET 7 ,J'| v|

L& I & J» # J[ & |

Puc. 53. OxHo «3amuiienHas ceTb» AaqmuHucTpatopa 3.0

B okne «3ammimennas cetb» «MOHUTOpa» MOKa3aHbI:

CuuuM 11BeToM — Hactosmui CY.

KpacHbIM 11BETOM — KOOPAMHATOPHI CETH.

CeppiM u cupeneBbiM 1BeToM — CVY cetu ViPNet, cBsf3b ¢ KOTOpHIMH €CTh Ha YPOBHE THUIIOB
KOJUIEKTUBOB. Eciy HacTosiuil y3en He oOMeHsics ciryxeOoHoi nHdopMmarmen ¢ KoHKpeTHbIM CVY,
to ToT CY Oyzmer mokazaH cepblM IBeTOM. Eciu ke HacTosAmMi y3en OOMeHsCs ciayxkeOHOH
nHpopmanuei ¢ KoHKpeTHbIM CVY, To ToT CY Oyner noka3zaH CUPEHEBBIM 1IBETOM.

ITocne pasBepreiBanus 3amuiieHHoro yzna OC Windows TOKHBI MOSIBUThCS 3HAYKH MPOTpaMM
MFTP (rpy3oBuuok), MOHUTOp (CE€Mb KpacHbBIX KBaJpaTHUKOB) U KOHTpOIb NpuiiokeHuil (3eeHbli
rapuk Ha mojiocatom ¢oue) (Puc.54).

MFTP n KoHTponb
MoHuTOp NPUNOXEeHUNA

EN L@mh L @I 1440

Puc. 54. Tpeit OC Windows co 3naukamu [10 ViPNet
3nauok MFTP (rpy30BHYOK) CTaHOBUTCS KpacHBIM, €CJIM Tpuiuia uHpopmamus oT aOOHEHTOB
3amuiieHHon cetu. [lo 3Hauky «MoHHTOpa» MpU OTIpaBKE WIM MPUEME MAKEeTOB Oeraer Oenbli
KBaApaTukK. 3Ha40K «KOHTPOIs MPUIIOKEHUI» CTAHOBUTCS CEPhIM, €CIIHM MporpaMMa OTKJIFOUEHA (He
MIPOU3BOUTCSI KOHTPOJIb JOCTYIA B CETH).
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Ycranoska [10 ViPNet «Koopaunarop».

Jns ycranoBku ViPNet Koopaunarop HE00X0IMMO UMETh MHCTAJUIALIMOHHBIA KOMILICKT - (aiiin
setup.exe, KiIO4YeBON aucTpuOytuB — aiim abn AAAA.dst (rne AAAA — mocnenHue 4YeThIipe
mudpsl uaeHTH(UKATOpa TOIB30BATENS, 3aPETUCTPUPOBAHHOTO Ha JaHHOM KoopauHarope), B
KOTOPOM B CKJIEEHHOM BHUJE IOMEIIeHa HeoOXoAumasl aapecHas U KioueBas uWHbOpMauus s
o0ecrieyeHrsl TEPBUYHOTO 3alyCKa M TOCIeAyrouleid paboTsl mpukiIagHoi mporpammbl ViPNet
Koopaunatop (npenocraBisieTcst agMUHHCTpaTOpoM Y noctoBepsitouiero u KmtoueBoro Llentpa), a
Takke mapoibHas wuHpopMmamus  (maponb) Juis  pabouedt  cTaHuMM  (TIpeIOCTaBISAETCA
aaMuHHCTpatopoM Y aocrtosepsmoiero u KmtoueBoro Llentpa). g Havana mporecca YCTaHOBKHU
ViPNet «Koopaunatop» HeoOXoAMMO 3amycTuTh  (aiin  setup.exe, HaxOAsIIUiics B
WHCTAJULIITMOHHOM KoMmIuiekTe. B »sTom cimydae B cocraBe ViPNet «Koopnunartop» Oyner
ycTaHoBJeHa Takxke mporpamma ViPNet «KouTpons mpmioxkenuii». Ecin HeoOXoamMocTh
ycTaHaBnuBath nporpammy ViPNet «KoHTpoab NMpuIoKeHH» HET, TO CIEAyeT 3alyCTUTh (aiin
setup.exe U3 KOMaHTHOU CTPOKH ¢ TTapaMeTpoM norf, a IMEHHO: setup.exe /norf.

[Tocne 3amycka mporpamMmbl YCTAaHOBKM Ha 53KpaHe IMOSBUTCA OKHO «J[0Opo moxkamoBaTh»
(Puc.55). [lasiee Bce okHa BO BpeMsl YCTAHOBKH MPOTPAMMHOTO O0ecCTieueHUs OyIyT MOSIBISATHCS TaK
xe, kak ¥ npu yctaHoBke ViPNet «Kiuenray.

% [lobpo noxanosartb ®

Nobpo noxanoBaTh B MAacTep yCcTaHOBKK npunoxedna ViPNet
Coordinator.

.h 3TOT MAcTep NOMOXET BaM ycTaHOBWTb npunoxexre ViPMet Coordinator 3.0

(0.1682) Ha Baw komnstoTep. MNepen HAYANOM YCTAHOEKH PEKOMEHOYETCA 3aKPLITh

ECE JAMYLUEHHEIE NPUACHEHNA.

Ybegutecs, uto y Bac ecte goctyn K daiiny c knkodamu (F.05T) u uto Bl 3HaETe

naponk K HeMy. B NpOTMBHOM Cly4ae OTMEHWTE YCTAHOBKY NPUNOMKEHNA, HaXas
_— KHOMKY "OTMeHa".

\& Bbl MOXETE CO3AETL KOMMNEKT KNHIYER C NoMoWwsH nporpaMm ViPNet Manager wnu
% ; ViPMet Administrator. TakKe MOXHO BOCNONL30EATLCA KIKYEBEIMK daiinamu
V"I— - (*.DST), Ex0AALWMMK B KOMINEKT Aemo-eepcuu ViPMet CUSTOM DEMO. Ecnn MO
ViPMet yxe wcnons3yeTcA B Balwed KoMNaHuM, obpaTuTecs K agMHWHHCTpaTopy
\%’} Balweii cetk 3a BalwnM NWYHLIM aiinom © KIKYaMKH W NaponeM K HeMy.

~ Haxmure "Janee" onA ycraHOBKKW NpUAoXeHHa uiw "OTMeHa" Ansa Beixoda.

infotecs’

| Oanee > |[ OTrBEHE

Puc. 55.. Ycranoska ViPNet «Koopaunaarop»

Eciu B cereBbIX HacTpoiikax KommbioTepa He Obina BkimoueHa Qyskiusi [P-forwarding, to
nporpaMMa yCTaHOBKM BKJIIOUMT €€, O 4yeM OyJIeT BhIJaHO COOTBETCTBYIollee cooOmienue. [Tocie
OKOHYAHUSl YCTAaHOBKHM IOSIBUTCS OKHO C COOOIIEHHEM OO0 YCHEIIHOM 3aBEpIIEHUH YCTaHOBKHU
nporpaMMbl U OKHO ¢ sipiablkamu Juid 3amycka [1O ViPNet «Koopnunatopy». [lanee mporpamma
YCTAHOBKH IIPEIOKHUT NEPE3arpy3uTh KOMIbIOTEP. ECM agMUHUCTpaTOp 3alIUILNEHHON CETH YKe
BbIan dst-haiin 111 TaHHOTO KOMIIBIOTEpA, HEOOXOAMMO ATOT (haill CKOMMPOBaTh B KaTallor
ycranoBku 10 ViPNet «KoopnunaTop», 3aIOMHUTH MMapoiib JocTyna K dst-¢ainy u neperpysuThb
OC xommnbiotepa. Ilpu mnepesarpyske OC napaiiBep ViPNet HauHeT 3amuuiatb KOMIBIOTEp C
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MOMOIIBIO0 CHCTEM IMU(POBAHUS U CETEBOTO dKpaHa. Eciu aiMUHUCTpATOp 3alIUIIEHHON CETH He
BbI1aBan dst-daiin s JaHHOrO KOoMIboTepa, neperpyxarb OC HeT He0OXOIUMOCTH.

IlepBuyHasi HHUIMATU3ALMSA CIIPABOYHO-KJ/II04YeBOoii nH(popManuu nojub3oBareass ViPNet
Koopaunarop.

ABTOpH3anus Mojb30BaTesen

B mnporecce 3arpy3ku (Wi mepe3arpy3kd) KOMIIbIOTEpa OTKPOETCS OKHO i HUIACHTH(PUKAUU
MIOJIb30BATENs C MpUTJameHneM Beectd napois (Puc.56). Bo Bpems 3arpy3ku KoMmnbioTepa apaiiBep
ITO ViPNet «KoopauHatop» OJIOKHpPYET BeCh TpaduK, KpOME HEKOTOPBIX MPOTOKOJIOB, OTBEYAFOIITUX
3a paboty cereBbix ciyx0, Hampumep DHCP. Ilpu otkase ot BBeAcHms mapois apaiiBep ViPNet
OyJIeT 3arpy’keH B IATOM PeXUME 0€30MacHOCTH (T.€. B HEpabOUYeM COCTOSHHH ).

“WiPNet MoHMTOpD

@ Fexiir as Topkisani: |T|:|r||:m:|:| napono b |
Mapone: | |
a

I (o] ] [ DTr1EHa ] HacTtpoika... =7 |

Puc. 56. OxHO aBTOpH3AIHH [TOJIB30BATEIIS

Ecimu nporpamma ViPNet 3anmyckaetcst B IEpBBIH pa3, TO MOJIB30BATEII0 HEOOXOUMO BBITIOIHUTH
poleypy NepBUYHON MHUIMATU3AUH CIIPAaBOYHO-KIIFOUEBON HH(DOpMAIUH.

B mporpamme mmeercss BO3MOXXHOCTh MPOBECTH HIeHTH(HKanus nojib3oBarens ViPNet Tpems
ciocobamu (Puc.57) — mocpeacTBOM BBOJA Mapoiisi TMOJIB30BATENs C KIABHATYPBI, MOCPEICTBOM
BBOJIa MAapoJjsl IOJIb30BATENSl C KAKOro-1u0O BHEUIHEr0 YCTPOMCTBA XpaHEHHUsS NaHHBIX, ITyTEM
aBTOPHU3ALIMU IIPU ITOMOLIY MAPOJISA U YCTPONCTBA OJJHOBPEMEHHO.

- ViPNet MouuTOp

% Pesxiir 8B TOpKSaLpA: Toneko Napons v

Toneko YCTROMCTED
Mapons 1M YCTPOMCTED

MNapone:

=\

| 8] 4 | | DTHEHS HacTpoika... ~

Puc. 57. PexxuMbl aBTOpH3aMU

[Tocne BBoma mapons u monHo# 3arpy3ku ViPNet «Koopaunatop» «MOHHUTOpP» Ha KaKIOM
CEeTeBOM HMHTepdelice yCTaHaBIMBACTCS PEXHUM, HA3HAUYEHHBIH IOJb30BaTeneM, JH00, eciu
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nporpaMMa 3allyCKaeTcsi BIEpBbIe, 3allyCTUTCS MacTep HACTPOHKU CeTeBBIX HHTep(eicoB
(mporienypa HaCTPOMKH OINKCaHa HIKE).

[Tocne ycnemHoW HAacCTPOMKHM ceTeBhIX MHTEpdeiicoB oTkpoercss okHO ViPNet «Koopaunarop»
«Monutop» (Puc.58) u mnosBuTCS 3HAYOK B 00JIaCTH YBEAOMJICHWM Ha TaHENW 3aaad. B
JanbHeHIeM, B rmporecce padoThl, MpH nepesade HHPOPMAaILKHU 10 CETEBOMY aIaITEPY, MO0 KPACHBIM
KBaJpaTaM 3Hauka OyneT «bOeraTb» Oenblii KBajmpaTwK. [l oOecrieueHuss oOMEHa IOYTOBOW H
ynpasisooneil napopmanueit Mmexay oobexktamu cetu Oyzaer 3arpyxeH moayinb ViPNet MFTP (B
o0acTy yBeIOMJICHUN Ha MaHENH 3ajja4 MOSBUTCS 3HAUOK «TPY30BUUYOKY).

== ViPNet Coordinator [Mouutop]

Boixon CepBuc [HOeicteBua Bua  CnpaBka
X LB IO PLIOVER
o
£ VViPNet Coordinator A 3alMileHHan ceTb
5] _J! 1 MO <IP-nakeTbl BCEX aapecaToBs>
=@ W3bpaHHoe 0% <llupokosewaTensHble IP-nakeTol BCcex agpecaTos>
= OTKpbITas cetb @ U3bpaHHoe
E? CeteBble nHTepheEnChI M % <0.0.0.0> AN AgmuHuctpaTtop 3 0
= ¥ TpaHcnauwa anpecos M% <0.0.0.0> AN Knuent 3 0
& ABTO3anonHeHne M % <0.0.0.0> AN KpunTtocepsuc 3 0
= W bnokuposaHHble IP-nakeThbl M % <0.0.0.0> Al LleHTtp pernctpaumn 3 0
@ Hactpofika M= £192.168.58.1 192.168.0.1 62.231.10.19> CM KoopawHaTtop 3 0
f Cratmcruka IP-nakeTos M % <0.0.0.0> CM KoopauHatop-OW 3 0
= [ Hactpoiiku
= JononHUTENbHO
= Ona dunbTpoB
2 O6HapyxeHWe aTaK
= 4’ XypHan IP-naxkeToB
2 HacTpolka »xypHana
= 3 KoHdurypaumm
= OcHoBHaA KoHdUrypal
< 3|« P "||
CE e 1> @]

Puc. 58. Oxno ViPNet «Koopaunatop» «MOHUTOP»

IlepBuunasi nHUIKMAIU3aNus (IPH ePBOM 3anmycke nporpammsel ViPNet).

[Ipn mepBom 3amycke mporpammbl ViPNet B okHe BBoga mapoins (Puc.57) crnenyer Haxartb
CTpelNIKy cieBa oT kHonku «HacTpoiika» u, B MosIBUBIIEMCS MEHIO, BbIOpaTh omnuuio «llepBuunas
MHUIHAIH3anuss». [[0SBUTCS OKHO MacTepa WHUIMATU3AINH CIPABOYHO-KIIOYEBOH WH(pOpMAIUu
nosb3oBatens (Puc.59).
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Macrep MHMLMAIM3ALUWK CNpaBoYHO-KMoYeBoi vHdopmaumn X

Bac npuBeTCcTBYeT MacTep
MHUUMaNUM3aLum
CNpaBOYHO-KJ/IIOUEBOM
mHdopMaLymMm ceTeBoro ysna

3T0T MacTep cobepeT BCH HeoBXogUMYHD
HHDOPMELMH W OBECNEUNT NEPEUUHYHD
HHWUWENM3aLUmMke Ballero CeTEBOrD y3na.

AnA NpodonxeHnsa HaxMuTe KHonky "Oanee”.

| fanee > | [ OTHeHa ] [ Cnpagka

Puc. 59. OxHo MacTepa HHUIHATN3AIHN

[Mocne naxarus kHomku «Jlanmee» orkpoercst okHO (Puc. 60), B KOTOpOM, BOCHOIH30BABIINCH
KHOMKOU «O030p»..., clefyeT ykaszaTb HyThb K ¢ailny nuctpuOyrua. Ilocne ykazaHHs HYXHO

Ha)kaTb KHOIIKY «Jlameey.
Macrep MHMLIManMZalLM¥ CripaBouHO-KAoYeBod mHudropMmanmm (3]
MecToHaxXOMOeHHe CNpPpaBoYMHO- KMHYeBOoro ANCTpHMOyTHBa

Mony4deHHblR Bamn B YoocToeepAwLwen 1 Kniouesom ueHTpe dain abn_????.dst
COAep¥UT BCH Heobxoanmyo nHdopraunio ans Hadana paboTbl.

WHEXMWTE MyTh K CNpaBoUdHO- KN UYeBoMYy OUCTpubyTrey (abn_????.dst).

OyTe Kk dariny ancrpubyTrea:

nocobne\CM Koopguhatop 3 0\Koopagnnartop-1\abn_0001.dst | [ 06zop...

[ < Ha=zag “ Odanee > ] [ OTHMeHa ] [ Crnpagka

Puc. 60. ITyTh K CITpaBOYHO-KIIFOUEBOMY TUCTPHOYTHUBY

OTtkpoercs OKHO MecTOHax0XJIeHHUE CIPaBOYHO-KIIIOUEBOTO TUCTPUOYTHBA, B KOTOPOM HYKHO
yKa3aTh, I7ie HaxoauTcs dst-gaiin.

B cnywae, ecnm wacte kmodeBoir mHpopmamuu B YKI[ Obuta mepeHeceHa Ha HEKOTOPOE
KIIIOYEBOE YCTPOMCTBO M BbIJIaHA IOJIb30BATEI0 BMECTE C JUCTPUOYTHUBOM, Ha JIaHHOW CTpaHHUIE
clieyeT OTMETUTh rajoukoi omuuio Vcronb30BaTh MOMOIHUTEIBHBIA HOCHTENb. 3aTeM BbIOpaTh
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HY>KHO€ YCTPOMCTBO CUMTBIBAHMS B IOJIE «/[OCTYyIHBIE CUMTBIBATENN» U «JlOCTYIIHBIE YCTPOUCTBA»
U HaXKaTh KHONIKY «Jlameey.

OTKpoeTcs OKHO BBOJIA TAPOJIS K BEIOpaHHOMY TUCTpUOYTHUBY. ClieyeT BBECTH Mapoib U HAXKATh
KHOTIKY «Jlaneey.

Ecnmu  auctpuOyTuB conepXKUT HAOOp pe3epBHBIX MNEPCOHANBHBIX KIIOYEH IOJIb30BaTeNs
(AAAA.pk), TO OoTKpoeTcsi CTpaHulIa AJis yKa3aHus MYyTHU JUIS PAcHakOBKU pe3epBHOro Habopa
NEpCOHANBHBIX Kitoue. Ecim HeT, TO OTKpOeTCs CTpaHHWIa TOTOBHOCTH K BBINOJIHEHHIO
MHUIMANIU3AI1H, B KOTOPOH oToOpaxkaercs coOpaHHas nHpopmanud. [ oTMEeHbl HHUIMATN3ALUN
HYXXHO Ha)kaTh KHONKY «OT™eHay. J{ist Bo3Bparta K mpeablaylieMy OKHY HaxkaTh KHOTIKY «Hazamy.

Korma oTkpoercst okHO 3aBepiieHus padoThl «Mactepa nannuanusanun» (Puc.61). B atom okne
OTMEYEHa TaJIouKOi ommus «3armyCTUTh MPUIOKEHHE». DTO 03HAYACT, YTO MPH HAKATHH KHOTIKH
I'otoBo Oyner 3amymieHa nporpamma ViPNet (Puc.62).

Macrep MHHMLIMarmMZaLiMM CrnpaBouHo-KdYeoi mudopmauymn 3]

SasepuweHme pabGorbl macrepa
MHMLIMaaM3aumm
CNnpaBoUHO-KMAOUEeBO M
mHdboOopMaLLm

PaboTa Macrepa MHUUMaaM3aumm CI‘IpEIEIU‘-lHU—K.I'IH:I‘-lEEIUﬁ
WMHDOPMALMK YCNELWHO SaBepLlleHa.

[W]Zanycrure npunoxenne

[ = Hazan ” roToBo ] [ OTHeHa ] [ Cnpaeka ]

Puc. 61. 3aBepuienue pabotsl Mactepa HHULIMATH3AITT

- ViPNet Coordinator [ Mouutop]

| NoG6puiA neHb!

m | KoopaomuaTtop-1

Puc. 62. 3anyck nporpammsl ViPNet «Koopannatop.Monurtop»

Hacrpoiika napaMeTpoB 3allIMTHI M CBOCTB ceTeBbIX HHTep(eiicoB

Jns oGecneuenus paborocnocoOHoct ViPNet «Koopaunatop .Mouutop» Tpebyercs
NPOU3BECTH HACTPOMKU CETEBBIX HHTEp(EHCOB KOMIbIOTEpa — BBIOpPAaTh THIIBI CETEBBIX
uHTepdeicoB, 3a1aTh PEKUMBI O€30MAaCHOCTH W HACTpoilku aHTucnypuura. CnyuHr-To BHUJ
XaKepCKOM aTaku, 3aKII0YAIOLINICS B UCTIONIBb30BaHUH dy»koro [P-aapeca ¢ 1enpio oOMaHa cUCTEMBI
0€30I1aCHOCTH.

I[Ipu nepBom 3amycke ViPNet «Koopaunatop.Mouutop», mnosBuTcs OkHO «[IpousBectu
aBTOHACTPONKY CETEBBIX UHTEPHENHCOB?».
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Jlns BeIOOpa THIa ceTeBOro MHTepdeiica cienyer pasMecTuTh MHTEp(ENc B HYKHOM CIIHCKE
Buemnne uaTepdeiicel mim Bayrpennue naTepdeichl mpu MOMOIIY COOTBETCTBYIOIIMX KHOMOK. [1o
yMoyaHuio (TpU MEpBOM MOSABICHHM OKHAa Tun uHTEpdeicoB) Bce MHTEpPQEHChl pa3MEIICHbl B
cnucke Baemnne nntepdericel. BHenHmit Tl ceteBoro nHTEepdeiica BRIOMpaeM JUIsl MOAKIIOUEHUS
K BHEIIHUM CeTsIM (B T.4. r100anbHON ceTd VHTEepHET), BHYTPEHHUN THUI — JJIS TOAKIIOYCHHUS K
JIOKAJILHOM 3aIlUIIaeMON CETH.

B nameii cetn ycranaBimBaeM jda ceTeBbIX HHTEpQeiica, OIMH BHYTPSHHHUI JJIs1 JIOKAJIbHOH CeTH
«Local subnet» u BHemHu# «internety.

Hl viPNet Coordinator [MonvTop]

Beixog  Cepemc AdefcTemA  Bua  Cnpaeka

L " r =l | ¥ =] |
|- B = 6 B | = ® h

CETEBHE MHTEPPEHACH Texrywas konpurypanvs: DcHOBHAA KOHPHIYpaLHA

WiPMet Coordinator -

ETEERIE MHTEp(EHCE IP-aapeca Pe
= £ JawMweHHss ceTe E# internet 195.60.246,78:... 2
[C7) BaHkm B8 local subnet 192,165.1.110:... 2

Puc. 63. Hactpoiika TUTIOB ceTeBbIX HHTEp(]EicoB

[Tocne HACTPOMKYU TUIIOB CETEBBIX HYKHO OTKPBITh OKHO Pesxkrmbl 6e30macHocT nunTepdeiicos. B
3TOM OKHE JUISI K&KIOT0 CETEBOTO MHTEpdeiica clieyeT HaCTPOUTh PEXHUM 0€30acHOCTH, B JAHHOM
cllydae yCTaHaBJIMBAETCs BTOPOM YPOBEHb Jisi 000X THIOB ceTeBbIX uHTepdeiicoB (Puc. 64). Ilpu

BKJIIFOUCHHOM aHTI/ICHy(l)I/IHFG IMPOUCXOOUT 6JIOKI/Ip0BaHI/Ie MMaKe€TOB C HCHUPABUIIBHBIM aApCcCOM
OTIIPABUTCIIA.

_BOACTEA CETEBOrn HHTEpherca : 7| M

Oflpe  Pemim |F'|HTP1EI'I':.-'¢IHHFI

Pexmm 0DBpaboTkH oTEpEITER: IP-NaKeTOE Ha A&GHHOM HHTEphEACe:

=l

I* ENOKHPOESTE BCE CORAHHEHHA KPOME PaspelleHHE:

) EJ‘IDKHFIDEFEITI: CO383HKE IZIIIE,.EI.HHEHHI?iJ ANA KOTOpkX B
\_‘I:) NOKANEHEL: M WHMPOKOBEIW,ATENEHE dMIETREX HE 3343HE]
PaspelwatilHeE NPagHna.

Puc. 64. PexxuMm 6e30macHOCTH ceTeBOro HHTepdeiica

B npaBunax anTHciyuHra s KaXa0ro ceTeBoro nHrepgeiica 3aaansl auana3zonsl [P-agpecos,
MaKeThl OT KOTOpBIX JOMyCTUMBbI Ha uHTepdeiice. Ilpu 3ToM makers, B KoTopeix [P-agpec
OTIIPABUTEJIS HE TOMNAAaeT B JOMYCTHMBIN AMANa30H aJpecoB, yKa3aHHBIN Ha CETEeBOM HHTepdeiice,
Oyayt osokupoBatbes. (Puc. 65)
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CeOMCTEA CETEBOro MHTephelca A |

OEu.l.Hel PesHm  ASHTHEMy dkHr I

Iﬁ] HacTpoHTe ciMcor A40NyCTHMERX IP-a3Apecos oTARaEHTENA B
NepeAaEacMelx NaKeTax,

IP-aapeca

v aocnveTHMele B MATepHET

I noaceTH kvhTephefica

HZ CAHCKEa

,ﬂ,DEaBHTb...I sHMEHHUTE. .\ I M ASNHTE

Puc. 65. Hactpoiiku antucmydunra

[Ipy HEOOXOAMMOCTH JAONYCTUMBIE aapeca MOXKHO H3MEHsTh. [lakeTbl, mpolenmue yepes
MEXaHU3M aHTHCNy(pHHra, I[onajalT Ha oOpaboTKy mpaBuWiIaMu (uUIbTpalMM MakeToB. B
JAJIbHEHIIEM CIENYyEM YKa3aHHEM MAacTepa YCTAaHOBKH JI0 €€ 3aBEPLICHUS.

Ha sTom HacTpoiika ceTeBbIX MHTEP(ECOB CUMTAETCS 3aBEepIIEHHON, BCe JAHHBIE O HACTPOWKE
Oynyt nomemensl B okHe CereBble nnTepdeiics nporpammsl ViPNet «Koopaunarop. MoHuTOpY,
r7ie B JajbHEHIIEM MOYXHO U3MEHATh HACTPOWKM ceTeBbIX MHTep(eiicoB. [ 3aBepiieHust paboThl
Mactepa HeoOXOAMMO HaXaThb KHONKY «I'0ToBO» 1 oTKpoeTcs riaBHoe okHO ViPNet «Koopaunatop.
Monutop».

CeteBble QUIBTPBI.

[TpaBuna ¢unbrpauuu IP-Tpaduka sBIAIOTCS pe3yabTaTOM ICHCTBUS NpaBWI aHTUCHY(UHTA,
XapaKTepUCTHK BHIOPAHHOIO pekrma 0e30MacHOCTU JUIsl KaXI0ro CeTeBOro MHrepdeiica u crnucka
ceTeBbIX (PUIBTPOB NSl KOHKPETHBIX [P-aipecoB, MpOTOKOJIOB M IOPTOB, 33JaHHBIX MOJIH30BATEIIEM.
Crincok ceteBbIX (UIBTPOB 3aJaeTCs MOJIb30BATENEM B BUJAE JPEBOBUIHOW CTPYKTYpPbI OTAEIBHO
s 3anuieHHol cetd 1 OTKpbIToM ceTu. [IpuHIUNIBI GUIBTpaluy pa3auyaroTcs I 3alUIeHHON
Y OTKPBITOM CETH.

Juis1 3amMmeHHOM ceTH

JlepeBo GuIbTPOB MO3BOJSET 3a4aBaTh (UILTPHI Ha oTHeNbHBIN [P-ampec (mepBblii ypoBEeHb
¢bunbTpanuu) u onpeneniaTh (UIBTPHl HA THUIIBI MPOTOKOJIOB, HAMpaBIEHUE YCTaHOBJIECHUS
coenquHeHus (mpoxoxknaeHus [P-makeToB) M Homepa MOpTOB (BTOPOl YpPOBEHb (QHIBTPALH).
CylecTBYIOT aBTOMAaTHYECKU CO3/]aBaeMble CeTeBble (PMIIBTPBI, KOTOPbIE MOKHO MOJU(PHUIINPOBATH,
HO HEJIb34 YaJATh: TJIaBHBIM U HIMPOKOBEIIATENbHBIN (GUIBTPHI ISl 3aIIUIIEHHON CETH.

st OTKpBITOM ceTH

CereBble (UIBTPHI HACTpauWBarOTCs MO mape aapecoB makera ([P-ampecy ortmpaButens u
noyJatens win auamna3oHy IP-ampecoB ormpaButeneit m mosydarenei). OkHo OTKphITas ceTh
MOJIEJICHO Ha YETHIPE TPYMIBI (PUIBTPAIMH [Tl PA3HBIX THIIOB ITAKETOB:
[[IupoxosemarenbHbie [P-akeTsr;
JlokanbHble BXomsmue IP-nakeTsl;
JlokanpHBIE Hcxoasame IP-makeTsr;
TpansutHblie [P-makeTsl.

B rpynne ¢unpTpanun IlupokoBemarensHsle [P-makeTsl  cymiecTByeT aBTOMAaTHYECKU
CO3/IaHHBII ceTeBoi (GuiIbTp Bcee mmpokoBemarenbHbie [P-makeTbl, KOTOPBINM MOIB30BATENb MPU
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HEOOXOJUMOCTH MOXKET MOJIUQUIMPOBATH, OTKIIOYUTh WIM YAAIUTh. B OCTanbHBIX Trpynmax
GuIbTpalMy MO YMOJYAaHUIO (PUIBTPBHI HE 3a/aHbl, T.€. (HIBTPALUS OCYILECTBISETCS B paMKax
YCTaHOBJIEHHOTO peKuUMa 0e30macHOCTH. JlepeBo (MIBTPOB IMO3BOJISET IOJIB30BATENIO 337aBaTh
cOOCTBEHHBIE ceTeBble (UIBTPHI B Kaxaol rpynne ¢uibTpauuu.. Kaxaplii cereBoil (uibTp
M3HAYaJbHO cocTOMT M3 IlpaBmia noctyna U MOAYMHEHHOTO eMy (MIBTpa MPOTOKOJIOB C UMEHEM
«Bce mporokone». B IlpaBune poctyna HacTpaumBaroTcsi ajpeca (OTIpAaBUTENsS W IOJydaTelis
MaKeTa) MO0 KOTOPBIM OyAET OCYIIECTBISATHCS OTOOp MakeToB s (uiubTpanuu. [lomxunHeHHBIN
¢uibTp «Bce mpoTOKONIBIY ompenenser ycIoBHs (QUIbTPAMM IAKETOB M JAEHCTBHE (QUIbTpa
(ITporryckatre wnu brnokupoBars makets!). st kaxmoro IlpaBuima gocTyma MOXKHO J0OaBIIATH
JONOJIHUTENbHbIE (DUIBTPEI MPOTOKONOB. DuibTpalys [AaKeTOB MOXKET ObITh HAacTpOEHa B
3aBHCUMOCTH OT BPEMEHHU.

Cnucok ceTeBbIX (PMIBTPOB /I 3aIMIIEHHOH ceTH

OkHO 3anMIIeHHON CeTh MOACICHO Ha TPU IPYIIIBI (GUIbTPALHH.

I'maBHBI GUABTp ¢ UMeHEM |P-makeThl Bcex aapecaToB — ONpeaeiseT oomee mpaBmwio GUiIbTpanuu
JUIS BCEX CETEBBIX Y3JIOB M3 OKHA 3amuineHHas ceTh. lllupokoBematenbHbil GUIBTP ¢ UMEHEM
[[upoxopemarenbabie [P-makeThl BCceX aapecaToB — OMpEIeNsIeT MPABWIO (HIBTPAIMH ISl BCEX
mu(POBAaHHBIX IIMPOKOBEIIATEIbHBIX IakeToB. PaboTa ¢uiIbTPOB IS IMIHMPOKOBEHIATEIHHBIX
MAKeTOB HE 3aBUCUT OT HACTPOEK JAPYyrux (uiabTpoB. MHIUBHUIYaTbHBIC QWIBTPHI - QUIBTPHI IS
KOHKPETHBIX CETEBbIX y3JI0B 3alllUIICHHON CETH.

OWIBTp MPOTOKOJIOB — MOXKET OBITh HACTPOCH IS IIHPOKOBEHIATEILHOTO, TJABHOTO U
UHIUBUAYAIBHOTO (QuIbTpoB. DUIBTP MPOTOKOJIOB BCEr/a MOJYMHEH KaKOMY-THOO (GUIbTpY U3
yka3aHHbIX BbIme. Microsoft SQL ¢unbTp — MokeT OBITH HCIONIB30BaH NpH ycTaHoBke ViPNet
Koopaunarop Ha Microsoft SQL cepBep miis npeaoTBpamieHuss TprUxoa HEXKeIaTeIbHbIX JTaHHbBIX.
OunbTp paboraeT Ha ypoBHe mnpoTtokoia TDS (mporokon mnepemauu naHHbix ans MS SQL).
Microsoft SQL ¢unbTp Bcerma mnoguMHEH KakoMy-THOO WHAMBUAYyAIbHOMY GUIBTPY AJs
IIOJIB30BaTENIs 3alUIICHHON CETH.

OuIbpHI B 3aIIUIICHHON CETH HACTPAUBAIOTCA JUIS KKOTO KIMEHTA MHAWBUYaTbHO.

CraHgapTHO, 7S KITMEHTA MponuchiBatoTes GuibTpsl (Puc. 66.).

«TCP: 5000-5003» mpenHazHaueH A7s 3a7a4 AeTOBOM MOUTHI(TOIBKO BXOISIIHNHN TpaduK).
«http-80» my1s BXOASIIMX MAKETOB U3 HHTEPHETA.
«UDP 2046-iplirdatagram»- 17151 IpOBEPKU CBSI3U C KOOPAUHATOPOM.

Hi ¥iPNet Coordinator [MonuTop] o Im] JE3

Beixoa Cepewc  JefcTemA EBwa  Cnpaeka

- L "

= -

— - =
J z 7 = s | B2

hin = rd

JANMIMEHHAA CETh Texyman koHgurypauqa: DcHOBHAA KOHPHIYpanHa
WiPhet Coordinakor - =l |:| !3 <11.0,1.235% NO24 FHCA2EUHA Moc-HOrD CTROMTENRHOMD Haa30pa HCO ;I
= [ 3aWMUueHHan teTh % [Broanwes] TCP <Bre= <80-http=

[T BaHeW &% [Bxogawes] TCP <Beel <5000-5003 =
51 BH3Hec-3awmTa o% UDP <2046-iplirdatagram > «2046-iplirdatagram=
J

s fenanTarenTtel (Bank NerofienewHmg ]

1101 S BINAS AenanTanenT cTooMTe e TES 1 WEY HCT)

Puc. 66. Hactpoiika unbTpoB 3amuiieHHoN ceTu

Cnucok cereBbIX PUABTPOB 111 OTKPBITON CeTH.

OxHo OTKpBITas CeTh MOJEIEHO Ha YeThIpe Tpymnibl GuiabTpaluuu (o TumnaMm odpabaTbiBaeMbIX
nakeToB): [llupokoBemarensueie [P-nakeTsl — rpynna ¢uibTpanuu nperHa3HauyeHa Juis HacTpOHKU
MpaBwl QUIBTPAIMK IIHPOKOBELIATENbHBIX MakeToB. [IpaBuia GuibTpanuy MmMHUPOKOBEATEbHbBIX
MAaKeTOB 3aJal0Tcs TOJBKO IS BXOAsAulero Tpaduka (T.e. aJpecoOBaHHBIX HA OJUH W3 aJIPECcOB
kommbioTepa ¢ ViPNet Koopauaatop [Monurop]). s ucxoasmero tpaduka ASHCTBYIOT MpaBHiIa
YCTAQHOBJIEHHOTO pexuma. [lo yMomyaHuio STOT QuiabTp OJOKHpYeT Bce BXOJSIINE
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[IMPOKOBEIIATEIbHBIC MAKETHI, 32 WCKIIOYCHUEM MAaKEeTOB IS OTACTBHBIX MPOTOKOJIOB, 3 HMEHHO
paspemensl: [llupokoBemarensubie makeTbl nbname (mopt 137) u nbdatagram (mopt 138)
MpenHa3sHaueHbl JUIsi opraHusanuud paboTtel cimyxObl mmeH NETBIOS — onpenenenus umeH
KOMIThIOTEPOB, BXoasamux B Microsoft Network. [IIupokosemiarenbapie makeTsl bootp (mopthel 67 u
68) mpemHazHauyeHBl NI opraHu3anuu padboTsl cnyxO0sl DHCP — monydenus kommberorepom IP-
ajipeca Ipu ero 3arpyske.

Jlnst BHyTpeHHero unrepdeiica, B punprpe «loctyn u3 nokanpHoit cetn»: Ciyxoa « TCP: 5000-
5003» mpeagHa3zHaueHa IS 3ajad JCJOBOM MOYTHI(TOJNBKO BXxonsmuid Tpaduk). Cioyxba http mms
BXOAIMX MakeToB 3 uHTepHeTa. «ICMP 8-Echo»- nis mpoBepku CBsi3u ¢ KOOPAHUHATOPOM.

Jlnst BHemHeTO MHTEpdetica B puiabTpe «Bce BHemHue [P-aapeca» pasperieH nporycK BXOASIIETO
Tpaduka pgenoBod mouThl(cmy:k6a Mftp), m ucxomsmmii W BXoASmMUK Tpaduk TI00ATHHON
cetu(Cmyx06a Http).

Ha »tom nsrame nactpoiika 1O ViPNet «Koopaunatop» 3akoHYeHa, Temepb HEOOXOIUMO
ycranasiuBath 110 knuerToB(ViPNet «KimeHt»).

YcranoBka [10 ViPNet «KineHT» M NepBUYHAS HHULIMAJIU3ANUA CIIPABOYHO-KJII0Y€eBOM
HHopManuH N0Ib30BaTE/NS

Juns ycranoBku ViPNet «KireHT» Ha pabodyro CTaHIHIO HEOOXOAMMO UMETh:
Y cTaHOBOYHBIN KOMIUIEKT B BUj€ (aiina setup.exe.
KitoueBoii nuctpubyTtuB — ¢aitn ¢ pacmmpennem .DST, B KOTOpOM B CKIIEEHHOM BHJI€ TOMEIICHA
HeoOXoauMMas ajipecHass W KiroueBas uHpopMmauus Juis oOecrneueHus MEepBUYHOrO 3amycka Hu
nocyenyomei padboTel npukiIagHoi mporpammsl ViPNet.
[TaponbHas uHOpManus (maposib) A paboyeil cTaHUMU (MPEAOCTABIACTCS AIMHHHUCTPATOPOM
VY nocroepsromiero u Kimtouesoro Llentpa).
Jlna navana nporecca yctanoBku ViPNet Knuenr:

JIBOMHBIM KIMKOM JIEBOM KIJIABHIIEH «MBIIIKW» 3ammyckaem (aiii setup.exe, HaXOISAIIUICS B
YCTaHOBOYHOM KOMILIEKTe, Ipu 3ToM B coctaBe ViPNet «KnmenTta» Oyner ycTaHOBIEHa Takxke
nporpamMma ViPNet «KoHTposb IpUiioKeHui».

[Tocne 3amycka OpPOrpaMMbl YCTAHOBKM Ha OJKpaHe TMOSBUTCS OKHO «J[0OpO MOKamoBaTh»
(Puc.67).

Fo [lobpo noXxanoBaTbh 3]

Nobpo nomanoBaTb B MAacTep yCTaHOBKN npuwnomenna ViPNet
Client.

-h 3TOT MacTep NoMoMEeT BaM YCTAHOBMTL NpunoxeHue ViPNet Client 3.0 (0.1682) Ha

Bal KoMNLHTEp. Mepes HauanoM yCTaHOBKH PEKOMEHAYETCA JaKpEITL BCe
3ENYLLEHHLIE NPUAOHKEHHS.

¥oeguTeck, uTo y Bac ecte goctyn K cdhaiiny c kntouamu (*.DST) 1 uTo Bel 2HaeTe
Naponks K HeMy. B NPOTWEHOM CNyuae OTMEHKMTE YCTAaHOBKY NPUIIOKEHWS, HaXae

e KHOMNKY "OTmeHa".
A\ ) Bbl MOXETE COZ4aTh KOMIUIEKT KIHUEH C NoMOoLEH nporpamm ViPMNet Manager wnm
% ViPMet Administrator. TakKe MOXHO BOCNONL3I0BATLCA KNHIUEBLIMK dainaru
r.,'l— —~ (*.DST), EXOAALLMMKM B KOMONEKT AeMo-Bepcki ViIPNet CUSTOM DEMO. Ecau MO
ViPNet yxe wcnonb3yeTcA B Baweid koMnaHwy, obpaTHTecs K aaMUHUCT paTopy
\i& Baweli ceTi 3@ Bawmm nnuHelM hainom c KIKuamm 1 Napoiem K Hemy.
. Haxkmure "fanee" AnA yCTAHOBKK NPUNOXKEHWA WK "OTMeHa" AnA Beixoaa.

infotecs’

| Oanese > | [ OTrEHa

Puc. 67. Ycranoska ViPNet KineHnt
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I[Tpu 3anpoce Buna ycranoku (Puc.68) cienyer BoiOparth «JlenoBas mouta» u «Mouutopy. Ilpu
BbIOOpe BuIa BriOopounas MoxkHO OyzaeT BeIOpaTh Jr0Oyr0 M3 ykaszaHHbIX [13. Ilocie ycTtaHOBKH
mporpaMma npemtoxkut nepesarpy3utb OC kommbrotep. Daiin «dst» ams HeoOX0AUMO MOMECTHTDH B
karajor ycranoBku ViPNet «Kmuenra» (C:\Program Files\Infotecs\ViPNet «Knuent») u
neperpy3utb OC xommbtorepa. [Tocne nepesarpy3ku ViPNet «KnueHT» aBTOMaTHYECKH TPEATIOKUT
UCIOJIb30BaTh (ailn «dst» ams pa3BepThIBaHUS 3alIUIIEHHOTO y3J1a CETH U, IIOCIIE BBEJICHUS MMapoJis
IUIE BXOJS B 3alMIIEHHYIO CETh, KOMIBIOTEp OyleT 3allUIIeH CETEeBbIM SKPaHOM U CHCTEMOMU
UG poBaHUSL.

B mporecce nepesarpy3ku OC KoMIblOTEpa OTKPOETCS OKHO IS UACHTH(PHUKAIIMN TOJIB30BATES
¢ mpurjiameHueM BBectd napousb (Puc.68). CymiectByer Tpu crocoba aBTOpU3ALMU MOJIb30BATENsS
ViPNet: mocpeacTBoM BBOAA MapoJjis IMOJB30BATENs ¢ KIABUATYphI, TOCPEACTBOM BBOJA MapOJIs
M0JIb30BATENs ¢ KAaKOro-iu00 BHELIHETO YCTPOMCTBA XpaHEHUs NaHHBIX, yTeM aBTOPU3ALMU IpU
MIOMOIIM TTAPOJIsl U YCTPOICTBA OTHOBPEMEHHO.

HeoOxonuMo BBIMOJIHUTE TPOLEAYPY MEPBUYHON HWHHUIMAIU3ALMN  CIPABOYHO-KIIIOUEBOM
uH(popManuK, KOTOpas HaXoAWTcs B Qaiie mucTpuOyTtuBe. DTy K€ MPOIEeaypy HEOOXOIMMO
BBITIOJTHUTH TPU OOHOBIJICHHUS KIIOYEBOW M CHPAaBOYHOUW HH(MOPMALMK TPU MOMOIUIM KIHOYEBOTO
muctpuOyTuBa (dst-paiina).

. ViPNet MouuTOp ®)
@j Pexir 8B TOpKaaLkM: Tonbko naponb w
Mapone:
al
[ QK } l OTreHa I HacTpoika... w7

Puc.68. OxHO aBTOpH3aLMM MTOJIB30BATENSA

IIpu nepBom 3amycke mporpammbl ViPNet B okHe BBozma mapons (Puc.69) cinemyer HaxaTh
kHonky Hactpoiika u BbeiOpars onumio IlepBuunas ununmanuzanus. IlosButcs oxkHo Macrtepa
MHUIMAIM3alMN CIIPABOYHO-KIIIOUEBON MH(popManuu nosb3oBaTens. Heo6xonumMo HaxkaTbh KHOIKY
«/lanee», OTKpoeTcs OKHO, B KOTOPOM ClEQyeT YyKa3aTb NyTb K (aiinmy aucTpuOyTHuBa,
BOCIIOJIb30BaBUIMCh KHOMKOW O0630p.... [locne BBIMOMHEHMS MOMCKA W yKa3aHMUS IMyTH CIELYyeT
HaxaTb KHOMKy «Jlamee». Otkpoercs OKHO MecCTOHaXO0X/AEHUE CIPaBOYHO-KIHOUYEBOIO
aucTpuOyTuBa. B OTKpbIBIIEMCS OKHE BBOJAA MAapojs CIEAyeT BBECTH Mapoib Ul JOCTyHa K
uH(popmanuu, Xpansiuercs B dst-gaitne.

OTkpoeTcs OKHO BBIOOpa MeCTa XpaHEHHUs aJpeCHbIX CIPAaBOYHMKOB U KIIIOUEBOW MH(OpMaIH,
B KOTOPOM CJIEJIyeT yKa3aTh MyTh K KaTajaory, B KOTOPOM OyAyT XpaHUTHCS aJipeCHbIe CIIPABOYHUKH,
a TaKkXKe MyTh K KaTajory, B KOTOpoM OyIyT XpaHUThCS KJI0oud mojib3oBaresns. [locne 3aBepuieHus
BbIOOpa HaxaTh KHONKY «Jlamee». OTKpoeTcsl cCTpaHUI]a TOTOBHOCTH K  BBINOJHEHHUIO
nnuimanuzanuu (Puc.70), B koTopoit oToOpaskaeTcs coOpanHas HHGOpMAaIHs.
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Macrep MHHMLIMANMTMZALIMKA CNpaBoUYHO-KNMJYeBoi ndd opMmaliMm [x]

Maponb

AnA obecnedyeHuA BezonacHOCTH ANCTPUBYTHE CO CNPABOYHO-KNHUYEBOR
HHpopHMaUKWeid 3alKLLEH NapoaeM.

YHEMHUTe Napo/b K BblGPaHHOMY AHCTPHOYTHEY.

Napons:

E N

’ < Hazan ” Adanee = l ’ OTmeHa ] [ Cnpaeka

Puc.70. OxHo BBOJA MapoJst

B oxHe yka3pIBaroTCsl BBIOpaHHBIE Ha HpeaplayluX dTanax ycraHoBku [10 mapametpsl. Ecnu
uH(popManus BepHA, HEOOXOAUMO HaKaTh KHONKY «Jlamee». OTKpoeTcss OKHO 3aBepIICHUs paboThI
MacTepa MHUIManu3anu. B okHe 3aBepiieHus paboThl MacTepa Mo yMOJIYaHUIO OTMEUEHa TalouKon
oniust «3anmyCTUTh TPHIOKEHUE», KOTOpash MOKa3bIBAC€T, YTO, MPU HAXKATHU KHONKH «[ OTOBO»,
Oyzer 3amymiena mporpamma ViPNet «Knuent. MoHutop».

Macrep MHMLIHANMZaL[MM CrIPaBOYHO-KTIoUeroi nHd opMaummn 3]

NNTOBHOCTb K BbINMOJIHEHUIO
MHHULHNanM3auymm

MacTep WHULMENM3aLuK CNpaBoYHO-KIHYeBoi
MH(POpMAaLKK rOTOB K pacnakoBke gucTpubyTuea.

BbiNK YKa3aHel CNegyolme napaMeTpol:

CnpaBoyHO-KNHKYeBo ARCTpHbyTHE

@ain gucrpubyTrea: "D:\MaTepuanel\ViFNet_g
WOGyueHne\Yu nocobua'\yy NOCOBKWE ViPMetiyy
nocobue 3_0 (1623)%_nocobGne \AN Knnent 3 0
‘\Wnuedt 3 0\abn_0007.dst"

| >

CnpaBoyYHHKH 0 KNHYH

KaTtanor coxpaHeHus cnpaBodHukoe: "D:\Program
Fileg\InfoTeCS\WiPMet [KnuenT]"

KaTanor coxpaHeHWs Kikoueid nons2oBaTenA: "D:
\Program Files\InfoTeCS\WiPNet [KnnenT]\user_

’ < Hazag “ Hdanee > | ’ OTMeHa ] [ Cnpaeka

Puc.71. I'0OTOBHOCTE K BBIIIOJTHEHUIO HHUITAATIU3AIAN
[Tocne ycmemnoW ycraHoBku kitouei mporpamma ViPNet «Kmument. MonuTop» crapryet

aBTOMaTHyecku M oTkpoercsi okHO ViPNet «Knuent. Monutop» (Puc.71), B KOTOpOM MOSIBUTCS
3Ha4oK (Puc 72), B 006mact yBeJOMJICHHH HA MTAaHEX 3a/1a4.
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= ViPNet Client [Monutop] (4 Penmm)

EE&E

=] sauuienian cerd
3 WNzbpaHHoe
D OTKpbITaa ceTb
= [ BnokmpoBaHHble T
@ HacTtpoiika
& Pexumbl
Cratuctuka IP-nat
= [ Hactpoiiku
I JononHUTENbHC

Boixon Cepeuc [eicteus Bwua  Cnpaeka
w5 Pl 4 [ <3 ”
=

2 ViPNet Client M 3awmMueHHasn ceTb

M <IP-nakeTbl BCeX appecaToB>
¥ <llupokoeelwatensHble IP-nakersb! B

@ M20paHHoe

8 A AOMUHUCTpaTop 3 0

M2 AT KnuenT 3 0

8 AN KpunTocepeuc 3 0

8 AN UeHTp peructpauumn 3 0

4 CM Koopawnatop 3 0

0% CM Koopaunatop-0M 3 0

3 Ana dunbTpoB

2 OBbHapyxeHne &
= ) Xypran IP-nakem

I HacTpoitka xyp

= i Kondurypauum

I OCHOBHaA KoF
2 OTKpbLITLIA WHTE

yol v

(S J°( @ (@]

| 1533

Puc.72. Oxno ViPNet «Knuent. Monurtop»

Puc. 73. 3navok Ha manenu 3agad ViPNet «Knuent. Monutop»

Hacrtpoiika nporpammsl ViPNet «Kianenm».

ITepen teMm, kak nmpousBoAuTh HacTpoiiku ViPNet, Ha KoMmmblOTEpe OKHA OBITH MPOM3BEACHA
ceteBas HacTpoitka Windows, koTopasi HeoOxoauma Jisi padoThl JAHHOTO KOMIIBIOTEpA B ceTU 0e3
ucnonb3oBanus [10 ViPNet Knuenr. T.x. ViPNet «Knuent. Monutop» Obl1 cKOH(UTYpUPOBaH
agmuaucTpatopom cetu ViPNet B mporpamme LY C, To ansa o6ecnieuennst koppekTHou padoTsl All B
CeTH HUKaKuX pydHbIx HacTpoek ViPNet «KimeHT. MOHHUTOP» MPOU3BOIUTH HE HY)KHO.

Hacrpoiika IP-agpeca KOMIbIOTEpPOB 3aIUIEHHON CeTH.

B kauectBe cepBepa IP- anpecoB HyxHO BbiOpaTh Koopaunarop ViPNet cetu. [{nst aToro B okue
Hactpoiiku B mone Cepsep IP-ampecoB HeoOxomumo BeiOpaTh KoopaunHatop, KOTOpbI Oymer
ABJISITBCA cepBepoM [P-anpecos, n HaxaTe KHONKY [IpuMeHNTSb.

KoMmbproTeps!l 3alIMIEHHON CETH NMEPUOAMYECKH BBICHUIAIOT B IIMPOKOBEILATEIBHOM PEXHME
uHpopmanuo o cebe IpyruMm ysiaam cetu. B atoit mHdopmaunum ykazanel [P-agpeca camoro
KOMIIbIOTEpa, ero uneHTudukarop, BoianHblii B LIYCe, IP-agpeca poctyna K KOMITBIOTEPY depe3
YCTPOWCTBO CONPSKEHUS U JIP.
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- WiPNet Client [MonumTop] (4 Pe>icum)
Beixon CepBrc AeifcTerma Burao CnpasKa

Tr < | L£F B G B D o [ Re i | B 0 VE W=

::I

iPMNet Client Cepaep IP-aapecos:
SauwruedHHan CeTh
= Mz0paHHOoe
OTKpbITaa CeTh
Brnokmpopaddbie TP-NnakeTb! _
AP HacTtpobika HacTpoiica:
PexirimMbl
Cratncimka IP-nakeToa
HacrpoFkK
= JononHmTensHo [[] EnoknpoeaTe KoMNbOTEp MpH CTapTe NporpanMme
D Onsa dronbsTpoB
I ODOHapy*»saeHre aTak
HEvpHan TP NakKkeToB
I HacTpofika »XKypHasia
= ) Kondumr YRR
o OcHOoOBHas koHdMEMrypawm:
= OTKPBRITEIA FHTEepHaeT

| ) CM KoopauwnaTop 3 O ~ |

[l¥icnonczoears MexceTesol akpat

PE& R0 0

OTHNHIYUTL BCe NPOTOKOMALL, KpoMe TP, ARP, RARP

0
v

- | ——— Trreee W

Pt L & &l = | ]

Puc. 74. Oxno Hactpoiiku

CMeHa peskuMOB 0€301acHOCTH TporpamMmMbl MoHUTOP.

Pexxum 0Oe3omacHOCTH OmpeAessieT THUIIOBOE MpaBwio QuibTpanuu [P-makeToB, KoTopoe B
JambHEMIIEeM MOXXHO MOIUGUIMPOBATH HACTPOMKAMH  CeTeBbIX (UIBTPOB JJIi  MAKETOB
OIpEECNIEHHOT0 TUMA (U1l KOHKPETHBIX aJIpeCOB, MPOTOKOJIOB U MOPTOB) B OKHE 3aIlMILEHHAs WU
Ortkpeitas ceTb. M3MeHeHne pexnma 6€30nacHOCTH paboThl KOMIIBIOTEPA B CETH MOXKHO ITPOU3BECTU
B okHe Pexxumsbl (Puc.74). MoxHo npousBecTH psii HacTpoek B paszene [lpu ctapre nporpaMMel.

- ViPNet Client [Mouutop] (3 Pexmm)
Boixon CepBuc [eictena Bua Cnpaeka

X EREBEPOC OB DOVER

2** ViPNet Client
= O 3almMuleHHasn ceTb
= W3bpaHHoe 1. () BnokupoeaTh oTKpeIThIi IP-Tpaduk

= OTKpbITas ceTb
= W bnokuWposaHHble IP-NaKeTol

BribepuTte pexum BezonacHocTu:

2. O Pa3pelunTs 3apericTpUpoBaHHbIi oTKpbITeIi IP-Tpadimk

[ Hactpoiika 3. (@) ByMepaHr (PaspeLluTh HHULMATHBHLIE OTKPLITIE COBAMHEHNRA)
49 Perximbl
™ Cratuctuka IP-nakeTtos [W]ecTkuii Gymepanr no IP-agpecy  Tuny IP-nakeTa

= [* Hactpoitku
2 JonoNHUTENBHO
= Ons dunbTpoB 4. (O) He GrokupoBaTs oTKpLTLIi IP-Tpadmuk
2 ObHapymeHue aTak

= 47 Xypuan IP-naketos
3 HacTpolika xypHana

= i Kondurypauuu
3 OcHOBHafA KoHdUrypauma
2 OTKpbITEIA MHTepHeT

|:| MaArkuid Bymepanr no IP-agpecy w IP-npoTokony

u

- () otkmoumTe gpaiieep

Mpw cTapTe NporpamMel...

|ﬁ He BnoknpoBaTb oTKpPBITLIA IP-Tpaduk v |

(@[S Jo(# J( @]

Puc. 75. Pexxumel 6e3omacaoctu [10 ViPNet

VYcranasnuBaeM TpeTuid pexumM (Pa3pemnts HHUIIMATUBHBIE OTKPBITHIE COEIMHEHNUS) pa3peliaeT
B3aUMOJICHCTBHE TOJBKO C TEMH KOMIBIOTEpaMH, HH(POPMALHKIO OT KOTOPBIX 3alpoChi cam
NoJIb30BaTeNb, padoTaromuii 3a cereBbIM 3kpaHoM ViPNet. [Tpuuem tpaduk Oyner ¢punbTpoBaThCs
[0 HECKOJIBKMM IIapamMeTpaMm B 3aBUCHMOCTH OT TOro, Kakod BuJ bymepanra ucnosbs3yercs: [Ipu
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ucnonb3oBanuu JKectkoro bymepanra dunbrpanms IP-nmakeroB Oymer mpousBoauThes mo IP-
aZjpecaM Ha3HAu€HWs M OTIPAaBKH, MPOTOKOIY Iepefadd U HOpTy paboTsl coeauHeHus. I[lpu
UCnoibp30BaHuU Msarkoro bymepanra ¢unsrpanus [P-makeroB Oyner npousBoautbes o IP-anpecam
HA3HA4YECHUS U OTIPABKHU U IIPOTOKOIIY IIEPENaYH.

Hacrpoiika napametrposB 0e3onacHocTy B nporpammax Mouutop u JlenoBas Iloura.
Jis perakTHpOBaHUS MapaMeTpoB Oe30macHOCTH W3 HacTpoek mporpammbl ViPNet «KimeHT.
MounuTtop» B maHelIu UHCTPYMEHTOB HeoOxoaumo BeIOpaTh MeHI0 CepBuc, HacTpoiika mapamerpon
oe3onacuoctu (Puc.76).

:>* ViPNet Client [Mouutop] (4 Pexmm)
Boixon BeEREVES Neictena  Bua  Cnpaexa

77 * < |% Hactpoiika napameTpoB 0e30NacHOCTH ...
HacTpoiikn TpaHcnopTa...
[aza v ony 1 2 3BYK...
= ViPNel 3K\(IZI'IO T NCEBAOHUMOB
= 2 3au P A
Gy VIMNOPT NCeBAOHWMMOB. ..
QOTK&’ CMeHa nonb3oBaTtens...

|3

BCeX apgpecaTos™>
aTenbHble [IP-nakeTbl BCex aapecaToB>

= ¥ BnokupoeaHHble IP-nakeTol ¥ <192.168.1.1> AN AgMmuHuctpatop 3 0
i HacTtpolika M <192.168.58.1 192.168.0.1 62.231.10.19> Al Knuent 3 0
{ Pexcumbl ¥ <0.0.0.0> All Kpwuntocepeuc 3 0
Cratuctuka IP-naketoB 4 <0.0.0.0> AN Uentp peructpaumm 3 0
= [ Hactpoiikn M2 <192.168.1.5> CM KoopauHaTtop 3 0
2 JononHWTENbHO 0% <192.168.1.6> CM KoopauHaTtop-OW 3 0
2 Ana duneTpos
I OBHapy¥xeHWe aTak
= 42 XypHan IP-nakeTos
= HacTpokka ®ypHana
= ) Kondurypauum
) OcHoBHasA KoOHdUrypaums
1= OTKpbITEIA MHTEpHET

Z LS Jo( ¥ (& ]

Puc. 76. Mento CepBuc

B mosBuBmemcs okne Hacrtpoiika mapameTtpoB Oe3omacHoctu (Puc.77) ykazanbl ciemayromime
Biuagku: [lonp3oBarens — COACPXKUT MHGPOPMAIUIO O TMOJb30BaTeNle, BOIICAIIEM B IMPOTPAMMY
«Monutop» nnu «/lenosas [Touta», a Takke MPEeIOCTABISAET BOZMOKHOCTh CMEHUTD MOJIB30BATENS.
[Toanuck — mpeanasHaueHa i paboTsl ¢ ceptudukaramu DI Hludpoanue — npeaHazHadeHa
JUISL 3aJlaHusl TIapaMeTpoB MIU(PPOBAHHWS W HACTPOUKKM pabOThl Ha ACHMMETPHYHBIX KITFOUax
mdpoBanus. [lapons — mpenHa3HayeHa Ui 3aJaHus TapaMeTPOB MapoJisd U MOCIEAYIOIed CMEHBI
napoJisi.

Kitoun — mpenHasHaueHsbl 1S 3a/1aHUs TApaMETPOB aBTOPU3AIHH (CTIOCOOOB BX0/la B OCHOBHYIO
nporpammy ViPNet) u nns paboTel ¢ KOHTeWHepaMu KIIOUed MOANMUCH. AJIMUHUCTPATOp —
MpelHa3HaueHa JUis BXOoJa B OCHOBHBIE mporpammbl ViPNet ¢ mpaBamu agMUHHCTpaTopa u
MOCJIEYIOMIETO BBIXOAA, a PEXKHME aAIMHUHUCTPATOpPa CTAHOBSITCS JOCTYITHBI JOTOJHUTEIHHBIC
HacTpoiiku. KpunrompoBaiinep — mnpeqHazHadeHa Il HACTPOWKH pabOThI ¢ KOHTEHHEpaMu U
ceptudukaramMu, He0OXOAUMBIMU JJ1s1 paboThI ¢ kpunronposaiinepom ViPNet CSP.
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Hacrpoika napamerpoB bezonacHOCTH [x)
Knroumn AOMUHWCTpaTop Kpuntonpoeaigep
MNonszo0BaTEND | Noanuce WudposaHue Napons

WHdopmauma o nons3oBaTene:

* MmMA nonszoeatenA: Knuewt 3 0

* ID noNbz0BaTenA: 1AD0EQO0D7

* Mma AMN: AN Knuedt 2 0

* Homep AN: 1A0E0010

* KMmMA ceTh: Tecroeana ceTb N2 1
* Homep ceTu: 6670

KonnekTuebl, B KOTOpbLEX 38PErMCTPUPOEEH NONLI0BATENL:

ID KonnekTuea

00001A0EQOQLOO
00111A0E00100

HMMA KonnexkTuea

Bce KonnekTHesl
TK Knwnent 3 0

CocTaB KonnekTrea:

1ADEQQ07

ID none3oBaTend

WMA nonbzoBaTens
Knnent 3 0

[ CHMEHWTE NONL30BATENA. .. ]

oK ll OTMeHa ]

Puc. 77.0xuH0 Hacrpoiika mapameTpoB 6e30MMacHOCTH

Hacrpoiika puJIbTPOB OTKPHITON CETH.
Kak tonbko 1O ViPNet «Knuent» ycranoBineHo, GpuiabTpoB B «OTKPBITON CETH» Y HEro HET.
[Ipu HEOOXOIUMOCTH MOKHO TPOIHKCHIBATH I Kaxaoro kiueHrta [P-aapeca nmokanbHOW ceTd B

KOTOPYI0 OH BXOJMT. [l KaXJOro KJIMEHTa B 3aBUCHUMOCTH OT €ro IOCTpeOHOCTEH MOXKHO
N00aBIATh pa3IU4HbIE PUIBTPBI OTKPHIOW CETH.

B2 yiPNet Client [MonuTop] (3 Pe mkum)

Beixoa Cepeuc  fledcTena  Bua  Cnpaeka

b (o et W

& & 5

MpHHATO.. .

@ ) 'y

L4

& viPNet Client
= ) 3awmuennas cete
) WsbpaHHoe
L3 OTkpbITasA ceTe
= 51 EnokmpoEaHHele IP-nakeTsl
P Hactpoiika
ﬁ’ Pexsmtel
= ) Cratucrika
@ IP-narkeTel
@ Bef-tMneTpaura
(=1 [} HacTpofiky
) AononHuTEnEHD
) Ana dmneTpos
I5) OBHapyxerme aTaK
= 47 HybHan IP-nakeTos
| HacTpofika xypHana
(3 Apxme wypHanas
= l] Kondmrypau e
|5) DcHoBHan KoHdurypaywa

HawmeHoBaHHe
[11] aT 1P

Aekc... | MopT... | NopT... Pacn...

MpoT...

Thi

! <192,168.1.0-192.168, 1,255 > <Bce IP-agpeca>
+ Bice lWHpoKOBeILATENEHEE [P-NakeTe!
NokaneHbie BRoganqe IP-nakeTbl

+ <192,168,1.0-192,168,1.255 > <Bce IP-aapeca>
+ Bce nokaneHels ExoaAwmne IP-nakeTel
JoKanbHbIE MCHoAAME IP-NaKeTbI

+ «<192.165.1.0-192, 165, 1,255 > <Bce [P-agpeca>

o) [ Ec ANbHE AlHe IP-nakeTsl

Puc.

78. @UIBTPHI OTKPBITON CETH
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4. UcnbiTanne cucremsbl ViPNet Custom.

[lenbto WCHBITAHUS SBISETCS BBISBICHHUS BO3MOXXHOCTH HECAHKIIMOHMPOBAHHOTO JIOCTyHa K
uHpOpMaIMK TiepeaaBaeMoil MexIy y3inamu 3ammmmieHHod cetu ViPNet Custom. DkcmepumeHT
OyZeT MpoBOJIUTCS B JIOKaIbHOU ceTH komnanuu «busnec 3amuTay. J[Ba abonenTckux nmyHkra ¢ [10
ViPNet «KnueHT» u MOAKIIOYEHHBIX K 3amuiieHHoi cetn ViPNet Custom OyayT oOMeHUBAThCS
MIHOBEHHBIMH COOOLIECHUSIMH, a C TpPEThero abOOHEHTCKOTO MyHKTa(3J0YMBIIUICHHUKA) HE
umeromero [1O ViPNet «KnuenTt» Oyaer NpOBOAUTCSA TMOMBITKA TepexBaTra HHPOPMAITUH.
310yMBIIITIEHHUKY OyaeT u3BecTHbI [P-agpeca KOMIBIOTEPOB MEX1y KOTOPHIMU IMPOUCXOIUT OOMEH
nHpopmanuei u Bpemst Hadyaina oOMeHa.
310yMBIIIICHHUK OyAeT MOIKII0UEH B 00mmii cBuTY BMecTe ¢ Kommnbrorepamu ViPNet cetun. Cxema
ucnbiTanus Ha Puc.79.

—_— ViPM et -mager B

ViFHet "Kmesr" ViFHet "Kmesr"
192.168.1.102 192.148.1.105

Puc. 79. Cxema 3kcriepuMeHTa

ITO 3a0ymbINLIEHHUKA.

[Iporpamma-cauddep Wireshark mnporpamma s ananusa maketoB Ethernet m HexoTOphIX

apyrux — ceteid.  DyHKIMOHAIBHOCTh, KOTOpPYI mpefocraBiser. [Iporpamma  mo3BosisieT
TIOJTb30BATENI0 MIPOCMATPUBATh BECH MPOXOJSIINN TI0 CETH TpaduK B PEKHME PEATHHOTO BPEMEHH,
NEPEeBOJIs CETEBYIO KapTy B IIMPOKOBelIaTeIbHbIN pexxuM. Wireshark pasznuyaer cTpykTypy camMbIx
Pa3IMYHBIX CETEBBIX IPOTOKOJIOB, M MOATOMY MO3BOJSET Pa300paTh CETEBOHM IMakKeT, OTOOpakas
3Ha4YeHHEe KaXJI0ro MoJisl MpoTokojia jrboro ypoBHs. Wireshark ymeer paGotate ¢ MHOXeCTBOM
(bopMaToB MCXOMHBIX AAHHBIX, COOTBETCTBEHHO, MOKHO OTKPBIBATh (hailsibl TaHHBIX, 3aXBauCHHBIX
JAPYTUMH [TPOrpaMMaMH, YTO PACHIMPSET BOZMOKHOCTH 3aXBara.
[Iporpamma pacumdpoBku nanubix. Advanced EFS Data Recovery (AEFSDR) - mporpamma amns
pacmudpoBku (aiinos, 3ammdpoBaHHBIX MOJ omeparuoHHbIME cucteMamMu Windows 2000 u
Windows XP, Windows 2003 Server 1 Windows Vista. IIporpamma no3Bosisier pacmn@poBbiBaTh
¢aiinel faxke B TOM cllydae, €CiaM CUCTeMa He TPY3UTCS WIM MOBPEXKICHBI HEKOTOpBIE 3alUCH O
kimovax mudposanus. Jlaxe eciau 6a3a monb3oBateneit cuctemsl 3amuiieHa SYSKEY, AEFSDR .

JelcTBHS 3JI0yMBILIJICHHUKA

C nomomsio nporpammsel cHudep Wireshark Bo Bpemsi oOMeHa COOOIICHUSAMU MEXAY y31aMu
cetu ¢ [10 ViPNet «KineHnT», nepexBaTuTh nepeaBaeMble TaKeThl U IKCIIOPTUPOBATH UX B (aili.

C nomo1ipio MporpamMmbl paciiuGpoBKY TaHHBIX paclIi(poBaTh HHYOPMALMIO COACPKALLYIOCS
B sKcrioptupoBanHoM u3 Wireshark gaitrne.
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XoJ1 ucnbITAaHUS

C AII ¢ TIO ViPNet «Kmuent» ¢ IP-agpecom «192.168.1.102» moceuiaeTcss cooOIIeHHE Yepes
ciyx0y MraoBeHHoro oomena coobmenusmu ViPNet npyromy AIl ¢ TTO ViPNet «Kmuent» ¢ IP-
anpecom «192.168.1.104».

Bo Bpems oOMeHa COOOIIEHUSMU OJHOTO KOMITBIOTEpA C JIPYTHM, 3JIOYMBINIICHHUK HAYMHACT
«IIPOCTYIIUBATh)» JIOKAJIBHYIO CETh CO CBOEro KOMIbioTepa ¢ momolnsto cHudepa Wireshark (Puc
80). Ilporpamma OOHapy>KHBAeT CEAHC CBS3M MEKIY MAalllMHAMH, 3allUChIBACT HH(OPMAIIHIO,
MIPOXO/ISAIIYIO OT OJJHOT0 aDOHEHTA K IPYrOMY, paCliO3HAET ITAKEThI U 3aIMChIBACT UX B (haiil.

"4 The Wireshar| twork Analyzer

Edit  Yiew Go
Bl il & @ @B rfsces.. wi|le 98 F LI[EE Qaa
i options... CerlE e
Ctrl+E
@ ctop Chrl+E
B Restart Chrl+R
M Capture Fileers. ..

Analyze  Statistics  Telephory  Tools  Help

*  Expression... Clear Apply

1ost Popular Network Protocol Analyzer

= Interface List QOpen @ Websit:

Liwe list of the capture interfaces (counts incorning packets) Cpen a previoushy captured File “isit the proji

A

a1t

tesl.pocap  Wircsherk

S Cov ¥eww 20 Cepare  Andyis S  Dep

FHARE DB xHa Beseod i BE AA

MBG: ] hd +D-Wlbﬂ ‘5»:-' o &pody
Wa. . Time Seures Dactieatin Drotoed  Irfe fad
L 9.0000C0 R0R-163.0.7 Broascant ARP Wno has 152.169:0.37 Gratwitous #

2 2264139 192.162.0.1 192 168.0.2 UENS Nuws query NIETAT * 005 005 OO O

41,024659  192.168.0.1 V3 Rerbershis teport

SOUrCe port.i-3L91 DEstination o1

SsuPce-party 1500 Ceetinaatise o)
Rag! strat o0 NF HDGCE 10«00

19071680.2
192, 168.0. 253

CLTESRIYE8 0L
192.,108,0.2

2 1.00008

IR % :
T PRTE 2 SA0 (ST, ACR] SRUY0 ACKS
< >

Puc. 80. Crapt nporpammsl Wireshark

®aiin, B KOTOPBIN OBUIHM 3alMCaHBI TIEPEXBAYCHHBIC MAKETHI HYXKHO paciupoBaTh MpU MOMOIIN
nporpammsl (Bpyrdopc) Advanced EFS Data Recovery (Puc.81, Puc.82).

Advanced RAR Password Recovery
£ WM MmO 0 o 0
Open Save Start ! Stop Benchmark Help About Quit
Encrypted RAR Hile Type of attack
l 2 - Brue-force v

' Range | Length || Dictionary | Auto-save | Opticns || Advanced

Brute-force range opbons
[Z] &1 caps letin 4 - 2) Start rom: | =g
All smal 13tin [a - 2)
[] Al digits (0 - 9) End ak:| |
[1 84 special symbols (16..) Mask: I I )
Space an
All printable User-defined| | ©¢

_ Status window

Puc. 81. Mento nporpammsr Advanced EFS Data Recovery
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®* pdvanced EFS Data Recovery 3.0

Scan

33

Options Help
J2

K%

N

@ G

i @

)

EEX

EFS related files | Encrypted files | File tree

FileN ame/UserName
55321b39cb7bd419160d8cSc1e420c. .
6732423da88583e7e77839670c028e. ..
1e4738c6-306-43f1-8223-bEfc487bce. ..

Bc5c2a47-9ced-48(7-b552-8cf2abead...
250d74ea-922-4255-2952-c1140b834. ..

edfbb16e-05f1-4d06-a6b3-ebc3343d1 ..
691e4858-3d19-471f-343-b6bB5I0F...
e1e0a4bE-1d02-4484d-b775-42690408. ..
20c36eb3-8db3-4ad0-92a3-426732a2. ..

0800e1c8-ee32-4f4f-bebf-aa6d392bcd..
09b578f4-b204-4063-8562-5ad42037b.
system
system

<

Deciypted

dc125e47-e9ae-472f-340c-27d22dc97...

1a4e4e37-5c0f-4816-8b8d-813580b5b. .

c4962602-bab3-4758-8afd-fecdbd7ial. .

Size
1.305
1.305

388
368
388
388
388
388
388
368
388
388

Type
Private Key
Private Key
Master Key
Master Key
Master Key
Master Key
Master Key
Master Key
Master Key
Master Key
Master Key
Master Key
388 Master Key
368 Master Key
7.077.888 System Registry
1.130.495  System Registry

Comments So
Windows XP/2003
Windows XP/2003
Windows XP/2003
Windows XP/2003
Windows XP/2003
Windows XP/2003
Windows XP/2003
Windows XP/2003
‘Windows XP/2003
Windows XP/2003
Windows XP/2003
‘Windows XP/2003
Wwindows XP/2003
Windows XP/2003
SysKey is stored in reg
SysKey is stored in rec

>

Scan for keys

d user ord |
Add passwords
from dictionary

Add SYSKEY

Backup data
| Bestore data

Mot decrypted

Advanced EFS Data Recovery 3.0, Copyright {c) 2003-2005 ElcomSoft Co.Ltd.

Puc. 82. Crapt nporpammsr Advanced EFS Data Recovery

[Tocne crapra Opyrdopcep HaumHaeT pacimdpoBsiBaTh  comepxkumoe ViPNet-maketoB u
3apucaer. [locnme j>kecTkol mepe3arpy3Kd ONEpPAllMOHHONW CHUCTEMBI, 3J0yMBIIUICHHUK ITOBTOPSET
MOMBITKY paciu(pOBKH, TIOCIIE YeT0 MPOIECC [UTUTCS Ha MPOTSHKEHUH TISATH THEH 03 pe3ysbTaToB.

Pe3yabTaThl 3KCIIEpUMEHTA U HX aHAJIU3

B xozne sxcnepuMeHTa ObUIO yCTaHOBIICHO:
370yMBIIUICHHUKY yAanock mnepexBatuTh ViPNet-makersl, ¢ MOMOIIBIO CHEHUATH3HPOBAHHOM
nporpammbl Wireshark u 3anmcats conepxumoe B (aii.

Comepkumoe  ViPNet-makera HEBO3MOXKHO —pacimu(poBaTh C  I[OMOINBIO  IPOTrPaAMMBI
MpEeHa3HAYECHHOMW IS B3JIOMa, B TCUCHHUH IISATH JTHEM.
3MOYMBINIJICHHUKY OBUIM  TPEJOCTaBICHBl JTOCTATOYHO OJIArONPUSITHBIC YCJIOBUSA  JJIst

HECAaHKIIMOHMPOBAHHOTO JOCTyNa K 3amuiieHHor uHpopmanuu ViIPNet cetu, HO maxe B ITHX
YCIIOBUSIX UMESI B CBOEM DPACIOPSHKEHUU Tporpammbl cHuddep u Opyrdopc, 3M0yMBIIITIEHHUKY HE
yAaeTCs MOJYYUTh TOCTYII K 3alUIIIaeMO HH(POPMAIIUH.

3aki0ueHnne

B pesynbTare nponenanHoi paboThl Oblila CIPOEKTUPOBAHA 3alllUIEHHAs CeTh Mepelaul JaHHbIX
MCMOJIb3YIOLIast OTKPBIThIE KaHAJIBI CBSI3U. /{71 mocTpoeHus ceTn ObLIO UCMOJIB30BaHO MPOrPaMMHOE
obecrieuenue: ViPNet «Anmunuctparop 3.0», ViPNet «Koopaurarop 3.0», ViPNet «KoueHt».

Ha paGoueii cranumm aaMunuctparopa, ucmnoibdys [0 ViPNet «Aamunucrpatop 3.0 , B
aZpecHor agMUHHUCTpanuu, LleHTpa yrpaBieHus CEThIO.

bbutn 3aperucTpupoBaHbl CepBEPBI-MapIIPyTU3ATOPhl, KPUNTOCEPBUC, AOOHEHTCKHE IYHKTHI,
LIEHTP perucTpanuu, cepBuc nyOaukanuu. bbuM co3maHbl MeKCepBEpHbIE KaHalbl CBS3U MEXIY
koopauHatopamu. «CM-Koopaunarop 3.0» u «CM-Koopaunarop-OW3.0» u 3agaHsl napameTpsl UX
paboTHI.

Hnsa «CM Koopaunatop-OU 3 0» BrmoueHa ¢ynkuus «CepBep Otkpeitoro MHTEepHEeTa, s
«CM Koopmunarop 3.0» ¢ynknusa «TyrrenupoBanue». Co3laHbl CHPABOYHUKH, B KOTOPBIX
oroOpaxkaercs: nHpopMaIys, HeoOXxoauMas st paboThl MpUKIagHbIX porpamm ViPNet (Monutop,
HenoBas Ilouta u ap.), a Tak ke 0a3bl JaHHBIX, KOTOpbIe OYAyT CIYKUTh JUIsl BOCCTAHOBIJICHUS
uH(pOPMALIUU O CTPYKTYpE CETH.

B VY ocroBepsitomiem KiIr04eBOM LEHTPE co3aHa Kro4eBas HHPPACTPYKTypa 3alllUIIEHHON CeTH,
c(OpMHPOBaHBI TUCTPUOYTUBBI JUIsl MOJIb30BaTENel CO3aHHOM 3amuiieHHon cetu. [Ipu co3manuu
TUCTPUOYTHBA MOJIB30BaTENsl aBTOMaTH4ecku popmupyercs ero ceptudurat I1II1.

Boin pazBepHyT 3anuiieHHbI y3en AnmuHucrtparopa 3.0.
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Ha Koopaunartope cetn

B mnporpamme «KoopauHarop .MoHUTOp» CO3MaHBl  JIBa CETEBBIX HHTepdelica BHEUTHUN
«internet» i robankHOM cet W BHyTpeHHui «Local subnety s noxanenol cetn. Ha oGoux
uHTepdeiicax ycTaHOBIIEH BTOPOM pekUM 0€30IaCHOCTH.

[Tpon3BeeHbI HACTPOMKH CETEBBIX HHTEP(PEHCOB KOMIBIOTEPA, 33/1aHBI PEKUMBI OE30MTACHOCTH U
HACTPOMKHU aHTUCITY(UHTA.

B npaBunax antucmyduHra ans Kaxaoro cereBoro nurepderica 3agansl auanazonsl [P-agpecos,
MakeThl OT KOTOpBIX JOMyCTUMBbI Ha uHTepdeiice. Ilpu sTomM makers, B KoTopwix [P-ampec
OTIPAaBUTEIIA HE TIONAAAeT B JOMYCTHMBIN AMAana3oH aJpecoB, YKa3aHHBIN Ha ceTeBOM MHTepderice,
OyayT OJIOKHPOBATHCSI.

bbulbl HacTpoE€HBI MapaMeTpbl M PEKUMBI COCAUHEHMS Y3JIOB CETH, YCTAHOBIJIEHBI CETEBBIC
(GUIBTPHI B 3AIUIICHHON U OTKPBITOM CETH.

Ha ximentckux padounx crannusx ¢ 10 ViPNet «Knuenty, ycranoiens! nporpammbl: ViPNet
«Kmuenr.JlenoBas mouray», ViPNet «Kinuent.MouuTopy,

B kagectBe cepsepa IP- anpecoB BeiOpan Koopaunarop ViPNet cetn.
YcrtanoBneH Tpetuil pexum OezonmacHocTu (Pa3pemnTs MHUIMATUBHBIE OTKPBITHIE COEIMHEHUS)
paspenraer B3aMMOJCHCTBHE TOJBKO C TEMH KOMITBIOTEPaMHU, HHPOPMALIUIO OT KOTOPBIX 3aIlpPOCHII
caM T0JIb30BaTelb, paboTaromuii 3a ceTeBbIM skpanoM ViPNet.

OcymiecTBiieHa HACTPOIKa PHIBTPOB OTKPHITOM CETH.

[Tocne 3aBepiiieHrs CO3AaHMS 3AIIMIIICHHON CETH OBLJIO MPOU3BEACHO HCIIBITAHHE.

Llenbto ucnplTaHusl SBIAJIOCH BBIBIECHUS BO3MOXHOCTHM HECAaHKLIMOHMPOBAHHOIO JOCTyHa K
uH(pOpMAIIHH, TepeaaBacMoil MKy y3i1aMu 3amuinernoi cetu ViPNet Custom.

DKCHEPUMEHT TPOBOJAWICS B JIOKAIbHOW ceTh KommaHuu «busHec 3ammra». PesynbTaTh
sKcIiepuMenTa npuBeaeHsl B [Ipunoxennn b.

3amuIneHHas ceTh nepenadd JaHHbIX Ha 0asze texHoioruu ViPNet Custom waiizer mmpokoe
MPUMEHEHHE B OpraHu3allksAX, KOTOpble 3a00TATCS O O€30MacHOCTH CBOMX HH(OPMAIIMOHHBIX
pecypcax M MaTepuantbHOW OJarormorydHOCTH, TaK KaK BOCCTAHOBHUTH, YTPAYCHHYIO MH(OPMALHIO,
ObIBaeT ropaszio JOPOXKe, YEM 3alIUTUTh.

KrneHT 1

——  KnWeHT 7

KnneHTt 2

KNWeHT 8

FKineHt 3 [

KAneHT 4 (=17 g p¥ - KoopauHaTop |—  MMHTepHeT

FKaveHT 5 —

L— KnWeHT

KNreHT &

ANrUHHCTDaToR |

Puc. 83. 3ammmensas ceth Ha 6ase rexnoioruu ViPNet Custom
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Clr’ll-u“l_[u“IETPH'-l- CekpeTHbIi OTKpbITBIN
HBIN KITIoY AcumeTtpuy- AcHMeTPUYHBIIt
obmeHa HbIA knioY 1D1 knioy D2
ID1-1D2
SP
Kniou DH
CnyuaiHbii
Kntod
wucpoBaHus
PesynbTnpylowmii
KnoYv obmeHa SpP
ID1-1D2 Kioya
OTKpbITBI TEKCT
) . SP IM
WncppoeaHHbIN TEKCT SP IM | 3awucpopaHHblil CK ‘oua
Kniova
Puc. 84. IlluppoBanue Ha NpUKIaTHOM YPOBHE
PesynbTupytoLmii
knoy obmeHa
MponsBoaHbINA
Knoy
SP
OTKpbITLIA NakeT
SP 3awndpoBaHHbIii NakeT M

Puc.85. llludpoBanne Ha ceTeBOM ypOBHE




Hopsaok ucnbiTannii 3amuienHoi cetu ViPNet Custom

OOBEKT UCTIBITAaHUH: 3alTUIIIEHHas ceTh nepeaaun qaHHbix ViPNet Custom.
Lenp MCHBITAHUIA: BBISBICHHUS BO3MOXKHOCTH HECAHKIIMOHHPOBAHHOTO JOCTyNa K HH(OpPMAIIHH,
nepeaaBaeMoi Mexk 1y y3inaMu 3amuiiennoi cetu ViPNet Custom.
Bpewms nierHOCTH MHGOPMAITUU OJIUH JICHb.
[IporpaMMHBbIe cpeacTBa Uil UCCIEeIOBAHUS.
1. IBe paboune crannuu ¢ 10 ViPNet «KimenT».
2. Pabouas cranmus (3M0yMBINIUIEHHUK) ¢ niporpammii-cauddep Wireshark u 6pyrdopc Advanced
EFS Data Recovery.
Pe3yabTarhl MCIBITAHWH.
1. C paboueii craniuu nojximodeHHou B ceth ¢ ViPNet Custom mpousBeneH nepexsaTt HHGOPMAIHH
nepeaaromeiics Mmexay asyms kiarnentamu ViPNet cetn npu oMoy nporpammbel Wireshark.
2. [lepexBaueHHbIE MTAKETHI PACMIO3HAHBI U 3aIIMCaHbI B (haill mporpammoit Wireshark.
3. IlpousBeneHa TmoOMbITKA  pacmiugpoBaTh  3amucaHHbId  (ailm ¢ HepexBaueHHBIMHU
nH(OPMAIMOHHBIME TTaKkeTaMu Tipu oMoy nporpammel Advanced EFS Data Recovery.
4. Tlporpamma Advanced EFS Data Recovery ne cmorna pacmmdpoBath (aill B T€UEHUH IISATH
CYTOK.
5. [lepexBayennast uHGoOpMaIHs MOTEPsIIa CBOIO LIEGHHOCTh Hepacu(GpPOBaHHOM.
BriBoabI
B pe3ynbrarte npoBeeHUs UCTIBITAHUNA CUCTEMBI.
3M0yMBIIUICHHUKY yaanoch mepexBatuth ViPNet-makersl, ¢ MOMOIIbIO CIEIHAIN3UPOBAHHON
nporpamMmbl Wireshark u 3anucare conep:xumoe B Qaii.

Conepxxumoe  ViPNet-makera HEBO3MOXXHO pacmimppoBath € HOMOIIBIO  HPOrPaMMBI
MpeIHa3HauYeHHOMU I B3JIOMa, B TEYCHHUH TSTU CYTOK.

3MOYMBIIIJICHHUKY ~ OBUTM  TIPEJOCTABICHBI  JOCTATOYHO  OJArOMPHUSATHBIC  YCIOBHUS  JUIS
HECaHKI[HOHMPOBAHHOTO JOCTyMa K 3amuineHHoi uHpopmarmu ViPNet cetn, HO mgaxke B 3THX
YCIIOBUSX UMESI B CBOEM PACIOPSHKEHUU Tporpammbl cHuDdep u OpyTdopc, 3M0yMBIIUICHHUKY HE
yJaeTcsi MOMYyYUTh TOCTYII K 3alUIIaeMOil HHPOPMAIIHH.

BamuiieHHas ceTh nepeaaun nanasix ViPNet Custom sigiisieTest KpUnTOCTONRKOIA.

5. PekomengoBanHas JMTeparypa.

1. Yedpanosa A. O. UrnaroB B. B. Ypusckuit A. B. I ap. BupryanbHble 3alluIIeHHbBIE CETH
VIPNet. Kypc nekumii: Yue6HOe mnocobue.-3 w3xa., mepepaboranHoe. - M.. U3n-Bo
«ITpomereii», 2008. — 172 c.

2. Yedpanosa A. O. I'opbauyk A. I1. Crapoay6oB A. I'. TexHOIOTHS TOCTPOCHUS BUPTYaIbHBIX
samumieHHbx ceteit VIPNet Bepcun 3.0: Ipaktukym: YueOHO-METOIUYECKOE MOCOOHUE. —
M.: U3n-Bo «11-popmary, 2008. -260 c.

3. Omuoep B. I'., Onudep H. A. KomnsrorepHsie cetu. [IpuHINIBI, TEXHOIOTHH, TPOTOKOJIBL:
YueOuuk st By3oB. — CII6.: M3a-Bo «ITutepy, 2001.-672c.

4. "BanoB M. A. Kpunrorpadpuyeckne MeTOAbl 3alIUThl HH(OPMAIMU B KOMIIBIOTEPHBIX
cuctemax " cetsx. — M.: U3a-so «KYIUI-OBPA3», 2001. - 368 c.

5. 3ameunukoB C. B. , Munocnasckas H. I. |, Tonctoit A. 1. . OCHOBBI TOCTPOCHHUS
BUPTYalbHBIX YacTHbIX ceTei. Kypc nexuuii: J{ns Boiciux y4eOHBIX 3aBeaeHuil. — M.: U3n-
Bo «['opsuas JIunus — Tenexomy, 2003. — 248 c.
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JlaGopaTtopnass pabGora 2. HccienoBaHume XapakTepucTHK cucrembl |P-
BUAeOHA0MI0AeHus1 Ha ocHOBe ctanaapra |[EEE 802.11 u trexnonorum VPN

1. ean padoThbl
- UccnenoBanue nHGOPMAITMOHHON 06€30MacCHOCTH OECIIPOBOTHBIX CETEH.
- HM3yyeHue OCHOBHBIX CTaHAAPTOB M MPHUHIMIIOB MOCTPOCHUS, PAOOTHI M 3allUTHI
OECIPOBOTHBIX CETEH.

- UccnenoBanne monenu Cucremsl [P-BueoHAOMIONEHAS HA OCHOBE TexHoyiornu Wi-Fi
VPN.

2. Kparkue TeopeTnyecKue cBeaeHUst

Beenenune

[lenpto maHHOM paboOThHI sIBiSETCS O3HAKOMIIEHHE ¢ WH(popManuedl 1mo HH(OPMALMOHHON
0e30macHOCTH OCCIpPOBOMHBIX CETe W CO3/laHue MakeTa cucteMbl |P-BuneoHaOmroneHus
nocpeacTBoM TexHoaorun Wi-Fi.

becnipoBogHbIE TEXHOJOTMM — TOAKIACC HMHGMDOPMAIIMOHHBIX TEXHOJOTUM, CIYyXaT IS
nepenayr MHQGOpPMAIMKM Ha PACCTOSTHUE MEXIYy IBYMs M Oojiee TOYKaMu, HE TpeOys CBSA3M HX
npoBogamu. s mepenaun WHGOPMAIMA MOXET HCIIONB30BaThCsl HMH(pakpacHoe W3IydeHHe,
PaJMOBOJIHEI, ONTUYECKOE WM JIA3EPHOE U3ITyUYECHHE.

Celfyac CyIIeCTBYET MHOXECTBO OCCIIPOBOJHBIX TEXHOJIOTHH, HAMOOJIee YacTO HM3BECTHBIX
I10JIB30BATE/ISIM 10 X MapKETHHIOBBIM Ha3BaHusM, TakuM kak Wi-Fi, WIMAX, Bluetooth. Kaxmas
TEXHOJIOTUSI 00Ja/laeT ONpeAeIEHHBIMUA XapaKTePUCTHKAMH, KOTOPBIE OINpenesstoT e€ o0iacTh
MIPUMEHEHUS.

B mHactosimee Bpemsi IIMPOKOE pacCIpOCTPAHEHHUE CTAM TOJydaTh CHUCTEMBl HAPYKHOTO
BUJICOHAOIOICHNS, YCTAaHABIMBAEMbIE Ha 3JaHUSIX U IPYIUX 00BEKTax Ha yIUIaX HALIUX FOPOJIOB.
B 3aBucumoctu oT npenHazHaueHus cucteMbl BuaeoHabmoaeHus (CBH) moryt umers paznuyhbie
MacmrTadpl. DTO MOXET OBITh cHucTeMa, OOCTYXHUBAIOIIas OJHO 3[aHWEe, KOMIUIEKC 3JaHHMH,
OXpaHsEMbIX YaCTHON OXpaHHOW opraHu3amueil. B aToM ciiydae cucrema pa3BopaynuBaeTcs cpasy B
MOJIHOM o0beMe M B OyIylleM MOJBEpraeTcsi He CIMIIKOM CHIbHOW TpaHchopmanuu. Jlnbo 3to
MokeT ObITh CBH, oxBaTbiBatomiasi rpynmny WIbIX 3/aHUM, KBapTaj, YJIHIly, a UHOTJA M LIEJbIH
HACEJIGHHBIM MYHKT U mepenayn MHGOpMalliu Ha MYJIbT JAEXKYPHBIX OTIela BHYTPEHHHUX e,
yIpaBJIeHUs BHEBEIOMCTBEHHOM OXpPaHbl WM JIPYTUX CTPYKTYp, O0OECIEUMBAIONMINX O€30MacHOCTh
HaceneHus. B artom cimyuae crpykrypa CBH pomknHa ObITh HM3HauanbHO pa3zpaboTaHa TaKuM
oOpazoM, 4YTOOBI B OyIylIeM JOMyCKaTh MPOCTOE MACIITAOMPOBAHUE TIyTEM IOJIKIIOUCHUS
JIOTIONTHUTEBHBIX YCTPOWUCTB BUICOHAONIONCHUS 0O€3 BHECEHWH KapAMHAIBHBIX HW3MEHEHUH B
CTPYKTYPY CUCTEMBL.

B mocnennee Bpemst Bce OONBIIYIO MOMYISPHOCTh MPHUOOPETAIOT CHCTEMBI BUICOHAOTIOICHUS
Ha 0a3e ceTeBbIX WM UHaue [P-Bumeokamep, Tak Kak OHU MMEIOT Psii HECOMHEHHBIX MTPEUMYIIECTB
[0 CPaBHEHUIO C aHAJOrOBBIMU cuUcTeMaMH. OTMETUM HEKOTOphlE M3 HHUX: BO3MOXHOCTb
MIOCTPOEHHUSI paCIPEIETICHHBIX CUCTEM C UCIIOJb30BaHUEM MyOIMUHBIX ceTell (Hanpumep, MHTepHeT)
JUISL Tiepedadyud BUJEO0, BOBMOXKHOCTh MPEJOCTABICHUS JOCTYIa K MPOCMOTPY BUACO WIM K apXHUBY
OOJBIIIOMY YHCITY TIOJI30BATENCH, YAAICHHBIN JOCTYI K CUCTEME U JPYTHE.

CymiecTByeT MHEHHE, YTO caMoOd ciaboil Toukou cuctem I[P-BumeoHaOmIOneHUS SBISIETCS
WCIIOJIb30BaHUE CTAHJAPTHOTO CETEBOr0 O0OPYIOBaHHWS, YTO TO3BOJISET TOBOPUTH 00 WX OOIIEH
HEHAaJIeKHOCTH M HE3AIIUILEHHOCTHU Mepe 3710YMBIIIJIEHHUKaMHU.

[Ipu mpaBmiIbHOM BBIOOpE CETEBOTO OOOPYAOBAHUS M €ro HACTPOWKE Mpolecc oOecredeHus
O0esomacHoctu cetu ans [P-BujeoHaOmoneHUs TNPUHIUIHAIGHO HUYEM HE OTIWYaeTcs OT
KOPIOPAaTUBHOM KOMITHIOTEPHOM CETH, U, 00JIee TOTO, 3TH CETH MOTYT COCYIIIECTBOBATh B MpeIeax
OJTHOM KOpHopaTHBHOW KoMmmbloTepHOH cetn. Cucremsl [P-BuaeoHaOmiofeHUs HE TOJNBKO HE
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YCTYNAOT aHAJIOTOBBIM CHCTCMaM I10 ITOKa3aTCJIsIM 6630HaCHOCTI/I, HO U, IIPpU YCJIOBHUU T'PaAMOTHOI'O
INIPUMEHCHUA MCXAaHU3MOB 3alllUThl, 3HAYUTCIIBHO boiee 3allUIICHBI OT BOSI[CI‘/'ICTBI/II‘/'I KakK
HCOIBITHBIX XaKCPOB, TaK U JOCTATOYHO KBaJII/I(bI/H_[I/IpOBaHHBIX 3JIOYMBIIIJICHHUKOB.

1 TeopeTruyeckasi 4acTh
1.1 IEEE 802.11

IEEE 802.11 - nabGop cTanaapToB CBS3HW, I KOMMYHHKAllUd B OECIPOBOJHON JOKAIbHOU
CETEBOM 30HE YaCTOTHBIX auana3oHoB 2,4; 3,6 u 511w,

[Tonp3oBarensim Oosiee m3BecTeH Mo Ha3BaHuio WIi-Fi, dakTudyecku SBISIOMMIACT OpeHIIOM,
Npe/UVIOKEHHBIM U mpojBuraemMbiM  opranm3amueir  Wi-Fi  Alliance. Ilomyunn mmpoxoe
pacrpocTpaHeHue Onarojaps pa3BUTHIO B MOOUIIBHBIX 3JIEKTPOHHO-BBIYMCIUTEIbHBIX YCTPOUCTBAX:
KIIK 1 HOyTOYKOB.

N3navanpno cranpapt IEEE 802.11 npenmonaran BO3MOMXKHOCTH TMEpeAadyd JTaHHBIX 110
pajMoKaHamy Ha ckopocTH He Oosnee 1 MOUT/C W ONMIMOHANBHO Ha cKopocTH 2 Mout/c. OnuH u3
MEePBbIX BBICOKOCKOPOCTHBIX CTaHAApTOB OecnpoBoaHbix cereid - IEEE 802.11a - ompenenser
CKOPOCTb Iepeaauu yxe a0 5S4 Mout/c. Pabounii quama3on crangapra SI'Tm.

Bomnpeku cBoemy Ha3BaHuio, npuHAThi B 1999 roay crannmapt IEEE 802.11b ne sBisercs
nponokenreM crangapra 802.11a, MOCKOIbKY B HHX HMCHOJB3YIOTCS Pa3IMYHbIE TEXHOJOTUU:
DSSS (tounee, ero ynyumennas Bepcus HR-DSSS) B 802.11b npotuB OFDM B 802.11a. Ctannapt
IpelycMaTpuBaeT MCIOJIb30BaHUE HeNuleH3upyeMoro nauamnazoHa uactor 2,4 ['Tu.Ckopocts
nepeaauu 10 11MouTt/c

[Iponyxrsl ctanpapra IEEE 802.11b, nocraBisiemble pa3HbIMU U3TOTOBUTEISIMHU, TECTUPYIOTCS
Ha COBMECTUMOCTh M cepruduiupyrorcst opranmuzanueit Wireless Ethernet Compatibility Alliance
(WECA), xoropas B Hacrosimiee Bpemsi Oosblie u3BecTHa moj HaszsanueM Wi-Fi Alliance.
CoBmecTuMble OeCHPOBOJHbBIE MPOJYKTHI, MPOLIEANINE UCHbITAaHUA N0 Hporpamme «AubsHca Wi-
Fi», MoryT ObITh MapkupoBaHbl 3HaKoM Wi-Fi.

B nactosimiee Bpemst IEEE 802.11b - camblif pacpocTpaHEHHBIN cTaHIapT, Ha 6a3e KOTOPOTO
MIOCTPOEHO OOJIBIIMHCTBO OECIPOBOIHBIX JOKAJIBHBIX CETEH.

IIpoext cranmapra IEEE 802.11g Obut ytBepkaéH B okTabpe 2002 r. DTOT craHaapt
IpelycMaTpuBaeT KUCI0JIb30BaHKe Auana3oHa yactot 2,4 I'T1, oOecneunBasi ckopocTh nepenayun 54
Mout/c u mpeBocxoas, TakuM oOpa3oM, HbiHe AeiicTByromuii cranaapt IEEE 802.11b, xotopsrii
oOecnieunBaer ckopocTth mnepenaun 11 MoOut/c. Kpome TOro, oH rapantupyer oOpaTHYIO
cOoBMeCTMMOCTh co cTaHgaptoM 802.11b. OOpatnas coBmectuMocTh cranfapta IEEE 802.11g
MOXKET OBITh pealn3oBaHa B pexuMe Mmoayisauumu DSSS, m Torma ckopocTh mnepenayu Oynaer
OrpaHUYEHA OJMHHAJIATBI0O MeraburamMu B CeKyHAy Jubo B pexxume monymsiuuun OFDM, mpu
KOTOPOM CKOpOCTh coctaBisieT 54 Mo6ut/c. Takum oOpa3om, JaHHBIA CTaHIAPT ABISETCS Haubosee
IIPUEMIIEMBIM IIPU IOCTPOSHNUHU OECIIPOBOTHBIX CETEH.

1.2 IToaxoas! Kk KIaccu(puKAUN OeCIPOBOIHBIX TEXHOJIOT UM

CyIecTBYIOT pa3iryHbIe TIOJIXObI K KiIacCH(pHUKANU OECTIPOBOTHBIX TEXHOJIOTHIA.

1. o manbHOCTH AEHCTBUSI MOXKHO BBIICIUTD:

e becnpoBoanbie nepcoHanbHbie ceTd (WPAN - Wireless Personal Area Networks). IIpumepst
texuosoruii - Bluetooth.

e becrpoBonnbie nokanbHbie cetH (WLAN - Wireless Local Area Networks). IIpumepst
texnosoruit -Wi-Fi.

e becrpoBoansie cetn Macmtaba ropoga (WMAN - Wireless Metropolitan Area Networks).
[Mpumeps Texuonoruii - WiMAX.

I. Tlo Tomonoruwu:
e "Touka-Touka".
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e "Touka-mHOrOTOUYKa".

Il.  Ilo oGmacTu mpuMeHEHHsI MOKHO BBIJICIIUTH!

L4 KOpHOpaTI/IBHBIG (BG,Z[OMCTBCHHI)IG) 6CCHp0BOI[HBIe CETH - CO3JaBacMbI€C KOMIIAaHUSIMH OAJIA
COOCTBEHHBIX HYXI.
L4 OHGpaTOpCKI/Ie 6CCHp0BOIIHLIC CCTU - CO3aaBacMbIC OIliCpaTopaMu CBA3U IJIs1 BO3MC3JHOI'O

OKa3aHus yCIyT.

Kpatkum, HO EMKUM criocoO0OM KiacCU(PHUKAIIUN MOXKET CITY>KUTh OJTHOBPEMEHHOE 0TOOpaKeHHE
IBYX HanOojiee CYIIECTBEHHBIX XapaKTEPUCTHK OECIPOBOIHBIX TEXHOJOTHH Ha JBYX OCAX:
MaKCHMaJbHasi CKOPOCTh Iepeiadyl UHPOpMAaIMKU U MaKCUMaIbHOE PACCTOSTHUE.

1.2.1 Otau4usi NPOBOIHBIX H 0€CMPOBOAHBIX TEXHOJIOTHI Mepeaayu JaHHbIX

Tabmuua 1.2.1 OTnuynst TpOBOIHBIX M OECTIPOBOIHBIX TEXHOJIOTUN Mepeiadn JaHHbBIX

XapakTepucTHKa [IpoBoHBIE becnipoBogHbIE

. | KaGenp HE Tpedyercs
Cpena nepenauu Kabers . (MBI, nepeipada  mpu pno?\/aomp;

ONITUYECKHUI)
AIEKTPOMArHUTHBIX BOJIH

[TpomryckHasi crtocoOHOCTH Bricokas OrpannyeHHas
Pacctosnus mexay Toukamu | bonbiine Kak npaBumno, orpannueHsl
MoOuILHOCTh A00HEHTOB He oGecnieunBaercs Mosxet ObITh OOecTieueHa
XapakTepucTuKa IIpoBogHbIE becnpoBognbie

1.2.2 Cnucok crangapros cepuu 802.11
3ameuanue: 802.11F u 802.11T sBnsitoTcss peKOMEHIAIMsIMH, a HE CTaHAAapTaMH, MOITOMY
UCTIOJIB3YIOTCS 3arJIaBHbIC OYKBBL.

Ta6muna 1.2.2 xapakrepuctuku crangaptoB Wi-Fi

Crangapt [Ipumeyanue CkopocTb YacToTbl I'ox npunsTHS
IEEE 802.11 W3navanpHBIN 1 Mout/cu?2 | 2,4TTonu UK | 1997
Mowur/c
IEEE 802.11a 54 Mout/c, 51T 1999, BEIXOZI
IPOAYKTOB B
2001
IEEE 802.11b | Vayumenus k 802.11 55 m 11 1999
Mo6ut/c
IEEE 802.11c | [Iponemyps orepanui c 2001
MOCTaMH{; BKIIOYEH B CTaHAApT
IEEE 802.1D
IEEE 802.11d | MHTepHAIMOHATIBHBIE 2001
POYMUHTOBBIC PACIIUPCHUS
IEEE 802.11e | Yayumenus: QOS, BKIIOYEHUE 2005
packet bursting
IEEE 802.11F | Inter-Access Point Protocol 2003
IEEE 802.11g | oOpaTHasi COBMECTUMOCTH C b 54 Mowut/c 24T1Th 2003
IEEE 802.11h | PactpenencHHbIii 1O CHEKTPY 5 GHz 2004
802.11a g1 COBMECTUMOCTH B
EBpomne
IEEE 802.11i | YnyumeHHast 6e3011aCHOCTh 2004
IEEE 802.11j | Pacumpenus s Snonun 2004
IEEE 802.11K | YnyumieHuss u3MepeHus pajauo
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pecypcoB
IEEE 802.111 | 3ape3epBupoBan
IEEE 802.11m | [lonnep>kanue sTajioHa; 00pe3Ku
IEEE 802.11n | OGpatHas  coBmectumocth ¢ | 600 Mout/c | 2,4-2,5 unmu 5 | 2009
802.11a/b/g I'Tu
IEEE 802.110 | 3ape3epBupoBaH
IEEE 802.11p | WAVE - Wireless Access for the
Vehicular Environment
(bectipoBomnort  loctym st
Tpancnopthoit  Cpenbl, Takoil
KaKk MalllUHbl CKOpPOH MOMOIIU
WJIH TTACCAXUPCKHUIA TPAHCIIOPT)
IEEE 802.11q | 3ape3epBupoBaH
IEEE 802.11r | BeicTpblii poyMHHT
IEEE 802.11s | ESS Mesh Networking
IEEE 802.11T | Wireless Performance Prediction
(WPP, [Ipenckazanue
[Ipou3BoAUTENBHOCTH
becnipoBoaHOrO
O6opynoBaHusi) - METOJIbI TECTOB
Y U3MEPEHUN
IEEE 802.11u | B3aumonetictBue ¢ He-802
ceTssiMi  (HampuMmep, COTOBBIE
CETH)
IEEE 802.11v | YmpaBnenne  OecripOBOIHBIMU
CEeTSIMH
IEEE 802.11x | 3ape3epBupoBaH U He OyJer
WCIIOJIb30BAThCA.
IEEE 802.11y | nomoaHUTENBHBIN cranaapt | 3,65-3,70 54 Mout/c
cBs3u Ha paccrostHust 10 5000 m | I'Tn.
Ha OTKPBITOM IIPOCTPAHCTBE.
IEEE 802.11w | Protected Management Frames
(3amuienssle  YpaBJsFOLIHe
dpeiimbr)

Paccmotpum ocHoBHBIe paboune cranaaptsl Wi-Fi oTHocuTensHO paboueii CKOPOCTH mepeaadn
JAHHBIX U UCIOJIb3YEMBIX pabOUYuX YacToT.

Tabmuma 1.2.3 XapakTepUCTUKU pa3IMnYHbIX cTaHaapToB Wi-Fi

CxopocTh pabotei/pabouee | Paboune
Crangapt [Tpumeuanue
paccTosiHue qacToThl, ['T11
B 3akpeiThix momemeHusx: 30 m
(11/5 Moéwut/c), 91 ™ (1/0,5
Mowurt/c).
802.11b B  otkpeiThIX momenienusx B | 2,4 (2,4-2,4835) IMostBruics B 1999 r.

npejaenax npsMor Buaumoctu: 120
M (11/5 Mowur/c), 460 m (1/0,5
Mo6ut/c)
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B 3akpbiThix nomemieHusx: 30 M
(54725 Mouto), 91 . (1/0.5 Mossunes s 2003 .
Mour/c) VMIMEeHHO 3TOT CTaHAapT
802.119g B  orkpeiThIX momernenusx B | 2,4(2,4-2,4835) ggﬁgﬁfpﬁgig?
npejaenax npsMou Buaumoctu: 120
M (5425 Moutlc), 460 m (1/0.5 COBPEMEHHbIX IP-
Mour/c) BUJICOKaMEP
[TosBuncs B 1999 r. B
Poccuu. O6GopynoBanue,
B 3akpbIThiX mnomemeHusx: 12m paboraroree B 3TOM
(54/25 Mowut/c), 91 m (6/3 Mowut/c). YaCTOTHOM JIMara3oHe,
202.11a B  orkpeiteix  momemienusx B | 5(5,15-5,350  u | ucmons30BaTh HE
' npezenax npsmoit Bugumoctu: 30 m | 5,725-5,825) pa3peiieHo, MOCKOIbKY
(54/25 Mowurt/c), 305 ™M (6/3 €ro NPHUMEHSIOT  JJIA
Mobwut/c) CBOMX nenen
rOCyJJapCTBCHHBIC
CILYKOBbI
802.11n 200+/100 Mowut/c 24um 5 I'T 2009 r.

1.2.3 Cranaaptsl cereii 802.11b/g/n
1.2.3.1 Opurunanbubrii 802.11 MAC
Ucxonusrii cranaapt 802.11 onpenensier 1Ba MeTo1a nepeaadu Ha GU3MUECKOM YPOBHE.

. TexHos0rHs pacuIMpeHust CIIEKTpa MyTeM cKauyKkoo0pa3Hoi nmepectpoiiku yactoThl (FHSS)
B quanas3one 2,4 I'Tr.
. TexHonorus MUPOKONOJOCHOW MOIYJSILIMM C PAaCUIMPEHHEM CIEKTpa METOJOM IpsSMOU

nocnenosarenbHocTr (DSSS) B quanazone 2,4 I'Tm.
O06e 3Tu TexHoNOruu padotaroT B Auanazone 2,4 I'T'u, B KOTOpoM BbIJeNIeHa MOJI0CA IUPUHOM
82 MTI'1 1y1s1 MPOMBIIIIICHHOTO, HAYYHOTO ¥ MEIMIIMHCKOT0 ipuMeHeHus (1SM).

BecnipoBoaHbIe JIOKaJBbHBIC CETH CO CKAYK000pa3Hoi nepecrpoiikoi yactorsl (FHSS)

BecnipoBonbie nokanpHBIe cetn FHSS monnepkuator ckopoctu nepenaun 1 u 2 Mowut/c. Kak
ClleyeT U3 Ha3BaHus, ycTpoiicTBa FHSS ocymecTBistoT ckaukooOpasHyto nepecTpoiiky 4acToThI 110
HEKOTOPOH TpeIonpeieNicHHON cxeme. YcrpoiictBa FHSS nenst npenHasHadeHHYIO I UX PabOTHI
nosiocy 4vactot ot 2,402 no 2,480 I'T'y Ha 79 HenepekphiBaromuxcs kaHanos. llupuHa kaxxaoro us
79 xanmanoB cocraBisier 1 MIm, mostromy OecripoBoaHble JOKambHBIE cetn FHSS wmcnombsyror
OTHOCHUTEJIBHO BBICOKYIO CKOpPOCTH I€pelayd CUMBOJIOB, | MI'Ll, ¥ HAMHOrO MEHBIIYIO CKOPOCTH
IIEPECTPOMKH C KaHaja Ha KaHall.

ITocnenoBarenbHOCTh NMEPECTPOMKM YACTOTHI TOJDKHA UMETH CIELYIOIIME MapaMeTphl: 4acToTa
NIEPECKOKOB HE MeHee 2,5 pa3 B CEeKyHAy Kak MUHUMYM Mexay 6-to (6 MI'n) xanamamu. YToOsbl
MUHUMHU3HUPOBATh YHUCIO KOJUIM3UN MEXAY NEPEKPHIBAIOIIMMUCS 30HAMU IOKPBITHS, BO3MOYKHBIE
MOCJIEI0BATEIBHOCTU TEPECKOKOB JOJKHBI OBITh pa3OUTHl Ha TpU Habopa MOCIEeI0BaTEIbHOCTEH,
JUIMHA KOTOPBIX 26

ITo cytn, cxeMa ckauko0Opa3HOM MEPECTPONKH YaCTOThI 0OECTICUMBAET HETOPOILITUBEIN TIEPEX 0T
C OJTHOT'O BO3MO’KHOT'O KaHajla Ha JPYroi TakuM o0pa3oM, 4TO MOCJE KaKIOro CKayka MOKPBIBAETCS
rojioca 4YacToT, paBHas kKak MuUHMMyM 6 MI'n, Omaronmapss yemMy B MHOTOCOTOBBIX CETSX
MUHUMHU3HUPYETCS BO3MOKHOCTh BO3HUKHOBEHMSI KOJUIU3HUM

BecnipoBoaHble JIOKAJIbHbIE CeTH, UCIOJIb3YIONIHE IMPOKONOJOCHYI0 Moayasinuio DSSS ¢
pacIIMpeHHeM CIeKTPa MeTOA0M NPSIMOM IOCJIe0BATEIbHOCTH

B cneunduxanuu crangapra 802.11 oroBopeHO HCMONB30BaHME M JIPYroro (QpU3NYECKOro
YPOBHSI — Ha OCHOBE TEXHOJIOTMH IIMPOKOIOJIOCHON MOJYJISALIUU C PACIIUPEHNEM CIIEKTPA METOAOM
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npsmoii mocnenoBarenbHocTH (DSSS). Kak 6puto ykazano B crammapre 802.11 paspabotku 1997
rona, TexHosorust DSSS nmoxnepxkuBaer ckopoctu nepenaun 1 u 2 Mowut/c. B 1997 rony pabouas
rpynna paruduimposana cranaapt 802.11b, mo3Bossronuii moiIepKUBaTh CKOPOCTH Tepeaadu 5,5
u 11 Mowut/c. Ousnueckuii yposenb DSSS cranmapra 802.11b coBMecTHM ¢ CyIIECTBYIOIIMMHU
WLAN crangapra 802.11. [TogypoBens PLCP texnonoruun DSSS crannmapra 802.11b Takoit e, kak
u s crangapta 802.11, numib ¢ JOMOJTHUTEIBHBIME OMIIHOHATILHBIMA KOPOTKUMH TIpeamMOyion 1
3aroJIOBKOM.

becnipoBoanbie snokanbHble ceT DSSS mcnonp3yroT kaHambl mumpuHON 22 M1, Gmaromaps
yemy MHorue WLAN moryt paboTarte B 0HOW M TOH e 30He MOKphITUS. Kanamnsl mmpuHON 22
MI'n no3BosisitoT co3gaTh B aAuanazoHe 2,4—2,483 [T Tpu HeNepeKphIBAIOIIUMXCSA KaHalla
nepeaayu.

Texnosorus DSSS crangapra 802.11

Amnanornuno moaypoBHio PLCP, ucnonaszyemomy B TexHosmorunm FHSS, momyposenr PLCP
texnosoruu DSSS crannmapra 802.11 noGasmnser aBa nomns Bo ¢peiim MAC, urodsr chopmMupoBaTh
PPDU: npeamOyny PLCP u 3aronosok PLCP.

[Toxyposens PLCP mpeoOpasyer ¢peiiM B MOTOK OUTOB M TEepelacT JaHHBIC Ha IOIAYPOBCHb
PMD. Becy PPDU nipoxoauT depes nporecc CKpeMOJIUPOBaHUS € 1EIbI0 PaHAOMH3AIUH JTAHHBIX.

CkpemOympoBannast npeamOysa PLCP Bcernma nepenaercst co ckopocthio 1 MoOut/c, B TO BpeMms
Kak ckpemOmupoBanHbiii Gppeiim MPDU mnepemaeTcs co ckopocThio, yKazaHHOM B moamone Signal.
[TogypoBens PMD wmonynupyer oOTOeNeHHBIM MOTOK OWTOB, MCIONB3YS CICAYIOIIUE METObI
MOJIYJISALIUU.

J JIBonuHasi otHOcHuTenbHas (aszoBas manunyisinus (differential binary phase shift keying,
DBPSK) mnst ckopocTu nepenaun 1 Mout/c.

o KBaaparypHas ¢aszosas manunyssinus (quadrature phase shift key, QPSK) mns ckopoctu
nepeaun 2 Mowur/c.

TexHoNOTHH pacIIMPEHHs CIEKTPa MCIIOIB3YIOT METO.I MOIYJISIIIUU, TIPH KOTOPOM IS TIepeIadun
MH(pOpPMALUU HUCIOIB3YETCSl CUTHAN, CIIEKTP KOTOPOr0 HAaMHOTO HIMPE TOro, KOTOPBIH HEOOXOAUM
Uil Tiepefadyn uHGOpMaIuu, U TepelaeTcs OHa ¢ HAMHOTO MEHbINEW CKOpocThio. Kaxaplii Out
3aMEHsIeTCs WM PacIIUpseTcss KOAOM, pacIIUpSIONUM MOoJocy 4acToT. Bo MHorom Omaronaps
KOJIMPOBAHUIO (MTOCKOJIBKY WH(OpMAIKs 3aMEHAETCS HAMHOTO OOJIBIIUM YHCIIOM MH(OPMAITHOHHBIX
OMTOB) 3Ta TEXHOJOTHsS IIO3BOJIIET IepelaBaTb HHQPOPMALMI0O NpPU MaJOM COOTHOILEHHUH
CHTHAJI/TITYM, OOYCIIOBJIICHHBIM HJIM TIOMEXaMH, HJIM HEJOCTaTOYHON MOIIHOCTHIO repenarduka. [lpu
ucnons3oBaHun DSSS mepemaHHbIi CUTHAN, MO CYTH, YCHIMBAaeTCs 3a CUYeT MPUMEHEHUs
pacImpsonIeil MocIeI0BaTeIbHOCTH, COBMECTHO HCIIONB3YEMOU MepeaTIuKOM U TIPUEMHHUKOM.

becnpoBoaHble nokanbHble ceTd THa DSSS ocoObiM 00pa3oM KOAMPYIOT AaHHBIE, MOTydYas
MIOTOK JJAaHHBIX CO CKOpOCThio 1 MOUT/c ¢ KaHANbHOTO YpOBHS U Npeodpasys ero B 11-MerarepueBsiii
MOTOK 3JIEMEHTAPHBIX CUTHAIIOB, WK YumioB (Chip). Paciupsiiorias CrekTp mocae0BaTeIbHOCTh (ee
elle Has3bIBalOT paciieruisioniel (Chipping) mocienoBaTenbHOCTRIO WM MOCIEA0BATEILHOCTHIO
Bbapkepa), koTopas npeoOpa3yeT OUTHI IaHHBIX B dJIEMEHTapHbIE CUTHAIBI, UMeeT JuuHy 11 Out. B
ciydae paboThl Ha ckopoctu 1 u 2 Mo6ut/c ogun Out naHHbIx "pacmmpsiercs” no 11 (nBomunas 1
pacmpsiercss no 3HaueHus 11111111111, a nBowunsnii 0 — po 3Hawenuss (00000000000).
"Pacmupennbie” OUTHl MaHHBIX 3aTeM mojatoTcs Ha cxemy "MJIN" mubo "uckmouatomee MJIN"
OJTHOBPEMEHHO C pacIIUpSIONIel MOCIeI0BaTEIbHOCThIO, MOJYYHBIIUECS B PE3YIbTaTe YHIIbI
peoOpa3yroTcsi B CHMBOJIBI U MOTYJTHPYIOTCS.

11-yunoBas MocaeI0BaTENBHOCTh IPEACTABISIET OANMH OUT JaHHBIX. [Ipeamnonoxum, Hampumep,
9TO pacHICTUICHHAs TMOCJIENOBATENBHOCTh IepeaeTcs Yepe3 OecnpoBOIHYKO cpeny. B xone
neperayr B HECKOJBKMX YACTOTHBIX KaHalaxX Ha CHUTHAJ HAKJIAAbIBAIOTCS MmoMmexu. [loCKONbKy
MepeaTyuK pPacHIMpuil CHEKTp MepeaaBaeMoro curaia a0 22 MI'h, TOJbKO HECKOJBKO YHWIIOB
MOCTIeIOBATENbHOCTH OKAXYTCsl TIOJIBEPKEHHBIMU MX BIUSAHUIO. [IpHEMHUK CMOXKET BOCCTAaHOBUTh
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HCXOJHYIO IOCIEN0BATENbHOCTD 10 IIOJIYYEHHBIM YuIiaM. B kauecTBe IPOTHUBOIIOIOKHOIO TaHHOMY
IIPOIIECCY MOYKHO paccMaTpuBaTh TAKOBOM IOJSydyeHHMs HEOoOpaOOTaHHBIX JaHHBIX; B 3TOM Cilydae
YacTh JaHHBIX M3-3a MOMEX OyneT moTepsHa, W HoTpedyeTcst MOBTOpHas WX mnepenada. llpum
pacIIMpPEHUH CIIEKTPAa METOAOM IIPSMOM IOCIEN0BATEIBHOCTH BCE YAaCTOTHI KaHAJA HUCIOJIB3YIOTCS
TSl TIOBBIILICHHSI TPOMTYCKHOM CITOCOOHOCTH KaHalla U CHIKEHUS 3a/IePIKeK.

1.2.3.2 IEEE 802.11b

Cranmapt 802.11b, mosBuBmmiics B 1999 romy, periaMeHTHpOBala IIpaBWjIa HCIIOJIB30BAHHS
BbIcOKOCKOpocTHOM TexHonmorun DSSS (HR-DSSS), obGecneuuBaromieit ckopocTb mnepegayul B
JIOKaJIBHBIX OecrpoBosHbIX ceTsax ISM-auanazona 2,4 I'T BmioTs 10 5,5 u 11 M6wut/c. IIpu strom
UCIIOJIb3YETCSl KOJUPOBAHUE C WCIOIH30BAHHEM KOMIUIEMEHTapHBIX KOAOB (complementary code
keying, CCK) uiu TEXHOJOTHs JBOMYHOTO MAaKETHOIO CBEPTOYHOrO KoaupoBaHus (packet binary
convolutional coding, PBCC). B texnomnoruu HR-DSSS uncnosns3yercs Ta ke cxema OpraHu3aluu
KaHajoB, 4To M B TexHojoruu DSSS, — monoca wacror mmpuHodt 22 MI'm, 11 kananos, 3
HenepekpbiBatouuxcs, ISM-nnanazon 2,4 I'Tw.

Moayasinuss CCK na noxyposae PMD cranaapra 802.11b

XOTsI MEXaHU3M PACHIMPEHUs CIEKTpa, UCHOIb3YeMbIH Ui MOoJdy4deHus ckopocrtedt 5,5 u 11
Mowut/c ¢ mpumenerrneM CCK, OTHOCHTCSI K METOZIaM, KOTOPbIE IIPUMEHSIOTCS U CKopocTer 1 u 2
Mob6ut/c, oH mo-cBOoeMy YHUKajeH. B 00oux ciiydasx MpUMEHsIETCS METOJ pPacCUIMpeHusi, HO Mpu
ucnonb3zoBanun Moayssinuu CCK pacuupsiomuil Ko IpeacTaBisier co00i KO U3 8 KOMIUIEKCHBIX
yurnoB (complex chip), B To Bpems kak npu padote co ckopoctsamu 1 u 2 Mo6ut/c npumensiercs 11-
pa3psAIHBIA KOX. 8-4MIOBBIA KOJA ompenensercs uiu 4, uau § OuTaMd — B 3aBUCUMOCTH OT
CKOpOCTH Tmepenaun AaHHbIX. CKOpocTh mepenaud 4urnoB coctaBiser 11 Muwum/c, T.e. mpu 8
KOMIUICKCHBIX YHITAX HA CUMBOJ W 4 Wi 8 OWTOB HAa CHUMBOJI MOXXHO JOCTUTHYTH CKOPOCTH
nepeaavu qaHHbIxX 5,5 u 11 Mowut/c.

TexHo0rMs IBOUYHOT0 NAKETHOI0 CBePTOYHOro Koguposanus (PBSS)

Kak yxe rosopuinoch, cranmapt HR-DSSS ompenensier Takke ONIMOHANbHBIA MEXaHHU3M
MOJYJIALIMU JUIS TI€pelauml JaHHBIX CO CKOPOCThIO 5,5 1 11 MOuT/c. DTa TeXHONOTHs OTJINYAETCS KaK
ot CCK, tak u ot DSSS crannapra 802.11. Brauane ckpemOnupoBannsie 0utsl PSDU nepenatotcs
Ha JIBOMYHBIM CBEpTOYHBIN Kojep, paGoTaromuii ¢ 3PQPEeKTUBHON CTENEeHbIO KoaupoBaHus 1/2.
OcoOs1if momyckopocTHO# koaep (particular half-rate encoder) mmeer miecTb JTHHMIA 3aJepPKKU
(delay), wim 3armmoMUHAIOIMIMX SUYEEK, U BbIAACT 2 OWTa HAa Kax bl BXxoaHOU. [TockonbKy cTanmgapt
802.11 paccunTaH Ha HCIOJIb30BaHHE (PPEHMOB M CBEPTOYHBIE KOJEPbl HMEIOT MaMATh, BCE
AJIEMEHTHI 3aJIepKKU OOHYISIOTCS ¢ HayaloM (peiimMa, a B €ro KoHel J100aBiseTcs OJAUH OKTET
HyJe#, 4ToObl 00ecneuyuTh OJUHAKOBYI0 IOMEXOYCTOMYMBOCTh Ui BceX OWUTOB. OITOT
3aKJIIOUUTENbHBIA OKTET OOBSACHSET, IOYEMY BBIUYMCICHMS JJIMHBI cierka otinyatorces s CCK u
PLCP. 3arem 3akoAupOBaHHBIM MOTOK OWUT MpPOIyCKaeTcs uepe3 NpeoOpa3oBaTeslb CHMBOJIOB
(symbol mapper) BPSK, uToObl 1OCTHYB CKOpOCTH MepeAaud AaHHbIX 5,5 MoOut/c, unm uepes
npeoOpaszoBarens cumBoioB QPSK, uToOsl peannzoBaTh nepeaady co ckopocthio 11 Mowut/c. (3nech
HE MMPUMEHSETCS OTHOCUTENbHOE KoaupoBanue.) Ocoboe mpeodpa3zoBaHre CUMBOJIOB, UCIIOJIB3YEMOE
B JAaHHOM CJIydae, 3aBHCUT OT JIBOMYHOI'O 3HAYEHHUs, S, IOCTyNaromero or 256-0utoBoit
MCEeBAOCITYYalHOU MOCIIEI0BATEIIbHOCTH.

1.2.3.3 IEEE 802.11g

Crangapt |IEEE 802.1 |g, npeanoxennsiii B utone 2003 rozga, onpeaenua texHonoruto EPR kak
CpeICTBO olecriedeHus ckopocted mepemaun g0 54 Mowt/c B guanasone ISM 2,4 I'Tu; on
no3anMctBoBall MeToasl OFDM crannmapra 802.11a. B mpotuBononoxHocts cranaapty 802.11a
3TOT 00ecreYrBaeT OOpPaTHYI COBMECTHUMOCTh co ctanmapToM 802.11Dh, MOCKONBKY yCTpOWCTBA,
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cootBercTBYytomIHe cTanaapty 802.1 1g, MOryT M3MEHATh CKOPOCTh TEepeIadn JaHHBIX 10 3HAYCHHH,
MEHBIINX, Ye€M periaMeHTHpoBaHbl ctanmaproMm 802.11b. OmpemencHbl TpH CXeMbI MOIYIISLUM:
ERP-OFDM, ERP-PBCC u DSSS-OFDM. Ilpu wucnonszoBannu ERP-OFDM 3aneiictByroTcs
CHelHaIbHO pa3pabdoTaHHbIE JUIsl HEE MEXaHU3MbI, 0OecIeuynBarole CKOpoCTh nepenauu 6, 9, 12,
18, 24, 36, 48, u 54 MoOwut/c, u3 HUX 00s3aTETHLHBIMU SBJISAIOTCS cKopocTd 6, 12 u 24 MOut/c B
JOTIOJTHEHHE K CKOPOCTAM Tepemaun AaHHbix 1, 2, 5,5 m 11 Mo6ut/c. Ctangapt TakyKe MO3BOJISIET
OIIMOHAIBHO HCTONIB30BaTh pexkuMbl PBCC co ckopoctsamu 22 1 33 MOuT/C 1 Takke ONIMOHAIBHO
pexumbl DSSS-OFDM co ckopoctsimu 6, 9, 12, 18, 24, 36, 48 u 54 Mowut/c.

Monyasinus 1Jist 0ecripoBOIHBIX JOKAJIBHBIX ceTeil crangapra 802.11¢g

ERP-OFDM

Kak yxe rosopmwiocs, ERP-OFDM o6ecnieunBaeT MexaHWU3M IS MCIOJIB30BaHUS CKOPOCTEH
nepeaun naHHbIX cTaHgapra 802.11a B nmamasone ISM Ttakum obpasom, uto oOecrmeumBaercs
oOpaTHasi coBMeCTUMOCTh ¢ TexHonorussMu DSSS m HR-DSSS. B nomnosnHeHrne kK MCIOJIB30BaHUIO
monayisiimt OFDM crannmapra 802.11a mo cxeme pacnpezenenus yactotr quana3ona 2,4 I'To ERP-
OFDM Takxe ycTaHaBIMBAeT, YTO IEHTPAJbHAS YacTOTa MEpeJadyd M TaKTOBas 4yacTOTa CHMBOJIOB
OTIPENICIISAIOTCS TEM K€ TeHepaTopoM, KOTOphI ObuUT ommuoHanbHBIM s DSSS. OH wucmone3yer
KaHAIbHBI UHTEPBAI JUTUTEIBHOCThIO 20 MKC, HO OHa MOXET OBITh YMEHBIICHA JI0 9 MKC, €Cliu
BBISICHUTCS, 4TO B BSS HaxonsaTcs Tonpko ycrpoiictBa ERP.

ERP-PBCC

Jns nmepepaun JaHHBIX ¢ Oojiee BBICOKMMHU CKOpocTsaMH, 22 u 33 MOuT/c, TeXHOJIOTHs
JIBOMYHOrO MAaKeTHOro cBepToyHoro koauposanus (PBCC) ucnonp3yeT TOT k€ MEXaHU3M, YTO U Ha
MEHBIIIUX CKOpocTsX, 5,5 u 11 Mout/c PBCC, Ho ¢ ucnonp3oBanuem 8-PCK Bmecto QPCK 1 BPCK
JUISL TOCTIDKEHUsT ckopoctr 22 Mo6ut/c. Ckopocts 33 MOuT/c nocturaercs 3a C4eT MPUMEHEHUS
reHeparopa c yactoroit 16,5 MI'1y BMecTo reneparopa ¢ yactoro 11 MI'm.

['maBHOE, 4TO ClieayeT MOMHHUTH OTHOCHTEIbHO cTaHaapta 802.1 1g, cocrout B crneayromem. OH
YBEIMYMBAET MOJJIepKUBAEMbIe CKOPOCTH Tepeiayn JaHHbIX B auamnaszone 2,4 [T no 54 Mout/c
crocoboMm, oOecrneuuBalOIUM  OOpaTHY0O COBMECTUMOCTb CO  CTapbIMH  yCTPOWCTBaMHU,
cooTBeTcTBYyOIUMH cTanaapty 802.11b. Ecnu B JIOKanbHON CETH HCHONB3YIOTCS TOJBKO YCTPOii-
ctBa crangapra 802.119, nepenaya ocyIiecTBIsE€TCS C HAUBBICIIEH BO3MOXKHONU CKOpOCcThI0. OHAaKoO,
ecnii B Hee BBOJsTCS ycrtpoictBa cranmapra 802.11b, wmH(opmaims 3arojioBKOB JI0JKHA
nepeaaBarbesi co ckopoctsamu cranaapta 802.11b, uTo6sr ux mMormu "MmoHUMATh" 3TH CTapble YCT-
poiicTBa. Takoe CHM)KEHHE CKOPOCTH JOJDKHO BBIIOJHATHCS NMPH BCEX Nepeaadax, He3aBHCHMO OT
TOr0, MPOMCXOMAAT OHU MEXAy yctpoiictBamu cranmapra 802.11g wim 802.11b. Koneunbim 3¢-
(dexToM oOKa3bpIBaeTcsl oOIlee yBETMYEHHE HAKJIQJAHBIX PacxoJOB, HO 3TO — HeOoJbIIas ILieHa 3a
o0paTHYI0 COBMECTUMOCTH, oOecrieunBaemyto cranaaptom 802.11g.

1.2.3.4 IEEE 802.11n

IEEE 802.11n — noseiimias Bepcus cranaapra 802.11 ms cereit Wi-Fi.

Orot cranaapT Obu1 yrBepkAEH 11 centsaops 2009.

Crangapt 802.11n mnoBbIIIaeT CKOPOCTh MEPEAAYM JAHHBIX IPAKTUYECKH BYETBEPO IO
CpaBHEHHIO ¢ ycTpoiictBamu cTtanmaproB 802.11Q9 (MakcuMmanbHas CKOPOCTh KOTOPHIX paBHa 54
Mbut/c), npu yciaoBuu ucnons3oBaHus B pexkume 802.11n ¢ apyrumm ycrpoiictBamu 802.11n.
Teopernueckn 802.11n crocoOeH oOecnednTh CKOPOCTh Tepenadwn gaHHbIX g0 480 Mowurt/c.
YcrpoiictBa 802.11n paboraror B aAnanazonax 2,4 - 2,5 unu 5,0 I'T.

Kpowme toro, yctpoiictBa 802.11n MoryT paboTaTh B TpEX pexumMax:

106


http://ru.wikipedia.org/wiki/802.11
http://ru.wikipedia.org/wiki/Wi-Fi
http://ru.wikipedia.org/wiki/802.11g

e nacienyemoMm (Legacy), B KoTopom oOecrieuuBaercs mnojjaepkka ycrpoicte 802.11b/g u
802.11a

e cmemanHoMm (Mixed), B koTtopoMm mnomaaepkuBaroTcs ycrpoiictBa 802.11b/g, 802.11a u
802.11n

o «uucrom» pexume — 802.11n (MMEHHO B 3TOM pPEXKHME W MOXHO BOCIIOJIB30BATHCS
IPEUMYIIECTBAMHU TOBBIIICHHOM CKOPOCTH M YBEJIMYEHHOW JalbHOCTHIO Tepeiadyd JIaHHBIX,
obecrieunBaemMbiMu ctanapTom 802.11n).

UYepHoByto Bepcuto cranaapra 802.11n mnoanepkuBalOT MHOTME COBPEMEHHBIE CETEBBIE
ycTporictBa. MToroBas Bepcus cTaHaaprta, KoTopas Obuta mpuHsata 11 centsops 2009 rona,
obecnieunBaet ckopocth 10 600 M6uT/c, MHOrOKaHAIBHBIN BXO/I/BBIXOM, N3BEeCTHHIN, kKak MIMO u
0o0JIbIlIee TOKPBITHE.

OcobenHocTH cTanapra
e JIBa 4acCTOTHBIX IMANA30HA

YcrpoiictBa crapmapra 802.11n mMoryt paboTaTh B OJHOM M3 JBYX IUAna3oHoB — 2,4 Wi 5
['Tu. 910 HaMHOTrO MOBBIIIAET THOKOCTh UX MPUMEHEHUSs, MO3BOJISISE OTCTPAUBATHCS OT UCTOUYHUKOB
paamoudacToTHBIX momex. [Ipu BeiOOpe momxonsmen cucrembl UT-criennanucraM cieayeT UMETh B
BUJIY, 4TO npakThuecku Bce kKiueHThl 802.11n Ha ocHoe CardBus u ExpressCard moka paccyutans
TOJbKO Ha auana3oH 2,4 I'T'h, HO HECKOJIKO BCTparBaeMbIX aaliTepPoOB U ILIAT THIIOpa3mMepa Mini-
PCI cioco6HBI moaaepKuBaTh 0oa.

e Kanaasl mupunoii 40 MHz

Crnenndpukammst 802.11n  mpegycMaTpuBaeT HCIIOJIB30BAHUE KaK CTaHAAPTHBIX KaHAJIOB
mupunot 20 MI'm, Tak u mumpokomnonocHslx — Ha 40 MI'm ¢ Gonee BBICOKOW MPOIMYCKHOU
cioco6HOCThIO. [IpoekT e€ Bepcuu 2.0 pekoMeHayeT npuMeHsTh 40-MerareproBbie KaHaIbl TOJBKO B
nuanazone 5 I'T'1, onHako monb30BaTeNd MHOTHX YCTPONCTB TaKOrO THIA MOJIy4YaT BO3MOXHOCTH
BPYUYHYIO NIEPEXOJUTh Ha HUX Jaxe B quanasone 2,4 I'T.

e MIMO
KiroueBoit kommonent crangapra 802.11n mox nasBanuem MIMO (Multiple Input, Multiple
Output — MHOro BXOJI0B, MHOT'O BBIXOJIOB) NpEAYyCMAaTpPUBAET NMPUMEHEHUE MPOCTPAHCTBEHHOTO
MYJIbTUIUIEKCUPOBAHUSL C LEJIbI0 OJHOBPEMEHHOW TMepelayd HECKOIbKUX HH(POPMAIIMOHHBIX
MIOTOKOB MO OJTHOMY KaHally, @ TaK’K€ MHOTOJy4eBOE OTPaKEHHE, KOTOpOe 00eCTIeUnBAET JIOCTABKY
KaXJI0ro OuTa HHGPOpPMAIMM COOTBETCTBYIOIIEMY IOIY4aTeal0 C HEOOJbIIOH BEPOSITHOCTHIO
BIUSHUSA NIOMEX W NOTEPh AAHHBIX. VIMEHHO BO3MOXKHOCTH OJAHOBPEMEHHOM IE€peladyd U Ipuema
JAHHBIX OMPEIENseT BHICOKYIO TPOITYCKHYIO CIIOCOOHOCTH ycTpoiicTB 802.11n.
e AHTEHHBI
Yamie Bcero CTaHAapTHBIMM CUUTAIOTCS AHTEHHblE KOHQUIypaluu Lend A Tepetadyd |
npuéma naopmanuu 3 X 3 wim 2 X 3, 0lHaKO CO BpeMeHeM ycTpoiicTBa crannapta 802.11n cranyt
MOJICP>KUBATh U APYrHe BapuaHThl. B MPOCTHIX HEOPOTHX MOJENAX OyJeT peaqn3oBaHa cXxema U3
OJIHOM mepenaromiei 1 AByX MPUHUMAIOMIMX Lenel (o cTaTucTuKe a0OHEHTHI NOTPEOIIAIOT ropasio
Oosbllle JaHHBIX, YeM IMEpeNaloT), TOTAa KakK IOJb30BAaTENH, KOTOPHIM HY)KHAa OuY€Hb OoJblias
CKOPOCTb MEepPEeAaYu JaHHBIX, CMOTYT IPUOOPECTH CTapIlIie MOJIETH ¢ KOH(pUrypaueil anteHH 4 x 4.
e OOpaTHasi COBMECTUMOCThH
Pazpabotunku cnenupukanuu 8§02.11n mo3aboTHIMCE O TOM, 4TOOBI KOMIIOHEHTHI Ha €€ 0ase
COXPaHSUIA COBMECTUMOCTD ¢ ycTpoiictBamu crangapra 802.11b wmu 802.11g B auanasone 2,4 I'Tt
u c ycrpoiictBamu 802.11a — B nuanasone 5 I'Tu. B HoBhIX cersax 802.11n eme monroe Bpems
Oyaer paboTaTh MHOXXECTBO MPEKHUX OECIPOBOJHBIX KIHMEHTOB, TaK 4YTO MpPH pPa3BEPThIBAHUHU
6ecnipoBoiHbIX JIBC agMuHUCTpaTOpY cienyeT 00sA3aTeNIbHO MPEeyCMOTPETh UX MOJICPKKY.
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1.3 OcHOBHBIE 3JIEMEHTHI CeTH

Jlst mocTpoeHust OecIpoBOAHOM ceTH ucnonb3ytores Wi-Fi amantepsl v Touku goctyma.

Anantep mpeacTaBiIsieT co0Oi YCTPOWCTBO, KOTOPOE MOJKIIOYAETCS Yepe3 CIOT pacIIupeHUst
PCI, PCMCI, CompactFlash. CymiecTBytoT Takxe agantepsl ¢ noakitrodeHruem yepes nopt USB 2.0.
Wi-Fi amantep BBIMOJHSET Ty K€ (YHKIMIO, YTO U CETeBasi KapTa B NPOBOAHON ceTh. OH CIYXKHT
JUIS TIOAKJIIOUYEHHS KOMIIbIOTEepa MOJb30oBaTeNs K OecripoBogHoi ceTu. bmaromapsi mimatdopme
Centrino Bce cOBpeMeHHbIE HOYTOYKM HMMEIOT BCTpOoeHHbIe anantepsl Wi-Fi, coBMecTnMbie cO
MHOTHMMH COBPEMEHHBIMHU cTaHjapTamu. Wi-Fi agantepamu, kak mpaBuio, cHaOxkensl u KIIK
(kapMaHHBIE TIEPCOHANIBHBIE KOMIIBIOTEPHI), YTO TAKXKe IMO3BOJIACT MOJKIIOUATh UX K OECIPOBOAHBIM
CeTSIM.

Touka poctyna npefcTaBiIsieT  co00il  aBTOHOMHBIA ~ MOIYJIb CO  BCTPOCHHBIM
MUKPOKOMIIBIOTEPOM U MPUEMHO-TIEPEJAIOIIIM YCTPOHCTBOM.

Puc. 1.3.1. Wi-Fi agantepsr

Uepes TOYKy AOCTyNa OCYIISCTBIISCTCS B3aWMMOJCHCTBHE M OOMeH HH(OpMammen MexIy
OecrpoBOHBIMU AJANTEPAMH, & TAKXKE CBSI3b C IPOBOJIHBIM CETMEHTOM CeTH. TakuM 00pazom, ToOUKa
JIOCTYIIa UTPAET poJib KOMMYTaTopa.

Puc. 1.3.2. Touka nocryna

1.3.1 IlponyckHasi cnoco0OHOCTH KaHAJIA

MaxkcuManabHO BO3MOKHAsI IPU OMPEAETICHHBIX YCIOBUAX CKOPOCTh, IIPU KOTOPOH MH(pOpMAIHs
MOXKCT IMEPCAABATHECA 110 KOHKPETHOMY TPAKTY CBA3H, WM KaHATly, HAa3bIBACTCSA HpOHyCKHOfI
CIOCOOHOCTBIO KaHaIa.

CYIIIGCTByeT YCTBIPC MOHATHA, KOTOPBIC MBI IIOIIBITAEMCA CBA3aTh BOCIUHO.

e CKOpocCTh Mepelaud JaHHBIX - CKOPOCTh B OMTax B CeKyHAy (OHUT/C), ¢ KOTOpOH MOTyT
Iepe1aBaThCsl JAHHBIE;
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e [llupyHa 1mONOCHI - IUMPHUHA IIOJOCHl IIEPEAABAEMOr0 CUTHAJIA, OrpaHUYMBacMasi
IIepEeAATINKOM U NPUPOJON Nepenarolell cpeabl. Beipaxkaercs B Iepuoaax B CEKyHIY, WM repuax
(T'w);

e [Ilym. Cpennuii ypoBeHb 1lIyMa B KaHAJIE CBA3H;

e VYpoBeHb OmMOOK - YacToTa NOsABICHHA OIMOOK. OmuOkoW cuuTtaercs mpueMm 1 mpu
nepeaanHoM 0 1 HA060POT.

1.4 MeToabl 10cTyna K cpejie B 0eCIPOBOAHBIX CETAX

Opna U3 OCHOBHBIX MPOOJIEM MOCTPOEHUs OECHpPOBOAHBIX CHUCTEM - 3TO pEUICHHE 3aJauu
JIOCTylIa MHOTMX II0JIb30BaTeled K OrpaHHYEHHOMY pecypcy cpeabl nepenauu. CyliecTByer
HECKOJIbKO 0a30BbIX METOJOB JOCTyma (MX elle Ha3blBal0T METOAAMM YIUIOTHEHHS WU
MYJIBTUIUIEKCUPOBAHUS), OCHOBAaHHBIX Ha Pa3fe/ieHUN MEXIY CTaHLMSAMH TaKUX [1apaMeTpPOB, Kak
MIPOCTPAHCTBO, BPEMsl, 4acTOTa M KOJ. 3ajayda YIJIOTHEHHUS - BBIAEIUTh KaXJAOMY KaHaly CBS3H
MPOCTPAHCTBO, BpPEMsI, YaCTOTY W/MJIM KOJ C MHHUMYMOM B3aUMHBIX TOMEX M MaKCHMaJbHbBIM
HCIIO0JIb30BAaHUEM XapPaKTEPUCTUK MEepeAaroei Cpeibl.

¢ YIUIOTHEHHE ¢ IPOCTPAHCTBEHHBIM pa3ieleHHeM

OcCHOBaHO Ha pa3[EIICHUHM CUTHAJIOB B MPOCTPAHCTBE, KOrja MepeidaTYUK MOChUIAET CUTHAII,
UCIIOJNIB3Ys Koa C, Bpems t u wacrory T obmactu Sj. To ecTh Kaxaoe OECIpPOBOIHOE YCTPOWCTBO
MOXET BECTH Nepelayvy JaHHBIX TOJbKO B TpaHULAX OIPEAEIEHHOM TEPPUTOPUHU, HA KOTOPOM
JT000MY IpyroMy yCTPOWMCTBY 3alPEILEHO MEPe1aBaTh CBOM COOOIIEHMUS.

K npumepy, eciiu paarocTaHiys BEIIA€T HA CTPOTO ONPEIEICHHON YacTOTE Ha 3aKPEIIEHHOM 3a
HEel TeppUTOPHH, a Kakasi-In0o Ipyrasi CTaHLIUS B 3TOM K€ MECTHOCTH TaK)K€ HayHET BEIlaTh Ha TOU
K€ 4acToTe, CIyIATeIN pauornepeaad He CMOTYT MOAYyYUTh "YUCTBIA" CUTHAJI HU OT OJHOM U3 ITHX
cranuuii. Jlpyroe neno, ecid paauoCTaHIMHM pabOTAlOT HAa OJHOM YacTOTe B Pa3HBIX TOpOax.
HckakeHUIl CUTHANOB KaXJ0W paJuOCTaHLUU HE OyJIeT B CBSI3U C OrPaHUYEHHOH JalbHOCTHIO
pacpoCTpaHEHHUs CUTHAJIOB 3TUX CTAHUMMI, YTO UCKIIFOYAET UX HAJIOKEHUE APYT HA Apyra.

XapakTepHBI MPUMED - CUCTEMBI COTOBOHU TeJIe(OHHOM CBSI3H.

e VYjioTHeHHe ¢ YacToTHbIM pa3neienueM (Frequency Division Multiplexing - FDM)

Kaxnoe ycTpoiicTBO paboTaer Ha omnpeAeleHHON uacToTe, Onarojmaps YeMmy HECKOJIbKO
YCTPOMCTB MOTYT BECTH Nepelrady JaHHbIX Ha OJHOM TEppUTOpUU. DTO OAMH U3 Hauboiee
U3BECTHBIX METOJAOB, TaK WM HWHA4Y€ HCIOJb3YEMBIM B CaMbIX COBPEMEHHBIX CHCTEMAax
OeCTIpPOBOHOM CBSI3H.

F
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Puc. 1.4.1. TIpuHUIMI YaCTOTHOTO pa3/ieIeHUs] KaHAJIOB
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Harnsqaas wutmrocTpanusi cXeMbl YacTOTHOTO YIUIOTHEHHSI - (YHKIIMOHUPOBAHHWE B OJHOM
ropoJie HECKOJIBKUX PaauOCTaHIMi, pabOTaIOMMX Ha Pa3HbIX yacToTax. JlJig HafeKHOI OTCTpOiKU
JPYT OT JIpyra uX paboure 4acTOTHI JOJKHBI OBITh Pa3/eICHbI 3alIUTHBIM YACTOTHBIM WHTEPBAIIOM,
KOTOPBIH MMO3BOJISIET UCKITIOYUTH B3aUMHBIE TOMEXH.

DTa cxeMa, XOTS M TI03BOJIIET MCIOJIb30BaTh MHOMKECTBO YCTPOMCTB Ha OIpPEACIICHHON
TEPpUTOpPUH, cama Mo ceOe MPUBOAUT K HEONMPABJAHHOMY PACTOUYUTEIBCTBY OOBIYHO CKYIHBIX
YaCTOTHBIX PECYPCOB, MMOCKOJIbKY TPEOYET BBIICICHUSI CBOSH YaCTOTHI JIIsl KAXKAOTO OECIIPOBOIHOTO
YCTpOICTBA.

e VYiuioTHeHHe ¢ BpeMeHHbIM pa3ieieHueM (Time Division Multiplexing - TDM)

B nanHoll cxeme pacnpenesieHHME KaHaJIOB HUIET IO BPEMEHHU, T. €. KaKIbId IepelaTdyuk
TPAHCIMPYET CHTHAJ HA OJHOW W TOW e yactore f o0nacTtu S, HO B pa3jMyHbIC MPOMEKYTKU
BpeMeHH 1 (Kak TIpaBWJIO, ITUKIMYECKH TOBTOPSIOIIMECS) TP CTPOTUX TPEOOBAHUAX K
CUHXPOHU3ALMU ITpoLEecca Mepelavu.

[Tomobnast cxema AOCTATOYHO YAOOHA, TaK Kak BPEMEHHbIE HHTEPBAJIbl MOTYT JWHAMUYHO
nepepaclpenieNiaTbcss MKy YCTPOMCTBAMH CETH. YCTpOHCTBaM ¢ OonbIUM  TpaduKOM
Ha3HayaroTcs Oosee JIMTENbHbIE HHTEPBaJbl, YeM YCTPOUCTBAM C MEHBIIIUM 00BEMOM TpadukKa.

OCHOBHOW HEIOCTaTOK CHCTEM C BPEMEHHBIM YIJIOTHCHHEM 9TO MTHOBEHHAs MOTeps
nH(pOpMaLIUY TIPH CPhIBE CHHXPOHU3ALIUM B KaHalle, HAIPUMEP U3-3a CUJIBHBIX MIOMEX, CIIy4alHBIX
WU TpeHaMepeHHbIX. OHAKO YCHEIIHbIA OMBIT HKCIUTyaTallii TakuxX 3HaMeHUTHIX TDM-cucrem,
Kak coToBble TenedoHHble ceTH cTanaapTa GSM, CBUAETENHCTBYET O JOCTATOYHOM HAAEKHOCTU
MEeXaHU3Ma BPEMEHHOTO YIIJIOTHEHHS.
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Puc. 1.4.2. TIpuHIMT BpeMEHHOTO pa3/esieHHs KaHAJIOB

e YmiorHeHue ¢ KogoBbIM pa3aejenueM (Code Division Multiplexing - CDM)

B nmanHOl cxeme Bce mepenaTuMKyd TPAHCIUPYIOT CUTHAJIBI HA OJHON W To#l e vacrore f, B
obactu S 1 BO BpeMs t, HO ¢ pa3HbIMU Kogamu C;.

Nmenem ocnoBanHoro Ha CDM mexanusme pazaenenns kananoB (CDMA - CDM Access) naxe
Ha3BaH CTaHJApT COTOBOM TenedoHHOM cBsa3u [S-95a, a Takxke pssl cTaHAAPTOB TPETHETO MOKOJICHHUS
cOTOBBIX cucteM cBs3u (cdma2000, WCDMA wu np.).

B cxeme CDM kaxnpiii mepefaTuvK 3aMEHseT KaXAbld OUT MCXOIHOTO TMOTOKA JAaHHBIX Ha
CDM-cumBoOI - KOJOBYIO MOCIIEA0BATEIbHOCTh AMMHOM B 11, 16, 32, 64 u T. m. 6uT (MX HA3bIBAIOT
yunamu ). KojoBast mocienoBarensHOCTh YHUKABbHA JJIs1 KX I0T0 nepenaTynka. Kak npasuio, ecim
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Juist 3aMeHbl "1" B MCXOJAHOM MOTOKE JAHHBIX UCHoJb3yioT Hekuid CDM-koxa, To st 3amens "0"
MIPUMEHSIIOT TOT K€ KOJ, HO MHBEPTUPOBAHHBI.

IIpuemnux 3naer CDM-kon mnepenaTdyuka, CUTHalbl KOTOPOTO JOJDKEH BOCHpUHMMAaTh. OH
MOCTOSIHHO TPUHUMAET BCE CHUTHAjJbl U ONUGPOBHIBACT MX. 3aT€M B CHEIHAIbHOM YCTPOHCTBE
(koppensiTope) TPOU3BOAUTCS OIepanus CBEPTKA (YMHOXKEHHS C HAKOIUIGHHEM) BXOJHOTO
onupoBaHHOTO CUTHaNMa C u3BeCTHBIM emMy CDM-komoM u ero wuHBeEpcHei. B HECKOJBKO
YOPOILIEHHOM BHUJE 3TO BBITIAIUT KAaK OINEpalus CKAISIPHOTO IMPOU3BEIICHUS BEKTOPAa BXOIHOTO
curHaina u Bektopa ¢ CDM-kogom. Eciau curHan Ha BBIXOJE KOPPEISITOpa MPEBBINIACT HEKUMA
YCTaHOBJICHHBIM MOPOTOBBI YPOBEHb, IPUEMHUK CUUTAET, 4TO npuHsl 1 unu 0. [dns yBenudenus
BEPOATHOCTH MpHeMa NepeqaTuuK MOXET MOBTOPSTH MOCBUIKY Ka)XJ0ro OuTa HecKoJabko pas. Ilpu
3TOM CHUTHAJIBI APYrux nepenatdyukoB ¢ apyrumu CDM-komamu mpUEMHUK BOCHPUHHMAET Kak
aIIUTHBHBIA 1IyM. bonee Toro, Omaromapsi OoJIbIION H30BITOYHOCTH (KaXKIblid OUT 3aMEHSETCS
JIECSITKAMU YUTIOB), MOIITHOCTh PUHUMAEMOT0 CUTHAJIA MOXKET OBITh COMMOCTaBMMA C MHTErPaTbHON
MomHOCThIO IrymMa. CxomcrBa CDM-CHUTHAIOB €O CIIy4ailHBIM (TayCCOBBIM) IIIYMOM JIOOMBAIOTCH,
ucnosb3yss CDM-kozpbl, MOpPOXKJIEHHBIE T€HEPATOPOM IICEBJOCIYYaWHBIX I1OCIEI0BATEIbHOCTEN.
[ToaToMy maHHBII METOJ e€llle Ha3bIBalOT METOJOM pACIIMPEHHS CIEKTpa CHUTHalla MOCPEICTBOM
npsmoii ocnenoBatenbHOCTH (DSSS - Direct Sequence Spread Spectrum); o pacmmpeHu# CrieKTpa
OyZeT pacckazaHO HIKE.

Haumbonee cwibHas CcTOpoHa JAaHHOTO  YIUIOTHEHHS  3aKIFOYaeTCsl B IMOBBINICHHOU
3aIUIIEHHOCTH U CKPBITHOCTH Mepeaaun JaHHbIX: HE 3Hasl KOJla, HEBO3MOXKHO MOJTYYHUTh CUTHAIL, a B
psizie caydaeB - U OOHApYX UTh ero mpucyrcrBue. Kpome Toro, KoJ1oBoe MpoCTPaHCTBO HECPABHEHHO
0osiee 3HAUUTEIHHO MO CPABHEHHIO C YACTOTHOM CXEMOHl YIJIOTHEHHS, YTO MO3BOJIAET 0€3 0COOBIX
mpo0JieM TPHCBaMBAaTh KaXKIOMY TIepeaTddKy CBOM HWHIAMBUAYAIbHBIH KoJx. OCHOBHOHN ke
mpo0eMOl KOJOBOTO YIJIOTHEHHUS 10 HEAABHETO BPEMEHH SIBISIACH CIOXKHOCTh TEXHUYECKOU
pealiM3anuy MPUEMHUKOB ¥ HEOOXOJIMMOCTh OOSCIICUCHUSI TOYHOM CHHXPOHU3AIUH TIepeaTduka u
MPUEMHHKA JIJIsl TAPAHTUPOBAHHOTO TIOyYEHUS TaKeTa.

e MexaHu3M MYJbTHINICEKCHPOBAHHS INOCPEACTBOM OPTOrOHAJBHBIX HECYHIMX 4YaCTOT
(Orthogonal Frequency Division Multiplexing - OFDM)

CyTb 3TOro MexaHu3Ma: BECh JOCTYNHbIA YaCTOTHBIN JMana3oH pa3OMBaeTcs Ha JTOCTATOYHO
MHOTI'O MOJHECYIIUX (OT HECKOJBKUX COT 10 Thicsid). OJHOMY KaHaly CBSI3U (NPUEMHUKY U
nepeaTuuKy) Ha3HavyaroT JUIsl Iepejaul HECKOJIbKO TaKUX HECYIIUX, BBIOPAHHBIX U3 MHOXECTBA IO
olnpezeneHHOMY 3akoHy. Ilepenada BeneTcss OTHOBPEMEHHO 10 BCEM MOJHECYLIMM, T. €. B KaXKJIOM
nepefaTuuKe HUCXOASIIMN MOTOK JaHHBIX pa3zdouBaercss Ha N cyOmortokoB, rae N - uwmcio
MIOJIHECYILINX, HA3HAYEHHBIX JaHHOMY NIEPEJaTUnKYy.

Pacnipenenenne nogHecymux B XoA€ pabOThl MOXKET AMHAMUYECKU H3MEHSTHCS, YTO JIElaeT
JAHHBIM MEXaHU3M HEe MeHee THOKUM, YeM METO] BPEMEHHOT'O YIJIOTHEHHUSL.

Cxema OFDM unMeeTr HECKOJBKO MPEUMYIIECTB. Bo-epBbIX, CEIEKTUBHOMY 3aMUPAHUIO OYAYyT
IIOJIBEPKEHBI TOJBKO HEKOTOpBIE NOAKAHAJIBI, @ HE BECh CUTHal. EciM MOTOK NaHHBIX 3alUIIECH
KOJIOM NPSMOT0O HCIIpPaBJIEHUs OUIMOOK, TO C 3TUM 3aMHpaHueM JIerKo O0opoThbes. Bo-BTOphIX, uTO
6onee BaxxHo, OFDM mno3BosiseT MOAaBUTh MEKCUMBOJIBHYIO MHTEpQepeHIHio. MexXxCUMBOIbHAS
MHTep(EepeHINs OKa3bIBaeT 3HAUNTEIbHOE BIMSHUE MTPU BHICOKUX CKOPOCTSIX Mepeaaun JaHHbIX, TaK
KaK paccTosHue Mexay Ouramu (wim cumBoiamu) Mano. B cxeme OFDM ckopocTs nepemauu
JTaHHBIX yMeHbIIaercs B N pa3, uTo MO3BOJISIET YBEIMUUTh BpeMst nepenayu cumbodia B N pa3. Takum
o0pa3om, eciM BpeMmsl Iepelaud CUMBOJIA JUTsl UCXOJJHOTO TIOTOKA COCTaBIsET Ts, TO EpUOJ] CUTHAIA
OFDM o6ynet paBer NTs. DTo m03BOJISET CYNIECTBEHHO CHU3UTH BIMSHUE MEKCHMBOJIBHBIX TTOMEX.
ITpu npoexktupoBanuu cuctembl N BbIOMpaeTcst TakuM 00pazom, uToObl BenuunHa NTs 3HaUNTENBHO
MpeBbIlIalia CPeTHEKBAIPATUUHBIN pa30opoc 3a1epKeK KaHaa.

TexHosorns paciIinpeHHOro CeKTpa
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W3nauannHO MCTO/J PACHIMPCHHOI'O CIICKTpa CO34aBaJICA IJIA pa3BCAbIBATCIILHBIX W BOCHHBIX
nesneid. OCHOBHAsI Ujesi METOZa COCTOMT B TOM, YTOOBI pacipeieuTh HHPOPMALMOHHBIA CHTHAI 110
IIUPOKOH TOJIOCe PaanoHana3oHa, YTO B UTOTE MO3BOJHUT 3HAYUTEIBHO YCIOXKHUTH IO/ABICHUE
Wiy repexsaT curHana. [lepsast pa3paboTaHHasi cXeMa PAaCIIMPEHHOIO CIICKTPa M3BECTHA KaK METOJ
NEePECTPOMKK YacTOThl. boliee COBPEMEHHOW CXEMO#l pPAaCIIMPEHHOTO CIEKTpa SBISCTCS METO[
HPSIMOTO IOCIIEI0BATEIBHOrO pacmupenus. O0a MeToa UCIIOIb3YIOTCSl B PA3IMYHBIX CTAHAAPTAX U
MPOAYKTax 0eCIpOBOTHOMN CBSI3H.

e Pacmmpenue cnekrpa ckaukoo0pa3Hoil nepecrpoiikoii yactorbl (Frequency Hopping
Spread Spectrum - FHSS)

Jiist Toro uToOB! Pago00OMEH HeNb3s ObLIO NEPEXBATUTh UIIH I10IaBUTh Y3KOIIOJIOCHBIM IIyMOM,
OBUIO TIPENJIOKEHO BECTH TMepeAady ¢ IOCTOSHHOM CMEHOM Hecylledl B mpejaenax IIHPOKOTO
IUana3soHa 4acToT. B pesyinpraTe MOIIHOCTH CHTHala paclpeaeisaach 10 BCEMY AMANa3oHy, U
NPOCIYIIMBAaHUE KaKOH-TO ONpEAETICHHOM YacTOThl JaBajlo TOJBKO HEOONBLIONW  IIyM.
ITocnenoBaTenbHOCTh HECYIMX YACTOT ObliIA MCEBOCITYYaifHON, U3BECTHON TOJIBKO MEpeaTunuKy U
npueMHUKy. IlombITka monaBieHHs CHUTHajda B KaKOM-TO Y3KOM JMAana3oHE TaKKe HE CIHIIKOM
yXyJlIajga CUrHaj, TaK KaKk HoJaBIIsjIach TOJIbKO HeOOobIIas yacTh HHPOPMALIUH.

B Teuenmne pukcupoBaHHOTO MHTEpBaJa BpEMEHH Iepeaada BEACTCS Ha HEM3MEHHON Hecyllen
yactore. Ha kaxxaol Hecyuiei dacTore Ui Mepeiayd AUCKPETHOM MH(pOpMaluu NMPUMEHSIOTCS
CTaHJApPTHBIE METOABl Moxyisaiuu, Takue kak FSK wmm PSK. Jlns Toro droObl NMpUEMHHK
CUHXPOHM3UPOBAJICS C MEpelaTUuKOM, s 0003HAuEHUs Hadaja KaXJoro nepuoja rneperayud B
TEYEHHE HEKOTOPOT'O BPEMEHH TepeIatoTCsi CHHXPOOUTHI. Tak uTo moJyie3Hasi CKOpOCTh 3TOTO METOJIa
KOJUPOBAHUS OKa3bIBACTCA MEHBIIE U3-3a IIOCTOSIHHBIX HAKJIAJHbIX PACXOI0B HA CHHXPOHU3ALUIO.
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Puc. 1.4.3. Pacmmpenue ciekTpa ckaukooOpa3HOM MepecTpoiKoi 4acTOThI

Hecymaﬂ qacTtora MCHACTCA B COOTBECTCTBHUU C HOMepaMI/I YaCTOTHBIX ITOAKAHAJIOB,
BBIpa0aThIBAEMBIX AITOPUTMOM TICEBAOCTYyYaiHbIX uncen. [IceBgociaydaitHas mocieaoBaTeabHOCTh
3aBUCUT OT HeKOTOpOFO napaMeTpa, KOTOpI)IfI HA3bIBAKOT HAYAJIbHBIM YHCIIOM. ECJ'II/I HpI/IeMHI/IKy nu
nepeAaTuuKy HM3BECTHBI ITOPUTM M 3HAUYEHHWE HAYAJIbHOTO YHCIIA, TO OHM MEHSIOT YacTOThl B
OJIMHAKOBOM  MOCJIEJOBAaTEIbHOCTH, HA3bIBAEMOM  IMOCIEIOBATEIBHOCTBIO  TICEBAOCTYYATHON
MEePECTPOUKH YACTOTHI.

ECJII/I qacToTa CMCHBI ITIOAKAaHAJIOB HUXKEC, YEM CKOpOCTI) nepe;latm JaHHBIX B KaHaJI€, TO TaKOﬁ
pPEXUM Ha3bIBAIOT MEIJIEHHBIM PaCHIMPEHHEM CHEKTpa, B MPOTUBHOM ClIydae Mbl UMEEM JIEJIO C
OBICTPBIM paCIIMPEHUEM CIIEKTPA.

MeTto OBICTPOTO pacHIMpPEHUs CIIeKTpa 0ojiee YCTOWYHMB K TTOMeXaM, TTOCKOJIbKY y3KOMOJIOCHAs
ImomMexa, KOTOpaH IIOaBJIAACT CUTHAJ B Ol'[pe)IeJ'IeHHOM noaxaHali€, HE HpI/IBOJII/IT K HOTepe 6I/ITa, TakK
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KaK €ro 3Ha4eHHE MOBTOPSETCS HECKOJIBKO pa3 B Pa3IMYHBIX YAaCTOTHBIX MOAKaHalaxXx. B »Tom
pexxuMe He mposBisieTcss d(PQPeKT MeKCHUMBOIBbHON HHTEp(EepeHIr, MOTOMY UYTO KO BpEMEHU
IIPUX0/a 3aJEPKAHHOIO BIOJIb OJHOIO M3 IyTEW CUTHAja CUCTEMa YCIIEBAET MEPEUTH Ha JPYTyIO
4acToTy.

MeTtoa MeUIEHHOTO pacIIupeHus CIIeKTpa TaKUM CBOMCTBOM He 00Ja/aeT, HO 3aTO OH MpOILE B
pealin3alyy U CONpPSKEH ¢ MEHbIIMMH HaKJIAIHBIMU PACXOJIaMHU.
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Puc. 1.4.4. CooTHoOlIEHHE MEXTY CKOPOCTbHIO MEpeAaun JAHHBIX U YaCTOTOM CMEHbI II0JIKAHAJIOB

B FHSS noaxon k MCNoOiab30BaHMIO YACTOTHOTO AMANa3OHa HE TAaKOM, Kak B JIPYTUX METoAax
KOJIMPOBAHUS - BMECTO SKOHOMHOT'O PACXOJIOBAHUS Y3KOU TOJIOCHI JIETAETCS MOMBITKA 3aHSITh BEChH
JOCTYMHBIN Auana3oH. Ha mepBbIil B3MIAL 3TO KaXKeTcsl He 04eHb d(D(PEKTUBHBIM - Bellb B KaXKIbIN
MOMEHT BpEMEHHU B Juamna3oHe paboTaeT ToAbKO OJWH KaHai. OJIHAKO MOCJIEeIHEE YTBEPKICHHUE HE
BCETJa CHPAaBEMJMBO - KOJBl PACIIMPEHHOTO CHEKTpa MOKHO MCHOJb30BaTh M JUIsS
MYJIbTUTUIEKCUPOBAHUSI HECKOJBKUX KaHAJIOB B IUPOKOM Auana3zoHe. B wactHoctH, metoast FHSS
MO3BOJISIIOT OPraHU30BaTh OJHOBPEMEHHYIO pabOTy HECKOIbKHX KaHAJIOB IyTeM BbIOOpa s
KaXKJIOTO KaHajla TaKWX IICEeBJOCTYyYalHBIX IMOCJIENI0BATEILHOCTEH, YTOOBI B KaXKIbIH MOMEHT
BPEMEHH KaXKIbI KaHal paboTana Ha cBOEH yacToTe (KOHEYHO, 3TO MOXKHO CJeNaTh, TOJNBKO €CIU
YHUCJIO KAaHAJIOB HE MPEBBINIAET YUCIIA YaCTOTHBIX MOJIKAHAJIOB).

[psimoe mocnemoBarensHoe pacimpenue crnekrpa (Direct Sequence Spread Spectrum - DSSS)

B wmerone mpsiMoro mociieoBaTENbHOTO PACHIMPEHHs] CIEKTpa TaKKe HCIOJIb3YEeTCsl BeCh
YaCTOTHBIN Mara3oH, BhIICTICHHBIN I OAHON OECpOBOIHON JTMHUM CBS3U. B oTnmune ot merona
FHSS, Bech yacTOTHBIN [uana3zoH 3aHUMAETCs HE 3a CYET IMOCTOSHHBIX MEPEKII0UEHUH ¢ 4acTOTHI Ha
9acToTy, a 3a CYET TOTO, YTO Kaxablii OUT mHpopManuu 3ameHsercs N-OuTamu, Tak 4TO TaKTOBas
CKOpPOCTh TI€pefayM CUTHaJIOB yBennuuBaeTcsa B N pa3. A 3TO, B CBOI OuY€pellb, O3HAYAET, YTO
CIEKTp CUTHaja Takke pacmupsercs B N pa3. [[ocTaTouHO COOTBETCTBYIOIIUM OOpa3oM BHIOPAThH
CKOPOCTH Tepelavr IaHHBIX 1 3HaYeHHe N, 4TOOBI CIEKTP CUTHAJIA 3aMOJTHUI BECH JUANa30H.

Hens xoaupoBanust merogoM DSSS Ta ke, uto u merogom FHSS, - noBeilieHrne ycToR4MBOCTH
K ToMexaM. Y3KOTOJIOCHasi moMexa OyaeT HCKaKaTh TOJIBKO ONpEeNeJeHHBIE YacTOTHI CIEKTpa
CUTHaJa, TaK 4TO MPUEMHHUK C OOJNBIION CTETIEHhIO BEPOSTHOCTU CMOXKET MPABWIBHO Pacro3HaTh
nepeaBaeMyro HHGOpPMaIHIo.

Kon, xoTopeiM 3ameHsieTcsl ABOWYHAS €IUHUIA HWCXOTHOW HMH(POpPMAINK, Ha3bIBACTCA
paCIIUPSIFOIIEH TTOCIEIOBATENHHOCTHIO, @ KaXKbI OUT TaKOW MOCIICIOBATEIHHOCTH - YUTIOM.
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CoOOTBETCTBEHHO, CKOPOCTh MEPEaun Pe3yIbTHPYIOIIETO KOJJa Ha3bIBAIOT YUIIOBOH CKOPOCTHIO.
JIBOMYHBII HyIb KOIUPYETCS MHBEPCHBIM 3HAUYCHHWEM PpACIIUPSAIONICH MOCIEA0BATEIbHOCTH.
[lpueMHUKH JODKHBI 3HATh PACIIMPSIOIIYI0  ITOCIEIOBATEIBHOCTh, KOTOPYIO  HCIIOJB3YyeT
nepenaTyiK, YToObl HOHATH IepeiaBaeMyto HHPOPMAIIHIO.

KonnyectBo OWUTOB B pacHIMpsIONIeN IOCIEIOBATEIBHOCTH —oOmpenenser KoddduuueHt
pacmmpenus ucxonHoro koxa. Kak u B cimyuae FHSS, s kogupoBanus OMTOB pe3yibTUPYIOLIETO
KOJla MOXKET HCII0JIb30BAThCS JIF000M BuA MOAYsiiuK, Hanpumep BFSK.

Yem OGonpuie K03(Q(GUIMEHT pacCIIUpEHHs, TEM MIMPE CIEKTP Pe3yJbTHPYIOIIEro CUTHajga U
BBIIIE CTEIEHb MOJaBICHUs ToMeX. Ho Tpu 3TOM pacTeT 3aHMMaeMblil KaHAJIOM JIMaNa3oH CHEKTpa.
OO6b1uHO KO3 dUIHEHT paciupenus umeeT 3Hauenue ot 10 xo 100.

Mo1HocTh 4

»

1 Ch Ch Ch Ch
8 O 1

7 Q

|
|

Yacrora

A
y

2MI | |
2.401TTu 3 Ml 2473 TTu

3

Puc. 1.4.5. Kanaisl, ucnonb3yemsie B TexHoiaoruu DSSS

becripoBognbie nokanbHble cetd DSSS uncnonb3yror kananel mmpuHoi 22 MI'n, Onaromaps
yemy MHorue WLAN moryTt pabotath B 0JJHOU U TOH ke 30He NoKpbITHs. B CeBepHoli Amepuke u
Oonbiei yactu EBpomnbl, B ToM uncie u B Poccun, kanans! mmpuHoi 22 MI'11 mo3BossioT co3aath B
nuanasone 2,4- 2,483 ' Tpu HenmepeKphIBAIOIINXCSI KaHasla mepead.

141 KoaupoBaHue u 3alIMTa OT OIIHOOK

CymecTtByeT Tpu HauOojiee pacHpOCTPaHEHHBIX OpyAMs OOpbOBI € OWIMOKaMHM B Ipoliecce
nepeayu JaHHBIX:

1. xoabl OOHApYyX)EeHUS OLINOO0K;

2. KOIIbI C KOppeKIueil ommuOOoK, Ha3hIBa€MblE TAKKE CXEMaMHU MPSIMON KOPPEKIMH OIINOOK
(Forward Error Correction - FEC);

3. TIPOTOKOJIBI ¢ aBTOMATHYECKUM 3alpOCOM TIOBTOpPHOU miepenaqn (Automatic Repeat Request -
ARQ).

Kox oOnapyxeHust ommOOK MO3BOJISET JOBOJBHO JIETKO YCTAaHOBHUTH Hanmuuue omnoOku. Kak
MIPaBUJIO, MMOI0OHBIE KOJIbI HCIIOJIB3YIOTCS COBMECTHO C OIPEIeIEHHBIMU MTPOTOKOIAMHU KaHAJIBHOTO
WM TPaHCIIOPTHOrO YypoBHeH, mMerommmu cxemy ARQ. B cxeme ARQ npuemHuk mnompocrty
OTKJIOHSIET OJIOK JaHHBIX, B KOTOPOM ObLIa OOHapy)keHa OIMOKa, IOCIie Yero nepeiaTunK mepeaeT
3TOT OJ0K TMOBTOpHO. KOJBI ¢ mpsMol KOppeKiue OMMOOK TMO3BOJISIOT HE TOJBKO OOHAPY>KUTH
omMnOKM, HO W HUCHpPaBUTh MX, He mpuberas Kk moBTopHOHl mnepemade. Cxempl FEC wacto
WCIIONB3YIOTCA B OECIPOBOJHON Tepemaue, T/e TMOBTOpHas Ieperaava KpaitHe HedddekTuBHa, a
YPOBEHB OLTMOOK J0BOJILHO BBICOK.
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|. MeToabl o0HapyskeHHs OIIMOOK

MeTtoer 0OHApYKEHHS OIIMOOK OCHOBAHBI Ha Mepeaade B COCTaBe OJIOKA AaHHBIX M30BITOYHON
CITy)keOHOM MH(pOpManuu, Mo KOTOPOH MOXHO CYAMTh C HEKOTOPOW CTENEHBIO BEPOSTHOCTH O
AOCTOBCPHOCTU MPUHATHIX JaHHBIX.

N30bITOuHyI0 CiTy’)keOHYI0 HH(DOpPMAIUIO TPUHATO HA3bIBaTh KOHTPOJIBHOW CYMMOM, WIIH
KOHTPOJIBbHOU mocienoBaTenbHOCThIO Kaapa (Frame Check Sequence, FCS). KonrponpHas cymma
BBIUUCIIICTCS Kak (YHKIUS OT OCHOBHOW WH(QOpManuu, mpuveM He 00s3aTelNbHO MyTeM
CYMMHPOBAHHA. HpI/IHI/IMaIOH_IaSI CTOPOHA HNOBTOPHO BBIYUCIIACT KOHTPOJBHYHO CYMMY KaJpa IO
W3BECTHOMY aJTOPUTMY M B Clydae €€ COBMAJCHHUS C KOHTPOJBHON CYMMOH, BBIYHCICHHOMN
nepeaaoneil CTOPOHOM, JIENIaeT BBIBOA O TOM, YTO JaHHbIE ObUIM MepeIaHbl Yepe3 CeTh KOPPEKTHO.
PaccMOTpUM HECKOJBKO PacHpOCTPAHEHHBIX AITOPUTMOB BBIYMCICHHUS KOHTPOJIBHOW CYMMBI,
OTIIMYAKOLINXCS BBIYUCIIUTEIHLHON CIIOKHOCTBIO U CHOCO6HOCTBIO 06Hapy)KI/IBaTb OILIMOKH B JaHHBIX.

e KoHTpoJib no napurtery

KoHTpo:b Mo mapurteTy nmpeacTaBiseT co0oi Hanboliee MpoCTol METO]T KOHTPOJISI TaHHBIX. B TO
K€ BpeMsi 3TO HaWMEHEe MOIIHBIA aJIrOpPUTM KOHTPOJS, TaK KaK C €ro IOMOIIbID MOXHO
OOHApYXHUTh TOJBKO OJMHOYHBIC OIMUOKU B TPOBEPSICMBIX JaHHBIX. MeETOj 3aKiIdacTcs B
CYMMHUPOBAHHHU 110 MOJYJIIO 2 BCeX OMTOB KOHTpoJupyemMon nupopmanuu. HeTpyaHo 3aMeTuTs, 4To
TUTSE THPOPMAITUH, COCTOSIICH W3 HEYSTHOTO YMCIIa eIMHUII, KOHTPOJIbHAsI CyMMa Bceraa paBHa 1, a
npu yetHoM uucie eaunul - 0. Hampumep, nns nanueix 100101011 pe3ynbraToM KOHTPOIBHOTO
cyMMupoBaHus OyneT 3HadeHue 1. Pe3ynmbrar cCyMMUPOBAaHHS TaKkKe MPEICTaBISIET COOOM OIUH
JIOTIOTHUTEBHBIA OUT JNaHHBIX, KOTOPBIN MepechlIaeTcs BMECTe ¢ KOHTPOIUPYEeMOil nH(popMaluen.
[Ipn uckakeHWW B TpoIecce TEPEChUTKH JF0O0r0 OWTa MCXOMHBIX JAHHBIX (WM KOHTPOJBHOTO
paspsija) pe3ysibTaT CyMMUpPOBaHUs Oy/eT OTINYAThCsl OT MPUHSATOTO KOHTPOJIBHOTO paspsijaa, yTo
roBoput 00 ommoOke. OnHako nBoiHas omwmobka, Hanpumep 110101010, Oyner HeBepHO TpHHSTA 32
KOppeKTHbIe naHHbIE. [103TOMYy KOHTpOJIb MO MApUTETy MPUMEHSETCS K HEOOJbIIMM MOPIUSIM
TAHHBIX, KaK MPaBUIIO, K KAKJIOMY OalTy, 4TO JaeT Kod(PPUIIMEHT U30BITOYHOCTH JIJISl STOTO METOAa
1/8. MeTton peaxo MpUMEHSETCS B KOMIBIOTEPHBIX CETSIX M3-3a 3HAUUTENbHOW HM30BITOYHOCTH U
HEBBICOKHX JHATHOCTUYECKUX CITOCOOHOCTEH.

e BepTuka/jbHbIH U TOPU30HTAJBHBIH KOHTPOJIb N0 NAPUTETY

BepTukanbHblii 1 TOPU30HTAIBHBIA KOHTPOJIb 10 HAPUTETY MPEACTABIsAET coO00i MOaupUKALINIO
OIMCAaHHOTO BbIlIE MeTOAA. Ero oTiInyMe COCTOMT B TOM, YTO UCXOAHBIE JaHHBIE PACCMATPUBAIOTCS
B BHJE€ MATpPHUIBl, CTPOKM KOTOPOM COCTaBNSAIOT OalThl JNaHHBIX. KOHTpONBHBIA pa3psn
MOJICUUTHIBACTCS OT/ENBHO NI KOKJIOW CTPOKH M Ui Ka)XJIOro CTOJO0La MaTpuilbl. DTOT METO.
OoOHapyXMBaeT 3HAYUTENIbHYI0 YacTh JIBOMHBIX OMIMOOK, OJHaKo oOjanaer eme OoJblieit
n30bITOYHOCTBIO. OH ceiyac Takke MOYTH He MPUMEHSETCs NPH Nepeadye NHPOPMAaLUH 110 CETH.

e luxkanyecknii N30LITOYHBIH KOHTPOJIb

[Muknueckuit u30bITounslii koHTpodb (Cyclic Redundancy Check - CRC) sBnsercs B
HacTodllee BpeMsi HauOolsiee MOMYJISPHBIM METOJOM KOHTPOJIS B BBIYUCIUTENbHBIX CETSAX (M HE
TOJIBKO B CETSAX; B YACTHOCTH, STOT METOJ| IIMPOKO MPUMEHSIETCS MPH 3allUCH JaHHbIX HAa THOKUE U
KECTKHE JHUCKH). MeToll OCHOBaH Ha pPAcCMOTPEHMHM HCXOIHBIX JMJAaHHBIX B BUAE OIHOTO
MHOTOpa3psIHOro JBOMYHOro umcia. Hampumep, kagp cranpapra Ethernet, cocrosmmii u3 1024
OaiiT, Oymer paccMaTpuBaThCsi Kak OJHO 4YHCO, cocTosimee w3 8192 owur. KoHTpompHOM
uHpopMalKel CYUTAETCSl OCTATOK OT JEJCHHs TOr0 YMCia Ha U3BECTHBINA AenuTenab R. OObIYHO B
KauecTBE JIEIUTENS BBIOMpPAETCs CeMHAILUATH- WU TPUALATUTPEXPA3PsIHOE YUCIIO, YTOOBI OCTATOK
OT JesieHus] uMen JuiuHy 16 paspsinoB (2 Gaifr) mnm 32 paspsna (4 Oaiir). [Ipu nonyuenun kaapa
JAHHBIX CHOBA BBIYMCIISIETCS] OCTATOK OT JEJIEHUS Ha TOT K€ AeNnuTesb R, HO mpHu 3TOM K JaHHBIM
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KaJpa J00aBIseTCA U COJIEpIKaIascsi B HEM KOHTposibHas cymma. Eciim ocraTok oT nenenus Ha R
paBeH HYINIO, TO JeNaeTcs BBIBOA 00 OTCYTCTBHHM OIIMOOK B IMOJYYEHHOM KaJpe, B MPOTHBHOM
cllydae KaJp CUUTAETCs UCKa)KEHHBIM.

OrtoT MeToa 06sagaeT 6oJiee BBICOKOM BBIYUCIUTEIBHON CI0KHOCTBIO, HO €0 JTUAarHOCTHYECKHE
BO3MOYKHOCTH TOpa3zo IIUpPe, YeM Y METOA0B KOHTpois mo napurery. Meroq CRC obnapyxuBaeT
BCE OJIMHOYHBIC OIIMOKU, ABOWHBIC OMIMOKM M OIIMOKM B HEUETHOM dYHciie OUTOB. Meros Takxke
o0yajjaeT HEBBICOKOW CTeneHblo m30biTouHOCTH. Hampumep, ans xaapa Ethernet pazmepom 1024
OaiiTa KOHTpOJbHAA HH(OpMaLKs JUIMHOM 4 6aiita cocTaBisieT Tonbko 0,4%.

1. MeToabl KOppeKIHH OIIHOOK

TexHunka KoAMpPOBaHMS, KOTOpask MO3BOJSAET MIPUEMHUKY HE TOJIBKO MOHAThH, YTO IMPHUCIIAHHBIE
JaHHBIE COJIEP>KAT OLIMOKH, HO M UCIIPaBUTh MX, Ha3bIBaeTCA MpsiMoi Koppekuuei omubok (Forward
Error Correction - FEC). Kompl, obecrieunBaromye MpsMyl0 KOPPEKIHIO OMIHOOK, TPeOyroT
BBeJIeHUSI OoJiblIeil M30BITOYHOCTH B TIepefaBacMble JaHHbIE, YEM KOJbl, KOTOpPHIE TOJBKO
O00HAPYKUBAIOT OITUOKHU.

[Ipy npumeHeHun IrO00OT0 H3OBITOYHOTO KOJAa HE BCe KOMOWHAIUU KOJOB SIBISIOTCA
paspemieHHbIMU. Hampumep, KOHTpOJb NO HapUTETy JEJaeT pa3pellieHHbIMH TOJIbKO IOJOBUHY
KoZoB. Ecnu MBI KOHTponupyeM Tpu HH(DOPMALMOHHBIX OUTa, TO pa3pelieHHbIMH 4-OUTHBIMU
KOJJaMH C JIOTIOJIHEHUEM /10 HEUETHOT'O KOJIMYECTBA EAUHUILL Oy TyT:

0001,0010,0100,0111,1000,1011,1101,1110, To ecTb Bcero 8 xoaoB u3 16 BO3SMOXKHBIX.

JUis  Toro 4YtoOBbl OLEHUTH KOJMYECTBO JOMOJHUTEIbHBIX OWTOB, HEOOXOOUMBIX JJIs
UCIpaBIIEHUs OMIMOOK, HYXHO 3HAaThb TaK HA3bIBAEMOE pAacCTOSTHUE XEMMHUHTa MEeXAY
pa3peleHHbIME KoMOnHanusamMu koja. Paccrositnuem XeMmM-MHHra Ha3bIBa€TCsi MUHUMAJIbHOE YHCIIO
OUTOBBIX Pa3pAIOB, B KOTOPBIX OTJIMYAETCS JH00as mapa pa3pemieHHbIX KoaoB. [ cxeM KOHTpOJIst
I10 MIAPUTETY PACCTOSHUE XEMMUHIA PaBHO 2.

MOo’KHO J10Ka3aTh, YTO €CJIU Mbl CKOHCTPYHPOBAIN U30BITOUHBIN KOJI C pAaCCTOSIHHEM XEMMUHTa,
PaBHBIM N, TAKOHW KOJ OyJIeT B COCTOSHMU pacro3HaBath (N-1)-kpaTHble OmMOKK ¥ UCTIPaBIATh (N-
1)/2-kpatHbie ommOku. Tak Kak KOABI C KOHTPOJIEM IO MapUTETy MMEIOT PAcCTOSIHWE XEMMUHTa,
paBHOE 2, OHM MOTYT TOJIbKO OOHapy)XHBaThb OJHOKpaTHbIE OMIMOKM M HE MOTYT HCIPAaBIATH
OILITMOKHU.

Koapsr Xemmunra 3pQpexTuBHO OOHAPYXKUBAIOT M WCIPABISIIOT W30JIMPOBAHHBIE OIIMOKH, TO
€CThb OTJEJIbHbIE MCKa)XKEHHBbIE OWUTBI, KOTOpbIE pa3ieieHbl OOJBIIMM KOJIWYECTBOM KOPPEKTHBIX
outoB. OHAKO MPU MOSBJICHUH JIMHHOW MOCIEAOBATEIIbHOCTH HCKAXEHHBIX OUTOB (MyJIbCalluu
oMO0K) Kobl XeMMUHTa He paboTaloT.

Haubonee uyacto B COBpEMEHHBIX CHUCTEMAaxX CBSI3U MPUMEHSETCS THUIN KOAMPOBAHMUS,
peann3yeMblii CBepTOUHBIM KoJaupyromuM ycrpoiictBoM (Convolutional coder), motomy 4to Takoe
KOJMPOBaHUE HECIIO)KHO PEaTM30BaTh almapaTHO C HMCMOJIb30BaHUEM JIMHUN 3ajepxkku (delay) u
CyMMaTopoB. B oTianuue oT paccMOTPEHHOTO BbIIIE KO/a, KOTOPbI OTHOCHTCSA K OJOYHBIM KOJam
0e3 maMsATH, CBEpTOYHBIA KO/ OTHOCHUTCS K KoJiaM ¢ KoHeuHo# mamsaTeio (Finite memory code); 3To
O3HayaeT, YTO BBIXOJHAs IMOCJIEA0BATENLHOCTh KOJIepa SABISIETCS (YHKLUEH HE TOJBKO TEKYIIETo
BXOJIHOTO CUTHaja, HO TaK)K€ HECKOJBKHX U3 YMCIA MOCJIEIHUX MpeaniecTByoumx ouron. JnuHa
koznoBoro orpannyenus (Constraint length of a code) nmokaspiBaeT, Kak MHOTO BBIXOJIHBIX 3JIEMEHTOB
BBIXOJAWT M3 CHCTEMbl B IiepecueTe Ha OAMH BXoAHOW. Koabl 9acTo XapakTepu3yroTcs HX
s dhexTrBHON cTeneHbo (U ko3 durmentom) koaupoBanus (Code rate). Bam MoxkeT BCTpeTUTHCS
CBEPTOUHBIN KOJ ¢ KoddduureHToM KoaupoBaHus 1/2. OToT ko3(h(UIMEHT yKa3blBaeT, 4TO Ha
KaKBIA BXOJIHOM OWUT MPUXOTUTCS JIBa BRIXOAHBIX. [Ipu cpaBHEHUHU KOJOB OOpaliaiiTe BHUMaHUE Ha
TO, YTO, XOTS KOJBI C 00Jiee BHICOKOM 3((EeKTUBHOI CTENEHbIO KOJUPOBAHUS TIO3BOJISIOT MIEpelaBaTh
JaHHbIe ¢ 00Jiee BHICOKOH CKOPOCTHIO, OHM, COOTBETCTBEHHO, 00JI€€ YyBCTBUTEIBHBI K IIIYMY.

B OecnipoBoaHbIX cucTeMax ¢ OJOYHBIMU KOJAaMH HIMPOKO MCHOJB3YETCSI METOJ YepeOBaHUsS
65okoB. [IpenmyiiecTBo yepe10BaHHUs COCTOMT B TOM, UYTO MPHUEMHUK paclpesienseT MakeT omHOoK,
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WCKa3MBIIMIA HEKOTOPYIO IMOCIIEI0BATEILHOCTh OUTOB, MO OONBIIOMY YHCITYy OJIOKOB, Omaromaps
YeMy CTaHOBHTCS BO3MOXHBIM HCIIPaBIICHHE OIMMOOK. UepemoBaHWE BBITIOJIHSIETCS C IOMOIIBIO
YTEHHUST W 3alMCU JIaHHBIX B pPa3IMYHOM Topsake. Eciu Bo BpeMs mepeqadd MakeT MOMEX
BO3/ICHICTBYET Ha HEKOTOPYIO TIOCIIEOBATEIBHOCTh OUTOB, TO BCE O3TH OWTHI OKa3bIBAIOTCS
pasHeCeHHBIMH TIO0  pa3nu4HbIM  Onokam.  CregoBaTenbHO, OT  J1000M  KOHTPOJIBHOH
MOCJICIOBATEIBHOCTH TPEOYETCSI BO3MOXKHOCTh HCIPABUTh JIMIIL HEOOJBIIYIO YacTh OT OOIIETO
KOJIMYECTBA MHBEPTUPOBAHHBIX OUTOB.

Il. MeToabl aBTOMATHYECKOT'0 3alIPOCa MOBTOPHOI Mepeaayu

B npocreiinem ciaydae 3ammra OT OIMOOK 3aKIF0YAETCs TOJIBKO B MX OOHapyxeHuu. Cucrema
JOJDKHA TPEAYNpPeIuTh TepeaTuuk 00 OOHApyKeHWH OIMOKM W HEOOXOJUMOCTH TOBTOPHOMN
nepeaay. Takue Iporeypsl 3alIUThl OT ONTHOOK M3BECTHBI KaK METOBI aBTOMAaTHYECKOTO 3arpoca
noBTOpHOU mepenaun (Automatic Repeat Request - ARQ). B 6ecrnipoBOJHBIX JIOKAIBHBIX CETSIX
npuMensieTes nporeaypa "3anpoc ARQ ¢ ocranoBkamu" (stop-and-wait ARQ).

WHTEpBAN OTNPaBKM OTnpasneHHsle

T"' ’—ﬁ‘ ,—ﬁ‘ Kanps! R
\ ) o t

- K
\ ACK1 | ACK2 | Acky M

L] d i J.
\ ; : | \ / MonyYexHbIe
Kagpsl

Puc. 1.4.6. TIponemypa 3ampoc ARQ ¢ ocraHoBKaMu

B 9TOM ciy4ae WCTOYHHUK, TIOCHABINHM Kaap, OXKHIAET IMOJYYEHHUS IIOATBEPIKICHUSL
(Acknowledgement - ACK), wim, kKak elie ero Ha3bIBalOT, KBUTAHIIMH, OT MPHUEMHHKA U TOJBKO
IOCJIE DTOTO MOCHUTAET CIIEAYIONHA Kaap. ECiiu ke MoATBep K IcHHE HE IPUXOAUT B TEUECHHE TaiM-
ayTa, TO KaJp (MM MOATBEPKICHHE) CIUTACTCS YTEPSIHHBIM | €T0 Mepeiadya MOBTOPSIETCS.

1.5 O630p cucrem mmpposanus

Mexanu3mbl MUGPOBAaHUS OCHOBAHBI HAa AJIrOpUTMax, KOTOpbIE PaHAOMU3HUPYIOT JIaHHBIE.
Hcnonb3yroTes 1Ba Buaa mudpos.

1. Ilorounslii (rpynmnoBoit) mudp.

2. brnounslii mmdp.

[udper oboux THUIIOB padboTaroT, reHepupys kiroueBoi notok (key stream), momydaemslii Ha
OCHOBE 3HA4YEHMsI CEKPETHOro Kiroda. KitoueBoil MOTOK CMEUIMBAETCS ¢ JaHHBIMU, WJIM OTKPBITHIM
TEKCTOM, B pe3yJbTaTe Yero nojay4yaercs 3aKOAUPOBAHHBIN BBIXOJAHON CUTHAJ, WK 3alIU(POBAHHBIN
TekcT. HazBanHble ABa BUJa MUQPOB OTIMYAIOTCA MO 00BEMY JNaHHBIX, C KOTOPHIMA OHHU MOTYT
paboTaTh OJJHOBPEMEHHO.

[Torounslii mMpp reHepUpyeT HENPEepBIBHBIM KIIOYEBOM IMOTOK, OCHOBHIBAsCh HA 3HAUYCHUU
kitoya. Hampumep, moToyHbId MIMGpP MOXKET reHepupoBaTh 15-pa3psaHblii KIFOYEBOM MOTOK AJIs
mmdpoBanus oxHoro ¢peiitma u 200-pa3psaHbIA KII0UEBOM MOTOK s mudpoBaHus apyroro. Ha
puc. 2 TIPOWJUTIOCTpUpOBaHa pabora motoyHoro mmwmdpa. [lorounsie mudpsel - 3T0 HEOOIBITHE U
3G dEeKTUBHBIE aNTOpUTMBbl IIU(POBaHUs, Oyarogapss KOTOPBIM Harpy3ka Ha IIEHTPaJbHBIN
mporueccop okasbiBaeTcss HeOosbmioi. Hanbonee pacmpocTpaHEHHBIM SIBISETCS MOTOYHBIM MM
RC4, xoTopslii 1 1ekuT B ocHOBE anropurmMa WEP.
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bnounsiit mmdp, HA0O0pOT, TreHEPHPYET EAMHCTBEHHBINM KIIOUEBOM IMOTOK MMIU(PPOBAHHA
¢bukcupoBaHHOTO pa3zmepa. OTKPBITHIA TEKCT JNEIUTCS Ha OJOKH, M KaXKIbIH OJIOK CMEIINBACTCS C
KJIFOUEBBIM TTOTOKOM HE3aBUCHMO. Ecii OJIOK OTKpPBITOTO TEKCTa MEHbIIE, 4eM OJIOK KIH0YEBOTO
MOTOKA, TIEPBBIA JOMONHSETCS C LENbI0 TONydeHUs OJioka HYXHOTro pasmepa. Ha puc. 3
MPOMJUTIOCTPUpOBaHa paborta OnouHoro mmdpa. [Ipomecc ¢parmeHTanmm, a Takke IPYrHe OCO-
OeHHOCTH IU(POBAHKUS C HCIOIB30BAHUEM OJIOYHOTO IH(pPa BBI3BIBAIOT IOBBIIICHHYIO, 10
CPaBHEHUIO C MOTOYHBIM MIK(pPOBaHHEM, HArpy3Ky Ha LEHTpajbHBIH mpoueccop. B pesymbrare
MIPOU3BOIUTEIILHOCTh YCTPOWUCTB, MPUMEHSIONINX OJ0YHOE MU(PPOBAHHE, CHUXKACTCSI.

Knioy Kniouegoit norox |

Wcxno-

Yanuge | 3alundposaHHeIA TEKCT
LG

| Omepumviirerct |

Puc. 1.5.1. Pabora nmotouHoro mmudpa

] Knioy | [Enox KNIQUEBOro noToxa
Weknio- Brok Bnox Bnok
vakllee 3almdpoBaHHoro | 3awdgposaHHoro | sawndgposaxHoro
nan TexcTa TexcTa I8KCTA

T

Bnok oTkpeITOrO TRKCTA
K|

t':ra-a1

OTKpBITLIV TekeT |

Puc. 1.5.2. PaboTa notouHoro 6o4yHoe mudpa.

[Tponiecc mudpoBaHusi, OMMCAHHBIN I TIOTOYHBIX W OJIOYHBIX MIA(POB, HA3BIBACTCS PEKUM
mudpoBaHus ¢ MOMOIIBI0O KHUTU 31eKTpoHHBIX KoaoB (Electronic Code Book, ECB). Pexum
mmdpoBanus ECB xapakrepu3yercst TeM, 4TO OIMH M TOT e OTKPBITBIA TEKCT Mocie MudpoBaHUSL
npeoOpa3yeTcst B OIMH U TOT e 3auppoBaHHbBIN TEKCT. DTOT (PaKTOp MOTEHIIMAIBHO MPEACTABISIET
co00if yrpo3dy s Oe30MacHOCTH, IOCKOJIBKY 3JIOYMBIIIIEHHHKH MOTYT MOJy4aTh OOpasIibl
3 (POBAHHOTO TEKCTa U BBIBUTATh KaKUE-TO MPEANOI0KEHHS 00 UCXOTHOM TEKCTE.

Hexotopbie MeToap! G pOBaHS TO3BOJISIOT PEIIATH 3Ty MPOOIEMY.
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e Bekrops! naAIManu3anuu (initialization vectors, IV).
e Pexumel ¢ 00paTtHoOii cBs3bio (feedback modes).

15.1 BekTopbl HHUIHATU3AIUT

BekTop nHUIIMaNM3anuu — 3TO0 HOMEp, J00ABISIEMBIN K KITI04Yy, KOHEYHBIM PE3YJIbTaTOM 3TOTO
ABJIAETCS M3MEHEHUE HMH(OpPMAIMHU KIIOUEBOTO MOTOKA. BekTop HHHMIMAIM3alluu CBS3BIBACTCS C
KJIFOUOM JIO TOT0, KaK HAYHETCs TeHepalys KJII0UeBOro MoToka. BekTop MHULIMAM3AIMN BCE BpeMs
U3MEHSIETCA, TO K€ caMO€ IPOUCXOIUT C KIIOYeBbIM MoTokoM. Ha puc. 1.5.3 mokaszanbl 1Ba
cueHapus. IlepBelii OTHOCHUTCS K MIM(PPOBAHUIO C HCIOIB30BAHHEM TOTOYHOTO Imdpa 06e3
MPUMEHEHHUS BEKTOpa MHULIMAIM3auu. B 3ToM ciaydae oTkpbIThii TekecT DATA mnocne cMmenieHus ¢
KITII04eBBIM MOTOKOM 12345 Bcernma mpeoOpasyercss B 3ammdposannbiii Tekct AHGHE. Bropoit
CIICHapUi TOKa3bIBa€T, KaK TOT € OTKPBITBIA TEKCT CMEIIMBAETCS C KIIOUEBBIM ITOTOKOM,
JIOTIOJTHEHHBIM BEKTOPOM HMHHIIMATU3AIUU ISl TIOJIyUYEHHUs JPYroro 3amu(pOBaHHOTO TEKCTA.
OOpaTtuTe BHUMaHHUE Ha TO, YTO 3aIU(POBAHHBIN TEKCT BO BTOPOM ClIy4ae OTIMYAETCSI OT TAKOBOTO
B nepBoM. Crannmapt 802.11 pekoMeHIyeT M3MEHSATh BEKTOp WHUIHMAIH3anuu nodpeiimMoBo (on a
per-frame basis). 9To 03Ha4aeT, 4TO €CliM OJAUH U TOT ke (peiim Oymer mepenaH IABaXKIbl, BeCbMa
BBICOKOW OKQ)KETCS BEPOSITHOCTH TOTO, UTO 3aIlIU()POBAHHBINA TEKCT OyIET pa3HBIM.

Knioy Kniovesoi notok 12345

Weknwo-
yaollee
WK

SawudposarHbiit TekcT AHGHE

IbTKpblTblU! TEKCT DATA[

e IlludpoBanue ¢ UCOIB30BAaHUEM ITOTOYHOTO HIM(pa O€3 TPUMEHEHUS BEKTOpa
MHULMAIA3ALHH.

IV ‘ Knioy Kniovegol notok 45678

Wexnio-
Yaoles
Y

Jawmudposarnbli Tekct WGSSF

OTkpbiThiit TekeT DATA

e [IludpoBanue ¢ UCHOIH30BAaHUEM ITOTOYHOTO MHK(PA U BEKTOPA HHULIUATU3AINH
Pucynok 1.5.3 llludpoBanue u BEKTOPbI HHUIMAIN3ALINH.

119



1.5.2 KonupoBanue no cranaapry 802.11 ¢ ucnoas3osannem aaropurma WEP

Cnemudukanus cragmgaprta 802.11 mnpemycmatpuBaer oOeclieuyeHHWe 3alllUThl JaHHBIX C
ucnosbp3oBaHueM anroputmMa WEP. DToT airoputM OCHOBaH Ha HPUMEHEHHH CHUMMETPUYHOIO
notounoro mudpa RC4. Cummerpuunoctb RC4 o3nawaer, uto cormacoBanable WEP-kmoun
pazmepom 40 niau 104 6UT cTaTUYHO KOH(PHUTYPUPYIOTCS HA KIMEHTCKUX YCTPOMCTBAaX M B TOYKaX
nocrymna. AnroputM WEP Obu1 BEIOpaH TJIaBHBIM 00pa30M MOTOMY, YTO OH HE TpeOyeT 0ObhEeMHBIX
BBIYHCIICHUH. XOTsI MePCOHATbHBIE KOMITBIOTEPHI ¢ OECIIPOBOIHBIMU CETEBBIMH KapTaMH CTaHIapTa
802.11 ceifuac mmpoko pacmpocTpaneHsl, B 1997 roay cutyanus Obuia mHON. BOabIMHCTBO U3
YCTPOWCTB, BKJIIO4YaeMbIX B OecmpoBoanbie LAN, cOCTaBIsIM CHENHMATU3MPOBAHHBIE YCTPOICTBA
(application-specific devices, ASD). IIpuMepaMu TaKuX YCTPOMCTB MOTYT CIY)KHTh CUMTHIBATEIIH
mrTpux-koaoB, wianmerHeie [1K (tablet PC) u Tenedonst crangapra 802.11. IpunoxxeHus, KOTopsie
BBIMIOJTHSUIUCh 3TUMH CIIEHUATU3UPOBAHHBIMU yCTPOWCTBAMH, OOBIYHO He TpeOoBaiu OOJBIION
BBIYHUCIUTEILHON MOIIHOCTH, M0o3ToMy ASD ocHamanuch crnabeHbkumu mporneccopamu. WEP -
MIPOCTOM B MPUMEHEHUH AJITOPUTM, JUISl 3alIMCH KOTOPOIrO B HEKOTOPBIX Ciydasx AocTatoyHo 30
CTpPOK Koja. Maible HENpOU3BOAUTENbHBIE PACXObl, BO3HMKAIOIIME IPU IPUMEHEHUU 3STOrO
QIrOpUTMa, JENAlOT €ro HJCAIbHBIM aJIrOPUTMOM IIM(PPOBAHUS Ui CIEHHUATU3UPOBAHHBIX
YCTPOMCTB.

Uro6sl u3bexats mugppoBanus B pexume ECB, WEP wucnonbsizyer 24-pa3psiaHblii BEKTOp
MHUIMAIA3aIHAN, KOTOPBIH H00aBIsSeTCS K KIIOYY Iepe]l BHIIOTHEHHEM 00paOOTKH 1O aIrOpuTMy
RC4. Ha pucynke 1.5.4 mnokasan ¢peiim, 3ammdpoBannsiii no aaroputmy WEP ¢ ucnonb3oBanuem
BEKTOpPa MHUILIMATIA3AIUH.

[ Jamudpporano —"

IV JManubie v
4 Daiita >=1 daiit _ .
4 Daiita
1|. ~“"\.
l‘ “h“
1 “-\.t
] S
n nkku
[} e
Huannpainiann 1 daiir
OHHBI BERTOP

245 Hesnay. | Homep
49 DHTA uad. | wiroua

Puc. 1.5.4. ®peiim, 3ammdpposansslii o anroputmy WEP.

Bekrop wHHMImManuzanmuu J0HKEH HW3MEHATHhCS modpeiiMoBo Bo wu3bexanue [V-kommsuid.
Komnmmsum Takoro poja npoucxoasr, KOria UCIOIb3YITCS OJUH U TOT K€ BEKTOP MHULIMATIU 3N U
onuH u TotT )xe WEP-kito4, B pe3ynbTare yero [uis mudpoBanus ¢ppeiiMa UCIoNb3yeTcst OJUH U TOT
&Ke KIIH04eBoil moTok. Takas KOJUIM3Ms NMPEJOCTaBIIsAET 3JI0YMBIIIEHHUKAM OOJbIIINEe BO3MOXXHOCTH
[0 pa3ra/ibIBAaHUIO JIaHHBIX OTKPBITOTO TEKCTAa IYTEM COIMOCTaBIIEHUS MOJOOHBIX 3JeMeHTOB. [lpu
WCTOJIb30BAHUU BEKTOpAa WMHUIMAIM3AIMK Ba)KHO NPENOTBPATHTh MOAOOHBIN CLIEHAPHH, 1MO3TOMY
BEKTOp MHHUIMAIM3ALMN YaCTO MEHSIOT. BoJbIIMHCTBO pon3BoAUTENEH TpeaiaraloT nogperuMoBbie
BEKTOPbI HHUIIMAIN3ALIMN B CBOMX ycTpocTBax Juist OecripoBoanbix LAN.
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Crnenuduxanusa crangapra 802.11 Tpebyer, uroObl onuHakoBble WEP-kimoun Obuin
CKOH(UTYpUPOBaHbI KaK Ha KJIMEHTaX, TaK U HA YCTPOMCTBaxX, 00pa3yronmnx HHPPACTPYKTYpy CETH.
MOHO onpenensaTh 10 YeThIpeX KIYel Ha OHO YCTPOMCTBO, HO OAHOBPEMEHHO I IIH(PPOBAHUS
OTIIpaBIIsIeMbIX (PPEHMOB UCIOIB3YETCSA TOJBKO OJIUH U3 HUX.

WEP-mm¢ppoBanre MCroib3yeTcs TONBKO MO0 OTHOWICHHIO K (peliMaM JaHHBIX U BO BpeMs
MpoLeayphl ayTeHTU(UKAMM C COBMECTHO HCHOJNb3yeMbIM KiatouoM. Ilo anroputmy WEP
mmdpyrores cneayromue noist ppeiima ganubix cragaapra 802.11.

e JlanHble Uiy moJie3Has Harpy3ka (payload).

e KouTposbHbIii Ipu3HaK 1enocTHoCTH (integrity check value, ICV).

3HaueHusi BCeX OCTaJbHBIX MoJiel mepenatorcs 6e3 mudpoBaHud. BexkTop WHUIUANIU3AUU
JOJDKEH OBITh IMOcNaH He3amu(ppoBaHHBIM BHYTPH (peiimMa, 4TOOBI NMpHEMHas CTaHIMS MOTJia
MOJIYYUTh €r0 U UCIOJIb30BaTh JIJIsi KOPPEKTHOU pacmudpoBku mosie3noi Harpy3ku u ICV. Ha puc.
6 cXeMaTH4YHO MpPEJCTaBIEH IMpoLecC MHU(PPOBaHUA, Tepeadn, IpueMa U pacum@poBku ¢peiima
JAHHBIX B COOTBETCTBUHU ¢ anroputmMom WEP.

B nmonomnenue k mmdpoBaHWio MaHHBIX crenudukanus crangapra 802.11 mpemmaraer
UCIIOJIb30BaTh 32-pa3psaaHoe 3HaUCHUE, PYHKIMS KOTOPOTO - OCYLIECTBISATh KOHTPOJIb LIETOCTHOCTH.
OTOT KOHTPOJBHBIN MPU3HAK ETOCTHOCTH TOBOPUT MPUEMHHUKY O TOM, YTO (peiim ObLT morydeH 6e3
MOBPEXKACHUSI B IPOLIeCce Tepeayu.

KoHTponbHBII MpU3HAK HETOCTHOCTH BBIYUCIISIETCS 110 BCEM IMOJISIM (hpeiiMa ¢ UCTIONb30BaHUEM
32-pa3psaaHOi MONIMHOMHAIBLHON (DYHKIIMK KOHTPOJS M C MOMOIIBIO HUKINYECKOTO M30BITOYHOTO
koja (CRC-32). CtaHuus-oTHIpaBUTENb BBIYUCIISIET 3TO 3HAYCHUE M MOMEMNIACT pe3yibTaT B IOJIE
ICV. 3nauenue nons ICV Bxitoyaercs B 4acTh gpeiiMa, mudpyemyro no anropurmy WEP, Tak uto
€ro He MOTyT mpocto Tak "yBuaerh" 3imoymbinuieHHUKH. [lomydarens dpeiima nemmdpyer ero,
Bbruncisier 3HaueHue ICV u cpaBHUBaeT pe3yibTar co 3HadyeHueM nois ICV nonydenHnoro ¢peiima.
Ecnu 5TH 3Ha4yeHus coBHamaioT, (peiiM cumTaeTcs MOAJIMHHBIM, HEmoanenbHbIM. Ecin oHM He
coBmajarT, Takoil ¢peiim otTOpaceiBaeTca. Ha pucynke 1.5.5 mnpexacraBneHa auarpaMma
¢ynkunonupoBanust mexanuzma ICV.

IIponecc
| Dpefiv JAHHER © OTKDEITEIM TEECTOM | ‘ Fomos ‘ | v |
Ppanes Q
TAIRR. _
FomodeeoH
MPOTOE
¥
@parMeHT dpefiva g
OTEPEITEIM TEECTOM -
@parmeHT dpefnva g $parmenT ¢pefiva g
OTKPEITEIM TEKECTOM H C 3amEGPOEAHHEIM
ICV TekcToM H ¢ ICV
Iponecc

Ko Fomoqse o DparmeHT dpefiva g
MPOTOK OTKPEITEIM TEKCIOM H C
wcv
v l l
@parmenT ¢pefiva g

PparmeHT dpelina g [ OTKPEITEIM TEKCTOM
2amHGPOEIHHED
TereToM H ¢ ICV

Omopomreamaer ool ICV-dpafin
Puc. 1.5.5. Tlponecc mudpoBanus u aemmppoBaHus
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@parmert
tpeiiva ¢

OTKPEITEIM
TEKCTOM

\ 4

2 2
®parmenT ppeiiva ¢ 32- K mexarnzMy

OTKPEITEIM TEKCTOM PBC:I%%\JJW >

muppoeanng WEP

Puc. 1.5.6. lnarpamma ¢yHkiuonupoBanus Mexanusma [CV

1.5.3 lllnudposanue no anropurmy AES.

W3BecTHO, 4TO mIM(ppOBaHKE U ayTeHTH(PUKALNS, IPOBOJUMBIE B COOTBETCTBUH CO CTAHIAPTOM
802.11, umerot cnabsie ctoponsl. IEEE u WPA ycumuin anroputm WEP npotokonom TKIP u
npeiaraloT CUJIbHBIA MexaHu3M ayTeHTu(ukanuu mo crapaapty 802.111, oOecnednBaromui
3amuty OecnpoBoanbix LAN cranpapra 802.11. B t10 x)e Bpems IEEE paccmarpuBaer
BO3MOXHOCTh ycuJieHHsT MexaHusMma mudpoBanus. C stoit nensto IEEE amantupoan aiaroputm
AES nns npumeHeHHs] ero 1o OTHOLIEHHIO K pas3fenly, KacarolleMycCsl 3allUIIAeMbIX JaHHBIX
npemaraemoro cranaapta 802.11i. Komnonentst WPA He o0ecneunBalOT MHOIICPKKY
nmppoBanuss no amroputmy AES. Opnako mnocnennue Bepcun WPA, Bo3MoxHO, Oynmyt
peann30BaHbl B COOTBETCTBUM co cTangapToM 802.111 u m1s obecnieueHust B3aUMOIEHCTBUS OyAyT
NOJIePKUBaTh mudpoBanue o aroputmy AES.

Anroputm AES npezacraBisier co0oif  cienyromiee IOKOJEHHE CpeACTB IU(ppPOBaHMUS,
onobpenHoe HanuonanbHbIM HHCTUTYTOM cTaHaaptoB M TexHosorui (NIST) CIIA. IEEE
pazpaboran pexxuMm AES, npeaHasHadeHHBIN crienuanbHO JUIsl IpuMeHeHus B OecnipoBogHbix LAN.
DTOT peXUM Ha3bIBaeTCs pexuM cueta creruieHnit 6oko mmdpa (Cipher Block Chaining Counter
Mode, CBC-CTR) ¢ KOHTpOJIeM ayTeHTUYHOCTH COOOIIeHNUH 0 creruieHusx 00koB mudpa (Cipher
Block Chaining Message Authenticity Check, CBC-MAC), Bce BMmecte 3T0 0003Ha4aeTcs
ad6peBuatypoit AES-CCM. Pexum CCM mnpencraBiser co0oif KOMOMHAIMIO —peXuMa
nmdpoBanuss CBC-CTR u anroputma koHTpousiss ayreHTudHOcTH coodmenuit CBC-MAC. 3Otu
(GyHKIMU CKOMOMHUPOBaHBI 1J1s oOecnieueHus MU(POBaHUS U MIPOBEPKU LEIOCTHOCTH COOOIEHHIM
B OJIHOM pEIICHUH.

AnroputMm mudpoBanuss CBC-CTR paboraer ¢ UCHONBb30BaHUEM CUETYMKA ISl TIOTIOJIHEHMS
KJIFOYEBOT0 MOTOKA. 3HAUEHHWE ATOr0 CUETUMKA YBEJIMUYMBAETCS HA €IMHHUILY MOcie MU(pPOBAHUS
Kaxaoro 6moka. Takoil mpouecc obecrieunBaeT MOIYYEHHUE YHUKAIBHOTO KIIFOUEBOTO MOTOKA IS
Kaxaoro Omnoka. @peliM C OTKPBITHIM TEKCTOM JenuTcs Ha 16-0aiitoBeie Onoku. Ilocne
mudpoBaHus KaXJI0ro 0JI0Ka 3HAUYCHHE CUETUYMKA YBEIMYMBAETCS HA €AMHUILY, U TaK JI0 TeX MOp,
noka He Oymyr 3ammudpoBaHbl Bce Osoku. JIms Kaxmoro HOBoro (peliMa CYETUYHK
IIEpPEyCTaHABIINBAETCSI.

Anroput™m mudpoanuss CBC-MAC BbINONHAETCS € HCIONb30BaHUEM pe3yibTaTa IIHQ-
poBanusi CBC mo oTHomeHuio Ko BceMmy ¢peliMy, K aJapecy Ha3HaueHHs, aJpecy HUCTOYHHMKA U
JaHHbIM. PesynpTupyrommii 128-pa3psaHpiii BEIXOJ yceKaeTcs 10 64 OWT sl UCIOJIb30BaHUS B
nepenaBaeMom (peiime.

CBC-MAC pabotaeT ¢ u3BeCTHbBIMH KpunTorpapuueckuMu GyHKIUSIMU, HO UMEET U3ICPKKU,
CBSI3aHHBIE C BBHIMOJHEHUEM JIBYX ONepaiuil A mu@poBaHUS U LEIOCTHOCTU COOOIIEHUH. DTOT
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nporecc TpeOyeT Cephe3HBIX BBIYUCIUTEIBHBIX 3aTpaT W 3HAYMTEIHHO yBEIMYMBACT "HAKIIAIHBIC
pacxojbl" b poBaHUsL.

1.6 3ammmennbie LAN crangapra 802.11.

[TpoMBIIITIEHHOCTh TIpeojosiena ciaadble MECTa B MEXaHHW3Max AayTeHTH(HUKAIMH U 3alUTHI
cereii cranmapra 802.11. UToObl mpemoCTaBUTH IOJIH30BATEISAM pEIICHUS, O00eCIeunBarone
3alIUIICHHOCTh, MacITabupyeMocTh W ympaBiseMocTh ceredl, [EEE moBbIcHI 3aIUMIIEHHOCTH
ceret crapgapra 802.11, pa3paboTaB yiaydIlIEeHHBI MEXaHW3M ayTeHTHU(GUKAIMA W IUGPOBAHUS.
OTu u3MeHeHus: ObulM BBeACHBI B mpoekT cranzapra 802.11i. Ha ceropsmHuii JeHb NPOEKT
802.11i He yrBepskacH Kak cTaHmapt, mostomy Ambsac Wi-Fi (Wi-Fi Alliance) cobpan mogaabop
KOMIIOHEHTOB, COOTBETCTBYIONMX cTaHAapTy 802.111, KOTOPBI MOTy4Yrnsl Ha3BaHUE "3aIUIICHHBIN
noctym Kk Wi-Fi'" (Wi-Fi Protected Access, WPA). B nannom paszeine moapoOHO OMMCaHbl CTaHIAPT
802.111 u xomnonenTst WPA.

Mmuorue omnbo4yno nonararr, uto WEP - 3To eIMHCTBEHHBIH KOMIIOHEHT, 00€CIIE€UHBAIOIINI
sammty OecnpoBogubix LAN. Ha camom nenme 3ammra OECIpOBOIHBIX CETEH HMMEET YeThIpe
COCTaBIISIFOIIHE.

1. bazoBas ayrentudukamus (authentication framework). IlpeacraBusier coboii MexaHH3M,
KOTOPBI YCHJIMBAET JCUCTBUE aNTOpUTMa ayTeHTHU(UKAIUU MyTeM OpPraHMU3allMHd  3allHIIEHHOTO
oOMeHa COOOIICHUSIMH MEXIy KIMEHTOM, TOYKOW HOCTYIa U CEpPBEPOM ayTCHTU(UKAIUH.

2. Anroput™m ayreHTtudukanuu. I[lpeacraBnser co0oil aaroput™M, MOCPEICTBOM KOTOPOTO
MOJITBEPKIAI0TCS TOJTHOMOYHMS T10JIb30BATENS.

3. Anroput™ 3amuThl JaHHBIX. OOecreynBaeT 3allUTy IpHU Iepeade yepe3 OecrpoBOIHYIO
cpeny ¢peiMOB JTaHHBIX.

4. AnroputMm obecriedeHusi 1eTOCTHOCTH JaHHbIX (data integrity algorithm). ObGecneunBaet
[EJIOCTHOCTh JaHHBIX IpPH Tepenaye HX dYepe3 OeclpOBOAHYIO Cpedy, MO3BOJSISI MPUEMHHUKY
yOeIuThCS B TOM, UTO JJAHHBIE HE ObUIH MMOJIMEHEHBI.

1.6.1 ba3oBas ayTeHTUDHKALHUSA.

OcHoBoli ayreHTudukanuu ctanaapta 802.11 sBusercs ciayxeOHbIN (ppeiiMm ayTeHTUUKauu
crangapta 802.11. D1oT cmyxkeOHbI (peiiM momoraer peaau3oBaTh AITOPUTMbI OTKPBITON
ayTeHTU(UKAUY M ayTeHTU(UKALNUU C COBMECTHO HCIOJb3YEMBIM KIIOYOM, XOTsSI caMm Mo cebe
¢peiim He oOmagaeT crMOCOOHOCTBIO ayTeHTU(UIMPOBAaTh KiueHTa. [IocKoNbKy O HemocTaTkax
ayreHTu¢ukauuu crangapra 802.11 mbl yxe roBopwid, mompodyeM pazo0Oparbcsi B TOM, YTO
HE00X0/IMMO c/enaTh Ui TOro, 4ToObl 00ECHeUUTh NMPOBEACHNE 3AIUICHHON ayTeHTU(DUKAIIMH B
6ecnipoBoHBIX LAN.

B cranpapre 802.11 He ompesneneHbl OCHOBHbIE KOMIIOHEHTBI, CHOCOOHBIE O00ECHEeYUTh
3¢ exTuBHYIO ayTeHTU(DUKAIHIO (OHU TEPEUNCTICHBI HUXKE).

e [leHnTpanu3oBaHHas ayTeHTU(UKAIMS, OPUCHTUPOBAHHAS HA MOJIb30BaTEs.

e JluHamMuyHO mMHUppyeMbIe KITIOYH.

e VYrmpaieHHe 3auppOBAHHBIMU KIFOYaMHU.

e Bs3aumnas ayreHTH(UKALIKS.

AyTteHTH(UKAIMS, OPUEHTHPOBAHHAS HA MOJIb30BATENs, UYpEe3BhIYAHO BaKHA I 0OecreueHus
3allUThl  CceTU. AyTeHTH(UKAIus, OPHUEHTUPOBAHHAas Ha YCTPOWCTBA, NOA00HAs OTKPHITON
ayTeHTU(UKALMU U ayTEeHTU(HUKAIMM C COBMECTHO HCIIOJIb3YEeMbIM KIIIOYOM, HE crnocoOHa BoOC-
IPENSITCTBOBAaTh HEABTOPHU30BAHHBIM IMOJIb30BATENSIM BOCIOJIb30BaThCSl ABTOPU30BAHHBIM yCT-
polictBoM. M3 3TOrO Ciielyer, 4To IpH MOTEPE MM Kpa)ke TAKOTO YCTPOMCTBA WJIM IO OKOHYAHUU
paboThl 10 HAaliMy aJMUHUCTPATOP CETH OyAET BBIHYXKJIEH BPYUYHYIO U3MEHAThH KIIIOYM BCEX TOYEK
noctyna M kiaueHToB cetu craHgapra 802.11. Ilpu neHTpann30BaHHOM, OPUEHTHPOBAHHOM Ha
M0JIb30BATENsl YIPABJICHUN 4Yepe3 cepBep ayTeHTU(UKalMy, aBTopu3aluu 1 ydera (authentication,
authorization, and accounting, AAA), takoil kak. RADIUS, agMuHuCTpaTOp MOXXET 3ampeTHTh
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JIOCTYI K CETH OTJIEbHBIM I0Jb30BATENSM, & HE UX YCTPONCTBAM.

TpebGoBanue mNPOBOAUTH ayTEHTU(UKALNIO, OPUEHTUPOBAHHYIO Ha TIOJIb30BATElNs, HMEET
HOJIOKHUTEIBHBIN MOO0YHBIA S(PPEKT: HATUUUE OTAENBHBIX KIIOYeH IMM(GPOBaHUS Ul KaXKIOTO
nosib3oBareis.  PasHOBUIHOCTH  ayTeHTHU(HKAIMHM, KOTOpbIE  MOJJACPKHUBAIOT  CO3/aHUE
JUHAMUYECKHUX KIIFoUeH mM(poBaHus, XOPOLIO MOAXOIAT IS yAyUIICHHUS 3alUThl OECIIPOBOIHBIX
LAN u wmogenu ynpaBieHUs HMH. J[uHAMUYeCKHe KIIOYM, WHAMBHUIYaJbHBIE ISl Ka)JIOTO
HOJIB30BATENsl, OCBOOOXKIAIOT aIMUHHCTpPATOpa CETH OT HEOOXOAWMOCTH HCHOJIb30BAHUA
CTaTMYECKU ympaBiseMmblx Kimroued. Korounm mmdpoBaHus AMHAMUYECKHM HA3HAYalOTCS W
AQHHYJIMPYIOTCS, KOTJIa TTOJIb30BATEIb POXOIUT MPOLEAYPY ayTEHTH(PHUKAIIMYA WIN BBIXOIUT U3 CETH.
Jis Toro yToOBl yHANIUTh KaKOro-ITHMOO IMOJb30BATENsl M3 CETH, JOCTATOYHO AHHYJIUPOBATh €ro
YUETHYIO 3aIIUCh, U OH IOTEPSET BO3MOKHOCTb JIOCTYIA K CETH.

B3auMHas ayTteHTHUKAIUMSA - 3TO ayTeHTHUUKAIUsA ABYXCTOpoHHss. Ee "aByxcroponnss'
npupoja oOyClIOBIIEHa TEM, YTO HE TOJIbKO CeTh ayTeHTH(HUIHMPYET KIMEHTa, HO U KIMEHT ayTeH-
tudunupyer cetb. I[lpu OTKpBHITOM ayTeHTH(PHUKAUUU U ayTeHTU(UKAIUU C COBMECTHO
HCIIOJIb3YEMBIM KJIFOUOM TOYKA JOCTYIIA UM CETh ayTeHTUPUIUpYeET KinueHTa. [locnennuii He 3HaeT
HABEPHSIKA, YTO MOJKIFOUMIICS HIMEHHO K TOW CETH, K KaKOi HY»HO, MOCKOJIbKY B cTanaapte 802.11
HE MPEeIyCMOTPEH MEXaHW3M, MO3BOJSIOMIMK KIMEHTY ayTeHTH(HUIHMPOBAaTH ceTh. B pe3ynbrare
MpUHAJJIeKAIIas 3JI0YMBIIUIEHHUKY TOYKA JOCTYIa WIM KJIMEHTCKas CTaHIMS MOXET BBIIATh ceOs
3a "3aKOHHYIO" TOYKY JIOCTYyINa W MOBPEIUTH JaHHBbIC Ha KJIMEHTCKoW MmamuHe. Ha pucynke 1.6.1
NPEJICTAaBICHbl  JUarpaMMmbl, WJUIIOCTPUPYIOLIME TMPOLECChl OJHOCTOPOHHEH U  B3aMMHOMN
ayTEeHTU(UKALIUH.

KnueHt AyTeHTH¢]pHMKALUMA TONLKS KNMeHTa Touka pocTyna

JNoyMbILWNeHHWKA

3anpoc Ha ayTeHTUPMKALMIO

OTBeT Ha ayTeHTUdMKaLMIo
(ycnewHo)

To4ka gocTyna
3NOYMBIWNEHHWKA aTaKyeT KNHMeHTa

Knuent MHoXecTBEHHAA ayTeHTMMKALMA Touka gocTyna

JNoYMbIlLNeHHMKA

3anpoc Ha avTeHTUdUKauMLe -

B

————

.

Bbi30B Ha ayTeHTUUKILMIO

—_— OTEET Ha BLIZ0B Ha ayTEHTHHKaUMID

T BLI30B Ha YTEHTH(HKALMIO P
—

OTEET HA BLIZOB HA AYTEHTUONKAUMID
Touka A0CTyYNa 3N0oyMbILLNEHHWKA

(DTPHUATENLHO) He MOXeT ayTeHTUhMUMpoBaTb
KnueHTa

Puc. 1.6.1. OMHOCTOPOHHSIS ¥ B3aMMHAsI ayTCHTU(DHUKAIIHSL.
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IEEE nauan 60ps0y ¢ nedexkramu MexanuzMa ayreHTHuKarmu cragaapta 802.11 ¢ npunaTus
6a3oBoli ayreHTu(dukanuu, coorBercTBytomer ctanaapty 802.1X. Crangapt 802.1X npeacrasiseT
coboit crannapt IEEE, koTOpblli OTHOCHTCS KO BCEM TOIIOJOIMSIM KAaHAJIbHOTO YPOBHSI CEpUHU
ctangapToB 802 W MO3BOJISET HAPAIIUBATH €r0 MEXAHU3MbI ayTeHTU(PUKAIIMHN JO TAKOBBIX, OOBIYHO
peanm3yeMbix Ha Ooniee BbICOKHX ypoBHsAX. Crammapt 802.1X oOCHOBaH Ha MPHUHIIMIIAX
ayTeHTH()HUKALMHU, XapaKTEPHBIX JJIs IMPOTOKoJa Thma "touka-Touka" (Point-to-Point Protocol, PPP),
U Ha3bpIBaeTCs pacummpsieMblii mpoTtokon ayreHtuukanun (Extensible Authentication Protocol,
EAP). Ilonpocty roBops, cranaapt 802.1X WHKANCyIHpyeT COOOIMIEHUsI Il UCTIOIB30BaHMS UX Ha
ypoBae 2. Crapmapt 802.111 Bkmtoyaer 6a3oByio ayreHTudukanuio crangapta 802.1X, tpelys,
yTOOBl OHA TPUMEHsJIACh I ayTeHTH(dHKanuu mojb3oBarened. Ha puc. 1.6.2 mpencraBieH
crangapt 802.1X B yacTu anropuTMa ayTeHTH(HUKAIHUU M TOMOJIOTUH KaHAJIBHOTO YPOBHS CEpUU
craniaptoB 802.

EAP-Cisco EAP-TLS EAP-PEAP | Meroa ayrentnduraumm
802, 1X/EAP basosan
: ayTeHTuduKauus
802.3 802.5 802.11 Mexanuam aoctyna

Puc. 1.6.2. Crannapt 802.1X u TOMOJIOrUH KaHAJIHLHOTO YPOBHSI.

[Tporoxon EAP (RFC 2284) u crannapt 802.1X He peryiaMeHTUPYIOT UCIIOJIb30BaHHE 0COO0T0
QITOpUTMA ayTeHTH(PUKALUU. AJIMUHUCTPATOP CETH MOXKET NPUMEHSTh COOTBETCTBYIOIIYIO
npotokony EAP pasnHoBunHocts ayreHtuukauuu - win 802.1X, win EAP. EnuncTBeHHOE
TpeboBaHue - 4YTroObl Kak KiaMeHT craHaapra 802.11 (3mech OH Ha3bIBaeTCs NPOCHTENEM
(supplicant)), Tak u cepBep ayreHTU(DHKAIMK TOAAEpKUBaIU anroputM EAP-ayrentudukarmm.
Takas oTkpelTass W  pacuiMpsiemMas  apXUTEKTypa [O3BOJSET  MCIOJIb30BaTh  0a30BYIO
ayTeHTU(UKALMIO B Pa3IMUHBIX YCIOBUSAX, U B KOXKJIOM CUTyal[U MOKHO IPUMEHSThH MOIXOSIIYIO
Pa3sHOBUIHOCTH ayTEHTH(PHUKAIIHUH.

Hwuxe npusenens! npumeps! TunoB EAP-ayTenTudukanum.

e EAP 3amutsl TpancnioptHoro yposus (EAP-transport layer security, EAP-PEAP). Paboraer
aHAJIOTUYHO NPOTOKOJIy 3alllMIIEHHbIX cokeToB (secure sockets layer, SSL). Bsaumnas
ayTeHTU(UKALMSI BBIIIOJIHAETCS C MCIOIb30BaHUEM LUQPPOBBIX cepTU(UKATOB HA CTOPOHE cepBepa
i coznanust SSL-TyHHeNs JUis KJIMEHTa, OCYIIECTBISIOUIETO 3alMIICHHYIO ayTeHTHU(HUKAIMIO B
CETH.

e EAP-Message Digest 5 (EAP-MDS5). AHamoruyHo mNpOTOKONY ayTCHTH()HKALMH C
npeBapuTeIbHBIM  corylacoBanueM  Bbi3oBa (challenge handshake —authentication protocol,
CHAP), EAP-MDS5 o0ecnednBaer pa0OTy airoputMa OJHOCTOPOHHEH ayTeHTH(UKauu C
HCIIOJIb30BaHUEM MapOJIs.

e EAP-Cisco. EAP-ayrentudukanus tuna EAP-Cisco, kortopyto HaspiBatoT Takxke LEAP,
OblTa TIEpBOM, OTIPEISNICHHOM U PUMEHEeHUs crennansHo B 0ecipoBoaHbix LAN. EAP-Cisco —
3TO aJIrOPUTM B3aMMHOM ayTeHTH(QHUKAIIUHU C UCIIOJIb30BAHUEM MapOJIsl.

Aytentuduxanus no crangapty 802.1X TpeOyeT HaaHuus TPEX COCTABIISIOLIHX.

1. Ilpocurens. Pa3mentaercst Ha ctopone kireHTa OecripoBoanoi LAN.
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2. Ayrentudukatop (authenticator). Pazmemmaercst B Touke A0CTyIA.

3. Cepgep ayrentudukanuu. Pazmemniaercs va cepsepe RADIUS.

OTH COCTABIAIONINE TPEACTABISIOT COO0H MPOrpaMMHBIE KOMIIOHEHTHI, yCTaHABIMBAaEMbIEC Ha
ycTporicTtBax cetu. C Touku 3peHus cranaapra 802.11 ayreHTudukaTop co3qaeT JIOTHYECKUN TOPT
JUIs YCTPOMCTBA KJIMEHTA, OCHOBAHHBIN Ha uaeHTH(HKaTope acconnanuu (AID). Drot norndyeckuit
NOPT HMMeEeT JBa TpakTa NPOXOXKACHUS JaHHBIX: HEKOHTPOJIHPYEMBIH W KOHTPOJIHUPYEMBIM.
HekonTponupyemblii TpakT NOpPOXOXKAECHUSA JaHHBIX IIO3BOJISIET IPOXOAUTH YEPE3 CETh BCEMY
Tpapuky ayreHTudukanuu cranmapra 802.1X. KoHTpoaupyeMblii TpakT MPOXOXKIACHHS TaHHBIX
OnoKHpyeT OOBIYHBIM TpaduK CEeTH [0 TeX IMOp, MOKa He OyAeT OCYIIECTBICHA YCHelIHas
ayreHtTuukanus kinueHta. Ha puc. 1.6.3 mnoka3aHbl JOrHYecKHe MOPTHI ayTeHTU(dUKaTOpa
crangapra 802.1X.

1

Jawmuaeman
CETh

Cepeep ayreHTudukaumm
craHnapra 802. 1% [ Y=,

A
i

]

"

I

!

L

¥
i i
] ]
i I
L] I
i '
i i
i !

Tpaduk cTaHpapra
802, 1X uepes
HEeKQHTpONK-
pyemblid nopt

OBbiuHEIN TRadUK
Yepes KOHTPONU-
pyembli NopT

MpocuTens ctanpapta 802.1X

Puc. 1.6.3. Jlornueckue mopTsl ayreHTUGUKaTOpa cTanaapTa 802. 1X

1.6.2 Auaroputm ayTeHTH(pUKAIIUH

Cranpapt 802.111 1 WPA obecneunBaioT MeXaHHU3M, MOJJIEPKUBAIONINI padoTy anroputma
ayTeHTU(UKALUU C 1eJIbI0 O0ECHeueHusl CBSI3U MEXAY KIMEHTOM, TOYKOM J0CTyna U CepBEpOM
ayTeHTU(UKALIMU C UCTIOIb30BAHNEM MEXaHU3Ma 0a30Boil ayTeHTHHMKamu cTangapta 802.1X.

Hu crangapr 802.11i, au WPA He periaMeHTHpYIOT HpHUMEHEHHE 0co00ro ajaropurMa
ayTeHTU(UKAKUU, HO 00a PEeKOMEHAYIOT HCMOJIb30BaTh AITOPUTM, KOTOPBIA MOJAECPKHUBAT ObI
B3aMMHYI0  ayTEHTHU(HUKAIMIO, TeHepalui0  JUHAMUYeCKUX  KJouell  mudpoBaHus U
ayTeHTH(HKALUIO Tosb3oBarens. [Ipumepom Takoro anroputMma siBisiercs anroputm EAP-Cisco.
OtoT anroputm, Oonee uzBectHbli kak Cisco LEAP, mpencrasisier coboit mpoctoit u 3 pexTuBHBIN
ITOPUTM, pa3pabOTaHHBIN CIIEUAIBHO I UCTIONIb30BaHus B OecripoBoaHbix LAN.

Anroputm EAP-Cisco sBIsieTCsl TaTeHTOBAHHBIM aJITOPUTMOM, KOTOPBIM paboTaeT MmoBepx
anropuT™a 0a30Boi OTKpBITON ayTeHTH(uKamun. [1o 3Toit nprunne neranu anroputma EAP-Cisco,
KacalolUecs: COAEPKUMOr0 FeHEpUPYEMbIX BbI30Ba U OTBETA HA BBI30B, a TAKXKE paclpeiesieHUs
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KIouel mudpoBaHus, HE MOTYT ObITh pasriamensl. AnroputM EAP-Cisco mnepeBbIIONHSET
TpeOOBaHUs, MPEbsBISIEMble K 3alUIIEHHON ayTeHTU(UKAIMU TOJb30BaTelid B OECHpPOBOAHOM
LAN, 3a cueT npuMeHEHUS CIEAYIOUX MEP.

AyteHTudukanus, OpueHTUPOBaHHAs Ha MOJIb30BATEIIS.

e Bzaumuas ayreHTUQUKAIMS.

e J[MHaMUYeCKUE KIIOYH MHUPPOBAHUSL.

Ecnu xakoMy-n100 Mosabp30BaTeli0 HYKHO 3alpeTUTh TOCTYI K CETH, JOCTAaTOUYHO YAAJIUTH €ro
YUYETHYIO 3alliCh HA HEHTPAIIM30BAaHHOM CepBepe ayTeHTUUKauu. B pesynprare monb30BaTens He
CMOXKET YCHEIIHO MPOWUTH IMpolecc ayTeHTHU(PHUKAIMU, a €ro YCTPOWCTBO - CreHEpUPOBATH
MPABWIBHBIN TUHAMUYECKHUH KIIF0U MIH(ppOBaHUS.

1.6.3 AJaropurm 3alUThI JaHHBIX.

VYs3BumocTs mudpoanuss B WEP nocraBuna npousBonureneit ceteit cranmapra 802.11 u uc-
cienoBateneil IEEE B 3aTpynuauTensHoe nojoxenne. Kak MOXKHO yaydImuTh cucteMy mudpoBanus
cranaapta 802.11, He mpuberas K 3aMeHE BCeX TOUYEK JOCTYIA U CETEBBIX KapT KIUEHTOB?

IEEE oTBeTms1 Ha 3TOT BOIIPOC, MPEUIOKUB SIBISIONIHICS YacThio cTangapra 802.11i (u WPA)
BPEMEHHBIN MPOTOKOJI IIEJIOCTHOCTH Kittoua (temporal key integrity protocol, TKIP).

DTOT MPOTOKOJ UCHOJB3yeT MHOTHE OCHOBHBIE (yHKIMH WEP, 4T00BI OnipaBIaTh HHBECTHIINH,
CIeNaHHble KJIMEHTaMH B o0opynoBaHue u MHGpacTpykTypy ctanaapta 802.11, HO TUKBUAMpYET
HECKOJIBKO CJIa0BIX MECT MOCIeAHero, oobecneunBas 3¢ dexrnBHoe mmdpoBanue GppeiiMoB TaHHBIX.
OCHOBHbIE YCOBEpIIEHCTBOBaHUs, BHECEHHBIE TPOTOKOJIOM TKIP, TakoBBI.

[TodpeiimoBoe m3MeHeHue kmoueil mudppoBanus. WEP-kmod ObicTpo uM3MeHsieTCs, U s
Kaxaoro (peiima oH ApyToi.

Kontpone menoctHoctu coobmienus (message integrity check, MIC). O6ecnieunBaeTcs
3¢ (HEeKTUBHBIA KOHTPOIIb IEITOCTHOCTH (PpEeiiMOB JaHHBIX C IIENIbIO MPEIOTBPALICHHUS MPOBEICHUS
TAaHBIX MAaHUMYJSANHNA C QpeiiMaMu U BOCIPOM3BEACHUS (PpPEHMOB.

ATaky, HCIONB3YIONIME YSI3BUMOCTh cialObix [V, OCHOBaHBI Ha HAKOIUICHMH HECKOJBKUX
GbpeiiMOB TaHHBIX, COAEpKaIUX WHGOPMAIHIO, 3aTU(POBAHHYIO C HUCIOJIb30BaHHEM clla0dbix V.
[TpocteiimuM  crocoOoM — chAep>KMBaHUs Takux aTak sBhseTcs wu3MeHeHue WEP-kimoua,
UCIIOJIb3YEMOr0 IMpH OOMeHe (peldMaMy MeXay KIMEHTOM U TOYKOM [0CTyma, /0 TOro Kak
aTaKyIOUIMH ycIieeT HaKOMUTh (PpeiMbl B KOJIMYECTBE, TOCTATOYHOM JUIsl BBIBOJIa OMTOB KITHOYA.

IEEE amantupoBaiia cxeMmy, M3BECTHYIO Kak modpeiiMoBOoe H3MeHeHue Kioda (per-frame
keying). (Ee Takke Ha3bIBalOT U3MEHEHHUE KITI0Ya 71 Kaxxaoro nakera (per-packet keying) u gacroe
u3MeHeHue kimouda makera (fast packet keying).) OcHOBHOW NpHHLMI, HAa KOTOPOM OCHOBAHO
nodpeiiMoBoe U3MEHEHHUE KIt04a, COCTOUT B ToM, uto [V, MAC-anpec nepenatunka u WEP-ki1rou
00pabaThIBalOTCS BMECTE C IOMOIIBI0 JIBYXCTyNeHUaToW (yHKUMM mNepeMemnBaHus. Pesynbrar
OpUMEHEeHHs 3TOW (PYHKIMU COOTBETCTBYeT cTaHmaptHoMmy 104-paspsanomy WEP-kmouy u 24-
paspsanHoMy IV.

IEEE npenoxuia TakKe YBEIUUYUTH 24-pa3psiiHbIi BEKTOp MHULIMATIN3ALNN 10 48-pa3psiiHOTO
IV. B Hmwxkecnenyromux pasaenax oObsICHSIETCS, moyeMy Heobxoaumo Takoe paciupenue [V. Ha
puc. 18 npexacrasien obOpazen 48-paspsanoro IV u nokaszano, kak 3tot IV pazbuBaercs Ha yacTu
JUISL KCTI0JIB30BAaHUS MTPH MOGPENMOBOM H3MEHEHUH KITIOYa.

|
l Crapwwue 32 pa3pnpa Mnapwme 16 pa3panos

L |
48-pa3panHei IV

Puc. 1.6.4. Pa3zouenne Ha yactu [V 1 MCIIONIb30BaHUsS TTPH MOGPEHMOBOM U3MEHEHUH KITFOYA
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[Tponecc mopeiiMOBOT0 M3MEHEHHUS KITF0Ua MOXKHO Pa30UTh Ha CIEIYIOIINE ITAIbI.

bazoBeiii WEP-kmrou (rmonmydeHHbIi B mporiecce ayTeHTHUKauu 1o cranmapty 802.1X)
nepeMenmnBaeTcss co crapmmmu 32 paspanamu 48-paszpsgHoro IV (32-paspsiiHble yucia MOTYT
npuHuMaTh 3HaueHus 0-4 294 967 295) u MAC-aapecom nepenatyuka. Pe3ynbTaT 3TOTO NeHCTBUS
Ha3bIBaeTcs Kro4 1-i daser (phase 1 key). DToT mporiecc mo3BosieT 3aHECTH KoY 1-if a3bl B KA1
U TaK)Ke HaIlpsIMYIO IOMECTUTH B KJTtou (puc. 19).

Kmrou 1-i1 ¢daser cHoBa mepememmBaercs ¢ IV u MAC-agpecom mepenatunka (TA) mms
BBIPA0OTKH 3HaUYEHUs TO(PPEeHMOBOTrO KIItOUa.

Bexrop nnummanusanuu (1V), ucronb3yeMslil aiis nepenayun ppeiima, UMeeT pazMep ToIbKo 16
out (l16-paspsigHble YuCiIa MOTYT MNpuUHMMATh 3HavyeHus 0-65 535). OcraBmmecs 8 Out
NPEACTaBISIOT (PUKCUPOBAHHOE 3HAUYEHUE, UCTIONBb3YEeMOE KaK 3allOJTHUTEb.

[TodpeiimoBsIii Kit0u uctosib3yercs st WEP-tmmdpoBanus ¢peiiMa qaHHBIX.

Korga 16-OutoBoe mnpoctpancTtBo IV oOkas3biBaeTcs HCuUepraHHBIM, K04 1-if  dass
otOpackiBaeTcss U 32 crapmmx paspsna yBenuuuBatorcs Ha 1. (Ecim 3nauenue IV mepBoit dassi
ObL10 paBHO 12, oHO yBenuuuBaercs A0 13.)

3unauenue [lodpeiimoBoro kiroya BEIYUCIAETCS 3aHOBO, KaK Ha JTarne 2.

Nos, CrenenMpoaanHoi|
no craxpapTy S02.1X [ Crapwue 32 paspana IV J | MAC-anpec nepepar4uka I

v

B e e
v
[

Modpei-
MOBBI KIHOY

| JawmdposaHtsin dpaim ,'janhs:q.-|

Impeﬁm JIAHHBX C OTEDBITHIM Ti_‘.xcmMI

Puc. 1.6.5. Tlpouecc ITodpeliMoBOro H3MEHEHHS KIT0Ua

[TodpeiiMoBO M3MEHAEMBIN KIIIOY UMEET CUITy TOJIBKO TOTJa, Korja 16-paspsanble 3HaueHus [V
HE UCIONB3YIOTCA TOBTOpHO. Ecmm 16-paspsansie 3HaueHuss [V HUCMHOIB3YIOTCS JIBaXKIIbI,
IIPOUCXOAUT KOJUIM3US, B PE3YIbTATE YETO MOSBISAETCSA BO3MOKHOCTH IIPOBECTH aTaKy U BBIBECTH
KJIFOUeBOM TOTOK. UTOOBI n30exkaTh koymu3uid [V, 3Hauenue kimoua 1-i ¢das3pl BEIYKUCISETCS 3aHOBO
nyTeM yBelnuueHus ctapmux 32 paspsaoB IV Ha 1 M mOBTOpHOro BBIYMCIEHHS NMOPPEHMOBOro
KJIFOYa.

Oror anroputMm ycuiauaeT WEP 10 Takoil cremeHu, 4TO MOYTH BCE HM3BECTHBIE ceiyac
BO3MOXKHOCTH aTaK YCTpaHs0Tcsa 0e3 3aMeHbI CYLIECTBYIoIIero ooopynoBanus. Cieayer OTMETHUTD,
yro 3ToT anroput™M (u TKIP B nemom) paspaGoran ¢ menbio 3ajaraTh Opelmu B CHCTEME
ayrentupukaunu WEP u cranmapra 802.11. OH xepTByeT ciaObIMU aNrOpUTMaMH, BMECTO TOTO
4yT0OBI 3aMEHATh 00opyaoBanue. Cremyroliee mokojaeHue oodopyaosanus cranaapra 802.11 gomkHo
nonnepxkuBate TKIP, Ho WEP/TKIP Oyzner mocreneHHO CBEpPTHIBATHCS B IMOJIb3Y aJITOpUTMa C
OONBIIMMHM  BO3MOXKHOCTSIMM  IIU(POBAaHUS, TAaKOr0 KaK YCOBEpPUICHCTBOBAHHBIM CTaHIApPT
mmmdposanus (advanced encryption standard, AES).
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1.6.4 Ilea0oCTHOCTh JAHHBIX

B Oyaymem nns ycuiieHus mManod3pPeKTUBHOTO MeXaHHU3Ma, OCHOBAaHHOTO HA HCIOJIb30BAaHUU
KOHTposibHOTO Tpu3Haka nenoctHoctu (ICV) crammapra 802.11, OymeT mpUMEHATHCS KOHTPOIb
nenoctHoctu coobmenuss (MIC). baarogaps MIC MoryT ObITh JIMKBUIMPOBAHBI CllaOble MecTa
3alUTHI, CIIOCOOCTBYIOIIME TPOBEACHUIO AaTaK C MCIOJb30BaHUEM TMOAJCIBHBIX (pEeMOB H
JKOHTJIMpOBaHUEM Outamu, paccMoTpeHHbie paHee B. IEEE mpeminoxkuna cneruanbHBIA aJITOPUTM,
nonyunBmui HazBanwe Michael (Maiiki), uro6bl yeunuth pons ICV B mudpoBannu ¢GpeiiMoB
JMaHHbIX ctangapra 802.11.

MIC wumeeT yHMKaJIbHBIM KIIIOY, KOTOPBIA OTJIMYAETCAd OT KJIOYa, MCIOIb3YEMOIO JUIs
muppoBaHus GpPeUMOB JaHHBIX. DTOT YHUKAIBHBIM KIIIOU TMEPEMEIIMBACTCS ¢ Ha3HaueHHbIM MAC-
aapecom u ucxomaHbiM MAC-ampecom ¢peiiMa, a Takke cO Bcell He3amu(pOBAHHONW YaCTHIO
dpeiitma, Hecylel MoJIe3HYI0 Harpys3Ky.

Meps! npotusoaeiicTBuss MIC coCTOAT B BBIIOJHEHUH IPUEMHUKOM CIIEAYIOLINX 3a]1a4.

[TpreMHUK yAassieT CyIIeCTBYIOIIUI KITI0Y Ha aCCOLIMMUPOBAHHE.

[TpueMHHK perucTpupyeT npodiieMy Kak OTHOCSIIYIOCS K O€30MTaCHOCTH CETH.

AccouMMpOBaHHBIA KIUEHT, OT KOTOPOro ObUI MOJyYeH JOXHBIA (peiiM, HE MOXKeT ObITh
ACCOIIMMPOBAH U ayTEHTU(PUIIUPOBAH B TeueHUe 60 CeKyH, 4TOOBI 3aMEITUTh aTaKy.

Ecnu knmueHT nmomyqun JI0xkHBIN (peiiM, To OH 0TOpackiBaeT Bece (hpeiiMbl, HE COOTBETCTBYIOIIHE
crangapry 802.1X.

Takoil KIIMEeHT TakXe 3ampaliiBacT HOBbIM KIIIOY.

Hame paccmorpenue nodpeiiMmoBoro HazHaueHus kirodeid 1 MIC kacanoch B OCHOBHOM KJTHO4a
mmmdpoBanus u kiaoya MIC. Ho Mbl HMYEro He TOBOPUIIM O TOM, KakK KJIIOYM TE€HEPUPYIOTCS H
NePEChUIAIOTCA OT KJIMEHTAa K TOUKE JOCTyla U Hao0opoT. B ciienyromieM paszaene Mbl 1 pacCMOTPUM
npeasiaraemMelii crangaptTom 802.11 MexaHu3M ynpaBiIeHHs KIOYaMU.

1.6.5 YcoBepuieHCTBOBAHHBIN MEXaHU3M YIIPaBJIEHHUS KJIHYaMHU

Anroputmsl ayrenTudukanuu cranaapra 802.11 u EAP moryr ob6ecneunts cepep RADIUS u
KJIMEHTA TMHAMUYECKMMH, OPUEHTUPOBAHHBIMH Ha M0JIb30BaTENs Kiro4aMy. Ho TOT kirod, KOTOpbIi
co3/aercs B Mpolecce ayTeHTHU(PHUKALUHU, HE SBISETCS KIOYOM, MCHOJb3YEMBIM ISl IIU(PPOBaHUS
¢bpeiiMoB MM MPOBEPKH ETOCTHOCTH coolmieHuid. B crangapre 802.111 WPA st monyduenus Bcex
KJIIOYEH HCIIOoNIb3yeTcsl TaK Has3blBaeMblil MacTep-kimrod (master key). KimueHnT u Touka pocrymna
YCTaHABJIMBAIOT AMHAMUYECKUH K04 (OH Ha3blBaeTCs MapHbIA Mactep-kiod, win PMK, ot aHrm.
pairwise master key), momy4denHsiii B mporecce ayreHTudukammu no cranaapry 802.1X. Ha ocHoBe
Toro kimoua, a Takke MAC-agpecoB KIMEHTa M TOYKM JOCTyla TI€HEpUPYETCS IMapHBIN
nepexoHbli Kitou (painvise transient key, PTK), Ha ocHOBe KOTOpOro moiy4aroT KJIIOUU SIS
mudpoBaHus GpeiMOB U MPOBEPKHU LIETOCTHOCTH COOOIICHU.

[Tapubiit mactep-kimou (PMK) u mapusiii nepexoansiii kmou (PTK) sBastorcs omnoan-
pecaTHBIMU 10 cBoei npupoje. OHU TOJBKO MHUQPPYIOT U AeMUPYIOT OJHOAApecaTHble (hpeiMbl, U
npelHa3HayeHbl A €IMHCTBEHHOTo mnosb3oBarens. lllupokosemarenbHble ¢GpeiiMbl TpeOyroT
OTJIENIbHON UEPAPXUHU KIIIOYEH, TOTOMY YTO UCIOJIB30BAHUE C 3TOH LIEJIBIO OJIHOAIPECATHBIX KIIOUEH
IpHUBEET K Pe3KOMY BO3pacTaHuio Tpaduka cetd. Touke AocTyna (eIUMHCTBEHHOMY 00BbekTy BSS,
UMEIOIEMY IpaBO Ha PACCBUIKY LIMPOKOBEUIATENbHBIX WJIM MHOTOAJPECaTHhIX COOOIICHMIT)
IpUILIOCH Obl MOCHUIATh OAMH M TOT K€ IIMPOKOBEUIATEeNbHBIA WM MHOTOaJIpecaTHbIN (peiim,
3alIM(PPOBAHHBIN COOTBETCTBYIOIUMH MOPPEHMOBBIMH KIIFOYaMHU, KQKIOMY MTOJIb30BATEIIIO.

[[upokoBemaTeNbHbIE WM MHOTOaJpecaTHble (PpelMbl HCIONb3YIOT HEPApXHUI0 IPYHIOBBIX
kmoueld. ['pynmoBoii mactep-kimtou (group master key, GMK) Haxoaurcs Ha BeplIMHE 3TOU
MEepapXHUU U BBIBOJUTCS B TOUKE JIOCTYIIA.

['pynmnoBoii MacTep-Kkio4, TekcToBast ctpoka, MAC-aapec Touku goctyna u Gnonce (3Ha4eHUeE,
KOTOpoe Oepercss W3 CYeTYMKa KIoya TOYKU JOCTYyNa) OOBEAMHSAIOTCS U 00pabaThIBAIOTCS C
nomouipto reHeparopa IICII, B pesynpraTe 4ero mnomydaerca 256-pa3psIHblii I'pyNIOBOM Iie-
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pexonnslii ko (group transient key, GTK). GTK nenurtcs Ha 128-pa3psinublii Kito4 mudpoBaHUS
HIMPOKOBEIIATEIILHBIX/MHOT0AIPECaTHRIX (peiiMoB, 64-paspsanblii ko4 nepegaun MIC (transmit
MIC key) u 64-pazpsansriii kimod npuema MIC (MIC receive key).

C nomouibio 3TUX KIIIOYEH MIMPOKOBEIIaTeIbHbIE 1 MHOT0/IpecaTHble (PpeiiMbl MUPPYIOTCI U
nemupyroTcs TOYHO TaK K€, KaK ¢ TIOMOIIBIO OAHOAIPECATHBIX KIIIOYEH, MOTyYeHHBIX Ha OCHOBE
napHoro mactep-kioda (PMK).

['pynmoBble KIIOYM YAAJISIOTCS U PEreHepUPYIOTCS KaXKAbIH pa3, Korja Kakas-HUOY/Ab CTaHIUS
Jquaccoruupyercs wim aeayreHTHguiupyercs B BSS. Ecnu npoucxonut omubka MIC, onHol w3
Mep MPOTUBOJICHCTBHS TAK)KE ABISETCA yJaJleHHE BCEX KIIIOYEH C MMEIOIIeH OTHOIIEHUE K OIIMOKe
MPUEMHOMN CTaHIIUHU, BKITIOYAs TPYIIOBBIE KIIOYH.

2 IIpumenenus Wi-Fi B cuctemax BuaeoHa0/ 110 1eHUs

becnipoBogHOE BHI€OHA0IIOIEHHE - OHO U3 Hanbosee ObICTPO pa3BUBAIOLIUXCS HAlpaBJIECHUI B
MHUpE CHCTeM O€30HacHOCTH, HCIOJb3ylomeecss s OecHmpoBOJHOM Tepenadd  IMOTOKOB
BUJICOAAHHBIX. MHOXECTBO T'OCYJapCTBEHHbIX YUPEKACHUH M YaCTHBIX KOMIIAHMHA IOCTOSIHHO
UCTIOJB3YIOT HOBEWINE pa3pabOoTKH OeCIpOBOJHOTO BHICOHAOIIOACHUS, YTOOBI 00ECIIEYUTh CBOIO
0e30macHOCTh U 0€30MacCHOCTH JIIOJICH, KOTOpble B HUX Pa0OTalOT, MyTeM OXpaHbl BHYTPEHHHUX M
BHEIIHUX TEPPUTOPUI U ITIOMELIEHUM.

BuneonaOnronenne BCTpedaeTcss MOBCEMECTHO - TOPIOBbIE LIEHTPbI, MaraswHbl, CKIaJbl,
pa3iauyYHbIE YUpPEXKACHUS, TOPOJCKHE NaMATHUKU apXUTEKTypbl, MECTa CKOIUIEHUS JIOJEH,
aBToMoOWIeH. B wuHTepecax Oe3omacHOCTH TpeOyeTcs OCHAIIEHUE CHCTeMaMH OecrpOBOJHOTO
BUJICOHAOIIOICHUST OTHAICHHBIX MECT, TaKMX KaK BOJOXPAHMJIMINA, aTOMHBIC SJIEKTPOCTAHIIHH,
a’poIopThl MM MPOAOBOJILCTBEHHBbIE 0a3bl. becnpoBoaHoe BuACOHAOIIOAEHUE MOXKET ObITH
UHTErpupoBaHo Kak c¢ [P-BuneonaboieHneM, Tak U ¢ TpaJULMOHHBIMU aHAJIOTOBBIMU CUCTEMAMHU,
yTeM OLU(PPOBKU M300pakeHUs. DTO BO3MOXKHO OJarojaps MCIOJIb30BaHUIO B KAYECTBE CEPBEPOB
WIA HakomuTenell BuaeomHpopManuu HHU(PPOBBIX YCTPOWCTB, TaKUX KaK BHIEPETHCTPATOPHI C
¢byHkuuel nepenaun gaHHbIX 1o cety Ethernet.

Cucrembl OECIPOBOJHOTO BHICOHAOIIOIEHNUS] MOTYT 0O€creunBaTh 0€30MaCHOCTh Pa3IMYHBIX
00BEKTOB.

e KoHTpoas 6e30macHOCTH TOPTOB U a3PONOPTOB.
e BuyTrpenHsist paboTy 31€KTPOCTAHIIHIH.

e be3omacHOCTb JKeIEe3HBIX JI0POT.

e  KOHTPOJIb NPOMBINUICHHBIX PEIITPUATHN.

Ha cxeme wu300paxeH  mOpuHIMI — JEHCTBUS  OECHPOBOAHOIO  BHJIEOHAOIIOJIEHMUS,
opranu3oBaHHoOro ¢ nomouisto Wi-Fi. Kak 1 B ciaydae ¢ TpaJUIIMOHHBIM BUAEOHAOIIOIEHUEM, 3]1ECh
UCIOJIb3YETCSl KOMIIBIOTEP CO CHENHMATU3UPOBAHHBIM IPOTPAMMHBIM 00ECIIEYEHHEM, KOTOpOe
apinsieTcsa OecriaTHbIM. [Ipu 3TOM I1aTa Bujeo3axBara He TpedyeTcs, Tak Kak paccMaTpuBatotcs [P-
KaMephl, U300pakeHHe ¢ KOTOPBIX U3HAYAJIBHO MepeiaeTcs B UPPOBOM GopMmarTe.

130



) PC with video
Network Lartj?ra network cameras  management

- J)) Q software
28

v

‘ kAT

Access point PoE switch

Puc. 2.1. IlpuHiun aeicTBUs OECIIPOBOIHOTO BUICOHAOIIOICHUS

Ha cxeme BHMIHO, YTO BHJEOKaMepbl IIOJIyYalOT I[UTAlOIlEe HaNpsHKeHHe OT OJIOKOB
OecriepeOOHHOr0 MUTAHUS, PACIOJIOKEHHBIX B HEMOCPEIACTBEHHOW ONM3M OT BUaeokamep. Takum
o0pa3om, OecripoBOJHOE BUIECOHAOIIOAEHUE TOApa3yMeBaeT OTCYTCTBUE Kabenel Mexay MyHKTOM
3anmucy / HaOJMIOAEHUS W BUICOKaMEpaMH, HO CHUCTEMa MUTAHUSA TNPH 3TOM (QYHKIHMOHUPYET C
IIPOBOJAMH.

2.1 IIpeuMy1ecTBA MOCTPOEHHUS CHCTEM BHAeOHA0 101eHHs HA 0a3e |P-Bugeokamep
Cpenu nocrouncts Wi-Fi Bu1eoHa0II0€HUS MOKHO BBISIBUTH CJICTYIOIINE OCOOCHHOCTH:

e Bricokoe kauecTBO BUACON300pAKEHHS

B nocnennee BpeMsi Ha phIHKE MOSBUWIOCH 3HAYUTENBHOE KOJIMYECTBO MeramukcenbHbIX IP-
kamep (1, 2, 3 u naxe 5 Meranukcenei). MeranukcenbHble Kamepbl (OPMHUPYIOT BHIIEONIOTOKHU C
JOCTaTOYHO XOPOILIUMH CKOPOCTSIMU OOHOBIICHHSI (HampuMep, 25 KaJp/ceKk Ipu IBYX METalUKCeNIx
wiu 50 Kajp/cexk Ipy OHOM MEranuKcelie), 4To Moapa3yMeBaeT 0ojiee BHICOKYI0 HH(POPMATUBHOCTh
M300pakeHMs, a 3HAUYUT U TIOBHIIIEHHE YPOBHS O€30MIaCHOCTH B LIEJIOM.

e Bricokas JaJbHOCTh IPUMEHEHUS NIPU UCTIOIb30BaHUH HAIIPABJICHHBIX aHTCHH

Hcnons30BaHue AOMOIHUTENBHBIX aHTEHH a€T BO3MOKHOCTh 3HAYUTENIBHO YBEIWYUTH 30HY
JeUCTBUSL CUCTEM OECIpPOBOJHOIO BHJICOHAONIONCHHUS. ODTO MPOUCXOAMT BCJEJICTBHE BBIHOCA
aHTEHHBI U3 [TOMEIIECHUS U MToAbeMa €€ OTHOCUTEIBHO MPUEMHHUKA/TIepe/laTuKa, a Takke Oaroaapst
KO3QQUIMEHTY YCHJIEHHs caMOil aHTeHHbl. Tak HCIONb30BaHUE TOJBKO OJHON HAIPaBICHHOM
AHTEHHBI B KaHAJIE IPUEMHUKA YBEIUYMBACT PAAUYC ACHCTBUSA CUCTEMBI B 4-6 pa3, B 3aBUCUMOCTH
oT ycnoBuii npuema. CieayeT OTMETUTh, YTO MPU OOJBIION JUTMHE Kalelsl CHUKEHUSI OT aHTEHHBI K
MPUEMHHKY, UCIOJb3ys Kabesib ¢ OOJbIIMMU IMOTEPSMH, MOXKHO JIMIIUTHCS BCEX MPEUMYIIECTB
UCII0JIb30BAaHNs] BHEITHEN aHTEHHBI.

e MacmTabupyeMocTh 3a CUeT MPUMEHEHUS PETPAHCIISATOPOB.
Hcnonb3oBaHne  peTpaHCIHSIUOHHOTO OOOpYyIOBaHHUS IO3BOJSET  YBEIWYUTH pabouee
paccTosiHue 0e3 MPOKJIaIKN KaOeIbHBIX JTUHUH.

e B03MOXXHOCTB TPaHCIUPOBAHUS MTOTOKA OT HECKOJIBKUX Kamep 1o ogHor Wi-Fi cetn.
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Korna ucnonb3yercst TOYka IOCTyNa, CIEAyeT Y4YHTHIBaTh, YTO OHA IPEACTaBIAET cOOOi
OOBIUHBIM KOHIIEHTpaTOp. IIpu HECKONbKHX MOAKIIOYEHUSX BHJICOKAMEp K OAHOW TOYKE IoJioca
IIPOITYCKaHM I€IUTCSI Ha KOJIMUYECTBO MOAKIIOUYEHHBIX [10JIb30BaTenel. TeopeTnueckyu orpaHuueHuin
Ha KOJIMYECTBO MOAKIIOYEHHBIX BUICOKaMep HET, HO Ha MPAKTHUKE UX YHCIIO CIEAYyeT OrpaHUYMBaTh,
UCXO/ASd W3 MHHHMAJIBHO HEOOXOJMMON CKOPOCTH TMepeAayd MAaHHBIX IS KaXI0H KaMephl.
Hampumep, omna ceteBas kamepa ¢ paspemienneM VGA M CKOPOCTBIO 25 Kaap/c mpu HEOOIBIIIOM
cxkaThH B camoM nonyisipHoM ¢opmare MPEG-4 3anumaer nosnocy B 2-2,5 Mout/c. 910 03Ha4aer,
yTo 10 KamMep OTHUMYT MakCUMyM 25 MOHUT/C, TO €cTh TOYKa JOCTYyIa C MOJOCON Mpornyckanus 54
Mowut/c (a ¢ peadbHON CKOPOCTBIO Mepeaaun JaHHbIX 25 MOuT/c) mo3Bonut 0e3 npobiaeM IpUHSTH
curHain ot 10 Wi-Fi-Bugeokamep, a eciu Oparth B pacdeT BHICOKaMephbl ¢ 0oJiee COBPEMEHHBIM
cxatueM H.264, To MOTOK OT KamMepsl C TeM ke KadecTBOM 3aiiMeT okoso 0,5-1 M6ut/c. K onHoi
TOYKE JIOCTyMa MOXHO MOJAKIIIOUUTE U OoJiblIe 25 BUIEOKaMeED.

e VYipasieHUE IOBOPOTHBIMU KaMepaMu

OmnepaTop MOXET HaOMIOAaTh M300paKEHUE C KaMmepbl, YCTAaHOBJICHHOW B JIOOON TOYKE W
YIPaBJIATh MOBOPOTHBIM WM (DOKYCHPYIOIIMM MEXaHU3MOM TOYHO TaK ke, Kak eciu Obl OHa Oblia
MOJKJIFOYEHA K POBOIHOW CETH.

e Hanexxnocths coeqMHEHUS

[TpaBunbHBI MONOOpP 00OpPYIOBaHMS, MCIOIH30BAaHHE BHEIIHHMX Y3KOHAIPABICHHBIX AHTCHH
(xoTOpBIE, KCTAaTH, C IIOMOIIIBIO Ka0els MOXKHO YAAJIUTh OT BUJEOKaMephl Ha paccTrosiHue 10 30 M) u
POMEXKYTOUHBIX TOYEK JJOCTYIIA YCIEUIHO PEIIatoT 3Ty MpodiIemy.

e 3anMILEHHOCTD Mepeladu JaHHBIX

3amuTa BuIeonmHpOpMAMK B OeCHpOBOAHBIX [P-cucTtemax BUACOHAOIIONCHUS JOCTUTACTCS
HECKOJIBKUMH criocobamu. KitoueBbIME cpeaM HHX SBISAIOTCS: NpPUMEHEHHE OpaHaMay’poB,
UCTOJNBb30BaHNE Tapojei u mmdpoBanue. bpanamaysp paboTtaeT Kak 3JIEKTpOHHBIE "BOpoTa',
NPOITYCKAIOIINE 3aPEruCTPUPOBAHHBIX MOIH30BATEICH U 3alPEIIAIOIIUe JOCTYI HEAaBTOPU30BaHHBIM
JIUIaM. HpI/IMeHCHI/Ie naponeﬁ IMMO3BOJIACT HE TOJBKO OI'paHUYHUTHL AOOCTYII K CHUCTEMC
BUJICOHAOIONEHUS,, HO W paclpeieiuTh IpaBa JOCTyNa IepcoHala K OIpeeseHHBIM
BUJEOKamMepaM. A IMpH MHU(PPOBAHUU MOMBITKU MepexBara 3alin(poBaHHBIX JaHHBIX B IP-cucreme
OXPaHHOT'O BMJICOHAOIOACHUSI CTAHOBATCS OECCMBICICHHBIMU, €CIIM 3JIOYMBIIUIEHHUK HE 3HaeT
YHHUKQJIBHOTO KOJa JJIsi pacmm@poBKH MOTOKa JAaHHBIX. Koz, B CBOIO odepenb, YCTaHABIMBACTCS
CHCTEMHBIM aIMUHHCTPATOPOM.

e JlerutumMHOCTD HcCTOIBb30BaHus Wi-Fi

OTOT BOmpoc HeMHOro cioxuee. Jlemo B Tom, uto B Poccum mnpumenenue Wi-Fi 06e3
paspelleHus: Ha UCIONIb30BaHue YacToT oT ['ocymapcTBeHHOM Komuccuu 1o paaunodactoram (I'KPY)
BO3MOXKHO [l OpraHW3allid CETH BHYTPU 3JaHUN, 3aKPBITBIX CKJIQJICKUX TOMENICHUN ¢
MIPOM3BOJICTBEHHBIX TeppuTopuid. J{Jis neraibHOro co3nanus BHeOpUCHON OGecripoBoHOM cetu Wi-
Fi (manpumep, paauokaHala MeXAy JBYMsI COCEOHHUMH JOMaMHu) HEOOXOIUMO IOJIy4E€HHE
paspelieHuss Ha UCHONb30BaHWE YacToT. [Ipu 3TOM creayeT HAMOMHHTb, 4YTO JEHCTBYET
VIIPOIICHHBIH MOPSIOK BBIIaYH Pa3pelIeHni Ha NCTIOIh30BaHNE paarovacToT B mosoce 2400-2483,5
MTI'1t (crangaptet 802.11b u @), Ans mOdy4YeHHs TaKOTO pa3pelieHus] He TpeOyeTcsl oOpaliarbes B
I'KPY.

e [ymenue curxana
Takast onacHOCTb, AEUCTBUTEIBHO, CylecTByeT. Ho, BO-IIepBbIX, AJS TOTO, YTOOBI MOJHOCTHIO
3arJaylnTh CUTHAJ, HY’)KEH JTOCTATOYHO MOIIHBIA UCTOYHUK, U, BO-BTOPBIX, 3TOT HCTOYHUK JOJDKEH
HaXOJUTHCS OYEeHb OJIM3KO K paaumoTpakTy. OpHaKo Aaxe B 3TOM CIy4ae MOYKHO IOMBITAThCS
PEIINTh MPOOIEMY C TOMOIIBIO0 MOIIHBIX Y3KOHANPABICHHBIX AHTEHH.
e BpeaHocTs U3ny4eHus
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MupoBast opranuzauusi 3apaBooxpanenus (World Health Organization) npusHana u3inyueHue
Wi-Fi Ge3BpennbIM Ul 370pOBbS dejaoBeka. Tak, Hampumep, u3iaydeHue ot ycrpoiictB Wi-Fi B
cpenrem B 10-20 pa3 HUKe, 4eM OT OOBIYHOTO COTOBOTO TeneoHa.

e DKOHOMMYECKas 11e71eco00pa3HOCTb.

B omnuune OT TpaaWLMOHHBIX CHUCTEM, paclIUpeHHe KOTOpbIX (AKTUYECKH BEAET K
BHYILIUTEIbHBIM JOIOJIHUTENbHBIM 3aTpaTaM, UCIOJIb30BaHue [P-Buie0 n03BOJISET IpU pacIiupeHun
cucTeMbl JHIIb A00aBiATh IP-xkamepsr wimm IP-BugeocepBepbl. Ilpum Hamuuumm JIOKanbHOU
BbruncauTenbHoi cetu (JIBC) nanpHeliiee paciiupeHUe CUCTEMBI BIEUYET 32 COO0M UCKIFOUUTEIBHO
nobasnenne IP-kamep u He TpeOyeT UCIOJIB30BAHUS JOMOJHUTEIBHBIX TUHUN. C Apyrol CTOPOHHI,
porpaMMHOe obecrieueHue, KOTopoe mpuMensieTcs 1i1s 3anucu [P-Bueo, kak mpaBuiio, pacCUnTaHO
Ha JaibHEWIee paclIupeHHe, TO €CTh Mbl UMEEM JeNI0 JHIIb C 3aKyIKOH COOTBETCTBYIOIIMX
JUIIEH3UN Ha 3aMuCch HEOOXOJMMOTO KOJTMYECTBA BUCOKAHAIIOB.

2.2 llpumepsl cymecTByIuX cucrem IP-Bueonadsonenus
[IpuBeneM mnpuMepsl pa3TUYHBIX BapUAHTOB IOCTPOCHHUSI CHCTEM BUACOHAOIIONECHUS C
npuMeHeHneM TexHosoruu Wi-Fi.

MblWb, | o
KNABHATYPA | {Wi-Fi Touka gocTyna

Obvexr HabnoaeHua

Craum1oHapHbIi NocT |
suaeoHabnioaeHua |

Puc. 2.2.1. Ilpumep 3aMKHYTOI CUCTEMBI BUJICOHAOTIOACHUS

CocTaB cuCTEMBI:
e Wi-Fi Touka gocryma
e Tepmunan
e Kameps! HaOmoaeHus
K Wi-Fi touke moctyna moakmrodaeTcsi HE0OX0oauMoe KoaudecTBO kamep. s oOpaboTku u
oToOpaXKeHHs TepeaBaeMoil OT TOUKM JOCTyna HMH(popMalu ucnoib3oBaH TepmuHaia NetCore
Vision. ManorabaputHoe ycTpoWCTBO MO3BOJSET OTOOpa)xkaThb Ha SKpaHe MOJKIIOYEHHOTO K HEMY
crangaptHoro SVGA monuTOpa rpaduueckyro nHpopmaimio ¢ pasperienuemM 1024x768, a tak xe
BOCIPOU3BOJNTH JIBa KaHaia 3ByKa. Mcronb3oBaHue JaHHOTO TEPMMHAJA MO3BOJSET OPraHU30BaTh
noct HaOmoneHus 0e3 HCIOJIb30BaHMUs IEPCOHAJIBHOIO KOMITBIOTEpa, YTO HeceT B cebe
HEOCTIOPUMOE TPEUMYILECTBO - OYE€Hb KOMIIAKTHOE pelIeHHEe, HE MMEET MEXaHMYECKHUX CHCTEM
OXJIAX/IEHUs,, HEe TpeOyeT TeXHHYECKOro OOCIy)KMBaHUS, HHU3KOE MOTpeOJICHHE 3IJIEKTPOIHEPIHUH,
OeclIyMeH.
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Puc. 2.2.2. Cuctema Bu1€0HA0IIIOICHHSI HHTETPUPOBAHHAS B JIOKAJIBHYIO CETh YUPEKACHUS

QQS NPUEMHUK

Wi-Fi apanTep
>

‘Buaeonakonurens Tpan-22

Puc. 2.2.3. CucreMa BUICOHAOIIOACHUS B aBTOMOOMIIE

K BupeonakonuTennto NOJKIOYAIOTCS ABE KaMephl — OJIHA KypcoBasi, BTOpasi HallpaBJIeHHAas Ha
BoauTens. Hapsiny ¢ 3anmuchbro BUIEO, MPOU3BOAUTECS 3aMKUCh TEKYIUX TeorpadudecKux KOOpAUHAT
nocrynatonmx or GPS mpueMHuWKa, yCTaHOBIEHHOTO IO/ JIOOOBBIM CTEKJIoM aBToMoOwis. Ecim
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aBTOMOOWIIb HAXOIUTCS B 30HE AeiicTBust Wi-Fi ceTu, Bo3MoXeH yaaneHHbIN 1ocTyn K Tpany u ero
BUjIcOapXuBY. VCronb3yss MOJENbh CO ChEMHBIM JHCKOM YIOOHO TPOHM3BOJUTH MPOCMOTP BCETO
BHJICOApXHBa 0€3 N3BJICYCHUS BUICOHAKOUTEIS U3 aBTOMOOWIIS.

YaaneHHbIH nocr
BMACOHAONIOAEHHR

PesepBupoBantbii

UCTOUHINK /
AWTARAR D2 =Wi-Fi panmnan

) >>)>_,)_>>))>) M) \&2

BuaeoHakonuTens T A
Tpan-12 L
I

Puc. 2.2.4. BuneonabutoieHre Ha TEPPUTOPUATBHO-PACTIPEIETIEHHOM 00BEKTe

B ycnoBux, xorja oObeKT HaOMIOJEHHMS M MOCT HAONIOAEHUS HAaXOAATCA Ha 3HAYUTEIbHOM
yAaJeHu! APYT OT Ipyra, BO3SMOXKHO IPUMEHEHHE BHIHOCHBIX HAIIPABJICHHBIX aHTEHH 0eCIPOBOJIHOMN
cetu Wi-Fi. HanpaBneHHble aHT€HHBI 00€CNEUMBAIOT YCTOHYMBBIM KaHal CBSI3U HAa PACCTOSHUM
HECKOJIbKUX KHJIOMETpoB. CKOpOCTh OOMEHAa JaHHBIMU IO pajJMOKaHaly IO3BOJIET paboTaTh C
BHUJICOHAKOIIUTENIEM HECKOJIBKUM MOJIb30BATEIISM.

2.3 IocTpoeHue cucTeM BHAEOHADTIOEHHS ¢ HCTIOIb30BanneM Wi-Fi

Hcrounnkom BueocurHana Juisi cucteMm [P-BuaeoHaOMOAeHNs SBISIOTCS UPPOBBIE KaMephl,
Ha BBIXOJIE KOTOPBIX ayIuMO- M BHJICOCUTHAN TpejacTaBieH B nudposom ¢opmare (IP-makersr) c
uHtepdeiicom moakmodeHuss B Buae mnopra FastEthernet, koTopslif  HemocpeiaCTBEHHO
MOJICOIMHACTCS. K TaKOMY CETeBOMY OOOPYJOBAaHHUIO, KAK KOMMYTAaTOp WJIM MapIIpyTH3aTop (B
HameM ciydae — oOopymoBanue meperadn AaHHbIX 1o Wi-Fi). Dto Moryr ObITh ceTeBbie
YCTPOICTBA, BBIJICIEHHBIE CIIELUAIBHO JUIsl CUCTEM HAOJIOACHUS WIIM COBMECTHO HCIIOJIb3yeMble ISt
nepeaayl BceX KOPIOPATUBHBIX TAHHBIX U IMOAKIIOYCHUS Pa0OYMX MECT T0Ih30BaTENCH.

Cxema cuctemMbl BuieoHaOmo1eHus ¢ npuMeHeHneM Wi-Fi mokaszana Ha pucynke 2.3.1
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Wireles Router

Motion Detection
with Email Notification

Puc. 2.3.1. Cxema cuctemsl BuieoHaOm0AeH s, ¢ TpuMeHeHreM Wi-Fi

B mocrneqHem cimydae MOXKET IOKa3aThCs, YTO OC30MACHOCTh CHCTEMBI BHJICOHAOIIOACHHUS
3aBHCHUT OT JACWUCTBUN JHOOOrO MOJIH30BATENST KOMIBIOTEPHOW CETH KOMIAHHH, U, €CJIM Ha MEeCTe
MOJIB30BATENISl OKKETCS 3JIOYMBIIUICHHUK, OH CMOXKET Oe3HaKa3aHHO HApymUTh e¢ padory. [Ipu
MPaBHJILHOM BBIOOPE M HACTPOUKE CETEBOrO 0OOPYIOBAHMSI JOCTYII MPOU3BOIBLHOTO MOIB30BATENS K
JTAHHBIM U 000PYIOBAaHUIO CUCTeMBI [P-BUIe0HA0IIOIEHUST HEBO3MOKEH.

IP-xamepsl MOryT pacnoniaratbcs I/ie YTOAHO B IpeaesaxX CeTH, CBSI3BIBAIOIICH MX C CEpBEPOM
3aMUCH M KIUEHTCKUMH pabounmu Mmectamu. [P-Bujeo siBisieTcss uicanbHBIM pEIICHUEM TOT/a,
KOTJIa CII0)KHO CIPOTHO3WPOBATh, HACKOIBKO cHucTeMa OyaeT pacliupeHa B TEepCHEKTHBE.
TpaauIMOHHBIE K€ CHUCTEMBI BHJICOHAOIIOACHHUS XOPOIIM B TEX CHUTYAIUsAX, KOTJa KOJUYECTBO
KaMep 3apaHee ONpeeNieHO WIH IIaHUpYeTCs He3HAUUTEIbHOE paciiupeHue cucteMbl. Ha oobexTe,
TJIe CIIOXKHO 3apaHee ONPE/ISIUTh MaCIITa0bl CUCTEMBI, [P-BUI€0 - OTHO3HAYHBIN BEIOOD.
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Collocated WinLink™ 1000 Access units

il 18
N

«U Wik 1000 Access

WiFi Backhauling

Puc. 2.3.2. YBenuueHne 30HbI IMOKPBITUA ITPU UCIIOJIB30BAHUU CUCTEMBI PETPAHCIIATOPOB

Crannaptr Wi-Fi He orpaHuuuBaeTcs MaJbIMHU PAacCTOSHUSMH M CT€HAMM MOMEIICHUH, a B
OTKPBITBIX MOMEILIEHUAX B MPSAMON BUAMMOCTH OH MOXET paboTarh Ha paccTostHMM mouTH 500 M.
[Tpy nMcHoIB30BaHUN COBPEMEHHBIX MOTOKOBBIX AITOPUTMOB CxkaTHsl ckopoctd 0,5 MOut/c MoxeT
OKa3aThCsl BIIOJIHE JOCTATOYHO IS Hepenaud | KaHama BHJAEO NPUIMYHOTO KayecTBa. A eciu
YUHTBIBaTh, YTO 3TO PACCTOSIHME MOKHO YBEIMYMBATH C IIOMOILBIO HAIIPABJICHHBIX AHTEHH U
MIPOMEKYTOUHBIX TOYEK JOCTYIA, TO TAKOE PEIICHHE CTAHOBUTCS eIlle 00Jiee HHTEPECHBIM.

JUis MCKIIIOYEeHHs MaJeHHUs NpOM3BOJIUTENBHOCTH Bamiell OecrmpoBogHoit Wi-Fi cetn Bce
0ecrpoBOIHBIE KJIIMEHTHI JTOJKHBI MMOAIEPKUBATH CTaHIApT, HA KOTOPOM paboTaeT OecrnpoBOIHAs
TOYKa JI0CTYIa, @ TOUKE JOCTYIa NPUHYAUTEIBHO YKa3aTh PEKUM paOOTHI.

BapuaHThI UCTIONB30BaHUS AHTEHH:

e HampapneHHas aHTeHHA Ha IPUEMHHUKE - YBEJIMUEHHE JabHOCTH B 4-6 pa3

e Kpyropas aHTE€HHa Ha MPUEMHHUKE - YBEJIMYEHHUE AaTbHOCTHU B 2-3 pa3a

e HampaBnenHas aHTeHHa Ha TNepeJaTYMKe M HANpaBiCHHAass AHTEHHA Ha TNPHEMHHUKE -
yBeITWYEHHUE JATbHOCTH B 5-10 pa3
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HAMPAB/TEHHAR AHTEHHA

| |

f
KAMEPA O BCTPOEHHM \ o
NEPEDATHAKOM :
MPHEMHA
Puc. 2.3.3. HarpaBnieHHast aHTeHHA Ha IPUEMHHUKE
KAMEPA CO BCTPOEHHRIM
NEPELATHHON

Puc. 2.3.4. KpyroBasi anTeHHa Ha IPUEMHHUKE
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o
. 4‘0 KAMEPA

Puc. 2.3.5. HaHpaBJ’IeHHaﬂ AHTCHHA Ha ICPCAATUYMKE U HAIIPABJICHHAA aHTCHHA HAa IPUCMHUKEC

Nrtak, Mbpl monyunsii ouu(pOBaHHBIA CHUTHAJT OT KaMmep, MOAKIIOUMIM KaMepbl K CETEeBOMY
0o0Opy/noBaHUIO, a Tenepb OyAeM HCIONb30BaTh KOMIBIOTEPHYIO CETh Ul MepeAadd ayauo- U
BHJICOMH(OPMAIINH HETIOCPEICTBEHHO K IMOCTY BHJICOHAOTIOACHHS. DTOT TOCT MOXKET HAXOJUTHCS
kak B 100m ot oObekta HaOmoaeHus, Tak u B 2000kM OT Hero. 3aMedaTellbHBIN ITOKA3aTellb,
KOTOPBIA HEJOCTIKUM JJIS1 TPaAuIUOHHBIX aHajgoroBeix CBH. OgHako HaM OH MHTEpEceH C TOYKH
3peHust MacmTaboB IP-cetn - OT paccTosHMI U KOJIMYeCTBa 0ObEKTOB HAOJIOICHUS 3aBUCUT COCTaB
1 KoH(pHTyparus ceTeBOro o0opymoBaHusl cucTeMbl [P-BueoHaOMIOACHNS U MEPhl, HEOOXOUMBIC
i obecrieueHus: ee 6€30MacHOCTH. ITO MOKET ObITh OJIMH KOMMYTATOP, K KOTOPOMY MOAKITIOYEHbI
Y KaMephl HAOTIOIEHUSI, © KOMITBIOTEPHI ITOCTa HAOIMIOACHUS, a TAK)KE HECKOJIBKO MapIIPYTH3aTOPOB
U KOMMYTAaTOpOB, OOECIEUMBAIOIIMX B COBOKYITHOCTH TMepenady Ha 3HAUYUTEIbHBIE PACCTOSHUS
nH(popMaIuy, TOCTyHaroled OT MHOXKECTBa Kamep. 3aMeTHM, YTO B TIEPBOM Ciydae MpH
MCIOJIb30BaHUU MEIHOTO Kalelsi MaKCHMallbHOE YJaleHHe KaMep OT MOCTa HAONIO/IEHUsI COCTaBUT
200m (orpannuenue crannapta FastEhernet).

B Tabmume 2.3.1 yka3aHbl paccTOSHUS, Ha KOTOpbIX (HO '"caep>kaHHBIM" —JaHHBIM
npousBoauTeneit [P-Bumeokamep) Moryr paboTtarh Kamepbl €O BCTpoeHHbIMH Wi-Fi-Momynsmu
cranaapra 802.11 g.

Tabnuna 2.3.1 Jlucrannuu pabotsl Wi-Fi-IP-Bugeokamep B 3aBUCMOCTH OT THITA AHTCHHBI

Wi-Fi-IP-Buneokamepa Touka mocrymna ﬁHCTaHHHH’
CranjapTHasi aHTCHHAa BHYTPH KOXKyXa Ajis | AHTeHHa  JJsi ~ YCTaHOBKH B 10
YCTaHOBKHU BHE MMOMEIICHUS MOMETIIEHUH

CranjapTHass aHTCHHAa BHYTPH KOXyXa sl | AHTeHHa  JUIs  YCTaHOBKH  BHE 100
YCTaHOBKHU BHE MMOMEIICHUS MOMENICHHS

BHeniHss aHTeHHA, TOAKITIOYEHHAs K KaMepe | AHTEHHAa  JUIss  YCTAHOBKH  BHE 300

P TOMOIIIK Ka0eJIbHOTO pa3beMa HOMEUICHHS

2.4 YcrpoiictBo |P-kamep

CoBpemennast |P-kamepa mpencrtaBisieT co0Ood  1udpoBOE YCTPOWCTBO, MPOU3BOISAIICE
BUJICOCHEMKY, OIM(PPOBKY, CKATUE M Iepeady IO KOMIBIOTEPHOH CeTH BHIEOM300paKEeHUS.
[TorTOMy B cocTaB ip-KaMepbl BXOAT CIEAYIONNE KOMITOHCHTHI:
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Tabnuua 2.4.1 YcTpoiicTBO ip-KaMepbl

Komnonent Ha3HAaYCHHE
B xkauectBe ¢orompuemHuka B OONbIIMHCTBE ip-kamep npumensiercs [13C-
matpunia (II3C, CCD - mnpubop ¢ 3apsAaoBO CBS3bIO) — MPSAMOYTOJIbHAS

[13C-marpuna

CBETOUYBCTBUTEIIbHAS MOJIYIIPOBOJIHUKOBAS TUIACTHHKA C OTHOIICHHEM CTOPOH 3 : 4,
KOTOpasi mpeoOpa3yeT NaJaroniuii Ha Hee CBEeT B JjeKTpuueckuid curHan. [13C-
MaTpHUIIa COCTOUT U3 OOJIBIIIOTO YMCIa CBETOYYBCTBUTEIBHBIX sSiYeeK. J{J1st TOro, 4TOOBI
MOBBICUTh CBETOBYIO 4yBCTBUTENbHOCTh [I3C-marpuipl, Hepeako GHopMUPYIOT
CTPYKTYpY, KOTOpasi CO3/IaeT MUKPOJIMH3Y Mepea KaKIoW U3 s4eeK. B TeXHUYIecKux
napamMeTpax ip-kamepbl O00bYHO yKaszbeBaloT ¢opmar I[I3C-marpunel  (amuHa
JTUArOHAIA MATpPHIBI B JIOWMax), 4ucio 3PQGEKTUBHBIX MUKCEICH, THUI Pa3BEPTKH
(IOCTpOYHAS UM YepecCTPOYHas) U YyBCTBUTEIbHOCTb.

OOBEKTUB

OObEeKTUB — 3TO JMH30Bas CHCTEMA, NpEJHA3HAYEHHas I MPOELUPOBAHUS
n300pakeHust 0ObeKkTa HAONIOJEHUS Ha CBETOYYBCTBUTEIBHBIM 3IIEMEHT KaMephbl.
OOBeKTUB SIBIISIETCSI HEOTHEMJIEMOH 4YacThiO ip-KaMepbl, ¥ OT NPaBUJIBHOCTH €ro
BbIOOpa M YCTAaHOBKM 3aBUCUT KauyeCTBO BMJICOM300paKeHUs, I10JIy4aeMoro ip-
KaMepoil. YacTo OOBEKTHB BXOIHWT B KOMIUICKT IMOCTaBKH ip-Kamepbl. OOBEKTHBBI
XapaKTepU3yIOTCs PAJOM BaKHEHIINX MMapaMeTpoB, TAKUX Kak (OKYCHOE pacCTOsSHUE,
otHocutenbHoe oTBepcTue (F), rmybuna peskoctu, Tan kpemienns (C, CS), popmar.

Onruueckut
buIbTp

Ontuueckne HH(ppaKpacHble OTCEKaroIue (UIBTPHI, KOTOPbIE YCTAaHABIUBAIOT B
Ip-KaMepbl, TPEACTABISAIOT CcOOOW  ONTHYSCKH TOYHBIC IUIOCKOMApaUICIbHBIC
IUTAaCTUHKHM, MOHTHpYeMble cBepXy I13C-marpuinbl. OHu paboTarOT Kak ONTHYECKHUE
HU3KOYaCTOTHBIE (PUIBTPHI C YACTOTON cpe3a okosio 700 HM, BOIHM3HM KPacHOTO IBETA.
OHM oTceKaloT HMH(PAKPACHYIO COCTABISIOIIYI0 CBETOBBIX BOJIH, OO€cleuuBas TEM
CaMbIM TPaBWIBHYIO I[BETONEpeaady ip-kamepsl. OHAKO BO MHOTHX Y€pHO-OeNbIX ip-
Kamepax Takue (QWIBTPHl HE HCIONB3YIOTCS, Ojaromaps 4emy JIocTHraercsi Ooiee
BBICOKAsl YYBCTBUTCIIbHOCTD ip-KaMCpI)I.

ITnara
BHJIEO3axBaTa

[lnata BuaeozaxBata (0JIOK OIM(MPOBKHU) OCYIIECTBISET MpeoOpa3oBaHUE
aHaJIOTOBOTO AJIEKTPUUYECKOTO CHUTHajla, CpOPMHPOBAHHOIO MaTpuled, B LU(POBOi
dopwmar. [Iporecc mpeodpa3zoBaHus CUTHATA COCTOUT U3 TPEX ITAIOB:

e Jluckperuzanus;

e KBsanToBanue;

e Koauposanue.

Jluckperu3anusi — CUMTHIBAHUE aMIUIUTYIbl 3JIEKTPUYECKOTO CHUTHalla uepes
paBHbIE NPOMEXYTKH BpeMeHU (mepuoa). ODTOT ATanm NpeoOpa3oBaHUS CUTHAIA
XapaKTepU3yeTCs YaCTOTOM TUCKPETU3ALNH.

KBanToBaHue — 53TO mpoliecc NpPEICTaBICHUs] PE3yJIbTaTOB JUCKPETH3aluu B
mudpoBoii  ¢opme. HM3MeHeHHE YpPOBHsS 3JEKTPUYECKOTO CHUTHaja 3a IepHOA
JTUCKPETU3aAIluU TIPENICTaBIIsieTCs B BHUJe KojoBoro cioBa u3 8, 10 mmm 12 Owur,
KOTOpBIE al0T COOTBETCTBEHHO 256, 1024 m 4096 ypoBHel kBaHTOBaHMA. OT uucia
YpOBHEH KBAaHTOBAaHMsI 3aBUCUT TOYHOCTb IPEJCTaBICHMs] CUTHalla B LHUQPPOBOM
dopme.

KogupoBanue. Ilomumo wuHdopmammu 00 M3MEHEHHHM YpPOBHS CHUTHAla,
MOJYYeHHOM Ha MpeblIyIeM dTare, B Mpolecce KOJUpoBaHUsS (GOPMUPYIOTCS OUTHI,
coolIaronue O KOHIIE CHHXPOMMIyJbCa M Hayaje HOBOIO Kajapa, a TaKkxke
JIOTIOJTHUTEIIbHBIE OUTHI 3aIUTHI OT OUTHOOK.

bnox
KOMITPECCUU
(cxaTus)
BUJICOU300paK

brok koMITpeccHH BBIMOTHSIET C)KaThe OIMU(POBAHHOTO BHJICOCHTHAIA B OJHWH W3
dopmatoB cxkarus (JPEG, MJPEG, MPEG-1/2/4, Wavelet). bnaromapst cxkaruto
COKpallaercsi pa3Mep BHUICOKaapa. ITO HEOOXOIWMO JUIsl XpaHCHUS W Tepenadu
BUJICOU300paKeHUsI 10 ceTH. Ecnu nokaibHas ceTh, K KOTOpoil mojacoenuHeHa IP-
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CHUA

KaMepa, HMEeT OrPAaHUYEHHYI0 II0JIOCY TMPOIyCKaHUs, TO BO H30ekaHHE
IIEpPETIONIHeHNSI CeTeBOro Tpaduka menecooOpa3Ho CoKpamarh 00beM IepeaaBacMoi
uH(pOpPMalLIMK, CHU3UB JHOO 4YacTOTYy Mepefayd KaJpoB IO CETH, JUOO0 pa3pemieHue
KaapoB. BoipmuHCTBO (opMaToB CkaTHs 0OECIIEUMBACT PAa3yMHBIH KOMIIPOMHCC
MEXIy STHMH JBYMs CIIOCOOAMH pEIIeHHsS MpOoOJIeMbl MEpeJadyd BUACO IO CETH.
M3BecTHBIE Ha CETOAHAIIHMK JeHb (opMaTbl CXKaTHS IO3BOJSIOT OJYYUTh
oun(poBaHHBINA MOTOK C TMoJocoi mpomyckanus 64 K6 — 2 M6 (nmpu Takoif mosjoce
IPOMYCKaHUsI TOTOKM BHJCOAAHHBIX MOTYT paboTaTh NapauIeIbHO C JAPYTUMH
MOTOKaMH JJAHHBIX B CETAX).

Cxarue BuaeomsoOpakeHus B [P-kamepe MokeT OBITh TPENCTABICHO Kak
amnmapaTHo, TaK U HporpaMMmHo. [IporpammHasi peanu3aiysi KOMIIPECCUU JICIIEBIIE,
OJTHAKO, W3-3a BBICOKOM BBIYMCIUTEIBHOM EMKOCTH aITOPUTMOB CXAaTUSl OHA
ManodphekTuBHa, 0COOCHHO KOrjaa TpedyeTcsl mpoCcMaTpUBaTh BUACOU300pAKCHHE C
ip-kamepbl B online pexume. [ToaToMy OOJBLIIMHCTBO BEAYIIMX ITPOM3BOIUTEIICH
BBINTYCKaIOT [P-kamepsl ¢ annapaTHON peanu3anuen CKaTusl.

[enTpanbubIi
npoueccop u
BCTPOCHHBIN
web-cepsep

LleHTpanbHbI TpOIECCOP SBISETCS BBIYMCIUTENBHBIM SIpOM ip-kamepbl. OH
OCYILECTBIISICT OTEPALIMH 0 BBIBOAY OLM(POBAHHOTO M CKATOTO BHICOM300paKeHMUS,
a TakKe OTBEYaeT 3a BBIIOJHEHWE (QYHKIMIA BCTpOoeHHOro web-cepBepa
YIIPaBJISAIONIECH MPOrpaMMBbl JIJIsl ip-Kamep.

o3y

O3V cnyxur ansg XpaHeHHs BPEMEHHBIX TaHHBIX, KOTOpPHIE T€HEPHUPYIOTCS IMPHU
BBIMIOJTHEHUM YIPABISAIOLIMX I[POrpamMM, U I0JIb30BATEIbCKUX CKPUIITOB. MHOrue
WHTEpHET-KaMepbl HMMEIOT TaK Ha3biBaeMblil BuaeoOydep. OT1o wacte O3V,
3ape3epBUpPOBAaHHAsl Uil 3alMCH M BPEMEHHOTO XPAaHEHHUS CHATBIX ip-KaMmepoi
BUJeokanpoB. Mudopmarnus B Buaeodybepe OOHOBISETCS LUKIWYECKH, T.€. HOBBIH
KaJ[p 3alMChIBACTCS BMECTO CaMOTO CTaporo. OTa (QyHKUIUS HEoOXOoaWMa, eciu ip-
KaMepa  BBINONHSET  OXpPaHHOE  BUACOHAONIOJEHUE, TMOCKOJIbKY  IO3BOJISIET
BOCCTAHABJIMBATh COOBITHUS, MPEIIECTBYIONINE U CIEAYIOIINE 32 CUTHAIIOM TPEBOTH C
HOJKJIIOYEHHBIX K ip-KaMepe OXPaHHbIX JaTYUKOB.

dm-naMaTe

Kapra ¢umom-naMaru mo3Bosisier 0OHOBIISATH YIPaBJISIONIAE MPOrpaMMbl It web-
KaMep U XpaHuTh noas3osarenbckue HTML-cTpanuis.

[Tocne ¢usnmyeckoro MoAKIIOYEHHS K CETH ip-kKamepe mnpucBauBaercs [P-agpec.
brnaronapss BcTpoeHHOMY mporpamMMHOMY obOecnedeHuto st web-cepBepa, FTP-
cepBepa, FTP-knmenra, e-mail knumeHta u ap. ip-kamepa palOoTaeT B HEHl Kak

CereBoit . .
uETepdeiic CaMOCTOSITENIbHOE CETEBOE YCTPOMCTBO. DTO OTIMYAET Ip-KaMepbl OT OOBIYHBIX
KOMITBIOTEPHBIX ~KaMmep, KOTopble TpeOyloT 005A3aTeJIbHOTO MOJKIIOUEHHS K
nepcoHanbHOMYy KommbioTepy uyepe3 USB. Kpome Toro, ip-kamepbl MOTYT
NOJIJIEP’KUBATh PabOTY C MOJIb30BATENLCKUMU cKpunTamu U JAV A -annneramu.
TpeBoXxHBIE BXOJIBI/BBIXOJbI CIYXKaT JJs MOJKIIOYEHUS AaT4yUKOB Tpesoru. [lpu
TpeBoskHbIe cpabaTbIBAaHUM OJTHOTO U3 JIaTYUKOB T'€HEPUPYETCs CUTHAI TPEBOTH, B PE3yJIbTaTe YETO
HOpTHI MpoIleccCOp KOMIOHYET Habop KaJapoB, 3allMCaHHBIX B BHUACOOydep 10, Mmociae W B
MOMEHT MOCTYIUICHHSI CUT'Hajla TPEBOTU. DTOT HAOOp KaJpOB MOXKET OTChUIATHCS Ha
3amanHbId e-mail aapec wiam mo FTP.
JlonoHUTENbHBIE BOBMOXKHOCTH M (DYHKIIMHU ip-KaMepbl
[IporpaMMHBIi MOJyJb, OCHOBHOM 3ajaueil KOTOPOTro SIBISIETCS OOHapy>KeHUe
NepeMeNalouXcsl B Mojie 3peHHus BeO-Kamepbl 0ObEKTOB. J[eTeKTOp ABMIKEHHS He
JletexTop TOJIbKO OOHapy>KMBaeT NepeMelleHHe B ToJie H300paKeHWs, HO U OIpeaemseT
rabaputel 00BEKTa M CKOpPOCTh €ro /ABWXKEeHHA. B 3aBucUMocTH OT 3aj1ad
JIBUKECHUS

BUJICOHAONIOICHNS,  JETEKTOp  JBWIKEHHsS  HAaCTpauBalOT Ha  OOHapyXeHHe
nepeMenieHusi OOBEKTOB € NpeAeTbHOW MHHHMHU3ALUEH JIOXKHBIX CcpadaTbIBaHUN
(unpTpanmeid momex), 3aJalOT THOKYIO JIOTUKY OOpaOOTKM TpeBOr (TpeBOKHAs
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3aMnCch, WHTETpalusi C JPYTUM OXpaHHBIM o0OopynoBaHueM). Mcmonb3ys HOBbIC
UHTEJUIEKTYaJbHbIC AJTOPUTMBI IPOrPaMMHOrO oOecneueHusl, MOryT paclio3HaBaTh
HOMEpPA MalIUH, OIPEAEIATh KOJIMYECTBO JIIOACH B KaJpe, aHAIM3UPOBATh YPOBEHb UX
arpecCUBHOCTH U T.J.

CnyxuT U1 OrpaHMYEHHUs TpaB JgocTyna K ip-kamepe. Ilo ymom4anuio
BUJICOU300paKEHUE C Ip-KaMepbl MOXKHO MPOCMAaTpuUBaTh C JII0OOTO CETEBOrO
KOMITBIOTEpa, Ha KOTOPOM YCTaHOBJIEH CTaHIApTHBIA MHTEpHET-Opay3ep, Hampumep,

3amura )
Haporen Internet Explorer. OHako MOXHO OrpaHUYUTH YUCIIO JIL C MPaBaMK JIOCTYTIA K ip-
Kamepe, BBelIs NapoJib Ha YPOBHE MOJb30Baress. MHOTHE ip-KaMepsl MOAIEPKUBAIOT
MHOTOYPOBHEBYIO ~ 3alllUTy TMapojieM s pasTpaHdueHHs TIpaB JAOCTyNa H
aJIMUHUCTPUPOBAHHUSI.
CeteBble KaMepbl 00padaTHIBAIOT ayAMOMH(OPMALINIO HETIOCPEICTBEHHO B Kamepe,
Aymmno CHHXPOHHM3UPYS €€ C BUACO WIN Jake OOBENWHSAS B TOT K€ BHJCOIOTOK M 3aTEM
perucrparop/ HOCBUTast MO CETH JJIsl KOHTPOJS W/WIM 3alMCH. 3BYKOBOM KaHal MOXET OBITh Kak
CIIHKEp OJTHO-, TaK W JBYHANPABICHHBIM, YTO IIO3BOJIIET HE TOJBKO TIONy4aTb, HO H
niepesiaBaTh 3ByK Ha 00BEKT HAOIIOICHHUSI.
[P kamepsl MoryT muQpoBaTh BHIEO, MOCHUIAEMOE IO CETH, TapaHTUPYs, YTO
BUJCO IOTOK HE OyIeH [OCTYNEH JUIsi HECAHKIMOHHPOBAHHOTO MPOCMOTpa U
BMEIIATeNbCTBA B Hero u3BHe. CHcTeMa MOXET TaKKe YCTaHaBIMBATh
LIndpatop I/I,I[eHTI/I(i)I/IKaI_IE/IIO TO/IKITIOYEHNUS,  HCTIONb3Yst cepruuKaTel  IUPPOBAHUS, C
. | ompeneneHHOW CeTeBOW KamepoW, TakuM 00pa3oM yCTpaHsSs BO3MOXKHOCTH JIFOOOTO
(mporpamMmHbIi

/ arrmapaTHBIN)

MIPOHUKHOBEHUSI B JMHUIO CBs3H. [P kamepa MokeT 100aBnsATH 3amn(poBaHHBIC
"BOAsiHBIE 3HAKK' B BHUACO IIOTOK, JaHHBIE ¢ WH(OpMamHUel OTHOCHUTEIBHO
U300paKeHHsl, BPEMEHU, MECTOIOJIOKEHHs, MOJIb30BaTeNel, TPEBOr U T.H., YTOOBI
o0ecreunTh OE30MaCHOCTh TPAKTa Nepeaadr HHHOpMAIUU

E . Ethernet
- ( ) E HenTpamsHbIi
2 i "g' % npoueccop | | COM-mopr
i3t 5 by I I
- \ : & ® - 03y Baox
' S [_E namsT BXOJI0B/
/ K BBIXO/I0B
ObsexTHe ¥
II3C-marpuma

Onriyecki G Tp

Puc. 2.4.1. YerpoiictBo IP-kamepsr

BI/I,Z[COKaMCpBI XaPaKTCPU3YIOTCA CICAYIOIUMUA IMapaMETpaMu:

e dopwmar (OKpyriaeHHOE 3HaYEHUE TUaroHall MaTPUIIbl B Ar0HMax);
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e Paspemaromniast CiocOOHOCTH (XapaKTepU3yeT CIIOCOOHOCTh BUACOKAMEPHI pa3inyaTh MEJIKUe
JIETAIU U YAAJICHHBIE IIPEIMETHI);

e UyBCTBUTEIHHOCTh WM MHUHUMAJbHAS OCBEIICHHOCTh (XapaKTepu3yeT CHOCOOHOCTH
BUJICOKaMepbl HAOIIOAAaTh OOBEKTHl MpPU TIOHMKEHHOW OCBEIIEHHOCTH W JIaKe B TEMHOTE,
u3MepsieTcs B Jitokcax (Jik));

e boppba ¢ M3MEHEHHUSIMH OCBEIIEHHOCTU (B COCTaBE BUACOKAMEPHI HUMEETCS AJIEKTPOHHBIN
3aTBOP, KOTOPBIH peryIupyer BpeMsi HaKOIICHUS 3apsi/ioB);

e OTHOLICHHE CUTHAII/IIYM;
e Cucrema aBTOMaTHYECKOM PETYINPOBKU YCHIICHUS;

L4 FaMMa'KOppeKHI/IH (yKa3BIBaeT Ha TO, YTO B BHUACOKaAMEPE 3aBEAOMO BBOJUTCA HEJIUHCEHHAs
3aBHCHUMOCTB BBIXOJHOI'O BUACOCHUIHAJIA OT OCBCIICHHOCTHU 00BeKTa JJIA KOMIICHCAIluHr HEJIWHEHHOM
3aBUCUMOCTH APKOCTU CBCUCHUA KMHCCKOIIa B BUACOMOHUTOPE OT MOAYJIUPYIOIICTO HaHpiDKeHI/ISI);

L4 KOMHGHC&HI/IH BCTpG‘IHOﬁ 3aCBCTKH,

e bamnanc 6enoro (siBisieTcsl crienu(UUecKuM MapaMeTpoM I[BETHBIX BUACOKAMEp, CITYKHUT IS
MPaBWIBHOM IIBETONEpenayn H300paKeHUsT Ha OOBEKTe MPU PA3NIUYHBIX THIAX HCTOYHHKA
OCBEIICHUS);

e Hampsokenue nutanus (MocTossHHBIA TOK 12 B min cereBoe HanpsukeHue 220 B);
e JluamazoH pabouyux TeMIEparyp;

e KOHCTPYKTMBHOE UCIIOJIHEHHE.

2.5 O6mue ceenennst o VPN

Ao6pesuarypa VPN pacummdpossiBaetes kak Virtual Private Network - "BupryanbHas yacTHas
cetp". CyThb 3TOH TEXHOJOTHMM B TOM, 4TO nIpu mnojkiaodeHud k VPN cepBepy mnpu mnomomu
CTIEMANBHOTO TPOTPAMMHOTO O0ECTIEYEeHHs MOBEPX OOIMICIOCTYITHONW CETH B YK€ YCTAaHOBICHHOM
COEMHEHUHN OpraHusyercs 3amu@poBaHHBIA KaHal, OO0ECIeYMBAIOIUN BBICOKYIO 3alIUTy
nepeaaBaeMoil 0 3TOMY KaHaly MH(GOpMaIMH 3a CYET NMPUMEHEHHS CIEHUAIBHBIX alrOPUTMOB
mudpoBaHus.

B ob6mem cinygae VPN - 510 0ObenuHeHHE JIOKATbHBIX CETEH WM OTACNIBbHBIX MaIIuH,
MOJKIIOYEHHBIX K CETH OOILIEero IO0JIb30BaHMs, B €IMHYIO BHUPTYaJbHYIO (HAJIO)KEHHYIO) CETb,
00ECTIeYNBAOIIYI0O CEKPETHOCTh W IIEJIOCTHOCTH IepenaBaeMor 1o Heil mHpopMmariu (Tpo3padHo
U1 TIOJIb30BaTeNel ).

Ucnons3oBanue texHonorun VPN Heobxoaumo Tam, rae TpeOyercs 3amiuta KOpIOpaTUBHOMN
CeTH OT BO3JICHCTBUSA BUPYCOB, 3JIOYMBIIUICHHUKOB, MPOCTO JIIOOOMBITHBIX, @ TAaKKe OT JPYTUX
YIpo3, SBJISIOIIUXCS PE3YJIbTATOM OIMIHOOK B KOH(OUTYPUPOBAHUH WM aIMUHUCTPUPOBAHUH CETH.

Bupryansusie uactHeie cetu (VPN), co3gaBaemble Ha 0a3e apeHIyeMbIX U KOMMYTHPYEMBIX
KaHaJIOB CBSI3U ceTel 00IIero nojb30BaHud (1, B IEpBYI0 ouepes, HTepHET), SBISIOTCS OTIUYHON
aJIbTEPHATHBON H30JIMPOBAHHBIM KOPIIOPATHBHBIM CETSIM, MPHYEM, albTEepHATHBOM, oOsajaromieit
PSIOM HECOMHEHHBIX TTPEUMYIIIECTB:

. HU3Kasi CTOUMOCTb apEeH/IyeMbIX KaHaJIOB 1 KOMMYHHUKALIMOHHOTO 000py/10BaHUs;
. pa3BUTas TOMOJOTHS ceTH (IKUPOKUM reorpaduueckuil 0XBar);

. BBICOKas HaJIEXKHOCTB;

. JIETKOCTh MacIITabMpoBaHus (MOJKIIOYEHHSI HOBBIX CETEeH MM MOJIb30BaTeNeil);

. JIETKOCTh U3MEHEHHS KOHPUTypaluu;
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. KOHTPOJIb COOBITUH W JEUCTBHI mojb3oBareneidl. Kakumu cBOCTBaMHU JOJKHA 00Ja1aTh
VPN?

MOXHO BBIACTUTh TpU (YHAAMEHTAIBHBIX CBOWMCTBA, MPEBPAILAIOUINX HAJOKECHHYIO
KOPIIOPATUBHYIO CE€Th, TOCTPOSCHHYIO Ha 0a3e ceTH OOIIEero MoJib30BaHUs, B BUPTYAJIbHYIO YaCTHYIO
CCTh:

. mmdpoBanue;
. ayTeHTU(UKALIUS;
. KOHTPOJIb IOCTYTIA.

TosbKO peanu3anys BCeX 3TUX TPEX CBOMCTB IIO3BOJIAET 3AUTUTD I10J1b30BATEIbCKUE MAIIMHBI,
CepBepbl MPEeANPUATUS U JaHHbIE, IepeaBaeMble 10 (PM3NYECKH HE3aIUIIEHHBIM KaHalaM CBSI3U, OT
BHEIIHUX HEXEeJaTeIbHBIX BTOP)KEHUH, yTeUKk HH(OPMAIMH U HECAHKITMOHUPOBAHHBIX ACHCTBUIA.

2.5.1 Knaccudukanus VPN

Knaccupunuposare VPN pemienns MOXKHO 1O HECKOJIBKMM OCHOBHbIM mapamerpam: 1. Ilo
THITY UCHOJIB3YEMOU CPEIbL:
. 3awuwennvie VPN cemu. Haumbonee pacnpocTpaHEHHBIM BapuaHT MPUBATHBIX YaCTHBIX
cereii. C ero mMoOMOIIbI0 BO3MOXKHO CO3/1aTh HAJCKHYI0O W 3alUIICHHYIO TOJCETh Ha OCHOBE
HEHaI&XHON ceTH, Kak mpaBwio, MHTepHera. Ilpumepom samummennbix VPN sBisrorcs: IPSec,
OpenVPN u PPTP.
. Losepumenvnvie VPN cemu. VIcionp3yroTcst B ciydasix, KOTJa MEpeNarollylo Cpeay MOXKHO
CUMTATh HAIEKHON U HEOOXOIUMO PEIINTh JIUIIH 337a9y CO3aHHUS BUPTYAIBHOHN MOJICETH B paMKax
Oonbiiell cetu. Bompockl obecriedeHuss 0€30MacHOCTH CTAaHOBSTCS HeakTyalbHbIMH. [Ipumepamu
nono0HbIXx VPN pemennii siBisitoress: MPLS u L2TP. Koppekthee cka3aTh, 4TO 3TH MPOTOKOJIIBI
MepeKIaapIBaOT 3a7ady obecrieueHusi Oe3omacHOCTH Ha Jpyrue, Hampumep L2TP, kak mpaBuio,
ucnonb3yercs B mape ¢ IPSec.
2. ITo cnoco0y peanuzanuu:
. VPN cemu 6 6uoe cneyuanvnozco npoepammuo-annapamuozo obecnevernus. Peanmmzanus VPN
CETH OCYILECTBIISIETCS MPU MOMOIIY CHEIHAIBHOTO KOMIUIEKCAa MPOTrpaMMHO-aNMapaTHBIX CPEICTB.
Takass peanm3anusi 0OCCIICUYUBACT BBICOKYIO IPOU3BOJIUTEIILHOCTh M, KaK IPaBHIIO, BBICOKYIO
CTETEHb 3aIUIIEHHOCTH.

. VPN cemu 6 euoe npocpammnozo pewienus. VIConb3ylOT MEPCOHANBHBIM KOMIIBIOTED CO
CHelHabHBIM MPOTPAMMHBIM O0ecTieueHueM, obecrneunBaronmM GyHKIoHanbHOCTh VPN.
. VPN cemu c¢ ummeepuposannvim pewenuem. @OynkmumonanbHocth VPN  obecneunBaer

KOMIUJIEKC, pelIaroIluii Takxke 3afaud (UiIbTpallud CETeBOro TpaduKka, OpraHU3alMH CETEBOTO
9KpaHa U 00ecredeHHs KauecTBa OOCITyKIUBaHUS.

3. Ilo Ha3HAYEHUIO:

. Intranet VPN. Hcnons3ytoT s o0beIMHEHHUS B €AMHYIO 3allUIIEHHYIO CeTh HECKOJIBKHX
pacripe/ieI€éHHBIX (UINAIOB OJHOM OpraHu3alii, OOMEHUBAIOIIMXCS JAaHHBIMH I10 OTKPBITHIM
KaHajaM CBSI3U.

. Remote Access VPN. HUcnons3yroT misi co3manusl 3allUIEeHHOTO KaHaga MEXIy CETMEHTOM
KOPIHOpaTUBHON ceTH (ILIeHTpalbHBIM OducoM uiIM (GUIMAIOM) M OAMHOYHBIM IOJIb30BaTENIEM,
KOTOpBIH, paboTas JoMa, MOJKIIOYaeTCs K KOPIOPAaTUBHBIM pecypcaM € JOMAIIHEro KOMIBIOTepa
WM, HaXoAsChb B KOMaHJIUPOBKE, MOJKIIOYAeTCs K KOPHOPATHUBHBIM pecypcaM IpHU MOMOIIH
HOyTOYKa.

. Extranet VPN. MHcnmonws3yroT st ceTeil, K KOTOPBIM TMOJKIIOUYAIOTCS «BHEITHUE)
MOJIb30BaTeNH (HAallpUMep, 3aKa34MKH WM KIUEHTHI). Y POBEHb JOBEPUs K HUM HAMHOI'O HUXKE, YeM
K COTpYJIHUKAM KOMIIaHUH, NOATOMY TpeOyeTcs oOecriedeHHe CIEeUalbHbIX «pyOexeil» 3alluThl,
NPEeJOTBpALAOIUX  MJIM  OTPAHMYMBAIONIMX  JOCTYN  MOCIEAHUX K  0CO00  IIEHHOWH,
KOH(pUACHIIMAIBHON WH(pOpMAaIUy.
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4, [o Tuny nporokona:

CyIIecTBYIOT peanu3aliii BUPTyalbHbIX yacTHRIX cereit mox TCP/IP, IPX u AppleTalk. Ho na
CCTOHSAIIHMI JIeHb HAOIo/aeTCs TEHJCHIMS K BceoOmemy mepexoay Ha mpotokon TCP/IP, u
abcomotHOe 60bmuHCTBO VPN pereHuit moanep>kuBaeT UMEHHO €T0.

5. [To ypOBHIO CETEBOr0 IPOTOKOJIA:

[To ypoBHIO CETEBOTO POTOKOJIA HA OCHOBE COTIOCTABIICHHS C YPOBHSIMU 3TAIOHHON CETEBOU

mozenu 1ISO/OSI.

2.5.2 Iloctpoenne VPN

CymectBytoT pasnudnbie BapuanTbl moctpoeHus VPN. Ilpu BeiOOpe pemieHusi TpeOyercs
YUUTHIBaTh (PAKTOpPhl TMPOU3BOAUTENBHOCTH cpeAcTB mnocTpoeHuss VPN. Hanpumep, eciau
MapuIpyTU3aTop M Tak paboTaeT Ha Mpenene MOLIHOCTH CBOETO Ipoleccopa, TO Jo0aBieHue
tyHHened VPN u npumenenue mmdpoBanus/aemmdbpoBaHuss HHPOpPMAIMM MOTYT OCTaHOBHUTH
paboTy Bceil ceTw H3-3a TOTO, YTO 3TOT MApUIPyTU3aTOp HE OyIeT CHpaBISATHCS C MPOCTHIM
Tpadukom, He roBops yxke o VPN. OmbiT mokassiBaeT, uto s noctpoeHuss VPN myuiie Bcero
WCTOJIB30BaTh CIECHUAIN3UPOBAHHOE O00OpYyIOBaHME, OIHAKO €CIM HWMEETCs OrpaHuYCHHE B
CpeacTBax, TO MOXXHO OOpaTUTh BHHMaHHWE Ha YHUCTO MpOrpaMMHOe pelieHue. Paccmorpum
HEKOTOphle BapuaHThl octpoeHus: VPN.

2.5.3 VPN na 06a3e Opanamay3pos

Bpanamayspbl O0JBIIMHCTBA MPOU3BOAUTENEH MOAIEP)KUBAIOT TYHHEIMPOBAaHUE U KU (poBaHNE
TaHHBIX. Bce mojo0HbIe MPOTyKTHI OCHOBAHEBI HA TOM, 4TO Tpa(HK, IPOXOASIIUi dYepe3 OpaHaMaysp
mmdpyercs. K mporpammHoMy oOecrnedeHuto COOCTBEHHO OpaHaMayspa Ao0aBisieTcs MOIYIb
mmmdpoBanus. HeqocraTkoM 3TOro MeToJa MOKHO Ha3BaTh 3aBHCHMOCTH IMPOU3BOJUTEIBLHOCTH OT
anmnapaTHOro obecrneyeHus, Ha KOTopoM pabortaet Opanamaysp. [Ipu ucnonbp3oBanuu OpaHaMay’3poB
Ha 6a3e [IK Hamo MOMHUTBH, YTO TOJOOHOE PEIICHHE MOXHO MPUMEHSATH TOJIBKO I HEOOJBIITNX
ceTelt ¢ HeOONBIIMM 00BEMOM NepeiaBaeMoi HHPOPMALIUH.

B kauectBe mpumepa VPN Ha 6aze Opanamayspa MokHO Ha3BaTh Microsoft® Internet Security
and Acceleration (ISA) Server 2006.

OyHKIHOHATBHBIE Bo3MOXKHOCTH Hctionb3oBanus VPN B ISA Server 2006:

[ MOJIUTHKA OpaHaMay3pa, npuMeHsiemas K coequHeHussM VPN-kineHTos;

n MoJINTUKA Opanamayspa, npumensemas k VPN-coeannennsm kondurypamnuu y3emn-B-y3edm;

] VPN-kapaHTHH WK BpeMeHHast U301,

| otoOpakenue noibzoBareneit s VPN-kineHTos;

[] noanepxxka knueHtoB SeCUreNAT mist VPN-coenunennii;

] BUPTyaJibHasl YaCTHAasi CETh KOH(QUTYpAIMH «y3el-B-y3elI» C NMPUMEHEHHUEM TYHHEIHHOTO
pexkuma nporokona IPSec;

] nyonukanus VPN-cepBepoB mo mpotokony PPTP  (Point-to-Point Tunneling Protocol,
CKBO3HOH TYHHEJIBHBII POTOKOI);

| noJiiepXKKa ayTeHTu(UKaImMy cekpeTHbIM KirouoM Pre-shared Key s VPN-coennHenuit mo
npotokony IPSec;

] yiy4iieHHast pabota cepBepa umeH st VPN-KineHTOB;

| MOHUTOPHUHT coeuHeHni VPN-KIMeHTOB.

2.5.4 VPN Ha 6a3e MapuipyTu3aTopoB

Hpyrum cnocobom moctpoenust VPN sBisiercs npumeHeHHe UIsl CO3JaHUS 3alIMIEHHBIX
KaHaJIOB MapIIpyTH3aTopoB. Tak kKak Bcs MH(OpMAIUs, UCXOAAIIas U3 JOKAIbHON CeTH, MPOXOIUT
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yepe3 MapIIpyTH3aToOp, TO IEeJIecOoO00pa3HO BO3JOXKHTH Ha ATOT MapLIPYTU3aTOp M 3aJauu
UG poBaHUSI.

IIpumepom oGopynoBanust i noctpoeHuss VPN  Ha MapumpyruzaTtopax — sBIsSETCS
obopynoBanue kommauuu Cisco Systems. Hauwmnas ¢ Bepcuu nporpammuoro ooecredenus 10S 11.3,
mapupyruzaropsl  CiSCO mopuepxkuBatotT mnpotokosnel L2TP u  IPSec. Ilomumo mpocroro
mmdpoBanus npoxozasmei nagopmaruu Cisco momnepxubaet u apyrue Gpyaxmuu VPN, Takue kak
UACHTU(DUKAIMS [TPU YCTAaHOBJICHUH TYHHEILHOTO COSAMHEHUS 1 0OMEH KIIFOYaMH.

JUis  TOBBIIEHUS MPOM3BOAMUTEIBHOCTH MapUIpyTH3aTOpa MOXKET ObITh  HCIIONb30BaH
JOTOJHUTEbHBI Moayib mudpoanus ESA. Kpome toro, komnanus CisCO System BbimycThia
crnienuanusupoBantoe ycrpoictBo s VPN, kotopoe tak u HasbiBaercs Cisco 1720 VPN Access
Router (mapmpytu3zatop goctymna k VPN), npeaHasHadeHHOE U1 YCTAHOBKH B KOMITAHUSAX MAaJIOro
CPEIHETO pa3Mepa, a TAKKe B OTJEICHUAX KPYIHBIX OpraHU3aIlHii.

2.5.5 VPN Ha 6a3e nporpaMMHOro odecneyeHust

Crnenyroumm noaxoaoM K nocrtpoeHuto VPN SBISIOTCS 4MCTO MporpaMMHble pemieHus. Ilpu
peanu3aly Takoro PpEIIEHUS MCHOJb3YETCsl CIELUaTU3UPOBAHHOE MPOrpaMMHOE obOecredeHue,
KOTOpOe paboTaeT Ha BBIICJICHHOM KOMIIBIOTEPE, U B OOJIBIIMHCTBE CIy4YaeB BBIMOIHSAET POJb PrOXY-
cepBepa. KommbloTep ¢ TakuM HpOrpaMMHBIM OOECIIEYEHHEM MOXET OBITh PACHOJIOXKEH 3a
OpaHaMaydpOM.

ITpumep:

m OpenVPN - cBoOomHas peanu3anusi TexHoJiormu BupTyanbHoi vacTHOi cetn (VPN) ¢
OTKPBITBIM HCXOAHBIM KOJIOM JUIsl CO3JaHMsl 3allM(pOBAaHHBIX KaHAJIOB THUIIA TOYKA-TOYKA WIIU
CepBep-KIMEHTHl MEXAYy KoMmmbloTepamu. OHa TIO3BOJIIET YCTAaHABIMBATH COCIMHEHUS MEXKIY
KomrbioTepamu Haxozsmumucs 3a NAT-firewall 6e3 He0OX0IUMOCTH M3MEHEHHS €ro HACTPOEK.
OpenVPN 6su1a cosnana xeitmcom Monanom (James Yonan) u pacnpocTpaHsiercst o1 JINLEeH3Ue
GNU GPL.

2.5.6 VPN Ha 0a3e cereBoit OC

n B kauectBe VPN cepBepa moxuo ucnonbs3zoats Windows NT Server 4.0, Windows 2000
Server, uniu Windows Server 2003/2008. Cam 1o cebe cepsep VPN odeHb mpoct. ITO HUYTO HHOE,
kak ycuiaennsiii Windows 2003/2008 Server, Ha KOTOPOM 3aIylIEHBI CIYXObl MapHIPyTH3AIUU U
ynanennoro goctymna (Routing and Remote Access Services (RRAS)). TTocne Toro, kak mpou3oIinia
ayreHtuukauus Bxomsgmiero VPN  coenunenus, cepsep VPN mnpocto paboraer Kak
MapuIpyTHU3aTop, KOTOpbli peaocTasiseT kiueHTy VPN nocTym B 4acTHYIO CeTb.

] FreeBSD. VPN cepgep peanusyercs Ha ocaoBe Multi-link PPP Daemon (MPD). MPD - sto
ocHOBaHHass Ha netgraph peammsaumst PPP-mporokoma wynbrucBsizu s FreeBSD. MPD
CIPOEKTUPOBAH OBITH OBICTPHIM U TMOKUM, 0OpadaThiBasi KOHQUTYpalui0 U oOpallleHusi B pexuMe
M0JIH30BATEJIsI, HAMIPABIISSI TAKETHI JAHHBIX HANPSMYIO B SIIPO.

2.5.7 VPN Ha 6a3e annapaTHBIX CPe/ICTB

I'maBHoe mnpeumymiectBo Takux VPN - BbIcOKas NPOU3BOIUTEIBHOCTb, IOCKOJIBKY
ObICTpozeiicTBHE  OOYyCIOBIEHO  TeM, 4YTO  MHU(pOBaHWE B  HUX  OCYILECTBISETCS
CTEeLUANTN3UPOBAHHBIMU MUKPOCXEMaMHU.

CnenunammsupoBanabie VPN-ycTpoiicTBa 00ecrieunBarOT BBICOKUM ypOBEHb 0€30MacHOCTH,
OJIHAKO OHHU JOPOTH.
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3. ®paxTaJbl U BeiiBJIeThI

[udpossie n300paskeHUs] 3aHUMAIOT BeC OOJBIIYIO0 YacTh MH(OPMAIIMOHHOTO MUpa. Pa3zButue
Wurtepuera, Hapsimy € JOCTYIIHOCTBIO BCE 0Oojiee MOIIHBIX KOMIIBIOTEPOB M IIPOTPECCOM B
TEXHOJIOTUU MPOU3BOJCTBA LU(POBBIX KaMmep, CKaHEpOB M MPHUHTEPOB, NMPUBEIH K IIUPOKOMY
UCTIONIB30BaHUI0 IHGPOBBIX H300paxkeHuit. OTCIOAa TOCTOSHHBIA HWHTEpPEC K YIYYLICHHUIO
ITOPUTMOB C)KaTHsI JAHHBIX, MPEICTABISIOMMX H300paxeHus, CkaThe JaHHBIX BaXKHO KakK JUISA
CKOPOCTH TMepefaud, Tak H 3(QGEKTHBHOCTH XpaHeHHsA. Kpome MHOIHX BHIOB KOMMEPUYECKOTO
UCTOJIB30BAHUS, TEXHOJOTHMH CXKATHs TMPEACTABIAIOT TAK)KE WHTEpEC IS BOCHHBIX, HaIpumep,
NPUIOKEHHUST 00pabOTKM JaHHBIX TEJIEMETPUH, TOJyYEHHBIX OT IEPEXBATYMKOB PAKET, WM IS
apXMBHOTO XPaHEHUS JaHHBIX 00 M300paKEHUU MECTHOCTH JJIsi MOACTUPOBAHUS OOOPOHUTEIBHBIX
nerictBuid. Pemenune npobieMsl cxxaTusi M300paskeHnst WM B Oosiee 00mIeM CMBICIe, KOIUPOBAHUS
M300pakeHusl, UCTIOIB30BATO JOCTIKEHHS U CTUMYJIHPOBAJIO Pa3BUTHE MHOTHX OOJIACTEeH TEXHUKU
Y MaTEeMaTHKH.

Jnis Havama TpHBENEM OIpEeIelieHHe TEPMHHOB OTHOCALIMXCS K (pakTal ¥ BEUBIET
npeoOpa30OBaHUSIM.

®paxraa (nar. fractus — apoOsIeHBIN, CIOMaHHBIN, Pa30UTHII) — CIOXKHAasE reoMeTpUuYecKas
¢urypa, obnagaronias CBOHCTBOM CaMOIOJOOHSA, TO €CTh COCTABJICHHAs M3 HECKOJIBKHUX 4YacTeH,
Ka)K/1asi M3 KOTOPBIX 1Mo100Ha Beel ¢urype neiankoM. B Gonee mmpokom cMbicie moja ¢ppakTraiamMu
MOHUMAIOT MHOYKECTBA TOYEK B EBKJIMJOBOM IIPOCTPAHCTBE, MMEIOLIME JAPOOHYI0O METPHYECKYIO
pa3MepHOCTh (B cMbIciie MuHKOBCKOro uin Xaycaopda), 1100 METpUYecKyo pa3MEepHOCTb, CTPOTO
OOJIBIIIYIO TOMOJIOTUIECKOM.

®pakraia - 370 OECKOHEYHO camomoo0Has reoMeTpudeckas (Gurypa, Kaxablii (parmMeHt
KOTOPOI TIOBTOPSIETCS IPU YMEHBIIEHHH MaclTaoa.

dpaxkraJ - caMorno100HOe MHOKECTBO HEIIEI0 pa3MEepPHOCTH.

BeiiBjersl (0T aHri. wavelet), Bcriecku (ropazao peke - BOWUBIETHI) - 3TO MaTeMaTHYeCKHe
(yHKIMH, TO3BOJISIONINE aHATTM3UPOBATH PA3IMYHBIC YACTOTHBIC KOMIIOHEHTHI IaHHBIX.

OpHako 3TO yacTHOE oOIpeneleHue - B OOIIEeM Cllyyae aHalu3 CUTHAJIOB IMPOU3BOAUTCS B
IUIOCKOCTH BelBieT-koddduimenToB (Macmrad - Bpems - ypoBeHb) (Scale-Time-Amplitude).
BeiiBner-ko3punineHTsl onpenensioTcs MHTErpalbHbIM MpeodpazoBaHueM curHaia. [lomyueHHble
BEHBJIET-CIIEKTPOTPaMMBbl TIPUHIMITHAIBGHO OTIMYAIOTCS OT OOBIYHBIX CHEKTpoB Dyphe TeM, YTO
Jal0T YETKYIO MPUBA3KY CIEKTpa pa3IMYHbIX OCOOEHHOCTEH CUI'HAJIOB KO BPEMEHH.

CrnenyeTr OTMETUTB, UTO CJIOBO «(ppaKTaim» He SBISETCS MAaTEMaTUYECKUM TEPMUHOM U HE UMEET
OOIIENPUHATOTO CTPOrOro MaTeMaTH4ecKoro ompenaeneHus. OHO MOXKET YHOTpeOJAThCS, Koria
paccmaTtpuBaeMas purypa o01a1aeT KaKUMH-TNO0O0 U3 IEPEUNUCIIEHHBIX HUYKE CBONCTB:

e OOGmagaer HETPUBHAIBHOM CTPYKTYpOH Ha Bcex HIKajlaxXx. B 3ToM oTiuMume OT perynaspHbIX
¢uryp (Takux, Kak OKpPYXHOCTb, JJUIMIIC, IpaduK TIJIaaKoNd (QYHKIUH): €CIM Mbl PacCMOTPUM
HEOOJBIION (parMeHT peryysipHOW (UTYpbl B OY€Hb KPYITHOM MaciiTade, oH OyJeT MOXO0X Ha
¢parment npsamoil. /g ¢pakrana yBenuueHue macitaba He BEAET K YHPOILEHHIO CTPYKTYpHI, Ha
BCEX IIKaJlaX Mbl YBUJUM OJJMHAKOBO CJIOXKHYIO KapTHHY.

e SBnsieTcs caMono100HOM MM IPUOTKEHHO CaMOTIOJOOHOM.

e OOmamaer apoOHON METPUYECKOW pa3sMEPHOCTHIO WJIM METPUYECKONH pPa3MEpPHOCTBIO,
MIPEBOCXOIAIEH TOMOIOTMYECKYIO.

MHorue 00beKThl B MpUpojae 001anaT (pakTaIbHBIMU CBOMCTBAMH, HaIIpUMEp, MOOEPEXbs,
o0J1aka, KpOHBI IEPEBbEB, KPOBEHOCHAsI CHCTEMAa U CHCTEMa ajbBEeOJI YeIOBeKa UITH KUBOTHBIX.
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®paxTaiibl, 0COOCHHO Ha MJIOCKOCTH, MOIMYJISIPHBI OJIarofapsi COUYETaHUIO KPACOThI C MIPOCTOTON
MIOCTPOEHMSI ITPU TOMOILM KOMITBIOTEPA.

3.1 BeiiBieTHoe cxxaTHe

BeiiBiieTHOoe cikaTHe - oOmiee Ha3BaHWE KJlacca METOJOB KOJUPOBAHHMS H300paKEeHUH,
UCHOJb3YIOUIMX JBYMEPHOE BEHBIIET-pa3IOkKEHUE KOAUPYEMOro H300pa)XK€HUs MM €ro 4acTew.
OObIUHO MOJIpa3yMeBaeTCs CKAaTHE C TIOTEPEei KauecTna.

CylIecTBEHHYI0 pOJIb B aIrOpUTMax BEHBJIETHOW KOMIPECCHMM MIPaeT  KOHLIEILHS
MPEJCTaBICHUS PE3Y/IbTaTOB BEHBJICT-PA3IOKEHHsI B BUJIC HYJIb-/IepeBa (zero-tree).

VYnopsioueHHble B HyJb-JIepeBEe OUTOBBIE IIOCKOCTH KO3()(UIMEHTOB BEWUBIET-Pa3iIoKEHUS
OrpyOJISIFOTCS U KOIUPYIOTCS JaJiee ¢ UCTIONb30BAHUEM aJITOPUTMOB CKaTusl 0€3 MOTepb.

CyTb MeTO12

BeiiBierHas koMmpeccusi B COBPEMEHHBIX alllOpPUTMaxX KOMIIPECCUU HU300pakKeHUIl MO3BOJISET
3HAYUTENIBHO (10 JBYX pa3) NOBBICUTH CTENEHb CXKAaTHUsI YEPHO-O0ENbIX M IBETHBIX N300paxeHUM npu
CPaBHMMOM BH3YyaJbHOM KadeCTBE I10 OTHOUICHMIO K QJIrOPUTMaM IPEIBIIYLIEr0 IOKOJICHHUS,
OCHOBAaHHBIM Ha JTMCKPETHOM KOCHHYCHOM IIpeoOpa3oBaHnH, TaKUX, Hanpumep, kak JPEG.

3.2  HenpepbiBHOe BeiiBJieT-Ipeodpa3oBaHne

HenpepsbiBHOe BeiiBieT-npeodpa3oBanue (aHri. continuous wavelet transform, CWT) -
BEHBIIET-TIpe00pa3oBaHme, ONpeneIsIeMoe KaKk
— oo

1  t—1
v(ns) = | x()—=¢"(—)dt;
V'E oy
4+ oo
rac v NpeaACTaB/ICT TPAHCIIALMIO, S IPCACTABIIACT macurrad u \V(t) — BeﬁBHeT'pOﬂI/ITCHB

(mother wavelet).
M3nayganpHas (1)YHKLII/I$I MOeT OBITH BOCCTAHOBIIEHA C IIOMOIIIBIO 06paTHOFO Hp606pa30BaHI/I${

=7 reozEEDa s
x(t) = — T,5) — —
c, ). "I EY TSN

rac

-0

¥ ()]
c, = —d
v J. B
+ oz

Ha3bIBAETCs MOCTOSIHHON JjonycTuMocTd U ¥ — npeoOpaszoBanue @ypre ot y. st Toro, 4rods!
obpaTHoe npeodpa3zoBaHue ObIJIO YCIEUIHBIM, IIOCTOSHHAs JOIMYCTUMOCTH JIOJI’KHA COOTBETCTBOBATh
KPUTEPUIO TOMMYCTUMOCTHU

Cy < 0o,

Taxxe ciegyer OTMETUTD, YTO KPUTEPUM T0MYCTUMOCTHU noapazymenaet, uto ‘P(0) = 0, Tak uro
MHTETpaj OT BeHBJeTa J0JKEeH ObITh paBeH HYIIIO.

Jnist paboThI C TUCKPETHBIMU U300paXXEHUSIMH HCTIOJIb3YETCsl BApUAHT BEUBIIET -
peoOpa3oBaHus, U3BECTHBIN Kak adroputM Maisa, Ha3BaHHBIHN B uecTh ero nuzodperarens Credana
Mamna (¢p. Stephane Mallat). Mcxoanoe n3o0pakeHne packiiaJblBaeTcs Ha JBE COCTaBIISIONINE —
BBICOKOYACTOTHBIE JIETaJIU (COCTOSAIINE B OCHOBHOM U3 PE3KUX MEPEenaoB sIPKOCTH), U CTIaKEHHYIO
YMEHBIIEHHYIO BEPCUIO OpPHUTHHaja. DTO JIOCTUTAETCS MPUMEHEHHEM Mapbl (UILTPOB, MPHUUEM
KaKJasi U3 MOJYyYEHHBIX COCTAaBJISIIOIIMX BJIBOE MEHbIIE MCXOAHOro m3oOpaxenus. Kak mpasuiio,
UCMOJIB3YIOTCS (PUIIBTPBI ¢ KOHEYHBIM UMITYJIBCHBIM OTKJIMKOM, B KOTOPBIX IMHUKCEIIbI, MMOMABIINE B
HEOOJIbIIOE «OKHO», YMHOXKAIOTCSI Ha 3aJaHHbIH Habop Ko3((UIIMEHTOB, MOIyYEHHbIE 3HAUEHUS
CYMMHUPYIOTCS, U OKHO CIBUTraercd JUlsl pacd€ra CIEeIyIOLIero 3Ha4eHWs Ha BbIxoae. Mexny
BeliBeTaMl U (DUIBTPaMU €CTh TE€CHas CBA3b. BeilBieTbl HEMOCPEeICTBEHHO HE (UIYpPHPYIOT B
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aJITOpUTMax, HO €CIIM UTEPUPOBATH COOTBETCTBYIOUINE (DUIBTPHI HA N300paKEHUSIX, COCTOSIINX U3
€IMHCTBEHHOM SIPKON TOYKH, TO Ha BBIXOJIE OyIyT Bce OTUETIMBEHN MPOCTYNaTh BEUBIICTHI.

[Tockonbky u300pa)keHHs] JIBYMEpPHBI, (PUIbTpalus MNPOU3BOAUTCS U MO BEPTHKAIHU, U TO
TOPU3OHTANIU. DTOT MPOLECC MOBTOPSAETCS MHOTOKPATHO, MPUYEM KAl pa3 B KayecTBE BXOJa
UCIOJIb3YETCs CIIIaKeHHasi BEPCHsl ¢ MPEeAbIAYIIEro mmara. Tak Kak u300paxeHus! «IeTajeil» cocTosT
00bIYHO M3 HaOOpa PE3KUX TPAHMII, U COJACPIKAT OOMIMPHBIC YYACTKHU T/l MHTCHCHBHOCThH OJIM3Ka K
Hyno. Ecnu momyctuMo mnpeHeOpedb HEKOTOPHIM KOJIMYECTBOM MEJIKUX JleTalel, TO BCE OTHU
3HAYEHUsI MOXKHO MPOCTO OOHYNUTh. B pe3ynprare moiydaercst Bepcusi MCXOTHOTO M300pa)KeHus,
XOpOLIO MOAJAoMIascs ckaTuio. JJii BOCCTaHOBJIEHUSI OpUTHMHAJIa CHOBA MPUMEHSETCS ajJrOpUTM
Mana, HO ¢ mapoii GUIBTPOB, OOPATHOM K MCXOIHBIM.

Anroputmel JPEG 1 MPEG, B oTiimure OT BEHBIIETHOTO, CKUMAIOT MO OTACIBHOCTH KaXJIbIi
OJIOK MICXOHOTO M300paKeHUsl pazMepoM 8 Ha 8 MHUKCENoB. B pe3ynbrare, 3a cu€T MOTepH JTaHHBIX
MIPU CKaTHUU, Ha BOCCTAHOBIEHHOM H300paXKeHUU MOXET ObITh 3aMeTHa OjoyHas cTpykrypa. [Ipu
BEUBJICTHOM CXXaTUU TaKOW MPOOJEMBbI HE BO3HHKAET, HO MOTYT MOSBISATHCS MCKAXEHUS APYroro
THIIA, UMCIOIITUE BUJ «IIPU3PAYHOI» PAOM BOIM3U pe3KuX rpaHull. CuuTaeTcs, 4To Takue apTedakThl
B CpEIHEM MEHbIIIE OpOCcaroTCs B T1a3a HAOMIOIATEII0, YeM «KBaJpaTHKN», cozaaBaembie JPEG.

Jnst paboThl C pa3sTUYHBIMU KJIACCAMU H300paKEHUH MOTYT HCIOJIB30BATHCS PA3IMYHbBIC
¢uibTpsl. Bo3MoXKHO, MO3TOMY BCE €II€ He CyLIeCTBYeT €AMHOIO CTaHjaapTa i BEHBIIETHOrO
CoKaTHsl.

3.3  @pakTajbHOe C:KATHE

@pakranpHas apXuUBalMsg OCHOBaHa HAa TOM, YTO C IOMOIIBI0 KOI(PPHUIMEHTOB CHUCTEMBI
UTepUpyeMbIX (QYHKIMA W300paskeHue MpescTaBisieTcs B Oonee koMnakTHOH ¢opme. B 1981 roxy
Jlbxon XaryuHCOH omyOnukoBan crateio "®pakTtanel W camornoaodue', B KOTOpoil Obuia
MIpe/ICTaBIeHa TEOPUS MOCTPOEHUs (QPAKTAIOB C MOMOILIBI0 cUCTEMBbI UTepupyeMbix ¢yHkiuil (IFS,
Iterated Function System).

[Ipexxne ueM paccMaTpuBaTh Mpoliecc apxuBaluu, pazoepem, kak IFS crpout nzodpaxenue.

Crporo rosops, IFS - 310 Habop TpexmepHbIX ad(HUHHBIX TPeoOpa30BaHUM, EPEBOAIUX OJTHO
n3o0paxenue B apyroe. IIpeoOpa3zoBaHuio MoaBEprarTcs TOYKH B TPEXMEPHOM IPOCTPAHCTBE (X
KOOp/IMHATa, y KOOPJAUHATA, IPKOCTD).

HaubGonee HarmsgHO 5STOT TMpoliecc MPOJEMOHCTpUpoBan cam bapHciaum B cBoel KHUTE
"®pakTanpHoe cxaTue m3oOpaxkeHus". B Hell BBeneHo moHsATHE DOTOKOMUPOBAILHON MarmHel,
cocTosimed W3 DJKpaHa, Ha KOTOPOM H300pakeHa MCXOAHAs KapTUHKA, W CHUCTEMBbl JIMH3,
MPOELUPYIOLUINX H300paxeHne Ha aApyro skpaH. Kaxknas 5nuH3a mpoeuupyeT 4acThb HCXOJHOTO
n3o0paxeHus. PaccraBnsiss MUH3BI U MEHSS MX XapaKTEPUCTHKU, MOXKHO YIMPaBIATh MOIydaeMbIM
n3o0pakeHneM. Ha nuH3BI HakiagbpiBacTCsl TpeOOBaHWE OHM JOJDKHBI YMEHBIIATh B pa3Mepax
MPOEKTUPYEMYIO 4acTh H300paxkeHus. KpoMe TOro, oHM MOTYT MEHSTh SPKOCTh ()parMeHTa u
MPOCTIUPYIOT HE KPYTH, a 00JIaCTH C TPOU3BOIHHOM TPAHUIICH.

CyecTBytonye aaropuTMbl  (pakTalbHOIO CXKaTHUsl, KaK MpPaBHIIO, TNPUICPKUBAIOTCS
crenyromed cxembl koaupoBaHus. Koaupyemoe un3zoOpakeHue pazOMBaeTcss Ha MHOXECTBO
HEeNepeKpbIBAIONINXCcs OJI0KOB (paHrOBBIX OOsacTel), IUIsl KaXK/I0TO M3 KOTOPBIX, B Mpeenax 3TOro
&Ke M300pakeHus, uieTcs 00K 0oJbIero pasmepa (JOMeH), MUKCENIbl KOTOPOTo MyTEM HEKOTOPOTO
peoOpa3oBaHus, 3374aBa€MOr0 HECKOJBKMUMH KOX(p(UIMEHTaMH, NEPEeBOAWINCH Obl B MUKCEIbI
panroBoit obmactu. Ilpu 3ToM A7 MOKMCKa ONTHUMAIbHOI'O COOTBETCTBHS PAHTOBBIX oOjacTedl u
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JIOMEHOB HEOOXOJMM TMOJHBIA Mepebop BapHaHTOB, YTO BIEYET 3a COOOW 3HAYHUTEIHHBIC
BBIUUCIIUTENIbHBIC 3aTparbl. M3 mpeoOpa3oBaHWii, NEpEeBOISIIMX JIOMEHBI B pPaHTOBBIC 00JacTH,
dbopmupyercsi oroOpakeHue, TmepeBojsiiee u3oOpakeHne B wu3o0paxkeHue. [Ipu 3TOM KOJIOM
n300pakeHUsT OyIyT SIBISATBCSI MECTOIOJIOKEHHE W pa3Mepbl PAHTOBBIX O0JIACTEH, a TaKxke
K03 PHUIHEHTH TpeoOpa30BaHui, OMHUCHIBAIOIIUX caMOMo100ue BHYTpU u3o00pakeHus. KomnyectBo
OUT, HEOOXOAWMMBIX IUIsi ONKMCAaHUS KOjAa, OyJeT CYIIECTBEHHO MEHbBIIEe KOJMYECTBa OWT,
HEOOXOAUMBIX JUISI ONMMCAHHUS HCXOAHOTO u300pakeHus. KoapuumeHToM cxaTHs Ha3bIBaeTCs
OTHOIIICHHE OWTOBOTO TMPEICTABICHHUS W300paKeHHsT K OWTOBOMY TIPEACTaBICHUIO Kona. B
M3BECTHBIX (DPAKTAIBHBIX METOIAaX CXKaTHs M300paKeHHH 3HAa4YeHHE 3TOr0 KOA(PPHUIMEHTa MOKET
nocturath 100 mpu mprueMIeMOM KauyecTBE BOCCTAHOBJICHHUSL.

JJ11 BOCCTaHOBJIEHHSI 3aKOJIMPOBAHHOTO TaKKUM 00pa3oM M300pa’keHUsl UCIONIb3YeTCs MPUHIIUIL
CXKaTBIX OTOOpaKEHUH, KOTOPBIN IIIACUT, YTO CKUMAIOIIEe OTOOpakeHUe, NeHCTBYIOIIEE B MOJHOM
METPUYECKOM TPOCTPAHCTBE, HMEET EIUHCTBEHHYIO HEIMOJBIKHYIO TO4Ky. OtoOpakeHue,
JCWCTBYIOIEE HA IOJHOM METPUYECKOM TIPOCTPAHCTBE HM300paxKeHUH, QGopMHpYyeTCcs U3
npeoOpa3oBaHUi, MEPEBOAAIIMX JTOMEHBI B paHroBble oOnacTu. HemoaBuKHOW TOYKOM Takoro
oroOpaxkeHust (IIpU YCIOBHM, YTO OHO SBISETCS CXKUMAIOMKUM) OylIeT BOCCTAaHOBJICHHOE
MOJIYTOHOBOE U300paKeHHe.

WTak, mycTh IOTYTOHOBOE M300pakeHne pa3outo Ha N paHroBbIX oOmactei Ri, s kaxmon u3
KOTOPBIX Hail/IeH COOTBETCTBYIOMIUI JoMeH Dj u npeobpa3zoBanue wi, 3a1aBaeMoe kod3duirenramMmu
(Ci1,Ci2,...,Cik), Takoe uto s Kaxkaoro ri Rj cymectByer di Di takoe uro r=wi(d). [Ipuuém
npeoOpa3oBaHUsT Wi JOJDKHBI SIBISATHCA CKUMAIOMIMMHU, T.e. Takumu, 4yto s Bcex di,dki Dj
BBITTOJTHSACTCS

lw;(di.) —w; (d)l = slldy — d;l;

rne 0 £ s < 1. U3 N mnpeobpazoBanuii w; chopmupyeM otoOpakeHue W, mepeBojsiice
nzo0paxenus Fj B usobpaxkenue Fjiq

Fiiy = W(F) = UWE(F}']

Crnenyet yuecTh, 4TO MpeoOpa3oBaHUs Wi IEHCTBYIOT TOJBKO Ha COOTBETCTBYIOIUE JOMEHHI Dj
m3o0paxkenus: F. JlokazaHo, 4to ecnu mnpeoOpa3oBaHUs Wi SBISIOTCS CXKUMAOIIMMH, TO U
otoOpaxenre W Takke SBISETCS CKUMAIOLTUM.

Jlis BOCCTaHOBJICHHSI M300pa)KEHUS, 3aKOJAWPOBAHHOTO TAaKUM 00pa3oM, HYKHO 3allyCTUTh
WUTEPAIMOHHBIM TMPOIECC, MCIOJIB3Yysl B KadyecTBE CTapToBOro Joboe wu3zo0paxkenue Fy
(cootBercTBYIOIIETO pazmepa). CormacHO MPUHIUITY CKATBHIX 0TOOpakeHui, oToOpaxeHne W Oynet
MMETh €IMHCTBEHHYIO HETOJIBIJKHYIO TOUYKY OTOOpakeHus (aTrTpaktop), Takyto uto F’=W(F’). Ora
TOYKa MPOCTPAHCTBA N300paKeHUH U Oy/IeT BOCCTAaHOBIEHHBIM H300pakeHHEM, KOTOPOE TTOBTOPSIET
HCXO/IHO€ C HEKOTOPOM TOYHOCTHIO. 3ajada MOCTPOEHHUS ONTUMAIBHOTO KOJa M300paKEeHUS TPH
UCIONIb30BaHUU (DPAKTAILHOTO C)KaThsA, KaK Yyxe ObUIO CKa3aHo, TpeOyeT 3HAYUTENbHBIX
BBIYMCIIUTENBHBIX  3aTpar. lIpocTeMmmil myTh yCKOPEHUS BBIUMCICHUN  3aKJIIOYAETCS B
WCIOJIb30BAaHUU PA3TUYHBIX AITOPUTMOB CYXKEHHS TMOWCKA WM BOOOIIE OTKa3e OT moucka. [Ipum
WCIIOIb30BaHUM TIOCJICTHETO alropuTMa u300pakeHHe pa3OuBaeTCs Ha HEMEePEKPhIBAIOIINECS
KBaJIpaTHbIE OJIOKM, KaXKIbI M3 KOTOPHIX pa3OUT Ha YEThIpe OJMHAKOBBIX KBaJpPaTHBIX MOAOJIOKA.
Kaxxnprit 6510k SBIISIETCS TOMEHOM TSl CBOMIX TMOAOJIOKOB, a TOJOJIOKH - PAaHTOBBIMH OOJIACTSIMHU.
3amaya KOAMPOBaHUS HM300paKEHUS B OTOM ClIydae CBOJUTCS K IMPOBEpKE MOA00MsS paHTOBOMN
00JacTH JTOMEHY, CofepiKameMy 3Ty o0nacTh. B ciydae OTCyTCTBHUS MOIOOMS COOTBETCTBYFOIIHIA
MoA0JIOK CHOBa pa30MBAaEeTCsl Ha YEThIpE KBAJAPATHBIX “TIOANOMOJIOKA” U CaM CTAaHOBHUTCS JIOMEHOM
IUTSI CBOUX MHOIOJIOKOB.
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Puc. 3.3.1. Utepaunu BocCTaHOBJIECHUS N300paKEHUS U3 KO/

[Tpouecc pa3OoueHuit MPoIOIIKASTCS 10 TeX MOp, MOKa OYePeaHON MOAOIOK HE OyIeT COCTOSTh

U3 OJHOI'O IMMHUKCEIIa.

B xauectBe mpumepa mocTpoeHHs (PaKTAIBHOTO H300pa)KEHUs MPUBENEM OOIIEU3BECTHBIN

TpeyroiabHUK CeprnuHCKOro.
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Puc. 3.3.2. Tpeyronsuuk CepnuHCKOTO

ANTOPUTMUYECKUM IIar MallhuHbl COCTOMT B IOCTPOEHUU C TOMOIIBIO IPOCHUPOBAHUS TIO
HUCXOJHOMY H300paKEHUIO HOBOIO. YTBEp)KIAaeTcsi, YTO Ha HEKOTOpOM miare u3o0pakeHue
nepecraneT u3MeHAThCs. OHO OyeT 3aBHCETh TOJIBKO OT PACIIOIOKEHUS U XapaKTEPUCTHK JIMH3 U HE
OyIeT 3aBHCETh OT UCXOJHON KapTUHKH. JTO U300paKCHUE HA3bIBACTCS HEIMOJBIKHOW TOYKON MU
artpakropom naHHou IFS. Collage Theorem rapantupyer Hajauuue pOBHO OIHOW HEIOBHKHOM
touku Juig kaxaon IFS. Ilockonbky oTOOpakeHue JIUH3 SBISIETCS COKMMAIOIIMM, KaXkjaas JIMH3a B
SBHOM BHJI€ 33J]a€T caMOIoOA00HbIe 00JIacTH B HalleM M300pakeHnH. biaronaps caMomnogo0uio Mbl
MIOJIy4aeM CIIOXKHYIO CTPYKTYpPY U300pakeHUs MPH JII00OM YBEIMUEHUH.

HaubGonee wu3BecTHBl JABa H300pa’keHUs, MONy4eHHbIX ¢ mnoMomibio IFS TpeyrompHuk
Ceprniunckoro u nanopoTHUK baphcnu IlepBoe 3amaercss Tpems, a BTOpoe - MHUThbIO adPUHHBIMU
npeoOpa3oBaHusIMU (WM, B HAIleW TEPMUHOJIOTHH, JUH3aMH). Kaxknoe mpeoOpa3oBaHue 3amaeTcs
OyKBaJIbHO CUMTAaHHBIMHU OaifTamMu, B TO BpeMs, Kak M300pakeHHe, MOCTPOEHHOE C UX MOMOIIBIO,
MO’KET 3aHUMaTh U HECKOJIbKO Meradair.

CTtaHOBUTCS TIOHSITHO, Kak pabOTaeT apXuBaTop, U MoYeMy eMmy TpedyeTcsl Tak MHOTO BPEMEHHU.
dakTuuecku, PpakTalibHasE KOMIIPECCUS - 9TO MOUCK CaMOIMOAOO0HBIX 00JacTedl B M300paKeHUU U
ompejeNeHue s HUX napaMeTpoB ah(GUHHBIX TPeoOpa3oBaHUM.

B xyamewm ciydae, ecnu He OyneT NPUMEHATHCS ONTHUMM3HMPYIOUIUM alropuTM, MOTpedyeTcs
nepedop U CpaBHEHHE BCEX BO3MOXHBIX (parMEHTOB M300pa’keHus pasHoro pasmepa. Jlaxe ans
HEOOJIBIINX M300paXEHUH TMpH YydeTe JIUCKPETHOCTH MbI IOJYYUM AacTPOHOMUYECKOE YHCIIO
nepeOupaeMbIX BapuaHTOB. J[axke pe3koe CyKeHue KiIaccoB MpeoOpa3oBaHUM, HalpUMeEp, 3a CUET
MaciITaOupoBaHMUsl TOJBKO B OMNPEAEICHHOE YMCIO pa3, HE IO3BOJIUT JOOMTHCS NPUEMIIEMOIO
BpemeHHu. Kpome Toro, npu 3ToMm Tepsercs kauecTBo uzoOpaxkeHus. [lomapistoniee GOJbIIMHCTBO
UCCIIEIOBAaHMM B 00JIACTH (paKTaIbHOM KOMIIPECCHH ceifuac HarpaBlieHbl HA YMEHBIIIEHUE BPEMEHU
apX¥BaIny, HEOOXOAMMOTO IS TOTYYSHUST Ka9YeCTBEHHOTO N300payKEHHS.
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3.4  OueHka noreps U CNOCOOLI MX PeryJTMPOBAHUS

Jlo cux mop MBI HE 3aTPOHYJIM HECKOJIbKO BaKHBIX BOIPOCOB. Hampumep, 4to nenarth, eciu
QITOPUTM HE MOXKET IMOA00paTh I Kakoro-nmubo ¢parmMeHTa W300pakeHUs MOJOOHBIN emy?
JIOCTaToOuHO O4YEBHIHOE pEIICHHE - Pa3OUTh ATOT (parMeHT Ha 0oJiee MEJNKHE M IOMBITAThCS
nouckars Uit HUX. OJHAKO MOHATHO, YTO MPOLENYpPY ATY HENb3sl MOBTOPATH 10 OECKOHEYHOCTH,
WHaYe KOJIMYECTBO HEOOXOIMMBIX MPeoOpa3oBaHUIl CTaHET TaK BEIMKO, YTO AITOPUTM HEPECTAHET
ObITh anropuTMoM Komripeccuu. CrieoBaTeNbHO, JONMYCKAIOTCS TOTEpU B KAKOM-TO YacTu
M300pakKeHUSI.

Jns  QpakTaJbHOrO AJIrOpUTMa KOMIIPECCHM, KaK M I JPYTUX QaIrOPUTMOB CXaTHUsA C
MOTEPSIMU, OYCHb BAXKHBI MEXAHH3MBI, C TIOMOIIBIO KOTOPBIX MOXKHO OyJIET peryimpoBaTh CTEICHb
CXKaTHsl M cTeneHb noTepsb. K HacTosmemMy BpeMeHH pa3paboTaH AJOCTATOUHO OOJIbIION HaOOp TaKUX
METOAOB. Bo-TepBBIX, MOXHO OTPaHUYHUTH KOJMYECTBO IMPeoOpa3OBaHMM, 3aBEJOMO OOECIICeYHB
CTEIEHb CXKaTHs HEe HUXKe (PUKCHUPOBAHHOM BEIMUYMHBI. BO-BTOpPBIX, MOXHO MOTpeOOBaTh, YTOOBI B
CHTyallud, KOT/Ia pa3HUIAa Mexay oOpabaTeiBaeMbIM (pParMeHTOM U HAWIYYIINM  €ro
npubimKeHreM OyzeT BbILIE ONPEIECHHOIO MOPOroBOr0 3HAYEHMS, ATOT (parMeHT ApOOHIICS
00s13aTeNbHO (U1 HErO 00S3aTEeNbHO 3aBOJMTCS HECKOJBKO JIMH3). BTpeThHx, MOXHO 3ampeTHTh
IpoOUThH (parMeHThl Pa3MEPOM MEHBIIE, IOMYCTUM, YEThIpeX ToueK. VI3MeHss HOpOroBble 3HaYeHUs
U TPHOPUTET ITUX YCIOBUH, MOXHO OYEHb T'HOKO yIpaBiATh KOA(P(PHUIMEHTOM KOMIIPECCUU
M300pakeHMs: OT MOOUTHOTO COOTBETCTBHSL, A0 JIFOOOW CTETIEHU CIKATHS.

3.5 Bo3MOKHOCTH MacCIITAOUPOBAHUS

IFS 3agaer ¢paxTanbHyl0 CTPYKTYpY, CKOJIb YTOAHO OJM3KYHO K Haulemy u3oOpaxenuro. [Ipu
BHUMATEIBHOM PACCMOTPEHUHU IPOIECCa MOCTPOCHHS H300pakeHHs C €€ IOMOINBI0 CTAaHOBUTCS
MOHATHO, YTO BOCCTAHABJIMBAEMOE N300PAKEHUE MOXKET UMETh JIH000€ pa3peLIeHue.

Ha »tame apxuBammu NpOBOAWTCS Paclo3HaBaHWE W300paKeHHs, U B BUAE KOd()(HUIIMEHTOB
XpaHUTCS yXe He pacTpoBas MHpopmaius, a MHGOpMAIUs O CTPYKTYpE CamMoro HM300pakeHus.
VIMeHHO 5TO W TIO3BOJSIET MPH Pa3BEPTHIBAHUH YBEJIWYHBATH €r0 B HECKOJNBKO pa3. OcoOeHHO
BIICUATIIAIOT TPHUMEPBI, B KOTOPHIX IPH YBEJIWYEHUU HU300paKEHUH MPHUPOTHBIX OOBEKTOB
TIPOSIBIISIFOTCS. HOBBIE JIETAIH, JEHCTBUTEILHO 3TUM OOBEKTaM MpUCYIIHe (HampuMmep, Koraa Ipu
yBenu4eHuH (GoTtorpaduu ckajabl OHa MPUOOPETAET HOBBIE, O0JIee MEJIKUE HEPOBHOCTH).

OnHako ecnu n3o0pakeHHe OJHOPOJHO (Ha (oTorpaguu TOIBKO CKaja), TO MPU YBEIUYEHUU
TONTyYarOTCs OTJIMYHBIC PE3YNbTaThl, OJHAKO, €CIH C)XXHMaTh H300paXKeHHWE HATIOPMOPTa, TO
IpeJCcKa3aTh, Kakie HOBbIe ()paKTalbHble CTPYKTYpbl BOZHUKHYT, OYE€Hb CIIOKHO. Bripouem, BaBoe-
BTPOE MOYKHO YBEJIMYHTH MPAKTHUECKH JTF000e N300paKeHHe, IPH apXHUBAIlUN KOTOPOTO 33]1aBajlach
HeOouIbIIast CTENEeHb MOTEPb.

3.6  Cxarue BHI€ONOC/IE10BATeIbHOCTEI

Emé oana mnpobGnema cocrouT B TOM, Kak 3((EKTUBHO HCIOIb30BaTh CXOXKECTh
MoCJeI0BaTeNbHBIX KaJpoB MPH CKaTHM BHJE0. B paHHMX anroputmax, Takux kak Motion JPEG,
3TOT (haKTOp UTHOPUPOBANICS, U KaJpbl c:kuManuch nHauBuayaisHo. MPEG ucnons3yer anroputm
CpaBHEHMs OJIOKOB, KOTOPBIH CTapaercsl BBLACTUTH YYaCTKH, M3MEHUBIIMECS TPU CMEHE Kajapa.
broku ke, KOTOpble HE M3MEHUIINCh, MOXHO HE coXpaHiATh. [Ipu TpeTbem mojxone, y10O0HOM st
BEMBIIETHOTO CXKaTHsI, BpEMS pacCMaTpUBAETCs KaK TPEThE U3MEPEHNE MAaCCUBa JAHHBIX, K KOTOPOMY
npuMensiercs anroput™ Mamia.  OTcyTcTBHE NEpeMelIeHHil MposBiseTcs B OOHYJIEHUU
COOTBETCTBYIOIIUX JETAIEH 10 BPEMEHHOMY HAlPaBIEHUIO. DKCIEPUMEHTHI [TOKA3bIBAIOT, UTO ATOT
METOJT Aa€T XOPOIINE Pe3yNbTaThl, XOTs U TpeOyeT OONbIINX BHIYUCICHUH.
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Hano 3ametuts, 4TO BeiiBleT-ipeoOpazoBaHue camo 1o cedbe Huuero He cxxumaer. OHO JHIIb
OCYILIECTBIISIET MPEMPOLECCUHT U300paKeHusl, MOcie KOTOpOoro 3¢(HeKTUBHOCTh OOBIYHBIX METOJIOB
CKaTUsl PE3KO BO3pacTaeT, MPUYEM Jlake€ NPHU HKCIOJIb30BAHUM YHUBEPCAIbHBIX QJITOPUTMOB U
nporpamm (Takux, kak LZW wu pkzip), HE aganTHpOBaHHBIX K KOHKpPETHOW 3amade. Brpouewm,
WCIOJIb30BAHUE METOJIOB KOJWPOBAHMS, YUUTHIBAIOIIMX CTPYKTYpY BeHBIET-peoOpa3oBaHus,
MOJKET CYIIECTBEHHO MOBBICUTH CTEMEeHb CxkaThs. OJUH U3 MIKUPOKO HUCIOJIB3YEMBIX METOJIOB TAKOTO
THTIa — METOJ HyJb-JepeBa (aHri. zero-tree compression). OH OCHOBaH Ha IMPEAINOJIOKCHUH, YTO
€CIIi HEeKOTopasi 001acTh U300paKEHUSI HE COACPKUT HETPUBUAIBHON MH(POpPMAIIMH HAa HEKOTOPOM
YPOBHE pa3pelieHusi, TO C OONbIION BEpOATHOCTHIO OHAa He OyneT mH(opMaTHBHON M Ha Oosee
TOHKOM YypOBHE paspenieHus. BeiliBiaer-npeoOpa3oBaHue H300pak€HUST MOKHO XPAaHUTh B BUJE
JepeBa, KOPHEM KOTOPOro SBIISIETCS CHJIBHO CIJIQXXKEHHAs BEpCUsS OpUTMHAala, a BETBH,
MIpe/ICTaBJISAIONINE OT/AETbHbIE OJIOKH, OOPHIBAIOTCA HA TOM YpPOBHE, I'/ie AalibHelas o0paboTka He
TaéT 3aMETHOTO YTOYHEHHs. Takoe JepeBO MOXHO C YCIIEXOM CXKaTh OOBIYHBIMM METOJAMH THIIA
xa(p(hMaHOBCKOTO WM apu(PMETHYECKOr0 KOAUPOBAHHS, KOTOPBIE HCIONb3YIOTCS MOYTH BO BCEX
QITOPUTMAaX CHKATHSI.

3.6  Peanuzanuu

Hau6onee usBecTHsbIil anroput™ BeiiBiaeTHoi kommnpeccuun — JPEG 2000. BetiBneT-kommnpeccus
UCIIONIB3YETCSl Takke mpu KoaupoBanmu B ¢opmatr DjVu. CymecTByeT TakkKe MHOXKECTBO
HECTaHIapTU3UPOBAHHBIX AITOPUTMOB KOJAUPOBAHUS M300paKEHUN U BHUJICO-TIOCIIEI0BATEILHOCTEH
OCHOBAaHHBIX Ha BCHBJICT-KOMIIPECCHMM W TPEIHA3HAYCHHBIX JUIS  CIICIIHATU3UPOBAHHOTO
npuMeHeHus. Hampumep oAHMMM M3 CaMbIX U3BECTHBIX aJTOPUTMOB, MPUMEHSEMBIX B CHCTEMax
BHJIcOHAOMIOIeHU siBIsieTcss Motion Wavelet u 3D Wavelet. Beiisner-npeo6pa3oBanne B cuctemMax
BUJICOHAOIOICHNUST HCIIONB3YyeTC HAMHOTO 4alle [0 MpUYMHE TMpEeuMylecTBa B KauecTBe
M300paXeHUS KaXI0T0 OTISIBHOTO Kaipa Buaeo3anucu. [IpodeccnonanbHOe N30BITOYHOE KAY€CTBO
B CHCTEMax BHUJCOHAONIONCHUS HEOOXOAMMO Ui JOCTOBEPHOTO PETPOCIEKTUBHOIO aHaIn3a
COOBITHIA TTO BHJICO3AITHCSIM.

®opmart cxxatua MPEG 4

MPEG4 wucnonb3yeT TEXHOJOTMIO TaK HAa3bIBAEMOTo ()PAKTAJIBHOIO CXKATHS H300pa’keHHMH.
@paxranpHOe (KOHTYPHO-OCHOBAHHOE) C)KaTHE TIOAPA3yMEBaeT BBIZCICHHE W3 H300pakeHUs
KOHTYPOB M TEKCTYp 00beKTOB. KOHTYpBI pe/icTaBIIsAIOTCS B BUJIE T.H. CIUIAHHOB (MTOJIMHOMUAIBHBIX
(GyHKIWN) ¥ KOAUPYIOTCS OTIOPHBIMHA TOYKAMHU. TEKCTYpbl MOTYT OBITH MPEICTABJICHBI B Ka4eCTBE
KO3(QQHUIHUEHTOB MPOCTPAHCTBEHHOTO YACTOTHOIO IpeoOpa3oBaHus (Hampumep, AUCKPETHOTO
KOCHHYCHOTO WJIM BEHBIET-TIPEOOPA30BaAHNA).

Jlnama3oH CKOpOCTeH Mepeqaud JaHHBIX, KOTOPBIM MHOJAep)KuUBaeT (opMmaT CKaTus BHJIEO
nzobpaxxennit MPEG 4, ropazno mmpe, yem B MPEG 1 u MPEG 2. ®opmar cxaTtust BHIEO
nzobpaxkennit MPEG 4 mnonaepxuBaeT MMPOKUII HAOOp CTaHIApTOB M 3HAUEHHH CKOPOCTH
nepenaun gaHHblXx. MPEG 4  BrimrouaeT B ce0sl METOJBI MPOTPECCHBHOTO M YEPECCTPOYHOTO
CKaHMPOBAHUS W TMOJJIEP)KUBAET MPOMU3BOJBbHBIE 3HAUYEHUS MPOCTPAHCTBEHHOI'O pas3pelleHus Hu
CKOPOCTH TIepe/Iauyl IaHHBIX B Juara3one ot 5 kout/c 1o 10 Mowut/c. B MPEG 4 ycoBeprieHcTBOBaH
QJITOPUTM CKATHUS, Ka4ecTBO U 3()(PEeKTUBHOCTH KOTOPOTO MOBBIIIEHBI MPH BCEX MOJUIEPKUBACMBIX
3HAYCHUSX CKOPOCTH NepeIadn JTaHHBIX.

BapuaHTbl NpUMeHeHUs NPOTrPecCUBHBIX METOAO0B CKATHSA

Ha naHHBII MOMEHT OINKCaHHBIE BBINIE METOIUKH CXATHS BHAECOM300paKEHUH IIMPOKOTO
MPUMEHEHUST Majlo MCNoNb3yloTcs. [IpuunH 3ToMy (pakTy He BHJIHO Kak TaKOBbIX. Bo3MoXxHO,
NaTeHTHbIE NpPOOJeMbl; BO3MOXKHO - HeyJnauHblii MapketuHr. Ho @¢akr ocraercs daxTom:
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MPOTPECCUBHAS TEXHOJIOTHS, UCTIOIb30BAHNE KOTOPOM MOTJIO OBl COKOHOMUTH 3K3a0aUThI JUCKOBOTO
MIPOCTPAHCTBA U TepadailThl NPOMYCKHON CIIOCOOHOCTH, HE UCTIOIb3YETCA.

Hamu npeanaraeTcst MCIoIb30BaTh BEUBIET U (ppakTall cxKaTue BUICONOCIIEIOBATEIBHOCTEH 110
HECKOJIbKUM HaIIPABJICHHSIM:

. JlexogupoBaHWe MPUHUMAEMOTO H300paxkeHus pazpemeHueM 640x480 B Buae OONBIIMX
paspemieHuid, Takux kKak 860x640, wim Hanpumep 1024x768 ucnonb3ys  CBOMCTBO
MacIITabupyeMocT (paKTAILHOTO MpeoOpa3oBanue. VICKIIOUMB U3 TepeaBacMoro psjia JTaHHBIX
nH(pOpMaLIKIO 0 pazMepe U300pakeHus MPOU3BOIUTCS YBETMUHBAIOIIEe TEKOAUPOBAHUE BUACOPsIIA.
C COOTBETCTBYIOIIUM COXPAaHEHHNEM KAa4yeCcTBa U YIIYUIICHUEM pa3pelaroneld cnocoOHOCTH TpaduKu
MIPUMEHSIEMbIX B COBPEMEHHBIX MHTEPIIOIATOPAX U AHAJIOTUYHBIMU CBOMCTBaMH (hpakTan U BEUBIIET
npeoOpa3oBaHui.

. HckirounB W3 MepenaBaeMoro psaa JaHHBIX HHPOPMALHUIO O pa3Mepe H300pakeHUs
MIPOM3BOJINTCS YBEIMUMBAIONIEE JeKoAnpoBaHue Buaeopsana. C coxpaHeHHeM HEOONBIION MOJIOCHI
MIPOITYCKaHMs COOTBETCTBYIOIIEH HEOOIBITUM H300PaKEHUSIM.

. Hcnonb3oBaHue [Uisi Tepeqadyd BHUACOM300paKEHHUS COBPEMEHHBIX BHIEO (HOpMaTOB
MPUMEHSIIOIIUX TEXHOJIOTHIO BEUBIET U PpakTai mpeoOpa3zoBaHUsl.
. Vcnonp30BaHne BUPTYATbHBIX BRIYMCIUTEIbHBIX KOMILIEKCOB TakuxX kak LabVIEW u FMAQ

Vision mis 06paboTKH BUAEOH300paKEHHS C MCIIOJIb30BAaHMEM BEHBIIET M ()paKTaI MPEOOpa3OBaAHHMIA.

Bapuanter BbiOOpa cmocoba u CpeacTB OOpabOTKM BHAEOPSAA BO3MOXKHBI JIOOBIE W3
TEXHOJIOTMYECKH NMPUEMIIEMbIX Ha JaHHBI MOMEHT Pa3BUTHS TEX YPOBHS M BO3ZMOXKHOCTEH.

Kak BapuaHT - pacrpocTpaHeHHE pa3HbIX TOMOJHEHHUN ISl CXKATUSI HHTEPHET-TpaduKa BEACT K
YBEIMYECHHUIO Harpy3ku Ha cucremy. Ho Harpyska Ha CUCTEMy HE HMIET HU B KAKOE CPAaBHEHHE C
YBEJIMUEHUEM CKOPOCTU U IKOHOMUEH Tpaduka.

TexHoJ0rus MYJbTHKACT

Multicast (auru. rpymmosas nepeiada) — crielranbHas GopMa MHPOKOBEIAHUS, TPU KOTOPOi
KOIMM TIAaKeTOB HANpAaBJSIIOTCA  ONpENeN€HHOMY TOAMHOXXECTBY —ajapecatoB. Hapsagy ¢
MNPUIIOKCHUSAMHA, YCTAHABJIMBAIOIIUMHU CBA3b MCKAY MHCTOYHHKOM W OAHHMM IIOJTY4aTCJIEM,
CYIIECTBYIOT Takue, rjae TpeOyercsi, 4ToObl HCTOYHUK IOCBHUIAT HHGOPMALMIO cpa3y TIpymime
nosiyyateneil. B kauecTBe TakMX NPUIIOKEHUH MOXHO YIOMSHYTH JUCTaHIIMOHHOE OOydeHue,
pacchlUIKy KOPIIOPAaTUBHOM HMH(pOpMAIMU, peITUKaIio 0a3 JaHHBIX U MH(OpManuu BeO-callTOB U
MHoroe napyroe. [Ipu TpagunmonHoii TexHoioruu |IP-ampecanun TpedyeTcst KaKIoMy MOJIyqaTelnto
uH(OpMalMU MOCJIaTh CBOM MakeT JaHHbBIX, TO €CTh OJHA M Ta e WH(pOpMalMs NepeaaeTcsi MHOTO
pa3. TexHomoruss TrpymnmoBoil aapecalu MpejcTaBiseT coOoil pacmupenue |P-aapecanum,
MO3BOJIAIOIIEE HAIPAaBUTh OJHY KOIHMIO MTAaKeTa cpa3y BCeM IoJlydaTensiM. MHOXKECTBO moJtydaTeneit
OMpeacACTCA MNMPUHAMJICIKHOCTBIO KaAXIOI0 H3 HHX K KOHerTHOﬁ rpymrie. PaCCI)IJ'IKy JJIA
KOHKPETHOW IPYIIBI MOJYYarOT TOIBKO YWIEHBI 3TON IPYIIIbI.

Texnomorust IP Multicast npemocraBisier psig CyIIECTBEHHBIX MPEUMYIIECTB M0 CPAaBHEHHIO C
TpPaIUIMOHHBIM MojXxoa0M. Hampumep, no6aBieHHe HOBBIX MMOJb30BaTelel HE BiEYET 3a COOOMU
HE00XO0/IMMOE yBEITMUEHHUE NPOITYCKHOM CITIOCOOHOCTU CeTH. 3HAUUTEIBHO COKPAIAETCsl HArpy3Ka Ha
MOCHUTAIOMIUN CepBep, KOTOPBIA OOJbIlle HE JODKEH MOAJEPKUBATh MHOXKECTBO JBYXCTOPOHHHX
coequHeHuil. Mcmonp3oBaHuWe  TpYNIOBOM  ajapecallid  IMO3BOJISIET  O0ECHMEYUTh  JIOCTYI
KOPIOPaTUBHBIX I0JIb30BATENEN K JaHHBIM U CEpBHCAaM, paHee HENOCTYIHBIM, TaK Kak A UX
peanu3alyy ¢ IOMOIIbI0 0OBIYHOM afpecaniy NOTPeOOBaINCh Obl 3HAUUTENIbHBIE CETEBBIE PECYPCHI.
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B mocnennee Bpems MIUPOKOE pacmpoCcTpaHEeHHE MPUOOpeNrd MyIbTHMEIWa TPAHCISAIHA U
BU/ICOKOH(EpeHICBA3b. [lpn  HMCHONB30BaHMM  TPAJUIMOHHONW  TEXHOJOTMH  IPOIMYCKHON
CIOCOOHOCTH CYIIECTBYIOIIMX KaHAJIOB XBaTaeT JHINb JJIi YCTAHOBJCHUS CBS3M C OYCHb
OTpaHMYECHHBIM YHCIIOM TMoiy4areneid. ['pynmoBas anmpecanuss CHUMaeT 3TO OrpaHHYCHHE WU
10JIydaTesel MOKET ObITh JIF000€ KOJINYECTBO.

B Hacrosimee Bpemst 1P Multicast siBnsiercst mmpoko MOAAEpKUBaeMbIM CETEBBIM CTaHIAPTOM.
Bce coBpemeHHOE ceTeBoe MporpaMMHOE 00eCIICUeHHE U allapaTHoe 000Py10BAHUE MTOAEPKUBAET
3TOT cTa”jaapr. Jis wucnoib3oBaHus rpynmnoBoil IP-agpecanun HeoOxoguma ee MOAJEpPIKKA
JOKaJIbHOM ceThlo. YTO Kacaercs T1JIOOANbHOM CEeTH, B HEKOTOPBIX CIy4asx JOMyCTUMO
UCMOJb30BAHUE  TYHHEIHMPOBAaHUS» JUId IPEOJOJEHHUS  YYacTKOB, 3Ty aJpecaluio He
MoAACPIKUBAIOIIINX.

Jis  peanu3anuu TPYNIOBOM ajapecalMd B JIOKAIbHOM CeTM HEOOXOAMMBI: IOAJICPKKA
IpYIIOBOM aapecaruu ctekoM mnpotokosia TCP/IP; mporpammuas nojuepxka nporokosa IGMP s
OTIIPAaBKH 3ampoca O MPHCOCAUHEHHM K TPYMINE U MOJYyYEHHU TPYIIOBOro Tpaduka; moaaepxka
IpYNIIOBOM apecalluid CETEBOM KapTOH; HMPUIIOKEHUE, UCIONb3YIOIlee IPYMIIOBYIO aJpecalulo,
HampuMmep BUJCOKOH(pepeHuusa. s pacmMpeHus S5TOW BO3MOXKHOCTH Ha IJIOOAJIbHYIO CETh
JOTIOTHUTEIHHO HEOOX0JMMa TIOIEP’KKA BCEMH MTPOMEKYTOYHBIMHA MapIIPyTH3aTOPAMH TPYIIIIOBON
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aJipecallui U MpOIyCKaHUE IPYyMIoBoro Tpaduka ucnoibdyembiMu firewall-amu. B nokanbHoit cetn
MOXHO JOOMThCS elle OOoJbIIeH ONTHMHU3AIMK, HCIONb3Yysl KOMMYTATOphl C (uibTparuei
IPYNIIOBOrO TpaduKka, aBTOMATHUYECKH HACTpauBalOIIMecs Ha Iepeaady Tpapuka TOJbKO
MOJTy4aTeIIsIM.

Texunomnorus IP Multicast ucronesyet agpeca ¢ 224.0.0.0 g0 239.255.255.255. IMoanepxuBaeTcs
cTaThyecKas u nuHamuueckas aapecanus. [Ipumepom crarndeckux agapecoB sBisaroTea 224.0.0.1 —
aJipec TPYMIIbI, BKIIOYAIOIIEH B ceOsi Bce y3iIbl JTOKaIbHOH ceth, 224.0.0.2 — Bce MapumpyTH3aTOPbI
nokaybHOUM cetu. Jlnanazon agpecoB ¢ 224.0.0.0 mo 224.0.0.255 3ape3epBupoBaH AJisl IPOTOKOJIOB
MapHIpyTHU3alMK W JIPYTUX HU3KOYPOBHEBBIX IMPOTOKOJIOB MOJJIEPKKH TPYIIOBOM aJipecaluu.
OcTanpHble agpeca AMHAMUYECKU UCTIONIB3YIOTCS MPUI0KEHUSIMHU.

JUia ompeneseHns WIEHCTBA CETEBBIX YCTPOMCTB B PA3IMUHBIX TIPYIIax JIOKAJIbHOW CETH
MapuipyTusarop ucnoib3yer npotokon |IGMP. Oaun U3 MapmpyTH3aTOpOB MOACETH NEPUOIUUECKU
OIIpAIIMBAET Y3JIbl MOACETH, YTOOBI y3HATh, KAKHE TPYIIBI HCIOIB3YIOTCS MPUIOKECHUSIMH Y3II0B.
Ha xaxxayro rpynny reHepupyercst TOJIbKO OAMH OTBET B MOJCETH. J[j1st Toro, 4ToOBl CTaTh Y4JICHOM
HOBOM TpYIIIbI, y3€J MOJy4aTeias HWHULUUPYET 3alpoc Ha MaplIpyTHU3aTop JIOKAaJbHOW CETH.
CereBoil uHTepdelic y3na-moaydarens HacTpauBaeTcss Ha IMPUEM NAKETOB C ATUM TI'PYIIOBBIM
anpecoM. Kaxxplil y3e1 cCaMOCTOSITENIbHO OTCIIEKHMBAET CBOM aKTUBHBIE IPYIIIIOBBIE apeca, a Koraa
OTIa/1aeT HEOOXOIUMOCTh COCTOATh B JIAHHOM IpyIIe, MpeKpalaeT MochulaTh MOATBEPKIACHUS Ha
IGMP-3ampocel.  Pesymbratel  IGMP-3ammpocoB  MCHONB3YIOTCS  MPOTOKOJAMH  TPYNIIOBOH
MapuIpyTU3aluy U1 Iepejadyd MHPOPMALMHU O YJICHCTBE B IPYIINE Ha COCETHUE MapIIPYyTU3aTOPhI U
Jajee 1o CeTH.

OcHOBHass uaes TpyNIOBOM MapLIPyTHU3allMd COCTOMT B TOM, YTO MAaplIpyTHU3aTOPBI,
OOMEHHBAsCH JAPYr C APYroM HH(pOpMAIMEH, CTPOAT IYTH PACIPOCTPAHEHHs MAaKETOB KO BCEM
HE00XO0AUMBIM NOJICETAM 0e3 NyOnupoBaHus U nerenb. Kax bl u3 MapipyTu3aTopoB nepeaaer
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NPUHUMAEMbI NaKkeT Ha OJWH WIM HECKOJBKO JAPYIHMX MapIIpyTH3aTOpOB, M30eras TeM CaMbIM
IIOBTOPHOM Ii€pefjaud OJHOTO M TOro K€ IIaKeTa I10 OJHOMY KaHally W JOCTaBIIAs €ro BCEM
nosiydatenssM rpynnbsl. [IockonbKy cocTaB TIpynmbl CO BPEMEHEM MOXKET MEHATHCS, BHOBB
NOSIBUBIIMECS. M BHIOBIBIIME YJIEHBI TPYNIBl JUHAMUYECKH YUHUTBHIBAIOTCS B IOCTPOCHUM ITyTeH
MapIIpyTU3aLHUH.

l'[penMymecTBa MOCTPOCHUSA CUCTEM BI/II[QOHaﬁJIlO)IeHI/Iﬂ Ha 0a3e IP-BI/I)ICOKaMep

Cpemu nocrounctB Wi-Fi Bu1eoHa0IIOACHUS MOYKHO BBISIBUTH CIICTYIOIINE OCOOCHHOCTH:

¢ BbICOKOE Ka4eCTBO BUACON300pAKCHUS

B mnocnennee BpeMs Ha pPBIHKE MOSBWJIOCH 3HAYUTEIHHOE KOJUYECTBO METAMUKCENIbHBIX [P-
kamep (1, 2, 3 u gaxke 5 meranmkceneit). MeranukcenbHble KaMepbl (GOPMUPYIOT BHICOMOTOKHU C
JOCTaTOYHO XOPOIIMMH CKOPOCTSIMU OOHOBJICHHSI (Harmpumep, 25 Kaap/ceKk MpH ABYX METarmuKCeNsIX
win 50 Kajap/cek Ipyu OAHOM MEramuKcelie), 4To Moapa3yMeBaeT 0ojiee BHICOKYI0 HH(POPMATUBHOCTh
M300paKeHUs, a 3HAYUT U MOBBILIEHUE YPOBHS O€30MACHOCTH B LIETIOM.

e Bricokas JaJbHOCTh IPUMEHEHUS IPU UCIOIb30BaHUM HAIIPABJICHHBIX aHTCHH

Hcnonp30BaHne TOMONMHUTEIBHBIX AHTCHH JAa€T BO3MOXKHOCTb 3HAUUTENBHO YBEIWYUTH 30HY
JCUCTBHUSA CHCTEM OECIPOBOJHOTO BHICOHAONIOAEHUSA. OTO TPOUCXOIAUT BCIEACTBHE BBIHOCA
aHTEHHBI U3 MOMEUICHUS U TI0JJbeMa €€ OTHOCUTEIbHO IPUEMHHKA/IepelaTunKa, a TakKe Oaaronaps
KOX(QPUIMEHTY YCHJICHHsS CaMON aHTeHHbl. Tak HMCIOJB30BAaHMWE TOJILKO OJHOM HampaBICHHOU
AHTCHHBI B KaHaJIe IPUEMHMKA YBEIMYMUBACT PAJNYC NEHCTBUSA CUCTEMBI B 4-6 pa3, B 3aBUCUMOCTHU
oT ycnoBuii mpuema. CieyeT OTMETUTh, YTO TPU OOJNBIION JUTHHE KaOelsi CHU)KEHUSI OT aHTEHHBI K
IPUEMHUKY, HMCIIOJIb3YS Kabenab ¢ OONBIIMMM MOTEPSIMHU, MOKHO JIMIIMTBCSA BCEX MPEUMYILECTB
WCIIOJIb30BAaHUsl BHEIIHEW AHTCHHBI.

e MacmTabupyeMocTh 3a CUeT MPUMEHEHUS PETPAHCISTOPOB.
Hcnonb30BaHne  peTpPaHCISIMOHHOTO OOOpPYIOBaHHS MO3BOJSET  yBENWYUTH pabouee
paccTostHue 6€3 MPOKIaIKN KaOeIbHBIX JTHHUH.

e BO03MOXXHOCTb TpaHCIMPOBAHM MOTOKA OT HECKOJIBKHUX Kamep 1o ogHoit Wi-Fi cetu.

Korna ucnonb3yercst Touka JIOCTyma, ClelyeT Y4YUThIBaTh, YTO OHA IPEACTaBiIseT cOOOii
OOBIUHBIN KOHIIEHTpaTop. IIpy HECKONBKHMX MOAKIIOUYEHHAX BHJIEOKAMEp K OJHOW TOYKE IoJjioca
MPOMYCKAHUs IEIUTCS Ha KOJIMYECTBO MOJIKIIOYEHHBIX MOJIb30BaTeNel. TeopeTnyecky orpaHndeHni
Ha KOJIMYECTBO MOAKIIOYEHHBIX BUIEOKaMep HET, HO Ha NMPAKTUKE UX YHUCIIO CIeAYyeT OrpaHUYuBaTh,
UCXO/d W3 MHMHHUMAJIBbHO HEOOXOJUMOM CKOPOCTHM Nepedayd MAaHHBIX IS KaXA0M Kamephl.
Hanpumep, onHa cereBas kamepa ¢ paspemenneM VGA U ckopocThio 25 Kaap/c nmpu HEGOJIbIIOM
ckaTHH B camoM nonyisipHoM ¢opmare MPEG-4 3anumaer nosocy B 2-2,5 Mout/c. 910 03Hayaer,
yro 10 Kamep OTHUMYT MakcuMyM 25 MOUT/c, TO €CTh TOUKa JOCTYyIa € MOJO0COH mpomyckaHus 54
Mout/c (a ¢ peaabHON CKOPOCTBIO Mepeaaun JAaHHBIX 25 MOuT/c) mo3Boiaut 6e3 nmpobiemM MpUHATh
curHan ot 10 Wi-Fi-Buaeokamep, a ecnu OpaTh B pacyeT BHIEOKaMephl ¢ 0ojiee COBPEMEHHBIM
cxatueM H.264, To MOTOK OT KaMmepsl C TeM ke KadecTBOM 3aiiMeT okouso 0,5-1 M6ut/c. K onHoit
TOYKE JJOCTyIa MOKHO MTOAKIIOYUTE U OOJIbITE 25 BUIGOKaMeD.

e VYmpasieHUE IOBOPOTHBIMU KaMepaMu

Omneparop MoxkeT HaOMI0AaTh M300paKEHHE C KaMepbl, YCTaHOBIEHHOW B JI000H Touke U
YIPaBIATh TOBOPOTHBIM UM (POKYCHUPYIOIIUM MEXaHH3MOM TOYHO TakK ke, Kak eciu Obl oHa ObuIa
IIOAKJIIOYEHA K IIPOBOJIHOM CETH.

e HaneXHOCTH cCOeqUHEHNS
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[IpaBunbHBIH 1MOAOOP OOOPYAOBAHMS, MCIOJIH30BAHMUE BHEUIHMX Y3KOHAIPABICHHBIX AHTEHH
(xoTOpBIE, KCTAaTH, C IIOMOIIBIO Kabelsis MOXKHO YAAJIUTh OT BUACOKaMephl Ha paccTosHue 10 30 M) u
MIPOMEKYTOUHBIX TOYEK JJOCTYIA YCIEIIHO PELIAt0T 3Ty MpolIeMy.

e 3anMIIEHHOCTD Mepeiayy JTaHHbIX

3amuTa BugeonHopmanuu B OecnpoBoaHbIX [P-cuctemax BuaEOHAOMIONEHUS JOCTUTAETCA
HECKOJIbKUMH crioco0amu. KITFOueBBIMH cpei HUX SBISIOTCS: TPUMEHEHHE OpaHIMaydpoB,
WCIIONIb30BaHUE Taposied u mudpoBanue. bpanamaysp paboTaer Kak dJIEKTpOHHBIE '"BopoTta',
IIPOITYCKAIOIINE 3apETUCTPUPOBAHHBIX MOJIb30BATENEH U 3allpeIIaloIIie JOCTYIl HEABTOPU30BaHHBIM
munam. IlpumeHenue maposeil mNO3BOJIIET HE TOJBKO OTPaHUYUTh JOCTYN K CHCTEME
BUJCOHAOIIONCHUS,, HO W paACIpeieiuTh TpaBa JOCTyNa TIepCoHaNa K OIpeaesICHHBIM
BUJIcOKamMepaM. A MpH MHU(PPOBAHUU TOMBITKU NepexBara 3amu(poBaHHbIX AaHHBIX B IP-cucreme
OXPAHHOTO BHJICOHAOIONCHUS CTAaHOBSITCS OECCMBICIICHHBIMH, €CIU 3JIOYMBIIUICHHUK HE 3HAET
YHHUKAJIBHOTO KOJa IS pacuugpoBKH MOTOKa AaHHBIX. Koa, B CBOIO ouepenb, yCTaHABIMBACTCS
CHUCTEMHBIM aJIMUHUCTPATOPOM.

e JleruTUMHOCTP UCIOJb30BaHus Wi-Fi

OToT BOmpoc HEMHOro cioxksnee. Jleno B ToM, uto B Poccum mnpumenenune Wi-Fi 0e3
paspelieHusi Ha UCMOJIb30BaHUE YacTOT OoT ['ocymapcTBeHHON Komuccuu o paguodacrotam (I'KPY)
BO3MOXXHO JUIsl OpraHHW3allid CeTH BHYTPU 3JaHHM, 3aKPBITHIX CKIIAJCKUX MOMEUIEHUN U
MIPOM3BOJICTBEHHBIX TeppUTOpHiA. J[JIs JIeralIbHOTO CO3/1aHus BHEOPUCHOU OecrpoBoHOM cetn Wi-
Fi (manmpumep, paauoxkaHaia MeXAYy JIBYMs COCEIHHUMH JOMaMHu) HEOOXOIUMO IOJy4EHUE
paspelieHusi Ha MCIHOJb30BaHME YacTOT. I[lpu 3TOM cremyer HamOMHUTh, YTO JEHCTBYET
YIPOILIEHHBIN MOPSIIOK BbIIAYU pa3pelIeHi Ha UCTIOIb30BaHue paauodacToT B nmosoce 2400-2483,5
MTI'1t (cranmapter 802.11b u @), Ui NoXydeHHs TaKOro pa3pellieHHs He TpeOyercsi oOpamarbes B
I'KPY.

e [ymeHue curxana

Takast omacHOCTb, AEWCTBUTEIHHO, CylecTByeT. Ho, BO-TIEpBBIX, AJIS1 TOTO, YTOOBI OJTHOCTHIO
3arJIyIIUTh CUTHAN, HY)KEH JI0CTaTOYHO MOUIHBIN MCTOYHMK, U, BO-BTOPBIX, 3TOT UCTOUHUK JIOJIKEH
HAXOJUTHCS OYEHb OJIM3KO K pamumorpakTy. OIHAKO Nake B OTOM CIIydae MOXHO MOIIBITAThCS
PeLuTh MPo0JIeMy C TOMOIIbIO MOIIHBIX Y3KOHANPaBJIEHHBIX aHTEHH.

e BpeaHocTh U3nydeHus

Muposas opranuzanus 3apaBooxpanenust (World Health Organization) npusnana usnydeHue
Wi-Fi 6e3BpeHbIM aJIsi 310pOBbs 4eioBeka. Tak, HampuMmep, uiaydeHue oT yctpoictB Wi-Fi B
cpennem B 10-20 pa3 HuXKe, 4eM OT OOBIYHOTO COTOBOTO TeedoHa.

e DKOHOMHUECKas LEIECO00Pa3HOCTb.

B omnuune OT TpaaWLMOHHBIX CHUCTEM, pacIIUpeHHE KOTOpbIX (AKTUYECKH BEAET K
BHYILINUTEIbHBIM JONOJIHUTENBHBIM 3aTpaTaM, UCIOIb30BaHue [P-Brieo no3BoOJIsET IpU pacliupeHun
cucreMbl JMmIb J00aBisATh [P-xamepsr wnm IP-BumeocepBepsl. Ilpu Hammuuu  J10KaabHOU
BbruucnuTensHoi cetu (JIBC) nanpHeiiee pacimupeHne CUCTEMbI BJIEUET 3a COO0H UCKIIIOUUTEIBHO
nobasienue [P-xkamep u He TpeOyeT HCMONb30BAaHUS JTOMOJHUTENbHBIX JUHUN. C Ipyroi CTOPOHBI,
porpaMMHOe obecrieueHue, KOTopoe npuMeHsieTcs st 3anucu [P-Bueo, kak mpaBuiio, pacCUuTaHO
Ha JaJbHEWIIEe pacIIMpeHHe, TO €CTh Mbl MMEEM JEJI0 JMIIb C 3aKyIKOH COOTBETCTBYIOIIMX
JMLIEH3UH Ha 3aM1uCch HEOOXOJMMOT0 KOJIMYECTBA BUJEOKAHAIIOB.

Cxema J1a00paTOPHOIO MaKeTa

C yderoM T1OCTaBJIEHHOM 3ajJadyd, a WMMEHHO OpraHu3oBaTb MakeT cucremsl |P-
BUJICOHA0MIOIeHHsT HA OcHOBe TexHosoruu Wi-Fi , MOKHO BBIIETUTD CIIEAYIOIIUE OJIOKH, BXOISIIHE
B CTPYKTYPHYIO CXEMY:

e |P-Buzneokamepsl;
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e (CereBoe 000pyI0OBaHNE;
e KommbroTep octa BUICOHAOIIOICHNUS;

Cucrema KOMMYyTallMU ¥ MaplIpyTU3alUY NIpeAHAa3HAuYEHa Ul TPAHCIIOPTUPOBKU BUI€O0aHHBIX
u ciyxe0Hoi nndopmanuu BHyTpu cuctemsbl [P-Bugeonadmonenus. OT Hee TpeOyeTcs qocTaTouHas
MPOIYCKHAs CIIOCOOHOCTH U 3aIIUIICHHOCTb.

> Cuctema >
Cuctema IP Wi-Fi KomnbloTep nocta
KOMMYTaLUK u
BUAECOKamep < MapupyTH3aLmM ¢ BUAECOHabNI0AeHNA

Puc. 3.5.1. Maker cucremsl |IP-Bunconadmonenus

Komnbprotep mocta BHAeOHAOMIOACHUS AODKEH OBITh OCHAIIEH YJOOHBIM M JIOCTYITHBIM
N0JIb30BaTeNbCKUM HHTepdelicoM. Takxke OH JoKeH o0sajaTh XOPOUIMMHU BBIYHCIUTENIbHBIMU
MOIIHOCTSIMM, T.K. Ha HEro BO3JIaraeTcs 3ajadya JEKOMIIPECCUU IPUHMMAEMOrO BHJEO.
IIpocTpaHcTBO MOHHUTOpa JOJKHO BMeIIATh OOJAacCTH OTOOpaXKeHMs OT HECKONbKMX Kamep. Ha
KOMIIBIOTEPE MOCTa OXPaHbl JOJKHO OBITh YCTAHOBIECHO crnenuanusupoBanHoe 110, mosostomiee
TPaHCIUPOBATH BUJECOJAHHBIE 3aPETUCTPUPOBAHHBIM I10JIb30BATENSIM U3 JIOKAIBHON CETH.

Bb10op oGopynoBanus

Kputepun BeIOOpa BHIeOKaMepbl JIs1 HApY>KHOTO HaOIr01eHUsT 00yCIaBIMBAIOTCS CelU(DUKOIM
AKCIUTyaTallMy yCTPOWCTB - JUIsl YETKOro M300pa’keHus B JIt00O€ BpeMsl CYTOK 0CO0O€ 3HaueHue
NpUOOpETaoT pa3peleHne, YyBCTBUTEIBHOCTh YCTPOWCTBA, €r0 CTOMKOCTh K HU3KUM M BBICOKUM
TeMIepaTypaM, B3aMMOJCHCTBHE ONTHKA C TIOCTOPOHHUMH HCTOYHHKAaMH CBETa, Hampumep,
JamramMu ocselieHus u T.4. Cleqyer OTMETUTb, U4TO AJIi ChbeMOK B HOYHOE BpeMsl, Kak MpaBuUiIo,
yCTaHaBIMBaeTCs yepHO-0embiif pexuM, ¢ MK moacBeTkoi.

OHpe,Z[CJ'II/IM OCHOBHBIC KPUTCPUU BLI60pa BUJACOKaMCPhI:

Bricokoe kauecTBO H300pakeHUs (pa3penieHne, MaTprIla ¢ TPOTPECCUBHOM Pa3BEPTKOM);
[Moanepxka crangapros IEEE802.11b/g;

[TepconanbHbIN OeCITPOBOAHON MapIIPYTH3ATOP;

CrxkaTne BHIEOITOTOKA

OyHKITMOHATBHBIE BO3MOXKHOCTH;

CrouMocTs.

B kauectBe cereBOro 000pyoBaHus B Moeii cucreme Beictynaetr Wi-Fi router.

Tabmuma 3.6.1 CpaBHenue 6ecripoBogHbIX [P-BuacOoKamep.
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YyBCTBUTE IBHBI 1/4" (6Mm) 1/3" (8mm) Unas
anemenT (I13C
MaTpHIa)
YyBCTBHTEIBHOCTD OTcyTcTBHE MuHHMaIbHaA CraHfapTHad Xopomas
OCBellleHHA 0CBeleHHOCTb 0CBEIeHHOCTb 0CBeleHHOCTb
00bexTuB BCTPOEHHBIH | CheMHBIH
Yroz 0630pa 90° 100° 1100 1300 1500
Paspemenne Bouee 15 yposreii ot 160x90 g0 1280x1024 nuxc.
BHE0KaMephl
dopMar cKaTHA MJPEG | MPEG4 | H264 | MPEG2 | HD
BujeonoTok nmapaJienbHad nepejaya | BribopoyHad nepegaya | OfMHOYHAd nepejaya
Ayauo BcTpoeHHbIH MUKPOGOH | [ToaKII0YaeMblii MHKPOOOH
BecnipoBogHoe IEEE 802.11g | IEEE 802.11b | IEEE 802.11n IEEE 802.11a
NOJK/IYEHHEe
BesomacHocTb MHuoroyposreBas | ®uabTpanus HTTPS- WEP | WPA-| WPA2-PSK,
CHCTEMA IP-agpeco | koamposanu | 64/12 | PSK, AES
NapoJbHOM e 8 6ur | TKIP
3aIIHTBI
MHOromno/1b30BaTe/bC 0JHOa/IpecHad nepejaya MHOroajJipecHad nepejaya
KHH JOCTYI
[logxar04eHHe K CeTH 10BaseT 100BaseTX RJ-45 USB BecniposofHas
Ethernet nepejaya JaHHBIX
Ceresble npoToko/sl | IPv4/v6, HTTP, TCP, ICMP, RTSP, RTP, UDP, IGMP, RTCP, SMTP, FTP, DHCP, UPnP,
Bonjour, ARP, DNS, DynDNS, SOCKS, NTP u ap.

Br160p Touku gocTymna ObUl B OCHOBHOM IO KPUTEPHUIO HAJIEKHOCTH U MOAJIEPKKH CTaHAAPTOB,
yKa3aHHBIX B TEXHUYECKOM 3aJlaHiH. TexXHHUecKue XapaKTepUCTHKH Mpe/ICTaBlIeHb! B Tabuule 3.6.2.

Tabnuua 3.6.2 TexHHUUECKHE XapaKTEPUCTUKU TOUKU JOCTYIA.

Mojteth TouKH 70eTyNa D-Link <DWL-G700AP> Wireless
G Access Point

YacToTHBRIN  AuWanas3oH,

I 2,4-2,5TT1

IMomnepxka cranmaproB | IEEE 802.11¢g, IEEE 802.11b

MaxkcnmansHas 54 M6uT/c

CKOpOCTb Ilepeiaun

Tun o6opynoBanus Touka noctyna, MOCT

BHemnsas anteHHa 1 aHTeHHa

ITuranne Bremntaee

CroumMocTh 1204 p

Hamu ucnons3yercs moxaens Bugeokamepsl Internet Camera Server TV-IP 110W
[TapameTpsl nCHONB3yEMOM BHI€OKaMEPhI MPUBEIEHBI B Tabmue 3.6.3
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Tabmuua 3.6.3 TexHHUECKHE XapaKTEPUCTHUKU TOUKH JOCTYIHA.

° Tun natyuka 1/4" usetnont CMOS-gatunk

o Pasperenue 640x480 pixel

. OOBCKTUB Berpoennsrii f: 6.0mm, F: 1.8

Video

. Frame Rate 15fps@VGA, 30fps @ QVGA, 30fps @ QQVGA
o Compression MJPEG

o Resolution 640x480,320x240,160x120

o Digital Zoom 4X
BecripoBojiHast CBSI3b
° CranyapTsl IEEE B02,11W(g

. CkopocTb 11g:54,48, 36,24,12,9 & 6 Mbps 11b: 11,5.5,2 & 1 Mbps
nepeayy JaHHbIX
. MonysbHast 802.11b. OFDM 802.11g. DESS

anmaparypa
o YacroTa 2.4 - 2.4fI35GHz (ISMB)
. AHTEeHHA Otcoenunsiemas pazHecenHasi antenna, 2dBi {Pa3sem Reverse SMA)

o Iudposanue | 64/128 bits WEP (ASCII/HEX), WPA-PSK/WPA2-PSK (AES/TKIP)

Kpurepun onTuMaibHOCTH IPOEKTHPYEMOIi CHCTEMbI

Jns mpoexTupoBaHus OECIPOBOAHON CHCTEMBI BHJICOHAOIIOICHHS, HEOOXOAUMO 33/1aThCS
HEKOTOPbIMM KAaYeCTBEHHBIMH TpPEOOBaHMSIMU K CHUCTeME. OTO IO3BOJIMT, B JaJbHEHIIEM,
OTpPEACTUTh TEXHOJOTUIO, HAWJIYUYIIMM 00pa3oM MNOAXOSAILYI0 Jsi pPELIeHHs] MOCTaBICHHON
3a/1a4H.

Wtak, chopmynupyeM U MOSICHUM OCHOBHBbIE TpPeOOBaHUs, MpPEIbSBIsAEMbIE K BBIOMpacMOMY
CTaHJapTy, a, CIEI0BATENIbHO, U K IPOrpaMMHO-aNapaTHOMY KOMILIEKCY:

1. Inana3zon padouyux 4yactor. /laHHbIM napameTp sBISETCS OCOOCHHO BAXKHBIM, MOCKOJIBKY
CHUCTeMa BHJI€OHAOIIOJEHUS JOJDKHA HCIIONIb30BaTh armaparypy, palOoTalollyld B YacTOTHOM
nuarnasoHe, paspeuieHHoM B P®. Ha ceronusimnuit gess B Poccuu, 11 BHYTpHO(UCHBIX CHCTEM
nepeiauM JaHHBIX, pa3pelIeHo UCIoab30BaHue nojockl yactot 2400 - 2483,5 MI'n (pemenue Ne 04-
03-04-003 ot 6.12.2004r.). ITo sTOoMy npumeHenue crannapra 802.11a, paccuutaHHOro Ha paboTy B
nuamna3one S ['T'h, He npeacTaBisieTcss BO3MOKHBIM.

2. JanbHOCTHL JeiicTBUS paguocuctembl. J[ns oOecriedyeHuss KaueCTBEHHOW CBSI3U BHUIEO
YCTPOMCTB € CEThIO BO BCEX TPeOyEeMbIX yyacTKax MOMEIIEHUs, paJuocucTeMa JoKHa 00eCTeUuTh
JAOCTAaTOYHOE JUIsl YBEPEHHOTO MTPHEMa CUTHAJIOB TOKphITHE paauonsnydeHneM. Cranmaptsl 802.11b
n 802.11g npumepHO OAMHAKOBO MOJATOTOBJIEHBI K pad0Te B YCIOBHUSX MHOTOJIy4€BOIO
pacnpoCTpaHEHUS! CUTHAJIOB

3. Cropoctb nepenayu unopmamuu. TpeOoBaHHS K CKOPOCTH MEpeadd TaHHBIX SBISIOTCS
OJTHUMHU U3 OCHOBHBIX. M3 pacCMOTpPEHHBIX BBILIE CTAHAAPTOB, ONTUMAIBHBIM C TOYKH 3PEHHS
CKOPOCTH, SIBJISIETCA cTaHAapT nepenadyn AanHbix 802.110, mo3pomstoniuii nepeaaBaTb HHGOPMAIUIO
CO CKOPOCTH J10 54 MbuT/c.

Ha ocHoBe copMynnpoBaHHBIX KPUTEPUEB MOXKHO BBIOpaTh Hoaxoasuuii cranaapt. Cpasy
HCKJIFOYaeM U3 paccMoTpeHus ctanaapt 802.11a Tak kak OH MCHOJB3YyeT He pa3pemieHHbIi B Poccnn
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yacToTHbIN auanazod. Crannpapt 802.119 Haubonee npuemiiem, Tak Kak OH 00eCrieunBaeT OOJIBIIYIO
CKOpPOCTh Iepenauyd, oOOOpYyJOBaHUE COOTBETCTBYIOIIEE ATOMY CTAHJApTy HOJJAEP)KUBACT
cneuudpukanuo WPA2, koTopas B CBOIO ouepeb 00ecrieunBaeT HaSKHYIO 3alIUTy MepeaaBaeMoil
nmo paauokaHany uHpopmanuu (ucronb3yercs aiaroputMm mudpoanus AES) u pasznooOpasHbie
METO/BI HAaJe)KHOW ayTeHTH(uKauuu. B nanpHeiimem Bo3MokeH mepexon Ha ctangapt 802.11n mo
Mepe MOCTYIUIEHUS! 000PYA0BaHMsI Ha CYIIECTBYIOIUI PBIHOK.

Ouemca NMPOU3BOAUTECIBHOCTH CUCTEMBI

He cmoTrps Ha TO, 4TO BCe BBIMycKaeMoe OOOpYIOBaHUE COOTBETCTBYeT craHmapty 802.11(,
peanbHasi MPOIYCKHAsi CIIOCOOHOCTh NpU pabOTe TOYKM JOCTYNA C Pa3iIMyHBIM 000pyIOBaHHEM
OKa3bIBaeTCs Pa3IMdHOI.

Jlns tectupoBanusi Oyner npumeHsTcs nporpammubiid maker Traffic Meter 10.0.553. IMaker
Mpe/ICTaBIseT co00M KOHCONb YIpaBiieHus! (KOTOpasi MOXKET HAXOIUThCS Ha JTI0OOM KOMIIbIOTEpE) U
Habop ceHcopoB. llociemHue SBISIOTCS MPOTpaMMaMH, KOTOpBIE YCTAaHABJIMBAIOTCS Ha XOCTaX-
reHepaTopax M OCYIIECTBISIOT I€HEpalri0 ¥ MOHUTOPUHT Tpaduka. CeHCOpbl CYIIECTBYIOT MOJ
MHOkecTBO OC, u3 koTopsix Hac uHTepecyeT Windows XP SP2. Cxema TecTHpOBaHWMS MPUBEICHA
Ha pucyHke 3.5.2. B nmomenieHuu, re NpoBOAUTCS TECTUPOBAHUE, HET 00OPYI0BaHMS pabOTAOIIEro
B nuanaszone 2.4 I'Tu. Touku pa3HeceHbI Ha 3 MeTpa.

Comp1

((9)) '__—_1-"'"" 'l
AP @

Caml

Ethamat

Puc. 3.5.2. TecToBBIif CTEHNT 15 ONIpEIeNICHIS] MAKCUMAIIbHOW TIPOITYCKHOW CIIOCOOHOCTH TOYKA
JI0CTyTIA.

OcymecTBisgercs nepenava Tpapuka mexay yzaamu Compl u Caml. B xoxe TectupoBaHus
HaIpaBlIeHUE Tepefaund 1 KOJMYECTBO MOTOKOB Tpaduka OyneT MEeHSThCS.

OneHka HAKJAIHBIX PACX0J0B CBA3AHHBIX ¢ M (POBAHHEM

[IudppoBaHnre Kak W3BECTHO, TpeOYeT 3HAYMTENLHBIX BBIYUCICHHHA, B pe3yiabTare IManaeT
MPOMYCKHAs CIIOCOOHOCTh M YBEJIMYMBAETCS 3a/I€P’KKU NP Tepesiauye MakeToB, JaHHbIM TecT Oyaer
HAIpaBJICH Ha OIIEHKY MPOITYCKHOW CITOCOOHOCTH TOYKHM JOCTYIA TPU WCTIOIB30BAHUHU PA3ITHIHBIX
anroputmoB mmmdposanus (WEP, TKIP u AES).

[Ipu mpoBeneHUM TECTHPOBAaHUsS OyIeM HCIIOJb30BaTh TECTOBBIM CTEHJ, M300paKEHHBIH Ha
pucynke 3.5.2.
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Pe3yJ’[LTaTbI IKCIIepUuMenTa.

[IpuBeneM HEKOTOpbIE W3 MOJYYCHHBIX JaHHBIX: JUIA CpaBHEHHsS H3MeEpsieMoro Tpaduka
napajuieIb-HO eMy Mbl 0TOOpa3uM Bech MHTEpPHET TpauK TECTOBOrO KoMIbloTepa. I'paduueckoe
MIPEJCTaBICHUE HArPy3KH Ha CETh MPEACTABICHO B BHJIE I'PAdUKOB JJIsi CTATUYHOT'O MU300paKEHUS U
JUHAMHYHOTO U300pasKeHUs.

1M
Mepea.
4
Awwmhwwmwﬂwmw o S T e T g
oK
, i !
g \fi,quww 1 ik ok wwm«\ A el bk ot
MNpuH
1M
L 10 21528 L1503 L R 1 L 11,115
I1d dmn... Haseanwe dmneTpa MocnaHo BadT Mepea. 6fc  MonydeHo BadT  Monyd, 6fc
VB E=ct 1P Tpadwmk 3TOro KoMNLrOTEPa 9 956 651 7700 523 090 133 401K
~ I 152.165.0.150 523 061 882 401K 9945 622 7700

Puc. 3.5.3 Harpy3ka Ha ceTb npu nepejiaue CTaTUYHOI0 H300paKeHUs
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Lt i L T R A A TR R e

™
| |
10:56:06 10:52:46 10:43:26 10:46:06 10:42:46 10:39:26
Id dmn... HaseaHue duneTpa MocnaHo BavT  Mepea. 6fc MonydeHo 6akt  Monyd, Bfc
VI 152.165.0.105 892 251 K 909K 16 896 K 17340
v B 5=t 1P tpatwk 37oro koMnktoTepa 16 907 K 17456 892 282K 909K

Puc. 3.5.4. Harpy3ka Ha ceTh IIpH Iepeiade TMHAMAIHOTO U300paKeHUS

1M
Mepea.|

0K

MpuH
1M
11:25:35 11:22:15 11:18:55 11:15:35 11:12:15 11:08:55
Id ¢wmn... Haseanue hrneTpa MocnaHo 6aiT  Mepea. 6fc  MonydeHo 6akT  Monyd. 6fc
VI 152.165.0.105 453 248 K 457K 8675 K 9100
E]_ Bece IP TpadHK 3TOro KOMNBHOTEPa 8685K 9100 453 292 K 457K

Puc. 3.5.5. HepaBHOMEpHOCTh Harpy3KH Ha CETh P TIepeave N300paKeHHUs
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Kak MbI MOxeM HaOMIOaTh: B OTIUYHHA OT MPOBOJHOTO BHUICOHAONIONCHUS B OECIPOBOIHOM
BO3MOJKHBI 3aJICP)KKH TIepeauyd HEOOBINONW JINTEILHOCTH, OHHM KOMIICHCHPYIOTCS COOCTBEHHOM
namsThio BUJieokaMepsl (16 MOalT) 4TO MO3BOMISIET UCKIIOUUTH MOTEPH BHJIEO JUTMUTEIBHOCTBIO JI0
30 cexyH[ B pe3yibTaTe moMex Ha JuHUH. Buaeo 6e3 moTepps GpopmMupyercs B cepBepe XpaHEHHUS a
Ha 0030pHOM JHCIIICE BO3MOXKHBI 33JICPKKH M UCKAXKCHUS, TaK KaK BEIETCS TPAHCISAIUS PEATBHOTO
BPEMCHH.

[IpoBeaem 3KCIIepUMEHT, KOT/Ia PUEeMHAsl ¥ TIEPEIatoliasi TOUKH pa3HECEHbI B pa3HbIe KOMHATHI
U pa3JienieHbl OETOHHOW MePEropoIKoi ToMmuHoN 20 cM.

YXy/ieHus KauecTBa H300paKeHUsl He HaOII0aeTCsl, HO TTIOMeXa BHOCUT CBOE BO3/ICHCTBUE Ha
nepeaaBaeMblil TpauK ¥ OH CTAHOBHUTCSI HEPAaBHOMEPHBIM, YTO OTOOPaXKEHO Ha pUCYHKE 3.5.6

1M
Mepeaq.
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Mpun
1M
10:37:16 10:33:56 10:30:36 10:27:16 10:23:56 10:20:36
Id dmn... Haseanue punbTpa MocnaHo 6anT  Mepea. 6fc  MonydeHo 6...  Monyd. 6fc
VI 152.165.0.105 543 993 K 463K 10 414K 9020
B c=c- 1P Tpadmk 3Toro KomnsroTEpa 10 418 K 9020 543 997 K 463K

Puc. 3.9.4. HepaBHOMEPHOCTh Harpy3KH Ha CETh MPH TIepeade N300paKeHUs U3 Pa3HBIX
HOMEIIECHUN.

CpaBuuB mepenauy Bujgeo npu kadectee MPEG — 4 (640x480 / 25 w/c good quality)
PacUEeTHOTO, JAWHAMUYECKOTO H300paKEHHsI M CTaTHYECKOrO H300paKeHUsS, MBI MOXEM CIeaTh
BBIBOJ: JUIS HEHCKOXCHHOW mepeqadd Uil JaHHOW KaMepbhl HEOOXOIMMO HMETh MOJIOCY
npornyckanus 1MOuT/c. YMeHbIIeHHne M0JIOCH BEAET K HCKaKEHHUIO Mepe/laBaeéMOoro BUIE0 CUTHaa.

4. PexoMeH/10BaHHAS JIUTEpaTypa

1.becnipoBoanbie cetu Wi-Fi // http://www.INTUIT.ru

2. lampsiHoBCcku B. CCTV. bubnus Buneonadmoaeaus. [{udpossie u cereBbie TexHOMOTHU.: [1ep. ¢
anri. - M.: OAO «Aii-Oc-Oc-IIpecc» 2006r - 406¢.
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3.Cromuunre B. becipoBoanbie nuHuu cBsi3u U ceTh.: [lep. ¢ anri. - M.: U3narensckuii jom
«Bunesamcey, 2003. - 640 c.
4 Manyxun A.A. Tlpasaa u mudsr o Wi-Fi B JIP-Buneonabmonenuu //_http://www.daily.sec.ru

167


http://www.daily.sec.ru/

JlaGopaTopHnasi padora 3. Uccinenopanue cucremnl |P-Bugeoxkondepenunii

1. Ilean padoTsl
Buneokondepennust - 310 He mnpocto BuueotenedoH. BumeokondepeHuus - 3TO
KOMIIBIOTEpHAsl TEXHOJIOTUS, KOTOpash IO3BOJIAET JIIOASM BHAETh U CibIIATh JPYyr JApyra,
OOMEHMBATBCS JAHHBIMU M COBMECTHO HX 00pabaThiBaTh B pEAJbHOM pEXHUME BPEMEHHU.
Bce 310 ocymecTBuMO Oiarogapsi crieuain3upoBaHHBIM crcteMaM BuaeokoHpepericssszu (BKC).
JUis mpoBeJeHHs CEaHCOB BUIACOKOH(EPEHIICBA3M HEOOXOIMMO BBIIIOJHEHHE JIBYX Ba)KHEHIIMX
ycnoBwii: (a) Bbl TOIDKHBI UMETh COOTBETCTBYIOIIEE 00OPYO0BaHNE BUICOKOH(pEepeHIICBs3H; (0) Bol
JOJKHBI UIMETh BO3MOXKHOCTb COEIMHUTBCS C KOJUIETOM uepes3 JIto0ble KaHallbl CBSI3H (B TOM YUCIIE U
CITyTHHKOBBIE), OTBEUAIOIINE TPEOOBAHUSAM BHICOKOH(EPEHIICBS3H.

I[To pasubiM ucrounukam 80...85 % uH(popManMK YeTOBEK BOCHPUHUMAET 3PUTEIBHO, TO3TOMY
BUJICOKOH(EPEHIICBSI3b OKa3bIBACT HEOLIEHUMYIO IIOMOIIb YEJIOBEKY B JKHU3HU. B cBs3u ¢ 3TUM
pUMEHEHHE BUICOKOH(EPEHIUI B yIIpaBIeHUH, METUIIMHE, TUCTAHIUOHHOM OOyYeHHH, CUCTEMAax
0e30macHOCTH u MHOTHX IpYTUX obnactsax IIPUHOCUT OTPOMHYIO IOJIB3Y.

KoneuHo, gaxxe BUI€OKOH()EPEHIIMN HUKOT/Ia HE 3aMEHST JIMYHOTO OOLICHHS, HO OHH MO3BOJISIOT
JNOOUTbCA MPUHLUIMAIBHO HOBOI'O YPOBHS OOILIEHMs JIOJEeH, moayac pa3JesieHHbIX MHOTHMH
ThICSIYaMU KUJIOMETPOB. Benp cornacHo MHOTOYMCIEHHBIM HCCIIEIOBAaHUSAM, Ha CIyX 4YeJIOBEK
BOCIIPUHMMAET BCEro JHIIb JAECATYI0 4acTb HHpopMmManuu (Kak, Hampumep, Npu TenehoHHOM
pasroBope). A B cilly4ae, KOrja €CTh BO3MOXKHOCTh CJCAWTHh 32 JXECTUKYISAIUMEH W MHUMHKOMN
cobecenHuUKa, KII BOCIIPUSTUSA uH(popManun JIOCTUTAET 80...85 %.

Menemkepsl KOMITAHWH, HWCHOJB3YIONME BHICOKOH(PEPEHIIMM B TOBCEAHEBHON JKU3HH,
YTBEP)KIAIOT, YTO CHUCTEMBI BHJICOKOH(EPEHIMI pEe3KO COKpaIlaloT BPEeMEHHblE U ()MHAHCOBBIE
3aTparhl (PUPMBI Ha COBEIIAHNUS, CEMUHAPBI, KOMAHJUPOBKU HX COTPYIHUKOB U KOHCYJIbTAIIHH.

2.Kparkue TeopeTnuecKue cBeIeHHs

B uem ocHOBHBIE TPOOIIEMBI Tiepeaun ayauo- u Buneonnopmarmu? Mx nee. [lepBas nmpoGiema
COCTOMT B TOM, 4YTO KaHal CBsI3U, 10 KOTOPOMY Iepenaercss nHpopMalus, J0HKEH ObITh TOCTaTOUHO
CKOpPOCTHBIM, T.€. 00J1a/1aTh BBICOKOI MPOMYCKHON COCOOHOCTBIO. OOBIYHbIE Tese(h)OHHbIE KaHAIIbI
BIIOJIHE MOJXOJAT AJISl IIepe/jaur ayJIMOCUTHala, HO KaueCTBEHHYIO Mepeaady BHIEONOTOKAa OHU He
obecreunBaoT (37€Ch MpaBAa CYIIECTBYIOT OOXO/AHBbIE IMYTH - CHCTEMBbl YIUIOTHEHHUS KaHAJOB, HO
OHM TIPUMEHHMBI JIaJIEKO HE Bceraa). JTa mpoldsieMa MOCTENeHHO periaercs. BcmoMHuM XoTs OB,
KaK MEIJIEHHO DPAa3BUBAJIUCH JIOKAJbHBIE BBIUUCIUTENbHBIE CeTH B Hamei crtpaHe. Ceifuac xe
(dakTUYECKH BO BCEX OQucax CYIIECTBYET JIOKAJbHAs BBIYUCIUTENbHAs CETh. A Takas CETb yxke
BIIOJTHE MPUTOJIHA Ui OpraHu3aIuu BBICOKOKaU€CTBEHHOM BUJICOKOH(EPEHIINH.

Bropass mpoGnema - 3T0 mpobiieMa CKOpPOCTH 00paOOTKH aynuo- M BHJIEONOTOKA, T.€.
KOAMPOBAaHUS TIepellaBaeMbIX U JEKOAMPOBAHUS TOJy4aeMbIX JaHHbIX. Jledo B TOM, 4TO B
BUJICOKOH(EPEHIUAX HCIOIB3YIOTCS CIENHATbHbIE U BeCbMa A(PQPEKTHUBHBIE aJTOPUTMBI CHKATHS
MOTOKA B JIECATKM (a moayac u cotHu!) pa3. MOXHO cKka3aTh, UTO MEpeJaloTcs HE caMU ayJuo- U
BUJICOCUTHAJIBI, @ TOJIBKO UX Ba)KHEHIINE TapaMeTphl, KOTOPbIE MO3BOJISIIOT BOCCTAHABIMBATh CUTHAII
Ha TPHUEMHOM KOHIIe C TpUEMJIEMbIM KauyecTBOM. EciaM mpueMHas CTOpOHa He YCIEeBaeT
o0OpabaThIBaTh MOTOK, TO MOSBISIOTCS MPOMYIEHHbIE Kapbl, COOM B p€Y€BOM KaHaje, U T.I.

HanpagJieHusi npuMeHeHUs! BU/1€OKOH epeH1CBI3H

BHI[COKOH(I)CPCHI_[I/ISI NPUMCHACTCA KaK CpCIACTBO ONCPATUBHOI'O NPUHATHUA PCHICHUA B TON WIIH
HHOM CUTyalluu, 1pu T-I];)e?yBBI‘IaI‘/'IHBIX CUTyaluusx; JJIs1 COKpAIICHHUA KOMaHAWPOBOYHBIX PaCXOJd0B B
TCPPUTOPUATIBHO PACHPCACIICHHBIX OpraHu3aludaXx; IMOBBIIICHUA 3(1)(I)CKTI/IBHOCTI/I; IMPOBCACHUA
Cy11€6HI)IX MponecCoB ¢ AMCTAHIUOHHBIM YUAaCTUEM OCYKICHHBIX, a4 TAKXKC KaK OJJWH M3 3JICMCHTOB
TEXHOJIOTUHN TeJIEMEIUIIMHBI ¥ JUCTAHIIMOHHOT'O 06V"ICHI/I}I.
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Bo MHOrux rocygapcTBEHHBIX M KOMMEPUYECKHX OpraHH3alIMsIX BI/IIIGOKOH(I)GPCHLII/IH IIPUHOCUT
OobIINe PE3YIbTATEl U MaKCUMAJIBHYIO 3d)(beKTI/IBHOCTB, a UMCHHO:

e CHWXXACT BpPEMs Ha IEpee3/Ibl U CBSI3aHHbIE C HUMHU PACXO/IbI;

e  YCKOPSIET IPOLIECCHI IPUHSATHS PELIEHUN B UPE3BbIYAHBIX CUTYAIIMSIX;

e COKpAIaeT BpeMs pacCMOTPEHUS JIeNl B CyJax OOIel IpUCAUKIINNT;

e  YBEJIMYMBAET IPOU3BOUTEILHOCTD;

e  pemaer KaJpoBbIE BOIIPOCH! U COLUAIBHO-DKOHOMHYECKHUE CUTYALINN;

e MPEAOTBpAIlAET yCTAIOCTh U CTPECC;

e T0O3BOJISIET CIEAUTD 32 COCTOSIHUEM PbIHKA U OBICTPO pearupoBaTh Ha €ro U3MEeHEHUs;

e JIaeT BO3MOXXHOCTb IPUHUMATh O0jiee 0OOCHOBAaHHBIC PEIICHUS 33 CUET MPHUBIICUYCHUS IPH
HE00XOAUMOCTH JIOTIOJIHUTENIBHBIX 3KCIIEPTOB;

e OBICTPO U XPDEKTUBHO pacpeaessieT Pecypehl, U TaK Aajee.

Jlnia obuieHus B pexxuMe BHACOKOH(GEpeHIInH a0OHEHT JO0KEH MMETh TEPMHHAIBHOE YCTPOMCTBO
(kKoJ1eK) BHICOKOH(EPEHIICBS3H, BUICOTENIe(DOH WIIM WHOE CPEJICTBO BRIYMCIUTEIBHON TeXHUKH. Kak
MPABIJIO B KOMILIEKC YCTPOMCTB JJIsl BUICOKOH(PEPEHIICBA3U BXOIUT:

e LEHTPAJIbHOE YCTPOMCTBO — KOJEK C BHJIEOKAMEpOH U MHMKPO(POHOM, 00ECHEeUHBAIOIIErO
KOJMPOBAaHUE/IEKOAUPOBAHUE ayquoO- M BUACO- WHGPOpPMAIWHU, 3aXBaT U OTOOpaKeHHE
KOHTEHTA;

e  YCTPOMICTBO OTOOpakeHUsI HHPOPMALUU U BOCIIPOU3BEIECHUS 3BYKA.

B kauecTBe KOoJeKa MOXXET MCIIOJb30BaTbCi IIEPCOHANBHBIM KOMIOBIOTEP C HPOrpaMMHBIM
obecrieueHUEeM Ul BUICOKOH(DEPEHITHH.

Bosbliyto posib B BUACOKOH(DEPEHLIMU UTPAIOT KaHAJIbl CBA3H, TO €CTh TPAHCIIOPTHAs CEeTh Iepe/laun
NAHHBIX. J[J151 MOAKITIOYEeHNS K KaHaJIaM CBSI3U MCIIONIB3YIOTCS ceTeBble MPOTOoKobI IP rmm ISDN.

CymectByet 11Ba pexuma padotsl BKC, KoTOpble M03BOMAIOT IPOBOIUTH JIBYCTOPOHHHUE (PEXKUM
«TOYKa-TOYKa») 1 MHOTOCTOPOHHHE (PEKUM «MHOTOTOUYKA») BUJICOKOH(PEPEHIIUH.

Kax mpaBuio, BUICOKOH(EPECHIICBI3b B PEKHUME «TOUYKA-TOYKA» YAOBICTBOPSIET MOTPEOHOCTH
TOJIBKO HA HAYAJILHOM JTalle BHEAPEHUS TEXHOJIOTHH, U IOBOJIBHO CKOPO BO3HHKAET HEOOXOMMOCTh
OZIHOBPEMEHHOTO B3aMMOJICHCTBUSI MEXKIY HECKOJIbKMMH a0OHeHTamu. Takoil pexum padoThl
Ha3bIBACTCS «MHOTOTOYCYHBIN» WJIM MHOTOTOUYCYHOW BHICOKOH(EPEHIICBI3bI0. [ peanusaruu
JaHHOTO PeXUMa TPeOyeTCsl HATMYUE aKTUBAIIMK MHOTOTOYCYHOM JIMIICH3MH B KOJICKE MTPU YCIOBUH,
€CIIM YCTPOHCTBO TOJICPKUBACT JAHHYIO (YHKIHIO, JTHMOO CHeruaisHoro BujeocepBepa MCU
(arrz. Multipoint Control Unit), nin nporpaMMHO-anmapaTHOH CHCTEMbI YIIPaBICHHS.

He.]'lb BHEIpPECHUS BH}ICOKOH(l)epeHHCBﬂC}H

Jis BHeApeHUs BHUACOKOH(GEPEHIICBSI3W PYKOBOIUTENO (JIMIly, TPUHUMAIONIEMY pEUICHUS)
opraHusanvn HCO6X0)II/IMO OMMPCACIINTG TJIAaBHYIO LCJIb NMPHUMEHCHUA: MPOBCIACHUC COBeHIaHI/II\/’I,
noa0op TMepcoHasa, ONEPAaTUBHOCTh MPU TNPUHATHM PELICHUH, OCYLIECTBIECHHE KOHTPOJI,
JTUCTAHIIMOHHOE OOydYeHHME, KOHCYJbTAIlMs Bpadel, MPOBEACHHE CYyNEeOHBIX 3acefaHui, IOMPOC
ceugereneii u Tak ganee. [lpm  3TOM HEOOXOAMMO YUYUTHIBATH OCHOBHBIE IIpaBHIA
BUJICOKOH(EPEHIICBA3HU:

e 00opynoBaHME CO CTOPOHBI IpUEMa/TIepeaaun JOIKHO ObITh OHOTO TPOU3BOIUTENS;

e TapaHTUPOBAaHHAs BBICOKOCKOPOCTHAS YCJIyTa CBS3HM WJIM BBIIEICHHBIE KaHAJIBI CBSI3U TOJIBKO
U1l CEaHCOB BUJICOKOH(EPEHIINIA;
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e crTaOuwibHOE M HAAEKHOE DBJICKTPONUTAHHE TEIEKOMMYHHUKAIIMOHHOTO O0OPYIOBAHUS U
BHJICOKOH(DEPEHIICBS3H;

e ONTHUMAJIbHBIE HIYMO- M 3XO- MOIJIOIIAIOUINE OCOOCHHOCTH NOMEIIEHUS B KOTOpPOM Oyner
YCTaHOBJICHO 000PYI0BaHKE BUACOKOH(PEPEHIICBS3H;

e TMPaBWIBHOE pACIOJIOKEHUE O00OpYIOBaHUSA BHUACOKOH(EPEHIICBA3M IO OTHOLICHHUIO K
CBETOBOMY (DOHY ITOMEIICHHUS;

e KOppEKTHasi HaCTPOMKa TEICKOMMYHUKAIIMOHHOTO 00OPY/JI0BAaHNS U BUIACOKOH(EPEHIICBI3U
0 00CITY)KHMBAHUIO KAUeCTBA YCIYTHU CBSI3U C IPUOPUTE3AlMEN NIepelaul JaHHbBIX;

e  KOMIETEHTHBIH 00CIYXHBAIOIINN TEXHUYECKUH MEPCOHAI.

OCHOBHbBIE KATErOPUH U KJIACChl BUACOKOH(epeHCBA3N
Karteropuu BuaeoxkoHgepeHucBa3n
NuauBuyanbHbIE CUCTEMBI

HauenayaneHbie cHCTeMbl Polycom i Tandberg &

WNuauBuyabHble CUCTEMBl 00ECHEYMBAIOT BO3MOXKHOCTb WHAMBHUIYaJIBHOTO BHICOOOIICHUS
MOJIb30BATENSI B PEKUME PEabHOTO BPEMEHH, HE MOKHasi CBoero padodero Mecta. KOHCTpYKTHBHO
WH/IMBUyaJIbHbIE CUCTEMbl OOBIYHO BBINOJHSIOTCS B BHUJE HACTOJIBHBIX TEPMHUHAJIOB JIMOO BHJE
IIPOrPaMMHBIX PELICHUH.

I'pynnosbie cucreMsl

MpynnoBbie cucTembl Polycom u Tandberg &

I'pynmoBele  cucTeMbl — NpeAHA3HA4Y€Hbl  JUII  TPOBEACHMsS  TIPYNIOBBIX  CEAHCOB
BUJICOKOH(EPEHIICBA3M B IEPErOBOPHBIX (COBEUIATENbHBIX) KOMHATax. [pynmoBas cucrema
CrocoOHa MPEeBPATUTh MOMEIlEHHE JIF000ro pa3Mepa B BUACOKOH(DEPEHI-CTYAMIO AJIS MPOBEACHUS
MHTEPAaKTUBHBIX COBELLaHUH. K rpynnoBemm CUCTEMaM OTHOCSTCS MIPUCTAaBKU
BUJICOKOH(EpEHIICB3H (set-10p) CTaHIapTHOTO pa3pelieHuss U ¢ MOJIEPKKON BBICOKON UYETKOCTH
(High Definition). K »aroif e Kareropuu OTHOCATCA W CHCTEMBI Kiacca IelePresence
(TenenpucyTcTBUE), KOTOpbIE TPEIOCTABISAIOT COOOW KOMILJIEKC CpEICTB, 0O0eCIeurnBaoNINii
MaKCUMaJIbHBINA 3 (HEKT MPUCYTCTBUS YIAIEHHBIX COOECETHUKOB B OJHON KOMHATe.

OTpaciieBble CHCTEMBI
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http://ru.wikipedia.org/wiki/%D0%A1%D0%B2%D1%8F%D0%B7%D1%8C_(%D1%82%D0%B5%D1%85%D0%BD%D0%B8%D0%BA%D0%B0)
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http://ru.wikipedia.org/wiki/High_Definition
http://ru.wikipedia.org/wiki/TelePresence

OTpacneBbi€ CHCTEMbI BUAEOKOHDEPESHUCBASH &1

OTpaciieBble CHUCTEMBI — 3TO CHCTEMBI, KOTOPBIC MPHUMEHSIOTCS HEMOCPEACTBEHHO B
ompejeneHHoNW oTpaciu. Hampumep, B MEIUIIMHCKON OTpaciay OYEHb YacTO MPUMEHSIOT CHCTEMBI
JUIsL TIPOBEICHMsI orepanuid (TeaeMeauiiMHa), B CyaeOHOH cucTteMe — Il IPOBEACHUS
IUCTAHIIMOHHBIX ~KACCAIlMOHHBIX M  HAJ30PHBIX CYHAEOHBIX MPOLECCOB, B HE(PTEra3zoBOH,
SHEPreTHYECKOH, CTPOUTEIHHON 00JIaCTH JIsl ONEPATUBHOCTH MIPEICTABICHHS HHPOPMAIIHH.

MoOuabHbIE CHCTEMBI
EEEENEEEEEENSEESNESEEEEEBENENEEREN®~ESNENEN E=RNENNNRN

MoBunbHbIE CHCTEMbI EWAE0KOHDEPEHUCBRIN &-J

MoOuWiIbHBIE CUCTEMBI — 3TO KOMIIAKTHBIE MEPEHOCHBIE CUCTEMBl BUICOKOH()EPEHLCBAZU JUIS
UCIOJIb30BaHUS B YOAIEHHBIX palOHAX W SKCTPEMAJbHBIX YCJIOBUSAX. MOOWIBHBIE CUCTEMBI
MO3BOJISIIOT 32 KOPOTKOE BpEMS OpPraHM30BaTh CEAHC BHJICOKOH(EPEHIICBS3M B HECTaHIAPTHBIX
ycioBusiX. JlaHHbIE  cuUCTEMBl  OOBIYHO  HCIOJIB3YIOTCS  TOCYAApCTBEHHBIMU  OpraHamH,
NPUHUMAIOIIMMHU OIEPAaTUBHBbIE pELIeHHs (BOCHHBIE, CIacaTelld, BpayH, CIyXKObl 3KCTPEHHOTO
pearupoBaHus). TUNWYHBIM NpUMEp MCHOIL30BAaHUS MOOWJIBHBIX CHCTEM —  OpTaHU3alUs
CUTYaLIMOHHOIO LIEHTpA.

AI[MI/IHI/ICTpaTl/IBHI)Ie CUCTEMBbI

! " e o o e e JE L L

AOMUHHCTPATHEHBLIE CHCTEMbI BMASOKOHDEPEHUCBAIN &

AJIMUHUCTPATHBHBIC CHCTEMBI TPEICTABIISAIOT COOOW COBOKYITHOCTH AanmapaTHO-TPOrPaMMHBIX
CPENICTB aJIMHUHHUCTPUPOBAHUS/YIIPABICHHS MHOTOTOYCUHBIMH CEAHCAMH BHICOKOH(EPECHIICBI3U C
HCITOJIb30BAHUEM Pa3JIMYHOTO OKOHEYHOTO 000pyraoBaHus. K 3TOi Kareropuu OTHOCSTCS CepBepa
MHOroToueuHoi BuacokoH(pepenicsssu (Multipoint  Control Unit), a Takke mnporpamMmHO-
anmapatHble CHCTEMBI YIPaBJIeHHs (COBOKYITHOCTh CHCTEM yd4éTa, YIpaBICHUS KOH(QHUrypaIuen,
0€30MMacHOCTbhIO, TPOU3BOIUTEIBHOCTHIO M OIHOKAMH Y3JI0B, JHHUNA ¥ OKOHEYHOTO 00OPYIOBaHUS
BHJICOKOH(DEPEHIICBSI3HN).
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http://ru.wikipedia.org/wiki/%D0%A2%D0%B5%D0%BB%D0%B5%D0%BC%D0%B5%D0%B4%D0%B8%D1%86%D0%B8%D0%BD%D0%B0
http://ru.wikipedia.org/wiki/Multipoint_Control_Unit

Kunaccobl BU1eoKoOH(pepeHICBA3N
KaTGFOPI/II/I HOI[paSI[eJISIIOTCH Ha KJIaCCHI, KOTOpBIe BKJIHOYAKOT B ce6;1 IIATH paBJII/I‘IHBIX KJIaCCOB.
[IporpammHoe penienue

[IporpaMMHBIC pEIICHHMS YCTAHABJIMBAIOTCS HAa KOMIIBIOTEP, OCHAINEHHBIA Web-kamepolr u
TOJIOBHOM TapHUTYPOH.

LA A A R R A A AR B R A A A 0 2 0 R AL AR R S R 3 AR A 8 A R A2 0 2R 22
—§ -
g B

MporpaMMHOE PEWEHNE BUASOKOHDEPEHUCERSN &

K manHOMYy Ki1accy OTHOCATCA:

e Ilnarusie pemenus: Tandberg Movi, Polycom PV X, Meeting point 4.0, VideoPort SBS Plus,
Tandberg See&Share u Tak nanee.

e bBecrnarnbie pemenus: Skype, NetMeeting, VC software, Ekiga, Earthlink beta, CU-SeeMe,
Visitalk, Ivisit, HoneyQ, ICUII, ISPQ, VLVC, ooVoo, SightSpeedrvers, OpenH323 u

IpyTHE.

[InatHple pemieHuss B OTIMYME OT OECIUIaTHBIX OOBIYHO oOOecneuuBaroT OoJiee HIMPOKHE
(GYHKLIMOHAJIBHBIE BO3MOXXKHOCTU TNPU TNPOBEICHUM KOH(pEepeHLMH (Hampumep, HOJAEpKUBACTCS
OolpIIOE  YMCIO ~ YYaCTHHKOB) WM COBMECTHMOCTh €  allapaTHBIMH  PEIICHUSMH
BUJICOKOH(EPEHIICBSI3M PA3JIMYHBIX Mpou3BoAuTenel (Onarogaps HCIOIB30BAaHUIO OTKPBITHIX
crannaproB SIP u H.323).

OO1u11e orpaHn4YeHus: MPOrPAMMHBIX PEIICHUI:
e IpeIHa3HauYeHbl TOJBKO I MHAWBUIYAILHOTO HCIOJIb30BaHUS (HEBO3MOXKHO HCIOJIb30BATh
B [IEPETOBOPHBIX KOMHATAaX JJIsl IPOBEJACHMSI TPYNIIOBBIX CEaHCOB BUACOKOH(EPEHIICBSI3N);

e BBICOKAs Harpyska Ha LieHTpasbHbIN npoueccop K.

BupeoxkongepeHunu CTaHAAPTHOI0 KavyecTBa

£
5

IpynnoBbie cucTembl Polycom u Tandberg cTasgapTHOro Kayecrea &-J
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http://ru.wikipedia.org/wiki/%D0%92%D0%B5%D0%B1-%D0%BA%D0%B0%D0%BC%D0%B5%D1%80%D0%B0
http://ru.wikipedia.org/wiki/%D0%93%D0%BE%D0%BB%D0%BE%D0%B2%D0%BD%D0%B0%D1%8F_%D0%B3%D0%B0%D1%80%D0%BD%D0%B8%D1%82%D1%83%D1%80%D0%B0
http://ru.wikipedia.org/wiki/Tandberg
http://ru.wikipedia.org/wiki/Polycom
http://ru.wikipedia.org/w/index.php?title=VideoPort&action=edit&redlink=1
http://ru.wikipedia.org/wiki/Skype
http://ru.wikipedia.org/wiki/NetMeeting
http://ru.wikipedia.org/wiki/Ekiga
http://ru.wikipedia.org/wiki/OoVoo
http://ru.wikipedia.org/wiki/OpenH323
http://ru.wikipedia.org/wiki/SIP
http://ru.wikipedia.org/wiki/H.323

Bupneokongepennuu crapmaprHoro kadecrBa (anra. Standard Definition) moappasymeBator
MOIEPIKKY 4YeTHIPEX craHmapTHhIX BHaeopaspemenuii: SQCIF (128x96), QCIF (176x144), CIF
(352x288) u 4CIF (704x576) Ha cCKOpOCTSIX Mepenadyn JaHHbIX oT 64 Kout/c no 768 Kout/c.

Pazpemenuss SQCIF u QCIF u3nauanbHO ObUTH BBEACHBI JJISI MEJICHHBIX KaHAJIOB CBs3H (OT 64
Ko6ut/c) u B Hacrosimee Bpemst pakTUYeCKH He ucnonb3ytores. Paspemenne CIF moanepxuBaercs
Ha ckopocTsax or 256 Kowut/c. Camoe Bbicokoe cranmaptHoe paspemieHue 4CIF goctymHo Ha
ckopoctsix ot 384 Kout/c.

[IpumMeyanue — MHUHUMAaJbHBIE 3HAYEHUS CKOPOCTEW MEpelayd JaHHbBIX Uil TOTO WM HHOIO
pa3peleHus MOTyT BapbUPOBATHCS B 3aBUCHMOCTH OT IIPOU3BOAMUTENSI 000y IOBAHUSI.

BuneoxondepeHunu BbICOKOH Y6TKOCTH

CuCTEMbl BUAEOKOHDEPEHUCBASH BbICOKON YETKOCTH &

Kiacc Beicokoit uetkoctr (auria. High Definition wiu anri. HD) mosiBHIICS B CBSI3U C BBITYCKOM
Ha peiHOK cucteM BKC c Gonee Bbicokum pazpemenueM, yem 4CIF, to ects paspemenne HD
(1280x720), koTopoe TpedyeT B HECKOJIbKO pa3 OoJble MUKCeNeH A1 HOCTPOSHUS N300paskeHHs 110
CPaBHEHHIO CO CTaHAAPTHOW BHJCOKOH(EPEHIICBSA3bI0, M, COOTBETCTBEHHO, M €€ mepenayu
Heo0xoarMa 0oJiee BHICOKAs CKOPOCTb.

[TosiBieHNIO BUIEOKOH(PEPEHIIMN BEICOKON YETKOCTH CIIOCOOCTBOBAJIO HECKOJIBKO (PaKTOPOB:

e B 3alaJIHBIX CTPaHaX HAYaJICS MACCOBBIN Mepexo]] Ha NU(POBOE TEIEBUACHUE, B pE3yJbTaTe
KOTOPOrO MOHMTOpHI, (poToammaparsl, KaMephl CTaal MOJAEPKUBATh TEXHOJIOTUU BBICOKOM
YEeTKOCTH;

e B jgononHeHue K H.323 Obu1  patuguIEpoBaH CTaHAApT cxaTus Buaeo H.264,
obecrieunBaromuii  6onee >PPEKTUBHBIA AITOPUTM CHKAaTHS TPOMO3JKUX (ailoB s
nepeady BUIEO MO CETH, B TOM YHMCIIe OECTIPOBOTHOM;

e OJIHOBPEMEHHO C OTHUM Ha PBIHOK OBLJIO  BBHIIYIIEHO HOBOE  IOKOJICHHE
BBICOKOTIPOU3BOIUTEIBHBIX CIECIHATN3HPOBAHHBIX MPOIECCOPOB ISl 00paObOTKHU BHIIEO.

Tepmun High Definition nHukakum crangapToM He ompenensercs. OH TMOSBUICS Kak
MapKETUHTOBOE MOHATHE, MOJIpa3yMeBarollee rnepeiady BUAeOM300paKeHUsl C pa3pelieHueM BBIIIe
4CIF u ero compoBoxaeHue Ooijiee KayecTBEHHBbIM 3BYKOM. KauecTBo m3o0paxkenust ypoBHs HD
MOJKET OBITh MOJIyUYEHO IMpH IIUpUHE KaHaia He MeHee | MOwut/c. IIpu oTCyTCTBHMM HEOOXOIMMOM
moJiocsl mporyckanust TexHosnorus HD mo3Bossier amanTupoBaThCs MOJ CYLIECTBYIOIIMNA KaHal
CBSI3M, TO €CTh €CJIM IOJIOCHI TPOITYCKAHUS HEAOCTATOYHO Ul noAaepkku kayecrsa HD, To cucrema
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http://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
http://ru.wikipedia.org/wiki/Common_Intermediate_Format
http://ru.wikipedia.org/wiki/Common_Intermediate_Format
http://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
http://ru.wikipedia.org/wiki/High_Definition
http://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
http://ru.wikipedia.org/wiki/H.323
http://ru.wikipedia.org/wiki/H.264
http://ru.wikipedia.org/wiki/High_Definition

BUJICOKOH(DEPEHIICBSA3M HE OTKaKeTcs paboTarh, a TPOCTO aBTOMATHUYECKH TOI0EpPET
COOTBETCTBYIOIIYIO CKOPOCTh paOOThI CTAHAAPTHOIO KauecTRa.

Tenenpucyrcraue

TenenpucyTcTene &

Tenenpucyrcrue (anrm. TelePresence) — TEXHOJIOTHUS HPOBE/ICHUS CCaHCOB
BUJICOKOH(EPEHIICBSA3H, O00eCneunBarIas MaKCUMaJbHO BO3MOXKHBIH 3I(QQEKT NPUCYTCTBUS.
[IpakTHyeckn 3TO M €CTb COBOKYIHOCTh KJlacca BHJCOKOH(EPEHIMH BBICOKOW YETKOCTH B
KOMILJIEKCE C APYTUM 000pY10BaHHEM.

He6oupmme otauuust oT 000pyA0BaHMs BUJCOKOH(PEPEHIICBSI3U BHICOKON YETKOCTH:

e TOBBIIICHHAS YETKOCTh H300paKECHUS;

e yIOYyYIIEHHOE KauyecTBO INepeAayd 3ByKa, JOCTUIraeMoe Oylarojapsi BBICOKOW dYacToTe
muckperuzanuu (10 22 k') u 00bEMHOMY 3ByUaHUIO;

e yBEJIMYEHHAas MPOITyCKHAs COCOOHOCTh KaHalla CBS3H.

birarozapst TeXHOJIOTMM TENENPUCYTCTBHS CTAIN JOCTYITHBIMU CJIEIYIOINE BO3MOKHOCTH:
e BOCIIPOU3BEACHHUE MAJIEUIINX SMOIIMOHAIBHBIX MTPOSBIEHUIN COOECEeTHUKA;
e MaciTabupoBaHUE H300paKEHUS 10 pa3MEPOB PEAIbHOTO YETIOBEKA;
e MAacKHpPOBKa TEXHOJIOTMUECKUX JleTayed (BUaeoKaMep, MUKPO(POHOB, paMOK TEIEBU3NOHHBIX

MaTpHll) U TaK Jaee.

CuryannoHHbIe/IUCIIETYEPCKHE HEHTPbI

CHTyauMOHHbIE UEHTPbI Poccuiickoil @egepauim &-J

Curyarnmonunsle/mucreTyepekre meHTpsl (anra. Situation and Control Centers) win KOMHATBI
npeHa3HAYCHBI JUTS JIMI, TPUHUMAIOIINX PEIICHUS ¥ MOTYT OBITh HCIOJIb30BaHbI B Pa3IMIHBIX
00JIaCTAX AESITEILHOCTH.

CI/ITyaI_II/IOHHLIe " JUCHIICTYCPCKUC ECHTPBI NPCAOCTABJIAIOT BO3MOKHOCTD:

e DKCIIPECC-aHalin3d TCKYHICIO ITOJIOKCHU A,

174


http://ru.wikipedia.org/wiki/%D0%A2%D0%B5%D0%BB%D0%B5%D0%BF%D1%80%D0%B8%D1%81%D1%83%D1%82%D1%81%D1%82%D0%B2%D0%B8%D0%B5
http://ru.wikipedia.org/wiki/%D0%A2%D0%B5%D0%BB%D0%B5%D0%BF%D1%80%D0%B8%D1%81%D1%83%D1%82%D1%81%D1%82%D0%B2%D0%B8%D0%B5
http://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
http://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D1%82%D1%83%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D0%B9_%D1%86%D0%B5%D0%BD%D1%82%D1%80
http://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D1%82%D1%83%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D0%B9_%D1%86%D0%B5%D0%BD%D1%82%D1%80
http://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
http://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B0%D0%BB%D0%B8%D0%B7

e MOJACIHPOBAHUA CLHICHAPHUCB BO3MOXKHBIX COGLITI/If/'I;
e DKCIEPTHOM OLIEHKH IMIPUHHUMACMBIX peH_ICHI/Iﬁ " UX OIITUMH3AIIUU,

e BbIOOpa Hambosnee >PPEKTUBHOTO YHPABICHYECKOTO BO3ACHCTBHS HA Ty WIH HWHYIO
CHUTYAIIUIO U TaK JaJiee.

Opranusanusi KaHAJIOB CBSI3U

OCHOBHYIO pOJIb B BHJICOKOH(EPEHIIUN UTPAIOT KaHAJBI CBSI3U MEXAYy a0oHeHTaMu. PaccMoTpuMm
HECKOJIbKO METOJ/I0B OPraHM3allMK KaHAJIOB CBSI3U JJIs1 BUJCOKOH(DEepEHIHIA.

B ceru UnTepHer

MNepLoHaneHHE BAOSCTEPMHMHANGI Pabouee MecTo . ;
ANMHHKCTPATOPE CETH YCTPOHCTBO MHOMOTOUYEYHOI
. BHAE0KOH(EDEHLIMKA
MCu

Ethernet
10100 MEum

& \"ljnbmue.una 1P router
WKz

Cm:rema YIpEEnEHIA I

W &OMUHWCTPUPOBAHHUS

ISDN KopnopaTtHeHan
MpYNNoBLIE BUASOTEPMAHENE IP cems

v v

Buix0n BO BHELHWE CETH

Camplii TmpoCTON W JEUIEBBI METOJ OpraHW3allMi BUACOKOH(EPEHICB3M uYepe3 MHTepHeT.
OpaHako 0 KauecTBe ceaHca CBA3U B JAHHOM CJlydae T'OBOPUTH HE MIPUXOAUTCS, TaK KaK UHTEPHET HE
SBJSIETCS. TapaHTUPOBAHHBIM KaHAJIOM IIepefadyd ayAuo- M BHJAEO- JNaHHbIX. [lmoc k 3Tomy
nobasnseTcss W mpoOieMa OEe30MacHOCTH BUACOKOH(PEPEHIMH, TO €CTh OHAa MOXET CTaTh
«OOIIeCTBEHHBIM JO0CTOsTHUEM». [lns1 opraHusaunuu BuieokKoH(pepeHICcBsi3u dvepe3 HHTepHer
TpeOyeTcst UMeTh cTaTuueckue |P-ajpeca W KaHallbl CBSA3M C MPOIYCKHON CIIOCOOHOCTBhIO HE MEHEe
512 xbut/c B 006€ cTOpOHBI (7151 UCXOSAIIETO U BXOSIIETo Tpaduka).

Jns nposenenus ceanca BKC morpebyetcs 3a1ath B 000pyJOBaHUH CIEAYIOIINE TapaMeTPhI:

o crarudeckuil [P-agpec Bameit cucrtemsr BKC;

e IIUTIO3 CETHU MPOBAAEpa;

e MAacKy IIOJCETH;

o craruueckuit [P-aapec cucrembr BKC, ¢ KoTOpO# oCyIIecTBIsSETCS COSAMHEHUE.

HemHOro cioxxkHee HacTpauBaeTCsi CBS3b [0 TMPOTOKONY  HHKANCYJSIMA  BUIOBOM
mapmpyruszaiui GRE (anra. Generic Routing Encapsulation). TIpoTokon npuHauie)kuT K CETEBOMY
ypoBHIO0. OH MOXKET HHKAICYIHPOBATh APYTUE MIPOTOKOIIBI, & 3aT€M OCYIIECTBIISTh MAPIIPYTH3AIH O
BCero Habopa /0 Mecta Ha3HaueHWs. B maHHOM ciydae oOecreurBaeTCsi MHHUMAIIbHAS 3alInTa
BUeOTpaka B CETH MHTEPHET, YTO MO3BOJISICT MPEIOTBPATUTH OCHOBHOE YHCIIO «HEOIMBITHBIX)

BTOpKE€HUH B HMH(OPMALMOHHOE 00JIaKO BUICOKOH(EPEHICBA3H. TOT kK€ NMPUHIUI 3aJ0XKEH U B
npoTokose IPsec.
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http://ru.wikipedia.org/wiki/%D0%9C%D0%BE%D0%B4%D0%B5%D0%BB%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5
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http://ru.wikipedia.org/wiki/IP-%D0%B0%D0%B4%D1%80%D0%B5%D1%81
http://ru.wikipedia.org/wiki/GRE_(%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB)
http://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
http://ru.wikipedia.org/wiki/IPsec

ITo nporoxoay ISDN

BraeoTepMuHans
BuaeocTepMKEans

MyneTHMedna
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HuTepHeT

YCTpORCTBD
MHoroTode-Hod BKC
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Brix0n B0 BHELIHHE CETH

Ao6pesuarypa ISDN (amra. Integrated Services Digital Network) pacmmdpoBsiBacTes kak
udpoBast ceth ¢ uHTerpanueil yciyr. L{udpoBbie ceTd ¢ HHTErpaTbHBIME YCIyTaMHi OTHOCATCS K
CCTAM, B KOTOPBIX OCHOBHBIM PCKHUMOM CBA3U ABJACTCA PCKMM KOMMYTAallMKM KaHAJIOB, 4 JAHHBIC
obpabatsiBaroTcsi B 1upoBoit popme. JlaHHas yciayra He oueHb pacrnpoctpaHeHa B Poccun. OnquH
M3 CaMbIX KPYITHBIX MPOEKTOB Pa3BUTHSA CETH SIBISIETCS CETh JEIOBOTO oOciyxuBanus «Mckpa-2»,
KOTOpasi OCHOBBIBACTCSI Ha CYHIECCTBYIOIICH aHATOTOBOM Teae(hOHHON CeTH OOIIEro MOIb30BaHHUSL.

Heo6xomumo otmetuts, uto ISDN mMeeT psa mpeuMyliecTB MO CPAaBHEHHIO C TPATUIIMOHHBIMH
aHAJIOTOBBIMM CETSIMM, HO BOT 110 CPABHEHUIO C HOBBIMM TEJIIEKOMMYHHMKAIIMOHHBIMU TEXHOJIOTHSIMU
IIepeAadn JaHHBIX UMEET ]l KPUTUYHBIX HEJOCTATKOB:

e TSDKEJO OTCIEAUTDH, HA KAKOM Y4acTKe IPOU301IeN cOOl CBA3H;

e HM3Kas ONEpaTUBHOCTb BOCCTAHOBJICHMSI KaHAJIOB CBSI3H;

e HeOousblIas pacpoCTPaHEHHOCTh Ha TeppuTopun PO;

e BCEro HECKOJBbKO ONEPATOPOB CBSA3H MOAIEPKUBAIOT TAHHYIO TEXHOJIOTHUIO;

e CpPaBHUTENIBHO BBICOKAs CTOMMOCTb IPHMEHEHHUS YCIYTd CBSI3M IPU MEXPETHOHAIBHOM
COETUHEHHH.

Buneoxondepenuus (anri. videoconference) — 3to o06macth HHOOPMAIIMOHHON TEXHOJIOTHUH,
obecrieynBaromiasl OAHOBPEMEHHO JBYXCTOPOHHIOI Iiepefauy, oOpaboTKy, mpeoOpa3oBaHuEe H
MNpeaACTaBJICHUC I/IHTepaKTI/IBHOI\/JI I/IH(l)O[)MallI/II/I Ha pacCTOIHHUE B pPCAJIbHOM PCKUME BPEMCHHU C
MIOMOUIBIO ANITAPaTHO-TIPOIPAMMHBIX CPEJICTB BBIYMCIUTEIbHON TEXHUKH.

B3anmonericteue B pexuMe BUJICOKOH(EepeHIul  Takxke Ha3bIBAIOT CEaHCOM
BUJICOKOH(EPEHIICBS3H.

Buneoxondepenncsasb (cokpamennoe HaszBanue BKC)— 370 TenekoMMyHUKAIIMOHHAS
TEXHOJIOTUS] MHTEPAaKTUBHOTO B3aMMOJICHCTBUS JIBYX M OoJjiee ylaleHHBIX a00HEHTOB, MPU KOTOPOH
MeX1y HUMH BO3MOKE€H OOMEH ayauo- U BHJAEOMH(pOpMaIueil B peajbHOM MacliTabe BpeMEHU ¢
Y4YCTOM ICPCAavU YIIPABIAOMINX JAHHBIX.

3aueM HYKHA BH1€0CBSI3b?

B cooTBeTcTBHM C HCCIENOBaHMAMHU IICHXOJIOTOB, B IIpoliecce Tele(OHHOTO pasroBopa B
cpenHeM BocmpuHuUMaeTcs okosio 20% wuHpopManuu, B xoae jdudHoro odmieHus - 80%, a B xome
ceanca BuzeocBs3u - 60%. To ecTs eciu K OOIIEHUIO COOECETHUKOB M0 3BYKOBOMY (ayaHaIbHOMY)
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KaHaty 100aBJIsieTcsl BU3yalbHBIA HEBEpOATBHBIN SA3bIK (KECTHI, MUMUKA U T.IT), TO y COOECETHUKOB
HOBBIIIAETCS 3PPEKTUBHOCTD BOCIIPUATHS HHPOPMALINH.

Kak BHIIHO 1O CBOMM NCHXO(H3HOIOIMYECKHM IapaMeTpaM BUICOCBSA3b JOCTATOYHO OJHM3Ka K
JUYHOMY OOIIEHHIO ¥ HAMHOTO ITPEBOCXOAUT BO3MOXKHOCTH Tene(oHHON cBs3u. OHAKO TSI TOTO,
yT00BI OOecneunTh 3¢G(HEKTUBHOE MPUMEHEHUE BHJICOCBSI3M B OM3HECE, Mall0 TOJBKO BUIETh U
CIIBIIATh OAHOTO cobecenHuka. HeoOxoauma BO3MOXKHOCTH OpraHM3alMd KOH(pEpeHIUi ¢
HECKOJIbKUMH Y4aCTHHUKaMH, BO3MOKHOCTh 0OMEHA JOMOJIHUTENbHON HHpOpManuei (Ipe3eHTaum,
JOKYMEHTBI, HW300paXEHUsI C JIONOJHHUTENIBHBIX BHUAEOKaMep H  JAp.). Pexum paboTsl,
o0ecreunBarOIui BCE 3TO, HA3bIBACTCA BHCOKOH(EPEHIIHsS, a caMa TEXHOJIOTHsS OAHOBPEMEHHOM
niepesiaud BUJEO0, FOJI0Ca U JAaHHBIX — BUICOKOH(EPEHIICBSI3b.

I'ne ucnoab3y0T BU1€0CBSA3b U BU1€OKOHpepeHINn?

TexHonorus BUACOCBI3U CETOAHSA BO BCEM MHpPE MO3ULIMOHUPYETCS B IEPBYIO OUYEpEllb Kak
3¢ dexTUBHOE CPENCTBO AJISl ONITUMHU3AIMU OU3HEC-TIPOIIECCOB, B TOM YUCJIE JIJIsl COKpAIICHHS Yncia
JIETIOBBIX KOMaHJMPOBOK, HSKOHOMHHM Ha IPEICTABUTEIbCKUX, TPAHCIOPTHBIX W HAKJIAJIHBIX
pacxozax.

B nacrosiee Bpemsi BUJI€OKOH(DEPEHIICBA3b YK€ HE Takasi 10poras TEXHOJOTHs KaK HECKOJIbKO
JIET TOMY Ha3aJl ¥ MO3BOJIUTh €€ ce0e MOT'YT He TOJIbKO OOJBIINE, HO U JOBOJIBHO OIPAaHUYCHHBIC B
CpeACTBAX  KOMIAHMM. B OTEYEeCTBEHHBIX  YCJIOBHUSX, IPUMEHEHUE  BHUJECOCBSI3M U
BUJICOKOH(EPEHINI ONTUMANEHO B CIEAYIOUINX CIyJasix:

. TaM, A€ CTOUMOCTD pa6oqero BPEMCHHU PYKOBOACTBA (a AJIsL HETO B IIEPBYHO OYCPECIb
H BHCAPAIOTCA 3TU CI/ICTGMI)I) HACTOJILKO BBICOKA, YTO TPATUTL BPEMA U CHUJIbI HA MEPCE3 bl
SIBJISIETCS. HETIO3BOIUTEIIBHOM POCKOIIBIO JJIA 3(1)(1)6KTI/IBHOFO YIIPpAaBJICHUSA KOMIIaHUEH.

Kax noxasvieaiom 3anaonvlie uccnedosamus, 3a C6010 MHCU3HL CPEOHeCmamucmuidecKull
MeHnedaicep nposooum 3 200a & camoneme, 2 200a 8 00po2e 8 ad3ponopm u u3 Hezo, 23 mecaya
6 odicudanuu ceoezo petica, 11 mecsayes 6 odcudanuu nepecaoxu ¢ petica Ha petic u 3 mecaya 6
noucke mecma 015 NApKOGKU.

. Tam, rie HyKHO TOOUTBCS BBICOKOH 00y4aeMOCTH, OBICTPOTO YCBOECHHUSI MaTepualia u
rzie Tpedyercs nepeaaTh IMOLUH JOKIATUUKA.

3apybesicnvle ucciedo08anus NOKA3bleaoN: Omeuecmeennvle cneyuanucmol uoym
. «...06yuaemocmv na 200% Oanvue:
svluie... » 7 «/Iywwe 1 paz ysuoemo, uem 100
. «..mamepuan yceaueaemcs Ha pas ycieniiamao).
40% obvicmpee...» 8 «...npu menegoHHOM paze08ope
. «...Mamepuan yceaueaemcs Ha MOJICHO nepeodams MOAbKO 0ecimyr
38% nyuwe...» yacme MPAHCIUPYEMOL

ungopmayuu ... »

. «...ybeoumenbHocmo popmay
doxnaduuxa na 43% eviue...» 9 «..HesepOanvHble popmbl

. «...55% enuanus om npoyecca

00WeHUsT — MUMUKA U JHCECTbl — HECYm
00 80 % unghopmayuu...»

KOMMYHUKAYUl obecneuusaem
mumura u 38% 2onoc...»

1. Tam, rae cymecTByeT 00bEKTHBHAS HEOOXOAUMOCTh OBICTPOrO NMPHUHSITHS PELICHUN:
3a4acTyl0 /I TPUHATUS PEHICHHUS HEJAOCTaTOYHO HMMETh TOJBKO «Cyxue HUDphD WU
HEPEroBOPUTH 10 TeNe(OHY, HY>)KHO TOCMOTPETh CBOEMY COOECETHUKY B IJ1a3a.

2. Tlpm 0OBeKkTHBHOW HEOOXOAWMOCTH OJHOBPEMEHHOTO JINYHOTO TPUCYTCTBHSI B HECKOJIBKUX
MecTax OJHOBpeMEHHO. Eciii Hy)KHO HEMEIJIEHHO cOOpaTh B OJHOM (IIyCTh U BUPTYaJILHOM)
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COBECIIIAHMY MHOTOYMCIICHHBIX U KpalHE 3aHATBIX PYKOBOJUTENECH U 3KCIEPTOB PA3IIMYHOIO
YPOBHS, IPUYEM 3a4aCTYIO PACIIOJIOKEHHBIX B PA3IMYHBIX Te0rpauyecKnx TOUKaXx.
Kparko cymMMupOBaTh BBIIEH3I0)KEHHOE MOXXHO Tak: «BujeokoHdepeHIMst M03BOJIAET
9KOHOMHUTh BpeMsi U HeoOXOoAMMa TaMm, IJie pealbHas CTOMMOCTb 3TOTO BPEMEHHM IO pa3HbIM
IIPUYMHAM BBICOKAY.

OCHOBHVIO pPoOJb B BI/IZLGOKOHd)eDGHI_II/II/I UIrpar0T KaHaJibl CBA3KW MCKIY a0OHEHTaMU. PaCCMOTDI/IM
HCCKOJBKO METOJA0B OpraHu3aliii KaHaJ10B CBA3HU IS BI/IZ[GOKOHd)GDGHLIPIﬁ.

MeToabl OpraHu3anum KaHAJO0B CBSI3HU
B cetu UnTepHeT

Camplii TIPOCTOM M JIEIIEBBI METOJ] OpPraHU3allMM BUICOKOH(EPEHIICBSI3M uepe3 MHTepHeT.
OpHako 0 Ka4yecTBe CeaHca CBA3U B JAHHOM CIIy4ac TOBOPUTH HE NIPUXOAUTCA, TaK KaK MHTCPHET HE
SABJSIETCS. TapaHTUPOBAHHBIM KaHAJIOM IIepefadyd ayAuo- MW BHJAEO- JNaHHbIX. [lmoc k 3ToMy
nobasnsercss M npobsiema 0e30MacHOCTH BUACOKOH(EpPEHIMH, TO €cTh OHAa MOXXET CTaTh
«OOIIECTBEHHBIM JTOCTOSIHMEM». J[si opraHm3anmuy BHICOKOH(EpEHICBA3M 4Yepe3 MHTepHeT
TpedyeTrcst UMeTh cTatndeckue |P-agpeca u kaHasbl CBA3M C MPOIMYCKHOW CIIOCOOHOCTBIO HE MEHEe
512 xburt/c B 06€ CTOPOHBI (7151 UCXOISIIETO U BXOISIIETO Tpaduka).

Jnsa nposenenus ceanca BKC norpebyercs 3a1ath B 000pyJO0BaHUU CIIEIYIOIINE TaPaAMETPHI:

» cratrudeckuil [P-aapec Bamei cuctembl BKC;

* [IJII03 CETH MpOBalaepa;

* MAacCKy IOJICETH;

» craruueckuid [P-anpec cucrempl BKC, ¢ koTOpoii ocyliecTBiaseTcs: COEJUHEHHE.

HemHOro  ciio’)kHee  HACTpamBaeTCs  CBS3b 10 TMPOTOKONY — WHKANCYJSAIUA  BHIOBOU
mapmpytuzaiun GRE (anri. Generic Routing Encapsulation). TIpoTokon npuHaAIeKHUT K CETEBOMY
ypoBHIO. OH MOKET HHKAIICYIUPOBATh APYTHE TPOTOKOIIBI, & 3aT€M OCYIIECTBIISITh MAPIIPYTH3AIHIO
BCero Habopa J0 MecTa Ha3HavyeHHs. B daHHOM ciydae oOecrieuMBaeTCs MHHUMAIbHAs 3allnuTa
BUIeOTpadka B CETH MHTEPHET, YTO MO3BOJISCT MPEIOTBPATHTH OCHOBHOE YHCIIO «HEOTBITHBIX)
BTOpXKCHHI B MH(POPMAIMOHHOE OOJIAKO BHICOKOH(EPEHICBA3U. TOT e MPUHIMUII 3aJI0KESH U B
npotokoJie IPsec.

ITo nporoxoay ISDN

Ao66pesuarypa ISDN (aurn. Integrated Services Digital Network) pacmmgpoBsiBacTcs Kak
udpoBas ceTb ¢ UHTerpauueit ycayr. Lludposble ceTn ¢ MHTErpaIbHBIMU YCIYIaMH OTHOCSTCS K
CeTsIM, B KOTOPBIX OCHOBHBIM PEXKHMOM CBSI3U SIBISIETCS PEXUM KOMMYTAllMM KAaHAJOB, a JaHHbIE
obpabarbiBatoTcs B 1udpoBoii popme. [laHHas yciayra He odeHb pacrpocTpaHeHa B Poccun. Onun
U3 CaMbIX KPYIHBIX IMPOEKTOB PAa3BUTHS CETH SIBISIETCS CETh JIeN0oBOro oOciyxuBaHus «Mckpa-2»,
KOTOpasi OCHOBBIBAETCS HA CYIIECTBYIOIIEH aHAIOTOBOM TenedOHHOM CEeTH 00IIEeTO MOJIb30BaHUS.

Heo6xonumo otmetuts, uto ISDN HMeeT psa mpeuMylIecTB MO CPAaBHEHUIO C TPATUIIMOHHBIMU
aHAJIOTOBBIMH CETSIMH, HO BOT IO CPAaBHEHUIO C HOBBIMH TEJIEKOMMYHHKAI[HOHHBIMHU TE€XHOJIOTHSIMU
nepeaayy JTaHHBIX UMEET P KPUTUYHBIX HEJIOCTATKOB:

"  TSDKENO OTCIIEANTH, HA KAKOM Y4acTKe MPOU30IIeT OOl CBs3M;

"  HU3Kas ONEepPaTUBHOCTh BOCCTAHOBJIEHUS KaHAJIOB CBSI3U;

= HeOoJbIIas PACIPOCTPAHEHHOCTh Ha TeppuTOpuu Pd;

"  BCEro HECKOJbKO OIEPAaTOPOB CBSI3U MOJAEPKUBAIOT JaHHYIO TEXHOJIOTHIO;
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" CPaBHHUTCIIBHO BBICOKAsA CTOMMOCTH IIPUMCHCHHUA YCIYId CBA3H IIPH MCKPCTHOHAJIBHOM
COCINHCHHUMN.

ITo Texnosoruu IP VPN MPLS

VYcenyra csazu no texHonoruu [P VPN MPLS ceromus siBisieTcst OHON U3 CaMbIX HAIEKHBIX H
JIEIICBBIX sl OPraHU3alliy BUAeOKoH(pepeHumii uepe3 HTepHeT. DTOMy CITocOOCTBYET:

= VPN (aurz. Virtual Private Network) — BupryaibHas yacTHast ceTh, TO €CTh 000OIIEHHOE
Ha3BaHHE TEXHOJIOTHH, MO3BOJISIONIMX OOECIEUUTh OJJHO MJIM HECKOJBKO CETEBBIX COEIMHCHUM
(Jlornyeckyro CeTb) IOBEPX JIPYrON CETH.

=  MPLS (anru. Multiprotocol Label Switching) — MynIbTHIIPOTOKONIBHAS KOMMYTAIUS T10
METKaM, TO €CTh MEXaHH3M Iepeadn JaHHBIX, KOTOPBI IMYJIUPYET Pa3InvHbIC CBOWCTBA CETei
C KOMMYyTaIlell KaHaJIOB TIOBEPX CETe ¢ KOMMYTAIIUEH aKeTOB.

Texnonorus |P VPN MPLS no creneHu 3amMiieHHOCTH HCHOIB3YEMOW Cpelbl OTHOCHUTCS K
JOBEpUTEIIbHON 30HE. OHA WCIONIB3YETCS B CIydasX, KOrJa MEepelarollyl0 Cpeay MOXKHO CUHUTATh
HAIEKHOH W HEOOXOMMMO pENIMTh JIMINb 337ady CO3/IaHUS BUPTYaJIbHOM TOJCETH B pPaMKax
OOJIBIIIEH CETH.

Tak xak Hac B Oousbmie crenenu wHTEpecyeT nocrpoenue BKC Ha ocHoBe texHonoruu VPN, TO
paccMoTpuM ee 0oJiee MoapoOHO.

BupryanbHble YacTHbIE CeTH

B ciydasx mocTpoeHus TEppUTOPHANBHO paclpeleleHHbIX cucteM [P-BuneonalmroneHus
WIM BBIHY)KJIEHHOTO HCIIOJIb30BAaHUU HEOE30MAaCHBIX YYacTKOB TEJIEKOMMYHMKAI[MOHHBIX CETel
OIepaTopoB CBSI3M (TaKUX, IJ€ HET BO3MOXKHOCTH peajn30BaThb MEpPHI 3allUThl) HEOOXOIUMO
HCIO0JIb30BaTh 000pYAOBaHUE C MONJCPKKOM IM(poBaHUS NEpeJaBaeMbIX MO CETH JaHHBIX. A
MMEHHO 000pYAOBaHUE C TOJACPKKON TEXHOIOTUN BUPTYaIbHBIX YacTHBIX ceTeil (VPN).

VPN (Virtual Private Network) — 3ammdpoBaHHBI WM HHKANCYJIUPOBAHHBIA MPOIIECC
KOMMYHHKAIIMH, KOTOpPBHI Oe30macHbIM 00pa3oM MepefaeT JaHHbIe W3 OJHOM TOYKHU B JIPYTYIO;
0€30MacHOCTh ATUX JAAHHBIX 00ecredYeHa yCTOMUMBOM TeXHOoJoruel mudpoBaHus, U repeiaBaeMble
JAHHBIE TIPOXOSAT YEPE3 OTKPBITYIO, HE3AINUIIEHHYIO, MapIIPYTU3UPYEMYIO CETh.

IHems VPN-TexHOJIIOTHIT COCTOUT B MaKCHMaJIbHON CTEIIEHH 000COOJICHHUS MOTOKOB JIAHHBIX
OJTHOTO TMpPEANpUATHUsS OT IOTOKOB JIaHHBIX BCEX JPYIHX IMOJb30BaTelel IMyOJMYHONW CeTH.
0O060c00eHHOCTh JOKHA OBITH OOecreyeHa B OTHOIIEHUU MapaMeTpoB MPOMYCKHON CIOCOOHOCTH
MOTOKOB U B KOH(UIECHIIMATLHOCTH NepelaBaeMbIX JaHHbIX. TakuM 00pa3oM, OCHOBHBIMHU 33JjauaMH
texHonoruit VPN sBisitorcst obecrieueHre B TYyOJWYHOM CETH TapaHTUPOBAHHOTO KadyecTBa
OOCITy’>)KUBaHHsI JUIsI TMOTOKOB MOJb30BATENbCKUX JAaHHBIX, a TaKXKe 3alUTa UX OT BO3MOXKHOTO
HecaHKuuoHupoBaHHoro fgocryna (HC/I) unu pazpyienus.

VPN-TexHOI0THH 00eCTIeYnBaIOT:

. 3amuTy (KOH(PUACHIIMAIBHOCTD, MOJIMHHOCTh W IIEJIOCTHOCTH) TIEpeaBaeMoOi IO
ceTsiM uH(OopMaInH;

. 3amuTy BHYTpeHHUX cermeHToB cetu oT HCJl co crTopoHsl ceteit oOmiero
MOJIb30BAHUS;

. KOHTPOJIb TOCTYTIA B 3aIlIMINAEMbIH IEPUMETP CETH;

. COKPBITUE BHYTPEHHEN CTPYKTYPHI 3aIIMIIAEMbIX CETMEHTOB CETH;

. UJEHTU(DHUKAITNIO U ayTEHTU(DHUKAIINIO TTOJTB30BaTENIeH CETEBBIX O00OBEKTOB;

. [EHTPATU30BAaHHOE YIPABIICHUE MOJUTUKON KOPIOPATHBHON CETEBOI 0OE30MacHOCTH

n HacTporikamu VPN-cery;
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. KpUNTOTpaQHUUECKyl0 3alIUTy JaHHBIX, MEpelaBaeMbIX IO KaHaJlaM CBSI3M CeTel
00I1Iero MOJIb30BAHUS MEXAY 3alUIIAEMbIMU CETMEHTAMH CETH;

. 6e3omacHblil JocTyn noib3oBareneld VPN k pecypcam cereil 001Iero nojib30BaHusl.

WuTtepec noap3oBaresneil K JaHHOM TEXHOJIIOTUU 00YCIIOBIIEH CIEIYIOIUMH (PaKTOpaMu:

1. HU3KOH CTOMMOCTBIO OKCIUIyaTallud 3a CUYeT MCIOJb30BaHMsA CeTed o0mero
[10JIb30BaHUs BMECTO COOCTBEHHBIX MIIM APEHYEMbIX JIMHUN CBS3U;

2. MPAKTUYECKH HE OrPAaHMYCHHOIN MacIITabupyeMOCThIO;
3. IIPOCTOTON U3MEHEHUs KOH(UTYpalluu U HapaiuBanus kopnopartusHoii cetu (KC);
4. «IIPO3PAaYHOCTBIO» JUJIS II0JIB30BATENECH U IPUIIOKEHUMN.

Kommanus Check Point mpeayiaraet BbIIETUTh YEThIPE OCHOBHBIX BUJa VPN:
Nutpacers (Intranet VPN);

VPN kmuent/cepsep (Client/server VPN);

Okctpacets (Extranet VPN);

Vnanennsiit noctyn (Remote Access VPN).

HUutpacets VPN mo3Bonsier 0O0bEIUHUTH B EAMHYIO 3alUIICHHYI0 CETh HECKOJBKO
pacrnpeiefieHHbIX (PHIMAIOB OJIHOM OpraHU3alliH, B3aUMOACHCTBYIOUIUX IO OTKPBITHIM KaHajlaM
CBSI3H.

VPN kiueHT/cepBep 00€CIeunBacT 3allUTy NepelaBaeMbIX JaHHBIX MEXKIY ABYMS y3JIaMH
(ae cerssmu) KC. OcobGeHHOCTh JaHHOTO BapuaHTa B TOM, 4To VPN cTpoutcs Mexay ysnamu,
HaxOJSIIUMHUCS, KaK MPAaBUIIO, B OJJHOM CErMEHTE CETH, HampuMmep, MKy padodeil cTaHiuel u
CEpPBEPOM.

DKcTpaceTb CTpoutrcss B ToM ciyyae, ecnu k KC moakmroyaroTcs Tak Ha3bIBaeMbIe
MOJIb30BATEIN «CO CTOPOHBI», YPOBEHb ITOBEPHUS K KOTOPHIM HAMHOTO HMXKE, YeM K CBOUM
COTPYAHUKAM.

BupryanpHas yacTHAs CETh C YIaJICHHBIM JJOCTYIIOM TTO3BOJISIET MOOMIIBHBIM TIOJIB30BATEIISIM
nony4yatb aoctyn k KC cBoeit komnanuu. JlaHHBIA BapuUaHT OTJIMYAETCA TEM, YTO YJAJICHHBIN
MOJIb30BaTENb, KaK MPAaBUIIO, HE UMEET CTATUUECKOTO aJipeca.

TyHHENnUpOBaHUE B BUPTYAIbHBIX YACTHBIX CETSX.

VPN cocrouT U3 KaHajoB TIJIOOAJbHOM  CETH, 3alUIIEHHBIX MPOTOKOJIOB U
MapuIpyTu3atopoB. s oObenIuHEHUs yIaleHHBIX JIOKaJIbHBIX BblunMciauTenbHBIX ceTeil (JIBC) B
VPN wucnons3yrOTCs Tak Ha3bIBAEMbIE BUPTYaJIbHBIE BBIJICICHHbIC KaHalbl. [ opraHuzanuu
MOI00HBIX COETMHEHUHN MPUMEHSETCS MEXaHU3M TYHHEITUPOBAHUS, WM WHKATICYIISLINU.

~p

Hebe3onacHas cethb

0 VPN TtyHHENB b,

N
N ﬁ UTndpyroumii ndpyrormii
MapIpyTH3aTop MapuIpyTU3aTop,
h uim MO ui MO

JlokanpHas cethb 1

Puc. 2.1. Ctpykrypa VPN

JlokanpHas ceThb 2

HpI/I TYHHCJIIMPOBAHHWHU IMAKET MPOTOKOJIA 0oJlee HU3KOTO YPOBHA MOMCHIACTCA B IIOJIC JaHHBIX

MakeTa NMpoTokosia 0osiee BBICOKOTO MIIM Takoro e ypoBHs. Hanpumep, npu TyHHEIHPOBaHUU Kaap
Ethernet moxer ObiTh pa3menien B makere IP, a maker IPX — B makere IP. Bo3moxkeH u Takoi
BapuaHT: naket [P pazmemaerca B makere IP.
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TyHHEIb CO3AaeTCsl NBYMS MOTPAHUYHBIMHU YCTPOMCTBAMHU, KOTOPHIE Pa3MEIIAlOTCs B TOUKAX
BX0J1a B MYOJIMYHYIO CeTh. IHMIIMATOp TYHHENS MHKarcyimupyet maketsl JIBC (B TOM 4uCIe MaKeThl
HEMapIIPYTU3UPYEMBIX TIPOTOKOJIOB) B IP-makeTsl, copeprkaiue B 3arojoBKe ajpeca WHULUATOpa U
TEPMHHATOPA TYyHHEISA. TepMUHATOP TYHHENsS H3BJIEKAeT HWCXOAHBIA makeT. EcTecTBeHHO, mpu
moI00HOM Tepenade TpedyeTcst pemarh mpodieMy KOH(DHISHIIMATBHOCTH U IEIOCTHOCTH JIaHHBIX,
9TO0 He oOOecreYrBaeTcsl NPOCTHIM TyHHeIWpoBaHHeM. KoOH(HIECHIIMATIBHOCTh IepegaBacMOn
KOpHOpaTuBHONW WH(MOPMAIIUU JOCTUTACTCS MU(PpPOBaHUEM (JITOPUTM OJUHAKOB Ha 00OMX KOHIIAX
TYHHEJS).

Oco0eHHOCTBIO TYHHEIUPOBAHHUS SIBISIETCS TO, YTO 3Ta TEXHOJIOTHSI TIO3BOJISIET 3aIHPPOBATH
HMCXOHBIN MaKeT I[EJTUKOM, BMECTE C 3ar0JIOBKOM, a HE TOJILKO €ro IoJie JaHHBIX. MICXOIHBINH maKkeT
3amu(pPOBHIBAIOT MOJIHOCTHIO, BMECTE C 3ar0JIOBKOM, U ATOT 3amM(POBAHHBIN MaKET NMOMEIIAIOT B
JPYTOH, BHEIIHUN MAaKEeT ¢ OTKPBITBIM 3aroJIOBKOM. JIJIsi TPaHCIIOPTHPOBKU JAHHBIX IO «OMACHOM
CETH HCIOJB3YIOTCS OTKPBITHIC IMOJISI 3arojIOBKAa BHEIIHETO TaKeTa, a MPU MPUOBITUN BHEIIHETO
Makera B KOHEYHYIO TOYKY 3allMIICHHOrO KaHalla W3 HEro W3BJICKAIOT BHYTPEHHUU IIaKeT,
pacimrpOoBBIBAIOT M MCIIOIB3YIOT €0 3aroJIOBOK JIUIS JAIBHEHINCH Tiepejaun y)Ke B OTKPBITOM BHJIC
o CeTH, He TpeOyromend 3ammuThl. [Ipy 3TOM Ui BHEUIHMX ITAKETOB MCIIOJIB3YIOTCS aapeca
MOTPAHUYHBIX MapIIPYTU3aTOPOB, YCTAHOBJICHHBIX B ATHX JBYX TOYKAaX, a BHYTPEHHHUE ajpeca
KOHECUHBIX Y3JI0B COJICPIKATCSl BO BHYTPCHHHUX MaKeTaX B 3aIIUIICHHOM BHIC

IP - saronoeor | HaHHLIE

Hexoguwi [P-naket s dpyeTca Ha TaKeTHOM
wniode o v nognucueaetca ST

AyTeHTHOHUHPYIOLIHE 2arolloB 0K

DI maxeta [TaseTHRIA KIM0Y

IP - saronoeox | JanHEE

IlarweTHE# Knkoy mHPpYeTCA Ha KIKYEe CEARH,
hopmupyerca HoEHH [P-TaKeT, B 2aroloBKe
EOTORoro. agpec oTopaEHTend - [P-anpec
YOTROHRCTER 3AlIMTEH, C KOTOROro MaKkeT YEOIHT,
anpec DonydaTend - [P-agpec voTpoHCTEA SAIIHTH -
IpHeMHHKA NaKeTa, E IoJe DaHHEY — HCXOIAIHH
IP-mareT 1 ayTeHTHOHIHPVECITHA 2ar 0l 0BOK

¥

AyTeHTHOHIHPVIOIHE SarolloE ok

ZHII naxeta IlaxeTHnE Koy

IP - zaronoBoK IP - zarcnmoeox | Jansme

Puc. 2.2. TynHenupoBaHUe MaKkeTOB

VPN-arentsl, T.e. cpenactBa, peanusyrommue VPN, aBromarnuecku muQpyrOT BCIO
UCXOAIIYI0 MH(OpMaIio (M COOTBETCTBEHHO paciIM(pOBBIBAIOT BCIO BXOJsIIyt0). OHU Takxke
CIIeNIT 3a €€ IEJNOCTHOCThIO C TOMOIIBI0 3JeKTpoHHOW wnudposoi mnoamucu (DUI) wnmm
MMHUTOBCTABOK (KpUNTOTrpaduueckas KOHTPOJIbHAS CyMMa, PACCUMTAHHAs C UCIOJIb30BAaHUEM KITIOYa
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mmdposanus). Ilockonbky wunbopMmamus, LUpKyaupytomas B Internet, mpexacraBiser coOoi
MHOECTBO MaKeToB mpotokoia [P, VPN-arenTs paboTaroT UMEHHO C HUMH.

[Tepen ormpaBkoii [P-nmakera VPN-areHT AeCTBYET CIEAYIONIUM 00pa3oM.

. N3 HecKOMbKHX MOJJEPKUBACMBIX UM airoputMmoB ImmmdpoBanus u DIl mo IP-
azipecy IoJrydatelisi BEIOMpaeT HY)KHBIM Ui 3alIUThl TaHHOTO TaKeTa, a Takke kmoud. Ecin ke B
€ro HaCTpOMKax TaKOro IoJiydaTens HeT, TO HH(opMalus He OoTmnpaBisercs. [ eHepupyer u
no6asinsiet B naket DL oTpaBUTENS UM KIMUTOBCTAaBKY.

. [udpyer naker (11eTMKOM, BKIIIOYAsK 3aT0JIOBOK).

. [TpoBOIUT WHKANCYIANMIO, T.e. (OPMUPYET HOBBIM 3arojOBOK, I/I€ YKa3bIBACTCA
aJpec BOBce He monydarens, a ero VPN-arenta. Dta mnoiie3Has JOINOJIHUTENbHAs (YyHKIUS
MO3BOJISICT MPEICTABUTh OOMEH MEXJy JBYMS CETSIMH Kak OOMEH MEXIy JABYMS KOMIbIOTEpaMH, Ha
KOTOpBIX YycTaHoBieHbl VPN-arentol. Beskas monesHas Ui 3JI0yMBIIICHHHKA HH(pOpMarus,
HarpuMep, BHyTpeHHue [P-agpeca, eMy yxe HEIOCTyIIHA.

[Tpu nonydennn [P-rakeTa BBIMOTHAIOTCS 0OOpaTHBIC JEHCTBHUS.

o 3aroyioBok cojepkuT cBeaeHuss o VPN-arenre otnpaButens. Eciu TakoBoil He
BXOJUT B CIIMCOK pa3pelIeHHBIX B HACTPOMKax, TO MHQpOpManus MpocTo orOpachiBaeTcs. To xe
caMo€ MPOUCXOJIUT IIPHU MPUEME ITAKETA C HAMEPEHHO WJIU CIIy4ailHO MOBPEXKACHHBIM 3ar0JIOBKOM.

o CornacHo Hactpoiikam BbIOMparoTcs anroputmbl mmdpoanus u JLII, a Taxxke
HEO0XOAUMBIEC KPUNTOTPpa(QUIECKHE KITFOUH.

. [Taker pacmudpoBsiBaeTca, 3aTeM MpoBepsieTcs ero uenoctHocTs. Ecnu DI
HEBEpHa, TO OH OTOPaChIBACTCA.

o [TakeT B ero MCXOAHOM BHJE OTIPABIIIETCS HACTOSILIEMY aapecary IO BHYTPEHHEH
CETH.

Bce onepanuu BbIMONHAIOTCS aBTOMaTHuecku. CnoxxkHod B TexHosorun VPN sBisercs
TOJIBKO HacTporika VPN-areHTos.

VPN-areHT MOKeT HaXxOAUThCA HemocpencTBeHHO Ha 3amuimaeMoMm [IK, yto monesno s
MOOWIBHBIX TOJb30BaTENEH, MOJKIoUaomuxcs K Internet u3 pasHeix mect. B 3ToM ciyuae oH
00e301macuT 0OMEeH J1TaHHBIMHU TOJIBKO TOI'O KOMITBIOTEPA, HA KOTOPOM YCTaHOBIJIEH.

Bo3smoxHo coBmenienne VPN-areHTta ¢ MapmpyTusaTopoM (B 3TOM CIIy4ae €ro Ha3bIBaloT
kpunrorpaguueckum) IP-makeroB. Beaymue MHpoBble NTPOU3BOAUTENNM B IOCIEAHEE BpeMs
BBIIYCKAIOT MapILIpyTU3aTOpbl co BcTpoeHHOU noaaepxkoil VPN, nanpumep Express VPN ot Intel,
KOTOPBIN HU(PYyeT Bce MPOXOAIIue MakeTsl o anropurMy Triple DES.

Kak BunHO w3 onucanusi, VPN-areHTbl CO3Jal0T KaHAJIbl MEXKIY 3alUIIAEMBbIMU CETSIMH,
KOTOpblE OOBIYHO Ha3bIBAIOT TyHHENsAMU. OHM «IIpOPBITBI» OT OJHOW CeTH K JApYroi;
LHUPKYJIUpPYIOLasi BHYTPU UHPOPMAIIHS CIIPsATaHA OT YyKUX TJ1a3.

Kpome Toro, Bce makeTbl (UIBTPYIOTCS B COOTBETCTBMM C HacTpoiikamu. Takum oOpazom,
Bce geuctBusd VPN-areHToB MOXKHO CBECTM K JBYM MEXaHU3MaM: CO3JaHHMIO TYHHEJIEH W
GbuUIbTpAIU MPOXOASIIUX MTAKETOB.

COBOKYNHOCTh ~ IIPaBWJI ~ CO3JAaHMUsS  TyHHENEH, KOTOpas Ha3bIBAETCA  IIOJIMTHUKOU
0e30MacHOCTHY, 3aMHuChiBaeTCsl B HacTpoiikax VPN-arentoB. [P-makeTsl HampaBisifOTCS B TOT WA
MHOM TYHHEJb WJIK OTOPachIBAIOTCS MOCTIE TOTO, Kak OyIyT MPOBEPEHBI:

o IP-anpec ucrouHuka (Ui UCXOSIIETO MakeTa — aJpec KOHKPETHOro KOMIIbIOTepa
3alMIaeMOoi ceTH);

. IP-anpec nazHaueHus;

o MPOTOKOJI 0oJiee BBICOKOTO YPOBHS, KOTOPOMY TNPUHAIICKUT JAHHBIA TaKeT
(manpumep, TCP nmu UDP);

o HOMEp MOpTa, C KOTOPOro WM Ha KOTOpBIM oTmpaBiieHa MH(popMauus (Hampumep,

1080).
ypOBHI/I 3AIIUIICHHBIX KAaHAJIOB.
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BaxHol XapaKTEpUCTUKOM CTAaHIAPTOB 3AILMILEHHOIO KaHAJA SBJSAETCS YPOBEHb MOJEIU
B3aUMOJIEHCTBUS OTKPBITHIX cucTeM OSI, Ha KOTOpoM paboTarT MPOTOKOJIBI JAHHOTO CTaHIapTa.

[TpukiagHOM <> S/MIME/PGP/SHTTP
[IpencraBurenbCckui

CeaHCOBBIH <> SSL/TLS/SOCKS
TpaHcnopTHbIN

CereBoii <+ |PSec/SKIP
KanaJibHbI <+ PPTP/L2F/L2TP
Dduznyeckui

a)

SIMIME/PGP/SHTTP

- 3
PHICIAAHON <+ |PSec (IKE)
(Application) PKI
Tpancnopriniii (TCP/ 1 1 oq) /11 g/50CKS
UDP)
Ceresoii (IP) <+ |IPSec (AH, ESP)

PPTP/L2F/L2TP

Kananensiii (Data link) | <t—> PAP/CHAP/MS-CHAP

6)

Puc. 2.3. YpoBHU 3alIUIIICHHBIX KaHAJIOB

YeM HIKE IO CTEKY PACIIONIOKEHBI CPEACTBA 3AIUIIECHHOIO KaHalla, TeM IMPOILE UX CIeNaTh
MIPO3paYHbIMU JJI MPWJIOKEHUN U MPUKIATHBIX MPOTOKOJIOB. XOTSI MPOTOKOJIBI 3AIIMTHI JTaHHBIX
MOTYT paboTaTh MPAKTUYECKH Ha JIIOOOM YpPOBHE CTEKa IMPOTOKOJIOB, OOBIYHO K cpeacTBaM VPN
OTHOCSIT TOJIBKO T€ MPOTOKOJIbI, KOTOPbIE MOJHOCTHIO MPO3pAayHbl JJsl MPUIOKEHUN M CETEBBIX
ciyx06. [Toaromy k cpenctBam VPN, Kak mpaBUiIO, OTHOCAT MIPOTOKOJIBI TPEX YPOBHEN: KaHAJIBHOTO,
CETEBOr0 W TPAHCIIOPTHOTO, U 3TU YPOBHHM HA3BIBAIOT COOTBETCTBEHHO VPN-ypoBHsiMu. Takue ke
cpeactsa, kak nmpotokoibl SSL, TLS unu SOCKS, npo3paunoctsio He 001agatoT. 1o 3T0it npuunne
HEKOTOpBIE CHEIUAIINCTHI HE OTHOCST UX (M JpyTrUe Herpo3payHble IPOTOKOJbI) K cpeacTBaM VPN.

K nporokonam nocrtpoenuss VPN kaHaIbHOTO YpOBHSI OTHOCSITCS:

o npotokon PPTP (Point-to-Point Tunneling Protocol), pa3spaGortannsiii Microsoft
coBMecTHO ¢ kommanusmu Ascend Communications, 3Com/Primary Access, Ecl-Telematics u US
Robotics,

o nporokoi L2F (Layer-2 Forwarding) xommanuu Cisco Systems,
. nporokos L2TP (Layer-2 Tunneling Protocol), o0beaunuBInii 06a BhIIEHa3BaHHBIX
IIPOTOKOJIA.

OpHako 3TH MPOTOKONBIL, B oTiimune oT IPSec, Henb3s Ha3BaTh MOITHO(QYHKIHOHATHHBIMHU
(manpumep, PPTP ne onpenensier meron mudpoBaHus).

[Tpotokonel PPTP, L2F u L2TP o0benuHseT TO, 4TO OHU MPEACTABISAIOT cOOO0M MPOTOKOIIBI
TYHHEJIUPOBAaHUS KAaHAJIBHOTO YPOBHS, KOTOPbIE MHKAINCYJIUPYIOT KaJpbl KaHAJHLHOTO MPOTOKOJA B
IIPOTOKOJI CETEBOro ypoBHA. C MOMOUIBIO MOCIEAHErO JaHHBIE 3aT€M NEPENAIOTCS MO0 COCTABHOM
cetu. Kpome Toro, 3T nmpoToKobl OJU3KH TakKKe M TE€M, UYTO WX IJIaBHasl 00JIaCTh MPUMEHEHUs —
pellIeHre 3ajaul 3alUIIEHHOI0 MHOTOIIPOTOKOJIBHOTO yJaJeHHOro aocTtyna Kk pecypcam KC uepes
nyOJIMYHYIO CEeTh, B MEpBYIO ouepeab yepes Internet. Tak xak nmpakrtuuecku nobdoe knuentckoe [10
HCIOJIb3YET CETO/IH ISl yIAJI€HHOI0 JOCTYyNa CTaHJapTHBIN IPOTOKOJ KaHanbHOro ypoBHs PPP, To
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u nportokonsl PPTP, L2F n L2TP ocHoBanbl Ha uHKancyasuuu kagpoB PPP B makers! cereBoro
ypoBHs. B Takom kauecTtBe ucnoisb3yercs npexiae Bcero [P, HO BO3MOXXHO NPUMEHEHUE U IPYrux
CETEBBIX MPOTOKOJIOB, Takux Kak [PX nmu DECnet.

XoTs Bce TpHU IPOTOKOJIA YaCTO OTHOCAT K IMPOTOKOJIaM 00pa30oBaHUsl 3alllMIIEHHOIO KaHaa,
CTPOro TOBOpS, STOMY OIPEACIICHUI0 COOTBETCTBYeT Toibko PPTP, obecneunBaromuii kak
TYHHEIMPOBaHKE, Tak U mudpoBanue nanHbiX. [Ipotokonsl L2F u L2TP sBastoTCst TOIBKO MPOTOKO-
JaMH  TYHHEIUpPOBaHHs, a (YHKIUMM 3a0UThl JaHHBIX (MHQpoBaHME, ayTeHTU(UKAIUS,
LEJIOCTHOCTh) B HHUX He mojjaepxkuBarotTcs. [Ipeamonaraercs, 4To Mpu MX HPUMEHEHUHU 3aIlUTa
TYHHEJIUPYEMBIX JIaHHBIX OyJIEeT BBINOJIHATHCA C TOMOIIBIO HEKOTOPOTO TPETHEro MPOTOKOIIA,
Hanpumep, [PSec.

Bosmoxxnocts moctpoenust VPN Ha obopynoBanuu u IO pa3nuyHbIX NPOM3BOAMUTENEH
JOCTUIaeTCs BHEIPEHUEM HEKOTOPOI'0 CTAaHAAPTHOIO MeXaHu3Ma. TakuM MEXaHU3MOM BBICTYIAET
nporokon Internet Protocol Security (IPSec). On omuceiBaeT Bce craHmapTHbie MeToasl VPN u
onpeAensieT METOJAbl WACHTHU(UKAUUU TpPU HWHULMATIU3AUUU TYHHENs, METOAbl MH(pPOBaHUS B
KOHEUHBIX TOYKAaX TYHHENS W MEXaHM3Mbl OOMEHA W YIpaBJICHHUS KIOYaMH MH(POBAHUS MEKIY
3TUMHU Toukamu. [IpaBaa, 3TOT NPOTOKOJI OPUEHTUPOBAH UCKIIOUUTENIBHO Ha [P-ipoToko.

IPSec — 310 cucTema OTKPBITHIX CTAaHIAPTOB, KOTOPasi HIMEET HA CErOAHS YETKO OUYEepUCHHOE
SIpO U B TO K€ BPEMS IMO3BOJIAECT JIOCTATOYHO IPOCTO JOMOJHATH €€ HOBBIMH IIPOTOKOJIAMH,
aropuT™MaMi U (QPYHKIUSMH. DTOMY CIIOCOOCTBYET €€ OTKPBITOE MOCTPOCHHUE, BKIIIOYAIOIIEE BCE
HOBBIC JTOCTIKEHUSI B obnactu kpunrtorpaduu. Ocenpto 1998 r. ObUIM MPUHATHI MEPECMOTPEHHBIE
cnenupukammn RFC Ha Bce ocHoBHbIe KommoHeHTHI IPSec, a coBmecTtHass pabora 3THX
KOMIIOHEeHTOB onucana B crangapre RFC 2401 «Security Architecture for the Internet Protocol». ITo
CPaBHEHHIO C NEepBbIMU Bepcusamu cranaaptoB IPSec, npunareix B 1996 r., nepecMorpennsie B 1998
r. crneuudukanuu craaun Oonee koHkpeTHbiMH. Hampumep, npumenenue IKE (Internet Key
Exchange, nmporokon obmena ximrouamu Internet) cHUMaeT OOJBIIYIO CTENEHb HEONPENEICHHOCTH
[P YIIPaBJIECHUHU KIIFOYaMH, OTJIMYABIIYIO [IEPBYIO Bepcuto cranaaptos [PSec.

IPSec pemiaer cienyomye OCHOBHBIE 3a/1a4ll YCTAaHOBJIEHUS U MOJAJEPKaHUS 3aIIUILEHHOTO
COEIUHEHMS:

° ayTEeHTHU(PUKAINIO TIOJIb30BaTeNIel WM KOMITHIOTEPOB MPU MHHUITHALIUU 3aITUIIIEHHOTO
COCJIMHCHHS;

. mudpoBaHue ¥ ayTeHTU(UKAIMIO TepeAaBaeMbIX TaHHBIX MEXKAY KOHEUHBIMH
TOYKaMH COCAUHCHHS;

. ABTOMATHYECKOE  CHAa0XXEHHWE  KOHEYHBIX  TOYEK  CEKPETHBIMHU  KJIIOYaMH,

HE0OXOIMMBIMHU ISl paOOThI TPOTOKOJIOB ayTEHTU(UKALUHU U MK(POBAHUS JTaHHBIX.

Jlnd pemienus nocTaBiaeHHBIX 3aaa4 cucreMa [PSec ucnonap3yeT MpoTOKOIbI TPEX THUIIOB!

1. nporokonn  obmena kmouamu Internet IKE  (Internet Key  Exchange),
npeJHa3sHauYeHHBIN JUIs IEPBOHAYAIBHOTO dTana YCTAaHOBKH COETUHEHMS U OINpeNesIIonil crnocod
MHULUAIN3alMK 3alUIIEHHOTO KaHala, a TakKe MpoLeaypbl OOMEHa U YIpaBJICHUS CEKPETHBIMU
KIIIOYaMHU B paMKax 3alUIEHHOT0 COeIMHEHMsI, METO/IbI IIU(PPOBAHUS U JP.;

2. npotokoll AH (Authentication Header), xotopsiii oOecrieuuBaeT IEJIOCTHOCTh U
ayTeHTU(UKALMIO UCTOYHHUKA JAHHBIX B IepelaBaeMbIX MMaKeTax, a TaKKe ONIMOHAIBHO — 3alUTy
OT JIOKHOTO BOCIIPOM3BEIEHNUS TaKeTOB (B 3arosioBke AH naHHbIe makeTa He MIUPPYIOTCH);

3. npotokon ESP (Encapsulation Security Payload), obecneunBatomumii mudpoBanue,
ayTeHTU(UKALUIO U LEJIOCTHOCTh MepeAaBaeMblX JaHHBIX, U OMNIIMOHATIBHO — 3alIUTY OT JIOXKHOIO
BOCIIPOM3BEJICHUS] TAKETOB (JaHHbIE W 3arojloOBOK IU(QPYIOTCS B COOTBETCTBUHM C 3TUM
MIPOTOKOJIOM).

Jns mmppoBanus naHHbIX B [PSec MokeT ObITh IpUMEHEH 110001 CUMMETPUUHBINA aJITOPUTM
mU(ppPOBaHUs, HMCIONb3YIOMUNA CeKpeTHble Kiouu. [IpoBepka LEIOCTHOCTH U ayTeHTH(HUKAIUS
JAHHBIX BBIOJIHAIOTCA C IOMOIIBIO BBIUYMCIIEHUS X31I-KO/1A JaHHbIX.
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Haubosiee m3BECTHBIM MPOTOKOJIOM 3alIMIEHHOTO KaHayia, padOTaloOUIMM Ha CEaHCOBOM
ypoBHe monenu OS], sBisiercst mpotokon Secure Socket Layer (SSL), paspaboTtanHblii KOMIaHUEH
Netscape Communications. B suBape 1999 1. Ha cmeny Bepcuum SSL 3.0 mpuiien mpoTokou
Transport Layer Security (TLS), koTopsriii sBisiercst crangaptom Internet. TLS G6asupyercs ma SSL,
u pazmuuns mexay SSL 3.0 u TLS 1.0 He cIUIIKOM CyIIeCTBEHHBI (XOTSI U JIOCTATOYHBI JJIS TOTO,
YTOOBI 3TH IPOTOKOJIBI HE OBLIM cOBMEeCTUMBIMH). OCHOBHBIE CBOICTBa MpoTokojiaa SSL, onucaHHbie
HUXe, IpuMeHuMbl U K TLS.

[IpeumymectBom SSL sBiseTcs TO, YTO OH HE3aBUCUM OT MPHUKIAJAHOTO MPOTOKOJA.
[Tporokonbsr mpunoxenns, takue kak HTTP, FTP, TELNET wu 1.1, Moryr paboTarh MOBepx
npotokona SSL coepuieHHO mpo3payHo. [Iporoxkon SSL MoxkeT corjiacoBbiBaTh aJIrOPUTM
mH(pOBaHUs M CEAHCOBBIN KII0Y, a TAK)KE ayTCeHTU(UIIMPOBATH CEPBEP 0 TOTO, KAK MPUIOKEHUE
MPUMET WU NepeacT NepBblii OalT naHHBIX. Bece MpOTOKONIbHBIE TPUKIIAHbIC JaHHbIC IEPEIAI0TCs
3amr(ppOBAHHBIMHU C TapaHTHEH KOHPHICHIIMATHHOCTH.

Hecmotps Ha To, uTo mpoTokosl SSL MOXKET MCHOJIb30BaThCS I CO3/IaHUs 3allUIICHHOTO
KaHajla MEeXJy JIIOOBIMU MPUIOKEHUSIMH, HanOoJiee MIMPOKO OH Hcmoib3yeTcs npotokosom HTTP
(pexum HTTPS).

[lempro  mportokoma TLS  (Transport Layer Security) sBusiercss oOecrnedeHue
KOH(UIEHIIMATBHOCTH U IIEJIOCTHOCTH JIaHHBIX TPU CBSA3H JIBYX MPHIOKEHUH.

TLS cocTouT U3 ABYX OCHOBHBIX MPOTOKOJIOB:

. TLS Handshake Protocol (mpoTokon yCTaHOBIEHUS COEOUHEHHS, WM TMPOTOKOI
JIMajora) — BBINOJHICT JABYCTOPOHHIOW ayTEeHTH(UKAIKMIO U OOMEH KIIFYEBOW HH(pOpMAaIHeH;
npeJHa3HaueH I CO3/IaHus 3aIUIIEHHON CECCUH;

. TLS Record Protocol (mpoToko: 3amucu) — obecriednBaeT mudpoBaHUEe U KOHTPOJIb

LIEJIOCTHOCTH Tepe/1aBaeMbIX JTaHHbIX.

Ha HmxHem ypoBHe, paboTaroiieM MOBEpX TPAHCIOPTHOrO Iporokosia (Hanpumep, TCP),
pasmeriaercs nporokon 3anucedt TLS. DToT nporokon obecneunBaeT 6€301aCHOCTh COEIMHEHUM,
KOTOpbIE UMEIOT JIBA OCHOBHBIX CBOWCTBA.

Coenunenue sBisgercss KOH(QUACHUUAIbHBIM. J[nsg mmdpoBaHus NaHHBIX HCHONb3YyeTCs
cummerpuuHas kpunrorpagus (Hampumep, DES, RC4 wu t1.1.). Kmtounm pns mmdpoBanust
TEHEPUPYIOTCS HE3aBHCHUMO Ui KaXJIOTO COEIMHEHUS M 0a3upyloTcs Ha CEKPEeTHOM Koje, MOIy-
4aeMOM C IOMOIIBIO APYTroro NpoTokoja (Takoro, kak npotokon auanora TLS). ITpoTokon 3anucei
MOJKET UCIOJB30BAThCA U 0€3 MU POBAHHUSL.

Coenunenue sBisieTcss HaAeKHbIM. [Iporemypa mepegaun COOOIIEHUsS BKIIIOYAET B ceOs
MIPOBEPKY LEIOCTHOCTH ¢ moMmolisio Bbruncienuss MAC. [{ns pacuera MAC ucmonb3yroTcs XaIi-
¢byakun (Hanpumep, SHA, MDS5 u T1.1.). IIpoTokon 3amuceit Moxxer paborats u 6e3 MAC, HO B
3TOM PEKUME OH MPUMEHSETCS TOJIBKO B Cilydae, KOrja JAPYrod MPOTOKOJ HUCHOJIB3YET MPOTOKOIN
3anucell B KaueCTBE TPAHCIIOPTHOI'O IIPU BBISICHEHUH ITapaMeTpoB 0€3011aCHOCTH.

[Tporokon SOCKS paspadoran B 1990 1. J[PBugom KobGmacom s opraHuzanuu
MIOCPEHUYECTBA MPU B3aUMOAECHCTBUM MEXAY KINEHT-CEPBEPHBIMHU MPUIOKEHUSIMH Ha CEAHCOBOM
ypoBHe mozenu OSI. M3HauanbHO JaHHBI HPOTOKON pa3pabaThIBajCs TOJBKO MJIsi IepeHa-
MIpaBJIEHUS 3alPOCOB K CEpBEpaM CO CTOPOHBI KIMEHTCKUX MPUIOKEHUH, a TakKe BO3BpaTa 3TUM
MPUIIOKEHUSAM TOJIyYEeHHBIX OTBeTOB. OJHAKO JaXke JUIIb IEepeHaIrpaBieHUe 3alpocoB U OTBETOB
MEXy KIHMEHT-CEPBEPHBIMH MPUIOKEHUSIMH YK€ IMO3BOJSET pealn30BaTh (PYHKIMIO TPAHCISLUN
cereBbix [P-anpecoB (Network Address Translation — NAT). [Ipu 3ameHe At UCXOSAIINX MMAKETOB
BHyTpeHHUX [P-aapecoB ormpaButeneir onHuMm [P-aapecoM mumro3a TONMOJIOrMS BHYTPEHHEH CETH
CKpBITa OT BHEIIHUX MOJIb30BaTenei, uto ycnoxuser HCJI. TpaHcnsaus ceTeBbIX apecoB, TOMUMO
MOBBILIEHUST O€30MACHOCTH, MO3BOJSET PACHIMPUTH BHYTPEHHEE aJpecHOEe MPOCTPAHCTBO CETH 3a
CUeT BO3MOXKHOCTHU MOJIEP’KKU COOCTBEHHOM CUCTEMBI ajipecaliiy, He COTJIaCOBAHHOM ¢ ajipecarueit
BO BHEIIIHEN CETH.
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VPN u MD Omaromaps mnpotokony SOCKS wmoryr opranuzoBats Oe30macHoe
B3aUMOJICHCTBHE U 0OMeH nH(popManuei Mmexay pasHeiMu cetssmu. Kpome toro, SOCKS mno3Bossier
peanu3oBaTh 0e30macHOe yIpaBlieHHE ITUMU CUCTEMaMU Ha OCHOBE YHU(DHUIIMPOBAHHOW CTpaTEeTHH.
CrnenyeT OTMETUTH, YTO €CIIM HAa OCHOBE IMPOTOKOJIOB KaHAJIHHOTO M CETEBOT0 YPOBHSI 3aIUIICHHbBIE
BUPTYyaJIbHbIE KaHAbI (POPMHUPYIOTCS MEXKIYy Pa3HBIMU ITapaMy B3aUMOJICHCTBYIOIIUX CTOPOH, TO Ha
ocHoBe nporokosia SOCKS MoryTt co3aBatbes 3alllMIICHHbIC TYHHEIH AJISl KaXI0TO MPUIIOKEHUS U
ceaHca B OT/EIbHOCTH.

Buabi pemienuii

CeromHs Ha pbIHKE COCYHIECTBYIOT JIB€ TEXHOJOIMH O00ECHEeUMBAIONINEe BO3MOXKHOCTH
BUJICOCBSI3U U MIPOBEACHUSI BUACOKOH(EPEHIINI - porpaMMHBIE U ammapartHele. My Tex u 'y Ipyrux
CBOMU JOCTOMHCTBA U HEJIOCTATKH.

IIporpamMHble peleHus! I BUAEOCBSI3H H BHAeOKOH(epeHIuii

[IporpaMMHbIe perieHust s BUACOCBA3M M BHACOKOH(EpeHIH TpeOyroT A CBOEH paboThI
NEPCOHAIBHOIO KOMIIBIOTEpPA C MOAKIIOYEHHOM K HeMy BeOKaMepod | rapHUTypoill. OTH
nporpaMMmel ObiBatoT OecruiatHblie (Skype u fp.) u maTHbie. X OCHOBHBIE TOCTOMHCTBA!

. MUHUMAaJbHbBIE TIEpBOHAYATIbHBIC BIOXKEHHS (KaMepa+rapHUTYypa);
. BO3MOXKHOCTh TPOBEACHUS BHUIICOKOH(EPEHIUNA C HECKOJBKUMU YYaCTHHUKAMU
(moaep>KUBarOT HE BCE TPOTPAMMBI);
. HHU3Kas 1eHa (MU O€CIUIaTHOCTS ).

OcCHOBHBIE HEIOCTATKH MPOTPAMMHBIX PEIICHUN JJIsI BUICOCBSI3H:
. HU3KOE KA4eCTBO BHCOM300pakeHUs (HU3KOE paspelieHrne M HU3Kasg 4YacToTa
KaJIpoB);
o pe3Koe yXyIIIeHNE KaueCTBa €CIIN UCTIONB3YeTCs PEKUM BHICOKOH(DEPEHITHS;
. OoueHb BhICOKas 3arpyska [IK, menaromnras He KoM(pOPTHOW MapaUIeIbHYIO padoTy 3a
K.

AnmnaparHble peleHHs 1JIsl BUICOCBS3H H BHICOKOH(epeHuni

AnmnapaTHble pemeHust uis OOIIEHUs MO BUAEOCBSI3M M BHUICOKOH(PEPEHIMH CTOSAT 3aMETHO
JIOpO’K€ IMPOrPaMMHBIX, 3aTO OHM JIMIIEHBl BCEX UX HEIOCTATKOB. AMNMapaTHbIE pEIIEeHUs IS
BUJICOCBSI3M 00€CHeunBaloOT TeleBU3HMOHHOe (Bkiatouas HD) kauecTBo mepenaun u3o0paxeHus,
NOJJIEPKUBAIOT TOJKIIOYEHUE PA3JIMYHBIX BHEUIHMX HCTOYHMKOB BMJIEOCHUTHANIA, 00ECIIEUMBAIOT
CTa0MIBbHYIO padOTy U UMEIOT MacCy APYrHX JOCTOMHCTB, pedb O KOTOPBIX MOMAET HUXKE.

PbIHKM mporpaMMHBIX M anmapaTHBIX PELIEeHUI A BUAEOCBS3U U BUACOKOH(GEPEHIUH HUMEIOT
pasHyro ayautopuro. IIporpaMMHbIe pelieHus AeUIeBbl, HO OHU >KecTKO mnpuBsasansl K [IK n
CEepPbE3HO OTCTAIOT II0 Macce IOKa3arejed, B IEpBYI odepenb O KadecTBy. IIporpammusbie
peLIeHHs Hellb3s MCII0JIb30BaTh JJIS HHCTAJUIALMI B MEPEroBOPHBIX KOMHATAaX U KOH(pEpeHI-3ajax,
OHM HE IOAJEPKUBAIOT aBTOMATUYECKOE HABEJICHHUE BHUACOKAMEPBI Ha TOJIOC, HE IO3BOJISIOT
HOJKJIIOYATh JIOTIOJIHUTEIbHBIE KaMepbl U BBIBOAMTH M300pa)KeHHE Ha HECKOJIBKO JMCIUIEEB; OHU
TaK)Ke IJIOXO HHTETPUPYIOTCS C CHCTEMaMU O3BY4YMBaHHUS (X0 U ImymornoaasiieHus, APY) u
ynpasieHus (Hanpumep, Crestron) KOH(EpeHI-3aI0B.

IIporpammHoOe perieHue /i BUACOKOH(pEpeHIIN He TOCTAaBUIIb PYKOBOJUTEIIO BBICIIETO 3BEHA,
HU3KOKAueCTBEHHAs! BHJEOCBS3b - 3TO IMPOCTO HE COJMAHO. B-TpeTbux, M00oe MporpaMMHOE
pemenne npuBszaHo K IIK M Kk omnepanMoHHON cucTeMe, 4TO CKa3bIBa€TCs Ha HAJEKHOCTU U
CTAaOMJILHOCTH BUIEOCBSI3H.

PhIHKM TpOrpaMMHBIX M allapaTHBIX PEHICHUH I MPOBEAEHUS BUACOKOH(EpPEHLUH HUMEIOT
pasHyro aynuroputo. [lepBbie rogaTcs MoKa JUIIb IS IEPBUYHOM, TECTOBOM 3KCIUTyaTallud BHYTPU
KOMITAHWH.
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B cBow ouepenp anmapaTHele peLICHUS Ul BUICOCBSA3M YK€ CErOJHs MCIOIB3YIOT Kak
aJIeKBaTHYI0 3aMeHy OH3HeC KOMaHIMPOBKAaM, COBELIAHHMAM PpYKOBOAMTENEH BBICIIETO 3BEHA,
BBIC3/HBIM CEMUHApaM, TPEHUHIaM U MHOTOMY JIpyTOMY.

I'pynnoBasi Bu1eoCBsi3b U BHAeOKOH(epeHus

Jlnist opraHu3ay TPYNIOBBIX BUICOKOH(PEPEHIMHA B KOTOPHIX yYaCTBYIOT HECKOJIBKO CTOPOH
(rpymm), B KaXKA0H M3 KOTOPBIX MOXKET OBITh 110 HECKOJIBKO YYaCTHUKOB HCIHOJB3YIOT - IPYIIIIOBBIE
CHUCTCMbI BI/IILGOKOHd)CDeHIICBSIZ%I/I.

CuctemMbl TpYNNOBOM BHIEOCBS3M OOBIYHO YCTAaHABIMBAIOT B OTACIBHBIX IMOMEUICHHUSX,
HalpuMep, B INEPEroBOPHBIX KOMHATaX WM KoH(epeHI-3amax. VX HempemeHHbIH arpubyr —
Oompmol  mnazMeHHbIH/ KK — TenmeBM30p MM TPOEKTOp AN OTOOpaKeHHs]  yYaCTHHKOB
BUJICOKOH(epeHITNH.

OcHoBHOe Ha3HaueHHe rpynmnoBbix cucreM BKC — obecnieunts KOMGOPTHYIO BHICOCBA3b WM
BUJICOKOH(EPEHIICBA3b IPYMIIbI JIOACH ¢ yAaJeHHbIMH colOecenqHUKamMu. B oOmieM citydae Takoit
CUCTEME MPUXOIUTCS pelaTh ABe 3afauu. [lepBas 3akiitouaeTcst B BUIEOChEMKE OJIHUX YYACTHUKOB
BUJICOKOH(EPEHIIMN U Mepefaye UX HU300pakeHus (BMecTe CO 3BYKOM OT MHMKPO(OHA) JAPYIHM.
Bropast cocrout B 0T00pakeHUH KapTUHKU Ha OJHOM WM HECKOJbKUX TB (MOHHMTOpax) U BbIBOJE
3ByKa Ha JMHAMHUKU TEJIEBU30pAa MM aKyCTHYECKHE KOJIOHKM (Yepe3 3BYKOYCHJIMBAIOLIYIO
anmaparypy). Yto0sl Bce 310 oOecnieunTs rpymmnoBsie cucreMbl BKC nomxHbl 0051a1aTe 60bm10#H
BBIYMCIUTEILHON MOIIHOCTBIO i OOpaOOTKM TOJOCOBOM M BHIECOMH(OPMAIMM B PpPEXUME
peanbHOTO BpeMeHu (ocobeHHo B ciiydae HD kadecTBa BHEO), U MOSTOMY OHH MPEACTABIISIIOT
cO0OM CIIOKHBIE, C MH)KEHEPHOM TOUKHU 3pEHUS U JOBOJIIBHO JOPOTOCTOSALINE IPOAYKTHI.

I'pynnoBbie cucTeMBbl sl BUIACOKOH(PEPEHUMH MOXKHO pa3JeIUTh HAa CUCTEMbl HAYaJIbHOTO
YPOBHS M CHCTeMBbl Om3Hec-kiacca. [lepBple mpeaHa3HAa4YeHbI MM MOJKIIOYEHUS K MHHUMAIIBHO
HEoOXonuMoOMy st palboThl  ayJauo/BUACOOOOPYJIOBAHUIO U  IOAJCPKHUBAIOT B OCHOBHOM
COEIMHEHHUE «TOYKA-TOUYKa» (TO €CTh BUJICOCBSI3b MEX/1Y IBYMsl YUaCTHUKAMU WM JBYMsI TpYIIIaMU
y4acCTHHUKOB). BTopsle, kak mpaBuiio, 0ojiee MpOu3BOAUTENbHBI, IOJIEPKUBAIOT BBICOKOCKOPOCTHBIE
COEIMHEHUS U CHOCOOHBI ABTOMATUYECKW HaBOAMTH Kamepy Ha roBopsmero. C Mmomouisko
BCTPOEHHOTO cepsepa BUJICOKOH(EPEHIICBS3H OHH MIO3BOJISIIOT OpraHu30BaTh
MHOTOII0JIH30BaTEIbCKHE (MHOTOCTOPOHHHUE) BUIACOKOH(PEPEHIIMU U 00JIaJal0T MHUPOKUM HAOOpOM
CEeTeBbIX UHTEP(EICOB 1 ay10/BUIEONIOPTOB.

[IpuHanne:xHOCTh 00OPYAOBAaHUS Ul TPYHIOBBIX BHJICOKOH(QEPEHIUH K TOMY WIM HHOMY
KJIacCy BOBCE HE 03HAYaeT, YTO OJHO obecreynBaeT ollieHue 0ojiee BHICOKOIO KauecTBa, HEXENU
apyroe. BbiOop KOHKpETHOro Kjacca OIpenessieTcsl 3ajJjauaMy, KOTOpbIE BO3JIaraloT Ha CUCTEMY
BuzeocBs3u. Hampumep, eciu B koMrnaHuu TpeOyeTcsl HalaJuTh BUJICOCBA3b MEX1Y HECKOJIbKUMHU
oTneneHussMu (oucaMu), HO B MHOTOCTOPOHHUX KOH(EPEHLHUSAX HET HYXIbl, TO HCIOJb30BaTh
CHCTEMBbI OM3HEC-YPOBHS HE UMEET CMBICIIA.

[Ipumep Hambosee 4yacTo HUCMONB3YeMOW CTPYKTYpbl KOPIIOPATHBHOM CETH BMJEOCBSA3U IS
MaJIoro M cpeAHero Ou3Heca NpUBe/IeHa Ha PUCYHKE HUXKE.
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Llenrpanenag rpyinosas
crcrena BRKC

I'pymmosnte cncremut BRC
HAATHHOTO YPOBHS

[TepcOHATEHRE CHCTEMRI
BILISOCEANL

Puc 5.1. Cxema mHOromonp3oBareisckorn BKC

Ientpansnas rpynnoas cucrema BKC co BerpoennsiMm MCU pacrionaraercst B H€HTPaJIbHOM
ouce kommannu. OHa obecreunBacT MPOBEICHUE BUACOKOH(PEPEHIINNA. DTa CUCTEMa COSAMHEHA C
JIPYTUMH KPYMHBIMH O(HUcaMH, TJle yCTaHOBJIEHbI rpynnoBble cucteMbl BKC HadambHOrO ypoBHS,
W/UW  JUYHBIE TEPCOHAIBHBIE TEPMHUHAIIBI BHJIEOCBA3U COTPYIAHUKOB. Takas CTpyKTypa
KOpPIIOPAaTUBHOM CETH BHUJEOCBSA3M MO3BOJSET, C OJHOM CTOPOHBI, OPraHU3OBBIBATH BCE BUJIbI
BUJICOKOH(EpEeHIHiL, a C Ipyrol — SKOHOMUTD Ha TPYIIOBBIX TEPMUHATAX.

B TexHMueckoM omMcaHUM JIIOOOW TPYNIOBOW CHUCTEMbI NPEIHA3HAYCHHOM AJIsl OpraHu3aliu
BUJICOCBSI3U M TPOBEJCHHUS BHJICOKOH(PEPEHIMH MOXXHO BCTPETUTh [UIMHHBIM IEepeueHb
HOJ/IEP)KUBAEMBIX CTaHJAPTOB: BHJICOKOJEKH, ayIUOKOJEKH, CTaHJIapThl COBMECTHOW pPabOTHI C
JaHHBIMHU, CBSA3UM W YIIPABJIICHUA. Me>1<)1y TEM, OoJbIllasg dYacThb IMPpUBOAUMBIX B OIIMCAaHUAX
XapaKTEPUCTHK HE UMEET MPAKTUUYECKOr0 3HaYCHUSI.

IIpakTHYeckas 4acTb
Bb10op pemenuii

OaHuM W3 BaXHEHIIMX KpUTepueM BbIOOpa OyaeT SBISATHCS OKPBITOCTh HCXOAHOTO Koaa. T.K.
NporpamMHOe pelieHue OyAeT BHEAPATbCS B 00pa3oBaTeNbHOW cpele, TO (akT OTKPBITOCTH
MCXOJHOr0 KoJia 0JaroTBOPHO CKAaXKETCSl Ha Pa3BUTUU HABBIKOB pabOThI ¢ MOJOOHBIMU CHCTEMaMH,
OJaroTBOPHO CKa)KeTCsl Ha Mpoliecce J0pabOTKM TOJ HYXIbl yuyeOHoro mpouecca. Ha nanHbIN
MOMEHT BBIIICONMCAHHBIM TPeOOBaHUSIM yIOBIETBOPsieT TObK0 OpenMeetings.

OpenMeetings siBisieTcst OeCTIaTHBIM CepBEpPOM BeO-KOH(EPEHINH, TJie MOKHO OpraHU30BHIBAThH
3axBaT JKpaHa JIO00TO YYaCTHHUKWHU TEpeAaTh €ro J00OMY YYaCTHHKY, COBMECTHBIA JIOCTYI K
JOKyMEHTaM, 4YaT, pasroBOphl M TpAHCISALIUU dYepe3 BeO-kamepy ¢ ydacTHukamu. Illupokas
noanepxka "komptoHuTH". Illupokas si3pikoBas momnepkka. CTpouTCs Ha OCHOBE Opaysepa.
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Cucrema moapoOHO MPOJOKYMEHTHPOBAHA.

Apxurektypa OpenMeetings

* Client OpenLaszlo http://www.openlaszlo.org

* Server (Remoting and Streaming) Red5 http://www.osflash.org/red5

* Xuggler http://www.xuggle.com

* Persistent Layer: Hibernate http://www.hibernate.org

* Database: 'MySQL or Postgres, or any other with a Hibernate-Dialect (full-list)

* DocumentConverter:

http://www.openoffice.org

and

OpenOffice

(http://www.artofsolving.com/opensource/jodconverter),

for help in installing see: OpenOfficeConverter

* ImageConverter: http://www.imagemagick.org

* AXxis2, see available/planned Services at SoapMethods

OduH ¢pusuyeckull cepsep
Open-Office Cepeuc Koreepmep dox-oe
3anyuen Ha mom xe bubnuomexu u uHcmp
cepsepe ImageMagick,
GhostScript, SWFTools
Senvet Containe\ ~ /
Red5-Serviet Openi eetings-Seryiet /
RTMP-Streaming Server | | lpunoxenus OpenMeetings
ucnons3ytom Red5 dna o
M0MOK08020 BELYaHUA.
Axis2
Obecneyusaem —] |
urmepgpelic SOAP ™
0nA CObITKU Ha
Memodei OM uepe3
SOAP/Rest

ba3a daHHbix

Haxodumcs Ha mom xe unu Ha dpyeom
usuyeckom cepeepep

[Toumoenili cepeep

/]

Haxodumcs Ha mom Xe unu Ha dpy2om
cepeepe. HyxeH dna paccbinku
npuanawenrud.

Brewnue npunoxexHus

h\‘

3aepyakalzanpoc memodos OM dns
ucnons3neaHus eeb cepaucoe

BrewHue npunoxeHus moaym bbims:
anexkmpoHHoe obyyerue, CRM, ERM

YceranoBka OpenMeetings

http://www.gentoo-
wiki.info/OpenMeetingshttp://docs

JOD
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YcraHoBka cepBepa BU1e0COBeEIaHU

JlanHast MHCTPYKIUSI CONEPXKUT MEepPEUYeHb HEOOXOAMMBIX IIaroB, HEOOXOAUMBIX ISl YCTaHOBKU
cepBepa BHACOCOBEUIaHUW Ha cepsep. lIpeamosaraercs, 4ro MWArd BBIIOJIHAECT CHEHHAIUCT
HaJuIexalel KBalu(ukau, To €CTh CUCTEMHBIN aJIMUHUCTPATOP WM CHEIHAIUCT MO YCTAaHOBKE
cepBepa BujueocoBewanui. IIpenBapurensHbie ycnoBus Ilpenanonaraercs, 4ro mepes HadajaoM
YCTaHOBKH BBITIOJIHEHBI CIEIYIOIINE YCIOBUS:

. npenocTaBieH cepBep ¢ npexaycranoBienHoi OC Debian GNU/Linux 5.0 (Lenny) (mnst
HAacTpOoeK TpeOyeTcst JJOIMH U MapoabaJMUHUCTPATOPA);

. B ONEpAIMOHHON CHCTEME CO3[aHa Y4€THasi 3amuch JUIsl paboOThl cepBepa BUICOCOBEIAHHMA
(mpenocTaBieHbl JOTMH UIIAPOJIB);

. co3faHa y4€rHas 3anmuch U pekBusuThl SMTP cepBepa (st paccbUIKM NpUITIALIEHUNA Ha
KOH(EpeHIINH );

. npenocTasieHbl pekBu3uTel LDAP cepBepa (Hanpumep, ActiveDirectory).

VYcraHoBKa JTONMOJIHUTENBHBIX TAKETOB YCTaHOBUTH cieayromue mnaketsl [1O u3 cranmapTHOTro
nucTpuOyTuBa u cetu HTepHeT:

. Cpeiy UCIOJIHEHHS java 6 (sun-javab-jre);
. MHCTPYMEHT Ipeodpa3oBanus switools;
o oducupi maker Openoffice.org B crmemyromem cocraBe: openoffice.org3, openoffice.org3-

writer, openoffice.org3-calc,openoffice.org3-impress, openoffice.org3-draw, openoffice.org3-ru
openoffice.org3-dict-ru, openoffice.org3-math.
J 0a3y manHbix mysql (makersl mysql-server-5.0, mysql-client-5.0, php5-mysql, phpmyadmin);

. BeO cepBep apache (makets! apache2, apache2-utils, libapache2-mod-php5filter);
. cpenctBa ynanéunoro gocryma (openssh-server, openssh-blacklist, openssh-blacklist-extra);
o MNaKeTbl C BCIOMOT'aTCJIbHBIMH YTUJIIUTAMU JJIA KOH(bHprHpOBaHHH U MOHUTOPUHIA

cocTosiHus cucteMsl: ferm (ympolieHHassHacTpolika iptables), monit (KOHTPoOJIb pabOTOCTIOCOOHOCTH
JIEMOHOB).

Kondurypanus ceru, HacTpoiika ceTeBoro GuibTpa 1 yAaaéHHOro JoCTyna

IogkmrouuTth CCPBEP K CCTH, co6mona;1 CJICAYHOIIUC Tpe6OBaHI/I${2

o obecreunThy TOJIOCY TIpomyckaHusi ceth 128 KOuT/ceKk Ha KaXIoro IMOTEHIIUATBHOTO
ydacTHUKA KoH(pepeHmu (Hanpumep, 1,3 Mout Ha 10 yyacTHHKOB);

o o0ecreunTh BpeMs MPOXOXKIEHUS MAaKeToB (ping) OT KaKIOoH U3 TOYeK 10 cepepa MeHee 80
MC.

HactpouTts y cepBepa craruueckuit IP-agpec, 1oCTymHBIN A7 BCEX YYaCTHUKOB KOH(EPEHIUH.

o B ciayuae ucnonb3oBaHusi cepepa BUICOKOH(EpEHIINN B JIOKabHOU ceTu [P-anpec cepBepa
MOJKET IPUHAJIEKATh TOIBKO 3TOM CEeTH.

o Jna noctyna u3 cetu MHTEpHET cepBep MOKEH MMETh BHEIIHUM CTaTUYECKMM ajapec,
JNOCTYITHBIN JJIA MTOJb30BaTeneil cetn MHTepHer.

o BXOAIui 22 tcp — ssh, ucnosib3yercst A ynaln€HHOW HACTPOMKHM cepBepa. HazHAuYEHUE
OpTa MOKET OBITh U3MEHEHO.
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. NpONKChIBAHWE  y4YETHOW  3ammMcu  (JIOTMH, Tapojib) B YCTAHOBOYHBIM  (haiin
openmeetings/conf/hibernate.cfg.xml;

o 3anuchk 1Bera, Ha3Banus 1 URL opranuzamnum B openmeetings/config.xml;

o MpONUChIBaHKUE Yu&THOM 3anucu U KoHpurypauuu LDAP B openmeetings/conf/om_Idap.cfg.

Cxembl moakio4YeHHs: cepBepa Hiubke mnpuBefeHbl CXEMbl BKIIOYEHUS B JIOKAJIbHYIO CETh
OpraHu3aluu cepBepa BujaeocoBeanuii. CylecTByIOT ABE OCHOBHBIE CXEMBbI MOJKIOYECHMUS:

o CepBep ycTaHaBIMBACTCA B IEMUIIMTapU30BaHHON 30He (DMZ).
o CepBep ycTaHaBIMBaeTCs B 0OILEH JIOKAILHOW CETH.

Jlnst Toro, 4ToObl MOIKIIOYAaeMbIid cepBep ObLT BHJIEH M3 ceTH MHTEpHET HeoOXoauMmo
JIONOJIHUTh KOH(UTrypamnuto poyrepa. Hampumep, mis poyrepa Cisco 2821 Heob6oaumo
N00aBUTh B KHOUTYPAIUIO CICIYIOIINE KOMaHIbI

ip nat inside source static tcp <local_ip> 1935 <global_ip> 1935 route-map <filter> extendableip
nat inside source static tcp <local_ip> 5080 <global_ip> 5080 route-map <filter> extendableip nat
inside source static tcp <local_ip> 8088 <global_ip> 8088 route-map <filter> extendable

B cmickax goctyna Hajo pa3peiinTh COSANHEHHS Ha COOTBETCTBYIOIUE nopThl <global_ip>.
Kondurypamms LDAP

s koudurypanuu napamerpo LDAP HeoOxoaumo umeTh HEKHil 0a30BbIi ypOBEeHb MO3HAHUI B
9TOH o00nacT, HampuMmep, O3HAKOMHTbCA ¢ Marepuagamu 1o 1npoekry OpenLDAP:
http://www.openldap.org/doc/admin24/intro.html#What is LDAP. JlnsnpoBepku paBUIBHOCTH
BBOJIUMBIX JIaHHBIX © paborocmocoOHocTH cepBepa LDAP  wyxkna yruiura JXplorer
(http://www.jxplorer.org):ucmomnb3yst e€, MoxHo 3aiitu Ha cepBep LDAP u mpoBeputh mapameTpsbl
COEIMHEHMSI.

Hacrpoiika LDAP 8 OpenMeetings Bkirodaet jaBa Iara:

J VYkaxuTte myTh K YCTAHOBOYHOMY (aiiry B 3aKkiaake AnMuHHCTpupoBanue->Konpurypanms
anmuHuctparopoM OpenMeetings (mapamerp ldap config path). Ilo ykazanHOMYy nyTH nOJIKEH
nexaTh (paiii, mpuMep KOToporo HaxoauTcs Bopenmeetings/conf/om_ldap.cfg.

J YcTaHOBUTE B YCTAHOBOYHOM (haiiiie CleTyoIHe MOIs:

Idap_conn_url — cepsep:mopt LDAP,Idap_admin_dn — distinguished name (DN) mons3oBarens ¢
npaBaMu Ha oOpamenne kK cepBepy LDAP,Idap_passwd — maponsr mosb30BaTens cepBepa
LDAP,ldap_search_base - B KaKoi BETBU OCYIIECTBIISTh TIONCK BBEJIEHHBIX
nannbix,field_user_principal — ¢ kakuM mosiem 3amucu cepBepa cpaBHUBATh BBEAECHHBIE JaHHBIE.

Ecnu ¢aiin cocraBneH mpaBWIBLHO, W JIaHHBIE BEpPHBI, TO TOCTE Tepe3alycka cepBepa
BHJICOCOBEIIAHUIN Ui aBTOpU3AIlMU TIOJIb30BaTeNe OyaeT B TEpPBYIO  OdYepelb
ucrop3oBathest LDAP, 3ateM nokanbHas TaOIKIia MOIbL30BATENEH.
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MNPUJIO)KEHHUE

HabGop maketoB s pa3BepThiBaHHs cepBepa BujacokoH(pepenuun Openmeetings:

ffmpeg.exe
flashplayerl0 1 p3 plugin_022310.exe
ImageMagick-6.6.0-0-Q16-windows-dll.exe
00o0_3.2.0 Win32Intel_install wJRE_ru.exe
openmeetings 1 1 r2905.zip
postgresql-8.4.2-1-windows.exe
s0x-14.3.0-win32.zip
swftools-2010-02-06-1900.exe

MeToaunka pa3BepTbLIBAHUSA cepBepa BH/ICOKOH(pepeHInH Openmeetings:
YcTaHaBiMBaeM BCIIOMOTATEIbHBIC MMAKEeThl HeoOXomaumble s padorel Openmeeting:
1. 3anmyctuts flashplayerl0 1 p3 plugin 022310.exe, Ha)xaTh YCTaHOBKa

Ycranoska Adobe Flash Player E X1

Bac npMBeTcTBYeT nporpamma ycraHoeku Adobe® Flash®
piTH_Usage is subjectto the Flash Player Software Licer
¥ HOK NPOYMTAHBI U NPUHATHI YCNOBWA NUUEH3MOHHOTO COMMALWEHNA.

BbIXOAO YCTAHOBKA

2. 3amyctuth ImageMagick-6.6.0-0-Q16-windows-dll.exe, naxats «Nexty», «Nexty, «Next»
3. Bamyctuth ycranoBky makera O00_3.2.0_Win32Intel_install wJRE_ru.exe
(OpenOffice), BeiOupaiiTe MoaHY0O ycTaHOBKY. B TOM uncne ycranosutcs Java JDK 1.6
HeoOxouMmast A7st paboThI openview.
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“§ NoaroTtoska k ycrasoske OpenOffice.org 3.2 = |D|_>$l

bnaroaapum 3a Buibop
OpenOffice.org 3.2.

Ana aanbHeiweit ycTaHosku Heobxoammble daine ByayT
CKOMMPOBaHbI Ha KECTKMI AMCK. Mocne 3Toro yCTaHoBKa
OpenOffice.org Ha4yHETCH BBTOMATUYECKM.

HaxmuTe «flanee» Ana NPOACIIKEHUS,

Oanee > OTMeHa |

1. Cospnatp nanky ffmpeg B Hanpumep 1 ckonupoBath TyAa ¢ain ffimpeg.exe
5. PacnakoBath s0x-14.3.0-win32.zip B Haripumep .
6. Ycranosute MySQL u coznats 6a3y Openmeetings

Server: ©ilocalhost » Database: Eweb1_db1
| Structure| ) SQL” @Expurt” JZ: Search || Query” %2 Ope:
php..ie i Table Action Recordsty  Type
. ™ book_auth = & # E X 1 MylSAM
48 E 00 - [ B L -
™ book_ban E L M x 1 MylSAM
Database: . I~ book_com =] [io] % o 0 MylSAM
Efilgdbl 22?) il [~ book_config B W X 1 MyISAM
| (Databases) ... =
- db_ispconfig (45) ™ book_data *c M * 36 MylSAM
| mysql (15) ™ book_ip = [ #= m X 0 MylSAM
| [T book pics = g e m < 0 MylSAM
B book_config [T book_private EE] E fm X 3 MylSAM
book_dat = g
S I book_smilies 3 @ X 11 MylSAM
B bock_pics [~ book words * fm < 1 MylSAM
boak_privat =
5 [ c_auswahllisten 3 @ X 5 MylSAM

7. PacmakoBbeiBaeM openmeetings 1 1 1r2905.zip u 3amyckaem red5.bat
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[z G\ Windows\system32\cmd.exe )

[INFO1 [mainl ng.spPingFPameuork.heans.factory.config.PPopertyPlacehuldePConfigl’
urer — Loading properties file from class path resource [redS.properties]

[INFO]1 I[mainl org.springframework_beans . factory.support. DefaultListableBeanFacto
ry — Pre—instantiating singletons in org.springframework.beans._factory.support.D
efaultListableBeanFactoryPlelad4l8: defining heans [placeholderConfig.red5.common
i.1-£=c15.(:ln-la,.t:lJntf:.'».'t.lual:lt:l-,.plug:'LnLaun(:hf:P,.tlJmt:at.3131".!5:1-]; root of factory hierarc
hy

[INF0O]1 I[mainl org.springframework._context.support.FileSystemdmlApplicationContex
t — Refreshing org.springframework.context.support.FileSystemimlApplicationConte
xtE82704h: startup date [Thu May 12 09:43:20 NOUST 20111; root of context hierar

chy
[INFO1 [mainl org.springframework_beans.factory.config.PropertyPlaceholderConfig

urer — Loading properties file from class path resource [redS.properties]

[INFO]1 I[mainl org.springframework.beans . factory.support . DefaultListableBeanFacto
ry — Pre—instantiating singletons in org.springframework.beans.factory.support.D
efaunltListableBeanFactoryPle3d2847: defining heans [placeholderConfig.redS.server
s jmxFactory, jmxAgent .serializer, deserializer,statusObjectService . rtmpCodecFactor)
y.rtmptCodecFactory,. remotingCodecFactory,streamableFileFactory, filePersistenceTh
read,sharedObjectService . streanService . providerService .consumerService , bandwidth
Filter.schedulingService . warDeployService.remotingClient.object.cache  keyframe.c
ache.flv.impl,flvreader.inpl.npdreader.impl.mp3reader.impl.org.springfranewvork.b
eans.factory.config.MethodlnvokingFactoryBeanid, ory.springframework.beans . factor
y.config.MethodInvokingFactoryBeanlll, streamnExecutor, . playlistSubscriberStream,.cli
entBroadcastStream]; root of factory hierarchy

8. Kommupyem \webapps\openmeetings\conf\postgres_hibernate.cfg.xml 8
\webapps\openmeetings\conf\hibernate.cfg.xml

9. Penaktupyem ¢aiin \webapps\openmeetings\confihibernate.cfg.xml, ykassiBaem
napamerpsl aBropuzauuu CYBJ]

{l-a SessionFactory instance listed as fjndifname ->
{session-factory?

{I-User { Password -
{property name="connection.usemame"1oot<property
{property name="connection.password"><fproperty>

{}-Database Settings ->

{property name="connection.driver_class">com.mysql.jdbc.Driver{fproperty?

(!~ for performance reasons changed to MylSAM from org.hibernate.dialect MySQLInnoDBDialect ->

{property name="dialect">org.openmeetings.app.hibernate.utils.MySQL5MylSAMDialect</property>

{property name="connection.url"¥jdbc:mysqlflocalhostjopenmeetings?
autoReconnect=true&amp;useUnicode=truedamp;createDatabaseliNotExist=truecamp;characterE ncoding-=utt-8</property>

10. Co3naem nepemennyto okpyxenne JAVA PATH c myrem 7o java, B HallleM cilydae
«C:\Program Files\Java\jre6»
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r MNepemerHbie cpeasl

MepemMeHHble cpeabl nonb3oBaTens ansa zheltov.aa

MepemeHHasn 3HaqeHue

C:\Program Files (x86)\Nmap
%USERPROFILE%\AppData\Local\Temp
%USERPROFILE%\AppData\Local\Temp

[gosnarb... ] [l_d_suev-urb ] [ Yaanutb ]

CUCTEMHBIE NEpPEMEHHbIE

MepemeHHasn 3HaveHue

FP_NO_HOST_C... NO

C:\Program Files (x86)\Java\jre6\bin\
NUMBER_OF P... 2
0s Windows_NT

| Cosaare.. | [suerwrs.. | [ yaanims |

ok |[ omea |

11. Ileperpysxaem cepsep

12. OtkpeiBaem aapec http://servername:5080/openmeetings/install

13. Yka3bIBaeM CBOM HACTPOMKH U MyTH JI0 yCTAaHOBJIEHHBIX NakeToB switools, ffmpeg,
ImageMagick, sox u xmem Install

Cepgep roros!
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ITo Texunogoruu IP VPN MPLS

BuoeoTepMHHaNGI

BuaeoTepMKHaNE

Etfvarmet
1100 M&um

Etharnat
10900 MGuwm

PagnoMoges,

PagnoMoges,
CIYTHHEDELIH MOQEM

CIYTHAKOBEIFA HMOEM

IP router

&k

YCTpOWCTBRD Pabouee mecto
1P router AacTyna a”"g:-,"f KEDDE
Undposan
ceTs SDH
YCTPOMCTED
IP router

MynNeTHMELHE

1

i

MHOroToUedHod BKC BuaeoTepMUHane

CHCTEMA YNPABNEHWA
H 3AMHHACT PHPOEEHHA

Yenyra cBsizu o texHonoruu [P VPN MPLS cerognst sBisieTcss OqHOW W3 CaMbIX HAJCKHBIX U
JIENIEeBBIX JIJIsl OpraHu3aluu BuaeokoHdepenuii uepes uTepHeT. DTOMY CIIOCOOCTBYET:

e VPN (anrm. Virtual Private Network) — BupTyanbHast 4acTHast CeTh, TO €CTh 000OIIEHHOE
Ha3BaHWE TEXHOJIOTHH, TMO3BOJIAIONIAX OOECMEeYUTh OJHO MM HECKOJBKO CETEBBIX
COCTMHEHUH (JIOTUYECKYIO CE€Th) MOBEPX JPYroil CETH.

e MPLS (anri. Multiprotocol Label Switching) — MyabTHIIPOTOKOIBHAS KOMMYTAIUSA TI0
METKaM, TO €CTh MEXaHHM3M Iepeayd JaHHbIX, KOTOPbIA dMYIUPYET pa3iudHbIe CBOWCTBA
ceTell ¢ KOMMyTalneH KaHAIOB MOBEPX CETel ¢ KOMMYTaI[Hel TaKeToB.

Texnonorust IP VPN MPLS no creneHu 3amuIeHHOCTH HCHOIb3yeMOH Cpeibl OTHOCHTCSA K
JIOBEpUTENbHOM 30HE. OHA HCIIONB3yeTCs B CIIydasx, KOTJa Mepesarollylo Cpely MOXHO CYUTATh
HaI&KHOM M HEOOXOJMMO PpEIIMTh JIMIIb 337ady CO3JIaHUS BUPTYaJbHOH MOJCETH B paMKax

OOJbIIIEN CETH.

IIpoToKoJibI OpraHu3anuy BUACOKOH(pEPEHUCBAZH
B 1990 romy Obim  omoOpeH TEpBBI  MEXKIYHApOAHBIM  CTaHAApT B  00OJacTu
BUJcoKOoH(DpepeHIcBszu - crenupukanus H.320 mis nonnepkku BugeokoHdepernuii mo ISDN.
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http://www.stel.ru/videoconference/tech_vc/glossary/#h320
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3arem ITU  omoOpun  eme  I[enyld  CEepUI0  PEKOMEHIANWH,  OTHOCAIIMXCA K
BHJICOKOH(EpEHIICBA3U. DTa cepusi peKoMeHaamui, yacto HaseiBaemas H.32x, momumo H.320,
BKIIIO4YaeT B ce0s cranmapTel H.321-H.324, koTopble mpenHazHauyeHbl Ui PAa3IUYHBIX THIIOB
ceTel.

Bo BTOpoii nonoBuHe 90-X rogoB UHTEHCUBHOE pa3BuTue nonyuunu I[P cetu u MaTepuer. Onun
OpEeBpaTWINCh B SKOHOMHYHYIO Cpely Iepelayd JaHHBIX W CTajld  [PaKTUYECKH
noBceMecTHbBIMU. OHako, B otinuune oT ISDN, IP cetu mmoxo mpucnocoOieHsl 1 epeaavan
aynuo W BHAEONOTOKOB. (CTpemileHHWEe HCIIONb30BaTh CIOXKUBINYIOCS CTpYKTypy IP cereit
npuBeNo K nosiBiaeHuto B 1996 rony crangapra H.323 (Visual Telephone Systems and Terminal
Equipment for Local Area Networks which Provide a Non-Guaranteed Quality of Service,
Buneorenedonsl 1 TepMHHATBHOE 000PYIOBaHHE IS JOKAJIBHBIX CETEH ¢ HErapaHTUPOBAHHBIM
KaduecTBOM oOciyxuBaHus). B 1998 romy Obuta omoOpeHa BTOpas BepcHs STOTO CTaHAapTa
H.323 v.2 (Packet-based multimedia communication systems, MyJIbTHMEIUHHBIC CHCTEMBI
CBSI3U JUISI CETEH C KOMMYTAIUi MakeToB), B ceHTs10pe 1999 roxa Opl1a 0100peHa TpeThsl BEPCHs
pexomenganuii, 17 HosOpss 2001 roma Obima omoOpena yerBepras Bepcusi cranmapra H.323 .
Ceityac H.323 - oquH U3 BaKHEUIIUX CTaHAAPTOB U3 3ToM cepur. H.323 - 310 pekoMmeHaanuu
ITU-T mang MydbTUMEAMHHBIX MPWIOKCHUM B BBIYUCIUTEIBHBIX CETSIX, HE 00CCIICUYUBAIONIUX
rapaHTUpoOBaHHOE KauecTBO oOcmyxkuBaHus (QO0S). Takue ceTHm BKIIOYAIOT B ceOsl ceTu
nakeTHoi kommyTanuu [P u IPX nHa 6a3e Ethernet, Fast Ethernet u Token Ring.

Pexomengaunu H.323 npexycmaTpuBaor:

. YnpasiieHue 0J0CON IPOIYyCKAHUS

. Bo03M0OXHOCTB B3aMMOACUCTBUSA ceTen

. [TnarpopmMeHHYIO0 HE3aBHCHMOCTh

. [Monnep>kKy MHOTOTOYEYHBIX KOH(DEpEHIH
. [Tonnepkky MHOr0agpeCHOM nepenadn

. CrangapTsl UIsl KOJIEKOB

. [Mognepxky rpynmnoBoil aapecanuu

YnpasJieHue 10/10COH NMPOIYCKAHUA

[lepenava aynuo- u BugeonH(opMaluy BecbMa HHTEHCUBHO HArpy»KaeT KaHaJbl CBSA3H, U, €CIIU
HE CIEeIUTh 32 POCTOM 3TOM Harpys3ku, paboTOCHOCOOHOCTh KPUTUYECKH BAaXKHBIX CETEBBIX
CepBHCOB MOXeT ObIThb HapymieHa. [loatomy pexomennauuu H.323 mnpeaycmaTpuBaroT
YIPaBICHUE IMOJIOCOW MponyckaHus. MOXKHO OrpaHHYUTh KaK YHUCIO OJHOBPEMEHHBIX
COEIMHEHUH, TaK M CyMMapHyI0 IOJIOCY HpomyckaHusi Jisi Bcex mnpuiioxkenuin H.323. Otu
OTPaHUYEHHUS] TOMOTal0T COXPAHUTh HEOOXOIMMBIE PECcypchl Uil PabOThl JAPYIMX CETEBBIX
npuioxkennid. Kaxnaenii tepmunan H.323 mokeT ynpaBisiTe CBOEH MOJIOCOH MPOMYCKaHUs B
KOHKpeTHOH ceccuu KoH¢pepeHuun. Cw. pemenus VCON juig  ynpaBiieHUs T10JIOCON

IMPOMYCKAHUA

MexcereBbie KOHGepeHUHH

Pexomennanuu H.323 mpeanaraioT cpeacTBO COEAMHEHUS YYaCTHHKOB BHUICOKOH(EPEHIMH B
pasHopoHbIX cetsix (Hanpumep, [P u ISDN, IP u PSTN).

IlnaTdopmMeHHass He3aBHCUMOCTD

H.323 He npuBs3aH HU K KaKMM TEXHOJIOTUYECKUM PEIIECHUSIM, CBSI3aHHBIM C 000pYyI0BaHUEM
WIM TIPOTpaMMHBIM oOecrieueHueM. BzanMopeicTByronme Mexay coO0i MPHUIIOKEHUS MOTYT
CO3/1aBaThCsl HA OCHOBE Pa3HbIX IUIAT(HOPM, C pa3HBIMU ONEPALMOHHBIMUA CHCTEMaMHU.
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IHoanep:kka MHOIOTOYEYHBIX KOH(pepeHuit

Pexomenmanmun H.323 103BOJSIOT OpraHuW30BBIBATH KOH(MEPEHIMIO C TpeMs Wi Oojee
ydacTHUKaMU. MHOTOTOYECUHbIE KOH(PEPEHIIMM MOTYT TPOBOAMTHCS KaK C HCIOJIb30BAHUEM
nenTpaibHoro MCU (ycTpoiicTBa MHOTOTOYEUHOM KOH(EPEHIINH), TaK U O€3 HETO.

Ioanep:kka MHOrOaAPeCHOM Nepeaayu

H.323 moaaepkuBaeT MHOTOAIPECHYIO Tepeaady B MHOTOTOUYEYHOM KOH(EPEHIIUH, €CIIU CETh
NOJJEPKUBAET IPOTOKOJI YIIpaBJIEHUs TpyNnoBoil anpecanueil (taxoil, xak IGMP). Ilpu
MHOT0QJIpECHOM TMeperaye OAMH MakeT HMHPOpPMAIMK OTPaBIAETCS BCEM HEOOXOIUMBIM
ajpecaram 0Oe3 nummHero ayOnupoBaHus. MHOroajapecHas Iepenadya HCHOJIb3YET IOJI0CY
nporyckanus ropa3fo 0oisiee 3hPeKTUBHO, MOCKOJIBKY BCEM apecaTaM - YYacTHHUKAM CIHCKa
pacchUIKU oTIpaBisiercss poBHO onuH oTok. CM. VCON Interactive Multicast

CrangapTsl 1J151 KOIEKOB

Pexomenmanus H.320 H.321 H.322 H.323 V1/V2 H.324
'ox mpunsTHS 1990 1995 1995 1996/1998 1996
Cetb VY3ko- [upoko- |Cetb c|Cerb ¢ | AHaJIOrOBBIE
IIOJIOCHAs | IIOJIOCHAsT | KOMMYTalHeu KOMMYyTaluen TesneOHHbIE
ISDN ISDN, [IAKETOB U | TaKETOB h|cern oOmero
ATM rapaHTy- HErapaHTH- Ha3HA4YCHUS
LAN POBaHHBIM POBaHHBIM (PSTN W
Ka4eCTBOM Ka4eCTBOM POTYS)
o0cIyXKUBaHUS o0cIyXKUBaHUS
(isoEthernet) (Ethernet)
Buneo H.261 H.261 H.261 H.263 H.261 H.263 H.261 H.263
H.263 H.263
Aynauo G.711 G.711 G.711 G.722|G.711 G.722| G.723
G.722 G.722 G.728 G.728 G.723
G.728 G.728 G.729
Mynprumiekcn- | H.221 H.221 H.221 H.225.0 H.223
poBaHue
VYnpasnenue H.230 H.242 H.242 H.230 H.245 H.245
H.242
[Mognepxka H.231 H.231 H.231 H.243 H.323 -
MHOTOTOYeUHbIX | H.243 H.243
KOH(epeHIHH
Oowmen manabME | T.120 T.120 T.120 T.120 T.120
CereBoit 1.400 AAL 1.363|1.400 & TCP/IP TCP/IP V.34 Monem
uHTepdeiic AJM 1.361
PHY 1.400

H323 ycranaBnuBaeT cTaHAapThl JUIsl KOAMPOBAHUA U IEKOJUPOBAaHUS ayJM0- U BUJEOIIOTOKOB C
LEJIBI0 00ECIeYeHnsl COBMECTUMOCTH 000OpYyIOBaHMS Pa3HbIX MpousBoauTenei. Bmecre ¢ tem
CTaHJApPT JOCTaTo4HO THOOK. CyIiecTBYIOT TpeOOBaHUS, BBHIIOJIHEHUE KOTOPBIX 00s3aTeNbHO, U
CYLIECTBYIOT OINIMOHAIbHBIE BO3MOXHOCTH, B CJy4yae HCIOJb30BaHUS KOTOPBIX TaKXke
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HGO6XOI[I/IMO CTpPOro CJICA0BATb CTAHAAPTY. ITomumo 3TOT! 0, IIPOU3BOAUTCIIb MOKCT BKJIFOUATH B
MyanHMCI[HﬁHLIC MNPOAYKTBI U HMPUITOKEHUA JOMNOJHUTCIBHBIE BO3MOXHOCTH, €CJIM OHU HE
MMpoTUBOPCUAT 00s13aTeNIbHBIM U OIIIIMOHAaJIbHBIM TpCGOBaHI/ISIM CTaHgapra.

CoBMeCTHMOCTD

YyacTHUKM KOH(EPEHIIMH XOTIT OOIaThcs APYyr C JPyroM, HE 3a00TACh O BOIPOCax
COBMECTHUMOCTH MexXAy coOoil. Pekomenmammu H323 mnopnepxuBarOoT BbISICHEHHE OOIINX
BO3MO)KHOCT€I‘/JI 060py110}3aH1/151 KOHCYHBIX HOJIB3OBaTCJIeI\/JI 158 yCTaHaBJII/IBaIOT HaI/IJIy‘IH_II/Ie n3
0o0LINX Ui yYaCTHUKOB KOH(EPEHLIUH TPOTOKOJIOB KOJIMPOBAHMUS, BEI30BA U YIIPABICHUS.

I'mokocTh

H323 koHdepeHIMs MOXKET BKIHOYATh YYaCTHUKOB, KOHEYHOE OOOpYJAOBaHHUE KOTOPHIX
06HallaeT Pa3JINIHbBIMU BO3MOXKHOCTAMU. HaHpHMep, OIVH U3 YYaCTHHUKOB MOKCT HUCIIOJI30BATh
TEPMHHAJ JHUIIb TOJIBKO C ayIuO- BO3MOXKHOCTSIMH, B TO BpEMsSI KaK OCTaJbHbIE YYAaCTHHUKHU
KOH(EPECHIIMH MOTYT 00J1a71aTh BO3MOXXHOCTSMH TIepejaun/TIpueMa TaKkKe BHJICO U JJaHHBIX.

Bba3oBas apxurekrypa cranaapra H.323

B uncno "o6bekToB" H.323, kak OHM Ha3BaHbl B CTaHAApTe, BKIIOYAIOTCA TEPMHUHAIbI,
MyJbTUMEMA IIUTIO3bI, YCTPOWCTBA YIPABJICHHS MHOTOTOYCYHBIMH KOH(PEPEHIUSIMU H
KOHTPOJUIEPHI 30HBI (Gatekeeper).

Tepmunan (Terminal) - okOoHEYHOE MyJbTHUMEIUIIHOE (rOJOC, BHIEO, JAHHBIE) YCTPOMCTBO,
npeIHa3HAuYCHHOE TUIst yUacTHs B KOH(pepeHInn
Mynbtumenua 103  (Gateway) - yCTpOHCTBO, MNpeAHa3HAYeHHOE s IpeoOpa3oBaHus
MYJIbTUMEAMHHON W YHIpaBIAOmEedl WHPOPMAMK TIPH CONPSHKEHUH Pa3sHOPOAHBIX CETei.
YCTpoiicTBO yIpaBiaeHUsl MHOrOTOYeuHbIMU KOoHbepeniwsamu (Multipoint Control Unit - MCU)
- TpeIHa3HA4YeHO ISl OpraHu3alMd KOH(MEPEHIM C yJacTHeM Tpex W 0ojiee YyJ4aCTHHKOB
KonTpomnep 30ub1 (Gatekeeper, [IpuBparauk, KondepeHii-MeHemkep) - peKOMEeHAyeMOoe, HO He
00s13aTeIbHOE YCTPOHCTBO, OOECIIEYMBAOIIEE CETEBOE YIPABICHHWE M HCIIONHSIONIEEe POJIb
BUPTYaJIbHOU TeNe(POHHON CTAHLIUH.

H.as Haa H.aea H.225
|, Gatakseper Galamay TFarminal Teminal

e ™, - \ - ~

| asth ! I qos ! HasDN ! ! BispN
., K “OLAH \ ¢ i # H.310 taiminsd
LT B ML T mblﬂﬂl‘-ﬂﬂ
Vo H.az4 Speesh H.aze Speach HLE20 Hazr | mam |
Terminal || Terminal || Teaminal Temminal Teminat | Verninsl Teminal | - | Teminel

Puc.1. bazoBas apxurtektypa cragmapra H.323
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Tepmunanst H.323

[Tox TepMHuHAIOM CTaHAAPT MOHUMAET 00OPYIOBaHUE KOHEUHBIX TOYEK CETH, KOTOPOE
II03BOJISIET M10JIb30BATENSIM OOLIATHCS APYT C APYTOM B PEaIbHOM BPEMEHHU.

Scope of Hecommendation H.323

| Audio Code
Microphons : &7 a ]
Speakar : G723
: G722
BTP
e © .
Camary' """HE'F":I' Eﬂ':;‘ﬂﬂt L H
Crsplay : H.263 :
. Data :
I;I.at.a —— Interface : LAM
Equipment . T.120 : Interlace
System Control
H.245 Control
Eystam
Cantrol :
User [FRckh]
Interiace Call Setup
: A
Gatekeeper
interiscs

Puc.2. Crpykrypa Tepmunana H.323.

TepMuHanbl TOMKHBI TONAEpPKHUBaTH MpoTokonsl H.245 - corjacoBaHue mapamMeTpoB
coenuaeHus, Q.931 - s yCTaHOBJIEHUS COCIMHEHMS] U COTJIACOBaHUS TapaMeTpOB 3TOTO
coeauHenus, kaHan RAS (Registration/Admission/Status) B3aMMOAEHCTBHSI ¢ KOHTPOJUIEPOM
3oubl (Gatekeeper), npotokon RTP/RTCP mns paboThl ¢ mMoTOKaMu ayavo W BUIEO IMAKETOB,
IIPOTOKOJI G.711 TUISt CKaTHSA ayJUoIIOTOKaA.
CormacHo pekoMmeHmauusiM, s TepmuHana H.323 omnmuoHaNbHOW SIBISETCS TMOIACPIKKA
BUJICOKOJIEKOB, poTokoia 1.120, u Boamoxknocteit MCU.

BuneoBo3mosknocTtu repmunaios H.323

HecmoTtps Ha TO, 4TO cTaHAapT cuuTaeT QYHKIIMU BUIEO HEOOs13aTeIbHBIMH, BCE TEPMUHAIIBI
C BHUJCOBO3MOXXHOCTSIMHU JIOJDKHBI TOAJEPKMBaTh Koaek H.261, ommuoHaIbHO BO3MOXHA
MOAIEPKKA H.263.
H.263 sBnserca pazsutuem koaeka H.261, BuaeokapTHHKA, MOJyYEHHAs C MOMOILIBIO KOJIEKa
H.263 o0nanaer my4ymuM KayecTBOM, MOCKOJBbKY MCHOJB3YETCS MOJIYMHKCENIbHAS TEXHOJIOTHS
npelnckasaHus JABwkeHus. Kpome Toro, wucmonb3dyeMoe KoaupoBaHue 1o Xaddmany
ONTUMM3UPOBAHO  JJii  paboTel ¢  Oonee  HU3KMMH  CKOPOCTSIMH  Tepeiay.
OmnpeneneHo NATh CTaHIAPTHBIX (HOPMATOB KaIPOB:
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Tabn.2. ®opmarsl kagpoB H.261 u H.263

®opmar Kaapa Pa3mep B nukcesix H.261 H.263
sub-QCIF 128x96 HE ONPEJIETICHO 00s13aTeIbHO
QCIF 176x144 00s13aTeIbHO 00s13aTeIbHO
CIE 352x288 BO3MOYXHO BO3MOXKHO
ACIF 702x576 HE ONPEJIETICHO BO3MOKHO
16CIF 1408x1152 HE OMpEJIETICHO BO3MO>KHO

MyabsTuMenuna nuio3 (Gateway) H.323

H.323 . PSETH
. Protacal Translation .
Tarminal : Tarminal
and Transcoding )
Procassing Processing
FSTN

H.323 Terminals

Puc.3. MynsTumenua nuto3 H.323/PSTN.

Cornacno H.323, MmynpTHMeaHa MUTIO3 - 3TO ONIIMOHATBHBIN 37IeMeHT B KoH(pepennnu H.323.
OH MOXET BBIIOJHATh MHOTO pa3inuyHbIX GyHKIMNA. TUHYHOM ero ¢pyHKIKeH sABIAI0OTCS 3a1a4a
npeoOpa3oBaHusi (OPMATOB MPOTOKONOB Tepenaun (Hampumep, H.225.0 u H.221). OObsraHO
MYJIbTHUMEANA IUTIO3bI UCIIOIB3YIOTCS IS MOJIECPKKH B3aUMOJICHCTBUS MEXAY Pa3sHOPOIAHBIMU
cerssmu. Ha Puc.3. nokazan nutro3 H.323/PSTN.

KounrtpoJsep 3onbl (Gatekeeper, [IlpuBpaTnuk, Kondepenu-menenxep)

DT0 peKOMeHlyeMOoe, HO He 00s13aTeIIbHOE YCTPOICTBO, 00ECIIEUNBAIOLIEE CETEBOE YIIPaBICHHUE
Y UCTIOJHSIOIIEE POJIb BUPTYaJIbHOM Tene(OHHON CTaHILIUU.

Puc.4. Kontposep 3oub1 (Gatekeeper)
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OCHOBHBIMHU (byHKI_[I/ISIMI/I KOHTPOJIJICPA 30HBI ABJISIFOTCA:

. VYnpasiieHue u ajipecaliys BbI30BOB

. ObecrieyeHrie OCHOBHBIMU TUIIAMU OOCTYKMBaHHS, TAKUMU KaK TeJIe(OHHbII
CIPaBOYHMK U cepBUCOM, XapakTepHbM 111 YATC (nepenava u nepeHanpaBiieHUE
BBI3OBOB U T.JI.)

. VYnpapieHue UCNOIb30BAaHUEM MOJIOCHI MpOIMycKaHus npuioxkenusmu H.323
TaKUM 00pa3om, 4To0bl 00ECICUnTh KauecTBO 00cayxuBanus (Q0S).

. VYpaieHue 0OLIMM UCIIOIh30BAaHNEM CETEBBIX PECYPCOB
. CucreMHOE aJMUHUCTPUPOBAHUE U oOecrieueHne 0e30MmacHOCTH

Hecmotrpss Ha TO, uto Pexkomenmauum H.323 onpegenstor KOHTPOJUIEP 30HBI  Kak
HeoOs3aTeNbHbI  KOMIIOHEHT, ©0€3 HEro HEBO3MOXXKHO BOCIIOJIb30BaTbCSl MOIIHBIM U
pa3HOOOpPa3HBIM CIIEKTPOM YCIYTr, MPEIyCMOTPEHHBIX co3aarensmu cTtanpapra H.323 nmns
npuioxenuit [P-Tenedonnn 1 MyaIbTUMEIMITHBIX TEIEKOH(EPEHITHIA.

o YcrpoiicTBO ynpaBJ/jieHUsi MHOToTo4euHoil koH(pepernuueii (Multipoint Control
Units (MCU))

VYerpoiicteo MCU npeanazHaueHo JUisl TOAAECPKKA KOH(EPEHIIMU MEXIy Tpemsi u OoJiee
y4aCTHHKaMU. B 3TOM yCTpOWCTBE MOJDKEH NPUCYTCTBOBAaTh KOHTposuiep Multipoint
Controller (MC), u, Bo3MoxHO, rporeccopbl Multipoint Processors (MP). KouTpomiep MC
noJiepkuBaeT mnpotokoid H.245 w mpenHazHayeH IS COTJIACOBAHUS —IapaMeTpOB
00paboOTKH ayaMo- ¥ BHJCONOTOKOB MEXIy TEepMHUHAIAMH. [Iporeccopsl 3aHHUMAIOTCS
KOMMYTHPOBaHHUEM, MUKIITUPOBAaHHEM M 00paOOTKON 3THUX MMOTOKOB.

Kondurypanus MHOTOTOUEUHOMH KOH(PEPEHIIMHA MOXKET OBITh IEHTPATH30BaHHOH,
JIeLIeHTPaIM30BaHHON, THOPUAHOM U CMELIaHHO.

N
|
/

Umcas! Avdio and Video

Multicast Audba and Video

e

Decontralized Contralized

Puc. 5. Cxembl IeHTpaIN30BaHHON U ICLIEHTPATM30BaHHON OpraHu3aluii KOHPepeHIuu B
H.323.

[enTpasu3oBaHHass MHOTOTOYEYHAs] KoH(epeHIus Tpedyer Hamuuus ycrpoiictea MCU.
Kaxnpiii Tepmunan obmenuBaercs ¢ MCU mnorokamu ayamo, BUAEO, JaHHBIMU U
KOMaHJIaMH YIIpaBlieHUs 1o cxeMme "Touka-touka'. Kontpomiep MC, ucnonas3ys mpoTOKOJ
H.245, onpenenser BO3MOXXHOCTH Kaxkaoro TepmuHana. IIpomeccop MP  dopmupyer
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HE00XOAMMBIE JUI KaKIO0ro TepMUHANIA MYJIbTUMEANIHbIC IOTOKK U pacchliaeT ux. Kpome
TOT0, IPOLIECCOP MOKET 0OecreynBaTh NPeoOPa30BaHUS MOTOKOB OT Pa3IMYHBIX KOJIEKOB C
pa3IMYHBIMU CKOPOCTSIMU JTAaHHBIX.
JeuneHTpaiu30BaHHAsI  MHOTOTOYEYHAas  KOH(MEpPEHIMS  HCIOJIb3YyeT  TEXHOJIOTHIO
IpYyINIIOBOM anpecanuu. YyacTByoomue B koHdepenuun H.323 TepMuHabl OCYIIECTBISIOT
MHOT0Q/IpECHYIO Tepesiauy MyJIbTUME1a MOTOKA OCTalbHBbIM YYaCTHUKaM 0e3 MOCBHUIKU Ha
MCU. Ilepenaya KOHTPOJBHON U yNPaBJISAIONICH MHPOPMAIIUN OCYIIECTBISETCS MO CXEME
"Touka-touka" mexay tepmuHaiamMu U1 MCU. B 3ToMm ciiydyae KOHTPOJb MHOTOTOYEYHOU
pacchbUIKU OCYILIECTBIISAETCS KOHTPOJIEPOM MC.
I'mOpuaHass cxema opraHu3anuy KOH(EPEHIICBSI3U SBISETCS KOMOHMHAIMEW JBYX
Opeaplaymux. YdyacTByoomue B KoHgpepeHimu H.323 TepMuHANbl  OCYIIECTBISIOT
MHOTOQJIpECHYI0 Tepefadyy TOJbKO ayIuo- WJIA TOJBKO BHAEONOTOKAa OCTAJIbHBIM
yuacTHukaM 6e3 mocbuiku Ha MCU. Ilepenada ocTanbHBIX HOTOKOB OCYIIECTBIISICTCS IO
cxeMe "Touka-touka' mexnay tepmuHaiamMu U1 MCU. B 3ToM cinydae 3aelCTBYIOTCS Kak
KOHTpoJuIep, Tak u nporeccop MCU.

)

- MCLU

¢/
Dacentralizad Hybrid

Centralized audo, data, and control
Desantial|zed wias

Puc. 6. Cxemsbl eLieHTpaIn30BaHHOM U cMelaHHO# opranu3auuii kondepenuuu B H.323.

B cMemanHol cxeme opraHu3anuy KOH(QEPEHICBA3M OJHA Tpylla TEPMHUHAIOB MOXKET
paloTaTh MO LEHTPATM3OBAHHON CXeMe, a Apyrasi IPyIa - 10 JIeLeHTPATU30BaHHO.

Tenaenuun pazsurus pekomenganmnii H.323

H.323 v.2

Bo Btopoit Bepcun H.323 v.2 pexomeHanuii ObUIM yCTpaHEHbI HEJOCTATKH MPEAbIAYIICH
BEpCUHU. bpuIM ycOBEpIIEHCTBOBAHHI cyniecTByromue nporokons: Q.931, H.245 u H.225, a
TaKK€ BBEIEH pAd HOBBIX. OCHOBHBIE TIPEMMYILECTBA HOBOW BEpPCHUM CTaHJApTa
3aKJTIOYAIOTCS B J100AaBICHUM (QYHKIUNA OE€30MacHOCTH, YCTAaHOBKH OBICTPOTO BBI30BA,
HEKOTOPBIX JIONOJHUTENBHBIX CEPBUCOB U MHTErpanuu nporokosnos H.323 u T.120.

. Oyuknun OezonacHoct (H.235) Brimouator B cebs obecrieueHue

ayTeHTU(UKauuu (MEXaHU3M, KOTOPbIM MOATBEPKIAET TO, YTO YYACTHUKHU
KOH(EepeHIIM HMMEHHO Te, 3a KOTOPBIX OHHU ce0s BBLIAIOT), IETOCTHOCTH
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H.323 v.3

(MexaHU3M, TOATBEPXKIAIOMIMA TO, YTO TIepeJaHHbIE TaKeThl He ObUIN
UCKaXXEHBI), KpUNTOrpaduyecKyio 3alluTy MepegaBaeMoid HHGOpManuu OT
HECaHKIIMOHUPOBAHHOI'O AOCTYTIA.

Oynkus Fast Call Setup pemaer mmeBIIyrocss B IEpBOM Bepcuu
npoOieMy, KOTJa MOCiIe TMPOXOXKICHUS 3BOHKA OJHOTO abOHEHTa IPYroMy
MorJIa ObITh 3aJepXKKa B IPOXOKACHUH ay U0 U BHICOTIOTOKOB.

[Ipotokon T.120 ObUT WHTErPUPOBAaH W B TEPBYIO BEPCHIO
pexomennauuit H.323, ogHako clieHapuu yCTaHOBKM 3BOHKAa ObUIM JIOBOJIBHO
cinoxubl. Bo BTopo#t Bepcum pexomenparuii H.323 sta mpobnema pemraercs
CIEIYIOIUM 00pa3oM: CTaHAapT TpeOyer, 4ToObl 00OPYJOBaHHME KOHEYHBIX
MoJb30BaTeIeH, MmojaepkuBatoniee oaHoBpemenno u  T.120, u  H.323,
ynpasisuiock 3BoHkamu 1o H.323. bosee Toro, corimacHo BTOpPOH BepcUU
pexoMenganuid T.120 sBasieTcs ONMIMOHAIBHON YacThio KoH(pepeHuu H.323 u
BO3MOKHOCTH jeiictBuil mo T.120 oTmaroTcss Ha YCMOTPEHHE KaKI0ro
ycrpoiictBa B H.323 koH]epeHInu no OTIAeIbHOCTH.

B tperveti Bepcum H.323 v.3 pekomeHganuii ObLIO BBEACHO HECKOJBKO HOBBIX
Bo3MOKHOCTeH. [Ipexae Bcero OHM KacaroTCs JIOMOJHEHMM K OCHOBHOMY JOKYMEHTY U
pexkomenauusm H.225.0, BHOCS yCOBEpUIEHCTBOBAHUS B apXHUTEKTypy cranjapta. Cpenu
HHUX MOKHO BBIJIEIIUTD:

H.323 v.4

Bonee s¢ddexkTuBHOE  HMCHoONB30BaHME ~ paHee  yCTAHOBJIEHHBIX
CUTHQJIBHBIX COEAMHEHUI, B YaCTHOCTH, MEXIy MYJIbTUMEAHA MUII030M U
KOHTPOJJIEPOM 30HbI

Bo3MoxHOCTH  mepeaapecanud  BbI30Ba  I[IPU  YCTAHOBJIIEHHOM
COeTMHEHNH

[ToBerieHo yno0cTBo mosydeHus: nadopmaimu 06 adonentax (Caller
ID).

CurnanbpHasg uH(OpMaIMs BKIOYaeT B ceds MHPOPMALUIO O S3bIKE
abOHEHTa, YTO paclIupsieT BOZMOKHOCTH 00pabOTKH BBI30BA.

[Ipemnoxen MmexaHu3M, 00JIeTHarOIINil J0OaBIEHNE HOBBIX KOJIEKOB.

MexaHu3M CUTHaJIM3alMd MOXET Tenepb ucnonb3oBars UDP
tpancnopt, BMecto TCP, 4To cymiecTBeHHO ajis KOHpEpeHIUH ¢ OOoJIbIINM
YHMCJIOM YYaCTHUKOB.

Beneno nonsitue ynpouieHHoro tepmunana (Simple Endpoint Type -
SET). Takue TepMUHAJIBI MOTYT HOJAECPKUBATH TOJBKO HE3HAUUTENbHYIO YacTh
pexomennanuit H. 323, Tem He MeHee oOecrieunBas MpOBEICHUE AYAHOCBS3U C
npyrumu H.323 tepmunanamu.

Beenena BosmoxkHocte SNMP -  ympaBiaenuss oOopynoBaHUEM
BUICOKOH(EPEHIICBA3H.

Wndpopmanmonnas  6a3a  ympasnenuss  (MIB)  onmceiBaercs
nokymeHTom H.341.

Yersepras Bepcus pekomennanuii H.323 v.4 npunsara 17 voa6pst 2000 roga. Tyna BHeceHO
MHOT'O M3MEHEHUH C LIebI0 MOBBIIEHUS HAJAEKHOCTH, MOOUIBHOCTH M TMOKOCTU CHUCTEM
BuneokoH(pepeHmmii. HoBble BO3MOXKHOCTH, Kacarouuecs MYJIbTUMEIua IUII030B U
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YCTPOMCTB MHOTOTOYEUHON KOH(EepeHIMH, HampaBlieHbl Ha TMOBBIIMICHHE KavecTBa
OpraHu3aliy U MPOBeIeHUS KOHPEPEeHIUU ¢ OOJIBIINM YHCIOM y4yacTHHKOB. [lepeuncium
HEKOTOPbIEC U3 HOBOBBEJACHUM.

. HoBble MexaHU3MBI OBBILICHUST yCTOWYUBOCTH padoTsl H.323 koHdpepeHmn.

. JIeKOMITO3UIIMS CTPYKTYPBI MYJIbTUMEINA IUII03a C LIEJIBIO0 OTACICHUSI MOLYIS
yIpaBiIEHUS OT UCIIOJHUTENBHBIX YCTPOUCTB.

. B03M0OXHOCTE MyJIBTUIUIEKCUPOBAaHUS ayiuo U Buaeo B oqHoM RTP noroke.

. Moaudukanus mnporecca pEerucTpalud Ha KOHTPOJUIEPE 30HBI C LENbIO
00JIErYuTh PEruCTPaLMIO OOJIBLIONO YMCIIa YYaCTHUKOB KOH(EPEHLUH.

. CoBepLIEHCTBOBAHME MEXAHU3MOB PACHpPElEICHUs HAarpy3Kd U ITOBBIILICHUS
YCTOMYUBOCTH pabOTHI KOHTPOJIEPOB 30HBI

. st repmunanoB H.323 mpegycMarpuBaroTCsi CriOCOOBI BBIIEICHHUS pealibHO
HEOOXOIUMOW MOJIOCHl MPONYCKAHMUS Kak /s OOBIYHOM, Tak W A TPYIIOBOU
azpecanuu.

Cucrembl ynpaBJieHUs] BUT€OKOH(epeH L CBI3bI0

CymiectByeT 0OIIEMHUPOBOE MPABUIO — YeM OOJBIIE CETh, TEM CIIOKHEE CEThI0 CTAaHOBUTCA
ynpaBiisAth. J[jsi oOecrieyeHns HAJICKHOCTH M TOBBIINICHUS OTKa30YCTOMYUBOCTU U 0OE30IIaCHOCTH
ceren BHI[COKOH(bCpCHIII/H/I HCIIOJIB3YIOTCA  TCXHOJIOT'UH, INOJIyYMBIIWC Ha3BAaHUC CHUCTCMbI
YIIPABJICHUS CETSIMH.

B nonsTHE CHCTEMBI VIIPABJICHUA CCTIAMU BI/I[[GOKOHd)CDGHIII/Iﬁ JOJIDKHBI BXOJAUTH

OO6paboTka u aHanu3 ouMOOK — obecreueHne HeoOXOAUMBIMU UHCTPYMEHTAMU JIJIsl OOHApYKEHUs
cO0EB M OTKAa30B CETEBHIX W TEPMUHAIBHBIX YCTPOWMCTB, OMPEACIICHUS MX MPHYUH M MPUHSATHSI
JCHCTBHI 110 BOCCTAHOBJICHHIO PA00OTOCIIOCOOHOCTH.

e VYmpaBneHue KOHQUrypalued — OTCIeKMBAHHE M HACTpOilka KOH(QUIypaluu CEeTeBOIrO
anmnapaTHO-IPOrPAMMHOI0 00eCIeUeHus.

e VYdyer — U3MepeHHe UCTIOIb30BaHUS U JOCTYITHOCTH CETEBBIX PECYPCOB.

e VYmpaBieHHe NPOU3BOAUTEIBLHOCTHIO — HW3MEPEHHE IPOU3BOJUTENBHOCTH CETH, cOOp U
aHaJM3 CTaTHCTUYECKOM HMHQPOpPMALUMU O TOBEJACHHWU CeTH M €€ MOJJepKaHus Ha
IPUEMJIEMOM YPOBHE KakK JIJIsl ONEPAaTHBHOTO YIPABICHHUS CEThIO, TAK M JUIS TUIAHUPOBAHHS
ee pa3BUTHSL.

e VYmpasieHue 0€30MaCHOCTBI0 — KOHTPOJIb JOCTYIa K 000PYJOBAaHUIO M CETEBBIM pPecypcaM ¢
BEJCHUEM JKYypHAJIOB JIOCTyNa /s OOHapyXeHMs, NpPeAOTBPAILICHUS U IpecedeHus
HECaHKLMOHUPOBAHHOTO JIOCTYTIA.

K ocHOBHBEIM cucTeMaM yHOpaBICHUS BI/II[eOKOH(I)epeHI_II/II/I OTHOCHAT:

o Tandberg: Tandberg Management Suite (TMS).

e Polycom: Polycom Converged Management Application (CMA); Distributed Media
Application (DMA); Global Management System (GMS); PathNavigator.

« Emblaze-VCON: Media eXchange Manager (MXM).

e Codian: Codian Management Platform (CMP); Codian Director; Codian Scheduller.

IIpousBoauTe M aNNAPATHLIX H NPOrPAMMHBIX PelIeHUH IS BUACOKOH(pepeH
3apy0e:kHble NPOU3BOAUTEIHN

o Polycom (CILA), anmapaTHbIe U IPOrpaMMHBIE PELICHUS
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Tandberg (Hopserwust), anmapaTHbie ¥ IPOrPaMMHBIC PEIICHHS
Sony (Snonwus), anmapaTHbIe perieHus

Aethra (Mtamust), annapaTtHbie pelieHus

Codian (AHrnus), anmapaTHeIe ¥ TPOrPAMMHBIC PEIICHUS
LifeSize (CILIA), anmapaTHble pemieHus

Vidyo (CIIIA), nporpaMMHBbI€ pEIICHUS

RadVision (U3pauns), anmapaTtHbie ¥ IPOrpaMMHbBIE PEIICHUS
Emblaze-VCON (M3pauip), annapaTHbIC B IPOrPAMMHBIE PEIICHHUS
AddPac (Kopes), annapaTHbIe peIICHHsI

Huawei Technologies (Kuraii), anmapaTHble pemicHus

Cisco Systems (CIIA), anmapaTHble peleHus

Scotty (AHrIHS), anmapaTHBIE PeIICHUS

e-works (Mtanus), mporpaMMHbIE PELICHUS

ARTA Software (Ka3zaxcran), mporpaMMHBIC PEIICHHS

Poccuiickue npou3BoauTe v

VPN

Buneollopt, mporpamMmMHBbIE pelICHUS

BuneoMocT, nporpaMMHbIE peIIeHUs

DiViSy, nporpaMMHbIe penieHus

Vidicor, anmapaTHO-IPOrpaMMHBIE PeIICHUs

Mototelecom Videomeeting System, mporpaMMHbIE€ pEeLICHUS

(amra. Virtual Private Network — BupryanbHas dacTHas ceTb) — 0O0OOIIEHHOE Ha3BaHHE

TEXHOJIOTUH, MO3BOJSIONINX 00ECIeYUTh OJJHO MU HECKOJIBKO CETEBBIX COCAMHEHUN (JIOTHUECKYIO
CeTh) TMOBepX japyroit ceru (Hampumep, Uurepuer). HecMoTpss Ha TO, YTO KOMMYHHKAIIUU
OCYILECTBISIIOTCS IO CETSIM C MEHBIIMM HEU3BECTHBIM YypPOBHEM JOBepHs (Hampumep, II0
MyOJIMYHBIM CETSIM), YPOBEHb JOBEpPUS K MOCTPOCHHOW JIOTMUECKOW CETH HE 3aBUCUT OT YpPOBHSA
noBepusi K 0a30BBIM CeTSAM Oyiarojaps HCIONb30BAHHUIO CPEACTB Kpunrorpaduu (mudpoBaHUIO,
ayTeHTHUKaIus, UHPPACTPYKTyphl MyOJMYHBIX KIIOUYEH, CPEICTBAM IS 3allUTHl OT TMOBTOPOB U
W3MEHEHHUS TepeIaBaeMbIX MO TIOTUYECKOU CETH COOOIICHMIA).

Traditionele opstelling Virtual Private Network

Publiek netwerk
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YPpoBHH peaniu3anuu

OO6bruH0 VPN pa3BEPTHIBAIOT HA YPOBHSAX HE BBIIIE CETEBOT0, TAK KaK MPUMEHEHHE KpUITOorpadhuu
Ha 3TUX YPOBHAX I03BOJIET UCIOJIb30BaTh B HEM3MEHHOM BHJIE TPAHCHOPTHBIE IIPOTOKOJBI (TaKue
kak TCP, UDP).

ITonw3oBarean Microsoft Windows o6o3nauaror tepmuaom VPN oy U3 peanu3anuii BUPTyaaIbHOM
cetu — PPTP, npruéM ucrnoab3yemMyro 3a4acTyro He JJis CO3AaHMsI YACTHBIX CeTeH.

Yame Bcero A CO3AaHMsS BUPTYaAJTbHOM CETH HCHOJB3YETCSl MHKANCYJSAIus mnpoTokoia PPP B
Kakoi-HUOYIb Npyrod mpotokos — |P (Takoii crocod ucnonb3yer peanusaims PPTP — Point-to-
Point Tunneling Protocol) wiu Ethernet (PPPOE) (xoTst 1 oHM uMeroT pasianuus). Texnonorus VPN
B TOCJICZIHEE BpPEMS HCIOJB3YETCS HE TOJBKO JUIA CO3JaHHsI COOCTBEHHO YaCTHBIX CEeTed, HO U
HEKOTOPBIMU [IPOBAMJIEPAMHU IIOCIEIHEN MIJIMY JIJIsl PEOCTaBICHHS BbIxo1a B IHTepHeT.

[Ipu 1OKHOM YpOBHE peall3alii M MCIIOIb30BAaHUH CIICIHAIBFHOTO MPOrPAMMHOTO 00ECIIeYeHUs
cetb VPN moxeT obOecrieunTh BBICOKUN YpOBEHb ImMdpoBaHus nepenaBaeMoit undpopmamnuu. [pu
IIpaBWJIbHOM HACTPOMKe BCceX KOMIOHEHTOB TexHooruss VPN obOecneunBaer aHoHUMHOCTE B Cetu.

Crpykrypa VPN

VPN cocTouT U3 JABYX uacTeil: «BHYTPEHHsSs» (IOJKOHTPOJbHAs]) CE€Th, KOTOPHIX MOMKET OBITh
HECKOJIBKO, U «BHEIIHSSD) CETh, 10 KOTOPOM MPOXOJUT MHKAICYJIMPOBAHHOE COEeIUHEHHUE (OOBIYHO
ucnonezyercss HuTepHer). Bo3MOXHO Takke MOAKIIOYEHHE K BHUPTYalbHOW CETH OTAEIHHOIO
komneroTepa. [logkmrouenune ynanéHHoOro mnosibs3oBaTenss K VPN mpou3BOIUTCS TMOCPEACTBOM
cepBepa JIOCTyIa, KOTOPBIA MOJKIIOYEH KaK K BHYTPEHHEH, TaKk M K BHEIIHEel (00IIea0CTyIMHOM)
cetu. [Ipu moakIrOvYEeHNN yAAIEHHOrO MOJB30BaTeNs (JIMOO MPU YCTAHOBKE COEAUHEHMS C APYroi
3alUIIEHHON CEThIO) CepBEp AOCTyMa TpeOyeT MPOXOXKICHHs Mpolecca UASHTU(GUKAIIUU, a 3aTeM
npouecca ayreHtudukarmu. Ilocne ycmemHoro mpoxoxkaeHuss o0OMX MPOIECCOB, YAAIEHHBIN
nmosib3oBareb (yAaleHHas CeTh) HaJeseTcss MOTHOMOYMSIMH [l padoThl B CETH, TO €CTh
MPOUCXOAUT MPOIECC ABTOPU3AIIUH.

IIpumepstr VPN

e IPSec (IP security) — wacrto ucnosb3yercs mosepx 1PvA.

e« PPTP (point-to-point tunneling protocol) — pa3pabarbiBajicsi COBMECTHBIMH YCHIHSIMHU
HECKOJbKUX KoMMaHui, BKiarodas Microsoft.

e PPPoE (PPP (Point-to-Point Protocol) over Ethernet)

e L2TP (Layer 2 Tunnelling Protocol) — ucnone3yercst B mpoaykrax kommanuii Microsoft u
Cisco.

e L2TPv3 (Layer 2 Tunnelling Protocol version 3).

e OpenVPN SSL VPN ¢ OTKpBITBIM HCXOIHBIM KOJIOM, TOJIepkuBacT peskumbl PPP, bridge,
point-to-point, multi-client server

MHorue KpynHble IpoBaiiepbl MpeasaraloT CBOM yCIyru 1o opranuzanun VPN-cereit 1 6uzHec-
KJINEHTOB.
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Kaaccndpukxanusa VPN

Knaccudukanus VPN
TCP/IP )
v [y
Kamanimi (2) T’“T:;’"M
1PX AppleTalk
. Ilo ypozuio
: Mo padoTsl,
HCTTONB3YEMOMY OTHOCHTENBHO
NPOTOKONY soaeny ISO/OSI
L , J
Knacendpunkauns
VPN
t ‘ )
Io crenenn Tlo cnocoGy [0 HasHa“CHHIO
FAMHIECHHOCTH peanH3auiH :
; Tp '
Momcpurcarnze| | Jammmemnae "’:;:‘"::'::i am‘::: Intranet VBN Extranct VPN
ROMILIERC
h A 4
Huterpuposanmoe Remote Access
peuresee VEN

Knaccudunuposars VPN perieHust MOXKHO 110 HECKOJIBKMM OCHOBHBIM ITapaMeTpaM:

Ilo cTeneHu 3aMIIEHHOCTH UCIOJIb3YeMOii cpeabl
3anuméHaeIe

HauGonee pactpocTpaH€HHBIM BapuaHT BHUPTYAIbHBIX YacTHBIX ceTell. C ero moMOIIbI0 BO3MOXHO
CO3/1aTh HAJIeXKHYI0O W 3alllMIICHHYI0O Ha OCHOBE HEHAJ&)KHON ceTu, Kak mpaBmio, MHTepHera.
[Mpumepom 3amumEnasix VPN smisrores: IPSec, OpenVPN u PPTP.

JloBepuTenbHbIe

Hcnonp3yroTest B ciiydasx, KOrja MepeJarollyl0 Cpeay MOXKHO CUMTATh HAJAEKHOW M HEOOXOIUMO
PEUINTh JIMIIb 3aJady CO3/aHHsS BHPTYaJIbHOW IMOJCETH B paMKax OOJbINeH ceTH. 0e30macHOCTH
CTaHOBSTCS HeaKTyadbHbIMU. [IpumMepamu mogooubx VPN pemrenuii seisitotest: Multi-protocol label
switching (MPLS) u L2TP (Layer 2 Tunnelling Protocol). (TouHee cka3aTh, YTO 3TH MPOTOKOJIBI
MePEKIIABIBAIOT 3a7ady OOecTieueHnsl 0e30macHOCTH Ha npyrue, Hampumep L2TP, xak mpasuio,
ucnosb3yercs B mape ¢ [PSec).

IIo cnoco0y peanuzanun
B BHJIe cienuansHOTO MPOrpaMMHO-AIapaTHOTO 00ECIICUCHUS

Peammzauus VPN cetu OCYHICCTBJIACTCA IMPU IMOMOINH CIHCHUAJIBHOI'O KOMINICKCA MNPOrpaMMHO-
armapaTHbIX CpPEACTB. Taxkas peann3anud obecreynBacT BBICOKYIO HPOU3BOAHUTCIBHOCTE H, KakK
IMpaBUJIO, BBICOKYIO CTCIICHb 3alUIIEHHOCTH.
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B Buze nporpaMMHOI0O penieHus

Hcronp3yloT MepCOHANbHBIA  KOMIIBIOTEP CO  CHCIHAJIbHBIM POTPAMMHBIM OOCCIICYCHUEM,
obecnieunBarOIUM (HYHKIIMOHATEHOCTH VPN,

WuTerpupoBanHoe perieHue

OyHKkIMOHATBHOCTE VPN  o0ecrmeunBaeT KOMIUICKC, PEIIAIONINN Takke 3a1adud  (UIbTPAIuN
CETeBOTO TpaduKa, OpraHU3aIuu CETEBOTO PKpaHa U 00ecIeueHns KayecTBa 00CTyKUBaHUSI.

ITo TNy nporoko.sa

CymiecTByOT peanu3anui BHPTyalbHbIX 4yacTHBIX cetedl mox TCP/IP, IPX u AppleTalk. Ho Ha
CeTOTHSIIHUI JIeHb HaOI0JaeTcsl TeHICHLHUs K BceoOmemy mepexony Ha mpotokon TCP/IP, u
abcomoTHOe OoybmMHCTBO VPN permeHnii moaaepkuBaeT UMEHHO ero. Anpecarus B HEM dalie
BCEro BBIOMpaeTcs B cooTBeTcTBHM co craHmapromM RFC5735, w3 amama3ona lIpuBaTHBIX cerei

TCP/IP

Ilo YPOBHIO CE€TEBOI'0 MPOTOKOJA

[To ypoBHIO CETEBOro MPOTOKOJA HAa OCHOBE COIOCTABICHUS C YPOBHSAMH STaJOHHON CETEBOM
moxenu ISO/OSI.

Iu¢ppoBanue

[udposanue ¢ ucrnonb3oBanreM nporokona MPPE (Microsoft Point-to-Point Encryption)

Metox MPPE (Microsoft Point-to-Point Encryption) ucnons3yercs uist mudpoBaHusi JaHHBIX B
MOJAKIIIOUEHUSX yIAIeHHOro nocryna Ha 0Oasze mpotokoia PPP (Point-to-Point Protocol) wiu
MOJIKITIOYEHUSX K BUPTyasbHOU yacTHOU cetn (VPN — virtual private network) mo nporokomy PPTP
(Point-to-Point Tunneling Protocol). ITogmepxwuBatorcst cxembl mudppoBanus MPPE ¢ 128-
pa3psAIHBIM  KIIO4OM (YyCWJIEHHAs), € S56-pa3psaHbiM KIIO4oM U ¢ 40-pa3psgHbiM  KIIFOYOM
(cranmaptHas). MPPE obecnieunBaet 6e3omacHocTh AaHHbIX A7 noakmoueHuit PPTP mexny VPN-
KJIMEHTOM u VPN-cepeepoM.
MPPE TtpeOyer wucmnonb3oBaHHs KIO4Yel mudpoBaHus, T€HEPUPYEMBIX B IMpoliecce MPOBEPKU
noytrHHOCTH 10 potokoay MS-CHAP (Microsoft Challenge Handshake Authentication Protocol),
MS-CHAP v2 (Microsoft Challenge Handshake Authentication Protocol Bepcun 2) numun EAP-TLS
(Extensible Authentication Protocol-Transport Level Security).
UroOpl BKIIOUWTH MMH(pOBaHUE NaHHBIX ¢ ucnoib3oBaHueM MPPE na mogkmiouenumsix VPN,
HEOO0X0/IMMO aKTHBHU3HMPOBATh MPOBEPKY MOMIUHHOCTH 10 mpotokony MS-CHAP, MS-CHAP v2
nnu EAP-TLS. Bce 3t MeToasl MPOBEPKU MOAIMHHOCTU T'€HEPUPYIOT KIIIOYH, MCIIOJIb3YyEMBIE B
npoiiecce mudpoBaHus.

[[Mudposanue ¢ ucnonszoBanuem npotokona [PSec (Internet Protocol security)

IPSec — 3710 HabOp cimyx 0 3alUTHl W MPOTOKOJIOB OE30MMACHOCTH, OCHOBAaHHBIX Ha CpEACTBAaX
Kpunrorpaguu. ITOT MPOTOKOJI MPEACTaBIIeT OJHO M3 Haubojee MepClEeKTUBHBIX HalpaBJICHUI
pa3BUTHA CPEACTB 3amuThl ceteid. Tak kak mpotokon IPSec He TpebyeT u3MEHEHMs MPHUIIOKEHUN
WJIY TIPOTOKOJIOB, OH JIETKO Pa3BEPTHIBAETCS B CYLIECTBYIOLIUX CETAX.

[PSec obecnieunBaeT NpoBepKy MOAIMHHOCTH Ha YPOBHE KOMIBIOTEpa U MIM(PPOBAHUE JTAHHBIX JJIS
noaxmoueHuit VPN, ucnons3yromux nporokon L2TP. CormacoBanue [IPSec mexny JoKanbHBIM
KoMmnbroTepoM M VPN-cepBepoMm, wucnospsyronmm L2TP, BbImonaHsAeTCs mnepex yCTaHOBKOU
noaxioueHus L2TP. Do cornacoBaHne 3aliuinaeT v Maposiu, U JaHHbBIE.

[Ipu B3aumoneiictBun c¢ IPSec mpotokon L2TP wucnonb3yer crangapTHbIE METOIbI MPOBEPKU
noyinHHOCTH Ha Oaze PPP, takue xak EAP, MS-CHAP, MS-CHAP v2, CHAP, SPAP u PAP.
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Tun mmdpoBaHus omnpenenseTcs TaK Ha3bIBaeMbIM comocTaBieHreM Oe3omacHoctu [PSec.
ConocraBnenre 0€30MacCHOCTH — ATO HAOOp aTpuOyTOB, COCTOSIIMI M3 aapeca Ha3HAuCHUS,
MPOTOKOJIa 0E30MaCHOCTH U YHUKAIBHOTO WACHTH(HKATOPA, HA3bIBAEMOTO WHAEKCOM IMapaMeTpOB
0€301MacHOCTH. [lonnep>xuBarorcs clenyolme aJITOPUTMBI mppoBaHUS:
. DES (Data  Encryption Standard), HCIIOJIb3YIOLIUI 56-pa3psaHbIi KJIIOY;
* 3DES (Triple DES), ucnionb3yromuii Tpu 56-pa3psaHbIX KI04Ya | MpeIHa3HAYCHHBIA IS CPEIbI C
BBICOKUM YPOBHEM 0€3011aCHOCTH.

Ilo Ha3HaYeHMIO

Intranet VPN

HCHOJ’IB?»YIOT JJIA O6’L€,I[I/IHCHI/I$I B CAUHYIO SaH_II/IH_[éHHYIO CE€Thb HECKOJIbKHX paCHpCI[eJ'IéHHLIX
(bl/IJII/IaJIOB OI[HOI71 OpraHu3anuvu, OGMGHI/IBaIOH_II/IXCSI JaHHBIMU 110 OTKPBITBIM KaHAJIaM CBA3H.

Remote Access VPN

Hcnonp3yroT Juis cOo3laHusl 3allUIIEHHOIO KaHajga MEXKIy CErMEHTOM KOpPIOpaTUBHOM ceTu
(ueHTpasibHBIM OucoM WK (UIHATIOM) U OAMHOYHBIM I0Jb30BaTENIeM, KOTOPbIH, paboTas qoma,
MOJIKJIIOYAETCSl K KOPIOpPaTUBHBIM pecypcaM ¢ JIOMAIIHEro KOMIIBIOTEpa, KOPIOPATHBHOIO
HOYTOYKa, cMapT(]oHa WM HHTEPHET-KUOCKA.

Extranet VPN

Hcnone3ytoT myisg ceTedl, K KOTOPBHIM MOJKIIOYAIOTCS «BHELIHUE)» I0JIb30BaTeIN (HampUMep,
3aKa34YMKHU WM KJIMEHTHI). YPOBEHD JIOBEPHUS K HUM HAMHOTO HUXE, YeM K COTPYIHHUKAM KOMITAaHHH,
no3ToMy Tpebyercss oOecredeHre CHEelHAlbHBIX «PYyOeXei» 3alluThl, MPEeIOTBPAIIAONINX HIN
OTPAaHUYUBAIOIIUX JTOCTYII IMMOCIETHUX K 0C000 IEHHOH, KOH(DUICHITNATEHOW HH(pOpMAIIHH.

Internet VPN

Hcnonp3yeTrcs A MpenocTaBlIeHUsl JOCTyNa K HHTEPHETY NpoBaiiiepaMu, OOBIYHO B CIIy4yae €Cliu
110 OTHOMY (pH3HUECKOMY KaHaTy HOJKIFOYAIOTCS HECKOJIBKO OJIb30BaTEEH.

Client/Server VPN

On ofecrieunBaeT 3alIUTy TEpEIaBaeMbIX JAaHHBIX MEXIY JBYMsS Yy3JdaMH (HE CeTSMH)
KopropaTuBHON ceTh. OcoOeHHOCTh JaHHOIO BapuaHTa B ToM, 4To VPN cTpoutcs mexny ysnamu,
HaXOAALIMMHUCS, KaK MPaBWJIO, B OJTHOM CErMEHTE CETH, Halpumep, Mex1y padouell cTaHuue u
cepeepoM. Takas HEOOXOAMMOCTh OYEHb YacTO BO3HUKAET B TEX CIlydyasX, KOrJla B OJIHOM
¢u3nyeckoil cetm HEOOXOAMMO CO3AaTh HECKOJIBKO JorHyeckux cereil. Hampumep, xorma Hano
pa3nennuth Tpahuk MeXIy (UHAHCOBBIM JeNapTaMEHTOM M OTJEIOM KaJpoB, OOpallaroumxcs K
cepBepaM, HaXOSAIUMCS B OJHOM (PM3MUECKOM CETMEHTE. DTOT BApHAHT MOXO0K Ha TEXHOJIOTHIO
VLAN, HO BMecTO pa3aenenus Tpaduka, UCIIONb3YyeTCs €ro mudpoBaHue.

Skype

Skype (mpomsHOCHTCS «CKail») — OecIulaTHOE HPONPHETApHOE MPOrpaMMHOE OOECIeYeHue C
3aKpBITBIM KOJOM, o0ecrneurBarollee MHU(QPOBAHHYIO TOJIOCOBYIO CBs3b uepe3 HMHTepHeT Mexay
kommbtotrepamu (VOIP), a Taxke miuaTtHele YCIyrH Uil CBS3H C aDOHEHTaMU OObIYHOW TenedoHHOM
CETH.

[Iporpamma Tak)ke MO3BOJISIET COBEpINATh KOH(MEPEHI-3BOHKH (IO 25 ToJOCOBBIX aOOHEHTOB,
BKJIOYasi MHUIIMATOpA), BUICO3BOHKU (B T.4. BuAeokoH(pepeHuuu a0 10 aOoOHEHTOB), a Takxke
obecrieynBaeT nepeiady TeKCTOBBIX cOO0IeHNH 1 hailyos.
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TexHogorusa

B otnuune ot MHOTHX Apyrux mporpamm IP-tenedonuu, nis nepenayn qaHHbix Skype ucronb3yer
P2P-apxutektypy. Kartanor nmons3oBareneii Skype pacrpeneiéH mo KOMIbIOTEpaM MOJIb30BaTeNIeH
cetu Skype, UTO MMO3BOJISET CETH JIETKO MacIITabUpPOBATHCS 10 OYEHb OOJIBIIUX Pa3MepoB (B JaHHBIN
MomeHT Oonee 100 MWILIMOHOB monb30Barenei, 15—20 MWUIMOHOB OHJaiH) 6e3 noporoi
UH(PACTPYKTYPhl LIEHTPAIU30BAHHBIX CEPBEPOB.

Kpome Toro, Skype MokeT MapIipyTu3upoBaTh 3BOHKH Yepe3 KOMITbIOTEPHI APYTHX MOJIb30BATEICH.
OTO MO3BOJISIET COEOUHATHCS JPYr C JAPYroM IoJib3oBarensM, Haxonsmmmucs 3a NAT wiun
OpaHIMay’poM, OJHAKO CO3/4aéT OMOJIHUTENbHYI0 HAarpy3Ky Ha KOMIBIOTEphl M KaHAJbl
M0JIb30BaTeNeH, MOAKIIOUEHHBIX K IHTepHeTy HanpsIMyIo.

ENVMHCTBEHHBIM UEHTpPAIbHBIM d3JeMEHTOM s Skype sBisieTcss cepBep HIEHTH(UKALWU, Ha
KOTOPOM XpaHATCS YYETHbIC 3allUCU I10JIb30BaTeNe U pe3epBHbIE KONMM UX CIIMCKOB KOHTAaKTOB.
[leHTpanbHbI cepBep HYXKEH TOJIBKO I YCTAHOBKU CBA3U. [locie TOro xak CBsi3b YCTaHOBJICHA,
KOMIIBIOTEPH! MEPECHIIAIOT T'OJIOCOBBIE JaHHbIE HANPSAMYIO JPYr Apyry (€ciau Mexay HUMH €CTh
npsiMasi CB3b) WIM 4epe3 SKype-nocpeaHuk (Cynepysesl — KOMIBITEP, Y KOTOPOro €CTh BHEIIHUMN
IP-anpec u otkpeiT TCP-mopt nns Skype). B wacTHOCTH, ecii [Ba KOMIIbIOTEpa, HAXOISIIUECS
BHYTPH OJHOW JIOKAJbHOW CETH, YCTaHOBWJIM MeEXIy co0oii Skype-coemuHeHune, TO CBs3b C
VHTepHETOM MOKHO TNpepBaTh U pas3roBop OyaeT HpoaoJDKaThes BIUIOTH /10 €r0 3aBeplIEeHUs
MOJIb30BATEISIMH MIIA KaKOTO-TTMO0 cO0s CBSA3M BHYTPHU JIOKATBHOM CETH.

Brarogapst ucnionb3yembimM Skype kojekam (anroputmam cxatus qanubix) SVOPC (16 k'), AMR-
WB (16 xI'm), G.729 (8 xI'm) u G.711 (panee ucnonpzoBanuck Takke |LBC u ISAC) u mpu
JOCTaTOYHOM CKOPOCTU MHTEepHET-coeanHeHus (30—60 kOuT/c) B OOJBIIMHCTBE CIy4aeB KauyeCTBO
3BYyKa COTIOCTABUMO C KQ4eCTBOM OOBIYHOW TeIeOHHOH CBS3H.

ITpu ycranoBke coenunenus Mexay [1K nannsie mudpyrores npu nomomm AES-256, 11 nepenadn
KIII0Ya KOTOpPOTO, B CBOIO odYepenb, ucnoib3yercss 1024-OutHblii kimod RSA. OTKpBITBIE KIHOYH
NoJIb30BaTeNe CepTUGHUUMPYIOTCS LEHTPAJbHBIM cepBepoM SKype mpu BXOJ€ B CUCTEMY C
ucnoibp3oBanueM 1536- i 2048-6utHbix ceprudukaroB RSA.

VolIP-nporokon Skype 3akpbIT U HCHOJIB3YyeTCS TOJBKO OPUTHHAIBHBIM  MPOTPAMMHBIM
obecnieuenueM Skype. IIpu nmomomu APl x ero ¢yHKIUSM MOTYT IMOJIy4aTh AOCTYIN MPOTPaMMBbI
CTOPOHHMX pa3pabOTUMKOB.

OdunmanbHO TOATBEPKAEHHBIX Pa3padOTINKOM CIIydaeB paciuppoBKY W/WIIM TIepexBarTa JaHHBIX B
Skype He 3adpuKcHpOBaHO, U OONBIIMHCTBO CIELCIYKO BBIPAXKAIOT MO ’TOMY MOBOAY HEJIOBOJIBLCTBO.
OnmHako TPaBOOXpaHUTEIbHBIE OpraHbl ABCTPHM Ha BCTpeYEe C TNpoBaiiiepaMd B MECTHOM
MuHHCTEpCTBE BHYTPEHHHMX /€7 COOOIIMIM, YTO MPOBENU «3aKOHHBIA nepexsar IP-tpaduxay 25
utoHs 2008 rona. AHaJIOTMYHOE 3asiBICHHUE MPO3BYYAIO M OT IPEJICTABUTENS OPraHOB BHYTPEHHUX
nen Apcrpanuu. Takke, 6maronapst yreuke MH(GOpPMAaLUMHU, CTaJl0 U3BECTHO O pa3paboTke (pupmoit
Digitask mporpammbl mnepexBara OHJIAWH-KOMMYHUKAIIMA TIO 3aKa3y OJHOTO W3 MHHHCTEPCTB
baBapuu, a xomnanus FaceTime pa3paborana ckanep 3amuiéHubix IM-coobmenuii Skype. Kpome
TOT0, O HAJIMYMH pelieHuit A npociaymmBanus Skype o0bsBuin Biactu HIseiinapun u @Chb.

Jlnist cTaOUIIBHOTO MCIIOb30BAHUS BUJICOCBSI3U HEOOXOAMMa CKOPOCTh MHTEPHET-COSAMHEHUS OoJiee
200 xOwuT/c 1 KenaTeabHa TaKTOBast yacToTa mporeccopa He Menee 1 I'Tr

Yar

Skype mo3BoJIsIeT MOIB30BaTESAM 0OIIATHCS € TIOMOIIIBIO ToJIoca U 00JIee TPATUIIMOHHBIM CITOCOOOM
C TIOMOIIBIO TEKCTOBBIX cooOmieHuit (IM-uara). ['omocoBoit 4aT MO3BONSIET KaK pa3roBapUBaTh C
OJHHUM IIOJIB30BaTCIISIM, TaK U YCTpaI/IBaTI) KOHCbeDeHII-CBﬂSI). OH I/ICHOJ'IBSYGT CO6CTB€HHI)I€ KOJCKH.
SKype-daT Mmo3BoJIIET yCTpauBaTh TPYIIOBBIE YaThl, MOCHUIATh CMAIJIMKH, XPAHUTh HCTOPHIO.
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Taxke mnpenoctaBistoTcst oObyHBIE U1 IM-4aToB BO3MOXKHOCTH — MpPOGMIN TOJB30BaTENs,
MH/IMKATOPBI COCTOSAHUSA (CTATyC) U TaK Jajee.

IonbiTkH 3anipeTa Skype

KoMmuccuss mo TeirekoOMMyHUKalMsIM M HMH(DOPMALMOHHBIM TEXHOJOTHsIM Poccuiickoro corosa
npombiiieHHUKOB U npeanpunumarenei (PCIIIT) roroButr pekomenanuu 1o 3amnpery B Poccuu
Skype. Mntepechl cBsizuctoB-yuyactHukoB PCIIIT scupl: Onaromaps Hamuuwmio SKype, MHJITHOHBI
nosib3oBareneil MurepHera B Poccun HMMEIOT BO3MOXKHOCTH OOOMTH CYyIECTBYIOLIME BBICOKHE
Tapudbl Ha MEXIYyHapOJHYI TeiedoHHYIO cBsi3b. Kpome Toro, muunumartopsl 3anpera u OCh
YTBEPKAAIOT, 4TO SKype TpyIHO MOACTYIINBATh U3-32 OTCYTCTBUS ero noakaodeHust K COPM.

B benopyccun Bce 3BOHKM 1O CeTH (DUKCHUPOBAaHHOW CBSI3M JOJDKHBI [IPOXOJUTH uepe3
rOCYJapCTBEHHOTO OIEpaTopa, a UCIOJIb30BaHUE IPYTHX MEXKAYHApOIHBIX ceTel, BKmouas Skype,
CUMTAETCS HAPYILIEHUEM 3aKOHO/1aTeIbCTBA.

KpynHeiimas eBporeiickas TeJIeKOMMYHHUKaIlMOHHAs kommanus Deutsche Telekom 3asBuia, uto
Oyner OnokupoBath SKype Ipu MOMBITKE UCTIOIB30BaHusI ee ¢ iPhone.

Hoctyn k Skype MOoKeT OBbITh 3a0JIOKHPOBAH almapaTHBIMK cpencTBaMu. [1oq00HbIe peleHus ecTh
y Verso Technologies u Cisco Systems. B yacTHOCTH, MMM TOJib3yeTcs KpYyHMHEHIINi KuTaiickuii
nposaiinep China Telecom. /Io maprta 2010 roga anajsoru4ubiM oOpa3zom Skype OJIOKMpoBanu B
OAD.

B orBer Ha momnbiTkH 3ampera Skype ero pa3pabOoTYHKU HA4adu BHEAPATH B MPOrpaMMy CpPEICTBa
MackupoBku Tpaduka ana odxona 61okupoBku VolP. Kpome toro, Skype moxer paboTtars BHyTpu
aHOHMMHOU cetu |12P, moaseprasch mpu 3TOM JOIMOJHATEIIFHOMY MHOTOYPOBHEBOMY IIH(POBAHUIO
U aHoHMMH3aIMH, Takke Skype Moxer pabotath c npokcu-cepepamu, VPN u Tor, uto
MIPAKTUIECKH CBOAWT Ha HET () (PEKTUBHOCTH €ro OJIOKUPOBKH.

Kpurunka

e Skype npakTHUeCKH HEBO3MOXKHO MPOCIYIIATh, 32 YTO €r0 KPUTUKYIOT CIEICayKObl MHOTUX
cTpaH. B To e Bpems caMm cepBHC He pa3 00BUHsUICA B mMUoHaxe B noib3y CLIA u Kuras.

e OaHMM M3 HENOCTAaTKOB SKype CUMTaeTCsl MCHOJb30BAHUE MPONPHUETAPHOTO MPOTOKOIIA,
HECOBMECTUMOI'O C OTKpBITBIMU cTaHaapTamu (Takumu, kak SIP wim H.323). Onnako
orepaTop poccuiickoit cetu Sipnet cymen HanaauTe B3auMoeiicTBue co Skype.

e B mnponecce pabGorel Skype reHepupyer TUNMUHBIA g P2Z2P-ceteii u Hen3OexHbII
MOCTOSIHHBIM TpadUK, KOTOPHI MOXKET JOCTUraTh rurabaiita B Mecsl. PemeHuneM aaHHON
pobaeMbl MOXKET OBbITh 3ampeT B (alipBosie BXOIAMMX coeauHeHuil ans Skype. B Bepcun
st wiargopmel Windows 3Ty (YHKIMIO Takke MOXXHO OTKJIIOYUTH PEIaKTUPOBAHHEM
peectpa.

e Ha xoudepennmu Black Hat Europe 2006, mocBsmiénHo#l Bompocam HHGMDOPMAIMOHHOK
OezonacHocTH, ObLT MpeAcTaBieH ananus Skype. Cpeau npodero, Tam ObLTH OTMEUYCHBI:

e HMHTEHCHUBHOE HCIIOJIb30BAHUE aHTUOTIAJ0YHBIX MPHUEMOB U 00 yCIIMPOBAHHOTO KO/1a;

o ITIOCTOAHHAA nepezlaqa JaHHBIX (}1a>Ke B CI/ITyaHI/IHX, Korma camMma nporpaMMa
HAXOJUTCS B PEXKUME 0XKUIaHUA);

e ucnoab3oBanue 3G-ceTen.

o Kpuc Kacniepcku aktuBHO Kputukyet Skype:
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http://ru.wikipedia.org/wiki/%D0%A1%D0%9E%D0%A0%D0%9C
http://ru.wikipedia.org/wiki/Deutsche_Telekom
http://ru.wikipedia.org/wiki/IPhone
http://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%B2%D0%B0%D0%B9%D0%B4%D0%B5%D1%80
http://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82_%D0%B2_%D0%9A%D0%B8%D1%82%D0%B0%D0%B9%D1%81%D0%BA%D0%BE%D0%B9_%D0%9D%D0%B0%D1%80%D0%BE%D0%B4%D0%BD%D0%BE%D0%B9_%D0%A0%D0%B5%D1%81%D0%BF%D1%83%D0%B1%D0%BB%D0%B8%D0%BA%D0%B5
http://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%BE%D0%BD%D0%B8%D0%BC%D0%BD%D1%8B%D0%B5_%D1%81%D0%B5%D1%82%D0%B8
http://ru.wikipedia.org/wiki/I2P
http://ru.wikipedia.org/wiki/%D0%A8%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5
http://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%BA%D1%81%D0%B8-%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80
http://ru.wikipedia.org/wiki/VPN
http://ru.wikipedia.org/wiki/Tor
http://ru.wikipedia.org/wiki/%D0%A1%D0%BF%D0%B5%D1%86%D1%81%D0%BB%D1%83%D0%B6%D0%B1%D1%8B
http://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%BF%D1%80%D0%B8%D0%B5%D1%82%D0%B0%D1%80%D0%BD%D0%BE%D0%B5_%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%BD%D0%BE%D0%B5_%D0%BE%D0%B1%D0%B5%D1%81%D0%BF%D0%B5%D1%87%D0%B5%D0%BD%D0%B8%D0%B5
http://ru.wikipedia.org/wiki/SIP
http://ru.wikipedia.org/wiki/H.323
http://ru.wikipedia.org/wiki/%D0%9E%D0%BF%D0%B5%D1%80%D0%B0%D1%82%D0%BE%D1%80_%D1%81%D0%B2%D1%8F%D0%B7%D0%B8
http://ru.wikipedia.org/wiki/Sipnet
http://ru.wikipedia.org/wiki/P2P
http://ru.wikipedia.org/wiki/%D0%A4%D0%B0%D0%B9%D1%80%D0%B2%D0%BE%D0%BB
http://ru.wikipedia.org/w/index.php?title=Black_Hat&action=edit&redlink=1
http://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%B1%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D1%8C
http://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%B1%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D1%8C
http://ru.wikipedia.org/wiki/%D0%9E%D0%B1%D1%84%D1%83%D1%81%D0%BA%D0%B0%D1%86%D0%B8%D1%8F
http://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D1%81_%D0%9A%D0%B0%D1%81%D0%BF%D0%B5%D1%80%D1%81%D0%BA%D0%B8

Skype — 5310 u€pHBI SOMK C MHOTOYPOBHEBOH CHUCTEMOM IIU(POBaHUs, HANMUYKaAHHON
aHTUOTJAJOYHBIMU  NpuéMaMu  HCHOJHAeMoro  (aiila, CUUTHIBAIOIIMA C  KOMIIbIOTEpa
KOHQHUICHIMATBHYI0 HH(POpPMAIMI0O M TepeAaonii e€ B CeThb MO0 3aKPBITOMY IPOTOKOINY.
ITocnennuit o0xoaur OpaHaMay’pbl M CYpOBO MACKHUPYeT CBOM TpauK, MNPEnsTCTBYS €ro
OnokupoBaHuto. Bcé€ 3ro mpeBpamaer Skype B HaeaqbHOro NEPEHOCUMKA BUPYCOB, uepBell U
JPOHOB, CO3AIOIIUX CBOU COOCTBEHHBIE pacHpeie/IiEHHbIE CeTH BHYTpU Skype-cern. ...

Skype akTHBHO M3ydaeTcs B XaKepPCKHUX JIAOOPAaTOPHUIX M Security-opraHu3amnusix 1o BCeMy MHpPY,
OOJIBLIMHCTBO MCCie0oBaTeNel eMHOAYIIHO CXOAATCS BO MHEHHMH, YTO SKype — 3TO JbSBOJILCKU
XHUTpasi MporpaMma, HalMcaHHas OECCIIOPHO TaJaHTIMBBIMHU JMOIbMHU B cTmiie Black Magic Art.
Skype He Ope3ryeT rps3HbIMH TPIOKaMH, CO3JIAI0IIMMU OIPOMHBIE TPOOIIEMBI.

e K Bepcun Skype mox Linux BBICKa3bIBaIOTCS IPETEH3UU O TOM, YTO UM YHUTAIOTCS (haiiibl,
coJIeprKallye aposu.

e B ¢espane 2007 cramo uzBecTHO 00 ommubKe, B pe3ynbrare KoTopoit Skype co3maér B
Katajore Uil BpeMEeHHbIX (ainoB Qain  1.c0m, KOTOpPBIA TO3BONSAET CUYHUTHIBATH
unpopmanuto u3 BIOS. CormacHo uHdpopmamuu u3 oduIHaIbHOrO O50Ta, 3TO OBUIO
BBI3BAHO KCIIOJIb30BABIIICHCS B MOJKI04aeMoM Monyie SKype Extras Manager cucrembl
6e3omacHocT, wu3rotoBineHHOW ¢upmoit EasyBits Software, koropas Ttakum o0Opa3zom
nojiyJajia CEpUMHBIA HOMEpP MATEPUHCKOM IUIaThl ISl OJHO3HAYHOW HACHTHU(PUKAILIMU
KoMIbloTepa. JlanHas cuctema He ucnonb3yercs B Bepeusax 3.0.0.216 u crapiue.

e Kak u mobas cetb, pabotatomias mno npunuuny P2P, Skype mnoaBep:keH BUPYCHBIM
AMUACMHSIM. YK€ H3BECTHBI CIy4aWl pPACIpPOCTPAHEHHUS BPEAOHOCHBIX  IPOTPAMM,
MepPEeXBaTHIBAIOIINX U 3aIMCHIBAIOIINX PAa3roBOpsI B Skype.

e He cymecrByer nunykc-Bepcun Skype mnst 64-O6utHoil apxutekTypbl. Ha odummamsHOM
caiire Skype ecth apxuB mus Ubuntu x64, HO 3TO JI0Xb, OH HUCIOJNB3YeT 32-OUTHBIC
OMOINOTEKHU.

Openmeetings

CepBuc Openmeetings npeaHa3HaueH JUIisl OpraHu3alMyi UHIUBUAYAIbHBIX U TPYNIIOBBIX BEOMHAPOB
B PEXHUME PEAILHOTO BPEMEHU C NepeAadeil BUIEO U ay[AHO CUTHAJIOB MEXIY ydacTHHKamu. [l
paboThI C CEpPBUCOM MOTYT OBITh UCIIOJIB30BAHbl Pa3IMUHbIE IIUPOKO PACIPOCTPAHEHHbIE UHTEPHET-
Opayzepsl (cM. Tex.TpeGoBaHus) B cTaHAApTHOM KOHUryparuu. Hukakoro crenuaiu3upoBaHHOTO
MIPOrpaMMHOT0 OOecreueHus: Ha paboyeil CTaHIIMU yYacTHUKA He TpeOyeTcs.

Paznuunble pexuMbl pabOTHI MO3BOJISAIOT OPraHM30BaTh BEOMHApPHI PAa3IUYHOTO BUAA — JIEKIUU
(mybnnyHOE BellaHHWEe JEKLIUU OJHOTO0 Y4aCTHHUKa-MOJepaTopa), AUCIYThl W Auanoru (myOinyHoe
BEIIaHUE BEACHUS Juajiora MEXIy IBYMs Y4YacTHUKaMH), KOH(pepeHIMH (ITyOJMYHOEe BellaHue
oOIIeHHs] BCEX YYaCTHUKOB Mexay co0Ooi). B nmanHoMm ciydae moj mMyOJUYHBIM BelIaHUE
MOJIpa3yMeBaeTcsi IPOCMOTP M MPOCIYIIMBAHHE BCEMH OCTAJIbHBIMHM YYaCTHHUKaMH BeOMHapa.

Texnuveckue TpeGOBaHUsI K padoyel CTAHIMM YYACTHUKA

Ha MoMeHT Hammcanusi TaHHOTO JIOKyMeHTa pabora cepBruca Openmeetings Obuta MpOTECTUPOBaHA
Ha paboYuX CTAHIUAX C OMEPAIIMOHHBIMH CHUCTEMaMHU:

*Microsoft Windows XP SP3;

*Microsoft Windows Vista;

*Microsoft Windows 7 Basic edition.

B kauecTtBe nHTEpHET-Opay3epoB ObUIH UCIIOIBL30BaHBI CIEAYIOUINE POTPAMMBI:
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http://ru.wikipedia.org/wiki/BIOS
http://ru.wikipedia.org/wiki/P2P
http://ru.wikipedia.org/wiki/%D0%9B%D0%B8%D0%BD%D1%83%D0%BA%D1%81
http://ru.wikipedia.org/wiki/X86-64
http://ru.wikipedia.org/wiki/Ubuntu

*Microsoft Internet Explorer 8 (sepcus 8.0.6001.18702);

*Mozilla Firefox (Bepcust 3.6.6);

*Opera (Bepcust 10.54, coopka 3423);

*Google Chrome (Bepcus 5.0.375.86);

*Apple Safari (Bepcust 4.0.4, coopka 531.21.10).

s paboTel cepBuca Ha PabOUyl0 CTAaHIMIO YYaCTHHKAa HEOOXOJMMO YCTAaHOBHUTH OeCIIaTHBIN
¢mm-npourpsiBatens  Shockwave  Flash, koropelii  MOXHO  cKayaTb 1O  ajpecy -
http://get.adobe.com/ru/flashplayer/ Ha MoMeHT Hamucanus 3Toro aokymenta ero Bepcus — 10.1.
JlaHHBII IPOUTPHIBATEIh pabOTAET BO BCEX, IEPEUNCIICHHBIX BHIIIE, Opay3epax.

Jlst paGoThl ¢ cepBrucoM ucnoyib3yroTcess TCP-mopter 5080 1 1935. KoMmbroTep y4acTHHKA JTODKECH
UMETh BO3MOYKHOCTh OpPraHM30BaTh IIOJAKJIIOUYEHUS Ha YKa3aHHbBIE IOPTHI CEpBEpa C CEPBHCOM
Openmeetings. Ecnu Bama sokanpHas ceTh 3amuileHa (aipBoJIOM HIM JOCTYIl B HHTEPHET
OrpaHUYMBACTCS MPOKCH-CEPBEPOM, TO HEOOXOIUMO B MPaBHIIAX ITHX CEPBUCOB 00ECIEUNUTH AOCTYI
pabourx CTaHIMK YYaCTHHKOB Ha yKa3aHHBIC TMOPTHI o ajapecam — 217.113.126.170 (uaTepHeT) U
10.128.67.1 (TMC). NHuumatopoM JaHHBIX COEAMHEHUH BCErja BBICTyNaeT paldoyas CTaHIMS
y4acTHUKA.

Jns  mpocnymmBaHUsA — ayauoumHpopMmanuu  (rojioca  BEAYIIEro)  HEOOXOOMMO — Halu4due
MOJKIIIOUEHHBIX K pabouell CTaHIMU y4aCTHUKA ayAHO-KOJIOHOK WJIM HayIIHUKOB. Eciau yyacTHHK
OyZeT SIBIATHCS BEAYLIMM BEOMHApa, TO TaK)Ke HEOOXOAMMO HAIWYHE TIOAKIIOUYEHHOTO MUKpO(OHa
1 JKeNaTeNIbHO HAJIMYKe MOAKIIOUYEHHON BeO-KaMephl.

Perucrpanus

Ilepen nm00bIM UcTONb30BaHUEM cepBuca Openmeetings Y4acTHUK JOJDKEH 3aperMCTPUPOBATHCS HA
NaHHOM cepBuce. lIpu perucrpanuy KaKIplii y4acTHHK IIOJIY4aeT HAa CEPBUCE YYETHYIO 3aIlMCh,
UACHTUDULMPYEMYIO HHIMBHIyaIbHBIMH JIOTHHOM M INapojieM AaHHOro ydacTHuka. Ha PucyHok 1
nokazaH d9kpaH Perucrpanmmn/Bxona ywactHuka. OH mosBIsSieTcs NpH Bxonae Ha cepsuc. s
pErUCTpalMK YyYaCTHUK JOJDKEH HaXKaTh YKAa3aHHYIO Ha PUCYHKE KHOINKY «Perucrparus».

[Tocne Haxatust kKHONKK «Perucrpauus» Ha dKpaHe MOSBUTCS (OpMa YUETHOH 3alyCh y4acTHUKA,
KOTOPYIO HEOOXOIMMO 3allOJIHUTH - PucyHok 2.

[Monsa «Mms» u «PamMunus» 3al0JIHAIOTCS Ha PYCCKOM SI3bIKE C 3arjaBHON OYKBBI.

B none «llonp30Barens» y4aCTHUK AOJKEH NMPUAYMATh U BIMCAThb CBOW JIOTMH HA aHIIIMHACKOM
S3bIKE — 3TO MM Oy/AeT UCIOJIb30BaThCS YUaCTHUKOM IIPU BXOJE Ha cepBHC. B jmormHe mommmo
OYKB JIAaTUHCKOTO aji(paBUTa TOMYCKAETCsl MCIIOJIb30BAaTh CUMBOJIBI «-» M «_», @ TaKKe U (PHI.

MNoneszoEaTens: ||

Napone: |
Azblk | russian | 5|
Color-Style | lightsteelblue | tl

ity | best ~ 16KB upload

KHonka perucTtpauuii

\ [L] 3anomHMTE MeHA
| Pervcrpay4a [ BOMTH

SabeinM Napone? visit DpenMestings

Pucynok 1: IlepBslii 9kpaH - perucrpanus y4acTHHUKA.
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B cnydae, eciu 10THH, BBEACHHBIH YyYaCTHUKOM, YK€ CYIIECTBYET B 0a3e yueTHBIX 3aluceil cepBuca,
Ha 3KpaH OyJeT BhIJaHO COOTBETCTBYIOIEE COOOIIEHNE U YIACTHUKY HE00X0uMo OyeT npuayMarh
Y BBECTH JIpyrOH JIOTHH.

B nona «llapons» u «lloBTOpUTHY» y4aCTHUK JOJKEH BHECTH CBOM mapotib. [lapons noikeH
YIIOBJIETBOPSATH CICAYIOIIUM YCIOBUSM — MOTYT OBITh MCIIOJIb30BaHbI OYKBBI JATUHCKOTO aji(aBUTa
u 1udpsl. JJrMHHA napos 10JKHA ObITh HE MeHee 7 CUMBOJIOB, U3 KOTOPBIX MUHUMYM 5 — OYKBBI U
MUHUMYM 2 — 1udpbl. Takue xecTkre TpeOOBaHUS K MApOJI0 CBSI3aHBI B MEPBYIO OYEpENb C TEM,
yro cepuc Openmeetings sBIsETCS MyOJUYHBIM U JOCTYN K HEMY CO CTOPOHBI MHTEPHET HeE
OTpaHMYEH.

B mone «E-Mail» Heo0XomMMo BHECTH aapec JJIGKTPOHHOW TOYTHl ydacTHMKAa. Ha MomeHT
HaIMCaHUs 3TOT0 JOKYMEHTa 3TO T0JIe He MCIOJIb3yeTcsl Ipu paboTe cepBuca. B Oyaymiem Ha anpec,
YKa3aHHBI B 3TOM IIOJIe, YYaCTHHMKY OYyIyT BBICBUIATHCS NpPUIJIALICHUS Ha BeOWHAphl JAHHOTO
cepBHUCa U yBEJJOMJICHUS 00 3MEHEHHUSX B MOPSAKE pabOoThI.

B none «CtpaHa» y4acTHUK, C TOMOUIbIO KHOMIKU B MPABOIl YaCTH MOJISL, TOJKEH BBIOpATh 3HAUECHUE
«Russian Federationy, kak mokasaHo Ha pUCYHKE.

M | Roman

Dannnma: | Sevastuanov

B e 311 nons
— [reeees Heobxoanmo
nostopmre: | [ 3anonHUTb

E-Mail: I'S evastuanovi@sibmail. com

Crpana: lRu-ssian Federation

PericrpupoBsarb | OTMEHHTH |

Pucynok 2: ®opma perucrpanuu yuacTHUKA.

[Tocne 3anmomHEeHNs BceX MOJIel perucTpaliioHHON (GOpPMBI U Ha)KaTUsl KHOMKH «PeructpupoBaThy B
ee HIKHEH YacTu, Ha DKpaHe TOsIBUTCS COOOIIEHNE O CO3/IaHUH YUeTHOM 3anucu - Pucynok 3. [Tocne
Haxkatus KHOmkd «OK» B HIKHEH dYacTh 3TOrO COOOIIEHHS PErucTpaluio MOXHO CUHUTATh
3aKOHYECHHOW M YYACTHHK MOYKET BOWTH B CEPBHC.

IIpouec perucrpauuu — oAHOKpaTHas mpouenypa. OmHaKabl 3apEerUCTPUPOBABILNCH, YYaCTHUK B
JaJbHENIIIEM MOXKET BXOJIUTh 0]l CBOMMHM JIOTUHOM U TIapoJieM i paboThl C CEPBUCOM.

Bces undopmariis kpome 10ruHa, BHECEHHAs] YYACTHUKOM B PETUCTPAIMOHHYIO (DOPMY, MOKET OBITh
B JajibHEHIIEM W3MEHEHa UM IpH PEelaKTHPOBaHUM IMpoduis cBoel yudeTHoW 3amucu. Hukakas
uHpopmanusg u3 mpodiIs y4EeTHOW 3alMCH yJ4acTHUKA HEe OyJdeT MCIMOJIb30BaHa KpOME Kak st
Hcronb30BaHus QpyHKIui cepsuca Openmeetings.
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MonezosaTtens: |Roman

MNapone: |*******

Azbir

] X

o] o] [

Colg Baw akkayuT cozaad. Tenepb Bbl MOXKeTe
EOFTH NOA CBOMM MMEeHEeM.

Qual

T

OK

Bxon

[Tocne perucrpanuy y4aCTHUK MOKET BOMTH I0]I CBOMMH JIOTHHOM H MTapoJieM Ha cepBuc. /s aToro
HEOOXO/JMMO BBECTH CBOM JIOTHH W MapoJib, YKa3aHHBIC MPH PErHCTpaluu, B mois «Jlorun» u
«[Taponp» okHa Bxojga — PucyHoxk 4.

B none «SI3b1k» KHOMKOM B TIPaBOi YaCTH MOJISI HEOOXOJAUMO YCTAaHOBHUTH 3HAUYCHHUE «russiany.

[Tone «Color-Style» onpenenser nBeroBoe ohopMIIeHHE CEpBUCA B BallleM HHTEPHET-Opay3epe.
ITone «Quality» ompenenser KadyecTBO HW300pakeHUS Ha OSKpaHe MHTEpHET-Opay3epa u
OJTHOBPEMEHHO PErYIHpPYeT 00beM MOTPEOIIEMOTO YYACTHHUKOM TpaduKa MpH padoTe C CEPBHCOM.
OHO MOKET MPUHUMATH JBa 3HauUeHUs: «besty (Jiyuniee) co cpeqHum notpedineHreM 16 Kunobaiit B
cekyHny u «mediumy» (cpemnee) co cpenaum mnorpediernem 10 Kwiobaiit B cekyHay. BeiopaTth
HE00X0/IMMOE 3HaYEHUE YYaCTHUK MOXKET KHOIKOH B IPaBOi YacTH MOJIs.

[locne 3amosHEHHsI BceX MOJIEH M HAXKaTHUs KHONKU «BOWTH» B HM)KHEM 4YacTH OKHA YYaCTHHUK
MIOTAJIeT Ha IJIaBHYIO CTPAHUILy CepBHUCA.

MonesoBaTens: lRoman
Napons: I*******
AsbIK { russian I CJ
Color-Style 1 lightsteelblue l 3|
Quality best ~ 16KB upload ] =

best ~ 16KB upload

B —————
medium ~ 10KB upload
Perucrpauus I \ BoiiTu -

Sabeinu Nnapone? visit OpenMeetings

Pucynox 4. OxkHO BX0/1a Ha CEPBUC
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IMoak0ueHne Kk BeOMHAPY

I'maBHas cTpanuna cepsuca Openmeetings BBITJISANT, KaK MOKa3aHo Ha PucyHok 5.

Kak y4acTeoBath B KoHdepeHuum:

006 0

Haxxmure Boibepure
Crapr KOMHaTY ayano

Nofpo noxanosate Ha cepsep B3bHapos My3

KnuHndeckan GDﬂhHVILIz MOS, r.TonbATTH.

HOMKa BXoA4a

MNposepbTe

Yyacreyite

NpuserT, Poman CesacTbaHOB

2

D CTAPT

MoMowb ¥ NoaAepx)Ka
BeficakT npoekTa

s sabunap |

CNWCOK 3NeKTPOHHLIX 3APECOE No

| 3arpysute doto |4

% Baw npodunsb ]
\ KHonka pefakTupoBaHus Ballero

7 nHchopmaumen. OHa NoMoXeT Ham

e 3Toii KHOMKOWN Bbl MOXeTe 3arpy3nTb Ha
cepBep cBoe ¢oTo. OHO NOABUTCS Noj,
npuBeTcTBUEM. COOTHOLLIEHNE CTOPOH Y
¢oTo AomMKHO ObITb 4:3

npoqwmﬂ. YKenatenbHo 3anonHUTL Mo
BO3MOXHOCTW Gonbluee Kom-Bo nomnen

Gornblue y3HaTb ApYr o Apyre.

no6oi MOXET OTBETUTD.

[d RTL

OKHO NoKanbHOro YaTa - 34,eCb MOXHO obLaTbea ¢ Temu,
KTo Bowen. [pu 3Tom BCce yBUAAT Balle coobLyeHne n

[na oTnpaBku coobLyeHns BBEAUTE Ero B MyCTY CTPOKY
n HaxxmuTe "Enter" unu kHonky "OTnpaBuTb" Mo CTPOKOIA.

umpaamg]@r <

Pucynoxk 5.

{1 Poman CesactesHos [

-%

Crmcok
3aperncTpupoBaBLLNXCA
rnosib3oBaTenein.

Ha »To0#i cTpanune npucyTcTByroT okHO «CucTteMay (CieBa BBEpXY) CO CXEMOM HCIOJIb30BAHUS
cepBuca u kHonkoit «CTAPT» mis Bxona B BeOMHAp, OKHO «Bamm ycTaHOBKH» (CIIpaBa BBEPXY) C
KHOMNKAaMM 3arpy3ku Bamero (oTo M peJakTHUPOBAaHHUs IOJIeH Npoduiis YY4eTHOH 3allucu M OKHO
«Yar» ¢ nosnsiMu yaTa U BOLIEIINX YYaCTHUKOB.
Jlo Hayaja BeOMHaApa MOXKHO 3ajjaBaTh BOIPOCH B yaTe. IIpum 3TOM Bce, KTO HaXOIUTCS B CIIUCKE
CIpaBa OT OKHA 4aTa, yBUJAT Ball BOIIPOC U JIFOOOI MOXKET OTBETHUTD.

Jlns BXxolla HEMOCPENCTBEHHO B BeOuHap HeoOxomuMo HaxaTh KHONKY «CTAPT». Ilocne ee
Ha)XaTHsl Ha HKpaHe MOSBUTCA OKHO BX0J1a B BeOnHap — PucyHok 6.

23
o

a My BANYHBIMK

MoryT

Fectoswii 836uHap 02.07.2010

Jonbsosatenu :0 / 25 55

Knucsure Ha KommaTy Ans ReTane

KomHata:

Monb3oBaTenn B 3ToH KOMHaTe:

Pucynoxk 6.
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Ha ™MoMeHT HamucaHUs JaHHOTO JOKYMEHTa Ha CTapHHUIlC BeOMHApOB OBbLT €IWHCTBEHHBIN
«TectoBblii BeOuHap». HakaB kHomky «Bxom» HanmpoTHB Ha3BaHuMA BeOWHapa YYacTHHUK
MOJIKJIFOUUTCS K TOMY BeOHHapy.

OpenMeetings

Ha rnasuyio | 3anucm | KomHaTel | AAMUHUCTPMPOBaHMe |

- nepen rem, xak BORTH B KoMNaTy. Sanmumre S- §
CORYHANOE TeCTOROS BIACO. [1OCAE SANMCH MONHO NPOWIPATE BIACO X NPOBEPHTL KANECTBO
5 ) moryT <
BeiSpaTe Kanepy:
[mic fr® Lifecam &
subiic Audience Room J =g 2l
T LI r—— -
Nonssosarenn 12 7 3258 B . B
public Cont
Monsscsarenn 10/ 8 S2 B [TrrE——
public Restricted Room
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[Ipy MoAKIIOYEHUU CEPBUC MOMBITACTCS OMpPENEIUTh HaJNYKe MOJIKIIOYEHHBIX K paboueil cTaHuuu
ydacTHUKa BeO-kamephl U Mukpodona. [Ipu 3ToM Ha 3KpaHE MOSBUTCS OKHO BBIOOpA MCTOYHUKOB
BUJICO U Ay TUOCUTHAJIOB.
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NMposepbTe YCTAHOBKHW MUMKpodoHa M kamMepbl NeEpes TeM, KakKk BOWTHM B KOMHaTY. 3anvMmuure 5-
CexyHAHOEe TECTOoB0Ee Bmaeo. Nocne 3anuc MO3KHO Npovrpars BMA €0 v NPpOBEPHMTHL KadYecrso

BeiGpate Kamepy:

= ‘ Philips ToUcam Pro Camera; Yideo I :l

BeiGpate mrmkpodoH:

= \ Philips ToUcam Pro Camera; ayamo (Mnr| >

= BE Hauars 3anuco ‘

¥poBeHbE SBEYKAa

@ MO>KHO NPOAOCIIDKMTL BE3 TECTUPDOBaHWA, €Crfiv HE NAaHuMpyYeTe Nnybnukosarse saw
= rosyioc v BMAE0. ¥Y¥uacTHuKkM Be3 ayAMOo 1 BMAEO MOryT MCNosib30B8arTb AO0CKY,
Nny6nuKosBare CBOM 3KPpaH, a TAK e Yy4YacrsoBaTb B yarte.

Il Bonpwe He NOKasbIBEaTe 3ITOT TECT 9 NMpoaorn>KmTb | OrmeHa l

Ecin y ydyacTHHMKa HET MCTOYHMKOB BUJAEO M ayJHOCUTHAJIOB, TO MOYKHO IIPOCTO Ha)XaTh KHOIIKY
«IIponomxuTh.

Ecnu e y4acTHHK jKelaeT MCHOJb30BaTh B30-KamMepy M MHUKPO(GOH, TO OH JIOJDKEH BBIOpaTh B
COOTBETCTBYIOIINX TOAX «BpiOpaTte kamepy:» u «BpiOpate MHUKpPO(OH:» CBOM HCTOYHHKH
CUTHAJIOB, a 3aTe€M IPOBEPUTH UX PabOTy, HaXKaB KHOIKY «3amnuch». [Ipu 3TOM B 4epHOM KBajapate
MOSIBUTCST M300pakKeHUE ¢ BBIOPAHHON KaMmephl, a B MoJ€ «YPOBEHb 3BYKa» O]l HUIM — YPOBEHb
curHasia ¢ Mukpogpona — PucyHok 8. Cepep crenaer TpeXCEeKyHIHYIO 3alHCh H300pakeHUs U
3ByKa, KOTOPYIO 3aTéM MOXHO mpourparb HaxaB KHONKy «I[IPOMI'PATDBb». Ilpu stom B oxHe
JIOJKHO MOSIBUTHCS 3aIIMCaHHOE N300paKeHHe, a B JMHAMUKAX WM HaYIIHUKAaX — 3BYK.

Ecnu BeIOpanHbIe BaMH Kamepa U MUKPO(OH padOTalOT, TO MOKHO HakKaTh KHOMKY «lIpomoimkuTby»
U BOHTH B BeOMHap. B mpoTHBHOM cilydae HYXHO BBIOpaTh OPYrod HCTOYHMK JIsi KaMephl U
MUKpO(OHA U TONPOoOOBATH eI pas.

[Tocne Bxoma B BeOWMHAp YYACTHUK YBUJAWT Ha DKpaHE CJIEIYIOIUH 3arpoc HCIOIb30BAHMUS
BBIOpaHHBIX MM Kamepbl U Mukpodona - Pucynok 9. Ilpu stom B mone «M3menuts Published
Devices» MOKHO YCTaHOBHTB OJTHO U3 CIEAYIOIINX 3HAYCHHA:

*«Ayauo U BHIEO» - M300paKeHHE ¢ Kamepbl U MHUKpo(oHa ydacTHUKA Oydy IepenaBaTbcs Ha
cepeep Openmeetings ¥ TPAHCIUPOBATHCS UM BCEM OCTaJIbHBIM yYaCTHHUKaM BEOMHApa;

*«Tonbko ayamo» - 3BYK C MHKpo(OHa ywyacTHHMKa OyIyT TepelaBaThCsl Ha CcepBep H
TPAHCIIMPOBATHCS UM BCEM YUYaCTHHKaMH BEOMHAPA;

*«Tonbko BHAEO» - H300pakeHHE C KaMepbl y4yacTHUKa OyAeT mepeaBaTbCsi Ha CepBep U
TPAHCIIMPOBATHCS MM BCEM YYaCTHHKAM BEOMHApA,

*«be3 ayano m BHIEO» - KaMepa M MHUKPO(OH yyacTHMKa He OyAyT HCIOJIb30BaThCS CEPBUCOM
Openmeetings.

Ecnu BBl He siBIsieTech BEAYIIMM BeOMHApa U HE IUTAHUPYETE UM CTaTh B MPOLIECCE €ro MPOBEACHUS,
TO PEKOMEHJIyeTCsl BRIOMpaTh pexkuM «be3 ayamo W BHIEO». DTO MO3BOJIUT CHU3UTH HArPy3Ky Ha
CepBep M YMEHBIIUTh pazMep TPAHCIUPYEMbIX UM JIaHHBIX, YMEHBIINB TakKUM 00pa3oM 3arpys3ky
KaHAJIOB JIOCTYIIa B MHTEPHET CAMOTO CepBepa M YIaCTHHKOB BEOMHapA.

OcHOBHOM ’KpaH BeOMHApa COCTOUT U3 TPeX OKOH — OKHA «YYacTHUKOB BeOMHapa/JI0KyMEHTOBY,
okHa «Yata» u okHa «Jlockn» - Pucynok 10.

B okHe «Y4acTHUKOB BeOMHApa/JOKYMEHTOBY» OTOOpaKaeTCsl CIIUCOK YYACTHUKOB WM JOKYMEHTOB,
HCIOJIb3YEMBIX («IPUKPEIIJICHHBIX») B TaHHOM BeOHHape.

B okne «Yata» Bce y4yacTHMKM BeOMHapa MOTYT NMHUCATh COOOLIECHMS M YHUTaTh OTBETHI Ha HHX
IPYTUX YYaCTHUKOB.
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lMzmMeHHTe Published Devices

1h|

Ay AKMO M BEHMO &0

ToRAeEkKDo avaHro

Toneko BMOE0

[] Bonewe He cnpawkveaTe

B okne «Jlockm» Bemymuid MOXKET pa3MECTHTh Marepuaibl BeOMHApa, a TaKXKe BBINOJHATh
HECJIOKHbBIE PUCYHKHU.

[V abixor! emn | il =]

OkKHo "gockun", B KOTOPOM
pasmMeLlaloTca marepuarnbl
BebuHapa N MOXHO pUCOoBaTb.

@

= | TecTupoBaHue cepeepa Ba6uHapoB

OKHO y4yacTHVKOB
BebuHapa

OkHO YaTa

3Aeck MOXHO NMCaTe BONPOCH!

Il RTL 0TnpaBuT I \7
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4.PexoMenayemMasi JJMTEpaTypa

1.[IpeumymiecTBa co3gaHusi cuctTeM BuaeoHabmoaeHns Ha 6a3e [P / A.A. Butanucos // Cucremsl
6e3omacHocTu. — 2007. - Ne4. c. 34.
2.http://code.qgoogle.com/p/openmeetingshttp://wiki.auditory.ru/w/list
3.http://code.google.com/p/openmeetings/wiki/InstallationDebian

4. http://www.teleportservice.ru/htm/benefits_05.htm
5.http://lwww.mefeedia.com/entry/openmeetings-basic-installation/8604209
6.http://vk.it-sfera.com.ua/242.html

7.http://sysadminblog.ru/blog/manual/1.html

8.http://videoconference.com.ru/

9.VPN u IPSec na nanbuax [DnexkTpoHHslil fokyment] / Dru Lavigne. —
11.http://www.nestor.minsk.by/sr/2005/03/050315.html

12.MoOunbHBEIE KOMILIEKCHI BUIEOKOH(EPEHIICBI3H, )KypHaT «Connect! Mup Cssizuy, 10.2009
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Jlaboparopnasi paGora 4. UcciieqoBanue TPAHCIOPTHOM CeTH CBSI3M HA OCHOBeE
TexHosornu |P-renedponun

1.leab padoThbI

IP-renedonus , uccienyemass B pabote, mpeAHa3HAUY€HA [JIsl OpraHU3alldy IMEpelayd pedd U
JAHHBIX MEXIY COTPYIHUKAMU OPTaHHU3allMHU, B LEJISX HCIOIb30BaHUSI HOBBIX JJIS TPaJULIMOHHOM
TeneOHUU CEPBUCOB U MPUIIOKEHUI

2. Kparkue TeopeTnueckue cBeIeHHs

Tepmun «IP-tenedonus» NOCTOSHHO Ha ClIyXy. MHOrME CeTeBble CIELHATUCTBl CUUTAIOT ITY

TEXHOJIOTUIO OYEHb BAXKHBIM ATAllOM HBOJIONHMH TelnekomMMmyHukanuid. Cpeactsa IP-renedonun
UCHOJB3YIOT NpoTokoia IP s mepenaum peun mo cetu nepejnadu J@HHBIX, [IpeoOpasys MpU 3TOM
OOBIYHBIN aHAJOTOBBIN PEYCBOM CUTHAI B ITU(POBOH.
Texnonorus IP-renedonun siBisieTcst peBOIIOLMOHHOM, TOCKOJIbKY OOBEINHSAET JIBa OUYEHb pa3HbIX
MHUpa: MUpP TeNe(OHHBIX CETEeH, KOTOPBIE JODKHBI (YHKIIMOHUPOBATH OUEHb HAJIC)KHO, 1 MUP CETEH
nepeaayn JaHHBIX, SMHU30MYECKUE OTKa3bl KOTOPBIX B psjie CIydaeB BIOJHE AomycTHMMbL. Kpome
TOTO, CETH Iepeaadd JAaHHBIX OBICTPO pPa3BHBAIOTCS, MOCKOJBKY TPEOOBaHHS K MX IPOITYCKHOMN
CIIOCOOHOCTH MTOCTOSIHHO PacTyT.

TexHuueckoe pemieHrne, OOBEAMHSIONIEe 3TH JIBA MHpPA, JOJDKHO OBITh HAaJASKHBIM B padoTe,
HKOHOMHUYECKH 3()()EKTUBHBIM, LIMPOKOIOJOCHBIM (00€CHEeUnTh BBICOKYIO CKOpPOCTh Iepeaadu
TaHHBIX) W  CIIOCOOHBIM K  OBICTpOi  »BoOdIOIMHM  ogHOBpemeHHo. Co3maTe  cucremy,
COOTBETCTBYIOLIYIO 3TUM TPEOOBaHUSIM, COBCEM HETIPOCTO.

ITon IP-tenedonneil mMOHMMAETCs TEXHOJOTHS, IO3BOJISIONIAS HCIOJB30BATh CETh C
kommyTanue |IP-nakeToB, B yacTHOM ciyyae — MHTepHeT, B KauecTBe CpeJCTBa OpraHU3aLUU
BeJICHUsI TeNIe()OHHBIX PA3TOBOPOB W Tepeaadr (akCoB B PEXKHUME PEATHHOTO BPEMEHH MEXIY
yaaneHHbIMu aboHeHTamu. IP-tenedonus sBusercs ogHUM K3 Hambosee CIOKHBIX M CHUCTEMHBIX
NPWIOKEHUH KomnbloTepHON Tenedonun. Tepmun |P-tenedonuss OykBaibHO — oOecredeHue
Tene(OHHBIX MEPErOBOPOB C UCIOJIB30BAaHUEM MPOTOKOJIA MeKCeTeBOro B3aumoseiictaus (Internet
Protocol).

Buenpenue IP-teneoHnn CymecTBeHHO U3MEHSET MOAX0/ K o0ecrieueHHo Tee()OHHOM CBSI3H.
Jia TeneoHuM Cc Hayaja BeKa MCIOJB3YIOTCS KOMMYTHpPYEMble KaHajibl C TapaHTHUPOBaHHOMN
MOJIOCOM  mpomycKaHHs, 4eM M oOecrneunBaercs OecnpepbiBHass cBs3b. B IP-tenedonun
UCTIOJNB3YeTCs] KOMMYTAIMsl TMakeToB. [IpMHIMIIMANBHO pa3HHWIa COCTOMT B CleAyiomeMm. B
TPaIUIMOHHO o0ecreynBaeMoil Tene(pOHHON CBA3M KaXAOMY aOOHEHTY B MOHOIIOJIBHOE
pacriopshpKeHHe BBIIENSIETCS JHHHAS CBS3H. [IpM KOMMYTallMM MakeTOB HECKOJBKO MOJIb30BaTeNIen
OJTHOBPEMEHHO HCIIOJIb3YIOT OJUH U TOT K€ KaHall. YIUIOTHAA TpauK MyTeM pa30ueHHs Ha MaKeThl
HETPEPBIBHOTO pa3roBopa M PGEKTUBHO 3aroNHAS UMHU JAOCTYIHBIH KaHal, MOXXHO CYIIECTBEHHO
MOHU3UTh CTOMMOCTb HCIOJb30BAHUS JIOPOTOro IU(POBOro KaHajla sl KaXAOro OTAEIbHOIO
10JIb30BAaTEsl.

Koneunsiii mnomnp3oBarens |P-teneoHUM HE TONBKO  COXPAaHUT HMEIOIIMECS NpPEeHMYIIecTBa
TerneOHHOHN ceTu O0ILero MojJb30BaHusl, KOTOPbIE BKIIIOYAIOT IMIUPOKUN HANa3oH YCIyT, IPOCTOTY
UCMOJIb30BAaHUS, HAZECKHOCTh M KAUEeCTBO TOJIOCA, HO M TOJIYYUT CIEAYIOLINE IOMOJHUTEIbHbIE
MpPEeUMyIIeCTBa:
e CylIecTBEeHHO HU3KHE [IEHBI Ha MEXYTOPOAHNUE U MEXKTYHAPOJHBIE IEPETOBOPHI ;
e |P- tenedoHust OAHOBPEMEHHO MOIEPKUBAET TOJIOC U JITAHHBIE, YAOBIETBOPSIS TpeOOBAaHUAM
KOHBEPreHLIMU. JTO O3HAYAET, YTO KIUEHTHI MOIY4aT JOTOJHUTEIbHBIE MPEUMYIIECTBA OT
HSKOHOMHH B Pa3BUTHH, BO3MOXHBIE 32 CUET MCIIOJIB30BAaHMS €AMHON CETH, a TaKXe 3a CYET
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TOro, 4TOo 00BeMBl Tpaduka M IAOIOHBI OBICTPO CMEHSIOTCS OT JAHHBIX K TOJOCYy, H
Ha00OPOT U 3TO 3alUIIAET KJIUCHTA;

o ®deHoMeHaNbHAS MOOMIILHOCTD IMOJB30BATENs, KOTOPYIO obecnieunBaeT cethb |P-tenedonnnu:
3BOHKU U (paKChl aBTOMATHUECKU NEPEHAINPABIIAIOTCS B JIOOYIO TOUYKY MHUPA, MOJIH30BATEIN
OyIyT UMETh JIOCTYI K OJHOMY U TOMY K€ Ha0Opy YCIYT BHE 3aBUCHMOCTH OT TOTO, TJie U
KaK OHHU MOJIKJIFOYAIOTCS K CETU. DTa paclpeesieHHas CTPYKTypa 00€CIIeYMBAET IPEKPACHYIO
rUOKOCTD U JIeJIaeT BO3MOKHBIM OTCYTCTBHE MPHUBS3KU K MECTY MPEJOCTABICHUS YCIYTH;
e HoBplii HaboOp yCTpOWCTB JAOCTyHa, OT TPAJUIHOHHBIX TeneoHOB U (akcoB 10
KOMIIBIOTEPOB;

e Jloctyn K HOBBIM yciyraMm (rojiocoBas MouTa, KOH(epeHICBsA3b, Nepenada dakca U ap.)
4yepe3 OTKPBIThIM MHTepderc apXUTeKTypsl Ha Oa3e IP, yTo obecneunBaeT COBMECTUMOCTD
JUISL APOKOTO CIIEKTPa pa3padoTYNKOB MPUIIOKEHHIH;

e Bo3MmoxHOCTh HACTpPOIiKK HAbOpa yCIyT.

Ces3p uepe3 I[P momywaercs nemeBine mno psaxy npuunH. Bo-mepBeix, B [P-tenedonunn
MCHOJIB3YIOTCS IUPOKO PaCIPOCTPAHEHHBIE (U JEIIEBhIE) CETU C KOMMYTAIIMEH MaKeToB, (B OTINYKE
oT 0ojee JOpOrocTOSIIMX CEeTed ¢ KOMMYyTAalMel KaHajloB, MPUMEHSEMbIX B TPaJULMOHHON
tenegonun). Bo-BTopeix, Onaromapss HCIOJB30BAHUIO TOJOCOBBIX KOJEKOB JOCTUTAeTCs
CYIIECTBEHHOE CKaTHe pedeBod mH(popmaruu. Tak, mpu nepeaade rojJocoBOro MOTOKAa B CHCTEMax
uupposoit Tenedonun tpeOyercs kanan 64 xbut/c (ISDN). B cucremax IP-tenedonuu, mnpu
HCIOJIb30BaHUN HauboJiee MONYJSPHBIX HA CETOJHAIIHUI J€Hb KOJEKOB, TpeOyercs ropaszio
MEHbIIIasi MPOITYCKHask ciocoOHoCTh (6-13 xkbut/c).

Hapsiny ¢ nposaiinepamu  IP-renedonun WHTepHer-mpoBaiiiepbl Takke MOTYT  3aHATH
ONpe/eNIiCHHYI0 HUIMy Ha pbiHKe ycuyr IP-temedonun, tak kak cymectByromas y Hux |IP-
UHQpaACTPyKTypa aeT XOPOIIHe BOZMOXHOCTH JJIsl BHEAPEHUS YCIYT TOJIOCOBON CBS3H.

Jns  WaTtepHer-mpoBaiinepoB  yciyra MHTepHeT-TenegoHMM  oOecreurnBaeT — CIEAYIOIIUe
MIPEUMYIIIECTBA:

e (COepexxeHHE KalUTaIbHBIX BJIO)KEHUH 3a CUET MCIOJB30BAaHUS OTKPBITHIX KOMITBIOTEPHBIX

mw1athopm;

e CHIKEHUE OHKCIUTYTAl[MOHHBIX PAacXoJ0B KaK pe3yibTaT MPEeAOoCTaBICHUS pazHOOOpa3us

YCJIYT Ha €IMHOM CETH;
e MHOXECTBO yCIyr MOXKET ObITh JOCTYIMHO Yepe3 €IMHCTBEHHBIH KaHall C MOJb30BaTEJIeM,
YTO O3Ha4aeT 0oJblIe NPUOBLIM B pacyeTe Ha OJTHOTO MOJIb30BaTEs.

C nosiBnenuem IP-tenedonun B psaax onepaTopoB JajbHEH CBS3M Hayajach Jierkas MaHuka. B

pe3yibTare TpaJuIMOHHbIE Tele(OHUCTHl BBIHY)XKJICHBI OBLIM CaMH 3aHAThCS |P-TexHomorusmu u,
HaJ0 OTJaTh UM JOJDKHOE, JIOBOJIHO OBICTpO Mpeycrnenau B 3TOM, UcHoib3ys IP-pemenus kak
MUHUMYM JJIsl CO3JaHUsl PE3EPBHBIX KaHAJIOB JAJs MpONycka Tpaduka Ha ciiyyail meperpy3ok HiIu
aBapuii, 4YTO MO3BOJIMIIO MOTYyYaTh UM JOTOTHUTEIbHYIO IPUOBLIb.
Ha cTpanunax oTeyecTBEHHBIX U 3apyOE€KHBIX TEIEKOMMYHHUKAI[MOHHBIX KypHalax B IOCIEIHEe
BpeMs pa3BepHYJIach AUCKYCCHSI IO TIOBOJY oOmpeneneHus mecta u ponu |P-renedonun B
TambHEMIIeM pa3BUTUU CPEACTB INepelauyd pedd. B3risiiel CTOpOH, y4acTBYIOUIMX B JHUCKYCCHH,
PE3KO MPOTUBOMOIOKHBIL.

OnHU U3 HUX YTBEPXKAAIOT, YTO Oyaylliee NPUHAIEKUT TOJIBKO MPOTOKONY P, MX riiaBHBIN Te3HC
«Bce mmo IP, IP mo Bcemy». Celiyac make MOSIBHIIOCH TMOHSATHE «AWTIM3M», KOTOPOE TOJIpa3yMeBaeT
YHUBEPCAJIbHOCTh MPUMEHEHMs MTAHHOW TEXHOJOTMM MJIS TMepelfadd JIoOBIX BHUJOB HH(POpPMALUU
(ronoca, JTaHHBIX, BUJIE0) U 3aMEHY BCEX JPYTUX CeTel Ha ceTh C MakeTHOW KoMMyTaluel Ha 0aze
npotokona IP. Yacto mpuxoauTes ciblliaTh, YTO JHU TPAJUIMOHHON TenepOHUU ¢ KOMMYyTaLuel
KaHAJIOB couTeHbI U yepe3 10-15 et oT Hee yke HUYero He OCTaHeTCs.

CTOpOHHUKHU POTUBOIOIOKHBIX B3IJISI0B YKa3bIBAIOT HA TO, YTO, HECMOTPSI Ha OOJIBIINE TEMITBI
pocta oobema Tpaduka IP-tenedonunm 3a mocnemnue roawi, ero gons B CIIA cocrtaBisier okoJio
OJTHOT'O TPOLIEHTa OT TpaduKa KJIACCHUECKON TeIeOHUH, a BO BCEM MHpE U TOro MeHsble. Jlaxe c
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YY4ETOM BCEX ONTHMUCTHYECKUX IPOTHO30B OIEPATOpPhl CETEH CBA3M W B MEPCHEKTUBE OyIayT
[I0Jy4aTh OCHOBHYIO NPUOBUIb OT NPEAOCTAaBICHHUS YCIYr TeIe(QOHHBIX CeTed ¢ KoMMyTaluen
KaHaJOB. ApryMeHTamMM B TMOJb3y 3THUX JOBOJAOB SBISIOTCA CYILECTBYIOIIME IpOOIEMBI C
obecriedyeHneM TpeOyeMOro KadecTBa Iepeaud pedyd M0 MyOnuuHbIM KaHaiam IHTepHer,
CPaBHMUTEIBHO MEHbINAs HAAEKHOCTh cyuiecTByromux IP-cerel, TpynHOCTb yrpaBiaeHHs TaKUMU
CETSIMH.

[Toxoxe uctuHa Tae-TO mocepeanne. JlelcTBurensHo, IP-Tenedonns — He maHanes A peleHus
BCEX TEJIEKOMMYHUKALMOHHBIX MpobiseM. Ho B Toxxe Bpemsi ee HCIOJIb30BaHUE I103BOJIAET
npeJylarath MOJb30BATENSM COBEPIICHHO HOBBIC, HEBO3MOXKHBIC JJIS TPAJAWLIMOHHOW TeseOHUN
cepBUCHl U mpuiioxeHus. [la u cam ¢akTop 3KOHOMHUM 3aTpaT Ha TeNEe(OHHYIO CBSI3b UIPAET HE
MOCTIETHIOKO POJIb JaXKe C y4eTOM OoJiee HU3KOT0, HO MIPUEMIIEMOT0, KauecTBa Iepeiayn pa3roBopa.
Bce aTo roBoput o ToM, uto TexHojorus IP-renedonun mo GonbmioMy c4eTy BBIFOJHA BCEM: U
MOJIb30BATENISIM, U OIIepaTOpaM CeTei, U MPOU3BOIUTENSIM 000PYAOBAHHUS.

«Knaccuueckue» Tesne(OHHbIE CETH OCHOBAaHbI Ha TEXHOJOTMM KOMMYTALlMU KaHAJOB, KOTOpas
UL KOKOIOro TeneOHHOTO pa3roBopa TpeOyeT BBIACICHHOTO (DU3HYECKOTO COCTUHEHHS.
CrenoBarenbHO, OMH TeJIe(POHHBIA Pa3roBOp MpeiCcTaBiIsgeT cOO0M OJHO (PU3NYECKOE COEIUHEHUE
Tene()OHHBIX KaHAIOB. B 3ToM ciywae anamoroBwlii curHan mmpuHod 3,1 kI mepemaercs Ha
ommkaiimyro ATC, rae OH MyJNbTUIUIEKCHPYETCSl 1O TEXHOJIOTUM BPEMEHHOIO pa3/eleHus ¢
CUTHaJaMH, KOTOpbIE IOCTYHNAIOT OT APYTUX aOOHEHTOB, MOAKIOYeHHbIX K 3To ATC. lanee
I'PYNIIOBOM CUTHAJ MEPEAAETCS 10 CETU MEKCTAaHIMOHHBIX KaHanoB. JlocturnyB ATC HazHayeHus,
CHTHAJI JIEMYJIBTUILICKCUPYETCS M JAOXOAMT 10 aapecara. OCHOBHBIM HEJOCTAaTKOM Tene(OHHBIX
ceTell ¢ KOMMyTalueil kKaHanoB sBiseTcs Hed()(eKTHBHOE HCIOJIb30BaHUE MOJOCHI KaHaja - BO
BpeMs 1ay3 B p€4YM KaHaJl HE HECET HUKAKOW ITOJIE3HOM HAarpy3KHu.

[Tepexon OT aHAJIOTOBBIX K LHU(POBBIM TEXHOJIOTUSAM CTall BaXKHBIM IIAroM JUIsl BOSHUKHOBEHHUS
COBPEMEHHBIX HU(PPOBBIX TEIEKOMMYHHKAIIMOHHBIX ceTeil. OJAHMM M3 TaKMX IIaroB B Pa3BUTHUH
UG poBoii TeaepOoHUM CTall Mepexo]] K MaKeTHOH KOMMYyTallMU. B ceTsx makeTHOW KOMMYTalUH IO
KaHajlaM CBSI3U IE€pelaloTcs €IUHUIbl HMH(pOpMaluu, KOTOpble HE 3aBUCAT OT (PU3HMUECKOIo
HocuTensd. TakuMH eAMHUIIAMM MOTYT OBITh MakKeThl, KaJpbl WIM SYEHKH (B 3aBUCHMOCTH OT
MIPOTOKOJIA), HO B JJIOOOM ClTyyae OHU MepeAaroTcs 1Mo pasaensemMoit cet (pucyHok 3.1), Gosiee Toro
- 110 OTJENbHBIM BHUPTYaJbHBIM KaHallaM, HE 3aBUCSIIUM OT ¢u3udeckoil cpenpl. Kaxapiii maker
UJCHTUPUIMPYETCS 3aroJIOBKOM, KOTOPBI MOXKET COJiep’KaTh MH(OpMalHio 00 UCHOIb3YyEMOM UM
KaHase, ero MpoUCXOXXACHUHU (TO eCTh 00 UCTOYHUKE WM OTHpABUTENE) M IyHKTe Ha3HaueHus (o
MoJTy4yaTelie Uik MPUEMHUKE).

B cetsx Ha ocHOBe nporokosia [P Bce naHHBIE - roJ10C, TEKCT, BUAEO, KOMIIBIOTEPHBIE IPOTPaMMBbl
wiu uHpopMalus B J000i Apyroit opme - mepenaroTcs B BHJIE MaKeTOB. JIF000H KOMIbIOTEp U
TepMUHA]l TAaKOM CETH HMMEEeT CBOM yHMKanpHbIM IP-anpec, u mnepenaBaeMble IAKEThI
MapUIPYTU3UPYIOTCA K IOJYy4YaTeIr0 B COOTBETCTBHM C 3TUM aJpECOM, YKa3bIBAEMOM B 3aroJIOBKE.
JlaHHBIE MOTYT IIE€pPENaBaThCsl OJHOBPEMEHHO MEXy MHOIMMHM IOJIb30BATENIIMUA U IIPOLIECCAMU 10
OJIHOM ¥ TOM ke nuHuu. [Ipu Bo3HMKHOBEHMHU MpobieM [P-ceTm Moryr u3MeHSATh MapuIpyT A
00xoa HeucnpaBHBIX y4yacTKOB. IIpu stom mporokon IP He TpeOyeT BbIIENEHHOro KaHana AJis
CUTHAJIM3ALUH.

I[Mpouecc nepenaum ronoca mo [P-cetn cocTout M3 HeCKOIBKKX dTaros [1].

Ha mnepBoM »srame ocymecTBisieTcss omudpoBka royioca. 3areM OIM(POBAHHBIC JaHHBIC
aHATM3UPYIOTCS M 00palaThIBAIOTCS € MEJIbI0 YMEHbIICHHS (U3NYECKOTO 00beMa JaHHBIX,
nepeaaBaeMbIX nosrydarento. Kak mpaBwiio, Ha 3TOM 3Tarne MPOMCXOAUT IOJABICHHE HEHYKHBIX
nay3 U (pOHOBOTIO IIyMa, a TAKKE KOMIIPECCUPOBAHHE.

Ha cnenyromem stane nonydeHHas MOCIEA0BATENbHOCTh JTaHHBIX pa30MBaeTCsl HAa MaKeThl U K
Hell 1obaBiseTcsi MPOTOKOIbHAS MHPOPMALUS - aJpec MoJydaTelis, MOpsIKOBbIH HOMEp MaKeTa Ha
cillydaid, ecnmu OHU OyIyT AOCTaBJI€HbI HE IOCIENO0BATENbHO, W JIONOJHUTENIbHbIE JaHHBIE IS
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KOppeKIUH OIMOOK. IIpy 3TOM MPOMCXOIUT BPEMEHHOE HAKOIUICHHE HEOOXOIMMOTro KOJIMYECTBA
JAHHBIX 17151 00pa30BaHUs MAKeTa J0 €ro HEMOCPECTBEHHOW OTIPaBKHU B CETh.

W3Bnedenue nepeqaHHoil roJocoBoil MHGOPMAIMK U3 TOJTYYEHHBIX MMAKETOB TaKXKe MPOHCXOIUT
B HECKOJIBKO 3TanoB. Korzna rosocosble MakeTsl NPUXOAAT HA TEPMHUHAI MOJIy4aTelsd, TO CHadaua
IIPOBEPSIETCS UX IMOPSIAKOBas IOCIeN0BaTeNbHOCTh. [lockonbky IP-ceTm He rapaHTUpYIOT Bpems
JOCTaBKH, TO MAKEThl CO CTapLIMMHU HOPSJAKOBBIMA HOMEPAaMHU MOT'YT NPUITH paHblie, 6oiee Toro,
UHTEpBAJl BPEMEHHU IIOJIYYEHMsI TakXke MOXKeT KoisiedaTbes. i1l BOCCTAHOBJIEHMSI HCXOIHOMU
IIOCJIEOBATEIBHOCTH ¥ CHUHXPOHU3ALUU IPOUCXOAUT BPEMEHHOE HAKOIUIEHHE NakeToB. OIHaKo
HEKOTOpbIE MaKeThl MOTYT OBbITh BOOOINE MOTEPSHBI MPH JOCTaBKE, JTUOO 3a/Jep)KKa UX JTOCTaBKU
IIPEBBIIACT JONYCTUMBIA pa30poc. B OOBIYHBIX YCIOBUSAX HPHUEMHBIH TEPMHMHAI 3alpallMBaeT
IIOBTOPHYIO Iiepefady OIIMOOYHBIX WJIM IOTEPSHHBIX JaHHBIX. Ho mepenada rosioca CiIMILIKOM
KPUTHYHA KO BPEMEHHU JOCTaBKH, II0O3TOMY B JTOM CcCllydyae JHMOO BKIIIOYAETCS AJITOPUTM
anmpOKCUMAINH, TTO3BOJISIONINI Ha OCHOBE IMOJIyYEHHBIX IMAaKETOB MPUOIM3UTEIBHO BOCCTAHOBUTH
NOTEpsIHHbIE, MO0 3TH MOTEPU HPOCTO UTHOPUPYIOTCS, a IPOMYCKHU 3alOJIHAOTCS JaHHBIMU
CIIy4aiiHbIM 00pa3oM.

- LY \
s &
£ A
7 _ [ IP \
-7 —E=I=1—I- ceTh - -~.\
=i J,“’ KommyTaTop 3
= % i jf"f /N M \
=T 1= p ILGLLL ‘-,‘. U
Tenedon Wiros ! KommyTatop ) KommyTarTop .rll Wnos TenedoH
3 -
Y /
) e e Pty
I ¥ F i
S PUBELL 11 !
| N, g i
| * Hommytatop . KomwamyTaTtop”
| - - . -
| — ——
|
BrelgeneHHbIA PasfgenseMbid kaHan BreigeneHHbIA
KaH&N HKaHan
< -l »
[ - ]

Puc. 1. CoenuHenne B CETH C KOMMYTAaIIMEH MAKETOB

[Tomyuennass TakuM o0Opa3oM (HE BOCCTAaHOBJICHHAs) IIOCIIEOBATEILHOCTh  JIAHHBIX
JEKOMITPECCUPYETCS U MPeoOpa3yeTcss HEMOCPEJICTBEHHO B ayJIHO-CUTHAJ, HECYIIUW TOJIOCOBYIO
UH(OPMAIIHIO MOTYYaTENIo.

Takum oOpa3zom, ¢ OONBLION CTENEHbIO BEPOATHOCTH, IMOJIyd€HHas HHGoOpManus He
COOTBETCTBYET MCXOJHOM (MCKaxkeHa) M 3ajepkaHa (oOpaboTka Ha TMPUEMHOW M Mepenaroleit
CTOpOHAX TpeOyeT MPOMEXKYTOUHOTO HakoruieHus). OJTHAKO B HEKOTOPBIX Ipeesiax U30bITOYHOCTh
roJI0COBOM MH(OPMAIIMH TTO3BOJISIET MUPHUTHCS C TAKUMHU TTOTEPSIMHU.

AOOHEHT, OTUIaTUBIINIA TI0JI0CY 64 KOWT/C, UCTIONB3YET KaHA B CpelHeM JnIb Ha 25 %. 3Haqur,
orepaTop CHOCOOEH MpoJaaTh HMEIOIIUICS y HEro pecypc B UeThIpe paza OoNbIIEMYy YHCITY
MOJIh30BaTENICH, HE TEperpykas CBOIO CE€Th. DJTO BBITOJHO OOCHMM CTOPOHAM — W KJIHUEHTY, U
MIPOJIABILY, - TIOCKOJIBKY OIEepaTOp YBEIMYUBAET CBOU JOXOJbI U YMEHbINAET a0OHEHTCKYIO TUIATy 3a
CUET CHUKECHUA U3JICPIKEK.

B nacrosimiee Bpems, B IP-TenedoHnu cymecTByeT 1Ba OCHOBHBIX CIIOc00a mepeaadn rolI0COBBIX
naketoB 1o IP-ceru:

- yepes rodanbHyto ceth MHTepHer (MHTepHeT-Tenedonus);
- HCTIOJIb3YIO CETH Tepeaun JaHHBIX Ha 0a3e BhIJeNCeHHbIX kKaHanoB (IP-tenedonus);
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B nepBom ciydae, nosioca MpoInycKaHUsl HApPsMYIO 3aBUCUT OT 3arpy>KEHHOCTH ceTu VHTepHeT
MaKkeTaMH, COJIEp’KalllMMH JIaHHbIe, ToJIoC, TpaduKy, a 3HAYUT, 3aIACPKKU IPH HPOXOXKICHUU
MAKETOB MOTYT OBITh CaMbIMH pa3HbIMUA. [IpM HCHOJB30BAHWMU K€ BBIIEICHHBIX KaHAJIOB
UCKITIOYUTENIHO JJIsi TOJIOCOBBIX IMaKeTOB MOXXHO TapaHTUPOBaTh (PUKCHUPOBAHHYIO (WM IOYTH
(UKCUPOBaHHYIO) CKOPOCTH Mepenaun. BBuay mmpokoro pacrnpoctpaneHus cetd MHTepHeT 0coObIit
MHTEpEC BBI3bIBACT peayu3anus cucteMbl VHTepHET-TeneQoHHU, XOTS B 3TOM clydyae KadecTBO
Tesne()OHHOH CBSI3H ONEPaTopoM HE TapaHTHPYETCS.

Jns Toro uToObl OCYHIECTBUTH MEXIYTOPOAHYIO (MEXKIYHApPOJHYI0) CBA3b C IOMOIIBIO
Tene()OHHBIX CEPBEPOB, ONEPATOP YCIAYTH JAOJKHBI HIMETh 10 CEPBEPY B TEX MECTax, KyJa M OTKyZa
IUTAHUPYIOTCST 3BOHKU. CTOMMOCTH TakOil CBSI3W Ha MOPSAOK MEHBIIE CTOMMOCTU TElIePOHHOTO
3BOHKA 110 OOBIYHBIM TEJIe(DOHHBIM TUHUSIM.

OO6mwmit mpuHIMN JOeWCcTBUS TeNePOHHBIX cepBepoB MHTEepHET-Tene()OHUH TaKOB: C OHOM
CTOPOHBI, CEPBEP CBSA3aH C TeNC(POHHBIMU JMHUSAMU M MOXET COCAMHUTHCA C JIOOBIM TelehOHOM
mupa. C npyroil cTopoHbl, cepBep cBi3aH ¢ VIHTEpHETOM U MOXKET CBS3aThCA C JIIOOBIM
KoMIbIoTepoM B Mupe. CepBep NpUHUMAET CTaHAAPTHBIN Tele()OHHBIA CUTHAJ, OIIM(POBHIBAET €TO
(ecu OH UCXOTHO He UG POBOIT), 3HAUUTEIBHO CXKUMAET, pa30UBaeT Ha MAKEThl U OTIPABISET Uyepe3
HNHTEepHET 10 Ha3HAYEHUIO C UCIIOJIb30BaHueM ITpoTokona IP. [l nakeToB, MpuxoAsuX U3 CETH Ha
TeleOHHBII cepBep M YXOISIIIMX B TeICPOHHYIO JMHHIO, ONEpalus MPOUCXOIUT B 0OpaTHOM
nopsimke. O0e cocTaBJIAIONIME OTepanuu (BXOJ CHUTHAA B TEIe(OHHYIO CETh M €ro BBIXOJ H3
TeleOHHON CeTH) NPOUCXOASIT MPAKTUYECKH OJHOBPEMEHHO, 4YTO TMO3BOJISIET O00ECIeYHTh
TIOJTHOIYTUIEKCHBIM pa3roBop. Ha ocHoBe STHX 0a30BBIX oONEpanuii MOXHO TOCTPOUTH MHOTO
pa3nuuHbIX KoH(purypanuii. Hampumep, 3BOHOK «TeneOH-KOMIBIOTEP» WIH «KOMIIBIOTEP-
TenehoH» MOXKET obOecredynBaTh OMUH TelneQOoHHBIA cepBep. [y opraHm3anuu CBsi3u TenedoH
(daxc)-tenedon (dakc) Hy)KHO Ba cepBepa.

C ToukM 3peHHs MacHTadMPyeMOCTH (€CIU OTBIEUYbCS OT MPOOJIEM C HEKOHTPOIUPYEMBIM
yXyALIEHUEM KadecTBa IpH pocTe Harpy3ku Ha cetb) I[P-tenedonus mpencrabnsercss BIIOJIHE
3aKOHYEHHBIM pelieHueM. Bo-mepBbIX, NMOCKOJBKY coeAuHEeHHe Ha 0Oaze mporokona [P moxer
HauMHaTbCA (M 3aKaHYMBATHCS) B JIIOOOH TOUKe ceTH OT aboHeHTa /10 MarucTpaiu. COOTBETCTBEHHO,
IP-tenedoHnI0 B ceTH MOXHO BBOJUTH YYacTOK 3a YYacTKOM, YTO, KCTAaTH, HA PYKY U C TOYKHU
3peHUs MUTPAILlUY, TaK KaK €€ MOXXKHO MPOBOJIUTH «CBEPXY BHU3», «CHU3Y BBEPX» WIH IO JTHOOOU
npyroit cxeme. g pemenuit IP-tenedonun xapaktepHa ornpeneaeHHass MOAYIbHOCTh: KOJIUYECTBO
U MOIIHOCTh Pa3NUYHBIX Y3JIOB - ILIIO30B, gatekeeper («IpUBPATHUKOB» - TaK B TEPMUHOJIOTHU
VoIP umenyrorcsi cepBepbl 00pabOTKM HOMEPHBIX IUJIAHOB) - MOKHO HapallliBaTh MPaKTUYECKH
HE3aBUCHMO, B COOTBETCTBUHU C TEKYLIUMH TOTPEOHOCTSIMHU.

Mexceresoii nporoko.a IP

B nacrosimiee Bpems Haubosee r¢¢dekTuBHas nepeaada NOTOKa JFOOBIX JUCKPETHBIX (LIU(POBBIX)
CUTHAJIOB, B TOM YHCJIE€ M HECyIUX peuyb (ronoc), obecrneynBaercs IUPPOBBIMU CETIMU
ANIEKTPOCBS3H, B KOTOPBIX pean30BaHa maketHas texHosorus IP [2].

IIpotokon IP — OCHOBHOW NPOTOKOJ CETEBOTO YpPOBHS, IO3BOJISIOUIMM peaaTn30BbIBATH
MEKCETEBBIE COCTUHEHHS.

Crenyer mo4epKHyTh, 4TO IpoToKoi IP peanusyercst He TonbKO B ri106anbHOM cetn MHTepHeT,
JUISL KOTOPOI OH ObLT MEpBOHAYAIBHO Pa3pabOTaH, OH MOXKET OBITh MPUMEHEH U B JPYTUX HUPPOBBIX
TEJIEKOMMYHUKAIIMOHHBIX CETSIX.

OCHOBHBIM cliepKMBarOIIUM (akTOpoM Ha MyTH MacimTabHoro BHeApeHus I[P-tenedonun
ABIISIETCA OTCYTCTBHE B IpoTokoje [P mexaHM3MOB oOecredeHusi rapaHTUPOBAaHHOIO KayecTBa
yCIyr, 4TO [JeJIaeT €ro IMOKa HE CAMbIM HaJEXKHBIM TPAHCHOPTOM JUIs HEpeAadu TroJI0COBOIO
Tpaduka. [Ipotokon IP obpabaTsiBaeT kax bl IP-makeT kak HE3aBUCUMYIO €IMHUILY, HE UMEIOIIYIO
CBSI3U HU ¢ KakuMu apyrumu IP-makeramu. Cam mpotoko:n [P He rapaHTHpYeT HOCTaBKYy MAaKeToB, a
TaKXe BpeMs UX JIOCTaBKM, YTO BBI3bIBAET Takue MNpPOOJEMbI, KaK «pPBaHBIA T0OJOC» MU IMPOCTO
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mpoBajbl B pasroBope. B mpotokone |P HeT MexaHW3MOB, OOBIYHO IPUMEHSIEMBIX IS YBEITHUCHUS
JOCTOBEPHOCTH KOHEYHBIX JAHHBIX: OTCYTCTBYET KBUTHPOBAHUE — OOMEH MOATBEPIKACHUSIMHI MEKITY
OTIPABUTEIIEM U IOIY4YaTeNIEM, HET NMPOLEAYPhl YIOPAJAOYEHHUs, [IOBTOPHBIX IepeAady WA APYrux
nono0HbIX (GyHKIMA. Ecmu Bo Bpems NpoJBHXKEHUs MakeTa MPOU30LLIA Kakas-Tubo ommuodka, TO
npoTtokon |IP 1o cBoeil MHMIMATHBE HUYEro HE MPEANPUHUMACT JJIS UCHPABICHHUS 3TOH OIIMOKH.
Hampumep, eciii Ha NPOMEKYTOUYHOM MAapLIPYTH3aTOpe MakeT ObUl OTOPOLICH MO NPUYHHE
HCTEUYEHUs] BPEMEHM JKU3HU WIM U3-3a OMIMOKHM B KOHTPOJIBHOM CyMMe, TO Moayib IP He mbrTaercs
3aHOBO IOCJIaTh MCHOPYCHHBIH HJIM MMOTEPSHHBIA makeT. Bce BOmpockl o0ecneyeHus Halle)KHOCTH
JIOCTaBKM JaHHBIX MO coctaBHOil cetn B creke 1CP/IP pemaer mportokon TCP, paGoraromuii
HEIIOCPEICTBEHHO HaJl MPOTOKOJIOM IP.

IP-agpec

AJIMUHUCTPATOp CETH MTPUCBAUBAET OKOHEUHBIM ycTpoicTBaM IP-aipeca B cOOTBETCTBUH C TEM, K
kakuM IP-cetssm onm noakmrodeHsl. Ctapime Outhl 4-x 6alitHoro IP-aapeca onpenensror Homep IP-
cern. OcraBmasicss yacth IP-angpeca — Homep y3na (xoct-HOMep). IP-ampec y3ma mpeHTHdUIEpYET
TOuKy gocrtyma moayis IP x cereBomy mHTepdeiicy, a He ycrpoiicTBo. CymectByeT 5 kiacco |P-
aJIpecoB, OTVIMYAIOIIUXCS KOJIMYECTBOM OUT B CETEBOM HOMepe M XocT-Homepe. Kiacc ampeca
OTIpe/IeTIsIeTCS 3HAUCHUEM €ro TIEPBOTr0 OKTETA.

B Tabnume 1 mpuBeIeHO COOTBETCTBHE KIACCOB aJpECcOB 3HAYCHHUSM IEPBOTO OKTETA M YKa3aHO
KOJMYECTBO BO3MOXHBIX |P-agpecoB kaxaoro kiacca.

Anpeca kiacca A mpeqHa3HAuCHBI IS UCIIOJIB30BAHMS B OOJBIINX CETSIX OOMIErO MOJb30BAHMUS.
OnHu nomyckaroT OOJNBIIOE KOJIMYECTBO HOMEPOB Y31OB. Azpeca kiacca B ucnonbs3yrorcs B ceTsx
CpeIHEro pa3Mepa, HallpuMep, CEeTAX YHHBEPCHTETOB M KpPYIHBIX KommaHuid. Anpeca kmacca C
UCIOJIL3YIOTCSL B CETAX C HEOONBIINM YHCIIOM KOMITBIOTEpOB. Azipeca kiacca D ucnonb3yrores npu
oOpalIeHusX K rpyImaM yYCTPOHCTB, a aapeca kiacca E 3apesepBupoBanbl Ha Oyayiee.

Tabnuna 1. XapakTepuCcTHKHU KIacCOB a/IpECOB

Knacc Junanazon BosmoxHoe Bo3moskHoe

3HAYEHUI NEPBOTO | KOJMYECTBO CETEH KOJIMYECTBO Y3JIOB
OKTETa

A 1-126 126 16777214

B 128-191 16382 65534

C 192-223 2097150 254

D 224-239 - 2**28

E 240-247 - 2**27

HCKOTOpLIC IP-az[peca SABJISIFOTCA BBIACIICHHBIMHA U TPAKTYIOTCA HO'OCO60My.

Bunel coenunennii B ceru IP-resieponnu
Cern |IP-TenedoHuM NMpenocTaBiIsIFOT BO3MOKHOCTH JIUISI BRI30BOB YETHIPEX OCHOBHBIX THIIOB!

1. «Ort tenedona k tenedony». Bri3oB naer ¢ obsrunoro tenedonHoro ammapata k ATC, Ha
OJIMH U3 BBIXOJIOB KOTOPOW moakroueH nutto3 IP-tenedonnn, u uyepes IP-ceth moxoauT 10 apyroro
IIJTI03a, KOTOPBI OCYIIECTBIISIET 0OpaTHbIE MpeoOpa3oBaHusl.

2. «Ot xoMmmbloTepa K TeiaedoHy». MyIbTHMEIUIHHBIA KOMIBIOTED, UMEIOIINN MPOTrpaMMHOE
obecrieuenue |P-TenedoHnu, 3BYKOBYIO IUIaTy (agamnrtep), MUKpO(OH U aKyCTHUYECKHE CHCTEMBI,
noakimoyaercs K IP-cetu unu x cetn MHTepHeT, u ¢ Apyroil cropons! nuito3 IP-tenedonun umeer
coenunenue yepe3 ATC ¢ oObIYHBIM TeIe(OHHBIM aIapaToM.

3. «OT KOMIIBIOTEPA K KOMITBIOTEPY». B 3TOM citydae coennHeHue ycraHaBiuBaeTcs dyepes IP-
CeTb MEXAY JBYMsS MYJIbTUMEIUMHBIMM KOMIIBIOTEPaMH, OOOpPYIOBAHHBIMU AalIapaTHbIMU WIIH
MIPOrpaMMHBIMH CpeACTBaMHU Ui paboThl ¢ IP-Tenedonuei.
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4. «Ot WEB 6pay3zepa k tenedpony». C pa3suruem cetu MIHTEpHET cTasl BO3MOXKEH JOCTYH U K
peueBblM yciyraMm. Hanpumep, na WEB crpanune HekoTopoil komnanuu B paszene «KoHTakTbD
pa3Meniaercs KHoONKa «BbI30B», Ha)kaB HAa KOTOPYIO MOYKHO OCYIIECTBUTH PEUEBOE COECIUHEHUE C
IIPeJCTaBUTENIEM JAAHHOW KoMnaHuu 6e3 HaOopa TenedoHHOro Homepa. CTOMMOCTb TaKOI'O 3BOHKA
TS BBI3BIBAIOIIIETO MTOJIb30BATENS BXOJUT B CTOUMOCTH PaboThl B ceTn MHTepHeT [2].

Crnenyer OTMETHUTb, YTO B COEIUHEHUAX 1 M 2 TUIIOB BMECTO TeJIe()OHHBIX allapaToB MOTIYT ObITh
BKJIIOYEHBI (DaKCHMUJIbHBIE aNIaparthbl, ¥ B 3TOM cliyyae ceTh |P-Tenedonun nomxna obecriedynBaTh
nepenayy (pakCUMHIBHBIX COOOIIEHU.

Onucanue 0OCHOBHBIX MPOTOK0JI0B cucteM IP-Teiedonnn

Cranpapr H.323

Hab6op pexomennanuit MCDO-T H.323 onpezaenser ceTeBbie KOMIIOHEHTHI, IPOTOKOJIBI ¥ TTPOLICTYPHI,
MO3BOJISIONINE OPTaHU30BaTh MYJIbTHUMEANA-CBS3b B MAKETHBIX ceTsX, B ToM yncie B JIBC Ethernet.
Onu onpenensoT NopsaoK GyHKIHOHUPOBAHUSA aOOHEHTCKUX TEPMHMHAJIOB B CETAX C pa3zAeisieMbIM
pecypcoM, He rapaHTupyrommx kadectBa ooOciyxuBanus QoS. H.323-coBmecTumbie ycTpoicTBa
MOTYT MNpUMeHATbcs s TenedoHHod cBs3u  (IP-renedonust), mepemaunm 3Byka M BHIEO
(BuneoreneoHms), a TAKXKE 3BYKa, BUJICO U NAaHHBIX (MYJIbTUMEAUWHBIC KOH(PEPEHIIIHN).

B cBsi3u ¢ nosiBlIeHMEM MHOKECTBA allapaTHO-IIPOrPaMMHBIX CPEJICTB OpraHu3aluu TeaepoHHON
CBs3HM 10 TpoTokoiny [P morpeboBanocs BHecTH m3MeHeHHs B crnienudukanuu H.323, Tak kak 3TH
CpeZCTBa 3a4acTyl0 OKa3blBaJMCh HECOBMECTUMBIMHU JAPYT ¢ ApyroM. B dactHocTH, mOHan00UI0CH
obecrieunTh B3auMoJeiicTBue TeneoHHBIX ycTpoiicTB Ha 6asze IIK m oObruHBIX TenedoHOB s
cered, (YHKUMOHUPYIOUIMX MO HPUHLMUIY KoMMyTauuu KaHanoB. Cranmaptr H.323 Bxomut B
cemeiicTBo pekoMmeHjanuii H.32x, onuchiBaromux HOPSJOK OpPraHu3allid MYJbTUMEANA-CBSI3U B
CeTSAX Pa3IMYHBIX TUIIOB:

e H.320 - y3komonocHble nu(pOBbIE KOMMYTHpPYEMbIe ceTH, BKIodast -ISDN;

e H.321 - mmpokomnonocusie cetu ISDN u ATM;

e H.322 - nakeTHble C€TH C rapaHTUPOBAHHOM MOJIOCON MPOITYCKAHUS;

e H.324 - tenedonnsie cetu obmero moiaszoanus (THOIT).

Onna w3 OCHOBHBIX Iienied pa3paborku crangapta H.323 - oGecreueHue B3aMMOJEHUCTBHS C
JAPYTUMH TUIIAaMU ceTell MyJIbTHUMeIHa-cBsA3U (pucyHoK 1). /laHHas 3a1aua peaqu3yercsi ¢ HOMOIBIO
IIJII030B, OCYIIECTBISIONIUX TPAHCISALMIO CUTHamu3auuu U (opmaroB naHHbIX. Cranpapt H.323
IIO3BOJISIET CO3JaTh HAJIEKHBIE PELLIEHUS JJI1 OpraHU3aluy KOMMYHHKAIIUI 110 HEHAJAEKHBIM CETSM C
nepeMeHHON 3anepkkoi. [Ipu yclnoBHUM COOTBETCTBHS CTaHAAPTY YCTPOMCTBA C Ppa3IUYHBIMU
BO3MOXXHOCTSIMM MOTYT M B3aUMOJEHCTBOBaTh JApyr ¢ JApyrom. Hanpumep, TepMuHanbsl ¢
BUJICOCPEICTBAMHU MOTYT Yy4YacTBOBaThb B ayAMOKOH(QEpeHIMH. B COBOKYMHOCTM € ApyruMu
crangaptamu MCO-T Ha MyJabTUMEAMIHYIO CBs3b M TelleKOH(pepeHIMH pexomeHmanuun H.323
MIPUMEHMMBI JJIS JIFOOBIX BUJOB COEMHEHUN - OT MHOIOTOYEUYHBIX /10 COSAUHEHUN «TOYKA-TOYKa».
[1]. OcHOBHBIC KOMIIOHEHTBI ATOTO CTAHIAPTA MPHUBE/ICHBI B TadIHIIA 2.
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Puc. 2. Kondurypauus cetu Ha 6a3e ctannapra H.323

Cranmapt H. 323 omnpenensieT Takxe MOPSAOK B3aUMOJCHCTBHS C OKOHEYHBIMU yCTPONCTBAMHU
npyrux crannaptoB. Haubosee yacTo Takas 3ajaua BOZHUKAET NP COMPSHKEHUU Tele(OHHBIX ceTen
C KOMMYyTAalMel MakeToB W KoMmmyTanued kanamoB. Cetu crannmapta H.323 coBmMecTuMBI U C
npyrumu tunaMu H.32x-cereii. MexcereBoe B3aumoencTeue pasnuunbix H.32x-cerelt onpenenser
pexomennanus H.246. Ha caemyromem stame paszputusi [P-teneponnn x cnenumduxanusm H.323,
COOTBETCTBYIOIIIMM HI)KHUM YpPOBHSAM 3TaJOHHOM MOJENU B3aUMOJEUCTBUS OTKPBITBIX CHCTEM
(BMBOC), O6ynyr nobGaBnensl HOBble. OHM 3aUKCHPYIOT BO3MOXKHOCTH OOECIEYEHHUsI KJIacCOB

(class-of-service, CoS) u kauectBa obOcimyxuBanus (quality-of-service, QoS), T. e.
OTHOCSIIIUXCS, COOTBETCTBEHHO, KO BTOPOMY (KaHAIBHOMY) U TpETheMy (ceTeBOMY) ypoBHsM [1].

yemyr,

Ta6muia 2. OcHOBHBIE KOMIIOHEHTHI cTaHapTa H.323

Pexomennanus  |Onucanue

H.225 Omnpenensier cooOIIEHUs] MO YIPaBJIEHUIO BBI30BOM, BKIIOYAs
CUTHAJIM3ALMI0O U PETUCTPallMI0, a TakkKe MaKeTH3aluulo M
CUHXPOHM3ALMIO TOTOKOB MYJIbTUMEIUNHBIX TaHHBIX

H.245 Ornpenenser cooOmEeHus sl OTKPBITHS W 3aKPBITHUS KaHAJIOB JIJIs
repeJayd MOTOKOB MYJIbTUMEAMMHBIX JAHHBIX, a TaKXKe JpYyrue
KOMaH/bl ¥ 3aIIPOCHI

H.261 Buneokonek 1uisi ayInOBU3YaJIbHBIX CEPBUCOB Ha KaHanax P x 64
KOUT/C

H.263 OnucpIBaeT HOBBIM BUIACOKOJEK IS Mepeavyn BHACO MO OOBIYHBIM
Tes1e()OHHBIM CETSIM

G.711 Ayano konek, 3,1 xI'm Ha 48, 56, u 64 k6ut/c
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G.722 Aynuo xonek, 7 k[’ Ha 48, 56, u 64 xOut/c
G.728 Aynuo xonek, 3,1 k[’ va 16 x6ut/c

G.723 AyIHO KOJIEK, Ut peKUMOB 5,3 u 6,3 KOuT/C
G.729 AyI10 KOJIEK

ApxuTtekTypa cucteMbl Ha 0a3e crangapra H.323

Cranpapt H.323 pa3paboran CekTopoM CTaHIapTU3AUH TeIEKOMMYHHUKAIUKi MeXIyHapOIHOTO
coro3a 3iekTpocBsa3u (MCO-T) u conepKuT onrcaHue TEPMUHAIBHBIX YCTPOICTB, 000pyI0BaHUS U
CeTeBBIX CIYyXO0, MpeaHa3HAUEHHBIX JJIS OCYIIECTBICHHUS MYJIbTHUMEAMMHON CBSI3U B CETAX C
KOMMYTallMel MakeToB. TepMUHAIBHBIE YCTPOHCTBA W ceTeBOoe obOopymoBaHue cranmapra H.323
MOTYT TIepelaBaTh JaHHBIC, peub M BHICOMHPOpMANMIO B MacmTabe peasbHOr0 BpeMeHu. B
crangapte H.323 He onpenenensl: ceTeBoi mHTEpdeiic, pusndeckas cpena nepeaadnd nHopmanuu
U TPAHCIOPTHBIN IIPOTOKOJI, UCIOJIb3YeMBbI B ceTH. CeThb, Yepe3 KOTOPYIO OCYLIECTBIIETCS CBSI3b
Mexnay TepmuHanamu H.323, MoxeT mpeacTaBiaTh coOOW CErMEHT WJIM MHOKECTBO CErMEHTOB CO
cioxHoi Tonosorued. Tepmuuanel H.323 Moryr ObITh MHTErpUpPOBAaHBI B IEPCOHANIbHbBIE
KOMITBIOTEPHl WIIM peajn30BaHbl Kak aBTOHOMHBIE ycTpoicTBa. [logmepkka pedeBoro oOMeHa —
oOsi3aTenpHas PYHKIUS U yeTpoicTBa ctannapra H.323.

B pexomennanuu H.323 onuchiBaloTCs 4Y€ThIpEe OCHOBHBIX KOMITOHEHTA:

e TEepMHHAT,

® TIPUBPATHUK;

® IUTIO3;

® YCTPOMCTBO yrnpaBjieHHs] KOH(PEpEeHIUIMHU.

Bce mepeuncieHHble KOMIOHEHTHI peanu30BaHbl B Tak HaszbiBaeMble 30HBI H.323. Onmna 30Ha
COCTOMT M3 MPUBPATHHUKA M HECKOJBKMX KOHEYHBIX TOYEK, IPUYEM IMPUBPATHUK YIIPABIISET BCEMU
KOHEYHBIMU TOYKaMHU CBOEH 30HBI. [ obecrneueHus OOJbIIel HAIEKHOCTH OAHY "30HY" MOTYT
o0cTy’)KUBaTh HECKOJBKO NMPUBPATHUKOB, TOT/IA OJIMH U3 HUX Ha3bIBaeTCs "TJIaBHBIM'", a OCTaJIbHBIE -
"anprepHaTUBHBIMU". 30HOW MOXKET OBITH M BCS CeTh mocTaBluka ycayr IP-renedonun umm ee
94aCTh, OXBATHIBAIONIAsl OTACIBbHBINA peruoH [3].

Tepmunanasr H.23

Tepmunan mnpeactaBisieT coOOW OKOHEYHOE YCTPOWMCTBO TMoJsib3oBarens ceTu IP-tenedonumy,
KOTOpOe 00ecreynBaeT JIByCTOPOHHIOI PEYEBYIO (MYJIbTUMEIUMHYIO CBSA3b) C JPYTUM TEPMUHAIOM
H.323, nutto30M Uiam yCTpoHCTBOM yHpaBieHUs! KOH(PEPEHIUIMHU.

o031 H.323

[Imro3 IP-Tenedonnu peanusyer mepenady pedeBoro Tpaduka Mo CeTsM ¢ MapuipyTh3anuen
naketoB IP mo mporokomy H.323. OcHOBHOe Ha3HaueHHE IIII03a — MPeoOpa3oBaHUE PEUYEBOU
nH(popmanuu, nocrynawoieid co croponsl T¢HOIL, B BUA, NpUTOIHBINA Ul Mepefayu Mo CeTsIM C
Mmapuipytuzanueil nakero IP. Kpome Toro, numo3 npeobpaszyeT CUTHalbHbIE COOOLIEHHS CHCTEM
curHamm3aiuu DSS1 u OKC7 B curnambabie cooOmenus H.323 w mpomsBomuT oOpaTHOE
npeoOpa3oBaHue B COOTBETCTBUU ¢ pekoMeHaauueit ITU H.246.

IIpuBpaTHUK

OcHoBHO# yrpaBisitonuii a1emMeHT cetu H.323, KoopIMHUPYIOIHMA U KOHTPOJIUPYIOIUi paboTy
Bcex ee ycTpoicTB. [IpUBpaTHUK BBIMOIHAET clieAytouue ¢ yHKIUU:

e 1peoOpa30BHIBaET a/ipeca-ICeBJIOHUMbI B TPAHCIIOPTHBIE ajIpeca;

® KOHTPOJMPYET JOCTYIH B CETh HA OCHOBAaHUH aBTOPHU3ALMH BBI30BOB;

® KOHTPOJHPYET MOJIOCY IPONYCKAHUS,

®  yIpaBisAeT 30HAMH.
[IpryeM NpUBPATHUK OCYILIECTBISET BBIIICTIEPEUUCICHHbIE (YHKIUU B OTHOIIEHHMHM TEPMUHAJIOB,
IUII030B M YCTPOMCTB YINpaBi€HUS, 3apeTUCTPUPOBAHHBIX B HeM. llomMuMmo ympaBieHus u
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[EHTPATNU30BAHHOTO pa3pelicHusi UMEH a0OHEHTOB, TMPUBPATHUKU TAKXKE MOTYT MPEIOCTaBISATH
JIOTIOJTHUTEIbHBIE BO3MOKHOCTH, HAlPUMEP, BBIIOJIHATH (PYHKIIUU TPOKCHU-CEPBEPA VIS CUTHAJIBHBIX
U MeJIUa/IaHHBIX.

YerpoiicTBo ynpasienus koHpepenuusavu (MCU)

YcTpoiicTBO ympaBieHUsT KOH(PEPEHIUSIMH COCTOMT M3 OJHOTO O0S3aTEIBHOTO JJIEMEHTa —
koHTpoiutepa koHdpepenmmii (MCU — Multipoint Control Unit), u, kxpoMe TOro, MOXeT BKIIOYATh B
cebst ouH UM OoJiee MPOIECCOPOB ISl 00pabOTKU MOIb30BaTeNIbckol nHpopMalmu. Korrposiep
MOXKET OBITh (PU3MUECKH COBMEIICH C MPUBPATHUKOM, ILIIO30M WM YCTPONCTBOM YIpaBlICHUS
KOH(EepeHIMsIMH, a TOCIeTHEee, B CBOIO OYepeab, MOXKET OBITh COBMEUICHO CO IUII030M HIIH
MIPUBPATHUKOM.

YcTpoiicTBO ympaBieHus: KOH(pepeHIHsMH 00ecreurnBaeT BO3MOXKHOCTb OpPIaHU3alMH CBS3H
MEXIy TpeMs wid Oosiee ydacTHUKamu. Pexomenpanus H.323 mnpemycmartpuBaeT Tpu BHUAA
KOH(EepeHIMH: ACEHTPAIN30BaHHAasl, ICHTPATU30BAHHAS I CMEIIaHHAs.

[lepBpiii Tunm TpeOyer, YTOOBI BCE YYACTHUKH KOH(EpEeHIMH Mepechbulaly MHOI0aJpecHbIe
(rpynmnoBsie) cooOuIeHUs] BceM OCTaiubHBIM. [l 3TOro Tpedyercss Oosiee CIOXKHOE TEPMUHAIbHOE
o0opynoBaHuEe, M YOPaBIATh Takod KoHQepeHuued He o4yeHb yaoO0HO. boibmuHCTBO
IIPOU3BOJUTENIEH MIpeIaraloT LEHTpaIu30BaHHbIE CHUCTEMbI. [IpM MX HCIIOJIIB30BAHUM KOHEYHBIE
y31bl iepefatoT curnan cucteme MCU, kotopast u obecrieunBaeT ero pacChuiKy.

Bce tepmuHainbl, yaacTByrone B KoHpepeHInH, ycTanapauBaT coequaenne ¢ MCU. Cepsep
yIpaBJseT pecypcaMu KOH(GEpEeHIUH, COTIACOBBIBAET BO3MOXKHOCTH TEPMHHAJIOB MO 00paboTke
3BYKa M BUJEO, ONPENENSACT ayIno- U BUACONOTOKH, KOTOPhIE HEOOXOIMMO HAIPABISATH IO MHOTHM
ajzipecam.

Curnaau3anus no cranaapry H.323

Jns obecnieueHus: mmpoxomacitabuoro BHeapeHus: IP-tenedoHnn ogHUM U3 cambIX Ba)KHBIX
¢dakTopoB sBiIsIETCS OOECIeUYeHHEe COBMECTUMOCTH CHCTeM pasHeix Qupm. Jloctmxenue
COBMECTUMOCTH BO3MOKHO TOJBKO Ha 0a3e CTaHIapTHBIX MPOTOKOJIOB CUTHANW3anuu. [IpoToKosl
CHTHAJIM3AIUN 00ECIIeYNBAIOT yCTAHOBJICHUE, aJIMUHICTPHUPOBAHNE | 3aBEPIICHHE CEaHCa CBS3H
MEXIy KOHEUYHBIMM TOYKaMH (IIOJIb30BATEISIMHU), OJHO3HAYHO HUACHTU(DHUIIMPYEMBIMU 3aTaHHOU
cxeMmoil azapecarnuu. [loHsATHE «cUTHATM3ALMS» OTHOCUTCS KO Bcell MHGpOpMaluu, CBSI3aHHOM C
BBI30BAMHU U HEOOXOIUMOM ISl MX YCTAHOBJICHHS, MapIIPyTU3AI[MH, MOHUTOPUHTA U 3aBEPIICHUS,
KakK Ha (PU3UYECKOM, TaK M Ha JIOTUYeCKOM ypoBHE [1].

B TpagunmonHoit TeneoHHUM BBHI3BIBAOIIMK TOJIH30BATENb HAaOWpaeT HOMEP HYXKHOTO €My
aboHeHTa, a TenedoHHAas CEeTh WCIOJb3YeT €ro JUis MapuipyTu3auuu Bbi3oBa. [Iponexypa
yIpaBJIeHUS BBI30BAMHU JEIUTCS HA TpU (Da3bl: yCTAaHOBJICHHUE COSIMHEHUS, Tepeada peuu U TaHHBIX
u pazpeauHeHne. CooOIeHNsT CUCTEMbl CUTHAJIW3AIMK WHUIMUPYIOT U 3aBepIialoT 3TH (aswl, a
CTaHJIaPTHBIE KOHTPOJbHBIE CUTHANBI U (MJIM) 3aITUCAaHHBIE TOJIOCOBBIE COOOIIEHUS HHPOPMUPYIOT
aboHEHTa 0 XapaKTepe MPOXOXKIEHUSI €0 BbI30BA.

Bo Bcex COBpPEMEHHBIX CETSIX C KOMMYTallMell KaHaJOB CHCT€Ma CUTHAIM3AaIllMd OCHOBAaHA Ha
cemeiictree OKC Ne7. Onu obecrieunBatoT OOMEH COOOIIEHHSMH, KOTOpPbIE HEOOXOIMMBI ISt
MapuIpyTU3allid BbI30BOB, PE3EPBUPOBAHUS PECYPCOB, TPAHCIALMM aJIpecoB, YCTAHOBJIEHUS
COCMHEHHM, YNpaBI€HUsS MMH, BBICTaBJIEHUsS c4yeToB. Kpome TOro, Ha B3auMoyBs3aHHOW ceTH
cBs3u  Poccuiickoit ®enepauuu  UCHONMB3YETCS €IIe MHOTO JPYIMX CUCTEM CHTHAJTU3aIliH
(aHanmOTOBBIX U IU(PPOBBIX).

[To cpaBHEHUIO ¢ cUTHANMM3AIMEH B OOBIYHBIX TEIEPOHHBIX CeTsIX curHanmuzanus |IP-tenedhonun
JOJbKHA 00J1aaTh 0ojiee MUPOKMMH BO3MOXKHOCTSMHU B CHIIYy CleHU(UKH KOHEYHBIX y3710B. OHHU
MOTYT HMETh CaMmble pa3Hble XapaKTEPUCTUKH B YacTU TpeOyeMol TOJOCH MPOIMYCKaHUs,
KOJMPOBaHUS/IEKOIUPOBAHNS ayUOCUTHAJIOB, TMepeAayd JaHHbIX W T.I., U AJI1 YCTAaHOBJICHUS
CeaHca CBSI3U MEX/1y HUMU HEOOXOMMO YOeTUThCS B COBMECTUMOCTH ITHX XapaKTEPHCTHK.

Eme oquH BakHBIN BOMIPOC, CBSI3aHHBIN ¢ curHaym3aiue B IP-tenedonnn — KOHTPOJIb J0CTyIa K
cet. B 00b14HO# TenedoHHOi ceTn obmiero mons3oBanus (TPOIT) abonent nonakmoyaercs kK ATC
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yepe3 (PUKCHPOBAaHHBIA MECTHBINA HUICH(, MOITOMY HIESHTH(GUIUPOBATH €ro TeaeQOHHBINH ammapar
oueHb npocto. B cetu IP-tenedonun Bce ropaszno ciiokHee, MOCKOIBKY CYIIECTBYET MHOXKECTBO
pasHBIX CIOCOOOB JocTynma K Hel: ¢ oObryHOro Tenedona yepes TOOIL, mo momeMHOMY
COEIMHEHUIO Yepe3 cepBep yAaJeHHOro nocrymna, yepes JIBC u teppuropuanbHO pacipeieneHHYo
ceTb U T.A4. Kpome 3TOro, monp30Bareian MOTYT MEPEMENIaThCs MEXAY Pa3IMYHBIMU CETSIMH, TAKHM
00pa3oM, aOOHEHTa Hellb3sl UACHTU(UIMPOBATH 10 UCIIOJIb3YEMON UM JIMHUU JIOCTYIIA.

Hns 3ddekTuBHOr0O KOHTPOJS JOCTyHa ONepaTrop JAOJDKEH ayTeHTU(UIUpPOBATh KaXIOro
N0JIb30BaTENs, 3ampamuBamomero yciuyry. C yBenuueHueM uMcia omneparopoB |P-tenedonun
TpeOyIOTCS TaKXKe CpEeJCTBA KOHTPOJIS Hal TpauKOM Ha TpaHUIE MEXIY WX CeTsIMH. Takue
CpeACTBa JOJDKHBI OCYLIECTBISATh KOHTPOJb JOCTYIA M MCIOJIb30BAaHHUEM CETEBBIX PECYpPCOB U
BBITIOJIHEHUEM COTJIALICHUN M0 KauecTBY oOcCiykuBaHusA. IIpM MX OTCYTCTBHM ONEpPaTOpy MOMKET
OKa3aTbcs NMPOOJIEMaTUYHBIM T'apaHTUPOBATh MOJIB30BATEII0 ONPEACICHHbIN Ki1acc 00CIyKUBaHUS,
€clii ero TpauK YaCTUYHO MPOXOIMUT Yepe3 CEeTh IPYroro onepaTopa.

Pexomenmanms MexaynapogHoro coro3a anektpocBszu (MCDO-T) H.323 omnpenensieT OCHOBBI
mporecca mepeAaayd ayauo, BUAEO M JIaHHBIX 10 CETSAM C KOMMYTAIMeW MaKeTOB, HAaIpUMEp IO
cersim IP. B Heli onucanbl 00beKTHI, HEOOXOIUMBIE AT MYIbTUMEIUWHON CBSI3U, UX (QYHKIUU U
CIOCOOBI B3aMMOJICHCTBUS, B YaCTHOCTH AITOPUTMBI (POPMHUPOBAHMS ITTAKETOB, CXKATHS ayIaHO- U
BugeonHpopmauuu. Kpome Toro, pexomenmauus H.323 HaueneHa Ha pemieHue 3aaay
aJIMUHUCTPUPOBAHUS KOHEUHBIX TOJBH30BATENEH, aJpecallid, KOHTPOJSA HaJ| HCIIOIb30BaHUEM
HOJIOCHI TIPOIYCKAHUSI CETH U CETEBBIX 00bEKTOB [3].

CewmeiicTBo npoTokosioB H.323 BkiroyaeT B ceOst TpU OCHOBHBIX ITPOTOKOJIA:

e npotokon RAS (Registration, Admission, Status) — npoTOKoJI B3aUMOJACHCTBUS OKOHEYHOTO

000pyI0BaHUS C IPUBPATHUKOM;

e npotokon H.225 — npoTokoi ynpaBiieHUs: COETUHEHUSIMU;

® [IPOTOKOJI yIpaBJIeHUs JJorndeckuMu kaHainamu H.245.

Jns  mepeHoca cUTHaNBHBIX coobmennid H.225 wu  ympaBnstonmx cooOmienuit  H.245
UCMOJb3YeTCsl IMPOTOKOJ C YCTAHOBJICHHME COEQMHEHUS M C TapaHTUPOBAHHOM JIOCTaBKOM
napopmarmn  — TCP. Curnansabsle coobmenuss RAS mepeHocsTcs € MPOTOKOJIOM €
HerapaHTUpOBaHHOH noctaBkoil nHGopmanuu — UDP. Jlns nepeHoca peueBoii U BUeOMHpOpMaLuu
HCIOJIb3YETCs MTPOTOKOJI Mepeaaun UHGopMaluu B peanbHoM BpemeHu — RTP. Kontposnb nepenoca
M0JIb30BaTeNbCKON MH(pOpMaIK npousBoanuTcs nporokoiaom RTCP.

IIporokoa RAS — 3TOT IPOTOKOJI IPUMEHSIETCS IS TIEpelavud CITY>)KEOHBIX COOOIEHHI MEXTy
TEPMUHAJIAMH U KOHTpoJulepoM 30HBI (mpuBpatHukoMm) H.323. RAS-cooOmieHust ciyxar s
perucTpany TEPMHHAJIOB, JOMYyCKa MX K CEaHCY CBS3M, HM3MEHEHHUS HCIOJIb3yeMOW TIOIOCHI
NPONyCKaHusi, MH(MOPMUPOBaHMS O COCTOSIHUM Ce€aHca M €ro MnpekpameHud. B oTcyrcTBum
npuBpaTHUKA poTokosl RAS He 3aneiicTByeTcs.

C nomorsto curHanuzanuu RAS 0KHO OCYIIECTBIATHCS:

® HaXOXJICHHE TMpPHUBPAaTHWKA, HAa KOTOPOM BO3MOXXHA pPETHUCTpAalHsi OKOHEYHOTO
000pyI0BaHNS;
perucTpanys OKOHEYHOTO YCTPOUCTBA Y IPUBPATHHUKA,;
KOHTPOJIb JIOCTYIIa OKOHEYHOT0 000pYyI0BaHUS K CETEBBIM pecypcam;
OTIpeIeIeHNEe MECTOITOJIOKEHHSI OKOHEYHOTO 000PY/IOBaHMSI B CETH,
M3MEHEHHE TI0JIOCHI TIPOITYCKaHHS B TIPOIIecce 0OCITy)KUBAHHS BBI30Ba;
OTIPOC ¥ MHAMKAIHS TEKYIIETO COCTOSTHASI OKOHEYHOTO 000pYIOBAHHUS;
OTIOBEIIEHNE TPUBpPaTHUKa 00 OCBOOOKIACHWW  TOJIOCHI  TIPOIYCKaHWsS, paHee
3aHUMAaBIIEHCS 000PYTIOBAHUEM.

BrimonHeHne mepBBIX TpeX MpoUenyp, NPeAyCMOTpeHHBIX mpoTokosoMm RAS, sBisercs
HavyaJnbHOM (pa30il yCTAHOBJIEHHS COEAMHEHUS C HCIosib3oBaHueM curHanmuzammu H.323. Jlanee
cienyer (aza curHammzammu H.225.0 (Q.931) u oOmen ympammsromumu coobmenussmu H.245.
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PazpenvHeHre MPOMCXOOUT B OOpaTHOW TMOCIEIOBAaTENLHOCTU: B IEPBYIO OYepe/lb 3aKpPBIBACTCS
yopasistomuid kanan H.245 u curnanpnsiid kanan H.225.0, mocie gero mo kanainy RAS, nocie yero
no kanamy RAS mpuBpaTHUK omoBemiaercs o0 OCBOOOXKICHHH paHEe 3aHMMABIIEHCS OKOHEYHBIM
000pyI0BaHUEM MOJIOCHI MPOMYCKAHUS.

Jns mepeHoca cooOmeHuit mporokoida RAS ucnosib3yeTcss HMpOTOKOJ HErapaHTHPOBAHHOM
noctaBku uHpopmanuu UDP. B cBsa3u ¢ satum ITU-T pexomenmoBan mepenaBaTh MOBTOPHO TE
coobmenuss RAS, momydyeHHe KOTOPBIX HE OBUIO MOATBEPXKIEHO B TEUYEHHUE YCTAHOBJICHHOTO
MpoMexyTKa BpeMeHu. OKOoHEeYHOe 000pyI0BaHUE WU MPUBPATHHUK, HE UMEIOLINE BO3MOXHOCTH B
TEKYIIM MOMEHT BPEMEHM OTBETUTh Ha MOJIYYEHHBIH 3allpoc, MOryH nepeaasarbh cooOuienus RIP
(Request in Progress) mis MHAWKAIMKA TOTO, YTO 3alpoC HAXOMUTCS B cTaguu obpaborku. Ilpu
npueme coobmenust RIP mpuBpaTHUK M OKOHEUHOE OOOPYIOBAaHUE JTOJHKHBI MEPE3alyCTUTh CBOU
TaliMepBHI.

BaxHo oTMeTuTh, UTO B CceTH 0O€3 NpUBpaTHUKAa CUTHaJIBbHBIN KaHanm RAS BooOme He
UCIIOJIb3YeTCSl.

Curnanbnblii kanan H.225.0 — pexoMeHnmanus, B KOTOPOH MEXKIYHAPOIAHBIM COIO30M
ANEKTPOCBA3U CHEHUPUIIMPOBAHBI IPOLEAYPHI YIIpaBieHUus coenquHeHusiMu B ceTsax H.323. /lannbie
MPOIeTyphl MPEAYCMAaTPUBAIOT UCIIONB30BaHNE B 0Aa30BOM Ipoliecce OOCITYy)KMBaHHS BBI30Ba psijia
CUTHaJbHBIX cooOmenuit Q.931, mpuyem AOKEH OBITH pealn30BaH CHUMMETPHYHBIM OOMeH
CUTHAJIBHBIMU COOOIICHUSAMH. JTO TpeOOBaHUE HE PACIIPOCTPAHSISTCS Ha B3aWMOJICHCTBUE IITI03a C
CEeThI0 C KOMMYTAIIMEH KaHAaJIOB.

TpaHCIOPTUPOBKY CHUTHAJIBHBIX co0OmeHHni obecrieunBaer npotokoid TCP. B coorBercTBum ¢
pexomennanuei H.323 mis kakaoro HOBOTO BBI30BA OTKPBIBAETCS OTIENbHBINA CUTHATBHBIA KaHaI.
B cersix, He UMEIOLIMX NPUBPATHUKA, OTKPbIBAeTCsS CUrHaJIbHBIN kaHan H.225.0, HemocpeacTBEHHO
CBSI3BIBAIOIMI BBI3BIBAIOIIEE OKOHEYHOE OOOpyAOBaHHWE C BbI3BIBAEMBIM. B 3TOoM ciyuae
BBI3BIBAIOIIMM  I0JIb30BaTENb JOJDKEH 3HATh TPAHCHOPTHBIM aJpec CUTHAJIBHOIO KaHaja
000pyIOBaHUs BBI3BIBAEMOIO MOJIH30BATEIS.

Huxe npuBenensl Hauboiee 4acTo UCOIb3yEMblE€ CUTHAIbHBIE COOOILIEHUS:

e Coobmenne Setup mnepenaercs BBI3BIBAIOIIMM OOOPYAOBAaHHMEM C 1LE€JIbI0 YCTaHOBHTH
COEUHEHHUE.

e Coo0Omenne Call Proceeding nmepenaercs BhI3bIBAIOLIEMY 000PYIOBAHUIO, YTOOBI U3BECTUTh
€r0 O TOM, YTO BBI30B MPUHAT K 00CITY’)KHBaHUIO.

e Cooo6uienue Alerting nmepenaercst BbI3pIBaroIeMy 000pyI0BaHHIO 1 HHHOPMHUPYET €ro 0 TOM,
YTO BBI3bIBAEMOE OOOPYZOBAaHME HE 3aHATO M UTO IMOJB30BATEII0 IOAAETCS CHUTHAl O
BXO/ISIIIIEM BBI3OBE.

e Coobmmenue Connect nepenaercs BbI3BIBAIOIIEMY 000PYA0BAaHHIO U HHPOPMHUPYET €TO O TOM,
YTO BbI3bIBAEMBIM IOJB30BATENb NPUHSIT BXoAsumil Bb3oB. Coobmenue Connect moxer
COJIEpIKaTh TPAHCIIOPTHBIN aapec yIpasisonero kanana H.245.

e CoobOmenne Release Complete mepemaercsi BBI3BIBAIONIMM  WJIM  BBI3BIBAEMBIM
000pyIOBaHUEM C IENBI0 3aBEPIIUTh COCAMHEHHE. JTO COOOIICHHE TEpenaeTcs TOIbKO B
TOM CJIy4yae, KOTJia OTKPBIT CUTHAJIbHBIN KaHaJ.

e Coobmenne Q.932 Facility ucnonp3yercst it oOpaimieHnss K AOTOJIHUTEIBHBIM YCIyraM B
cootBeTcTBHHU ¢ PexoMmennanmsamu I TU H.450.%.

Yupasasrommii kanaa H.245

B pexomennanuu ITU-T H.245 onpeneneH psa HE3aBUCHUMBIX MPOIENYp, KOTOPBIE TOJIKHBI
BBITOJIHATHCS JUIsl yIIpaBiieHus: HH()OpMaMOHHBIMU KaHajaMu. K HUM OTHOCSTCS IPOLIEYpHI:

® OmIpeeNeHUs BeIYyILEro U Be0MOr0 YCTPOICTB;

e oOMeHa JaHHBIMH O (DYHKITHOHAIEHBIX BOZMOKHOCTSIX

® OTKPBITUS M 3aKPBITHS OJHOHATIPABJICHHBIX JIOTHYECKUX KaHAJIOB
® OTKPBITHS M 3aKPBITHS JIBYHAIPABIECHHBIX JIOTHUECKUX KaHAIOB
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®  3aKPBITHUS JIOTHYECKUX KAaHAJIOB
® ONpeNeNeHUs 3aJepPKKH, BO3HHUKAIONICH mpu meperade WHGOpPMAMKU OT HCTOYHUKA K
MIPUEMHHKY U B OOPaTHOM HAINpaBJICHUH

e BBIOOpaA pexuMa 00paboTKu nHpOpMaIUn

e CHUTHAJIM3AMM 1O TeTje, CO3/JaBaeMoil Juid 1ielied TEeXHUYECKOro OOCITy:KHBAaHUS

obopynoBaHus

JlJis BBIMIOJIHEHUS BBIICYKA3aHHBIX MPOLEAYP MEXKIY OKOHEUHBIMU YCTPONCTBAMH WM MEXITY
OKOHEYHBIM OOOPYJOBAaHHEM M YCTPOWCTBOM YIIpaBICHHUS KOH(PEPECHUIUSIMU WU MPUBPATHUKOM
opraHusyercs ympapistomuid kaHan H.245. Ilpu 3ToM OKOHEYHOE OOOpYAOBaHHE HOJIKHO
OTKpBIBaTh OAWH (M TOJHKO OJMH) YIPABJISIFOIINA KaHaJ JUIsl K&KIOTO0 COCUHEHHUS, B KOTOPOM OHO
ydacTByeT. TepMHHAJbI, YCTPOUCTBA yIpaBiIeHUS KOH(PEPEHUUIMH, ILTI03bl U MPUBPATHUKU MOTYT
y4acTBOBATh OJJHOBPEMEHHO B HECKOJIBKMX COCTUHEHHSX U, CIEI0BATEIBHO, OTKPHIBATH HECKOJBKO
YIPaBISIOIUX KaHATIOB.

[Tepenoc ynpasisromeld napopmaruu H.245 ocymecrsusiercss mpotokonoM TCP mo HyneBoMy
JIOTUYECKOMY KaHally, KOTOPBIA JIOJDKEH OBITh MOCTOSIHHO OTKPBITHIM C MOMEHTa OpTraHH3aI[uu
kaHana H.245 u Bmiots 70 ero sukBuaauuu. Cienyer OTMETUTh, YTO HOPMAaJIbHBIE IPOLEAYpPHI
OTKPBITHS U 3aKPBITUS JIOTUYECKUX KAHAJIOB, AJISl YIIPABJICHHS HYJIEBBIM JOTMYECKHM KaHAIOM HE
MIPUMCHSIFOTCSI.

[To ympaensitomemy kanany H.245 mepenmatorcs cOOOIIEHUS UYETBIpEX KaTEropHil: 3ampochl,
OTBETHI, KOMaH bl ¥ MHAUKAIMH. [ToydnuB cooOmeHue-3anpoc, 000pYA0BaHUE JOJKHO BHITIOJTHHUTH
ompeeNiecHHOe JEHCTBHE M HEMEIUICHHO IepenaTb oOpaTHO coolmieHue-oteer. [lomyuus
cooOmIeHne-KOMaH1y, 00OpYyAOBaHME TaKKe JOJDKHO BBINIOJHHUTH OINPENEICHHOE JeHCTBHE, HO
OTBEYaTh Ha KoMaHAy He A0mkHO. CooOlleHHe-UHAUKAIUA CIYXKUATh JUIsi TOro, 4YTOOBI
nH(OPMHUPOBATH O YeM-JIHOO TMOJIydaTess, HO He TpeOyeT OT Hero HU OTBETa, HU KaKuX Obl TO HU
OBLITO JICHCTBHH.

IIpoTOK0J HHHIMUPOBAHUS CeaHCOB cBsi3U — SIP
IIpunuune! nporokoaa SIP

3a roael paboThl ¢ mpoTokoigoM H.323 HakorieH OOMNBIION OMBIT KCIOJB30BAHUSA, KOTOPBIN
MTO3BOJIHJI BBISIBUTH KaK €0 IMOJIOKHUTEIBLHBIC YEPTHI, TAaK W HEJIOCTATKH, KOTOPBIC OBLTH YUTEHBI TIPH
pazpaboTke npoTtokona SIP.

[TpoTokosn MHMIMUpPOBaHHS ceaHcoB — Session Initiation Protocol (SIP) sBasiercs mpoTokosoM
MIPUKJIAHOTO YPOBHS U MpeJHa3HAYAETCs AJSl OpraHu3aluy, MOAU(PUKAIIMN U 3aBEPILICHUSI CEaHCOB
CBSI3M: MYJbTUMEIUUHBIX KOH(PEPEeHIHUH, TeNeQOHHBIX COCAMHCHWA W TIepeJadd JIaHHBIX.
[Tonb3oBaTeny MOTYT MPUHUMATH YYacTHE B CYIIECTBYIOIIUX CEaHCAX CBSI3W, MPUIJAMIATh IPYTUX
MOJIB30BaTEJICH W OBITH MPUTIIANNICHHBIMA UMM K HOBOMY CEaHCY CBs3H. [IpuriameHus MoryT ObITh
aJlpecoBaHbl OMpeIETIEHHOMY T0JIb30BATEII0, TPYIINE MOIb30BaTeNIei M BCEM Tob3oBaTeisM [3].
ITpotokon SIP paspaboran rpynmoii MMUSIC (Multiparty Multimedia Session Control) komuTeta
IETF (Internet Engineering Task Force), a cnenngukanmy mpoToKoia MpeACcTaBIeHbl B JOKYMEHTE
RFC 2543. B ocHoBY npoTokosa padodas rpynma MMUSIC 3anoxwiia ciieyromye MpHHIIATIL:

e [lepconanvras MobUILHOCMb NOAL308AMENE.

[Tonb3oBaTenu MOTYT mepeMeriarbes 0e3 OrpaHHuYeHUi B MpeaeNnax CeTH, MOITOMY YCIYTH
CBS3M JIOJDKHBI TPEIOCTaBIATHCS UM B J000M Mecte 53Tol cetu. Ilomb3oBatento
MIPUCBANBACTCS YHUKAIBHBIN UIEHTU(DUKATOP, a CETh MPEIOCTABIISAECT €My YCIYTH CBS3U BHE
3aBHCUMOCTH OT TOTO, TII€ OH HaxomuTcsa. JlJIs STOro mOJh30BaTENh C TOMOIIBIO
cnenuansHoro coodbmenus — REGISTER — undopMupyeT o cBouX mepeMenieHusx cepBep
OTIPEIEIIEHUS] MECTOITOJIOKEHHSL.

e  Macwmabupyemocms cemu.

Ona xapakTepu3yercsi, B TEpPBYIO OdYepe/lb, BO3MOXXHOCTBIO YBEIHUYEHHS KOJINYECTBA
JJIEMEHTOB CEeTH MpH ee pacmupenun. CepBepHas CTPYKTypa CETH, MOCTPOSHHOW Ha 0ase
npotokona SIP, B IOTHOI Mepe oTBeyaeT ITOMY TpeOOBaHUIO.
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e Pacuupsemocms npomoxoa.

Ona xapakTepu3yercss BO3MOKHOCTBIO JIOTIOJHEHHS MPOTOKOJA HOBBIMU (PYHKIHSIMH TIPH
BBEJICHUU HOBBIX YCIIYT U €r0 aJIallTalluy K paboTe C pa3NuyHbIMU IPUITOKEHUSIMU.
Pacimpenue ¢yHkmii mporokona SIP MokeT OBITh MPOU3BEICHO 33 CYET BBEICHUS HOBBIX
3arosioBkoB coobmenuid. I[lpu stom, ecinum SlIP-cepeBep mnpuHHUMaeT CcoOOOMIEHUS C
HEU3BECTHBIMH €MY IOJISIMH, TO OH IMPOCTO UTHOPUPYET UX M 00padaThIBaeT JUIIb T€ TOJS,
KOTOpBIE OH 3HAET.

Jlyis pacmmpeHust BO3MOKHOCTEH TpoTokona SIP Moryt ObITh Takke J0OAaBIICHBI U HOBBIE
TUNBI COOOIIEHUH.

o  Uumeepayus 6 cmek cywecmayowux npomoxonos Internet, paspabomannwvix 1ETF.
[Tporokon SIP sBnsieTcss 4acThio rI00ANTBHON apXHUTEKTYPhl MYJIbTHMEIUA, Pa3paOOTaHHON
komutetoM |ETF. Drta apxurekrypa BKIIOYAeT B ce0s TaKKe MPOTOKOJ pPE3ePBUPOBAHMS
pecypcoB (Resource Reservation Protocol - RSVP), TpaHCHOpTHBINM MPOTOKOI PEabHOTO
Bpemenu (Real-Time Transport Protocol - RTP), mporokoa mepegadd IMMOTOKOBOM
uHpopmarmu B peanbHoM Bpemenu (Real-Time Streaming Protocol - RTSP). Opnaxo
¢dbyHkIuu npoTokoia SIP He 3aBUCAT HU OT OJJHOTO U3 3TUX MPOTOKOJIOB.

e Bzaumooeiicmsue ¢ Opyeumu npomoKoIamu CUSHATUZAYUU.

[TpoTtokon SIP MoxeT OBITH HCIOIB30BaH COBMECTHO ¢ mpoTokosioM H.323. Bo3aMoxHO naxe
B3auMmozeicTeue nporokona SIP ¢ cucremamu curnamuzamuu THOIT — DSS1 u OKC7. [lns
VIPOLICHUST TAaKOrO B3aWMOJICHCTBHSA CHUTHaJbHBIE cooOmeHus mportokona SIP moryt
MePEHOCHUTH HE TOJbKO crienuduaeckuiit SIP-anpec, Ho u Tenedonnsiii Homep popmara E.164
wi jiroboro apyroro ¢popmara [6].

HNuTterpanus nporoxoa SIP ¢ IP-cersimu

OnHoil M3 BaxHeMmMX ocobeHHocTell mporokona SIP sBiaseTcs ero HE3aBUCUMOCTb OT
TPaHCHOPTHBIX TexHoJoruii. Ho, B TO e Bpems, MPEeINnoYTeHHE OTHAACTCS TEXHOJIOTHH
Mapuipytuszauuu naketoB |IP u mporokony UDP. Ilpu stom, mpaBma, HEOOXOAMMO CO3/4aTh
JOTIOJTHUTEIbHBIE MEXaHU3MBI IS HAJEKHOW [OCTAaBKM CHTHAJIBHOW wuH(popmammu. K Takum
MeXaHU3MaM OTHOCSTCS MOBTOPHAs Nepegada HHPOpMaLMK pH ee oTepe, NOATBEpKICHHE TpreMa
u JIp.

3nech Ke ciefyeT OTMETUTh TO, YTO CUTHAJIbHBIE COOOLIEHHS MOTYT NEpEHOCUTHCS HE TOJBKO
npoTokosoM TpaHcroptHoro ypoBHsi UDP, Ho u mportokonom TCP. IIporokon UDP mo3Bomser
osicTpee, yeM TCP, 1oCcTaBisATh CUTHATBHYIO MHPOPMALIMIO (1aXke ¢ y4eTOM MOBTOPHOM Mepenadu
HETIOATBEP)KJICHHBIX COOOINEHMI), a TakKe BECTH TNapaJUIeNbHBIA IMOMCK MECTOIOI0KEHUS
NoJIb30BaTesel U MepeaBaTh NPUTJIAICHHUS K YYaCTHIO B CEaHCE CBSI3U B PEKUME MHOI0a/IpECHOM
PaCChUIKH.

ITo cetn ¢ mapumpyTHu3anuei nakero |P MoxkeT mepenaBaThCsl MOJIb30BaTENbCKas WHGOpMALUs
MPAaKTUYECKH JII0O00TO BU/A: Peub, BHJICO W JaHHBIC, a TAaKXKe JIt00as MX KOMOWHAIMS, Ha3bIBaeMast
MyJIbTUMEINIHON nHpopMmanuen. [Ipu opraHuzanum CBs3u MeXIy TepMUHaJIaMM I10JIb30BaTeNei
HEeoOXOMM MeXaHu3M OoOMeHa HuHpopMalnueld O TOM, KaKue CEpBUCHI MOXET HCII0JIb30BaTh
BbI3bIBaeMasi \BbI3bIBAIONIAsl CTOPOHBI. JlIst 3ToW menmu wucmonbdyercss npotokon SDP  (Session
Description Protocol) - mporokon omucanus ceccuu. JlaHHBIA MPOTOKOJ MO3BOJSET ONPEIACTHUTD,
KaKHe 3BYKOBbIE (BH/I€0 U JPYrHe) KOJIEKU M WHBbIE BO3MOXKHOCTH MOXKET MCIIOJIb30BaTh yAaJIeHHAs
CTOpOHA.

Jns nepenaun pedeBoit uHpopmanuu komuter |IETF npennaraer ucnonszoBats nporokon RTP
(Real-time Transport Protocol, mpoTOKOI TPaHCIIOPTUPOBKH B peaibHOM BpeMeHH). Takum 00pa3zom,
cam nipoTokos SIP HermocpeCTBEHHOTO Yy4acTHsl B Iiepejaue rojI0COBBIX, BUJEO U IPYTUX JaHHbBIX He
MPUHUMAET, OH OTBEYAEeT TOJHKO 3a yCTaHOBJIEHHWE CBs3U (mo mportokosam SDP, RTP u np.),
nostomy noni SIP-tenedonuelt moHMMaercsi He mepenava rosnoca mno nporokory SIP, a mepeaaua
rojoca ¢ ucnoisb3oBanueM nporokona SIP. HMcnons3oBanue nportokona SIP mpenocraBisieT HOBbIE
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BO3MOYKHOCTH YCTAHOBJIGHUSI COEJAMHEHHUH (a Takke BO3MOXHOCTH OeCHpoOJIEeMHOr0 paciIupeHus
JAHHBIX BO3MOXXHOCTEN), @ HE HEMOCPEACTBEHHON IIepeiaur roJ0COBOI0 M JPYTrUX BUJOB Tpaduka.

B rnoGanbHoit uHbOpMannoHHON ceTH MHTEpHET yKe MOBOJBHO JaBHO (DYHKIIMOHUPYET
IKCIIEPUMEHTANIBHBIA ydacTok MbONne, KoTopelii 00pa3oBaH U3 CETEBBIX Y3JIOB, MOJICPKUBAFOLINX
PEKMM MHOTOAJPECHON PACCHUIKU MYJIbTUMEIUIHON nHpopMmanuu. Baxkueiinien pynkuueit Mbone
ABJISICTCA TOAJEPKKA MYJIbTUMEAUHHBIX KOH(EpeHLUH, a OCHOBHBIM CHOCOOOM IpHIIALIEHUS
y4acTHUKOB K KoH(pepeHiuu cran mpotokon SIP. [Iporokon SIP naeT BO3MOXHOCTh MPUCOSAMHCHUS
HOBBIX YYaCTHHUKOB K YK€ CYIIECTBYIOILIEMY CEaHCY CBS3H, T.€ JIBYCTOPOHHHUH CEAHC MOXKET IEPEUTH
B KOH(EPEHIIHIO.

[IpennasHaueHHbIN U1 MTHULKMALMK ceaHcoB IpoTokos SIP obecnieunBaer onpeneneHue ajgpeca
IIOJIB30BATEIsl M YCTAaHOBJIICHMS COCIAMHEHUS ¢ HHUM. Kpome 3TOro, OH CIyKUT OCHOBOM MJIA
IPUMEHEHMs APYIMX MPOTOKOJIOB, pealu3ylomuX (QyHKIHUN 3allUThl, ayTeHTU(QUKALUN, OMHCAHUS
KaHaJla MyJIbTUMEIUNHON CBSI3U U T. 1. [3].

Anpecanust

Jns  B3auMopeicTBUS MEXIy coOoil mpuioxkeHuss ucnons3yor SIP  aapec, ouens
HanoMMHawoImui agpec 3nexkTpoHHo noutsl (SIP URL) . Anpeca SIP umeror tonbko UA. Bcee
octanbpHble KoMIoHeHTHl (Proxy, Redirect, Registrar) unentudunupytorcs toiasko IP anpecamu u
HOMepaMu NopToB (Hanpumep, 1o ymosnyanuto SIP cepsep ucnonbzyer 5060 nopr).

Cunrakcuc SIP agpeca cieqyroniuii:
sip:userid@hostname, rae userid - username wim e.164 anpec (tenedoHHBIE HOMEpP), hostname -
JloMeH, xocT uiu [P aapec.

Kpowme Toro, B SIP anpec MOTyT BXOIUTH JIOTIOHUTEIBHBIE MTApaMETPHI (TapoJid, HOMEpa MOPTOB
U TOMY NOA00HOE).

Apxwutekrtypa cetu SIP

SIP wucnonb3yer OOBIYHBIE TEKCTOBBIE COOOLIEHUS U ouyeHb HanomuHaer HTTP mpotokon
(mpakThuecku Oazupyercst Ha HeM). Apxutektypa cetu SIP 06a3upyercss Ha KIMEHT-CEPBEPHOM
B3aUMO/ICVICTBHH.

CranpaptHeiMH 211eMeHTaMu B SIP-cetu sBstoTCA:
1. User Agent: mo mpotokony SIP ycranaBmmBaroTrcs coenuHenus: "kiaueHT-cepBep'. KimeHT
yCTaHaBJIMBACT COEAMHEHUs, a CepBep MPUHUMAET BBI30BbI, HO TaK OOBIYHO Tese(OHHBIHN ammapar
(unu mporpaMMHBIHN TenedoH) MOXKET KaK YCTaHAaBJIMBATh, TAaK U MPUHUMATh 3BOHKH, TO MOJIydaeTcs
YTO OH OJHOBPEMEHHO UIpaeT pojb M KIMEHTa M cepBepa (XOTd B peal3alud MPOTOKOJA ATO He
SIBJSIETCSL 00s3aTENIbHBIM KpUTEpHEM) - B 3TOM ciy4dae ero HazweiBatoT User Agent (UA) wunm
TEPMHHAIL.

B coctraBe UA BbIAENAIOTCS JBE JIOTHUECKHUE COCTABIISIOLINE:

e arent-kiueHt (UAC - user agent client) - mocbutaet 3ampockl ¥ MoJy4aeT OTBETHI;

e arent-cepeep (UAS - user agent server) - mpuHAMAET 3apoChl U MOCHLTAET OTBETHI.

BBuay Toro, yro OOJIBIIMHCTBY YCTpPOMCTB HEOOXOAMMO Kak IepejaBaTh, TaK M HPUHUMATh
JaHHbIE, B pealbHbIX ycTpoiicTBax mpucyrcrByeT kak UAC, tak u UAS.
2. IIpokcu-cepBep: NPOKCU-CEPBEP MPUHUMAET 3alIPOCHl U MPOU3BOJUT C HUM HEKOTOpBIE NENUCTBUS
(Hampumep, OINpeAensieT MEeCTONOJOXKEHUE  KIMEHTa, [MPOU3BOJAUT  Iepeajpecaluio WU
nepeHanpanjieHue BbI3oBa U Jp.). OH Takke MOXKET YCTaHAaBIUBaTh COOCTBEHHbIE COCTUHEHUS.
3auacTy0 HPOKCHU-CEPBEp COBMELIAIOT C CEpPBEpPOM oOIlpeneneHus mectornonoxenus (Register-
cepBep), B TAKOM CIIydae ero Ha3bIBaloT Registrar-cepsepom.
3. CepBep ompeneneHHs MECTOMNOJOXKEHUs Winu cepBep peructpauuu (Register): naHHBIA BUJ
cepBepa CIY)KUT Ul perucTpalnuu Mnoib3oBareneil. Perucrpanys nonb3oBarens IpOU3BOAUTCS JUIS
ompeneneHus ero Tekymero [P-agpeca, mist Toro 4T00b MOXHO OBLIO MPOU3BECTH BBHI3OB user(@IP-
aznpec. B ciydae ecnu nosp30BaTenb MEPEMECTUTCS B APYroe MECTO U/MIIM HE UMEET ONPEACTICHHOTO
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IP-anpeca, ero Tekymuii aapec MOXKHO OYAET ONPEAETUTh IOCIIE TOTO, KaK OH 3apeTUCTPUPYETCs Ha
cepBepe peructpauuu. Takum oOpa3oM, KIMEHT OCTaHETCs JOCTYIEH M0 OJAHOMY H Tomy xe SIP-
ajipecy BHE 3aBUCUMOCTH OT TOI'O, TJI€ HAa CaMOM JI€JI€ HaXOIUTCSl.

4. Cepsep nepeaapecaliiu: oOpailaeTcsi K cepBepy perucTpauuu s onpezeneHus tekyuero [P-
ajZjpeca IMOJb30BaTelisd, HO B OTJIMYUE OT MPOKCU-CEPBEpa TOJbKO "mepeaapecyeTr" KIMEHTa, a He
yCTaHABIMBAET COOCTBEHHBIC coeAnHeHuUs [7].

B pesynbrare SIP apxutekTypa BRITTISAUT CIEAYIOIIMM 00pa3oM:

—_
REGISTRAR
/. —
el
——
uA PROXY REDIRECT
|

Puc. 3. Apxurektypa cetu Ha 6aze mporokona SIP

Curnanu3anusi Ha OCHOBe npoTokoJa SIP
[Ipn opranuzanuu MyJIbTUMEIUWHOTO CE€aHca MCIOJIb3YyEeTCS JIBa OCHOBHBIX METOJA JUIs
HAXO0XJACHUA U UHHOPMHUPOBAHUS 3aMHTEPECOBAHHBIX YYACTHUKOB:

e VBeIOMJIEHHE O CEaHCE C HCIIOJIb30BAHMEM Ppa3HBIX CPEACTB — DJJIEKTPOHHOW IOYTHI,
HOBOCTHBIX rpymn, WEB-cTpanuny wim  cnenumansHoro mportokona SAP  (Session
Announcement Protocol);

e [IpurnamieHre K y9acTHIO B C€aHCE ¢ TOMOIIIBIO TpoTokoia SIP.

Hwxe npuBenena Ha pucyHKe 4.8 cxema CUTHaJIM3aIiH 1o mpoTokory SIP.

REGISTRAR

2
WHEREIS T l L

1 PROXY

Puc. 4. Cxema curHaymsanu 1o nporokoiry SIP
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Oo6paboTka BBI30BOB ocyiiecTBisiercsi cepBepoM SIP, koTopeiii MoxeT paboTath B pekume
HETIOCPE/ICTBEHHOT'0 YCTaHOBJICHUS CBSI3M WIM B PEXKUME Iepeaapecanui. B 06oux pexumax cepsep
MPUHUMAET 3aMpPOChl Ha ONPEACIICHIE MECTOIOIOKEHHS HY)KHOTO TI0JIh30BATENs, HO €CITU B IEPBOM
pEXKHMME OH caM JJOBOJUT BBI30B JI0 a/IpecaTa, TO BO BTOPOM — BO3BPAIIAET apec KOHEYHOTO IMyHKTa
3ampaiiMBacMoOMy KIUEHTY [7].

B nporokomne SIP ompeznenens! aBa BUia CUTHAIBHBIX COOOLICHUI — 3aIIpoOC U OTBET.

OHM UMEIOT TEKCTOBBIN (hopmat (KomupoBka cuMBoIOB coriacHo RFC 2279) u 6asupyrores Ha
nporokoie HTTP. B 3anpoce yka3pIBaloTCs MPOIEayphl, BEI3BIBAEMBIE JJIS1 BHIIOIHEHHS TPEOYEeMbIX
OIepalui, a B OTBETE — pe3yJIbTaThl UX BHINOIHEHUS. OTpeienieHbl MIeCTh MPOLEYp:

o INVITE - BebIBaeT amgpecara s ycTaHOBJeHHUs cBsi3u. C TOMOIIBIO ATOTO
COOOIICHHUs aJpecaTy NepearoTcs BUIbI MOAIEPKUBAEMBIX CEPBUCOB (KOTOPHIE MOT'YT OBITh
UCIIOJIB30BaHBl WMHUIMATOPOM CEaHca), a TakXKe BHIBl CEPBHCOB, KOTOPBIC JKEIaeT
nepeaaBaTh HHUIAATOP CBS3H;

. ACK - coo0menne, oATBEpXKIAIOIIEe COTJIACHE aipecaTa YCTAaHOBUTH COCAMHCHHMS.
B 3TOoM cooOmeHnn MOryT OBITH TEpenaHbl OKOHYATEIbHBIC IapaMeTphl CceaHca CBS3U
(OKOHYATENFPHO BBIOMPAIOTCS BHIBI CEPBHCOB W HMX IapaMeTpbl KOTOpbIE OymayT

HCII0JIb30BaHbI);

. Cancel — mpekpaiiaet MoucK Mojb30BaTEes;

. BYE - 3ampoc 3aBepiieHus COEIUHEHNUS;

. Register - maHHBIM 3ampOCOM TIOJB30BATEIb HACHTH(MHUIMPYET CBOE TEKYIIEe
MECTOTIOJIOKEHHE;

. OPTIONS - 3anpoc undopmanuu 0 (GyHKIHOHATBHBIX BO3MOKHOCTSIX TEpMHUHANA

(mpumeHsieTcst B cliydae, €CJIM 3TH JIaHHbIE HYXKHO MOJIYYUTh /10 YCTAHOBJICHUSI COCIMHECHHUS,
TO €CTh 70 (paKkTHYECKOro oOMeHa AaHHOW mHpopManueir ¢ momoiisio 3anpocoB INVITE u
ACK).

BoizbiBaronuii UA oikeH 3HATh TOCTOSIHHBIN ajipec a0OHEHTa, a MPOKCU-CEPBEP OCYLIECTBUT
IIOMCK U IpUIJallleHue K ceaHcy cBs3M. Tekymuil aapec 3HaTh He oOs3aTesnbHO. Kpome Toro, UA
JOJDKeH TIpeBapuUTEeNbHO BBIICHUTH [P anpec mpokcu-cepBepa (Hampumep 3aJlaHHBIA B
KoHurypamuu). Takxke MOXKET OCYIIECTBIATHCA B3aUMOJEHCTBUE HETOCPEACTBEHHO MEXIY
knueHTckuMu npunoxkenusimMu (UA) 6e3 ydactus cepepoB. s sToro Bei3biBatomuit UA gomkeH
3HATh TEKYIIUH aJIpeC BHI3bIBAEMOTO AOOHEHTA.

IIporoxkoa ynpasienus miaozamu — MGCP

Pabouas rpynma MEGACO xomurera IETF pa3paboTana mpoTOKOJ yNpaBie€HUS LUTIO3aMHU -
Media Gateway Control Protocol (MGCP). [Ipu pa3zpabotke mporokoina pabouas rpynmna MEGACO
onupajgach Ha MPUHIMII JIEKOMIIO3UIMH, COTJIACHO KOTOpPOMY LUIIO3 pa30uBaeTcs Ha OTAEIbHbIE
(yHKIIMOHAJIbHBIE OJIOKU:

e TpaHCHOPTHBIM nUTI03 - Media Gateway, KOTOpbIH BBINOJHSET (QYHKIHUU NMpeoOpa3oBaHUs
peueBoii nHpopmanuu, nocrynatomeit co croposl THOIT ¢ mOCTOAHHON CKOPOCTHIO, B BUJI,
IMPUTOJHBIN JUIsl NEepeAadyd IO CeTsAM C MapuipyTusanuei mnaketoB [P: xoaupoBanue u
yIakoBKy pedeBod wuHpopmauuu B mnaketsl RTP/UDP/IP, a Taxxke oOpatHoe
npeoOpa3oBaHuE;

e ycrpoiicTBo ynpasnenus - Call Agent, BeinosHstomee GyHKIUN YIPABICHUS IIIJI030M;

e 1wI03 curHadm3auuu - Signaling Gateway, KOTOpbIii oOecrieyrBaeT JOCTaBKY CHTHAIBHOW
uHpopmanuu, nocrynaromeil co cropousl TPOIIL, k ycTpoHCTBY ympaBiieHUsS IUTIO30M U
MEPEHOC CUTHAIBHON MH(POPMAIMN B 0OpaTHOM HaIlpaBJICHUU.

Takum 00pazoMm, Bechb MHTEIJIEKT (YHKIHMOHAIBHO paclpelleIeHHOro IUII03a pa3MellaeTcs B
yCTpOICTBE ymnpaBiieHus, PYHKIIMH KOTOPOTO, B CBOKO OYepelb, MOTYT OBbITh pacrlpeesieHbl MEeXIy
HECKOJIbKUMH KOMITbIOTEepHbIMU atdopmamu. [llnio3 curnanuzanuu Beinoisser ¢Gyakuuu STP -
TPAH3UTHOTO IMYHKTA CUCTEMBbI CHUTHaNMM3auu no obmemy kanany - OKC7. TpancnopTHBIE TTUTFO3BI
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BBIMOJIHSAIOT TOJBKO (YHKIMU TpeoOpazoBaHust peueBoi uHPopmauuu. OTHO YCTPOMCTBO
yIpaBiIeHUsI OOCIYKUBAeT OJHOBPEMEHHO HECKOJIBKO III030B. B ceTM MOXeT mpucyTCTBOBaTh
HECKOJIBKO YCTpOMCTB ynpasieHus. [Ipennonaraercs, 4To 3T yCTpoOilcTBa CHUHXPOHHU30BAHbBI MEXY
co0O0H M COrIacoBaHHO YIPABJAIOT LIUII03aMH, YYaCTBYIOIIUMH B COETUHEHUN.

OnHO M3 OCHOBHBIX TpeOOBaHMMA, MpeAbsBIsieMbIX K mpotokory MGCP, coctoutr B TOM, 4TO
YCTPOMCTBA, pealu3ylollue 3TOT HPOTOKOJ, AOJKHBI paboTaTh B pexuMe 0€3 COXpaHEeHHUs
uHbOpMAlMM O TOCJIEIOBATEIBHOCTH TPAaH3aKIMKA MEXIY YCTPOHCTBOM YHpaBlIeHUS U
TPAHCHOPTHBIM IIIJIKO30M, T.€. B YCTPOHCTBAaxX He TpeOyeTcs pealu3aluy KOHEYHOro aBToMara JAJs
OIMCaHUs 3TOU MocienoBaTeabHOCTH. OJHAKO 3TO HE OTHOCUTCS K IOCIEA0BATEIbHOCTH COCTOSTHUI
COCMHEHMH, CBEICHUS O KOTOPBIX XpaHATCS B YycTpoicTtBe ymnpasienus. [Ipotoxkon MGCP
UCTOJNB3yeT NpUHIMI master/slave (Beaymiuii/BeAOMBIii), NpPUYEM YCTPOHCTBO yIpaBIICHUS
LUTI03aMU SIBJII€TCSI BEAYILUM, @ TPAHCIOPTHBIN LUIIO3 - BEJOMBIM YCTPOHCTBOM, BBIITOJIHSIOLIMM
KOMAaHJIpl, TIOCTYNAIOIME OT YCTPOWCTBAa YyIpaBieHUsA. Takoe pelieHne oOecreynBaeT
MaclITabupyeMOCTb CeTH U MPOCTOTY HKCIUIYaTallMOHHOTO YIIPaBJIEHUS 3TOH CEThIO uepes3
YCTPOMCTBO yNpaBICHUS LUTHO3AMHU.

OCHOBHO# HEOCTATOK 3TOr0 MOAX0/A - HE3aKOHYEHHOCTh CTaH1apToB. PYHKIMOHATIbHBIE OJOKU
pacnpeesieHHbIX LTIO30B, pa3zpaboTaHHbIE pa3HbIMU (bupMaMH-TTPON3BOAUTEISIMU
TEJIEKOMMYHHUKAIL[MOHHOTO 000pY/l0BaHMs, MPAKTHUYECKH HECOBMECTHMbl. (DYHKIMM YCTpOWCTBA
yIOpaBieHUs LUII03aMU TOYHO HE ompeneneHbl. He crangapTu3vpoBaHbl MEXaHU3Mbl I€peHOCa
CUTHAJIbHOW MH(pOpMauuu OT nuito3a curHanumzaumu (Signalling Gateway) Kk ycTpoilcTBY
yIpaBieHuss 1 B 0oOpaTHOM HampaBieHHH. K HemocTaTkaM MOXKHO OTHECTH TaKXe OTCYTCTBHE
CTaHJAPTHU3UPOBAHHOTO IPOTOKOJA B3aMMOJAEHCTBHS MEXIy yCTpoWcTBamu ympasieHus. Kpome
toro, npotokon MGCP, sBissSCh IPOTOKOJIOM YIpPaBIEHHUS IUIO3aMH, HE IpEeAHa3HAueH s
yIIpaBJIEHUs] COEJIMHEHMSIMH C Yy4YacTHEM TEPMHHAJIBHOIO oO0OpyAoBaHUs moib3oBarenedt (IP-
teneoHaMu). DTO O3HAYAET, UTO B CETH, MOCTPOSHHOH Ha 6a3e mporokosna MGCP, mis ynpasneHus
TepMUHAJIAMH JIOJDKEH [IPUCYTCTBOBATh NMPpUBpaTHUK win cepsep SIP [3].

Ooecneuenne kavecrsa IP-resegonun
IHokazarenu kayecrBa IP-Tenedonun

TpaaunnonHsle TeneOHHbIE CETH KOMMYTHPYIOT JIEKTPUUECKUE CUTHAJIBl ¢ rapaHTUPOBAHHOU
MOJIOCOM MPOIYCKaHUsA, JOCTATOYHOM IS TMepellayd CUTHAJIOB TO0JIOCOBOro crnekrpa. [lpu
(buKCUPOBaHHOM MPOMYCKHON CIOCOOHOCTH NepeaBaeMoro CUrHaja 1eHa eJMHULBI BpEMEHH CBSI3H
3aBHCHUT OT Y/IaJIEHHOCTHU M PacOJIOKEHUSI TOUEK BbI30Ba U MECTa OTBETA.

Cetn ¢ KOMMyTalMel MakeTOB He 00eCHeunBaOT TrapaHTUPOBAHHOM MPOMYCKHOM crlocoOHOCTH,
MTOCKOJIbKY HE 00€CTIeUnBaOT FapaHTUPOBAHHOTO MTYTH MEXAY TOUKAMHU CBSI3U.

IP-Tenedonus sBisiercs ogHOM U3 o0nacTeil mepeaayn JaHHbIX, e BaKHA JIWHAMHKA Mepegadu
CUTHaja, KOTopas OOECeunBaeTCsi COBPEMEHHBIMH METOJaMH KOJUPOBAaHUSA U Iepeaayvu
uHbOpMallUK, a TaKXKe YBEJIUYEHHUEM IPOIYCKHOM CIIOCOOHOCTH KaHAJIOB, YTO NPUBOJAUT K
BO3MOXXHOCTH YyCIEIIHONW KOHKypeHuuu IP-tenedoHun ¢ TpaguliMOHHBIMU TelI€(QOHHBIMH CETSIMU
[1].

OCHOBHBIMH COCTaBJISIOIMME KauecTBa IP-Tenedonun spusrorces:

e KauecTBO peun, KOTOpO€E BKIIIOYAET:

- Ouanoz — BO3MOXXHOCTh TIOJIb30BATENsl CBS3BIBATBCS UM Pa3roBapuBaTh C JIPYTUM
10JIb30BATEJIEM B PEAIbHOM BPEMEHHU U TOJTHOIYIIJIEKCHOM PEXHUME;

- pazbopyuocms — YUCTOTA U TOHAIBHOCTh PEYH;

- 9X0 — CIIBIIIUMOCTbh COOCTBEHHOMN peyH;

- YpO6eHb — TPOMKOCTD PEUH.

e KauecTBo curHanuzanuu, BKIIOYArOIIee:

- ycmawosneHue 6bi306a — CKOPOCTb YCIEIIHOIO JOCTyHna M BpeMs YCTaHOBJIECHHUs
COEIUHEHMUS;
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- 3a6epuieHue 8bl306a — BpeMs 0TOOS U CKOPOCTb Pa3beIMHEHUS;
- DTMF — onpenenenne u gukcanus CHrHaJIOB MHOTOYaCTOTHOTO Habopa HOMEDa.
@akTOpbl, KOTOpBIE BIHMSIOT Ha KadecTBO |P-renedonun, moryr OBITH pasiencHbl Ha B
KaTeropuu:
o ®daxropsl kauecTBa IP- ceTu:
- MAKCUMANbHAs NPONYCKHAA CHOCOOHOCMb — MAKCUMAabHOE KOJIMYECTBO IOJIE3HBIX WU
M30BITOYHBIX TAHHBIX, KOTOpasl OHA MepelacT;
- 3a0epoicka — IPOMEXYTOK BPEMEHH, TpeOyeMBbIi JJIsl IIepeiaun aKkeTa Yepe3 CeTh;
- orcummep - 3aEpKKa MEX]Y IBYMSI IIOCTIEI0BAaTEIbHBIMU TAKETaMU;
- nomeps nakema — NAKEThl WIN JaHHBIC, TOTEPSHHBIC IIPH MIEPEJauu Yepe3 CeTh.
e ®dakTOpbI KaYeCTBA IIII03A!

- mpebyemas noioca NponyCcKanus - pa3IudHble KOJEKH TpeOyroT paznuuHylo nojocy. Hampumep,
kozaek G.723 tpebyet mosockl 16,3 KOUT/C 111 KaXKI0TO PEeUeBOro KaHaa;

- 3adepoicka - BpeMs, HeoOXxoaumoe HU(pPOBOMY cHUTHaIbHOMY mporeccopy DSP umu apyrum
ycTpoicTBaM 00pabOTKH [T KOAUPOBAHUS U JCKOJUPOBAHUS PEUEBOTO CUTHAIA;

- Oyghep Ooicummepa - COXpaHEHHE IMAKETOB JAaHHBIX J0 TEX MOp, MOKa BCE MAaKeThl HE OyAyT
MOJyYeHbI, U MOXHO OyZer mepeaarb B TpeOyeMoW MOCIEeNOBATEIbHOCTH [UII MHUHHUMH3ALUU
JDKUTTEPA;

- nomeps nakemos - NOTeps MAKETOB MPU CKATUH U/WIH Tiepeaade B obopynoBanuu [P-renedonnm;

- nooasnenue 3X0 — MEXaHU3M TS OJABJICHUS 9X0, BOSHUKAIOUIETO MPH Tepeaaye Mo ceTu;

- ynpasnenue ypogHem - BOSMOXKHOCTb PETYTUPOBATh TPOMKOCTh PEUH.

Bausinne cetu Ha nokasaresn kadyecrBa |P-tenedonnnu
3anepaxka
3anepkka co3gaeT HeyJoOCTBO IPH BEICHUM AMAora, MPUBOJAUT K IMEPEKPHITHIO pa3rOBOPOB U
BO3HMKHOBEHHIO 3X0. DXO BO3HUKAECT B Clly4yae, KOrJa OTPaXKCHHbIM PEUYEBOM CHUTHAJ BMECTE C
CUTHAJIOM OT yJAJIEHHOI'O KOHIIA BO3BPAIIAETCS OMATh B YXO TOBOPSIILIEr0. DX0 CTAHOBUTCS TPYAHON
npobiaeMol, Koraa 3ajiep’kka B memie mnepenaun Oonbmre, yeM 50 mc. Tak kak 3Xo sBiseTcs
mpo0sieMOll KayecTBa, CHUCTEMbl C MaKeTHOM KOMMYTallMel pedyu JOJKHBI MMETh BO3MOYKHOCTH
YIIPaBJIATh 3X0 U MCIIOJIb30BaTh 3()()EeKTUBHBIE METO/IbI IXOMOABICHHUS.

3arpyHEHUE AMaora U IMEepeKpbITUE Pa3rOBOPOB CTAHOBSTCS CEPbE3HBIM BOIPOCOM KayecTBa,
KOIZa 3aJepKKa B OJHOM HampaBlIeHMH nepenadu mnpesspimaer 250 Mc. MOKHO BBIIENHTH
CIIEIYOIIME UCTOYHHUKH 33/ICPIKKH MPH MAKETHOM Mepeiade pedr U3 KOoHIa B KoHell. [1]

e 3anepxkKa HaKOIUIEHHs (MHOTJa Ha3bIBAETCS aIrOPUTMUYECKON 3a/Iep’KKOM): 3Ta 3aJepiKa
o0ycioBiIeHa He0OXOAMMOCThIO cOopa Kajpa PeyeBbIX OTCUETOB, BBHIINOJHIEMas B PEYEBOM
kKozepe. BenuunHa 3amepkKu ompenensieTcs TUIIOM PEYeBOro KoJepa M U3MEHSETCS OT
HeOonpmmx BeanuuH (0,125 MKc) 10 HeCKONbKMX MWLIMCEKyHI. Hampumep, cTtanmapTHbIe
pedeBbie KOJIEphl UMEIOT CIEAYIOIINE JJINTENbHOCTH KaJpOB:

G.729 CS-ACELP (8 xburt/c) — 10 mc
G.723.1 — Multi Rate Coder (5,3; 6,3 xout/c) — 30 mc.

e 3anepxka 00paOOTKH: Ipoliecc KOJUPOBaHUS U cOOpa 3aKOJUPOBAHHBIX OTCUETOB B MAKETHI
JUId TIepefauyd dYepe3 IAKETHYI0 CEeTh CO3JAacT ONpPENEICHHBIE 3aJEpKKU. 3alepikKa
KOJMPOBaHUSI UM 00pabOTKM 3aBUCUT OT BpeMEHHU paboThl Mpoleccopa U HCIOIb3yeMOTo
THUIA aITOPUTMa 00PaOOTKH.

e C(CereBas 3amepxka: 3amepxkka oOycioBleHa (U3UYECKON CpeAol W MPOTOKOJIAMH,
HCIOJIb3YEMBIMU JJISl TIEpeauu peueBbIX JaHHBIX, a Takke OypepaMu, UCTIONb3yeMbIMH IS
ylaJdeHHs JUKUITEPA AKeTOB Ha MpUEMHOM KoHIe. CeTeBasl 3a7iep’Ka 3aBUCUT OT EMKOCTH
CEeTH U MPOLIECCOB Mepeayyl MaKeTOB B CETH.

Bpems 3agepkku mpu nepeAadd pedyeBOro CUTHajga MOYKHO OTHECTH K OJHOMY H3 Tpex
YPOBHEM:

239



e 1mepBblif ypoBeHb 10 200 MC — OTIMYHOE KauecTBO CBs3U. s cpaBHEHUS, B TeaeQOHHOU
CeTH OOLIETo MOJIb30BaHUS TOMYCTUMBI 3a/iep kKU 10 150-200 mc;

e BTOpOH ypoBeHb 10 400 MC — cuMTaeTCsl XOpOIIMM KauecTBOM CBsA3U. Ho ecnu cpaBHMBATH C
kadecTBOM cBsi3u 1o ceTsiMm TADOII, To pasnuna Oyaer BuaHa. Ecnu 3aaepka MOCTOSIHHO
yIepKUBaeTcsd Ha BepxHeW rpanune 2-ro ypoBHsA (Ha 400 Mc), TO HE pPEKOMEHAYETCS
UCIIOJIb30BATh ATY CBSA3b U1 I€JOBBIX I1€PETOBOPOB;

e Tperuil ypoBeHb 10 700 MC — cuuTaeTcs MPUEMIIEMBIM Kadye€CTBOM CBS3U ISl BEJCHUS
HEJIEJIOBBIX IEPETOBOPOB. Takoe KaueCTBO CBSI3M BO3MOKHO TakKe MPH Mepeade MaKkeToB Mo
CIIyTHUKOBOMH CBSI3U.

KagectBo WuTepHer-tenedonnn mnomagaer moa 2-3 ypoBHH, mHpoBaiineps! |P-tenedonun,
paboTartoriye 1o BblIeJICHHBIM KaHajlaM nomnajatoT noj 1-2 ypoBuu. Taxke HEOOXOAMMO yUUTHIBATH
3aJIEP>KKH TPU KOJTUPOBAHUH/ICKOIUPOBAHUN TOJIOCOBOTO cUTHaNIa. CpelHue CyMMapHBIC 3aICPKKU
npu ucnosibzoBanuu IP-teneponnn o6pruH0 HaxoasaTcs B ipeaenax 150-250 mc.

Jxuarrep

Korna peus mnm manHble pa30OMBArOTCS HA MAaKeTHl Ui mepenadyn peun depe3 |P-cerp, makers
4acTo NpUOBIBAIOT B MYHKT Ha3HAUCHMs B Pa3IMYHOE BPEMsS M B Pa3HOM MOCIENOBATEIBHOCTU. DTO
CO37aeT Pa3dpOC BPEMEHM JOCTAaBKH MAKETOB (MKUTTEP). KUTTEp MPUBOAUT K CHEHH(PUISCKUM
HapyLEHUsIM [Iepeaiaud peuH, CIbIIIMMbIM KaK TPECKH U IIETUKH.

s toro, 4roObl KOMIIEHCHPOBATh BIMSIHHE JDKUTTEPA, B TEPMHUHAJIAX HCIOJIB3YETCS TaK
Ha3bIBAEMBIH JUKUTTEP-Oydep. DToT Oydep XpaHUT B MaMATH NPUOBIBIIME HaKeThl B TEUECHUE
BPEMEHHU, OIPEAEIIEMOro €€ eMKOCTbIO (nHOM). [lakeTbl, mpUOBIBIINE CIUIIKOM IO3/IHO, KOTJa
Oydep 3amonHeH, orOpachiBaroTCs. MHTEpBaibl MEXAy MakeTaMud BOCCTaHABIMBAIOTCS HAa OCHOBE
3HaYeHWH BpeMeHHBIX MeToKk RTP-makeroB. B ¢yHkumm mxurrep-Oydepa BXOAUT H
BOCCTAQHOBJICHHE UCXOJIHOW OUEPEHOCTH CIEJOBAHUS IAKETOB, €CIU MPH TPAHCIIOPTUPOBKH 110 CETH
OHU OKa3aJIUCh «IIEPEIyTaHbI».

Cnumkom KopoTkuil Oydep Oyler NpUBOAWUTH K CIMILIKOM YacTbIM MOTEPSIM «OMO3JaBIINX)
[IAKETOB, a CIMIIKOM JUIMHHBIA — K HENpUeMJIEMO OOJBIION TOMOIHUTEIbHON 3aaepxkke. OObIYHO
npegycMaTpuBaeTcs JWHAMMUecKass MOJCTpoWKa AIuHbI Oydepa B TEUueHHE BCEr0 BPEMEHHU
CYILIECTBOBaHUS coequHeHus [3].

IHoreps nakeroB

[Torepsinnbie makersl B IP-TenedoHuM HapymaloT peub M CO3JAI0T HCKakeHHs TemOpa. B
cymectByomux |P-ceTsix Bce romocoBble AaHHble. [Ipy NHMKOBBIX Harpyskax M Ieperpy3kax
roJI0OCOBBIE KaJIpbl OyyT OTOpackIBaThCs, KaK U Kaapbl JaHHbIX. OJIHAKO KaJpbl JaHHBIX HE CBA3aHbI
CO BpEMEHEM, U OTOpOLICHHBbIE MAKEThl MOT'YT OBITh YCIEUIHO MepeJaHbl MyTeM MOBTOPEHUS.
[ToTepst TOI0COBBIX MAKETOB, B CBOIO OYEpPEb, HE MOXKET ObITh BOCIIOJIHEHA TaKUM CIIOCOOOM U B
pe3yibTaTe MpOM30HIET HemojdHas neperada uHpopmaruu. [Ipennonaraercs, yro moteps ao 5%
MaKeTOB He3ameTHa, a cBbime 10-15% - Hepomyctuma. [lpuueM gaHHBIE BETUYMHBI CYIIECTBEHHO
3aBHCAT OT AITOPUTMOB KOMITpeccur/aekommpeccuu [1].

Cy1iecTBeHHO, YTO MOTepsi OOJBIION TPYIIIbI MAKETOB MPUBOAUT K HEOOPATUMBIM JIOKAJIbHBIM
UCKOKEHUSM pPEUYd, TOrAa Kak IOTEPU OAHOIrOo, JBYX, TpPEX IAKETOB MOYKHO IIBITAaThCA
KOMIIEHCUPOBATh.

B3aumocBs3p MeTonoB obecnieueHus: kadectBa IP-tenedonum, mokasarenel kauecTBa CETH U
KauyecTBa BbI30Ba MIPe/ICTaBICHA Ha PUCYHKE 5.
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MakeTw3aums CurHanm1aauma:
Monoca YoTaHoBNeHne
NPonNyCcKaHM1A ——
¥npaenexuuwe DTMF CurHanuaauwa: DTMF
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OnNTUMWMaIaUWMa
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YnpasneHue ypoBHeM _ MNonoce:
- rPoMKOCTE
MeToae o6ecneve-
HKavecTBO caTH KauecTBO BbIZOBA

HWA Ka4YecTea

Puc. 5. Cxema obecrieuenus kadectsa [P-teneonun

be3onacunocts IP-Tenedonun
Tune! yrpo3s B cersax IP-resieponnu

Bompoc 6e3omacHOCTH cBsi3u Bcerga ObUT OJHMM M3 BaXKHBIX B CETSIX TeIeKOMMYHHKaruid. B
HACTOSIIee BPEeMs B CBS3M C OypHBIM Pa3BUTHEM TTIOOAIBHBIX KOMITBIOTEPHBIX CETEH, U B TOM YHCIIE
ceret MIHTepHeT-Tenedonnn, odecrnedyeHne 0€30MacHOCTU Mepenaud HHPOPMALMU CTAHOBUTCS €lle
Oonee akTyanbHbIM. Pa3zpaboTka meponpuatuii B o6iacti 0€30MacHOCTH JOJKHA MPOBOJAUTHCS Ha
OCHOBE aHallu3a PHUCKOB, OIMpENETCHHS KPUTHUYECKH BAXKHBIX PECYpCOB CHCTEMBI M BO3MOXHBIX
yrpo3. CymiecTByeT HECKOJIBKO OCHOBHBIX THUIIOB YTPO3, MPEICTABISIONNX HANOOIBITYIO0 OMAaCHOCTD
B ceTax |IP-tenedonum.

1. Iloomena dannvix o nonvzosamene
[TonmeHa JaHHBIX O MOJIB30BATENE O3HAYAET, UTO OJUH MOJB30BATENb CETH BBIAAET ce0s 3a JPyroro.
[Ipu 3TOM BO3HHMKAET BEPOSITHOCTh HECAHKIIMOHHPOBAHHOTO JIOCTYNA K BAXKHBIM (YHKITUSIM
cuctembl. lcmonp3oBaHHEe MEXaHU3MOB ayTEHTH(UKAWKW U aBTOPU3AIMU B CETH IOBBIIIACT
YBEpEHHOCTh B TOM, YTO TIIOJIB30BATENlb, C KOTOPHIM YCTAHABIMBAETCS CBS3b, HE SBISETCS
MOJICTaBHBIM JIUIIOM U YTO €My MOKHO MPEAOCTaBUTh CAHKITMOHUPOBAHHBIHN JIOCTYII.

2. Toocnywusanue
Bo Bpems mepenaun JaHHBIX O MOJB30BATENSAX (MOTH30BATENLCKUX HUICHTU(PHKATOPOB U MApOJIei)
WIM YacTHBIX KOH(UIACHIIMATBHBIX JAHHBIX [0 HE3AIIUIICHHBIM KaHalaM O3TH JaHHbIE MOXKHO
MOJICITYIIATh W BIOCIEACTBHH 3JI0YIMOTPEONATh WMH. MeTOoAbl MUQPPOBKM JIaHHBIX CHIDKAIOT
BEPOSITHOCTH 3TOU yrpO3BI.

3. Manunynuposanue oanHbLMU
JlaHHBIE, KOTOpBIE TMEPEeNaloTCs MO KaHalaM CBS3HM, B MPUHIUIIE MOXXHO H3MEHUTh. BO MHOrHX
MeToAax  MmH(POBAHUS  HWCHOJB3YETCS  TEXHOJOTHS  3allluTa  IEJIOCTHOCTH  JaHHBIX,
MpeI0TBpAIAIONIast UX HECAHKIMOHUPOBAHHOE U3MEHEHHE.

4. Omkasz om obcayacusanus (Denial of Service - DoS)
Otxka3s ot oocnyxkuBanus (D0S) sBrsieTcss pa3HOBUIHOCTHIO XaKEPCKOM aTaku, B pe3ylbTaTe KOTOPO
Ba)XHBIE CHCTEMBl CTAHOBSATCS HEIOCTYITHBIMH. DTO JOCTHTACTCS MYTEM MEPENOTHEHHS CHUCTEMBI
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HEHYXXHbIM TpaduKkoM, Ha 00pabOTKy KOTOPOrO YXOIAT BCE PECYpChl CHUCTEMHON NHaMsiTH U
npoueccopa. Cucrema CBSI3M JOJDKHA HUMETh CPEICTBA ISl PACHO3HABAaHMS IONOOHBIX aTaKk M
OTpaHUYEHUS UX BO3JICHCTBUS HA CETh.

ba3oBbiMK »remMeHTaMu B 00JacTé O€30MACHOCTH SIBISIOTCS ayTEHTH(UKAIMS, HEIOCTHOCTh H
aKTHBHAs MpoBepKa. AyTeHTH(UKanWs NpU3BaHA TNPEAOTBPATUTH Yrpo3y O0OE3MTUYMBAHUS U
HECaHKIIMOHMPOBAHHOTO JIOCTYIA K PecypcaM M JaHHBIM. XOTs aBTOPU3AIsI HE BCETAa BKIIIOYAET B
CBOIl cocTaB ayTEHTU(HKALMIO, HO 4Yallleé BCEro OJHO O0s3aTeNbHO IOApa3syMeBaeT Ipyroe.
LlenocTHOCT OOecmeYMBaAEeT 3alIUTY OT MOJACHYIIMBAHUS M MaHUIYIWPOBAaHMS JTaHHBIMH,
MOJICP>KMBasi KOH(PUACHIIMAILHOCT, M HEM3MEHHOCTh IepeaBaeMoil mHdopmanuu. M, HakoHer,
aKTHBHAs TIPOBEpPKa O3HA4YaeT NPOBEPKY NPABMWIBHOCTH pPEATHU3ALUH 3JIEMEHTOB TEXHOJIOTUU
0€30MacHOCTH W TIOMOTAeT OOHAPYKMBATh HECAHKIIMOHHMPOBAHHOE IMPOHUKHOBEHUE B CETh U aTaKH

tuna DoS [1].

OcoGennocTu cucremnl 0e3onacHocT B IP-Tesedonnu
B cucreme IP-renedonnn A0mKHBI O0OecieunBaThCS ABa YPOBHSA O€30MAaCHOCTH: CUCTEMHBIN U

BBI3BIBHOU.

Jlnst obecriedeHust CHCTEMHON 0€30IaCHOCTH MCTIONIB3YIOTCS CIAeYIOue PYHKITUH:

e [IpenoTBpaiieHue HEaBTOPU30BAHHOTO JOCTYNMAa K CETH MyTeM MPUMEHEHHs pPa3aesiieMOro
KoJZi0BOro cioBa. KogoBoe ¢10BO OTHOBPEMEHHO BBIUUCISAETCS MO CTAaHAAPTHBIM alTOPUTMAaM Ha
WHULIMUPYIOIIEH M OKOHEYHOM CHCTeMaxX, W TOJIy4eHHBIC PE3yJbTaThl CpaBHUBaIOTCA. [lpu
YCTaHOBJICHUM COEIMHEHUsl Kaxjaas cuctema [P-renedonHun nmepBoHaYanbHO UASHTHU(PHUIUPYET
JIPYTyl0 CHUCTEMY, B Cllydyae OTPHULATEIILHOIO pe3yjbTaTa CBS3b IPEPHIBAETCS U BHOCUTCS
COOTBETCTBYIOIIAs 3aIIUCh B )KYypHAI.

e (Crnucku A0cTyna, B KOTOPbIE BHOCSTCS BCE M3BECTHBIE LTI03bI [P-Tenedonun.

e 3anuch OTKa30B B JOCTYIIE.

o Oynkiuu 6e30macHOCTH HHTEpQEiica JOCTya, BKIIIOYas: IPOBEPKY UACHTH(PUKATOPA U TAPOIIS
MOJIb30BATENsl C OrPaHMYCHHEM JIOCTYNa IO YTEHHIO/3AIHCH; TPOBEPKY MpaB JOCTyHa K
cnenuaasHoMy WEB-cepBepy 1111 aAMUHUCTPUPOBAHMUSL.

OyHKIIMU 0OecTieueHrs] 0€30MaCHOCTH BbI30BA BKJIFOYAIOT: MPOBEPKY UACHTU(HUKATOPA U TAPOIISt
MoJib30Batens (Heo0s3aTeNbHO); CTaTyC MOJb30BaTeNs; MpouiIb a0OHEHTA.

[Ipn ycTaHOBIEHMM CBS3M MLUIKO3a C JPYTMM LUIFO30M CBOE€M 30HBI IPOU3BOIUTCA
HeoOs3aTenpHas MpoBepKa uaeHTuGuKaTopa u naposis noias3zonatens. [lonb3oBarens B 1000e BpeMs
MOKET OBITh JIMIIIECH MpaBa J0CTyIa.

[Tpodunu aboHEHTOB CO3MAIOTCS AJIs KaKIOTO MOIh30BATENsl, B HUX COACPKUTCS HHPOpMAIUs O
Ci1y’k0ax/IpUIOKEHUAX, JAOCTYIHBIX JaHHOMY aboHeHTy. [Ipoduibp aboHeHTa ucHosb3yercs s
MPOBEPKH MpaBa JI0CTyIa aDOHEHTA K 3alpOIICHHBIM ciyx06am [1].

Bobi6op peanuzanuu IP-Tenegonnu

[TepBbrlii, camMblil TPOCTOM M BBITOIHBIN BUJ UCIIOJIB30BAaHUS TEXHOJIOTUH Mepeaayu royoca mno IP-
CeTM - 3TO MEXAYrOpoJHUE U MeXAyHapoJHble 3BOHKH. Mcmonb3oBath yciyru IP-tenedonun
MO>KHO JIByMSI CIOCOOAaMH:
1) Kynute npenoriayeHHyro KapTOuKy y OJTHOTO U3 ITPOBAiIepOB, 3BOHUTD HA CIIELUAIBbHBIA HOMEP
JI03BOHA U MPOXOAUTH Tporiecc aBTopuzaruu npu nomoir PIN-koma wim 3a cder omnpeaeneHus
CHCTEMOH Balllero Homepa TenaedoHa.
2) IlonkmrounThecs K cepBepy mpoBaiizepa cpasy mno IP. Jlnsg sTtoro HeoOXoIuMo KauecTBEHHOE
MOJIKIII0UeHUE K IHTepHeTY U crelnuaibHoe 000pyA0BaHHE HAa CTOPOHE KIIMEHTA.
[TepBrbrit BapuaHT 00J1a1aeT PSAIOM HETOCTATKOB:
Heyno6ctBo nonb3oBanus ycinyroit u tpyanoctu unterpauuu ¢ ATC. Hy)kHO OCTOSIHHO BBOJHTD
PIN-kon (MHorme TenedoHbl MO3BOJSIOT 3aHECTU €0 B MaMATh TejaedoHa, MOITOMY ATO YacTO HE
npobnema). Korma mokynaercs ojJHa KapTa Ha KOMIAHMIO, MPUXOJUTCS HPOTpaMMHUpPOBATh BCe
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TenedoHbl. B pacrieuaTke 3BOHKOB BUACH TOJBKO BHEIIHUN HOMED, U HENb3sl OMPENEIUTh, KTO, Kyaa
1 Korja 3BoHWI. Micronp3yeTcst oHa U3 BHEIIHUX FOPOJICKUX JIMHUU.

Tapudsr s 3BOHKOB 1O KapTodkam 0Obr4HO BbImie Ha 20-30%, yem 3BoHKHM 1o IP (kak BO
BTOpOM ciiydae). Bo mMHorux pecmnybnukax mnposaiiepoB [P-tenedonun obnaraiT crenuaibHbIM
HAJIOTOM, a MPOBAKIEPHI €r0 MPOCTO MEPEHOCAT Ha MOTPEOUTENS.

[TosTOMYy Hasiee pedb MoOIET O BTOPOM BapHaHTE MOAKIIO4YeHHS K [P-Tenedonun.

Jlis peanw3anuy TaKoOro MOAKITIOYCHUS HEOOXOAMMO OpraHu3oBaTh [P-CBS3b OT KOMIAHUH 0
cepBepa mposaiiepa. Yaiie Bcero 3To Jienaercs Npy MOMOIIU BBIJCIIEHHBIX JTUHUHI U ClIeNUaTbHOTO
VolIP obopynosanus [7].

Lnalocg phone

InterlNet/
Intrallet

IF telephonyv
provider

FPhones

Puc. 6 Cxema peanuzanun |P-tenedonnu npu noakiIoueHUN K cepBepy mpoBaiaepa

Ha pucynke 6 npezacrasieHa cxema peanusanuu IP-tenedoHnn npu noakIOYeHUH K cepBepy
npoBaiiiepa, rae
GW - VoIP Gateway (romocoBoii mumo3). IIpeanazHavaercst st npeoOpa3oBaHMs aHAIOTOBBIX
TOJIOCOBBIX KaHAJIOB, TOCTYMAIONIMX C OOBIYHBIX TENE(POHOB, MOJKIIOUEHHBIX K HEMY HAIPSIMYIO,
1100 ¢ TenedoHOB, MOAKIOYEHHBIX K oducHoi ATC, KoTOpas, B CBOIO OYepe/lb, MOAKIIOYAETCS K
IIJTIO3Y.
ATC - oOblyHas oucHas TeaePOoHHas CTaHIIMSL.
DSL - BrimeneHHsIN KaHai cBs3HM Internet.
IP Telephony Provider - cepsep mnpoBaiinepa IP TenedoHuH, KOTOpBI NPUHHMAaET 3BOHKH,
MOCTYNAKIIMK OT TOJIOCOBOTO NUT03a 1o [P, m MapuipyTusupyer ux aaiee.

[IpeumyniecTBa JAHHOTO PELICHUS:

e bonee nemessie Tapudsl (M0 CpaBHEHUIO ¢ KapTOUKAMU ).

e VnobctBo. ATC HacTpauBaeTcs Ha roJOCOBOM LITO3 (BbIXOA uepe3 9, Hampumep), U Bce

TeneOHbI aBTOMAaTUYECKH MOT'YT MoJb30BaThes IP-Tenedonueii.

e (CB00O/AHbIE BHEIIHNE T'OPOJCKUE TUHUH.
[TonaBnsroniee OONBIIMHCTBO TMPOBANHAECPOB TeNePOHUU TMpeiaraloT CBOMM KJIMEHTaM HMEHHO
TaKyl cxemy HoAKIroueHus. [Ipr 7 TOM OHM YCTaHaBIMBAIOT CBOE 000PYAOBaHHE (TOJOCOBOH MILTIO3,
Jal0T BBIIEJIEHHYIO JMHUIO) M IMOJKIIOYA0T KOMIIAHUIO K CBOEMY CepBUCY Tesle(hOHUU. MUHYCHI
TaKOTO MOJKITIOYCHUS JIISI KOPTIOPATUBHOTO KIIMEHTA!

e EsxemecsuHas abOHEHTCKasl IJIaTa 3a UCIOJIb30BaHHE 000py10BaHUS
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e [lonHast 3aBUCHMMOCTH OT mpoBaiinepa Tenedonuu. Kommanus 3aBUCHT OT mpoBaiizepa u
BBIHY)K/JICHA MIOJTy4YaTh YCIyry TeIe(pOHUH 10 JaHHBIM MY LIEHAM U Ka4eCTBY.

Takum 00pa3zom, pelieHHeM AAHHBIX MPOOJEM CTAHOBUTCSA TOJIBKO CaMOCTOSATENBHBIM BBIXOJ Ha
poiHOK [P-Tenedonnn, ycraHOBKa COOCTBEHHOTO OOOpYIOBaHHMS M CaMOCTOSITENBHBIA BBIOOD
npoBaiiaepa IP-tenedonnmu.
B ycnoBusix maHHOro mpoekTa cBs3b mnocpeactBoMm IP-tenedonun Oymer ocyiiecTBIATbCS BHYTPU
opuca HII® «Mukpan», TeM caMblM, COTPYIHUKH o(uca CMOIyT I0JIb30BaThCcs yciayramu |P-
TeneOHNH, BKITI0Yasi MEKIYTOPOIHION CBA3b.
Ha pucynke 7 npencrasnena ctpykrypa nojacetu HII® «Mwukpany» 1o Bueapenus IP-tenedonnm.

WHTepHeT

MepcoHarnbHble KoMmMbloTepb! B oTaene Nel

TenedoH
™ o000 Cepsep
§Q ) @ @ @ MapuupyTtusatop
N S S
Q’ PC1 O PC7 O PC8 NS )
' ' J s MexceTeBow akpaH
Switch M
ATC i\
38
W
TenedoH rooT
N l
D 5 |

|
PC1 PC2 PC3

MepcoHanbHble KOMNbIOTEPLI B oTAene Ne2

Puc. 7. Ctpykrypa noacetu HIID «Mukpan» no BHenpenus IP-tenedponun

Jis Havana HeoOXOAMMO pacCMOTPETh CYILECTBYIOUIME crnocoObl BHenpeHus IP-tenedonun B
otuc npeanpusitus [7].

[TepBbiif u3 HUX - 370 VoIP-11r0361. X MOKHO NMPUOIM3UTENBHO ONPENEIUTh KaK yCTPOHCTBA,
KOTOpbI€ MPUHUMAIOT FOJIOCOBOE COOOIIEHUE IO CETH C KOMMYyTaIueil kanaioB oT oobryHol YATC,
npeoOpasytot ero B IP-makersr u nepenator no cetu JIBC mbo WAN Ha npyro#t nutro3, rae oHO
BOCCO37aeTcs B popmare, MOHIATHOM Il HPUHUMAIOLIEH CUCTEMBI Tee(h)OHHOM CBSI3H.

@OYHKIMOHAIbHbIE BO3MOKHOCTH IIII030B MOTYT OBITh PEaTM30BaHbl Yepe3 aBTOHOMHBIE OJIOKH,
MOAYJIHM WM MOAYJIBHBIE IUIATBl JJI CIELUAIM3UPOBAHHBIX YCTPOICTB, a TaKXe 4epe3
paciypsieMble MapuIpyTH3aTOpbl JHO0 MpPOrpaMMHOE oOOecrieyeHHe W IUIaThl PACIIUPEHUs AJIs
cepBepoB mog Windows NT.

[Ir03b61 ABAAIOTCA CaMbIMH MONYJSApHbIMU VoOIP-mpoaykTamMum Ha pbIHKE — HUX IOCTaBISIOT
6onee 30 mpousBoAUTENEH, U CYTh J€Jia 3/IeCb COCTOUT B Iepe/jaue roJI0COBhIX MakeToB o IP-cern.
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Ho »tn nakers! He mpoxoadT depes Internet, ¥ Bbl HE MOJy4UTE T€X BO3MOYKHOCTEH, KOTOPHIE BaM
obecreynT KOHBEPreHIMsl ceTed mepefaud peueBod HMHGOpManuM M ceTell nmepeiaud JaHHBIX.
OcnoBHo# HepocTaTok VOIP-1ur030B 370 MX ManoQyHKIIMOHAIEHOCTD.

Bropoii crioco6 — 3to IP-YATC (IP-PBX (private branch exchange) - renedonnast cranuus Ha
6aze mnporokona IP). IP-YATC »53T0 BenMKOJENHOE peHICeHHWE, €CIU eCThb BO3MOXHOCTb
CaMOCTOSITENIbHO pa3paboTarh cucreMy. OHM IpPEICTABIAIOT COOOH IOJHOLEHHYIO CUCTEMY
Tene)OHHOM CBSA3M C pa3iMYHBIMU BapHaHTaMH noctpoeHus IP-tenedonos, Bkimtouas mHorue IP-
Tene(OHHbIE NPUIIOKEHUs, HAIpUMEp YIpaBieHHe TeaepoHHOW cBsa3plo ¢ HactosbHoro IIK,
MHOT'OKaHaJIbHOE YIIpaBJIEHUE BbI30BaMH, aBTOMaTUUECKOE PaCIIPEIETICHUE BHI30BOB.

O6puno [P-YATC — 310 PC cepBep ¢ tenedponnpiMm IO u romocoBeiMu 1iaTamu. K ux
HEJ0CTaTKaM 4acTO OTHOCAT HU3KYIO MacIITaOMpyeMOCTb M OTCYTCTBUE TOHOBOro Habopa. Kpome
toro, PC cepBep He MOXeT OOECHEUUTh TaKyl >K€ HAJeKHOCTb, KaK Tele(QOHHBIE CETH C
KommyTanuen kananoB. [lonoxurensHas ctopoHa IP-YATC 3akimrodaercst B ClIOCOOHOCTH CO3/aTh
pacripesienieHHyto cucreMy. B pesynbrate reorpaduuecku paszziesnbHble CUCTEMBI Telle(hOHHOM CBSA3U
C TAaKUMH (YHKIIMOHATBHBIMHA BO3MOKHOCTSIMH, KaK MPSIMON BBI30B, TIEPEBOJ] TENE(POHHOTO BHI30BA,
KOH(EpEeHIICB3b U T'0J0COBas I0YTa, CO3JA0T BIEUYATJIEHHE MPSAMOrO COEIMHEHMsSI C MECTHBIMHU
YATC.

Jns noctpoenus cetu |IP-tenedhonun B HII® «Mukpan» mbl 6yaem ucnonb3oBaTh IP-YATC, tak
KaKk B HalleM ciy4ae HaM HYXHa MoyiHoueHHas cucrema |P-tenedhonmn ¢ Gonpmmm Habopom
(YHKIMOHATIBHBIX BO3MOXKHOCTEH.

Bb10op npoTokoJia cucTeMbl

Heo6xomumo chopmynmpoBath KpUTEpUH BBIOOpa MPOTOKOJIA U, CJIEIOBATENBHO, KPUTEPHH K
BbIOOpY YCTPOMCTB.

Brei6op mpotokona Oymer ocHOBaH, Ha cpaBHeHHH npotokosioB H.323 um SIP, xoropoe Oyner
IIPOBOJIUTHCS IO HECKOJIBKUM KPUTEPUSIM.
1. Jlononnumenvnuvle ycayeu. Habop ycayr, moaepKuBaeMbplX OOOMMH IPOTOKOJIAMHU, MPUMEPHO
OJIMHAKOB. JlONIOJHUTENBHBIE YCIYTH, IPpeAOocTaBiIsieMble TpoTokosom H.323, ctaniapTusupoBaHsl B
cepun  pexkomenmammii  ITU-T  H.450.x. IIporokomom SIP mpaBuna mpemocTaBieHUs
JIOTIOJIHATENBHBIX YCIYI HE OIPENENIECHBbI, UYTO SBISIETCA €r0 CEPhE3HBIM HEIOCTATKOM, TaK Kak
BBI3bIBACT MpPOOJIEMbl MpPH OpraHU3alUU B3aUMOJCHCTBUS 00OpYIOBaHMSI pa3HBIX (QUPM
IIPOU3BOIUTEIIS.
[Tpotokon SIP mpemycmarpuBaeT BO3MOXHOCTh OpPTraHU3AIMM CBS3M TPEThe CTOPOHOW. OTa
(GyHKLHMS 1TO3BOJISIET OPraHU30BATh TaKUe YCIYTH, Kak Ha0op HOMEpa CeKpeTapeM JUlsl MeHEIKepa U
COINPOBOXICHUE BbI30BA ONEPATOPOM ILEHTpa OOCIyXHBaHUS BbI30BOB. [logoOHBIE ycayru
IIpe1ycMOTpeHsl ¥ mpoTokosnoM H.323, Ho peanu3anus UX HECKOIBKO CIIOKHEE.
B mpotokomne SIP ecth BO3MOXHOCTh YKa3bIBaTh IMPHOPUTETHI B OOCITY)XMBAaHWU BBI30BOB. B
nporokosie H.323 Takoil BO3MOXHOCTH HET.
2. Ilepconanvuas modbunvrocms. Ilporokon SIP mMeer Xxopommit HaOOp CPEACTB MOANEPIKKA
NEepCOHATbHON MOOMJIBHOCTH MOJIb30BaTENel, B YUCIO KOTOPHIX BXOJIUT Iepeajpecalusi BbI30Ba K
HOBOMY MECTOIIOJIOKEHHIO TI0JIb30BaTENs, OJHOBPEMEHHBIN MOUCK MO HECKOJIBKUM HAIPaBIEHUSM U
T.1. IlepconanbHas MOOMIBHOCTB MOAJIEpKUBaeTcst U mpoTokonoM H.323, Ho meHee TubKo.
3. Pacwupsemocmv npomoxona. HeobXxonuMoil M BaKHOM B YCIOBHUSIX SBOJIOIHMOHUPYIOIIETO
pBIHKA SIBJISIETCSI BO3MOXKHOCTh BBEJICHHS HOBBIX BEpCHUH IPOTOKOJIOB M oOecrneyeHue
COBMECTHMOCTH Pa3IMYHbIX BEPCHUI OJHOIO MPOTOKOJIA.
ITpotokon SIP nocratouHo npocTo obecrnednBaeT COBMECTUMOCTh pa3HbIX Bepcuil. [loms, koTopbie
HEMOHSTHB 000PYJOBAHMIO, MIPOCTO UTHOPHUPYIOTCSA. B ciaydae HeoOXoIuMOCTH, B OpraHU3alluu
IANA (Internet Assigned Numbers Authority) Moryr ObITh 3aperHCTpUpPOBAHBI HOBBIE 3arOJIOBKH.
Takum o0pa3om, pazpabOTUHUK MOXKET BHEPSITh HOBBIE YCIYTH.

245



HoBble ¢yHKIMOHANBHBIE BO3MOXHOCTH BBOAATCS W B mporokon H.323, HO ¢ HeEKOTOphIMHU
OrpaHMYCeHUsIMH. Apxutektypa mnporokosa H.323 wMoHoguTtHa H MpEACTaBIsIET CcOOOM
MHTETPUPOBAHHBIA HA0Op MPOTOKOJOB JJS OAHOTO INpHMeHeHHs. [IpoTOKoI COCTOMT M3 Tpex
OCHOBHBIX COCTAaBIISIIOIIUX, U JUIS CO3JaHUSI HOBOM YCIyTH MOKET MOTpeboBaThCs MoAU(UKAIMSL
Ka)KJIOW U3 3TUX COCTABIISAIOLIUX.

4. Macwmabupyemocmov cemu. Ceppep SIP, mo yMon4aHWio He XpaHHUT CBEIACHUH O TEKYIIHX
ceaHcax CBSI3U M MO3TOMY MOXXET 00paboTaTh OOJble BBHI30BOB, YeM mpuBpaTtHUK H.323, koTOopbIii
XPaHUT 3TU CBEJCHHUS.

5. Bpems ycmanoenenus coeounenus. Clenyrouen CylecTBeHHOM XapaKTepUCTUKONW MPOTOKOJIOB
SBISIETCS BpeMs, KOTOpoe TpeOyeTrcs, 4ToObl ycTaHOBUTH coeauHeHue. B 3ampoce INVITE
npotokona SIP comepxutcss Bcst HeoOXoaumas Ui yCTAHOBJICHHS COCTUHEHHs WHopManus,
BKJIIOUYasi omnKcaHue (PyHKIMOHAIBHBIX BO3MOXKHOCTEW TepMmuHaia. Takum oOpa3oM, B MPOTOKOJIE
SIP mys ycranoBneHus coemuHeHHs TpeOyeTcs 0/iHa TpaH3akius, a B mpotokoine H.323 neoOxoanmo
MIPOU3BOJIUTH OOMEH COOOIICHUSIMH HECKOJIBKO pas3.

6. Cnoocnocmo npomoxoaa. Ilporokon H.323, HecomHeHHO, cnokHee mporokona SIP. OO0mwuit
oobem crnenubukanuid nporokona H.323 cocraBiser mnpumepno 700 crpanun. OOBem
cnenudukanuii mporokona SIP cocrasiser 150 crpanwmil.

[Iporokon SIP ucnonb3yeT TekcToBbli (opmar coobiieHuii, momodbHo mporokony HTTP. Dto
o0JieryaeT CHHTAKCHYECKUI aHAJIM3 M TeHEPaIHio KO/a, MO3BOJISIET peain30BaTh MPOTOKO Ha 0ase
T000T0 sI3bIKa MPOTPAMMHUPOBAHUS, 00JIer4aeT SKCILTyTAllMOHHOE YIIpaBJIeHHE, JAaeT BO3MOXKHOCTh
pPy4YHOTO BBOJIa HEKOTOPBIX MOJIeH, obOnerdaer aHanmu3 cooOmieHuii. Haspanme 3aronoBkoB SIP-
COOOIIIEHU SICHO yKa3bIBaeT HAa UX Ha3HAUCHUE.

[Tporokon H.323 wucmonb3yer ABOMYHOE TNPEICTABICHHUE CBOMX COOOIICHW Ha 0asze s3bIKa
ASN.1, mo’TOMy HX HEMOCPEICTBEHHOE YTEHHE 3aTpyJHUTENbHO. [l KomupoBaHus u
JIEKOJUPOBaHUS COOOIIeHNH HeoOxoauMo ucnonb3oBats kommmisaitop ASN.1. Ho, B Toxe Bpems,
00paboTka cooOIIeHH, TPEICTaBICHHBIX B IBOMYHOM BUJIE, IPOU3BOIUTCS ObICTpEE.

Anroputmbl H.323 He onTuMu3MpOBaHBI Ul pEAIbHBIX CETEH, OHU CIIOKHBI B peai3alluy U
TpeOyroT OONBIIMX PECYpCcOB Ha KIMEHTCKON cropoHe. [[ng Hamedl cuctembl NPUHITHE TaKOIro
perieHus SBIsETCs Heleaecoo0pa3HbiM, Tak kak 3amadei HIID «Mukpan» npu BHEIPEHUH B CBOIO
¢upmy IP-tenedoHun sBIseTCS MOIYYUTH JOTOJIHUTENbHBIE BO3MOYKHOCTH HE CBOWCTBEHHBIE
OOBIYHBIM TeNEe()OHHBIM CETSIMH W COKPATHTh PAcXOJbl HA MEXIYrOpOJIHBIE M MEXKIyHapOIHbIE
neperoBopsl. Texnonmorust H.323 Gonbliie moAXOOUT sl KOPHOPATUBHBIX CETeW M MOCTABIIMKOB
yenyr IP-Tenedonnn, 1715t KOTOPBIX TaHHBIE YCIYTH HE SBISIOTCS TOMUHUPYIOIIUMH H CETh JUTS HUX,
noctpoeHHas Ha 6aze H.323, npezncrasisercs UM Xopoio 3Hakomol cetbto ISDN, HanoxeHHON Ha
IP-ceTs.

13 BbIIE U3JI0KEHHOTO CIEAYET, YTO B paMKaxX JaHHOH 3ajauu 0ojee MOIXOISIIUM peleHHeM
SIBJIIETCS BBHIOOP OoJiee mpoctoro nmpoTtokoia SIP, ¢ ero 6orateiM pazHOOOpa3ueM YCIIyT.

Bb100op nporpaMMHO-annapaTHOro KOMILIEKCa

[To TtexHMueckoMy 3aJjaHHI0, HEOOXOAMMO BbIOpaTh HeoOXoauMoe o0OpyqOBaHUE JUIs
opranuzanuu |P-renedonun B HII® «Muxpan». Kak yxe Obuto ckazano Beimie, |P-tenedonus B
HaleMm ciydae OyleT ocHoBaHa Ha wucnosib3oBanuu IP PBX, Tak kak 3To pemieHue MO3BOJISET
OpraHM30BaTh IOJHOLEHHYIO0 cuctemy |P-tenegonun ¢ OGonbmKMM BBHIOOPOM (DYHKIHMOHAIBHBIX
Bo3MoOkHOCcTe. Hinke paccmarpuBarorcsi mpeanaraemble npoAyktel IP PBX  pasnuusbix ¢upm
MPOU3BOAUTENEH.
Bui6op IP PBX noanepxuBaromux nporoxkos SIP
1. Kommiekc MCP-IP.ATC
Kommneke MCP-IP.ATC npencrasnser co6oit MuHU-ATC, M03BOJSIONIYI0 OPraHU30BbIBATh
rOJIOCOBYIO CBSI3b, Kak 4epe3 oObruHble TenedonHble nunuu (THOII), Tak u uepe3 [P-cetn
(Ethernet, Internet u 1.1.).
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[Ipeumyiecrna:

e MacmTabUpPyeMOCTh KOPIOPATUBHOMN CETH,

® apXWUTEKTypa IO3BOJIET CO3/1aBaTh TEPPUTOPHAIBLHO paclpesesieHHble TenehOoHHbIE,

CeTH HEOTPAaHMYEHHOM eMKOCTHU C €IUHBIM HOMEPHBIM IIJIAHOM,

e (opmupyeT eqUHBI HOMEPHOM IJIaH JUIS II000T0 KOJTUYeCcTBa aOOHEHTOB,

e o0ecmeynBaeT CepBUC, JOCTYIMHBINA Kaxaomy adbonenty YATC,

® 3HAYUTEIHHO CHIXKAET CTOMMOCTb MEXIYTOPOJHBIX U MEKIYHAPOIHBIX EPErOBOPOB.
KommakTaeiit mogyine MPC-IP.ATC peanusyeT GpyHKIIMH HECKOJIBKUX YCTPOUCTB:

® MHOTOKaHaNbHBINA 1UTI03 [P-Tenedonmm,
e (pakc-ammapar,
e KOH(epeHII - cepBep,
e anmaparypa OlepaTUBHOTO KOHTPOJIS Telne(OHHBIX EPEroBOPOB.
Tabnuua 3. KpaTkue TexHUYecKHe XapaKTepUCTUKH:
Komnuectso u THIL
MOJ/IEPKUBAEMBIX FXS, FXO.
uHTEpdEiicoB
Konexu G.711, G.723.1, G.729, G.165.
- ABTOMaTHuYeCKuil BBIOOp KOJIEKOB IpH ycraHoBke IP-
COECIUHEHUSI MEXK ByMsI CTaHIUSAMHU (IIPHUOPUTETHI
ABTOMaTHYECKOE A A AEYM . (mprop

yIpaBjieHHE KOJACKaMU

3a/1al0TCs MI0JIb30BATEJIEM);
- Bo3MOXHOCTh aBTOMaTH4eCKOro BbIOOpa komeka G.711
JUISL yCTAaHOBKH COEIMHEHUH B Tpe/ieiax JIOKaJIbHON CETH.

I"onocoBeie pyHKIMK

- He3aBucumas ycraHOBKa YCWJIEHHMS HPUHUMAeMOro u
IIepe1aBaeMoro CUTHAJAa;
= APY c JUHAMUYECKUM LIyMOIIOJAABUTEIIEM;
- VOX, VAD 111 MUHUMHU3allMK 3aHUMAeMOH TOJIOCHI IIPU
OTCYTCTBHUHU rOJI0COBOM aKTUBHOCTH;
- Jlma xomekoB G.723.1, G.729 - BO3MOXKHOCTb
KOMITEHCAIlMM MOoTeph MakeToB. CTaHLUsS BOCHPOU3BOIUT
BMeCTO HUX "00Opa3" ronoca, MOAEIUPYs €ro Ha OCHOBAHUHU
NpeabIAYyIIeH uHpopmanuu. Jannas byHKIMS
CYIIECTBEHHO  yIy4IlaeT  CyObEKTHBHOE  KadecTBO
pasrosopa 1o IP-cetu B ycioBUsAX OTEPH MMAKETOB.

= CoOCTBEHHEBIN (ASP);
[IpoTokoJib - SIP;
- H.323.
Tpuem/nepenaua - Yepes IP-ceTn 1o IIPOTOKOILY T38;

(haKCUMUIIBHBIX COOOIIEHUI

- Yepes T®OIlI mno mporokory T30 (pexum
(aKCUMHIIBHOTO anmapara 3 TpyIIIsI).

Cepsuc VolP

= RTP/RTCP;
= Junamuueckuii TOKUTTEP-Oydep;
- Komnencanus noTeph MaKEeTOB;

- Hactpoiika konmdectBa ayauo-GpeiMOB B TIAKETE,
- BO3MOXHOCTH  OyONMpOBaHUS  ayAUONAKETOB  JJIA

KOMTTeHCATTUI TToTeNnk R ceTm:
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- Ilepenava gepe3 [P cimyxebnbix curnanoB ATC (uudpsr
TOHAJIBHOTO M HMMITyJbCHOrO Habopa, curHaiel "HOOK
FLASH") nyst peanuzanuu JIBO VIIATC.

B03MOXHOCTh MOCTAaHOBKU HAa KOHTPOJIb (MIPOCITYIIUBAHUE)

moObIX a0oHEHTOB craHiuu. [lpu 711000M  3BOHKE,

IPUHUMAEMOM WIM HHULUUPYEMOM KOHTPOJIUPYEMBIM
besonacHocTh (pyHKITIH P by TPOTHPY

aOOHEHTOM,  CTaHIMA  YCTAaHOBUT  COEAMHEHHE  C
MOHUTOpPUHIa - IepexBara
e — KOHTPOJIMPYIOIUM HOMEPOM (MECTHBIM WM YJaJC€HHBIM
p gyepe3 T¢hOIl, IP-cets) u OyneT nepenaBaTtb Ha ATOT HOMEP

BCIO CIYyXeOHYH0 M TOJOCOBYIO HH(pOpMALMIO U3

KOHTPOJIMPYEMOI'O COETUHEHMUSI.

- ITocranoBka BbI30Ba Ha yIepKaHUE;
Kontpons  BbI30BOB  (Bce

- Ilpuem BTOpOrO BBI30Ba C YBEIOMJICHHEM Aa0OHEHTA;
(GyHKIUU JOCTYIHBI KaK MpPH

- Bemenue  OByX ~ pasroBOpoB  OJHOBPEMEHHO;
JIOKAJIbHBIX 3BOHKAX, TaK MU

- ITepeBon BEI3OBOB;
Uil coenuHeHnu depes [P-
- - Ilepeanpecanns BBI30BOB;

- Pexxum npsimoro BeI30Ba.

= I'pynnosoit BBI3OB;
Cepauc VIIATC (Bce |- IIepexBar BBI3OBA;
(GyHKINU DOCTYIHBI KakK IpH | - MHorokaHanbHbII 3BOHOK;
JIOKAJIbHBIX 3BOHKAX, TaK H |- Kondepenu-cepsep;
Uil coequHeHun depe3 [P- |- "ToHanbHBIN" noHabop (DISA);

CETh)

- Bo3moxHocTt "pyuHoro" u "aBTomMarnueckoro" npuema
nepenavyn (paKCUMIIIBHBIX COOOIICHUH.

BosmoxHOCTH YCTAHOBJICHUS COCAUHCHUSA 110 [P-cetn ¢

B3anmopeiicteue ¢ |mpunoxxenusiMu CTI. IlpunoxeHust MOryT BbICTyHaTh Kak
KOMITBIOTEPOM WHULMATOPbl COEOUHEHMs, W IPUHUMAThb 3BOHKH OT
CTaHIIMH.
JIroboi HecTaOMIM3UPOBAaHHBIM HCTOYHMK IHUTAaHUS C
BBIXOAHBIM HampspbkeHueM 9-18 B m coorBercTBYyromiei
[Intanne A P YOI

MOIITHOCTHIO (3aBUCUT OT KOJIMYECTBA W THUIIA KAaHAJIOB).
BX0oIuT B KOMIUIEKT IOCTABKH.

2. Cepus IP ATC Tainet - IPBX 230 u IPBX 2500

Hannoe pemenne TAINET o6benunsier Tpaguunonnyio tenedonuto (PSTN) u IP- renedonuto.
Teneps opranu3zanyst MOXKET UCIIONIB30BaTh VOIP 111 MEXAYroOpOAHBIX U MEXAYHAPOIHBIX 3BOHKOB.
DTO CyLIECTBEHHO COKpamaeT pacxo sl Ha Takue 3B0HKH. TAINET oGecnieunBaer Takxke pelieHueM
MHTErpallMM HECKOJIBKUX TeppuTopransHo pacnpeneneHHbix ATC B equnyro ATC, yto ympomaer
nporecc cBsa3u Mexay ATC u mo3BosisseT MOAJAepKUBAaTh TaKkKe TPAJAULMOHHBIE TelepOHHBIE
¢byskuu. VMcnonbs3ys CyIIEeCcTBYIOIIYIO CETEBYIO apXHUTEKTYpy, 3TO MpOrpaMMHOE obecreueHue
MO3BOJISIET TepefaBaTh ToJIOC, JaHHbIE W BHJIEO HHPOpPMaLUIO MO Oojiee HU3KUM Tapudam,
OJIHOBPEMEHHO TOJIy4asi JOCTYN K MHTErpalliy JaHHBIX, BUPTyaJbHOM TenedoHHH, peueBoil moure,
BU7Ie0 KoH(pepeHuusM, pakc cepBucam u T.11.

Ocobennocmu:

- IMonmepxxka 1o 30/200 BHEWIHMX perucTpalMid W SKBUBAJIEHTHHIX email
[Honnepxkal 0/50k0HKYpHPYIOIINX3BOHKOB,;

- COBMECTUMOCTSL C

GyHKIUSAMHY,

KOTOPBIC  MOAACPKUBAIOT

TPaAUIIUOHHBIC

CUCTOB;

ATC,;
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3 TUIA KOH(EepEeHIINH;

- Tlopmepxka pa3auYHBIX TUIIOB OKOHEUHOTo oOopynoBaHusi - IP TenedoHbl, mporpammHbie;

TenedoHsl, WiFi Tese()OHbI, aHAIOTOBBIE TesneOoHbI
- 3anuch CDR Hu 3BOHKOB;
- Web KOH(UTyparus u yIIpaBJIeHHE.

Texnuueckue xapaxmepucmuxu
SIP ¢pynkiun

Craruyeckasi/ TnHaMUYeCcKasi pEeruCTpaIys;
BHeniHss mpoKcu perucTparus;
Koundurypupyemsiit PBX Caller ID;
[Ipodaiin mons3oBarenei;

NAT traversal qis K1MeHTOB;

Outbound proxy c unu 6e3 WAN;

SIP proxy cepsep;

QoS mexanusm mist VolP u nanHBIX.

Oynknuu ATC

V nepxanue 3BOHKA, KOH()EPEHIHS;

[epeanpecanins BHI30BOB,;

[Mepeanpecanus Oe3yciioBHasI, TSt OTCYTCTBYIOIIHX, 3aHSATHIX |
(Unconditional, unavailable, busy call forward);

KonnuectBo mepeampecanuii miau orka3oB Ha Homep (Per-calling-number forward and
rejection);

Kondepenruu (Multi-room meet-me conference);

[Mpusuneruu 3BoukoB rpymm (Call privilege grouping);

Inter-PBX SIP trunking;

Intra-PBX stackable trunking gepe3 Ethernet;

Oxonoxasnenue In-band/RFC 2833/SIP-INFO DTMF tpancsius;

FXO omnpenenenne Tona paspbiBa cBsa3u (disconnection tone detection).

T'osmocoBas moura

Kon none3oBarens (User PIN);

[Tonnepkka HECKOIBKUX SI3BIKOB;

CTpyKTYypHpOBaHHBIN apXUB;

VYBenomieHne O NpUXOJ€ TMOUThl W NpHUCOeNUHEHUH (YHU(UUIUPOBAHHBIM OOMEH;
COOOIICHUSMU);

[Tepeanpecanusi.

VYnpasnenue

Web konduryparop;

CHCTEMHBIN 10T COOBLITHIA;

Call Detail Record (CDR);

Cocrosiaue Beixomubix auHUM (Extension status display);
TFTP cepsep;

Network Time Protocol cunxponu3zauus BpeMeHH;
O6noBnenune Firmware uepe3 Web unrepdeiic.

Mooenu:

1. IPBX 2500
- o 200 peructparuit 1 voice mail cueTos;
- 10 50 KOHKYpEeHTHBIX 3BOHKOB ¢ RTP;
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- [lonnepsxka 8 anamoroBbix PSTN nuawMiA,

- 2.5" HDD nnst xpanenus.

2. IPBX 2300

- 1o 30 perucrtpanuii U voice mail c4eTos;
- 10 10 KOHKYpEHTHBIX 3BOHKOB ¢ RTP;

- [Tonnepkka 4 ananorosbix PSTN nunHwuit;
- Flash quck ans xpanenus.

Headquarters IPBX 2500

Puc. 8. IIpumep npumenenust IPBX 2500 u IPBX 230

3. Snom VolP Box

Puc. 9. IP PBX Snom VoIP Box
MunumanbHbeiii o pasmepam (9x8x5 cm), snom VoIP box sBasercs nonnouennsiM [P PBX
pelIeHreM, FJIEMEHTAPHO MOJKI0YaeMbIM K JIOKalnbHOH cetn Bamero oduca. snom VoIP Box He
MMeeT B cocTaBe cebs kakux Jmbo ABwxkymuxcs dacrted (kak Xectkwit duck-HDD wnm
BEHTHJISATOP), UTO JIENIAeT €ro HAaJCKHBIM U JIETKUM B 00CITY)KUBaHUH.
TexHuueckre XxapakTepUCTUKH:
- Plug-and-play IP PBX;
- SIP Proxy, Registrar u Location Server B coorBeTcTBun RFC3261;
- [TepeBoJ1 3BOHKOB;
- MOH - my3bika Ha hold;
- MHOTOCTOpPOHHSISI KOH(EpEeHITHS;
- 'onocoBas moura;
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- ABTOOTBETYUK;

- laTepakTuBHBIN TO0Cc0BOM aBTOOTBeTUHK (IVR);

- Automatic Call Distribution (ACD);

- Ynpasnenue uepe3 Web unrepdeiic;

- Call Hunting;

- Dialog Agent;

- Speed dial,

- meHa — 56388.8 pyouieii;.

4. Pemenue ot komnanuii Mitel u Pingtel

Kommanus Mitel, cnenmanu3upyromascsi Ha BBITyCKe TpaaulinoHHbIX PBX ¢ komMmyTanuei kaHaaoB
u pupma Pingtel, 3anmmaromascs nponaxeir IP-tenedonoB c momaepxkonr SIP, mpencraBuim
WHTETpUpPOBaHHOE TelepoHHOEe OOOpyJdOBaHWE I Y3JI0B, BKItovaromux B cebds ot 10 mo 500
paboumx MecT.

YerpoiictBo Pingtel SIPxchange IP PBX 6asupyercs Ha npotokosie SIP, mommepxkuBaemMom
npoayktamu 3Com u yacTmyHO oOopymoBanuem Cisco. J[eOrOT KOMIAaHWM Ha apeHe MaKeTHOU
nepeayy royioca o3HaMeHoBascs BeimyckoM Mojaenu SIPxchange, koTopas obecriednBaeT KOHTPOIIb
BBI30BOB, BO3MO)KHOCTb OOMEHA T'OJIOCOBOH ITOYTOM, TOJIOCOBBIE OTBETHI B MHTEPAKTUBHOM PEXKHME
Y OpraHM3alliIo YIpaBJICHUS Ha OCHOBe Opaysepa. Kpome Toro, ycTpoHCTBO MOAEpKUBAET
NPUIOKEHHS C UCTIONIb30BaHueM TexHooruit XML, Java u voiceXML.

Crek npotokona SIP, peanuszoBannbiii B Moayie SIPxchange, mo3Bossier ocymiecTBiasTh 0OMeH
uHpopmanueit ¢ teneponamu SIP Pingtel Expressa mmm c apyrumu tenedonamu Ha 6asze SIP,
KOTOphIe BhIycKatoTcss kopropanusiMu Cisco u Siemens. Knuentet Windows XP, ucnonb3yromiue
npunoxenne Windows Messenger, kKoTopoe Takxke Oasupyercss Ha SIP, MMEOT BO3MOXXHOCTBH
noakimouatecs K cepepy SIPxchange. IloctaBku momynst SIPxchange Hauanmuch OCeHBIO MO LIEHE
okouto $600 3a pabouee MecTo.

5. Asterisk

MHorue Mpou3BOAUTENN HAAJAMIN BBITYCK 00OPYHOBaHHS, HO 3TO 00OpYIOBaHHE IOCTATOYHO
JI0POroe ¥ MHOTHE KOMITAHUH HE XOTAT MEPEXOIUTh Ha HOBBIE TEXHOJIOTUU MU3-3a OOS3HHM OOJIBIIMX
pacxooB. Ho ecTh 6osiee 1eMOKpaTHYHOE pelicHre. DTHM peliieHreM siBisiercst Asterisk.

Asterisk — ato rubkas mmardopMa s HOCTPOCHUsI PELICHH MO mepeaade u o0paboTke rojoca,
Ha KOTOPO# MOXHO MOCTPOUTH PEUICHUS] Pa3HOTO YPOBHSI JJIsl COBEPIICHHO pa3HbIX 3aaad. Asterisk
OPOrPaMMHBIN MPOAYKT, PabOTAIOIIMIA IO/ yrpaBieHHeM LiNUX u mojaep xuBarouii monyIspHbie
nporokoinbl [P-reneponnn SIP m H323. Kak Linux sBisiercs sSApoM ONEpalluOHHONW CHCTEMBI,
tak Asterisk — sipo cucTembl mepeaun rojIoCOBBIX AaHHBIX. M, 9TO TakkKe OYeHb BaxkHO, Asterisk
MMEET JIETKO PacCIIUPSIEMYI0 apXUTEKTYPY, MMO3BOJISIONIYIO PEaTn30BaTh JH00YI0 (PyHKIIMOHATBHOCTD
coBpeMeHHBIX IH(ppoBbx ATC, a Takke MHOrMe BO3MOXHOCTH, HEIOCTYIIHbIE ISl HUX.

Ero MOXHO WCMONB30BaTh KaK Ui TOAKIIOYEHHS OOBIYHBIX KJIMEHTOB, TaK W JUIS TEepeaayu
roJIOCOBOTO Tpaduka Mex1y HeCKOJIbKUMU cepBepamu Asterisk. [l cOonpspKeHUs ¢ «TpaJuIIMOHHON
tenegonuein» umerorcst ananorossle PCI kaptel (FXO, FXS) un undpossie PCI kaptet (E1, T1). C
noMoIIbI0 Asterisk BbI CMOXKeTe peai30BaTh MPOEKT JF000ro Macurada — OT MPOCTOro JIOMAIITHETO
cepBepa roJoCoBOW MOYTHI 70 TeiaedoHHOro cepBepa mpeanpustus ¢ Gpynkuusmu [VR (Interactive
Voice Response — cructema roiocoBbIX MEHIO).

Asterisk mo3BoJIsileT OpraHU30BaTh COEIMHEHHE C OOJBIIMHCTBOM HCIOJB3YEMOro ceifdac
00OpyZI0BaHUS M MPOrpaMMHOT0 obecnedeHus Juid nepegaun romgoca. Curyanus, Korja UMeeTcs
HECKOJIBKO O(HUCOB, MEXIY KOTOPBIMH HYXHO OPTraHM30BaTh CBsI3b, BO3HHKAET OUYEHb YaCTO,
0cOOEHHO Yy KpYNHBIX opraHum3zauuii. Taxke Tpu 0co00 TECHBIX MNApTHEPCTBAX MEXKAY
OpTraHU3aIsIMH, TeIe()OHHBIN TpaPUK MEKIY HUMH CTaHOBHTCS CTOJNH OOJBIIMM, YTO TOSBISETCS
CMBICII B yCTaHOBJIEHUU CBs13u Mexay ux ATC.
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Camoit ¢ dexkTuBHON cxemoil 00beaHeHHsI O(DUCOB SBISETCS TaK Ha3blBaeMasl “MOJIHOCBSI3KA”,
korga Asterisk B KaXJJOM U3 0pUCOB COETMHEH € KaXKJbIM U3 OCTAIbHBIX O(ucoB. Takum oOpaszoM,
BBIXOJ U3 cTpos 000 u3 opucHbix ATC HUKaK HE TIOBIUSET HA CBSI3b B APYrux oducax. [5]

Maiio TOro, HEKOTOpbIE I0JIb30BATEIbCKUE YCTPOMCTBA MOKHO HACTPOUTH TaK, YTO IIPHU BBIXOAE
u3 ctpost MmectHoii ATC oHn OyAayT MOIKIIOYEHBI K Kakoil-mibo u3 npyrux ATC. Takum obpazom,
Jla’ke TpH aBapuu Tesie(pOHHas CBsI3b Oy/eT 3aMeuaTesbHO PaboTaTh.

Hcnonp3oBanue Asterisk B HacTosIiee Bpems 3TO:

® DOKOHOMHS HaJIMICH3USAX K IporpaMMHOMY obecredeHuto (Asterisk — 3To cBoOOmHBII
IPOJIYKT);

® OTCYTCTBHE 3aBHCHMOCTH OT IOCTAaBIIMKA — B HACTOSIIUI MOMEHT KOJMYECTBO KOMITaHUH,
MIPEJOCTABIISIONINX YCIYTH TI0 CO3JIaHHUIO U MOJIEpKKe perieHuil Ha 6aze Asterisk ObicTpo
pacTéT, W eciu MOCTABIIMK HAYHET “3ajaMbIBaTh’ II€HbI HA CBOM YCIYTH, TO €0 MOXHO
OBICTPO 1 0€300JIE3HCHHO CMEHUTH Ha JIPYroro;

® DHKOHOMMS Ha pa3roBopax Mexay oducamu — oObenuHeHHe oQucoB c¢ nomouipro IP-
TeneOHUM MOXET 3HAUUTEIBbHO COKPAaTUTh pacXojibl Ha CBS3b, OCOOEHHO NpU HATUMYUHU
o(HCcoB B pa3HBIX rOpOJax;

e yIydyllleHWEe KauecTBa paboThl O(GHUCHOM CBA3M — aBTOOTBETYMKH, AaBTOMATUYECKHE
CEKpETapHu, IOJOCOBbIE MEHIO, M MHOTME JPYIHe€ BO3MOXKHOCTH PEAM3YyIOTCS Ha OCHOBE
Asterisk OBICTPO U HEOPOTO.

Pesynbpratom wucnonb3oBanus Asterisk, Oyner sBisthes monHouenHas |IP ATC wmm [P-PBX
(private branch exchange) - tenedonnas crannus Ha 6a3e nporokona IP. Kak u mobas muau ATC,
KOMMYTHpYET Tesle()OHHbIE KaHajbl BHYTPEHHUX a0OHEHTOB BO BHEIIHIOKI Telne(OHHYIO ceTh (Kak
MIPaBUJIO, BHEITHUX KaHAJIOB HECKOJBKO MEHBINE, YeM, B OOIIEM CiIydae, BHYTPEHHHX). B xadecTBe
untepdeiica nogkmoyenust k [P PBX BuyrpenHux aGoneHtoB ucrnonb3yercss Ethernet unrepdeiic
cepsepa, B cocTaBe KOTOpOTO MBI Oynem peaTn30BBIBATH peleHwue.
CoOTBETCTBEHHO, TPAHCIIOPTOM JJ1s1 aDOHEHTCKUX Telle(hOHHBIX KaHaloB, ciyxuT Ethernet cpena, mo
OTIpPENICJICHUIO, HE TapaHTHpyoIas KadecTBa KaHajia (M O3TO SBISAETCS OCHOBHBIM KaMHEM
NPETKHOBEHUs TexHoiorun). [lostoMy nepBoe, Ha 4TO CTOUT OOpPaTUTh BHUMAHUE MPU peasin3aluu
perieHus, ’To Mepbl Mo mpenoTBpanieHuto kowtn3uii B Ethernet cermente. Yacto s makeTHOU
tenepoHun BblIensercss otaenbHbl Ethernet cerment B pamkxax CKC mnpenmpusitus, uTo
OTpeieICHHBIM o0Opazom rapaHTUpPyeT Ka4yecTBO aOOHEHTCKUX KaHaJIOB.
[Tporpammuoe obecneuenue (I10) Asterisk mo3Bosisier rHOKO yHpaBiIsATh KOMMYTAlMed MpH
BO3HUKHOBEHUHU TEPETrPYy30K, 3aJeHCTBYs] BCE BHEIIHHE KaHAIbl OC30THOCHTENBHO TOTO, KaKUM
criocobom onu moakroueHsl k [P ATC. [5]

[IpeumymectBa ucnonb3oBanus Asterisk IP-PBX:

e Hynesass cmoumocms npuobpemenusi. ASteriSk — 5TO OTKPBITBI TPOJYKT, MOITOMY

WCTIOJIH30BaHUE U TPUOOPETEHUE CUCTEMBI HE CONPSDKEHO C JTMIICH3HOHHBIMH BBITUIATAMH.

e boavwoli Habop ¢hyHKyuoHanvhvlx 603modcHocmeti. 1'00coBast 1MoYTa, KOH(EPEHIICBA3D,
3JIEKTPOHHOE T'OJIOCOBOE MEHIO - BCE 3TO M3HAYaJIbHO HAXOAUTCS B cucTeme. Bbl Moxere B
000 MOMEHT HACTPOHTH U 3aITyCTUTh HY>KHBI BaM MOJYJIb 0€3 He00X0AUMOCTH TIOKYTIaTh
JIOM. TPOrpaMMHOE oOecreueHue WM IUIaThl PACHIMpeHHs, Kak Obulo Obl B ciy4yae ¢
"KJIacCCHYeCKUMU" CHCTEMaMH.

o J[lonnas ceobooa evibopa nposatioepa I[P menegponuu. KommaHuss caMOCTOATEIHHO
BbIOMpaeT, K KakoMy I[IpoBaiiiepy MOJIKIOYUTECA. bojee TOro, H3y4MB ILEHBI U
MPOTECTUPOBAB KAUYECTBO HECKOJIBKHUX IPOBAWIEPOB, MOXKHO TOIAKIIOUUTHCS CPazy KO BCEM,
BbIOpaB, KaKOE HAIIPABICHHE KOMY OTIPABIIATh.

e  Macwmabupyemocms. B 3aBUCUMOCTH OT 00beMa MEpPEroBOpPOB,  BbIOMpaETCs
nepBoHavyalbHasg KoHurypauuss obopynoBanus. Hampumep, ans oOecnedenus 4-x
OJTHOBPEMEHHBIX pa3roBopoB mo IP, Heobxomumo ananorosas PCI kapra ¢ 4-ms FXS
untepdeiicamu (Uit noxakimoueHuss Kk ATC 1o aHanmoroBelM coequHEHHsIM). [l
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obecnieyenrss 30 OHOBPEMEHHBIX Pa3rOBOPOB, HEOOXOIUMO CMEHHTH/00aBUTH LUPPOBYIO
PCI kapry ¢ El wunrepdeiicom. Jlns oOecrieuenus 120 oOgHOBPEMEHHBIX Pa3roBOPOB,
Heooxomumo PCI xapra ¢ 4-ma El unTtepdeiicamu. MopepHH3alMs CHUCTEMBI AeTaeTcs
IIPOCTO CMEHOI KapThl B cEpBeEpeE.

e [706anvnocms. I'ne Obl HE HAaXOJUCh PAOOTHUKH KOMIIAHHHM, OHH MOTYT IOJIb30BaThCA
coOCTBEHHOM TenedoHuel ¢ 1000ro MecTa, MOAKIIOYeHHOTO K MHTepHeT (oTenu, HTEepHET
kade, Wi-Fi ciotsr).

[lenecooOpa3nee Oyner BbiOpaTh mpoekT Asterisk - moromy 4uro 3TO OecIiaTHOE, IIMPOKO
pacnpocTpaHeHHOE (a 3HAUUT, [0 €ro BHEIPEHHSIM MIpoIle HAaWTH MH(GOPMAIUIO), U YTO HE MEHee
BaXHO, OPENSOUICe pelIeHue, pearu3yromee OOJIBIIMHCTBO HEOOXOAUMBIX MEIKOMY U CpeaHEMY
odpucy dpynkuuii. McrionpzoBanue Asterisk SJKOHOMHUT 3HaUMUTEIbHBIC JEHBI'M HAa caMOM TeneOHHOM
cucreme 6e3 ymepoa GyHKIIMOHATLHOCTH.

Jns peanuzanuu MoOCTaBICHHBIX 3aaad Ha 0asze Asterisk [P-PBX Oyayt HyXHBI clieayromiue
KOMITOHEHTHI:

e CepBep (B HamieM ciyyae, cepBep MpEACTaBlseT COO0O MEepCOHANbHBI KOMIIBIOTEP C

nporeccopom Pentium D820 2.8 2G RAM.);

¢ Onepanuonnas cuctema OC Linux (SBISIETCS OTKPBITHIM IPOIYKTOM);

e JIO Asterisk IP-PBX;

e PCl-mmnara, ais cesa3u IP-renedonunu ¢ THOIL.

Munyc Acrtepucka B TOM, 4ro TenedoHHbI uHTepdeiic mnporpammubiii. I[losTomy
obopynoBanue pemeBoe. [loaToMy ke Ui MCIIONB30BaHMS B OOJBIINX MPOEKTaX JENAIOT CBSA3KH
Acrepucka ¢ SIP-cepBepamu. Tak kak AcTepucK AOCTaTOYHO MejuieHeH. Ero mpennazHaueHue
munn-ATC.

9.2 Bei6op obopymoBanus st conpspxenus Asterisk ¢ ATC

Haubonee wacto mcnosibdyeMbiM 00opymoBanueM B IP-TenedoHUM SBISIOTCS NLTIO3BI. 3amadeid
1032 SIBJIsIETCsl compsbkeHne "oObuHbIX" TenedoHHbIx ceTeit ¢ IP. M ecnu ¢ 01HO# CTOPOHBI 3TOTO
nuito3a Beerga Oyzaer IP, To kommuecTBO MHTEp(EHCOB € APYroil CTOPOHBI 3alpoOCTO MOMKET
[OCTaBUTh B TYNHK HENOATOTOBICHHOTO deinoBeka. [5] PaccmoTpum HamOosiee W3BECTHbBIC
"tenedonHbie" UHTEPENCHI:

e FXO (Foreign eXchange Office) - amamoroBeiii unTepdeiic Tenedonubx cranmuii. K
TOJIOCOBBIM IITFO3aM C TaKUM HHTep¢eiicoM MOTYT MOJKI0YAThCS OObIUHBbIE Tesle(OHHbIE
anmapatsl, Gakchl U Ipyrue aboHeHTCKue ycTpoicTBa. Paktudecku, unteppeiic FXS ato
TO, YTO IPUXOJMUT K HaM Mo TeneoHHOMY Kabeinto oT ropojckoit unmu Mmuau-ATC. B 3agauy
YCTPOWCTB, peaTu3yIouX dTOT UHTep(deiic, BXOaaT: reHepamust curHana roropHoctu ATC
(TyIOK B JIMHHMH), CHTHAJIOB BbI30Ba a00OHEHTA U
T. II.

e FXS (Foreign eXchange Subscriber) - ananoroBsiii uHTepdeiic aDOHEHTCKHX YCTPOWCTB
Tene(OHHBIX CTAaHIMHA. YCTpOWCTBA C TaKMM MHTEp(ercoM MOAKIIOYaTCS K UHTepdeiicy
FXS. Tak Te e camble ¢dakcoBble ammaparsl, TeaehOHBI, MOJIEMbl peaTu3yloT HHTEpQeic
FXO. CymectByeT Takoe NpOCTOE NPAaBWIO - €CIM €CTh IPOBOJ, COCIUHSIOIIMN JBa
aHAJIOTOBBIX yCTpoWcTBa Tene(OoHUHU, TO C OAHOW CTOPOHBI 3TOTO MPOBOJA JOKEH OBITh
FXS (ATC), a ¢ mpyroii - FXO (tenedon). Takum ob6pazom, muito3sl ¢ uaTepdeiicom FXO
nojKIoyaroTcs BMecTo TenedoHa. C uX MOMOIIbI0 MOXHO OpranusoBath cBsizb ¢ TOOII
WIN TIpeocTaBuTh aoctyn kK IP-tenedonun, ncnons3ys "BHyTpeHHue" (Oosee JelieBble)
nuanu Muan-ATC.

e E1 - mudpoBoit wuHTepdeiic, UCHONb3yeMbId JUISI CO3/JaHUS  BBICOKOCKOPOCTHBIX
Mmaructpaneid. B nudposom noroxe E1 nmeerca 32 kanana (2 U3 HUX ciayxeOHbIE) Mo 64
kbut. Takum oOpa3zom, ucnonb3dys onuH notok EI, Bo3mMoxkHO opranusoBath 10 30
OJTHOBPEMEHHBIX TeNe(pOHHBIX pa3roBopoB. B IP-tenedponnn takue mHTEpdeEiichl 0ObIYHO
WCTIONB3YIOTCS Tt opranu3anuu cBsizu ¢ TOOIT unm g opranuzaruu csizu mexay ATC.
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C Asterisk MOXXHO HE TONBKO HCIONB30BaTh 0OBIYHBIC 1LTI036I H323, SIP ¢ mopramu FXO,
FXS, E1, Ho u cnenmanu3npoBaHHbIC MOJTYJIM BBIITyCKaeMble criennaabHo s Asterisk. dakTuuecku
OHM TmpeacTaBistoT coboit PCIl-mimaTel ¢ COOTBETCTBYIOIIMMH —pa3beMaMH, HEOOXOAUMOMN
AJICKTPOHMKOM, a TaKkke JpaiiBepamu, no3sosstomumMu PCI-mutaram paborats ¢ Asterisk.

Kommnanust Digium, ubeit ToproBoit mapkoii sBisiercs ASterisk, mpemimaraer moib30BaTesIM
[IMPOKUI HabOp WHTepEHCHBIX IUIaT, ONTHUMH3MPOBAaHHBIX s pabotrel ¢ Asterisk. Crektp
BBIITYCKAEMBbIX €10 IJIAT JOCTAaTOYHO BEJIUK - OT ojHOnopToBbiX FXS u FXO agantepos, 1o moaynei
¢ uetbipbMs unTepdericamu E1/T1.

PaccmarpuBate nudpoBbie MOAyaH MBI HEe OyleM, Tak Kak OHM HamboJiee WHTEPECHBI CPETHUM U
oonpmuM mipeanpuaTusiM (1 mmara 4E1 - 120 umdpoBbIX KaHAIOB) M CTOSAT OHU 3HAYUTEIBHO
JIOPOKE AHAJIOTOBBIX MOJYJICH.

Cornamenue o6o3HadeHus 11 cBsizok TDM crenyronue: TDM X Y B, roe "TDM" o6o3Hauaer,
4TO HCnoib3yercs kapta - TDM, "X" o6o3navaer, uro yucino moayneir FXS, "Y" ob6o3navaeT uncio
moayinert FXO, u "B" ykaspiBaeT, 4TOo TO 9TO wu3nenue - cBsazka. [lom TDM  cBs3koit
noapasymeBaercs kapra Wildcard TDM400 ¢ ycranosienabivua FXS u FXO

(onuonansHO) MoayIsAMH. [10]

CrannapTHbie KOHPUTYpaIuu

« TDM10B - 1-nopt FXS

* TDM40B - 4-tioptra FXS

« TDMOI1B - 1-nopt FXO

* TDMO04B - 4-iopta FXO

« TDM11B - 1-nopt FXS u 1-nopt FXO

* TDM22B - 2-nopra FXS u 2-nopta FXO

« TDM31B - 3-nopta FXS u 1-nopra FXO

Taxxe xommanuei Digium BBITyCKaeTCs IIaTa, OTHOCSIIASACSA K HECTaHJIAPTHBIM KOH(MUTYpaIHsIM
Wildcard TDMA400P.

Wildcard TDM400P

Wildcard TDM400 - sto PCI 2.2 coBMecTUMast KapTa MOJIOBUHHOM JJTHHBI, KOTOPAsk MOIACPKUBAET
OT OJHOrO J0 4YeTblpeX TenedOoHHbIX HHTep(ENcoB, MO3BOJIAIONIMX COEJAUHUTH AaHAJOTOBBIE
TenedoHbl, win aHanoroBble Tenedonnsie nuHuKM ¢ [IK. VMcnonp3ys mporpamMmmHoe oOecrieueHue
Asterisk PBX u crannmaptasie anmapatsbsle cpenctBa [IK moxso cozmate SOHO (Small Office
Home Office) — tenedonnyio cucremMy, OTBEUAIOIIYI0 BCEM TPEOOBAHUSAM COBPEMEHHBIX JEIOBBIX
tenedonnbix cucrteM. Takke B Wildcard TDM400 ycTaHOBIEH MOTyJIb TOJABICHUS dXa.

TDM400P noctato4Ho qoporue ycTpoicTBa AJsi MOCTPOCHHs OaHKa KaHAJIOB, HO WX MPHUMEHEHHUE
MO3BOJISIET CHU3UTH OOIIME 3aTpaThl Ha mocTpoeHue cucremsl. [Ipu mcnons3oBanuun FXO u FXS
Monyseir Bmecte ¢ TDM400 MOXHO co31aTh pELIEHHE C MOAAEPKKOM Pa3HOTO KOJIMYECTBA
teneoHHBIX TOpTOB. Hampumep, Takoe pemenune: Tpu nmopra FXO u oqun mopt FXS.

Monayns FXO nozsonser kapre TDMA400OP aktuBH3MpoBaTh MOPT sl MOJKIIOUYEHUS aHAIOTOBOM
tenedonnoit muauu (POTS). Moayns FXS no3sonser kapre TDM400P aktuBH3MpoOBaTH MOPT IS
MOJIKJIFOUEHUS aHAJIOTOBOTO TenedoHa.

Moy FXO u FXS mo3BosisieT HCIoIb30BaTh BCE BO3MOKHOCTH PabOTHI ¢ Telle()OHHOU CEThIO,
KOTOpPBIMH 00J1afaeT TF000H CTaHIapTHHIN aHAOTOBBIN TesnedoH.

[TockonpKy cucTeMa MMEET MOJIYJIbHYIO apXHUTEKTYpPY, MOJIb30BaTeNlb MOXET aKTHMBU3UPOBATH
JIOTIOTHUTENIbHBIE TOPTHI Ha HUCTOJB3yeMOW KapTe B JI000€ BpeMsi, YCTAHOBUB JOMOJTHUTEIHHBIC
FXS wm FXO momymu.

Jns toro 4toObl B MOCIEACTBHM MAacUITa0MpPOBAaTh JaHHOE pELIeHHe, HeoO0XOAMMO MpPOCTO
n00aBisATh HOBbIE KapThl TDM400 ¢ ycTaHOBIEHHBIMU MOTYJISIMU.
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P TN

Puc. 10. Wildcard TDM400P

Jpyroii Bapuant conpsbkenus Asterisk ¢ oducuoit ATC 310 wmcnonb3oBaHue "BHEHIHHUX'
rOJIOCOBBIX IILTI030B. Harnbonee n3BeCTHBIMY MPOU3BOIUTENSIMH TaKUX YCTPOHCTB (COBMECTHMBIX C
Asterisk) sBistrorest - Cisco, Mediatrix, Quintum, AddPac, VegaStream u D-Link. Otot Bapumant
MCIOJIb3YETCs KOTJ]a HET BO3MOXKHOCTH UCIIOJIb30BaHUs 00opyaoBanus Digium. Hampumep, B BBUIY
(U3HYECKUX OTPaHUYCHHUI WHOTJA ObIBACT HECKOJIBKO 3aTPyTHUTENBHO ycTaHOBHTH PCI-muiaTer B
crannaptabie croeunbie cepBepsl (1U, 2U). Kpome toro, peiHok obopynoBanusi IP-tenedonuu B
Poccum Bce emie HaXOAWUTCS B COCTOSHUHM, OJU3KOM K 3a4aTOYHOMY, M HAWTH B MPOJAXKE ILIATHI
Digium no pa3yMHBIM IIEeHaM MOXKET OBITH HECKOJIBKO MPOOIEMAaTUYHBIM.

Bri6op IP-Tenedonon

Tenedonsr ans IP-tenedonnn ObIBatOT Tpex BUAOB: mporpammubie |P-tenedonsl, anmaparHsie
IP-trenedonst u IP-renedons! noaxmouatomuecs k USB nmopty. CyiecTByeT orpoMHOE MHOXKECTBO
pasnuuHbiX |IP-TenedoHOB, OT caMbIX MHOTO(QYHKIIMOHAJIbHBIX /10 CaMbIX MPOCTHIX, Mpe/iaracMble
pasnuuHbIME KoMmnaHusMU. [Ipu BbiOOpe TenedoHHOM cucTeMbl 3aKa3uyuK B OCHOBHOM OIIEHUBAIOT
yI00CTBO MOJIb30BaHMs, BHEIIHUN BUA U 1ieHy. M3yuuB xapakrtepuctuku |IPrene@oHoB oT pasHbIX
¢bupM npousBoaUTENeH, ObUI CAeTaH BBIBOJ, YTO HET CMBICIA ONMCHIBATH XapaKTepUCTHKH |P-
Tene()OHOB OT KaXJOTO TPOM3BOIMTENSI, TaK KaK OHHM OYEHb NOXO0XH. Jl7s cpaBHEHUS OBLIO
BBIOpaHO JiBa Buja TenedoHoB oT koMmnanuii Cisco u KingTel. Onuiiem ux XapakTepUCTUKH.

Buvibop annapammnozo menegona
1. Cisco Color IP Phone 7970G

Puc. 11. Cisco Color IP Phone 7970G

Mogens [P-tenedona Cisco 7970G mpenctaBisieT co00il yCOBEPIIEHCTBOBAHHOE YCTPOMCTRBO,
npeJHasHauYeHHOe JIsi oOecredeHus: JOCTyNa ¢ BBICOKOM paspemaromeil CrocoOHOCThIO K
KOPIOpaTUBHBIM HNPHUIIOKCHHUAM [IJId KPYIIHBIX, CPECAHUX U MaJlbIX Hpe)IHpI/IHTI/II\/II. OTanUnTEIHLHON
ocoOenHocThi0 HOBOH Mozenu Cisco 7970G siBnseTcsl HaTM4KE [BETHOTO IpaUyuecKoro JUCIUIes,
YTO TO3BOJIIECT HCIIOJIb30BaTh TeNe(OH KaK CPEACTBO ISl HACTOJIBHOTO JOCTYI K PacIIUPEHHBIM
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rpaduuecKuM M300paKeHUSIM ¢ OONbIICH NeTanu3alell JaHHBIX Ha TeX pabouyuX MecTax, IIe HeT
MEPCOHAIBHOTI0 KOMIBIOTEPA.

Kpome Toro, HoBas mojenp TenedoHa MOAACPKUBACT IIUPOKUNA HAOOp (QYHKIMA, W TIPEKIC
Bcero npuiokeHussM XML, paboTaromue B cpefie KOpIopaTUBHOW CETH. ATapaT OCHAIICH TaKKe
cucremMoit mojcBeTku U ¢ynkuueil «Touch-Screen», obecrneunBaromeil TPoOCTOTY M HArISATHOCTh
MpUMeHEeHUs (PYHKIMOHAIBHBIX BO3MOXxHOCTeH Tenedona. Bee 310, a Takke GyHKIUS OBICTPOro
nocryma, nenaroT [P-renedon Cisco 7970G He TONBKO CPeICTBOM JJisi oOecriedeHus Tene(OHHBIX
[IEPErOBOPOB, HO U YCTPOMCTBOM, MOBBIIIAIOIIUM MPOU3BOJUTEIILHOCTh U KaYECTBO OOCTYKUBAHUS
kiueHToB. CoueTanue rpaduyeckoro BETHOTO M300paXKeHUs U JOCTYMHOCTH XML -npuioxeHui ¢
IP Texnomorueit mpeppamaror tenedon Cisco 7970G B MyJIbTUMEIMHHBIA J1€JIOBOM HHCTPYMEHT,
obecrieunBarONuii OBICTPOE, JETKOE U MHTYHUTHUBHO MTOHITHOE B3aUMOJICHCTBHE.

Cisco IP Phone 7970G maer moip30BaTelll0 BO3MOXHOCTH OJIHOBPEMEHHOTO IMEPEKIIOUCHUS
MEXJy BOCEMBIO TeNe(OHHBIMU JIMHUSAMH (WM KOMOWHAIMKM W3 JIMHUA W HOMEpPOB MPSIMOTO
Habopa), MMeeT BBICOKOKAYECTBEHHYIO CHCTEMY TPOMKOW CBSI3U, BCTPOEHHBIH pa3zbeM s
Tene)OHHON TapHUTYpPBI, W ToAJepKuBaeT TexHojoruio Inline Power (muranme Tenedona ot
kommytaropa JIBC o nunun Ethernet).

JonotHuTEIBbHBIC PYHKIIUU

Mopuens Cisco IP Phone 7970G ocHaleH BCTPOCHHBIM JIBYXIIOPTOBBIM KOMMYyTaTopoM Fast
Ethernet 10/100TX, o6ecneunBaromum noaxiatouenue k JIBC ve Tonpko tenedona, HO U
nepcoHanbHOro komnsiorepa. Kommyrarop nonnepxusaet nporokoin IEEE 802.1Q, koTopsiit
MO3BOJISIET pa3Meniarh TenedoH u komnbioTep B pasHbix VLAN B coctase JIBC, uTto B cBOIO
oyepeb 00eCIeYnBaeT MOBBIIEHHYIO O€30MTaCHOCTH T'OJIOCOBOM MOACHCTEMEI, & TAKXKE pa3/IelieHUe
roJI0cOBOro Tpaduka oT Tpaduka qaHHbIX. biarogaps BbA€ICHHOMY MOPTY Ul HOJKIFOUYEHUS
TapHUTYPBI HET HEOOXOAMMOCTH B JONOJHUTEIHHOM YCUIIMTENIE, YTO 3HAYUTEIHHO YIPOIIAET
HCIOJIb30BaHUE.

Yemanoexu u cneyupuxayus
Tenedon Cisco 7970G IP Phone noaep:kuBaeT ciaelyromue nojib30BaTeNIbCKUe YCTAHOBKU:
— CereBble HaCTPONKH
— CocrosiHnE BBI30Ba
— KoHTpacTHOCTH nucruies
— Tun 3BoHKa

Cemesvle (hynkyuu
Tenedon Cisco 7970G IP Phone obecnieunBaer cieyrome ceTeBble (pyHKINU:
— Ionnepxka CDP (Cisco Discovery Protocol)
— ABtromarundeckas koHpurypanus IEEE 802.1Q
— IMomnepxka komexoB G.711a, G.711u, G.729ab, iLBC
— Berpoennsiit kommyTtatop Ethernet
— Ionkmrouenue k JIBC noprom 10/100BaseTX ¢ pazbemom RJ-45
— O6Hosnenue cucremHoro I10 uepes cepsep TFTP
— ABTOMaTHYECKask HACTPOUKA CETEBBIX MapaMeTpoB no nportokoay DHCP
— ®ynaxuu VAD (Voice Activity Detection), mogaBneHue nays, TeHepaus myma
— Ionnepxka Cisco CallManager 3.3(3) unu 6onee HoBasi, mpotokosn SCCP (Skinny Client Control
Protocol).

2. VolPVoice VP3302

IP-Ttenedon nmpomsBoacrea VolPVoice
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Puc. 12. IP-tenedon VolPVoice VP3302

IP-renedon VP3302- mpeacrapnsier coboit ycTpoicTBO A moakiatodenus k cetsm (VolP) IP-
Tene)OHNH B Ka4ecTBE a0OHEHTCKOTO TepMHUHAIA.

IP-tenedon obmagaeT mMPOKUM HAOOPOM (PYHKIIMOHATBHBIX BO3MOXKHOCTEH, Kak Tene(OHHBIX,
TaK W CETEBBIX, YTO TO3BOJIACT TNPEJOCTABISATh KAYECTBCHHBIM M (DYHKIIMOHAIBHBIA CEPBHUC,
pealin30BbIBaTh MPOCTOE U ObICTpoe BHeApeHue Ha VOIP ceTsx, B TOM 4ucie MpeaBapUTEIbHYIO
HACTPOMKY I10JI KOHKPETHOI'O OIepaTopa.

IP-tenepon VP3302 obGecneunBaeT BRICOKOE KaueCTBO Mepead rojioca Ha pa3IndyHbIX KaHajgax
nepenayd JaHHBIX, MOJICPKUBACT OCHOBHBIC aJITOPUTMBI T'OJIOCOBOM KOMIIPECCHH M 00pabOTKH
roJjoca.

OcHOBHBIE XapaKTEPUCTUKHU:

e TIpotokousl - H.323/SIP/IMGCP/IAX2;

e 2 mopta 10/100Mb Ethernet;

e (OO6paboTka rojoca:

- VAD (Voice Activity Detection) ;

- CNG (Comfort Noise Generation);

- DxokomneHcamus G.165/168 16ms.

e (CereBble BOBMOXHOCTH:

- [Topneprxka kogekoB G.729ab, iLBC

- DHCP xnueHT;

- Cratuueckuii [P aapec;

- O6noBnenue cucrtemuoro I10 uepes cepsep TFTP;

- PPPoe.
RTP (Real -Time Transport Protocol);
[Monnepsxka DDNS (Dynamic Domain Name Service) ;
[Tognepxka crannaptoB [TU-T/DTMF;
LCD mucrueii: 2x16 3HaKOB;
Bricokoe kauecTBO 3ByKa Uepe3 CUKepQoH;
3anmcHas kaura Ha 1000 HOMEpOB;
ITo 180 HOMEpOB M1 BXOIATNX / HAOPAHHBIX / IPOITYIIIEHHBIX BHI30BOB;
HNuaukarop rojiocoBOM MOYTHI,
Pazbem 2.5MM a1t TapHUTYPHI (OMIIMOHAIIBHO);
Hactpoiika ypoBHS TpOMKOCTH 3BOHKA.
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CpaBHMBas 3TH TeIePOHBI MOXKHO CIIEJIaTh BBIBOBI, YTO 10 TEXHUUECKUM XapaKTEPUCTUKAM OHU
00a y/10BJIETBOPAIOT TPEOOBAHUSIM JAHHOW CUCTEMBI.
CisCO - nmuuupyroLHii MPOU3BOIUTENb BCEIO CETEBOr0 000pyI0BaHMs, pabOTAIOT OYEHb CTAOMIIBHO,
KaK MPaBUJIO, HE UMEIOT KaKUX-JINOO OTKJIOHEHUH (pacmmpeHuii) ot ctangapToB. biaaronaps ceoemy
UMEHH, 00Jaal0T OYCHb OOJIbIION cTOMMOCThIO. OObuHO MuHycoM IP-TenedonoB ot Cisco
ABJISIETCA O4YEHb TpyAoeMKas HacTpoiika. Ho B ceTsix Takoro macmrala, Kak B HallleM cllydae, MX
HCII0JIb30BAaHUE HE SIBJIIETCS HEOOXOIUMBIM.
Kommanus VOIPVoice 3annmaer MeHee JTHAUPYIOUIYIO MO3UIKI0 B oTanure or CiSCO, HO mpu 3TOM
obopynoBanue, npousBoaumoe ais |P-tenedonuu, Takxke sSBIsETCS CTAOMIBHBIM M Ka4YeCTBEHHBIM.
310 ynoOHbIe Tese(OHbI, C OUEHb XOPOLIMM KadeCTBOM 3ByKa. KpoMe 3TOoro oHu MOryr 3arpyartb
koH(purypanuonusie ¢ainel ¢ FTP cepBepa. KpoMme 3TOro oHU CTOST ACHIEBIC aHAIOTHYHBIX
tenedonoB ot Cisco.
3aMe4yeHo, YTO YeM JICUIeBJIE ammaparbl, TeM Npolle uX KoH(purypuposaTb. Tam MeHbIIE
BO3MOJKHBIX HACTPOEK M COOTBETCTBEHHO MEHbILE IIaroB aias KoHdurypauuu. Kak mnpasuio,
MEHBIIIE BO3MOXKHOCTEH clienaTh OMIMOKH.
Taxoke MOXXKHO ObUIO OB paccMOTpeTh TeleOH OT KOMIaHUs Sipura, KOTopas Ipeaiaraer oonee
nenieBbiid mpoaykT. Takoii Tenedon crout paza B noiropa Menbiine VOIPVOIce, jierok B HaCTponKe
yepe3 WEB unTEepdeiic, HUYero ciokHOro B HaCTpOHKe HET Jaxe /Uil HauunHaromux. Ho xauecTBo
3ByKa y Takoro TesnedoHa 3HAaYUTEIbHO Xyxke. Bece nmepeunciennbie TeaeOHbl OTIIMYHO PadOTAIOT C
ACTEpUCKOM.
Takum o6pa3zom, Obu1 BeiOpaH IP-tenedon komnanuu VolPVoice VP3302.
USB IP-tenedon O6b11 BRIOpaH [0 TOMY K€ MPUHIUITY U TOU %K€ PUPMBI IPOU3BOAUTETIS.
USB meneghon ons |P-menegponuu
3. VolPVoice CyberPhone K
USB-tenedpon CyberPhone K - or kommanuum VolPVoice mno3Bomsier ymoOHO W MPHUBBIYHO
coBeplIaTh M NPUHMMATh 3BOHKM 4Yepe3 VHTepHEeT ¢ MOMOUIbIO MEPCOHAIBHOIO KOMIIBIOTEpA U
CIIeNUMANBHOTO TporpaMMHoro obOecrnedenns SoftPhone, obecneunBasi Hamydiiee KadecTBO
rOJI0COBOT'O COEIMHEHUH.
DneranTHBIM TU3aliH MPOyKTa TAapMOHUYHO BIMCBIBAETCS B JIEJIOBYIO OOCTaHOBKY, anmnapar y100eH
B OOpalleHHH M OTBEYAeT CaMbIM BBICOKHM TpPEOOBAaHUSAM KOPIOPATHBHOIO I0JIb30BATENs.
TenedonHsplil annapar, UMesl TONOJHUTENBHOE YTSHKEJIEHUE, YCTOMYMBO U HAJEKHO pacrojaraercs
Ha CTOJIE U HE «IIPBIraeT» BCIIeA 3a MOJHATON TpyOKOil.
[Mudposas HabopHas Ki1aBHaTypa, KpoMe CTaHIapTHBIX KiaBuil (0-9,* #), pacmupeHa KiaBUIIaMU
pPEeryJIUpOBKM  YpPOBHS  3BYKa, OTKJIIOUEHMs  MUKpodoHa BO  BpeMmMs  pasroBopa U
MHOTOQYHKIIMOHAJIbHBIMU KJaBuiiaMu. Habop TenepoHHOro Homepa MOXKET NPOU3BOAUTHCA C
1 poBOI KIaBHATyphl caMoro TeiedoHa. AnmnapaT He TpeOyeT JONOJTHUTEIbHOTO MUTaHMS.
Pa3paboTanHblii KOMIIAaHUEH-TIPOM3BOAMUTENEM alNroput™M kojxupoBanus peun ASTI u  sxo-
komneHcaru DSP mo3BossieT MakcHMManbHO NPUOJIM3UTH KAayecTBO PAa3roBopa K TPaJUIIMOHHOMN
teneoHun. Ammapar agantapoBaH K cpene Windows, TpPOTECTUPOBAH C  Pa3IMYHBIMHU
nporpaMMHbIMH npojykTamu (SoftyPhone): Skype, Net2Phone, MSN Messenger, InfinityPhone u
JPYTAMHU.
Bosmoorcnocmu u ocobennocmu

1. 3BykoBOW cHTHaN A BCEX MOCTYMAIOIIMX BBI30BOB, BHIOOP THIA 3BYKOBOTO CHUTHAJla C

MIOMOIIIBIO KJIaBUATYpHI TeNle(OHa.

2. B03MOXHOCTB TOJKITIOUEHHSI HAYITHUKOB.
Oynkius AOH mns Skype u SIPNET (sip) 3BOHKOB, MOJIEP’KKA Pa3HBIX S3bIKOB.
4. Beibop Skype mnu SIPNET (sip) aboneHTOB M Habop TenepOHHOro HOMEepa C MOMOILbIO
KJIaBHATYpBHI.
[IpenoTBpaienune 3xa, MoJAaBieHUE 1IymMa, TyMJIEKCHas CBA3b.
6. [paiiBep u BcTpoeHHast 3ByKOBasl Ijiara.

w

o
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7. He tpeOyercs BHEIIHEE MUTAHHE.
Cucmemnvie mpebosanus
1. Windows 2000 unu XP, MAC.
2. 400 MI'u nporeccop u cBoboaubiit USB1.1 wim USB2.0 opr.
3. OmnepartuBHas namsaTh 128 M6 1 cB0OOJHOE IPOCTPAHCTBO HA JKECTKOM jaucke 15 M6.
4. Jlro6oe MMPOKONOJIOCHOE MOJKIYEHHE K MHTEpHETY WIM MOJEMHOE COEJUHEHUE CO
ckopocThio He Huxe 33.6 Kbps.

4. IIporpammHublii TesiedoH
Haunbonee wu3BecTtHble H3 mporpammubix Tteiedonos: X-Ten X-Lite, sjPhone, FireFly, MS
Messenger. Bo3MO>XHOCTH 3TUX HpOrpaMM JIydllle BCETO CpPaBHUBATh, INPEICTABUB UX B BUJE
tabmuip 9.2. [5]

Tabnuna 4. CpaBHEHHE BO3MOXKHOCTEN POrpaMMHBIX KIHEHTOB SIP

Bo3MokHOCTH X-ten xlite  [Sjphone FireFly MS Messenger
[Tonnepxka + + + N
nportokoja SIP
Pa6ora ¢ Asterisk |+ + + +
Digpieippir EOVIAE Windows V\(mdows, Windows Windows
OoC Linux
[TognepxuBaembie |G711, GSM,|G711, GSM, Gri, .G729’

) GSM, ILBC,|(G711
KOJICKH Speex iLBC

Speex

[Tonnepxka
byuxmit  Caller- B
ID, Call Transfer, * * *
Call Hold
Untepdeiic 4 5 3 3
[10JIL30BATEISL
Bo3MoXHOCTE
ydera BpEMEHH |+ + + =
pasroBopa
HoctynHocTb OecIIaTHo OecIuIaTHO OecIIaTHO OecraTHo

B 3aBucuMocTH OT pemaeMol 3aJaud MOMKHO MCIIONB30BaTh pa3iIHYHbIE IPOrpaMMHBIE
kimeHThl. Ecnu cepBep OyaeT mpenmMyImiecTBEHHO HCIOJIb30BATHCS Il BHYTPEHHUX 3BOHKOB, TO
MUMEET CMBICIT 00paTUTh BHUMaHUE Ha TIPOrpaMMEI ¢ Oosiee pyHKIMOHaTBHBIM nHTEepdeticom (X-lite,
sjPhone). B ciydae Gonpmioro Koau4yecTBa MEXAYTOPOJHUX 3BOHKOB (JIMOO pabOThHI B YCIOBUAX
OrpaHUYEHHON TPOIYCKHOM CIIOCOOHOCTH WM HEHAJEXKHOTO KaHajua) Jydille MCIOJIb30BaTh
MIpOrpaMMBl, MojJiepkuBatomue koaek G729.
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B namewm ciydae cepBep OyneT HCHOIb30BATHCS MPEUMYIIECTBEHHO ISl BHYTPEHHHUX 3BOHKOB,
MMOATOMY BBIOOP MTOJDKEH CTOSITh MEXAy nporpammHbiMu Tenedonammu X-lite m sjPhone. UToOb1
crenarb BBIOOp MEXIy STUMH TenedoHamMH, HEOOXOIUMO MOCMOTPETh HAa HX XapaKTEPHCTHUKH.
ITporpammusiii Tenedon sjPhone moamepkusaet koaek iILBC, koTopslii OyaeT UCIONB30BaThCS IS
KOJIMPOBAHUS PEUU B Halleil cucteme (00 3TOM pedb MOWIET anee), a nporpammHslii Tenedon X-lite
€ro He MOJAJEPKUBAET, MMOAXTOMY B Halllell CUCTEME B KadecTBe IporpaMMmHoro teinedona Oyner
saBiAThCs sjPhone.

Takum obpazom, cTpykTypa cetu Ha ocHoBe Asterisk IP PBX mnoka3zana Ha pucyske 13.

AHanorosble
TenedoHb!

Mposanipep
Mpokcu cepeep IP-TenecoHun @
X

§ MapuwpyTtunsaTtop

L2

&

oy
O@

USB IP-TtenedoH

1
Asterisk IP- @
PBX &
HW porpamMmMHbIE S

m N TenedoHs!

Puc. 13. Ctpykrypa cetu IP-tenedonun Ha octoBe Asterisk IP PBX

E=0

10 ®opmupoBaHue KpUTEPHUS ONTUMAIBHOCTH ISl IPOEKTUPYEMON CETH

Jst mpoektupoBanus cetu IP-tenedoHuu, HeoOXOAMMO 3a7aThCsi HEKUMU Ka4eCTBEHHBIMH
TpeOOBAaHUSAMH K CHCTEME, HHAue TOBOps, - C(HOPMYIMPOBATh KPUTEPUI ONTUMAIBHOCTH CUCTEMBI.
OTO MO3BOJUT HAM  HA OCHOBE 3aJaHHBIX KPHUTEPUEB KayecTBa, OMNPENEIUTh TEXHOJIOTHIO,
HAWITy4IIM 00pa3oM MOAXOAIIYIO IS TPOEKTUPOBAHMUS.

Wtak, chopMynupyeM U NOSACHUM OCHOBHBIE TpeOOBaHUS, IpeaAbsBIIAeMble K ceTu |IP-Tenedonum.

1. Obecneuenue kauectsa IP-tenedonun

Obecneuenne HeoOxoauMoro kaudectBa cBsi3u (Quality of Service, QoS) sBisieTcst cylecTBeHHOU
npo6aemoit B VoIP. OcHoBHBIE (haKTOPHI, BIUSIONINE HA KAYECTBO:

e [lorepu mnakeroB. Ecnum cerb 3arpyxeHa, TO MapUIpyTH3aTOpPhl WM JPYTHUE CETEBbIE
YCTpOICTBa MOT'YT OTOpachIBaTh HEKOTOPHIE MAKETHI.

e 3aznep:KKa NpU NIPOXOXKACHUU AKETOB OT OJHOIO KJIIMEHTA K APYTrOMY.

o Konebanus 3anepxku (jitter). Bpems npoxoxaeHuss mMapuipyra oT MakeTa K MaKeTy MOXET
M3MEHAThCS. UTOOBI MOracuTh 3TH KOJEOaHUs, Ha KIMEHTCKOM TEPMHMHAIE MCIOJIb3YyeTCs
cnenuanbHbiid 0ydep (jitter buffer). Ecinu xonebanus BpemMeHH AJOCTaBKU OYEHb OOJIbILINE, TO
Oydep nepecTaHeT CIpaBIIsATHCS CO CBOCH 3a1auei.

3anepkka co3gaeT HeyJoOCTBO IMpPH BEAEHUM JHAaliora, MPUBOAUT K IMEPEKPHITUIO Pa3rOBOPOB U
BO3HMKHOBEHHIO 7X0. DXO BO3HMKAE€T B ClIy4ae, KOTJa OTPaXECHHBIM pEUEBOM CUTHANl BMECTE C
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CHTHAJIOM OT YJaJICHHOT'O KOHIIa BO3BPAILAETCS OMSITh B YXO TOBOPSIIEro. X0 CTAHOBUTCS TPYAHOM
po0JIeMOoH, Korzia 3aiepkKKa B IeTie nepegadu oosplie, yeM 50 mc.

2. bezonacHOCTb U 3aIIUIIEHHOCTH ceTu |IP-Tenedonnn

Bonpoc Oe3zomacHocTu cBs3M Bcerza ObLI OJHMM M3 BaXKHBIX B CETAX TEIEKOMMYHUKauui. B
HACTOSIIee BPEeMs B CBSA3HM C OypHBIM Pa3BUTHEM TTIOOAIBHBIX KOMIIBIOTEPHBIX CETEH, U B TOM YHCIIE
cerell MHTepHeT-Tenedonnm, odecneyeHre 0€301acHOCTU Nepeaadd MHGOpPMALUU CTAaHOBUTCS €1l
Oornee akTyanbHBIM. Pa3zpaboTka MeponpusaTHil B 00JacTH OE30MaCHOCTH JOJKHA MPOBOJUTHCS HA
OCHOBE aHaJlM3a PUCKOB, ONPEAEICHHUS KPUTHUYECKH BaXKHBIX PECYPCOB CUCTEMBI M BO3MOXKHBIX
yrpo3.

KnroueBoil 3amaueid, 0Oe3ycioBHO, sBisieTcss oOecrnedeHue TpeOdyeMoro ypoBHsS 0€30IacHOCTH
uHOpMalnH, TUPKYIUpPYIONIeH B ceTu. Bonmpockl HHPOPMALIMOHHOW M TEXHUYECKON 0€301MacHOCTH
B cetu IP-Tenedonumn cTaHOBATCS OCHOBOIOJATAIOUIMMHU MPU IPOSKTUPOBAHUHU Takoil cucteMsl. Ho
npu 3ToM, eciu ceTh IP-tenedonun He OyneT HUKAK 3aIIMIIEeHa, OHA BCE PaBHO OYJET MOJHOCTBHIO
(GYHKLIMOHMPOBATh, €cliu OyAeT o0ecreyeHo KadecTBO XOpoIlero ypoBHs. Uero He ckakellb B
oOpaTHOM citydae.

Ha 3ToM 0CHOBaHMM MOXKHO CJIeJIaTh CIIEAYIOIIee 3aKI0YeHue: 11 noctpoeHus cetu |P-tenedonun
KPUTEPHEM ONITUMAIILHOCTH SIBJISIETCSI BPEMsI 3aJICP’KKU IIPU TIepeaaye peueBoro CUrHaia.
3arpyAHEHUE AManora U IMEpeKphITHE PAa3rOBOPOB CTAHOBATCS CEPhE3HBIM BOIPOCOM KadyecTBa,
KOI'/la 3aJIep’KKa B 0OJIHOM HalpaBJIeHUH Nepeiayn npesbimmaeT 250Mmc.

Taxkum 00pa3oM, KpUTeprueM ONTUMAIbHOCTHU SBJISIETCS BpeMs 3a/1€p’KKU He npebliatoiiee 250c.

O0ecneyeHne Ka4yecTBa CUCTEMbI
Bbi0op koneka 1J1s1 KOAMPOBAaHUSA peyeBoii HH(poOpManu

OnHuM U3 BakHBIX (DakTOPOB 3((HEKTUBHOIO HCIOJIB30BAHUS IMPOMYCKHOM cnocoOHocTu IP-
KaHayia, SBISETCS BBIOOP ONTHMAIBHOTO AITOPUTMA KOJUPOBAHMS/ICKOTUPOBAHUS PEUCBOM
uHpOpMaLUU — KOJIEKA.

3a Bce BpeMsl CYIIECTBOBAHHUS JAHHOTO HAIlpaBlIeHUs ObUIO pa3paboTaHO OOJBIIOE KOTUYECTBO

KOJ/IEKOB, MCIIOJIb3YEMBbIX JJIS Mepeladn ayAauo- U BuaeouHpopmanuu B cucremax IP-renedonun.
Haubonee nomynsipHbIMH (TI0 KOJIMYECTBY MOJIb30BaTENIEH U MOJJIEPKKHA B KOHEUHBIX YCTPONUCTBAX)
B HACTOSAILEE BPEMS SIBIISIOTCA:

e G711 - crangaptuzoBannsiid ITU-T konex, ucrons3yemsrii B yctpoiictBax ISDN. TpeOyemast
MPOMYCKHAasi COCOOHOCTh - 64 kOuT/cex. CyIecTBYIOT JBE Pa3HOBUIHOCTH KOJEKa a-law u
U-law, oTnMuaromuecs: aaropuTMaMmu KoaupoBaHus. Kojaek mojaaepKuBaeTcsl MpakTHUYECKU
BceMu yctpoiictBamu [P-tenedonnn.

e G729 - cranmapruszoBanHblii ITU-T koxmek, mpenHa3HaueHHBIH JUIs TMepelaud pedd ¢
"XOpOIIMM Ka4yecTBOM" MpPHU HCHOJIb30BAHWM HEOOJBIION MpOMycKHON crocoOHOCTH (8
kout/cex). CylecTBYIOT JB€ TOMYJSpHbIE (M HECOBMECTHMMBIE MEXIy COOOW) BEpCHH
JaHHOro cTaHjgapra: Annex A (Oosee "mpocras" cxema KoaupoBaHusi) U Annex B (c
WCIOJIb30BAaHUEM aJITOPUTMOB cxkaTusl nay3). [lo cyObeKTUBHBIM OLIEHKaM, JaHHBIA KOJAEK
obnazaer kayecTBOM JydmnM, 4yeM y G.723, Ho xynmum, yem G711. ComepxuT aerekrop
rosiocoBoit aktuBHOCTH VAD (Voice Activity Detector) u rerepatop KoMGpOpPTHOTO IIyma.
[lonnepxuBaeTcst  MPAaKTUYECKHM  BCEMH  MPOU3BOAUTENIMH  obopyamoBanus. Ilpu
KOMMEPUECKOM HCIOIb30BaHUM TPEOYETCs TNLIEH3US.

o G723.1 - xomek, cranmaptu3oBaHHbli [TU-T. OTnuuuTensHO OCOOCHHOCTBHIO SBISETCS
BO3MOXXHOCTH PabOTHI MPH OueHb HU3KOM moToke (5.3, 6.3 x6ut/cex). [lo cyObeKTUBHBIMU
OlleHKaM, 00J1alaeT caMbIM IUIOXUM KayeCTBOM (Cpelu paccMaTpUBaeMbIX KOJEKOB) PEyH.
[TonnepxuBaeTcst 3HAUMTENbHOW YacThio ycTpoHcTB IP-renedonun. Ilpu xommepuyeckom
WCIIOJIb30BAHUHU TpeOyeTcs JTUIICH3US.

e GSM (RPE-LTP) - romocoBoii KoIeK, pa3pabOTaHHBII Uil HMCIOJIb30BAaHHS B CHCTEMax
cotoBoil cBs3u crapaapra GSM. Ilpu koxupoBaHMM Kajpa HUCHOIb3yeTcss HH(pOpMaus
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IPEbIAYIIEro Kaapa, KOAUPOBaHUE ocylecTBisieTcs O1okamu mo 20 Mc co ckopocThio 13
kOut/c. [lognepxuBaercs MPOU3BOIUTENIIMUA 000OPYIOBAaHUS, B OCHOBHOM B IIITIO3aX MEXKIY
cotoBbiMU U VOIP-cersimu.

e iLBC (Internet low bitrate codec) - oTkpbITBIi (HE TPEOYIOTCS JTHIIEH3MOHHBIC OTYHCIICHUS)
rojjocopoii kojek. l[IpemnasHadeH misa koaupoBaHus ¢ moTokom 13.33 xOwut/cex (mpu
pa3smepe kampa 30 mc) u 15.20 kbut/cex (nmpu pasmepe kaapa 20 mc). Coaepxkut VAD u
reHepaTop komdoptHoro myma. [lo cyOBEKTUBHBIM OIICHKaM S3KCIIEPTOB, KayeCTBO pPEUYU
JTaHHOTO Koneka mpessbiiaer G.729a. Kpome Toro, xonek 0onee ycTolduB (TI0 CPAaBHEHUIO €
g729) k morepe KaapoB, YTO MO3BOJISIET d(H(HEKTUBHO HCIIOIB30BaTh €ro IMPU OpraHU3aluu
ceaHcoB cBsizu uepe3 cerb MuatepHer. IlommepuBaeTcsi OTrpaHWYEHHBIM — YHCIIOM
npousBoauTeneii obopymoBanus [1].

CpaBHUTENBHBIE XaPAKTEPUCTUKU KOJACKOB MPUBOASTCS B TAOIHUIIE:

Tabnuna 5. OcHOBHBIE TapaMeTpsl KoJekoB IP-Tenedonnn

Konex [Torok Pasmep AnroputMuueckas Ouenka CyMMapHbIi
nakeTa (Mc) | 3amepxka (Mc) MOS MOTOK

G.711 64 x6uT/c 0.125 0 4.4 81.2

G.729 8 xOuT/C 20 15 4.07 31.2

G.723.1a 6.3 30 37.5 3.87 21.9
KOuT/C

G.723.1g 5.3 30 37.5 3.69 20.8
KOuT/C

GSM 13 xbut/c 20 20 3.5 35.4

iLBC 13.33 30 30 4 28
KOHuT/C

iLBC 15.2 20 30 4 29
KOuT/C

G.726 16/24/32 0,125 1 2-46 -
KOuT/C

[Tpu nepenaue uepe3 Ethernet maker "oOpacraer" pasnuunsiMu 3aronoBkamu (MAC, IP, RTP). B
KoJoHKe «CyMMapHBI MOTOK» NMPUBOAMTCS CyMMapHash MPONYyCKHas CroCOOHOCTh (0e3 cokarus
3arosjoBkoB RTP, ynanenus nays u noreps npu nepegaue). B tabauue 11.1 npuBoasrcs nanHble A7
OJIHOT'O T'0JIOCOBOT'O KaHaja, B TO BpeMs KakK IPU CeaHce UX 00bIYHO 2 (IPSIMOM M 0OpaTHBIN).
Takum 06pa3oM, MO MoKa3aTeI0 KauecTBa KOJEKHM MOXHO PACHOJIOXKHUThH CIEAYIOIUM 00pa3oM (B
nopsaake yxyamenus kadecta): G711, iLBC, G729, gsm, G723. Ilo ucnonszyemoil IpomycKHON
criocoOHoCTH (B mopsiake yBenudenus:) G723, iLBC, G729, GSM, G711.
[To-ymomuyanuto Asterisk uaéT ¢ moanepkkoi KOIEKOB:
e G.711 a-law/u-law — HecxkaTblii IOTOK;

G.726;
iLBC;
GSM;
G.729 (nocTymneH npu NpHOOPETEHUN KOMMEPUYECKON JIMLIEH3UH);
(G.723.1 (Takxe JOCTYIEH NpU NPUOOPETEHUH KOMMEPUYECKON JIMIIEH3UH )

M3 BBIIENIEPEUUCICHHBIX KOJCKOB, MOANepKuBaeMbIX ASterisk ObL1o OTHaHO MpeanmodTeHne
ILBCa, Tak kak pa3mep makera coctanisgeT 30MC U IPH 3TOM CyMMapHasi IPOIyCKHas CIIOCOOHOCTh
cocTaBisieT 28 KOUT/c. ITOT BBIOOP OOBACHSAETCS CIEIYIOIINM:
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- MHcnons3oBanune G.711 B cucremax IP-tenedornn 0OOCHOBAaHO JIMIIb B TEX CIy4asx, KOruaa
TpeOyercst oOecrneynTh MaKCHMajbHOE KadecTBO KOAMPOBAHMS peueBoil uHopmanuu mpu
HEOOJIBIIIOM YHCIIe OJHOBPEMEHHBIX Pa3rOBOPOB.

- Konek G.729 oGecnieunBaeT OYEHB XOpOIIEe KaueCTBO KOJAMPOBAHUS PeUeBOM MH(MOPMAIIUU TIPH
JOCTaTOYHO BBICOKOW KOMITPECCHH. ETMHCTBEHHBIM HEIOCTATKOM SBISIETCS TO, 4TO TpeOyercs
KOMMEpUecKoe MpUuoOpeTeHre JUICH3UU U €ro coOupaTh TOJNBKO C MCIOJB30BaHHEM OHOIMOTEKU
Intel IPP.

- Kogex G.723.1 mo cyObEKTHBHBIMU OIIEHKaM, O0Ja/JaeT CaMbIM IUIOXMM KadeCTBOM (Cpeau
paccMaTpuUBaeMbIX KOJEKOB) peYHM, M Takke Kak M y kojeka G.729 mpu KoMMepyecKoM
UCIIOJIb30BAaHUU TpeOyeTcs JTUIICH3US.

- Komek GSM mnoanepxuBaercss MpoU3BOIUTEISIME 000OpYJOBAaHUSA, B OCHOBHOM B IILTIO3aX
MeXay coToBbIMH M VolP-cersmu. Takke kKa4yecTBO KOAMPOBAHHS pPeUeBOM HHGOPMAIMHU TI0
ouenkam MOS xyxe, uem y iILBC.

- IIponecc npeoOpazoBaHusi HE BHOCUT CYIIECTBEHHOM 3aAepKku y kojeka G.729. Ho npu stom
pa3mep nakera coctasiser 0.125 mc. [Ipu nepenade uepe3 Ethernet maker "oOpacretr" pa3nmudHbIMU
3arojIoBKaMu, 4TO MPHUBEIET K YBEIHUECHUIO CYMMapHO# ponyckHOU criocooHocTu. [loaTomy Koaex
G.726 npenHazHaveH IS HCIIOJIB30BAaHMS B CHCTEMaX BUACOKOH(EPEHIINH.

- Konex iLBC siBnsieTcst OTKpBITBIM (He TpeOyronum auieH3noHHoro oturcienus). Conepxut VAD
U rereparop koMpopTHoro uryma. [1o cyObeKTHBHBIM OIIEHKAM KCIIEPTOB, KAYECTBO PEYU JTAHHOTO
kojeka npesbimaer G.729a. Kpome Toro, kogek Oonee ycToluuB (10 cpaBHEHHIO ¢ g729) Kk moTepe
KaJpOB, YTO MO3BOJSET 3()(HEKTUBHO UCIIOIB30BATH €r0 MPU OPTaHU3AINH CEAHCOB CBSI3U Yepe3 CEeTh
HuTepner.

Ha ocHOBaHMM BceX BBIIICH3JIOKEHHBIX (DAKTOPOB MOXHO CJIENATh CIEIYIOIIee 3aKIIOUCHHE: IS
KOJMPOBAHHUS peueBOi HH(POPMAIIMK HAMIYYIIINM BapHAHTOM OyJIeT HCIob30BaTh Kojek iLBCa.

IIpouenypsi 00padoTku peuu B |P-Tesedonun
Jlnst obecrieyeHnss KaueCTBEHHOW IMepeadu pedyeBbIX cUTHAJIOB B IP-temedonnn HeoOXxommma mx
cnenytomasi oopabdorka [1].
1. Ycrpanenue Bcex HexelaTeNbHbIX KOMIIOHEHTOB M3 BXOJHOTO ayauocurHana. [locie onugppoBku
peun HeoOXOAMMO YAAJIUTh 3XO W3 JUHAMHMKa B MHKPO(QOH, KOMHATHOE 3XO U HENpepbIBHBIN
(OHOBBIN 1IyM (HampuMmep, IIyM OT BEHTHJIATOPOB), a TaKKe OTPUIBTPOBATH IIYMbl IEPEMEHHOTO
TOKa Ha HU3KUX YacTOTaX 3ByKOBOI'O CIEKTpA.
OddekTuBHOE HSXOMOJABICHUE ¢ YMEHBIIECHUE IIIYyMOB a0COJIOTHO HEOOXOAUMO B JIFO0OM
KOHQUIypalMu C «OTKPBITBIM MHUKPO(GOHOM» M C T'POMKOIOBOpHUTENEM Ha 0a3e MepCOHaIbHOTO
komnbtotepa (IIK) mna tpagumuonnoit u IP-trenedponun. Ot QyHkumm Bce B Oosblieil mepe
peamu3ytores ayauokommnoHeHTamu [IK, Tak uyrto cama cucrema IP-tenegoHum MoxeT UX U He
uMets. lmrozam IP-tenedponun Tpebyercs BHINOIHATH MEHBUIMM O00bEM MpeABapUTEIbHON
00paboOTKH, HEXEMU KOHEUHbIM peleHusM, notoMy uto YATC u tenedoHHas cetb oOecreunBaroT
(GUIBTPALUIO U YMEHBIIEHHE ITYMOB.
2. IlogaBneHue may3 B peyH, paclO3HABaHUE OCTATOYHOIO (POHOBOTO IIyma (BHEUIHMX LIYMOB) M
KOJMPOBaHUE ISl BOCCTAHOBJICHUE HA J1aJbHEM KOHIIE, TO K€ caMmoe JUJIsl OM03HABAEMbIX CUTHAJIOB.
[Tay3bl mydiie BCero MOJTHOCTBIO MOJABIATH Ha OJMKHEM KOHIE. J[1s1 cOXpaHeHHs OKpYXKaroIIHUX
3BYKOB HEOOXOJUMO CMOJEIMPOBATh (POHOBBIE IIYMBI, YTOOBI cCHUCTEMa Ha JaJbHEM KOHIIE MOIJa
BOCCTAHOBUTH MX s ciymarens. CurHaasl MHoroyactorHoro Habopa nomepa DTMF u npyrue
CUTHaJIbl MOXXHO 3aMEHUTh Ha KOPOTKHE KOJbI JUIsl BOCCTAHOBJICHHS Ha JalbHEM KOHIE (WK s
HETOCPEeJCTBEHHOW 00paboTku). Bo3moxkHble TpoOiaeMbl: M3-3a TOTO, 4TO (YHKLHUS I0JaBICHUS
nay3 aKTHBH3UPYETCs, KOIJa TIPOMKOCTb pPEYM CTAHOBUTCS HHUXKE OIpeAesIEHHOro Iopora,
HEKOTOpbIE CUCTEMbI 00pe3at0T Hayasa U KOHIIBI CJIOB (B MEPUOJIbI HAPACTAHUSI U CHYKEHHSI SHEPTHU
peun).

Kax 0b110 cka3zano Beime, konek iLBC conepxxut VAD u reneparop KOM(pOPTHOTO mIyma.
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Texnonoruss VAD wucmons3yercss COBMECTHO C OONBIIMM YHCIOM pEUYEBBIX KOJCKOB.
[IpounmntoctpupyeM kpatko Mmexanusm VAD Ha mpocteiiiieM npumepe. BxomaHoil aHaIoroBblid
CUTHAJ TIOCTYNAaeT Ha BXOJ YCTPOMCTBA CpaBHEHUS, B KOTOPOM M3MEPSAETCS €ro aMIUIMTyAa U
CPAaBHUBAETCsA C 3a/JaHHBIM IIOPOTOBBIM 3HaueHHEM. [Ipu mpeBbIIEHUH aMIUIUTYJOW BXOIHOTO
CUTHaJIa 33JaHHOI0 IIOpOra, CUIHAJ IOCTYNAeT Ha BXOJ KOJEKa U KOAUPYETCA IO ONpeAcIEHHOMY
anroputMy (untepBan Ty — T3). Eciau ammiautyzna BXOJHOIO CUTHala HUXKE MOPOrOBOTO 3HAUCHMS
(mampumep B uHTepBan T; — Tz), To B MoMeHT BpemeHu Ti mepema€rcss TONBKO ciyxeOHas
uHpopmanus (AIMHOM B HECKOJIBKO OWT) O Hayaje may3bl, a B MOMEHT T, o e€ okoHuyanuu. Ha
npu€MHON CTOpPOHE, BO BpeMs Mays3bl, Ul yIy4IIeHUS CyOBEKTUBHOTO BOCIPHUATUS KOJUPOBAHHOM
peun MOXKET Iepe1aBaThCsi KOM(OPTHBIN IIYM.

3. CkaTtue rojiocoBbiX JaHHBIX. CKaTh OMU(POBAHHBIN FOJIOC MOKHO Pa3HBIMU CIIOCOOaMHU.

CxaTre TOJIOCOBBIX JTaHHBIX TakkKe ocyinecTBiseTcs kogekoM iLBCa mo 13.3 kout/C.

4. «Hape3anue» cxaTbIX IOJIOCOBBIX JIaHHBIX Ha KOPOTKHE CEIMEHTHI PaBHOM JUIMHBI, UX HyMepaius
0 TOPSAKY, J00aBICHHUE 3arojOBKOB TAKETOB M Iiepemada. XoTs cTek mnporokosnoB TCP/IP
MOJJEPKUBAET MAKEThl MEPEMEHHOW JUIMHBI, HUX MCIOJIb30BAaHUE 3aTPYAHSAET JOCTHXKEHUE
YCTOMUMBOH M MpenCcKa3yeMOM MeXKCETEeBOW MapIIpyTH3allMM B TOJOCOBBIX IPHIIOKEHHSIX.
Mapmpytuzatopsl ObICTpO 00paOaTHIBAIOT HEOOJNBIIME IMAKETHl M PAacCMAaTPHBAIOT OOBIYHO BCE
nepeaaBaeMble 1o 0JJHOMY U ToMy ke [P-aapecy makeTsl oqHOTO pa3mepa oJUHAKOBBIM o0pazom. B
pe3yJibTaTe MaKeThbl IPOXOAT 10 OJJHOMY MapLIpyTy, IO3TOMY UX HE HaJI0 Iepeynops10uuBaTh.

5. Ilpuem u mnepeynopsaouYMBaHUE MAKETOB B aJalTUBHOM «Oydepe pecMHXpOHHU3aluu» A
o0ecTieYeHnsT MHTEIUICKTYaIbHOW 00pabOTKH MOTEPh WM 3aJIepiKEeK MaKeToB. | TaBHOI 1eNbI0 3/1eCh
ABJISICTCA TPEOJIOJICHUE BIMAHUS IEPEMEHHOW 3aJep)KKM MEXIy Mmakeramu. Pemenue 3Toii
poOJIeMBI COCTOUT B Oy(epHu3aiiu JOCTATOYHOTO YUCIIa TOCTYNAIOIINX MTaKeTOB (TP OTIOKEHHOM
UX BOCIPOM3BEIEHUM) C TEM,- 4TOObI BOCHPOM3BEAECHUE ObLIO HEMPEPBIBHBIM, JaK€ €CIU BpeMs
MEX/1y MOCTYIJIEHUEM ITAKETOB CUJIBHO PA3HUTCSL.

3anepxKa co3/1aeT HEyJOOCTBO NPH BEAECHUU AMAIOra, MPUBOJUT K IMEPEKPBITUIO pa3roBOPOB U
BO3HHMKHOBEHHIO 7X0. DXO BO3HMKAET B Cllydae, KOIJa OTPaKEHHBIM pEeueBOl CUTHaJl BMECTE C
CUTHAJIOM OT yJAJIEHHOT'O KOHIIa BO3BPAILIAETCS OMATh B YXO TOBOPSILEr0. DXO CTAHOBUTCS TPYIHON
po0OsIeMoH, Kora 3a/iepkKa B MeTie nepeaaydu oonbiue, ueM 50 mc.

Jlnss  GopeObl ¢ sxom B BbeiOpanHoM IP-tenedone VolIPVoice VP3302 npemycmoTpena
9XOKOMIIEHCAIIHSL.

MHorpa BO3HMKAMOIIEE 3XO MOXKHO IIOJAaBUTH C IOMOULIBI0 HACTPOWKHM IApaMeTpPOB T'POMKOCTHU
(komanga voice -volume). 3a cueT yMEHBIIICHUSI YPOBHS NIEPEIaBa€MOr0 CUTHAJIa Ha OJHOM ILTI03€
win |P-tenedone n yBenuyeHHs YpOBHS MPUHMMAEMOro CUTHala Ha JpyroM uumose/|P-tenedone
MOKHO BIIOJIHE YCHEmHO OopoThcsi ¢ 3ddekroM 3x0. Ilpy 3TOM HE NPOUCXOAUT U3MEHEHUs
I'POMKOCTH 3BYyKa, BOCIIpHHMMaeMoro aboHeHToM. Kpome Toro, B HIII03aX Takke MpPeayCMOTpeHa
(bYHKIMS aIanTHBHOTO 3XOMOIaBICHUs (KOMaH1a voice -echo).

11.2 Obecneuenue kayectsa IP-reneponnn Ha 6aze nporokosoB RTP u RTCP

[Iporokon RTP (RFC 1889) mnpeanasHaueH i JOCTaBKM UYBCTBUTENIBHOM K 3aJiepiKKaM
MH(OpPMAIIUU C UCTIOIBb30BAaHUEM CETEBBIX CIYKO OJHOAJPECHON MM IpynnoBoi paccbulku. OH He
MMeeT COOCTBEHHBIX MEXaHU3MOB, FapaHTHUPYIOLIUX CBOEBPEMEHHYIO JIOCTaBKY MAKETOB WIIU ApyTue
IapaMeTpsl KayecTBa YCIYyr — 3TO OCYHIECTBIIIOT HIJKENEXKalue MNpoTokosbl. OH Jaxke He
o0ecrnieunBaeT Bce T€ (PyHKUHHU, KOTOpblE OOBIYHO MPEAOCTABISIOT TPAHCHOPTHBIE MPOTOKOJIBI, B
YaCTHOCTH, (PYHKIIMH 110 MCIIPABJICHHUIO ONIMOOK MU yIpaBiaeHHIo MoTokoM. Q6140 RTP paboTaer
noBepx UDP u wucnonb3yer ero ciayxkObl, HO MOXeT (QYHKIMOHUPOBATb U TIOBEPX JPYIHX
TPaHCIOPTHBIX TPOTOKOJIOB.

Cayx6a RTP npenycmaTtpuBaeT ykazaHue THUIA MOJI€3HON HArpy3KH U MOCIEI0BAaTENbHOIO HOMEpa
[IaKeTa B MIOTOKE, a TAaKXK€ MPUMEHEHUE BPEMEHHBIX MeTOK. OTnpaBuTens nomevyaer Kaxapld RTF-
MakeT BPEMEHHON METKOM, a IOoJyyaTellb HU3BJIEKAeT €€ U BBIYUCIAET CYMMapHYIO 3aJI€PiKKY.
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Pa3Huna B 3asepiKKe NMAaKeTOB IO3BOJSET ONPEACIUTh JUKUTTEP U CMITYUTh €ro BIHSHHUE - BCE
HaKeTsl Oy1yT BbIIABAaThCsI IPUIIOKEHHIO C OJIMHAKOBOM 3a/1epiKKOM.
Takum o6paszom, rnaBHast ocobeHHOCTh RTP — 310 BBRIUMCICHME cpenHell 3aJepKKU HEKOTOPOTO
Habopa NPUHATHIX MAKETOB M BblAaya MX I0JIb30BATEIBCKOMY INPUIIOKEHHUIO C IOCTOSHHON
3a/IEpKKOM, paBHOM 3TOMY cpelHeMy 3HaueHuro. OAHaKO CielyeT MMETh BBUIY, YTO BpPEMEHHas
merka RTP cooTBeTCTByeT MOMEHTY KOJUPOBAHMS IIEPBOrO JUCKPETHOTO CHUTHajla I1aKeTa.
[Tostomy, ecnmu RTF-naker, Hanpumep, ¢ BugeonHpopmanueii, pa3ouBaeTcs Ha HECKOJIBKO MaKETOB
HIDKEJIEKAILEro YpOBHsI, TO BpEMEHHasi MeTKa y»ke He OyZeT COOTBETCTBOBAaTh UCTUHHOMY BPEMEHHU
UX Nepeaayul, MOCKOJIbKY OHU Iepes Nepeaadeii MoryT ObITh OPraHU30BaHbl B OYEPE/Ib.
Bosmoxxnoctu RTF MoxHO pacmiuputh, 00beIMHUB €10 ¢ eme ogauM npoTtokosioM IETF, a umenno
C IPOTOKOJIOM YIIpaBlieHHUs niepenaueii B peasibHoM Bpemenu (Real-time Transport Control Protocol,
RTCP). C nomompsto RTCP kouTponupyercs nocraBka RTF-nakeroB n obGecrieunBaercs oOpaTtHas
CBA3b C Iepearoleil CTOpoHoU U apyruMu yuyactHukamu ceanca. RTCP nepuoanuecku paccouiaer
CBOU YIIPABJIAIOLINE MAKEThl, UCIONb3Ys TOT )K€ MEXaHU3M DPACIpEeNIeHHs], KAKOW MpUMEHseTcs U
st RTF-mmakeToB ¢ mosap30BaTenbCKo MHPOPMAILIUEH.
OcnoBHo#l gynkuueit RTCP sBisiercst opranuzanust 00paTHON CBSI3U € NMPHIJIOKEHUEM JUIsl OTUYETA B
kauecTBe monydaemor mHpopmanuu. RTCP mnepemaer cBeneHus (Kak OT MPHEMHHKA, TaK U OT
OTIIPABUTEJISA) O YUCIIE TIEPEIaHHbIX U MOTEPSHHBIX MAKETOB, 3HAUEHUH JPKUTTEpa, 3a7epKKe U T.[.
Ota nHpOopMaIHs MOKET OBITh UCTIONB30BaHa OTIPABUTEIIEM I U3MEHEHHS MTapaMeTPOB Mepeadn,
Harnpumep, A1 yMeHbllIeHus Ko3dduuuenta cxxatus HHPOPMALUU C LETIbI0 YIy4IIeHUs KauecTBa
ee nepenaun. RTCP takke npenycMaTpruBaeT HASHTH()UKALNIO TIOJIH30BATEIICH-yIACTHUKOB CEaHCA.
ITpu Bcex cBoux nocronHcTBax mpoTokos RTP naneko He coBepiieneH. Hanpumep, mpoTokos HUKAaK
HE CIIOCOOEH IOBIMUATH HAa 3aJI€pPKKy B CETH, HO OH IIOMOIaeT COKpaTUTh JIPOYKAaHUE 3BYKa IPU
BOCIIPOU3BEICHUH NPU Halu4uuu 3ajaepxek. Kpome toro, xots nakerst UDP nomydaror nopsiakoBble
HOMEpa, MPH ATOM MPHUHUMAIOINAS CTAaHIHMS MOXKET YCTaHOBHTH (akT morepu makeroB, RTP He
IpeINpUHIMAET HUKAKUX Mep /7151 BOCCTAHOBJICHUS MMOTEPSHHBIX AKeTOB. [3]
11.3 Ouenka MakCUMaJIbHO BO3MOXHBIX OJJHOBPEMEHHBIX Pa3rOBOPOB

Heo6xo1uMo OIIEHUTh MakCHUMaJbHOE KOJMYECTBO OJHOBPEMEHHBIX BO3MOKHBIX COEIMHEHHH.
Tun JIBC B HII® «Mukpan» mpencrasiser coboii: mpoBoanas, Fast Ethernet 100 Mowut, no
cneunpukanun gusnueckoro ypoHsa — 100Base-TX. Takum o0pa3oM, MakcuMaibHas MPOIMYCKHas
crocoOHoCTh cetu coctasisger 100M6uTt/c. B nelicTBUTEIBHOCTH K€ CETh MAaKCUMAJIBHO 3arpyeHa
npumepHo Ha 10%, mnockosnbky ocHoBHas 3arpy3ka JIBC HII® «Mukpan» mnpesycMoTpeHa
OpraHM3allMOHHBIMM ME€paMHM B BBIXOJHBIE HU M ompejeleHHble 4Yachl. [loaTomy 31ech Hano
CMOTpPETH Ha TO, KAKYIO Harpy3Ky CMOJKET BBIJIEPIKATh CEPBEP.
OnHomporiecCopHbIit cepBep, rae Oyaer ycranosieno IO Asterisk, Pentium D820 2.8 2G RAM
criocobeH BoiiepxkuBath 120 omqHoBpeMeHHbIX 3BOHKOB 10 FXO/FXS/E1 u 240 3BonKOB 110 IP. [6]
TakuMm 00pa3oM, NPUOIUZUTEIBHO MOXKHO CKa3aTh O CyMMAapHOM 3aJlep’Ke, B paMKaxX JIaHHOM CeTH,
B OJITHY CTOPOHY Ilepeiayyl FoJI0COBOro Tpaduka.
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P o CyMMapHan 3a0epHKa HE A0M4HA NPEELIWaTE 250 ms PO RS

Koauposanue Nepenava A Nepeaaqa Nexoauposanne
30mc ML amc 20ME
Hukancynauua Hukancynauua
10mMc 10MC |
'mHI{CHpDEIﬂHHbIE byphepuzaumun
Jajepikkn
MNocranoeka B 04epens Japepwen g cetax IP n
Bapbupyemme 10-20ims Internet 530400 «ms
330 pPHKH

Puc. 14. Cocrapnsronue 3anepxku B cetu |P-tenedonnn

Tak xak ceTb B paboume JHHU HE SBISETCS 3arpy>KeHHOU rpaduyeckoil nHbopMaluei, a Tpaduk
COCTaBIISIET B OCHOBHOM JIMIIb TEKCTOBas HMH(OpMAIUs, TO Takas CEThb HWMEET JIOBOJBHO TaKH
BBICOKYIO MPOITYCKHYIO CITIOCOOHOCTB, a 3HAYMT, 3a/epxkka B IP-cetn momxHa ObITh HeOombmION. U
MO>KHO TIPEIOI0KHTE, YTO CyMMapHas 3a/iep>Kka He Oy/eT mpeBbImaTh 250Mc.

O0ecneyenne 0e30I1aCHOCTH U 3aLMTHI CETH

HNmerommuecs: pemenusi mo 3amure VOIP Ha ocHoBe npoTtokosa SIP

CeronHsi Ha phIHKE IpejajaraeTcsi Tpy TUMNa peueHuil no 6e3omacHoctu st VolP: morpannyHbsie
KOHTPOJIIIEPBl CecCUid, OOBIYHBIE MEXKCETEBhIE JKpaHbl U MeKceTeBble dKkpaHbl SIP-mpuinokenuit
(w1 mexcereBbie dKpanbl SIP).

Iozpanuunvie konmponnepwi ceccuii (SBC)

N3navyaneHo ycnyrn VoIP  mpegocraBisuiMch NpOCTO Kak  JIONOJHEHHE K CYIIECTBYIOIIEH
tenepoHHolt cetn obmero mnons3oBaHus (PSTN). SBC sBusioTcs 3pHUMBIM NPUMEPOM TaKOTrO
noaxona. KoHuentyaqabHO KOHTPOJUIEPHI — 3TO YCTPOWCTBA, NMpeJHA3HAYEHHbIE IS MOJICPKKU
UCKJIIOUNTENBbHO cepBuca VolP, mostoMy mo-HactoseMmy noctpoeHHas [P-cetb Ha 0ase Takux
KOHTPOJIJIEPOB ObLIa OBl KpaiftHe CI0KHOM U Joporocrosiieii. KoHTposepsl He npeaHa3HaueHbl 1Jis
00paboTku TpaduKka NaHHBIX WU BBIMOTHEHHUS OPYTHX CETEBBIX (YHKIMI. JTO O03HAYaeT, YTO UX
HE00X0IMMO JIOTIOJHATH MEKCETEBBIMU dKpaHaMU U APYTUMHU CETEBBIMU YCTPOICTBaAMHU, YTO KpaliHe
3aTpyAHseT obecreyeHue KadecTBa oocmyxkuBaHus (QoS) B Takol ceTH. I1oCcKoIbKY KOHTPOIIEPHI
tepMuHupyiOT Tpaguk SIP u RTP, ux HeoO0X0aMMO MOCTOSSHHO MOJIEPHU3HPOBATDH ISl TIOJJIEPIKKH
HOBBIX BEPCHM M OMIMOHAIBHBIX BO3MOXKHOCTEH npoTokonoB SIP u RTP, a Takke mosBIAOMMXCA
Ha pbIHKE HOBBIX Mojeneil [P-renedonoB um BumeodonoB. Ilpu Hammuuu B KOPHNOpPATUBHON ceTu
HECKOJIbKUX KOHTposuiepoB SBC, MOCTOSIHHOE MX OJIHOBPEMEHHOE OOHOBJIEHHE U CHHXPOHU3AIUS C
[P PBX cTaHOBUTCS KpaliHE HEJICHIEBBIM 3aHATHEM.

CTouMOCTh KOHTPOJUIEPOB OOBIYHO AOCTATOYHO BEJIHKA, M OOJIBIIMHCTBO MPEANPUATHI MAIOTr0 UIN
cpenHero Ou3Heca MPOCTO HE MOTYT MO3BOJIUTH ce0e UX MPUOOPETCHHE.

Mesiccemesvie sxpansl 011 cemetl nepedayu OAHHbIX

B otinuune ot xontposuiepoB SBC o6pruHbie MCD sBISAIOTCA TOCTATOYHO HEAOPOTMMH U IIMPOKO
MIPUMEHSIEMBIMU YCTPOHCTBAMU, UMEIOIIUMU TENbIN psaf QYHKIHA, HEOOXOAUMBIX ISl YIIPaBICHUS
ceteto. C gapyroit cropoHbl, MCD — 3TO yCTPOMCTBO, H3HAYAJBbHO TNPEIHA3HAYCHHOE ISt
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obecriedeHrs: 0€30MaCHOCTU JAHHBIX, YTO B CBOIO O4Yepe/b JeiaeT MpoOIeMaTHYHBIM MTOCTPOEHHE
M10-HACTOSIIIIEMY KOHBEPI'€HTHBIX CETEH.

KonnentyansHo oObruHble MCD 3amMIIAIOT CEThb 110 CTATUYECKU IIPELyCTAHOBJIEHHBIM
MpaBWJIaM, COTJIACHO KOTOPBIM pa3pemiaeTcss Wid OJOKHUPYETCs MPOXOXKIACHHE OIpPeeIeHHOro
tpaduka. McnonpzoBanue >xe mpoTokona SIP TpeOyer nTuHaMHYeCKOro HM3MEHEHHUs mNpaBui. B
pesyibTaTte A noaaepkku ycayr VolP, ocHOBaHHBIX Ha HCMoJb30BaHUM mpotokosia SIP, MCO
HEOO0XOMMO TOCTOSIHHO JI€p’KaTh OTKPBITBIMH Ui LENOro psjaa mopToB u aapecoB IP. Taxoi
MOJAXOJl MO OMpPEIEICHUIO MPOTUBOPEYUT TpeOOoBaHUSAM O€30IacHOCTH, W IJIs ee obecreueHus
MPUXOAUTCS PA3HOCUTH CETH Tepeaayun NaHHbIX U ceThb VOIP. K ToMy ke 310 He 3ammmiaer [P PBX
u IP-tenedonsl ot atak DoS u apyrux BumoB atak. Mcrnonbs3oBanue o0baHBIX MCD He 1m03BOJIsSET
pemuts npodsiemy NAT u kpaiine 3atpyanser peuienue 3aaa4d QoS.

O6e 5Tu npobiaemMbl B 3HAYUTEIHLHON CTENIEHH OIPAaHUYMBAIOT TOMOJOTHIO CETH, a UX PELICHHE
MOJET MOTPeOOBaTh JOMOIHUTEIBHON HHPPACTPYKTYPHI (000pyHOBaHME, IMHUH U T.1.).
L nto3v1 npuknaonoeo yposus (ALG) unu mesccemeguvie skparvt SIP

B ympomennom Bune ALG mnpencraBiser coOoil 00braHbli MCD ¢ BO3MOXKHOCTBIO
tepmuHupoBaTh Tpaduk SIP. Tak xe, kak u B ciyuae ¢ SBC, repmunanus npotokona SIP B ALG
KpaliHe 3aTpyAHsEeT WU JAeJaeT BOOOIEe HEBO3ZMOXKHBIM TPUMEHEHUE KOJUPOBAHUS ISl IOBBIILICHUS
6e3omacHoctu npoTokoioB SIP w/umum RTP. A mo anamoruum ¢ oOpryHbiM MCDO mumo3 ALG He
ciocober pemmuts npodiaemy NAT, korma HecKonbKo (DHUIMAIOB HMCMONB3YIOT OAMH WU TOT XKe
yacTHbell anpec IP. Dta mpobnema cBsizaHa ¢ ocoOeHHOCTsMHU MpoTokona SIP u orpanuumBaer
tononoruto cetd. Kak u SBC, ALG TpeOyeT mOCTOSIHHOTO OOHOBJICHUS JJII CHHXpOHU3anuu ¢ [P
PBX, noanepkku HOBBIX Oniuii nmpotokosia SIP, a Takke mpu MCIOJIb30BaHUU HOBBIX Mojenei [P-
Tene)OHOB M BUACO(POHOB, YTO MPEACTABISET COOOH OONbIIyI0 T'oJOBHYIO Ooib. Kak mpasuio,
nutro3 ALG o6xoautcs aemresiie kontposuiepa SBC, HO 3HaUMTENbHO 0poke 00braHOr0o MCD.
B Ranch Networks Obut0 pa3paboTaHO YHUKAIBHOE PEIICHHUE, CIIOCOOHOE CIIPABUTHCS CO BCEMH
MEPEYUCIICHHBIMHI TIpoOsieMaMu. MOXKHO CKa3aTh, YTO MH)KEHEPHl 3TOM KOMIAHUHU CO3/ald HOBBIN
KJIACC YCTPOMCTB JJIsl 0OeCIIeYeHUs HYXK/I KOPIIOPATHBHOM ceTu [4].

Ranch Networks

Komnanus Ranch Networks mpencraBuna ycrpoiictBa moaensHoro psina RN, kotopele cramu
NEpBBIMU B MHpE anmnapaTaMi, CIOCOOHBIMH OOECHEeYuTh O€30MACHOCTh M KOHTPOJIb IOJOCHI
nponyckanus ans npuioxenuid VolP. Ilpemnaraembie Ranch Networks yctpoiictBa misa IP-
Tene@oHnn obecreunBaloT 0€30MacHOCTh, yIpaBieHHEe M MacliTabupoBaHue Tpaduka VolP Ha
YPOBHE, HEU3MEPUMO NPEBOCXOIALIEM BO3MOKHOCTH CYLIECTBYIOIINX HBIHE MEKCETEBBIX IKPAHOB.
VYcerpoiictBa RN pazgenstor romocoBoit  Tpaduk, BuaeoTpaduk u  Tpaduk JaHHBIX IO
MHOKECTBEHHBIM 30HaM 0€30I1aCHOCTH, He TpeOys Ipu 3ToM pekoHpurypauuu IP-agpecos [4].

Pazpaborannas Ranch Networks Texnonorus npennasHadera st padotsl ¢ [P PBX u cnocobna
NOJIIEP)KUBATh KOPIIOPAaTUBHBIE M TMpOBalIepcKue ceTu JroObIX MacimrtaboB. Tam, rae Apyrum
cUcTeMaM TpeOyIoTCs TPOMO3JKHE YCTpPOMCTBa, paboTarolle MO JIMCTaM JAOCTyIa, K TOMY e
pasHsIuMecss OT MPOTOKOJIAa K MPOTOKONY M OT LUI03a K HUI03y, ycrpoiictBa Ranch Networks
ynpasisitores camuMm [P PBX u obecneunBaroT nuHaMUYecKuil, HE3aBHCUMBIH OT MPOTOKOJIA
JOCTYI K CETH JUIsl KOHKPETHOTO 3BOHKA. Takol yHMKaJbHBIN IOJIX0J OJHOBPEMEHHO M YNPOILAET
OpraHM3alfI0 CeTeBOW 0e30MacHOCTH, U YKpEIUISeT €€, MO3BOJSAS MPOXOIUTh 3alr(POBaHHBIM
IIOTOKaM.

HauaB cBOIO JesTenbHOCTh B 3TOM HarpaieHuu ¢ uHrerpanuu ¢ [P PBX Ha OTKpBITBIX KOmax
Asterisk, komnanus Ranch Networks npemnaraer mogenu RN300, RN500 u RN700 B 3anmauy
KOTOPBIX BXOJMT OpPTaHM3alMs JAJIs KaXJI0TO 3BOHKA JUHAMHUYECKOT0, HE3aBUCUMOI'0 OT IPOTOKOJIA
J0CTyNa K CeTH. JTH YCTpoiicTBa obecrieyar Oecrpelie/IeHTHBIA ypoBeHb Oe3omacHocTH i VolP,
YIpaBJICHUE TMOJOCOW IMpomycKaHus, moanepkky VPN, BO3MOXKHOCTM IO y4e€Ty MU KOMMYTALMH
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Tpaduka 1Is HEOONBIIMX M CPEIHEro pa3Mepa OpraHu3alluil, MPOBaiIepOB yCIYr M ONEpaTopoB
CBSA3HU.

['maBHOe Ha3HayeHue Ranch - moBbIIeHHE ypOBHS ceTeBOW OE30MACHOCTH U YIPABIIEMOCTH
CeTbl0. OTO pelIeHUEe OTJIWYaeTcd YMEPEHHOW CTOMMOCTBIO U 00JaJaeT LeabIM  PsAIoM
IIPEUMYIIECTB, BaXKHEHIIMMHU U3 KOTOPBIX SABJISIOTCS CIEAYIOLINE:

® MHOTO30HHBIE MEXKCeTeBble 3KpaHbl RN 1o ymomyaHuio 3akpbIThl, U Bech Tpaduk RTP

(UDP) 6iokupyercs;

e Korna IP PBX u IP-Tenedons! pacnoniokeHsl 3a ycrpoiictBaMmu RN, OHE XOPOIIIO 3aIIUIICHBI

ot atak DoS u Bupycos;

e wmexay IP PBX u IP-tenedonamu Bo3morkHa opranuzarus JJro0bix TUIOB NAT;

e Ttpaduku SIP u RTP Moryr ObITh 3aKOAMPOBAHHBIMHU M, TAKUM OOpa30M, OHH 3alUIICHBI OT

[IepexXBaTa;
® OCYLIECTBJISIETCS JIMHAMMYECKOE BBIJCICHHE IOJOCHl MPONYCKaHUA Uil  KaXJ0ro
KOHKPETHOI'O 3BOHKA Ha OCHOBE KOHKPETHOT'O KOJEKA;

® KOJHMYECTBO 3BOHKOB, oOpaOareiBaembix IP PBX B cexkynay, npu wucnonb3zoBanuu RN

3HAYUTENIBHO YBEIMUMUBAETCS JaKe IIPHU UCII0JIb30BAaHUM BUJIEO(POHOB.

YHukagbHas MHOTOQYHKIIMOHAJIBHOCTh YCTpoHcTB RN mpemocTaBiser KOpIOpaTUBHBIM
MOJIb30BATEISIM BO3MOXKHOCTh OPTaHM30BaTh HAACKHYIO M HEJOporyr cucremy IP-temedonnn nHa
6a3e I[P PBX Asterisk ¢ xapakTepucTiKaMu, OTBEYAIOITUMU CaMbIM BBICOKUM TPEOOBAHHSIM.

Onnao W3 HamOoJee BaXKHBIX JTOCTOMHCTB yCTpoicTB Ranch Networks cocTtout B TOM, 4TO OHO
MHOTO(QYHKIIMOHAJILHO M MO3TOMY JKOHOMHYECKH BBIFOJHO. (OCOOEHHO 3TO BaXHO MpHU
MOCTPOCHUH/PEKOH(UTYpAIU  JIOKAJIbHOW CETH, KOrjJa HEoOXOJMMO HWHBECTUPOBATH OOJIbIINE
CYMMbI Ha pas3auuHoe oOopymoBanue. Jlast yXe CYIIECTBYIOIIMX CeTel, ycrpoiictBa Ranch
MO3BOJISIOT PKOHOMHTBH Ha MOJJECPKKE 000pPYJOBaHUS B pabOvYeM COCTOSHHHM M €r0 YIpPaBICHHEM,
MIOCKOJIbKY MOJJEP>KUBATh HAZ0 TOJIBKO OJJHO YCTPOMCTBO BMECTO HECKOJIbKUX.

Kpome TOr0o, MHOrO(YHKIMOHATBPHOCTh 3HAYUTEIHHO YBEIMYHMBACT HAIEKHOCTh CETH T.K.
BMECTO MHOXECTBa OJIOKOB MHUTaHMs, BEHTHJIATOPOB, Kabenell M T.I., paccpeOTOYEHHBIX 10
HECKOJIbKUM ycTpoiicTBaM, Ranch xoHuentpupyer Bce B cede. be3ycnoBHO, BEpOSITHOCTh OTKa3a
OJTHOTO YCTPOHCTBa TOpPa30 HMXKE BEPOSTHOCTH OTKa3a OOJBIIOTO KOJUYECTBA OTIEIBHBIX
ycTpoicTB. B nmomonmHeHuwe K BbINIECKa3aHHOMY, Bce ycrpoiictBa Ranch Networks Obutn
pa3paboTaHbl ¢ yu€ToM BhICOKHX TpeboBaHMii ctangapToB NEBS, a Tax ke Telco.

3ammra VolIP coexnnenns ¢ momompbio Ranch Networks

OO6bryHo VoIP TenedoHbl pacnosio’keHbl 3a MeEKCeTeBbIM 3KpaHoM. Ho B peambHOCTH

TPaIULIMOHHBII MEXCETEeBOM PKpaH He 00eCreunBaeT HUKAKOM 3alllUThlI.
Urob6sl ycraHoBUTH VOIP coeanHeHue, HEKOTOpbIE MOPTHI HA MEKCETEBOM 3KpaHE MPUXOAUTCS
nepxath "oTKpbITbIMU". [lepBast mpobiiema COCTOUT B TOM, YTO 3TH MOPTHI JOJKHBI OBITH TOCTOSHHO
"OTKpBITBIMU", BTOpasi B TOM, YTO HEHW3BECTHO Ha KakoW mopT u ¢ kakoro [P mpuper 3ampoc Ha
Bxozsuiee VoIP coennnenue.

B Ranch Networks 6511 pazpaboran xox NetSec, koTopblii Obl1 HHTErpHpoBaH B kKojbl [P PBX
Asterisk. DT1oT kon wucnonb3yer mporokon MIDCOM (MiddleBox Communication) ans cBsizu
mexay I[P PBX Asterisk u yctpoiictBamu RN. IIporoxon MIDCOM 6a3upyetcs Ha crannapre IETF
(RFC 3303) u mo3BosieT MPUIIOKEHUSIM JaBaTh KOMaH bl CETEBBIM YCTPOMCTBAM Ha TMHAMHYECKOE
M3MEHEHUE MOJINTUK U MPaBUII B peKUME peabHOro BpeMeHu. KoMaH sl MOTyT nepeaBaThCsl Kak B
3aKOJIMPOBAHHOM, TaK M B 00BIYHOHN (opmax [4].

B ycrpoiictBax Ranch Networks mist 3amutbl oT arak Ha He3amumieHHbie moptel UDP
ucnonb3yercs nporokos MIDCOM wu Tak HaszbiBaeMblil “nuHamuyeckuii” firewall. 9to mo3Bonser
JepKaTh MOCTOSSHHO OTKPBITBIM TOJbKO oauH UDP mopt 5060, 94TO 0O4YeHb Ba)XKHO ISl 3AIMUTHI
nokanbHOM cetu. ITopTtel anms RTP OyayT oTKphITEL, TOJdbKO MO KomaHje ¢ Asterisk m Oymyr
HEMEJIEHHO 3aKpPbITHI nociie TOTO, KaK 3BOHOK 3aBEpIIUTCA.
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[TockonbKy HUKOTZAa HE HM3BECTHO, OTKyAa M Kyda OyneT mpou3BenEH 3BOHOK, TO €CIU HE
ucnoisb3oBath RN mpumercst OTKpbITh AOCTYI B JIOKaJIbHYIO ceTh (rae Haxonutcs Asterisk) co Bcero
3€MHOTI0 111apa Ha Bce Bo3MOkHbIe UDP noprsL.

CTaHOBUTCS OYEBUIHO, YTO JaXKe C TPAJUIIMOHHBIM MeKceTeBbIM dkpaHoM I[P Tenedons (1 ceTb,
rze pacrnonoxennsie [P TenedoHsl) He 3aIUIIICHBI.

VYerpoiictBo 6e3onmacHocTd Ranch Networks Oyner padorars B ogHoi cBsizke ¢ [P ATC, uro0Osr
obecnieunth noctyn k pecypcam IP ATC (ycranoButh SIP coenmHeHHe) TONBKO TOT/A, KOTAA 3TO
nencTBUTENbHO HeoOxoaumo. [ aToro B ycrpoiictBax Ranch Networks ucnonb3yercs mpoTokos
MIDCOM, obecneunBaronuii 0e3onacHyio mnepenady coobOmiennii SIP mexnay ycrpoiictBom RN
(Ranch Networks) u IP ATC.

Pucynok 11.1 nokasbeiBaet B3aumoseiicteue mexay Asterisk (SIP IP ATC) u yerpoiictBom RN.

Asterisk VolP PBX

MIDCOM engine

Puc. 15. Bzaumoneiicteue mexay Asterisk (SIP IP ATC) u ycrpoiictBom RN

O6venunennsle Asterisk 1 RN mMO3BOJSIOT OCYHIECTBIATH TEXHOJIOTHIO OE30MAaCHOCTH “NO
TpeboBanuto” (security-on-demand) mist VoIP coeaunenuii. B atom ciyuae Asterisk coobmaer RN
YCTPOWCTBY, Kakue MpaBujia HEOOXOAUMO J00aBUTH B MEXKCETEBOW HSKpaH s naHHoro VolP
coenuHeHus. Takue mpaBuia OyayT coslaBaTbes A Kaxjaoro VolP coenuHeHus, mporiemiero
yepe3 ycrporictBo RN. D10 o3HawaeT, 4To Kax[blil 3ampoc Ha yctaHoBiieHne VolP coemunenus
Oyner o00paboTaH JWHAMHMYECKH - TIpaBWJIa MEXKCETEeBOro HSKpaHa (KOTOpble pa3peraroT
MPOXOXKJICHUE TOJI0COBOTO Tpaduka), OyayT CO3daHbl, KOTJa 3TO HEOOXOJUMO M yIaJieHbl Cpa3y
I10CJIe OKOHYaHMS pa3roBopa.

Takum oOpazom, oOwbeamHeHue Asterisk m mo6oro m3 RN ycTpoMCTB 3TO Jydmuii crocod
obecnieunthb 6e30macHOCTh VOIP meperoBopos.

Ha momeHnT ycranoBnenust coequnenus Asterisk pacronaraer Bceit He00x0auMOoI HHpopMaIuei
o tenedonax u ux IP-agpecax, Tume kozeka u T.1. Berpoenuswiii B Asterisk xommanmedn Ranch
Networks kox NetSec TpanchopmupyeT 3Ty nHPOpMAIIMIO B YETHIPE BHJIa MPABIII M HAMIPABIISET UX
yctpoiictBam RN, ncnonesyst mporokon MIDCOM [4]. Dtu uetbipe BUaa NpaBuil BKIIOYAOT:
Ilpasuna b6ezonacnocmu — 3TY TIpaBUiIa ONPEACIIAIOT, KaKue «IbIpKuy» (ucxoxsmmi [P, ucxompsmuit
nopt, Bxoasmui IP, Bxomdmmili mopr) OOMKHO ycTpoicTBO RN OTKpBITE MMEHHO A 3TOrO
pasroBopa. Takum oOpazoMm, B MexceTeBoM dKpaHe RN OTKpPBITHI TOJIBKO KOHKpPETHbIE HEOOJIbIINE
y4acTKH, 3aTpeOoBaHHbIe CTaHIuel Asterisk, a Bech ocTanbHOM Tpaduk OnoKupyercs.
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Ilpasuna NAT — 5Ty mpaBuia OHpenensioT s ycrporcTB RN, kakuMm oOpa3oM peanu3oBathb
¢byaxkuun NAT m PAT ama 3Toro KOHKpeTHOro 3BOHKA. Takum oOpazom, kak IP-tenmedonsl BO
BHYTpeHHEH ceTn ¢wmimana, Tak u Asterisk Moryr mmers m00ble 4acTHbIE WM MyOonuuHbie [P-
aapeca. Kpome TOro, 3T0 mo3BosisieT UMETh HECKOJIbKO (DMIIMAIOB C OJHUM M TE€M ke yacTHbIM [P-
anpecom s [P-tenedoHoB.

IIpasuna evloenenus nonocwyl nponyckanus — STH TpaBuia OnpeneistoT ycrporctBam RN, kakue
nosoca © QoS OKHBI OBITH HA3HAYEHBI JJIS JAHHOTO 3BOHKA. JTa MH(popManus O6a3upyercs Ha
BBIODAaHHOM THIIC KOJEKa M Mo3BoyisieT ycrpoiictBam RN mpenorBpamars araku DoS. Hampumep,
€clii B XOJie ycTaHOBiIeHHs coemuHeHus Asterisk ompenmemun komexk G711 (64 Kowut/cek), a co
cTOpoHBI oxHOro W3 TenedonoB mouaeT RTP-morok OGombmiero oobema (ckakem, 1 MOut/cek),
ycrpoiictBo RN orpannyut BXOAsmuii moTok Ha ypoBHe 64 KOut/cek, 3amminas Takum oOpa3om
npyroi TeneoH M ero ceTh OT mepemnojiHeHus. YcrpoiictBa RN rapaHTHpyrOT JaHHOMY 3BOHKY
nojiocy B 64 KOut/c He3aBUCHUMO OT BCIIECKOB JAHHBIX B CeTH. J[JIs1 KaKAOro HOBOTO COSAMHEHUS
OyAdyT Ha3HaAuaThCS CBOM IpaBHJIa BbIACNIEHUS MOJOCHI, M ycTpoiictBa RN OyayT ucmnonb3oBaTh
UMEIOLIUICS B PACIOPSKEHUU 3amac IPOM3BOJUTENBHOCTH B COOTBETCTBUU C HHIAUBUAYAJIbHBIM
KOHTPAKTOM Ha 3BOHOK, YTO SIBIISIETCS KOH(MUTYpHpPYyeMbIM mapameTrpoM B ycrpoictBax RN. Eciu
OUYEpETHOE COEJIMHEHUE IMPEBbIAeT JUMUT KOHTpakToB s VoIP, RN mo nporokony MIDCOM
MOIIJIET COOTBETCTBYIOIIEE YyBenomiieHHe Ha Asterisk, W BbI3bIBalOIIMN a0OHEHT HE CMOKET
JIO3BOHUTHCA.

Ilpasuna coedunenus aboneHmog — ITH TpaBUia ONpelnessitoT ycrpoiictBaM RN kakum obOpazom
COeIUHUTh aboHeHTOB. Bo MHorux ciydasx, BKJIIOuas Haml npumep, ycrpoiictBa RN Mmoryt
COCMHUTh A0OHEHTOB «HAaMpsMyro». YcrpoiictBa RN obecrneunBaioT mpsMoe COEIUHEHUE
aOOHEHTOB Ha amIapaTHOM, a HE HA MPOTPAMMHOM YpPOBHE, KaKk 3TO UMEET MECTO B ciydae, Koraa
coequHeHne uaeT yepe3 Asterisk. Takoe mpsiMmoe coequHEHHE MMOMOTaeT YMEHbBIIUThH 3aJCPKKUA U
nckaxxeHuss nmoroka RTP, 4ro BeIpaaeTcs B IOBBIIMIEHMM KAadecTBAa TOJIOCOBOM M BHUACOCBS3H.
Cnenyer oTMeTuTh, uTO Ko NetSec HanpaBUT KoMaHly ycTpoicTBy RN Ha «ipsmoe» coennHeHne
TOJILKO TOT/Ia, Kor/ia 00a TenedoHa UCIOIB3YIOT OJUH U TOT )K€ THIT KoJieKa. B mpoTuBHOM cityuae
rosocoBoii notok nouzaer uepes IP PBX Asterisk.

[locne ycraHoBieHusi coequHeHHs W Hadana obmeHa RTP-moroxamu ycrpoiictBa RN mpocro
noxunatoTcss oT Asterisk komannel «OTMeHHTH HpaBuia», kotopyto IP PBX mockumaer um mo
nporokoiry MIDCOM mo okonuanuu TeiaedoHHOTO pasroBopa. [lomyuumB Takyr0 KOMaHny,
yerpoiictBa RN 3aKpbIBalOT «ZIBIPKH» B MEXKCETEBBIX 3KpaHaX W OOHOBISIOT JIMMUT KOHTPAKTOB
VolIP. Ilpome rosops, ycrpoiictBa RN «OTMEHSIOT» JIEMCTBUE BCEX YETHIPEX MPUMEHECHHBIX paHEe
MpaBuJl.

Konnenuus 3on besonacnocrn

O6opynoBanne Ranch Networks moxer ObITh H00aBIEHO «IIOBEPX» CETH M MPEJOCTABIATH
MHOXECTBO (DYHKIMI MO 3alUTe W MOBBIIIEHHUIO MPOU3BOAMTENbHOCTU. CyllecTByOIas CETh
MOJKET OBITh pa30MTa Ha JJOTHYECKUE CETMEHTHI C MCIIOJIb30BaHNEM BUPTYATbHBIX JIOKAJTHHBIX CETEH
(VLAN). VLAN "mpuxoasat" B ycrpoiictBo RN, rie OHH IPYNIUPYIOTCS B BUPTYalbHBIC 30HBI
oe3onacHocTH (Secure Virtual Zones), kaxknas U3 KOTOPBIX MpeAcTaBisieT cobor «30Hy [loBepusi»
(“Area of Trust”) B mpenenax ceru. Tak, Hampumep, JIOKaJlbHasi CETh MOXET OBITh «pa3duTa» B
COOTBETCTBHH C Pa3IMYHBIMHU MapaMeTpaMH, TAKUMH KaK CTPYKTypa OpraHHW3alliH, «TOCTEBBIC» H
«HE-TOCTEBBIe» 30HbI, 30HBI peueBoro Tpaduka u Tpaduka faHHbx [4].

30HBI 0€30MacHOCTH € TOYKM 3PEHUsS HH)XKEeHepoB-pazpaboTunkoB Ranch Networks — »3T0
HE3aBUCHMBIE CETMEHTBHI CeTH, COCTOSIIIME M3 OJHOTO MM HECKOJIBKHX YCTPOMCTB (pa3mep
HEOTpaHW4eH), TpaQuKy MEXTy KOTOPHIMH BHYTPH CETMEHTa MOXHO JOBepsTh. Pa3OumeHue Ha
CETMEHTHI OCYIIECTBIISIETCS UCXO0/1s U3 OU3HEC-JIOTMKU KOHKPETHONH KOMITaHUH. 30HOW MOXKET OBITh K
puUMepy:

e [lpoBaiinep Murepnera Nel, Ne2,..;
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JlemunuTapu3oBaHHas 30HA,

Cepgepa Tuna A, B,..;

byxranrepus, Otnen nponax, @uHaHcoBbIN oTAel, Jupekuus,..;
I'ocreBas, neperoBopHasi, KoH(GEpeHII-3alL,..;

e Wi-Fi3oHa;

e 3ona c IDS (Cucrema obHapyXeHHS aTak);

e Tenedonnas cranums IP;

e Tenedons IP;

U T.J.

JI1st CBSA3M KaK0M CO34aHHOM 30HBI C KaXK/10M 30HOM YCTaHABJIMBAETCS OTIEIbHBIM MEKCETEBOU
skpaH. [lo ymonuanuio Bce 3kpaHbl 3akpbIThl. K mpumepy: eciv HE0OXOOUMO 4YTOOBI TOCTH U3
MIEPETOBOPHOM CMOTJIM BBIXOIUTH B MIHTEepHET co cBomx MoOmiIbHBIX I1K, TO mocratouno n100aBUTH
npaBwio B MCD i COOTBETCTBYIOIIEH 30HBI — OTKPBITh 80-bIil MOPT JUIsi TPOXOKICHUSI B 30HY
WHuTepHeT ¢ 3aaHHON MUHUMAaNbHOM M MaKCHUMaJbHOM IIMpHUHON KaHana. Takum oOpa3om, roctb
OyZeT BUJIETh TOJIbKO TMIIEPTEKCTOBBIE CTPaHUIIBI B ceTu IHTEepHET U HU4ero OoJee.

[Ipu xoudurypupoBanuu ycrpoiictB Ranch Networks HeoOxommmo pa3nu4aTh TOHSATHS
¢busznueckoil U BUPTyanbHOU 30HBI. Qu3uueckas 30oma — 3T0 NopT Ha ycrpoiictBe RN. Ilonsarue
Bupmyanvnas 3ona namuoro mupe. OHa MOKET ObITh peajii30BaHa Ha OJHOM IOPTY U BKJIIOYATh B
cels:

e uana3oH [P aagpecos, Harpumep 192.168.1.10 - 192.168.1.128, 192.168.6.24 - 192.168.6.30;

e Heckoibko VLAN;

® HecKobKo KOHKpeTHBIX IP aapecos, nanmpumep 172.20.45.10, 172.20.45.11, 172.20.45.12;

e Heckoiabko MAC-anpecos, Hanpumep: 00-0B-DB-DE-B1-DC, 00-0B-DB-DE-A4-C2.

BuptyanpHas 30Ha TakKe MOXKET COCTOSTh M3 JIOObIX KoMmOuHamumii moproB RN u
MEPEUYHCIICHHBIX BBIIIE KOMIIOHEHTOB.
3ona OeszomacHoctd RN — 95T0 ¢usmueckas wiuM BUpTyalbHas 30HA, IJIS KOTOPOMl JEHCTBYIOT
HekoTopsie mpaBmwia MCD. Jlns Bcex moib30BaTelield, HaXOAAIMIMXCS B OJHOM 30HE O€30MacHOCTH,
OyayT neiicTBoBaTh enuHbie npaBuia MCD, ecinu mHOE He OroBopeHo Ais koHkpetHoro [P / MAC B
9TOM 30HE.

1o 30 3or besonacHocni!

YctponcTteo Ranch Networks

e —— Nawnh ™

=

o4 - nas

30Ha 4
S

Puc. 16. Ilpumert pazOuenus cetu Ha 4 30HBI 6€30MaCHOCTH

Kak mokazano na pucynke 16 , RN ¢dusnuecku cerMeHTUpyeT KOPHOPATHUBHYIO CETh
OpraHU3alii Ha HECKOJBKO 30H 0€30MacHOCTH, TEM CaMbIM, OOeCTIeUrBas 3allUIEHHOCTh JTaHHBIX,
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IEpPEeAoMXCs  OT 30Hbl K 30HE BHYTPU opranusauuu u u3 HHTepHera. 3TO CTaHOBUTCSA
BO3MOJKHBIM 3a CYET )KECTKOTO KOHTPOJISA U QMIBTpaLuu Tpaduka, mepearouerocs MeKay 30HaMu
0€30MacHOCTH, C HIOMOUIBIO MEKCETEBBIX IKPAHOB.

Hpununun padorsr MCD Ranch Networks

MexcereBble 3kpaHbl (MCD) MOKHO YCIIOBHO Pa3JIeIMTh Ha HECKOJBKO KJIACCOB, COTJIACHO
YPOBHSIM MOJIEJIH B3aUMOJIEHCTBHS OTKPHITHIX cucteM (Open Systems Interconnection, OSI):

e MCD cereBoro u Tpancnoptaoro yposus (packet-swit-ched firewall);

e MCD ceancooro yposas (circuit-level gateway);

e MCD npuknaanoro yposus (application-level gate-way);

e MCD »skcneprroro ypoBHs (Statefull Packet Inspections), paGoTaromue mpakTHYECKH Ha

Bcex ypoBHaAX OSI.

MCD cemesoco B3auMoneHCTBHS 00ECHICUMBAIOT (QHIBTPAIMIO ITAKETOB M Haubosiee MPOCTHI B
peanmzanuu. [lo 3amaHHBIM aAMHUHHCTpPATOpPOM criickam KoHTpous poctyna ACL (Access Control
List) npoBOaUTCS aHA M3 aApecOB OTHPABUTEISA M TOJIYyYaTels MAKETOB W HOMepa MPOTOKOJA, HO
IPHU 3TOM HE aHATU3UPYIOTCS MH(POPMALKsS, COIEPKAMASACH B MaKeTaX. JTH PEUICHUS MO3BOJISIOT
OrpaHUYMBaTh TpaPUK U Pa30UBaTh CETh Ha 00JIACTHU C PA3JIMYHBIM YPOBHEM JOBEPUSI.

MCD ceancogoeo yposHs pabOTalOT Ha CETEBOM, TPAHCIIOPTHOM M CEAHCOBOM YPOBHSX
B3auMojielcTBUs. Takue ycTpoiicTBa MOTYT (POPMHUPOBATH TUHAMHUYCCKHE MMPABUIIA MPOXOKIACHUS
NaKeTOB MH(OPMAIUHU, COTVIACHO KOTOPHIM MpPH YCTAHOBJICHUU CECCUH, PAa3PEIICHHOW CITMCKOM
KOHTpoJtst jocTyna, MCD co3maer TabiMIly IpOX0XKICHHUS IMAKeTOB (session state table) 3a mpemenbt
nepumetpa cetu. [locie aToro MCD obecneunT Mpox0oxkJACHUE BHEITHUX MTAKETOB HA TOT XK€ TOPT U
Ha TOT K€ aJipec, C KOTOPOro ObljIa MHUIIMMPOBaHA ceccusi. Kak U B mpeapIIymem cirydae, mojie3Has
UHpOpMaIUs B TIAKETaX HE aHaJIM3Upyercs. Takue yCTpoWCTBa MO3BOJISIOT MPEIOTBPATHTh aTaKU
tuna DoS (Denial of Service - oTka3 B 00cIyXKHBaHUN ), HE TTO3BOJISISI OTKPBITH CECCHiT OO0JIBIIIE, YeM
YCTPOMCTBO CMOXKET 00paboTaTh, M 3alPETUTh CECCUU, MHULIUUPYEMbIC U3 BHEIITHEH CETH.

MCD npuxnaonoeo yposHa paboTaroT Ha BepxHeM (mpukiaaHoMm) ypoBHe OSI M MO3BOJSIOT
IIPOM3BOJIUTH aHATIU3 NlepeaBaeMoil nHopmanuu. Pa3nnyaroT 1Ba mojakiacca:

e «mpo3paunbie» MCD (transparent);

e  MCD-nocpeqHUKH (Proxy).

[TepBble Ha3bBIBAIOTCS «IIPO3PAYHBIMUY» HM3-32 IMPO3PAYHOCTU MPOXOXKAECHUS HH(pOpMaruu u
OTCYTCTBHSI HEOOXOJMMOCTH B CIEIMAIbHONH HACTPOMKE KIMEHTCKHUX U CEPBEPHBIX MPHIIOKEHUI.
Bropele ycTaHaBIMBAIOT OTAEIBHBIE CECCHM C KIMEHTOM M CEPBEPOM U SBISIOTCA TPaH3UTHOM
TOYKOH Ha IyTH TPOXOKICHUS MAKETOB M0 MapIIPYTy «KIHUEHT-cepBep». Kaxaplii BapuaHT nmeer
CBOM TpeUMyIIeCTBAa - HCHONb3ysA «mpo3pauHble» MCD  MOXKHO J1OOUTBCS  BBICOKOI
MIPOU3BOIUTENILHOCTH, a TIPU MCIIOJIb30BAaHUH «ITOCPETHUKOBY - TIOBBIIICHHOH 3aIUIIIEHHOCTH.

MCD oaxcnepmnozo yposna c¢ TonHOM makeTHoW mnpoBepkoi (Statefull Packet Inspections)
MPOU3BOMAT AHAIM3 IIaKETOB TPAKTHYECKH Ha BceX ypoBHsAX OSI - HauMHas ¢ CETEeBOro W
3aKaH4YMBasl NMPHUKIAIHBIM. VIMEHHO 3TOT KJlacC YCTpOMCTB Haubolsiee MEepCHeKTHBEH W aKTHBHO
pa3zBuBaerca. Takue MCD mnpoBepsOT KOPPEKTHOCTh pPabOThl MNPUIIOKEHUH MO MPOTOKOJIaM
MPUKIIAQJHOTO YPOBHS, MOTYT OJOKHMPOBaTh OT/ENbHbIE KOMAaHIbl MPOTOKOJIOB, KOHTPOJIMPOBATH
KOPPEKTHOCTh UX pabOThI, MOCIEIOBATENHHOCTh KOMaH I M OPMAT CTPYKTYPBI TAKETOB.
[Monasnsroniee GOMBIIMHCTBO BHIMTYCKAEMBbIX B HACTOAIIEE BPEMs YCTPOMCTB MOTYT MPOU3BOAUTH
TIOJTHYIO TIAKETHYIO MpoBepKy. OMHAKO B HEIOPOTHX YCTPOMCTBAX TaKOW aHAJHM3 BBITIOJIHIETCS, KaK
[IPaBUIIO, TULIb JJIs poTokosa HTTP.

CymiecTByeT emie OAWH THII aHamu3a - yenybrennas nposepka naxemos (Deep Packet
Inspection). Takoit Tunm aHanu3a MpUMEHSETCS B YCTPOWCTBAX MPEIOTBPALCHUS U OOHAPYKEHUs
atak 1 MCD BBICOKOTO KJacca 3alUThl. B OTIMYHME OT IMOJHOW MaKeTHOW MPOBEPKH 3]1€Ch
aHAJM3UPYETCS HE TOJBKO 3arojIOBOK M TMPOBEPSETCS KOPPEKTHOCTh PadOThl MPOTOKOJA, HO M
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«IIPOCMATPHUBACTCS» COACPKUMOE MakeTa. Takoi aHamn3 MOXKET OOHApY)KMBATh CKPBITHIC aTaKu U
MOTEHIMAIBHO OMACHOE COJEPKMUMOE, HallpUMEpP, BUPYChI U TPOSHCKUE MPOrPaMMBI.

OTMeTuM ellie 0JIMH HI0AHC, KOTOPBIM KacaeTcs nmojaep:kku VPN MexxcereBbIMU 3KpaHaMU. JTa
GbyHKIUS JaBHO cTaja CTaHJIAPTHOM U MPOJUKTOBAHA HE TOJBKO YJOOCTBOM (HE HYXKHO IMOKYMATh
OTJIENIBHOE YCTPOMCTBO), HO U JKECTKOM HE00X0auMOCThI0. J[ero B ToM, 4To eciu i mmdpoBaHus
u gpemudpoBanus Tpaduka, mnpoxonsduiero uepes VPN-TyHHenb, HCHOJB3yeTCs OTHAEIbHOE
YCTPOMCTBO, HaxosIIeecss BHyTpu ceTd, To MCD He CMOKET BBIMIOJIHUTE aHATU3 3amu(poBaHHOTO
Tpaduka M, COOTBETCTBEHHO, HE CMOKET OrpaHMYMBATh JOCTYN K ceTH. Kpome Toro, eciu Mbl
BBIHECEM 3TO YCTPOMCTBO 3a MPEeIbl CETH, OHO MOXKET OBITh MOABEPIKEHO aTakaM u3BHe. [loaTomy
coBpemeHHbie MCDO umeroT moayiabs VPN, mo3Bossironiuii BHavajie pacmu@poBbiBaTh Tpaduk, a
3aTeM MPOU3BOIUTH €T0 (PUIBTPALIUIO.

Homnodpynknuonanbubiii MCI RN

Mynbtr3zonasie MCD - 310 monHoyHKImoHaIbHBIE MCD ¢ 3amOMHUHAHUEM COCTOSHUSA, paboTa
KOTOPBIX OCHOBaHa Ha 3amareHroBaHHOW Ranch  Networks texHonoruu  OJHOIPOXOIHOTO
ckaHupoBaHus nakeroB «Single Packet Path». Bce ycrpoiictBa RN ucnonb3yloT onepanuoHHYO
cucremy peanpHOro BpeMeHH VxWorks, moBepx KoTopod paboTaer oOmepaluoHHAs CHCTEMa
RanchOS. VcrpoiictBa wucnons3ytor He ¢ynkumonan MCD  VxWorks, a coOcTBeHHBII
3allaTeHTOBAHHBIA METOJ] TOJMHO(PYHKIMOHAIBHBIX MYJIBTH30HHBIX MCD, KOTOpBIE BCEIEOo
couetatoTcsi co crangapramu IETF. VYcrpoiictea Ranch Networks oOecneunBaroT ¢yHKIUN
0€30MacHOCTH Ha MHOTUX ypoBHsX Mozaenu OSI:

Qu3zuueckuii ypogens

Korna ckondurypupoBana ¢usndeckas 30Ha Oe3omacHocTH Ha MCD RN, Torma oGecrieunBaercs
6€e30MacHOCTh Ha (PU3HUUECKOM YPOBHE.

Kananvnwii yposens

YcrpoiictBa RN obecnieunBarot 6e3onacHocts mo MAC-aapecam + [EEE802.3x

3-7 yposru

MCD RN ofecnieunBalOT 3allUTy Ha 3TUX YPOBHAX NpPU TOMOIIM [aKeTHOro ¢uibTpa U
MOJIHOYHKIIMOHAIBHOT'O HHCIIEKTUPOBAHUSI.

Mpun oxeHni

[NpeAcTaBUTeNbCKUiA Mone geAaTenkHoOCTH
CeaHcoBbilif CETEBbIX 3KPaHOB
TpaHcnopTHbIA Ranch Networks

Cetesoll

KaHanbHbIA
Prandecknia

= (B3 LD | £ O |~

Puc. 17. O6ecnedenue GpyHKIHI Oe30macHOoCTH Ha ypoBHX Mojemu OSl

Tonnoghynkyuonanovnoe uncnekmuposanue

Korga xoct Ha cetu otkpeiBaer moOyio ceccuto (TCP, ICPM u t1.1.), yctpoiictBo RN ee
TepMUHUPYET (TPEephIBAET) W OTKPHIBAET HOBYIO CECCHIO K 3amgaHHoMmy I[P-aapecy HazHaueHwusl.
JInHaMU4ecKu UM «1moJHOo(yHKIIMOHAIEHO» MCD OyneT coXpaHATh COCTOSIHHE 3TOM ceccuu B 00a
KOHIIa U Oyaer mojuepxuBarh Tadimmiy aktuBHBIX TCP, ICMP ceccuit n niceBno-aktuBHbIXx UDP
ceccui. MCD RN 3anuceiBaer [P-agpeca ucTOYHMKAa M Ha3HA4YE€HHsA, HOMepa IIOPTOB U
MOCJIeIOBAaTEILHOCT, HOMEpPOB makeToB st Bcex TCP-ceccmit mnmm UDP-moTokoB, KoTOpbie
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VIOBJIETBOPSIOT yCTAaHOBJICHHBIM TMOJWTHKaM Oe3omacHoctd (mpaBuiam). Ecnu  maker He
MPUHAJICKAT HU OJHOW M3 OTKPBITBIX CECCHUH, TO OH IOCTYNAaeT Ha IPOBEPKY COOTBETCTBUS
npaBuiaM MC3 RN. [TakeTsl, He coueraromuecs ¢ npapuwiaMu MCD - yHUUTOXKAIOTCS.
[TonHOMYHKIIMOHATBPHOE HWHCIEKTUPOBaHUE OoJiee HAAEKHO, YeM IMakeTHas (uibTpauus, HOTOMY
KaK IIOCJIEJHSS TPOIYCKAaeT BCE IAKEThl, OTHOCSILMECS K pa3pellieHHbIM ceccusM. Hampuwmep,
BMECTO TOTO YTOOBI IMO3BOJIUTH JIFOOOMY XOCTY MJIU IIporpaMMme nocbuiath Joooit tun TCP-Tpaduka
Ha 80-bIii OPT, MOTHOPYHKIMOHATILHOE MHCIEKTUPOBAHUE MPOBEPUT MPHHAIJICKHOCTh MAaKeTa K
Kakou-mmbo cymectByromieil ceccun. Ilotom, Gomee toro, MCO MoxeT ayTeHTH(DHITMPOBATH
I10JIb30BATENs, KOrja ceccusi OyJEeT YCTaHOBJIEHA, MOXKET TaK K€ ONPEAEIUTh — JEUCTBUTENIBHO JIN
notok HeceT HTTP Tpaduk m moxer 3ampemarts TpeOyemble THIBI Tpaduka Ha 7-oM YpoBHE (K
npumepy GuinbtpoBats URL 1o uepHoMy criucky caidToB).
Oo0paboTka makeToB

Korma mpuxomaut maker, RN HaumHaeT ero mpocMmarpuBaTh Ha ceTeBOoM ypoBHe. RanchOS
BBITIOJTHSET MPOBEPKY KOppeKTHOCTH naketa. Hanpumep, ecin MAC-aapec Bech 10 HYJSM, TO MAKET
YHUUTOXKAETCS cpasy, T.€. CUCTeMa He OyJIeT TPaTUTh pecypcoB BIycTyro. Eciin makeT HOpMabHBIH,
to RanchOS mpocmarpuBaer Tabnuily coequHEHMIA, 4TO Obl Y3HATh — SIBISIETCS JM IMaKET YacThIO
cymectytomeil TCP-ceccun. (Xorsst UDP — 310 mpoTokon 6e3 ycTaHOBIEeHUS] coequHeHwus, HO RN
BCE PaBHO CO3/1a€T MCEBA0-CECCHIO AJisi oToOpaxkenus kaxxkaoro UDP-noToka).
Ecmu ceccust yxe co3mgana, RanchOS mpoBepsier mopsAKOBBI HOMEp ITaKeTa, KOJ CerMEHTa s
yIOCTOBEPEHUS] B TOM, YTO TAaKeT JEWCTBUTEIBHO MNPUHAMICKHUT OSTOU ouepenu. Hampumep,
HENPABUIbHBIN MOPSIIKOBBII HOMEP [aKeTa MOKET CIIY>KUTh IIPU3HAKOM IEpEXBau€HHOM CecCuu.
Ecnu ceccus He co3maHa, TO MakeT JOJDKEH OBITh KJIacCU(PHUIMPOBAH — T.€. KaK Mbl JIOJDKHBI HANUTH
paBUiIO (TIONMUTUKY OE30MacCHOCTH), KOTOPOE OMPEICIUT, YTO HYKHO JIeIaTh C MaKkeToM. DTO TO B
yem gapyrue MCD mpourpbeiBaioT, TpeOys CHCTEMHBIX aJMHHHUCTPATOPOB BBIOUPATH MEXKIY
0€30IMacCHOCTHIO ¥ POU3BOIUTEIIBHOCTHIO [4].

Bri6op moxean Ranch Networks - RN300, RN310 u RN500

RN300, RN310 — »To SKOHOMHYHBIE, HO BMECTE€ C TEM MOIIHbIE CETEBbIE MPOIYKTHI IS
perieHus BOMpocoB HH(OPMAIMOHHON O€30MacHOCTH, PACCUUTAHHBIA HAa MaJCHBKHE U CpEIHHUE
opranmzanuu. RN300 npeanaraer MHOkecTBO (DyHKIMN COCPEIOTOUYEHHBIX B €IMHOM YCTPOWCTBE,
MPU3BAHHBIX  YJIOBJIETBOPUTH  MOTPEOHOCTH  CaMOTO  HCKYIIEHHOTO  CIENHUAIMCTa  TI0
UH(POPMAIIMOHHOW 0€30MaCHOCTH, TIPH YeM 110 caMOil HU3KO 1ieHe [4].

RN500 — 3T0 mporpeccWBHBIM MPOTpaMMHO-ANMAPATHBINA MPOAYKT, KOMOMHUPYIONIMKA B cebe
MHOTOYHCTICHHBIE (DYHKIIMU, KOTOpbIe OOBIUHO PEATU3YIOTCS B OTIENBHBIX yCTpoicTBaxX. braromaps
peanuzoBanHoi B RN500 TexHOIOTHH OAHOMPOXOAHOTO CKAHUPOBAHUS IMAKETOB CTaJla BO3MOKHOU
MHTETpaIysi MHOXKECTBA CEPBHUCOB B €IUHOW KOHCTpYKIHMU — 30 30H 0€30MacHOCTH; yIpaBlICHUE
MOJIOCON TPOMYyCKaHUs; OalaHCHPOBKA HArpy3KH; MOHHUTOPHHT COCTOSIHHMSI CEPBEPOB B PEKUME
pEaIbHOTO BPEMEHM; aBTOMATHYECKOE OINpeAeNieHuEe CEeTH; aKKAyHTHHT; KOMMyTaius Ha 2-4
YPOBHAX — C TMOJHOM YNPABISEMOCTbIO, M BCE 3TO IO €JUHOM HU3KOW ILeHe. BCTpoeHHBII
nonHoyHKIMoHaNBHBIN__firewall s dexTnBHO pa3o0beT CyIIECTBYIOIIYIO JOKAIbHYIO CETh Ha
MHOECTBO WHIUBUIYATHHO-3AIUIIICHHBIX 30H — KKasi ¢ COOCTBEHHOW MOJIMTHKON 0€30MacHOCTH
B O0OMX HAIpaBJICHUAX MEXAY BCeMH 30HAMH. Takke BKJIIOYECHBI JOMOITHHUTEIbHBIC YPOBHU
0€30macHOCTH: ayTEeHTU(HKAIUS TMOJh30BATENCH, BUPTYAIbHBIE 30HBI, «0€30MAaCHOCTh TIO
TpeOOBaHUIO». 30HA MOXKET OBITh MOCBSINEHA JASMapTaMEHTy KOPIOPAINH WK JPYroMy LEJIEBOMY
CEerMEHTY CEeTH.
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Onucanue o6opynosanust RN300

Puc. 18. O6opynoBanust RN300

Kauecmeo

Bce ycrpoiictea RN paboraror Ha 0a3e omeparioHHON CHUCTEMBI pealibHOTO BpemeHn VxWorks
Hemenkoit ¢upmer WIND RIVER. ITloepx Hee paGoraeT coOCTBeHHas ONepallMOHHAs CHCTEMa
RanchNetworks, HancanHas cnennanrcrtamu komnanuu Ranch Networks.

B kadecTtBe meHTpasibHOrO mporeccopa Obl1 BbIOpan PowerPC - mmkpomnporneccopnas RISC-
apxuTekTypa, co3mannas B 1991 roay anpsiHcom kommanuii Apple-IBM-Motorola, n3BectHoM Kak
AIM.

bezonacnocmyo

B RN300 Bctpoero 20 moinHO(YHKIIMOHAIBHBIX MEXKCETeBbIX dKpaHoB (MCD), obecneunBaromux
MHOTOYPOBHEBYIO  (DHIIBTPAIIMIO  IAaKETOB, NPUOPUTE3ANUI0 TpaduKa KPUTHUECKU-BAKHBIX
MPUJIOKEHUH pPeaJbHOr0 BpEeMEHH (HampuMep, TOJIOCOBOM M BUJCOCBSI3M), BBIACICHHE IOJIOCHI
MPOIMYCKaHUS JUIsl JAHHOTO TpaduKa.

RN300 no3BosisieT CerMeHTUPOBATh CETh HA 5 30H 0€30IACHOCTH.

Bo3moxHo noctpoenue aunamuyeckoro MCO, rae um ympasnser IDS Snort. B aTom ciyuyae mbl
nony4yaeM IPS, T.x. IDS Snort MoxxeT tuHaMUUYecKkH 100aBIATh U yAaIsATh nmpasuiaa B MCD RN.
[Tonnepxxka mnportokonoB u SNMPv3 u MIDCOM rapantupyer 0€301acHOCTb YIpaBlEHUS,
Onarosapst ayTeHTU(QHUKAIMK U ITUPPOBAHUIO YIIPABIIAIOLIETO Tpaduka.

Hcnonvsosanue Asterisk onsa VolP

DTO 3aMaTeHTOBAaHHAS U €AMHCTBEHHAs B MUPE TEXHOJOTHUSl JUHAMUYECKOTO OTKPBITUS U 3aKPbITHS
noproB g RTP Tpaduka. 3necy tenedonnas cranuus Asterisk ympasiaser MCD RN, ucnonbssys
npotokon MIDCOM / SNMP.

VYnpaenenue

Vnpasinenne RN300 ocymectsiusercs uepes WEB-unTepdeiic n ¢ momoupio MNpOTOKOJIOB
SNMP/MIDCOM. IIpotoxonst SNMP/MIDCOM MoryT auHamMuuecku 100aBisaTh npasuia B MCO,
OrpaHUYMBaTh IOJIOCY TNpoIyckaHus. Bce ocHOBHBIE HacTpoiiku ocymiecTBistoTcs depes WEB-
untepdeiic, mo npotokony Secure Sockets Layer (SSL/HTTPS), mnpensTcTBys mOMNbITKaM
3MI0OYMBIIIICHHUKOB TOJIYYHUTh JOCTYI K KomMmyTatopy 1o IP-cersm. WEB-unrtepdeiic oqunakon y
BCEX YCTPOMCTB U JIOTUYECKH TOHSATEH.

Aymenmugpuxayus

[Tognepxka mexann3ma ayreHtudukanuun [EEE802.1X Network Login obecnieunBaeT 3amuty npu
MOJIKJIFOUEHUH TIoNb30BaTenel k cetu. B yctpoiictBa RN Berpoen cobcrBennbiii RADIUS cepsep.
CpenctBa mpefoOTBpallleHHsT BTOPKEHUM 3alllMIIAIOT CEeThb M OTKJIOHSIOT BCE MAaKeThl OT
HEaBTOPU30BAHHBIX MOJIb30BATEIIEH.

IIpuopumesayus u ynpasnenue nponycKkHou cnocoOHOCMbIO

Hanuune HeorpaHW4eHHOro yucla ouyepefed Ha KaXIyl CECCHUI0 U CHOCOOHOCTh JIMHAMHUYECKU
BBIIETISITh NIMPUHY TOJIOCHI MPOITYCKaHuUs Mo3BossieT ycrpoiictBaM RN 3¢ (dekTuBHO MCnonb30BaTh
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ceTeBbIe pecypchl U obecrieunBaTh Q0S «BaXXHOTO NIl OM3HECAa» U «UYBCTBUTEIBHOTO KO BpEMEHU
3aIepKKU» Tpaduka, B TOM 4rciie rojiocoBoro tpaduka (VolP).
Ipumep pewenus ¢ RN300

IHomssosarem Paboaize atecta Pabomize aecra

Puc. 19. Ilpumep pemmenus ¢ RN300

Texuuueckas xapaxmepucmurxa RN300
IIpon3BONTENBHOCTD

e Kon-Bo onHOBpeMeHHbIX ceccuil: 24000;

e [Iponycknas ciocoonocts MCD: 100 Mbur/c.
JlonoaHUTEAbHbIE BOBMOKHOCTH

o Tlognmepxka 20 moHOGYVHKIIMOHATBEHEIX MCD);

e VYrpaBieHHE IMOJIOCON MPOITYCKaHUS IS TI0JIh30BaTENeH / IPUIIOKEHHI;

e MonuTopuHr coctrosinus cepsepos (ICMP ping);

o [Iloanepxxka VPN IPSEC (DES, 3DES, AES, RC4, RC5); 32 tynneneit VPN;

e [loctpoenne nunamuueckoro MCD (cuctemsl IPS) Ha 6a3e IDS Snorth;

e Tloanepsxka VoIP (SIP) ¢ ucrnons3oBanuem Asterisk (nunamudeckuit MCD).
Hoptht

e 3 RJ45 mopra 100 M6wut/c.

Yupasnenue
e WEB unrepdeiic;
e Vupasnenwue 1o nporokory SNMP vl, 2, 3;
e Vupasnenwue 1o nporokonry MIDCOM.
Omnucanue o6opynoBanust RN310
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Puc. 20. O6opynoBanue RN310

bezonacrnocms
B RN310 BcTpoeno 132 nonHodYHKIIMOHAIBHBIX MEXKCeTeBbIX dKpaHoB (MCD), obecneunBaromumux
MHOTOYPOBHEBYIO ~ (DHIIBTpAIMIO IMAKETOB, NPHOPHUTE3ANHUIO TpaduKa KPUTUICCKH-BAKHBIX

NPUIIOKEHUH pealbHOrO BPEMEHHM (HampuMmep, TOJOCOBOM M BHJIEOCBSA3M), BBLAEICHHUE I10JIOCHI
MPOIYCKaHUS U JAHHOTO Tpaduka.

RN310 no3BossieT cerMeHTUpOBaTh ceTh Ha 12 3ou bezonacHoctu.
Bce ocranmpubie pynkunn RN310 naentuunst pyaxmmsiv RN300.

IIpumep pewenus c RN310
((_‘(“"—ﬁ v Asterisk
£ PSTN. Server
- / Private IP

6. I_., Analog Lines

Remote

Users f

RN310

Internet

i FTP

Backup

Sarvers
Zone

Visitors
Zone

Puc. 21. TIpumep pemrenus ¢ RN310

Texuuueckas xapaxmepucmurxa RN310
ITpou3BOIUTENEHOCTD
e KommuectBo ogHOBpeMeHHBIX ceccuit: 50000;
e [Ipomycknas ciocoorocTs MCD: 100 MouT/c.

279


http://www.telcon.ru/articles/ar_ranch/2057/
http://www.telcon.ru/articles/ar_ranch/1278/

JononHuTenpHbIC BO3MOKHOCTH
e Tlomnepxka 132 nonnobyaknnoHanbHbEIX MCO);
e VrpapiIeHHE MMOJOCON MPOITYCKAHUS JJIS IOJIb30BaTeNeH / TPUIIOKEHUH;
e  MonwuTtopunr cocrosinus cepsepon (ICMP ping);
o [Iloanepxxka VPN IPSEC (DES, 3DES, AES, RC4, RC5); 32 tynneneii VPN
e [loctpoenue nunamuaeckoro MCD (cuctemsl IPS) Ha 6a3e IDS Snorth;
o Ilomnepxka VoIP (SIP) c ucrionp3oBanuem Asterisk;
o ®ynkuus nyonuposanus IP PBX Asterisk (1+1 High Availability).

[TopTel

8 RJ45 noprtor 100 Mo6wut/c;

1 mopt GBIC 10/100/1000 M6wut/c;
1 mopt RS232;

1 mopt USB.

Onucanue ob6opynoBanus RN500

Puc. 22. O6opynoBanue RN500

KauectBo:
VYerpoiictea RN500 u RN700 nmoctpoens! o koHBeiepHoil apxutektype. Ha kaxaoM nopTy crout
CBOH IpOIECCOp, 3aTE€M YEThIpe MOPTa OOBEAUHSIOT U CTaBSAT €Ille OJIMH MPOLIECCOp, MOTYUHBIINECS
TpH TIpolieccopa 00beAMHSIET IIEHTPATbHBIN Tpotieccop (B ciayuae RN5S00 ¢ 12 mopramn).
be3onacHocTh

B RNS500 BcTpoeno 870 mosHoGhYHKIIMOHATBHBIX MEXKCETEBBIX dkpaHoB (MCD), obecnednBaromumx
MHOTOYPOBHEBYIO  (DMJIBTpAIlMIO IAKETOB, MPUOPHUTE3ALNI0 TpaduKa KPUTHUYECKU-BaXKHBIX
MPUJIOKEHUH pealbHOTO BPEMEHH (HampuMep, TOJOCOBOM W BHIICOCBS3H), BBIICIICHHUE ITOJOCHI
MIPOITYCKaHUS 7Sl JaHHOTO TpaduKa.
RN500 mo3Bosisier cerMmeHTHpOBATh ceTh Ha 30 30H 0E30ITaCHOCTH.
HUcnonvzosanue Asterisk ons VolP
Omxazoycmouuusocms
JlBa yctpoiictBa RN500 Moryt ObITh OOBEIMHEHBI, Ul MOCTPOEHUS OOjiee HAJeKHOW CHCTEMbI
(MTBF 200'000 uacoB) c¢ “ropstueii 3amenoi” (redundancy). BTopoe ycTpoilCTBO HaXoauTCs B
crsieM pesxxume. [pu BeIxojie U3 CTPOst OAHOTO YCTPOWCTBA BCE CECCUU MEPEKITIOUAIOTCS] Ha BTOPOE
YCTPOMCTBO.
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JononuurenbHo it RN500 MOKHO JOKYNUTH BHEIIHUM aBapUUHBIA OJOK MUTaHUS, KOTOPBIA TPU
BBIXOJIE M3 CTposi oOcHOBHOro (Ha 220B) Oynmer mnomaBaTh Ha IIHHY YCTPOMCTBA YyiKe
CTabMIM3MpOBaHHOE HarpspkeHue 48B.

IIpocmoma sxcnnyamayuu

RN500 aBTOMaTmuecku omnpezenseT U HaCTpauBaeT COOTBETCTBYIOLIMM PEKUM ISl COEIMHEHUH C
HCIIOIb30BaHUEM Kaleneld C MpsMOM WIM TepeKpecTHoW paspojakod map (auto MDI/MDIX),
M03BOJISIS M30€kKaTh HEOOXOIMMOCTH MOMCKA Kabessi Hy)KHOTO THIIA.

Aymenmugurayus

VYerpoiictBo RN500 mMeeTr BO3MOXKHOCTh ayTeHTH(HKanmmMu Ha ocHoBe MAC-aapecoB, YTO
obecreynBaeT KOHTPOJIb JOCTYIA Ha TPAHUIIE CETH.

Ilpumep pewenus ¢ RN500

Puc. 23. Ilpumep permenus c RN500

Texnuueckas xapaxmepucmuxa RN500
ITpon3BOAUTENIEHOCTD

e Kon-Bo onHoBpemeHHbIX ceccuit: 256000;

e IIpomycknas ciocoorocth MCO: 500 M6uT/c.
JlononHuTeabHble BOZMOKHOCTH

o Tlognepxka 870 nonnodyHkimoHanbHBEIX MCD;

e banancupoBka Harpy3ku B KaxJoi 30He 6e3onacHoctu (anroputmsl Round Robin, Weighted
Round Robin, Least connections);
VYrpaBneHue moiocoi mpomyCcKaHus JjIsl TT0JIb30BaTeNel / MPUII0KEHUI;
Mounutopunr coctostaust cepBepoB (ICMP ping);
IMonnepxxka VPN IPSEC (DES, 3DES, AES, RC4, RC5); 128 tynneneit VPN;
[Toctpoenue quHamuueckoro MCD (cuctemsl IPS) Ha 6a3e IDS Snorth;
IMoanepxka VoIP (SIP) ¢ ucionszoBanuem Asterisk;
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Oyukius nyonmuposanus IP PBX Asterisk (1+1 High Availability);
[Monnepxka macmrabuposanus Asterisk ("Matrix" Scalability);
[Monneprkka pexxuma “ropsiaeit 3amensl’” (redundancy);

e PeszepBupoBaHue 3JIEKTPONUTAHUS C TOMOUIBIO aBAPUMHOTO OJI0KA MUTAHUSI.
[HopTsl

e 1241 RJ45 nopra 100 M6wut/c.

Taxoke xommanus Ranch Networks mpemmaraer ycrpoiictBo RN700, xoropoe mpeacraBiser
co0OH  TPOTrpecCUBHBIH  NPOTpaMMHO-AaNIapaTHBI  MPOAYKT, KOMOMHHpYIOUIMA B  cebe
MHOT'OYHCJICHHBIE (DYHKIIMHM, KOTOPbIE OOBIYHO PEANTM3YIOTCA B OTACNBbHBIX ycTpoiicTBax. RN700
nmo3BoJisieT cermMeHtupoBaTh cetb Ha 30 30H Oe3omacHoctH, Takke B RN700 BcrpoeHo
870 mosHOGMYHKIIMOHATBHBIX MEXKCETEBbIX JkpaHoB (MCD), obecneynBarmux MHOTOYPOBHEBYIO
(GUIBTPaLMIO MAKETOB, MPHOPUTE3AINIO TpaduKa KPUTHUYECKU-BAKHBIX NPUIOKEHUN pPeaTbHOTro
BpEMEHH (HaIlpuMep, TOJI0COBOM U BHJICOCBSI3U), BBIICICHUE IMOJIOCHI MPOIYCKAaHUS AJIA JAHHOTO
Tpaduxka.

OTu ycTpolCcTBa MpeaHA3HAYEHBI U1 OOJNBIINX KOPIOPATUBHBIX MPEANPUSATHI, TO3TOMY B paMKax
JAHHOTO MPOEKTa HET CMBICIIA UX PACCMaTPUBATh.

Heo6xoaumo BeiOpare Momenb Ranch Networks mis ee peammsanuu B Hamem mpoekre. HITD
«MuKpaH» TMpencTaBisieT co0oil He OoNblIIOe TNPEANpHITHE, IITAaT COTPYAHHUKOB KOTOPOTO
cocraBisieT He Oosee 200 denoBek. Taxke BbIIEe OBLJIO CKa3aHO, YTO OJHOMPOIIECCOPHBIN CepBep,
rae Oymer ycranorieHo ITO Asterisk, Pentium D820 2.8 2G RAM cnocoben BoiaepkuBath 120
onHoBpeMeHHbIX 3B0HKOB 110 FXO/FXS/E1 u 240 3BonkoB no IP. Tun JIBC B koTOpyto BHEApsIETCS
IP-reneponust B HII® «Mukpan»: mpoBoxnas, Fast Ethernet 100 MoOwut, no cnenudukammu
¢usnueckoro yposus — 100Base-TX.

Teneps paccMoTpum Texandeckue xapakrepuctuku RN300, RN310 u RN500.

Tabmuna 5. Texanyeckne xapaktepuctukn RN300, RN310 u RN500

Mognens RN | Kon-Bo [IponyckHas MaxkcumaibHOe Komnuectso MCD,
OJTHOBPEMEHHBIX | CLIOCOOHOCTh KOJIMYECTBO  30H | MOAJEPKHUBAEMBIX
ceccuit MCD, Mout/c | 0e30macHOCTH RN

RN300 24000 100 5 20

RN310 50000 100 12 132

RN500 256000 500 30 870

W3 Tabnuibl 5 MBI BUUM, YTO B HallleM cliydae OyaeT U3MUIIHUM HUCToNb30BaTh Moaens RNS00,
Tak Kak oHa Takxke kak 1 RN700 paccuntana Ha npennpusatus 00jiee KpyImHOTO MaciiTada.

Takum oOpa3oM, HeoOxomumo crenath BbIOOp Mexay RN300 m RN310. KommuectBo 30H
0€30MacHOCTH SBJISIETCS OCHOBHBIM KpuTepueM 1npu BbiOope RN (KOHEYHO KOJIHMYECTBO
onHoBpeMeHHbIX ceccuil y RN310 6omnbire, uem y RN300, HO 3TO He siBisieTcs moka3aTeneM s
Haled ceT, Tak Kak cepBep Asterisk crmocoben moiep:xkuBaTh Bcero okojo 240 oHOBPEMEHHBIX
pasroBopoB), Tak kKak Bce ¢(yHkuun RN310 wunentnunst ¢ynkumsm RN300. Tax kaxk HIID
«MUKpaH» TOCTOSTHHO «pacTeT», Kak B IJIaHE KOJIMYECTBAa COTPYAHHKOB TaK M BHEIPEHUIO HOBBIX
TEXHOJIOTUH, TO HawIydlMM oOpa3oMm Oyner BeIOpaTh ycTpoiictBo RN310, Tak kKak OHO HMeer
0o0JIbIIIEEe KOJIMYECTBO 30H OE30MACHOCTH.

Peammzauusa RN300 B cetu IP-Tenedonnu

Panee Obuta mokazana crpykrypa cetu IP-renedonun Ha ocHoBe Asrerisk IP PBX. IIpu sTom ata
CeTh sABJIsIeTCsl aOCOIIOTHO HE 3aIIMIIEHHOM, Tak Kak cam mo cede Asterisk me mpemycmarpuBaer
Kakyro-nn6o 3ammty. B Ranch Networks 6b11 pazpadoran koa NetSec, KOTOpbIit ObUT HHTETPUPOBAH
B Koabl [P PBX Asterisk. OtoT ko ucnonssyet nporokos MIDCOM (MiddleBox Communication)
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s cBszu Mexny [P PBX Asterisk u yctpoiictBamu RN. Takum obpa3zom, Uit 3alIUTHI CETH ObUI
BeiOpan mpoaykt Ranch Networks RN310, koropslii IMO3BOJSET OpraHu3oBaTth 10 12 30H
6e3omacHOCTH U noaiepxkuBaeT 132 noaHO(yHKIMOHATBHBIX MEKCETEBBIX SKPAHOB.

Hrak, uro xe npencrapiser coboit MCD RN310 mns nameit cetn? MCD RN310 — 310 ycTpoicTBO

HKCHEPTHOTO YPOBHS, KOTOPOE MOXET BBINOJIHATH (MIBTPALMIO HAa BceX ypoBHAX Monenmu OSI,
uMeeT a0 132 He3aBUCHMBIX TOJHOMDYHKIHOHAIBHBIX MCDO ¢ 3allOMHHAaHMEM COCTOSHHS,
nojaepxxuBaeT crnucku nocryna ACL nu VPN-mmdpoBanue, ckpbiBaer [P-agpeca BHyTpeHHEH ceTn
(NAT) u moptsl npunoxenuii (PAT), obecrieunBaer oOHapy)eHUE PACTIPOCTPAHCHHBIX aTaK.
B xauectBe mpumepa, nmepBoHavyanabHO pazoObeMm JIBC Ha Tpu BHpTyanbHbIE 30HBI O€30MMACHOCTH:
30Ha | — mpencraBisieT coO0W BUPTYaJbHYIO JIOKAJIbHYIO CETh, SIBISIOLIYIOCS YacThIO BCEH ceTu
JIBC, 30Ha 2 — sBusiercs takke VLAN u Bkitouaer B ce0si yaleHHOE KPbUIO, U 30HOU 3 — OyneT
aBisiThest  MIHTepHET. BmocnenctBum npu ycranoBke RN310 B 3aBUCHMOCTH OT CTPYKTYpBI
NPEANPUATHS U €r0 MOJUTUKH O€30MacHOCTH 3aKa3yhK caM pa3o0beT CeTh Ha TO KOJMWYECTBO 30H,
KOTOpOE€ 3TOMY MPEANPUATHIO HEOOXOAUMO, a TAKXKEe OMPEIENIUT Crielu(UKY STUX 30H: (PU3HUECKOI
WIA BUPTyaJbHOH OHa Oyner. Pa3OmeHne Ha 30HBI OCYHIECTBISETCS HCXOIs M3 OW3HEC-JIOTUKH
KOHKPETHOW KOMIaHUH.

3oHa
UNHTepHeT

3oHa
UNHTepHeT

RN310

Puc. 24. Jlornueckoe nzodpakenue nmpoaykra RN310 amst cereBoit TOnosaoruu ¢ 3-Msi 30HaMU
0e3onacHoOCTH

Ha stom pucynke 30Ha 1 u 2 Bo BHyTpeHHel cetn onuuerBopstor LAN, 3ona MHTEpHETa BO
BHemHel cetn — WAN. Kak BUHO KaK/blii TAKET ClIeyeT U3 000 30HBI B JTIO0YIO 30HY, IPOXOIs
dyepe3 nmoaHoGyHKIMOHAIbHEIH firewall ¢ 3amomMuHaHHEM COCTOSIHMS. DTO 03HAYAET, YTO KaKaas
ceccuss TCP/UDP unu ICMP OynyT TepMHHUpPOBATbCS W 3aTeM IepeaBaThCs KaK HOBAsl CECCHs
TCP/UDP unu ICMP B npyryto 30Hy. OTO HNpOM3OHAET Jake MEXIy 30HaMu 1 U 2, KOTOphIe
OTHOCATCS K BHYyTpeHHeH ceTu. Takas (QyHKIMOHAIBHOCTH MOJHO(YHKIMOHAIBHEIX MCD maer
ITOJIB30BATENSAM CIIENYIOIINE TPEUMYILECTBA:
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bezonacnocmy

Ecnu Bupyc mnm xakep OyayT atakoBarh 30HY 1, k mpumepy, ucnoias3ys SYN, FIN, ICMP/UDP
3aromienne, «Ping of Death», wnm apyrue Xopomio W3BecTHbIE THUIBI aTak, BCE 30HBI OyAyT
3aIMIIEHBI, TTOTOMY YTO 3TH aTaKd OYyIyT OTpakeHbl MEXKceTeBbIM dKpaHoM MCOI1. [lpyrumu
CIIOBaMH, BeCh BXOASALINH Tpaduk u3 30HbI 1 B ycrpoiicTBo RN310 OymeT mpoBepeH TOYHO Tak ke,
Kak eciu Obl 3T0 OblI Tpaduk u3 30HbI MIHTEepHET. ClleayeT OTMETUTh, UTO aTaka Ha 30HY | HUKakK He
MOBIUSICT Ha TpapuK MeXIy 30HOM 2 u MHTepHer 30HOU. Takum obpaszom, yctpoiictBo RN310 c
30HaMM 0e30MacHOCTH OyJeT 3alUIlaTh OT aTak, 3JOBPEIHBIX KOJOB M BUPYCOB Jake€ MaJleHbKHE
4acTU KOPIOPaTUBHOW CETH KJIMEHTA.

ITaccuBHBIE BUpPYCHI WM IIMHOHCKOE MPOrpaMMHOE OOecreyeHHe OOBIYHO MPOCIYLIMBAIOT CETh,
cobupast HHPOpPMAIIHIO O XOCTaxX, CepBepax U TpaduKe HA CETH, 3aTEM MMOCBHIIAIOT BO BHEIIHIOK CETh
BCIO coOpaHHyr0 wuHpopmauuio. Ilockonbky Bce ceccuM MeXAy 30HaMH 00pabaThIBalOTCA
nonHoyHKIMoHaNbHEIME MCD B ycrpoiictBe RN310, maccuBHBIE BHPYCHI WM IIITHOHCKHUE
nporpaMMbl  OyAyT HE B COCTOSIHUM OTChUIaTh MH(OpMAnUi O BCeH CeTM — TOJBKO 00
nHGUIMPOBaHHOW 30HE. [l mpuMmepa, ecinm Takas IIIHOHCKAs MporpamMma padoTaeT Ha XOCTE B
30HE 1, TO OH HE CMOXKeET I0cIaTh HH(OPMAILIMIO O XOCTaX U APYIHMX aKTUBHBIX WwieHaX 30HbI 2. Eciu
B 30HE 2 MMeEETCsl CeKpeTHas MH(opManus, TO OHA HE CTAaHET M3BECTHA XakepaMm. Tak Kak 30Ha
0€30IaCHOCTH MOXKET OBbITh CKOJb YIOJHO MaJIOH, BIUIOTH 1O OJHOTO XOCTa WM CepBepa, TO
yctporictBO RN310 MOXKET MOTHOCTBIO 3alUTUTh BHYTPU CETEBBIX IMOJI30BATEICH U PECYpPChl OT
TaKOro pojia yrpos.

NAT (Network Address Translation)

Hcnonb3ys koHuenuutoo 30H Oe3zomacHoctd RN310 Moxer peann3oBaTh MHOXECTBEHHbIE
npeoOpazoBanus cereBbix anpecoB (NAT) c¢ momHodyHKIMOHamBHBIMH MCD Mexnay Humu. B
naHHoM cityyae aktuBu3upoBaHo 3 full NAT — u3 3ousl 1 B MHTEpHET, U3 30HbI 2 B VIHTEepHET U U3
30HbI 1 B 30HYy 2. IIpenrosnoxum, yTo B OPraHU3alUU €CTh «IIJIOXOM COTPYAHMK», KOTOPBIM XOueT
aTakoBaTh BHYTpeHHHE cepBepa. Ecnam ucmons3oBan full NAT mexay 3onoit 1 u 30HO0# 2, TO
«TUTOXOH COTPYTHHUK» U3 30HBI | He y3HaeT peanbHbIX [P agpecos cepBepoB. Takum 00pa3om, Kak Obl
HE TIBITAJICS «TUIOXOM COTPYIHHUK» M3 30HBI | MOJIy4HTH AOCTYN cepBepaM, OH nouydut IP anpec B
3oH¢ 1 m He peanmbHbiii [P aapec cepBepa B 30He 2. Jlake €ClM «IUIOXOM COTPYIHUK» HMEET
¢u3nyeckuit JOCTyN K cepBepaM, OH HE CMOKeT MIEHTH(PHULIUPOBATh UCKOMBINA cepBep, OCOOEHHO,
€CJIM YHCIIO CEPBEPOB B 30HE 2 BEJIHKO.

Onucannas Boime pynkuonansHocTh full NAT Bo3MoskHa, Tosibko 6maroaaps npoaykty RN300 ¢
30HaMu 0€30M1aCHOCTH U MOJHOPYHKIIMOHAIBHBIME MCD MeXly HUMHU.

Pecucmpayus

[Tockonbky mpoaykt RN310 umeer 30HBI 6€30MacHOCTH ¢ MOMHOQYHKIIMOHATLHEIMU MCD Mexay
HumH, Bce ycTpoiictBa RN310 mposepstor TCP/UDP/ICMP coenunenus. @PakTHUECKH 3TO
MO3BOJISIET PETUCTPUPOBATH COOBITHS Oe3omacHocTH, Takue kKak SYN, FIN, ICMP/UDP 3aromnnenue,
«Ping of Death» wiu apyrue nu3BecTHbIE TUIIBI ATaK U3 BHYTPEHHUX MJIM BHEIIHUX 30H.

VYnpaenenue I[lonocou Ilponyckanus

Peann3oBaH TOYHBIA U «MEJIKO3EPHUCTBIN» KOHTPOJIb HaJl OJIOCON MpPOMycKaHHUsl (OCHOBaHHBIN He
Tosibko Ha Qo0S), ucnonb3ys nonHoyHkuoHansHeie MCD Mex 1y 30HaMu 0€3011aCHOCTH.
[TomHodyHkMoHaneHeE MCD Ha KaxIyro 30HY (DYHKIMOHUPYET, KaK HE3aBUCHUMBIH HCTOYHHMK
UCXOJSIIETO UM BXOASIIEro Tpaduka u3/B no0yio Apyryio 30Hy. MOXKHO ObITh YBEpEHHBIMU, YTO
ucrnosib3yembie B ycTpoiictBe RN310 KOHTpakThl A YHpaBieHUs MOJOCOW MPOMyCKaHHs, OymayT
(GYHKIIMOHUPOBATH KOPPEKTHO.

Hanpumep, mnonHopyHKIMOHANBbHBIM MexceTreBo »KkpaH MCDI1 30Hb | mMOCBUIAET TOJBKO
paspelleHHble CecCUH MOTHO(QYHKIMOHATLHOMY MekceTeBoMy 3KkpaHy MCD2 3onbl 2. Toraa,
KOJINYECTBO TpaduKa, OTIPABIEHHOTO U3 30HBI | B 30HY 2 Oy/eT KOHTPOJIUPOBATHCS OMpPEAeTIEHHBIM
CACXOSAIINM KOHTpAaKTOM» MexceTeBoro skpaHa MCD1. KonnyecTBo ucxossmero tpaduka Oyner
BCErJa IMpaBUIbHBIM, IOCKOJBKY COCTOUT TOJIBKO M3 MpPOBEpPEHHOro Tpaduka (KOTOpBIA He
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COZIepKUT BUPYCOB). B Toxke Bpemsi, o0beM Tpaduka, koTopelid mpuaumaer MCI2 or MC3OI1 #u
MCD3 (3oHa MHTEpHET) KOHTPOJMPYETCS «BXOASAMIMMHU KOHTpakTamm» MCD2, u, Tak Kak 00a
MOTOKA TIIATEJIbHO IPOBEPEHBI, TO UCXOISIINE KOHTPAKTHI) 30HBI 2 TOXKE BEPHBHI.

O6bennauB Asterisk 1 RN310 MBI ocyiiecTBiisieM TEXHOJIOTHIO 0€30MacHOCTH “TI0 TpeOOoBaHUIO”
(security-on-demand) mis VolP coenuuenwmii. B atom ciyuae Asterisk coobrmaer RN300, kakue
npaBujia HEOOXOAUMO J00aBUTh B MEKCETEBOM 3KpaH g gaHHoro VolP coenunenus. Takwue
mpaBwia OyayT co3laBaTbes st Kaxkaoro VolP coemuHeHus, MpOIISAIIEr0 4Yepe3 YCTPOHCTBO
RN310. D10 o3Havaer, 4TO Kbl 3ampoc Ha yctaHoBieHue VoIP coenumnenus 6ymer obpaboran
JTUHAMUYECKH - TPAaBWJIA MEXKCETEBOrO 3KpaHa (KOTOphIE pa3peniaroT MPOXO0KJIEHHE T'OJI0COBOIO
Tpaduka), OyayT co3aaHbl, KOT1a 3TO HEOOXOAMMO U yIalIeHbl cpa3y MOCiIe OKOHYAaHUS Pa3roBopa.
Takum obpazom, oobenunenue Asterisk m RN310 ato myummii ciocod obecrnednTs 60€301macHOCTh
VoIP neperoopos.

Crnenyroniuii pucyHOK 25 npeacTaBisieT CIIEHAPUI YCTaHOBIECHUS COSAMHEHUSI.

IP-TenecoH A IP-TenecoH B RN310 Asterisk
N N mﬂl
\ NN

y
siP 1 -
» 2 MIDCOM
MIDCOM 3 >
. 4 sSIP
SIP 5 -
» 6 MIDCOM
MIDCOM 7 >
- 8 sIp
SIP 9 >
10 MIDCOM
RTP RTP
11 > 111
RTP 11|« RTP 11
sip 12 -
-« 13 MIDCOM

Puc. 25. Cuenapuil ycTaHOBJIEHUSI COEAMHEHUS

1. Aoonent B nocsutaer coodiienue INVITE cepsepy Asterisk.

2. Asterisk mocsutaet 3anpoc RN300 Ha yctaHoBjIeHHE TpaBu 111 aboHeHTa B.

3. RN310 cozpaer mpaBuia ycTaHOBICHHS COeTUHEHUs 11t aboHeHTa B.

4. Jlanee Asterisk moceutaer coobuienne INVITE aGoneHTy A IS yCTaHOBIICHHS COCITUHEHHUS C
abonenTom B.

5. Ecnu BBI3BIBa€MBIN MMOJIB30BATENb OTBETUI HA 3BOHOK, TO Ha 3anpoc INVITE Beicbutaercst oTser
OK.

6. Asterisk mocsimaer 3anpoc RN300 Ha yctaHOBICHHE TIpaBUIT [T aOOHEHTa A.

7. RN310 co3naet npaBuiia yCTaHOBJIEHUS COEIUHEHMS 11 aOOHEeHTa A.

8. Asterisk mocsutaet coodmienue INVITE abonenty B i1st ycraHOBIIEHUS COSAMHEHHS ¢ 800HEHTOM
A.
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9. Be3bIBaronuii moJiL3oBarenb oTnpaniser coobienue ACK, coobmaromee Asterisk o tom, uro on
noay4ui oTBeT Ha cBoil 3anpoc INVITE, uMm 3agaroTcsi OKOHUaTeNIbHbIE TapaMeTphl coeguHeHus. Ha
ITOM 3Tale BCE FOTOBO K YCTAHOBICHHUIO coeamHeHus mo npotokoiay RTP (Real-time Transport
Protocol).

10. RN310 co3maer RTP moct BuyTpH cebds ans nepenaun RTP tpaduka mexxay abonentamu A u B.
11. YcranaBnuBaerca RTP-coenunenue ¢ 3apanee corjiacOBaHHBIMU IMapaMeTpamHu.

12. Jlna 3aBeplueHUs] COEIMHEHUs, 3aBEPLIAIOIIMM I0JIb30BaTeNeM (KiIaaeT TPYOKYy) BBICHUIAETCS
3anpoc BYE, Ha kotopoe Boicbiaercs orBeT OK.

13. Asterisk mocputaeT 3ampoc Ha yaJieHHe TPaBHJI IS JaHHOTO COCIMHCHHUS.

Kak mokazano Ha pucynke, ycrpoiictBo RN310, paboras B nmape ¢ Asterisk IP ATC, co3znmaer u
yaanseT npasuia B MexcereBoM dKkpaHe. Taxxe, RN ycrpoiictBo co3maer RTP moct BHyTpH ce0s,
yto pasrpyxaer IP ATC u naer Bo3MokHOCTH Asterisk oOpabarpiBaTh OOJbIIEE KOJUYECTBO
3BOHKOB B €JUHHILY BPEMEHHU.

Kak yxe Obuto ckazano Beime, RN310 mognepkuBaer mexanusm ayreHTudukamuu [EEES02.1X.
Network Login obecrieurBaeT 3aIuTy mMpy MOJKIFOUYESHUH TIOJIb30BaTeNel k cetu. B ycrpoiictea RN
BcTpoeH codctBenHblit RADIUS ceprep. Cpenctsa npenoTBpaiiieHus: BTOP>KEHUH 3alUIIaloT CeTh U
OTKJIOHSIIOT BCE MAKEThl OT HEABTOPU30BAHHBIX I10JIb30BaTEIIEH.

Ilpoxkmoxkon 802.1X

[Iporokon 802.1X MOET BBINOJHATH HECKOJIbKO (PyHKUMH. B 1aHHOM cilydae Hac HMHTEPECYIOT
GbyHKIIMM ayTeHTU(UKALMK MOJIb30BaTeNsl M pacmpeneneHue kitouedl mudposanus. Heobxoaumo
OTMETHTb, YTO ayTeHTH(UKALNS MPOUCXOINT «HA YPOBHE MOPTA» - TO €CTh MOKA MOJH30BATENb HE
Oyner ayTeHTU(ULIHUPOBAH, €My DPa3pelICHO MOCHUIATH/IIPUHUMATH IAKEThl, KAacalolIUecs TOJIbKO
mporecca ero ayreHTudukanuu (y4eTHBIX JaHHBIX) U HE Oosiee Toro. M TONBKO mOcie yCrenrHon
ayTeHTU(UKALUKA TOPT ycTpoiicTBa (OyAb TO TOYKa JOCTyNMa HWIJIM YMHBIM KOMMYyTaTop) Oyaer
OTKPBIT U M0JIb30BATENb ITOJIYYUT JOCTYII K pECypcam CETH.

IEEE 802.11x onpenensieT Tpu OCHOBHBIX KOMIIOHEHTA B CETEBOM OKPYKEHUU:

CanmummkanT (supplicant) — 00beKT, KOTOpOMY HEOOXOMMa ayTeHTU(DUKALIUS.

CepBep ayrentudukanmu (authentication server) — o0O0BeKT, o0OecCHEeUUBAIOMINN  CIYXKOBI
ayreHTU(UKalMU. B crangapTe 4eTKko He OIpeneseHo, YTo AOHKHO BBICTYIATh B KaueCTBE cepBepa
ayTeHTH(UKaluKU, HO, Kak mpaBuio, uM sBisercs ceppep RADIUS (Remote Access Dial In User
Service).

Aytentuduxartop (authenticator) — OOBEKT Ha KOHIIE CerMeHTa '"TOYKa-Touka" JIOKaJIbHOM
BBIUHCIIUTENBHOMN CeTH, KOTOPBIN CIOCOOCTBYET ayTeHTU(PHUKAIMN 00bEKTOB. JIpyruMu ciaoBamu, 3TO
YCTPONCTBO-TIOCPEHHK, pacIiojlaraéMoe MEeX/y CEepBEpOM ayTeHTHU(UKALUU U canmuimkaHToM. Ero
posb BeimosasieT Asterisk IP PBX.

AyTEHTHU(PHUKATOP CO3JaeT JIOTHYECKUI MOPT Ui YCTPOUCTBA CANIUIMKAHTA. DTOT JIOTUYECKUNA MOPT
UMeeT JIBa TpaKTa TMPOXOXKIEHHUS JaHHBIX: HEKOHTPOIHMPYEMBIH W  KOHTPOJIUPYEMBIH.
HekoHTponupyeMmblii IOPT MO3BOJISIET MPOXOAMTH Yepe3 TPakT BceMy TpauKy ayTeHTH(]UKaluu.
KonTponupyemblii TpakT OJOKHUpYeT MpOXOXKIAeHHE Tpaduka 0 TeX IMop, MokKa He Oyner
OCYIIECTBIICHA yCIIENIHAsA ayTeHTU(UKALINS KIUEHTA.

RADIUS - cepsep

RADIUS-niporokon npenHa3zHaueH Ui pabOThl B CBS3KE C CEPBEPOM ayTEHTHU(HKAIMU, B KaUeCTBE
KoToporo o0sryHO BeicTynaeT RADIUS-cepBep

Jns Toro, 4toObI MOJIB30BAaTENM TNMPOEKTUPYEMOM CETH MMENM pPa3TpaHUdYeHHBIA AocTyn (B
3aBUCUMOCTH OT JIOTHHA M TIApoJisi), a TaKyKe Ui TOTO, YTOOBI M30ekaTh aTak M3BHE, HEOOXOIUMO
UMETb OTJIENIbHBIN cepBep aBTopu3anuu (AAA-cepsep).

B kauecTBe Takoro cepsepa, B Hariei cetu Oyer Beictynath RADIUS cepsep.

Ha nansbiii MoMmeHT cymiectByeT Gonbinoe MHOkecTBO RADIUS cepBepoB, peann3oBaHHBIX —Kak
IPOrpaMMHO, TaK U armnapaTHO. BOJBITUHCTBO U3 HUX — 3TO KOMMEPYECKHE MPOIyKThI [1].

Hwxe npuBesieH puCyHOK 26, Ha KOTOPOM ITOKa3aH MEXaHW3M aBTOPHU3ALHH.
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IP-TenedoH, RADIUS-cepsep,

B laHHOM BCTPOEHHbI B RN310
cyvae

NPOrpamMMHbIi

1

Http://192.168.168.1

A 4

Http.// norwH:  napone: ???

A
N

NOruH: user naposb: user2345
CoefunHeHne 3aKoHYEeHO
. HET [poBepka
D fOrMHa U
CoobueHve 06 ycneLHo aBTopusaLmm apon
5 »— Security profile

Puc. 26. Mexannsm aBTopm3anuu B RN310

1. Tlomw3oBatens oOpamaercs k RADIUS-cepepy 3a aBropmsammeii: WWW  Opaysep
Hanpasisiercss Ha RN310 IP interface nnst nannoit 3oub1. Ecnu IP, x npumepy, paBHo 192.168.168.1
to URL ctpoka 6yzaer Takas: http:// 192.168.168.1.

2. RADIUS—cepBep oTBevaeT MOJIb30BATENIO CTPAHULIEH HAa KOTOPOH MpejiaraeTcsi BBECTH UMS U
MapoJib JJIsl aBTOPU3ALINH.

3. Tlonp3oBatens BBOAUT TpeOyemyro nHGopManuio, 1 oHa otcbutaercs Ha RADIUS-cepsep.

4. Ha ocnoBanuu nomydernnoit nadopmarmn RADIUS-cepBep nposepsier ums u naposb. Eciu ectb
HECOOTBETCTBHE TOJYYEHHOM M XpaHMMOM MH(OpPMaluM, TO 3alpoc Ha aBTOPU3ALUIO
aHHYJIMPYETCsI, ¥ MOJIh30BaTeNb MOJydaeT (B OKHE Opay3epa) coobmenne 06 oTtkasze. B aTom ciayuae
MOJIb30BaTEh HE CMOXKET BBIMTH 3a Mpeiebl cBoed 30HbI. B monoxwurensHom ciydae RADIUS-
CEpBEp aBTOPHU3YET MOJIH30BATENsI, M TOJb30BaTENb MOJTy4YaeT (B OKHE Opay3epa ) cooOmieHue 00
yCIIEIIHOM aBTOpU3anuu. B 3ToM ciyyae mojib30BaTeNb IOJNy4YaeT IpaBa JOCTyHNa K CETH B
COOTBETCTBHH C MpaBUJIaMU O€30MaCHOCTH, KOTOPbIE OBbLIIN CKOH(QUTYpPUPOBAHBI JIJISl HETO.

5. HampaBieHnue cereBOro moToka OT aBTOPU3MPOBAHHOIO MOJb30BaTeNs (KOTOPHIM HaIpaBiieH B
Ipyrue 30HbI 0e€30MacHOCTH) OyIeT peryaupoBaTbCs COTJIaCHO MpaBuwiaM 0e30MacHOCTH
YCTaHOBJICHHBIM [T 3TOTO MOJIb30BaTeNs B security profile.
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B pesynbrare, ucnosnb3ys ronuenuuio «30H bezonacHocTu», Mbl UMEEM CIeAYIOIIee:
1. Cerp IP-renedonun pazbura Ha 3 30HBI 0E30MACHOCTH C COOCTBEHHBIMH HE3aBHUCHUMBIMH
npopmIsiMu 6€30aCHOCTH IS KQKI0W 30HBI.

Kak 6pu10 ckazano Bblmie, ycrpoiictBo RN310 momuepkuBaeT A0 5 Takux 30H, pa3/IesICHHBIX
MeXIy coboit nonHodyHKimonanbHbiMu MCD. IIpaBuna MCD MoryT OBITH YCTaHOBIICHBI HA 2-OM,
3-em,4-om u 7-om ypoBHix Moaenmu OSI.  Jloctynuel Bce Bo3MokHoctm NAT. B
HECaHKLMOHUPOBAHHOM MOMBITKE JOCTyMa K 30He win IP — agpecy OyneT oTkazaHo Tak ke, Kak U B
TaKoOM MOIBITKE K3 30HBI WK [P—anpeca.

IIpu ycranoBke RN300 B HII® «Mukpan» 3aka3yuk caM ONpPEAEIUT KOJIUYECTBO 30H KOTOPOE
eMy He0OXO0JIMMO U UX CTPYKTYPY B 3aBUCHMOCTH OT OW3HEC-IOTUKU ITOW KOMIaHHH.

2. 3ammta ot DoS, SYN — arak, ICMP 3aroruiennii oOecrieyuBaeTCcsl MEKIY KaKIOW IMapou
3aIUIICHHBIX 30H.

3. Ayrentudukanys IId BX0OIa I BBIXOJA U3 30HBI 0€30IMaCHOCTH. DTO 03HAYAET, YTO HU OIUH
MakeT He mpouaer yepe3 ycrporcrBo RT310, mo Tex mop, moka mojib30BaTelb B MEPBBIM pa3 HE
BBEJICT JIOTUH U Mapoib. OaHaxAbl ayTeHTU(PUIIMPOBAHHBIA, OH TMOJYYHUT JOCTYH TOJBKO K TOM
00JacTi KOPIOPATUBHON CETH, K KOTOPOIl OH UMEET aBTOPU3ALIHIO.

4. RN310 aBrOMaTHYeCKH WJIM BPYYHYIO, Onaromaps 30HaM O€30MacHOCTH, MOXKET H30JIMPOBATH
BHE3AITHO BO3HUKIIINE MPOOJIEMHbBIE MECTA.

5.0rpaHnyeHue MoJIoChl MPOIycKaHusl OyJeT HaCTpOEHA JUIsl Ka)KIOW 30HBI.

6. KauectBo 06cnykuBanus (QoS) (MMeeTcs B BULy YIPaBIEHUE MOJIOCOM MPOIMYCKaHuUs)

1. lN'apanTupoBaHHass, MUHUMAaJbHAsA, MaKCUMaJlbHasi U TPYMIOBas IMOJOCA MPOMYCKaHUS MOMKET
ObITh BbIFENICHA HA OCHOBAaHWM 30HBI OTHpaButTess/monyuatens, [P — agpeca (rpymmsl), MAC —
anpeca, HoMepa mopTa (rpynmbl). Takum o0Opa3oMm, BO3MOXHA NpHOpHTe3anusi Tpaduka 0
MOJIB30BATENIO MM IO MPHUIJIOKEHUIO BHYTPH BXOAAIIETO/UCXOSIIETO MOTOKA.

2. [Tomoca mpomyckaHuss MOXKET OBITh BBIJICIICHA KaK CTATHYCCKH (KOHKPETHOE 3HAYCHHUE), TaK W
IUHAMHYECKH (pa3leNsieMylo TMOJOCY HCIOJIb30BaTh MO TpeOOBaHUIO, HeuTo Onm3koe K Frame
Relay).

VYerpoiictBo RN310 umeer nonHodpyHkumoHaibHble MCD ¢ 3allOMHHAaHMEM COCTOSHHUS Ha
Kaxyto 30Hy Oe3omnacHoctu it mpoBepku TCP/UDP/ICMP coenunenuit. Kaxxmomy coeauHeHnIo
(motokxy) MCD Ha3HauaeT BBIIEICHHYIO MOJIOCY MPOMYCKAaHUS, U 3aTEM CO3JAI0TCA OYepeau s
Kaxnoro nmoroka. KomuectBo nomnepxkuBaemsix coeauHenuit B RN310 pasuo 50000, a B Harem
Clly4ya€ MaKCHUMaJIbHOE KOJIMYECTBO COEIMHEHHMH MOJJIepKHBaeMbIX cepBepoMm Bcero 240. D10

3HAYUT, YTO JIoTMYecku U (usnuecku 240 oyepeneil MOryT ObITH CO3/aHbI B MaMATH YCTPOMCTBA
RN310.

IIposaiinep IP-tenedgonuu - SIPNET

Kax yxe rosopmiiock Beimie (1.2) IP-renedonus mo3BosSET CYIIECTBEHHO COKPATUTh PacXoibl Ha
MEXJIYTOPOJHbIE W MEXAYHapOoJHbIE IeperoBopbl. YTOOBl HCIOJB30BaTh 3TY BO3MOYKHOCTH,
He00X0IMMO MOAKIIOUNUTHCSA K IpoBaiiepy IP-renedonun.

MoXHO BBIIEIUTH JBa Haumbolee MOMYyJISAPHBIX BapHaHTa TNOJKIIOYEHUS K MpoBaiiiepam
MEXIYTOPOJHON U MEXTyHAPOIHOM TenepOoHUU:

e UYepes TOOII (Teneponnas cerb O6mero [lonp30Banus) - Ipy MOIKIOYEHUH TT0JIb30BATENb
HaOupaer '"ropoackoil" Homep cepepa IP-renedponmm mpoBaiimepa, MPOXOIUT
ayreHTU(UKaLNIO (10 pin-Koay) U HaOupaeT HyX HbI emy HoMep. UToOb! nonb3oBaThest [P-
TeneoHUeH 1Mo 3TOM cxeMe, T0OCTATOYHO UMETh OOBIYHBIN rOpOACKON HOMED.

e Uepes mporpaMMHBbIe (B TOM yuciie U OecriaTHble) U annapatHblie [P-Tenedonsl.

Poccuiickux nposaiinepos IP-tenegonun noBoasHO MHOTO. OUH U3 MOMYJISIPHBIX NpoBaiinepos |P-
tenedonnn, moanepxkuBaromux nporokon SIP seusercst SIPNET [8].
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SIPNET — sBnsiercs poccuiickum npoBaiinepom |P-tenedonun.
SIPNET — a0 ceth HTEpHET-TENe)OHNE HOBOT'O MOKOJICHHUS, B KOTOPOU pealn30BaHbl MOCIEIHIE
TOCTIDKEHHS B 001acTH MH(POKOMMYHUKAIUH, obecrieunBaromue 3pGeKTUBHBIA 0OMEH ToJ0COBOM
1 MYJIbTUMEANHHON MH(POPMAIIUEH.
[Tonp30BaTenn ceTd MOTYT HEOTPAHMYCHHO M OecriaTHO oOmaThcs uepes3 MHTepHeT co BceMu
yuactHukamu cetn SIPNET, OecrmatHo roBoputh 1o MHTEpHETY wu3 q1000r0 TOpoaa Mupa
c aboneHnTtamu ropozackux cered Mocksbl u Cankt-IleTtepOypra, a Tak e ¢ aDOHEHTaMH COTOBBIX
cered MOCKBBI, IMEIOIUX NPSIMbIE HOMEDA.
C aboHeHTaMH OOBIYHBIX TOPOJACKUX ceTeil o000l crpanbl mosb3oBatenu cetu SIPNET moryr
obmarecst U3 000ro ropoja, rne ecte VHTepHeT, mpUyeM 110 OY€Hb HU3KUM Tapudam
U C MAKCUMAJIbBHO  BO3MOXHBIM ~ Kauye€CTBOM, COOTBETCTBYIOIIMM  BapHaHTy  IOJAKJIIOYEHUS
K UnTepHery.
Cpenu rnaBHbIX npeumyiiects SIPNET — anbrepHaTuBHas Hymepanus, IIpU KOTOPOH KayKIbli
I10JIB30BATEIb CTAHOBUTCS BJIAZEIBLEM IEPCOHAIBHOTO cereBoro Homepa — SIP ID, aBisromerocs
eIMHBIM HJECHTH()UKATOPOM TIOJIB30BATENS B JIIOOOW TOYKe Mupa. B oriamume oT 00BIYHOTO
Tene()OHHOr0 HOMepa TOT HOMEP HE 3aBUCUT OT FOPOJCKUX Tele(OHHBIX CeTel, MEXTYrOpOIHbBIX
Y MEKIYHApOTHBIX TMHHUN CBSI3U U OyneT paboTaTh B II0OOOM MecTe, r1ie ecTh HTepHeT.
Bcetn SIPNET peanu3zoBana cucteMa HMHTEPHET-NCHKUHTA. 3a KOKIBIM  M0JIb30BaTEIEM
aBTOMAaTHYEeCKH 3akperuisieTcs E-mail azxpec, KOTOpBI Takke SBISIETCS €ro IMepCOHATbHBIM
UACHTU(PUKATOPOM U [10 KOTOPOMY MOKHO OTIPAaBUTh MIHOBEHHBIE TEKCTOBBIE U T'OJIOCOBBIE
COOOIICHNUS WIIN OPTaHU30BATh CEAHC TOJIOCOBOM CBSI3H.
Bce nonb3zosarenu SIPNET nomy4yaroT BO3MOKHOCTB:

e [lepcoHanbHO HACTPOUTH CTOMMOCTb M Ka4e€CTBO I10 JIIOOOMY HAIpPaBJIEHUIO (HACTpOMKa

MAPIIPYTU3ALMHA);

e 3aka3aTb COEJMHEHUE JIByX A0OHEHTOB B JIFOOBIX TOUYKaX MHpA;

e [IlepeaspecoBars Bxoasuue 380HKU ¢ SIP ID Ha nmro6oe ab0OHEHTCKOEe YCTPONHCTBO;

e AHanu3MpOBaTh CTATUCTUKY COBEPIICHHBIX COCOUHEHUM W yNpaBIsATb BCEMU CEpBHCAMU

SIPNET B JInunom xabunete B pexxume on-line.

Jns monkmouenust kK cetu SIPNET mokHO wmcemonmb3oBath ntoboe cepruduimpoBannoe SIP-
000pyZI0BaHUE UM KOMIBIOTEP C MPOrpaMMHbBIM SIP-TenedoHoMm.
Wntepuer-tenedponuss  SIPNET  obecrneumBaeT  BbICOKOE  KayecTBO  Iepelayd  rosoca
U KOH(PUICHINANBHOCTh ~ COCMHEHMH, a Takke BO3MOXHOCTh  OCYLIECTBISATh  HACTPOUKU
COEIMHEHUH 110 1IeHe, KaYeCTBY U APYTUM IapaMeTpam.
[TorosHUTH cYEeT MOXXKHO 4Yepe3 MOOWIbHBIM Komenek bunmaitn, Suaexc.lensru, WebMoney.
Hanuunbie Mo>kHO BHeCTH B TutatexHbIX TepmMuHaiax OCMII, Kpenut-nunot, Dixis u B oTaeneHUIX
COepbanka (HYXHO IpeJBapUTENLHO pacledyaraTh KBUTaHLMIO). [lepeBecTu miarex ¢ GaHKOBCKOI
kapthl (Visa, Eurocard/MasterCard) mosxxuo npu nmomotu cuctemsl Kubepllnar.
Tlooxkniouenue u onnama ycnye
[Monxmouenne k SIPNET — Gecrmatnoe. Bonee Toro, mocie moakItOYeHHs HaA BallleM CUETY ykKe
Oyznet HaxoauThes 1 y.e.
Cawmprii ipocToit myTh nonkmountest K SIPNET kynuts rapHUTYpY, OECIIIaATHO YCTaHOBHTH Ha CBOU
KOMIIBIOTEP OJUH M3 NporpaMMubIX TenaedoHoB u npoiTH peructpanuio B SIPNET. Iloaxitouenue
Kk SIPNET komneioTepa cC nporpaMMHBIM TeI€(OHOM MHUHUMHU3HUPYET HadallbHbIE PacXOJbl —
CEerOJIHS 3TO CaMblil MOMYJISPHBINA CIOCO0 MOKIIOYSHHUS.
[To cooTHOMIEHNIO «I1€Ha/KauecTBO/BO3MOKHOCTHY VHTEepHET-TenedoHusl He uMeeT cebe paBHbIX,
CYLIECTBEHHO YMEHbIIASl PACXO/IbI HA CBA3b.
Tonbko WuTepHeT-TenedoHns obecneynBaeT OecIIaTHbIC COSAUHEHUS MEXIY TMOJb30BaTEIISIMHU,
HE3aBHCHUMO OT TOTO, I'/I€ OHU HAaXOJATCS.
becrmatHo rosoputhk ¢ nonb3oBarensiMu SIPNET moryr xurtenn oxono 60-tm roponoB Poccun,
CHI', CLIA.
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VyactHuku SIPNET uMeOT BO3MOXKHOCTH HE TOJIBKO MOJIb30BAThCS YCIyraMu TOJOCOBOM CBSI3H,
HO 1 OOMEHUBATbCS MTHOBEHHBIMH TEKCTOBBIMH M I'OJIOCOBBIMHU COOOIIECHUSIMU, MepeaaBaTh J00bIe
¢aiinel, ycTpauBaTh ayino- U BUICOKOH(EPEHIIUH.

CTpykTypHas cxema J1a00paTOPHOr0 MaKeTa

((32HII/IIIICHHOI71 TeﬂeKOMMyHI/IKaIIHOHHOﬁ CE€THU CBA3U HA OCHOBEC TCXHOJOI'MH |P-TeJIe(l)0HI/II/I»

ATC Asterisk IP PBX
AHasnorossle YCTpPONCTBO
TenedOoHbI RN310
K YeTpoicTBO
JIMEHTCKOE p WEB cepsep
o0opynoBaHue KOMMYTalunu Proxyv cepee
J SWITCH Y SOPBED
Kimentckoe
000py10BaHUE
Internet
Knuentckoe
obopyoBaHue
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Baok-cxema aaropurma 3amurthl cetu |P-Tesedonun

MeeT JIH IPaBO JaHHast I[A
IMone3oBarens - 3amnpoc Ha 30Ha Ha AyTtentudukanus
> P
30HbI Ne N ayTeHTU(HKALIHIO n MPOIILIA YCIEIHO?
ayTeHTH(HKAINIO?
HET DTO no3BOJISIETCS I[A
3aBepIueHne
npaBUIaMH 6€30MaCHOCTH
COCIMHCHUSA MC37
Mmeercs in monuTHka
3aBepiueHue
6e30MacHOCTH ISt
" COETMHEHHS
HET AHHOI'O MOJIb30BATCII ¢
IMo3Bonsiercs nu
HET IMo3Bonsercs nu HET
3aBCpLLICHVlC TpaBUJIaMH MMOJIUTUKH
TIpaBUIIaMHU TTIOJIUTUKHA
COCTHHEHHS 6e3011aCHOCTH
6€30MacHOCTH 30H?
OJIb30BATENs?
O6HOBIICHHE TAOIHIIB] Ipomycruts naker k
o »
COe/TMHEeHHi azipecy Ha3HAYEHHs

AHaJIU3 NepCcrneKTHBbI PA3BUTHS CeTH

Nmeercss mepcnektuBa pa3Butus cetu IP-temedponmm, Tak kak B ckopom Oymymem HIID
«MHKpaH» OTKPBIBACT €lle OJMH O(HUC, KOTOPBIA OyAeT TeppUTOPUAIBHO YAaJIeH OT OCHOBHOTO
oduca, 111 KOTOPOro ObllIa CIIPOCKTUPOBAHA JIaHHASI CUCTEMA.
Asterisk TO3BOJISIET OpraHM30BaTh COEAMHEHHUE, KOT/Ia HMEETCS HECKOIbKO O(HCOB, MEXIY
KOTOPBIMM HYXKHO OpraHu3oBaTh cBs3b. Camoll 3(ddexTuBHON cxeMoil o0beauHEeHUs O(]HCOB
SBIIAETCS Tak Ha3plBaemasl ‘‘TIOJIHOCBsI3KA”, Kkorzma Asterisk B kaxaoM u3 opucoOB COeIUHEH
C KaXJIbIM U3 OCTalIbHBIX 0(ucoB. Takum 00pazoM, BeIX0 U3 cTpos Jr06oi u3 opucHsix ATC Hukak
HE MOBJIMSET Ha CBA3b B APYrUX oducax.
Certb IP-Teneponnn B HoBoM oduce OyaeT UACHTUYHA CETH CIPOEKTUPOBAHHOM /7S IaHHOTO oduca.
Ona Taxke Oyner ocHoBaHa Ha [1O Asterisk u umeTh Takyro ke CTPYKTYPY CETH Kak MOKa3aHO Ha
pucynke 9.7.
ObecnieueHne ceTeBoil 0€30MACHOCTH B TEPPUTOPUANBHO paclpesielieHHbIX o¢ucax, KOTOpble
ncnoyib3ytoT VoIP nemo BecbMma cnoxkHoe. Kak mpaBuiio, Takas 3ajada pelaeTcsi KOMIUIEKCHO, C
NPUMEHEHHEM PA3JIUYHBIX CETEBBIX YCTPOMCTB U MporpaMMHoro odecreyeHus. OHaKO OYeHb YacTo
KOMITAaHUM HE MOTYT mpenoctaBisiTh yciayru VolP, Video koHdepeHmmii u T.1. ynameHHBIM
¢bunanaM W/WiIM MOJIb30BaTENAM, TaK KaK HE B COCTOSHUM 00ECIIeYUTh BHYTPEHHIOI O€30MaCHOCTb
CeTH M HeoOXOIUMOE KauecTBO Iepelayd rojoca Uid BHUJeo. VIMEHHO B pelIeHHH TakuxX 3aaad U
nomorarot ycrporicrBa Ranch Networks B unterpanuu ¢ I[P PBX Ha oTkpbITBIX KOmax Asterisk.
Jlnia obGecrnieueHusi 0€30MaCHOCTH U MOBBIIIEHUSI Ka4eCTBa r0JIOCOBOM CBsI3U oduc Ne2 moakirodeH K
Nurepuery uepe3 npyroe ycrpoiictBo Ranch Networks, ckopee Bcero ato 6ymer RN300. Tak xe,
KaKk ¥ YCTPOMCTBO, YCTaHOBJIEHHOE B IeHTpaidbHOM oduce, RN300 obecreuut 06€30MacHOCTS,
NAT/PAT, VPN, DHCP, QoS, ynpapneHue moiaocoil mpomycKkaHus u T.1I.
Bce ynanénnsie ¢punmansl MOTyT UMETh OJMHAKOBBIe yacTHbIe [P-anpeca, npu s3Tom ycrpoiictBa RN
MONHOCTBhIO pematoT mpodiemy VolP NAT traversal 6e3 npumenenuss VPN-tyHHeneidl wim
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WCIOJIb30BAHUS BBICIEHHBIX JIUHUNA. O4eHb BAXHO OTMETHTH, YTO 00a ouca UMEIOT BHYTPEHHUE
KOHBEPI€HTHBIE CETH, KOTOPBIE MCHOJB3YIOTCS AJISi OJHOBPEMEHHOW Mepenauyd JaHHBIX U Tojoca,
Tak Kak ycTpoiictBa RN 3amummiaroT 3TH ceTd U 00CCIeUUBAIOT TAPAaHTHPOBAHHYIO IOJIOCY
MIPOITYCKaHUs TUISI rOJI0COBOTO Tpaduka.
Ho ecnu Bce-takum HeoOXoaummo mm@poBaHue W aemudpoBaHue Tpaduka, MPOXOMAIIETO 4Yepe3
VPN-TyHHenb, TO coBpeMeHHble MCDO wumeror wmoayab VPN, mno3Bosisiomuid  BHaudaje
pacmdpoBbIBaTh TpadUK, a 3aT€M MIPOU3BOIUTE €T0 (PHIIBTPALIHIO.
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