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2 [IpakTryeckue 3aHATHA 28 28 4acoB
3 JlabopaTtopHbie pabOThI 16 16 4acoB
4 Bcero aynuTopHbIX 3aHATHN 72 72 4acoB
5 CamocTosiTenpHas paboTa 72 72 4acoB
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7 ITonroroska u cgada pK3aMeHa 36 36 JacoB
8 OO01mast Tpy10eMKOCTh 180 180 9acoB
5.0 5.0 3.E.

Ok3ameH: 6 cemecTp
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
dopMUpPOBAHUE Y CTYJICHTOB KOMIUICKCHBIX MPEACTABICHUN 00 OCHOBaX OpraHu3aluu U (QyHKIIH-
OHHMPOBAHHSI COBPEMEHHBIX MH()OPMAIIMOHHBIX CETeH M CUCTEM Mepenaur nHGOpMaIuu, U3yuyeHUe MPHUH-
[IUIIOB OpTaHU3aIMU ¥ (PYHKIIMOHHUPOBAHUS CETEH M CUCTEM Iepeaaur HHPOPMaIUU, JTOKATBHBIX U TJIO-
OaNbHBIX KOMITBIOTEPHBIX CETEH U CPENICTB TEICKOMMYHUKAIUN, TEXHUYECKUX U MPOTPAMMHBIX KOMIIO-
HEHTOB CETEH M CHCTEeM TMepenadynd WH(pOpMaIuu, CETEBbIX MMPOTOKOJIOB M AJITOPUTMOB Tiepenadr HHQOop-
MallHH.

1.2. 3agaun JIMCHMIIINHBI
— JlaTh IpakTHUYECKH MOJKPEIUICHHOE NMTOHUMAHUE 3HAYECHHUS U BO3MOXKHOCTEH CETEM U CUCTEM
nepeaay MHGOPMAIMK B COBPEMEHHON WH(OPMAIMOHHOW Cpele W HAaydyuTh CTYJACHTOB NPHMEHSTH
COBPEMEHHBIC CETH U CHCTEMBI IepeIadn HHGOPMAIUU B CBOCH MPOo(heCcCHOHAIBHON TeITeThHOCTH.

2. MecTto mucuuniuebl B ctpykrype OIIOII
Hucuumuinza «Cetu u cuctemsl nepenaun nHopmarumn» (b1.51.06.05) otHocutes k 6moky 1 (Ba-
pUaTUBHASI YaCTbh).
[TpenmecTBYOIMKUMHU TUCLUITIMHAMH, (POPMUPYIOIIMMHU HavalbHble 3HaHUS, ABIA0TCS: be3omnac-
HOCTb ceTell OBM.

3. TpeOGoBaHus K pe3yJbTATAM OCBOCHUS JUCHUIIMHBI

[Tpouecc n3yueHus: AMCUUILIMHBI HApaBjieH Ha (POPMUPOBAHUE CIEAYIOIUX KOMIIETEHIUH:

— OIIK-1 cnocoGHOCTBIO aHAIM3UPOBATh (PU3MUECKUE SBICHUS U MPOLECCHI ISl peIIeHuUs Ipo-
(eccroHaNBHBIX 3a/1ad ;

— TIK-11 cmocoGHOCTBIO TPOBOIUTH IKCIIEPUMEHTHI TI0 3aIaHHON METOJUKEe, 00paboTKYy, OIeH-
Ky MOIPEUIHOCTH U JOCTOBEPHOCTH UX PE3YJIbTATOB

B pe3ynbraTe u3ydeHus JUCIUIUIMHBI 00Yy4aOLUICs TOJKEH:

— 3Harb [lpuHnunsl nepenaun nuHGopMauuu 1Mo ceTH. JIornueckyro Mojenb B3auMOJCHCTBUS
OTKPBITBIX CUCTEM. XapaKTEepUCTHKH KOMIbIOTEpHON ceTu. [IpuHIMIBI paboThl CETEBOro 000pyI0BaHHS
1 0COOEHHOCTH KaHAJIOB CBS3H.

— yMetb [IpuMeHHUTH CTaHIApTHBIE YTHIUTHI MPOBEPKU pabOTHI U cOOpa CTATUCTUKH CETEBOTO
COeIMHEHMSs, TaKue Kak ping, netstat, nslookup u ap. Paccunrars TpeOyeMyro mpomycKHYO ClIOCOOHOCTS,
ontumanbHbeli MTU u nonmyctuMyro 3afepKKy Nepeiayu 1Iu IPUKIaJHON IPOrpaMMBI.

— BJagerb HaBbikamMy yTeHHs] TaOIMIBI MapUIpyTH3alMU U TaOIUIl KOMMYTAlUH, MTOHUMAaThb
(GYHKIMOHUPOBaHMS IPOTOKOJIOB AMHAMUYECKOW MapUIpyTU3allui U IPOTOKOIA OJIOKMPOBAHUS METIEBBIX
coenuHeHui B JokanbHON cetn STP. [Ipuemamu HacTpOHKM ITPOrpaMMHBIX MEXKCETEBbIX AKpaHOB B OC
Linux 1 OC Windows. Crniocobamu co3nanus Kpunrorpadudecku 3amuiieHHspx VPN-coennaennii mo
nporokonam [PSec, SSH, SSL.

4. O0beM QUCHHUILIMHBI U BUABI Y4eOHOI padoThl
OO01mast TPyI0eMKOCTh AUCIUILTHHBI COCTaBIACT 5.0 3a4eTHBIX €AWHUIIBI U MIPE/ICTABICHA B Ta0JIH -

%264&114.1121 4.1 — TpynoeMKoCTh JUCIUILINHEI
Bunbl yueOHOI nesTeNbHOCTH Bcero gacos CemecTpsl
6 cemecTp
AynuTopHbI€ 3aHATUSA (BCETO) 72 72
Jlexknuu 28 28
[IpakTuyeckue 3aHATUS 28 28
JlaboparopHbie pabOTHI 16 16
CamocTtosiTenbHas paboTa (Bcero) 72 72
Odopmiierne 0T4eTOB 110 JTabOPaTOPHBIM paboTam 16 16
[TpopaboTka JIEKIIMOHHOTO MaTepuaia 28 28
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[ToaroroBka Kk MpakTUYECKUM 3aHATUAM, CEMUHApAM 28 28
Bcero (6e3 ax3amena) 144 144
IToaroroBka 1 caya sK3amMeHa 36 36
OO6miast Tpy1I0€MKOCTb, 4 180 180
3avetHbie EnuHUIBI 5.0 5.0
5. Conepxxanue IMCUMILIHHBI
5.1. Pa3nenbl AMCHMILIMHBI M BUAbI 3aHATHI
Pazniensl TUCIUIUTAHEI ¥ BUBI 3aHATHN PUBEACHBI B Ta0muiie 5.1.
Tabmuua 5.1 — Paznens! AUCHUIUIMHBI U BUJIbI 3aHSATHH
Bcero
Mpax. | Jla6. Cany, | 13COB dopMupyeMbl
Hazpanus pa3aenoB 1UCHUIUINHBI Jlek., u (Ge3 e
3aH., 9 | pab., 4 | pab., q
9K3aMe | KOMIIETEHIIUU
HA)
6 cemecTp
1 Beenenue 2 4 0 6 12 OIIK-1, IIK-
11
2 KommyTanus KaHaJlOB U IMAKETOB 2 4 0 6 12 OIIK-1, IIK-
11
3 Crangaprtu3aius ceten 2 4 0 6 12 |OIIK-1, IIK-
11
4 CeteBble XapaKTEPUCTUKH U Ka4€CTBO 2 4 0 6 12 |OIIK-1, ITK-
o0cITy>)KUBaHUS 11
S Tunbl TUHUHA CBSI3U 2 4 0 6 12 |OIIK-1, IIK-
11
6 KonupoBaHue 1 MyJIbTUIIIEKCUPOBAHUE 2 0 0 2 4 OIIK-1, IIK-
11
7 CereBoe 000pyIOBaHNE 2 4 4 10 20 |OIIK-1, TIK-
11
8 Texunomorus Ethernet 2 0 0 2 4 OIIK-1, TIK-
11
9 BupryasibHbI€ JIOKaJIbHBIE CETU 2 4 0 6 12 |OIIK-1, TIK-
11
10 becnpoBoanbie Bepcuu Ethernet 2 0 0 2 4 OIIK-1, TIK-
11
11 IP-agpecanus 2 0 4 6 12 OIIK-1, IIK-
11
12 [TpuHUUIIBI MapLIPYTU3ALUT 2 0 4 6 12 |OIIK-1, ITK-
11
13 [IpoTOKOJ MOKPBIBAIOIIETO JI€pEBA 2 0 0 2 4 OIIK-1, ITK-
STP 11
14 Ba3oBble cinyxeOHbIE CETEBbIE CEPBU- 2 0 4 6 12 |OIIK-1, IIK-
CBI 11
Hroro 3a cemectp 28 28 16 72 144
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Hrtoro

28 28 16

72 144

5.2. Coaep:xanue pa3aejioB IUCHUILIUHBI (110 JTEKIIUSAM)
Coneprxanue pa3aesioB TUCIHUILIHH (110 JIEKITUSAM) TPUBEACHO B TadmuIe 5.2.
Tabmuia 5.2 — Coneprkanue pa3faenoB JUCHUIUIAH (10 JICKIHSIM)

Haszeanus paznenos

ConeprxaHue pa3aesioB TUCIUTITUHBI (110
JICKITUSIM )

TpynoemkocTs,
q

dopmupyemblie
KOMIIETCHIIUU

6 cemecTp

1 Beeneune

DBOJIIOLINS KOMITBIOTEPHBIX ceTeil. UnTep-
HET, KaK ()aKTOp Pa3BUTHS CETEBBIX TEXHO-
JIOTHIA.

Hroro

OIIK-1, ITIK-11

2 KommyTranus
KaHaJOB U NAaKETOB

CpaBHeHue ceTeli ¢ KoMMyTaliel KaHaloB U
MaKeTOB. DJIEMEHTapHBIM U COCTaBHOM Ka-
HaJl, HeA(PEKTUBHOCTH MEepeAayy MyJbCUpy-
fouiero Tpaguka. bydepuszanus nakeros B
nakeTHou cetu. [TakeTHas ceTh ¢ ycTaHOBIIE-
HHUEM JIOTMYECKOTO COeTMHEHHUS], BUPTYaJlb-
HOTO KaHaJja.

Hroro

OIIK-1, ITK-11

3 Cranpaptuszauus
ceTen

NcTouHuku cTaH1apToOB, MOHSATUE OTKPHITON
CHUCTEMBI, CTaH/IAPTHBIE CTEKU KOMMYHHKa-
UOHHBIX TTpoTOKONIOB. Mozens OSI. Cran-
naptusanus Uarepraer. Knaccudukarms
KOMITBIOTEPHBIX CETEH.

Hroro

OIIK-1, IIK-11

4 CeteBhle
XapaKTEePUCTUKH U
KaueCcTBO
o0cIy>)KuBaHUS

JlonroBpeMeHHbIE, CpeTHECPOUHBIE U KpaT-
KOCPOYHBIE XapaKTePUCTUKHU ceTh. [Ipon3Bo-
JUTEIBHOCTh U Ha/ICXKHOCTh, IPUIIOKEHUS U
Ka4ecTBO 0OCITyKuBaHus. HXXUHUPUHT Tpa-
duxa.

Hroro

OIIK-1, IIK-11

5 Turel TUHUN CBA3U

CrnexrpanbHoe npeacTaBieHue cursania. [lo-
JI0Cca MPOITYCKAaHUS U MPOIYCKHAs CIoco0-
HOCTbh. Briusinue cnoco6a KomupoBaHus Ha
MIPOITYCKHYIO CIIOCOOHOCTh. DKPaHUPOBAH-
Hasl ¥ HeAPKpaHUpOBaHHAas BUTas napa. Koak-
CHaJILHBIHA Ka0eib. OITOBOJIOKHO.

Hroro

OIIK-1, ITIK-11

6 KoagupoBanue u
MYJITUIUICKCUPOBAHHE

Bune! konuposanus. KoguposaHnue aHanoro-
BOTO M IUCKPETHOTO(IIU(PPOBOTO) CUTHATIA.
Mynptumiekcuposanue FDM u WDM,
MyJIbTUILUIEKCHpoBanue TDM.

Hroro

OIIK-1, IIK-11

7 CeteBoe
o0opynoBaHue

IToBTOpPUTENN, KOHIEHTPATOPBI, KOMMYTATO-
pbl, MapupyTuzatopsl. Kiaccsl o6opynosa-
HUS, Mepapxus MOCTPOEHUS JTOKAIbHOU
cetn. CTpyKTypupOBaHHas KaOeabHast CU-

OIIK-1, IIK-11
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cTCMa.

Hroro 2

8 Texnonorus Ethernet | PaznoBunnoctu Ethernet. Meton noctyna k 2 OIIK-1, IIK-11
cpene nepeaaun. Gopmar kaapa. Makcu-
MaJIbHbI 1 MMHUMAJIbHBIA pa3Mep Kaapa.
[TonmnonynnexcHsii Ethernet, Mukpocermen-
tanuga. MDI u MDIX.

Hroro
9 BuprtyanbHbie CerMeHTalys B JJOKAJIILHOW CETH, TEXHOJIO- 2 OIIK-1, ITK-11
JIOKAJILHEIE CETU rug VLAN. Crangapt IEEE802.1Q u ero

pasButue, QinQ, VXLAN.

Hroro 2
10 BectipoBoiHBIE Ocob6ennoctu 6ecripoBonHoro Ethernet, 2 OIIK-1, ITK-11
Bepcuu Ethernet cTannaptsl 6ecripoBogHoro Ethernet. Meron

JocTyna K cpeze nepenadu. Touka Oecnpo-
BozHOrO nocryna. @opmar kagpa. BSS, ESS,
Ad-Hog, pacnipenenennbie 6ecipoBOIHbIE
cetu. KonTposiep 6ecripoBoiHOI ceTH.

Hroro 2

11 IP-anpecanus Anpecanus [Pv4. Knaccel, Macka noacertu, 2 OIIK-1, TIK-11
crienaibHble aapeca, mpotokoil ARP, NAT.
Anpecanus [Pv6, oTka3 OT Macku U poTo-
kona ARP, tuniet anpecos, SLAAC.

Hroro
12 ITpuHLIMTIBI Tabmuia MapIIpyTU3alMy Ha MapIIpyTH3a- 2 OIIK-1, IIK-11
MapIpyTU3aluu Tope. Popurenbckue u 1ouepHre MapuIpyThl,

QJITOPUTM TTOMCKA BBIXOJHOTO HHTepdeiica.
Tabnuua mapupyTuzanun kommnstotepa ¢ OS
Windows, OS Linux.

Htoro 2
13 ITpoTokon [IInpokoBeImaTeIbHbII ITOPM U aJITOPUTM 2 OIIK-1, ITIK-11
nokpsIBaroriero aepesa | STP mis 60psOb! ¢ HUM. CTaHIapT
STP IEEE802.1D. Ponu nnTepdeiicos B mporiec-

ce STP. Be16op KopHEBOTO KOMMYTATOpA.
Vayumennas Bepcus RSTP. CoBmecTHas pa-

6ora STP u VLAN.
Hroro
14 ba3oBnie Crnyx06a nomennbsix umeH DNS, cepBuc aB- 2 OIIK-1, ITK-11
cinyxeOHble ceTeBble | TokoH(urypuposanus DHCP, cepsuc cun-
CEPBUCHI xpoHusauuu Bpemenu NTP, cepBuc peru-
ctparuu coobiTuit Syslog.
Hroro 2
Hroro 3a cemectp 28

5.3. Pa3nenbl JMCUMILNIMHBI M MEXKIMCUMILUIMHAPHBIE CBSA3H ¢ 00ecneYyuBAKIIMMH (NPeAbl Ty IIIUMHU)
U o0ecnieyBaeMbIMH (MOCJIETYIONIUMH) TUCHTUTIHHAMU
Paznensl quCHUIUIMHBL M MEXIUCHUIUIMHAPHBIE CBSI3U C 00ECIEUMBAIOIIMMHU (MIPEABIAYIIUMHU) U
obecrnieunBaeMbIMHU (TTOCIIETYIONTUMHI ) AUCITUTUTMHAMHE TIPEJICTAaBICHBI B TabuIE 5.3.
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Tabmuua 5.3 — Pa3nenbl IUCIUTUTHHBI B MeXANCIUILTHNHAPHBIC CBSI3U

Ne pasaciion l[aHHOﬁ JAUCHUIUIUHEIL, JJIST KOTOPBIX HCOGXOIII/IMO HN3YUYCHUC
O6CCHC‘II/IBaI-OH_II/IX 1 o0ecreynBaeMbIX JUCHUITIINH

1 2 3 4 5 6 7 8 9 |10 | 11 | 12 | 13 | 14

HpC,Z[HICCTBYIOIJ_II/IC JAUCITUITIINHBI

HaunmenoBanue
UCLIUILINH

1 Be3omacHocCTh ce-

- + -
Tert DOBM

5.4. CooTBeTCcTBHE KOMIIETEHIN I, (POPMHUPYEMBIX IPH H3YYCHUHU AUCUMIIMHBI, 1 BU/0B 3aHATHH
CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MpPHU HM3YYEHUH IUCIUIUIMHBI, W BHIIOB 3aHATHA
npezcTaBiIeHo B Tabmuue 5.4.
Ta6muma 5.4 — CoOTBETCTBHE KOMIIETEHIINN, (DOPMUPYEMBIX TIPU M3YUYECHUH JAUCIUTUINHBI, U BUIOB 3aHS -
TUH

Komreren Bunsl 3anaTHii
®DopMBbI KOHTPOJIS
nuu Jlek. [Ipak. 3aH. Jlab. pad. Cawm. pa6.

OIIK-1 + + + + Tect, OTuer o maboparop-
HOI paboTe, OTUeT 1Mo mpak-
TUYECKOMY 3aHITHIO

IK-11 + + + + Tect, OTuer no nmaboparop-
HOU pabote, OTYET 1O Mmpax-
TUYECKOMY 3aHITHIO

6. UnTepakTUBHBbIE MeTOABbI M (GOPMBI OPraHU3aLMU 00yYeHH s
He npenycmorpeno PVYII.

7. JIaGopaTtopHbie padoThI
HaumeHnoBanue nabopaTopHbIx padboT npuBeaeHo B Tabmuue 7.1.

Tabmuua 7.1 — HaumeHoBaHue 1a00paTopHBIX padboT

Tpynoemkocts, | Dopmupyembie
HazBanus pa3nenos HaumenoBanue nabopaTtopHbIx padboT Py ’ pMHDY
q KOMITETEHIIUU
6 cemecTp
7 CereBoe Hactpoiika cepsuca OpenVPN. OIIK-1, IIK-11
obopynoBaHue Wroro
11 IP-agpecanus @unbrpanus Tpaduka, CIUCKHA KOHTPOJIS J10- OIIK-1, I[IK-11
CTyna.
Hroro
12 [TpuHUUIIBI Hactpoiika nuHaMU4eCcKoi MapLIpyTU3aun OIIK-1, IIK-11
MapuUIpyTHU3aLHAH c nporokonamu RIP u OSPF.
Hroro
14 bazoBbie Hactpoiika cepBucoB NTP u Syslog OIIK-1, TIK-11
CITy>)KeOHBIE CETEeBBIE Vroro
CEPBUCHI
Hroro 3a cemectp 16
8. [IpakTHYeckue 3aHATHSA (CEMUHAPHI)
HanmMeHnoBaHnue npakTHUeCKuX 3aHATUN (CEMHUHAPOB) MpUBeEIeHO B Tabmmie 8.1.
Tabmua 8.1 — HaumeHoBaHUe MPAKTUYECKUX 3aHATHH (CEMHUHAPOB)
HaumeHnoBaHue nmpakTHUEeCKUX 3aHATUI Tpynoemkocts, | Dopmupyembie
Hazpanus pa3nenos p Py ’ pMHDY
(cemuHapoB) q KOMITCTCHITH
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6 cemecTp

1 Benenue CereBble yTHIUTHI ping, netstat, arp, 4 OIIK-1, I[IK-11
traceroute, 6a30BbIe BOZMOKHOCTH, aHAIH3
PE3YJIbTATOB BBHITIOJTHEHHUS.
Hroro
2 KommyTanus Haznauenue [P-anpeca na unrepdeiic, OIIK-1, [IK-11
KaHAJIOB U MAKETOB | YIIPABJIECHUE Pa3MEPOM CO31aBAEMOM CETH C
MTOMOIIBIO MAacCKHU MOJICETH.
Uroro
3 Cranmaptuzauust | Haznauenue IPv6 agpeca Ha ceTeBoi HHTEp- OIIK-1, IIK-11
ceTeit ¢etic. Anpeca tumna Link-local u Global. Hc-
nosib3oBanue nporeaypsl SLAAC. Pa3oue-
HUE Ha MOJICETH.
Hroro
4 CereBble Hacrpoiika mapmpyruzanuu B OC Windows OIIK-1, ITK-11
XapaKTEPUCTUKU U | C UCTIOTIB30BAHUEM CPENIbl BUPTYyaTU3alluu
KaueCcTBO Oracle VirtualBox.
00CITy>)KUBaHHS Vitoro
5 Tunel mununii cBsizu | Hactpoiika mapmpyrusaiuu B OC Linux ¢ OIIK-1, ITK-11
MCIIO0JIb30BAaHUEM CPEJIbl BUPTYaIH3aLUU
Oracle VirtualBox.
Uroro
7 CereBoe Nzydenue padotsl mpotokona STP. ®opmar OIIK-1, IIK-11
obopymoBanue CITy’KEOHBIX COOOIICHH, POJIM KOMMYTATO-
pOB.
Uroro
9 BuptyanbHbie CerMeHTHpOBaHUE JIOKAJILHON CETU C TIOMO- OIIK-1, ITK-11
JIOKAJILHEBIE CETU e Texgoaorud VLAN.
Uroro 4
Hroro 3a cemectp 28

9. CamocrositesqibHas pabdora

Bunel camocTosTenbHOM paboThI, TPYAOEMKOCTh U (POPMHUpPYEMbIE KOMIIETEHIIUH PEICTABICHbI B

Tabimie 9.1.

Tabmuia 9.1 — Bubl caMOCTOSTEIBHOM paboThI, TPYIOEMKOCTh B (DOPMUPYEMbIE KOMIIETCHIHH

Bunasl camocrositensHol | TpynoemkocTs, | DopMupyembie
HasBanus pasnenos g PyA ’ PMHDPY @OpMBI KOHTPOJIS
paboThI q KOMIETEHITUU
6 cemecTp
1 BBeneuue [ToaroroBka k mpakTuye- 4 OIIK-1, I[IK-11 |OTyeT no npakTuye-
CKHUM 3aHSTHUSIM, CEMHUHA- CKOMY 3aHSTHIO,
pam Tect
[IpopaboTka JIEKITMOHHO- 2
ro MaTepualia
Hroro
2 KommyTanus IToaroroBka Kk mpaxkTu4e- OIIK-1, [IK-11 |Otyert no npaktuye-
KaHAJIOB U MAKETOB | CKUM 3aHATUSIM, CEMHUHa- CKOMY 3aHSTHIO,

CornacosaHa Ha noprtane Ne 75996




pam Tect
[TpopaboTka JTeKIHOHHO- 2
ro Marepuana
Hroro
3 Cranpgaptusauusa | IlonroroBka k mpakTuue- OIIK-1, [IK-11 |Otuer no npakruye-
cereit CKUM 3aHATHUSIM, CEMHHa- CKOMY 3aHSTHIO,
pam Tect
[TpopaboTka JIEKITMOHHO- 2
ro Marepuaina
Hroro
4 CeteBble [ToaroroBka Kk mpaxkTu4e- OIIK-1, IIK-11 |OtyeT no nmpaktuye-
XapaKTEPUCTUKU U | CKMM 3aHITHUSM, CEMUHA- CKOMY 3aHSATHIO,
KauyecTBO pam Tect
1
o0CTy KUBAHYS ITpopaboTKa JEeKIIMOHHO- 2
ro Marepuana
Hroro
5 Tunbl TuHUMA [ToaroroBka k mpakTuye- OIIK-1, ITK-11 |OT4eT no npakTuye-
CBSI3U CKUM 3aHATUSIM, CEMUHA- CKOMY 3aHSTHIO,
pam Tect
[TpopaboTka JIeKITMOHHO- 2
ro Marepuaina
Hroro
6 KomupoBanue u | [IpopaboTka JTeKIIMOHHO- OIIK-1, ITIK-11 |Tect
MYJIBTUIUIEKCHUPOBA |TO MaTepuana
HHe Hroro
7 CeteBoe IToaroroska K nmpaxkTuye- OIIK-1, [IK-11 |Otuer no na6opa-
o0opynoBaHue CKHUM 3aHATHUSM, CEMHUHA- TOpHOI1 pabote, OT-
pam 4eT 10 MpaKTuye-
KOMY 3aH
[TpopaboTka JEKIIMOHHO- 2 % OMY 3aHATHIO,
ro Marepuaia cet
OdopmiteHre 0TYETOB TIO 4
nmabopartopHbIM paboTam
Hroro 10
8 Texnomorus [TpopaboTka JIeKITMOHHO- 2 OIIK-1, ITK-11 |Tect
Ethernet ro Marepuana
Hroro
9 BupryanbHble IToaroroBka K nmpaxkTuye- OIIK-1, [IK-11 |Otuet no npaktuye-
JIOKaNIbHBIE CETH CKUM 3aHATHUSM, CEMUHA- CKOMY 3aHSTHIO,
pam Tect
[IpopaboTKa JIEKITMOHHO- 2
ro Marepuaina
Hroro
10 becipoBognbie | [IpopaboTka JIEKITMOHHO- 2 OIIK-1, ITIK-11 |Tect

Bepcun Ethernet

ro Marcpuajia
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Hroro
11 IP-agpecanus [TpopaboTKa JEeKIIMOHHO- OIIK-1, ITK-11 |OTtuer no na6opa-
ro MaTepuasa TOpHOH paboTe,
OdopmieHne 0T4ETOB 10 4 Tect
nabopaTopHBIM paboTam
Hroro
12 ITpuHLIMIIBI [TpopaboTKa JTEeKITMOHHO- OIIK-1, TTK-11 |OTtuer no na6opa-
MapHIpyTU3aLIH ro MaTepuasa TOpHOH paboTe,
OdopmieHre 0TYETOB TI0 4 Tect
JabopaTOpHBIM paboTam
Hroro
13 IlpoTtokon ITpopaboTKa JEeKIIUOHHO- OIIK-1, I[IK-11 |Tect
MTOKPBIBAOIIIETO ro Marepuaina
nepesa STP Hroro
14 bazoBbie [IpopaboTKa JIEKITMOHHO- OIIK-1, ITK-11 |Tect
ciry>keOHbIe ro MaTepuasa
CCTCBBIC CCPBHCEL | () hopmireHre 0TUETOB 10 4
nabopaToOpHBIM paboTam
Hroro 6
Hroro 3a cemectp 72
ITonroroBka u cnava sk- 36 OK3aMeH
3aMeHa
Hroro 108
10. KypcoBoii npoekTt / kypcoBasi padota
He npenycmotrpeno PVYII.

11. PeiiTuHroBas cucremMa JJisi OlleHKH YCIIeBAeMOCTH 00yYAIOIIHXCS

11.1. banabHbIe OLIEHKH JJIs1 3JIEMEHTOB KOHTPOJIA
Tabmuma 11.1 — bayuibHBIC OIIEHKH ISl 2JIEMEHTOB KOHTPOJIS

. . MakcumanbHbIN
. MakcumanbHbBIN MaxkcuMaTbHBIT
DneMeHThI y4eOHOoM 0aJut 3a nepuos Bcero 3a
6amt Ha 1-yto KT ¢ | ©Oamnn 3a nepuon
NEeATENbHOCTH mexay 2KT u Ha ceMecTp
Havana ceMectpa | Mexay 1KT u 2KT
KOHEIl ceMecTpa
6 cemecTp
OtyeTt no nabopaTopHO 5 5 10 20
pabote
OTt4er 1o NpaKTUIECKOMY 5 10 20 35
3aHATHIO
Tect 5 5 5 15
Hrtoro makcumyM 3a nepu- 15 20 35 70
on
OK3aMeH 30
Hapacratomum urorom 15 35 70 100
10
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11.2. IlepecyeTt 0a/1J10B B OLICHKH 32 KOHTPOJIbHbIC TOYKH
[Tepecuet 6amIOB B OLIEHKHU 32 KOHTPOJIBHBIE TOUKH MpeCTaBiieH B Tadymie 11.2.
Ta6muma 11.2 — IlepecueT 0ansioB B OLIEHKU 32 KOHTPOJIbHBIE TOUKH

basnel Ha 1aTy KOHTPOJIBHOW TOYKH Onenka

> 90% ot MakcuManbHOU cyMMBbl OaiioB Ha gaty KT 5

Ot 70% no 89% ot makcumasbHOM cymMbl OaiioB Ha aaty KT

Ot 60% 10 69% OoT MakcUMaIbHOM cyMMbl OaisioB Ha naty KT

SR

< 60% oT MakcuMaIbHOU cyMMBbI OaioB Ha naty KT

11.3. IlepecyeTr cyMMbI 02/1710B B TPAAULHOHHYIO M MEKITYHAPOIHYIO OLEHKY
[Tepecuer cymMMBI 0aJIOB B TPaIUIMOHHYIO M MEXIYHAPOAHYIO OLIEHKY NPEACTaBICH B TaOmuIe
11.3.

Tabmuma 11.3 — Ilepecuer cymMMbl OaJIOB B TPAAUITMOHHYIO M MEXKTYHAPOJIHYIO OIICHKY

HtoroBas cymma 0aos,

Onenka (I'OC) YYMTHIBAET YCHEIIHO CAAHHBIN Onuenka (ECTS)

9K3aMEH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (oTIIMYHO)
85 -89 B (ouenb xoporiiio)

4 (xopoI1o) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBnerBoputeiabHO)

3 (yZIOBJIIETBOPUTENHHO) (3aYTEHO) 60 - 64 E (HocpeicTaento)
2 (HEYROBIIETBOPHTENLHO) (e Huxe 60 6ammon F (HeynoBneTBOpUTENHHO)

3a4TEHO)

12. YueOHO-MeTOAM4YecKOe M HHGOPMALMOHHOE o0ecneyeHne JUCHMIITTHHbI

12.1. OcHoBHas1 JIMTEpaTypa
1. KommprorepHsie ceTu: [IpuHIUIBI, TEXHOJIOTHH, MMPOTOKOJBI: yUeOHOE MOCOOUe ISl BY30B /
B.I''Omudgep, H.A.Onudep. - 3-e uzn. - CIIG.: [Tutep, - 2006. - 960 c.: un. (Hamuuue B 6ubmuorexe TY -
CVYP -90 k3.)
2. OCHOBBI TIOCTPOCHUSI MH(POKOMMYHUKAIIMOHHBIX CHCTEM M CeTel [DJIeKTpOHHBIH pecypc]:
VYyeOnoe mocobue / A. B. [IlyroBkun - 2014. 156 c¢. — Pexum pocryna:
https://edu.tusur.ru/publications/6061.

12.2. lonotHuTEIbHAS JIUTEpaTypa
1. TenekOMMYHUKAITMOHHBIE CETH U TEXHOJIOTHHU [ DIEKTPOHHBIN pecypc]: yaeoHoe mocodue / X.
. Kyne6ukasa, b. X. Kynsoukasu, A. B. Jlutikos, A. B. lllanaeiOun ; mon penakuueit X. . Kyns6uka-
ssHa. — PocroB-Ha-Jlony : PI'VIIC, 2019. — 212 ¢. — TekcT : 31eKTpoHHBIN // JIaHb : 37eKTpOHHO-0MO0-

JMOTeYHass CcucTeMa. — PeXuM JocTyma: Ui aBTOpHU3. MOJb3oBaresell. — PexuM gocTyma:
https://e.lanbook.com/book/134039.

12.3. YueOHO-MeTOAHIECKHE ITOCOOUS

12.3.1. O6s3aTe/ibHbIE Y4€OHO-METOANYECKHE MOCOOUSs
1. BbluncnuTenbHbIe MAIIMHBI, CUCTEMBI M CETU [DNEeKTpOHHBIN pecypc]: Meroauyeckue ykasa-
HUS IO BBINOJIHEHUIO JaboparopHbeix pador / C. A. IlanoB - 2015. 12 c¢. — Pexum pnocryna:
https://edu.tusur.ru/publications/5004.

12.3.2. YueOHO-MeTOAMYeCKHE MIOCOOMS JIs1 JIMI € OTPAHMYECHHBIMH BO3MOKHOCTSIMH 3/10POBbS H
HHBAJIM/I0B
Y4eOHO-MEeTOqMUECKNE MAaTepUabl ISl CAMOCTOSTEIBHON M ayTUTOPHOU paboThl 00ydyaromumxcs
U3 YHCiIa JIUI C OTPAaHUYCHHBIMU BO3MOXKHOCTSIMU 3/10POBbSl U MHBAINIOB MIPEAOCTABISIOTCS B (opMax,
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a/IalITUPOBAHHBIX K OTPAHHYCHUSM UX 37I0POBbSI U BOCIIPUATHS HH)OPMAIIH.
JI1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHMsI:
- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;
- B IIeYaTHOW (hopMe YBEITMUECHHBIM HIPHUPTOM.
JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH cJIyXa:
- B (hopMe IIEKTPOHHOTO IOKYMEHTA;
- B IevaTHoOU opme.
JIJ1s1 JIMI ¢ HAPYLIEHHUSIMH OTIOPHO-AIBHIaTeJILHOTO anmapara:
- B (hopMe IIEKTPOHHOTO IOKYMEHTA;
- B ITe"YaTHOU hopme.

12.4. IIpodeccuonaibHbie 6a3bl JAHHBIX U HH(POPMAINMOHHBIE CTIPABOYHBIE CHCTEMBI
1. DOBC «Jlasb» e.lanbook.com
2. DBC «lOpaiit» https://urait.ru

13. MaTtepuajibHO-TEXHUYECKOE o0ecnedyeHue TMCIUIINHBI U TpedyeMoe MporpaMMHoe
o0ecrneyeHune

13.1. O6uue TpedGoOBaHMA K MATEPHAJBHO-TEXHUYECKOMY H IPOrPAMMHOMY 00ecrie4eHHI0
AUCUHMILTUHBI

13.1.1. MaTepuaJbHO-TEXHHYECKOE H IPOrPaMMHoOe o0ecnedyeHne ISl JICKIIMOHHbBIX 3aHATHH
Jlns mpoBeieHUs 3aHATUH JIEKIITMOHHOTO TUIIA, TPYIIIOBBIX M MHIAWBUYaIbHBIX KOHCYJAbTALIUH, TE-
KYILEr0 KOHTPOJISL U MPOMEXKYTOUHON aTTECTALMU UCTIONb3YyeTcs yueOHasi ayIUTOPUs ¢ KOITUUECTBOM I10-
CaJIOuHBIX MECT He MeHee 22-24, 000pyAoBaHHAs TOCKOM W CTaHAApTHOW ydeOHO# mebenbro. Mmerores
JIEMOHCTpaIMOHHOE 000pyA0BaHNHE U yUeOHO-HAITBIIHBIE TOCOOMs, 00eCcIeunBaroIIie TeMaTHIeCKUe Uil -
JIOCTPALIMHU 10 JIEKLMOHHBIM pa3JieiaM TUCIUIUINHEI.

13.1.2. MaTepuaibHO-TEXHMYECKOE M IPOrpaMMHOe o0ecredeHne 1A NPAKTHYEeCKUX 3aHATHI
JlabGopaTopust 3amuThl HHGOpManuu B cuctemMax MHTepHeTa Bemiei
yueOHas ayTuTOpHsl 7Sl IPOBEACHUSI 3aHATHI MPAaKTUYECKOTO TUTIA, ydeOHas ayaAuTOpus Ui PO -
BEJICHUSI 3aHATHH JJa0OPATOPHOTO THUIIA
634045, Tomckas obmacts, I. Tomck, yn. KpacHoapmeiickas, 1. 146, 707 ayn.
Onucanune UMeroIerocs 000py10BaHUs:
- UnTepaktuBHas nocka Samsung LH75QBHRTBC/CI,
- Monyns UMDK-RFU anantepa BHEIIHUX JaTYUKOB;
- Moznem pagunoceru LoRa;
- Mogyns UMDK-LIT narunka ecCTeCTBEHHOW OCBEINIEHHOCTH;
- Monyns UMDK-THP nmatunka remnepaTypsl, BIaXXHOCTH, JABJICHUS BO3/1yXa,;
- Monyns UMDK-6FET ynpaBiienust Harpy3kaMu MOCTOSIHHOTO TOKa;
- Uctounuk nutanus 12 B 1,5A;
- Ucrounuk mutanus SB 2A;
- Mogyne UMDK-LMT BHEmIHUX TEPMOJATUYMKOB;
- Moagyns UMDK-SOUND narynika 3ByKOBOTO JaBJICHUS;
- Mynstumetp UT-139C;
- YauBepcasibHas naboparopus Analog Discovery 2;
- UMDK-PIR;
- STM32F0DISCOVERY;
- Otmagounas minata Ha 6aze MCU STM32F051R8T6 (ARM Cortex-M0), ST-LINK/V;
- Kommutekt crienmanusupoBanHoi yaeOHOW Mebenu;
- PaGouee mecto nmpenogaBarens.
[IporpamMMHoOe obecrieueHue:
— OC Ubuntu 16.04
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13.1.3. MaTepuaJbHO-TEXHHYECKOE M IPOrPaMMHoOe odecredeHne J1JIs J1adopaTopHbIX padoT

JlaGopaTopust 3amuTel HHGOpManuu B cuctemMax MHTepHeTa Bemiei

yueOHas ayuTOpHsl 7Sl IPOBEACHUSI 3aHATHI MPAKTUYECKOTO TUTIA, YdeOHast ayaAuTOpHs IS TIPO -
BEJICHUS 3aHATHI JJaOOPAaTOPHOTO THUIIA

634045, Tomckas obmacts, T. Tomck, yin. KpacHoapmeiickas, 1. 146, 707 ayn.

Ornrcanrie UMEIOIETOCs 000PyI0BaHUS :

- UnTepaktuBHas nocka Samsung LH75QBHRTBC/CI,

- Moayns UMDK-RFU anantepa BHEITHUX JaTYUKOB;

- Moznem paguoceru LoRa;

- Moayns UMDK-LIT narunka ecTeCTBEHHOW OCBENIEHHOCTH;

- Moayns UMDK-THP natuuka temnepaTypsl, BIaXXHOCTH, JAaBJICHUS BO3/1yXa;

- Monyns UMDK-6FET ynpaBieHus Harpy3kaMu MOCTOSSHHOTO TOKa;

- Ucrounuk nutanms 12 B 1,5A;

- UcTtounuk nuranus 5B 2A;

- Moayne UMDK-LMT BHEMIHUX TEPMOIATUYMKOB;

- Moayns UMDK-SOUND naturka 3ByKOBOTO JTaBJICHUS;

- Mynstumetp UT-139C;

- YauBepcanbHas nadoparopus Analog Discovery 2;

- UMDK-PIR;

- STM32F0DISCOVERY;

- Otnagounas 1rata Ha 6aze MCU STM32F051R8T6 (ARM Cortex-MO0), ST-LINK/V;

- KommiekT cnenuann3upoBaHHON yueOHOM MeOen;

- PaGouee mecto mpenogaBarens.

[IporpammHuoe obecrieueHue:

— OC Ubuntu 16.04

13.1.4. MaTrepuajibHO-TEXHMYECKOE U IPOTPaMMHOe odecredeHue 1JIs CAMOCTOATEIbHOI padoThI
Jiist caMoCTOSTeNbHOM paboThl HCMONB3YIOTCA y4eOHbIE ayAUTOPUU (KOMITBIOTEPHBIE KJIacchl),
PacCIOJIOKEHHBIE TIO aJIpecaM:
- 634050, Tomckast o6macTb, T. Tomck, Jlennna mpocmnexr, 1. 40, 233 ayx.;
- 634045, Tomckas obmacts, r. Tomck, yin. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast obnacTb, . Tomck, Bepmmmauna ynuna, 1. 47, 126 ayz.;
- 634034, Tomckast obmacts, r. Tomck, Bepmmanna ymuma, 1. 74, 207 aya.

CoctaB 000pyIOBaHUSA:

- yueOHasi meOelb;

- komnetoTepsl kinacca He Hwke [I9BM INTEL Celeron D336 2.8['T. - 5 miT,;

- KOMOBIOTEPHI MOJKIIOUYEHBI K ceTu «VHTepHeT» U 00ecreynBaroT JAOCTYI B AIIEKTPOHHYIO HH-
(hopManOHHO-00pa30BaTENIbHYIO CPEly YHUBEPCUTETA.

[lepeueHb MPOrpaMMHOTO 0OCCIICYCHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHUYECKOe o0ecnedeHre JUCHUIIHHBI VIS JIMI ¢ OTPAHUYEHHBIMH
BO3MOKHOCTSIMH 310POBbSI 1 HHBAJIN/10B
OcBoeHHe NUCHUILUIMHBI JIMIAMU C OTPAHUYEHHBIMU BO3MOXKHOCTSMHU 3/I0pPOBbS U MHBAIHMJAMU
OCYILIECTBIISIETCS C UCIOIb30BAHUEM CPEJCTB 00ydeHHs OOIIEro U CHEeMaIbHOI0 Ha3HAUYeHUS.
[Tpu 3aHATHAX ¢ 0OYyUYaAIOLIUMUCS ¢ HAPYIIEHHUSIMH CJIyXa [PEeTyCMOTPEHO UCIIOIb30BaHHE 3BYKO-
YCUJIMBAIOIIEH anmapaTypbl, MyJIbTUMEIUHHBIX CPECTB U JPYTUX TEXHUUYECKUX CPEACTB MpueMa/mepena-
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4yi y4yeOHOM nH(pOPMALIUU B TOCTYIHBIX (hopMax, MOOMIIBHOM CHCTEMBI MTPEToiaBaHus il 00YJatOLTHXCsI
C MHBAJIMIHOCTBIO, TOPTATUBHON MHIYKIIMOHHOMN CUCTEMBI. Y4eOHasl aymuTOpUs, B KOTOPOUH 3aHUMAIOTCS
oOyyarolyecsi ¢ HapylIEeHHEM CllyXa, 00OpYy/lI0BaHA KOMITBIOTEPHOM TEXHMKOM, ayAMOTEXHUKOH, BUICO-
TEXHUKOMU, AJIEKTPOHHOM JOCKOH, MYJIbTUMEIUIMHON CUCTEMOM.

[Tpu 3aHATHAX C OOYYAIOUIMMHUCS ¢ HAPYILIEHUSIMH 3PEeHUSIMH TIPEIYCMOTPEHO HCIIOJIb30BAHKE B
JICKIMOHHBIX U YUeOHBIX ayJUTOPUAX BO3MOXKHOCTH MPOCMOTPa yAaJIEHHBIX 00BEKTOB (Hampumep, TeKCTa
Ha JIOCKE WJIM CJIaiiia Ha SKpaHe) P MOMOIIM BUACOYBEINIUTENEH A1 KOM(POPTHOTO IPOCMOTPA.

[Tpu 3aHATHAX C 0OYy4YaIOIIUMUCS ¢ HAPYLIEHUSIMH ONOPHO-ABUIaTeIbHOIO aNnapara UCIOJb-
3yIOTCS aJbTePHATUBHBIC YCTPOHCTBA BBO/IA MH(OPMAIIMK U IpYTHE TEXHUUECKUE CPENICTBA ITpHeMa/epe-
Jnaud yaeOHOM MHGPOpMaIUKA B JOCTYIHBIX (popMax, MOOMIIBHOW CUCTEMbI OOYYCHUS JJIs JIFO/ICH C MHBA-
JUIHOCTBIO.

14. OIIeHO‘lHLIe MaTepHuajJabl  METOAUYECCKUE PEKOMEHIAUHU MO OPraHu3alluv U3yYCHUA
AUCHHUITINHbI

14.1. Couepmalme OLICHOYHBIX MATCPHAJIOB U METOANIECCKUEC PEKOMECHAAIIUH
I[J'ISI OLCHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I N YPOBHsA OCBOCHHA 3aKPCIIJICHHBIX 3a HHCHHHHHHOﬁ
KOMITCTCHITHM HCIIOJIB3YIOTCA OLCHOYHBIC MaTCpHUaJibl B COCTABE!

14.1.1. TecToBble 3aganus
1. dns anpeca 192.168.1.100 onpenenuts MacKy MOACETH MO KJIACCOBOMY THUITY U BBIJICIIUTH aJIPEC
HCXOJHOM CETH.

2. Pazouth HCXOAHYIO CCTh Ha 16 nojacerei PaBHOTO pa3sMeEpa, 3a/laB HOBYKO MACKy IMOJACCTHU.

3. ns appeca 2001:ABCD:FFE0:4571::AAAA omnpenenuts agpec CeTU B Cllydae CTaHAAPTHOIO
npedukca /64.

4. Pa30uts cetb IPv6 Ha 16 mozacereil, coxpaHUB HEU3MEHHBIM INI00AIbHBINA NpeduKc, a U3MEHe -
HUS a/peca BBINOJHSS C TIOMOIIBIO YETBEPTOTO XEKCTETA.

5. Kak noBiuser Ha nepcaadyy AaHHBIX B CCThb HA3HAYCHUA MCTPUKA paBHAA 208 Ta6J'II/II_IC MapuI-

pYTU3aLlMK JIJIs1 TOW CETH, €CJIM APYTUX 3alucei UIsl TOW jKe CeTH Ha3HaueHUs B TaOJUIe MaplipyTU3a-
L[UU HET.

14.1.2. Dx3aMeHALlMOHHBbIE BONPOCHI
1. [TosicHuTe yHKIMH, COOTBETCTBYIOIIUE YPOBHSIM MOJIETH B3aUMOJICHCTBHS OTKPBITHIX CUCTEM.

a) [IpuknamgHOM, IpeICcTaBIeHUs, CEaHCOBBIN, TPAHCTIOPTHBIN, CETEBON, KaHAJIbHBIN, (PU3HUCCKHUI;
0) [IpencraBneHus, CEaHCOBBIN, MPUKIIATHOMN, TPAHCIIOPTHBIN, KaHAJILHBIN, CETEBOM, PU3NUECKUI;
B) CeTeBoii, TPaHCIIOPTHBIN, KaHATBHBIN, (PU3NUECKUI, CEAaHCOBBIN, MPEACTABICHHUS, IPUKIIATHOM;

r) ®usnyeckuii, KaHATBHBINA, CETEBOM, TPAHCTIOPTHBIN, CEAHCOBBIN, TPUKJIAHON, TTPEICTABICHHUS.
2. Kakum o6pazom Beinonusiercs FDM, WDM u TDM mynbTHIIEKCHPOBaHUE.

a) FDM - pacnipenenenune no yactoraM, WDM - pacrnipenenenue no aiuHam BoiH, TDM - pacnpe-
JIEJIeHHEe BO BPEMEHU;

06) FDM - pacnpenenenue Bo BpeMenn, WDM - pacnpenenenue 1o jymHaMm BoyiH, TDM - pacmnpe-
JIeJIEHHE 10 YacTOTaM;

B) FDM - pacnpenenenue no nqinuHam BosiH, WDM - pacripenenenue o yacroram, TDM - pacripe-
JIEJIeHHEe BO BPEMEHU;

r) FDM - pacnpenenenue no npoctpanctBy, WDM - pacnpenenenne Bo Bpemern, TDM - pacrpe-
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JIEJIEHNE 10 JUIMHAM BOJIH;
3. B kakoif o6iacti BO3MOXXHO BOSHMKHOBEHHME KOUTHM3Mil B cetu Ethernet mpm mukpocermeHTa-
UK 1 paboTe nHTep(EeicoB B pexKUME MOITHOTO JyIuieKkca?

a) Hu B kakoii;
0) B obOnactu ToMeHa KOJUTH3UI;
B) Ha yuyactke Mex1y yCTpOHCTBOM U OIIKANIINM KOMMYTAaTOpPOM;

r) B obmacTu mmmpokoBenaTeIsHOro JOMEHa.
4. Yto o3HAYaeT POAMTEIbCKUN MapiipyT B TaOJWIlE MapIIpyTH3allUA, COOTBETCTBYET JIM OH Ka-
KOMY-JTHOO BBIXOJJHOMY HHTEp(eicy?

a) MapuipyT K1accoBoil ceTu NnpH pa30OMeHUH STOM CETH Ha MOJICETH, HE UMEET aCCOLHUAINH C Cce-
TEBBIM UHTEpEHCoM;

0) MapuipyT KJ1accoBO#l ceTH IIpH pa30MEHNHN 3TON CETH Ha MOJCETH, aCCOIMUPOBAH C BUPTYaJlb-
HBIM HHTEp]ericoM et o0paTHOH CBsI3H;

B) Her HUKaKuUX pOIUTENHCKUX MapipyToB. Tabiauia MapupyTU3alud COACPKUT MapIIPyTh, CO-
OTBETCTBYIOIINE U3BECTHBIM CETSAM;

r) MapuipyT, MOpOXIaroIuil JOYepHUE MapIIpyThl. BO3HUKaeT npu peKypCUBHOM MOMCKE BBIXOI-
Horo untepdeiica. CooTBeTCTBYET IIepBOMY MHTEp(Eiicy ToUepHeii ceTu.

5. KakoBa 0coO6eHHOCTh pabOThI MPOTOKONIA TuHAMU4Yeckoi mapmpytuzaiuu OSPF B ceTsx ¢ MHO-
xecTBeHHBIM gocTynoM (Ethernet)?

a) IIporokon OSPF B ceTsX ¢ MHOXECTBEHHBIM JOCTYIIOM OI'pPaHMYMBAET YMCJIO YCTaHaBIMBAE-
MBIX OTHOILIECHHI COCEACTBA. Takue OTHOILICHHS YCTaHABIMUBAIOTCS TOJBHO C '"Ha3HAYEHHBIM MapIIPyTH -
3aropoM" (DR) u "pe3epBHbIM Ha3HaueHHBIM MappyTuzaTopoM” (BDR);

6) IIporokon OSPF B ceTsx ¢ MHOXXECTBEHHBIM JIOCTYIIOM HE MMEET HHKaKMX 0COOEHHOCTEH pa-
OOTEL;

B) [Ipotokon OSPF B ceTsix ¢ MHOKECTBEHHBIM JIOCTYIIOM paboTaeT ropaszio ObICTpee;

r) [IpoTrokon OSPF B ceTsx ¢ MHOXECTBEHHBIM JOCTYIIOM HE MOXET paboTaTh U MOITOMY HE TPH -
MCHACTCA.

14.1.3. Bonnpocs! AJ151 NOATOTOBKH K NPAKTHYECKUM 3aHATHAM, CEMHHAPaM

CereBble yTHINTHI ping, netstat, arp, traceroute, 6a3o0Bble BO3MOXXHOCTH, aHAJIU3 PE3YIbTaTOB BBI-
HOJHEHUS.

Hasnauenue IP-anpeca na maTEepdeiic, ynpapieHrne pasMepoM CO3JaBa€MON CETH C IMOMOIIBIO
MAacKH I0JICETH.

Haznauenue [Pv6 anpeca Ha cereBoit untepdeiic. Anpeca tuna Link-local u Global. Mcnonb3oBa-
Hue npouenypsl SLAAC. Pa3buenue Ha nojceTy.

Hactpoiika mapmpyruzanuun B OC Windows ¢ ucnonb3oBaHueM cpezpl Buptyanuzauuu Oracle
VirtualBox.

Hactpoiika mapmpyruzauuu B OC Linux ¢ ucnonbp3oBaHueM cpensl Bupryanusauuu Oracle
VirtualBox.

Nzyuenue pabotel nporokona STP. dopmat ciykeOHbIX COOOIIEHUMN, pOJIi KOMMYTATOPOB.

CermeHTHpOBaHKE JOKAJIBHOM CETH ¢ TOMOIIBIO TexHosnoruu VLAN.

14.1.4. Tembl 1a00paTOpHBIX padoT
Hacrpoiika cepuca OpenVPN.
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OuibTpanus Tpaguka, CIIUCKU KOHTPOJIS JOCTYTIA.
Hacrtpoiika qunamudeckoi Mmapuipyrusanuu ¢ nporokonamu RIP u OSPF.
Hactpoiika cepsucoB NTP u Syslog

14.2. TpeOoBaHMS K OLIEHOYHBIM MATEepHAJIaM /JIsl JINI C OTPAHNYEHHBIMH BO3MOKHOCTSIMH
310POBbSI 1 HHBAJIH/I0B
st mui ¢ orpaHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbSI M1 MHBAJIHMJIOB MPEAYCMOTPEHBI JOTMOIHU -
TEJIbHBIC OLICHOYHBIE MaTepUaJIbl, IEPEYCHh KOTOPBIX YKa3aH B Tabmule 14.
Tabmuua 14 — JlomoMHUTENBHBIE MaTepHallbl OIICHUBAHUS ISl JIUIl C OTPAHUYCHHBIMH BO3MOXXHOCTSIMU
3JI0pPOBbsI 1 HHBAJIHJIOB

Kareropuu Bubl TONIOTHUTETBHBIX OLIEHOYHBIX ®opMbI KOHTPOIISL M OLICHKH
oOyJaronuxcs MaTepuaioB pe3ynbTaToB 00y4eHHUs

TecTsl, MUCEMEHHBIE CAMOCTOSITEIIbHBIC
paboTHI, BOIIPOCH! K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI

C napyumeHusMu
ciryxa

[Tpeumy1eCTBEHHO MUCHMEHHAS
poBepKa

C mapymenusasmu | CobeceoBaHme 1Mo BOIpocaMm K 3aueTy, | [IpenmyinecTBeHHO yCTHas MTPOBEpKa

3peHus OIIPOC 10 TEPMUHAM (MHOUBUYaJIbHO)
C napyumeHusMu Pemenne qucTaHIIMOHHBIX TECTOB,
OIIOPHO- KOHTPOJIbHBIE Pa0OThI, MUCbMEHHbIE | [IpenMylecTBeHHO AMCTaHIMOHHBIMU
JBUTATEJIBHOTO CaMOCTOsITENIbHbIE PaOOTHI, BONPOCHI K METOJAMHU
anmapara 3a4eTy
C orpanunuenussMu 1o | TecTsl, TUCbMEHHBIE CAMOCTOSITENILHBIE [IpenmyiiecTBEHHO NPOBEPKa
00IIEeMeTUITTHCKIM paboThI, BOIIPOCHI K 3a4ETY, METOJAMH UCXOJISl U3 COCTOSTHUS
MOKA3aHUAM KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI | 00YYaroLIerocss HA MOMEHT IPOBEPKU

14.3. MeToauueckue peKoMeHAAIMH M0 OLeHOYHBIM MaTepHAaJIaM JIsl JUI ¢ OTPAHUYEHHbIMHU
BO3MOKHOCTSIMU 3/10POBbsI 1 HHBAJIN/I0B

Jis aMil ¢ OrpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBbS M MHBAJIUIOB HPEAyCMAaTPUBACTCS J10-
cTymnHas ¢popMa NpeaoCTaBIeHUS 3aJaHUI OIIEHOYHBIX CPEJICTB, @ UMEHHO:

- B IleyaTtHo# (opme;

- B IIeYaTHO! (hopMe ¢ YBEITHUEHHBIM HIPUPTOM;

- B (hOpMeE INIEKTPOHHOI'O TIOKYMEHTA;

- METO/IOM YTEHUS ACCUCTEHTOM 3a/1aHUs BCIYX;

- IIPEJOCTABIICHUE 3a/1aHUs C UCIIOJIb30BAaHUEM CYPIONEPEBOA.

Jlunam ¢ OrpaHWYeHHBIMH BO3MOXKHOCTSIMU 3/I0POBbSI M MHBAIHIAM YBEIHMYUBACTCS BpeMs Ha
HOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. I TakKUX 00y4aromuxcs MpeycMaTpiuBaeTcs JOCTYII -
Hast popMa MpeIoCTaBICHHS OTBETOB Ha 3a/IaHUs, @ IMEHHO:

- MUCbMEHHO Ha Oymare;

- HaOOp OTBETOB HAa KOMIIBIOTEPE;

- Ha0Op OTBETOB C UCIOJIb30BAHUEM YCIIYT ACCUCTEHTA;

- IIPE/ICTaBJICHNE OTBETOB YCTHO.

[Tponienypa ornieHHBaHUs pe3yIbTaTOB OOYYEHMS JIMIl C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/10pO-
Bbsl M1 MHBAIHJIOB IO JUCHIHUIUIMHE MPEITyCMaTPUBACT MPEIOCTaBIeHne HHpopManuy B popMax, aJaarnTH -
POBaHHBIX K OTPAHUYECHHUSAM HX 370POBbS U BOCIPUATHS HH(POpMALIUK:

JL1s1 JIMI ¢ HAPYIIEHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOIO IOKYMEHTA;

- B [le4aTHOU (hopMe yBETNYEHHBIM HIPUPTOM.

JList i1 ¢ HAapYLIeHUusIMH cJIyXa:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (popme.

J1s1 1ML ¢ HapyIIeHUsIMM ONIOPHO-ABUTaTeJIbHOI0 annapara:

- B (hopMe INIEKTPOHHOTO TOKYMEHTA;
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- B Ie4aTHOU hopme.
HpI/I HeO6XOI[I/IMOCTI/I JJIg JIAL € OTrpaHUYCHHBIMUA BO3MOKHOCTAMMU 34J0POBbA U UHBAJIMJ0B IIPOIC-
Jypa OLICHUBAHHS PE3Y/IbTATOB O0YUCHHUSI MOXKET IIPOBOIUTHCS B HECKOJIBKO ITAIOB.
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