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PABOYAS [TPOTPAMMA JJUCHUIIJIMHBI
BE3OINACHOCTHb UHTEPHETA BEIIIEA 1 CEHCOPHBIX CUCTEM

YpoBeHb 00pa3oBaHus: BhIcIIee 00pa30oBaHue - CHENHATUTET

Hanpanenne moarotoBku / crnenuanbHocTh: 10.05.02 NudopmanuonHasi 6e30MacHoOCTh
TeJIEKOMMYHHKAIMOHHBIX CHCTEM

HanpaBnennocts (mpoduns) / cnemuanu3anus: YHnpaBieHHe 0e30MaCHOCTHIO
TeJeKOMMYHHUKAIMOHHBIX CHCTEM M ceTeii

®opma o0yueHHS: OUHas

®dakynbTeT: @akyabTet 6e3onacHocT (Pb)

Kadenpa: Kadenpa 6e3onacaoctu uadpopmanuonnnix cuctem (BUC)

Kypc: §

Cemectp: 10

VY4eOnsiii man aHabopa 2023 roga

O0beM JUCHMIIUHBI U BUAbI yU€OHOU AESITEIbHOCTU

Buner yueOHOIM nesTeNbHOCTH 10 cemectp Bcero Ennnuner

JIeKIIMOHHBIE 3aHATHS 28 28 JacoB
JlaGopaTopHbie 3aHITHS 40 40 4acoB
CamocTtosarenbHas pabora 76 76 4acoB
[TonroroBka u ciada 3K3amMeHa 36 36 4acoB
OO011as TpyJ0€MKOCTh 180 180 4acoB
(BKJIFOYAs MPOMEKYTOUHYIO aTTECTALIUIO) 5 5 3.c.

@opMBI IPOMEKYTOUHOM aTTECTALUS Cemectp
DK3aMeH 10

Tomck
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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. u3ydeHre OCHOBHBIX HANPABICHHUH NEATEIHHOCTU MO 0OecreueHnI0 0€30MacHOCTH CHCTEM
HNHurepHera Belen.

2. W3y4eHUe OCHOBHBIX MOHATUH B 00acTu O6e3omacHocTu IHTEpHETa BElICH.

3. W3y4eHHE OCHOBHBIX YIpO3, YA3BUMOCTEH, pUCKOB B 00acTu Oe3omacHOCTH MIHTepHeTa Belei.

4. u3y4eHUe OCHOBHBIX TPeOOBAHUN HOPMATHBHO-TIPABOBBIX JOKYMEHTOB IO 3alUTEe 0OBEKTOB
KPUTHYECKON MHPOPMALMOHHOW HHPPACTPYKTYPHI.

1.2. 3agauy AUCHUILIUHBI

1. Hay4YuTh CTYACHTOB pa3pabaThiBaTh apXUTEKTYypy cucteM «MHTEepHETa Bemieil», TpUHUMATh
peUIeHUs TO BBIOOPY HMCIOJB3YEMBIX MPOTOKOJOB, TEXHOJOTHH U apXUTEKTYPHBIX KOMIIOHCHTOB
CHUCTEMEL.

2. HAy4YUTh CTYJCHTOB aHAJIW3UPOBATh PUCKH B obOsactu OGe3omacHocTu cucteM «HTepHeTa
BeIe.

3. HAy4YUTh CTYJCHTOB NMPUMEHSITHh HA MPAKTUKE MOJy4YECHHBbIC 3HAHUS JUISI TPOTHUBOJACUCTBUSA
CETEBBIM aTakaM Ha cucTeMbl «MIHTepHET Bemein».

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. ucuumiunasl (Moayan).

Yacte Otoka gucrmiing: O0g3aTeIbHas 4acTh.

Monyne quctumius: Moayns cnenpansHocta (special hard skills - SHS).

Nunexc qucuumiunsl: 51.0.03.37.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyabTAaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUMIIJIMHE, COOTHECCCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHus: TUCHUTUTMHBI HANpaBjieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeIbHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMnereHInn 1 HHAUKATOPBI UX JTOCTHIKEHUS
WNHauKaTOpsl OCTHKEHUS [Tnanupyemble pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUIMHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

OobmenpodeccuoHalbLHbIE KOMIIETEHITUN
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OIIK-13. Criocoben
OLICHUBATh TEXHHUUYECKHUE
BO3MOYKHOCTH,
aHaJIM3UPOBAThH YTPO3EI U
BBIpa0aThIBATh
PEKOMEHIAIMH TI0
MTOCTPOCHUIO 3JICMEHTOB
HH(GOPMAITMOHHO-
TeIeKOMMYHHUKAIMOHHOM
HHPPACTPYKTYPHI C YUICTOM
obecrieueHus TpeOOBaHUN
MHHOPMAITMOHHOM
0e30MmacHOCTH

OIIK-13.1. 3HaeT OCHOBHBIE
CUCTEMBI H CETH JJICKTPUICCKOM
CBSI3H, BKJIIOUAs JIOKAJIbHBIC U
ri100aIbHEIC CETH, CETh
«MHTEPHETA BeIeH», IPUHITUIIHI
WX MTOCTPOCHUS M TEXHUYECKHE
XapaKTePUCTUKU BXOISIIUX B HUX
3JIEMEHTOB, a TAK)XE OCHOBHEIE
VSI3BUMOCTH DJIEMEHTOB
UH()OPMAIMOHHO-
TEJIEKOMMYHHKAIIHOHHON
HHGPACTPYKTYPHI B TPHHIIUTIBI
obecrnieucHus eé
HHGOPMAITMOHHOM 0€30MacHOCTH

CTaHIAPTHI peau3anui HHTePPEHcoB
MOJKJIIOYaEMbIX YCTPONUCTB; CTaHIapThI
UH()OPMAIIIOHHOTO B3aUMOJICHCTBHSI CUCTEM;
TUIOBBIC CPEICTBA U METOJIBI 3AIMUTHI HHPOPMALIUH
B JIOKQJTFHBIX ¥ TJIOOAEHBIX BEIYMCIHTEIEHBIX
cerax; TpeboBanusa HIIA u crangapToB 1o
pa3paboTke Mozenei yrpo3 nHpopMaIMoHHON
0€30IaCHOCTH; CYIIECTBYIOIIIE TEXHOIOTUH B
obnactu UHTEpHETA Beleii; Hanboee
pacnpocTpaHeHHble ysi3BUMocTH [oTycTpoiicTB 1
MIPOTOKOJIOB NIEpeauu 1aHHBIX; CPEICTBA
obecniedenus nHGopmannonHoi 6ezonacuoctu loT-
CHUCTEM; IIPUHIUIIBI TIOCTPOCHHUA 3AIUIIIECHHBIX
TEJIEeKOMMYHHUKALIMOHHBIX CUCTEM; MEXaHU3MBbI
peanu3anuu aTak B ceTax VHTepHeTa Bemieit;

OIIK-13.2. Ymeer orieHnBaTh
TEXHUYECKUE BO3MOKHOCTH
OCHOBHBIX CUCTEM U ceTeil
EKTPHIECKON CBAZU U
aHAIN3UPOBATH YIPO3BI
UH()OPMAIMOHHO-
TEeNIeKOMMYHHUKAIMOHHOM
HHpPACTPYKType U
LUPKYJIUPYIOIEH B HEH
nH}opMaIyu, BEIOKpaTh
HEOOXOIMUMBIE CPEeCTBA IS
obecrieueHust HHPOPMAITOHHOMI
6e30macHOCTH

IIPOBOJUTH IIEPBUUHYIO HACTPOUKY U IIPOBEPKY
¢ysakunonuposanusi CCCO, cpeacTB U cUCTEM
zamuthel CCCO ot HCJL; xoH(pUrypuponarts
apaMeTpbl CHCTEMBI 3aIIUTH HHPOPMALIUH
ABTOMAaTU3UPOBAaHHOW CUCTEMBI B COOTBETCTBUH C €€
SKCIUTyaTallMOHHOHN JIOKyMEHTaIueil; paboTarth ¢
JOKyMEHTaluel, npunaraeMoi pa3paboTunKoM
yCTpoiicTBa; OOHAPYKUBATH THUIIOBBIC YSI3BUMOCTH
IoT-cucrem; pa3zbuparscs B cymiecTByronmx loT-
TEXHOJIOTHUSAX U MPUMEHSTh UX K KOHKPETHBIM
CLIEHApUSAM; BHEAPSTH TUIIOBBIE PEIIEHUS 110
nHpopmarroHHou 6e3onacHocT loT-cucrem;
OCYILECTBISTH MEPBI IPOTUBOJACHCTBHS
HapYIICHUSIM CETEBOI OE30MacCHOCTH C
HCIOJIb30BAaHUEM PA3JINYHBIX IPOIPAMMHBIX U
amnapaTHbIX CPEACTB 3aIUTHI B COOTBETCTBUU C
TpeOOBaHMSIMH HOPMATHBHO NIPABOBBIX aKTOB U
HOPMaTUBHBIX METOJUYECKHUX TOKYMEHTOB;
MIPOBOJUTH aHaJIN3 3amuieHHocTH [oT-cucrem

OIIK-13.3. BnajgeeT HaBBIKOM
OIICHKYU TEXHUYECKUX
BO3MOKHOCTEH U MOATOTOBKH
PEKOMEHIAIMi TIO TOCTPOEHHUIO
OTIETHHBIX 3JICMECHTOB
HH(OPMAITMOHHO-
TENIEKOMMYHHUKAIMOHHOM
UH(PACTPYKTYPHI C yICTOM
obecrieueHus TpeOOBaHHN
“H(OPMAITMOHHOM 0€301MacCHOCTH

TEPMHHOJIOTHEN B 00J1aCTH 0€30MaCHOCTH CHCTEM
UHTEpHETA Beliei; 0a30BBIMH HABBIKAMH TI0
00BEeTMHEHNIO KOHEYHBIX YCTPOWCTB B CETh;
HABBIKAMH PEATM3aIMH CETEBBIX MPOTOKOJIOB C
TIOMOIIBIO MTPOTPAMMHBIX CPEACTB; HABBIKAMU
PUMEHEHHS] HOPMAaTUBHO IIPABOBBIX aKTOB U
HOPMAaTHBHBIX METOJMUECKHIX TOKYMEHTOB B
o6acTi UHPOKOMMYHHUKAITHOHHBIX CHCTEM;
MeToaaMu 3amuTel nHpopMarmu B loT-cucTemax;
MHCTPYMEHTaMH aHAJIHN3a 3aIIUIIEHHOCTH
IoTcucreM; MeTOaMKON aHaIN3a Pe3yIbTaTOB
paboThI CpeICTB OOHAPYKEHHSI BTOPIKEHH;
HaBBIKAMH ITPOBEPKHU paOOTOCITIOCOOHOCTH CUCTEMBI
32U Tl THPOPMAIIMK aBTOMAaTH3UPOBAHHON
CHCTEMBbI; HABBIKAMU TIEPBHYHON HACTPOUKHU U
IPOBEPKH (PYHKIIMOHUPOBAHUS IPOTPAMMHEIX,
IPOTrpaMMHO-AIIIAPATHHIX (B TOM YHCIIE
KpUNTOrPadHUUECKIX ) U TEXHUIECKUX CPEACTB U
cucteM 3amutel CCCO ot HCJI; HaBpIkamMu moncka
TEXHUYECKON TOKYMEHTAIMH TI0 HCIIOTIB3YEMBIM
CPEJICTBAM U TEXHOJIOTHUSM (S3BIKaM
IpOrpaMMHUPOBaHUsI, IPOTPaMMHEIM HHTEpdericam,
MPOTOKOJIaM TIepelaur JaHHBIX ); HABBIKAMU PaOOTHI
C TEXHUYECKOW JOKYMEHTAIUCH 110 IIeJICBOMY
anmapaTHOMY CPEACTBY
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IIpodeccuonanbHbIe KOMIIETEHIIUH

4. O0beM IMCUMIIMHBI B 324€THBIX eJUHULIAX C YKa3aHHEM KOJIHYeCcTBA aKa/leMH4YeCKUX YacoB,
Bbl/JIeJIEHHBIX HA KOHTAKTHYIO pa0oTy o0y4aroiuxcsi ¢ npenojaasarejieM
U HA CAMOCTOSITEJIbHYI0 Pa0oTy 00y4Yaromuxcs

OO61mas TpyA0eMKOCTh AUCHUIUIMHBI COCTABISET 5 3a4eTHBIX equHUIl, 180 akageMHuecKux 4acos.
Pacnipenenenue Tpy10eMKOCTH JUCHIHUILUIMHBI 110 BUJAaM y4eOHOU NEATEIbHOCTH MPECTABICHO B
tabiuue 4.1.
Ta0auia 4.1 — Tpy10eMKOCTh JUCIMILIMHBI 1O BUIaM YUY€OHOU ACSTEIbHOCTH
Bcero | CemecTpsnl

yacoB |10 cemectp

Buapl yaeOHOH AesTENBPHOCTH

KonTakTHas aynuTopHas padora 00y4alomuxcs ¢ npenogaparesieM, BCero 68 68
JIeKIIMOHHEBIE 3aHATUS 28 28
JlaGopaTopHble 3aHATUS 40 40
CamocTrosiTeibHast padoTa 00y4aomuxcs, B T.4. KOHTAKTHasi 76 76
BHeayIUTOPHas padoTa o0y4yarommxcsi ¢ nNpemnoaasarejieM, Bcero
[ToaroroBka K TECTUPOBAHUIO 28 28
[ToaroTtoBka k 1abopaTopHOil paboTte, HaNMCaHUE OTYETa 48 48
IlonroToBKa U cAava YK3aMeHA 36 36
Oo0mas TpynoeMKoCTh (B 4acax) 180 180
OOwmas TpynoemMKocThb (B 3.e.) 5 5

5. CTpykTypa M coaep:KaHue TUCHHUILIMHBI
5.1. Pa3nennl (TeMbl) JUCHUNJIMHBI U BUAbI Y4eOHOI 1eATeJIbHOCTH

CTpyKTypa IMCUUILUIMHEI TIO pa3jaeiaM (TeMaMm) U BHJaM y4eOHOM NesTeNIbHOCTH NMPUBEICHA B
tabmuie 5.1.
Ta6ymma 5.1 — Paszyenn! (TeMbl) TUCHMILIMHBI M BUABI YICOHOH ACATCIHBHOCTH

Bcero gacos
Jlex. | JIa6. | Cam. dopmupyemblie
Hazpanwust pa3nenoB (TeM) AUCIUILTUHBI (6e3
3aH., 4| pab. | pab.,u KOMIIETEHIIUHU
HK3aMEHa)
10 cemecTp
1 Yrpo3ssr 6e3omacaoctu MHTEpHETA 8 12 22 42 OIIK-13
Bemei
2 V43BUMOCTH annapaTHO 4acTh 6 8 16 30 OIIK-13
cucreM MHTepHera Bemen
3 Ysa3BuUMOCTH OECTTPOBOIHBIX KAaHAJIOB 10 20 34 64 OIIK-13
nepenayr HHGOpPMAIHA CUCTEM
Nurepuera Bemeit
4 Ataku Ha skocuctembl IHTEpHETA 4 - 4 8 OIIK-13
Bellei
Uroro 3a cemectp| 28 40 76 144
Urtoro| 28 40 76 144

5.2. Conep:xanue pa3ienoB (TeM) TUCHHILINHBI

Coneprkanue pa3iesioB (TeM) TUCHUTLIAHEI (B T.4. TIO JIEKIHIM) PUBEICHO B TadywmIe 5.2.
Tab6muma 5.2 — Coaeprxkanue pa3ieoB (TeM) TUCIUTIINHBI (B T.U. IO JICKIIHSIM)

CornacoBaHa Ha noptane Ne 75174 4



TpynoemkocTsb

HasBanus paznenos CopepxaHue pa3aesoB (TeM) (HeKIOHHbIE dopmupyembie
(Tem) TUCUUTLTAHBI JTACUHUTLIIMHEI (B T.Y. IO JICKIIUSIM) sansATHA), 9 KOMIIETEHITUU
10 cemecTp
1 Yrpo3ssl WNuTepHeT Belel: TEXHOJIOIUH, PHIHOK, 2 OIIK-13
0e3onacHoCTH pa3BUTHE;
WNurepuera Bemen Amnanuz yrpo3 0e301MacHOCTH U 2 OIIK-13
KJIAaCCU(UKALIUS YSI3BUMOCTEH CUCTEM
NHurepnera Bemen
MoaenupoBaHnue yrpo3 Jisi CHCTEM 2 OIIK-13
HNurepnera Bemeit
MeTto1010THsI 1 UHCTPYMEHTHI 2 OIIK-13
TECTUPOBaHUS OE30MACHOCTH CUCTEM
WNurepuera Bemen
Hroro 8
2 Vsa3BuMocTu ArmmapaTHble MEXaHU3MbI 00eCTIeUEHUS 2 OIIK-13
arnmapaTHoON 4acTu 6e3onacHocTH cuctem MuTepHeTa Bereit
cucteM MIHTepHeTa | Vg3BuMOCTH anmapaTHOM 4acTH cHCTEM 2 OIIK-13
Bemen Wurepuera Bemei
B3110M npommBKM yCTPOMCTB CUCTEM 2 OIIK-13
NHureprera Bemen
Hroro 6
3 Va3BuMocTtu Onenka 6e3omacHoctu cetu MHTepHETa 2 OIIK-13
OecrpoBOIHBIX Bemeit
KaHaJIOB II€peaadn AHau3 CeTeBbIX MPOTOKOJIOB 2 OIIK-13
MH(pOPMALMK CHCTEM | ycoNb3yeMbIX B cHcTeMax MHTepHeTa
Nurepuera Bemeit Bermeii
be3onacHocTh OeCTIPOBOTHBIX KaHATIOB 2 OIIK-13
OJIIDKHETO pajuyca TeHCTBUS
bezonacHocTh OECTIPOBOIHBIX KaHAJIOB 2 OIIK-13
CpPEIHEro paauyca IeUCcTBUS
be3omnacHOCTh OECTIPOBOIHBIX KaHAJIOB 2 OIIK-13
JAJIbHETO pajnyca JICUCTBUS
Hroro 10
4 Artaku Ha VYTpo3bl B MOOUIIBHBIX TPUIIOKEHUAX 2 OIIK-13
HKOCHUCTEMBI MHTEpHETa Beuleit
Nurepuera Beren HNHCTpyMeEHTHI aHanM3a NPUIOKEHUN 111 2 OIIK-13
10S u Android
Hroro 4
Hroro 3a cemectp 28
Hroro 28

5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)

He npegycmoTpeHo yueOHBIM MIJIaHOM

5.4. JlabopaTopHbIe 3aHATHUSA

HaumeHnoBaHue 1abopaTopHbIX paboT MpuBeieHO B Tabnuie 5.4.
Tabnuua 5.4 — HaumeHnoBaHue 1a00opaTopHbIX paboT
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HasBanus paznenos (tem) | HaumeHnoBanue 1a00opaTOpHBIX ®opmMupyemsle
JUCIUIIAHBI pabor Tpynoemrocte, KOMIIETEHIIUH
10 cemecTp
1 Yrpo3sl 6e3onacHocT  |PaboTa ¢ MOMCKOBBIMH CHCTEMaMHU 4 OIIK-13
WNHurepuera Bemen NHurepHera Bemen
[Toctpoenue monenu yrpo3 4 OIIK-13
cucrembl MIHTepHera Bemen
MoaenupoBanue atak Ha LoRa 4 OIIK-13
Hroro 12
2 Va3Bumoctu [TonydyeHue nocTymna K LEJIeBOMY 8 OIIK-13
arrapaTHOM 4acTu YCTPOWCTBY 4Ye€pe3 OTIIAJOYHbIE
cucteMm MHTtepHeTa UHTEpQEHCHI
Bemein HUroro 8
3 Va3BumocTtu UccnenoBanue y3inoB cetu 4 OIIK-13
0ecIpoBOIHBIX KaHAJIOB MoaenupoBanue arak Ha RFID 4 OIIK-13
nepeaaun HHpOpMaLH Monenuposanue arak Ha BLE 4 OIlK-13
IC;GEZDI;II Hnrepera MonenupoBanue arak Ha Wi-Fi 4 OIIK-13
Cuudounr BLE-Tpaduka 4 OIIK-13
Hroro 20
Hroro 3a cemectp 40
Hroro 40

5.5. KypcoBoii npoekT / kypcoBasi pabora

He npeaycmoTpeHo yaeOHBIM IIIIaHOM

5.6. CamocTosiTesibHass paboTa

Buael caMmocTosTeNIbHOM paboThL, TPYA0EMKOCTh U (POPMUPYEMble KOMIIETEHIIMU MIPEICTABIICHBI B

tabiuue 5.6.

Tabnuma 5.6. — Bunabl camocTosTenbHON paboThl, TPYI0EMKOCTh U (HOPMHUPYEMbIe KOMIIETSHIIUN

HaszBanus pazaenoB | Buasl camoctositensHoi | TpynoeMkocTs, | Dopmupyemblie
DopMBbI KOHTPOJIA
(TeM) TUCIUTITAHBI paboThI q KOMIIETEHIINHU
10 cemecTp
1 Yrpossr IToaroToBka k 8 OIIK-13 TectupoBanue
0e301acHOCTH TECTUPOBAHUIO
Nureprera Bemeit  |[Toxroroska x 14 OIIK-13 JlaGoparopHas
nabopaTopHoO# padoTe, pabora
HaIMCcaHue OTYeTa
Hroro 22
2 Vsa3BuUMoCTH [ToaroroBka k 10 OIIK-13 JlaGopaTopHas
amnrmapaTHoOi yactu  |7abopaTopHOi paboTe, pabora
cucteMm VMHTepHEeTa |HaNMCaHUE OTYETa
Bemeit [ToAroToBKa K 6 OIIK-13 TectupoBanue
TECTUPOBAHUIO
Hroro 16
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3 Vsa3Bumoctu [TonroroBka k 24 OIIK-13 Jlaboparopnas

OecrpOBOIHBIX naboparopHoit padore, pabota
KaHaJIOB Iepe/Iauyil | HAlMCAaHUE OTYeTa
uHbopMaLKK CUCTEM | [ToAroTOBKA K 10 OIIK-13 TectupoBanue
Nureprera Bewe# | recruposanmio
Hroro 34
4 Ataku Ha [ToaroroBka k 4 OIIK-13 TectupoBanue
9KOCHCTEMBI TECTUPOBAHUIO
NurepHeTa Been HUtoro 4
Hroro 3a cemectp 76
[ToaroroBka u cnaya 36 DK3aMeH
9K3aMEHa
Hroro 112

5.7. CooTBeTcTBHE KOMIIETEHUMH, ()OPMUPYEMBIX PH U3YUYEHUU TUCUMUIIIMHBI,
U BU/0B YU4eOHO 1esITeJIbHOCTH

CooTBeTcTBUE KOMIIETEHIIUM, (POPMUPYEMBIX MPU U3YUYECHHH TUCHHUIUIUHBI, U BUIOB yueOHOM
NEATEILHOCTH MPEICTAaBICHO B TabHUIIe 5.7.

Tabnuna 5.7 — CooTBETCTBUE KOMIETSHIIHNH, ((OPMUPYEMBIX IPU U3YUYECHUHU AUCLUUILINHBI, U BUOB
3aHATHN

Bunpl yueOHOI nesTenbHOCTH

dopmupyembie KOMIETEHIIMH DopMBbI KOHTPOJIA

Jlek. 3aH.|JIa0. pa6.|Cam. pal.

OIIK-13 + + + Jlaboparopnas pabota, TectupoBaHnue,
DK3aMeH

6. PeiiTuHroBasi cucreMa JJisl OlleHKH YCIIeBaeMOCTH 00y4aloIuXxcst
6.1. basuibHbIe OLeHKH /151 JOopM KOHTPOJIA

bannbeHbIe oneHKH 11 POpM KOHTPOJIS MPEACTaBICHBI B Ta0OuIE 6.1.
Tabmuia 6.1 — banabpHbIE OLIEHKH

. . | MakcumanbHbIi O6asn
MakcumanbHbII MaxkcumanbHbIN
3a IEPUOA MEKITY Bcero 3a
®DopMBI KOHTPOJIS 6amt Ha 1-y10 KT ¢ 0aJut 3a mepuo;I
2KT u Ha xoHen CEMECTP
Hayana cemectpa | Mexay 1KT u 2KT
cemecTpa
10 cemecTp
JlaGopatopHas pabota 14 28 21 63
TectupoBaHue 2 2 3 7
DK3aMeH 30
HToro MakcumyM 3a 16 30 24 100
epuos
Hapacraromum utorom 16 46 70 100

6.2. IlepecueT 0a/110B B OLIEHKH 32 TEKYIIHH KOHTPOJIb

[TepecueT 6anIoB B OLIEHKH 3a TEKYIIUHA KOHTPOJIb MIPEACTABJICH B TabmuIie 6.2.
Ta6muia 6.2 — Ilepecdet 6aIoB B OIEHKH 32 TEKYIIHI KOHTPOJIb

bamibl Ha JaTy TEKyLIEero KOHTPOIs Onenka

>90% oT MakcuMalIbHOI cyMMBbI OaiioB Ha gaty TK 5

Ot 70% 1o 89% ot MakcuManbHOI cymMbl OamioB Ha naty TK

Ot 60% 10 69% oT MakcuManbHOI cymMMbI OaioB Ha naty TK

[\S 2 VS BN SN

< 60% oT MakcUMalIbHOI cyMMBbI OaitoB Ha naty TK
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6.3. [lepecuer cyMMbI 0A/1JI0B B TPAAUIIMOHHYI0 M MEKIYHAPOAHYI0 OLIEHKY

Hepecqu CYMMbI 0aJlJIoB B TPaAUIIMOHHYIO U MCKAYHAPOAHYIO OLICHKY IIPCACTABJICH B Ta6J'II/II_Ie

6.3.
Tabmuua 6.3 — [lepecyer cyMMBbI 0aJUIOB B TPAIUITMOHHYIO U MEXKIYHAPOIHYIO OIICHKY
Hrtoroas cymma 6asios,
Onenka YYUTBIBACT YCIICITHO CIAaHHBIN Onenka (ECTS)
IK3aMeH
5 (oTnU4HO) (3aYTEHO) 90—-100 A (0TAM4HO)
4 (xopo10) (3a4TEHO) 85 -89 B (ouens xopomuio)
75— 84 C (xoporo)
70 - 74 D (ynoBieTBOPUTENIHHO)
3 (yAOBIETBOPUTENHHO) (3aYTEHO) 65— 69
60 — 64 E (mocpencTBenHo)
2 (HeyIOBJIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6annoB F (meynoBnerBoputeabHO)

7. YueOHO-MeTOoAuYecKoe U MH(OPMAIIHOHHOE o0ecnevyeHne TUCITUITHHbI
7.1. OcHOBHas JqUTEpaTypa

1. JIu, I1. Apxutektypa uatepHera Bemiel / I1. JIu ; mepeBox ¢ anrnuiickoro M. A. PaiitmaH.
Mockaa : JIMK IIpecc, 2019. — 454 c. — ISBN 978-5-97060-672-8. — Tekcr : anekTpoHHsbIi // JIaHb :
AIEKTPOHHO-OMOIMOTEUHAsT CUCTeMa. - PeXXUM JocTyna: I aBTOPU3. TOJIb30BaTeNeil [ DIeKTPOHHBIN
pecypc]: — Pexxum noctyna: https://e.lanbook.com/book/112923.

7.2. lonoJTHUTEIbHAS JIUTEPaTypa

1. Huorenec, FO. Kubepbe3zonacHocTh. cTparerus atak u oboponsl / 0. [Iuorenec, . O3kaiid ;
nepeBoj ¢ aHraumiickoro /[. A. beaukoBa. — Mocksa : IMK IIpecc, 2020. — 326 c. — ISBN
978-5-97060-709-1. — Tekcr : 2neKTpOoHHBIH // JIaHb : 3EKTPOHHO-OMOIMOTEUHAs cucTeMa. — Pexum
JocTyma: ANs aBTOPH3. MoOJib3oBaTenel. [DIeKTpoHHBIH pecypc]: — Pexum pgoctymna:
https://e.lanbook.com/book/131717.

2. Hectepos, C. A. OcHoBsl uH(popmarnronHoit 6e3onacHoctu / C. A. HectepoB. — 2-e u3f., crep.
— Camnkrt-IletepOypr : Jlanp, 2023. — 324 c. — ISBN 978-5-507-48149-1. — TekcT : 3neKTpOHHBIH //
JlaHb : SNMEeKTpOHHO-OUONHOTEYHass cucTemMa. — PexuM nocTymna: Ajis aBTOpPHU3. MOJIb30BaTECH.
[2nexTpoHHBIH pecypc]|: — Pexxum goctyma: https://e.lanbook.com/book/341267.

3. be3zomacHocTs 6eCIpOBOAHBIX JIOKAIBHBIX ceTel : yueOHoe mocodue / M. M. Kosuyp, /1. B.
HOpxkun, E. 0. I'epnunr, K. A. AxpameeBa. — Cankt-IlerepOypr : CIIGI'YT um. M.A. bonu-bpyesuua,
2021. — 71 c¢. — ISBN 978-5-89160-227-4. — TekcT : 31eKTpOHHBIN // JlaHb : 2IEKTPOHHO-
OoubnuoTeuHas cuctema. — Pexxum gocTyna: uist aBTOpH3. MOJIb30BaTENeH. [DNeKTPOHHBIN pecypc]: —
Pexxum noctyna: https://e.lanbook.com/book/279623.

7.3. YueOHO-MeTOAMYEeCKHE MOCOOUs
7.3.1. O6s3aTesIbHbIE YUeOHO-METOANYECKUE TOCOOUSI

1. To3musik, 1. C. OGecneuenne 06€30mMacHOCTH B OECITPOBOIHBIX CETAX : METOAMYECKUE YKAa3aHUS
/ . C. Tlo3nusik, H. B. Kupeesa, O. A. Kapaynoa. — Camapa : I[II'YTH, 2019. — 22 ¢c. — TexcT :
AJIEKTPOHHBIN // JlaHb : 37MeKTpOHHO-OMONMMOTEYHAass cucTeMa. — Pexum gocTymna: JJsi aBTOPH3.
noJsib30BatTesei. [ DneKTpoHHbIN pecypc|: — Pexum gocryma: https://e.lanbook.com/book/223310.

2. UndopmanmonHas 6e30macHOCTh HHTEpHETa Bemel: YueOHo-metoauueckoe nmocodue / O. B.
[TexoB - 2022. 34 c. [DnexTpoHHbI pecypc]: — Pexum gocryna: https://edu.tusur.ru/publications/9998.

7.3.2. YueOHO-MeTOANYECKHE MTOCOONS IJIS JIUIT
C OrPaHUYE€HHBIMH BO3MOKHOCTSIMM 3710POBbsI 1 HHBAJIU/IOB

Y4eOHO-MeTOINYEeCKUE MAaTEPUAJIbl ISl CAMOCTOSITENILHON U ayAUTOPHOI pabOTHl 00yJaromuxcs
U3 YUCJIA JIUI] C OFPAaHUYEHHBIMH BO3MOXXHOCTSIMH 3/]0POBbsI M HHBAJIUIOB MPEAOCTABIAIOTCA B opMaXx,
a/IalITUPOBAHHBIX K OTPAaHUYEHUSM UX 310POBbS U BOCTIPUATHS HHPOPMALIUH.
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Jst U ¢ HapylIeHUsIMU 3PeHu:

— B (popMe PIIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM MIPUPTOM.

J st U ¢ HApYIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

J1st U1 ¢ HApYLIeHUSIMU OTIOPHO-IBUTaTeJIbHOTO anmapara:
— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOM (opme.

7.4. CoBpeMeHHbIe TPpOo(eccuoHAIbHBIE 0a3bl JAHHBIX
U HH(OPMAIIMOHHBbIE CTIPABOYHbIE CHCTEMbI

1. IIpu u3yyeHUn AUCHUIUIMHBI PEKOMEHYEeTCsl 00pamaThCs K COBpeMEHHBIM 0a3aM JaHHBIX,
MH(QOPMAIIMOHHO-CIIPABOYHBIM U TMOMCKOBBIM cHcTeMaM, K KoTopbiM Y TYCVYPa oTKpeIT JOCTYI:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MarepuaibHO-TeXHU4YECKOE U MPOrPaMMHOe o0ecneyeHue TUCIHHIINHBI
8.1. MaTepuaibHO-TeXHHYECKOE U MMPOrPpaMMHOe odecreyeHue J1JIsl JIEKIIMOHHbIX 3aHATHH

Jlns mpoBeieHUs 3aHATUN JEKIIMOHHOTO THUMA, TPYIIOBBIX U HHANBUIYATbHBIX KOHCYJIbTAIIH,
TEKYIIEro KOHTPOJIS U MPOMEXKYTOUHON aTTeCTAllMU UCIIONb3yeTCs yueOHask ayAUTOPHUS C TOCTAaTOYHBIM
KOJIMYE€CTBOM MOCAIOUYHBIX MECT i y4eOHOI rpymibl, 000py10BaHHAs JOCKOW U CTaHAAPTHON y4eOHOM
Mebenbto. FiMeroTcs MynbTuMeuitHoe 000py10BaHie U y4eOHO-HArIsAHbIE TOCOOMS, 00eCTIeUUBAIOIIHE
TEMaTUYECKHUE WILTIOCTPAIIMH T10 JICKITAOHHBIM pa3jiejaM AUCITUILUIHHBI.

8.2. MarepuajbHO-TeXHHYECKOE M IPOrPaMMHoOe odecriedeHue A5 1a00paTOpPHbIX padoT

JlaGopaTopus 3amuTel HHGOpMauuu B cucremax MHTepHera Bewieil: yueOHas ayiuTopus AJist
NPOBEACHUS 3aHATHH NMPAKTHYECKOTO THIA, ydyeOHas ayauTOpus I NPOBEACHHS 3aHITHH
naboparopHoro tumna; 634045, Tomckasa oOnactb, T. Tomck, yin. Kpacnoapmelickas, a. 146, 707 ayna.

Onucanue nMeroerocss 000pya0BaHus:

- UnatepaktuBHas nocka Samsung LH75SQBHRTBC/CI;

- Monyns UMDK-RFU apanrepa BHEIIHUX JaTYNUKOB;

- Moaem paanocetu LoRa;

- Moayne UMDK-LIT patunka eCTeCTBEHHOW OCBEILICHHOCTH;

- Monyns UMDK-THP gatunka Temneparypsl, BIa)KHOCTH, 1aBJICHHS BO3AYXa;

- Moayns UMDK-6FET ynpasnenust Harpy3kaMu IOCTOSIHHOT'O TOKa;

- Uctounuk nuranus 12 B 1,5A;

- Uctounuk nuranus 5B 2A;

- Moayns UMDK-LMT BHEmIHUX TEPMOAATUNKOB;

- Monyns UMDK-SOUND naTurka 3ByKOBOIO JJaBJICHUS;

- Mynstumerp UT-139C;

- YHuBepcanbHas gaboparopus Analog Discovery 2;

- UMDK-PIR;

- STM32FODISCOVERY;

- Otnanounas miata Ha 6aze MCU STM32F051R8T6 (ARM Cortex-M0), ST-LINK/V;

- Kommnexr cnenuanu3upoBaHHON yueOHON Mebeny;

- PaGouee mecTo nmpenogaBaTels.

[IporpamMmmHoe obecnieueHue:

- OC Ubuntu 16.04;

8.3. MaTepua/ibHO-TeXHUYECKOE U MPOrpaMMHOe o0ecreyeHue 1JIsi CAMOCTOSATEIbHOM padoThI

Jlnst caMocTosATeNnbHOU pabOThl UCTIONB3YIOTCS YueOHbIE ayAUTOPUH (KOMIIbIOTEPHBIE KIACCHI),
PacCITOJIOXKEHHBIE TI0 aJpecam:

- 634050, Tomckas o6nacth, T. Tomck, Jlennna npocnexkr, . 40, 233 ayn.;

- 634045, Tomckas obnacts, T. Tomck, yi. KpacHoapmeiickas, a. 146, 209 ayn.;

- 634034, Tomckas obnacth, r. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;
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- 634034, Tomckas o6nacts, r. Tomck, Bepmmauna ynuna, a. 74, 207 aya.

Onucanue uMeroLerocs 000pya0BaHus:

- yueOHast MeOeb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJKIIOUEHBI K ceTu «HTepHEeT» U 00ecrneyuBaroT JOCTYI B 3JIEKTPOHHYIO
nH(popmManmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[lepeuenb mporpaMMHOT0 0OecreueHusI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mgns Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepuaJIbHO-TeXHHYECKOE o0ecrevyeHne TUCIMTILTAHBI IS JTUI] C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIN/IOB

OcBoeHue AMCHUIUIMHBI JIMIIAMH ¢ OTPAHUYCHHBIMH BO3MOKHOCTSIMHU 3/10POBbSI M MHBAIHIAMHU
OCYILIECTBIISICTCS C UCTIOJIb30BAaHUEM CPEJCTB 0OYUEHUS OOILEro U CHeHMaIbHOI0 Ha3HAYCHHUS.

[Ipu 3aHATHSAX ¢ 00YYAIOIIMMUCS C HAPYWIEHHSAMH CJYyXa MPEIyCMOTPEHO HCIIOJIb30BAHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUUHBIX CPEACTB M JPYTUX TEXHUUYECKHX CPEICTB
npuema/nepenaun yueOHoi HHGOpMaluu B TOCTYIHBIX (opMax, MOOUIBHOM CUCTEMBI IPENoAaBaHus
U1 00y4aloUUXCs C MHBAJIUAHOCTHIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMbI. YueOHast ayaAuTopHs, B
KOTOPO# 3aHUMAIOTCA 00ydJaromuecs ¢ HapylUIeHHEeM cllyXa, 000pyA0BaHa KOMIIBIOTEPHON TEXHUKOMH,
ayIMOTEXHUKOHU, BUJCOTEXHUKOU, SJICKTPOHHOU JOCKOH, MYJIbTUMEIUWHON CUCTEMOM.

[Ipu 3aHATHAX ¢ O0YYAIOMIMMHUCS C HAPYIIEHUSIMH 3PeHHs MPETyCMOTPEHO HCIOJIb30BaHHE B
JEKIHMOHHBIX U YYEOHBIX ayJUTOPUSIX BO3MOXKHOCTH MPOCMOTPA YJaJE€HHBIX 00OBEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM cllaiila Ha KpaHe) MPH MOMOIIM BUACOYBEIUUYUTEIEH I KOM(POPTHOTO
IPOCMOTDA.

[Ipu 3aHATHAX C OOYy4YarOUIMMHUCS C HAPYUWIEHHUSIMM ONOPHO-IBUIaTeJbHOI0 ammaparta
UCIIOJIB3YIOTCS aJbTEPHATUBHBIEC YCTPOMCTBA BBOAA MH(MOPMALUU U APYrHe TEXHUYECKHE CPEICTBa
npuema/nepenayn yueOHoil nHGopmaluu B JOCTYIHBIX (opMax, MOOMIBHOM CUCTEMbI 00y4YeHUS IS
JIIOJeY ¢ MHBAJIUIHOCTBIO.

9. OneHovnblie MaTepHuaJabl U METOAUIECCKUE PEKOMCHAALIMMA 110 OPraHU3allMU U3YICHUSA
JAUCHHUIIIMHBI

9.1. Conep:xaHne OLEHOYHBIX MATEPHUAJIOB JI TEKYLIEr0 KOHTPOJISI
U MPOMEKYTOYHOI aTTecTaluu

Jlnst oueHKu cTeneHu chOPMUPOBAHHOCTH M YPOBHSI OCBOCHHS 3aKPETUICHHBIX 32 AUCIUIIIUHOMN
KOMITETEHITNI UCTIONB3YIOTCS OIICHOYHBIE MaTepualbl, peCcTaBlIeHHbIe B Tabuure 9.1.
Tabmuia 9.1 — ®opMbI KOHTPOJISL U OLIEHOYHBIE MaTEPHAIIBI

Hassammi pasfeinos (tem) PopwmHpyemie ®opmbl koHTpOJst | OnieHounbie MaTepuansl (OM)
JUCLIATUIMHBI KOMIIETEHIIUH
1 Yrpo3sl OezonacHocTH OIIK-13 JlaGopatopHas Tembl 1abopaToOpHBIX paboT
WHurepuera Bemen pabota
TectupoBanue [IpumepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
DK3aMeH [lepeueHb 3K3aMEHAITMOHHBIX
BOIIPOCOB
2 V43BUMOCTHU annapaTHOU OIIK-13 JlaGopatopHas Tembl 1abopaToOpHBIX paboOT
yacTu cucteM MHTepHeTa pabota
Bemein Tectuposanue [TpuMepHBIi MepedeHb
TECTOBLIX 3aJaHuN
OK3aMeH Ilepeuenb 3K3aMEHALIMOHHBIX
BOIIPOCOB
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3 Va3Bumoctu 6ecripoBogubix  |OITK-13 JlaboparopHas Temb! m1abopaTopHBIX padoT
KaHaJIOB Iepeiauu pabora
MH(POPMALIMHI CHCTEM TectupoBanue [IpumepHbIii IepedeHb
Hurepuera Bemeit TECTOBBIX 3aIaHHI
OK3aMeH [Tepeuenb IK3aMEHALIMOHHBIX
BOIIPOCOB
4 ATaku Ha SKOCHCTEMBI OIIK-13 TectupoBanue [IpumepHsIil nEpeyeHb
NurtepHeTa Bemen TECTOBLIX 3aJaHuN
DK3aMeH [TepeueHp 3K3aMeHAITMOHHBIX
BOIIPOCOB

Hlkana omeHKH cHOPMUPOBAHHOCTU OTIEIBHBIX IUIAHUPYEMBIX PE3yJIbTaTOB OOy4YEHUS IO
JTUCIUILIMHE TpUBeAcHa B Tabmuie 9.2.
Tabnuua 9.2 — llkana oneHku cHOPMHUPOBAHHOCTU IIAHUPYEMBIX PE3yJIbTATOB OOyUYEHHUS 11O

JTHUCITUTUINHE
®dopmynupoBka TpebOBaHUH K CTeIeHH C(HOPMHUPOBAHHOCTH
Ouenka bamner 32 OM TUTAHUPYEMBIX PEe3yJIbTaTOB O0YUYCHUS
3HATh YMETh BJIAJICTh
2 <60% ot OTCYTCTBHUE 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HeyAOBIETBOPUTENHHO) | MAKCUMAIBHOMU | UITU ()parMeHTapHBIC YMEHHUH UITn HABBIKOB HJIN
CyMMBbI 0aJIOB 3HAHUA YaCTUYHO (dbparmMeHTapHbIe
OCBOEHHOE MpUMEHEHHE
yMEHHE HABBIKOB
3 ot 60% 10 o01Ire, HO He B LI€JIOM YCIIEIITHO, B LIEJIOM
(YZIOBIIETBOPUTENBHO) 69% ot CTPYKTYpUPOBAHHBIE HO HE YCIIELIHOE, HO HE
MaKCUMaJbHOU 3HAHUS CHUCTEMAaTHUYECKH | CUCTEMAaTHYECKOe
CYMMBI 0aJIOB OCYILECTBIIIEMOE pUMEHEHNE
yMEHUe HaBBIKOB
4 (xopor1io) ot 70% no c(OpMUPOBAHHBIE, B LIEJIOM B LIEJIOM
89% ot HO CoAepKalune YCIICIIHOE, HO YCIIEIIHOE, HO
MaKCUMAaJIbHOU OTIEIbHBIC coJieprKaliye coJieprKaliue
CYMMBI 0AJUTOB | TIpOOJIEMBI 3HAHUS OTJENIbHBIC OTJEIIbHBIC
mpoOesbl yMEHUE poOebI
pUMEHEHNE
HaBBIKOB
5 (0TIM4HO) >90% ot chopMUpOBaHHbBIE | COPMUPOBAHHOE YCHEIIHOE U
MaKCUMaJIbHOW | CcHCTEMaTHYeCKHe yMEHHE CHUCTEMaTHYECKOe
CYyMMBbI 0aJIOB 3HAHUA MpUMEHEHHE
HABBIKOB

[Ikana KOMIUIEKCHOM OLIEHKH c(hOPMHUPOBAHHOCTH KOMIIETEHLIMI IIpuBeieHa B Tabmuie 9.3.
Tabmua 9.3 — Illkana KOMIJIEKCHOM OIIEHKH C(OPMUPOBAHHOCTH KOMITETEHINI

Onenka ®opMmyaupoBKa TpeOOBaHUH K CTENIEHU KOMIIETECHIINH

2 He nMeet He0OXOAMMBIX MIPEACTABICHHUI O TPOBEPSIEMOM MaTepuasie
(HEYTOBJIETBOPUTEIIHLHO ) | MITH
3HaTh HA YPOBHE OPUEHTHPOBAaHMS, IpeicTaBiieHnid. O0ydJaromuiics 3HaeT
OCHOBHbI€ NMPU3HAKU WM TEPMHUHBI U3y4aeMOT'0 3JIEMEHTa COACPKAHUS, UX
OTHECEHHOCTb K OIPEJICJICHHON HayKe, OTPaciid WK 00bEKTaM, y3HAeT B
TEKCTax, U300paKEHUSX UM CXeMaX U 3HAeT, K KAKMM UCTOYHUKAM HY>KHO
obOparmathcs yist 60j1ee 1eTaJbHOTO €r0 YCBOCHHUSI.
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3 3HaTh U YMETh Ha PeNPOAYKTUBHOM ypoBHE. OOy4Jaronmxcs 3HaeT
(YIOBJIETBOPUTENHHO) |M3YUYEHHBIN 3JIEMEHT COACPKAHUS PENPOYKTUBHO: IPOU3BOIHHO
BOCITPOM3BOIUT CBOU 3HAHUS YCTHO, MUCbMEHHO UJIU B JIEMOHCTPUPYEMBIX
JIEUCTBUSAX.

4 (xoporo) 3HaTh, YMETh, BIAJCTh HAa AHAJUTHYECKOM YPOBHE. 3Has Ha
PENpOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
M3YYEHHBIX 00BEKTOB, Ha UX IOCTOMHCTBA, OTPAaHUYECHUS, UCTOPHUIO U
MEPCTIEKTUBBI Pa3BUTHUS U OCOOEHHOCTH IS Pa3HbIX OOBEKTOB YCBOCHHUSI.

5 (0TIMYHO) 3HaTh, yMETb, BIAJICTh HA CHCTeMHOM ypoBHe. OOyuaromuiics 3HaeT
W3YYEHHBIHN 2JIEMEHT COAEP KAHUSI CUCTEMHO, IPOM3BOJIBHO U 10KA3aTEIbHO
BOCIIPOM3BOAMT CBOU 3HAHUS YCTHO, IMCBMEHHO WM B IEMOHCTPUPYEMBIX
NEHCTBUAX, YUYUTHIBAS U YKa3bIBasl CBA3U U 3aBUCUMOCTU MEXIY 3TUM
AJIEMEHTOM U JPYTMMHU JIEMEHTAMU COJAEPKAaHUS AUCLHUIIIMHBI, €T0
3HaYUMOCTb B COJIEP’KAHUN JUCLMUILINHBIL.

9.1.1. IlpuMepHBbIi NepeYeHb TECTOBbIX 3aaHUH

1. Kakas u3 maHHBIX TEXHOJIOTHH crocoOHa 00pa30oBBIBATH CAMOOPTaHU3YIOMIYIOCS SYEUCTYIO
cetb(mesh-ceTp) Mo ymonuanuto, 6€3 JOMOTHUTEIBHBIX YCHUIUI?

a) WiFi

0) ZigBee
B)  Bluetooth
r) LoRa

2. B kakom (opmate coobmienne OyaeT MMETh HAMMEHBITUH 00beM, €ClIi CYUTATh MOCUMBOJIBHO
IIPH [IPOYUX PABHBIX YCIOBHSIX?

a) HTML
6) YAML
B) JSON
r) XML

3. JlomycTuM, 4TO BBl KOHCTPYUPYETE YCTPOMCTBO, KOTOPOE JTOJKHO 3HATh O TOM, OTKpBITa JIU
nBepb. Kakoit mexanusm npotokona MQTT cTouT ucmnosib30BaTh, 4TOOBI HOBBIE MOANUCUYUKU
cpa3y y3HaBalli CTaTyc JiBepu?

a) Retain

06) Network Pipe
B) Last Will

r) QoS

4. Jlns gero ucnonsiyercs mexanusm MQTT, naseiBaemsrii “3asemanue” (“Last Will”)?
a)  YBeIOMHTH HOIMHUCYUKOB O TOM, YTO €CTh MPOOIIeMa Ha CTOPOHE U3/1aTels
6)  OcraButh coobuieHue “no BocTpeOoBaHMs’, TO €CTh CAENATh €r0 JOCTYIHBIM ISl HOBBIX
HOITMCYNKOB
B) ['apantupoBaTh 10CTaBKY COOOIICHUS
r)  YBeIOMHTH U3JIATENS O MPOOIEME C CEThIO

5. YTo HYXHO clienath NOAMUCYUKY 4TOOBI monyuuTh “3aBentanue” (“Last Will”)?

a)  Ycranosutsh ¢uar “Last Will”

6) IloamucaTbCs Ha TONMK C KAYECTBOM OOCIIYy )KMBaHUsI HE HUXKE 1

B)  YcraHoButh (hiar “Retain”

r)  Hwuuero crenuanbHO AenaTh HE HY>KHO, TUCHMO MPUAET aBTOMATUYECKH

6. [lns pemieHns Kakoi 3a/1a4u Bbl TOUYHO HE OyJ€Te UCII0JIb30BaTh TeXHONoruo LoRa?
a) M3mepenue TemmnepaTypsl Te€Jda KOPOBBI
0) CHsATue noka3aHuil 3NeKTPOHHBIX cueTdnKoB KKX
B) OrcnexuBaHue MECTOMOIOKEHHUS TPAHCTIOPTa B pealbHOM BPEMEHHU
r)  OKOJIOTMYECKUH MOHUTOPHHI PEKH Ha MPEIMET CJIMBA IPOMBIIIJICHHBIX OTX0/10B

7. Kak nocturaercst yHMKaubHOCTh HaeHTH(HKaTopa ycTpoiictBa (DevEUI) B cetsx LoRa?

a) [IpousBoauTENh KOHEUHBIX YCTPOMCTB Ha3HA4YaeT MACHTHU(UKATOP M3 AUANa3oHa
pa3pelIEHHBIX AIPECOB
6) Hukak He nocturaercs, HACHTU(HUKATOP MOKHO CBOOOHO MEHSATh
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B) [IpousBoautens npuémonepenarynkoB LoRa, xkommanus Semtech, mpucBauBaer
UACHTU(DUKATOP KAKIOMY YHITY
T) [TpoeKkTupOBIIMK KOHKPETHON CUCTEMbI HA3HAYAET a/Ipeca yCTPOHUCTBaM

8. Ilouemy He CTOUT JenaTh MEPUOJ ONpOca TaTYUKOB MEHbIIE | MUHYTHI, €CJIU MBI paboTaeM ¢
cucremont LoRa?
a)  OrmpaBka U nepechlIka COOOIIeHUI 3aHUMAET CIUIIKOM MHOTO BPEMEHH, TI0O3TOMY 3TO
co31acT “3aTop” B CETH
0) Ilepuon menee 1 MunyTsl He mogaepkuBaercst RIOT OS
B)  ApXUTEKTypa MUKPOKOHTpPOJIEpA HE MO3BOJIAET HA3HAYUTh MEPHO]] IPOOHBIM YUCIOM
r) Jlaruuk He ycmeBaeT onudpoBaTh MOKa3aHUs

9. Kako# mpoTOKOJI UCTIOIB3YETCS Ha TpaHCIOPTHOM ypoBHe B mpotokoiae MQTT-SN (Sensor

Networks)?
a) UDP
6) UDP-Lite
B) SCTP
r) TCP
10. B xakom paamonuamnasone padoraer WiFi?
a) 915 MI'ng
06) 108 MI'u
B) 868 Ml
r) 2450 MI'u

9.1.2. IlepeyeHb IK3aMEeHANUOHHBIX BOMIPOCOB

. Tunbsl 00bEKTOB 3aIUTHl HH(POPMAIIUN U UX OTIPEIEICHUSI.

CaoiicTBa nH(pOpMaLuu, odbecrieunBacMble pH €€ 3aIInTe.

. Kareropun nocryna x mHpopmamuu. CTeneHU CEKPETHOCTU CBEIECHHH, COCTABISIOUIUX
rOCYJJapCTBEHHYIO TalHY.

4. Bunsl uapopmanuu, OTHOCSIIEHCS K CBEICHUSIM KOH(PHUISHIIMATLHOTO XapaKTepa.

5. llonsitue «HapyuieHue HHPOpMauUMOHHOW Oe3zomacHocTu». llpumepsl arak Ha

UH(POPMALIMOHHBIE CUCTEMBI.

9.1.3. TembI J1a00paTOPHBIX PadoT

PaboTa ¢ mouckoBeiMH cricTemMamu MIHTEepHETA Bemiei

[Toctpoenue monenu yrpo3 cucrembl MaTepHeTa Beniei

MonaenupoBanue atak Ha LoRa

[Tomyuenue goctyna K 1eJIeBOMY YCTPOMCTBY Uepe3 OTJIaI0UHbIe HHTEPEHChI
UccnenoBanue y3i0B ceTn

MonenupoBanue arak Ha RFID

MonenupoBanue atak Ha BLE

MopenupoBanue atak Ha Wi-Fi

Cauddunar BLE-Tpaduka

e e A e e

9.2. MeToan4yeckne peKOMeH AU

VY4eOHbIil MaTepuan uznaraercs B (Gopme, mpenanoaramplleii caMoCTOATEIbHOE MBIILICHHE
CTYZCHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosaTenpHast paboTa CTyA€HTOB UTPAET PEIIAIONIYIO POJIb
B XO/I€ BCETro y4eOHOro mporecca.

Hauatp n3ydeHne MUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ padoueil MporpaMMoid, CIIUCKOM
y4eOHO-METOMUECKOT0 U MporpaMMHoro obdecneuenus. CamocrostenbHas paboTa CTyACHTa BKIIOYAET
paboTy ¢ yuyeOHBIMU MaTepHalaMH, BBIIOJHEHHE KOHTPOJBHBIX MEPONPUITHH, MPETyCMOTPEHHBIX
y4eOHBIM IITAHOM.

B nporecce n3ydeHuns: IUCUUIUIMHBI IS JIyYIIETO OCBOCHUS MaTepuaita He0OXOANMMO PETYISIPHO
oOpamarbcsi K PeKOMEHAYEMOH IuTeparype U MCTOYHMKAM, YKa3aHHBIM B y4eOHBIX Marepuaiax;
MOJIb30BAThCS 4Yepe3 KaOWHET CTyJAeHTa Ha caiiTe YHuBepcUTeTa 00pa3oBaTENbHBIMH pecypcamu
AJIEKTPOHHO-OMOIMOTEYHOM CHUCTEMBI, @ TaKXkKe OOIIEAOCTYITHBIMUA HHTEPHET-IOPTAIaMU, COJCPKAILUMHU
HAy4YHO-IONYJIAPHbIE U CHELUAIU3UPOBAHHBIE MAaTEpHaibl, MOCBSLICHHBIE Pa3JIMYHBIM acCIEeKTaM
y4eOHOM JUCUUIUINHBL.
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[Ipu camMoCTOATEILHOM U3YYEHHUU TEM CIIEAYHTE pPEKOMEHIAIHSIM:

— YTEHHE HWJH MPOCMOTP MaTepHualia OCYLIECTBISHTE CO CKOPOCTbIO, NOCTATOUYHOM s
WHAUBUAYATbHOTO MOHMMAaHUS U OCBOEHMS MaTepuaja, BbIJIENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTAaBUThH Te3UChl. OCBOMB MaTepual, MOMbITaTbCS COOTHECTH TEOPHUIO C MIPUMEpPAMHU U3

MIPAKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEyEeT BBIICHUTH UX
3HauYEHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuana;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATE HA MPEJI0KEHHbBIE BOIIPOCHI.

CtyneHThl MOTYT MOJy4aTh HHAUBUIyaIbHbIE KOHCYIbTAIlMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIUN.

[To gucuumIMHE MOTYT MPOBOAMTHLCS OMOJHUTEIbHBIC 3aHATHA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB ¥ 3anucu BEeOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / JIEKTPOHHOM

KypHaJIe Mo TUCIUIUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM /ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU

3/10POBbsI H HMHBAJINI0B

Jis nun ¢ OrpaHUYEHHBIMH BO3MOJMKHOCTSIMH 3J0pPOBbS U HWHBAJIUIOB IPEIYCMOTPEHBI
JIOTIOJTHUTEJbHBIE OLIGHOYHBIE MaTepuabl, EPEeYeHb KOTOPHIX yKa3aH B Tabmuie 9.4.

Tabnuna 9.4 — JlomonHUTENbHBIE MaTepHUalibl OLEHUBAHUA IJs JHUIl C OTPAaHUYCHHBIMH
BO3MOKHOCTSIMH 3JI0POBbSI U MHBAJIUJOB

Kareropuu o6yuaronmxcs

Bupl 7onMOMHUTENBLHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYeHUs

C HapylmeHusIMH cIyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy1ieCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyHIeHUSMU 3pEHUS

CobecenoBaHue o BOIpocam K
3a4eTy, OMPOC MO0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAUBUYAJIBHO)

C HapyluIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO allnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCBbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHMyYeHUSIMH TIO
o0IIeMe TUIIMHCKUM
MOKa3aHUSIM

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE paOOTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOMS U3 COCTOSIHUS
o0yJaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToanuyecKkue PCKOMEHAAIUHA 110 OMCHOYHBIM MaTepHaJdaM IJd JUIl ¢ OrPAHUYCHHBIMHA

BO3MOKHOCTSIMM 310POBbS 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & IMCHHO:

— B mieuaTHou hopme;

— B I1€YaTHOW (hOpMe C yBEITUUYEHHBIM IIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHHUA aCCUCTCHTOM 3aJIaHUSA BCIIYX;

— MPEJIOCTABJICHUE 33JaHMUS C UCTIOJIL30BAHUEM CYPIOIIEPEBO/IA.
.HI/IIIaM C OrpaHUYCHHBIMU BO3MOXHOCTAMHU 3JO0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BpPEM Ha

IMOATOTOBKY OTBCTOB HAa KOHTPOJIBHBIC BOIIPOCHI. I[J'ISI TaKux 06yt{a}0m1/1xcs{ npeaycMaTpmuBacTCd
nocTymnHas popMa npeaoCTaBICHH OTBETOB HA 33aJJaHHs, 2 UMEHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB HAa KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNEM YCIIYyT aCCHCTEHTA;

— MPEJICTaBIEHUE OTBETOB YCTHO.

[Ipouenypa oneHuBaHusi pe3yJbTaTOB OOYYEHHUS JHUI] C OTPAHUYCHHBIMH BO3MOXXHOCTSIMU
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3I0pPOBbSI U MHBAIUIOB 10 AUCIUILIMHE TPEIyCMAaTPUBACT MPEAOCTaBlIeHNEe HHPOopManuu B hopMax,
aIalITUPOBAHHBIX K OTPAaHUYCHHSIM UX 3I0POBbsI U BOCIIPHATHSI HHPOpPMAITUH:

Jst Iun ¢ HapylIeHUsIMU 3PeHu:

— B (popMe 2IIEKTPOHHOTO TIOKYMEHTA,

— B IIeYaTHOU popMe yBEITUUCHHBIM MIPUPTOM.

J st U ¢ HApYIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

J st U1 ¢ HApYLIEeHUSIMU OTIOPHO-BUIaTeJIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOJAUTHCS B HECKOJIBKO 3TaIOB.
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