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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. PaccmoTpeTh OCHOBHBIC MOHSTHUS YIpaBICHUS MHLIMJICHTAMH M HENPEPHIBHOCTHIO OM3HEca,
OLOCHUTH UX pOHB U CBiJA3HU C OCTAJIBbHBIMH I/I3y‘{CHHBIMI/I AUCHUIIJIMHAMHU I10 HH(I)OpMaLIHOHHOﬁ
0€30I1aCHOCTH.

1.2. 3agauy AUCHUILIUHBI

1. ommcarh mporecc ynpaplieHUs] HHIIMACHTaMH HHpopMaronHoi 6e3onacHocTH (MB).

2. ompenenuTh 0COOEHHOCTH CUCTEMBI yIpaBieHus HHIuAeHTaMu b 1 paccMoTpeTs ee OCHOBHBIE
XapaKTePUCTHKH.

3. IaTh OCHOBHBIC OIpENENICHHS, OTHOCAMUECS K MpodiemMe 0OecreueHus HeNMPEepPbIBHOCTH
ouzneca (OHB).

4. paccMOTpeTh OCHOBHBIE aCIIEKThI YIIPaBJICHUS HEMPEPhIBHOCTHIO Ou3Heca (YHB).

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Yacte 6soka aucturiuH: YacTs, popmupyemast ydacTHUKaM# 00pa30BaTEIbHBIX OTHOIICHHIA.

Monayns mucuurinHe: Moaysbs HanpaBieHHOCTH (poduiist) (major).

Nunexc quctummmunsl: 51.B.02.01.

PeanusyeTcs ¢ mpUMEHEHHEM D3JIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHM.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ no JMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JTOCTHIKEHUS
WVHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0y4eHUS 110
KOMIICTEHIIMH JUCLUIUINHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN
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VK-9. Crnocoben
MIPUHUMATH
000CHOBaHHBIE
SKOHOMMYECKHUE
pEIICHUS B Pa3IMYHBIX
o0JacTax
JKU3HENEATEILHOCTH

VYK-9.1. 3naer 6a3oBbie
TIPHHITATIBI
(GYyHKIMOHUPOBAHUS
YKOHOMHUKH H
YKOHOMHUYECKOTO Pa3BUTHS
00111eCTBa, HCTOUYHUKHU
(uHaHCUpPOBaHUS
pohecCHOHATBLHOM
JESITEIIbHOCTH, KPUTEPUN
OIICHKH 3aTpaT 1
000CHOBAaHHOCTH
YKOHOMUYECKUX PELICHUN

JleMoHCTpanus 3HaHUs IEPEYHS,
BKJIFOYAIOLLET0 IPUHLIUIIBI
(YHKIMOHUPOBAHUS SKOHOMUKH U
HKOHOMHUYECKOT0 pa3BUTHA OOILECTBA,
MCTOYHUKH (PMHAHCUPOBAHUS
npoeCCHOHATILHOMN IeATEIbHOCTH, KPUTEPUH
OLIEHKH 3aTpaT

VK-9.2. YMmeeT npuHumMaTth u
000CHOBBIBATh
HKOHOMUYECKHUE PELICHUS B
Pa3IUYHBIX 00J1ACTAX
KHU3HEACSITETbHOCTH,
IUTAHUPOBAThH JIEATEIBHOCTD C
Y4€TOM 3KOHOMHUYECKH
OTpaBJaHHBIX 3aTpar,
HaIpaBJIEHHBIX Ha
JOCTHKEHUE pe3ynbTara

JemoHcTpanysi yMeHusl IpUHUMATh U
000CHOBBIBATh IKOHOMUYECKHUE PEUICHHUS B
Pa3IMYHBIX 00JaCTSIX KUIHEACSITETbHOCTH,
IUTAHUPOBATh JIEATENBHOCT C YUETOM
HSKOHOMUYECKH OIpaBIaHHbBIX 3aTparT,
HAIpPAaBIIEHHBIX Ha IOCTH)KEHUE pe3ysbTaTa

VK-9.3. Bnaneer ocHoBaMu
(MHAHCOBOW TPAMOTHOCTH, a
TaKXKe HAaBbIKAMH pacyeTa u
OLICHKU YKOHOMHYECKOU
1e1eco000pa3HOCTH
IUTAHUPYEMOH JIeATEIIbHOCTH
(mpoekTa), ee (ero)
(UHAHCUPOBAHHMS U3
pa3InYHBIX UCTOYHUKOB

I[eMOHCTpaI_II/ISI BJIaACHUA (bHHaHCOBOﬁ
rpaMOTHOCTH Ha MPUMCPEC MMPAKTHUICCKUX
3aga4

OomenpodeccuoHaNbHbIe KOMIIETEHIIHMU

IIpodeccuonanbHbIe KOMIIETEHIUH
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I1K-3. Criocoben
OCYILIECTBIISATh
yIpaBJICHUE CPEICTBAMH
3alUThl HHOpPMAIHH, B
TOM YHCJIC
OCYIIECTBIISIOIIMH
HEIPEPBIBHBIN
MOHHUTOPHHT
3alIUIIEHHOCTH
ABTOMAaTH3UPOBAHHBIX
CHCTEM

[1K-3.1. 3naer pykoBosIIne
¥ METOJINYECKHE JOKYMEHTBI
YIOJTHOMOYEHHBIX
(denepalibHBIX OPTaHOB
UCTIOJTHUTEIILHOW BJIACTH 110
3amyTe HHPOPMaLUU

3HaHUE NIEPEYHS U COAEePHKAHUS
PYKOBOJSIIIIMX M METOAMYECKUX JOKYMEHTOB
YIOJTHOMOYEHHBIX ()e/IepaIbHBIX OPTaHOB
VICIIOJIHUTEJIBHOM BIIACTH 110 3aLIUTE
uHpOpMaun

[1K-3.2. YMeeT onpenenarsb
MoJITIeKale 3alIuTe
nH(OpMaIMOHHBIE PECYPCHI
ABTOMAaTU3MPOBAHHBIX CHCTEM

YMeHue onpenensaTh noAjiexaliie 3aiumre
nH(pOpMaAITMOHHBIE PECYPCHI
aBTOMATHU3HPOBAHHBIX CUCTEM Ha MpUMEpE
KOHKPETHOM MPAKTUYECKOU CUTyaIuu

ITK-3.3. « [IK-3.3 - YMmeer
aHaAJU3UPOBATh YTPO3bI
ABTOMATH3UPOBAHHOM
CUCTEME M LUPKYJIUPYIOLIeH B
Hell nHpopmanuu, BHIOUpaTh
HE00XO0IMMbIE CPeICTBA JIJIs

YMeHue aHaIU3upOBaTh YIPO3bl
ABTOMATU3UPOBAHHOM CUCTEME U
HUPKYJIUpYIolel B Heil nHdopmanuu,
BBIOMpATh HEOOXOAUMBIE CPEACTBA TS
obecrneyeHust UHHOPMALTMOHHOU
0€30MacHOCTH Ha IPUMEPE KOHKPETHOM

o0ecrieueHHs
UH(POPMALIMOHHOM
0e3onacHoCcTH

HpaKTquCKOﬁ CUuTyaluun

4. O0beM IMCUMIIMHBI B 3249€THBIX eJHHULIAX C YKA3aHHEM KOJIHYeCTBA AKA/leMH4YeCKHX 4aCOB,
BbIICJICHHBIX HA KOHTAKTHYIO pa0doTy 00y4aromuxcst ¢ nNpenoaaBarejieM
H Ha CAMOCTOSITEJILHYIO pa0doTy 00y4aromuxcst

OO01mmast TpyA0€MKOCTh JUCIUTUIMHBI COCTABISAET 3 3a4eTHRIX equHuIl, 108 akageMruuecKux 4acos.

Pacnipenenenue Tpya0eMKOCTH TUCHUILIMHEI 110 BUAAM Y4EOHOU JEATEILHOCTH MPEICTABICHO B
tabmute 4.1.

Ta6ymna 4.1 — Tpy10eMKOCTh JAUCITUIUIMHBI 110 BUAAM YU4COHOM JIeITeIbHOCTH

= Beero  |CemecTpsl
Bunbl yueOHOI nesTenbHOCTH

4acoB | 6 ceMmecTp
KonTakTHas ayniuropHasi padoTa o0y4yaromuxcs ¢ npenojaaBarejieM, BCero 54 54
JIeKk1IMOHHBIE 3aHATUSA 18 18
JlabopatopHbie 3aHATHS 36 36
CamMocTosiTesibHAsi padoTa 00y4alOIIMXCS, B T.4. KOHTAKTHAsl 54 54

BHeayIMTOpHAasi padoTa 00y4alIMXxcs ¢ nmpemnoaaBaresieM, BCero
IToaroroBka k 3auery 18 18
[ToaroroBka K TECTUPOBAHUIO 18 18
[ToaroToBka k 1abopaTopHOii paboTe, HAITMCAHUE OTYETA 18 18
OO0mas Tpya0eMKoCTh (B 4acax) 108 108
Oo0mas TpyroemMkocTh (B 3.e.) 3 3

5. CTpykTypa u colep:kaHue TUCHHUILIMHBI
5.1. Pa3znennl (TeMbl) JUCHUNJIMHBI U BUAbI Y4eOHOI 1eiITeJIbHOCTH

CTpyKTypa IUCIUIUIMHBI 0 pa3jenaM (TeMaM) B BUIaM y4eOHOH JesATeIbHOCTH MPHUBEICHA B
tabymue 5.1.
Tabmmma 5.1 — Paznens! (TeMbl) TUCIMUILIMHBI M BUABI YICOHON ACATEIHHOCTH

Bcero yacos
Jlex. | JIa6. | Cawm. dopmupyembie
HasBanus paznenos (Tem) JUCHUILTUHBI (Ge3
3aH., 9| pab. | pad.,d KOMIICTCHITHH
AK3aMEHa)
6 cemecTp
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1 HopmartuBHas 6a3a yrpaBieHUs 6 6 18 30 [IK-3, YK-9
uHuaenramu Ub n obecneuenue
HENpEepbhIBHOCTH OM3HECa
2 Ynupasnenue nnuuaenramu b 6 24 18 48 IIK-3, YK-9
3 YnpaBiieHue HENpPEepPbIBHOCTHIO 6 6 18 30 [IK-3, YK-9
Ou3Heca opraHu3alnuu

Uroro 3a cemectp| 18 36 54 108

Hroro| 18 36 54 108

5.2. Conep:xanue pa3aesioB (TeM) IMCHUNINHBI

Coneprkanue pa3iesioB (TeM) IUCHUTLIMHEI (B T.4. IO JIEKIHUSIM) MPUBEICHO B Ta0iwHIe 5.2.
Ta6muma 5.2 — CoaeprkaHue pa3ieaoB (TeM) TUCIUTUINHBI (B T.U. IO JICKIIHSIM)

HasBanus paznenoB (Tem)
JVCIIATUTHHBI

Coneprkanue pas3iesioB (Tem)
JTUCHUTIIAHEI (B T.Y. TIO JICKIIHSIM)

TpynoemMkocTb
(JIEKITMOHHBIE
3aHATHSA), U

dopmupyembie
KOMIIETEHIINH

6 cemecTp

1 HopmartuBHas 6a3a
yIpaBICHUS
uHiaeHTamu b u
obecrecucHue
HETPEPHIBHOCTH OM3HECa

ISO/IEC 27035:2011 - ynpaBnenue
uHuuaeHtamu b

1SO/1EC 27037 - pyKOBOJICTBO IO
uAeHTUGHUKAIMH, cOOpYy W/Win
MOJTYYEHHUIO U 00ECTICUCHHUTO
COXPaHHOCTH CBUJICTEIILCTB,
IPE/ICTABICHHBIX B JICKTPOHHON
dopme

ISO/TIEC 27031:2011 - pyKOBOJCTBO 1O
TOTOBHOCTH UH()OPMAIIMOHHBIX U
TEICKOMMYHUKAIIMOHHBIX TEXHOJIOTHI
JUIs1 00ECTIeYeHNS HEPEPHIBHOCTH
OusHeca

BS 25999 u I'OCT P 53647 -
yIpaBlICHUE HENPEPHIBHOCTHIO OU3HECA

[IK-3, YK-9

Hroro
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2 YupasneHue Coopbrtue u uniuaent Nb 6 [IK-3, YK-9
nHuuaeHramMu b Ilenn u 3a1aum ynpaBiieHUs
nHuuaeHtamu b
Cucrema ynpaBieHHs] UHIUJEHTaAMU
nb
Oransl rpoliiecca yrnpaBieHUs
nHuuaeHtamu b
Oo6napyxenue coowsrtuii Ub n
nHIuaeHToB b u onoselenre o HUX
O6padotka coowrtuii b u
nHuuaeHToB b
Pearnposanue Ha nnuuaentsel b
JlokyMeHTaIusi CUCTEMBI YIIpaBJICHUS
nHuuaeHtamu b
['pynna pearupoBanust Ha UHIUIEHTHI
nb
ObecnieueHne 0CBEJOMIEHHOCTH U
o0yuenue B obsactu nHuuaeHToB b
CoxpaHeHue 10Ka3aTeIbCTB
nauuaeHta b
CpenctBa ynpasneHus coositusimMu b
Hroro 6
3 Ynpasienue OnpeneneHus HENPEPHIBHOCTH OU3HECA 6 [IK-3, YK-9
HENPEPBIBHOCTHIO Y YIIpaBJICHHUS €10
Ou3Heca opraHu3alnuu Cucrema ynpaBieHus
HENpepbIBHOCTHIO On3HEeca
JKvi3HEeHHBII UK yIpaBIeHUS
HENpepbIBHOCTHIO On3HEeca
JlokyMeHTaIus 1 3aruck B 001acTu
HENpEepbIBHOCTH OM3HECa
l'oroBrocts UTT k OHb
CpeactBa ynpaiieHus
HENpepbIBHOCTHIO On3Heca
Hroro 6
Hroro 3a cemectp 18
Hroro 18
5.3. IIpakTH4yeckune 3aHATHSA (CEMHHAPBI)
He npenycMoTpeHo yueOHbBIM ITaHOM
5.4. JlabopaTopHbIe 3aHATHUSA
HaumenoBanue 1a00paTopHbIX pabOT MpHUBEACHO B TaduIlE 5.4.
Tabmuna 5.4 — HaumeHnoBanue 1a60paTOPHBIX padoT
HasBanus paznenos (Tem) HanmeHnoBanwue 1abopaTopHBIX dopmupyemsbie
TpynoemMkocTs, 4
JUCIUTIIAHBI pabot KOMIETEHIINH
6 cemecTp
1 HopmartuBHas 6a3a HopMmaruBHas 6a3a yrpaBieHus 6 IIK-3
yhpaBieHusl HHUUACHTaMH |uHIuaeHTamu b u obecnieuenue
Wb u obecnieueHue HENPEePBIBHOCTHU OM3HEca
HENPEPBIBHOCTH OM3HECa Utoro 6
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2 YupasiieHue Cucrema yrpaBieHus 6 [TK-3
nHiuaenramu b nHiuaenramu b
Oo6napyxenue coobiTuiit Ub u 6 [1K-3
naimaenToB b u omosemenue o
HUX
O6pabotka cobwituii b n 6 IK-3
nHIuAeHToB Ub.
PearupoBanue Ha unuunentsel b 6 [IK-3
Hroro 24
3 Ynpasienue YipasiaeHue HENPEPHIBHOCTHIO 6 [1K-3
HENpEepbIBHOCTHIO OM3Heca |OM3Heca opraHu3anuu
OpraHu3aIu Utoro 6
Uroro 3a cemectp 36
Hroro 36

5.5. KypcoBoii npoekT / kypcoBasi padora

He npenycMOTpeHO y4eOHBIM IIaHOM

5.6. CamocTosiTesqIbHaAs1 paboTa

Bunbr camoctosaTensHOM paboThl, TPYJOEMKOCTh U (hOpMHUpPYEMble KOMIIETCHIIMH MPECTaBICHbBI B

Tadymue 5.6.

Tab6mmma 5.6. — Buasl camocTosTeIbHOM pabOoThl, TPYJA0EMKOCTh U (POPMHUPYEMBIE KOMIETEHITUN

HasBanns paznenoB | Buael camocrositensHol | TpynoeMkocts, | PopMmupyeMblie Dopmsbl
(TeM) TUCIIATLIMHBI paboThI q KOMIICTCHITHH KOHTPOJISI
6 cemecTp
1 HopmaruBHas 6a3a |[loarotoBka k 3ayety 6 I1K-3, YK-9 3auér
YIIpaBJICHUA IToaroroBka x 6 IIK-3, YK-9 TectupoBanue
nHupaeHramu Ub v | recruposanuio
obecneuenue [Toaroroska K 6 [1K-3 JlaGopaTtopHas
HCHPCPLIBHOCTH nabopaTtopHoii paboTe, pabora
Gusneca HAIHCAHUE OTYETA
Uroro 18
2 YupaBneHue [ToaroroBka k 3auety 6 [TK-3, YK-9 3auér
unnuaenramMu b ITonroroBka k 6 IIK-3, YK-9 TectupoBanue
TECTUPOBAHUIO
ITogroroska k 6 I1K-3 JlaGopatopHas
nabopaTopHoii pabote, pabota
HAIMCaHUE OTYeTa
Uroro 18
3 VaopasneHue [ToaroroBka K 3auery 6 [1K-3, YK-9 3auéT
HEIPEPLIBHOCTBIO IloaroroBka x 6 IIK-3, YK-9 TectupoBanue
OH3HECa OPraHU3aLMH | TeCTUPOBAHMIO
[MoxroroBka k 6 I1K-3 JlaGopaTopHnas
nabopaTopHO# padoTe, pabota
HaAIMCAaHUEe OTYETa
Hroro 18
Hroro 3a cemectp 54
Uroro 54
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5.7. CooTBeTcTBHE KOMIIETEHUMH, ()OPMUPYEMBIX PH U3YUYEHUU TUCUHUIIIMHBI,
U BU/0B YU4eOHOM 1esITeJIbHOCTH

CooTBeTcTBUE KOMIIETEHIIUM, (POPMUPYEMBIX MPU U3YUYEHHH TUCHHUIUIUHBI, U BUJIOB YyueOHOM
JEATEILHOCTH MPEICTABICHO B TabHIIEe 5.7.
Tabnuna 5.7 — CooTBETCTBUE KOMIETSHIIHH, ((OPMUPYEMBIX IPU U3YUYECHUHN AUCLIUILINHBI, U BUOB

3aHATUI
dopmMmupyemsie Bunsl yueOHOM AesTenbHOCTH
@DopMbI KOHTPOJIS
KOMIIETCHIINH JIek. 3aH.|JIa0. pab.|Cam. pal.
[1K-3 + + + 3auér, Jlaboparopnast pabora,
TectupoBanue
YK-9 + + 3auért, TectupoBanue

6. PeiiTunroBasi cucreMa /1Jisl OlEHKH yCIIeBAeMOCTH 00y4aromuxcst

6.1. banabHbie oneHKH 11t GOPM KOHTPOJISA

bannbHble onieHkH U1t POpPM KOHTPOJIS TIPEICTaBICHbI B Ta0muiie 6.1.
Tab6muua 6.1 — bamnbHbIE OLIEHKH

. . | MakcumanbHbIl Oasmn
MakcumanbHbIi MakcumanbHbIi
3a MepHOJ MEXKIY Bcero 3a
DopMBbI KOHTPOJISI 6at Ha 1-yro KT ¢ OaJi 3a mIepuoI
2KT u Ha xoHEI CEeMeCTp
Hayajia ceMecTpa mexay 1KT u 2KT
cemecTpa
6 cemecTp
3auér 0 0 30 30
JlaGopaTtopHnas pabota 10 40 10 60
TectupoBaHnue 0 0 10 10
Htoro makcumyM 3a 10 40 50 100
nepuo.
Hapacratomum utorom 10 50 100 100
6.2. [lepecuer 0a/1J1I0B B OlIEHKH 32 TeKYIIMA KOHTPOJIb
[Tepecuet 6amIoOB B OLIEHKH 32 TEKYIIUI KOHTPOIb MPECTaBICH B Tabnuie 6.2.
Tabnuma 6.2 — Ilepecuer 6aJIOB B OIICHKH 32 TEKYIIUH KOHTPOIIb
Bamnibl Ha naTy TEKyIIero KOHTpOIs OneHka
> 90% ot MakcuMaibHOI cymMbl OamoB Ha naty TK 5
Ot 70% 1o 89% ot MakcuManbHOI cymMMbl OaioB Ha naty TK 4
Ot 60% 110 69% oT MakcuMabHOU cyMMBI 6aiioB Ha naty TK 3
< 60% ot MakcuMaibHOI cymMbl OamioB Ha naty TK 2

6.3. Ilepecuer cyMMblI 02/1710B B TPAAUIIHOHHYIO M MEKAYHAPOAHYIO OLICHKY

[TepecdyeT cyMMBI 0aIOB B TPAJUIIMOHHYIO U MEXITYHAPOJIHYIO OIICHKY MPEJCTABICH B TaOIHUIE

6.3.
Tabmuma 6.3 — Ilepecuer cyMMbl OAJUIOB B TPAIUIIMOHHYIO U MEXKTYHAPOIHYIO OLICHKY
HroroBas cymma 6ainios,
Onenka YYMTBIBAET YCIEUTHO CIaHHBIN Onenka (ECTS)

9K3aMeH

5 (0TIMYHO) (3a4TEHO) 90 —-100 A (0TIMYHO)

4 (xoporo) (3a4TeHO) 85 -89 B (ouens xoporo)
75— 84 C (xoporo)
70 — 74 D (ynoBneTBopuTeNnbHO)
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3 (yAOBIETBOPUTENIHHO) (3aYTEHO) 65— 69

60 — 64 E (mocpencTBenHo)
2 (HeyIOBIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6ammos F (meynoBrnerBoputeabHO)

7. Y4eOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE o0ecneyeHue TUCHUILINHBI
7.1. OcHOBHas JUTEpaTypa

1. UnxeHepHo-TexHu4eckas 3auuTa nuapopmanun: Yuedbnoe nocodue / A. A. Tutos - 2010. 195
c. [Dnexrponnsiii pecypc|: — Pexum gocryna: https://edu.tusur.ru/publications/654.

7.2. lonoJTHUTEIbHAS JIUTEPaTypa

1. OcHoBbl nHpOpMaALIMOHHOM O6e3omacHOCTH: Y4yebHoe mocodue / A. M. I'onmukos - 2007. 201 c.
[DnexTponHsIi pecypc]: — Pexum goctyna: https://edu.tusur.ru/publications/1024.

2. CTO BP B®bO-1.5-2018 CTAHIAAPT BAHKA POCCHUU BE3OITACHOCTbD
®UHAHCOBBIX (BAHKOBCKUX) OIEPALIMM VIIPABJIEHUE WHIUAEHTAMU
MH®OPMAIIMOHHOM BE30IIACHOCTU O ®OPMAX U CPOKAX B3AUMOJIEMCTBUSA
BAHKA POCCUU C YHACTHUKAMU MHOOPMAILIMOHHOI'O OBMEHAIIPU BBISIBJIEHUN
VHIIMJIEHTOB, CBS3AHHBIX C HAPYIIIEHUEM TPEBOBAHHMI K OBECIIEYEHUIO 3ALUTHI
NHOOPMAIIUU [ONeKTpOHHBIHI pecypc]: — Pexum pocrymna:
https://cbr.ru/statichtml/file/59420/st-15-18.pdf.

7.3. YueOHO-MeTOANYEeCKHE MOCOOUs
7.3.1. O6s3aTesIbHbIE YUeOHO-METOAMYECKHE TOCOOUSI

1. besonacHocth cereit DBM. Yacte 1: JlabopaTtopusiii mpakTukym / A. K. HoBoxpecTos, A. U.
I'ynse - 2017. 92 c. [DnekrpoHHbIN pecypc]: — Pexxum noctyna: https://edu.tusur.ru/publications/7225.

2. besomacHocTh ceteit OBM: MeTonuueckue ykazaHus I CAaMOCTOATEIIbHON paboThI CTyIeHTa /
HosoxpectoB A.K., IIpackypun I'.A., 2014. — 4 c. [DnexTpoHHbIl pecypc]: — Pexum gocrtyna:
https://disk.fb.tusur.ru/bsevm/independent_work.pdf.

7.3.2. YueOHO-MeTOANYECKHE MTOCOONS IJIS JINIY
€ OrpaHMYeHHBIMU BO3MOKHOCTSIMHM 3/10POBbSI M HHBAJIHU/I0B

Y4eOHO-MeTOIUYeCKHEe MaTepUaIIbl ISl CAMOCTOSITEIILHON U ayIMTOPHOIM PabOThl 00YYaIOLIHXCS
U3 YKCia JUI] ¢ OTPAHUYCHHBIMU BO3MOXKHOCTSIMU 370POBbSI M HHBAJIH/IOB MPEIOCTABIAIOTCS B (hopMax,
aIalITUPOBAHHBIX K OTPAHHYCHUSM HUX 3[0POBbS U BOCHPUATHS HHOOpPMALIUY.

JI1s JIMI ¢ HAPYIIEeHUSIMH 3PEeHus:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B [1€YaTHOW (hopMe YBEIUIECHHBIM HIPUPTOM.

JI1s1 JIMIL ¢ HAPYIIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B miedatHou popme.

JI1s1 JIMIL ¢ HAPYIIEHUSIMHU ONOPHO-IBUTaTEIbHOI0 anmnapara:

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B miedatHou popme.

7.4. CoBpeMeHHbIe TPo(eccuoHATIbHBbIE 0a3bI JAHHBIX
1 HH(POPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. IIpu u3ydeHUU NTUCHUIIUHBI PEKOMEHAYETCSl 00palaThCsa K COBPEMEHHBIM 0a3aM JaHHBIX,
WHGOPMAIIMOHHO-CIIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa OoTKpHIT gocTyI:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MaTepnajbHO-TeXHHYECKOE U POrPaMMHOe o0ecnedyeHne JUCIUIITHHbI
8.1. MatepuabHO-TeXHHYECKOe H IPOrpaMMHoe obecriedeHue sl JTeKINOHHBIX 3aHATHI

Jns npoBeneHUs 3aHATHN JIEKIIMOHHOT'O THIIA, TPYIIIOBBIX U MHAWBHUAYAJIBHBIX KOHCYJIbTALUH,
TEKYLIEro KOHTPOJISL U MPOMEXYTOUHON aTTeCTAllMU UCIIONb3yeTCsl yueOHask ayAUTOPHS C TOCTaTOYHBIM
KOJIMYECTBOM IIOCAIOUHBIX MECT JJi y4eOHOM rpyIbl, 000py10BaHHAs JOCKOM U CTaHIapTHON yueOHOM
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MeOenpto. iMeroTest MybTUMeINiTHOe 000pyI0BaHNE U YUEeOHO-HATIISAHBIE TTOCOOUS, 00eCTICUHBAIOIIINE
TEMAaTUYCCKHE WILTIOCTPAIMH IO JICKIIMOHHBIM pa3zesiaM TUCIIHILTHHEI.

8.2. MaTepuaibHO-TeXHNYECKOE U POrpaMMHoOe o0ecrieuyeHue Jisl JJa0opaToOpHBIX padoT

JIaGopaTopusi mporpaMMHO-aNnapaTHBIX CPEACTB o0ecrieueHus] NH(POPMAIIMOHHOM 0€30MacHOCTH:
yueOHass ayauTOpHUs AJS NMPOBEICHUSA 3aHATUN NMPAKTUUYECKOTO THUIMA, yueOHas ayIuTOpHUs I
MpOBeIeHUs 3aHsITHiI TabopaTtopHoro tumna; 634045, Tomckas obmacts, r. ToMck, yi. KpacHoapmeiickas,
a. 146, 405 ayn.

Omnucanue UMeEIOIEerocss 000pPy0BaHUS:

- UnTepaktusHas nocka [QBoard DVT TN100;

- [IpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yeunurens Roxton AA-60M;

- [ToTonounslit rpomkorosopurensb Roxton PA-20T;

- AnmmapaTHble cpecTBa ayTeHTuuKanuu noias3zonarens "eToken Pro";

- Ilporpammuo-annapaTHbiii koMiuieke 3auuTsl nHpopmarun: [TAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW 1000 4 .x;

- YerpoiicTBa UT€HUS CMapT-KapT U PaJMOMETOK: aJjanTep KOMIBIOTEPHBIN AJI CYUTHIBAHUS U
nepenauu B [IK cepuiiHpix HOMEpoB OECKOHTAKTHBIX uAeHTUUKaTOpoB IronLogic Z-2 USB;

- MarauTHO-MapKepHas J10CKa;

- Kommuiekt ciennanu3upoBanHoi yueOHoM Meben;

- PabGouee mecTo npenogaBaress.

[Iporpammuoe obecnieueHue:

- Cucrema MoHuTOpHUHTa Zabbix;

- Microsoft Windows 10;

- VirtualBox;

- Ananuzarop tpaduka Wireshark;

- MexcereBoii akpan Positive Technologies Application Firewall Education;

- Cucrema 3amuThl OT yTeuku AanHbIX: KonTyp nndopmarmonHoit 6e3onacuoctu SearchInform;

- Cucrema oOHapyKeHUsI BTOpPKEHUH Snort;

- Cucrema oOHapy>KeHUs! BTOp>KeHH Suricata;

- CpencTBO CKaHMPOBAHUS 3AIIMIIEHHOCTH KOMIIBIOTEpHBIX ceTeit: MaxPatrol Education;

- CpeacTBO CKaHMPOBAHUS 3alIUIIEHHOCTH KOMIbIOTepHBIX ceTeil: XSpider Education;

8.3. MaTepI/IaJ'II)HO-TeXHI/I'-leCKOC U IIporpaMmMHoe odecneyeHue IJ1s1 CAMOCTOATEILHOM paﬁoTI)I

st camocToATeNbHONU paboOThl HCIIOIB3YIOTCS yUeOHbIE ayIUTOpUH (KOMIBIOTEPHBIC KJIACCHI),
PacmosoKeHHBIE M0 apecam:

- 634050, Tomckast o6macts, r. Tomck, Jlennna npocnexr, 1. 40, 233 ayn.;

- 634045, Tomckas o6macts, . ToMck, yi. KpacHoapmeiickas, 1. 146, 209 ayn.;

- 634034, Tomckas o6macts, r. Tomck, Bepmunauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacts, r. Tomck, Bepmuauna ynuna, a. 74, 207 aya.

Onucanue uMeroerocss 000pya0BaHus:

- yueOHast MeOeb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJKIIOUEHBI K ceTu «HTepHEeT» U 00ecrneyuBaoT JOCTYI B 3JIEKTPOHHYIO
nH(popmanmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[lepeuenb mporpaMMHOT0 0OecreueHusI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 s Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepuaJIbHO-TeXHHYECKOE o0ecrevyeHne TUCIMTILTAHBI IS JTUI] C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIN/IOB
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OcBoeHME AUCHUILIMHBI JIMIIAMU C OTPAHMYEHHBIMU BO3MOKHOCTSIMU 3/10POBbSI U MHBAJIUJAMHU
OCYIIECTBIISIETCS C UCITIOIB30BAHUEM CPEICTB 00YUEeHUS OOIIEro U CreluaabHOr0 Ha3HAYEHUS.

[Ipu 3aHATHAX ¢ O0Oy4YarOUIMMHCA C HAPYWIEHHSMH CJyXa MPEIyCMOTPEHO HMCIOJb30BaHHE
3BYKOYCHJIMBAIOIIEH ammapaTypbl, MyJbTUMEIUNHBIX CPEICTB U JPYTHUX TEXHUUYECKHUX CPEJICTB
npuema/repenadn yueOHol nHpopMaImy B JOCTYIHBIX GopMax, MOOMIIBHON CUCTEMBI MPEINOaBaHuUs
JUTsL 00YYaIOLIUXCSl ¢ UHBAIMHOCTHIO, MOPTATUBHON MHAYKIIMOHHON CHUCTeMBbl. YueOHas ayauTOpus, B
KOTOPOHW 3aHUMAIOTCSI 00ydJaromuecs: ¢ HapylIeHUEeM CiyXa, 000pyJa0oBaHa KOMIBIOTEPHOU TEXHUKOM,
ayAMOTEXHUKOU, BUACOTEXHUKOM, SJIEKTPOHHOU IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHUSIX ¢ 00yUYaIONIMMUCS C HAPYLIEHUSIMHU 3PeHUs MPETYyCMOTPEHO UCIOJIb30BAaHUE B
JEKIUOHHBIX U y4eOHBIX ayAUTOPHUSAX BO3MOXKHOCTH MPOCMOTpaA YJAAJI€HHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM claiijia Ha 3KpaHe) MpH MOMOIIHM BUACOYBEIUUHUTENEH 9 KOMPOPTHOTO
MIPOCMOTpa.

[Ipu 3aHgATHAX ¢ O0Yy4YalOIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOI0 ammaparta
HCIIOJB3YIOTCS allbTepHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMalMU U APYyrue TEXHUYECKUE CpeACcTBa
npuema/rnepenadyn yueOHo nHGOpMaIMu B JOCTYHNHBIX opMax, MOOMIIBHON CUCTEMbI OOYUYCHUS IS
JIOJIEN ¢ MHBAIUIHOCTEIO.

9. OueHOYHbIe MaTePUAJIbI M METOAUYECKHE PEKOMEHIAMY 110 OPTaHU3ALMH U3yUeHUsl
JTUCIUTINHBI

9.1. Conep:xaHne OLICHOYHBIX MATEPHAJIOB JIsl TEKYIEro KOHTPOJIS
U MIPOMEKYTOYHOM aTTecCTAUM

JIyist o1leHKHU cTeneHru COPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPCTUICHHBIX 32 AUCIUTIIINHOMN
KOMITETCHIINI HUCTIONB3YIOTCS OLICHOYHBIE MaTepUalibl, MpeAcTaBiIeHHbIC B Ta0muIe 9.1.
Tabmuia 9.1 — @opMbI KOHTPOJISL U OLICHOYHBIC MATSPHAIIBI

Hasparus paszenos (Tem) PopmupyemEIe ®opmsbl koHTpoIst | OueHouynsie Matepuans (OM)
JUCLIUIUIAHBI KOMIIETEHIINU
1 HopmaTtuBHas 6a3a [1K-3, YK-9 3auét [Tepeuens BOIpOCOB IJ1st
ynpasieHus uHuuaesTamu b 3a4era
1 00CCIICYCHHE HENPEPBIBHOCTH Jlaboparopnas Tembl 1abopaTopHBIX paboT
OousHeca pabota
TectupoBanue [IpuMepHBIil epeyeHb
TECTOBBIX 3aJaHUN
2 YnupaBiieHHE UHIUICHTaMHU [1K-3, YK-9 3auér Ilepeuenb BOITPOCOB IJ1st
Hb 3a4dera
JlaGopaTopHas Temsbl n1abopaTopHbIX padoT
pabota
TectupoBanue [IpuMepHBIil nepeyeHb
TECTOBLIX 3aJaHUN
3 Vnpasnenue [1K-3, YK-9 3auér [lepeuenb BOIIPOCOB 115t
HENPEepbIBHOCTBIO On3HEca 3a4eTa
Opranu3anuu JlaGopatopHas Tembl m1abopaToOpHBIX paboOT
pabota
TectupoBanue [IpumepHBIil nepeyeHb
TECTOBLIX 3aJaHuN

[xana oneHku cCHOPMUPOBAHHOCTU OTAEIbHBIX MIAHHUPYEMBIX PE3yJIbTATOB OOyUYEHHS IO
JTUCIUIUIMHE TpUBeeHa B Tabnuie 9.2.
Tabnuna 9.2 — llkana oneHku cHOPMHUPOBAHHOCTU TUIAHUPYEMBIX PE3yJIbTATOB OOYUYEHUS TIO

JAVCLUTLIINHE
®opmynupoBka TpeOOBaHUM K CTeNeHU C(HOPMUPOBAHHOCTH
Ouenka bannet 33 OM IUTAHUPYEMBIX PE3yJIbTaTOB 00YUYEHHS
3HATh | YMETh | BIIQJICTh
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2 <60% ot OTCYTCTBHE 3HAHUU OTCYTCTBHUE OTCYTCTBHE
(HEYIOBIIETBOPUTEIIBHO ) | MAKCUMATHHOMU | HITH ()parMeHTApHBIC YMEHHUH HITH HaBBIKOB HMJIN
CYMMBI 0aJUIOB 3HAHUS YaCTUYIHO (dbparMeHTapHbIE
OCBOCHHOE MIPUMCHCHHE
YMCHHE HaBBIKOB
3 ot 60% 1o o01ue, HO He B IIEJIOM YCHENTHO, B IIEJIOM
(YZIOBIIETBOPUTEIHHO) 69% ot CTPYKTYPUPOBAaHHbIE HO HE YCIIEIIHOE, HO HE
MaKCUMaJIbHOMN 3HAHUS CHCTEMAaTHYECKH | CHCTEMaTUYECKOe
CyMMBI 0aJIIOB OCYIIECTBIISIEMOE MpUMEHEHNE
yMeHHe HaBBIKOB
4 (xoporio) ot 70% no c(hOpMHUPOBAHHEIE, B 1I€JIOM B IICJIOM
89% ot HO coJiepKaliue yCHEUIHOE, HO yCHEUIHOE, HO
MaKCUMaJIbHOM OTJICTIbHBIC coJieprKaIie coJieprKaIue
CyMMBI 0ayuioB | mpoOIeMbl 3HAHUS OTJICIIbHBIC OT/ICIIbHBIC
poOeIbl yMeHue poOeIbI
MPUMEHEHHE
HaBBIKOB
5 (OTIMYHO) >90% ot c(hOpMHUPOBaHHEIE | CHOPMUPOBAHHOE YCHENTHOE U
MaKCHUMaJIbHOM | CHCTEMAaTHYCCKHE YMCHHE CHCTEMAaTHYECKOE
CYMMBI 0aJIOB 3HAHUS MIPUMCHCHHE
HAaBBIKOB

[Ikana KOMIUIEKCHOH OLIeHKH C(hOPMHUPOBAHHOCTH KOMIIETEHIINI TIpuBeieHa B Tabmuie 9.3.
Tabmuia 9.3 — Illkana KOMIJIEKCHOM OIIEHKH C(OPMUPOBAHHOCTH KOMITETEHITUI

Onenka ®opmynupoBKa TpeOOBaHUM K CTETIEHU KOMIIETECHIINH

2 He nmeeT He0OXOAMMBIX MPEACTABICHUI O IPOBEPSEMOM MaTepHae
(HeyIOBIIETBOPHUTEIBHO) | MU
3HaTh Ha ypPOBHE OPMEHTHPOBAHMS, ITpeicTaBieHnt. OOyyaronuiics 3HaeT
OCHOBHBIC NPU3HAKU UM TEPMUHBI U3y4aE€MOI0 3JIEMEHTA COACPIKAHUS, UX
OTHECEHHOCTb K OIIPE/ICTICHHON HayKe, OTPACIH WiIK 00BEKTaM, y3HAeT B
TEKCTaxX, M300paKEHUAX WIM CXEMaX U 3HAET, K KAKUM HCTOYHUKAM HY>KHO
oOpamiarbes s 0oJiee eTaabHOrO €ro YCBOCHHUS.

3 3HaTh U YMETh HA PeNPOAYKTHUBHOM ypoBHe. O0yyaronuxcs 3HaeT
(YZIOBIIETBOPUTENBHO) |M3YUYEHHBIHN 3JIEMEHT CO/IEpP KaHUSI PEIPOAYKTUBHO: IPOU3BOIBHO
BOCIPOU3BOAMT CBOU 3HAHUS YCTHO, MUCbMEHHO WM B IEMOHCTPUPYEMBIX
JIEUCTBHSIX.

4 (xopotio) 3HaTh, yMETh, BJIa/ICTh HA AHAJIMTHYECKOM ypOBHE. 3Has Ha
PENpOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
M3YYECHHBIX 00BEKTOB, Ha UX IOCTOMHCTBA, OTPAHUYECHUS, UCTOPHUIO U

MCPCICKTHUBLI pa3BUTHUA U 0COOEHHOCTH JJIA Pa3HbIX 00BEKTOB YCBOCHUSI.

3HaTh, yMETb, BIAJICTh HA CHCTeMHOM ypoBHe. OOyuaromuiics 3HaeT
W3YYEHHBIHN 2JIEMEHT COEP KAHUSI CUCTEMHO, IPOM3BOJIBHO U 10Ka3aTEIbHO
BOCIIPOM3BOAMT CBOY 3HAHUS YCTHO, IMCBMEHHO WM B IEMOHCTPUPYEMBIX
JNENCTBUSAX, YUUTHIBAsI U YKA3bIBasl CBSA3HM U 3aBUCUMOCTH MEKIY ITUM
AJIEMEHTOM U JPYTMMHU JIEMEHTAMU COJAEPKaHUS AUCLHUILIMHBI, €T0
3HaYUMOCTb B COJIEP>KAHUU JUCLUILINHBL.

5 (OTJIMYHO)

9.1.1. IlpuMepHBIii IepeYeHb TeCTOBBIX 32/1aHUI

1. Kaxkoii u3 MmeTon0B KOHTpOJIs enocTHOCTH (aiinos orcyterByeT B C3U o HCJI Secret Net?
a) Konrpons cogepxxumoro
b) Konrpoms arpubyros

CornacoBaHa Ha noptane Ne 74968 12



¢) KoHTpoab cCaHKIIMOHUPOBAHHBIX U3MEHEHUN
d) Kontpons cymiecTBoBaHMs

2. Jlns yero nmpeaHa3HayeHa nporpamMma onepaTuBHOTO ynpasienus Secret Net?
a) Jlns 3amuTel KoH(UICHIUATEHON HHMOpMAIUn
b) Jns uaenTuduKanmu 1 ayTeHTUGUKaIUK moab30Baresnei 10 3arpy3ku OC
¢) Jlns ueHTpain30BaHHOTO YIIPAaBJICHUS 3alUIIIAEMbIMU KOMIIbIOTEPAMU
d) [ns koHTpOIs BEIBOAA KOH(MUIEHITNATBLHON HHPOPMAITIHI

3. HazoBute oauH U3 PEKUMOB pabOTHI TPOrPaMMBbI ONIEPaTUBHOTO yrpaBieHus Secret Net?
a) PexxuM ynpaBieHus 3alIUTHBIMH MEXaHU3MaMU
b) Pexxum naeHTHGUKAINY B ayTeHTU(DUKAITAN TTOJIh30BaTEICH
¢) PesxuM MOHMTOpUHTA M ONIEPATUBHOTO YIIPaBJICHUS
d) Pexxum anmapatHO# OJIOKMPOBKH 3aIUIIIAEMOTO KOMIIBIOTEpA

4. BriOepute TUNIOBBIC 3a7]a4l aIMUHUCTpPATOpa OE30TACHOCTH, IJIS BHIOJIHEHUSI KOTOphiXx HE
HCIOJb3yeTcsd MporpaMMa oOIepaTUBHOro ymnpaBieHus Secret Net B pexume
KOHOUTYpUPOBAHHUS:
a) PenaktupoBaHue CTPyKTYpbI ONIEPATUBHOIO yIPABICHUS
b) Hactpoiika mapameTpoB cOopa JIOKaJIbHBIX KYPHAJIOB
¢) KouTponupoBanue cocTOSHUS 3alIUILIEHHOCTH CUCTEMBI
d) Hacrtpoiika mapamMeTpoB CETEBBIX COCAMHCHUI

5. Ilepeuncnure TUMOBBIE 3aJla4yd aJMUHUCTpaTOpa 0€30MaCHOCTHU, JJISl BBHIMOJIHEHHUSI KOTOPBIX
UCIOJIb3YETCs MporpaMma ONepaTUBHOIO YIPaBICHUS B PEKUME YIPABICHUS.
a) KontponupoBaHue u onoBenieHNe 0 MPOU3OLIEAIINX COOBITHIX HECAHKIIMOHUPOBAHHOTO JI0
CTyma
b) KonTponupoBaHue TEKyIIETO COCTOSHHUS 3aIUIIAEMbIX KOMIIBIOTEPOB
¢) Hactpoiika mouToBoii pacchuiku yBeaomiieHu o coobrtusix HCJJ
d) BrimonHeHue nelcTBUil ¢ 3alIUIIAEMBIMH KOMITbIOTEPAMU MPHU BO3ZHUKHOBEHUHU YIPO3 IS
0€e3 OMacHOCTU CUCTEMBI

6. Jlns gero Heobxoaumo kButupoBanue coobiTuit HCJI B cucreme Secret Net?
a) Jns ycrpanenns mocneacteuit HCJI
b) Hns npenorspamenus HCJI B Oyaymiem
¢) Jns dbukcamuum peaknuu agMuHACTpaTopa 6e3onacHocTy Ha coobrTe HC/|
d) Hns ynanenus coobrtuss HCJI u3 s)xypHanoB ayaura

7. Kaxkoil n3 MexaHM3MOB y/aJIEHHOTO YIIpaBJeHUs 3alIUIIaeMbIM KOMIIBIOTEPOM HE peain30BaH 1
Kaspersky Security Center?
a) YnaneHHas yCTaHOBKA MPHUIIOKCHUN
b) VYnanennas nmepesarpyska 3aliuiiaeMoro KOMIboTepa
¢) YialleHHBIH KOHTPOJIb LIETOCTHOCTH UH(OPMALIMKU OTPaHUYEHHOTO JIOCTyIa
d) YnanenHoe ympaBieHUE HACTpOHKaMHU aHTUBUPYCa

8. Kakne BO3MOXXHOCTH ymIpaBlieHUs anmapaTHbiMu uiaeHTudukatopamu eToken HE
npenocrapisget Safenet Authentication Manager?
a) O6nosnenue coaepxkumoro eToken
b) OO6cnyxuBaHUE 3apOCOB Ha pa3dsokupoBky eToken
¢) H3Bneuenue xmoueit mudpoBanus u3 mamsatu e Token
d) CamocrosarensHas peructpanus eToken mons3oBarenem Ha otneasHoM WEB-caiiTe

9. Kakoii U3 BapuaHTOB OTBETA HE OTHOCHUTCS K BO3MOKHOCTSIM LIEHTPAJIM30BAHHOTO ayauTa
COOBITHH, CBA3AHHBIX C MHPOPMAITMOHHONW OE30MaCHOCTHIO B JIOKAJIBHON CETH OpraHU3aIluu C
MOMOIUIBIO TTPO TPaMMBbI ONIEPATUBHOTO yIpaBiieHus Secret Net?
a) KonTponupoBaHue coCTOSHUS 3alIUIIIEHHOCTH CUCTEMBI
b) Omnpenenenue 06CTOATENBCTB, KOTOPbIE MPUBEIU K U3MEHEHHUIO COCTOSIHUSI 3alIUIIIEHHOCTH
cuctembl wiu K HCJJ
¢) HacTtpoiika KoHGUTYpaIMOHHBIX TTAPAMETPOB CEPBEPOB OE30MACHOCTH M ar€HTOB
d) BelsgBieHue NpyUurH NPOU3O0MIEIINX U3MEHEHUI COCTOSHUS 3allUIIIEHHOCTH CUCTEMBI

10. Kakoii M3 BapuaHTOB OTBETOB HE€ HCHOJbB3YETCS JJIi ONEPAaTUBHOTO HU3BEIICHUS

aJIMUHHCTpaTOpa 0€30MaCHOCTH O COOBITUSAX HECAaHKIIMOHMPOBAHHOIO JOCTYyNa B MPOrpaMmme
onepaTMBHOTO yrnpasiieHus Secret Net
a) BusyansHoe oroOpakenne HCJl Ha muarpamme ynpaBiieHUs
b) IluceMO HA PAEKTPOHHYIO TOUTY AIMHUHUCTPATOPY O€30MACHOCTH
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¢) YBeagomsieHue Ha TenedoH aIMHUHHUCTpaTopa O0e3omacHocTy mo SMS
d) 3BykoBO€ yBeAOMIICHHE B MPOTpaMMe OTIEPATHBHOTO YIpaBiieHus npu BosHUKHOBeHUH HCJ]

9.1.2. IlepeyeHb BONPOCOB ISl 3a4€Ta

. ISO/IEC 27035:2011 - ynpaBnenue unuuaentamu b

1SO/1EC 27037 - pyKOBOJCTBO 10 UACHTU(DUKAIUH, COOPY W/WIH MOIYYECHUIO U 00eCTIeUeHUI0
COXPaHHOCTH CBUJIECTEJBHCTB, PEACTABICHHBIX B 3JIEKTPOHHOU (hopme

ISO/IEC 27031:2011 - pyKOBOJACTBO MO TOTOBHOCTH HH(POPMALMOHHBIX U
TEJIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTUH [l 0OecrieueH s HeMpepbhIBHOCTH On3Heca
BS 25999 u 'OCT P 53647 - ynpaBneHue HeNpepbIBHOCTHIO OM3HEca

Cob6prte u untuaent Ub

Henu 1 3anaumn ynpasieHus nHuuaenramu b

Cucrema ynpasnenus nauuaearamu b

Oransl npouecca ynpasieHus nauuaearamu b

Oo6napyxenue coosrtuii Ub 1 uanuaentos Wb u onosemienne o HUX

O6pabotka cobbiTuii b u unnunentos Ub

11. PearupoBanue Ha uHuueHTH b

12. JloxyMeHTalus CUCTEMbI yrpaBiieHust uHIuaeHTamu b

13. I'pynmna pearupoBanust Ha uHIIUAEHTH b

14. OOecnieueHre 0CBEJOMIICHHOCTH U 00ydeHue B obiaactu nHuuaeHTos b

15. Coxpanenue qokasarenbcTB uHIuaAeHTa b

16. Cpencrta ynpasienus coobitusamu b

17. OnpeneneHusi HEIPEPHIBHOCTU OM3HECA U YIIPABICHUS €IO

18. Cucrema yrpaBieHHsI HEIPEPHIBHOCTHIO OM3HECA

19. JKu3HeHHBIN IIUKII yTIpaBJIeHUs] HEIPEPBHIBHOCTHIO OHU3HECA

20. JlokyMeHTalus 1 3alKicy B 00JIaCTH HENPEPHIBHOCTH On3Heca

21. TI'oroBrocts UTT x OHB

22. CpencTBa ynpaBieHHUs] HEIIPEPHIBHOCTHIO OM3HECa

N —

(O8]

[S—
S

9.1.3. TembI J1a00paTOPHBIX PadoT

HopmatuBHnas 6a3a ynpasienust unnuaeatamu b u obecniedeHne HenmpepbIBHOCTH On3Heca
Cucrema ynpapieHus: uHuaeHTamu Mb

O6napyxenue coowiTuii Ub u nanmaentoB b u omosemenne o HUX

O6pabotka coowrtuii Ib u nanuaentos Ub.

PearupoBanue Ha nniuaeHTsl Ub

VYrpaBieHue HEMPEepbHIBHOCTHIO OM3HECA OPTaHU3aAIUN

AR

9.2. MeToan4yeckne peKOMeH AU

VY4eOHbIil MaTepuan uznaraercs B (Gopme, mpenanoaramplileii caMoCTOATEIbHOE MBIILICHHE
CTYZCHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosdTenpHas paboTa CTyA€HTOB UTPAET PEIIAIOIIYIO POJIb
B XO/I€ BCETro y4eOHOro mporecca.

Hauatp n3ydeHne MUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ paboueil MporpaMMoOid, CITIUCKOM
y4eOHO-METOMUECKOT0 U MporpaMMHoOro obdecneuenus. CamocrosTenbHas paboTa CTyAeHTa BKIIOYAET
paboTy ¢ yuyeOHBIMU MaTepHalaMH, BBINOJHEHHE KOHTPOJBHBIX MEPONPUITHH, MPETyCMOTPEHHBIX
y4eOHBIM ILTAHOM.

B nporecce n3ydeHuns: IUCUUIUIMHBI IS JIyYIIETO OCBOCHUS MaTepuaia He0OXOANMMO PETYIISIPHO
oOpamarbcsi K PeKOMEHAYEMOH JIuTeparype U MCTOUYHMKAM, YKa3aHHBIM B Y4eOHBIX Marepuaiax;
MOJIb30BAThCS 4Yepe3 KaOWHET CTyJAeHTa Ha caiiTe YHuBepcUTeTa o0pa3oBaTENbHBIMH pecypcamu
AJIEKTPOHHO-OMOIMOTEYHOM CHUCTEMBI, @ TaKXKe 0OIIEAOCTYITHBIMUA HHTEPHET-IOPTANIaMH, COJCPKAILUMHU
HAy4YHO-IIONYJIAPHbIE U CIELUAIU3UPOBAHHBIE MAaTEpHaibl, MOCBSLICHHBIE Pa3JIMYHBIM acCIEeKTaM
y4eOHOM JTUCUUIUINHBL.

IIpu caMOCTOATENIEHOM U3YUYEHUU TEM CIEAYUTE PEKOMEHIALUAM:

— YTEHUE WJIHU INPOCMOTP MarTepuana OCYLIECTBISIUTE CO CKOPOCTBIO, JOCTATOYHOMU M
MHIUBUIYAJIbHOTO IOHUMAaHUs U OCBOCHHS MaTepuasa, BbIAECISAsS OCHOBHBIEC UJEU; HA OCHOBAaHUHU
N3yUYEHHOI'0 COCTAaBUThH Te3UChl. OCBOMB MaTepual, MONbITaThCSI COOTHECTH TEOPHUIO C IPUMEpPAMHU U3
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MIPAKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UJIM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYyET BBISICHUTH UX
3HAaYeHUE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATE Ha MPEJI0KEHHbBIE BOIIPOCHI.

CtyaeHThl MOTYT MOJy4aTh WHAUMBUIyalbHbIE KOHCYIbTAIMH, B T.4. C UCIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIIUH.

[To gucuumIMHE MOTYT MPOBOJMTHLCS OMOJHUTEIbHBIC 3aHATHUSA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB | 3anmucyu BEOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / JIEKTPOHHOM

YKypHAaJIe M0 TUCIUIUINHE.

9.3. TpeGoBaHusi K OLIEHOYHBIM MaTepHAJIaM /ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU

3/10POBbsI H HHBAJINI0B

Jiis nun ¢ OrpaHUYEHHBIMH BO3MOJMKHOCTSIMH 3J0pPOBbS U HWHBAJIUJIOB IPEIYCMOTPEHBI
JIOTIOJTHUTEJIbHBIE OLIEHOYHBIE MaTepHabl, EPEYeHb KOTOPHIX yKa3aH B Tabmuie 9.4.

Tabnuna 9.4 — JlomoaHUTENbHBIE MaTepHalibl OLEHUBAHUA IJs JHUI C OTPAaHUYCHHBIMH
BO3MOKHOCTSIMH 3JI0POBbSI U MHBAJIUJOB

Kareropuu o6yuaroniuxcs

Buapl 7onoOMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYeHUs

C HapylmeHusIMH cIyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy11eCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyIICHUSIMU 3pEHUS

CobecenoBaHue 1o BOIpocam K
3a4eTy, OMPOC MO0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUYAJBHO)

C HapyuIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO arlnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCHbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHMyYeHUSIMH TIO
o0IIeMe TUIIMHCKUM
MOKa3aHUSIM

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE paOOTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOJS U3 COCTOSIHUS
o0ydaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToanuyecKkue PCKOMEHAAIHUHA 110 OMCHOYHBIM MaTepHaJdaM IJd JUIl ¢ OrPAHUYCHHBIMHA

BO3MOKHOCTSIMM 310POBbS 1 HHBAJIMI0B

Jns nui ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTpPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & HMECHHO:

— B mieuaTHoOu hopme;

— B I1€YaTHOW (hopMe C yBETUUYEHHBIM IIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHUA aCCUCTCHTOM 3aJIaHUSA BCIIYX;

— MPEJIOCTABJICHUE 33JJaHHUS C UCTIOJIL30BAHUEM CYPIOIIEPEBO/IA.
.HI/IIIaM C OIrpaHUYCHHBIMU BO3MOXHOCTAMHU 3JO0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BPEMA Ha

IMOATOTOBKY OTBCTOB HAa KOHTPOJIBHBIC BOIIPOCHI. I[J'ISI TaKux 06yqa}0mnxcsl npeaycMaTpmuBacTCd
noctymnHas popMa npeaoCTaBICHHs OTBETOB HA 33aJJaHHs, 2 UMEHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB HAa KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNEM YCIIYyT aCCHCTEHTA;

— MpEeJICTaBIEHUE OTBETOB YCTHO.

[Ipouenypa oneHuBaHusl Pe3yJbTaTOB OOYYEHHS JUI] C OTPAHUYCHHBIMH BO3MOXXHOCTSIMU
30pPOBbSI U MHBAIUIOB 0 AUCHUILIMHE TPEIyCMAaTPUBACT MPeAOCTaBlIeHne HHPopManuu B GopMax,
AallITUPOBAHHBIX K OTPaHUYCHUAM UX 3J0POBbS U BOCIIPUATHA I/IHCI)OpMaHI/II/II

J1st Iuu ¢ HapylIeHUsIMU 3PeHu:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,
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— B IIeYaTHOUW popMe yBEITUUCHHBIM HIPUPTOM.

J st i ¢ HAapyIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOM (opme.

J1st U1 ¢ HApYLIEeHUsIMU OTIOPHO-IBUTaTeIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXKHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOJAUTHCS B HECKOJIBKO 3TAIIOB.
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