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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. TeopeTuueckass U MHXKEHEpPHAas MOATOTOBKA ciymiateneid B 00JacCTH MPOEKTUPOBAHUS
MH()OPMAITMOHHO-TEIEKOMMYHHKAIIMOHHBIX CETEH W CHCTEM pa3JIMYHOr0 Ha3HA4eHHUs, B 00JIacTH
000CHOBaHUSI MPUHUMAEMBIX MPOEKTHBIX PEIICHUH, OCYIIECTBICHUS MOCTAHOBKU U BBIITOJHEHHS
HKCIEPUMEHTOB I10 IPOBEPKE X KOPPEKTHOCTH U 3PPEKTUBHOCTH, yHacTUE CIyIIaTeNIel B HACTPOHKE U
HajaJKe NPOorpaMMHO-aNNapaTHbIX KOMILIEKCOB.

1.2. 3agauy AUCHUILIUHBI

1. N3ydyeHue oCHOB MOCTPOEHUS KOMITBIOTEPHBIX ceTe, Moaenu OSI.
2. N3ydyeHune TeXHOJIOTUI MOCTPOEHUS JIOKAIbHBIX CETEH.

3. H3ydeHue TEXHOIOTUH TOCTPOEHUS TJI00ATBHBIX CETEH.

4. VzyuyeHue CETEBbIX CEPBUCOB JIOKATBHBIX U TJIOOAIBHBIX CETEH.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Nunexc qucuumiuasl: b1.B.12.

PeanusyeTcs ¢ mpUMEHEHHEM D3JIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTUM.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ no JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBetcTBUU ¢ ®I'OC BO 1 0cHOBHOI 00pa3oBaTeabHOM MporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHnu 1 HHAUKATOPBI UX JOCTHIKEHUS

NHaukaTopsl TOCTHXKEHUS [Inanupyemsie pe3ynbTaThl 00yUeHUs 110
Komnerenuus
KOMITETCHIINH JTUCLHUTIITNHE
YHuBepcajibHble KOMIIETCHIIMT
Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN
IIpodeccuonanbHbIe KOMIIETEHIUH

[TKP-8. Ciocoben [TKP-8.1. 3naer 3HaeT CUTHAJIBI AJIEKTPOCBSI3U, CETEBbIE
OCYILECTBIISATh KOH(UTYpalHio MPOrpaMMHO- |IPOTOKOJIbI, METOAbl KOMMYTallUU 1
yIpaBJIeHUE aIrapaTHbIX CPEJICTB MaplUIpyTU3aLHH.
IIPOrpaMMHO- MH(POKOMMYHUKAIIMOHHBIX
arrapaTHbIMU cucTeM
CpeacTBamMu [IKP-8.2. Ymeert onpenensats | YMeeT OTCIeKUBATh TEHACHIIMN Pa3BUTHSA
MH(pOPMALHOHHBIX KJIaccu(uKaIuo CUCTEM U CeTeH DIIEKTPOCBA3U, BHEIPCHUS
cIyx0 MpOrpaMMHO-aIapaTHBIX HOBBIX TEXHOJIOTUI ITOCTPOEHUS CETEN.
I/IH(bOKOMMYHI/IKaHI/IOHHO CpencTB
i CHCTEMBI OPraHU3ALHH | uH(OKOMMYHHUKAIIMOHHBIX

CUCTEM

[1KP-8.3. Bnageet naBeikamMu |Bianeetr HaBbIkaMu IPUMEHEHUSI HOPMATHUBHO

yIpaBiIeHUsS IPOrPAMMHO- MPaBOBBIX aKTOB U HOPMATHUBHBIX

arnmapaTHBIMHU CPEJICTBAMU METOAMYECKUX JOKYMEHTOB B 0071aCTH

MH(POPMALIMOHHBIX CITYKO MH(POKOMMYHHUKAITUOHHBIX CUCTEM.

UH(POKOMMYHUKAITTOHHON

CHUCTEMBbI OpraHU3aluu

CornacoBaHa Ha noptane N2 68278 2



[TKP-10. Criocoben
pa3zpabaThIBaTh
JOKYMCHTBI AJIA
TECTUPOBAHUS U aHAIIN32
KaducCTBa IMOKPLITHUS.
Criocoben
pa3zpabaThIBaTh
CTPATCrun TCCTUPOBAHUA
U yIIPaBICHUS
MIPOIIECCOM
TECTUPOBAHUS

ITKP-10.1. 3naer
KJIacCU(UKAIUIO JIOKYyMEHTOB
AJI1 TCCTUPOBAHUSA U aHAJIM3a
KaucCTBa IMOKPLITHUA.

3HaeT ATAIOHHYIO0 MOJIEIb B3aUMOAECHCTBUS
OTKPBITBIX CHCTEM; IIPUHIIUIIBI TOCTPOCHUS
CHCTEM U CPEJICTB CBSI3M; OCHOBHBIC
HOPMAaTHBHO MPABOBbIEC aKThl U HOPMATUBHBIC
METOAMYECKHE JOKYMEHTHI B 00J1acTH
WH()OKOMMYHHUKAIIMOHHBIX CHCTEM

[TKP-10.2. YMmeeT onpeaensith
CTPaTEruio TECTUPOBAHUS
MIPOrpaMMHOTO 00ecTIeueHuUs

YMeeT npoBOAUTh aHAN3 TTOKa3aTenen
KA4yeCcTBa CETEU U CUCTEM CBSI3U.

ITIKP-10.3. Bmageer
HaBBIKAMU pa3padOTKH
JIOKYMEHTOB JJIs
TECTUPOBAHUS U yNPABICHUEM
npoliecca TECTUPOBAHUS

Bnageer meToaukoi aHaan3a CETEBOTO
Tpaduka; HaBbIKAMHU aHAJIM3a OCHOBHBIX
XapaKTEePUCTUK U BO3ZMOKHOCTEMN
TEJIEKOMMYHHKALIMOHHBIX CUCTEM I10
repeiaye ONepaTUBHBIX U CIEUUAIIBHBIX
COOOIIICHU.

ITKP-12. Cniocoben
OCYILECTBIISATh
AIMUHHCTPUPOBAHUE
mpoiiecca yrpaBieHus
0€30IaCHOCTHIO CETEBBIX
YCTPOWCTB U
IPOrPaMMHOTO
obecneueHusa. CriocoOeH
MIPOBOJIUTH
periaaMeHTHbIE pabOThI
Ha CETEBBIX YCTPOUCTBAX
U TIPOTPaMMHOM
obecrneueHUn
WH(POKOMMYHHUKAIIMOHHO
M CHCTEMBI

ITKP-12.1. 3naet 3Tansl
aIMUHUCTPUPOBAHUS
rpoiiecca yrpaBiaeHus
0E€30IaCHOCTRIO CETEBBIX
YCTPOWCTB U IPOTPAMMHOI'O
oOecreueHus

3HaeT MEXaHHU3MBI pcain3anuun atak B
KOMIIBIOTCPHBIX CCTAX; 3alllUTHBLIC
MEXaHU3MBI U CPEJICTBA OOECIIEUEHUs CETEBOI
0€30MacHOCTH.

[TKP-12.2. YMmeeT npoBOAUTH
periiaMeHTHbIC paboThI Ha
CETEBBIX YCTPOHCTBAX U
MIporpaMMHOM 00€eCTIeueHUN
MH(OKOMMYHHUKAIIMOHHOM
CUCTEMBI

YMeeT oCylecTBISITh MEPHI
MPOTUBOJICUCTBUS HAPYILICHUSIM CETEBOM
0€30MacCHOCTH C UCTIOJIb30BAaHUEM PAZITUUYHBIX
MIPOrPaMMHBIX U amlmapaTHBIX CPEACTB
3aIUTHl B COOTBETCTBUU C TPEOOBAHUSAMU
HOPMAaTUBHO MPABOBBIX aKTOB U
HOPMATUBHBIX METOJUYECKHUX JOKYMEHTOB.

ITIKP-12.3. Bmageer
HaBBIKAMH
aJIMAUHUCTPUPOBAHUS
npoiiecca yrnpaBicHHs
0€30IaCHOCTBIO CETEBBIX
YCTPOWCTB M IPOTPAMMHOTO
obecrneyeHus

Brnaneetr HaBbIKaMH KOH(QUTYpUPOBAHHS
JIOKAJIbHBIX CETeW; HaBbIKAMU Pean3aluu
CETEBBIX IPOTOKOJIOB C IOMOIIBIO
IIPOrPaMMHBIX CPEJICTB.

4. O0beM IMCUMIIMHBI B 3249€THBIX eJHHULIAX C YKA3aHHEM KOJIHYeCTBA AKA/leMHYeCKHX 4aCOB,
BbIICJICHHBIX HA KOHTAKTHYIO pa0doTy 00y4aromuxcst ¢ nNpenoaaBarejieM
H Ha CAMOCTOSITEJILHYIO pa0doTy 00y4aromuxcst

OO61mmast TpyA0€MKOCTh JUCIUTUIMHBI COCTABISAET 7 3a4ETHBIX SIUHUIL, 252 aKaJeMHUECKUX YacOB.
Pacnpenenenue Tpya0eMKOCTH TUCHUILIAHEI 110 BUAM Y4eOHOU JEATEIbHOCTH MPEICTABICHO B

tabmute 4.1.
Ta6ymna 4.1 — Tpy10eMKOCTh AUCIUILUIMHBI 110 BUJAAM YU4COHOM JIeITeIbHOCTH
. Bcero |Cemectpsl
Bunbl yueOHOI nesTeNbHOCTH
4acoB |9 cemectp
KonTakTHas aynuropHasi padoTa o0y4yaromuxcs ¢ npenojaaBarejieM, BCero 24 24
JIek1IMOHHBIE 3aHATUA 8 8
JlabopatopHbie 3aHATHS 10 10
Kypcoas pabora 4 4
KontpomnbHbie paboThl 2 2
3
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CamocTosiTe/ibHasi padoTa 00y4aloUIUXCsl, B T.4. KOHTAKTHasA 219 219
BHeayJIUTOpPHAasi padoTa 00y4aroluxcsi ¢ NpenojaaBaTesieM, BCero
Harmmucanne otdeTa mo KypcoBoit pabore 48 48
IToaroroBka K TECTUPOBAHUIO 8 8
[ToaroroBKa K yCTHOMY OIPOCY / COOECEIOBaHHIO 32 32
[ToaroToBka k mabopatopHoOi padboTe, HATMCAHUE OTYETa 51 51
[ToaroroBka Kk KOHTPOJILHOU paboTe 8 8
Hanucanue oTyera no HHAMBUAYAIbHOMY 33JaHUIO 72 72
IToaroroBka u capaya dK3aMeHa 9 9
OO0mas TpyA0eMKOCTh (B 4acax) 252 252
Oo0mas TpynoemMkocTh (B 3.e.) 7 7

5. CTpykTypa u cojep:kaHue TUCHHUIIMHBI
5.1. Pa3znennl (TeMbl) JUCHUNIMHBI U BUAbI Y4eOHOI 1eITeJIbHOCTH

CTpyKTypa IHCIUILUTMHBI TIO pa3jaeiaM (TeMaMm) ¥ BHjaaM y4eOHOW JNesATeIbHOCTH NMPUBEACHA B
tabymue 5.1.
Ta6mmma 5.1 — Paznens! (TeMbl) TUCIUILIMHBI M BUABI YI€OHON ACATEIHHOCTH

HazBanus paznenos (Tem) iI;{K' JIa6. | Kypc. | Cam. Bcer(%;aCOB dopmupyembie
JIACIIUTIITUHBI ” | pab. | pab. |pab.,u KOMIETEHIINU
q 9K3aMEHa)
9 cemecTp
1 OcHOBHBIC TOHSATHS 2 2 4 44 54 IIKP-10, ITKP-12,
WH(GOPMAIIMOHHBIX ceTei [TKP-8
2 OCHOBBI TOCTPOCHUS 2 4 64 70 IIKP-10, ITKP-12,
COBPEMEHHBIX JIOKAJIbHBIX CETEN [TIKP-8
3 CpenctBa peaiu3aluu 2 4 69 75 I[IKP-10, IIKP-12,
MEXXCETEBOT'0 B3aUMOICUCTBHU [IKP-8
4 IlepcrieKTUBHBIE HAIIPaBJIECHUS 2 - 42 44 ITKP-10, ITKP-12,
pa3BUTHA U IPOOIIEMBI ITKP-8
UH(POPMALIMOHHBIX ceTei
Uroro 3a cemectp| 8 10 4 219 241
Uroro| 8 10 4 219 241

5.2. Conep:xanue pa3aesioB (TeM) IUCHUANINHbBI

Copepxanue pa3aenoB (TeM) TUCUUTUINHBI (B T.Y. MO JIEKIHUSIM) IPUBEICHO B Tabmuiie 5.2.
Tabmuma 5.2 — Coneprkanue pa3ienoB (TeM) TUCIUILIMHEI (B T.4. IO JICKIUSIM)

TpynoemMkocTb
HazBanus paznenoB | Coxepxanue pa3aenoB (TeM) AUCITUTUTHHBI (B (TeKIHOHHEIE dopmupyembie
(TeM) TUCIUIUTAHBI T.4. T10 JICKITHSIM ) KOMIIETEHIINHU
3aHATHSA), U
9 cemecTp

CornacoBaHa Ha noptane N2 68278 4




1 OcHoBHBIE
TOHSATHS
UH(POPMAIIMOHHBIX
ceren

[Tpenmer, 1enp U coaepxKaHue TUCLUIUINHBI.
HcTopus pa3sutus cereit 9BM. Mecto u posnb
BBIUYHCIIUTENbHBIX CETEH B COBPEMEHHOM MUpE.
OcHoBHbIE IOHATHSA U TepMUHoOJIOrUs. O01me
IIPEJICTABJICHUSI O BBIYUCIUTEIBHON CETH.
BbruncnuTenbHbIE CETU U pacipeielIeHHbIE
cuctembl. OCHOBHbIE POOIEMBI IOCTPOCHUS
cereid. Tononorus cereid. adopmanmonssie
pecypceel

ceTel, ceTeBbie Ciryk0bl. O01Iee moHsATHE 00
UEePAPXUUYECKOI CTPYKTYpE MPOTOKOJIOB.
IIpuHIMITEI MHOTOYPOBHEBOW OpraHU3auu
JIOKAJIbHBIX U rI00anbHbIX ceTeit OBM.
Mozenu u CTpyKTYpbl HHPOPMAITHOHHBIX
cereil. Monens OSI. Yposau moaenu OSI.
CraHgapTHble CTEKH KOMMYHHUKAIIMOHHBIX
npotokoiios. (TCP/IP, IPX/SPX, OSI,
NetBIOS/SMB).

TIKP-8, [TKP-12

Cranmapruzamnus B ceTsax. Kinaccudukarus
cranaptoB. OCHOBHBIE BUJIBI CETEM.
Knaccudukanust BEBIMUCIUTENBHBIX CETEH.
JlokanbHbIE U THH00ATLHBIE

cetu. Cetn pabouux rpymn, OTACIIOB,
KaMITyCOB, KOPIIOpaTUBHBIEC ceTh. TpeboBanwmsl,
MIPETBSBISIEMBIE K COBPEMEHHBIM
BBIYMCIUTENIHLHEIM CETAM. MeTOIbI U
TEXHOJIOTHH MPOEKTUPOBAHUS CPEACTB
TeJleKOMMyHUKaui. CTpyKTypHU3aluu CETH.
du3nyeckas v Jorudeckas TOIOJIOTUH CETEH.
OCHOBHOE KOMMYHHUKAITMOHHOE 000PY/I0BaHHE
(ceTeBbIe aanTepsl U KOHIIEHTPATOPHI, MOCTHI
1 KOMMYTaTOPbI, MapIIPyTH3aTOPHI)

ITIKP-8, ITIKP-10

Hroro
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2 OCHOBBI
MIOCTPOEHUSA
COBpPEMEHHBIX
JIOKAIbHBIX CeTeH

@u3nYeCKUil ypOBEHb NIEPEIAUN JaHHBIX.
Kanaub! cBsA3u. XapakTepUCTUKN KAHAJIOB
cBsA3M. MeTo/1bl Iepeiauu TUCKPETHBIX
JaHHbIX. JIornueckoe KoJupOBaHHUE.
ACHHXpOHHAsI U CHHXPOHHAsI [Iepeiayn.
Hepapxus B kKaOeIbHOM cUCTEME.
CtpyKTypupoBaHHas KabelibHasl CUCTEMA.
KanasbHblll ypOBEHb N€pelayul JAHHBIX.
Kondurypanmm 10KkanbHbIX BEIYUCIUTEIHHBIX
ceTeil u MeToibl toctyna B HUX. CTpyKTypa u
GyHKIMM JTOKanbHbIX ceTell. LleneBoe
Ha3HA4Y€HHUE U NEPCIIEKTUBBI CTaHAAPTU3ALUU B
JoKajabHBIX ceTsax. CopepkaHue cTaHaapTa
IEEE 802.

TIKP-8, [TKP-12

ba3zoBeie TexHoNOrNM okanbHbIX ceteil. IEEE
802.2 Ethernet. IEEE 802.5 Token Ring. ANSI
FDDI. O6opynoBaHue JTOKIBHBIX CETEH.
[TporpaMMHBIe cpeAcTBa TEIEKOMMYHUKAIIUU.
CtpyKTypa nporpaMMHOro o0ecreyeHus
nokansHOM cetr. Kiaccudukarmst
MIPOrPaMMHOT0 OOecTeueHus JIOKaIbHBIX
cerel. [IpyHIUIIBI TOCTPOEHUS CETEBOTO
MIPOrPaMMHOT0 OOECTIeUeHUs U CETEBBIX
OnepaluoOHHbIX cucTeM. CpaBHUTEIbHbBIN
aHAJINU3 ONEPALMOHHBIX CUCTEM PA3IUYHOTO
tumna. Kiaccudukanus cepBepos.
[IpoexktupoBanue cereit 9BM no npuHIumy
«KJIMEHT-CEPBEPY.

IIKP-8,
ITIKP-10,
IIKP-12

Hroro
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3 CpencrtBa
peanu3anuu
MEKCETEBOI0
B3aNMOJICHCTBHSA

Kongwuryparmuu riodansHbeix ceteit 9BM u
METO]Ibl KOMMYyTalK B HUX. CeTeBOl ypOBEHb
nepeaadn JaHHbiX. [loctpoenue cereli Ha
OCHOBE CETEBOr0 YpoBHs. [IpuHIMIIBI
MapupyTtusanuu. [P-agpecanus. [TpoTokoss
MapuipyTuzanuu. OyHKIUU U Kiaccuukanms
MapIIpyTHU3aTOPOB.

Peanusanus MexceTeBoro B3auMo1eHCTBUS
cpeacreamu TCP/IP. CtpykTypa creka.
KiaccoBas u 6eckiaccoBast agpecarusi.
ITopsinok pacnpenenenus IPagpecos.
[Ipunnuner mapmpyrusanuu B [P-ceTsax.
[TpoToKOJIBI MapIIpyTHU3ALIMU BHYTPEHHUX
IIII030B

RIP u OSPF. IIpoTokon mapuipyTu3anuu
BHeIHuX 110308 BGB. Otobpaxenue 1P-
aJpecoB Ha JoKaJbHbIE ajipeca. ARP
npotokod. [lonstue nomena. JlomeHnnas
aapecanus B [P-cersix. DNS nporoxoi.

1 TIKP-8, [TKP-12

[TpoTokon IPv6. IIpoTOKOJIBI TPAHCTIOPTHOTO
ypoBHs TCP u UDP. CereBbie mporpaMMHbI€ 1
TEXHUUYECKHE Cpe/ICTBA. MEHEIKMEHT B
TEJIEeKOMMYHUKALMOHHBIX CHUCTEMAaX.

1 IIKP-12

Hroro

4 IlepcrieKTUBHBIE
HaTpaBJICHUS
pa3BUTHS U
POOJIEMBI
UH(POPMALIMOHHBIX
ceren

CoBpeMeHHbIE TEHICHIIUN Pa3BUTHS
TEJIEKOMMYHHUKAIMOHHBIX cUcTeM. MHTerpanus
Pa3IMYHBIX TUIIOB CETEH U CETEBBIX CIYXkO.
becnipoBogHbIE CETH.

1 TIKP-8, [TKP-12

Oo0ecmieuenre 0€30MacHOCTH
TEJIEKOMMYHHUKAITMOHHBIX CBS3EH U
aIMUHUACTPATUBHBIN KOHTPOJIb. [IpoGiemsr
CEKpETHOCTH B ceTsix IBM u MeTo bl
Kpurnrorpadumu.

1 IIKP-8,
ITIKP-10,
IIKP-12

Hroro

Hroro 3a cemectp

Htoro

5.3. KonTposbHbie padoThl

Bupl KOHTPOJIBHBIX Pa0OT M Yachl HA KOHTPOJIbHBIC paOOTHI MPUBEICHBI B Ta0HIIE 5.3.
Ta6ymma 5.3 — KoHTposbHbIE pabOThI

No .. | Buipl KOHTPOJIBHBIX padboT TpynoemkocTb, 4 dopmupyemble KOMIETEHIIHI
9 cemecTp
| |KoutpossHas pabora 2 TIKP-8, [IKP-10, [IKP-12
Hroro 3a cemectp 2
Hroro 2

HaunmeHnoBanue nabopaTopHbIX paboT rpuBeieHo B Tabnure 5.4.

5.4. JlabopaTopHbIe 3aHATHSA

Tabnuua 5.4 — HaumeHnoBaHue 1a0opaTopHbIX paboT
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HaszBanus pasnenos (tem) | HaummenoBanwue nabopatopubix | TpyaoemMKoOCTs, dopmupyemsbie
JACIUTITUHBI pabor q KOMITETCHIIH
9 cemecTp
1 OcHOBHBIC TOHSATHS Cetu Microsoft Windows. Active 2 IIKP-8, IIKP-10,
uHpopMalnoHHbIX ceTel |Directory. YpaBneHue ceTeBbIMU [IKP-12
pecypcamMu KOpIIOpaTUBHOM CETH.
['pynmnoBbie NOIUTUKH.
HUroro 2
2 OCHOBBI TOCTPOEHUSA MopaenupoBaHu€e CETEBBIX 2 ITKP-8, IIKP-10,
COBPEMEHHBIX JIOKAIbHBIX |YCTPONUCTB U IPOTOKOJIOB B ITKP-12
ceren JIOKaJIbHBIX CETAX
Hactpoiika noaxkmatoueHus ysia K 2 IIKP-8, IIKP-10,
cetu. Crek npotokonoB TCP/IP. [IKP-12
[IpukiiagHbie TPOTOKOJIBI CETH
HNureprer
HUroro 4
3 CpenctBa peanuzanuu | MoenupoBaHue 0a30BBIX CITYKO U 2 ITKP-8, I[TKP-10,
MEKCETEBOTO MPOTOKOJIOB MapUIPYTU3AIINH B ITKP-12
B3aUMO/JICUCTBUS IJ100aNbHBIX CETSIX
bazossie ciyxk0b1 cetu IHTEpHET. 2 IIKP-8, IIKP-10,
DHCP. DNS. IIpoTtokosbl [IKP-12
MapuIpyTU3aLUU
HUroro 4
Hroro 3a cemectp 10
Hroro 10

5.5. IlpakTn4yeckue 3aHATUSA (CEMUHAPHI)

He npenycMoTpeHo y4eOHBIM IIaHOM

CopepxaHuie caMOCTOATEIBHON PabOTHI M €€ TPYJ0EMKOCTh, a TaKkke (popMUpyemMble KOMIETEHIIMH

5.6. KypcoBasi padora

B paMKax BBITIOJIHEHUS! KypCOBOM paboThI IpeicTaBiIeHbl B TabauIe 5.6.

Ta6muma 5.6 — CoaeprkaHue caMOCTOSITEIIbHOM paOOThI M €€ TPYJ0EMKOCTh B paMKax BBITIOJTHCHUS

KYpPCOBOM pabOThI

ConeprkaHue CaMOCTOSTENILHOW PabOTHI B paMKax T dopmupyembie
BBITTOJIHEHHS KYPCOBOM PabOTHI PYAOCMIOCTE, 1 KOMITIETEHIIUH
9 cemecTp
[TocranoBka 3agaun. O630p CyIIECTBYIOIUX PELICHUN U 4 [IKP-8, ITIKP-10,
TeXHOJI0rui. Onrcanue NpeyiokKeHHOIO PELIEHUS. ITKP-12
TecTupoBaHUe NPEATOKEHHOTO PELICHUS. 3aKII0UEHHUE.
Hroro 3a cemectp 4
Hroro 4

[IpumepHas TemaTHKa KypcoBBIX padoT:
1. TIpoexTupoBaHuE JIOKAIbHBIX U PacIpee/IEHHbIX CETE TUIIOBBIX KOH(UTypauil.

2. IlpoekTupoBaHMe U HACTPOMKaA CUCTEMBI YIIPaBJICHUS CETEBBIMU pecypcamu Ha 6aze Active

Directory.

3. IlpoekTupoBaHue U HacCTpOHKa KOMMYHHUKAIIMOHHBIX CEPBUCOB Ha 0a3e CTaHJApPTHBIX CIIYKO

cetu MHTEpHET.

4. Pa3paOoTKu KIMEHT-CEPBEPHOTO MPUIOKEHHUS.

5. IIpoexTupoBaHHEe M HACTPOMKA CETEBBIX XPAHWJMIL M CETE€M NOCTyla B BHUPTYaJIbHOM

UH(pacTpyKType.
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5.7. CamocTosiTesibHass paboTa

Buapr camocTosTenbHOM pa6OTBI, TPYAOCMKOCTb U (bOpMI/IpyeMHe KOMIICTCHI WA ITPCACTABJICHLI B

tadiuue 5.7.
Tabnuia 5.7 — Buabl caMocTosITeNnsHOM paboThl, TPYA0EMKOCTh U (popMHpyeMble KOMIETEHIIUN
Hassanus pasnenos Buer Tpynoemkocts, | Dopmupyembie
CaMOCTOATEIIbHOMN ’ DopMBbI KOHTPOJISI
(TeM) TUCIUIUTAHBI q KOMIIETEHIINU
paboThI
9 cemecTp
1 OcHoBHBIE Hanucanue otuera no 12 [TIKP-8, ITKP-10 | Kypcosas pabora,
HOHSTHSA KypcoBO# paboTte Otuer o KypcoBoit
MH(POPMALIMOHHBIX pabote
ceren [MoaroToBKa K 2 [TKP-8, I[IKP-10 TecTupoBanue
TECTUPOBAHUIO
IToaroroBka K ycTHOMY 8 IIKP-8, IIKP-10 YcrtHblii onpoc /
ompocy / cobeceioBaHNe
co0eceI0BaHUIO
[ToaroroBka k 6 [TKP-8, ITIKP-10, JlaGopatopHnas
naboparopHoit padore, ITKP-12 pabota
HAIMCAaHKUE OTYeTa
[ToaroroBka k 2 [TKP-8, ITKP-10 | KontposnbHas padota
KOHTPOJIbHOM paboTe
Hammcanue otyera mo 14 IIKP-8, IIKP-10 Ortuet 1o
WHANBUAYATbHOMY WHANBUAYATbHOMY
3aJJaHUI0 3aJIaHUIO0
Hroro 44
2 OcHOBBI Hanucanue otyera no 12 [TIKP-8, [TKP-10, | KypcoBas pabora,
MOCTPOEHUSA KypCOBOM pabote [IKP-12 Otuer 1o KypcoBou
COBPEMEHHBIX pabore
JIOKAIIBHBIX ceTel | [TonroToBKa K 2 IIKP-8, IIKP-10, TectupoBanue
TECTUPOBAHUIO [IKP-12
IToaroroBka K yCcTHOMY 8 IIKP-8, IIKP-10, |  YcTHbIit onpoc /
orpocy / IIKP-12 cobecenoBaHne
co0ece1I0BaHUIO
[ToaroroBka k 24 [TKP-8, I[IKP-10, JlaGopaTopHas
nabopaTopHO# pabdoTe, [TKP-12 pabora
HalMcaHue OTYeTa
IToaroroBka k 2 ITKP-8, ITIKP-10, | KonTponsHas padora
KOHTPOJIbHOM paboTe [IKP-12
Hammcanne oruera no 16 IIKP-8, ITKP-10, OTuyer no
VHIUBUYaTbHOMY TIKP-12 WHIUBUIYaTbHOMY
3a/1aHUIO0 3aJ1aHUIO0
Hroro 64
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3 Cpencta Hamucanue otuera no 12 [IKP-8, IIKP-12 | KypcoBas pabora,
peanusauuu KypcoBOii paboTe OTyeT Mo KypcoBOit
MEKCETEBOTO pabote
B3aUMOJEUCTBUSA  |[JoAroTOBKA K 2 [TKP-8, I[TIKP-12 TecTupoBanue
TECTUPOBAHUIO
IloaroroBka K ycTHOMY 8 IIKP-8, IIKP-12 YcrHblii onpoc /
ompocy / cobeceoBaHue
co0eceI0BaHUIO
[ToaroroBka k 21 [TKP-8, ITIKP-10, JlaGopaTopHas
nabopaTopHoO# pabdoTe, [TKP-12 pabota
HAITMCAHKWE OTYETa
[ToaroroBka k 2 [TKP-8, TTKP-12 | KontposnbHas paboTa
KOHTPOJIbHOM paboTe
Hanucanue otuera mo 24 IIKP-8, IIKP-12 OrtueT 1o
WHANBUAYATHHOMY WHINBUAYATHBHOMY
3a/1aHUIO0 3aJIaHUIO0
Hroro 69
4 IlepcnextuBHble |Hamucanue otuera mno 12 ITKP-8, ITKP-12 | KypcoBas paborTa,
HaIpaBJICHUSA KypCOBO# paboTe OTtuer 1o KypcoBou
pa3BUTHS U pabore
POOIEMBI IToaroTroBka k 2 TIKP-8, IIKP-12 TectupoBanue
MH(POPMALMOHHBIX | TeCTHPOBAHUIO
cereit [ToaroToBKa K yCTHOMY 8 ITKP-8, TIKP-12 |  VYcrabii onpoc /
ompocy / cobeceloBaHKE
co0eceI0BaHUIO
[ToaroroBka k 2 [TKP-8, TTKP-12 | KonrposnbHas padoTa
KOHTPOJIbHOM paboTe
Hanwucanue otyera no 18 [TKP-8, I[TKP-12 Otuer o
WHANBUAYATHHOMY WHINBUAYATHBHOMY
3a/1aHUIO0 3aJIaHUIO0
Hroro 42
Hroro 3a cemectp 219
IToaroroBka u cnaua 9 DK3aMeH
HK3aMeHa
Hroro 228

5.8. CooTBeTcTBHE KOMNIETeHIUH, GOpMHPYEeMBbIX IPH U3YYEHHH AUCHHUILIMHBI,
1 BHJ0B Y4eOHOIi 1esiTeIbHOCTH

CooTBeTcTBUE KOMIIETEHIUH, (OPMUPYEMBIX NMPU U3YUYEHHH JUCLUIUIMHBI, U BUJIOB yueOHOM
JeSTeTLHOCTH TMPEICTABIICHO B TabymIie 5.8.
Tabnuna 5.8 — CooTBeTCTBUE KOMIETEHIMH, ((OPMUPYEMBIX IPU U3YUEHUU AUCLUILINHBI, U BUJOB

3aHATHI
Bunpsl yueOHoi
PopmHpyemIe ASTTCIbRocT @OpMBI KOHTPOJIS
komnereHiu | Jlek. | JIa6. | Kypc. | Cam.
3aH. | pab. | pab. | paO.
I1KP-8 + + + + |KontponbHas pabora, Kypcosas paboTa,

Jlaboparopnas pabota, OTYET 10 UHIUBUIYATLHOMY
3amanuto, OTueT no KypcoBoii padore, TectupoBanue,
YcTHbll onpoc / cobecenoBanue, Jk3aMeH
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ITKP-10 + + + + |KonTponwsHas pabora, KypcoBas pabora,
Jlaboparopnas pabota, OTYET 110 HHIUBUYATLHOMY
3ananuto, OTuer no KypcoBoii pabore, TectupoBanue,
YcTHbIN onpoc / cobecenoBanne, IK3aMeH

ITKP-12 + + + +  |KonTtponwsHas pabota, KypcoBas pabora,
Jlaboparopnas pabota, OTUeT 10 HHAUBUAYATEHOMY
3amannio, OTYeT 1o KypcoBoi padbore, TectupoBanue,
YcerHbIi onpoc / cobeceoBanue, IK3aMeH

6. PeiiTuHroBasi cucremMa isi OLEHKH YCIIeBAeMOCTH 00y4aloIMXCs
PeliTunroBas cuctema He UCMONB3YETCS
7. Y4eOHO-MeTOAMYECKOEe U NH(POPMALMOHHOE o0ecnevyeHHue TUCIUILINHBI
7.1. OcHoBHAasi IMTEpaTypa

1. Omudep, Bukrop ['puropreBud. Kommnbeiorepusie cetu: [IpuHIMMBI, TEXHOTOTHH, TPOTOKOJIHI :
yaeOHoe mocobue i By30B. - CII0. : [Turep , 2006. - 960 ¢ (manuune B Oubnmoreke TYCYP - 92 3k3.).

2. IlsatubparoB, Anekcanap [lerpoBud. BeruncnuTenbHble CUCTEMBI, CETH M TEJICKOMMYHUKAITUH :
y4eOHUK 17151 BY30B. - M. : ®unHaHch u ctatuctuka , 2006. - 558[2] c. (Hanuuue B 6ubnuoreke TYCVYP -

90 »Kk3.).
3. Cytarun, K. A. Cetu u TenekoMmmyHukanuu : yaeonoe nmocooue / K. A. Cyrsarun. — Camapa :
nryrtm, 2018. — 104 c. [DnekTpoHHBIH pecypc]: — PexuMm pocrtyna:

https://e.lanbook.com/book/182238.

7.2. JlonoTHUTEIbHAS JJUTEpaTypa

1. boituenko, MiBan BanentuHoBuu. Cetu DOBM u TenekoMMyHHKauu : YuyeOHOe mocodue. -
Tomck : TYCVYP, 2007. - 240 c. (Hanmuue B ouoimoreke TYCVYP - 47 3k3.).

2. IleckoBa, Cetnana AnekcanapoBHa. CeTH U TeIEKOMMYHUKAIUK : Y4yeOHOoe mocodue s
BY30B. - M. : Akagemus , 2006. - 349[3] c. (Hanuuue B 6ubnuorexke TYCVYP - 30 ak3.).

7.3. YueOHO-MeTOAMYEeCKHE MOCOOUs
7.3.1. O6s13aTe/IbHbIE YUeOHO-MEeTOAUYECKHE MOCOOHSI

1. I".A. IIpackypun. MeToanueckue yka3aHus 1Mo J1abOpaTOpHbIM, CAMOCTOATENbHBIM paboTaM U
KypcoBOil paboTe cTyneHTOB o auciuiuinae "CeTu U TeleKOMMyHUKauu'". [DIeKTpOoHHBIN pecypc] -
Pexuwm JoCcTyma: [DneKTpOHHBI I pecypc]: — Pexuwm qocTynma:
https://disk.fb.tusur.ru/lan/laboratory _work.pdf.

7.3.2. YueOHO-MeTOAUYECKHE TOCOOUS IJIS JIUIY
€ OrpaHUYeHHBIMU BO3MOKHOCTSMH 3/I0POBbSI M HHBAJIHU/I0B

Y4eOHO-MeTOoANUECKHE MaTepUabl Il CAMOCTOSATEILHON U ayJUTOPHOI paboThl 00yUarOLUIUXCs
W3 YUCJIA JIUI] C OTPAaHUYCHHBIMH BO3MOXHOCTSIMH 37J0POBbSI M HHBAJIUIOB MPEJIOCTABIAIOTCS B popMax,
a/IalITUPOBAHHBIX K OTPAaHUYEHUSIM UX 3I0POBBS U BOCTIPUITHS HHPOPMALINH.

J1s Iuu ¢ HapylIeHUsIMU 3PeHu:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B I1€YaTHOW (hOpMe YBEIUICHHBIM MIPUPTOM.

J1s Iuu ¢ HapyLIeHUsIMU cIyXxa:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B miedatHou popme.

J1s Iuu ¢ HAapyLIeHUsIMU OTIOPHO-BUIaTeIbHOI0 anmnapara:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B miedaTHou popme.

7.4. CoBpeMeHHbIe TPodeccHOHATIbHBIE 0a3bI JAHHBIX
U UH(OPMaAIIMOHHBbIE CTIPABOYHbIE CHCTEMbI
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1. [Ipu u3ydeHUU NUCHUIIMHBI PEKOMEHAYETCS 00pallaThbCsa K COBPEMEHHBIM 0a3aM JaHHBIX,
WH(OPMAIIMOHHO-CTIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa oTKpHIT gocTym:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MatepunaJibHO-TeXHHYeCKOe H POrpaMMHOe ofecrieyeHne JUCHUIIHHBI
8.1. MaTepuabHO-TeXHHYECKOe H IPOrpaMMHoe o0ecredeHue sl JTeKINOHHBIX 3aHATHI

Jlnst mpoBeieHus 3aHATUN JIEKIIMOHHOTO TUIA, TPYIIIOBBIX U MHAUBUIYaIbHBIX KOHCYJbTAILU,
TEKYLIEro KOHTPOJIS U MPOMEXYTOUHON aTTECTAllMU UCIIONb3YeTCs yueOHask ayAUTOPHUS C TOCTaTOYHBIM
KOJIMYECTBOM TIOCAI0YHBIX MECT IS Y9eOHOH TPYIIBI, 000pYyI0BaHHAS JOCKOH M CTAaHIAPTHOW y4eOHOMH
MeOenbto. meroTest MynbTUMeInitHOe 000pyI0BaHKE U YUEeOHO-HATIISAHBIE TTOCO0USI, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH 110 JIEKIIMOHHBIM pa3ziesiaM AUCLUILINHBL.

8.2. MaTepua/ibHO-TeXHNYECKOE U MPOrpaMMHOe o0ecneyeHue 1Jisl JIa0OpaTOPHBIX padoT

Ayautopus UHTepHET-TEXHOIOTUM U UHPOPMALIMOHHO-aHATUTHYECKON JIeITeNbHOCTU: yueOHas
ayJIUTOpHUS JIJIsl IPOBEICHUS 3aHATUH JEKIIMOHHOTO THUIA, YueOHas ayJUTOpUs Uil POBEICHUS 3aHITHIA
MPAKTUYECKOTO THUIA, YyueOHast ayAuTOpHs ISl MPOBEACHUS 3aHATUM abopaTopHOoro Tuma; 634045,
Tomckast obnacts, r. Tomck, yn. Kpacnoapmetickas, 1. 146, 402 ayn.

Onucanre UMEIOIIErocss 000pya0BaHUS:

- UnTepaktuBHas nocka IQBoard DVT TN100;

- [Ipoektop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Akyctudeckas cucrema Yamaha;

- Kommnekt 6ecnipoBogubix MukpodoHoB Clevermic;

- MarauTHO-MapKepHas JOCKa;

- Kommnekr cnenuanuzupoBaHHoi yueOHON Mebeny;

- PaGouee mecTo npernogaBaTes.

[IporpamMmmHOe obecrieueHue:

- VirtualBox;

8.3. MatepuaibHO-TeXHHYECKOe H IPOrpaMMHoe odecriedeHue A1l KypcoBoi padoThl

JlabGopaTopus 3JIEKTPOTEXHUKH, DICKTPOHUKHA M cXxeMoTexHHkH / JlabopaTtopusi usmepeHuid B
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMax: y4eOHast ayAUTOPHUS IS MPOBEIACHUS 3aHATUN MPAKTUIECKOTO
TUINA, yaeOHast ayAUTOPUS Il IPOBEACHHUS 3aHATUH J1abopaTtopHoro tumna; 634045, Tomckas o0nacTs, T.
Towmck, yn. Kpacnoapmeiickas, 1. 146, 404 ayn.

Onucanue nMeroerocss 000pya0BaHus:

- UnTepaktusHas nocka [QBoard DVT TN100;

- [IpoexTop Optoma EH400;

- Be6-xamepa Logitech C920s;

- Yemnmurens Roxton AA-60M;

- [ToTonounslit rpomkorosopuresns Roxton PA-20T;

- Ornaquuku crangapra IEEE 1149. (JTAG) tuna J-Link - 8 mT.;

- 3D mpunrep Felix 3.0;

- PaGoumne mecra pa3pabOTUYUKOB CHCTEM W YCTPOICTB B CHCTEMax aBTOMATH3UPOBAHHOTO
MIPOEKTHUPOBAHHUS;

Kommuiekcsr 71st co3aHust SJIEMEHTOB TEJICKOMMYHHKAIIMOHHBIX CHCTEM Ha 0ase:

- OJIHOIUIATHBIX KoMIbloTepoB Milestone M-100;

- otnaaouHsix wiaT K1986BE92QI;

- oTnagouHbIX miaT Genuino 101S;

- TUIATHl PACIIMPEHUS JJIs OpraHU3aluu JWHUK cBsi3u mocpeacTBoMm: Ethernet, Wi-Fi, GSM,
bluetooth, u T.11.

KoHTponbHO-M3MepuTeNbHas anmapaTypa Jjis U3MEpeHHUs MapaMeTpOB AIEKTPHUECKUX IIeTeH,
YaCTOTHBIX CBOWCTB, (OpPM M BPEMEHHBIX XapaKTEPUCTHK CHUTHAJIOB, MCCIEIOBAHUS MapaMETPOB
TEJIEKOMMYHUKAIIHOHHBIX CUCTEM:

- ociuuiorpad yHusepcanbhbiii C1-120;

- ocumiuiorpag C1-68;
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- m3MepuTenbHbINA 0710k ¢ myasTuMerpamu UTS50C, UTS0D u dazomerpom;
- MuwuMBoIbTMETp B3-38;
- BOJILTMETP YHUBEpCaIbHbIN B7-26;
- agaymmzatop criektpa GW Instek GSP-7730;
- DS1052E uudposoii ocimmiorpad;
- MSO2072A-S mudporoii ocriumiorpad;
- MSO2072A ¢ onuueil BCTpOEHHOTO F€HepaTopa;
- reHepatop umnyJibcoB ['TI-15;
- reaeparop UNI-T UTG9002C.
CreHfbl 171 UCCIEIOBaHUS TApaMETPOB CETEBOT0 TpaduKa, BKIIOYAIOIIHE:
- CTPYKTYpUPOBAaHHYIO KaOelbHYI0 CUCTEMY, O0OBEIMHAIONUIYIO KOMIBIOTEPHl ayJAUTOPUH B
JIOKAJIbHYIO BBIUHCIUTEIBHYIO CETb.
YyebHo-1a00paTopHble CTEHIBl IJ U3MEpPEHUS YACTOTHBIX CBOHCTB, GOPM M BPEMEHHBIX
XapaKTePUCTHK CUTHaA, BKIIIOYAIOLIHE:
- "Uccnenoanue 3akonoB Oma u Kupxroda nmpu rapMOHUYECKOM BO3EHCTBUH "
"HccnenoBanue pa3BETBICHHBIX LIENIEH TEPEMEHHOTO TOKA";
"HccnenoBanue pa3BETBICHHBIX LIENIEH TOCTOSHHOTO TOKA';
"WUccnemoBanue MEu ITIOCTOSHHOTO TOKA C OJJHUM MCTOYHHUKOM'";
"Pe3onaHC B mocieoBaTeIbHOM KOJIe0AaTEIbHOM KOHTYpe";
"Pe3onaHc B mapayienbHOM KoJie0aTeIbHOM KOHTYpe";
"HccnenoBanue pa3BETBICHHBIX LIETIEH U MATrHUTOCBSI3aHHBIX MHAYKTUBHOCTEN';
"UccnenoBanue RC-punbTpoB";
“UccnenoBanue nepexoaHbIX MPOILECCOB B LEMSIX MEPBOTO U BTOPOTO MOPSAIKOB";
- "UccnenoBanue IJIMHHOW JIUHUM B CTALIMOHAPHOM M NIEPEXOJHOM PEKUMax .
Y4aebHo-mabopaTopHble CTEHABI JJIS H3YUYEHUS pabOThl KOMIOHEHTOB Y3JIOB U OJOKOB
BBIYHUCIHUTEIbHBIX YCTPOICTB Ha 0a3e OTIaJOUYHBIX KOMIUJIEKTOB I MUKPOKOHTPOJIEPOB (HUPMBI
Munannp:
- 1886BES5SBY;
- MDR32 F2QI;
- 1901BYIT;
- 1986VE91;
- 1967BYIT.
- KommuiekT cnenuann3npoBaHHON yueOHOM Mebenu;
- PaGouee mecTo mpenogaBaTels.
[IporpamMmmHoe obecrieueHue:
- Kaspersky endpoint security;
- Microsoft Windows 10;
- VirtualBox;
- Anammzatop Tpaduka Wireshark;
- ductpubytu Kali Linux;

8.4. MaTepua/IbHO-TEXHNYECKOE M MPOrpaMMHOe o0ecneuyeHue 1Jisl CaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSATeNbHOU pabOThl UCTIOJB3YIOTCS YUeOHbIE ayaUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacoNoKEHHBIC TI0 apecaM:

- 634050, Tomckas o6nactb, T. Tomck, Jlennna npocnexkr, a. 40, 233 ayn.;

- 634045, Tomckas obnacts, r. Tomck, yi. KpacHoapmetickas, 1. 146, 209 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmanna ynmuna, a. 74, 207 ayn.

Onucanrie UMEIOIIErocss 000pyA0BaHUS:

- yuebHas mebenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJIKITIOUCHBI K ceTU «MHTepHEeT» U 00eCnednuBaloT JOCTYI B IJIEKTPOHHYIO
nHpopManoHHO-00pa3oBarebHylo cpeay TYCYPa.

[TepeueHs mporpaMMHOTO OOECTICUEHUSI:

- Microsoft Windows;

- OpenOffice;
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- Kaspersky Endpoint Security 10 mns Windows;
- 7-Zip;
- Google Chrome.

8.5. MaTepuajJibHO-TeXHHYECKO€e o0ecrevyeHne TUCIMTLTAHBI IS JIUI] C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIM/IOB

OcBoeHue AMCHUIUIMHBI JIMIIAMH ¢ OTPAaHUYCHHBIMH BO3MOKHOCTSIMU 3/10POBbSI M MHBAIHIAMHU
OCYILIECTBIISICTCS C UCTIOJIb30BAaHUEM CPEJICTB 0OYUEHUS OOILEro U CHeHMaIbHOI0 Ha3HAYCHHUS.

[Ipu 3aHATHSAX ¢ 00YYAIOIIMMUCS C HAPYWIEHHSAMH CJYyXa MPEeIyCMOTPEHO HCIIOJIb30BAHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUUHBIX CPEACTB M JPYTUX TEXHUUYECKHX CPEICTB
npuema/mepenaun yueoHoi HHpOpMaluu B TOCTYIHBIX (opMax, MOOUIBHOM CUCTEMBI IPENogaBaHus
U1 00y4aroUUXCcs C MHBAJIUAHOCTHIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMbI. YueOHast ayaAuTopHs, B
KOTOPO# 3aHUMAIOTCA 00ydJaromuecs ¢ HapyUIeHHEeM cllyXa, 000pyJA0BaHa KOMIIbIOTEPHON TEXHUKOMH,
ayIMOTEXHUKOHU, BUJCOTEXHUKOU, dJICKTPOHHOU JOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHAX ¢ O0YYAIOIIMMHUCS C HAPYIIEHUSIMH 3PeHHs MPETyCMOTPEHO MCIOJIb30BaAHHE B
JEKIMOHHBIX U YYEOHBIX ayJUTOPUSIX BO3MOXKHOCTH MPOCMOTPA YJaJEHHBIX 00OBEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM cllaii]a Ha KpaHe) MPH MOMOIIM BUACOYBEIUUYUTEIEH 111 KOM(POPTHOTO
IPOCMOTDA.

[Ipu 3aHATHAX C OOy4YarOUIMMHUCS C HAPYUWIEHHUSIMM ONOPHO-IBUIaTeJbHOI0 ammaparta
UCIIOJIB3YIOTCS aJbTEPHATUBHBIEC YCTPOMCTBA BBOAA MH(MOPMALUU U APYrHe TEXHUYECKHE CPEICTBA
npuema/nepenayn yueOHoil nHGopMaIuu B JOCTYIHBIX (opMax, MOOMIBHOM CHCTEMbI 00yUYeHUS IS
JIOJeY ¢ MHBAJIUIHOCTBIO.

9. OneHovnblie MaTepHuaJbl U METOAUIECCKUE PEKOMCHAALIMMA 110 OPraHU3aAllMU U3YICHUSA
JAUCHHUILIIMHBI

9.1. Conep:xanne OLIEHOYHbIX MATEPHUAJIOB JIS TEKYLIEr0 KOHTPOJISI
U MPOMEKYTOYHOI aTTecTaluu

Jlnst oueHKu cTeneHu chOPMUPOBAHHOCTH M YPOBHSI OCBOCHHS 3aKPETUICHHBIX 32 AUCIUIIIUHOMN
KOMITETEHITNI UCIIONIBb3YIOTCS OIICHOYHBIE MaTepualbl, peCcTaBlIeHHbIe B Tabuue 9.1.
Tabauia 9.1 — ®opMbI KOHTPOJISL U OLIEHOYHBIE MaTEPHAIIBI

Hazpanus pa3nenos (Tem dopmupyemsie
pasil (Tem) PMHPY ®opmebl koHTpOIs | OnieHounbie MaTepuansl (OM)
JUCLIATUIMHBI KOMIIETEHIIUH
1 OcHOBHBIE NOHATHSA IIKP-10, KonTponbHas IIpuMepHBIil IepeyeHb
UH(POPMALIMOHHBIX ceTei ITIKP-12, TIKP-8 |pabota BapHaHTOB (3a4aHUN)

KOHTPOJIbHBIX PaboOT

YcTHbIi ompoc /

[IpumepHBIil nepeyeHb

co0ecen0BaHNE BOITPOCOB JIJIs1 YCTHOTO

orpoca / codeceoBaHUS
Ortuer no [IpuMepHBIii TEpeUeHb
WHAMBHUIYyaJIbHOMY |BapUaHTOB UHIUBUAYaTbHBIX
3aJaHUIO 3aJaHui

Otuer 1o KypcoBoi
pabote

IIpuMepHBIil IepeyeHb
TEMaTHUK KypCOBBIX padoT

Jlaboparopnas Temb! m1abopaTopHbIX padoT

pabota

TectupoBanue [IpumMepHBIii TIEpeUeHb
TECTOBBIX 3aJaHUN

OK3aMeH [Iepeuenp sK3aMeHAIMOHHBIX

BOITPOCOB

CornacoBaHa Ha noptane N2 68278

14




2 OCHOBBI TOCTPOECHHUS
COBPEMEHHBIX JIOKAJIbHBIX CETEH

TIKP-10,
TIKP-12, TIKP-8

KoHntposbHas
pabota

[IpumepHBIil nepeyeHb
BAapUAHTOB (3aJaHUI)
KOHTPOJIBHBIX PadoOT

VYcrHbI# onpoc /

[IpuMepHBIii TIEpeYeHb

cobecel0BaHNE BOIIPOCOB ISl YCTHOTO

ompoca / codbecenoBaHUs
Otuer 1o IIpuMepHBIil IepeyeHb
WHAVBUYaJIbHOMY |BapUaHTOB MHIUBUIYaIbHBIX
3a/1aHUI0 3alaHui

Otuer 1o KypcoBoi
pabore

[IpumepHBIil nepeyeHb
TEMaTHUK KypCOBBIX paboT

JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue IIpuMepHBIi IepeyeHb
TECTOBBIX 3aaHUI
OK3aMeH [IepeueHp 7K3aMEHALIMOHHBIX
BOIIPOCOB
3 Cpencta pean3anuu [TKP-10, KonTtponbHas [IpumMepHbIii TEpeUeHb
MexcereBoro B3aumozeicTeus |[IKP-12, ITIKP-8 |paGota BapUaHTOB (3aaHui)

KOHTPOJIbHBIX paboT

YcTHbIi onpoc /

IIpuMepHBIil IepeyeHb

cobeceroBaHue BOIIPOCOB ISl yCTHOTO

orpoca / cobeceoBaHUS
Oruer o [IpumepHBIil nepeueHb
WHIMBH/yaJTbHOMY |BapUaHTOB WHIMBUIYaTbHBIX
3aIaHUTIO 3aJaHuN

OTuer Mo KypcoBoi
pabore

[IpumMepHbIii TEpeUeHb
TEMaTHK KypCOBBIX paboT

JlaGopatopHas Tembl 1abopaToOpHBIX paboT
pabota
TectupoBanue [IpumepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
OK3aMeH Ilepeuenp 3K3aMEHALIMOHHBIX
BOIIPOCOB
4 IlepcnextuBHble Hanpasienus | [IKP-10, KonTponbHas [IpuMepHBIil epeyeHb
pa3BUTHUS U TIPOOIEMBI [MKP-12, [IKP-8 |paboTa BAapUAHTOB (3aJjaHUI)

UH(POPMALIMOHHBIX ceTei

KOHTPOJIBHBIX PaboOT

YcrHbIi onpoc /

[IpumepHBIil nepeueHb

cobecenoBanme BOITPOCOB JIJIs1 YCTHOTO

ompoca / codbecenoBaHUs
Ortuer no [IpumepHBIil nEepedyeHb
WHAMBHUIYyAIbHOMY |BapUaHTOB UHIUBUAYaTbHBIX
3aJJaHUI0 3a/laHui

Otuer 1o KypcoBoi
pabote

[IpuMepHBIil epeyeHb
TEMaTHUK KypCOBBIX padoT

TectupoBanue [IpumepHBIil nepeueHb
TECTOBBIX 3aJaHUI
OK3aMeH [IepeueHb PK3aMEHALIMOHHBIX

BOITPOCOB
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lxana oneHku cHPOPMUPOBAHHOCTU OTAEIbHBIX MIAHUPYEMBIX PE3yJbTATOB OOyUYEHHS IO
JTUCIUIIINHE TIpUBeAcHa B Tabmuie 9.2.
Tabnuma 9.2 — Illkana oneHku cHopMUPOBAHHOCTHU IUIAHUPYEMBIX PE3YJbTATOB OOYyUYEHHUS IO

JAUCLUILIIMHE
dopmynupoBka TpeOOBaHUH K CTETICHH C(HOPMHUPOBAHHOCTH
Ouenka bamner 32 OM MJIAHUPYEMBIX Pe3yJIbTaTOB 00ydeHUs
3HATh yMETh BJIQ/IETh
2 <60% ot OTCYTCTBME 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HEyIOBIETBOPUTENHHO) | MAKCUMAIBHOMU | UITU ()parMeHTapHBIC YMEHHUH UITN HABBIKOB WU
CYyMMBbI 0aJIoB 3HAHUSA YaCTHUYHO (dbparmMeHTapHbIE
OCBOEHHOE MPUMEHEHHE
yMEHHE HABBIKOB
3 ot 60% no o01mue, HO He B LI€JIOM YCIICIITHO, B 1IEJIOM
(YIOBJIETBOPUTEIHHO) 69% ot CTPYKTYpPUPOBAHHBIC HO HE YCIIEITHOE, HO HE
MaKCHMaJIbHOM 3HAHUSA CUCTEMATHUYECKU | CHCTEMATHYECKOE
CyMMBI 0aJuIoB OCYIIECTBIISIEMOE MpUMEHEHUE
YMCHHE HABBIKOB
4 (xoportio) ot 70% no chOopMHUPOBaHHEIE, B LIEJIOM B IIEJIOM
89% ot HO cozeprKalue YCIIEIIHOE, HO YCIIEIIHOE, HO
MaKCUMaJIbHOM OTJIeNIbHbIE coJieprKaliue coJieprKaliue
CYMMBbI 0auioB | mpoOsemMbl 3HaHUS OTJIENIbHbIE OTJIeIbHbIE
poOesbl yMEHUe poOebI
MIpUMEHEHHE
HaBBIKOB
5 (OTJIMYHO) >90% ot chopMUpOBaHHbBIE | CHOPMUPOBAHHOE YCIICIIHOE U
MaKCUMaJbHOW | CHCTEMaTHYECKHE yMEHHE CHUCTEMAaTUYECKOE
CYyMMBI 0aJIoB 3HAHUSA MPUMEHEHHE
HABBIKOB

[IIxanma KOMIUIEKCHOM OLIEHKU C(hOPMHPOBAHHOCTH KOMITETCHIIMI MpUBEIeHa B TaduIe 9.3.
Ta6mmma 9.3 — [llkaia KOMIUIEKCHOM OIEHKH C(hOPMHUPOBAHHOCTH KOMITETSHIIUNA

OreHka

dopMynrpoBKa TPeOOBAHUN K CTETICHN KOMIIETEHITUN

2
(HEYTOBJIETBOPUTEIHLHO)

He nmeet HeoOX0IMMBIX TPEICTABICHUN O IPOBEPSIEMOM MaTepHalie

WIH

3HaTh HA YPOBHE OPHEHTHPOBAaHMS, TIpeicTaBlieHnid. O0yJaromuiics 3HaeT
OCHOBHbIE MPU3HAKU WM TEPMHUHBI U3y4aeMOT0 dJIEMEHTa COACPKAHUS, UX
OTHECEHHOCTb K OMPEIEIICHHON HayKe, OTPaciid WK 00bEKTaM, y3HAeT B
TEKCTax, U300paKEHUSX UM CXeMaX U 3HAeT, K KaKUM HCTOUYHUKAM HY>KHO
oOpaiartbcs A 6ojee IeTalbHOTO €ro YCBOCHHUSI.

3 3HaTh ¥ yMETh Ha PeNPOAYKTHBHOM ypoBHEe. O0yyaromuxcs 3HaeT
(YIOBIIETBOPUTENHHO) |M3YYECHHBIN 3JIEMEHT CO/ICPKAHUS PENPOAYKTUBHO: TIPOU3BOIHHO
BOCITPOM3BOJUT CBOM 3HAHUS YCTHO, MUCbMEHHO UJIU B IEMOHCTPUPYEMBIX
JICUCTBUSIX.
4 (xoporo) 3HaTh, yMETh, BIIaJIETh HA AHAJTUTHYECKOM ypOBHE. 3Has Ha

PENpOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
M3Y4YEHHBIX 00BEKTOB, Ha UX JIOCTOMHCTBA, OTPAaHUYEHHUS, UCTOPHUIO U
NEePCTIEKTUBBI PA3BUTUS U OCOOEHHOCTH I pa3HbIX O0BEKTOB YCBOCHHUSI.
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5 (oTIM4HO) 3HaTh, yMETh, BIa/IETh HA CHCTEMHOM ypoBHe. OOyyaromuiics 3HaeT

H3y‘-I€HHBII>i SJICMCHT COACPKAHUSA CUCTCMHO, IIPOU3BOJIBHO U JOKA3aTCJIbHO
BOCIIPOMU3BOJUT CBOM 3HAHUA YCTHO, IMCbMCHHO HUJIK B ACMOHCTPUPYCMBIX
HeﬁCTBHHX, YUUThIBAA U YKa3bIBaA CBA3U U 3aBUCUMOCTH MCKIY 3THM
9JICMCHTOM U APYTUMH DJICMCHTAMU COACPIKAHUA JUCHUIIIMHBI, €TO
S3HAYUMOCTD B COACPKAHUN JUCHUIIINHBI.

9.1.1. IllpuMepHBbIii IepedeHb TeCTOBBIX 3a1aHUI

. Ilo macmtaby KOMIBIOTEPHBIE CETH MOIPA3EINIAIOTCS Ha
a) 3Be371000pa3HbIe, KOJIBIIEBBIC, ITUHHBIC
b) ogHOpaHroBBIE U CeTH "KIHEHT-cepBep”
C) IPOBOJHBIE U OECITPOBOTHBIE
d) nokanpHBIE U TI100aTTBHBIC
. Kakoe n3 yrBepxaeHuil BEpHO
a) becnipoBoaHbie ceTu SABIAIOTCS Oosiee HaAEKHBIM CPEACTBOM IEepeaadydl CUTHAJIOB, YEM
MIPOBOTHBIE
b) [ns nepegaun curHagoB B O€CIIPOBOJHBIX CETSIX UCHOB3YIOTCS PaMOCUTHAIBI OTHYECKOTO
JIuana3zoHa
¢) OnHOMOTOBBII BOJIOKOHHO-ONITHYECKHUI Ka0eh TT03BOJISET TIEpe1aBaTh CUTHAIIBI Ha OOJIbIITNE
PacCTOSIHUS, Y€M MHOTOMOJIOBBIH
d) Kabenp Tuna «Butas mapay Mmo3BOJISIET epeaaBaTh MIEKTPUIECKUE CUTHABI HA PACCTOSHUS
110 40 KUIOMeTpoB
. 3anaueil kakoro ypoBHs mMoaenu OSI aBiseTcs ynpaBieHHE JOCTYIOM K Cpelie B CeTsX,
MIOCTPOEHHBIX HAa OCHOBE pa3JiesieMon cpeibl?
a) MPUKJIAJHOTO
b) cereBoro
C) KaHaJILHOTO
d) pusnueckoro
. B rexnonoruu Ethernet pazmep nosst JTaHHBIX CTaHAAPTHOTO Kajpa
a) He nomxken npessimats 1500 OaiT
b) He orpanuuen
¢) He nomxeH npeBpllIaTh MaKCUMAaJIbHBIN pa3Mep ip-nakera — 65536 Oaiit
d) 3aduxcupoan u Bcerna coctasiser 1500 GaiT
Kakoe MuHMManbHOE KOJWYECTBO YPOBHEH MPOTOKOIOB (B TepMuHax Mozenu OSI) nomkHbI
MOJIEP’KUBATh MaPIIPYTH3ATOPHI CETEH ¢ KOMMYTAIUEH TaKeTOB?
a)l
b) 2
c)3
d) 4
. IP-agpec 192.168.0.5 oTHOCHTCH K
a) 3ape3epBUPOBAHHOMY JMANa30HYy aIpecoB JUIsl YACTHBIX CeTell, He MaplIPyTU3UPYEMOMY B
cetu HTEpHET
b) JlnanazoHy myOJUYHBIX aJIpecoB, MAPIIPYTH3UPyEeMOMY B ceTh MHTepHeT
¢) llupokoBemarenbHbIM agpecaM, KOTOPbIE HCIOIB3YIOTCS JJI PACCHUIKA MAKETOB BCEM
y3JIaM JIOKaJIbHOM CEeTH
d) I'pynmoBEIM agpecam, UCTIONB3YEMBIM ISl MapIIPY TH3AIHH
. Macka nojicetu yka3bIBaeTcsi BMECTE C 1p-aJpecoM U HeoOxouma st
a) onpenenennss MAC-aapeca ycTpoicTBa-moMydaTess
b) onpeaenennsi HoMepa MoJACETH, KOTOPOU MPUHAIIICKUT 1p-aapec
C) BBIUMCIICHUS IOMEHHOTO UMEHH CcepBepa
d) BeIUHMCIIEHHS aapeca rPYNIIOBON PACCHIIKU B JIOKAIBHOW CETH
. Ilepexonx Ha nmpotokoi [Pv6 mo3BoseT yCTPaHUTh CIAEAYIONIYIO MPooieMy
a) HeXBaTKa aJpecHOro MPOCTPaHCTBA IpoToKoia [Pv4
b) nexBatka MAC-anpecoB yCTpoHCTB
C) MEJICHHOE COTIOCTaBIICHHE TOMEHHOTO uMeHu U [P-anpeca
d) HeBO3MOXKHOCTH MpsiMoro npeobpazoBanust MAC-anpeca B JOMEHHOE UMS
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9.

10.

1.

12.

13.

14.

15.

16.

17.

18.

K tpancnoptHomy ypoBHIO Moaenu OSI OTHOCATCS TPOTOKOJIBI:

a) [P, RIP, OSPF

b) SSL, TLS

c) SMTP, IMAP, POP3

d) UDP, TCP

Kakoe u3 yTBepx)aeHuii BEpHO

a) IIpotokon UDP rapanTtupyeT n10CTaBKY JaHHBIX MOJyYaTeNI0 3a CUET yKazaHUS HOMEpa
MopTa MPUIOKEHUI OTIPABUTENS U MOTydaTens

b) IIpotokon TCP siBnsieTcs HEeHaAEKHBIM CPEICTBOM JOCTABKU JMaHHBIX, TaK KaK TpeOyeT
YCTaHOBJICHHSI JIOTUYECKOTO COEAMHEHUS

¢) IIportokon TCP rapantupyeT AOCTaBKy AAHHBIX 3a CUYET YCTAHOBJICHHUS JIOTUUYECKOTO
COEJIMHEHUS U MOATBEPKACHUS MMOIYyUSHUS KaKJOTO CErMEHTa JaHHBIX

d) IIpotokon UDP sBisieTcst Han&XHBIM CPEACTBOM JIOCTAaBKU JAHHBIX, TaK KaK MCIOIb3yeT
AITOPUTM CKOJIB3SIILIET0 OKHA

ITo xakoi mpuuunHe B npotokojie RIP paccrosinue B 16 X0nmoB MeXAy CETAMH IoOJiaraeTcs
HENOCTHXUMEIM?

a) 1oJsie, OTBEIEHHOE JIsl XpAHEHUS 3HAYEHUS PACCTOSIHUSI, UMEeT IJIMHY 4 TBOMYHBIX pa3psiia
b) 11st moy4eHus MpUEeMIIEMOT0 BPEMEHU CXOAMMOCTH aJlfOPUTMa

¢) ceTH, B KOTOphIX pabortaet RIP, peako ObIBatOT 60IBIIMMHI

d) TaGauIel MapIIPyTHU3AIMK HE MOTYT XpaHUTh OoJbIe 16 3anuceit

[Tporokon OSPF npu nmocTpoeHnn TaGauUIbl MAPIIPYTU3AIMH YYUTHIBAET

a) Tonbko paccTosiHUE 10 CETU Ha3HAYCHUS

b) CocrosaHue KaHaja 10 CETH Ha3HAYCHUs, BKJIIOUAs TaKHe MapaMeTpbl Kak MPOIMyCKHas
CIIOCOOHOCTB, 3aIepkKKa, HAIEKHOCTh KaHaja

c) Ip-agpeca Bcex mojceTeid, JeKalux Ha IMyTH K CETH MOJIy4aTess

d) Homepa aBTOHOMHBIX CHCTEM IPH MEPECHUIKE MAKETOB YePe3 MarucTpaJbHYIO CETh

Urto nyxHo caenath Ha DHCP cepBepe 4T00BI HCKIIOUUTH BhIIaUy omnpenenennoro [P agpeca
W3 CYIIECTBYIOIIETro auamnasona? a) co3aaTh auamna3oH I[P agpecos

b) cozpare mapamerp DHCP

¢) co3narb oomacts DHCP

d) coznate ucxmovenue ais [P agpeca

Hns tectupoBaHus mpeoOpa3zoBaHUS JOMEHHBIX MMEH B ip-agpeca ciyx0oiri DNS B
OTepaMoOHHbBIX cucTeMax Windows mpuMeHsieTcsl KoMaHIa

a) Nslookup

b) Arp —a

c¢) Netstat —n

d) Tracert

Kakoe u3 yTBepx)aeHuil sSIBIsSETCS BEPHBIM

a) IIpotokon http sBiseTcst 6€30MacHBIMH MPOTOKOJIOM Tepeaud JaHHBIX, T.K. TO3BOJSACT
MCIOJIb30BaTh ayTeHTU(UKALIMIO [T0JIb30BaTENs Ha BeO-cepBepe

b) IIpotokou https sBisieTcst 6€30MacHBIM MPOTOKOJIOM TIepeiaun JaHHBIX, T.K. MHUPPYET BCe
JIaHHBIE ¢ MOMOIIIbI0 TpoTokoia SSL/TLS

¢) IIporokon ftp mmdpyer naHHBIC HA MAPOJIE MOTH30BATEIS

d) IIpoToxkoun telnet mo3BosisieT 6G€30MACHO MOAKIIOUATHCS U YIPABIATh YIaJEHHBIM CEPBEPOM,
TaK Kak ero JIaHHbIe BCET/a MPOXOIAT IPOBEPKY MEKCETEBOM SKpaH

Jlnst oTrIpaBKU COOOIICHH 3JIEKTPOHHOM MOYTHI UCTIOIB3YETCS TPOTOKOI

a) Smtp

b) Pop3 wim imap

¢) Snmp

d) Smime

Kak HaspiBaeTcst 00bekT Active Directory, KoTOpbIii XpaHUT HHPOPMALNIO 00 YUETHBIX
3aMucAx, o0IIKX pecypcax, noipa3esieHusIX?

a) CETeBOM JIOCTYT

b) kaTanor

C) mamka

d) nomen

Kaxkoit mpoToKo UCTIOIB3yeTCs TSl TOCTyTa K CIIy»0e KatajaoroB AD?
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19.

20.

XA R D=

16.
17.
18.

19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.

32.
33.

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

KomnwroTep, 3aHMMaronuiicss 00CITy>)KMBAaHUEM CETH, YIIPABICHHEM TIepeaadeii COOOIeHU, 1
MPEIOCTABIISAIOMINHN YIAI€HHBII TOCTYI K CBOMM pecypcaMm, Ha3bIBaeTCs

a) xabom

b) cepBepom

¢) paboueii cTaHmuei

d) xocTom

Metoa mepenadu JaHHBIX, IPU KOTOPOM JaHHBIE MEPECHUIAIOTCA B JIBYX HaINpaBICHUSIX
OJIHOBPEMEHHO, Ha3bIBAETCA ...

a) CUMIUJICKCHBIM

b) nymiaeKCHbIM

C) CHHXPOHHBIM

d) momyymieKcHbIM

9.1.2. IlepeyeHb IK3aMEeHANMOHHBIX BONIPOCOB

[Tonsitue cetu. TpeboBaHus, MPeIbIBIIEMBIC K CETH.

Knaccudukanus cereii. [Ipusnaku knaccudukanuu.

Cetesble Tononoruu. [IpenmyriecTBa 1 He1OCTaTKU 0A30BBIX CETEBBIX TOMOJIOTHH.
Mertoab! agpecalii B MaJIbIX U OOJIBIINX ceTsX. TpeOoBaHUs K aJpecam.

O6opynoBanue cereil. uznueckas U JOTHUECKast CETMEHTAIIUS CETH.

OcHoBHbIE BUBI IEpENAIOLINX cpell. X xapakTepucTuku.

Ceresas mozens OSI. HazHauenue. YpoBHU B3aMMOJEHCTBHUS OTKPBITBIX CUCTEM.
Cranpapruzanus ceteil. [Ipoekt 802.x.

MeTtoapl focTyna K cpefie Iepeaayuu JaHHbIX.

[TonsiTue nporokona u uurepderica. Creku npoTokosioB. CTaHAAPTHBIE CTEKU MPOTOKOJIOB.

. CereBas apxurektypa Ethernet.
. CereBas apxurektypa Token Ring.
. CereBas apxurexrypa FDDI.

CeteBble onepanoHHbie cucteMbl. TpeboBanus, npeabsBisieMble k ceteBbiM OC.

ba3oBbie MPUMUTHBHI Nepeladyn COOOIIEHHUI B pacrpeseneHHo ceTu. BbI30B ynanieHHbIX
npouenyp.
Pacnpenenennsie (aitnoBsie cucteMbl. CeMaHTUKa pa3ieneHus Gaiiios.
CayxOb1 uMeHOBaHUS pecypcoB. Ciryk0a katanoron. JJoMeHHBIH MOAXO.
['mo6anbuas cetb MuTepHeT. [TocTpoenue. OcHoBHBIE MOHATHSA. CeMEHCTBO MPOTOKOJIOB
TCP/IP u ero poib B IOCTPOCHUH III00ATBHBIX CETEH.
Crex nporokonoB TCP/IP. O6nacts npumenenusi. OCHOBHbIE XapaKTEPUCTHKH.
IP-anpeca. Knaccel [P-cereii. Cetn nepeMeHHOM UIMHBI.
O6opynoBanue ' BC. KpaTkas xapakreprcTuka 1 Ha3Ha4CHHUE.
Mapupyrtuzanus [P-npotokona. AIropuTMbl MapiipyTH3aLHH.
ITporoxonsl Mapmpytusanuu RIP u OSPF. Xapakrepuctuku, JOCTOMHCTBA U HEAOCTATKH.
[Tpotokon ARP. Haznauenue. [IpuHuun ¢pyHKIMOHUPOBAHUS.

[Ipotokon DHCP. Ha3nauenue. [IpuHimn ¢pyHKIMOHUPOBAHUS.
Cnyx0a DNS. Haznauenue. [Ipunnun GyHKIIMOHUPOBAHHUS.

Cetb NuTepHeT. CriocoOb! moakitoueHus K cet. OCHOBHBIE CITy>KObI ceTu MIHTepHeT.

Cayx0s1 WWW u FTP. ITapamerps! noaxmouenust kK WWW wiu FTP cepsepy.
Cnyx0a E-mail. [TapameTp modToBoro KiveHTa Juis paboThl € JIEKTPOHHOM MOUYTOM.
Cnyx06a UseNet. ITouck rpynmn HoBoctel. [loanucka Ha pacChlIKy IpyIi HOBOCTEH.

Cetu Ha ocHoBe OC Windows. OCHOBHBIEC MOHSATHS W NPUHIUIB OPraHU3ALUU CETH
Microsoft.
OcHOBHBIE KOMaH/Ibl, HCIIOJIb3yEeMBbIE NP padoTe C CEThIO B peKUME KOMAaHIHON CTPOKH.
[TporpamMMHbIe KOMIIOHEHTHI, HEOOXOAMMBIE I padoueil craHMK B ceTd. HazHaueHue Kaxaoi
KOMITOHEHTHI. [IpumMepsl.

9.1.3. IlpuMepHBIii IepedeHb BOMPOCOB /I 3alIIUTHI KYPCOBO# padoThl
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. [IpoexTrpoBaHue JTOKAIbHBIX U PACcTIPEACNIEHHBIX CETel TUIOBBIX KOH(UTyparuii.
. IIpoexTupoBaHue W HaCTpOHKa CHCTEMBI yIPABJICHUs CETEBBIMU pecypcaMu Ha 0asze Active
Directory.
3. IlpoekTupoBaHNe U HaCTPOHKa KOMMYHHUKAIIMOHHBIX CEPBUCOB Ha 0a3e CTaHJApPTHBIX CIIYKO
cetu MHTEpHET.
4. Pa3paOoTKu KIIMEHT-CEPBEPHOTO MPHIIOKECHHUSI.
5. llpoexTupoBaHME M HACTPOMKA CETEBBIX XPAHWJIMIIL U CETEH MOCTyna B BUPTyaJbHOU

uH(ppacTpykType.

9.1.4. IlpuMepHBbIii NepeYeHb TEMATHK KYPCOBBIX padoT

N —

. I[IpoexTupoBaHue JOKAIBHBIX U PaclpeielIeHHbIX CeTeil TUMOBBIX KOH(PUTYpaIHid.
. [IpoexTupoBaHue 1 HacCTpOilKa CUCTEMBI YIIpaBJICHUS CETEBBIMU pecypcamu Ha 0aze Active
Directory.
3. IIpoexkTrpoBaHue M HACTPOWKa KOMMYHHUKAIIMOHHBIX CEPBUCOB Ha 0a3e CTaHIAPTHBIX CIYKO
cetu MHTEpHET.
4. Pa3paboTKy KJIMEHT-CEPBEPHOTO MPUIIOKEHHUS.
5. IIpoexTupoBaHHEe U HACTPOMKA CETEBBIX XPAHWIMIL M CETEW NOCTyIlla B BUPTYaJIbHOU

UHPPACTPYKTYpE.

9.1.5. lIpuMepHbIii epeyeHb BAPUAHTOB (3aaHMii) KOHTPOJBLHBIX padoT

N —

[Tonsitue cetn. TpeGoBaHus, IPEABSIBISIEMBIC K CETH.

Knaccudukanus cereit. [Ipuznaku knaccudukammm.

CeteBsie Tomosioruu. [IpenmyniiecTBa 1 HEJOCTATKH OA30BBIX CETEBBIX TOMOJIOTHH.
MeTop! afgpecaliuu B MalbIX U O0bIINX ceTsAxX. TpeOoBaHUs K aapecam.
O6opynoBanue ceteit. dusndeckas u JoruYeCcKasi CETMEHTAIHS CETH.

Nk

9.1.6. [IpuMepHBIi NepevYeHb BONPOCOB /ISl YCTHOTO ONpoca / codece10BaHUsA

1. OcHOBHBIE MOHATHUS KOMIBIOTEPHBIX ceTel. Tumbsl KOMNbIOTEpHBIX ceTeil. dusznueckas u
Joruyeckasi Tonosnorus cetu. OCHOBHBIE CETEBBIE CITYKOBI.

2. MHoroypoBHEBasi OpraHu3anus KOMOTHIOTEpHBIX ceTeil. [lonsTus nmporokona, unrepdeiica,
cTeka npoTokosoB. Monens OSI, e€ ypoBHU U UX Ha3HAUEHUE.

3. ®usnueyckuil ypoBeHb. THUIBI (U3HUECKUX Cpell MEepeaaun CUTHAIOB, UX XapaKTEPUCTHKU.
KoaupoBanue 1BOMYHBIX JaHHBIX. Buabl Mogynsuu.

4. KananpHbll ypoBeHb. MeTobl focTyma Kk cpeae nepenaun. Texunonorus Ethernet. Cocras
ceTeBOro o0OpyJoBaHUs JOKaNbHBIX ceTeil. [IpuHIuNE paboThl KOHIIEHTPATOPOB, MOCTOB,
KOMMYTaTOpPOB.

5. CereBoii ypoBens. [Ipunuunsl mapupytusanuu. HazHauenue 1 crnocoObl MOCTPOSHHs TabIuUI]
MapIIpyTU3alni. BEeKTOpHbIE MPOTOKOIBI MapLIPYTHU3ALUMU U IPOTOKOJIBI COCTOSIHUS KaHaa.

6. Tpancnoptabiii ypoBeHb. [IpoTokonst UDP u TCP. Dranbl co3nanust 1 oOMeHa TaHHBIMHU B
paMKax JIOTHYECKOr0 COEAMHEHUS. AJITOPUTM CKOJIB3BILIETO OKHA.

7. IlpuknanHoit ypoBeHb. [lomynsipHble NPOTOKOJBI HMPUKIAIHOTO ypoBHS. CiyxeOHBIE
npoToKoibl pukiaanoro ypoHss DHCP u DNS. Dnekxtponnas noura. Be6. FTP.

9.1.7. Tembl J1a00paTOPHBIX PadoT

1. Cetu Microsoft Windows. Active Directory. YmpaBieHue ceTeBbHIMU pecypcamu
KOpIIOPaTUBHOM ceTu. [ pynmnoBbie MOJUTHKH.

2. MopaenupoBaHUE CETEBBIX YCTPOMUCTB U MPOTOKOJIOB B JIOKAJBHBIX CETAX

3. Hacrpoiika noakmodeHus y3ina Kk cetu. Ctek nmporokosioB TCP/IP. IIpuknagabie mpoTOKOIBI
cetu MuTEepHeT

4. MogenupoBaHue 6a30BBIX CIYKO U MPOTOKOJIOB MapLIPYTU3aLUHU B TTI00aTbHBIX CETAX

5. Bazoseie ciyx0n1 cetu UaTepuer. DHCP. DNS. [IpoTokoasr MapuipyTu3aniu

6. Ilpuxnamnasie cyx0n1 cetn MaTepuer. Hactpoiika Web- u FTP-cepBepos.

9.1.8. IlpuMepHBIii epedeHb BAPMAHTOB MHAUBUAYAJIbHbBIX 3aJaHUI

—_

VYIpaBieHue CeTeBbIMU PECYPCAMHU B OJHOPAHIOBOM CETH.
2. Hacrpoiika Web- u FTP-cepBepos.
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3. Hacrpolika cepBepa 37I€KTPOHHOM MOYTHI.
4. AHTUBHpYCHAas 3alllATA.
5. llepcoHanbHbIE CETEBBIE IKPAHBI

9.2. MeToan4yeckne peKOMeH AU

VYyeOHubIil MaTepuan uznaraercs B (Gopme, mpenanoaramplileii caMoCcTOATeNIbHOE MBIILICHHE
CTYICHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosTenbHast paboTa CTYA€HTOB UTPAET PEIIAIONIYIO POJIb
B X0/I€ BCETro y4eOHOro mporecca.

Hauatp n3ydeHne MUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ padoueil MporpaMMoOid, CIIUCKOM
y4eOHO-METOMUECKOT0 U MporpaMMHoro obdecnedyenus. CamocrosTenbHas paboTa CTyAeHTa BKIIOYAET
paboTy ¢ yuyeOHBIMU MaTepHalaMH, BBINOJHEHHE KOHTPOJBHBIX MEPONPUITHH, MPETyCMOTPEHHBIX
y4eOHBIM IITAHOM.

B nporecce n3ydeHuns: IUCUUIUIMHBI IS JIyYIIETO OCBOCHUS MaTepuana He0OXOAMMO PETYISIPHO
oOpamarbcsi K PeKOMEHAYEMOH IuTeparype U MCTOYHMKAM, YKa3aHHBIM B y4eOHBIX Marepuaiax;
MOJIb30BAThCS 4Yepe3 KaOWHET CTyJAeHTa Ha caiiTe YHuBepcuUTeTa o0pa3oBaTENbHBIMH pecypcamu
AJIEKTPOHHO-OMOIMOTEYHOM CHUCTEMBI, @ TaKXKe OOIIEAOCTYITHBIMUA HHTEPHET-IOPTAIaMH, COJCPKAILUMHU
Hay4YHO-TIONYJSPHBIE U CIELUAIU3UPOBAHHBIE MaTepHasbl, IMOCBSIIEHHBIE PAa3JIUYHBIM aCIEKTaM
y4eOHOM JUCUUIUINHBL.

IIpu caMOCTOATEIBLHOM U3YYEHUU TEM CIEAYHTE PEKOMEHIALMSIM:

— YTEHHME HWJIM NPOCMOTP MaTepHuajla OCYLIECTBISANTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBHUAYAIbHOTO TTOHUMAaHUS U OCBOEHMS MaTepuaja, BblIIENss OCHOBHBIE UJEH; HA OCHOBAHUHU
N3yUYEHHOI'0 COCTAaBUTH Te3UChl. OCBOMB MaTepual, MONbITaThCSI COOTHECTH TEOPHUIO C IPUMEpPAMHU U3
MIPaKTUKU;

— €CJIM B TEKCTE BCTPEYAOTCS HE3HAKOMBIE UJIM MAJIO3HAKOMbBIE TEPMUHBI, CIEAYET BBISICHUTH UX
3HAYEHUE NI IOHMMaHUS JaJbHEHNIIEro MaTepuaa;

— OCMBIC/IMBAlTE IPOYUTAHHOE U U3YUEHHOE, OTBEYANTE Ha MPEJI0KEHHBIE BOIIPOCHI.

CryneHTsl MOTYT NOJy4aTh HHAMBUyalbHbIE KOHCYJIbTALMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB
TEIEKOMMYHHUKALUH.

[To gucuuniauHe MOTYT MPOBOAMTHLCS OMOJHHUTEIbHBIE 3aHATHUSA, B T.4. B (hopmMe BeOMHAPOB.
Pacnucanvne BeOMHAPOB U 3alMUCHU BEOMHAPOB MYOJHMKYIOTCS B 3JEKTPOHHOM Kypce / 3JIeKTPOHHOM
YKypHaJIE 110 TUCLUIUINHE.

9.3. Tpeﬁona}mﬂ K OCHOYHBIM MaTepuajJdamM Jisl JUll ¢ OrpaHHYCHHBIMHA BO3MOKHOCTAMMU
310pOBbHA U HHBAJIUA0OB

Jns nun ¢ OorpaHWYEHHBIMH BO3MOJXKHOCTSIMH 370pOBBSI U WHBAJIHUJOB MPEIYCMOTPEHBI
JOTIOJTHUTEIBHBIE OIEHOYHBIE MaTepPHAJIbl, MEpeUeHb KOTOPHIX yKa3aH B Tabiuie 9.2.

Tabnuna 9.2 — JlomoJHUTENbHBIE MaTEpHaNbl OINCHUBAHUSA JUISA JIUI C OTPaHUYCHHBIMU
BO3MOKHOCTSIMH 3JIOPOBBSI M1 MHBAJIUIOB

Kareropuu oby4aromuxcs

Buasl 1ooIHUTENEHBIX OLIEHOYHBIX
MaTepHuaioB

q)OpMI)I KOHTPOJIA U OLICHKHU
pe3yIbTaTOB OOyUECHHS

C HapylIeHHsIMU cllyXa

TecTbl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAaOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pabOThI

[IpenmymiecTBEHHO TUCHbMEHHAS
MpoBepKa

C HapyLIeHUAMU 3pEHUS

CobecenoBaHue 1o BOIIPOCaM K
3a4eTy, Onpoc MO TePMUHAM

[Ipeumy1iecTBEHHO yCTHas
poBepKa (MHIUBUYATBHO)

C HapylLIeHUSIMH OIIOPHO-
JIBUTATEJILHOTO alapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE pa0OThI, TMCbMEHHbBIE
CaMOCTOSITeNIbHBIE PaOOTHI, BOITPOCHI

K 3a4eTy

[IpeumyiecTBEHHO
JUCTAaHIMOHHBIMU METOIaMH

C orpaHu4YeHHUSIMHU 110
o01IIeMe IUIINHCKUM
MOKa3aHHUSIM

TecTbl, TUCbMEHHBIC
CaMOCTOSTENIbHBIE PAaOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE paOOTHI,
YCTHBIE OTBETHI

[Ipenmy1iiiecCTBEHHO MPOBEpPKa
METOJIaMH, ONPEIEISIOIIMMHUCS
UCXOS U3 COCTOSIHUS
oOyyJaromerocss Ha MOMEHT
MIPOBEPKU
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9.4. MeToauuecKkue PEKOMEHIAUHA MO OMCHOYHBIM MaTepuadamM AJd JUIl ¢ OrPpAaHUYCHHBIMHA
BO3MOKHOCTSAMH 310POBbA U HHBAJIUI0B

Jnst Ui ¢ OTpaHUYEHHBIMH BO3MOXKHOCTSMH 3JI0POBbS U WHBAJIHUIOB MPEAyCMaTPUBACTCS
nocTymnHas popMa npeaoCTaBICHHS 3aJaHHI OIICHOYHBIX CPEIICTB, & UMEHHO:

— B Ie4YaTHOH (hopme;

— B IeYaTHOM (hopMe C YBEITUUYCHHBIM IIPHPTOM;

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— METOJIOM YTCHUS aCCUCTCHTOM 3aJIaHHs BCIIYX;

— MPEIOCTaBICHHE 3aIaHUs C UCIIOJIB30BAHUEM CYPJIOTIEPEBO/IA.

JIumam ¢ orpaHUYEHHBIMH BO3MOXHOCTSIMHU 3[I0POBbSl M MHBAIUIAM yBEIHMYHBACTCS BpEeMs HA
MOJATOTOBKY OTBETOB Ha KOHTPOJIbBHBIC BOMPOCHL. /[ Takux oOydaroIIMXcs MpeaycMaTpUBaeTCs
JocTymHas popMa npe0CTaBICHHUS OTBETOB HA 3aJJaHHs, 2 UMEHHO:

— MUChMEHHO Ha Oymare;

— HabOp OTBETOB Ha KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHUEM YCIIYT aCCHCTEHTA;

— MPEJICTABJICHUE OTBETOB YCTHO.

[Ipouenypa omeHUBaHHUS PE3yIbTATOB OOYyYCHHUS JHUIl C OTPAHUYCHHBIMU BO3MOXKHOCTSIMHU
3I0pPOBbSI U MHBAIUOB 0 JAUCIUILIMHE TPEyCMaTPUBACT MPEAOCTaBlIeHuE HHPopManuu B hopmMax,
aJIalITUPOBAHHBIX K OTPAHUYCHHSIM UX 3JI0POBbsI U BOCIIPHATHSL HH(POPMAIUH:

Jst i ¢ HapylIeHusIMU 3PeHus:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B I1€YaTHOW (hOpME YBEIMICHHBIM IPUPTOM.

Jst i ¢ HApYIIeHHsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeyaTHOU (opme.

J1s i1 ¢ HAPYIIEHHUSIMU OTIOPHO-IBUTATEJIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO IOKYMEHTA,

— B IIeYaTHOM (opme.

[Ipu HEOOXOMMMOCTH JJISI JUIl C OTPAHHUYCHHBIMU BO3MOXKHOCTSIMH 3J0POBbsI U MHBAJIHJIOB
mpoIielypa OlEHUBAHUS PE3yJIbTATOB 00yUEHHSI MOXKET MPOBOJAUTHCS B HECKOJIBKO 3TATOB.
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