MUWHHUCTEPCTBO HAYKH Y BBICHIEI'O OBPA3OBAHMS POCCUMCKOM ®EJEPAIIIN
®denepaiabHOE TOCYIaPCTBEHHOE OI0)KeTHOE 00pa3oBaTeIbHOE YUpeKIeHHe BbICIIEro 00pa3oBaHus

«TOMCKHU TOCYJIAPCTBEHHBIN YHUBEPCUTET CUCTEM
VIIPABJIEHUS U PAJTMODJIEKTPOHUK
(TYCVP)

HETYDYBR |\ o 1o v
5 ¥ UNIVERSITY TpopekTop Mo yue6Hoi paboTe
[oEyseHT NOGN MCaMH INEKTPOHHOE NOENPCED
Copredumrar: all19608 cdf-4455-b54e-523511Tc1B5c

Baagenew: Cenqenko MNapen Bacwasenns

Heacraurensd: ¢ 17.09 2019 no 16,08, 2024

PABOYAS [TPOTPAMMA JJUCHUIIJIMHBI
METOJAbI U CPEACTBA 3AIIIUTHI UTHOOPMALIUN

YpoBeHb 00pa3oBaHus: BhIcIIee 00pa30oBaHue - CHENHATUTET

Hampagiienne noarotoBku / cnenuaibHOCTh: 38.05.01 DxoHOMUYecKasi 6€30MACHOCTh
HampasienHocTts (mpoduiib) / crienuanu3anis: JKOHOMHKO-TIPABOBoOe ofecneyeHue IKOHOMHUYECKO
0e3onmacHocTH

dopma 00yueHUs: 3a09HAA

@daxynpTeT: 3a04HbINH M BeyepHHUil pakyabTeT (3uBD)

Kadenpa: Kadenpa komniiekcHoii nHGOPMAIMOHHOI 6€30MaCHOCTH 3J1€KTPOHHO-BBIYHCIUTETbHBIX
cucrem (KUBIBC)

Kypc: 3, 4

Cemectp: 5, 6,7

VY4eOnsiii man Habopa 2021 roga

O0beM JUCHMIIUHBI U BUAbI yU€OHOU AESITEIbHOCTU

Bunbl yueOHOI esTenbHOCTH 5 cemectp 6 cemectp 7 cemectp Beero Eaunuiis
JIeKIIMOHHbBIE 3aHATHSA 2 2 2 6 JacoB
JlaGopaTopHbie 3aHITHS 2 8 4 14 4acoB
CamocTtosarenbHas pabora 68 56 91 215 4acoB
KontponbHabie paboThI 2 2 4 JacoB
ITogroroBka u cada sK3amMeHa/3adera 4 9 13 4acoB
OO0mast TpyZ0eMKOCTh 72 72 108 252  4acoB
(BKJTIFOUAs MPOMEKYTOUHYIO aTTECTALUIO) 7 3.€.

DopMBbI IPOMEKYTOUHOM aTTeCTaIUs Cemectp KonnuectBo
3auer 6
KoHnTpoabHble paboThl 6 1
DK3aMeH 7
KonTtponbHbie paboThl 7 1

Tomck
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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. ®opmupoBaHue y CTYyJACHTOB MPEACTABICHUA O METOJAX U CPEACTBAX, MPUMCHSIIOLIUXCS s
obecrnieueHus HHOPMAIIMOHHOW OE30TaCHOCTH.

1.2. 3agauy AUCHUILIUHBI

1. W3yuuth MeTONBI U cpencTBa 3amuThl HHGopMaluu B OC 1 KOPIIOPaTUBHBIX CETAX.
2. V3yuuts cpencTa KpUNTorpaguiIeckoi 3anuThl HHPOPMaIUHU.
3. VByuuTh NpUHIUIBI yIIPABICHUS CPEACTBAMHU 3alIUThI HH(OPMALIUH.

2. MecTto aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumimnnast (Moayn).

Yacte Ostoka gucrmiing: O0A3aTeIbHas 4acTh.

Monyne quctumiud: Moayns cnenpansHoctd (special hard skills - SHS).

Nunexc qucuumiunel: 51.0.03.16.

PeanusyeTcs ¢ mpuMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX

TEXHOJIOTHUH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTaTOB Oﬁy‘lel-[]/lﬂ no JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCIUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBercTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTreHInu 1 HHAUKATOPBI UX JOCTHIKEHUS
WNHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUIMHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Ob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-6. Cnoco6en
UCIIOJIb30BATh
COBPEMCHHBIC
UH(POPMALIMOHHBIE
TEXHOJIOTUH U
POrpaMMHBIE CPE/ICTBA
IPU PELICHUU
po(heCcCHOHATLHBIX
3a1a4

OIIK-6.1. 3HaeT TunoBkle
NPUKJIaIHBIC
UH(POPMALIMOHHBIE
TEXHOJIOTUH U TIPOTPAMMHOE
o0ecrieyeHue, UCIOIb3yEMOE
JUTSL pEeLICHUs 3a1a4
poecCHOHATLHOM
JeSITeTbHOCTH

3HaeT OCHOBHBIE BUJIbI U YTPO3bI
0€3011aCHOCTH ONEPALUOHHBIX CUCTEM;
34U THBIC MCXaHU3MbI U CPCACTBA
oOecreueHHs ceTeBOM 0€30IIaCHOCTH;
340U THBIC MCXaHU3MBbI U CPCACTBA
obecrieueHHst O€30MaCHOCTH OTIEPAIIHOHHBIX
CHUCTEM; OCHOBHBIC MCTO/IbI YIIPABJICHUA
MH(POPMALMOHHON 0€30MaCHOCTHIO;
NPUHIUIE POPMHUPOBAHUS TTOJTUTHKU
nH(POPMAITMOHHON 0€30MMaCHOCTH B
ABTOMATU3HUPOBAHHBLIX CUCTCMAX.

OIIK-6.2. YMmeeT npuMeHsTh
BBHIOpAHHBIC
nH(pOpMaITMOHHBIE
TEXHOJIOTHH, TPOrPaMMHBIE
CpeJlICTBa CUCTEMHOI'O U
MIPUKIJIATHOTO Ha3HAUYCHUH ISt
pelieHus 3aaau
npodecCuoHaIbHON
JESITEIIbHOCTH

YmMmeet 3¢ (PpeKTHBHO HUCTTOTH30BATH
KpUNTOTpaguueCKUe METO/IBI U CPEJICTBA
3amuThl THOPMAITUH B
aBTOMATH3MPOBAHHBIX CHCTEMAX;
UCTIOJIB30BaTh CPEJICTBA ONEPAITMOHHBIX
cucreM Jyuist ooecriedeHus 3HPEeKTUBHOTO U
6e3omacHOro GyHKIIMOHUPOBAHUS
aBTOMATH3HPOBAHHBIX CHCTEM; IPUMEHSTh
3alHIIEHHBIE TPOTOKOJIBI, MEKCETEBBIC
9KPaHBI U CPEACTBA OOHAPYKEHHSI BTOPKCHUN
JUTSL 3alIATHI UH()OPMAIIHU B CETSAX;
OCYIIECTBIIATH MEPBI IPOTHBOACHCTBUS
HapyIIESHUSIM CETeBON 0€30IaCHOCTH C
WCTIOJI30BaHUEM Pa3IMYHBIX TPOTPAMMHBIX U
anImapaTHbIX CPEJICTB 3aIIUTHI.

OIIK-6.3. Bnaneer
MHCTPYMEHTAMHM YIIPABJICHUS
IIpoLeccaMy OpraHu3alui, B
TOM YHCJIE HA OCHOBE HOPM
IIpaBa U ¢ UCIOJIb30BAHUEM
HKT, ucnons3yer Kak
MHUHHMMYM OJIMH U3 O0IUX
WIH CIIEUATN3UPOBAHHBIX
MaKEeTOB MPUKJIIAIHBIX
nporpamm (MS Excel, Stata,
SPSS, R u ap.),
IIpeIHA3HAYEHHBIX JUIS
BBINOJIHEHHS 00pabOTKH
CTaTUCTUYECKOMN
UH(pOPMAaLIUK, TIOCTPOCHUS U
IIPOBEJEHUS INAarHOCTUKU
HYKOHOMETPUUYECKHUX MOJIENIeH

Brnaneet npodeccroHanbHON TEPMUHOIOTHEH
B 00nacTi HH()OPMAIIMOHHOM O€30MaCHOCTH;
HaBbIKAMHU aHaJIN3a MH()OPMAITMOHHON
UHPPACTPYKTYPbl aBTOMATU3UPOBAHHON
CHCTEMBI U ee Oe30MacCHOCTH; METOJaMH
MOHHUTOPHHTA U ayJIUTA, BBISBICHUS yTPO3
MH(POPMALIMOHHOM 0€301MacHOCTH
aBTOMAaTU3HPOBAHHBIX CUCTEM; METOJaMH
ynpaBieHus: HH)OpMaMOHHON
0€301acHOCThI0 aBTOMAaTU3UPOBAHHBIX
CHCTEM; METO/IaMH OLIEHKH
MH(OPMALIMOHHBIX PUCKOB; HABBIKAMHU
BbIOOpa 1 000CHOBaHMS KPUTEPHEB

3P PEeKTUBHOCTH (QYHKIIHOHUPOBAHUS
3alUIIECHHBIX aBTOMAaTH3UPOBAHHBIX
MH(POPMALIMOHHBIX CHCTEM.
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OIIK-7. Cnocoben
MOHUMATh TPHHIIUAIIBI
paboThI COBPEMEHHBIX
UH(POPMAITMOHHBIX
TEXHOJIOTHI U
MCIIOJIb30BATh UX IS
peIIeHus 33129

OIIK-7.1. 3HaeT nNpuHLUIIBI
paboThl COBPEMEHHBIX
UH(POPMALIMOHHBIX
TEXHOJIOTH, Ha3HAUCHUE,
byHKIHN 1 0000MEHHY IO
CTPYKTYPY OIEPaMOHHBIX
CHCTEM M TUIIOBBIC

3HaeT OCHOBHBIE METO/bI M CPEACTBA 3alLUTHI
UH(POPMALINH, UCTIOIB3yEMBbIE IS
obecrieueHHst O€30MACHOCTH B OTIEPAIMOHHOM
CUCTEME U KOMIIBIOTEPHBIX CETSX.

KOMITBIOTEPHBIE CUCTEMBI,
BU/IbI HH(OPMALIMOHHOTO
B3aUMOJICUCTBUA U
00CITy>KMBaHHUs, OCHOBBI
MOCTPOCHUS
nH(pOpMaITMOHHO-
BBIUYHCIUTENbHBIX CUCTEM

npodeccuOHaTBLHON OTICPAIIMOHHBIC CHCTEMBI, B

JCATCIIBHOCTHU TOM YHUCJIC OTCYHCCTBCHHOI'O
MIPOU3BOJICTBA
OIIK-7.2. Ymeer YMeeT ycTaHaBIMBaTh U HACTPAUBATh
KJ1acCU(PUIIMPOBATH CpeACTBa 3alUThl HHPOPMAIINH B

OTEpPAIlMOHHBIX CUCTEMAaX; aHAIU3UPOBATh
3aIUIIEHHOCTh KOPIOPATUBHBIX CETEH.

OIIK-7.3. Bnraneer
CpeICcTBaMuU
UH(POPMALIMOHHO-
KOMMYHHUKAIIHOHHBIX
TEXHOJIOTUH1, B TOM YHCIIE
TEKCTOBBIMH PelaKTOpaMH U
ANIEKTPOHHBIMH TaOJINIIAMH,
IpY PELICHUH 33134
npodeccCuoHaNBHOM
JeSITeIbHOCTH

Bnaneet HaBbikamMu paOOThI KaK € IITaTHBIMH,
TaK U C CTOPOHHUMU CPEJICTBAMU 3aILHUThI
MHPOPMALIMU B ONEPALIIOHHON CHCTEME U
KOPIIOPaTUBHBIX CETAX.

IMpodeccuonanbHbIe KOMIIETEHIIUH

4. O0beM IMCUMILIMHBI B 324€THBIX eJUHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHUYeCKUX YacoB,
BblJIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy 00y4aroiuxcsi ¢ npemnojaaBarejieM
U HA CAMOCTOSITEJIbHYI0 Pa0oTy 00y4Yaromuxcs

0611135{ TPYAOCMKOCTD JUCIHUIIJIMHBI COCTABJIACT 7 3a4ETHBIX CIWHUII, 252 AKaICMHUYCCKUX 4aCOB.
Pacnpe,ueneHHe TPYAOCMKOCTH JUCHUIUJIMHBI 110 BUAAM y‘-Ie6HOI7I ACATCIIBHOCTU MPCACTABICHO B

tabmuue 4.1.
Tabnuua 4.1 — Tpy10eMKOCTh TUCIMILIIMHBI [10 BUJIaM Y4eOHOH J1eTeIbHOCTH
. Bcero CemecTpsbl
Bunpl yueOHoM aesTenbHOCTH
4acoB |5 cemectp|6 cemecTp|7 cemecTp
KonTakTHas ayniuTopHasi padora 00y4aromuxcs ¢ 24 4 12 8
npenojasareyemM, Bcero
JIeKIIMOHHEBIE 3aHATUS 6 2 2 2
JlaGopaTopHbIe 3aHATHS 14 2 8 4
KoHTposnbHble paboTh 4 2 2
CamocTrosiTesibHAsi padoTa 00y4alIMXCs, B T.4. 215 68 56 91
KOHTAKTHAsl BHeayIMTOPHasA padoTa 00y4yaromuxcs ¢
npenojgaBarteJsieM, Bcero
Hamnucanue KoHcIIEKTa caMOIIOATOTOBKU 12 6 6
[TonroroBka K TECTUPOBAHUIO 20 6 6 8
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[ToaroroBka k 1abopaTopHOi paboTe, HAMMCAHUE OTYETA 28 12 8 8
Hanucanue otyera no MHIUBUAYAIBHOMY 3aJIaHUIO 110 44 18 48
IloaroroBka K 3a4eTy 12 12
[TonroroBka Kk KOHTPOJILHOU paboTe 18 6 12
[ToaroroBka K 3alMTe OTYETA 10 UHAUBUYATbHOMY 15 15
3aJaHUIO
IToaroToBka u crava 3auera 4 4
IMoaroroBka u caava IK3aMeHa 9 9
Oo0mast Tpyn0eMKoOCTh (B 4acax) 252 72 72 108
OO0mas TpynoemMkocTsb (B 3.e.) 7 2 2 3

5. CTpykTypa ¥ colep:kaHue TUCHHUILIMHBI

5.1. Pa3znennl (TeMbl) JUCHUNJIMHBI U BUAbI Y4eOHOI 1eATeJIbHOCTH

CTpyKTypa IMCHUILUIMHBI TIO pa3jaeiaM (TeMaMm) U BHaaM y4eOHOU NesSTeIbHOCTH IPUBEICHA B

Tadymie 5.1.
Tabmuma 5.1 — Pa3nensl (TeMbl) TUCHMILIMHBI M BUBI YICOHON ACSATEIHHOCTH
Bcero
Jlek. | JIa6. | Cawm. 4acoB dopmupyembie
HasBanus pa3nenos (Tem) TUCHUTLTAHBI
3aH., 4| pab. |pab., (6e3 KOMTIETCHITHH
3a4eTa)
S cemecTp
1 OcHOBHBIE MOHATHUSA U HOJI0KEHHUS 3aIIUTHI - - 4 4 OIIK-6, OIIK-7
uHpopmanuu
2 OCHOBBI 3aIIUTHI HH(DOPMALIHY B 1 2 40 43 OIIK-6, OIIK-7
OTEPALIMOHHON CUCTEME
3 OCHOBBI KpUNITOTpa)UIECKOM 3aITUTHI 1 - 24 25 OIIK-6, OIIK-7
uHbopMaluu
Uroro 3a cemectp| 2 2 68 72
6 cemecTp
4 OCHOBBI 3alIUTHI UH(POPMALIUH B 1 - 18 21 OIIK-6, OIIK-7
KOMITHIOTEPHBIX CETIX
5 CpenctBa 3an1uThl HHGOpPMAILIUK B 1 4 20 25 OIIK-6, OIIK-7
OTIepAIlMOHHON cucTeMe
6 CpeznctBa Kpunrorpapuiaeckon 3aiuThl - 4 18 22 OIIK-6, OIIK-7
uHpOpMaUn
Hroro 3a cemectp| 2 8 56 66
7 cemecTp
7 CpenctBa 3amuThl UHOOPMALIUY B 1 - 34 37 OIIK-6, OIIK-7
KOPIOPATUBHBIX CETIX
8 YnpaBneHue cpeacTBaMu 3alluThl 1 4 57 62 OIIK-6, OIIK-7
uHbopMaluu
Uroro 3a cemectp| 2 4 91 97
HUroro| 6 14 215 235

5.2. Conep:xanue pa3esoB (TeM) TUCHUNIMHBI

Copepxanue pa3eiioB (TeM) JUCIUTLINHBI (B T.9. IO JISKIIHSIM) IPUBEICHO B Tadwmie 5.2.
Tabmuua 5.2 — Copeprkanue pa3fenoB (TeM) AUCHUILTHHBI (B T.U. 11O JICKIIUSIM)
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Haszpanus pasnenos
(TemM) TUCHIMIUTAHBI

Coneprkanue pa3ienoB (TeM) TUCHUTLTAHBI
(B T.4. 110 JIEKLIUSIM)

TpynoemkocTs
(JIEeKIIMOHHBIE
3aHATHUSA), U

dopmupyemble
KOMIIETEHIIUU

5 cemecTp

1 OcHOBHBIE NOHATHUA U
[IOJIOKEHUS 3aIATEI
uHpOopMaLUn

[Tpenmer 3ammtel nHpopMau. OOBEKT
3auThl nHpopManuu. [ToHsTHE YTrPO3BI
6e3onacHoctu. Knaccudukanus yrpos
MH(POPMALIMOHHOM 6€30MMacHOCTH.
Knaccugukarus 310yMbIIIUIEHHUKOB.
OCHOBHBIE METO/IbI peau3aliy yrpo3
MH(POPMALIMOHHOM 6€30MacHOCTH.
[TpuunHbI, BUIBI M KaHAJBl YTEUKH
uHpOpMaLIUH.

OIIK-6, OIIK-7

HUroro

2 OCHOBEI 3aIIUTEI
uHpopmaIuu B
ONEpPallMOHHOW CHUCTEME

Haznauenue u pynkiun OC u ee
nojcucteM. THUIIOBBIE YTPO3bI
6e3onacHoctH pecypcoB OC. TpeGoBanus k
6e3onacHocTr OC. OCHOBHBIE TPYTIIBI
MEXaHU3MOB 3amuThl pecypcoB OC.
Opranu3zanus 1 UCIOJIb30BaHUE CPE/ICTB
aynuta. KoHTposb 1 BOCCTaHOBIIEHUE
L[EJIOCTHOCTHU TIOJICUCTEMBI 3alUTHI U €€
napaMeTpoB. YIpaBlieHHue 6€30MacHOCTbHIO
OC.

OIIK-6, OIIK-7

Hroro

3 OcHoBbI
Kpunrorpaduyeckon
3aIUThl HHQOPMAIHH

Knaccuyeckue mmdpsi: 0CTaHOBOYHBIH,
NePEeCTaHOBOYHBIHN, MHU(p Xuuta, mudpsl
rammupoBanus. Konnenmus kpunrorpadpuu
C OTKPBITBIM KiitouoM. [Iporoxon Juddu-
Xennmana. Kpunrocucrtema RSA.
Kpunrocucrema Onp-I"amans.

OIIK-6, OIIK-7

Htoro

Hroro 3a cemectp

6 cemecTp
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4 OCHOBBI 3aIIUTHI
uHpOpMauu B
KOMITBIOTEPHBIX CETAX

OcHOBHBIE MEXaHU3MBI O0ECIICUEHUS
0€30MacHOCTH U YIIPABICHHS
pacrpeielIeHHbIMU PEeCypPCaMH.
OOecnieueHne HaICKHOCTH
uHpacTpykTypsl MHTEpHET. 3amura
KaHaJoB cBs3u B UHTepHET. Buabl
UCTIONBb3YeMBIX B IHTEpHET KaHAIOB CBSI3H.
Vcnonp30BaHNE MEKCETEBBIX SKPAHOB.
BupryanbHble yacTHbIE CETH. Y A3BUMOCTH
¥ 3a1uTa 0a30BBIX MMPOTOKOJIOB M CITYXKO:
[Ipotokomnsl mapurpytuzaiuu. CeMencTBo
TCP/IP. Ciyx051 moucka. bezonacHocTb
WWW u snextponnoi moutsl. CuCTEMbI
OOHapyKEHHS U TIPOTUBOICHCTBHS

BTOp keHusIM. Knaccudukanus u
IPUHIUIB YHKIIMOHUPOBAHUS CUCTEM
oOHapy>keHHsI BTOpeHUH. CKaHephI
6e3onacuoctu. Kimaccel ckanepon
0€30MacHOCTH U OCOOEHHOCTH
NpUMEHEeHHS. 3aluTa OT BUPYCOB. 3aluTa
AIIEKTPOHHOTO JIOKyMEHTO000pOTA.

OIIK-6, OIIK-7

Htoro

5 CpenctBa 3alIUThI
uHpOpMaLuU B
OTIEpAIlMOHHON crcTeMe

AyTeHTH(HKAIMI HA OCHOBE MapoJIsl.
AyTeHTH(UKAINA C UCIIOIB30BaHUEM
¢usnueckoro oobekra. buomerpuueckue
METObI Ay TeHTU(UKALUH.
MHorogakTopHas ayTeHTUPHUKALHSL.
Knaccugukanus cyobeKkToB 1 00bEKTOB
nocryna. IIpaBa nocryna. Meronast
pasrpaHuueHus goctymna. Pasrpanndyenue
JocTyna K GaioBsIM 00bEKTaM.
HacnenoBanue paspelieHuii.
Pasrpannuenue qocTymna K ycTpoicTBam.
OrpaHu4eHus: Ha 3aIyCK MPOTrPaMMHOTO
obecrieueHusl.

OIIK-6, OIIK-7

HUroro

6 Cpencrtaa
Kpunrorpadguaeckoi
3aImuThl THGOPMAITIHT

Kpunrorpadudeckne mpoToKoIbl: 00IIHe
MOHSTHS. YTIPaBIIEHUE CEKPETHBIMU
Kirouamu. Pacnipenenenue cekpeTHbIX
Kkirouel. [loHaTre 31eKTpOHHON TTOAIUCH.
VYnpapiieHue OTKPHITHIMU KIIOYaMH.
OCHOBHbBIE KOMIIOHEHTHI HH(PACTPYKTYPHI
OTKpBITHIX Kirouei. [Tonarue cepruduxara
OTKPBITOTO KJTIOYa.

OIIK-6, OIIK-7

Hroro

Uroro 3a cemectp

7 cemecTp
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7 CpenctBa 3aliuThl
uHpOpMauu B
KOPITOPATHBHBIX CETSIX

OcHOBHBIE MEXaHU3MBI O0ECIICUEHUS
0€30MacHOCTH U YIIPABICHHS
pacrpeielIeHHbIMU PEeCypPCaMH.
OOecnieueHne HaICKHOCTH
uHpacTpykTypsl MHTEpHET. 3amura
KaHaJoB cBs3u B UHTepHET. Buabl
UCTIONBb3YeMBIX B IHTEpHET KaHAIOB CBSI3H.
Vcnonp30BaHNE MEKCETEBBIX SKPAHOB.
BupryanbHble yacTHbIE CETH. Y A3BUMOCTH
¥ 3a1uTa 0a30BBIX MMPOTOKOJIOB M CITYXKO:
[Ipotokomnsl mapurpytuzaiuu. CeMencTBo
TCP/IP. Ciyx051 moucka. bezonacHocTb
WWW u snextponnoi moutsl. CuCTEMbI
OOHapyKEHHS U TIPOTUBOICHCTBHS

BTOp keHusIM. Knaccudukanus u
IPUHIUIB YHKIIMOHUPOBAHUS CUCTEM
oOHapy>keHHsI BTOpeHUH. CKaHephI
6e3onacuoctu. Kimaccel ckanepon
0€30MacHOCTH U OCOOEHHOCTH
NpUMEHEeHHS. 3aluTa OT BUPYCOB. 3aluTa
AIIEKTPOHHOTO JIOKyMEHTO000pOTA.

1 OIIK-6, OIIK-7

Htoro

8 Ynpasnenue
CPEICTBAMU 3aIIUTHI
uHpOpMaLuu

[TpyHIMIIBI TOCTPOEHUS CPEICTB 3ALUThI
MH(OPMALIUU; OCHOBHbBIE MEXaHU3MBI
3alMUTHI; anapaTHbIE CPEJICTBA;
KOH(UTYpUPOBAHUE; ayJUT; MOHUTOPHHT U
OIIEpaTUBHOE YNPABJIECHUE; IOJTHOMOYHOE
yIpaBIEHUE JOCTYIIOM U KOHTPOJIb [I€YaTH.
VYnpasieHnue cepsepamu
aJIMUHUCTPUPOBAHUS; YIIPaBIICHUE
rpynnamMu aJMUHUCTPUPOBAHMUS;
ynpaBlieHUE KIMEHTCKUMU KOMITbIOTEPAMU;
paboTa ¢ OT4eTaMM, CTATUCTHKOH.

1 OIIK-6, OIIK-7

HUroro

Hroro 3a cemectp

Hroro

5.3. KonTposabHbIe padoThI

Bupl KOHTPOJIBHBIX PA0OT M Yackl HA KOHTPOJIbHBIE pabOThI IPUBEIEHBI B Ta0mue 5.3.
Tabauma 5.3 — KonrpoabsHbie paboThl

Ne .. | Buasl KOHTPOIBHBIX paboT TpyroemMKoCTs, 4 PopMHpyeMbIE KOMIIETEHIIUN

6 cemecTp

I |Konrponsnas paGora 2 OI1K-6, OITK-7
Hroro 3a cemectp 2
7 cemecTp

2 |Konrponsras paGora 2 OI1K-6, OIIK-7
Hroro 3a cemectp 2
Hroro 4

5.4. JlabopaTopHbIe 3aHATHS
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HaumenoBanue 1abopatopHbIX paboT MpHUBEACHO B TadnuIe 5.4.
Tabmuna 5.4 — HaumeHnoBaHnue 1a60paTOpHBIX padboT

Hazpanust pa3nenos (tem) HaumenoBanue naboparopusix | TpyaoeMkocTs, | Popmupyemsbie
JUCLUIIAHBI pabor q KOMIIETEHIIUU
5 cemecTp
2 OCHOBBI 3allIUTHI AJMUHUCTPUPOBAHNE YUETHBIX 2 OIIK-6, OIIK-7
uHpOpMaLuu B 3anuceit B OC Windows
OIIEpallMOHHON cUCTEME Htoro 2
Hroro 3a cemectp 2
6 cemecTp
5 CpenctBa 3alIUThI MHuorodakropHas 4 OIIK-6, OIIK-7
uHpOpManuu B ayTeHTH(UKALUS C TOMOIIBIO
OINepallMOHHON cucTeMe ¢bu3nveckoro oobekTa
Hroro 4
6 CpenctBa IIpuMeHeHue cpencTs 4 OIIK-6, OIIK-7
KpUNTOrpaduyecKon 3auThl |KpUNITOrpaduuecKoi 3auThl
uHpOpMaLuu uHpoOpMalUU Ha
aBTOMAaTH3MPOBAHHOM pabouem
MecTe
HUroro 4
Hroro 3a cemectp 8
7 cemecTp
8 YmpaBneHue cpencTBaMmu LenTpanu3zoBanHas 3amura OT 4 OIIK-6, OIIK-7
3aIUThl HHQOPMAIHH BHUPYCOB B JIOKAJIbHOW CETH
Hroro 4
Hroro 3a cemectp 4
Hroro 14

He npeaycmoTpeHo yaeOHBIM IIIIaHOM

He npenycMoTpeHo y4eOHbBIM MIIaHOM

5.5. llpakTyeckue 3aHATUSA (CEMUHAPDI)

5.6. KypcoBoii npoekT / KypcoBasi paéora

5.7. CamocTosiTeqbHasi paboTa

Bunbr camoctosaTenbHOM paboThl, TPYJOEMKOCTh U (hOpMHUpYEMble KOMIIETEHIIMH MPECTaBICHBI B

Tadmie 5.7.
Tabauna 5.7 — Buasl camocTosITeNIbHOM paboThl, TPYA0EMKOCTh U (pOopMHUpyeMble KOMIETEHIIMH
Bunabr
HasBanus pasznenos . | Tpynoemkocts, | ®opmupyemslie
CaMOCTOSITENIbHOU DopMBbI KOHTPOJIS
(Tem) TUCUMIUTAHBI q KOMIIETECHIINU
paboTHI
5 cemecTp
1 OcHoBHBIC noHATHA |Hanucanue koHCcIeKTa 2 OIIK-6, OIIK-7 Koncnekr
Y TIOJIOKEHUS 3aIIUTHI | CAMONIOATOTOBKHU CaMONOJITOTOBKHU
HHpOpMaLUH IToaroroBka k 2 OIIK-6, OIIK-7 TectupoBanue
TECTUPOBAHUIO
Hroro 4
2 OCHOBBI 3aIlIUTHI Hanucanue koHCIEKTa 2 OIIK-6, OIIK-7 Koncnekr
uHbOpMaIuu B CaMONOJATOTOBKHU CaMONOJITOTOBKHU
OIepaLMOHHON IToaroroBka k 2 OIIK-6, OIIK-7 TectupoBanue
CUCTEMC TECTUPOBAHUIO
CornacoBaHa Ha noprane Ne'g8265 12 OIIK-6, OIIK-7 | JlabopatopHas 9
pHOI1 padoTe, paborta
‘e OT4UeTa




3 OcHOBBI Hanucanue KoHCIIeKTa 2 OIIK-6, OIIK-7 Koncnekr
KpunTorpaguueckoi |caMommoAroTOBKU CaMOIIOJITOTOBKH
3aIUThl ”HQOPMALIUH |[ToaroTOBKA K 2 OIIK-6, OIIK-7 TectupoBanue
TECTUPOBAHUIO
Hanucanue oryera 1o 20 OIIK-6, OIIK-7 OTuyer no
UHANBUAYATHBHOMY WHANBUAYATHHOMY
3a]aHUIO0 3aJaHUIO0
Hroro 24
Hroro 3a cemectp 68
6 cemecTp
4 OCHOBBI 3aIlIUTHI Hanmcanne xoHCIEKTa 2 OIIK-6, OIIK-7 Koncmekr
uHpOpMAIUHU B CaMOITIOJITOTOBKH CaMOIIOJITOTOBKH
KOMIBIOTCPHBIX CETAX | [JoaroToBKa K 2 OIIK-6, OIIK-7 TectupoBanue
TECTUPOBAHUIO
[ToaroroBka k 3auery 4 OIIK-6, OIIK-7 3auér
[ToaroroBka k 2 OIIK-6, OIIK-7 |KouTpoabpHas padora
KOHTPOJILHOHM padoTe
Hammcanwne oTyera 1mo 8 OIIK-6, OIIK-7 OTuer no
WHIUBUTyATBHOMY WHIUBUTyATbHOMY
3aJaHUTO 3aJaHUIO
Hroro 18
5 CpencrtBa 3amuThl | Hanucanue koHcnekTa 2 OIIK-6, OIIK-7 Koncnekr
uHpOpMaIUH B CaMOIIOJITOTOBKH CaMOIIOJITOTOBKH
OIEPaLIMOHHOM IToaroroBka x 2 OIIK-6, OIIK-7 TectupoBanue
CUCTEMEC TECTUPOBAHUIO
ITogroroska k 4 OIIK-6, OIIK-7 JlaGopatopHas
nabopaTopHOi paboTe, pabota
HanucaHue oT4yeTa
[ToaroroBka k 3aueTy 4 OIIK-6, OIIK-7 3auét
[ToaroroBka k 2 OIIK-6, OIIK-7 |KonTponsHas paboTta
KOHTPOJIBHOU paboTe
Hamucanue oTyera 1o 6 OIIK-6, OIIK-7 OrtueT 1o
WHANBUAYATHBHOMY WHANBUAYATBHOMY
3aJaHUIO0 3a1aHUIO0
Hroro 20
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6 CpencrBa Hanucanne xoHcnekra 2 OIIK-6, OIIK-7 Koncnexr
KpunTorpaguueckoi |caMommoAroTOBKU CaMOIIOJrOTOBKHU
3aIUThl ”HQOPMALIUH |[ToaroTOBKA K 2 OIIK-6, OIIK-7 TectupoBanue
TECTUPOBAHUIO
IToaroroska k 4 OIIK-6, OIIK-7 JlaGopatopHas
nabopaTopHoOii paboTe, pabota
HaIMCaHHUE OTYEeTa
[ToaroroBka k 3aueTy 4 OIIK-6, OIIK-7 3auét
IloaroroBka k 2 OIIK-6, OIIK-7 |KonTponsHas paboTta
KOHTPOJIBHOU paboTe
Hanucanue otyera 1o 4 OIIK-6, OIIK-7 OTuyer no
UHAUBUAYATHBHOMY WHANBUAYATHHOMY
3aJJaHUIO 3aJJaHHIO
Htoro 18
Nroro 3a cemectp 56
IToaroroska u cmaua 4 3auer
3a4yera
7 cemecTp
7 Cpenctsa 3amuthl | [logroroska k 6 OIIK-6, OIIK-7 |KonTponsHas paboTta
uHpopmaIuu B KOHTPOJIBHOU paboTe
KOPIIOPaTHBHBIX IloaroroBka k 4 OIIK-6, OIIK-7 TectupoBanue
CeTAX TECTUPOBAHUIO
Hanmcanwne otdera 1mo 24 OIIK-6, OIIK-7 OTuyer no
WHIUBUIYTBHOMY WHAVBUIYTBHOMY
3aJJaHUIO 3aJJaHHIO
Hroro 34
8 YmpaBnenue [Toaroroska k 6 OIIK-6, OIIK-7 |KonTpoabHas paboTta
CpEIICTBAMU 3alUThl |KOHTPOJIBHOM paboTe
MH(pOpMaLU IToaroroBka x 4 OIIK-6, OIIK-7 TectupoBanue
TECTUPOBAHUIO
[ToaroroBka k 8 OIIK-6, OIIK-7 JlaGopaTopHas
nmabopaTopHoi pabdoTe, paborta
HamycaHue OoTueTa
Hanucanue otyera 1o 24 OIIK-6, OIIK-7 OTuyer no
WHINBUAYATHBHOMY WHANBUAYATHHOMY
3aJJaHUIO 3aJJaHHIO
IToaroroBka K 3aliuTe 15 OIIK-6, OIIK-7 | 3ammura oT4yeTa o
OTYeTa Mo WHIVBUIYTBHOMY
WHIUBUIYTBHOMY 3aJJaHMIO
3aJJaHUIO
Hroro 57
Hroro 3a cemectp 91
IloaroroBka u cpada 9 OK3aMeH
JK3aMeHa
Hroro 228

5.8. CooTBeTcTBHE KOMIIETEHUNH, ()OPMUPYEMBIX IPH U3YUYEHUU TUCUMUIIIMHBI,
U BU/0B YU4eOHO 1esITeJIbHOCTH

CoOTBETCTBHE KOMHGTGHHHﬁ, Q)OpMpreMLIX npu U3yUYCHUU NUCHHUILIIMHBI, U BUIOB yqe6H0171
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JeSATEeTLHOCTH MPEICTABIICHO B TabyuIie 5.8.
Ta6muma 5.8 — CooTBETCTBUE KOMIETEHIIUN, (HOPMUPYEMBIX TTPU U3YUECHUN TUCIUTIINHBI, U BUIOB

3aHATUI
Buner yaeOHoi
dopmupyemble JeATEIIbHOCTH
@OpMBI KOHTPOJIA
KOMIICTECHINH Jlek. | JIa6. | Cawm.
3aH. | pab. | pao.
OIIK-6 + + + 3auér, 3amuTa oT4eTa MO0 UHAUBUIYAIbHOMY 3a/1aHHUIO,
Koncnekr camonoaroroBku, KontponbHas pabora,
Jlaboparopnas pabota, OTYET 10 HHIUBUIYATEHOMY
3ajanuto, TectupoBanue, JK3aMeH
OIIK-7 + + +  |3auér, 3amuTa OTYETA IO HHAUBUAYAIBHOMY 33aHHUIO,
Koncnekr camomnoarorosku, KontponpHas padora,
Jlaboparopnas padota, OTYET 110 HHIUBUIYATEHOMY
3ajanuto, TectupoBanue, JK3aMeH

6. PeiiTuHroBasi cucreMa /1Jisl OLlEHKH yCIIeBAeMOCTH 00y4aromuxcst
PeittuHroBasi cuctema He UCIOIb3YETCS
7. YueOHO-MeTOoAnYecKoe 1 MH(OPMAIITHOHHOE o0ecneyeHue TUCIUTIIHHbI
7.1. OcHOBHas JqUTEpaTypa

1. Ocunsn B. O. Kpunrorpadus B 3agayax u ynpaxHenusx. - M. : I'enmmoc APB , 2004. - 143[1] c.
(mammuue B 6nbanotexke TYCVYP - 50 5k3.).

2. OcHOBBI HHPOPMAIIMOHHOW Oe30macHOCTH : YueOHoe mocoOue st By30B. - M. : ['opsiuas
muaus-Tenexom , 2006. - 544 c¢. (Hanmumaue B oudmmoreke TYCVYP - 81 ak3.).

3. Hessinun, [1.H. Monenu 6e30mMacHOCTH KOMIBIOTEPHBIX CUCTEM. YIpPaBJICHUE JOCTYIIOM U
MHPOPMAIMOHHBIMU TOTOKaMU [DIEKTPOHHBINH pecypc] [DnekTpoHHBIH pecypc]: yuebd. mocobue
—OneKkTpoH. n1aH. — Mocksa : ['opsauas nunus-Tenexkom, 2013. — 338 c. [DaekTpoHHBIH pecypc]: —
Pexum noctyna: https://e.lanbook.com/book/63235.

4. TlocTpoeHue 3alUIIeHHBIX KOPIIOPATHBHBIX CeTel [ DMEKTPOHHBIN pecypc] : yueObHoe mocodue /
P.H. Aunnos. — DnektpoH. nan. — Mocksa : JIMK Ilpecc, 2013. — 250 c. [DnexTpoHHsbIi pecypc]: —
Pexxum noctyna: https://e.lanbook.com/book/66472.

7.2. lonoJTHUTEIbHAS JIUTEPaTypa

1. OcHoBwl kpunTorpaduu: yueonoe nmocodbue s By3os / A.Il. Andepon, A.1O. 3y6os, A.C.
Ky3pmun, A.B. Uepemymikua. — 3-e u3a., ucnp. u gon. — M.: I'enuoc APB, 2005. — 479 [1] ¢
(manmmuune B 6ubnmoreke TYCVYP - 30 ak3.).

2. KoMIIpIOTepHBIE CETH U CIYKOBI YIaJICHHOTO JOCTyMa [ DIeKTPOHHBIA pecypc] : CIpaBOYHHUK /
O. U6e. — DnektpoH. nan. — Mocksa : JIMK Ilpecc, 2007. — 336 c. [DaeKTpOoHHBIN pecypc]: —
Pexxum moctyma: https://e.lanbook.com/book/1169.

7.3. YueOHO-MeTOAM4YEeCKHE MOCOOUs
7.3.1. O6s3aTes1bHbIE YUeOHO-METOAMYECKHE MOCOOUsI

1. Metoas!l 1 cpeICTBA 3aMUTH HHPOPMAIIUN: METOUICCKUE PEKOMEHIAIMH JIJIS TaO0OPaTOPHBIX
u camocTosTenbHBIX padboT / Axumyk A.FO., HoBoxpectoB A.K., Kone A.A. - 359 c. [DnekTpoHHBIH
pecypc] - Pexum nmocrtyma: [DnexkTpoHHBIH pecypc|]: — Pexum ngocrtymna:
https://disk.fb.tusur.ru/miszi/laboratory_work.pdf.

7.3.2. YueOHO-MeTOAUYECKHE TOCOOUS AJIS JIUII
C OrPaHUYE€HHBIMH BO3MOKHOCTSIMM 3710POBbsI 1 HHBAJIU/I0B

y‘{C6HO-MeTO,Z[I/I‘{CCKI/IC MaTepuaJibl IJIA CaMOCTOSITEIbHOM U ayﬂHTOPHOﬁ pa6OTLI o6yqafom1/1xc;1
H3 Yuciia Jinlg ¢ OrpaHUYCHHBIMH BO3MOKHOCTAMU 3J0POBbS U MHBAJIMA0B MIPECAOCTABIISIOTCA B (bopMax,
AIalITUPOBAHHBIX K OTPaHUYCHUSAM UX 3JOPOBbS U BOCIIPUATHUA I/IH(I)OpMaI_II/II/I.
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Jst U ¢ HapylIeHUsIMU 3PeHu:

— B (popMe PIIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM MIPUPTOM.

J st U ¢ HApYIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

J1st U1 ¢ HApYLIeHUSIMU OTIOPHO-IBUTaTeJIbHOTO anmapara:
— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOM (opme.

7.4. CoBpeMeHHbIe TPpOo(eccuoHAIbHBIE 0a3bl JAHHBIX
U HH(OPMAIIMOHHBbIE CTIPABOYHbIE CHCTEMbI

1. IIpu u3yyeHUn AUCHUIUIMHBI PEKOMEHYEeTCsl 00pamaThCs K COBpeMEHHBIM 0a3aM JaHHBIX,
MH(QOPMAIIMOHHO-CIIPABOYHBIM U TMOMCKOBBIM cHcTeMaM, K KoTopbiM Y TYCVYPa oTKpeIT JOCTYI:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MarepuaibHO-TeXHU4YECKOE U MPOrPaMMHOe o0ecneyeHue TUCIHHIINHBI
8.1. MaTepuaibHO-TeXHHYECKOE U MMPOrPpaMMHOe odecreyeHue J1JIsl JIEKIIMOHHbIX 3aHATHH

Jlns mpoBeieHUs 3aHATUN JEKIIMOHHOTO THUMA, TPYIIOBBIX U HHANBUIYATbHBIX KOHCYJIbTAIIH,
TEKYIIEro KOHTPOJIS U MPOMEXKYTOUHON aTTeCTAllMU UCIIONb3yeTCs yueOHask ayAUTOPHUS C TOCTAaTOYHBIM
KOJIMYE€CTBOM MOCAIOUYHBIX MECT i y4eOHOI rpymibl, 000py10BaHHAs JOCKOW U CTaHAAPTHON y4eOHOM
Mebenbto. FiMeroTcs MynbTuMeuitHoe 000py10BaHie U y4eOHO-HArIsAHbIE TOCOOMS, 00eCTIeUUBAIOIIHE
TEMaTUYECKHUE WILTIOCTPAIIMH T10 JICKITAOHHBIM pa3jiejaM AUCITUILUIHHBI.

8.2. MarepuajbHO-TeXHHYECKOE M IPOrPaMMHoOe odecriedeHue A5 1a00paTOpPHbIX padoT

JlaGopatopus 6e3omacHoctu ceteid DBM / Jlaboparopust kpunrorpadguu B 0aHKOBCKOM JIeJic:
ydeOHasi ayIuTOpHUs IS NMPOBEICHUS 3aHATUN NMPAKTUUECKOTO THIMA, ydeOHAas ayIuTOpHUs IS
MPOBEACHUS 3aHATHI TabopaTropHoro Tuna; 634045, Tomckas obxacts, T. Tomck, yi. KpacHoapmerickas,
n. 146, 804 ayn.

Onucanue nMeroLerocss 000pya0BaHus:

- UnTepaktusHas nocka [QBoard DVT TN100;

- [IpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yemnurens Roxton AA-60M;

- [ToTonounslit rpomkoroBopurensb Roxton PA-20T;

- MarautHO-MapKepHas JOCKa;

- OOyuJaromuii CTeH/I JIOKaIbHbIe KOMIIbIOTepHBIE ceTr Microtik routerboard - 2 miT.;

- VIPNET YMK "Bbe3onacHocTh ceTeii';

- KommyraTop Mikrotik CRS125-24G-1S-IN - 6 mwir.;

- Ananmzarop xabenpHbIX ceterd MI 2016 Multi LAN 350 - 3 mr.;

- Anammzarop Wi-Fi cereit NETSCOUT AirCheck G2 - 2 mir.;

- Cepsep kiacca He HIKe 4XxE7-4809v4/512GBRE16/1L.9300-81/5T6000G7;

- Mapmpytuzatop Cisco 891-K9 - 2 mit.;

- Mapupytuzatop Cisco C881-V-K9 - 2 mir.;

- Mapmpytuzarop Check Point CPAP-SG1200R-NGFW - 2 mit;

CreHnpl Ui U3y4deHHsl MPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIIOYAIOIIHUE:

- aDOHEHTCKHE yCTpOICTBa: KOMIbIOTEPHI SuperMicro;

- kommyTaTopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmpytuzaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- mexcereBbie dkpanbl: UKC Lite, CISCO ASA 5505, MD B coctaBe MmapmpyTtuszatopa Check
Point CPAP-SG1200R-NGFW;

- COB B cocraBe mapmpytuzaropa Check Point CPAP-SG1200R-NGFW;

- touku pocryna: D-link dwl3600ap.

CreHpl UIsl U3YYCHHS CPEJCTB KPUNITOTpapUIecKor 3alnuThl HHPOpPMAIIUU B OAHKOBCKOM JIeTIe,
BKJTIOYAFOIIUE!

- aDOHEHTCKHE yCTpOicTBa: KOMIbIOTEPHI SuperMicro;
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- kommyTtatopel: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapupytuzaTopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- cpeacTBa Kpunrorpadgudeckoil 3ammThl HHGOPMAIUU: TTPOrPAMMHO-ANIAPATHRIA KOMIUIEKC
muppoBanus "OIICY-IP", nporpammuo-anmapaTHbiii komruiekc mmdpoBanus "OIICY-IP/Knuent".

- KommiekT cnenuann3upoBaHHON yueOHOM Mebenu;

- PabGouee mecTo mpenogaBaress.

[IporpammHoOe obecnieueHue:

- Kaspersky endpoint security;

- Microsoft Windows 10;

- Mexcereoii sxkpan UKC Lite;

8.3. MaTepuaibHO-TeXHNYECKOE U MPOrpaMMHOe o0ecredyeHue 1Jisi CAaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSATeNbHOU pabOThl UCTIOJB3YIOTCS YUeOHbIE ayaUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacoNOKEHHBIC TI0 apecaM:

- 634050, Tomckas o6nactb, T. Tomck, Jlennna npocnexkr, 1. 40, 233 ayn.;

- 634045, Tomckas obnacts, r. Tomck, yi. KpacHoapmetiickas, 1. 146, 209 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmauna ynuna, a. 74, 207 ayn.

Omnucanue UMeEIoIerocs 000py0BaHUS:

- yuebHas mebenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJAKITIOUCHBI K ceTU «MHTepHEeT» U 00eCnednuBalOT JOCTYI B IJIEKTPOHHYIO
nHpopMaMoHHO-00pa3oBarebHylo cpeny TYCYPa.

[TepeueHs mporpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mnst Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepl/laﬂbHO-TeXHH‘leCKoe odecneyeHue AUCHUINJIHHBI JIsA JIMI ¢ OrPAHUICHHBIMU
BO3MOKHOCTSIMHA 310POBbA U HHBAJINI0B

OcBoeHME AUCHUILIMHBI JIMIIAMU C OTPAHMYEHHBIMU BO3MOKHOCTSIMU 3/10POBbSI M MHBAJIUJAMHU
OCYIIECTBIISIETCS C UCTIOIB30BAHUEM CPEICTB 00YUEHUS OOIIEro U CreluaIbHOr0 Ha3HAYEHUS.

[Ipu 3aHATHAX ¢ OOy4YarOUIMMHCA C HAPYWIEHHSMH CJYyXa MPEIyCMOTPEHO HMCIOJb30BaHHE
3BYKOYCHJIMBAIOUIEH ammapaTypbl, MyJIbTUMEIUNHBIX CPEICTB U JPYTHUX TEXHUUYECKHUX CPEJICTB
npuema/nepenadn yuyeOHol nHpopMaImy B JOCTYIHBIX GopMax, MOOMIIBHON CUCTEMBI MPEIOaBaHUs
JUTsL 00YYaIOIIUXCSl C UHBAJMHOCTHIO, TIOPTATUBHON MHAYKIIMOHHON CHCTEMBbl. YueOHas ayauTOpus, B
KOTOPOW 3aHUMAIOTCSI 00ydJaromuecs: ¢ HapylIeHUeM CiyXxa, 000pyJa0oBaHa KOMIBIOTEPHOU TEXHUKOM,
ayAMOTEXHUKOM, BUACOTEXHUKOM, SJIEKTPOHHOU IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHUSIX ¢ 00yUYaIOMIMMUCS C HAPYLIEHUSIMHU 3PeHUs MPEIYCMOTPEHO UCIOJIb30BaHUE B
JEKIUOHHBIX U y4eOHBIX ayAUTOPHUSAX BO3MOXKHOCTH MPOCMOTpaA YAAJICHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM claijia Ha SKpaHe) MPH MOMOIIHM BUACOYBEIUUHUTENEH 19 KOMPOPTHOTO
MIPOCMOTpa.

[Ipu 3aHgATHAX ¢ O0y4YalOIIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOIr0 ammapara
HCIIOJIBb3YIOTCS allbTEpHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMalMU U ApYyrue TEXHUYECKUE CpeAcTBa
npuema/nepeaadyn yueOHo nHGOpMaIMH B JOCTYIHBIX GopMax, MOOMIBHON CUCTEMBI OOYUYCHUSI IS
JIOJIEN ¢ MHBAIUIHOCTEIO.

9. OueHOYHbIe MaTepPUAJIbl M METOAUYECKHE PEKOMEHIAMHU 110 OPTaHU3aAUMH U3YUeHUsl
JTUCIUTINHBI

9.1. Conep:xaHne OLICHOYHBIX MATEPHAJIOB [JIsl TEKYIIEro KOHTPOJIS
U MIPOMEKYTOYHOM aTTecCTAUM

JIyist olleHKHU cTeneHu COPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPCTUICHHBIX 3a AUCIUTIIINHOMN
KOMITETEHIINI HUCTIONB3YIOTCS OLICHOYHBIE MaTepUalbl, MpeAcTaBiIeHHbIC B Ta0muIE 9.1.
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Tabmmma 9.1 — @opMbI KOHTPOJISI M OLICHOYHBIE MATEPUATIBI

Hasanus pasnenos (rem) PopmHpyemEIe ®opmbl KoHTposst |OueHouHble MaTepuaisl (OM)
JUCLIUIIAHBI KOMIIETEHIIUU
1 OcHOBHBIE MOHATHUSA U OIIK-6, OIIK-7 |KoHcrnekT [IpuMepHBIil IEpedYeHb TEM
IOJIO’KEHUS 3aLUThI CaMOIIOATOTOBKH | UIsl KOHCIIEKTOB
uHpOpMaLUn CaMOIIOATOTOBKH
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
2 OCHOBBI 3allIUTHI OIIK-6, OIIK-7 |KoHcnekT [IpuMepHBIil nepeyeHs TeM
nH(bOpMaluU B ONEepaiiOHHOM CaMOIIOATOTOBKH | JIJIsl KOHCIIEKTOB
CUCTEME CaMOTIOATOTOBKH
Ortuer no [IpumepHbIil nepeyeHb
WHAVBUYaJIbHOMY |BapUaHTOB MHIUBUIYaIbHBIX
3aJaHUI0 3alaHui
Jlaboparopuas Tembl 1a00paTOPHBIX padoOT
pabota
TecTtupoBanue [IpuMmepHBIil nepeueHb
TECTOBLIX 3aJaHuN
3 OcnoBsl kpunrorpaduueckoir |OIIK-6, OIIK-7 |Koncnekt [IpuMepHBIii IEpeyeHs TeM
3alUThl HHpOpMaLUU CaMOIIOATOTOBKH | JUIsl KOHCIIEKTOB
CaMOIIOATOTOBKH
Oruer 1o [IpuMepHBIil nepeyeHb
WHAMBUyaJIbHOMY |BapUaHTOB MHIUBUAYaIbHBIX
3a/IaHHIO0 3a1aHUI
TectupoBanue [IpumMepHbIii IEpeYeHb
TECTOBLIX 3aJaHUN
4 OCHOBBI 3aILUTHI OIIK-6, OIIK-7 |3auér IIepeyens BOnpoCcoB 11t
UH(POPMALIUU B KOMIIBIOTEPHBIX 3aueTa
CeTAX Koncniekr [IpuMepHBIii IepeyeHs TeM
CaMOIIOATOTOBKH | JUIsl KOHCIIEKTOB
CaMOIIOATOTOBKH
KonTponbsHas [IpuMepHBIii TEpeUeHb
pabora BapUaHTOB (3aJaHui)
KOHTPOJIBHBIX paboT
Otuer 1o IIpuMepHBIi IepeyeHb
WHAVBUYaJIbHOMY |BapUaHTOB MHIUBUIYaIbHBIX
3a/1aHUI0 3alaHui
TecTtupoBanue [IpuMmepHBIil nepeyeHb

TECTOBBIX 3aIaHUN
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5 CpeactBa 3a1uThl OIIK-6, OIIK-7 |3auér [lepeuenp BonpocoB Jyist
MH(POPMALIUU B ONEPATIOHHON 3aueTa
cucTeme Koncnekr [IpuMepHbIil IEpeYeHb TEM
CaMOIIOATOTOBKH | UIsl KOHCIIEKTOB
CaMOIIOATOTOBKH
KonTponbHas [IpumepHBIii nepedeHb
pabota BapHaHTOB (3a4aHUMN)
KOHTPOJIbHBIX PaboOT
Oruer 1o [IpumepHBIil nepeyeHb
MHAMBUyaJIbHOMY |BapUaHTOB MHIUBUIYaIbHBIX
3a/IaHUIO0 3a1aHUI
JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue IIpuMepHBIi IepeyeHb
TECTOBBIX 3a/laHUN
6 Cpenctsa OIIK-6, OIIK-7 |3auér [lepeuens BOonpocoB Jyist
KPUITOTpapUUECKON 3aIUTHI 3aueTa
“HpOpMALH Koncnekr [IpumepHBIii IepeyeHpb TeM
CaMOIIOATOTOBKH | UIsl KOHCIIEKTOB
CaMOIIOATOTOBKH
KonTponbnas IIpuMepHBIil IepeyeHb
pabota BapHaHTOB (3a4aHUM)
KOHTPOJIbHBIX padoT
Oruer o [IpumepHBIil nepeueHb
WHAMBUIYaJIbHOMY |BapUaHTOB UHIUBUAYaIbHBIX
3aIaHUTIO 3aJaHuN
JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
7 CpencrtBa 3allUuThI OIIK-6, OIIK-7 |KonTponbHas [IpumepHBIil nepeueHb
nH(pOpMalLMU B KOPIIOPATUBHBIX pabora BapHaHTOB (3aaHUI)
CeTsIX KOHTPOJIBHBIX paboT
Ortuer no [IpumepHbIil nepeyeHb
WHAVBUYaJIbHOMY |BapUaHTOB MHIUBUIYaIbHBIX
3aJJaHUI0 3alaHui
TectupoBanue [IpuMepHBIil epeyeHb
TECTOBBIX 3aJaHUN
DK3aMeH [Iepeuenb sK3aMEHALIMOHHBIX

BOITPOCOB
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8 YnpaBneHue cpeacTBamMu
3aIUTh HHQOPMAIHH

OIIK-6, OIIK-7

3amuTa otdyera o |IIpumepHslii nepeyeHb

VHAMBUIYaJIbHOMY |BOIIPOCOB JJISl 3aLUThI

3a/1aHUIO0 WHAMBU1yaJIbHbIX 3aJJaHUI

KonTponbHas [IpuMepHBIii TIEpeYeHb

pabora BapUaHTOB (3aaHui)
KOHTPOJIBHBIX paboT

Otuer 1o IIpuMepHBIil IepeyeHb

WHJUBUIyaIbHOMY |BapUaHTOB MHIWBUIyaTbHBIX

3a/1aHUI0 3alaHui

JlaboparopHas Temb! m1abopaTopHBIX padoT

pabota

TectupoBanue [IpumMepHBIii TIEpedeHb
TECTOBBIX 3aJaHUN

OK3aMeH [lepeueHb PK3aMEHALIMOHHBIX
BOIIPOCOB

Hlxana oneHku cHPOPMUPOBAHHOCTU OTAECIbHBIX IMJIAHHUPYEMBIX PE3yJbTAaTOB OOyUYEHHS IO

JTUCIUILINHE TpUBeAcHa B Tabiuie 9.2.

Tabnuna 9.2 — Illkana oneHku cHopMUPOBAHHOCTH IUIAHUPYEMBIX PE3YJbTATOB OOyYEHHUS IO

JAUCLUILIIMHE
dopmynupoBKa TpeOOBaHUH K CTETICHH C(HOPMHUPOBAHHOCTH
Ornenka banner 3a OM TJIAHUPYEMBIX Pe3yJIbTaTOB 00ydeHUs
3HATh yMETh BJIQ/IETh
2 <60% ot OTCYTCTBME 3HAHUU OTCYTCTBHUE OTCYTCTBHE
(HEyIOBIETBOPUTENHHO) | MAKCUMATBHOU | UITU ()parMeHTapHBIC YMEHHUH UITN HABBIKOB WJIN
CYMMBI 0aJI0B 3HAHUSA YaCTUYHO ¢parmeHTapHble
OCBOEHHOE MPUMECHEHHE
yMEHHE HABBIKOB
3 ot 60% no o0mue, HO HE B 1I€JIOM YCIICIITHO, B 1IEJIOM
(YIOBJIETBOPUTEIHHO) 69% ot CTPYKTYpPHUPOBAHHBIE HO HE YCIEITHOE, HO HE
MaKCHMaJTbHOM 3HAHUS CUCTEeMATHUYECKH | CHCTEMATHUECKOE
CYMMBI 0aJUTOB OCYIIECTBIISIEMOE MIPUMCHCHHE
YMCHHE HABBIKOB
4 (xoporo) ot 70% no chopMuUpOBaHHBIE, B 1I€JIOM B IICJIOM
89% ot HO CoZepKalue yCIIELIHOE, HO YCIICIIHOE, HO
MaKCUMaJIbHOM OTJebHbIE coJieprKalime coJieprKariue
CYMMBbI 0ayuioB | mpoOsemMbl 3HaHUS OTJIEIbHbBIE OTJIeIbHbIE
npoOesbl yMEHUe poOeIBI
MpUMEHEHHE
HABBIKOB
5 (OTIUYHO) >90% ot chopMUpOBaHHbBIE | CHOPMUPOBAHHOE YCHEUIHOE U
MaKCUMAJIbHOW | CHCTEMaTUYECKHE yMEHHE CHUCTEeMAaTHYECKOE
CYMMBbI 0aJIOB 3HAHUSA MPUMECHEHHE
HABBIKOB

[IIxanma KOMIUIEKCHOM OLIEHKH C()OPMHUPOBAHHOCTH KOMITETCHIIMIA MMpUBEIeHa B Ta0uIe 9.3.
Ta6mmma 9.3 — [lIkayia KOMIUIEKCHOM OIEHKH C(hOPMHUPOBAHHOCTH KOMITETSHITUHA

OreHka

dopMynrpoBKa TPeOOBAHUI K CTETICHN KOMIIETEHITUN
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2 He nMeet He0oOXOAMMBIX MIPEACTABICHHI O TPOBEPSIEMOM MaTepuase
(HEeyAOBIETBOPUTENBHO) | UJIU
3HaTh HA YPOBHE OPUEHTHPOBAaHMS, peicTaBiieHnid. OOydaromuiics 3Haet
OCHOBHBIC MPU3HAKH WM TEPMHUHBI U3y9IaeMOTO 3JIEMEHTA COACPKAHMS, UX
OTHECEHHOCTH K ONPEICIICHHON HayKe, OTPAC/Id WIH 00bEKTaM, y3HACT B
TEKCTax, N300PAKEHUSIX UITU CXeMaX U 3HAeT, K KAKMM HCTOYHUKAM HYKHO
oOpaiuarbcs 1)1 00Jiee 1eTalnbHOIO €ro YCBOSHHUS!.

3 3HaTh ¥ YMETh Ha PeNPOAYKTUBHOM ypoBHE. OOyJaronuxcs 3HaeT
(YIOBIIETBOPUTENBHO) |M3YUYEHHBIH 3JIEMEHT CO/IepKaHUSI PENPOAYKTUBHO: IPOU3BOIBHO
BOCIPOM3BOAMT CBOU 3HAHUS YCTHO, MUCHMEHHO WJIH B IEMOHCTPUPYEMBIX
NEUCTBUAX.

4 (xopo11o) 3HaTh, yMETh, BIA/I€Th HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENnpoayKTUBHOM YPOBHE, YKa3bIBaTh Ha 0COOEHHOCTH U B3aUMOCBS3H
U3yYEHHBIX 00BEKTOB, HA UX JOCTOWHCTBA, OTPAHUYEHUS, UCTOPHIO U
HEePCHEKTUBBI Pa3BUTUS 1 OCOOCHHOCTH JJIS1 pa3HBIX 0OBEKTOB YCBOCHHUS.

5 (oTIM4HO) 3HaTh, yMETh, BJIa/IETh HA CHCTEMHOM ypoBHe. OOyyaromuiics 3HaeT
M3yYEHHBIN 3JIEMEHT COAEP)KaHUSI CUCTEMHO, POU3BOJIBHO U JI0KA3aTEIBHO
BOCIIPOMU3BOJUT CBOM 3HAHUA YCTHO, IMCbMCHHO WUJIK B ACMOHCTPUPYCMbIX
HeﬁCTBHHX, YUUThIBAA U YKa3bIBasA CBA3U U 3aBUCUMOCTH MCKIY 3THM
9JICMCHTOM U APYTUMH DJICMCHTAMU COACPIKAHUA JUCHUIIIMHBI, €TO
S3HAYUMOCTD B COACPKAHUN JUCHUIIINHBI.

9.1.1. IlpuMepHBIii IepedeHb TeCTOBBIX 3a1aHUI

1. Kakas ¢ainoBas cuctema J0JDKHA OBITH HAa JAUCKE, K pecypcaM KOTOPOTO HEOOXO0IuMO
MIPUCBOUTH KaTEropHio KOHPUAeHInaibHocTH B Secret Net?
a) exFAT
b) UDF
c) NTFS
d) FAT32
2. Kakoil u3 mapamMeTpoB HEe YUYUTHIBAETCS NPU BHECEHUU YyCTpPOHCTBa B O€bIil CIHCOK B
DeviceLock?
a) Unentudukarop npoaykra
b) UnenTudukatop npou3BoaUTENS
¢) Ctpana U3roToBHUTEIb
d) Cepuiinbiii Homep
3. Ilox kakuM ypoBHEM KOHPUIECHIIMATHLHOCTH HEOOXOIUMO BOMTH B CUCTEMY aJMHUHHUCTPATOPY,
yToOBI Secret Net mo3BomIa €My U3MEHSTH MTapaMeTPhl OTIEPAIIMOHHON CUCTEMBI?
a) Bricumii (cTporo KoH(GUIEHIIMAIBHO)
b) Cpennunii (KOHPUACHITUATHHO)
¢) Huzmmii (He koH(UIeHIIHAIBHO)
d) AnMUHHCTpPAaTOPY MO>KHO POBOJAUTH HACTPOIMKHU MO/ JIFOOBIM YPOBHEM
4. Kakas uHbopmaiusi He COAEpKUTCS B mpoduie, coznaBaemom Ha eToken mis BXxoaa B
OTIEPAIIMOHHYIO CUCTEMY?
a) Jlomen
b) Jlorun
c) [lun-kox
d) ITaposb
5. Kakast u3 mojeneli pa3rpaHideHusi 10CTymna He puMeHsieTcst B Secret Net?
a) JIuckpernmonHas Moieib
b) Mannatnast MoJieIb
c¢) PoneBast monens
d) [IpumeHnsitoTcs Bce nepeuncaeHHble MOJEIH
6. Kakum o0pa3om mpeaocTaBUTh MOJHBIN AOCTYI IS JIF000H KiIaBHATYphl, HOAKIIOUYEHHOW K
CHCTEME C YCTAaHOBJICHHBIM 3ampeToM JocTyna K usb-mopram B DeviceLock?
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10.

1.

12.

13.

14.

15.

16.

a) BHectu kitaBuatypy B 6emnblii ciucok kak Unique Device

b) Buectu knaBuatypy B 6emnblii circok kak Device Model

¢) Otxmrounts ynpasnenue noctynom k USB HID B HacTpoiikax 6€30macHOCTH MPOrpaMMbl
d) JIro0oit n3 mepevrcIIeHHBIX BAPHAHTOB

. Kakyto ocHacTky Heo0xoauMoO 100aBUTHh B KOHCOJIb yNpaBJIEHUs, YTOObI MPOBECTH aHAIIN3

0€30MacHOCTH OTEePAIMOHHON CUCTEMBI?

a) Monurop IP-6e3omacuoctu

b) CucteMHBIIT MOHUTOP

¢) AHanu3 ¥ HACTpOHKa 6€30MacHOCTH

d) PenakTop 00bEKTOB rpyNnmoBON MOJUTHKH

. Kakoe nefictBue He puKCHUpyeTCs MPU ayAUTE CUCTEMHBIX COOBITHI?

a) 3aIycK 3JIEMEHTOB CUCTEMBI 0€30TTaCHOCTH

b) OTKII0YEHNE AIIEMEHTOB CUCTEMBI 0€301TaCHOCTH
¢) IIpucBoeHME MPUBMIIETUH TTOJIH30BATEITIO

d) MI3MeHeHne CHCTEeMHOTO BpEMEHH

. Kakue nmpaBa npenocTaBisiioTcsl MOJIb30BATEII0 NMPU MaHAATHOM pasTpaHUYEHHUH JOCTYIa B

cilydae, eciii ypoBeHb KOHGUACHIIMATBLHOCTH (haiiia HUXKE YPOBHS ceaHca MOoJIb30BaTels?

a) 3anuch

b) CmeHna Brazembia

¢) Urenue

d) 3menenue paszpenieHui

Kaxoit rpynmsl HacTpoek HeT B mabiioHe 6e3omacHocT?

a) daitnoBas cucrema

b) CucreMHbIe CITyKOBI

¢) [lonutuka maponei

d) [TonuTHKH yYETHBIX 3aIUCEH

UTo 13 HIDKETIEPEUUCIICHHOTO SIBJISIETCS TPYIIION HACTPOEK B MI1a0JI0He 0€301acHOCTH?

a) OTanka mporpamMm

b) Co3nanue ¢aiina moaKauKu

c¢) JlokanbHbIE MOTUTUKU

d) ApxuBanus (aitioB 1 KaTaJIOroB

Kakoro tuna pe3yiapTaToB aHaidn3a nmapamMeTpoB 0€30MaCHOCTH ONEPAlMOHHON CHCTEMBI HE
CyHIECTBYET?

a) DJeMeHT ompeiesieH B 0a3e U B CUCTEME, 3HAUCHUS COBITAIal0T

b) DnemeHT onpeseneH B 6a3e U B CUCTEME, 3HAYEHHUS HE COBIAIAIOT

C) DJIEMEHT OTCYTCTBYET B 0a3e U B CHCTEME

d) DnemMeHT He aHATM3UPOBAJICS

Kakwue Turbl 00beKTOB HE MOTYT MO/ABEpPraThes (PUKCAIMK MPHU ayJUTe JOCTyNa K 00beKTam?
a) daiin

b) Karamnor

¢) YdeTHas 3anmuch

d) Kirou peectpa

B pe3ynbpTaTe Kakoro AecTBUS mporpamMma, 3arperieHHas IpaBuiioM Xelna, OyaeT 3amyiieHa?
a) [Iporpammy nepeHeciau B Ipyrylo Mamnky

b) I[IporpamMmmy nepenmMeHoOBaIN

¢) [IporpaMmy M3MEHUIIN UK 3aMEHWIIN Ha IPYTYIO BEPCUIO

d) I[IporpamMmy pazpemmmiy npaBuioM ceptudukara

C nomo1pio Kakoro mpaBuia B MOJIUTHKE OTPAHUYEHHOTO UCIOIB30BaHUS MPOrPaMM MOXKHO
3aMpEeTUTh 3aITyCK JHOOBIX MPUIOKEHUH OT OJHOTO MPOU3BOIUTENA?

a) [IpaBuiom mytu

b) IIpaBunom xerra

c¢) IIpaBunom ceptudukara

d) [IpaBusiom 30H UHTEPHETA

[TpuHIMI paGoTHl KAKOTO pa3pelIeHUs] XapaKTepU3yeTcsi BO3MOXKHOCThIO co3AaBaTh (aiibl, HO
HEBO3MOKHOCTBIO MX U3MEHATH WIH YAAIATh?

a) Urenue

b) UreHue u BHITIOJTHEHNE
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17.

18.

19.

20.

0

10.

11.

12.
13.
14.
15.
16.
17.

18.
19.
20.

¢) 3anuch

d) Criucok coepKUMOTo TMarku

OTcyTCTBHE HACTPOIMKHU MO KAKOMY MapaMeTpy MOKET NMPUBECTH K OECIOIe3HOCTH Mapamerpa
«TpeboBaTh HEMOBTOPSIEMOCTH TAPOJICH» ?

a) MakcuMalbHBIN CPOK JTCUCTBUS TTAPOJIs

b) MunuManbpHas AJIMHA TAPOJIS

¢) MuHUMAaIBHBIN CPOK EHCTBHSI TAPOJIS

d) [Taponp nomwkeH oTBeyaTh TPEOOBAHUSIM CIIOKHOCTH

UYem o0yciioBiieHO TpeOOBaHNE HETTOBTOPSIEMOCTH MapOJIeii?

a) [Taponp He 10JKEH MOBTOPATH JIOTHH MOJIb30BaTENs

b) V Bcex monp3oBaresneit J0HKHBI OBITh pa3HbIC MAPOJIH

c) [Taponb AOMKEH OTANYATHCA OT HECKOIBKUX MPEABLAYIINX

d) B mapose He 10KHO OBITh OJJMHAKOBBIX CETMEHTOB

Kaxkas 13 nepeunciaeHHbIX BO3MOXKHOCTEHN J0cTynmHA aaMuHUCTpaTtopy eToken?
a) Manmmanuzanus eToken

b) IIpucBoenne nmenu eToken

¢) 3anmate HoBbII PIN-k0ox eToken, ecim monp30BaTenb 30611 €70

d) IIpocmoTp coxepkumoro eToken

Kako#t tun ayaura B DeviceLock ¢ukcupyer Bce MOMBITKH MOCTyIa, KOTOphIE OBLIU
3a0JI0KUPOBaHBI?

a) Aynur ycnexa

b) Aynut paspenieHuit

¢) Aynur 3amnpera

d) Aynut oTtkaza

9.1.2. IlepeyeHb IK3aMeHANMOHHBIX BONIPOCOB

. OCHOBHBIE TpynIibl MEXaHHU3MOB 3allIUTHI ONICPAIUOHHBIX CUCTEM; OCHOBHBIC (byHKI_II/II/I OTHUX

MCXAaHU3MOB.

. [Ipouenypsl uaeHtudukanuu, ayreHTUUKaLUK, aBTopu3auuu. OmnpeneleHue, MPUHIUI

NENCTBUSL.

AyTteHTudukanus ¢ ucmoib30BaHueM mnapoiieid. [IpuHnunm neicTBus, BapuaHThl peaau3alii,
HEIOCTaTKHU.

Yrpo3sl NpeoioNeHuss MapoabHO# 3amuTel. TpeOoBaHUS K MapONsSIM IS YBETUYCHUS UX
CTOUKOCTH.

. AyteHTudukanus npu nomomu ¢uznueckoro oobvekra. I[IpuHuMN nelcTBUs, BapHUaHTHI

peanu3anny, HeJOCTATKU.
AyTeHnTuduKanus npu MOMOIIM OMOMETpUYECKUX CUCTeM. lIpuHIMI AeHCTBUsI, BapUaHTHI
peanu3anny, HeJOCTATKU.

. 3a7aun MEXaHNU3MOB yIPABJIEHUS TOCTYIIOM.

[IpuHUUIIBI AUCKPELMOHHOTO yINpaBieHHs noctynom. llpenmmymecTtBa M HEIOCTAaTKH
JUCKPELUUOHHOW MOJIEIIH.

. IIppHIMIBI MaHAATHOIO yIIpaBICHUsS NOCTyHOM. IIpenmyiiecTBa U HEJOCTATKU MaHIATHOU

MOJIETIH.
Crioco6bl obecrieueHust 3aMKHYTOCTH IPOrpaMMHOM cpefbl. JJoCTOMHCTBA M HEJJOCTATKU 3TUX
METOJI0B.

YpoBHU 0€30MaCHOCTH M MpaBUjIa MOJUTHKH OTPAHUYCHHOTO UCIOJIb30BaHus mporpamMm B OC
Windows. [IpropuTteTs! UCTIOIB30BaHUS IPABHIL.

CrniocoObl pasrpaHMyeHHs JOCTYIA K YCTpoiicTBaM. THIIBI IpaB A0CTyIHa K YCTPOUCTBAM.

benblit criucok yCcTpoHCTB M cIOCOOBI €ro MPUMEHEHUSI.

AyuT B ON€pallMOHHBIX CUCTEMAX. 3a/layu ay/IuTa.

CoOsiTus1, moasepraemsie ayauty B OC Windows.

Cocras ma6nona 6ezonacaoctu B OC Windows.

3amauu, peniaeMble ¢ UCIOJIB30BAHMEM OCHACTKH «AHAJIU3 U HAaCTpoiika 0e30macHOCTH» B
Windows.

Kakue nporokouns! nogaepxusaet [I1S?

Uro takoe HTTP-cepBep?

Uro takoe FTP-cepsep?
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Sl ol e

Yro takoe VPN?

Kakue cyiiecTByl0T ypoOBHHM NPOTOKOJIOB 3alIMIIEHHOTO KaHaia?

ITo xakomy mapameTpy 00bI9HO KnaccupuupyotT VPN?

Yem oTIMYAIOTCS BUPTYyaJIbHbIE MAIIUHBI IS CEpBEpa U KIueHTa?

Kakwue tunel kimoueit ecte B OpenVPN?

Uro Takoe (aitioBbIii KOHTEHHEP?

Yem oTauvaeTcsi CKPBITHI TOM OT OOBIYHOTO?

Jnst yero HeoOXoAMMAa OUHMCTKA JUCKA IPU MIU(PPOBAHUU CUCTEMHOT'O AUCKa?
Urto Takoe kpuntonpoBanaep?

9.1.3. IlepeyeHb BONPOCOB ISl 3a4€Ta

. [osicaute nmapamerp «Ilaposib noKeH OTBeUaTh TPEOOBAHUAM CIOKHOCTHY» U MEPEUUCITUTE

MHUHHUMAJIbHBIC TpGGOBaHHSI, KOTOPBIM OOJI2KHBI YIOBJICTBOPATH IMApOJIv, CCIIU MapaMCeTp
BKJIFOYCH.

. Bo3aMorxHO 11, yTO yuéTHas 3anuck He OyaeT OJIOKMPOBaHa MPU KOJUYECTBE OUIMOOK OOJIbIIEM,

4YeM yCTaHOBJIEHHOE [TIOPOTrOBOE 3HaUEHUE?

B 4ém cocTouT oTnMUMe KOHPUTIYypalluH KOMIbIOTEpa OT KOH(UTYpaIMu MOJIb30BaTENs B
rpyNIoBON NOJUTHKE?

OxapakTepu3yiTe JUCKPELIMOHHYIO MOJEIIb YIPABIEHUS 1OCTYIIOM.

Packpolite MoHATHE HACIENOBAHUS PA3PEILICHUMN.

Kak co31aTh MONMUTUKY OTpaHUYSHHOTO UCIIOIB30BAHUS IPOTrpaMM?

B yem ocHOBHOE MPENMYIIECTBO MIPaBUiIa Xellla epel IPaBuiIoM Iy TH?

[TpuBenuTe TpU MpUMepa UCIOJIb30BAHMS IPUOPUTETA TIPABUIL.

Kakue Tunsl 00beKTOB MOTYT MOJBEpraThcs (pUKCAIMU IPH ayIUTe NOCTyHa K 00beKTam?
Kakue nipu 3ToM (pukcupyroTcst 1aHHbIE?

Kakum 00pa3om npoucxoauT HaCTpOKa ayauTa A0CTyna K o0beKTam?

. Kakum 06pa3om mpu momouu BCTPOCHHBIX CPEACTB onepanuoHHon cucteMbl Windows XP

MOKHO OCYILIECTBJIATh KOHTPOJb LIETOCTHOCTH HACTPOEK, CBSA3AHHBIX ¢ MH()OPMALMOHHOMN
0e30MmacHOCTbI0?

Yro takoe «I1labion OezomacHoCT»?

Jiis yero npeaHa3HayeHa OCHACTKa « AHAJIN3 M HACTPOiiKa 6e301macHOCTI» ?

Onwumute anroput™ padoTsl mudpoBaHHOM (aitnoBoii cucreMbl Windows.

Yro Takoe TPM?

Jl1s yero Hy»Ha JIEKTPOHHAs OJIUCH?

Jliis uero npeaHa3HaYeHbl CEKPETHBIM U OTKPBITHIN KITIOUM MU(pPOBAHUS?

Yro Takoe 0HOpAHroBasi ceTh?

KakoBbI 10CTOMHCTBA U HEAOCTATKH OJJHOPAHTOBBIX ceTe?

Yro Takoe ynaneHHbIN AOCTy?

Yro Takoe nomeH?

CKOJIbKO KOMITBIOTEPOB MOYKET HAXOAUTHCS B JOMEHE?

Yro noHuMaeTcs noj rpynioBoi MOJIUTUKON?

B uem paznuune Mexy JIOKAIbHBIMH ITOJIUTUKAMU O€30MaCHOCTH U TPYNIIOBBIMU MTOJIUTUKAMHU
nomMeHa?

KakoBa cTpykTypa 00beKTa rpyninoBoi MOJIUTUKY, B KAKOW MOCIEI0BATEILHOCTH TPUMEHSIOTCS
paszesnsl 00beKTa TPYIIOBOM MOJIUTHKHU?

KakoBo Ha3HaueHUE aJIMUHHUCTPATHUBHBIX II1a0JOHOB B TPYNIIOBOM MOJUTHKE, KaK CO3/1aTh
HOBBIY aJIMHHUCTPATHUBHBIN I1a0I0H?

J171s1 KOro 4ero MOXHO MPUMEHSTh PEXKUMBbI INIAHUPOBAHUS U BEACHUS )KypHAI0B?

J1s yero HyXeH KypHai naposei?

Yro conepxkutcs B koHteliHepe Kondurypauus nporpamMmm?

Yro conepxkutcs B koHteliHepe Kondurypauns Windows?

9.1.4. [IpuMepHBbIii NepevyeHb TeM /51 KOHCIIEKTOB CAMONOAT0TOBKHU

BuptyansHble MaiHbI

VYmpasnenue pecypcamu B OC Windows

VYmpasieHnue cucteMHbIME city)k0amu 1 iporieccamu B OC Windows
Kpunrorpadudeckas 3amura 00bekToB daiinoboii cuctemsl B OC Ubuntu
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5. BBICOKOYpPOBHEBBIE CETEBBIC CITYKOBI
9.1.5. Tembl 1a00paTOpPHBIX padoOT

. AaMuHUCTpUpoBaHHe yueTHbIX 3anuceir B OC Windows

. MHorogakropHasi ayTeHTU(PHUKAIHS ¢ TTOMOIIbIO (PU3NIECKOr0 00BEKTa

. [Ipumenenue cpencTs Kpunrorpadguyeckoi 3auuThl HHGOPMAIIMK HAa aBTOMAaTU3UPOBAHHOM
pabouem mecte

4. llenTpanu3oBaHHas 3alUTa OT BUPYCOB B JIOKAJIbHOMN CETH

W N —

9.1.6. [IpuMepHbIii epeyeHb BAPUAHTOB (3aaHMii) KOHTPOJBLHBIX padoT

benbrit ciucok ycTpoicTB 1 CrOCOOBI €T0 TPUMEHEHUSI.

AyIuT B oniepallMOHHBIX CUCTEMAaX. 3aJjauu ayauTa.

CoOwrtHs, nmoasepraemeie ayauty B OC Windows.

Cocras ma6nona 6e3onacHoctu B OC Windows.

3amaun, penraeMble ¢ UCMOJIb30BAHUEM OCHACTKU «AHallM3 M HAacTpoWKa 0€30MacHOCTH» B
Windows.

NhEWOD =

9.1.7. IlpuMepHBIii IepedeHb BOMPOCOB /s 3AIIUTHI HHANBHAYAJIbHBIX 3a1aHHU

JIMCKpeMOHHBI MEXaHU3M pa3rpaHMYeHHs JOCTYIA K (aiioBBIM 00beKTaM
Pasrpannuenue 10cTyma K 3ayCcKy NpOrpaMMHOT0 00ecTiedeHus

Aynut coObITHi 6€30aCHOCTH ONIEPALMOHHOM CUCTEMBI

AHanus, HacTpOHKa U KOHTPOJIb IIETIOCTHOCTH MapaMeTpoB 0€30MaCHOCTH MOJICHCTEMBI 3aIIUTHI
[Tpumenenne mudpoBaHUs U HIEKTPOHHON MOAMUCH B 3JIEKTPOHHOM JJOKYMEHTOO0O0POTE
OHOpaHTOBBIE CETH

Pasrpannuenue qocrymna K yCTpoucTBam

MaHaTHBIN MEXaHU3M pa3rpaHUdYeHuUs A0CTyna K (paiiioBbIM 00BEKTaM

[TpruMeHeHne KpUNITONIPOBAKHACPOB HA ABTOMATU3UPOBAHHOM paboYeM MeCTe
Me:xceTreBble SKpaHbl

. BupTyainbHble 3alUIICHHBIE CETH

. [Ipumenenue cpeacTB 3auUThl HH(GOPMAIMK 11 KOHTPOIIs HenoctHoctr OC

—_—
N— O 001N B W~

9.1.8. IIpuMepHbIii epedeHb BAPMAHTOB HHAUBUAYAJIbHbBIX 3aJaHU I

Kakue nanusie GUKCUpYIOTCS MpU ayuTe BXO/Aa/BBIX0Ja B CUCTEMY?

Uewm oTauyaeTcs ayIUuT BXOJa B CUCTEMY OT ayJIuTa COOBITHI BXO/1a B CHCTEMY?

Kakue nanneie GUKCUPYIOTCS MpU ayIUTE YIPABICHUS yUETHBIMU 3aMUCAMU?

Kakue nanusie GUKCUpYIOTCS MpU ayIuTe U3MEHEHUSI TOJIUTUKH?

B kakux BbITTycKax omepanoHHbIX cucteM Windows mpucyTcTByeT mudpoBaHHas ¢aitioBas
cucrema?

Jns kakux (paityioBBIX CHCTEM MpUMEHHMa mu@poBaHHas ¢aiioBas cuctema’?

st gero B mmdpoBaHHOU (DailIoBOI CUCTEME UCTIONIB3YETCSI CAMMETPUYHOE I poBaHUE?
J71s1 9ero Hy»KHO apXWBHPOBAThH 3aKPBITHIN KITI0U U CEPTU(HUKAT MMOTH30BaATENsSA?

Onummre nocnea0BaTeIbHOCTh ASUCTBUM aIMUHUCTpATOPa MPHU MPOBEACHUH aHAIN3a HACTPOEK
0€30MacHOCTH ONEePALlMOHHON CUCTEMBI.

10. OnumuTe Mocjiea0BaTeIbHOCTh JACHCTBUM aJMUHHUCTpPATOpa MPU HACTPOIKe 0E€30MacHOCTH
ONEPAlMOHHOW CHCTEMBI.

NhEWOD =

L XN

9.2. MeToan4yeckne peKOMeH AU

VY4eOHbIil MaTepuan uznaraercs B (Gopme, mpeanoaramplileii caMoCcTOATENbHOE MBIILICHHE
CTYZCHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosTenpHast paboTa CTyA€HTOB UTPAET PEIIAIONIYIO POJIb
B XO/I€ BCETro y4eOHOro mporecca.

Hauatp n3ydeHne MUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ padoueil MporpaMMoOid, CIIUCKOM
y4eOHO-METOMUECKOT0 U MporpaMMHoOro obdecnedyenus. CamocrosTenbHas paboTa CTyACHTa BKIIOYAET
paboTy ¢ yueOHBIMU MaTepHalaMH, BBIIOJHEHHE KOHTPOJIBHBIX MEPONPUITHH, MPETyCMOTPEHHBIX
y4eOHBIM ILTAHOM.

B nporecce n3ydeHuns: IUCUUIUIMHBI IS JIyYIIETO OCBOCHUS MaTepuaia He0OXOANMMO PETYIISIPHO
oOpamarbcsi K PeKOMEHAYEMOH IuTeparype U MCTOYHMKAM, YKa3aHHBIM B y4eOHBIX Marepuaiax;
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MOJIb30BaThCsl yepe3 KaOMHEeT CTy/AeHTa Ha cailte YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)KE 00IIETOCTYTHBIMH UHTEPHET-NIOPTAIaMU, COACPKAIIUMHU
HAayYHO-TIONYJSIPHbIE U CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHeKTaM

y4eOHON JUCITUIUIMHBI.

[Ipu camMoCTOATEIHLHOM U3YYEHHUU TEM CIIEAYHTE pEKOMEHIAIHSIM:

— YTEHHE HWJH MPOCMOTP MaTepHualia OCYLIECTBISHTE CO CKOPOCTbIO, NOCTATOYHOM s
WHAUBUAYATbHOTO TOHUMAaHUS U OCBOEHMS MaTepuajia, BbIIENsisi OCHOBHBIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTAaBUThH Te3UChl. OCBOMB MaTepual, MOMbITaTbCS COOTHECTH TEOPHUIO C MPUMEpPAMHU U3

MIPAKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BBISICHUTH UX
3HaYEHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATe Ha MPEJI0KEHHbBIE BOIIPOCHI.

CtyaeHThl MOTYT MOJy4aTh HHAUMBUIyaIbHbIE KOHCYIbTAIlMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIUH.

[To gucuumIMHE MOTYT MPOBOJMTHLCS OMOJHUTEIbHBIC 3aHATHUSA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB W 3anucu BEeOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / SJIEKTPOHHOM

KypHaJIe Mo TUCIUIUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM /ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTSIMU

310POBbsI H HHBAJINI0B

s nun ¢ OrpaHUYEHHBIMH BO3MOXHOCTSMHU 3J0POBbS M MHBAJIHUIAOB INPEAYCMOTPEHBI
JIOTIOJTHUTEJIHHBIE OLIEHOYHBIE MaTepHalibl, IEPEeYeHb KOTOPHIX yKa3zaH B Ta0nwmie 9.2.

Tabnuma 9.2 — JlomonHUTENbHBIE MaTepHallbl OLCHUBAHUS ISl JIUIl C OTPAHUYCHHBIMH
BO3MOXHOCTSIMUA 3JJ0POBbSi 1 WHBAJINJIOB

Kareropuu o6yuaroniuxcs

Bupl 7onMOMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYEHUs

C HapylmeHusIMH cIyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pa0OTHI

[Ipenmy11eCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyIICHUSIMU 3pEHUS

CobecenoBaHue 1o BOIpocam K
3a4eTy, OMPOC MO0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUIYAJBHO)

C HapyluIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO allnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCHbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHvyYeHUSIMH TIO
o0IIeMe TUIIUHCKUM
MOKa3aHUSIM

TecThl, TUCbMEHHBIC
CaMOCTOSITENIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE paOOTHI,
YCTHBIE OTBETBI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMHU, ONIPCACTIAIONIUNMUCA
UCXOJS U3 COCTOSIHUS
o0yJaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToanuyecKkue PCKOMEHAAIHUHA 110 OMCHOYHBIM MaTepHaJIaM JIJd JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMMU 310POBbSA 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & HMCHHO:

— B mieuaTHou hopme;

— B I1€YaTHOW (hOpMe C yBEITUUYEHHBIM IIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHUA aCCUCTCHTOM 3aJIaHUSA BCIIYX;

— MPEJIOCTABJICHUE 33JJaHHUS C UCTIOJIL30BAHUEM CYPIOIIEPEBO/IA.

.HI/IIIaM C OrpaHUYCHHBIMU BO3MOXHOCTAMHU 3JO0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BpPEMA Ha
IMOATOTOBKY OTBCTOB HAa KOHTPOJIBHBIC BOIIPOCHI. I[J'[SI TaKuX 06yt1a}01111/1xcs{ npeaycmMaTpmuBacTCd
nocTymHas popMa Ipe0CTaBICHUS OTBETOB HA 3aJaHHsI, a UMEHHO:

— MUCBMEHHO Ha Oymare;
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— HabOp OTBETOB Ha KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNUEM YCIIYT aCCHCTEHTA;

— MPEJICTaBJIEHUE OTBETOB YCTHO.

[Ipouenypa omeHUBAHHUS PE3yIbTATOB OOYYECHHUs JUIl C OTPAaHUUYCHHBIMU BO3MOXXHOCTSIMHU
3I0pPOBbSI U MHBAIUIOB 10 AUCIHILIMHE TPEIyCMAaTPUBACT MPEAOCTaBIeHNE HHPOpManuu B hopMax,
a/IalITUPOBAHHBIX K OTPAaHUYEHHSIM UX 3I0POBbsI U BOCIIPHATHSI HHPOPMAITUH:

Jst U ¢ HapylIeHUsIMU 3PeHu:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOUW popMe yBEITUUCHHBIM HIPUGPTOM.

J st U ¢ HApyIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

J st U1 ¢ HApYLIeHHUsIMU OTIOPHO-BUIaTeJIbHOT0 anmapara:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOAUTHLCS B HECKOJIBKO 3TAIIOB.
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