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@opMBI IPOMEKYTOUHOH aTTECTALUA Cemectp
DK3aMeH 8

Tomck
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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. O6yuuth CTYAEHTOB OCHOBaM HOCTPOCHHUS M DSKCIJyaTallMd pacHpeeleHHbIX
aBTOMATH3UPOBAHHBIX CHCTEM, HCIIONB3YIOMINUX OECIPOBOHbBIC KaHAJbI Iepeayl JaHHbBIX, TPUHIUIIAM U
MeToJaM 3allUThl HH(pOpMALUU B MOJOOHBIX CHCTEMaX, HaBbIKAM KOMIIJIEKCHOT'O MPOEKTHUPOBAaHMUS,
MOCTPOCHHS U aHAJIM3a 3aIUIIEHHBIX CUCTEM OECIIPOBOIHON CBS3H.

1.2. 3agauy AUCHUILIUHBI

1. u3y4yeHne TEXHOJIOTUH U POTOKOJIOB OECITPOBOIHOM TIEpeIaun JaHHBIX.

2. paccMOTpEeHHE apXUTEKTYpPhI U KilacCU(UKALIMK pacpeelIeHHbIX CUCTEM OECIPOBOIHOI CBSI3U.
3. BbIJeNIeHHE OCHOBHBIX YIpo3 HH(OpMalMU B CUCTEMaxX OECIIPOBOIHON CBSA3H.

4. uzydeHue MpOrpaMMHO-aNNapaTHBIX CpeacTB oOecredyeHHus: 0e30MacHOCTH B CHCTEMax

OECTIIPOBOTHOM CBSI3H.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Yacte Otoka gucrmiing: O0g3aTeIbHas 4acTh.

Monyne quctumiud: Moayns cnenpansHocta (special hard skills - SHS).

Nunexc qucuumiuael: 51.0.03.26.

PeanusyeTcs ¢ mpUMEHEHHEM D3JIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX

TEXHOJIOTHUH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ no JMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JTOCTHIKEHUS
WVHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0y4eHUS 110
KOMIICTEHIIMH JUCLUIUINHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN

CornacoBaHa Ha noptane N2 61594



OIIK-9. Cnocob6en
pemaThb 3a1a4n
pohecCHOHATLHOM
NESITETLHOCTH C YYETOM
TEKYIETO COCTOSTHUS U
TEHJCHUNN Pa3BUTUA
WH(POPMAITMOHHBIX
TEXHOJIOT'MH, CPEJCTB
TEXHUYECKON 3alIUThI
uHpOpMaInH, ceTel u
CHCTEM TIepeiadun
uHpOpMaLUN

OIIK-9.1. 3HaeT OCHOBHBIC
MIPOrpaMMHBIC U
IPOrPaMMHO-AIIAPATHRIE
CpEeIICTBA 3aIUTHI
uHpOpMaLUN
TEJICKOMMYHHUKAIIMOHHBIX
CHCTEM OT
HECaHKIIMOHUPOBAHHOTO
JOCTYTIA W TIPUHIIAITEI Pa0OTHI
3THX CPEICTB

3HaeT COCTaB U MPUHIIMITBI pabOTHI CPEICTB
3alMTHl HHPOPMAIUN
TEJIEKOMMYHHUKAITMOHHBIX CUCTEM; 3HACT
CHOCOOBI BBISIBIICHUS] KAHATIOB YTEUKU
UH(POPMALIUU 1 METO/IbI OLIEHKU OMACHOCTH;
HOMEHKJIATYPY U XapaKTePUCTUKH
MIPOTPaMMHO-AIIAPATHBIX CPEJCTB 3aIUTHI
nH(GOPMAIINN; OCHOBHBIC CITOCOOBI 3aITUTHI
00BEKTOB HHPOPMALIUT
TEJIEKOMMYHHUKAIITOHHBIX CUCTEM OT
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA; METOIUKA
MHCTPYMEHTAIBHOTO KOHTPOJIS

3G PEKTUBHOCTH 3aLIUTHI; HOMEHKIIATYPY
MPUMEHSIEMBIX CPEJCTB 3alUTH HH)OPMAIIH
OT HECAHKIIMOHUPOBAHHOW YTEUKH I10
TEXHUYECKUM KaHayaM U (pu3mdeckon
3alIUTHl 00BEKTOB HHPOPMATHU3ALIUH.

OIIK-9.2. Ymeer HacTpanBaTh
TUTIOBBIE IPOrPAMMHBIE U
MIPOrpaMMHO-aIapaTHbIE
CpEeJICTBA 3aIUThHI
uHbopmaIuu
TEJIeKOMMYHUKAIIMOHHBIX
CUCTEM OT
HECaHKIIMOHUPOBAHHOTO
JOCTyTa, ONPEENSTh
HaJIMYUe TUIOBBIX
TEXHUUYECKUX KaHAJIOB YTEUKU
nH(popmaIuu Ha 00BEKTaxX
nHpopmMaTH3aIu

YMeer ycTaHaBIIMBaTh, HACTPAUBATh,
MPUMEHSTH TUTIOBBIC TPOTPAaMMHEBIE U
POTPaMMHO-AIAPaTHBIE CPEJICTBA 3AIUTHI
WH(POPMAIINH; THAaTHOCTUPOBATh U YCTPAHSATH
0TKa3bl, 00ecreurnBaTh pabOTOCIIOCOOHOCTD 1
TECTHPOBAThH (PYHKIIUU TIPOTPAMMHO-
anmapaTHbIX CPEJICTB 3aIIUTHI HHPOPMAIINH;
MIPOBEPATH BBHITOJIHEHHUE TPEOOBAHUI 11O
3amuTe nHpopMauu OT
HECAHKIIMOHUPOBAHHOTO JOCTYIIA;
OCYIIIECTBIIATh MOHUTOPHHT U PETHCTPALINIO
CBEJICHUH, HEOOXOAMMBIX JIJISI 3aIUTHI
TEJIEKOMMYHHUKAIIHOHHBIX CUCTEM OT
HECAHKIIMOHUPOBAHHOTO JOCTYTIA;
OTIpEeNIeNSATh HATMYNE THITOBBIX TEXHUIECKUX
KaHAJIOB yTEUYKH HH(POPMAITUU Ha 00BEKTaxX
nH(pOopMaTH3AIHH.

OIIK-9.3. Bnageet
METOJIMKaMHU pacueTa u
HHCTPYMEHTAIBLHOTO
KOHTPOJISI TOKa3ateneit
TEXHUYECKOH 3aIIUThHI
uHbOopMaIuu Ha 00bEKTaxX
nH(pOpMaTU3alNY, HABBIKAMH
MPOBEJCHUS H3MEPEHUN TIPU
aTTecTanuu 00BEKTOB
uH(pOpMaTU3ALNUHU TIO
TpeOOBaHUSAM 3AIIUTHI
uHpOpMaLun

BrnaneeT onbITOM BBINOTHEHHS TPEOOBAHUH
10 3aIuTe HHPOpPMaIUN OT
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA MPU
aTTecTalluu 00bEKTOB MH(OPMATH3ALMU IO
TpeGoBaHUsAM 0€30MacHOCTH HH(pOpMaIUH;
yMEET UCII0JIb30BaTh TUIIOBbIE TPOrPaMMHBIE
KpHUNTOrpaguuecKkue CpesicTBa, B TOM YUCIIe
AJIEKTPOHHYIO MOIKCH; BIaI€ET OMBITOM
BBISIBIICHUS TEXHUYECKUX KaHAJIOB YTEUKU
uHpOpMalLKH, YCTPAaHEHUS OTKA30B,
HKCIUTyaTallul ¥ HACTPOHKU MHKEHEPHO-
TEXHUYECKUX CPENICTB (PU3NUECKOM 3aLIUThI U
TEXHUYECKHUX CPE/ICTB 3aIIUTHI HHPOPMALINY;
BJIaJICET ONBITOM MPOBEACHHS U3MEPEHUI
apaMeTpoOB, CO3/1aBAEMbIX TEXHUYECKUMHU
cpeacTBaMu 00paboTKU MH(OPMAIUH ITPH
aTTecTalluu 00bEKTOB MH(OpMATH3ALMU IO
TpeGoBaHUAM 0€30MacHOCTH UH(POPMALIUH.

CornacoBaHa Ha noptane N2 61594




OIIK-12. Criocoben
MIPUMCHSTH 3HAHUS B
obsactu 6€30MacCHOCTH
BBIYHCITUTEILHBIX CETEH,
OTICPAITUOHHBIX CUCTEM
u 0a3 JaHHBIX MIPH
pa3zpaboTke
ABTOMATH3UPOBAHHBIX
CUCTEM

OIIK-12.1. 3naer
KJIACCU(PUKAITUIO
KOMITBIOTEPHBIX CHCTEM, BUJIBI
UH(POPMALIMOHHOTO
B3aUMOJICVCTBUS U
00CITy>KMBaHHUs, OCHOBBI
MOCTPOCHHS
ABTOMAaTH3UPOBAHHBIX
CHCTEM, Ha3HAYCHHUE,
GyHKIMN ¥ 0000MEHHY IO
CTPYKTYPY OIEPalMOHHBIX
CHCTEM M TUIIOBBIC
OTIEPALIMOHHBIE CUCTEMBI, B
TOM YHCJI€ OT€YECTBEHHOTO
POM3BOJICTBA

3HaeT nNporpaMMHO-aNapaTHbIe CPECTBA
3aIIUThl HHPOPMAIIUH B TUIIOBBIX
OIEPAIIOHHBIX CUCTEMaX, CUCTEMaxX
yrpaBiieHUs: 0a3aMH JaHHBIX, KOMITBIOTEPHBIX
CeTsIX; 3HACT KIJIACCU(PHUKALUIO COBPEMEHHBIX
KOMITBIOTEPHBIX CHCTEM, TUIIOBBIC CTPYKTYPhI
Y TIPUHIUITBI OPTaHU3aIUU KOMITBIOTEPHBIX
ceTeli; Ha3HaueHue, QYHKIMU U 0000IECHHYIO
CTPYKTYpPY OIECPAIIMOHHBIX CUCTEM;
HAa3HAYCHUE U OCHOBHBIC KOMIIOHEHTBI
OIEPAI[HOHHBIX CUCTEM.

OIIK-12.2. YMeeT npuMeHsTh
BBIOpaHHBIC
nH(pOpMaITMOHHBIE
TEXHOJIOTHH, TPOrPaMMHBIE
CpeJlICTBa CUCTEMHOIO U
MIPUKIIATHOTO Ha3HAUYCHUH ISt
pelieHus 3aaau
npodecCuoHaIbHON
NEeSITEIbHOCTH, YCTPAHAITh
BBISIBJICHHBIE YS3BUMOCTHU
aBTOMaTU3UPOBAHHON
CUCTEMBI, IPUBOSIINE K
BO3HUKHOBEHUIO yTPO3
0e30macHOCTH HH(POPMAITUH

YMmeeT KOHPUTYypUPOBATH TPOrPAMMHO-
anmnapaTHbIEe CpPeJICTBA 3alIUThl HHPOPMATUU
B COOTBETCTBUU C 33/IaHHBIMH MOJIUTUKAMHU
0€301MacCHOCTH; YMEET YCTaHABJINUBATH U
HACTPanBaTh ONEPALIUOHHBIE CUCTEMBI,
KOMITBIOTEPHBIE CETH U MTPOrPaMMHBIE
CHUCTEMBI C Y4ETOM TpeOOBaHMil 10
o0ecTieueHHIO 3alTuThl HHPOPMAIINH,
MIPUMEHSIET TUIIOBBIE IPOrPaMMHBIE CPEICTBA
CHUCTEMHOTI'0 U TPUKIIAJHOTO Ha3HAYCHUS JIJIs
BBISIBJICHUSI YSI3BUMOCTEHN Mpu 0oOMeHe
JTAHHBIMHU, B TOM YHCJI€ C UCIIOJIb30BAaHUEM
rI100aTbHOM HH(POPMAITMOHHOHN CETH
HNuTtepHer.

OIIK-12.3. Bnaneer
HaBBIKAMU OCYILECTBICHHS
ABTOHOMHOM HalaJKu
TEXHUYECKHUX U MIPOTPaMMHBIX
CPEJCTB CUCTEMBI 3aLUThHI
uHpopMaLun
ABTOMATH3UPOBAHHOM
CHUCTEMBI

BnaneeTr HaBbIKamMu 3alUThI HH(OPMAIIMH B
aBTOMATH3MPOBAHHBIX CHCTEMAaX B IMPOIIECCE
UX DKCIUTyaTalluy; BIIaJIeeT HABBIKAMHU
JIMarHOCTUKHU CHCTEM 3aIUThl HH)OpMAIUK
ABTOMATH3MPOBAHHBIX CHCTEM; BJIJICET
HaBBIKAMHU aJIMUHUCTPUPOBAHUS CHCTEM
3alUThl UHGOPMAIMKA ABTOMATH3UPOBAHHBIX
CHUCTEM; BJIaJICCT HABBIKAMU YITPABICHHS
3alUTON HH(pOpPMAIIMK B
ABTOMATH3MPOBAHHBIX CHCTEMaX; BJIAJICET
HaBbIKaMU o0ecrieueHus: paboToCOCOOHOCTH
CUCTEM 3alIUThl HHPOPMAIIUHU TIPU
BO3HHUKHOBEHUH HEIITATHBIX CUTYAIUI.

IIpodeccuonanbHbIe KOMIIETEHIIUH

4. O0beM IMCUMIIMHBI B 324€THBIX eJUHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHYeCKUX YacOB,
BblJIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy o0y4aroiuxcsi ¢ npenojaasarejieM
U HA CAMOCTOSITEJIbHYI0 Pa00oTy 00y4Yaromuxcs

06111351 TPYAOCMKOCTD JUCHUIIJIMHBI COCTABJIACT 4 3a4eTHBIX CIWHUII, 144 AKaICMHUYCCKUX 4aCOB.
Pacnpe,ueneHHe TPYAOCMKOCTH JUCHUIUIMHBI 110 BUAAM yqeGHoﬁ ACATCIIBHOCTU MPCACTABICHO B

tabiuue 4.1.

Tabnuua 4.1 — Tpy10eMKOCTb TUCIMITIIMHBI 110 BUJIaM Y4eOHOM J1eATeIbHOCTH
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» Becero |CemecTpbl
Bunel yueOHOI1 nesTenbHOCTH
4acoB 8 cemectp
KonTakTHas aynuTopHas padora 00y4alomuxcs ¢ npenojaBareseM, BCero 64 64
JIeKunoHHbIE 3aHATHS 28 28
JlaGopaTopHblie 3aHITHS 36 36
CamocrosiTesibHasi padoTa 00y4alOUIUXCs, B T.4. KOHTAKTHasA 44 44
BHeayIUTOPHas padoTa 00y4yarommxcsi ¢ nNpenoaasarTejieM, BCero
[ToaroroBka K TECTHPOBAHUIO 10 10
[ToaroToBka k mabopatopHO paboTe, HATMCAHUE OTYETa 12 12
Hanucanue otueta o nabopaTtopHoii padote 18 18
[ToaroroBka K KOHTPOJIBHOM paboTe 4 4
IToaroroBka u capaya JxK3aMeHa 36 36
OO0mas TpyAoeMKOCTb (B Yacax) 144 144
Oo6mas TpyaoeMKocTh (B 3.€.) 4 4

5. CTpykTypa u cojep:kaHue TUCHHUIIMHBI
5.1. Pa3znennl (TeMbl) JUCHUNJIMHBI U BUAbI Y4eOHOI 1eITeJIbHOCTH

CTpyKTypa IHCIUILUIMHBI TIO pa3jaeiaM (TeMaMm) ¥ BHjaaM y4eOHOW NesTeIbHOCTH NMPUBEACHA B
tabymue 5.1.
Tabmuma 5.1 — Paznens! (TeMbl) TUCIUILIMHBI M BUABI YI€OHON ACATEIHHOCTH

Jlek. | JIa6. | Cam. Beero wacos dopmupyembie

HasBanus pasnenoB (TeM) TUCIUTITUHBI sam., | pab. |pab., (6e3 KOMITCTCHIIHH
9K3aMeHa)
8 cemecTp

1 OcHOBBI 1 0cOOEHHOCTH OeCTIPOBOAHBIX |4 4 6 14 OIIK-12, OIIK-9
TEXHOJIOTU

2 Ilpunnuns! nepegaun nagpopmanuu B (4 4 8 16 OIIK-9, OIIK-12
paanosdupe

3 Buasl 6ectipoBoiHbIX ceTeld. OCHOBHEBIE |6 12 8 26 OIIK-9, OIIK-12
yIpo3bl HH(HOPMALIMOHHON OE€30MaCHOCTH

4 TTocTpoeHue 3alUIEeHHbIX 8 8 12 28 OIIK-9, OIIK-12

pacrpeieieHHbIX CUCTEM Ha OCHOBE
OecrpoOBOHBIX ceTel

5 MeToanka UCIIBLITAHUN CUCTEM 6 8 10 24 OIIK-9, OIIK-12
OecTpOBOIHOM CBSI3U

Hroro 3a cemectp|28 36 44 108
Uroro|28 36 44 108

5.2. Coaep:xanue pa3esoB (TeM) TUCHUNIMHBI

Copepxanue pa3eiioB (TeM) JUCIUTLINHBI (B T.9. IO JISKIIHSIM) IPUBEICHO B Tadwmie 5.2.
Ta6ymna 5.2 — CoaeprkaHue pa3ieaoB (TeM) TUCHUILIMHBEI (B T.Y. IO JICKIIHSIM)

TpyroemMKocThb
Haspanwust pazgenoB | Conepskanue pas3ienoB (TeM) TUCIUTLIAHBI (nexiio . dopmupyemblie
JIEKIIMOHHBI
(TeM) JUCHUIUIMHBI (B T.4. IO JICKITUSIM) KOMIIETEHITUHA
3aHATHSA), U
8 cemectp
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1 OcHOBBI U HcTopus pa3Butus 0eCripOBOAHOM CBS3H. 4 OIIK-12
0COOEHHOCTH OTnMuus IpPOBOJHBIX U OECIIPOBOIHBIX
0ecrpOBOTHBIX TEXHOJIOTHI Mepesadn
TEXHOJIOTHIA nansbix. Kimaccngukarms 6ecripoBOIHBIX
TEXHOJIOTHH 10 TAaIbHOCTH ASUCTBUS, 10
TOIOJIOTHH, 110 00JIACTH JICHCTBH.
Hroro 4
2 Ilpunnuns! nepenaun |[lakeTHas 1 CMUHXpOHHAs Nepesaya B 4 OIIK-9
uHpOpMaLuu B panuospupe. MeTo 1l MOLYIISAILMU U
panuoagupe TEXHOJIOTUH Nepegadn. MeToisl 1ocTyna K
cpezne. MeTobl IIMPOKOIIOIOCHOM
nepeaayd CUrHaa.
HUrtoro 4
3 Buasr 6ectipoBoaubix | Kimaccudukanms 6ecrmpoBOIHBIX CETEH. 6 OIIK-9,
cereil. OCHOBHBIE [ToacnymmBanue. OTka3 B 00CTy KHBaHUU. OIIK-12
YIpO3bl ['mymeHne KIMEHTCKON CTaHIHH.
MH(POPMALIMOHHOM ['mymenune 6a30B0i cTaHIUU. YTPO3bI
0e3onacHoCcTH KPHUITO3AIIUTHI.
Hroro 6
4 Tloctpoenue Criennuka 4aCTOTHOTO PEryIHPOBAHUSI. 8 OIIK-9,
3aIMIIEHHBIX OcHOBHbBIE IPUHLIUIIBI TIPOEKTUPOBAHUS OIIK-12
pacrpeieIeHHBIX 3alIMIIEHHBIX OECIIPOBOIHBIX CETEH.
CUCTEM Ha OCHOBE Co3nanue ayTeHTH(HUKATMOHHON
OecrpoBOHBIX ceTeil  |MHQpacTpykTyphl. [IpuMenenue
KPUNTOTpapUIECKUX allrOPUTMOB.
[TpumeneHne HHPPACTPYKTYPHI OTKPHITHIX
kiroueit (PKI).
Hroro 8
5 Meroauka @DaxTOpsl, ONPEAEIAIOLINE PEATbHYIO 6 OIIK-9
UCTIBITAHUN CUCTEM IPOM3BOIUTENLHOCTh CUCTEMBI IIPU
O0ecrpoBOIHOM CBsI3M  |OECIIPOBOIHON Nepeaaye JTaHHbIX.
PexoMeH1yeMblii KOMILJIEKC MOJIEBBIX
ucnbITanuil. OGpa31oBbIe TECTHI U
pe3yJabTaThl 1a00PAaTOPHBIX UCTIBITAHUH.
Mertoarka TeCTUPOBAaHUS OLICHKH YPOBHS
3alUIIEHHOCTH.
Htoro 6
Hroro 3a cemectp 28
Hroro 28
5.3. IIpakTH4yeckune 3aHATHSA (CEMHHAPBI)
He npenycMOoTpeHo y4eOHBIM IIaHOM
5.4. JlabopaTopHbIe 3aHATUSA
HaumenoBanue 1abopaTopHbIX pabOT NpHUBEACHO B TabiuIle 5.4.
Tabmuna 5.4 — HaumeHnoBanue 1a60paTOpHBIX padoT
Haspanus paznenos (Tem) HaumeHoBanHe 1a6opaTopHsIX padorT Tpynoemkocts, | PopMupyemsbie
TVCIUTUTAHBI KOMIICTEHIIH

8 cemecTp
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1 OcnoBsl 1 ocobennoctu |Iloaroroeka padoyero mecra 4 OIIK-9
OeCIIpOBOIHBIX
TeXHgnomﬁ Hroro 4
2 [TpuHuuMnbl nepenavu Hccnenosanne NOTOKOB TaHHBIX U 4 OIIK-9, OIIK-12
uHpopmaIuu B MeXaHu3MoOB B3aumoxeiictsus B WiFi
paauoddupe CEeTAX
Htoro 4
3 Bujbl 6ecipoBOAHBIX CrnoBapHble aTaky Ha CETH 4 OIIK-9
ceteil. OcHOBHBIC yrpo3bl  |cranaapToB WPA/WPA?2
MH(POPMALMOHHOM CpeacTBa TECTUPOBAHUS 4 OI1K-9
0e30macHOCTH 0e30macHOCTH O€CTIPOBOIHBIX CETEH
Ha iatdopme Kali Linux. bazoBsiit
Habop nHCTpyMeHTOB. HacTpoiika
pabouero pexuma.
VYrposa tuna «OTka3 B 4 OIIK-9
oOciyxuBanue». Ytunuta MDK.
TunoBble aTaku U CIIOCOOBI 3aIIUTHI.
Hroro 12
4 TloctpoeHue VY S3BUMOCTH IPOTOKOJIA 4 OIIK-9, OIIK-12
3alUIIEHHBIX ABTOMATU3HPOBAHHON HACTPOUKH
pacnpeneneHHbix cuctem | WPS
Ha OCHOBE OECIPOBOAHBIX | ATaKH «OTKa3 B 00CITY’KHBAHUM» HA 4 OIIK-9, OIIK-12
cerei JIOKaJIbHBIE 0ECITPOBOAHBIE CETH
Uroro 8
5 Metoavka UCTIBITAHUK | ABTOMATU3UPOBAHHBIN ayUT 8 OIIK-9, OIIK-12
cucTeM OecrpoOBOTHOM 0e30macHOCTH 0ECIPOBOTHBIX
CBSI3U JIOKAJIbHBIX CETEH
Htoro 8
Uroro 3a cemectp 36
Uroro 36

5.5. KypcoBoii npoekT / KypcoBasi padora

He npeaycMoOTpeHO y‘le6HLIM IIJTaHOM

5.6. CamocTosiTeqbHaAs1 padoTa

Buer caMocTosITENbHOM pabOThI, TPYAOEMKOCTh M (POPMHUPYEMbIEe KOMIIETCHIIMU TIPEICTABIICHBI B

Taduie 5.6.

Tabmura 5.6 — Bujbl caMOoCTOSITeNILHOM paboThI, TPYA0EMKOCTh B (pOpMHpyEeMble KOMICTCHIIHN
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HasBanus paznenos | Bunsl camocrosarensHon | Tpynoemkocts, | dopmupyemslie
DOpMBI KOHTPOJIA
(TeM) TUCLMILIAHBI paboThI q KOMITIETCHITUHN
8 cemecTp
1 OcHOBEI U IToaroroBka x 2 OIIK-9 TectupoBanue
0COOEHHOCTH TECTUPOBAHUIO
OecrpoBOAHBIX ITogroroska k 2 OIIK-9 JIaGopatopHas
TEXHOJIOTHH naboparopHoii padore, paborta
HaIMCaHUE OTYeTa
Hanucanue otuera no 2 OIIK-9 OtyeT no
nabopatopHoO# pabore nabopaTopHOI
pabote
Hroro 6
7




2 IpuHnumns IToaroroBka x 2 OIIK-9 KonTposibHas
nepeaadn KOHTPOJIbHOU paboTe paborta
MH(pOpMaLUHK B IToaroroBka x 2 OIIK-9, OIIK-12| TectupoBanue
paamospupe TECTUPOBAHUIO
IToaroroska k 2 OIIK-9, OIIK-12 | JlaGopaTopHas
nabopaTopHoii paboTe, pabota
HaAMMCaHue OT4eTa
Hanucanue otyera 1o 2 OIIK-9, OIIK-12 Ortuer o
nabopatopHoi pabore nabopaTopHOI
pabore
Hroro 8
3 Bugsl IToaroroBka k 2 OIIK-9 TectupoBanue
OecrpoBOIHBIX TECTUPOBAHUIO
cereid. OCHOBHBIC [ToaroToBKa K 2 OIIK-9 JlaGopaTopHas
YIpO3el naboparopHot padore, paborta
MHPOPMALMOHHON  |garicanue oTyera
Oe3omacHOCTH Hamucanue oTdera 1o 4 OI1K-9 OT4er 1o
nmabopaTopHoi pabore nabopaTopHOI
pabote
Htoro 8
4 IlocTpoeHue IToaroroBka k 2 OIIK-9, OIIK-12 | TectupoBanue
3aIUIIICHHBIX TECTUPOBAHUIO
PacIpe/IeICHHbIX [ToaroroBka k 4 OIIK-9, OIIK-12 | JlaGoparopHas
CHUCTCM Ha OCHOBC nabopaTopHo# paboTe, paborta
OeCcrpoOBOAHBIX CETEH | Hamicanne oTyeTa
Hanucanue otuera mno 6 OIIK-9, OIIK-12 Otuer o
nabopaTopHoii padote 1abopaTopHOii
pabote
HTtoro 12
5 Metoauka IToaroroBka x 2 OIIK-9 KonTtponbHas
WCIIBITAHUHN CUCTEM  |KOHTPOJIBHOU paboTe paborta
OecrpoBOIHON CBA3U |[ToAroTOBKA K 2 OIIK-9, OIIK-12| TectupoBanue
TECTUPOBAHUIO
[TonroroBka K 2 OIIK-9, OIIK-12 | JlaGopaTtopHas
naboparopHot padore, paborta
HaAIMCaHWe OTYeTa
Hammcanwne oTyera 1mo 4 OIIK-9, OIIK-12 Otuer no
nabopaTopHoi pabore nabopaTopHOI
pabote
Hroro 10
Hroro 3a cemectp 44
IToaroroBka u cmavua 36 OK3aMeH
JK3aMeHa
Hroro 80

5.7. CoorBercTBHE KOMIIETEHINH, GOpPMHPYEMBIX IPH H3YYCHHH AUCHHUILIMHBI,
1 BHJIOB Y4eOHOM 1esiTe IbHOCTH

CooTBeTcTBUE KOMIETEHIUMH, (GOPMUPYEMBIX NMPU U3YyUYECHHH AUCIUILINHBI, U BUJIOB Y4eOHOM

JeSATEeIbHOCTH MPEICTABIICHO B Tabuie S.7.

CornacoBaHa Ha noptane N2 61594




Ta6muma 5.7 — CoOTBETCTBUE KOMIETEHIIUN, (GOPMUPYEMBIX TIPU U3YUECHUHN TUCIUTIINHBI, U BUIOB

3aHATUI
Bunpl yueOHoi
PopwmHpyemie AcATerbioc DOopMBI KOHTPOJIS
KOMITETCHITNH Jlek. JIab. Cam.
3aH. pao. pao.

OIIK-9 + + + Konrtponbnas pabora, JlJabopaTopnas padora,
TectupoBanue, Jk3ameH, OT4eT Mo
nabopaTopHoii pabote

OIIK-12 + + + JlabopaTtopHas pabota, TectupoBanue, JK3aMeH,
Otuer o nabopatopHoit pabote

6. PeiiTuHroBasi cucremMa /1Jisl OLlEHKH yCIIeBAeMOCTH 00y4aromuxcst

bannbsHbIe o1eHKH 11 POpM KOHTPOJIS MPEACTaBICHBI B Ta0uIE 6. 1.

6.1. ba/uibHbIE OLEHKH I (DOPM KOHTPOJIsA

Tabmuia 6.1 — banipHbIE OLIEHKH

. . MaxkcumanbHbIN
MaxkcumanbHbIN MakcumanbHbII
OaJi 3a mepuos Bcero 3a
DopMBbI KOHTPOJIS 6amn Ha 1-yto KT ¢ | Oam 3a mepuof
Mexny 2KT u Ha CEMECTD
Hayana cemectpa | mexnay KT u 2KT
KOHEI[ cemMecTpa
8 cemecTp
Konrponsnas padora 5 10 5 20
JlaGopartopnast pabota 2 6 6 14
TectupoBanue 5 10 5 20
Otuer no nmabopaTtopHOH 4 6 6 16
pabote
OK3aMeH 30
Hroro makcumym 3a 16 32 22 100
nepHo
Hapacraromum utorom 16 48 70 100
6.2. IlepecueTr 0a/1710B B OLICHKH 32 TEKYIIH KOHTPOJIb
[TepecueT 6a/UIOB B OIIEHKH 32 TEKYITUH KOHTPOJb TPEJCTABJICH B TadIUIE 6.2.
Tabmuia 6.2 — [lepecuer 6AJIIOB B OIICHKH 32 TCKYIIUH KOHTPOIIb
basel Ha 1aTy TEKyIIero KOHTPOJIsA Onenka
> 90% ot MakcuMaIbHOI cymMMbI OamtoB Ha maty TK 5
Ot 70% no 89% ot MmakcuMabHOM cyMMBI O6aiioB Ha naty TK 4
Ot 60% 10 69% oT MakcuManbHOI cymMbl OamioB Ha naty TK 3
< 60% oT MakcuMaJIbHOI cyMMBbI OaiioB Ha gaty TK 2

6.3. IlepecueTr cyMMbI 02/1710B B TPAAUIIHOHHYIO M MEKIYHAPOAHYIO OLIEHKY

[lepecueT cymMMbl 6ayioB B TPAJULMOHHYIO U MEXAYHApPOJHYIO OIIEHKY MPEJCTaBIEH B TaOIuIe

6.3.

Tabmuma 6.3 — Ilepecder cymMMbl 6JIJIOB B TPAIUIIMOHHYIO U MEXIYHAPOAHYIO OLICHKY

Hrorosas cymma 6asios,

Onenka YUMTBIBAET YCIEUIHO CIAHHBIN Onenka (ECTS)
9K3aMEH
5 (oTMYHO) (3a4TEHO) 90— 100 A (oTIU4HO)
4 (xopor10) (3a4T€HO) 85 -89 B (ouens xopor1io)
75— 84 C (xoporo)
70 — 74 D (y1oBIETBOPHUTEIHHO)
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3 (yAOBIETBOPUTENIHHO) (3aYTEHO) 65— 69

60 — 64 E (mocpencTBenHo)

2 (HeyIOBIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6ammos F (meynoBrnerBoputeabHO)

7. Y4eOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE o0ecneyeHue TUCHUILINHBI
7.1. OcHOBHas JUTEpaTypa

1. Makcum, M. be3omacHocts 6ecnipoBoanbix ceteit / M. Makcuwm, [l. [Tonnuro. — Mocksa :
JMK Ilpecc, 2008. — 288 c. — ISBN 5-94074-248-3. — TekcT : 25IeKTpOHHBIH // JIaHb : 37I€KTPOHHO-
OubnmoTeuHas cucTema. [ DIeKTpoHHbIN pecypc]: — Pexum gocryma: https://e.lanbook.com/book/1115.

7.2. lonoJTHUTEIbHAS JIUTEPaTypa

1. Bapuc, K. 3amura ot xakepoB 6ecripoBOAHBIX ceTeit [DnexkTpoHHbIil pecypc] / K. bapue, T.
boyre, /1. Jloiin, 3. Yne. — DnekTpoH. naH. — Mocksa [DnekrponHsbiit pecypc]: AMK Ilpecc, 2005. —
480 c. [DnexTponHsIii pecypc]: — Pexum goctyna: https://e.lanbook.com/book/1119.

2. CucteMbl paguoOCBsI3U U CceTHU Teiepaguosemanus: Kypc nexkuuil, KOMIObIOTEPHBIE
nabopaTopHble pabOThl, KOMIIBIOTEPHBIA MPAKTUKYM, 3aJlaHUE Ha CaMOCTOATENbHYI0 padoty / A. M.
I'onukos - 2018. 354 <c¢. [DnexktpoHHBH pecypc]: — Pexum pgoctyna:
https://edu.tusur.ru/publications/8848.

7.3. YueOHO-MeTOANYEeCKHE MOCOOUs
7.3.1. O6s3aTe1bHbIE YUeOHO-METOAMYECKHE TOCOOUSI

1. UcxakoB A.IO. 3amura uHbpopManuu B cCUCTEMax OECIPOBOIHON CBSI3U [DICKTPOHHBIN
pecypc]: MeToauyeckue yKa3aHus JJisl BHIIOJHEHHS MPAKTUUYECKUX U CAMOCTOSATENbHBIX paboT aJist
ctyaeHToB crnenuanbHocTH 10.05.03 "MHbopmanmonHas 6€301MacHOCTh aBTOMAaTH3WPOBAHHBIX CUCTEM'".
[OneKkTpOHHBIH pecypc]: — Pexum gocTymna:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/iay/iskhakov_prot_wirelessASU.zip.

2. UcxakoB A.lO. 3amura uadopmManum B cucTemMax OCCIPOBOJHOW CBS3U [DIEKTPOHHBIN
pecypc]: MeToAauMueckue yKa3zaHHs IS BBINOJHEHHS JTa0OpaTOpHBIX pabdOT s CTYyJEHTOB
cnenuaipHocTH 10.05.03 "HMHbDopmMammonHas O0€30MacHOCTh aBTOMAaTH3UPOBAHHBIX CHCTEM'.
[OneKkTpOHHBIH pecypc]: — Pexum gocTymna:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/iay/iskhakov_networks labASU.zip.

7.3.2. YueOHO-MeTOANYECKHE MTOCOONS JIS JINIT
€ OrpaHMYeHHBIMU BO3MOKHOCTSIMHM 3/10POBbSI M HHBAJIHU/I0B

Y4eOHO-MeTOIUYeCKUEe MaTepUaIIbl ISl CAMOCTOSITEIILHON U ayIMTOPHOIM PabOThl 00YYaIOLIHXCS
U3 YHCiIa JIUI] ¢ OTPAHUYCHHBIMU BO3MOXKHOCTSIMU 370POBbSI M HHBAJIH/IOB MPEIOCTABIAIOTCS B (hopMax,
aJIalITUPOBAHHBIX K OTPAHHYCHUSM HUX 3[0POBbSI U BOCHPUATHS HHOOpMALIUY.

JI1s JIMIL ¢ HApYIIEeHUSIMH 3PeHus:

— B (popMe 31IEKTPOHHOTO TIOKYMEHTA;

— B [1€YaTHOW (hopMe YBEIUYECHHBIM HIPUPTOM.

JI1s1 JIMIL ¢ HAPYIIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B miedatHou popme.

JI1s1 JIMIL ¢ HAPYIIEHUSIMHU ONOPHO-IBUTaTEIbHOI0 anmnapara:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B miedatHou popme.

7.4. CoBpeMeHHbIe TPo(eccuoHATIbHBIE 0a3bl JAHHBIX
1 HH(POPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. IIpu u3ydyeHUU NTUCHUIIUHBI PEKOMEHAYETCSl 00pallaThCsa K COBPEMEHHBIM 0a3aM JaHHBIX,
WHGOPMAIIMOHHO-CIIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa OoTKpHIT gocTyI:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MaTepnajbHO-TeXHHYECKOE U POrPaMMHOe o0ecnedyeHne JUCIUIITHHbI
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8.1. MaTepuaibHO-TeXHHYECKOE U MMPOrpaMMHOe o0ecreuyeHue J1JIsl JIEKIIMOHHbIX 3aHATHH

Jlns mpoBeieHUs 3aHATUN JIEKIIMOHHOTO THUMA, TPYIIOBBIX U HHAUBUIYaTbHBIX KOHCYIbTAIIHA,
TEKYIIEro KOHTPOJISL U MPOMEXYTOUHON aTTEeCTAllMU UCIIONb3yeTCs yueOHast ayaUTOPHUS C TOCTAaTOYHBIM
KOJIMYECTBOM MOCAIOYHBIX MECT i y4eOHOI rpymibl, 000py10BaHHAs JOCKOW U CTaHAAPTHON y4eOHOM
Mebenbto. FiMeroTcs MynbTuMeuitHoe 000py10BaHe U y4eOHO-HArIsAHbIE TOCOOUS, 00eCTIeUUBAIOIIHE
TEMaTUYECKHUE WILTIOCTPAIIMH 110 JICKITMOHHBIM pa3/iejaM JUCITUILUTHHBI.

8.2. MatepuajbHO-TeXHHYECKOE M TPOrPaMMHoOe odecriedeHue A5 1a00paTOpPHbIX padoT

JlaGopatopus 6e3omacHoctu ceteid DBM / Jlaboparopust kpunrorpadguu B 0aHKOBCKOM JIeJic:
ydeOHasi ayIuTOpHUs IS MPOBEICHUSA 3aHATUN NMPAKTUUECKOTO THIMA, ydeOHas ayIuTOpHUs IS
MPOBEACHUS 3aHATHI TabopaTropHoro Tuna; 634045, Tomckas obxacts, T. Tomck, yi. KpacHoapmerickas,
n. 146, 804 ayn.

Onucanue nMeroerocss 000pya0BaHus:

- NnTepaktusHas nocka [QBoard DVT TN100;

- [IpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yemnurens Roxton AA-60M;

- [ToTonounslit rpomkoroBopurensb Roxton PA-20T;

- MarautHO-MapKkepHas JOCKa;

- OOyuJaromuii CTeH/I JIOKaIbHbIe KOMIIbIOTepHBIE ceTr Microtik routerboard - 2 miT.;

- VIPNET YMK "Bbe3onacHocTh ceTeii';

- Kommyratop Mikrotik CRS125-24G-1S-IN - 6 mwir.;

- Ananmzarop xabenpHbIX ceterd MI 2016 Multi LAN 350 - 3 mr.;

- Anammzarop Wi-Fi cereit NETSCOUT AirCheck G2 - 2 mwir.;

- Cepsep kiacca He HIKe 4XxE7-4809v4/512GBRE16/1L.9300-81/5T6000G7;

- Mapmpyrtuzatop Cisco 891-K9 - 2 mit.;

- Mapmpytuzatop Cisco C881-V-K9 - 2 mir.;

- Mapmpytuzarop Check Point CPAP-SG1200R-NGFW - 2 mir.;

CreHnpl U1 U3ydeHHsl IPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIIOYAIOIIHUE:

- aDOHEHTCKHE yCTpOicTBa: KOMIbIOTEPHI SuperMicro;

- kommyTaTopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmpytuzaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- mexcereBbie dkpanbl: UKC Lite, CISCO ASA 5505, MD B coctaBe MmapmpyTtuszatopa Check
Point CPAP-SG1200R-NGFW;

- COB B cocrase mapmpytuzaropa Check Point CPAP-SG1200R-NGFW;

- rouku pocryna: D-link dwl3600ap.

CreHpl UIsl U3YYCHHS CPEJCTB KPUNITOTpapUIecKor 3alUThl HHPOpPMAIIUU B OAHKOBCKOM JIeTIe,
BKJTIOYAFOIIIUE:

- aDOHEHTCKHE yCTpOICcTBa: KOMIIbIOTEPHI SuperMicro;

- kommyTaTopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmpyTuzatopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- cpeacTBa Kpunrorpaguueckoil 3ammTsl HHPOPMAIMU: TTPOrPAMMHO-ANIAPATHBIA KOMIIIEKC
mmdposanus "OIICY-IP", nporpamMuo-anmapaTHblil komiuieke mmdposanus "OIICY-1P/Knuent".

- Kommnexr cnenuanu3upoBaHHON yueOHON MeOeny;

- PaGouee mecTo mpenoaBaress.

8.3. MaTepua/ibHO-TeXHUYECKOE M MPOrpaMMHOe o0ecreyeHue 1Jisi CAMOCTOSATEIbHOM padoThI

Jlnst caMocTosATeNnbHOU pabOThl UCHIONB3YIOTCS YueOHbIE ayAUTOPUH (KOMIIBIOTEPHBIE KIACCHI),
PacCITOIOKEHHBIE TI0 aJpecam:

- 634050, Tomckas o6nacth, T. Tomck, Jlennna npocnexkr, . 40, 233 ayn.;

- 634045, Tomckas obnacts, T. ToMck, yi. KpacHoapwmeiickas, a. 146, 201 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas ob6nacts, T. Tomck, Bepmmauna ynuna, a. 74, 207 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- yueOHasi MeOenb;
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- KOMIIBIOTEPHI;

- KOMITBIOTEPHI MOAKIIOYEHBI K ceTH «HTepHEeT» M 00ecrneunBaloT AOCTYN B JJICKTPOHHYIO
nH(popmanmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[lepeyeHp mporpaMMHOTO 0OECTICUCHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mns Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepuaJibHO-TeXHHYECKOE 00ecrevyeHne TUCIMTLTAHBI IS JTUI] C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIM/IOB

OcBoeHue AMCHUIUIMHBI JIMIAMH ¢ OTPAHUYCHHBIMH BO3MOKHOCTSIMHU 3/10POBbSI M MHBAIHIAMHU
OCYILIECTBIISICTCS C UCTIOJIb30BAaHUEM CPEJCTB 0OYUEHUS OOILEro 1 CHelHuaIbHOI0 Ha3HAYCHHUS.

[Ipu 3aHATHSAX ¢ 00YYAIOIIMMUCS C HAPYWIEHHSAMH CJYyXa MPEeIyCMOTPEHO HCIIOJIb30BAHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUUHBIX CPEACTB M JIPYTUX TEXHUUYECKHX CPEICTB
npuema/mepenaun yueOHoi HHGOpMaluu B TOCTYIHBIX (opMax, MOOUIBHOM CUCTEMBI IPEToAaBaHus
U1 00y4aloUUXCcs C MHBAJIUAHOCTHIO, MOPTATUBHON MHAYKIIMOHHONW CHCTEMbI. YueOHast ayaAuTopHs, B
KOTOPO# 3aHUMAIOTCA 00ydJaromuecs ¢ HapylUIeHHEeM cliyXa, 000pyJA0BaHa KOMIIBIOTEPHON TEXHUKOH,
ayIMOTEXHUKOHU, BUJCOTEXHUKOU, dJICKTPOHHOU TOCKOH, MYJIbTUMEIUUHON CUCTEMOM.

[Ipu 3aHATHAX ¢ O0YYAIOMIMMHUCS C HAPYIIEHUSIMH 3PeHHs MPETyCMOTPEHO HCIOJIb30BaHHE B
JEKIMOHHBIX U YYEOHBIX ayJUTOPUSIX BO3MOXKHOCTH MPOCMOTPA YJaJeHHBIX OOBEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM cllaiila Ha dKpaHe) MPH MOMOIIM BUACOYBEIUUYUTEIEH 111 KOM(POPTHOTO
IPOCMOTpA.

[Ipu 3aHATHAX ¢ OOy4YarOUIMMHUCS C HAPYUWIEHHUSIMH ONOPHO-IBUIaTeJbHOI0 ammapara
UCIIOJIB3YIOTCS aJbTEPHATUBHBIEC YCTPOMCTBA BBOAA MH(MOPMALUU M APYrHe TEXHUYECKHE CPEICTBA
npuema/nepenayn yueOHoil nHGopmaIuu B JOCTYIHBIX (opMax, MOOMIBHOM cUCTEMbI 00y4YeHUS IS
JIIOJeH ¢ MHBAJUIHOCTBIO.

9. OneHovnblie MaTepHuaJbl U METOAUIECCKUE PEKOMCHAALIMMA 110 OPraHU3aAllMU U3YICHUSA
JAUCHHUIIIMHBI

9.1. Conep:xanue OLEHOYHBIX MATEPHUAJIOB 1JIA TEKYLIEr0 KOHTPOJISI
U MPOMEKYTOYHOI aTTecTalNu

Jlnst oueHKu cTeneHu chOPMUPOBAHHOCTH M YPOBHSI OCBOCHHS 3aKPETUICHHBIX 32 AUCIUIIIUHOMN
KOMITETEHITNI UCIIONB3YIOTCS OIICHOYHBIE MaTepualbl, MpeCcTaBlIeHHbIe B Tabnue 9.1.
Tabmuia 9.1 — ®opMbI KOHTPOJISL U OLIEHOYHBIE MaTEPHAIIBI

Hasanus pasnenos (rem) PopmHpyemBIe ®opmebl koHTpOJs | OnieHounbie MaTepuansl (OM)
JUCLIATUIMHBI KOMIIETEHIIUH
1 OcHOBBI U 0COOEHHOCTH OIIK-12, OIIK-9 |JIaGopaTopHas Tembl m1abopaTopHBIX paboT
0ecrpoBOIHBIX TEXHOJIOTUI pabota
TecTtupoBanue [IpumepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
DK3aMeH [lepeueHb K3aMEHAITMOHHBIX
BOIIPOCOB
Otuer 1o Tembl m1abopaToOpHBIX paboOT
nabopaTopHOi
pabote
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2 IlpuHiunsl nepegadu OIIK-9, OIIK-12 (KoHnTponbHas [IpumepHBIil nepeyeHb
uHpOpManuu B paanoddupe pabora BapHaHTOB (3aaHUI)
KOHTPOJIBHBIX PadoOT
JlaGopaTopHas Tembl mabopaTopHBIX paboT
pabora
TectupoBanue IIpuMepHBIi IepeyeHb
TECTOBBIX 3a/laHUH
OK3aMeH [lepeueHp 7K3aMEHALIMOHHBIX
BOIIPOCOB
Otuer no Temsbl 1abopaTopHbIX paboT
nabopaTopHOI
pabote
3 Bugsl 6ecpoBoaubix ceteir.  |OIIK-9, OIIK-12 |JlabopaTopHas Tembl 1abopaToOpHBIX paboOT
OCHOBHbIE YTPO3bI pabota
MH(OPMALIHOHHOH TecTtupoBanue [IpumepHBIil nepeyeHb
GesoracHocTH TECTOBBIX 3aJaHUI
OK3aMeH Ilepeuenb 3K3aMEHALIMOHHBIX
BOIIPOCOB
Oruer 1o Tembl 1abopaToOpHBIX paboT
nabopaTopHOi
pabote
4 IlocTpoeHue 3alIUIIEHHBIX OIIK-9, OIIK-12 |JlabopaTopHas Tembl 1abopaTopHBIX paboT
pacnpeieIeHHbIX CUCTEM Ha pabora
OCHOBE OECIIPOBOIHBIX CETEH TectupoBanue [IpumepHbIil nEepedyeHb
TECTOBBIX 3a/laHUM
OK3aMeH [IepeueHb 7K3aMEHALIMOHHBIX
BOIIPOCOB
Otuer no Tembl 1abopaTopHBIX paboT
nabopaTopHOit
pabote
5 Metonuka ucneltanuii cucreM |OIIK-9, OIIK-12 |KontponbHas IIpuMepHBIil epeyeHb
0ecrpoBOTHOM CBSI3U pabota BapHUaHTOB (3a/1aHuil)
KOHTPOJIBbHBIX PabOT
JlaGopatopHas Tembl m1abopaTOpHBIX PadoT
pabota
TectupoBanue [IpumMepHbIii IEpeYeHb
TECTOBLIX 3aJaHUN
OK3aMeH [lepeuenpb sK3aMeHaIIMOHHBIX
BOIIPOCOB
Otuet no Tembl 1ab0paTOPHBIX padoOT
nabopaTopHOI
pabote

[lxana oneHku cHPOPMUPOBAHHOCTU OTACIBbHBIX MIAHHUPYEMBIX PE3yJIbTATOB OOyUYEHHS IO
JTUCIUIUIMHE TpUBeeHa B Tabmuie 9.2.
Tabnuna 9.2 — llkana oneHku cHOPMHUPOBAHHOCTU IIAHUPYEMBIX PE3yJIbTATOB OOYyUYEHUS TIO

JAUCUUILIIMHE
®dopmynupoBKa TpeOOBaHUA K CTETICHH C(HOPMHPOBAHHOCTH
Onenka bannst 32 OM TUTAHUPYEMBIX PE3yJIbTaTOB 00YUYEHHS
3HATh YMETh | BJIQ/IETh
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2 <60% ot OTCYTCTBHE 3HAHUU OTCYTCTBHUE OTCYTCTBHE
(HEYIOBIIETBOPUTEIIBHO ) | MAKCUMATHHOMU | HITH ()parMeHTApHBIC YMEHHUH HITH HaBBIKOB HMJIN
CYMMBI 0aJUIOB 3HAHUS YaCTUYIHO (dbparMeHTapHbIE
OCBOCHHOE MIPUMCHCHHE
YMCHHE HaBBIKOB
3 ot 60% 1o o01ue, HO He B IIEJIOM YCHENTHO, B IIEJIOM
(YZIOBIIETBOPUTEIHHO) 69% ot CTPYKTYPUPOBAaHHbIE HO HE YCIIEIIHOE, HO HE
MaKCUMaJIbHOMN 3HAHUS CHCTEMAaTHYECKH | CHCTEMaTUYECKOe
CyMMBI 0aJIIOB OCYIIECTBIISIEMOE MpUMEHEHNE
yMeHHe HaBBIKOB
4 (xoporio) ot 70% no c(hOpMHUPOBAHHEIE, B 1I€JIOM B IICJIOM
89% ot HO coJiepKaliue yCHEUIHOE, HO yCHEUIHOE, HO
MaKCUMaJIbHOM OTJICTIbHBIC coJieprKaIie coJieprKaIue
CyMMBI 0ayuioB | mpoOIeMbl 3HAHUS OTJICIIbHBIC OT/ICIIbHBIC
poOeIbl yMeHue poOeIbI
MPUMEHEHHE
HaBBIKOB
5 (OTIMYHO) >90% ot c(hOpMHUPOBaHHEIE | CHOPMUPOBAHHOE YCHENTHOE U
MaKCHUMaJIbHOM | CHCTEMAaTHYCCKHE YMCHHE CHCTEMAaTHYECKOE
CYMMBI 0aJIOB 3HAHUS MIPUMCHCHHE
HAaBBIKOB

[Ikana KOMIUIEKCHOH OLIeHKH C(hOPMHUPOBAHHOCTH KOMIIETEHIINI TIpuBeieHa B Tabmuie 9.3.
Tabmuia 9.3 — Illkana KOMIJIEKCHOM OIIEHKH C(OPMUPOBAHHOCTH KOMITETEHITUI

OrneHka

®opmynupoBKa TpeOOBaHUM K CTETIEHU KOMIIETECHIINH

2
(HEyAOBIETBOPUTEIILHO)

He nmeeT He0OXOAMMBIX MPEACTABICHUI O IPOBEPSEMOM MaTepHae

170071

3HaTh Ha ypPOBHE OPMEHTHPOBAHMS, ITpeicTaBieHnt. OOyyaronuiics 3HaeT
OCHOBHBIC NPU3HAKU UM TEPMUHBI U3y4aE€MOI0 3JIEMEHTA COACPIKAHUS, UX
OTHECEHHOCTb K OIIPE/ICTICHHON HayKe, OTPACIH WiIK 00BEKTaM, y3HAeT B
TEKCTaxX, M300paKEHUAX WIM CXEMaX U 3HAET, K KAKUM HCTOYHUKAM HY>KHO
oOpamiarbes s 0oJiee eTaabHOrO €ro YCBOCHHUS.

3 3HaTh U YMETh HA PeNPOAYKTHUBHOM ypoBHe. O0yyaronuxcs 3HaeT
(YZIOBIIETBOPUTENBHO) |M3YUYEHHBIHN 3JIEMEHT CO/IEpP KaHUSI PEIPOAYKTUBHO: IPOU3BOIBHO
BOCIPOU3BOAMT CBOU 3HAHUS YCTHO, MUCbMEHHO WM B IEMOHCTPUPYEMBIX
JIEUCTBHSIX.
4 (xopo11o) 3HaTh, yMETh, BIAIECTh HA AHAJMTHYECKOM ypOBHE. 3Has Ha

PEIPOAYKTHBHOM YPOBHC, YKA3bIBATh HA OCOOEHHOCTH M B3aUMOCBS3H
HN3Y4YCHHBIX O6’beKTOB, Ha UX JOCTOMHCTBA, OIpaHUYCHUA, UCTOPUIO U
MCPCICKTHUBLI pa3BUTHUA U 0COOEHHOCTH JJIA Pa3HbIX 00BEKTOB YCBOCHUSI.

5 (OTJIMYHO)

3HaTh, yMETb, BIAJICTh HA CHCTeMHOM ypoBHe. OOyuaromuiics 3HaeT
W3YYEHHBIHN 2JIEMEHT COEP KAHUSI CUCTEMHO, IPOM3BOJIBHO U 10Ka3aTEIbHO
BOCIIPOM3BOAMT CBOY 3HAHUS YCTHO, IMCBMEHHO WM B IEMOHCTPUPYEMBIX
JNENCTBUSAX, YUUTHIBAsI U YKA3bIBasl CBSA3HM U 3aBUCUMOCTH MEKIY ITUM
AJIEMEHTOM U JPYTMMHU JIEMEHTAMU COJAEPKaHUS AUCLHUILIMHBI, €T0
3HaYUMOCTb B COJIEP>KAHUU JUCLUILINHBL.

9.1.1. IlpuMepHBIii IepeYeHb TeCTOBBIX 32/1aHUI

1. Tect 1. DxpanupoBaHNE MOXKET UCIIOJIb30BATHCS JUISI:
a. AHanu3a pHuCKOB.
b. [IpeaymnpexxaeHus HapymeHuH HHPOPMAITIOHHON 0€301TaCHOCTH.
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c. OOGHapyxeHusT HapyIIICHUH.
d. Jlokanuzanuu mociaeaCTBUN HaApyIICHUH.
OtBer
2. Tect 2. B3auMHO€ yBEJIMYEHUE WM YMEHBIICHUE PE3YJbTUPYIOIIEH aMILUIUTYIbl ABYX HJIU
HECKOJIbKUX
KOT'€pEHTHBIX BOJIH MPHU UX HAJIOXKEHUH IPYT Ha Apyra Ha3bIBAeTC ...
a. Pe3oHnanc.
b. UaTepdepenmms.
c. DddexT «OeryIieit BOTHBI.
d. DddexT «cTosueit BOTHBDY.
OtBet
3. Tecr 3. B kauecTBe ayTeHTU(PHKATOPA B CETEBOM CpPeJIe MOTYT MCTIOIB30BAThCS:
a. KitaBuatypHblil movepk.
b. Homep kapTOuKH MEHCHOHHOTO CTPAaXxOBaHMUSL.
c. PesynbpTaT paboThl reHepaTopa 0THOPA30BbIX MAPOJICH.
d. PIN-koz.
OtBet
4. Tect 4. Habop HOpM, MTPaBWI U MPAKTUYECKUX MPUEMOB, PETYIUPYIOMINX YIIPABICHHE, 3alTUTY
U pacrpocTpaHeHHue eHHOW nH(pOpMaluy, Ha3bIBACTCA .. .
a. Mopenpro 0€30I1aCHOCTH.
b. Metonom mmdpoBaHws.
¢. KommproTepHo# 6€301acHOCTBIO.
d. [TonuTtukoit 6e30macHOCTH.
OtBer
5. Tect 5. Kpunrorpadus HeoOXoauma JJIs peaanu3aiuy CIeAYIOMX CEPBUCOB O€30MaCHOCTH:
a. Unentudukamms.
b. DkpaHupoBaHue.
c. Ayaur.
d. Ayrentudukanms.
OtBer
6. Tect 6. CKOJIBKO YPOBHEH COAEPIKUT MO B3aUMOJICHCTBHSI OTKPHITHIX cucteM (OSI) ?
a. 3.
b. 7.
c. 10.
d. 32.
OtBer
7. Tect 7. Kakast MexayHapoaHasi OpraHU3AIMs OTBEYAET 32 BBIICICHNE YHUKATBHBIX II100aTIbHbIX
azpecoB B ceTu Internet?
a. [EEE.
b. ISO.
c. FDDIL.
d. ICANN.
OtBet
8. Tecr 8. Uto u3 nepeunciaeHHoro moxet 06ith MAC-agpecom?
a.22:16:98:15.
b. 00:1B:12:86:E4:22.
c. 00:B0:A1:8C:32:65:BB.
d. 01:23:44:55:E4:6T.
OtBet
9. Tect 9. Kak npuHsITO Ha3bIBaTh OJOK JAaHHBIX (HOPMHUPYEMBIX MPOTOKOJIOM [P?
a. Tpadoduxk.
b. bur.
c. [Taker.
d. Kaap.
OtBet
10. Tect 10. Token Ring — 37o0...
a. CeTeBast MOJIETIb.
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1.

12.

13.

14.

15.

16.

17.

18.

b. CereBas apxuTeKTypa.

c. [IpoToKo1 KaHATBHOTO YPOBHS.

d. [IpoTokos mpHUKIIaJHOTO YPOBHSI.

OtBet

Tect 11. IIpoTokonrpoBaHue U ayJuT MOTYT UCIIOJIb30BAThCA JJIS:

a. O6ecnieueHus 1IEIOCTHOCTH MH(GOPMAITHH.

b. [Ipenynpexnenust HapyeHui HHGOPMAITMOHHONW O€30MaCHOCTH.

c. Peanuzanuu npaBuit pasrpaHUdeHUs JOCTYTA.

d. BoccranoBnenust pexxuma nH()OpMaAITMOHHOW 0€301MacHOCTH.

OtBet

Tect 12. Kakas u3 ocoOeHHOCTEH HE XapaKTepHA ISl aKyCTOAIEKTPUIECKOTO KaHala YTeUKH
uHdopmanuu ?

a. OrcyTcTBHE IPOOIIEM C MUTaHKEM Y MUKpPO(dOHa.

b. Bo3aMoXHOCTh chéMa WH(POpPMAITUN ¢ TUTAIOIICH CeTH 0€3 MOAKIIOUYCHUS K Hel (MCTIOb3ys
AIIEKTPOMArHUTHOE U3ITyUYEHUE CETH NEKTPOIUTAHUS).

c. Bo3MoskHbIe moMexu Ha OBITOBBIX TPUOOpaxX MPHU UCHOIB30BAHUU 3JIEKTPOCETH I Nepeiavu
uH(popMmanuy, a TakXke IJI0X0€ KayeCTBO MepeaBaeMOro CUTHala IpH OOJIBIIOM KOJIMYECTBE
paboTHI OBITOBBIX TPHUOOPOB.

d. HecocToaTenbHOCTh KaKk KaHaja yTeUKu HHGOpPMaAILMU B COBPEMEHHOM MUpE, 00yCIOBICHHAs
€ro HEeJIOCTAaTOYHBIM PaclpOCTPAHEHUEM.

OtBer

Tect 13. Ilox ompeneneHue cpeiAcTB 3amUTH MHGOpManuu, AanHoe B 3akoHe «O
rOCyIapCTBEHHOW TailHE», HE MOANAaAaloT:

a. CpencTBa BbISIBICHUS 3JI0YMBIIIJICHHONW aKTUBHOCTH.

b. TexHuueckue U MporpaMMHBIE CPEJICTBA 3aLTUTHl HHPOPMAIUH.

c. Cpenctra kKoHTPOJIs 3G (PEKTUBHOCTH 3aIIUTH HHGOPMAITHH.

d. Kpunrorpadudeckue cpeacTBa 3aiiuThI.

OtBet

Tect 14. AytenTudukanus Ha OCHOBE MMapoJisl, MEPEIaHHOTO 10 CETH B 3alIM(PPOBAHHOM BHUJIE C
UCIIOJIb30BaHUEM CEaHCOBOTO KJII04a, HEe 00ECIeUnBAET 3alUTHI OT:

a. [lepexsara.

b. HecaHKIIMOHUPOBAHHOTO JTOCTYTIA.

c. Bocnipoussenenus.

d. Atak Ha JOCTYITHOCTb.

OtBet

Tect 15. Puck nHpOpManimOHHON O€30MaCHOCTH — 3TO. ..

a. Yucno ysa3BUMOCTEN B CUCTEME.

b. OTHOIIEHHE CTOUMOCTH CUCTEMBI 3aLUTHI K BEPOSITHOCTH €€ «IIPOCTOS.

c. CouetaHue BEPOATHOCTH yrpo3bl HHPOPMAIMOHHOW OE30MAaCHOCTH U IMOCIEICTBUN €&
HACTYIUICHHUS.

d. Ouenka cTOMMOCTH 3aIIUTHBIX CPEJICTB.

OtBer

Tect 16. OTHOMIEHHE PA3HOCTU MEXKAY MAKCUMaJbHbBIM U MHUHHUMAJIBHBIM 3HAaUYE€HUAMHU
aMIUTUTY MOAYJIMPOBAHHOTO CUTHAJIA K CYMME 3THX 3HaY€HH, BHIPA)KEHHOE B MTPOLIEHTAaX

a. Jlxutrep.

b. Koapdunment moaynsmmm.

c. leBuarus.

d. lllupuna cnextpa.

OtBet

Tect 17. UTO MOXHO OTHECTH K MPEUMYIIECTBAM YaCTOTHOW MOIYJSIIUU MO CPABHEHHIO C
aAMIUTUTYTHOW MOJTYJISILHE?

a. bonpmmii paguyc nercTBuUs.

b. HensmMeHHOCTh HCXOIHOTO CIEKTpA.

c¢. [loMexoyCTOMYMBOCTb.

d. OtcyTcTBHE HECYIIEH YacTOTHI.

OtBet

Tect 18. KakoBbl ocHOBHBIE QyHKIMH ponu "ayTeHTudukarop (Authenticator)" cormacHo
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19.

20.

21.

22.

23.

24.

25.

CTaHAapTy
IEEE 802.1X:

a. YropaBnseT pU3NYECKUM JOCTYIOM K CETH, OCHOBBIBAsICh Ha CTaTyce ayTeHTHU(UKALNU
KITUEHTA.

b. 3anmpamuBaeT 10CTYN K OSCIPOBOIHOMN JOKAJbHON CETH M OTBEYAET HAa 3alpPOChl TOYKHU
JO0CTyTA.

c. Beimonuser pakTtuyeckyro ayTeHTU(PUKALNIO KIUEHTA: IPOBEPSET NOAJIUHHOCTh KIIMEHTA U
MH(GOPMHUPYET TOUYKY JIOCTYIIA O MPEIOCTABICHNHU WIN OTKa3€e KJIUEHTY B JOCTYIIE K CETH.

d. Maumuupyer mpoiecc ayTeHTU(DHUKAITUN.

OtBet

Tect 19. Kakas u3 nepeyncieHHbIX TEXHOJIOTUA HE OTHOCHUTCS K Kiaccy WPAN?

a. ZigBee.

b. Bluetooth.

c. UWB.

d. UMTS.

OtBet

Tect 20. PazHoBuaHoCTh ceTeBoit ataku tTuna MITM (Man in the middle), npumensiemas B
ceTsiX ¢

HCIOJb30BaHUEM ITpoTokoia ARP

a. "ARP-spoofing".

b. "Negative ARP".

c. IPSEC.

d. VLAN-ARP.

OtBer

Tect 21. Ilonmutrka 6€30MaCHOCTH CTPOUTCS HA OCHOBE:

a. O0mumx npeacTaBieHu 00 HHHOPMAITMOHHON CUCTEME OpTraHu3aIliH.

b. M3y4eHus TOJUTHUK POACTBEHHBIX OpraHU3aIluil.

c. KonmnuectBa pabounx cTaHIui.

d. AHanu3a pucKoOB.

OtBer

Tect 22. KakuM IpUHIIUIIOM CJIEAYET PyKOBOJCTBOBATHCS Il oOecreueHusi HHHOPMAIMOHHON
0€30MacHOCTH CETEBBIX KOH(MUTYpAITHiA?

a. BeipaboTka u npoBeieHHEe B )KU3Hb €AMHON TOJUTHKU 0€30M1aCHOCTH.

b. Yaudukamus anmapaTHO-IPOrpaMMHBIX IIATHOPM.

. YBenu4eHue 3aTpaT Ha CPe/ICTBA 3aIUTHI.

d. MuHuMu3aus 4ucia UCroib3yeMbIX PUIOKEHUH.

OtBet

Tect 23. Kpunrorpadust HeoOXoauMa JIsl pean3aiiy CIeTyONUX CEPBUCOB 0€30MMacHOCTH:

a. Kontponp koHGUACHIINATBLHOCTH.

b. KoHTpos1h BTOp)KEHUH.

¢. Kontponp goctynHocTu.

d. KoHTposb HEMPOTUBOPEUNBOCTH.

OtBet

Tect 24. Bribepute HeBepHOE yTBepxkJacHHUEe. CUTHATYPHBIM METOJ BBIABJICHHUS aTak
XapaKTepu3yeTcs:

a. CpaBHEHHEM HCCIIelyeMOoro 00beKTa ¢ paHee U3BECTHBIMU 00pa3liaMu-3TaJOHAMHU.

b. CrtocoOHOCTHIO OOHAPYKMBATh paHEe HEU3BECTHBIC aTaKH.

c. [IpocToToi1 B HACTPOMKE M IKCIUTyaTALMU JJIsl KOHEYHOTO MOJIb30BATEIISI CUCTEMBI.

d. [onmynsipHOCTHIO UCTIOJIB30BAHUS B CUCTEMAX aHTUBHPYCHOMN 3alIUTHI.

OtBet

Tect 25. YcTpoiicTBO, IpeTHA3HAYCHHOE JIJIS 3aIIUThI IOMEIICHUH OT YyTEUKH UHPOPMAITUH 10
aKyCTHYECKHUM M BUOpOKaHaJaM M CIEIUaIbHO pa3paboTaHHOE JJIsi CEAHCOBOTO OJIOKMPOBAHMS
MOACTYIINBAIOIINX YCTPOHUCTB, Ha3bIBaeTCS 7

a. Mopaynstop.

b. Kononka 3anrymiieHus..

c. 'eneparop BUOpoakyCTHUECKOTO IIyMa.

d. CunTesarop mryma.
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OtBet
26. Tect 26. IIporpaMmHoO-annapaTHbI 3JEMEHT KOMIBIOTEPHOU CETHU, OCYIIECTBIISIOMINIA
KOHTPOJIb U
GbunbTpanMio NPOXOASLIEr0 Yepe3 Hero CeTeBOoro Tpaduka B COOTBETCTBUU C 3aJaHHBIMU
IpaBWJIaMH, — 3TO ...
a. MexceTeBol SKpaH.
b. KommyTatop.
¢. briokupyronmii MapupyTusarop.
d. I1lro3 ceancoBOTO YPOBHS.
OtBet
27. Tect 27. [lakeTHbIC PUIBTPHI PYHKITMOHUPYIOT
a. Ha kaHanbHOM ypOBHE.
b. Ha npuknagaoM ypoBHe.
c. Ha ¢pusuaeckom ypoBHe.
d. Ha cereBom ypoBHe.
OtBet
28. Tect 28. B rpade CTpyKTYphI CETH PAaHTOM ITyTH Ha3bIBACTCSA
a. O0mIee yncio myTel MeXIy 3aIaHHBIMU y3JIaMHU.
b. Hucno y3710B, BXOJANIUX B TaHHBIN MTyTh.
¢. MuHUManbHOE YNCI0 HE3aBUCUMBIX ITyTEH.
d. Yucno pedep, BXOIAMNX B JAHHBINA My Th.
OtBet
29. Tect 29. IIpeBbilieHUE MAKCUMAIBHON MOITHOCTH CUTHAJIA CPEHEN MOIIHOCTH — 3TO. ..
a. EMkocTh curnana.
b. [Tuk-daxrop.
c. O0bem curnana.
d. IpencraBnsrommii (MHGOPMAITMOHHBIN) TapaMeTp.
OtBet
30. Tect 30. YcnoBue BO3HUKHOBEHUS Y (DHEKTaA «IIEPEMOITYJIISIINY:
a. Konbdumment moxymsmum <1.
b. Koaddumment moxynsmun >1.
c. Konbdumment moxynsmum =1.
d. Koappunuent moaysmuu <0,5.
OtBer

9.1.2. IlepeyeHb IK3aMeHANMOHHBIX BONIPOCOB

OT1nnuus 6ecripOBOIHBIX TEXHOJIOTUH Mepelaul JAHHBIX OT MPOBOIHBIX.
Knaccugukarus 0ecripoBOAHBIX TEXHOIOTHA.

Touku nocryna.

becripoBoHbIE MapIIPYTU3aTOPHI.

becripoBoiHbBIE TOBTOPUTENH.

becripoBogHBIE MOCTHI.

[Tpuniune! nepenaun HHGOpPMALKHU B paanoddupe (CHHXpOHHU3AINSA).
ITakeTHas nepenada JaHHBIX.

Crangapt 6ecripoBoHBIX JIoKaabHBIX ceteld [EEE 802.11.

bazoBebIit HAbOp yCIyT.

COXANR DD~

—_

9.1.3. TembI J1a00paTOPHBIX PadoT

1. IloaroroBka paboyero mecra

2. HUccnenoBanne NOTOKOB JaHHBIX M MEXAaHU3MOB B3aumMoxueiictsus B WiFi ceTsx

3. CnoBapnble aTaku Ha cetu ctannapToB WPA/WPA?2

4. CpenctBa TeCTUpOBaHMsI 0€30MacHOCTH OecnpoBOHBIX ceTel Ha miatdopme Kali Linux.
bazoBsiit Habop nHCTpyMeHTOB. HacTpoiika pabodero pexuma.

VYrpo3za tuna «OTka3 B oocmyxuBanue». Ytunura MDK. TumnoBbie aTaku U criocoObI 3aITUTHI.
VY A3BUMOCTH ITPOTOKOJIAa aBTOMATU3UPOBAHHOUN HacTpoitku WPS

ATakM «0TKa3 B 00CIIy)KMBaHHUI» Ha JIOKaJIbHbIE OECIIPOBOAHbBIE CETH

. ABTOMaTHU3MPOBAHHBIN ayIUT OE30MACHOCTH OECIIPOBOIHBIX JIOKAJTBHBIX CETEH
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9.1.4. IlpuMepHbIii NepeyeHb BAPMAHTOB (3aaHNI) KOHTPOJIbHBIX padoT

Bupl 6ecipoBOIHBIX ceTeH.

Yrpo3sl nHHOPMALIMOHHON OE30MaCHOCTH B CUCTEMaX OECIPOBOIHOM CBS3H.
[TocTpoeHue 3alUIIEHHBIX pacpeAeiEeHHbIX CHCTEM Ha OCHOBE O0eCITPOBOIAHBIX CETEH.
[{udpoast moAMKCH.

[udposoii cepTudukar.

Hudpactpykrypa OTKpHITHIX Kitoueit PKI.

Aytentuduxanus abonenra B IEEE 802.11.

Crannmapt 802.1x/EAP.

beszomnacHas xau-QyHKIus.

Mexanuzm CSMA/CA.

SN N B WD —

—_—

9.2. MeToanyeckne peKOMeHIaUN

VY4eOHbIil MaTepuan u3naraercs B (Gopme, Mpeamnoiaramiieii caMoCTOATEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosITeNbHAs paboTa CTyAEHTOB UIPAET PEIIAIOILYIO POJIb
B XO/I€ BCETr0 Y4eOHOro mpolecca.

Hauatp uzydenue AuCUMIUITMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMmoi, CIuCKOM
y4e0HO-METOUYECKOTO U IporpaMMHOro obecnedeHusi. CamocTosiTenbHas padoTa CTyJ€HTa BKIOYAeT
paboTy ¢ yuyeOHBIMM MaTepuajiaMH, BbIIIOJTHEHHE KOHTPOJIbHBIX MEPONPUATHUH, MPEAYCMOTPEHHBIX
y4€OHBIM IIJIaHOM.

B npouecce nzydeHus: IUCUUIIMHBI JUIsl Ty4YIIEr0 OCBOEHUS MaTepHraia He0OX0IUMO PEryJIipHO
oOpamaTbCcs K pEKOMEHAYEMOW JUTEpaType M MCTOYHUKAM, YKa3aHHbIM B y4eOHBIX MaTepuanax;
M0JIb30BaThCsl yepe3 KaOMHET CTy/AeHTa Ha cailte YHuBepcuteTa o0Opa3oBaTeIbHBIMU pecypcaMu
AJIEKTPOHHO-OMOIMOTEYHON CHCTEMBI, & TAKXKE OOIIEAOCTYITHBIMUA HHTEPHET-TIOPTAIAMH, COJCPKAIUMHI
HAay4YHO-TIONYJSPHbIE U CIELUAJIU3UPOBAHHBIE MaTE€pHasbl, MOCBSIIEHHBIE Pa3JIUYHBIM acCHEKTaM
y4eOHOW AMCLMILIINHBI.

[Ipu caMoCTOATEILHOM U3YYEHUU TEM CIEAYHTE PEKOMEHIAIHSIM:

— YTEHHME HUJHM NPOCMOTP MaTepuajla OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOMN s
WHAUBUAYAIbHOTO TTOHUMAaHUS U OCBOEHMS MaTepuaja, BblJENsisi OCHOBHbIE UJEH; HA OCHOBAHUHU
M3yUYEHHOT'0 COCTAaBUThH Te3UChl. OCBOMB MaTepuaj, MONbITATbCSI COOTHECTH TEOPHUIO C MPUMEpPAMHU U3
MPAKTUKH;

— €CJIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UJIM MAJIO3HAKOMbBIE TEPMHHBI, CJIE€YET BBISICHUTh UX
3HAYEHUE JJIsl IOHMMaHUS JajbHEHIIero MaTepyuana;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEYANTE HA MPEJI0KEHHbBIE BOIIPOCHI.

CryneHThl MOTYT MOJy4aTh HHAUBUyalbHbIE KOHCYJIbTALMH, B T.4. C UCIOJb30BAaHUEM CPEJICTB
TEJIEeKOMMYHHUKALUU.

[To gucuuniIMHEe MOTYT MPOBOAMTHLCS OMOJHHUTEIbHBIC 3aHATHSA, B T.4. B (hopme BeOMHAPOB.
Pacnicanue BeOMHAPOB W 3amuCH BEOMHAPOB MYOJHMKYIOTCS B 3JEKTPOHHOM Kypce / IeKTPOHHOM
KypHAaJIE M0 TUCUUIUINHE.

9.3. TpeGoBaHUs K OLIEHOYHBIM MaTePHUAJIaM JJIsl JIUL ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMU
310pOBbSI M MHBAJTH/I0B

I[J'IFI JUIl € OrpaHUYCHHBIMU BO3MOXKHOCTAMH 3O0POBbA W HHBAJIHUAOB HNPECAYCMOTPCHBI
JAOMOJHHUTEIBHBIC OLCHOYHBIC MAaTCpHaibl, ICPCUYCHb KOTOPBLIX YKa3aH B Ta6.]'II/II_IC 9.2.

Ta6JII/II_Ia 9.2 — HOHOJ’IHI/ITGHBHHG MaTcpuajJlbl OOCHUBAHUA OJIA JIUI C OI'pPaHHUYCHHBIMHU
BO3MOXHOCTAMHA 3J0POBbIA WM MHBAJIMIOB

Bubl 1OTIOTHUTENIBHBIX OLICHOYHBIX |  DOpPMBI KOHTPOJISA U OIICHKH

Kareropuu oGydarommxcs

MaTepHaoB pe3yJIbTaTOB 00y4YEHUs
C HapymeHusMH ciayxa TecTbl, NMCEMEHHBIE [IpenmynieCTBEHHO TMCbMEHHAS
CaMOCTOSITeNIbHbIE PaOOThI, BOIIPOCHI IIPOBEpKa
K 3a4eTy, KOHTPOJIbHbIE pabOThI
C HapylLIEHUSMH 3pEHUS CobecenoBanue 1O BOIIPOCaM K [IpeuMy1ieCTBEHHO yCTHAs
3a4eTy, ONpPOC M0 TEPMUHAM IIpOBepKa (MHANBUYAJIBHO)
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C HapylLIeHUSIMH OIIOPHO-
JIBUTATEJILHOTO arapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE pa0OThI, TMCbMEHHbBIE
CaMOCTOSITENIbHBIE PaOOTHI, BOITPOCHI

K 3a4eTy

[IpeumyiecTBEHHO
JUCTaHIMOHHBIMU METOIaMH

C orpaHu4eHUSIMHU 110
0o01IeMe IUIITHCKUM
MOKa3aHMUSIM

TecTbl, TUCbMEHHBIC
CaMOCTOSTENIbHBIE PAaOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE paOOTHI,
YCTHBIE OTBETHI

[Ipenmy1iiiecTBEHHO MPOBEPKa

METOJIaMH, OTIPEICIISTFOIIIMMHIC
HCXOS U3 COCTOSIHUS
oOyyJaromerocss Ha MOMEHT
MIPOBEPKHU

b

9.4. MeToauueckue PE€KOMEHIAUHA MO OMCHOYHBIM MaTepuajaamM AJdA JUIl ¢ OrpaHUYCHHBIMHA

BO3MOKHOCTSAAMH 310POBbA U HHBAJIN/I0B

I[J'IH JMLg € OTpaHUYCHHBIMU BO3MOKHOCTAMHU 3J0POBbA U MHBAJIUAOB IMPEAYCMATPUBACTCA
AOCTYIIHAsA (bopMa MpeaOCTaBJIICHUA 3aJaHUM OLIEHOYHBIX CpeacCTB, a KUMCHHO!

— B mieyaTHoi (opme;

— B mieyaTHOM (hopme ¢ yBeIMYEHHBIM HIPUPTOM;

— B hopMe 2NIEKTPOHHOTO TOKYMEHTA;

— METOJIOM YTEHHS aCCUCTECHTOM 3aJaHUs BCIIYX;

— IpeoCTaBICHHE 3a/1aHUs C UCTIOIb30BaHUEM CYPIOTIEPEBOA.

Jlutiam ¢ OrpaHMYEHHBIMU BO3MOXKHOCTSMH 3I0POBbSI M MHBAIHAAM yBEIUYMUBAETCS BpeMs Ha
MOJATOTOBKY OTBETOB Ha KOHTPOJbHBIE BOMPOCHL. s Takux oOyyarouiuxcs mpeaycMaTpuBaeTCs
noctynHasi popma nmpeaocTaBiIeHHsI OTBETOB Ha 3a/IaHUs, @ UMEHHO:

— INMCHbMCHHO Ha 6yMare;

— Ha0Op OTBETOB Ha KOMIIBIOTEPE;

— Ha0Op OTBETOB C UCHIOJIB30BAHUEM YCIYT ACCUCTEHTA;

— IpEeJCTaBJICHNE OTBETOB YCTHO.

[Ipouenypa oleHUBaHUS PE3YyJIbTATOB OOYYEHHS IHI[ C OFPAHMYEHHBIMH BO3MOYKHOCTSIMU
310POBbS U MHBAIHAOB MO AUCHUILIMHE MPpEIycMaTPUBAET MpeaocTaBleHne nHPopMauu B popmax,
aJIaNTUPOBAHHBIX K OTPAHUYEHUSAM UX 3/I0POBbS U BOCTIPUATHS HHPOPMAIIUU:

Jst M1 ¢ HAPYIIEHUSIMU 3PeHHUst:

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— B MieyaTHOU popme yBeTHMueHHBIM HIpU(TOM.

Jst M ¢ HAPYIIEHUsIMHU cJiyXa:

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— B IIeyaTHOU (opme.

I[J'IH JIMI ¢ HAPDYIICHUAMH OMMOPHO-ABUIaTCJIbHOI'0 anmapara:

—B cbopMe OJICKTPOHHOI'O JOKYMCHTA,

— B IIeYaTHOM (opme.

HpI/I H606XOI[I/IMOCTI/I JI JIUL ¢ OTPAaHMYCHHBIMU BO3MOXHOCTAMHU 340POBbA U MHBAJIHUIO0B
nponeaypa OuCHUBAHUS PE3YJIbTATOB O6y‘leHI/I${ MOJKCT IIPOBOAUTLCA B HECKOJIBKO 3TAIlOB.
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