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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. naTh OCHOBBI MOHUTOPUHIA UHPPACTPYKTYPHl OpraHU3aINH, a TakKe (OPMUPOBAHNE 3HAHUI
poleccax U CUCTEMax MOHUTOPUHTA.

1.2. 3agauy AUCHUILIUHBI

1. - M3y4YHUTH aHATU3 COOBITHI OE30MaCHOCTH W UHBIX JAHHBIX MOHUTOPHHTA.

2. - U3YYUTh KOHTPOJIb (aHATIU3) 3aIUIIEHHOCTH HHPOPMAIIIH.

3. - M3yYUTh aHAJIU3 U OUECHKY (QyHKIHOHUpOBaHUS cuctem 3 mMHPOpPMaIMOHHBIX
(aBTOMATU3UPOBAHHBIX ) CUCTEM.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. Aucuumiunasl (Moayn).

Yacte Osoka gucrmiing: O0g3aTebHas YacTh.

Monynb quctumiinH: Moayis crienuanu3anuy (major).

Wunexc qpucumnauasl: 51.0.05.03.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUHMIIJIMHE, COOTHECCCHHBIX C
HHAUKATOPpaAaMH J0CTHKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCIUTUTMHBI HANpaBjieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBercTBUU ¢ ®I'OC BO 1 ocHOBHOI 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHInu 1 HHAUKATOPBI UX JOCTHIKEHUS
WVHauKaTOpsl OCTHKEHUS [Tnaaupyembie pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUINHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-9.1. Cnocoben
(dbopMupOBaTh, BHEAPATH
1 00ecrieunBaTh
(YyHKIIMOHUPOBAHUE
CUCTEMBI MEHEPKMEHTA
UH(POPMALIMOHHOM
0e301acHOCTH
TEJICKOMMYHHUKAIIMOHHBI
X CHUCTEM M CeTei

OIIK-9.1.1. 3naer ctannapThl,
PYKOBOJSIIHE U
METOAMYECKUE JOKYMEHTHI B
00J1aCTH 3aLUThI
uHpOpMannu B
TEJIEKOMMYHHUKAIIHOHHBIX
CHCTEMaX U CeTAX

3HaeT cTaHAapThI, PYKOBOISIINE U
METOAMYECKHE TOKYMEHTHI B 00JacTH
3alIMThl HH(POPMAIIUU B
TEJIEKOMMYHHUKAIIHOHHBIX CUCTEMaX U CEeTAX

OIIK-9.1.2. Ymeer
OTIPENIETISITh YTPO3HI,
peanu3anus KOTOPhIX MOXET
MIPUBECTU K HAPYIIICHUIO
0e30IacHOCTH U
KOPPEKTHOCTH
(GYyHKIIMOHUPOBAHUS
TEJIEKOMMYHHUKAITHOHHBIX
CHCTEM H CeTel, BBINOJIHATE
aHaiu3 0e30MacHOCTH U
COCTaBJIATh OTYETHI 1O
pe3yiabTaTaM IpOBEPOK
3aIUIIEHHOCTH
TEIEKOMMYHHUKAITMOHHBIX
CHCTEM M CeTeH

YMeer ornpeneNiaTh Yrpo3bl, peann3anus
KOTOPBIX MOXET MMPUBECTH K HAPYIICHUIO
0€30MacHOCTH ¥ KOPPEKTHOCTH
(YHKIIMOHUPOBAHUS
TEJIEKOMMYHUKAITMOHHBIX CUCTEM U CETEH,
BBITIOJIHATH aHATH3 0€301aCHOCTH |
COCTABJIATH OTYETHI IO PE3yJIbTaTaM
MIPOBEPOK 3AIIUIIIEHHOCTH
TEJIEKOMMYHHUKAITMOHHBIX CUCTEM U CeTei

OIIK-9.1.3. Bmageet
HaBBIKAMU OLICHKU PUCKOB,
CBSI3aHHBIX C
OCYIIIECTBIIEHUEM YTPO3
0€30IMacHOCTH
TEJIEKOMMYHUKAITHOHHBIX
CHCTEM U ceTeH

Bnaneer HaBbIKaMU OLIEHKH PUCKOB,
CBSI3aHHBIX C OCYLIECTBIECHUEM YIPO3
0€30MacCHOCTH TEIEKOMMYHHUKAIIMOHHBIX
CHCTEM U ceTeu
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OIIK-9.3. Cnocoben
MPOBOJUTH MOHUTOPHHT
3aIIUIIICHHOCTH CETEBBIX
pecypcoB u
($hopMHUPOBATH OTYETHI 11O
BBISIBJICHHBIM
YSI3BEMOCTSIM

OIIK-9.3.1. 3naeT MeTO 1B
KOHTPOJISI
(GYyHKIMOHUPOBAHUS
TEJICKOMMYHHUKAIIMOHHBIX
CHCTEM M CeTEH, uX
samumiennoctu ot HCJ,
TIPUHIIATIBI TIOCTPOCHHUS
CHCTEM OOHapy >KEHHUS
KOMITBIOTEPHBIX aTakK,
BO3MOXXHBIC HCTOYHHUKH H
TEXHUUYECKUE KaHAJbl yTCUKU
uHpOpMannu B
TEJICKOMMYHHUKAIIMOHHBIX
CUCTEMaX U CETSIX

3HaeT MeTO/Ibl KOHTPOJISI (PYHKIMOHUPOBAHUS
TEJIEKOMMYHHUKAITMOHHBIX CUCTEM U CETEH, UX
3amuiieHHocTy oT HCJI, mpuHIMIbI
MOCTPOCHHS CUCTEM OOHAPYKEHHS
KOMIIBIOTEPHBIX aTaK, BO3MOKHBIE UCTOYHUKHU
Y TEXHHMYECKHE KaHAJIbI YTeUKA HHPOPMALIUU
B TEJIEKOMMYHHKAIIMOHHBIX CHCTEMaX U CETAX

OIIK-9.3.2. YmeeT
MIPUMEHSATH
WHCTPYMEHTAJIbHBIC CPEICTBA
MIPOBECHUST MOHUTOPHHTA
3aIUIIICHHOCTH
TEJIEKOMMYHHUKAITHOHHBIX
CHCTEM M CETEH, COCTABIIITh
OTYETHI IO pe3yIbTaTaM
MIPOBEPOK

YMeeT npuMeHsITh HHCTPYMEHTaJIbHbIE
CpelicTBa IPOBEJCHHSI MOHUTOPUHTA
3aIUIIEHHOCTH TE€JIEKOMMYHUKAIIMOHHBIX
CHCTEM U CeTeH, COCTABJIATh OTYETHI O
pe3ysibTaTaM MpOBEPOK

OIIK-9.3.3. Bmageer
HaBBIKAMHM aHaIH3a
3aIIMIIEHHOCTH
TEJIEKOMMYHUKAITHOHHBIX
CHCTEM M CeTeH C
UCTIOJIb30BAHUEM CKaHEPOB
0€30IacHOCTH U CPE/ICTB
aBTOMAaTHYECKOTO
pearupoBaHMs Ha MOTBITKU
HECAHKIIMOHUPOBAHHOTO
JIOCTYTIA

Brnaneet HaBpIKaMH aHaJINW3a 3alIUIICHHOCTH
TCIICKOMMYHHUKAITUOHHBIX CUCTEM U ceTel ¢
HCIOJIb30BAHHUEM CKaHCPOB 0e30IMacHOCTH U
CpPpCACTB aBTOMATHYCCKOI'0 pCarupoBaHusl Ha
MOIIBITKA HCCAHKIIMOHUPOBAHHOTO JOCTYIIA
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TCJIICKOMMYHHUKAIIMOHHLBI |CUCTEM

OIIK-15. Criocoben OIIK-15.1. 3naetr MeToMKK |3HAET METOAUKU U3MEPEHUSI U OLICHKU

IIPOBOJIUTH U3MEPEHMS U OLIEHKHU [1apaMeTPOB B TEJIEKOMMYHHMKAIIMOHHBIX
MHCTPYMEHTAJIbHBIN 1apaMeTpoB B CHCTEMAXx U CETAX W TUIIOBBIE CPENCTBA IS
MOHUTOPHHI Ka4eCTBA  |TEJIEKOMMYHUKAIIMOHHBIX MHCTPYMEHTAIBHON OLIEHKH YPOBHS
00CIyKMBaHUS U AHAJIU3 |CUCTEMAaX U CETSX U TUIIOBbIE |3aIMILEHHOCTH TEJIEKOMMYHHUKAIIMOHHBIX
3aIIUIICHHOCTH CpeICTBa AJIs CUCTEM

UHPOPMALIUU OT WHCTPYMEHTAIBHON OLICHKH

HECAaHKI[MOHMPOBAHHOI'O |yPOBHS 3aLIUIIIEHHOCTH

J0cTyna B TEJIEKOMMYHUKAIIMOHHBIX

IIPH TPOXOXKICHHUH T10
KaHajiaM CBSI3U, TIPOBEPSTH
IOCTH)KUMOCTE A00OHEHTOB

X CUCTCMax M CCTsIX B OIIK-15.2. Ymeer YMeeT aHaau3upoBaTh MPOMYCKHYIO

[EJISIX YIPABICHUS UX | aHAaNM3UPOBATh MPOMYCKHYIO |CIOCOOHOCTH U MpeeIbHYI0 Harpy3Ky CEeTH
(pyHKIMOHMpPOBaHHEM CIIOCOOHOCTH U MpEAENbHYI0 |CBSI3U, TapaMeTphbl epeaun KaJIpoB Mpu
Harpy3Ky CEeTH CBS3H, MIPOXO0K/ICHUH 10 KaHAJIaM CBSI3H, ITPOBEPSTH
napaMeTpsl epeayu KaJpoB |IOCTHKUMOCTh a0OHEHTOB CETH CBSI3U

HECaHKI[HOHUPOBAHHOTO
JOCTyIa B
TEJICKOMMYHUKAIIMOHHBIX
CHCTEMaX U CeTIX

CETH CBS3U

OIIK-15.3. Bnaneer Brnaneer HaBbIKaMU IPOBEICHUS aHAIIN3A
HaBbIKAMU MPOBEJICHUS 3aIUIIEHHOCTH UH()OPMAILIUU OT

aHaJIn3a 3aIUIICHHOCTH HECaHKI[MOHUPOBAHHOIO JIOCTYTIA B
uH(pOpMaIlUU OT TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMAX U CETSIX

IMpodeccuonanbHbIe KOMIIETEHIIUH

4. O0beM TUCHUILIMHBI B 3aYeTHBIX eIMHUIAX C YKAa3aHHEM KOJIHYECTBA aKaleMHYeCKUX YacoB,

BblJIeJIEHHBIX HA KOHTAKTHYIO0 pa0oTy 00y4aroiuxcsi ¢ npenojaasarejieM

U HA CAMOCTOSITEJIbHYI0 Pa00oTy 00y4Yaromuxcs

0611135{ TPYAOCMKOCTD JUCHUIIJIMHBI COCTABJIACT 3 3a4eTHEIX CIWHUII, 108 AKaJICMHUYCCKUX 4aCOB.
Pacnpe,ueneHHe TPYAOCMKOCTH JUCHUIUJIMHBI 110 BUAAM y‘-Ie6HOI7I ACATCIIBHOCTU MPCACTABICHO B

tabnuue 4.1.
Tabnuua 4.1 — Tpy10eMKOCTh TUCIMILIIMHBI 10 BUJIaM Y4eOHOH J1eTeIbHOCTH
o Bcero  |Cemectpsl
Bunel yueOHOI nesTenbHOCTH
JacoB |9 cemecTp
KonrakTHas ayguropHasi pa6oTa 00y4alomuxcs ¢ npenojaaBarejeM, BCero 54 54
JIeKIIMOHHEBIE 3aHATUS 18 18
JlaGopaTopHbIe 3aHATHS 36 36
CamocrosiTeibHas padoTa 00y4alomuXcs, B T.4. KOHTAKTHasI 54 54
BHeayMTOpHasi padoTa o0y4yaloluxcs ¢ npenojaaBarteyieM, BCero
[ToaroroBka k 3auery 18 18
IToaroroBka K TECTUPOBAHUIO 18 18
[ToaroroBka k mabopaTopHOi paboTe, HAMMCAHUE OTYETA 18 18
Oo0mast Tpy10eMKOCTH (B Yacax) 108 108
Oo0mas TpyroemMkocTh (B 3.e.) 3 3
5. CTtpykTypa u cofep:kaHue TUCHHILTUHBI
5
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5.1. Pa3nenn! (TeMbl) JUCUMIIIMHBI M BUIbI Y4e€0HOH 1eATeIbHOCTH

CTpykTypa IUCHUIUIUHBI MO pas3fienaM (TeMaMm) W BUJaM y4eOHOH JesTeNbHOCTH MPUBEICHA B
tadiuue 5.1.
Ta0auia 5.1 — Pa3aensl (TeMbl) AMCHUIIMHBL U BUABI YYCOHOH €ITEIbHOCTH

Jlex. Bcero gacos
JIa6. | Cam. dopmupyembie
HasBanus pasnenoB (Tem) IMCHUIIMHBL | 3aH., (6e3
pab6. |pab., u KOMITETCHITH
q dK3aMeHa)
9 cemecTp
1 HopmartuBHas 6a3a M OCHOBBI 6 8 18 32 OI1IK-9.1, OIIK-9.3,
MOHHUTOPHHTA 0€301TaCHOCTH OIIK-15
TEJICKOMMYHHUKAIIMOHHBIX CHCTEM U CETEH.
2 [TocTpoeHue cucTeMbl MOHUTOPHUHTA, 6 8 18 32 OIIK-9.1, OIIK-9.3,
MPUHITUIIEI K KPUTEPUH BBIOOpA OIIK-15
apaMeTpoB MOHUTOPHUHTIA.
3 OpraHu3zanusi CUCTEMbl MOHUTOPHHTA 6 20 18 44 OIIK-9.1, OIIK-9.3,
0€30MacHOCTH. OIIK-15
Uroro 3a cemectp |18 36 54 108
Utoro |18 36 54 108

5.2. Conep:xanue pa3enoB (TeM) TUCHHIINHBI

Coneprkanre pas3iesioB (TeM) TUCHUTLIAHEI (B T.4. TIO JIEKIIUSIM) MPUBEICHO B Ta0ywmIe 5.2.
Ta6mmma 5.2 — CoaeprkaHue pa3ieiaoB (TeM) TUCITUTIINHBI (B T.U. 11O JCKITHSIM)
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TpynoemkocThb
HazBanus pasnenos (Tem) Coneprxanue pa3ieson (Tem) dopMupyemsbie
JTUCITATITAHBI JUCITUTUTUHBI (B T.. 11O JICKITHSIM ) (nexImOHHpIe KOMITETCHITH
3aHATHSA), 4
9 cemecTp
1 HopmatuBHas 6a3a u O0630p MeXTyHapOAHBIX U 6 OIIK-9.1,
OCHOBBI MOHUTOPHUHIA POCCHUHCKHX CTaHJIapTOB, OIIK-9.3,
Oe30macHOCTH pErIaMEHTUPYIOIIUX MOHUTOPUHT OIIK-15
TEJIEKOMMYHUKAIITMOHHBIX 6e3omacHocTh. [IpuHIHATIBI
CHUCTEM U CETEH. HENPEPBIBHOCTH.
Hroro 6

2 ITocTpoeHue cucTemMbl [Toaxoapl K HOCTPOCHUIO 6 OIIK-9.1,
MOHUTOPHUHIA, IPUHLMUIBLI U |MOHUTOPUHTA. MOHUTOPHHT C OIIK-9.3,
KpUTEpUHU BbIOOpa y4acTHEM areHTOB U MOHUTOPUHT OIIK-15
napaMeTpoB MOHUTOPHUHTA. IIPY IOMOIIY KOHEUHBIX areHTOB.

Hepapxuu cucteM MOHUTOPHUHTA.

[TpoTOKOIIBI MOHUTOPUHTA

TEJICKOMMYHUKALIMOHHBIX CUCTEM U

ceteil. UHCTpyMeHTHI Asist

OCYIIECTBIICHUSI MOHUTOPHUHTA.

Hroro 6
6




3 Opranu3zanusi CUCTEMbI Paz6op cymiecTByomux cucteMm 6 OIIK-9.1,
MOHMTOpPHUHTa 0€30MIaCHOCTU. |MOHUTOPHHIA, UX CHJIbHBIE U CIa0bl OIIK-9.3,
CTOPOHBI. JIOKyMEHTAJIbHOE OIIK-15
oopmieHne mpoueaypsl
MoHHUTOpHHra. Onucanue
MHCTPYKIIMU pearnpoBaHue Ha
WHIUJEHTHI (T1ei0yK). Opranuzamus
MOHHUTOPHHIra O€3011aCHOCTH
TEJIEKOMMYHUKAITMOHHOW CUCTEMBI.
Hroro 6
Hroro 3a cemectp 18
Hroro 18
5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)
He npegycmoTpeHo yaeOHBIM MIJIaHOM
5.4. JlaGopaTopHble 3aHATHUSA
HaumeHnoBanue nabopaTopHbIX paboT MpuBeieHO B Tabnuie 5.4.
Tabnuia 5.4 — HaumeHoBanue 1a00paTOpHBIX padboT
Ha3zBanus paznenos (Tem) HaunmenoBanue naboparopueix | Tpynoemkocts, | Dopmupyemsie
JUCLIUTUIMHBI pabot q KOMIIETEHIH
9 cemecTp
1 HopmartuBHas 6a3a u Pabora ¢ npoTtokonamu 4 OIIK-9.1,
OCHOBBI MOHUTOPHUHTA MOHHUTOPUHTa. MOHUTOPHUHT O€3 OIIK-9.3,
0e301acHOCTH y4acTusi areHToB. AHanu3 paboThl OIIK-15
TEJIEKOMMYHUKAIIMOHHBIX nportokosa SNMP.
CHCTEM U CETeH. [IponieccHblil moaxon K 4 OIIK-9.1,
OpraHu3aiu MOHUTOpUHra. [{ukn OIIK-9.3,
HenpepbIBHOCTU. BI6OD OIIK-15
KPUTEPHEB MOHUTOPUHTA /IS
HE00XOIUMBI AJIs1 HETIPEPBIBHOCTH
IPOLIECCOB.
Hroro 8
2 IlocTpoeHue cucTeMsl MOHUTOPHHT IIPH TOMOIIN 4 OIIK-9.1,
MOHMTOPHHTIA, IPUHIUIBI U |ar€HTOB. Y CTAHOBKA M HACTPOWKa OIIK-9.3,
KpUTEpHH BbIOOpa CUCTEMBI MOHUTOpUHTa Zabbix. OIIK-15
[apaMeTpoB MOHUTOPHHIA. Pa6ota ¢ moacucremoit WMI. 4 OIIK-9.1,
[TonknroyeHrne XOCTOB K CUCTEME OIIK-9.3,
MoHuTOopuHra Zabbix. HacTtpoiika OIIK-15
Jamoop10B I KOMaH bl
MOHUTOPHHTA.
Hroro 8
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3 Opranuzanus CucTeMsl PassepreiBanue SIEM cucremsl. 16 OIIK-9.1,
MOHMTOpUHTa Oe3onacHocTu. |OnpeseneHne ICTOYHUKOB OIIK-9.3,
NOJy4YeHHsT UHPOPMALIUHU O OIIK-15
COOBITUSX MHPOPMALIMOHHOM
6e3onacHoctu. Pazdop
HE00X0JMMOCTH HOpMaIU3alul
coObiTHil. Co3manue mpaBuil
Koppemsiuu coobiThii. Co3nanue
MHIIMJICHTOB Ha OCHOBE COOBITHIA
MH(POPMALMOHHON OE30MaCHOCTH.

Prometheus. Grafana, InfluxDB. 4 OIIK-9.1,
MeToibl XpaHEHUS U aHAIN3a OIIK-9.3,
cobpaHHOl HHpOPMAITUH. OIIK-15

®dopmupoBaHue JadooOpAOB B
CHUCTEMaX C OTKPBITHIM UCXOTHBIM

KOJIOM.
Hroro 20

Uroro 3a cemectp 36

Hroro 36

5.5. KypcoBoii npoekT / KypcoBasi padora
He npenycMoTpeHo y4eOHbBIM MIIaHOM
5.6. CamocTosiTeqbHaAs1 padoTa

Bunibl caMmocToATeIbHOM paboThI, TPYJOEMKOCTh U (POPMHUPYEMBbIC KOMIICTCHIIMH TIPEICTaBICHBI B
tabnuue 5.6.
Tabmura 5.6 — Bujbl caMOCTOSITENILHOM pabOThI, TPYA0EMKOCTh B (pOpMHpyEeMble KOMICTCHIIHN

Bunbl
Hasanus pa3nenos (Tem) CAMOCTOSTENEHOM Tpynoemkocts, | dopmupyembie Dopmbl
JUCITUTLTAHBI q KOMIIETEHIIUHU KOHTPOJIA
paboTbI
9 cemecTp
1 HopmaTtuBHas 6a3a u IToaroroBka x 6 OIIK-9.1, 3auéT
OCHOBBI MOHUTOPHHIA 3a4eTy OIIK-9.3,
0€301acHOCTH OIIK-15
TCJICKOMMYHUKAIIMOHHBIX  |[ToaroroBKa K 6 OIIK-9.1, TectupoBanue
CHCTEM M CCTeH. TECTUPOBAHUIO OIIK-9.3,
OIIK-15
[ToaroroBka k 6 OIIK-9.1, JlaGoparopHas
nabopaTopHOU OIIK-9.3, paborta
paboTe, HalMCaHNE OIIK-15
oTuera
Hroro 18
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2 IlocTpoeHune CUCTEMBI [ToaroroBka k 6 OIIK-9.1, 3auét
MOHMTOPUHTIA, IPUHIIUIBI U |3a4€Ty OIIK-9.3,
KpUTEpHH BbIOOpa OIIK-15
napaMeTpoB MOHUTOPHHTIA. |[loaroroBka K 6 OIIK-9.1, TectupoBanue
TECTUPOBAHUIO OIIK-9.3,
OIIK-15
ITogroroska k 6 OIIK-9.1, JlaGopatopHas
nabopaTopHOH OIIK-9.3, pabota
paboTe, HarMcaHue OIIK-15
oTyera
Hroro 18
3 Opra"u3zaiusi CUCTEMBbI IToaroroBka k 6 OIIK-9.1, 3auéT
MOHUTOPHUHTA 3a4eTy OIIK-9.3,
0€30I1aCHOCTH. OIIK-15
ITogroroska k 6 OIIK-9.1, TectupoBanue
TECTUPOBAHUIO OIIK-9.3,
OIIK-15
[ToaroroBka k 6 OIIK-9.1, JlaGoparopHas
nabopatopHoOi OIIK-9.3, pabora
paboTte, HarMcaHue OIIK-15
oTyeTa
Hroro 18
Hroro 3a cemectp 54
Hroro 54

5.7. CooTBeTcTBHE KOMIIETeHIUH, GOpMHPYEeMBbIX IPH U3YYEHHH AUCHHUILIMHBI,
1 BHJ0B Y4eOHOIi 1esiTeIbHOCTH

CooTBeTcTBUE KOMIIETEHIUH, (OPMUPYEMBIX NMPU U3YUYEHHUH JUCLUIUIMHBI, U BUJIOB yueOHOM
JeSTeTLHOCTH TMPEICTABIICHO B Tabymiie 5.7.
Tabnuna 5.7 — CooTBeTCTBUE KOMIETEHIHH, (OPMUPYEMBIX IPU U3YUEHUU AUCLUILINHBI, U BUJOB

3aHATHI
dopmMmupyembie Bunpl yueOHOI AeITeIbHOCTH
DOpMBI KOHTPOJIA
KOMIIETCHIINH JIek. 3aH. |JIa0. pab.|Cam. pal.
OIIK-9.1 + + + 3auér, JlaboparopHas padora,
TectupoBanue
OIIK-9.3 + + + 3auér, Jlaboparopnas pabora,
TectupoBanue
OIIK-15 + + + 3auér, JlabopaTopHas pabora,
TectupoBanue

6. PeiiTuHroBasi cucremMa /1Jisl OlEeHKH yCIIeBAeMOCTH 00y4aromuxcst
6.1. banabHble oneHKH 11t GOPM KOHTPOJISA

bannbHble onieHkH U1t POpPM KOHTPOIIS IPEICTaBICHbI B Ta0bmuiie 6.1.
Tab6muma 6.1 — bamnbHbIE OLIEHKH

. . | MakcumanbHbIl Oasmn
MaxkcumanbHbIN MaxkcumanbHbIN
3a MepHOJ MEXKIY Bcero 3a
DOopMBbI KOHTPOJISI 6ayt Ha 1-yro KT ¢ OaJi 3a mepuoI
2KT u Ha xoHEI CEeMEeCTp
Hayajia ceMecTpa mexay 1KT u 2KT
cemecTpa
9 cemecTp
3auét | 0 | 0 20 20
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Jlaboparopnas padoTa 20 20 20 60
TectupoBanue 0 0 20 20
Hroro makcumym 3a 20 20 60 100
nepuos

Hapacraromum utorom 20 40 100 100

6.2. Ilepecuer 0a/1710B B OLICHKH 32 TEKYIIH KOHTPOJIb

[TepecueT 6anIoB B OLIEHKH 3a TEKYIIUH KOHTPOJIb MIPEACTABICH B TabmuIie 6.2.
Tabmuia 6.2 — Ilepecuer 6aJJI0B B OILIEHKH 32 TEKYIIUH KOHTPOJIb

bamnibl Ha naTy TEKyero KOHTpoIs Onenka

>90% oT MakcuMalIbHOI cyMMbI OaiioB Ha gaty TK 5

Ot 70% 1o 89% ot MakcuManbHOI cymMbl OamiioB Ha naty TK

Ot 60% 10 69% OoT MakcuManbHOI cymMMbl OaioB Ha naty TK

N|W | B~

< 60% oT MakcuMalIbHOI cyMMbI OaiioB Ha gaty TK

6.3. Ilepecuet cyMMbI 02/1710B B TPAAUIIHOHHYI0 M MEKIYHAPOAHYIO OLIEHKY

[TepecueT cymMMBbl 6asioB B TPAJUIIMOHHYIO U MEXAYHApPOJHYIO OIIEHKY MPEJCTaBIEH B TaOIHUIEe

6.3.
Tabmuma 6.3 — Ilepecuer cymMMbl 6AJIIOB B TPAIUIIMOHHYIO U MEXKTYHAPOIHYIO OLIEHKY
Hroroas cymma 6asios,
Onenka YUYUTBIBAET YCIICIIHO CIAHHBIN Onenka (ECTS)
IK3aMeH
5 (oTIM4YHO) (3a4TEHO) 90— 100 A (OTJIIHYHO)
4 (xopor1o) (3a4TeHO) 85 -89 B (ouens xoporo)
75 -84 C (xoporo)
70 — 74 D (yaoBneTBOpUTENIHHO)
3 (yAOBIETBOPUTENBHO) (3aYTEHO) 65— 69
60 — 64 E (mocpencTBenHo)
2 (HeyIOBJIETBOPUTEIHHO) (HE 3aUTEHO) Hwxe 60 6amios F (meynoBnerBoputreabHO)

7. YueOHO-MeTOoAnYecKoe 1 MH(OPMAIITHOHHOE o0ecneyeHue TUCIUTIIHHbI
7.1. OcHOBHas JqUTEpaTypa

1. HAIITUOHAJIBHBI1 CTAHJIAPT POCCUMCKOM ®EJEPAIIUU HudopmamuonHas
texnosoruss METOJIbl 1 CPEJACTBA OBECIIEUEHUSA BE3OITACHOCTH PykoBoacTBa 1o
MEHE/DKMEHTY WH(POPMAITMOHHOW 0€301MacHOCTH /ISl TEJIEKOMMYHHUKAIIMOHHBIX OpraHu3aluii Ha OCHOBE
NCO/MBK 27002 [DNeKTpOHHBIH pecypc]: — Pexuwm pocTtymna:
https://docs.cntd.ru/document/1200103621.

2. OcHoBBI HH(pOpMAIMOHHOW Oe30omacHocTh: YuebHnoe mocodbue / A. M. I'onukos - 2007. 201 c.
[DnexTpoHHEI pecypc]: — Pexxum gocrtyma: https://edu.tusur.ru/publications/1024.

7.2. lonoTHMTEIbHAS JIUTEPATypa

1. HAIIUOHAJIBHBIN CTAHJIAPT POCCHUMCKOW ®EJIEPAIIMU MudbopmanuoHHas
texHonoruss METO/Ibl U CPEJICTBA OBECIIEUEHUA BE3OIIACHOCTU CBoa HOpM U npaBuiI
MEHE/DKMEeHTa MH(pOpPMAIMOHHON Oe30macHOCTH [DIeKTpOoHHBIM pecypc]: — Pexum goctyma:
https://docs.cntd.ru/document/1200103619.

2. CeTH U CUCTEMBI PAJIMOCBS3H U CPEICTBA UX MHPOPMAIIMOHHOM 3aUTHL: YuebHoe mocodue / A.
M. TonukoB - 2007. 392 c. [DnexTpoHHBIU pecypc]: — Pexum ngocrtyna:
https://edu.tusur.ru/publications/1015.

7.3. YuyeOHO-MeTOANYECKHE MOCOOUS

7.3.1. O6s3aTesIbHbIE YUeOHO-METOAMYECKHE MOCOOUsI
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l. besonmacHocTte ceted DOBM [DnexTtpoHHBIUM pecypc]: — Pexum pgoctyna:
https://disk.fb.tusur.ru/bsevm/independent_work.pdf .

2. OcHOBBI HH()OPMAIIMOHHBIX TEXHOJIOTHH: YUeOHO-METOUYECKOe MocoOre Mo 1abopaTOPHBIM
paboram / A. . UcakoBa - 2017. 83 c. [DnekTpoHHBIA pecypc]: — Pexum pocrtyna:
https://edu.tusur.ru/publications/7102.

3. bezonacHocth ceteit DBM. Yacte 1: JlaGopaTopusiit mpaktukym / A. K. HoBoxpectos, A. U.
I'ynsieB - 2017. 92 c. [DnexktpoHHBIN pecypc]: — Pexxum noctymna: https://edu.tusur.ru/publications/7225.

4. bezonacHocTh ceteid OBM [DnexkTpoHHBIM pecypc]: Mertoauueckue yka3zaHUsS OIS
nabopaTopHbIX H mpakTtuueckux padbor / HoBoxpectoB A. K., IIpackypun I'A., 2014. - 99 c.
[DnexTponHsbIi pecypc]: — Pexum gocryna: https://disk.fb.tusur.ru/bsevm/practice.pdf.

5. OcHoBBI HHPOPMAIIMOHHBIX TeXHONOTHI: YueOHoe nmocodue / A. . Mcakosa - 2016. 206 c.
[DnexTponHsbIit pecypc]|: — Pexum goctyna: https://edu.tusur.ru/publications/6484.

7.3.2. YueOHO-MeTOANYECKHE MTOCOONS JIS JINIT
C OrPaHUYEeHHBIMH BO3MOKHOCTSIMH 310POBbsI 1 HHBAJIU/I0B

Y4eOHO-MeTOINYEeCKUE MAaTEPUAJIbl 111 CAMOCTOSITEILHON U ayAUTOPHOI pabOThl 00yYaromuxcs
U3 YUCJIA JIUI] C OTPAaHUYEHHBIMH BO3MOXXHOCTSIMH 3/]0POBbsI M1 HHBAJIUIOB MPEJIOCTABIAIOTCA B opMax,
aIalITUPOBAHHBIX K OTPAaHHYCHUSM X 3[0POBBS U BOCHPUATHS HHOOPMALIUH.

J1s1 JIMI ¢ HAPYIIEeHUsIMH 3PeHus:

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— B [1€4aTHOW (hopMe YBEIUUCHHBIM MIPUPTOM.

JI1s1 JIMII ¢ HAPYHIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— B miedatHou popme.

JI1s1 JIMIL ¢ HAPYIIEHUSIMU ONOPHO-IBUTaTEIbHOT0 anmnapara:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B miedatHoi popme.

7.4. CoBpeMeHHbIe TPOo(eccuoHATbHbIE 0a3bl JAHHBIX
1 HH()OPMAINMOHHBIE CTIPABOYHbIE CHCTEMbI

1. IIpu u3ydeHUH NTUCHUIIMHBI PEKOMEHAYETCS 00pallaThbCsa K COBPEMEHHbIM 0a3aM JaHHBIX,
WHGOPMAIIMOHHO-CIIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa oTKpHIT gocTym:
https:/lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MatepunajbHO-TeXHHYeCKOe H POrpaMMHOe ofecrieyeHne JUCHUIIHHBI
8.1. MaTepuabHO-TeXHHYECKOe H IPOrpaMMHoe o0ecredeHue sl JTeKINOHHBIX 3aHATHI

Jlnst mpoBeeHus 3aHATUN JEKIIMOHHOTO TUIA, TPYIIOBBIX U MHAUBUIYaIbHBIX KOHCYJbTAILUA,
TEKYLIEro KOHTPOJIS U MPOMEXYTOUHON aTTECTAllMU UCIIONb3YeTCsl yueOHash ayAUTOPHUS € TOCTaTOYHBIM
KOJIMYECTBOM TTOCAI0YHBIX MECT I Y9eOHOH TPYIIbI, 000pYyI0BaHHAS JOCKOH M CTAaHIAPTHOW y4eOHOMI
MeOenbio. imeroTest MynbTUMeInitHOe 000pyI0BaHKE U YUEeOHO-HATIISAHBIE TTOCOOUS, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH 110 JIEKIIMOHHBIM pa3ziesiaM AUCLUILINHBIL.

8.2. MaTepuaIbHO-TeXHHYECKOE U MPOrpaMMHOe o0ecneyeHue 1Jisl JIa0OpaTOPHBIX padoT

Jlabopatopus mporpaMmMHo-amnapaTHbIX CpeAcTB oOecriedyeHus: UHPOPMAITMOHHON 0€30MaCHOCTH:
ydyeOHasi ayAuTOpHs AJs NPOBEACHUS 3aHATHUN MPAKTUUECKOTO THUIA, yueOHas ayauTopus s
MIpoBeIeHus 3aHsATHi TabopaTtopHoro tumna; 634045, Tomckas obnacts, r. ToMck, yi. KpacHoapmeiickas,
a. 146, 405 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- UnTepaktuBHas nocka IQBoard DVT TN100;

- [Ipoektop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yeunmurens Roxton AA-60M;

- [ToTonounskrit rpomMkoroBoputesb Roxton PA-20T;

- AnmapatHble cpeficTBa ayTeHTH(HKauu nois3osatens "eToken Pro";

- [IporpammHo-anmnapaTHelii Komiuieke 3amuThl nHpopmaruu: [TAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW1000 4 .x;
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- YcrpolicTBa UTeHUsI CMapT-KapT U paJuoOMETOK: aJanTep KOMIBIOTEPHBIN I CUYUTHIBAHUS U
nepenaun B [IK cepuitHpix HOMEpOB 0€CKOHTAKTHBIX UaeHTU(UKaTOpoB IronLogic Z-2 USB;

- MaruuTHoO-MapKepHas J0CKa;

- KommiekT cnenuann3npoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTels.

[IporpamMmmMHoe obecrieueHue:

- Cucrema MoHuTOpHHTA Zabbix;

- GPSS Studio;

- MaxPatrol Education;

- Microsoft Windows 10;

- VirtualBox;

- Anammzatop Tpaduka Wireshark;

- MexcereBoii skpan Positive Technologies Application Firewall Education;

- CucreMa 3amuThl OT yTe4ku AaHHBIX: KoHTyp nHbOopManmonHoi 6e3onacHocT SearchInform;

- CucreMa oOHapyXeHUSI BTOP>KCHUM Snort;

- CucreMa oOHapy)eHUsI BTOP)KeHHI Suricata;

- CpencTBO CKaHUPOBAHUS 3aIIUIIIEHHOCTH KOMIIBIOTEpHBIX ceTeit: MaxPatrol Education;

- CpencTBO CKaHUPOBAHUS 3aIUIIIEHHOCTH KOMIIbIOTepHBIX ceteii: XSpider Education;

8.3. MaTepua/ibHO-TeXHNYECKOE U MPOrpaMMHOe o0ecreuyeHue 1Jisl CAaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSTeNbHOUW pabOThl UCTIONB3YIOTCS YUueOHbIE ayAUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacoNOKEHHBIC IO apecaM:

- 634050, Tomckas o6nactb, T. Tomck, Jlennna npocnexkr, 1. 40, 233 ayxn.;

- 634045, Tomckas obnacts, r. Tomck, yi. KpacHoapmetiickas, 1. 146, 201 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmanna ynuna, a. 74, 207 ayn.

Omnwucanue UMeEroNIerocs 000py0BaHUS:

- yuebHas mebenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJIKITIOUCHBI K ceTU «MHTepHEeT» U 00eCnednuBaloT JOCTYI B 3JIEKTPOHHYIO
nHpopMaMoHHO-00pa3oBarebHylo cpeay TYCYPa.

[Tepeuens mporpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mnst Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepuaanO-TeXHquCKoe odecneyeHue AUCHUINJIHHBI JIs1 JIMI ¢ OrPAHUICHHBIMU
BO3MOKHOCTSIMHA 310POBbA U HHBAJINI0B

OcBoeHME AUCHUIUIMHBI JIMIIAMU C OTPAHMYEHHBIMU BO3MOKHOCTSIMU 3/10POBbSI U MHBAJIUJAMHU
OCYIIECTBIISIETCS C UCITIOIb30BAHUEM CPEICTB 00YUEeHUS OOIIEro U CreluaaIbHOr0 Ha3HAYEHUS.

[Ipu 3aHATHAX ¢ O0y4YarOUIMMHCA C HAPYWIEHHSAMH CJyXa MPEIyCMOTPEHO HCIOJb30BaHHE
3BYKOYCHJIMBAIOIIEH ammapaTypbl, MyJIbTUMEIUNHBIX CPEICTB U JPYTHUX TEXHUUYECKHUX CPEJACTB
npuema/nepenadn yueOHol nHpopMaImy B JOCTYIHBIX GopMax, MOOMIIBHON CUCTEMBI MPEINOJaBaHUs
JUTsL 00YYaIOLIUXCSl ¢ UHBAJMHOCTHIO, TIOPTATUBHON MHAYKIIMOHHON CHCTEMBbl. YueOHas ayAuTOpus, B
KOTOPOHW 3aHUMAIOTCSl 00ydJaromuecs: ¢ HapyIIeHUEeM CiyXa, 000pyJa0BaHa KOMIBIOTEPHOU TEXHUKOM,
ayAMOTEXHUKOM, BUACOTEXHUKOM, SJIEKTPOHHOU IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHSIX ¢ 00yUaIONIMMUCS C HAPYLIEHUSIMHU 3PeHUs MPEIYyCMOTPEHO UCIOJIb30BAaHUE B
JEKIUOHHBIX U y4eOHBIX ayAUTOPHUSAX BO3MOXKHOCTH MPOCMOTpA YAAJICHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM claijia Ha dSKpaHe) MPH MOMOIIHM BUACOYBEIUUHUTENEH 9 KOMPOPTHOTO
MIPOCMOTpa.

[Ipu 3aHgATHAX ¢ O0y4YalOIIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOIr0 ammapara
HCIIOJBb3YIOTCS allbTEpHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMalMU U ApYyrue TEXHUYECKUE CpeAcTBa
npuema/mnepeaadyn yueOHo nHGOpMaIMU B JOCTYIHBIX GopmMax, MOOMIILHON CUCTEMbI OOYyUYCHUSI IS
JIIOJIEN ¢ MHBAIMTHOCTEIO.
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9. OnleHOYHbIE MATEPUAJIbI U METOAHYECKHEe PEKOMEHIANH M0 OPraHUu3alui U3ydeHusl
JUCIUTIINHDBI

9.1. Coaep:xaHue OLIEHOYHBIX MAaTEPHAJIOB /ISl TEKYLIEro KOHTPOJIS
U MPOMEKYTOUHOI aTTecTaluu

Jliist olleHKHu cTeneHu cOPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPETUICHHBIX 3a AUCIUTIIUHON
KOMITETEHITHI UCIIONIb3YIOTCS OIICHOYHBIE MaTepualbl, MPeACTaBlIeHHbIC B TabmuIe 9.1.
Tabmuia 9.1 — @opMbI KOHTPOJISL U OLIEHOYHBIE MATEPHAIIBI

Hassanus pasnenos (rem) ®opaHpyembie ®opmbl kKoHTpoItst | OueHounsie MaTepuaisl (OM)
JUCUUTIIUHBI KOMIIETEHIIUH
1 HopmaruBHnas 6a3a u ocHoBsl |OITK-9.1, 3auét [Iepeuens BOIIpOCOB 1Jist
MOHHUTOPHHTA 0€301IaCHOCTH OIIK-9.3, 3ayera
TEJICKOMMYHUKAIIMOHHBIX OIIK-15 JlaGopaTopHas Tembl 1a60paTOPHBIX PaboOT
CHCTEM M CeTEH. pabota
TectupoBanue IIpuMepHBIii epeyeHb
TECTOBBIX 3a/laHUN
2 IlocTpoeHune CUCTEMBI OIIK-9.1, 3auét ITepeuens BOIIPOCOB 1Jist
MOHUTOPHHTIA, IPUHLIMIIBI U OIIK-9.3, 3a4era
Kpurepuy BbiOopa napamerpos | OIIK-15 JlaGoparopHas TeMbI 1a60paTOPHEIX PaboT
MOHMTOpPHHIA. pa60Ta
TectupoBanue IIpuMepHBIi IepeyeHb
TECTOBBIX 3a/laHUN
3 Opranuzanus CuCTEMBI OIIK-9.1, 3auér [Iepeuens BonpocoB i
MOHMTOPHUHTa 0€30M1aCHOCTH. OIIK-9.3, 3aueTa
OIIK-15 JlaGopaTopHas Tembl 1abopaTopHBIX pabOT
pabora
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN

lxana oneHku cHPOPMUPOBAHHOCTU OTAEIbHBIX MIAHHUPYEMBIX PE3yJIbTAaTOB OOyUYEHHS IO
JTUCHUIUIMHE TpuBeJeHa B Tabnuue 9.2.
Tabnuna 9.2 — Illkama oneHkn copMUPOBAHHOCTH IUIAHUPYEMBIX PE3YJbTATOB OOyYEHHUS T10

JAUCLUIIIINHE
®dopmynupoBKa TpeOOBaHU K CTETICHH C(HOPMHPOBAHHOCTH
Ornenka banner 3a OM TJIAHUPYEMBIX Pe3yJIbTaTOB 00ydeHUS
3HATh YMETh BJIQ/IETh
2 <60% ot OTCYTCTBHE 3HaAHUU OTCYTCTBHUE OTCYTCTBHE
(HEYIOBIETBOPUTENHHO) | MAKCUMATHHOMU | UITU ()parMeHTapHBIC YMEHUN UIu HABBIKOB WJIN
CYMMBI 0aIOB 3HAHUS YaCTUYHO (dbparmMeHTapHbIE
OCBOEHHOE MIpUMEHEHUE
yMEHUe HaBBIKOB
3 ot 60% 1o o0mye, HO He B 1I€JIOM YCIICIITHO, B IICJIOM
(YIOBJIETBOPHUTEIHLHO) 69% ot CTPYKTYPUPOBAHHbBIE HO HE YCIEIIHOE, HO HE
MaKCUMaJIbHOMN 3HAHUS CHCTEMAaTUYECKH | CUCTEMaTUYECKOe
CYMMBbI 0aJIOB OCYIIECTBIISIEMOE pUMEHEHHE
yMeHHue HaBBIKOB

CornacoBaHa Ha noptane Ne 59705 13



4 (xopotio)

5 (OTJIMYHO)

ot 70% 1o c(hOpMHUPOBAHHEIE, B LIEJIOM B LIEJIOM
89% ot HO coJiepKaliue yCIIEITHOE, HO yCIENIHOE, HO
MaKCHMaJIbHOM OTJICITbHBIC coJiepKanue coJiepKaIue
CYMMBI Oa1oB HpO6JI€MI>I 3HAaHUA OTACJIIbHBIC OTACJIBHBIC
poOesbl yMEHUe poOebI
[IPUMEHECHUE
HaBBIKOB
>90% ot chopMUpOBaHHbIE | CHOPMUPOBAHHOE YCHENTHOE U
MaKCUMAaJIbHOW | CHCTEMaTHYECKHUE yYMEHHUE CUCTEMaTHUYECKOE
CYMMBI 0aJUTOB 3HAHUS pUMEHEHUE
HaBBIKOB

[Ikana KOMIUIEKCHOW OLIEHKH CPOPMHUPOBAHHOCTH KOMIIETECHIMI MprBeieHa B Tabmuie 9.3.
Tabmuma 9.3 — [llkana KOMITICKCHOM OIICHKH C(OPMUPOBAHHOCTH KOMITCTESHITHI

Ornenka

dopmynupoBKa TpeOOBAHUH K CTETICHH KOMIIETEHITHH

2
(HEeyAOBIIETBOPUTEINIHHO)

He nMeet He0OXOAMMBIX MIPEACTABICHHI O TPOBEPSIEMOM MaTepuase

W

3HaTh HA YPOBHE OPUEHTHPOBaHMS, TpeicTaBleHnid. O0ydaromuiics 3HaeT
OCHOBHBI€ NMPU3HAKU WJIM TEPMUHBI U3YYaEMOTO JJIEMEHTA COJEPKaHUsI, UX
OTHECEHHOCTH K ONPEJICIICHHON HayKe, OTPAC/Id WIH 00bEKTaM, y3HACT B
TEKCTaX, N300paKCHUAX WM CXeMaX U 3HAET, K KAKUM UCTOUYHHUKAM HY>KHO
oOparatecs it 00Jiee IeTaaIbHOTO €r0 YCBOCHHUS.

3 3HaTh ¥ yMETh Ha PeNPOAYKTHBHOM ypoBHe. O0yyaromuxcs 3HaeT
(YAOBJIETBOPUTENIBHO) |U3yUEHHBIN 3JIEMEHT COAEP)KaHUs PENPOLyKTUBHO: IIPOU3BOIBHO
BOCIIPOU3BOANT CBOU 3HAHMSI YCTHO, MUCbMEHHO WM B IEMOHCTPUPYEMBIX
IECUCTBUAX.
4 (xopo1o) 3HaTh, yMETh, BIA/IETh HA AHAJMTHYECKOM ypOBHE. 3Has Ha

PENnpoayKTUBHOM YPOBHE, YKa3bIBaTh HA 0COOEHHOCTH U B3aUMOCBS3H
U3yYEHHBIX 00BEKTOB, HA UX JJOCTOUHCTBA, OTPAHUYEHUS, UCTOPHIO U
NEePCHEKTUBBI Pa3BUTUS K OCOOCHHOCTH JJIs1 pa3HBIX 0OBEKTOB YCBOCHHUS.

5 (oTIM4HO)

3HaTh, yMETh, BJI/ICTh HA CHCTEMHOM ypoBHE. OOy4JaroIuiics 3HaeT
W3YUYEHHBIHN 2JIEMEHT COACPKAHUS CUCTEMHO, TPOU3BOJIBHO U JIOKA3aTEIIbHO
BOCITPOM3BOUT CBOU 3HAHUS YCTHO, MUCHbMEHHO UJTU B JIEMOHCTPUPYEMBIX
NEUCTBUSIX, YUUTHIBASI U YKA3bIBasl CBS3U U 3aBUCUMOCTH MEX]Y dTHM
AJIEMEHTOM M JIPYTUMHU dJIEMEHTAMU COACPIKAHUS TUCIUTIITUHBI, €T0
3HAYUMOCTD B COJICP>KaHUU TUCIUTIITUHBI.

9.1.1. IIpuMepHBIii IepedeHb TeCTOBBIX 3aIaHUI

1. Kakoii u3 MeTo10B KOHTpOJIA 1iesocTHOCTH (paitioB oTcyteTByeT B C3U ot HCJI Secret Net?
a) KonTpomas conepxumoro
b) KonTpomas atpuOyToB
¢) KoHTpoab CaHKIIMOHUPOBAHHBIX U3MEHECHUN
d) Kontpons cymiecTBoBaHMs
2. Jlng yero nmpeaHa3HayeHa nporpamMma onepaTuBHOTO ynpasienus Secret Net?
a) Jlns 3amuTel KoH(UICHIMATEHON HHMOpMAIUN
b) Jns uaenTHdUKaMU 1 ayTeHTU(PUKAIUK TTOTb30BaTesnei 10 3arpy3ku OC
¢) [l ueHTpain30BaHHOTO YIIPaBJICHUS 3alUIIIAEMbIMU KOMIIbIOTEpAMU
d) [ns KoHTpOIs BEIBOAA KOHMUIEHITNATLHON HHPOPMAITIHI
3. HazoBute oauH U3 PEKUMOB pabOTHI TPOTrPaMMBbI ONIEPaTUBHOTO yrpaBieHus Secret Net?
a) PexxuM ynpaBieHus 3alIUTHBIMH MEXaHU3MaMU
b) Pexxum naeHTHGUKAINY U ayTeHTU(DUKAITAN TTOJIh30BaTEICH
c¢) PesxuM MOHMTOpUHTA U ONIEPATUBHOTO YIIPaBJICHUS
d) Pexxum anmapatHO# OJIOKMPOBKH 3aIUIIIAEMOTO KOMIIBIOTEpA
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4. BriOepute THUIIOBBIC 3a7]a4l aIMUHUCTpPATOpa OE30TACHOCTH, IJIS BHIMOJIHEHUSI KOTOphiXx HE
HCIOJb3yeTcsd MporpaMMa oOINepaTUBHOro ymnpaBieHus Secret Net B pexume
KOHOUTYpUPOBAHHUS:

a) PenaktupoBaHue CTPYKTYpbI ONIEPATUBHOIO yIPABICHUS
b) Hactpoiika mapameTpoB cOopa JIOKaJIbHBIX KyPHAJIOB

¢) KonTponupoBanue cocTOSHUS 3alIUIIIEHHOCTH CUCTEMBI
d) Hacrtpoiika mapamMeTpoB CETEBBIX COCAMHCHUI

5. Ilepeuncnure TUMOBBIE 3aJla4yu aJIMUHUCTpaTOpa 0€30MAaCHOCTHU, JJISl BBHIMOJIHEHHUSI KOTOPBIX
UCIIOJIb3YETCs MporpaMma ONepaTUBHOIO YIPaBJICHUS B PEKUME YIPABICHUS.

a) KontponupoBaHue u ornoBenieHNe 0 MPOU3OLIEAIINX COOBITHIX HECAHKIIMOHUPOBAHHOTO JI0
CTyma

b) KonTponupoBaHue TEKyIIET0 COCTOSHUS 3aIUIIAEMbIX KOMIIBIOTEPOB

¢) Hactpoiika mouToBoii pacchuiku yBeaomiieHu o coosrtusix HCJJ

d) BrimonHeHue nelcTBUil ¢ 3alIUIIAEMBIMH KOMIIbIOTEPAMU MPU BO3ZHUKHOBEHUHU YIPO3 IS
0€3 OMacHOCTU CUCTEMBI

6. Jlns gero Heobxoaumo kButupoBanue coobiTuit HCJI B cucreme Secret Net?

a) Jns ycrpanenns nocneacteuit HCJI

b) Hns npenorspamenus HCJI B Oyaymiem

¢) Jns dbuxcamuum peaknuu agMuHACTpaTopa 6e3onacHocTy Ha coobiTe HC/
d) Hns ynanenus cooertuss HCJI u3 s)xypHanoB ayaura

7. Kaxkoil n3 MexaHM3MOB yJaJIEHHOTO YIIpaBJeHUs 3alIUIIaeMbIM KOMIIBIOTEPOM HE peaan30BaH 1

Kaspersky Security Center?

a) YnaneHHas yCTaHOBKA MPHUIIOKCHUM

b) VYnmanennas nmepesarpyska 3aliuiiaeMoro KOMIboTepa

¢) YnalleHHBIH KOHTPOJIb LIETOCTHOCTH UH(OPMALIMKU OTPAaHUYEHHOTO JIOCTyIa
d) YnanenHoe ympasieHHEe HACTpOHKaMHU aHTUBUPYCa

8. Kaknme BO3MOXXHOCTH ymIpaBlieHUs anmapaTHbiMu uaeHTudukatopamu eToken HE

npenocrapisget Safenet Authentication Manager?

a) O6nosnenue coaepxkumoro eToken

b) OO6cnyxuBaHUE 3aPOCOB Ha pa3dsokupoBKy eToken

¢) H3Bneuenue ximouei mumppoBanus u3 mamsatu e Token

d) CamocrosarensHas peructpanus eToken nmons3oBarenem Ha otneasHoM WEB-caiite

9. Kakoii U3 BapuaHTOB OTBETA HE OTHOCHUTCS K BO3MOKHOCTSIM LIEHTPAJIU30BAHHOTO ayauTa
COOBITHH, CBA3AHHBIX C MHPOPMAITMOHHONW OE30MaCHOCTHIO B JIOKAJIBHON CETH OpraHU3aIluu C
MOMOIUIBIO TTPO TPaMMBbI ONTEPATUBHOTO yIpaBiieHus Secret Net?

a) KonTponupoBaHue coCTOSHUS 3alIUIIIEHHOCTH CUCTEMBI
b) Omnpenenenue 06CTOATENHCTB, KOTOPbIE MPUBEIN K U3MEHEHHUIO COCTOSIHUSI 3alUIIIEHHOCTH
cuctembl win K HCJJ
¢) Hactpoiika KOHGUTYpaIMOHHBIX TTAPAMETPOB CEPBEPOB OE30MACHOCTH M ar€HTOB
d) BelsgBieHue NpUyYrH NPOU3OIIEIINX U3MEHEHUI COCTOSHUS 3allUIIIEHHOCTH CUCTEMBI
10. Kakoii u3 BapuMaHTOB OTBETOB HE MCHOJB3YETCS IJS ONMEPATUBHOTO HM3BEUICHUS
aJIMUHHCTpaTOpa 0€30MaCHOCTH O COOBITUSAX HECAaHKIIMOHMPOBAHHOIO JOCTYNa B MPOrpaMmme
onepaTUBHOTO yrnpasiieHus Secret Net
a) BusyansHoe oroOpakenne HCJl Ha muarpamme ynpaBiieHUs
b) IIuceMO HA PAEKTPOHHYIO TIOUTY AIMHUHUCTPATOPY OE30MACHOCTH
¢) YBeagomsieHue Ha TenedoH aMHUHHCTpaTopa O6e3omacHocTy mo SMS
d) 3BykoBoOe€ yBegOMIICHHE B MPOTpaMMe OTIEPATHBHOTO YTNpaBiieHus npu BosHUKHOBeHUH HCJ]

9.1.2. IlepeyeHb BONPOCOB ISl 3a4€Ta

1. Kakoii crangaprt (cepust CTaHIApPTOB) CTaJl OCHOBOIIOJIOXHUKOM CTaHIApTU3ALUN CUCTEM YIIPaB-
nenus 1b?

2. KakoBbl OCHOBHBIE ILI€JIM CJIENOBaHUS MoJenu J[eMuHra nmpu NOCTPOEHUHM CHCTEMBI

MOHHUTOPHHTa 0€30MaCHOCTH TEJICKOMMYHHUKAIIMOHHBIX CUCTEM U CeTer?

Kakue cucteMbl OTHOCATCS K CUCTEMaM MOHUTOPUHIA C ar€HTOM, a KaK1e HeT?

Yro takoe SIEM u kakas cdepa ero npumeHeHus?

. @opmbl XpaHeHus: HHYOPMAIH B CUCTEMaX C TOJTHOTEKCTOBBIM ITOMCKOM?

oW
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Yro takoe WMI?
. Kakyro uapOopManmo MOXHO MOTYIUTh TipH oMor SNMP?

~ o

9.1.3. Tembl 1a00paTOPHBIX padoOT

1. PaGoTa ¢ nmpoTokonaMyu MOHUTOpUHTA. MOHUTOPUHT O€3 yyacTusi areHTOB. AHaNU3 pabOThI
nporokosa SNMP.

2. IlpoueccHblit TOAX0A K OpraHu3aluid MOHUTOpHUHTa. Llukn HenpepbsiBHOCTH. BB160D KpuTEpreB
MOHHUTOPHHTA [T HEOOXOAUMBI JJIs1 HEIPEPHIBHOCTH MPOIIECCOB.

3. MOHUTOPHHT NPH MOMOIIIX areHTOB. Y CTAaHOBKA U HACTPOMKA CHCTEMbl MOHUTOpHHTa Zabbix.

4. Pabota ¢ moacucremoit WMI. IloakniodueHne XOCTOB K CUCTeMe MOHHMTOpHHTra Zabbix.
Hacrpoiika gamoop0B 111 KOMaH bl MOHUTOPUHTA.

5. PasBeprriBanue SIEM cuctemsl. OnpeneneHne UCTOUYHUKOB MOJyYeHUs] MHOpMAIUU O
coOBITUAX MH(OPMAITMOHHOW Ge30macHocTU. Paz6op HEOOXOUMOCTH HOPMAIU3AIMH COOBITHH.
Co3znanue mpaBui Koppensanuu coOblTuil. Co3gaHHe WHIMICHTOB Ha OCHOBE COOBITHM
MH(POPMALIMOHHON 0e30MacHOCTH.

6. Prometheus. Grafana, InfluxDB. MeToasl XpaHeHusl U aHanu3a coOpaHHON MHpOpPMAINH.
®opmupoBaHe JamIOOPIOB B CUCTEMAX C OTKPBITHIM UCXOIHBIM KOJIOM.

9.2. MeTonnueckne peKOMeHIalUA

YueOHBI MaTepuan u3iaraercs B GopMme, MPernoiaraliie caMoCTOsSTEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosITeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIIYIO POJIb
B XO/I€ BCETro Y4eOHOro mpolecca.

HauaTpe uzydeHue quCHHUIUIMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMoi, CIUCKOM
y4e0HO-METOUYECKOTO U MporpaMMHOro odecredeHusi. CamocrosiTenbHas padoTa CTyJeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepuajaMH, BBIOJTHEHHE KOHTPOJIbHBIX MEPONPUATHH, MPEeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: TUCUUILIMHBI ISl Ty4YIIETO OCBOEHUS MaTepHraia HeoOX0IUMO PEryJIpHO
oOpamaTbcsi K pEKOMEHAYEMOU JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHEeT CTy/AeHTa Ha cailte YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)Ke 00IIETOCTYTHBIMU UHTEPHET-NIOPTaIaMU, COACPKAIIUMHU
HAayYHO-TIONYJSIPHbIE U CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHEKTaM
y4eOHON AMCUUILITUHBIL.

[Ipu caMoCTOATEILHOM U3YYEHHUU TEM CIIEAYNUTE PEKOMEHIAIHSIM:

— YTEHHE HWJH MPOCMOTP MaTepHuajia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBHUAYATbHOTO TMOHMMAHUS U OCBOEHHS MaTepuaja, BbIJIENsisi OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITaTbCS COOTHECTH TEOPHUIO C IPUMEpPAMHU U3
MIPAKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BBISICHUTH UX
3HAaYeHUE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATE Ha MPEJI0KEHHbBIE BOIIPOCHI.

CtyaeHThl MOTYT MOJy4aTh MHAUWBUIyaIbHbIE KOHCYJIbTAIMH, B T.4. C UCIOJb30BAaHUEM CPEJICTB
TEJIEeKOMMYHUKAIUH.

[lo nucuuniavHe MOTYT MPOBOJIUTHCA JOMOJHUTEIbHbIE 3aHATUS, B T.4. B opMe BEOMHAPOB.
Pacnimcanue BeOMHApOB | 3anmucyu BEOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / JIEKTPOHHOM
KypHaJIe Mo TUCIUIUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTSIMU
310POBbsI H HHBAJINI0B

s nun ¢ OrpaHUYEHHBIMH BO3MOXHOCTSMHU 3J0POBbS M MHBAJIHUIOB NPEAYCMOTPEHBI
JIOTIOJTHUTEJIHHBIE OLIEHOYHBIE MaTepHalibl, IEPEeYeHbh KOTOPHIX yKa3zaH B Tabnwmie 9.2.
Tabnuma 9.2 — JlomonHUTENbHBIE MaTepHallbl OLICHUBAHUS JUJISL JIUIl C OTPAHUYCHHBIMH
BO3MOKHOCTSIMUA 3JJ0POBbsi 1 WHBAJIHJIOB
Buasl 10MoIHUTENBHBIX OLIEHOYHBIX DOopMBbI KOHTPOJIA U OIIEHKU
MaTepHUAIIOB PE3yJIbTaTOB O0YUYCHUS

Kareropuu o6yuaronuxcs
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C HapyLeHUsIMH cIyXa

TecThl, TUChbMCHHBIC
CaMOCTOSITEIIbHBIE PAOOTHI, BOTIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pabOThI

[Ipenmy111eCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapylIeHUsIMU 3PEHUS

CobeceoBaHue 11O BOIIPOCAM K
3a4eTy, OMPOC MO TEPMHUHAM

[IpenmyiiecTBEHHO yCTHAs
MpoBepKa (MHIUBUIYATHHO)

C HapylLIeHUSIMH OIIOPHO-
JIBUTATEJILHOTO amnmapara

Penienne nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa60TBI, IIMCBMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

Hp CUMYIICCTBCHHO
AUCTAaHIIMOHHBIMHU MCTOJdaMHU

C orpaHMyYeHUSIMH TIO
0011IeMEeTUIIUHCKUM
MOKa3aHUSM

TecThl, TUChbMCHHBIC
CaMOCTOSITEIIbHBIE PAOOTHI, BOTIPOCHI
K 3a4€Ty, KOHTPOJbHBIE paOOTHI,
YCTHBIE OTBETHI

[Ipeumy1iecTBEHHO POBEpPKA
METOAAMHU, ONPEACIIAIOLIMMUCS
UCXOJS U3 COCTOSIHUS
00yyaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToauuecKkue PECKOMEHIAUHU MO OIMCHOYHBIM MaTepuajgamMm IJid JJUll ¢ OrpaHU4YC¢HHBIMHU

BO3MOKHOCTSIMHA 310POBbS U HUHBAJINI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U WHBAJIHUJIOB MPEayCMaTPUBACTCS
JOCTYITHAs popMa MpeA0CTaBIICHUS 3aJaHUI OIIECHOYHBIX CPEJICTB, 4 UMEHHO:

— B IIeYaTHOU (opme;

— B Iie4aTHOU hopme ¢ yBeJIMYEHHBIM HIPUPTOM;

— B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— METOJIOM YTE€HHSI aCCUCTEHTOM 3aJ]aHUsl BCIIYX;

— IpeJ0CTaBICHHUE 3a/1aHUs C UCIOIb30BaHUEM CYpIOTIEPEBOA.

Jlutam ¢ orpaHMYE€HHBIMU BO3MOXKHOCTSMH 3/I0POBbSI M1 MHBAJIKAaM yBEJIUUYHUBAETCS BpeMs Ha
MOJTOTOBKY OTBETOB Ha KOHTPOJIbHbIE BOMpockl. Jlyisi Takux oOyyarouiuxcs mpeaycMaTpuBaeTCs
nocTynHasi popma npeaocTaBiIeHHsI OTBETOB Ha 3aJIaHUsl, @ UMEHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB Ha KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNEM YCIIYT aCCHCTEHTA;

— MpEeJICTaBIEHUE OTBETOB YCTHO.

[Ipouenypa omeHWBaHHUS PE3yIbTATOB OOYYEHHUsS JHUIl C OTPAHUUYCHHBIMH BO3MOXXHOCTSIMHU
3I0pPOBbSI M WHBAIUOB 10 AUCIHILIMHE TPEIyCMAaTPUBACT MpeAOCTaBleHne HHPopManuu B hopmax,
a/IaTITHUPOBAHHBIX K OTPAaHUYEHISIM UX 3JI0POBbBSI U BOCIIPHATHSI HHPOPMAITUH:

Jst Iun ¢ HApyIIeHUsIMU 3PeHH:

— B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— B rieyaTHOU popme yBeIMueHHBIM HIpUdTOM.

J1st Iun ¢ HApYLIeHUsIMU cJIyXa:

— B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— B IIeyaTHOU (opme.

JJ1s1 11 ¢ HApyLIEHUSIMH OTIOPHO-ABHUIaTEJIbHOIO anmapara:

— B popMe 3JIEKTPOHHOTO TIOKYMEHTA;

— B TIleYaTHOU (opme.

[Ipn HEOOXOAUMOCTH JJIsl JUI] C OTPAHUYCHHBIMU BO3MOXXHOCTSIMH 3JI0POBbSI U MHBAJIHUIO0B
MpoIieIypa OLICHUBAHUS PE3YJIBTATOB 00YUEHUS MOXKET IPOBOJUTHCS B HECKOJIBKO JTaIloB.
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