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VY4eOnsiii man mHadopa 2021 roga

O0beM JUCHMIIMHBI U BUABI yU€OHOU AESITEIbHOCTU

Bunb! yueOHOM nesTeNbHOCTH 8 cemectp Bcero EnnHunel

JIeKIIMOHHbIE 3aHATHSA 22 22 qJacoB
[IpakTrueckue 3aHATUA 22 22 4acoB
JlaGopaTopHble 3aHATHUS 16 16 4acoB
CamocrositenpHast padbora 48 48 4acoB
ITonroroBka u caaya SK3aMeHa 36 36 qacoB
OO01mas Tpya0eMKOCTh 144 144 JacoB
(BKJIOYAs MPOMEKYTOUHYIO aTTECTALIHIO) 4 4 3.€.

DopMbI IPOMEKYTOUYHOM aTTeCTaIUs Cemectp
DK3aMeH 8

Tomck
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1. O01mue MoJI0KeHu s

1.1. lean AUCHUIIHHBI

1. Ilenpro mpenoaaBaHUs AUCLUILIMHBL SBISETCA M3YyUEHUE METOJOB 3aIIUTHl U OCHOBHBIX
3aKOHOMEPHOCTE! nepeayn nHpopMaIMy B IU(PPOBBIX TeJle- KOMMYHHUKAIMOHHBIX CUCTEMaX.

1.2. 3agauy AUCHUILIUHBI

1. 3agavelt TUCIUTIIMHBI SBISACTCA (OPMUPOBAHUE Y CTYJCHTOB KOMIICTCHIIUM, TTO3BOJISIOIINX
CaMOCTOSTENbHO MPOBOAUTH MAaTE€MaTUUYECKUU aHalu3 (U3UYECKUX MPOIECCOB B aHAJOTOBBIX U
nudpoBBIX ycTpoiicTBax (hopMUpOBaHUs, TpeoOpa3oBaHus U 00paOOTKH CUTHAJIOB, OLICHUBATh PEaIbHBIC
U TpeAesibHbIE BO3MOXHOCTH MNPONYCKHOM CHOCOOHOCTM M TNOMEXOYCTOHYHBOCTH
TEJIEKOMMYHUKALIMOHHBIX CHCTEM M CETEeH.

2. MecTo aucuuninnsl B crpykrype OIIOIT

bnok nucuunnun: b1. ucuumiunasl (Moayan).
Yacte O6soka aucturiuH: YacTs, popmupyemas ydacTHUKaM# 00pa30BaTEIbHBIX OTHOIICHHIA.
Monynb quctumiinH: Moayiis crienanu3anuy (major).

Wunexc nucumnauasl: b1.B.02.07.
PeanusyeTcs ¢ mpUMEHEHHEM D3JIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX

TEXHOJIOTHUH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB Oﬁy‘lel-[]/lﬂ no JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHuss TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBetcTBUU ¢ ®I'OC BO 1 0cHOBHOI 00pa3oBaTeabHOM MporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTeHnu 1 HHAUKATOPBI UX JOCTHIKEHUS

Komnerenius

Nupukatopel 10CTHXKEHUS
KOMIIETEHIINU

[Inanupyemsie pe3ynbTaThl 00yUeHUs 110
JUACLUIUTMHE

yHHBepcaJIbeIe KOMIIETCHIIUN

Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN

IIpodeccuonanbHbIe KOMIIETEHIUH

[TIKP-11. Cniocoben
peliaTth 3a1a4uu
ONTUMHU3ALUU
CYILIECTBYIOIINX U
HOBBIX TEXHUYECKHUX
pELICHH B YCIOBUAX
arnpuoOpHOU
HEOIpeeNIEHHOCTHU C
MPUMEHEHUEM MTaKETOB
MPUKJIAIHBIX TPOrpaMM

IIKP-11.1. 3gaeT MeTOAEI
ONTUMMU3AINH
CYIIECTBYIOIIMX U HOBBIX
TEXHUYECKUX PEUICHUN B
YCJIOBUSX allpUOPHOMN
HEOIpeAeIEHHOCTH.

3HaeT MeTOo/Ibl ONTUMH3ALUH CYIIECTBYIOLIUX
Y HOBBIX TEXHHUUYECKHUX PELICHUI B YCIOBUAX
arpUOPHOI HEONPEIETICHHOCTH CUCTEM
3a1UThl UHGOPMALIUU B PaIU03JIEKTPOHHBIX
cucTemMax

ITKP-11.2. YMeer npuMeHATH
COBPEMEHHBIN
MaTeMaTUYECKUH anmnapar AJis
pelIeHns 3aJa4n
ONTUMHU3ALHH.

YMeeT NpUMEHATh COBPEMEHHBIN
MaTeMaTHYECKHUH anmnapar Uil peleHus
3a/1a4¥ ONTUMU3ALMU B PaJUODIIEKTPOHHBIX
cUcTeMax 3alUThl HH(POpMAIUU

ITIKP-11.3. Binageet
METOAaMU OIITUMHU3AIINN
MPOEKTUPYEMBIX
PaaNO3TIEKTPOHHBIX CUCTEM U
KOMILJICKCOB.

Brnaneetr MmeTogaMu ONITUMU3AIUN
MPOEKTUPYEMBIX PAJUOAIEKTPOHHBIX CUCTEM
3alUTHl HHPOPMAIUU
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[TKP-12. CriocobeH k
pealn3anuy mporpaMmm
IKCIIEPUMEHTATBHBIX
HUCCIICAOBAHUM, B TOM
YHUCIIC B PEIKUME
YAAJIEHHOTO JIOCTYTIA,
BKJIFOYasi BEIOOD
TEXHHUYECKUX CPECTB,
00paboTKy pe3yJIbTaToOB
Y OLIEHKY TIOTPEITHOCTH
IKCIIEPUMEHTATBHBIX
JTAHHBIX

[TIKP-12.1. 3HaeT npuHIUIIBI
TJIAaHUPOBAHUS
AKCIIEPUMEHTAIbHBIX
HCCIICIOBAHUM.

3HaeT NPUHILIMIIBI INIAHUPOBAHUS
SKCIICPUMCHTAJIbHBIX I/ICCJICZ[OBaHI/Iﬁ B
o0acTy 3amuTHl THPOPMALIUH B
PaIrO3IEKTPOHHBIX CHCTEMAX

[MKP-12.2. Ymeer
000CHOBBIBATH MTPOTPaAMMYy
AKCIIEpUMEHTa, 00padaThIBaTh
pe3yIbTaThl SKCIIEPUMEHTA,
OIICHUBATh MMOTPEITHOCTH
OKCTIEPUMEHTATBHBIX JTaHHBIX.

YMeeT 000CHOBBIBATH MPOTPaAMMY
IKCIIEPUMEHTA, 00padaThIBATh PE3YJIHTATHI
HKCTIIEPUMEHTA TI0 3aIIUTe HHQOPMAIHH B
PaMO3JIEKTPOHHBIX CHCTEMAX

ITIKP-12.3. BimageeT TeXHUKOH
MIPOBEACHUS
AKCIIEPUMEHTAIIbHBIX
HCCIICIOBAHMI.

Bnaneer TexHukoi npoBeacHUs
AKCIEPUMEHTAJIbHBIX UCCIEA0BAHUN B
PaaMOAIEKTPOHHBIX CUCTEMAX 3aLUThI
uHpOpMaLUn

4. O0beM IMCOMIIMHBI B 3249€THBIX eJHHULIAX C YKA3aHHEM KOJIHYeCTBA AKA/leMH4YeCKHUX 4aCOB,
BbIICJICHHBIX HA KOHTAKTHYIO pa0d0oTy 00y4aromuxcst ¢ npenoaaBarejieM
H Ha CAMOCTOSITEJIbHYIO padoTy 00y4aromuxcst

OO61mmast TpyA0€MKOCTh JUCIUTUINHBI COCTABISAET 4 3a4eTHBIX eUHUIL, 144 akageMHUeCKUX 9acoB.
Pacnpenenenue Tpya0eMKOCTH TUCHUILIAHEI 110 BUAM Y4EOHOU JEATEILHOCTH MPEICTABICHO B

tabmute 4.1.
Ta6ymna 4.1 — Tpy10eMKOCTh JAUCIUILUIMHBI 110 BUAAM YU4COHOM JIeITeIbHOCTH
o Beero  |CemecTpsl
Bunb! yueOHO NesTeNbHOCTH
4acoB |8 ceMecTp
KonTakTHas aynuropHasi padoTa o0y4yaromuxcs ¢ npenojaaBarejieM, BCero 60 60
JIeKk1IMOHHBIE 3aHATUSA 22 22
IIpakTHueckue 3aHATHA 22 22
JlaGopaTopHbie 3aHITHS 16 16
CamocrosiTeibHas padoTa 00y4alOIIUXCsH, B T.4. KOHTAKTHasI 48 48
BHEayIUTOPHas padoTa 00y4yarommxcs ¢ nNpenoaasarejieM, BCero
Hanmcanue oTueTa 1o mpakTUYECKOMY 3aHATHUIO (CEMUHApPY) 12 12
BrinosiHeHNE TPaKTUYECKOTO 3aJaHUs 13 13
IToaroroBka K TECTUPOBAHUIO 12 12
[ToaroroBka k mabopaTopHoOi paboTe, HANMCAHUE OTYETa 5 5
Harmmucanne otyera no nabopatopHoit padbote 6 6
IHoaroroBka u caavya 3K3aMeHa 36 36
OO0mas TpyroeMKoCTh (B 4Yacax) 144 144
Oo0mas TpynoeMkocTh (B 3.e.) 4 4

5. CTpykTypa u cojep:kaHue TUCHHIIMHBI

5.1. Pa3znennl (TeMbl) JUCUMILIMHBI M BUJbI Y4€OHOM 1eATeJIbHOCTH

CTpykTypa TUCHUIUIUHBI MO pa3zienaM (TeMaMm) W BUJaM y4eOHOU JesTeNTbHOCTH MPUBEICHA B

tabmuue 5.1.
Tabnuma 5.1 — Pazgenst (TeMbl) AUCHUILIMHBL U BUABI YYEOHOH 1eATeIbHOCTH
Jlex. Cam. Bcero

[Tpak. | JIa6. dopmupyembie

HasBanus pa3nenoB (TeM) TUCIUIIIMHBL | 3aH., pab., | vacos (6e3
3aH., 4 | pao. KOMIIETEHIINH

q 9 | 9K3aMEHa)

8 cemectp
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1 [Ipenmer kypca. MHpopMarimonHas 2 - - 6
0€3011acCHOCTb B CUCTEME HAIIMOHAIBHON
6e3onacHoctu Poccuiickoit ®denepanuu

TIKP-11, TIKP-12

2 OCHOBHBIE MOHATHUSA TEOPUHU 2 4 - 6
nH(}OpMaAITMOHHOM 0€301MacCHOCTH.
AHnanu3 yrpo3 uHGOpMaIMOHHON
Oe30macHOCTH

12

ITIKP-11, ITKP-12

3 MeTosl U cpeacTBa 00ecTieueHus 4 6 8 6
MH(POPMALIMOHHOM 0€30MacHOCTH B
PaMO3IEKTPOHHBIX CUCTEMAX Mepeiaun
uHpOpMaLuu

24

ITIKP-11, ITKP-12

4 OcHOBBI KOMILJIEKCHOr'O oOecrieuenus |4 4 4 10
WH(POPMAITMOHHOK 0€30MMaCHOCTH B
PaaMOAIEKTPOHHBIX CHCTEMaX Iepeaadn

22

TIKP-11, TIKP-12

5 CranaapTtel HHGOPMAITMOHHON 4 4 - 6
0€30MMacHOCTH, KPUTEPUHU U KITaCCh
OILICHKH 3aIIHUIIEHHOCTH

14

ITIKP-11, ITKP-12

6 MeTononorus NOCTpOEHU U aHanu3a |4 - - 6
cucTeM obecredeHns THPOPMALMOHHOM
Oe3omnacHoCcTH

10

ITIKP-11, ITKP-12

7 TexHn4YeCKHE KaHAJIbl yTEUKU 2 4 4 8
UH(POPMALIUU B PAJUOIIICKTPOHHBIX
cUCTEMax Iepesadu

18

TIKP-11, TIKP-12

Hroro 3a cemectp|22 |22 16 |48

108

Hroro|22 22 16 48

108

5.2. Conep:xanue pa3esoB (TeM) JUCHUNIMHBI

Copepxanue pa3esioB (TeM) TUCIUTUINHBI (B T.Y. [0 JISKIIUSIM) IPUBEICHO B Tadwmie 5.2.

Tabmuma 5.2 — Conepkanue pas3ienoB (TeM) TUCIUILIMHEI (B T.4. IO JICKIUSIM)

TpyroemMKocTh
Haspanwus paznenoB | CopaepskaHue paszienoB (TeM) TUCIUILINHE (B (TeKIOHHbIE dopmupyembie
(TeM) TUCIUTIITAHBI T.4. T10 JICKIIHSIM ) 3aH§TI/I$I) 4 KOMIIETEHIIUHN
8 cemectp
CornacogaHa Ha noptane N2 58290 4




1 Tlpenmer kypca.
NudopmannonHas
0e30IaCHOCTD B
CHCTEME
HaITMOHAJILHOM
0e30macHOCTH
Poccuiickoit
denepaunun

[enu u 3amaum kypca. [Ipenmer, cTpykTypa u
KpaTKoe cojepxkanue Kypca. Mcropus
BO3HUKHOBCHUS U PA3BUTHS CHCTEM 3alTUTHI
uHpopManuu. [ToHATHE HAITMOHATBHON
Oe3omacHocTr. Buapl 0€301MacHOCTH JIMYHOCTH,
00IIecTBa M TOCYIaPCTBA: IKOHOMUYECKAs,
BHYTPHUITOJIUTHICCKAS, COITUATBbHAS,
MeEXTyHapoHast, MHHOPMAIMOHHAS, BOCHHAS,
MOTPaHUYHAS, SKOJIOTHYECKas U IpyTrue. Buibt
3amuniaemMor nHpopmauu. OCHOBHBIC
MOHSITHS ¥ 00IIIEMETOOIOTHICCKUE TIPUHITUTIBI
TeOpHH HHPOPMAIIMOHHOI 0€301TaCHOCTH.
Ponp nHDOpMAIMOHHOI O€301TaCHOCTH B
obecrieueHnH HallMOHAIBHOM 0€30MacHOCTH
rocyaapctsa. Obecrnieuenne HHHOPMAITMOHHON
0€30MaCHOCTH B HOPMAJIbHBIX M YPE3BbIUaHBIX
cutyanusx. OCHOBHBIC ITPABOBBIC U
HOPMATUBHBIC aKTHI B 00J1aCTH
UH(POPMALMOHHOM OE30MaCHOCTH.
Meronudeckue yka3zaHus 110 U3yYCHHUIO Kypca.
PexoMeHyemast OCHOBHAS U JOTIOJIHUTEIIbHAS
JTuTepaTypa.

TIKP-11,
TIKP-12

Hroro

2 OCHOBHBIE
MIOHSITUS TEOPUU
UH(POPMALIMOHHOM
0€301acHOCTH.
AHanu3 yrpo3
UH(POPMALIMOHHOM
0e3onacHoCTH

OcHOBHBIE IOHATHS TEOPUU KOMIIBIOTEPHON
6e3onacHocTu. [lonsTie nupopmanuu, e
dopmarmonnoit 6e3onacHoctu AC. CyObeKTHO-
00BEKTHAsA MOJIENIb HUHPOPMALIMOHHON CUCTEMBI.
OcHoBHble onpeaeneHust. S3bik. OOBEKTHI.
Cy06nexThl. JJoctyn. MHGpOpMaLMOHHBINH MOTOK.
MouuTop Ge3zomacHocTu. S1po 6€30MacHOCTH.
Hepapxuueckne MOJI€ I BBIYMCIUTEIBHBIX
CUCTEM U MOJIEJIb B3aUMOAEUCTBUS OTKPBITBIX
cucreM (OSI/ISO). Llennocts nHPOpMALIUH.
AnnutuBHas Moaens. [lopsakoBas mkana.
Pemerka niesHocTu. AHanu3 yrpos
UH(POPMALIMOHHOM 6€30MacHOCTH. YTPO3bI
KOH(HICHIIMATBHOCTH, 1IEIOCTHOCTH,
JIOCTYITHOCTH UH(OPMAINH, PACKPBITUS
napamMeTpoB HH(GOPMAIIMOHHON CUCTEMBI.
CrpyKTypa T€OpUH KOMIIBIOTEPHON
6e3onmacHoCTH. OCHOBHBIE YPOBHH 3aILUTHI
uHbOopMaInu. 3aliTa MAIITMHHBIX HOCUTENEH
unpopmanmu (MHUN). 3ammra cpencts
B3auMonaercteua ¢ MHU. 3amura
npecTaBiIeHus HHPopMaluu. 3aluTa co-
nepskanust nHpopmari. OCHOBHBIC BUJIBI aTaK
Ha uaopmarmonnsie AC. Knaccudukanus
OCHOBHBIX aTaK ¥ BPEJOHOCHBIX IIPOrpamMM.

IIKP-11,
IIKP-12

Hroro
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3 MeToasl 1
CpencTBa
obecrneueHus
UH(POPMALIMOHHOM
0e30IaCHOCTH B
PaIMOAIICKTPOHHBIX
CUCTEMax Iepeavn
uHpOpMaLUN

ITocTpoeHune cucTeM 3aIuThl OT YIpO3bl
HapymeHHUs] KOH(PUICHINATEHOCTH
uHpopmanuu. OpraHu3aioHHO PeKIUMHBIC
Mepbl. 3alUTa OT HECAHKIIMOHUPOBAHHOTO
noctyna (HCJI). [Toctpoenue napoiabHbIX
cucreM. Kpunrorpadudeckne MeTOIbI 3aLIUTHI.
3amuTa OT yrpo3bl HapylIeHus
KOH(UIAEHIIMAIBHOCTH HA YPOBHE CO/EPIKAHUS
uHpopmanuu. [loctpoeHue cucTeM 3amIUThl OT
yTPO3bI HAPYIICHUS IETOCTHOCTH WH(POPMAIIHH.
OpraHu3alvoOHHO-TEXHOJIOTHYECKUE MEPDI
3alUThl. 3a1UTa LI€JIOCTHOCTH IIPOrPaMMHO-
arnmapaTHoU cpeibl. OCHOBHBIE METO/IbI 3AIIUTHI
namsatu. Ludposas moanuce. 3ammura oT yrpo3sl
LIEJIOCTHOCTHU Ha YPOBHE COJIEpKaHuUs
uHpopmanuu. [TocTpoeHne CUCTEMBI 3aIIUTHI OT
YTPO3bl JOCTYIHOCTH UHPOPMALIH.

OKCIUTy TAlIUOHHO-TEXHOJIOTMUYECKHE MEPhI
3alUThL. 3a1uTa OT cO0eB IPOrpaMMHO-
annapaTtHoOM cpenbl. 3aluTa CEeMaHTUYECKOT O
aHaJIM3a U aKTyaJlbHOCTH
uHpopmanuu.IlocTpoeHne cuCTeMBI 3aIUTHI OT
YTPO3bl PACKPHITUS TapaMETPOB
UHPOPMAMOHHOM cucTeMbl. COKpBITHE
XapaKTEPUCTUK HOCUTENEH. MOHUTOPUHT
MCIIOJIb30BaHUs CUCTEM 3alllUThI. 3aluTa
[apaMeTpoB MPEICTABICHUS U COAEPIKAHUS
UHPOpPMALINH.

TIKP-11,
TIKP-12

Hroro

4 OCHOBBI
KOMILIEKCHOTO
obOecrieueHus
UH(POPMALIMOHHOM
0C30IMaCHOCTH B
PaZMOdIIEKTPOHHBIX
CUCTEeMax Iepeaavn

[Tonsitue monutuku 6e3omacHocTy. [lonutuka
(ctpaterus) 6e3onacHocTU. J{uCKpermoHHas
MOJINTUKA pa3rpaHUUYEHUs J0CTyna. MaHaaTHas
(TTOTHOMOYHAsT) IOJTUTHKA pa3rpaHHuEHUS
noctyna. Pa3paboTka u peanusanus MOJIUTUKH
6e3omacHocTH. Moenn 6e30macHOCTH.
OrnurcaHue CUCTEM 3aIMUThI C TOMOIIBIO
Marpulbl foctyna. Mozaens Xappucona-Pys330-
VYnemana (HRU). Pazpemmmocts npoGiemMsl
Oe3omacHoCcTH. MoJieb paclipoOCTpaHEHHUs TIPaB
noctyna Take-Grant. Pacimpennas moenb
Take-Grant, ananu3 HHQOPMAITMOHHBIX
kaHasioB. Onucanue moaenu benna-Jlanamyssl
(BL). OcHoBHast TeopeMa 0€30MacHOCTH MOJEIN
benna-Jlananynbl. DKBUBaJIEHTHBIE TTOJIXObI K
ompezeneHuio 0e30macHoCTH Moenu bema-
Jlammagynel. Pemerka MaHIaTHBIX MOZENIEH.
PoneBas monutuka 6€30MacHOCTH.

IIKP-11,
IIKP-12

Hroro
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5 Cranpaptbl
UH(POPMALIMOHHOM
0e30IacHOCTH,
KPUTEPHH U KJIACCHI
OLICHKH
3alIUIIEHHOCTH

OcCHOBHBIE KPUTEPUU 3ALIUILIEHHOCTH
MH(POPMALMOHHBIX aBTOMATH3HUPOBAHHBIX
cucreM (AC). Knaccor 3anummennocta AC.
Kputepuu u kinacchl 3alMILIEHHOCTH CPEJICTB
BbruncauTenbHoi Texuuku (CBT) u AC.
Cranpaptsl 110 oueHKH 3amuiieHHocTH AC.
CraHgapt OmeHKH 0€30MacHOCTH
xomnbroTepHbIx cucteM TCSEC («OpanxeBast
kHUra»). OCHOBHbIE TPEOOBAHUS K CUCTEMAM
3amuthl B TCSEC. Kinacesl 3amutel TCSEC.
Konnemmnus 3amutel AC u CBT 1o
PYKOBOJSAIIMM TOKyMeHTaM ['ocTexkoMuccuu
P®. Knaccuduxanus CBT o nokymentam
['octexkomuccuu. Kimaccnduxarms AC mo
JOKyMeHTaM ['0CTeXKOMHUCCHH, TPeOOBaHUS
KJIacCOB 3aIluThl. EnnHble kpurepuu
0e30MacHOCTH UH(POPMALIMOHHBIX TEXHOJIOTUN
(Common Criteria). OCHOBHBIE TIOJOXCHUS
«EnunbIx Kputepuen». TpeboBaHUs
6e3omacHocTh. [Ipodum 3amuThI.

TIKP-11,
TIKP-12

Hroro

6 Metomoiorus
MOCTPOCHUS U
aHalli3a CUCTEM
obecrieueHus
UH(POPMALIMOHHOM
0€30IMacHOCTH

IIpuMeHeHne nepapXxu4ecKoro MeToaa AJis
noctpoenus 3amuieHHon AC. Mccnenosanue
KOPPEKTHOCTH peaInu3aly U METO/bI
Bepudukanuu AC. Teopus 6e30macHbIX CUCTEM
(TCB). Uadopmarmonnsie AC 1 nporpaMMHbIe
CpPe/CTBa, CEpTU(PHULHUPOBAHHBIE B COOTBETCTBUU
¢ TpeboBaHUAMHU «OpaHKEBONH KHUTW.
[TpoGaemMbl KOMITBIOTEPHOM 6€30MaCHOCTH.
IlepcniekTUBHBIE HANIPABIICHUS UCCIICIOBAaHUN B
00J1aCTH KOMIIBIOTEPHON O€30MaCHOCTH.
LleHTpBI KOMITBIOTEPHOI 0€30MaCHOCTH.
Pexomenaanuu o caMoCTOsATENbHOMY
yri1yOJIeHHOMY M3YyYEHHIO pa3/iesioB Kypca.

IIKP-11,
IIKP-12

Hroro

7 Texuuueckue
KaHaJbl yTeUKU
uHpopmaIuu B
PaZMOdIIEKTPOHHBIX
CUCTeMax Iepeaadu

[TonsiTHe 1 0OCOOEHHOCTH YTEUKH HH(POPMAIIHH.
Crpykrypa, KiaccuuKanus ¥ OCHOBHBIC
XapaKTEPUCTHKHN TEXHUIECKUX KAaHAJIOB yTEYKU
uHpopmanuu. [IpocTeie u cocTaBHBIE
TEXHUYECKHE KaHAIIbI yTEUKH HH()OPMAITUH.
XapakTepucTUKa ¥ BO3MOKHOCTH ONTHYECKUX,
aKyCTUYECKHX, PAIMOITICKTPOHHBIX H
MaTepHaIbHO-BEIIECTBEHHBIX KaHAIOB YTCUKH
nHpopmanuu.

IIKP-11,
IIKP-12

Hroro

Hroro 3a cemectp

22

Hroro

22

5.3. [IpakTuyeckue 3aHATHS (CEMUHAPbI)

HanMmeHnoBaHue MpakTUYECKUX 3aHATUN (CEeMHHAPOB) MPUBEACHO B Tabmuie 5.3.
Ta6muma 5.3 — HauMeHOBaHME NMPAaKTHUECKUX 3aHATHH (CEMHUHAPOB)
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HasBanus pasznenos (tem) | HaumenoBanue npaktuueckux 3anatuid | TpynoemkocTs, | @opMupyemsbie
JUCLUTIINHBI (cemuHapoB) q KOMIIETEHIIUU
8 cemecTp
2 OCHOBHBIE TOHATHS Crannaptsl HH(POPMALIMOHHOMN 4 [IKP-11,
TeOpuu MHPOPMAITMOHHON |0€30MacHOCTH U KPUTEPHH OLEHKU [TKP-12
Oe3onacHocTU. AHAIHN3 0€30IaCHOCTH CUCTEM U ceTei
yIrpo3 HHPOPMAIIMOHHON | mepeaayu HHPOpMaIiu
0e30macHOCTH HUtoro 4
3 MeToabl U cpeaicTBa Pa3paboTka apXuTeKTypbl MOACIIH 6 ITKP-11,
obecrieueHus 06e30macHOCTH HHGOPMAITHOHHBIX ITKP-12
nH()OpMAITMOHHOM CHUCTEM U ceTei
0€e30IacHOCTH B
PaZMOdIIEKTPOHHBIX
cCUCTeMax Iepeaadu Hroro 6
uHbopmauu
4 OcHoBbl KOMIUIEKCHOTO |Pa3zpaboTka mpakTHYeCKUX 4 [IKP-11,
obecrieyeHus peKoOMeHaluii o 00eceYeHHIO [IKP-12
UH(POPMALIMOHHOM 6e301acHOCTH HH(POPMALIMOHHBIX
0e30macHOCTH B cucTeM
AIMOAICKTPOHHBIX
IC)I/ICTeMaX ngpenaqn Hroro 4
5 Cranaaptbl 3aKOHO/IATENBCTBO B 00JIaCTH 4 [IKP-11,
UH(POPMALIMOHHOM UH(POPMALMOHHON OE30MaCHOCTH [TKP-12
0€301acCHOCTH, KpUTEPUU U
KJIACCHI OLICHKU Hroro 4
3alUIIEHHOCTH
7 TexHn4eckne KaHaJbl [TonsaTHE 1 OCOOCHHOCTH YTEUKH 4 ITKP-11,
yTEUYKH HH(OpMAIUHU B undopmaruu. CTpykTypa, ITKP-12
PaZMOdIIEKTPOHHBIX KJ1acCU(pUKaIus U OCHOBHbIE
CUCTeMax Iepeaadu XapaKTePUCTUKU TEXHUYECKUX KaHAJIOB
yreuku uHdopmanuu. [IpocTtsie u
COCTaBHbIE TEXHUYECKHE KaHAJIbI
yTeuku nHpopmanuu. XapakTepucTHKa
¥ BO3MOKHOCTH ONTHUYECKUX,
aKyCTHUYECKUX, PAAHOIIEKTPOHHBIX U
MaTepuaIbHO-BEIIECTBEHHBIX KaHAIOB
YTEUYKH HH()OpMAITUH.
Htoro 4
Hroro 3a cemectp 22
Hroro 22
5.4. JlaGopaTopHbIe 3aHATHSA
HaumenoBanue nabopatopHbix paboT npuBeaeHo B Tabnuie 5.4.
Tabnuia 5.4 — HaumeHoBaHue 1a00paTOpHBIX paboT
Hazpanus pa3nenos (tem) Haumenosanue naboparopubsix | Tpyaoemkocts, | Dopmupyemsbie
JUCIUTIAHBI pabot q KOMIETEHIINH
8 cemectp
8
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3 MeTobl U CpeacTBa N3yueHnne MexyHapOIHOTO 8 [IKP-11, [IKP-12
oOecrnieyeHus cTa”jgapTa 0€301acHOCTH
UH(POPMALIMOHHOM uHpopMannoHHbIX cuctem [SO.
0e30macHOCTH B HccnenoBanue cucteMsbl 3alllUThI
panmolaNeKTPOHHBIX cuctemMax |uHGopManuu «Ctpax NT».
nepenayn vHGopmanum Cucrema 3anuThl UHPOPMALIUU
SecretNet. Cucrema 3a1uThbl
uHopmanuu Dallas

Hroro 8
4 OCHOBBI KOMIIJIEKCHOTO Cucrema aHanmsa pucKoB U 4 IIKP-11, [IKP-12
o0ecrieueHHs MIPOBEPKH MOTUTHKH
UH(POPMALIMOHHOM nH(pOPMAIIMOHHOH 0€301MacHOCTH
0e30macHOCTH B IPEaNpPUATHSL
PaZiOdIIEKTPOHHBIX CUCTEMAX
nepeaum Hroro 4
7 TexHu4yecKue KaHaJIbl yTEUKH | DHEPTeTHUECKOE CKPBITHE 4 [IKP-11, TIKP-12
uHpOpMauu B pedeBoiil nHpOopMaIHH.
pasvodIEKTPOHHBIX cuctemax | CkpemOepsl.
nepeaain Htoro 4

Hroro 3a cemectp 16
Htoro 16

5.5. KypcoBoii npoekT / kypcoBasi pabora
He npeaycmoTpeHo yaeOHBIM MIJIaHOM
5.6. CamocTosiTesibHass paboTa

Bunbr camocTosaTensHOM paboThl, TPYJOEMKOCTh U (hOPMHUPYEMble KOMIIETCHIINH TPEICTaBICHBI B
tadiuue 5.6.
Ta6nmia 5.6 — Bujibl caMoCTOSATEIbHON pabOThI, TPYI0EMKOCTh U (HOPMHUPYEMbIE KOMITETEHIIUH

Bunrnl
HaszBanus pazgenon . Tpynoemkocts, | Dopmupyembie
CaMOCTOSITENIbHOM DopMBbI KOHTPOJIA
(TeM) AMCUUILITMHBI q KOMIIETEHIINH
paboThl
8 cemecTp
1 TIpenmer kypca. Hamnmcanne oryera no 2 IIKP-11, [IKP-12 Otuer o
Nudopmarnmonnas MPaKTUYECKOMY MPAKTUYECKOMY
0€30macHOCTh B 3aHATHUIO (CEMUHAPY) 3aHSTHUIO
cucreme (cemuHapy)
HaI[MOHAIBHOM Brinonnenue 2 [IKP-11, ITKP-12| IIpaktuueckoe
0e30macHOCTH MPAKTAYECKOTO 3aJ1aHuC
Poccuiickoit 3aJaHuA
Denepanuu [ToAroToBKa K 2 [IKP-11, I[IKP-12| TectupoBaHue
TECTUPOBAHUIO
Uroro 6
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2 OcHoBHble TToHATHA |Hamnucanue oTyera 1o 2 IIKP-11, IIKP-12 OTuer 1o
TEOPUH MPaAKTUYECKOMY MIPaAKTUYECKOMY
UHGOPMAMOHHON 3aHATHUIO (CEMUHAPY) 3aHATHIO
Oe3omacHOCTU. AHAIU3 (cemuHapy)
yrpos Brinonnenue 2 [IKP-11, IIKP-12| TIIpaktuueckoe
MH()OPMAIMOHHOM NPaKTHYECKOTO 3a/jaHKe
0e30macHOCTH 3aaHus
IloaroroBka k 2 [IKP-11, I[IKP-12| TectupoBanue
TECTUPOBAHUIO
Hroro 6
3 Metoasl u cpenctBa |Hamucanue otuera mno 1 IIKP-11, IIKP-12 OtyeT 1O
obOecrieueHust MPaKTUYECKOMY MPaAKTUYECKOMY
nH(}OpMAITMOHHON 3aHATHUIO (CEMUHAPY) 3aHSATHIO
0€30ITacHOCTH B (cemuHapy)
PaZNO3JICKTPOHHBIX Beinonnenue 1 IIKP-11, IIKP-12| IIpaktnueckoe
CUCTEMax I€pcaain MPAKTUYECKOTO 3a7JaHue
uHpopmanuu 3a/laHus
IToaroroBka k 1 [IKP-11, [IKP-12| TectupoBaHue
TECTUPOBAHUIO
[ToaroroBka k 1 IIKP-11, ITKP-12| JlaGoparopHas
nabopaTopHoOi pabdoTe, pabora
HalmMcaHue OTYeTa
Hamucanue oTyera 1o 2 IIKP-11, IIKP-12 OtueT 1o
naboparopHoit pabote nabopatopHoit
pabote
Hroro 6
4 OCHOBBHI Hammcanwne oTyera 1mo 2 IIKP-11, IIKP-12 OTuer 1o
KOMIUIEKCHOTO MPaKTUYECKOMY MPaKTUYECKOMY
obecrieueHust 3aHATHUIO (CEMUHAPY) 3aHSATHIO
nH(}OpMAITMOHHON (cemuHapy)
OesoracHOCTH B Beinonnenue 2 IIKP-11, IIKP-12| IIpaktnueckoe
PaaroO3JICKTPOHHBIX MPAKTUYECKOTO 3aJlaHHC
CUCTEMAX IMEpCaaun 3aJaHusA
IToaroroeka k 2 [IKP-11, I[IKP-12| TecTtupoBanue
TECTUPOBAHUIO
[ToaroroBka k 2 IIKP-11, IIKP-12| JlaGoparopuas
nmabopaTopHoOi pabdoTe, pabora
HalmMcaHue OTYeTa
Hanucanue otyera mno 2 [TKP-11, IIKP-12 Ortuer o
nabopaTopHoii padote nabopaTopHOI
pabote
Hroro 10
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5 Cranaaptbl Hanucanue otuera no 2 [IKP-11, IIKP-12 Otuer no
UH(POPMALIMOHHOM MPAKTUIECKOMY MIPAKTUIECKOMY
0€30macHOCTH, 3aHATHUIO (CEMUHAPY) 3aHSTHUIO
KPUTEPUU U KJIACChI (cemunapy)
OLIEHKH Brinonnenue 2 [IKP-11, ITKP-12| IIpakTuueckoe
3alIUIIECHHOCTH MPAKTAYECKOTO 3aJaHue
3a/laHus
IloaroroBka k 2 [IKP-11, I[IKP-12| TectupoBanue
TECTHUPOBAHUIO
Utoro 6
6 MeTonosnorus Hamnucanue otuera o 2 IIKP-11, IIKP-12 OtyeT 1O
MOCTPOCHHUS U aHAJINU3A | TPAKTUYECKOMY MPAKTHYECKOMY
CHUCTEM 00ECTICUCHHS  |3aHATHIO (CEMHHAPY) 3aHITHIO
nH(}OpMAITMOHHOM (cemuHapy)
GesomacHoCTH Beinonnenue 2 IIKP-11, IIKP-12| IIpaktnueckoe
MIPAKTUYECKOTO 3aJlaHue
3a/laHus
IToaroroBka k 2 [IKP-11, [IKP-12| TectupoBaHue
TECTUPOBAHUIO
Hroro 6
7 Texuudeckue Hanucanue otyera mno 1 [TKP-11, IIKP-12 Ortuer o
KaHaJbl yTeUKU MPAKTUIECKOMY MIPAKTUIECKOMY
uHpOpMaLuU B 3aHATHIO (CEMHHAPY) 3aHITHIO
PazvodIIEKTPOHHBIX (cemunapy)
CUCTEMaX IICpEaaTH Beimonnenue 2 [IKP-11, [IKP-12| Ilpaktuueckoe
[IPAKTUYECKOT O 3a/1aHue
3a/laHus
IToaroroBka x 1 IIKP-11, IIKP-12| TectupoBanue
TECTUPOBAHUIO
ITogroroska k 2 IIKP-11, [IKP-12| JlaGopaTopHas
nabopaTopHOi paboTe, pabota
HamMCcaHue oT4eTa
Hammcanune oTyera 1o 2 IIKP-11, IIKP-12 OrtueT 1o
nabopatopHo# pabore nabopaTtopHoOit
pabore
Hroro 8
Hroro 3a cemectp 48
[loaroroBka u ciaya 36 DK3amMeH
JK3aMeHa
Htoro 84

5.7. CooTBeTcTBHE KOMIIETEHUMH, (POPMUPYEMBIX IPH U3YUYEHUU TUCUMUIIIMHBI,
U BU/0B YU4eOHOM 1esITeJIbHOCTH

CooTBeTcTBUE KOMIIETEHIIUM, (OPMUPYEMBIX MPU U3YUYCHHH TUCHHUIUIUHBI, U BUIOB YyueOHOM
NEATEILHOCTH MPEICTAaBICHO B TabHIIE 5.7.
Tabnuna 5.7 — CooTBETCTBUE KOMIETSHIIHH, ((OPMUPYEMBIX IPU U3YUYEHUHU AUCLIUILINHBI, U BUIOB

3aHATHH
Bunpl yueOHOM fesTeIbHOCTH
dopmupyemble
Jlex. | Ilpak. | JIa6. | Cawm. DOopMBI KOHTPOJIS
KOMIIETEHIINH
3aH. 3aH. pab. | pal.
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ITKP-11 + + + + |JIaGoparopnas padota, [IpakTuyeckoe 3ananue,
TectupoBanue, Jk3ameH, OT4eT 1Mo
nmaboparopHoit padore, OTueT 1o
MIPAKTUIECKOMY 3aHSITHIO (CEMHHAPY)

ITKP-12 + + + + |JIaGoparopnas pabdota, [IpakTndyeckoe 3amanue,
TectupoBanue, x3ameH, OTUET MO
naboparopHoi pabote, OT4eT 1mo
MPAKTUYECKOMY 3aHITHIO (CEMUHAPY)

6. PeiiTuHroBasi cucremMa isi OLEHKH YCIIeBAeMOCTH 00y4aloIMXCs
6.1. banabHble oneHKH 11t GOPM KOHTPOJISA

bannbHble onieHKH U1t POpPM KOHTPOJISt IPECTABICHHI B Ta0uie 6.1.
Tabnuua 6.1 — bambHbIE OLIEHKH

o . MaxkcuMalILHBIN
MakcumanbHbIN MakcumanbHbIN
OaJ 3a epuo. Bcero 3a
DopMBI KOHTPOJIS 6amn Ha 1-yto KT ¢ | 6arn 3a mepuon
mexnay 2KT u Ha CEeMEeCTp
Hayana cemectpa | mexnay 1KT u 2KT
KOHEIl ceMecTpa
8 cemectp
JlaGopaTtopnas pabota 8 10 10 28
[IpakTryeckoe 3a1anue 4 4 4 12
TectupoBanue 2 2 2 6
Otuet no mabopaTopHOM 4 4 4 12
pabote
OT4er 1o NpaKTUYECKOMY 4 4 4 12
3aHATHUIO (CEMUHAPY)
DK3aMeH 30
Hrtoro makcumym 3a 22 24 24 100
epuo.I
Hapacratomum utorom 22 46 70 100

6.2. [lepecuer 0a/1J10B B OlIEHKH 32 TeKYIIMA KOHTPOJIb

[lepecuer 6aIOB B OLIEHKH 33 TEKYILIMI KOHTPOJIb MpeACTaBiIeH B Tabnuue 6.2.
Tabnuua 6.2 — [lepecyer 6aIOB B OLICHKH 33 TEKYIIHH KOHTPOJIb

bamer Ha JAaTy TCKyHICTO0 KOHTPOJIA OHGHKa

> 90% ot MakcuManbHOI cymMMbl OamoB Ha naty TK 5

Ot 70% 1o 89% ot MakcuManbpHOI cymMMbl OaiioB Ha naty TK

Ot 60% 1o 69% ot MakcuMabHOM cyMMBI O6aIoB Ha naty TK

N|W |~

< 60% ot MakcuMainbHOI cymMbl OamioB Ha naty TK

6.3. Ilepecuer cyMMbI 02/1710B B TPAAUIIHOHHYIO M MEKAYHAPOAHYIO OLICHKY

[TepecdyeT cyMMBI 0aJIOB B TPAJUIIMOHHYIO U MEXTYHAPOJIHYIO OIICHKY MPEJCTABICH B TaOIHUIEe

6.3.
Tabmuma 6.3 — Ilepecuer cyMMbl OAJUIOB B TPAIUITMOHHYIO U MEXKTYHAPOIHYIO OIICHKY
Htorosas cymma Oanos,
Onenka YUMTBIBACT YCIEUTHO CIaHHBIN Onenka (ECTS)

9K3aMeH

5 (oTIM4HO) (3aYTEHO) 90 - 100 A (0oTaM4HO)

4 (xoporto) (3a4TeHO) 85 -89 B (ouens xoporo)
75— 84 C (xoporo)
70 — 74 D (ynoBneTBopuTeNnbHO)
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3 (yAOBIETBOPUTENIHHO) (3aYTEHO) 65— 69

60 — 64 E (mocpencTBenHo)

2 (HeyIOBIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6ammos F (meynoBrnerBoputeabHO)

7. Y4eOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE o0ecneyeHue TUCHUILINHBI
7.1. OcHOBHas JUTEpaTypa

1. 3amura naDOpManuK B paguod’ICKTPOHHBIX CUCTEMAX Iepeaadyu nHPopMaIuu [ DICKTPOHHBIN
pecypc]: Kypc nexuuii, koMmnbroTepHble 1JabopaTopHble pad0Thl, KOMIBIOTEPHBIN IPAKTUKYM, 3a/laHHE Ha
camocToATeNnpHYy10 padoty / ['onukoB A. M. - 2017. 913 c. [DnextponHslii pecypc|: — Pexum nocrymna:
https://edu.tusur.ru/publications/7072 .

7.2. lonoJTHUTEIbHAS JIUTEPpaTypa

1. 3ammra uHGOPMALIMK OT YTEYKH MO TEXHUYECKUM KaHanaM [DIeKTpOHHBINH pecypc]: YueOHoe
nocobue / I'onmukoB A. M. - 2015. 256 c. [DaexkTtpoHHBIH pecypc]: — Pexum noctyna:
https://edu.tusur.ru/publications/5263.

7.3. YueOHO-MeTOANYEeCKHE MOCOOUs
7.3.1. O6s3aTe1bHbIE YUeOHO-METOAMYECKHE TOCOOUSI

1. 3amura nHGOPMAIIUU B PATUOICKTPOHHBIX CHCTEMAX INepeaadyu nHGpopMaruu [ DIeKTPOHHBINA
pecypce]: Kypc nekuuii, KoMnbroTepHble TaOopaTopHble pabOThl, KOMIIBIOTEPHBIN MPAKTUKYM, 3a]a- HUE
Ha CaMOCTOSTENbHYI0 paboTy / 'onmukoB A. M. - 2017. 913 c. [DnekTpoHHBIN pecypc]: — Pexum
nocryma: https://edu.tusur.ru/publications/7072.

7.3.2. YueOHO-MeTOANYECKHE TOCOONS JIS JINIT
€ OrpaHUYeHHBIMU BO3MOKHOCTSIMHM 3/10POBbSI M HHBAJIHU/I0B

Y4eOHO-MeTOIUYeCKHEe MaTepUaIIbl ISl CAMOCTOSITEIILHON U ayIMTOPHOIM PabOThl 00YYaIOLIHXCS
U3 YHCiIa JIUI] ¢ OTPAHUYCHHBIMU BO3MOXKHOCTSIMU 370POBbSI M HHBAJIH/IOB MPEIOCTABIAIOTCS B (hopMax,
aIalITUPOBAHHBIX K OTPAHMYCHHUSM HUX 3[0POBbS U BOCHPUATHS HH)OpMALIUY.

JI1si JIMI ¢ HAPYIIEHUSIMH 3PeHus:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B [1€YaTHOW (hopMe YBEIUYECHHBIM HIPUPTOM.

JI1s1 JIMIL ¢ HAPYIIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B miedatHou popme.

JI1s1 JIMIL ¢ HAPYIIEHUSIMHU ONOPHO-IBUTaTEIbHOI0 anmnapara:

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— B miedatHou popme.

7.4. CoBpeMeHHbIe TPo(deccuoHATIbHBbIE 0a3bl JAHHBIX
1 HH(POPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. IIpu u3ydyeHUU NTUCHUIIUHBI PEKOMEHAYETCSl 00pallaThCsa K COBPEMEHHBIM 0a3aM JaHHBIX,
WHGOPMAIIMOHHO-CIIPABOYHBIM M TMOUCKOBBIM cucTeMaM, K KoTopeiM y TYCVYPa OoTKpHIT gocTyI:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MaTepnajbHO-TeXHHYECKOE U POrPaMMHOe o0ecnedyeHne JUCIUIITHHbI
8.1. MatepuabHO-TeXHHYECKOe H IPOrpaMMHoe odecredeHue sl JTeKINOHHBIX 3aHATHI

Jlnst mpoBeieHus 3aHATUN JIEKIIMOHHOTO TUIA, TPYIIIOBBIX U UHAUBUIYaTbHBIX KOHCYJbTAILUA,
TEKYLIEro KOHTPOJIS U MPOMEXYTOUHON aTTeCTAllMU UCIIONb3yeTCsl yueOHask ayAUTOPHS C JOCTaTOYHBIM
KOJIMYECTBOM IIOCAIOUHBIX MECT AJi y4eOHOM rpyIiibl, 000py10BaHHAs JOCKOM U CTaHIapTHON yueOHOM
MeOenpto. meroTest MynbTUMeInitHOe 000pyI0BaHNE U YUEeOHO-HATIISAHBIE TIOCOOUS, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMHU T10 JIEKIIMOHHBIM pa3ziesiaM JUCLUILINHBL.

8.2. MaTepuaibHO-TeXHHYECKOE M POrPaMMHOe o0ecreueHue 1Jisl NPAKTHYECKUX 3aHATHI
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JlaGopaTopusi paguod’IEKTPOHHBIX CHUCTEM Iepenaur uHbopMauu: ydyeOHas ayauTOpHs AJs
NpOBEEHUS 3aHATUN MNPAaKTUYECKOrOo THUMA, yueOHas ayaUTOpHUs Ui MPOBEACHUS 3aHATUU
1a00paTOPHOTO THUIA, MOMEIICHUE 1T KypCOBOTO MPOCKTUPOBAHUS (BBITIOJHEHHUSI KYPCOBBIX paboT);
634034, Tomckas obnacts, T. Tomck, Bepmununa ynuma, 1. 47, 401 ayn.

Onucanue uMeroerocs 000pya0BaHuUs:

- Komnerorep (8 miT.);

- Monwutop (197 SAMSUNG 1730S) (8 mirt.);

- KnaBuarypa (8 mr.);

- Mpims (onrrrueckast) (8 mit.);

- KommiekT cnienuann3upoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTes.

[IporpamMmmHoe obecrieueHue:

- 7-Zip;

- Adobe Acrobat Reader;

- Far Manager;

- Free Pascal;

- Free Pascal Lazarus (Bepcus 1.6);

- GIMP;

- Google Chrome;

- Microsoft Windows Server 2008;

- Microsoft Windows XP;

- Mozilla Firefox;

- OpenOffice;

- Opera;

- Opera Developer;

- PTC Mathcad 13, 14;

- Scilab;

8.3. MaTepuaibHO-TeXHNYECKOE U POrpaMMHoOe o0ecrieueHue 1Jisl JJa0opaToOpHBIX padoT

JlaGopaTopusi paguodIEeKTPOHHBIX CHCTEM Iepenadyn wHhopMaruu: ydyeOHas ayauTopus s
NMpPOBEJCHUS 3aHATHUN NPAKTUYECKOTO TUNA, ydeOHas ayaUTOpUs IS MPOBEACHUS 3aHATUU
71a00paTOPHOTO THUTA, TOMENIEHUE ISl KYpCOBOTO MPOCKTUPOBAHMS (BBIMOIHEHHS KYPCOBBIX padoT);
634034, Tomckast obnacts, r. Tomck, Bepmununa ynuna, 1. 47, 401 ayz.

Omnucanrie UMEIOIIErocss 000pyA0BaHUS:

- Komnerorep (8 mr.);

- Monwutop (197 SAMSUNG 1730S) (8 mrt.);

- KnnaBuarypa (8 mr.);

- Mpims (ontrueckas) (8 mir.);

- Kommuiext cnennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

[Iporpammuoe obecnieueHue:

- 7-Zip;

- Adobe Acrobat Reader;

- Far Manager;

- Free Pascal,

- Free Pascal Lazarus (Bepcus 1.6);

- GIMP;

- Google Chrome;

- Microsoft Windows Server 2008;

- Microsoft Windows XP;

- Mozilla Firefox;

- OpenOffice;

- Opera;

- Opera Developer;

- PTC Mathcad 13, 14;

- Scilab;
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8.4. MaTepua/IbHO-TeXHUYECKOE U MPOrpaMMHOe o0ecreyeHue 1Jisl CAMOCTOSATEIbHOM padoThI

Jlnst caMocTosATeNbHOU pabOThl UCTIONB3YIOTCS YueOHbIE ayAUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacCIIOJIOKEHHBIE TI0 aJpecam:

- 634050, Tomckas o6nacth, T. Tomck, Jlennna npocnexkr, a. 40, 233 aya.;

- 634045, Tomckas ob6nacth, T. ToMck, yi. KpacHoapmeiickas, a. 146, 201 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas obnacth, T. Tomck, Bepmmauna ynuna, a. 74, 207 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- yueOHasi MeOenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJAKIIOUEHBl K ceTu «MHTepHEeT» U 00ecrneynuBaloT JOCTYI B 3JIEKTPOHHYIO
nH(popManoHHO-00pa3oBaTenbHyto cpeny TYCYPa.

[TepeyeHs mporpaMMHOTO 0OECIICUEHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 m1st Windows;

- 7-Zip;

- Google Chrome.

8.5. MaTepHaﬂbHO-TeXHI/I‘leCKOG obecneyeHue AUCHUIIVIMHBI JI JUI ¢ OTPAHUYCHHBIMUA
BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

OcBoeHNe AMCHUILIMHBI JINIIAMHA ¢ OTPAaHUYECHHBIMH BO3MOKHOCTSIMU 3I0POBBSI M HMHBAJIHIAMH
OCYIIECTBIISIETCS C UCTIOIB30BaHUEM CPEJICTB OOYUEHHS OOILEro U CIEeHaIbHOTO Ha3HAYCHHUS.

[Ipu 3aHATHSIX ¢ 00YYAIOIIMMHUCS C HAPYWIEHHAMH CJYyXa MPEIyCMOTPEHO HCIIOJIb30BAHHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUWHBIX CPEACTB M JIPYTUX TEXHUUYECKHX CPEICTB
npueMa/mepenaun yaeOHoi HHGOpMauu B TOCTYIHBIX (opMax, MOOUIBHOW CUCTEMBI TIPETIOAaBaHUs
IUTs 00y4aloONUXCs C HHBAJIUIHOCTHIO, MOPTATUBHON MHAYKIIMOHHOW CHCTEMBI. YueOHast ayauTOpHsi, B
KOTOpPOH 3aHUMAIOTCA 00ydJarommecs ¢ HapyluIeHHeM ciiyxa, 000pyJA0BaHa KOMITBIOTEPHON TEXHUKOH,
ayITMOTEXHUKOH, BUJEOTEXHUKOU, dJIEKTPOHHOU TOCKOM, MYJIbTUMEIUHHON CUCTEMOM.

[Ipu 3aHATHAX ¢ OOYYAOMIMMHUCS C HAPYIIEHUSIMH 3PeHHs MPETyCMOTPEHO HCIOJIb30BAHHE B
JEKIMOHHBIX U YYEOHBIX ayJUTOPHUSIX BO3MOXKXHOCTH MPOCMOTPA YJaJeHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM clIaiij]a Ha dKpaHE) MPH MOMOIIN BUICOYBEIUUYUTENEH 111 KOM(POPTHOTO
IPOCMOTPA.

[Ipu 3aHATHAX C OOy4YarOMMMHUCS C HAPYUIEHUSIMH ONMOPHO-IBUIaTeJbHOT0 ammapara
WCIIOIB3YIOTCS aJbTEPHATUBHBIE YCTPOMCTBA BBOAA MH(MOPMAIUU M APYrHe TEXHUYECKHE CPEICTBA
npuema/nepenadn yueOHoil nHGopMaIu B JOCTYIHBIX opMax, MOOMIBHON CHCTEMBI 00yYeHUS IS
JIOACH ¢ MHBATUIHOCTBIO.

9. OnieHOYHbIE MaTepHuaJibl U METOAUIECCKUEC PECKOMCHAALIMMA 110 OPraHU3aAlIMU U3YICHUSA
AUCHHUIIIMHBI

9.1. Coaep:xaHue OLIEHOYHBIX MAaTEPHAJIOB /ISl TEKYLIEro KOHTPOJIS
U MPOMEKYTOYHOI aTTecTaluu

Jliist olleHKHu cTeneHu cOPMUPOBAHHOCTH M YPOBHS OCBOCHHS 3aKPETUICHHBIX 3a AUCIUTIIUHOMN
KOMITETEHITNI UCIIONIb3YIOTCS OIICHOYHBIE MaTepUabl, MPeACTaBlIeHHbIC B TabmuIe 9.1.
Tabmuia 9.1 — @opMbI KOHTPOJISL U OLIEHOYHBIE MATEPHAIIBI
Hazpanus pa3nenos (tem) dopmupyembie
JUCIUTLIAHBI KOMIIETEHIINH

®opmbl koHTpoItst | OneHouHble MaTepuaisl (OM)
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1 [Ipeamer kypca. [IKP-11, I[IKP-12 |IIpakTuueckoe TeMbl NpaKTUYECKUX 3aJaHUI
NudopmannonHas 3a/laHue
0e30macHOCTh B CHCTEME TectupoBanue [IpuMepHBIii TIEpedeHb
HAI[MOHAJIbHOM 0€30I1aCHOCTH TECTOBBIX 3a/IaHHI
Poccuiickoii @enepanuu DK3aMeH I[lepeyeHn dK3aMEHAMOHHbIX
BOIIPOCOB
Oruer 1o TeMbl NPaKTUYECKUX 3aHATHN
MIPaKTUYECKOMY
3aHITHIO
(cemuHapy)
2 OcHosubie noustusa teopun  |[IKP-11, TIKP-12 |[IpakTuueckoe TeMbl MpakKTUYECKUX 3aJaHUI
nH(bOpMaLIMOHHON 3aJjaHue
0e30macHOCTH. AHAIIN3 yrpo3 TectupoBanue IIpuMepHBIil IepeyeHb
MH(POPMAIHOHHOM TECTOBBIX 3aJaHUN
Oe3omacHOCTH DK3aMeH I[TepeueHn 5K3aMEHAIIMOHHBIX
BOIIPOCOB
Otuer no TeMbl NpakKTUYECKUX 3aHATUN
MPAKTHYECKOMY
3aHATHUIO
(cemuHapy)
3 MeTopl U cpeacTBa ITKP-11, IIKP-12 |JIabopaTopHast Tembl m1abopaTOpHBIX PadoOT
obecrnieueHust UHHOPMAITMOHHON pabota
OesoracHoCTH B IIpakTHueckoe TeMbl NpakTUYECKUX 3aJaHUN
PaZioOdIIEKTPOHHBIX CUCTEMAX 3a/1aHue
nepeaun nHpopmanmu TectupoBanue IIprMepHBIii epedyeHb
TECTOBBIX 3a/IaHUM
OK3aMeH [IepeueHb 7K3aMEHALIMOHHBIX
BOIIPOCOB
Otuer no Tembl 1abopaTopHBIX paboT
nabopaTopHOit
pabote
Oruer o Tembl IpaKTHUECKUX 3aHATUI
MPAKTHYECKOMY
3aHATHUIO
(cemuHapy)
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4 OCHOBBI KOMILJIEKCHOTO [IKP-11, I[IKP-12 |JIaGopaTopHas Temb! m1abopaTopHBIX padoT
obecrnieueHuss THHOPMAITMOHHON pabora
0e30macHOCTH B [IpakTuueckoe TeMbl MpaKTUYECKUX 3aJaHUI
PaAMOIEKTPOHHBIX CUCTEMAX 3a/1aHUe
nepeaatin TectupoBanue [IpuMepHbIii IEpeYeHb
TECTOBBIX 3aJaHUI
OK3aMeH [IepeueHp 7K3aMEHALIMOHHBIX
BOIIPOCOB
OtueT no Tembl 1abopaTopHBIX paboT
nabopaTopHOH
pabore
Otuer 1o TeMbl NpaKTUYECKUX 3aHATUN
IIPAKTUYECKOMY
3aHIATHIO
(cemunapy)
5 Crangaptel uapopmarmonnoi | [TIKP-11, TIKP-12 |[Ipaktuueckoe TeMbl MpaKTUYECKUX 3aJaHUI
0€e30MacHOCTH, KPUTEPUU U 3a/laHue
KJIACChI OLICHKH 3alMIICHHOCTH TectupoBanue [IpumMepHbIii TEpeUeHb
TECTOBBIX 3a/IaHUM
OK3aMeH [lepeueHb 7K3aMEHALIOHHBIX
BOIIPOCOB
Oruer o TeMbl NpakKTUYECKUX 3aHATHN
MPAKTHYECKOMY
3aHITHIO
(cemuHapy)
6 Metoaonorust noctpoenus u  |ITIKP-11, IIKP-12 |[IpakTuuyeckoe TeMbl MpakTUYECKUX 3aJaHUI
aHanM3a cucTeM o0ecreYeHUs 3aJjaHue
MH(POPMALOHHOM TectupoBanue [IpuMepHBIil IepeyeHb
OesoracHocTH TECTOBBIX 3aJaHUI
DK3aMeH [Iepeuenb sK3aMEHALIMOHHBIX
BOIIPOCOB
Ortyer no Tembl IpaKTHUECKUX 3aHATUI
MPAKTHYECKOMY
3aHATHUIO
(cemuHapy)
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7 Texunueckue kaHansl yreuku |IIKP-11, ITKP-12 |JlabopaTopHas Temb! m1abopaTopHBIX padoT
uHpOpMauu B pabora
PaiO3ICKTPOHHBIX CUCTEMAX [IpakTuueckoe TeMbl MpaKTUYECKUX 3aJaHUI
neperayu 3aJjaHue
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3a/laHUN
OK3aMeH [IepeueHp 7K3aMEHALIMOHHBIX
BOIIPOCOB
OtueT no Tembl 1abopaTopHBIX paboT
nabopaTopHOH
pabore
Otuer 1o Tembl IPaKTUUECKUX 3aHATUI
IIPAKTUYECKOMY
3aHIATHIO
(cemunapy)

Hlxana oneHku cHPOPMUPOBAHHOCTU OTAECIbHBIX IMJIAHHUPYEMBIX PE3yJbTAaTOB OOyUYEHHS IO
JTUCIUILINHE TpUBeAcHa B Tabiuie 9.2.
Tabnuna 9.2 — Illkana oneHku cHopMUPOBAHHOCTH IUIAHUPYEMBIX PE3YJbTATOB OOyYEHHUS IO

JAUCLUILIIMHE
dopmynupoBKa TpeOOBaHUH K CTETICHH C(HOPMHUPOBAHHOCTH
Ornenka banner 3a OM TJIAHUPYEMBIX Pe3yJIbTaTOB 00ydeHUs
3HATh yMETh BJIQ/IETh
2 <60% ot OTCYTCTBME 3HAHUU OTCYTCTBHUE OTCYTCTBHE
(HEyIOBIETBOPUTENHHO) | MAKCUMATBHOU | UITU ()parMeHTapHBIC YMEHHUH UITN HABBIKOB WJIN
CYMMBI 0aJI0B 3HAHUSA YaCTUYHO ¢parmeHTapHble
OCBOEHHOE MPUMECHEHHE
yMEHHE HABBIKOB
3 ot 60% no o0mue, HO HE B 1I€JIOM YCIICIITHO, B 1IEJIOM
(YIOBJIETBOPUTEIHHO) 69% ot CTPYKTYpPHUPOBAHHBIE HO HE YCIEITHOE, HO HE
MaKCHMaJTbHOM 3HAHUS CUCTEeMATHUYECKH | CHCTEMATHUECKOE
CYMMBI 0aJUTOB OCYIIECTBIISIEMOE MIPUMCHCHHE
YMCHHE HABBIKOB
4 (xoporo) ot 70% no chopMuUpOBaHHBIE, B 1I€JIOM B IICJIOM
89% ot HO CoZepKalue yCIIELIHOE, HO YCIICIIHOE, HO
MaKCUMaJIbHOM OTJebHbIE coJieprKalime coJieprKariue
CYMMBbI 0ayuioB | mpoOsemMbl 3HaHUS OTJIEIbHbBIE OTJIeIbHbIE
npoOesbl yMEHUe poOeIBI
MpUMEHEHHE
HABBIKOB
5 (OTIUYHO) >90% ot chopMUpOBaHHbBIE | CHOPMUPOBAHHOE YCHEUIHOE U
MaKCUMAJIbHOW | CHCTEMaTUYECKHE yMEHHE CHUCTEeMAaTHYECKOE
CYMMBbI 0aJIOB 3HAHUSA MPUMECHEHHE
HABBIKOB

[IIxanma KOMIUIEKCHOM OLIEHKH C()OPMHUPOBAHHOCTH KOMITETCHIIMIA MMpUBEIeHa B Ta0uIe 9.3.
Ta6mmma 9.3 — [lIkayia KOMIUIEKCHOM OIEHKH C(hOPMHUPOBAHHOCTH KOMITETSHITUHA

Onenka ®opmynupoBKa TpeOOBaHUM K CTENIEHU KOMIIETECHIINH
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2 He nMeet He0oOXOAMMBIX MIPEACTABICHHI O TPOBEPSIEMOM MaTepuase
(HEeyAOBIETBOPUTENBHO) | UJIU
3HaTh HA YPOBHE OPUEHTHPOBAaHMS, peicTaBiieHnid. OOydaromuiics 3Haet
OCHOBHBIC MPU3HAKH WM TEPMHUHBI U3y9IaeMOTO 3JIEMEHTA COACPKAHMS, UX
OTHECEHHOCTH K ONPEICIICHHON HayKe, OTPAC/Id WIH 00bEKTaM, y3HACT B
TEKCTax, N300PAKEHUSIX UITU CXeMaX U 3HAeT, K KAKMM HCTOYHUKAM HYKHO
oOpaiuarbcs 1)1 00Jiee 1eTalnbHOIO €ro YCBOSHHUS!.

3 3HaTh ¥ YMETh Ha PeNPOAYKTUBHOM ypoBHE. OOyJaronuxcs 3HaeT
(YIOBIIETBOPUTENBHO) |M3YUYEHHBIH 3JIEMEHT CO/IepKaHUSI PENPOAYKTUBHO: IPOU3BOIBHO
BOCIPOM3BOAMT CBOU 3HAHUS YCTHO, MUCHMEHHO WJIH B IEMOHCTPUPYEMBIX
NEUCTBHUIX.

4 (xopo11o) 3HaTh, yMETh, BIA/I€Th HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENnpoayKTUBHOM YPOBHE, YKa3bIBaTh Ha 0COOEHHOCTH U B3aUMOCBS3H
U3yYEHHBIX 00BEKTOB, HA UX JOCTOWHCTBA, OTPAHUYEHUS, UCTOPHIO U
HEePCHEKTUBBI Pa3BUTUS 1 OCOOCHHOCTH JJIS1 pa3HBIX 0OBEKTOB YCBOCHHUS.

5 (oTIM4HO) 3HaTh, yMETh, BJIa/IETh HA CHCTEMHOM ypoBHe. OOyyaromuiics 3HaeT
M3yYEHHBIN 3JIEMEHT COAEP)KaHUSI CUCTEMHO, POU3BOJIBHO U JI0KA3aTEIBHO
BOCIIPOMU3BOJUT CBOM 3HAHUA YCTHO, IMCbMCHHO WUJIK B ACMOHCTPUPYCMbIX
IIGfICTBPISIX, YUUThIBAA U YKa3bIBasA CBA3U U 3aBUCUMOCTH MCKIY 3THM
9JICMCHTOM U APYTUMH DJICMCHTAMU COACPIKAHUA JUCHUIIIMHBI, €TO
S3HAYUMOCTD B COACPKAHUN JUCHUIIINHBI.

9.1.1. IlpuMepHBIii IepedeHb TeCTOBBIX 3a1aHUI

1. Kakue Tpu OCHOBHBIE COCTaBJISIOIINE MHPOPMAIMOHHOW O€30MacHOCTH BaM M3BECTHBI: 1)
3aM(POBAHHOCTh, LEIOCTHOCTh, JOCTYMHOCTh; 2) KOH(PUIECHIUAIBHOCTb, 3aKPBITOCTD,
JOCTYMHOCTh, 3) KOH(PUAEHIMAIBHOCTH, I[€JOCTHOCTH, 3alHUIIEHHOCTH, 4)
KOHQHUAEHIUAIbHOCTh, LEIOCTHOCTh, AJOCTYHNHOCTD.

2. Kakue knaccel AC HauboJsiee 3a.IUIIEHBI, COTJAaCHO PYKOBOAANIUM JOKyMEHTaMm
I'octexkomuccuu PO: 1) 3b u 3A; 2) 2bu 2A;3) 11, 1T, 1B; 4) 1B, 1A;

3. Kakas mMozenb sBIsIeTCS MOJIETbIO MPOU3BOJIBHOTO (JUCKPELIHOHHOT0) YIPABIECHUIO TOCTYIIOM:
1) Monens benna — Jlallagyma; 2) Monens bu6a; 3) Xuppucona—Py330-Ynaemana; 4) Moaenb
Knapka — BusicoHa.

4. Kaxkas mojenb SIBISETCS MOJIENbI0 MAaHIaTHOTO yIpaBlieHUto0 noctynoM: 1) Moaens benna —
Jlallamgyna; 2) Moaens buba; 3) Xuppucona—Py330-Ynemana; 4) Moaens Knapka — Busicona.

5. TlepeyncnuTre TpU OCHOBHBIX BHUJA yrpo3 MHGOpMANMOHHOW Oe3omacHoCTH: 1) yrposa
HapylIeHUs] KOH(PUAECHIHAIbHOCTH, YIpO3a HApyUIEHUs I€JIO0CTHOCTHU, Yrpo3a HapyLICHUS
3alMIIEHHOCTH; 2) yrpo3a HapylleHHs KOH(PUAEHIHAJIbHOCTH, YI'po3a HapyHIEHUS
L[EJIOCTHOCTH, YIpo3a HapyLIeHUs JOCTYMHOCTH; 3) yrpo3a HapyleHus: KOH(UIECHIIMAIbHOCTH,
yrpo3a HapylIeHUsl 3aKpbITOCTH, yIpo3a HapylIeHUs! JOCTYITHOCTH; 4) yrpo3a HapylIeHUs
3au(POBAHHOCTH, YTpo3a HapyILIEHUS [IETIOCTHOCTH, yTpo3a HapyIIEHUs TOCTYITHOCTH

6. Kakas ayrentudmukanus Haubonee cunbHasg: 1) mudpoBas mMoAMUCH; 2) mapoib; 3)
OouomeTrpuyeckas; 4) yHUKaJIbHBII PEAMET;

7. Kakue nBa OCHOBHBIX BuJa TpeOoBaHUM Oe3omacHocTH conepxkar «OOmue kpurtepum»: 1)
TpeOoBaHUsIX 0€30MaCHOCTH, MPOCKTUPOBAHUE M pa3pabOTKa: 2) HCIOJH30BAHUE PECYPCOB,
KpunTorpadguueckas mojaepxKa; 3 oIeHKa ysI3BUMOCTEH, OlleHKa 3ajaHus o 6ezonacHoctu; 4
GbyHKIIMOHAIbHBIE, TPEOOBAHUS JOBEPUS;

8. Kakue mexcereBble SKpaHbl UCIOJB3YIOT Ha IPaHUIE JIOKAJIbHOW ceTu u cetu MuTepHer: 1)
KOMMYTaTopbl, GQYHKIMOHUPYIOLME HA KaHAJIbHOM YpPOBHE; 2) CETEBble WUJIM MAaKETHBIE
¢bunbTpHI; 3) HUTIO3bI ceaHCOBOTO ypoBHS (circuit-level proxy); 4) makeTHble GUIBTPHI.

9. Kakue meTonbl 3amuTsl HHGopManuu ucnoibdytorea B cranaapre IEEE802.11 (WiFi): 1)
PAW, EWR; 2) WER, WAP; 3) PEW, APW; 4) WEP, WPA.

10. Kakue BuzbI CKkpeMOJIEpOB ABISIIOTCS HanOoJIee 3alUIIIEHHBIMU: 1) BpeMEeHHBIC; 2) YaCTOTHBIE;
3) KOMOMHUPOBAHHBIE; 4) TOTOYHBIE.

9.1.2. IlepeyeHb IK3aMEeHANMOHHBIX BONIPOCOB
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Brinenure ABa OCHOBHBIX THIA MEXKCETEBBIX AKpaHOB. Kakue aeicTBHUS MO yMOIYaHHIO
OCYIIECTBIISIOTCS MEXKCETEBBIM 3KPaHOM B OTHOIICHUH Tpaduka? SIBisieTcs 1 OJUH U3 TUIIOB
MEKCETEeBBIX dKpaHOB Oojiee Oe3omacHBIM, Hexenu aApyroi? Uto mexceTeBOW 3KpaH
MPUKIATHOTO YPOBHS MO YMOJYAHUIO JENaeT ¢ BHYTPEHHUMH aJapecamu?

B yeMm cxozicTBO MeKCETEBOro dKkpaHa ¢ GUIbTpaluell makeToB u Mapuipytusaropa? Korma
PEKOMEHIyeTCsl BBIOMpPATh MEXKCETEBOW AKpaH ¢ makeTHOW ¢unpTpanuein? UTo moiKeH
obecrnieurBaTh MEKCETEBOM dKpaH I MPOBEPKH cOCTOsTHM? [Ipu KakoM yCIIOBUM MEXKCETEBOM
SKpaH NMPUKJIAJTHOTO YPOBHS MOXET Ha3bIBAThCS THOPUIHBIM?

VYrpo3sl napopmanmu. Bugsr yrpo3. OCHOBHBIE HAPYIICHUS. XapaKTep MPOUCXOKIACHUS yTPO3.
Uctounuku yrpos. [Ipeanocsbuiku nosSBICHUS yTpo3.

Uto takoe mHpopmanmumoHHas Oe3omacHOCTh? Kakme KOMMOHEHTH BXOJST B
nH()OpMaAITMOHHYIO O€30MTaCHOCTH?

HazoBute nBa Tumna 6uomerpuyeckux cucreM. HazoBuTe OCHOBHbBIE KATETOPUU aTak.

Cucrema 3amuTtsel uHGopmanuu. Kiaaccel kaHaloB HECAaHKIIMOHUPOBAHHOTO MOJYyYEHUS
uHpopManuu. [IpuanHbl HapyIIeHNs HEIO0CTHOCTH HHPOpMAIUH.

MeTtoabl U MOJAENU OLIEHKU ys3BUMOCTH HHpopmanuu. OOmas Moaenb BO3AeHCTBUSA Ha
nHpopmaruro. O01as MoAeIb Mporecca HapyeHus1 GU3NIECKOM 1EIIOCTHOCTH HHGOPMAITIH.

CTpyKTypupOBaHHasl cXe€Ma MOTEHUHUATbHO BO3MOXHBIX 3JOYMBIIUICHHBIX €HCTBUN B
aBTOMAaTHU3UPOBAHHBIX CUCTEMaX 00paOOTKH JaHHBIX.

Jlns mpenoTBpallieHus nepexpara JOKHO UCIO0JIb30BaThCA MHU(PPOBAHNE - BMECTE C KaKOMH
cyx001 6e3omacHocTH? MOXKeT i ciry»)0a obecriedeHus: TOCTYITHOCTH MPEAOTBPATHTh aTaKH
Ha OTKa3 B OOCTY)KUBaHHUH?

HazoBute Tpu Tuma ayreHTuduKkanuoHHBIX (akTopoB. [louemy aByxdakTopHas
ayTeHTUUKAITHS.

MeTtoaonoruyeckue MoaxXobl K OLEHKE YS3BUMOCTU MHPopMauuu. Moaenb 3aiuThl
CHUCTEMBI. C MOJHBIM MEpEeKpbITHEM. PekoMeHIauyu M0 UCTOJIb30BAHUIO MOJENEeH OLIEHKHU
ySI3BUMOCTH HHQOpManuu. JlonyiieHns B MOIEsX OLIEHKU YA3BUMOCTU HH(GOpMaIUU.

Mertonabl onpeeneHus TpeboBanuid k 3amure nHGopmaruu. GakTopsl, 00yCIOBIUBAIOIINE
KOHKpETHbIEe TpeOOBaHUS K 3aluTe, 00YyCIOBJIEHHbIE clelNU(PUKON aBTOMATU3UPOBAHHOMN
00paboTku uH- popmanmu. Kmaccudukamus TpeOGoBaHUN K CpECTBAM 3alUThl HH()OPMAITUH.

TpeGoBaHus K 3amuTe, ONpeaAesieMble CTPYKTYpOil aBTOMAaTHU3UPOBAHHOW CHUCTEMBI
00paboTku nmaHHBIX. TpeOoBaHMs K 3amuTe, 00YyCIOBIMBAEeMBIC BHUIOM 3allUIaeMOM
uHpopmanuu. TpeboBanusi, 00yCIOBIUBAEMbIE B3aUMOJICHCTBUEM TIOJIB30BATENSI C KOMITJIEKCOM
CpEeIICTB aBTOMATHU3AIlIH.

JlomxHa U MOAUTUKA 6€30MaCHOCTH ONPENEsATh KOHKPETHbIE TpeOOBaHUS peanu3aluu Ass
KaXXJIOTO THUIA CUCTEM BHYTpU camoi moiuTuku? [loueMy B monuTHKy 6€30MacHOCTHU
BKJIIOUYAIOT OTKa3bl OT 3aIUTHI?

HazoBute nBe coctapisitomux pucka. KakoB ypoBeHb pucKa Mpu OTCYTCTBUH YTpo3?

Ha3zoBute nBe coctapnstonmx pucka. KakoB ypoBeHb pUcKa Ipu OTCYTCTBUU yrpo3? Urto Ta-
Koe ysa3BUMOCTh? HazoBuTe ueTsipe 1enu i yrpo3. MoxeT jau yrposza uMeTh 0osee oJHOM
uenu?

['ie pacnosioxkeHbl TOCTYMHbIE U3 UHTEPHETA CUCTEMbBI B apXUTEKTYpE C OJTHUM MEKCETEBBIM
skpanoM? [louemy mopsiok mpaBui B HAOOpE MPaBUII MEKCETEBOTO KpaHa UTPAET BAXKHYIO
poJib?

MoxHo n1u paccMmaTpuBaTh ucnoyb3oBanue SSH kak peanuzanuio VPN? Ilouemy
nosib3oBatenbckue VPN TpelytoT cTporoit ayrentudukanum?

Moxet i mudpoBaHUE MOTHOCTHIO 3aMMUTUTh AaHHBIE, IepenaBaeMbie yepe3 VPN. C uem
HE00XO0AMMO KOMOMHHPOBATH MOJUTHKY, YTOOBI 00eceunTh 6e3omacHocTh VPN?

[Tpuronnusl nu mMexy3noBble VPN mis ucnosib30BaHusg Mexay opranuzanusimu? Ilouemy
azipecarys SBISETCS MOTEHIIMAIBLHON MPOoOJIeMOM, CBA3aHHON ¢ MEXKy3JI0BEIMU VPN?

AHanu3 CyIIecTBYIOIIUX METOAUK OIpeieieHHs TpeOOBaHUH K 3aliuTe HH()OPMALIUH.

daxTopbl, BIUSIONINE HA TPeOyeMbIi ypOBEHb 3allluThl HHPopManuu. OYHKIIUN U 3a]a4H 3a-
muThH HHPopManuu. OCHOBHBIE MOJOKEHHUS MEXaHU3MOB HEMOCPEACTBEHHOU 3aIIUThl U
MEXaHU3MBbl YIPABJICHHUS MEXaHU3MAaMH HEMOCPEICTBEHHOM 3aMUThl. MeToabl popMUpOBaHUS
bynskumii 3ammThl. COOBITHSI, BOSHUKAIONIKE MPU HOPMUPOBAHUH (PYHKIIUN 3aIIUTHI.

Ecnu undopmanus odeHb cekpeTHa, Kakoll MeTo]] ayTeHTU(PUKALUU CIEyeT UCIOIb30BaTh?
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['te nOMKHBI XpaHUTBCA 3allMCH ayIUTa B UI€aJIbHOM ciydae?

B yeMm cxozicTBO MeKCEeTEBOro SKkpaHa ¢ GUIbTpaluel makeToB u Mapuipytusaropa? Korma
PEKOMEHTyEeTCsl BRIOMPATh MEKCETEBOM IKpaH ¢ MaKeTHOU (puiibTparuei

Kakoe ckpeMOinpoBaHue peanusyeT JaHHbIH ckpemOiep? (aHamoroBoe wik 1UPPOBOE).
Kaxoit Bug 9acToTHOTO TpeoOpa3oBaHusl OCYIIECTBISIET TaHHBINH CKpeMOep?

KakoBwsl mpeumyiiecTBa U HEJOCTATKU JAaHHOTO BHUIa ckpemOiupoBanusa? Kakosa
paz00pUMBOCTh BHIXOIHOTO curHaMa? Kakyro mojgocy 4acToT 3aHMMAET BBIXOHOW CUTHAM?

Cnoco6s1 u cpenctBa 3amuthl nHGopMaruu. CmocoObl «abCOMIOTHON CUCTEMBI 3aITUTHIY.
ApXUTEeKTypa CHCTEM 3amuThl MHPopManuu. TpeOoBanus. OOIMEMETOMOJOTUIECKUX
MIPUHIIUIIOB apXUTEKTYPhl CUCTEMBI 3aIIUTHl MH()OPMAIIUH.

Ha kakux cucteMax JOKHBI YCTaHABIMBATHLCS AaHTUBUPYCHBIE MporpamMbl? Kakoil miinHbI
JOJIKHBI OBITH TTApOsIU?

Uto nmomkeH obecrmeynBaTh MEXKCETEBOUM dKpaH s MpoBepku coctosinusa? [Ipu kakom
YCIIOBUU MEXCETEBOM 3KpaH MPUKIIAJHOTO YPOBHS MOKET Ha3bIBaThCS THOPUTHBIM?

Cormacao 'OCT P UCO/M3K 1 - kakue Tpu rpymiibl GakKTOPOB HEOOXOAMMO YUUTHIBATH MTPU
dbopmupoBannn TpeOOBaHUH B 00J1aCTH HHMDOPMAITMOHHOM 0€3011acHOCTH?

Kakue ocHOBHbIE MH(OpPMALMOHHBIE aKTUBBI JOJKHBI ObITh YUTEHBI M 3aKpEIJICHBI 3a
OTBETCTBEHHBIMH BJajAeidblaMHu JJs oOecrneyeHUss MHPOPMAIMOHHON O€e30MacHOCTH
opra"nu3anuu’?

KiroueBbie MOMEHTHI 3Tara aHaJin3a PUCKOB: (TIEPEUHCITUTE)

[Tpuroaner nu MexysnoBbie VPN s ucnosnb3oBaHus Mexay opranuzaunusimu? [louemy
azipecarys SBISETCS MOTEHIIMATBLHON MPOoOJIeMOM, CBA3aHHON ¢ MEXKy3JI0BEIMU VPN?

Kakue nBa kpuTepust TOIKHBI UCIOJIB30BATHCS JIJI ONMpPEIEIeHUs TOro, Kakoe YCTPOUCTBO
cllelyeT UCIOJb30BaTh - MEXCeTeBOM 3kpaH win VPN-cepBep Ha oTaenbHoM cucteme? Ecnu
HCTOJIb3YeTCA OTAEIbHBIN VPN-cepBep, JOJDKEH JIM OH pa3MellaTbCsa B JEMUINTApPU30BAaHHOM
30HE UHTEpHETA?

Kakum Habopom mapameTpoB MOXKeT ObITh HaeHTHHUIIMpOBaH puck. [lo kakoit dhopmyie
MO3KET OBITh BBIYUCIIEHa CTOUMOCTh pUcKa?

[Tepeuncnure cranmapte OK 11 kmaccoB pyHKIIMOHATBHBIX TPEOOBAHUIA.

Kak npouzBoauTcs BeIYMCICHUE MOTEHIIMANA HAMaIeHus ?

MoxHo n1u paccMmaTpuBaTh ucnoyb3oBanue SSH kak peanuzanuio VPN? Ilouemy
nosib3oBatenbckue VPN TpelytoT cTporoit ayrentudukanum?

9.1.3. TeMbl NpaKTUYECKUX 3aTAHUI

. Cranpaptel HHOPMALMOHHON 0€301MaCHOCTH M KPUTEPHH OLIEHKH 0€30IaCHOCTH CHUCTEM U

ceTell nepeaayn nHGopMaIu
Pa3paboTka apXUTEKTypbl MO/IETH O€30MaCHOCTH HH(POPMAIIMOHHBIX CUCTEM H CeTel

. Pa3paboTka mpakTHuecKkux peKoMeHIaIuil mo odecrneyeHno 0e30MacHOCTH NHHOPMAIIMOHHBIX

cUCTEM
3aKOHOJATENIBCTBO B 00J1aCTH HHPOPMALIMOHHOM 0€3011acHOCTH

. [lonsatue u ocobennoctu yreukn uHpopmauuu. CTpyKTypa, KiaccupuKanus U OCHOBHBIC

XapaKTepPUCTUKN TEXHHYECKUX KaHaJoB yTeuku HHpopmauuu. IIpocTbie M cocTaBHbIE
TEXHUYECKUE KaHaNbl YTEUKU MH(POpMaIi. XapaKTepuCcTUKa U BO3MOKHOCTH ONTHYECKHX,
AKyCTHYECKUX, PaJMOIIEKTPOHHBIX U MaTEepHAJIbHO-BEIIECTBEHHBIX KaHAJIOB YTEYKHU
UHpOpMaLIUH.

9.1.4. TeMbI NPaKTHYECKUX 3AHATHH

. CrangapTel HHGOPMAITMOHHOW OE30MACHOCTH U KPUTEPHUHU OLIEHKH OE30MaCHOCTH CHUCTEM U

cerelt mepeaaun nHGopmanuu
Pa3zpaboTka apXuTeKTypbl MO O€30MaCHOCTH HH(GOPMAITMOHHBIX CUCTEM U CETeH

. PazpaboTka mpakTUuecKux peKOMEHIalui 1o 00ecTieYeHUI0 0€30MacHOCTH HHPOPMAITMOHHBIX

cCUCTEM
3aKOHOIATENBCTBO B 00J1acTH HHPOPMAITMOHHOM 06€30MmacHOCTH

. [lonsitue u ocobenHoctu yreuku uHpopmauuu. CTpyKTypa, KiaccuuKaus U OCHOBHBIE

XapaKTepUCTUKU TEXHUYECKUX KaHaloB yTeuku uHopmanuu. IlpocTeie u cocTtaBHbIE
TeXHUYECKUE KaHajlbl yTeUkH MHPOpMaluu. XapakTepUCTUKAa U BO3MOXHOCTH ONTHYECKUX,
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AKyCTHYECKUX, PaJMOIIEKTPOHHBIX M MaTEepHAJbHO-BEUICCTBEHHBIX KaHAJIOB YTEYKHU
nHpopmanuu.

9.1.5. Tembl 1a00paTOPHBIX padoOT

1. U3yueHue MeXIyHapOAHOTO CTaHAapTa 0e30macHOCTH HMHpOpMaUHOHHBIX cuctem [SO.
Hccnenoanue cucteMsl 3auuThl nHpopmanuu «Ctpaxk NT». Cuctema 3amutsl nHOpMauu
SecretNet. Cucrema 3amutsl napopmanmu Dallas

2. Cuctema aHaiu3a PHUCKOB U NMPOBEPKU MOJIUTHUKU HHPOPMAIMOHHOW 0€30mMacHOCTH
IPEIITPUSITHS

3. DHepreTuyeckoe CKpbITHE peueBor HHpopmaruu. CkpeMOIepsbl.

9.2. MeTonnueckne peKOMeHIalUN

YueOHBI MaTepuan u3iaraercs B GopMme, Mperoiaraliei caMmoCTOsSTEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosITeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIIYIO POJIb
B XO/JI€ BCETro Y4eOHOro mpoliecca.

HauaTps uzydeHue AuCHHUIUITMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMmoi, CIUCKOM
y4e0HO-METOUYECKOTO U MporpaMMHOro odecrnedeHusi. CamoctosiTenbHas padoTa CTyJeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepuajiaMH, BBIIOTHEHHE KOHTPOJIbHBIX MEPONPUATHH, MPeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: TUCUUILIMHBI ISl Ty4YlIET0 OCBOEHUS MaTepHraia HeoOX0IUMO PEryJIspHO
oOpamaTbcsi K pEKOMEHAYEeMOW JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHEeT CTyAeHTa Ha cailte YHuBepcutreTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)Ke 00IIETOCTYTHBIMU UHTEPHET-NIOPTAIaMU, COACPKAIIUMHU
HAay4YHO-TIONYJSIPHbIE U CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHeKTaM
y4eOHON AMCUUILITUHBIL.

[Ipu camMoCTOATEIHLHOM U3YYEHHUU TEM CIIEAYHTE PEKOMEHIAIHSIM:

— YTEHHE HWJH MPOCMOTP MaTepHualia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBUAYATbHOTO TTOHUMAaHUS U OCBOEHHS MaTepuaja, BbIJIENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITATbCS COOTHECTH TEOPHUIO C MPUMEpPAMHU U3
MIPAKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYET BBISICHUTH UX
3HaYeHUE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATe Ha MPEJI0KEHHbBIE BOIIPOCHI.

CtyaeHThl MOTYT MOJy4aTh HHAUMBUIyaIbHbIE KOHCYJIbTAIMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB
TEJIEeKOMMYHUKAIUH.

[lo nucuuniavHe MOTYT MPOBOJIUTHCA JOMOJHUTEIbHbIE 3aHATUS, B T.4. B opMe BEOMHAPOB.
Pacnimcanue BeOMHApOB | 3anucu BEeOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / SJIIEKTPOHHOM
KypHaJIe M0 TUCIUIUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM /ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTSIMU
3/10POBbsI H HHBAJINI0B

s nun ¢ OrpaHMYEHHBIMH BO3MOXHOCTSMHU 3J0POBbS M MHBAJIHUIOB INPEAYCMOTPEHBI
JIOTIOJTHUTEJIHHBIE OLIEHOYHBIE MaTepHalibl, IEPEeYeHb KOTOPHIX yKa3zaH B Ta0mwie 9.2.

Tabnuma 9.2 — JlomonHUTENbHBIE MaTepHallbl OLICHUBAHUS ISl JIUIl C OTPAHUYCHHBIMH
BO3MOKHOCTSIMUA 3JJ0POBbsi 1 WHBAJIUJIOB

Buapl 7onOMHUTENBLHBIX OLIEHOYHBIX CDOpMBI KOHTPOJIAA 1 OLICHKHU

Kareropuu o6yuaroniuxcs

MaTepHaoB pe3yJabTaToOB 00yUYeHUs
C HapylmeHusIMH cIyxa TecTbl, NMCbMEHHBIE [IpenmyniecTBEHHO TMCHbMEHHAS
CaMOCTOSITeNIbHBIE PaOOTHI, BOIIPOCHI IIPOBEpKa
K 3a4€Ty, KOHTPOJIbHBIE pabOTHI
C HapylLIeHUSIMU 3pEHUS CobecenoBaHue 1o BOIpocam K [Ipenmy1iecTBEHHO yCTHas
3a4eTy, OMpOC M0 TEPMUHAM poBepKa (MHAWBUYAJIBHO)
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C HapylLIeHUSIMH OIIOPHO-
JIBUTATEJILHOTO arapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE pa0OThI, TMCbMEHHbBIE
CaMOCTOSITENIbHBIE PaOOTHI, BOITPOCHI

K 3a4eTy

[IpeumyiecTBEHHO
JUCTaHIMOHHBIMU METOIaMH

C orpaHu4eHUSIMHU 110
0o01IeMe IUIITHCKUM
MOKa3aHMUSIM

TecTbl, TUCbMEHHBIC
CaMOCTOSTENIbHBIE PAaOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE paOOTHI,
YCTHBIE OTBETHI

[Ipenmy1iiiecTBEHHO MPOBEPKa

METOJIaMH, OTIPEICIISTFOIIIMMHIC
HCXOS U3 COCTOSIHUS
oOyyJaromerocss Ha MOMEHT
MIPOBEPKHU

b

9.4. MeToauueckue PE€KOMEHIAUHA MO OMCHOYHBIM MaTepuajaamM AJdA JUIl ¢ OrpaHUYCHHBIMHA

BO3MOKHOCTSAAMH 310POBbA U HHBAJIN/I0B

I[J'IH JMLg € OTpaHUYCHHBIMU BO3MOKHOCTAMHU 3J0POBbA U MHBAJIUAOB IMPEAYCMATPUBACTCA
AOCTYIIHAsA (bopMa MpeaOCTaBJIICHUA 3aJaHUM OLIEHOYHBIX CpeacCTB, a KUMCHHO!

— B mieyaTHoi (opme;

— B mieyaTHOM (hopme ¢ yBeIMYEHHBIM HIPUPTOM;

— B hopMe 2NIEKTPOHHOTO TOKYMEHTA;

— METOJIOM YTEHHS aCCUCTECHTOM 3aJaHUs BCIIYX;

— IpeoCTaBICHHE 3a/1aHUs C UCTIOIb30BaHUEM CYPIOTIEPEBOA.

Jlutiam ¢ OrpaHMYEHHBIMU BO3MOXKHOCTSMH 3I0POBbSI M MHBAIHAAM yBEIUYMUBAETCS BpeMs Ha
MOJATOTOBKY OTBETOB Ha KOHTPOJbHBIE BOMPOCHL. s Takux oOyyarouiuxcs mpeaycMaTpuBaeTCs
noctynHasi popma nmpeaocTaBiIeHHsI OTBETOB Ha 3a/IaHUs, @ UMEHHO:

— INMCHbMCHHO Ha 6yMare;

— Ha0Op OTBETOB Ha KOMIIBIOTEPE;

— Ha0Op OTBETOB C UCHIOJIB30BAHUEM YCIYT ACCUCTEHTA;

— IpEeJCTaBJICHNE OTBETOB YCTHO.

[Ipouenypa oleHUBaHUS PE3YyJIbTATOB OOYYEHHS IHI[ C OFPAHMYEHHBIMH BO3MOYKHOCTSIMU
310POBbS U MHBAIHAOB MO AUCHUILIMHE MPpEIycMaTPUBAET MpeaocTaBleHne nHPopMauu B popmax,
aJIaNTUPOBAHHBIX K OTPAHUYEHUSAM UX 3/I0POBbS U BOCTIPUATHS HHPOPMAIIUU:

Jst M1 ¢ HAPYIIEHUSIMU 3PeHHUst:

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— B MieyaTHOU popme yBeTHMueHHBIM HIpU(TOM.

Jst M ¢ HAPYIIEHUsIMHU cJiyXa:

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— B IIeyaTHOU (opme.

I[J'IH JIMI ¢ HAPDYIICHUAMH OMMOPHO-ABUIaTCJIbHOI'0 anmapara:

—B cbopMe OJICKTPOHHOI'O JOKYMCHTA,

— B IIeYaTHOM (opme.

HpI/I H606XOI[I/IMOCTI/I JI JIUL ¢ OTPAaHMYCHHBIMU BO3MOXHOCTAMHU 340POBbA U MHBAJIHUIO0B
nponeaypa OuCHUBAHUS PE3YJIbTATOB O6y‘leHI/I${ MOJKCT IIPOBOAUTLCA B HECKOJIBKO 3TAIlOB.
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JIMCT COI'JTACOBAHUA

Paccmotpena u onobpena Ha 3acexannu kadenpsr PTC
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