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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. Ilenpto npenoaaBaHusl JUCLUIUIMHBI SBJISETCS OCBOEHUE METO/I0B MOHUTOPUHIA U YIIPABIEHUS
IPOrpaMMHBIMU CPEICTBAMH 3aIIUTHI MHPOPMALIMU, PEATM30BAHHBIMU Ha OCHOBE KIIMEHT-CEPBEPHOMN
TEXHOJIOTHUH.

1.2. 3agauy AUCHUILIUHBI

1. IlonyueHue 3HaHUN W YMEHHH MO MeToaaM cOopa W ayauTa COOBITHHA MHGOPMAIIMOHHON
0€30MacCHOCTH B COBPEMEHHBIX CPEICTBAX 3aIIUThl HH(POPMAIIUH.

2. IlonydyeHue yMEHHMI M HaBBIKOB LIEHTPAJIU30BAHHOTO YIPAaBJICHUS KIMEHTCKUMH MOAYJISIMU
CPEICTB 3alIUThl HHPOPMAIIMN U pearnpoBaHUs Ha YTPO3bl O€30MaCHOCTH.

3. IlonydeHue 3HaHUM O METOJIaX KOHTPOJSA pabOTOCIIOCOOHOCTH U METOCTHOCTH KIMEHTCKHX
MOJYJIEH CPeNICTB 3alUThl HHPOPMAIUH.

4. VIzyueHue METOJ0B KOHTPOJISI U OLEHKH YCTAaHOBJIEHHOTO MPOTPAMMHOI0O M amnmnapaTHOro
o0ecrnieueHys Ha 3alIUIaeMbIX KOMIBIOTEPAX B JIOKAJIbHOU CETH.

5. H3ydeHue MeToa0B 00eCIeUueHHs] 1 KOHTPOJISI aHTUBUPYCHOM 3aITUTHI pa00YHMX CTAHINHN B CETH
OpraHM3aliH.

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. ucuumiunasl (Moayan).

Yacte Otoka gucrmiing: O0g3aTeIbHas 4acTh.

Monyne quctumius: Moayns cnenpansHocta (special hard skills - SHS).

Nunexc qucuumiuasl: 51.0.03.20.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyabTAaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUMIIJIMHE, COOTHECCCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHus: TUCHUTUTMHBI HANpaBjieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeIbHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMnereHInn 1 HHAUKATOPBI UX JTOCTHIKEHUS
WNHauKaTOpsl OCTHKEHUS [Tnanupyemble pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUIMHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Ob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-13. Criocoben
OpPraHU30BBIBATH U
MPOBOJUTH TUATHOCTUKY
U TECTUPOBAHHE CHCTEM
3aIUThl HHQOPMAIIH
ABTOMAaTH3UPOBAHHBIX
CHCTEM, TIPOBO/IUTH
aHAJIU3 YSI3BUMOCTEH
CHCTEM 3aIIUTHI
uHpOpMaLUn
ABTOMAaTH3UPOBAHHBIX
CHCTEM

OIIK-13.1. 3HaeT METOAUKHU
M3MEPEHHUS U OLIEHKHU
MapaMeTpoB B
aBTOMAaTU3UPOBAHHBIX
CHUCTEMaXx, TUIIOBBIE CPEACTBA
JUISL THCTPYMEHTAJIBHON
OLICHKHU YPOBHS
3alUIIEHHOCTH
aBTOMAaTU3UPOBAHHBIX CUCTEM

3HaeT TUIIOBbIE CPEJCTBA [
MHCTPYMEHTAJIbHOM OLIEHKU YPOBHS
3alUIIEHHOCTH aBTOMAaTU3UPOBAHHBIX
CUCTEM

OIIK-13.2. YMmeeT npoBOAUTH
aHaJIU3 3aIIMIIEHHOCTH
uH(popmaIum ot
HECaHKITMOHHUPOBAHHOTO
JIOCTYTIa B
aBTOMAaTHU3UPOBAHHBIX
cHCTEMax

YMeeT mpoBOIUTh aHAIU3 3aIUIIEHHOCTH
nH(pOpMaIK OT HECAHKIIMOHUPOBAHHOTO
JIOCTYTIa B aBTOMAaTH3WPOBAHHBIX CUCTEMAX,
HCIIOJIH30BaTh CPEACTB AUCTAHITMOHHOTO
MOHUTOPUHTA 3aIUIIEHHOCTH
aBTOMATU3HPOBAHHBIX CHCTEM

OIIK-13.3. Bnaneer
HaBBIKAMU OPraHU30BHIBATH U
HPOBOJUTH JUATHOCTHKY U
TECTUPOBAHUE CUCTEM
3alUThl UHHOPMAIH
ABTOMATH3UPOBAHHBIX
CHCTEM, IPOBOAUTH aHATIN3
YSI3BUMOCTEH CUCTEM 3aIUThI
uHpOpMaLUu
ABTOMATH3UPOBAHHBIX CHCTEM
IPU PaccieOBaHuU
KOMITbIOTEPHBIX
NPECTYIUICHUH U UHIUICHTOB

Brnaneet HaBbIKaMU OPraHU30BHIBATH U
MPOBOJIUTh JUATHOCTUKY U TECTUPOBAHUE
CHCTEM 3alUThl HHPOpMAITHH
aBTOMATU3UPOBAHHBIX CUCTEM, IPOBOAUTD
aHaJIN3 ySI3BUMOCTEHN CHCTEM 3alIUThI
uH(pOpMaIlK aBTOMATU3HUPOBAHHBIX CHCTEM
P paccieOBaHUU KOMITBIOTEPHBIX
HHIUIEHTOB
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OIIK-15. Criocoben
OCYILIECTBIISATh
aJIMAHUCTPUPOBAHHE U
KOHTPOJIb
(YyHKIMOHUPOBAHUS
CPE/ICTB U CHCTEM
3aIUThl HHQOPMAIIH
ABTOMAaTH3UPOBAHHBIX
CHCTEM,
WHCTPYMEHTAJIbHBIN
MOHHUTOPHHT
3alIUIIEHHOCTH
ABTOMAaTH3UPOBAHHBIX
CHCTEM

OIIK-15.1. 3naer kputepuu
OLICHKH 3aIIMIICHHOCTH
ABTOMAaTU3UPOBAHHON
CUCTEMBI, TEXHUUECKHE
CpeAcTBa KOHTPOJIA

(P PEKTUBHOCTH MEP 3aLIUTHI
uHpOpMaLUN

3HaeT KPUTEPUH OLECHKH 3aIUIIEHHOCTH
aBTOMATH3MPOBAHHOM CUCTEMBI, TEXHUIECKHE
cpeacTBa KOHTPOJs 3 (HEeKTUBHOCTH Mep
3alMTHl HHPOPMAIUU

OIIK-15.2. Ymeer
OCYIIECTBIISATH KOHTPOJIb
obecrieueHus ypoBHS
3aIUIIEHHOCTH B
ABTOMATU3HPOBAHHBIX
CUCTeMaXx, TOKyMEHTHPOBAaTh
MPOLEAYPHI U pe3yIbTaThl
KOHTPOJIS
(GYHKIIMOHUPOBAHMSI CUCTEMBI
3aImuThl THGOPMAITIHT
aBTOMaTU3UPOBAHHOM
CUCTEMBI

YMeeT oCylecTBIsITh KOHTPOJIb 00ecieueHust
YPOBHS 3alIUIIEHHOCTH B
aBTOMATHU3HPOBAHHBIX CHCTEMAX,
JIOKYMEHTHPOBAThH MPOLEAYPHI U Pe3yIbTaThl
KOHTPOJISI QYHKIIMOHUPOBAHUS CUCTEMBI
3a1uUThl UHGOPMALlMU aBTOMAaTU3UPOBAaHHON
CUCTEMBI

OIIK-15.3. Bnaneer
HaBBIKAMH OIICHKH
3alIUIIEHHOCTH
ABTOMAaTHU3UPOBAHHBIX CUCTEM
C IOMOIIILIO THITOBBIX
MIPOTrPaMMHBIX CPEACTB

Brnaneet HaBbIKaMH OLIEHKHU 3alIUILIEHHOCTH
ABTOMATU3HUPOBAHHBIX CUCTCM C IIOMOIIBIO
HHCTPYMCHTOB MOHUTOPHHTA 3alIUIICHHOCTH
CpCACTB 3alINUThI I/IH(l)OpMaI_II/II/I oT
HCCAHKINMOHUPOBAHHOI'O JOCTYIIa

IMpodeccuonanbHbIe KOMIIETEHIIUH

4. O0beM IMCUMILIMHBI B 324€THBIX eJUHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMHUYeCKUX YacOB,
Bbl/JIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy o0y4aromuxcsi ¢ npemnojaaBarejieM
U HA CAMOCTOSITEJIbHYI0 Pa00oTy 00y4Yaromuxcs

0611135{ TPYAOCMKOCTD JUCIHUIIJIMHBI COCTABJIACT 4 3a4eTHBIX CIWHUII, 144 AKaICMHUYCCKUX 4aCOB.
Pacnpe,ueneHHe TPYAOCMKOCTH JUCHUIUIMHBI 110 BUAAM y‘-Ie6HOI7I ACATCIIBHOCTU MPCACTABICHO B

tabnuie 4.1.
Tabnuua 4.1 — Tpy10eMKOCTh TUCIMILIIMHBI 10 BUJIaM Y4eOHOH J1eTeIbHOCTH
. Bcero |Cemectpsl
Bunsl yueOHoM aesTenbHOCTH
4acoB |7 cemecTp
KonTakTHas aynuTopHasi padora 00y4aomuxcs ¢ npenojaparesaeM, Bcero 90 90
JIeKIIMOHHEBIE 3aHATUS 18 18
JlaGopaTopHbIe 3aHATH 36 36
KypcoBas padota 36 36
CamocTosiTesibHAsi padoTa 00y4alOIIMXCS, B T.4. KOHTAKTHAsl 54 54
BHeayIMTOpHAasi padoTa 00y4alImMXxcs ¢ npemnoaaBaresieM, BCero
Iloaroroska K 3a4eTy 10 10
Hamnucanue otyera mo KypcoBoit padorte 22 22
[ToaroroBka K TECTUPOBAHUIO 10 10
[ToaroroBka k 1abopaTopHOil paboTe, HaNKMCaHUE OTYETa 12 12
O0mas TpyaoeMKoCTh (B 4acax) 144 144
Oo0mas TpynoeMKocTh (B 3.€.) 4 4

5. CTpykTypa u coaep:kaHue JUCUMILIHHbI
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5.1. Pa3nenn! (TeMbl) JUCUMIIIMHBI M BUIbI Y4e€0HOH 1eATeIbHOCTH

CTpykTypa IUCHUIUIUHBI MO pas3fienaM (TeMaMm) W BUJaM y4eOHOH JesTeNbHOCTH MPUBEICHA B
tadiuue 5.1.
Ta0auia 5.1 — Pa3aensl (TeMbl) AMCHUILIMHBL U BUABI Y4COHOH €ITeIbHOCTH

Jlex. Cam. Bcero
JIa6. | Kypc. dopMupyemsbie
Ha3Banus pasnenoB (Tem) IUCUUILIAHBI | 3aH., pab., | yacos (6e3
pab. | pao. KOMITCTCHITHT
q 9 | 9K3aMEHA)
7 cemecTp
1 LleHTpanu30BaHHOE yIPaBIECHUE 4 20 |36 16 76 OIIK-13, OIIK-15

CPeICTBaMH 3aIIUTHI HHPOPMALIUU OT
HCCAHKIMMOHHUPOBAHHOI'O AOCTYIIA B
JIOKAJIBHOM CETH

2 lleHTpanu3oBaHHAs UHBEHTApU3AUs 2 4 10 52 OIIK-13, OIIK-15
PECYPCOB JIOKAJILHOU CeTH. Y Jal€HHbIN
KOHTPOJIb pa00TOCIIOCOOHOCTH CPEJICTB
3amuTH HHGOPMAIUU Ha pabovmnx
CTaHIMSIX

3 LlenTpanu3oBaHHas 3alUTa OT BUPYCOB |4 6 10 56 OIIK-13, OIIK-15
B JIOKaJIbHOW CETH

4 llenTpaiM30BaHHBIN yUET U yIipaBieHue |4 6 10 56 OIIK-13, OIIK-15
CpeACTBaMU IIEPCOHAIILHON
UICHTUDHUKAINY U ayTeHTU(DUKAITIH
5 AHanu3 HOPMATUBHBIX TpeOoOBaHuii o |4 - 8 48 OIIK-13, OIIK-15
YIPaBIEHUIO CPEICTBAMU 3AIIUTHI
uHdopmauu

Hroro 3a cemectp|18 (36 |36 54 144
Hroro|18 |36 |36 54 144

5.2. Coaep:xanue pa3esoB (TeM) JTUCHUNIMHBI

Conepskanne pa3ienoB (TeM) TUCHUTUIAHEI (B T.4. IO JIEKIHSIM) MPUBEICHO B Tabmie 5.2.
Ta6muna 5.2 — Comeprkanue pa3aeaoB (TeM) TUCHHUIUIMHBI (B T.4. IO JCKITUSIM)

TpynoemkocTs
HasBanus pasznenos (Tem) Coneprxanue pas3iesioB (Tem) dopMupyembie
JTUCHUTUTUHBI JUCHUIUTUHBI (B T.4Y. 1O JIEKIHUSAM) (7eKIHOHHEIE KOMITETeHIIHI
3aHATHSA), U
7 cemecTp
1 LlenTpanuzoBanHoe [Ipunuuns! nocrpoenust C3U “Secret 4 OIIK-13,
YIIPABJICHUE CPEACTBAMU Net Studio”; ocHOBHbIE MEXaHU3MBI OIIK-15
3a1uUThl UHGOPMALIUU OT 3allUTHI; allmapaTHbIe CPEICTBA;
HECaHKIIMOHUPOBAHHOTO KOH(UTYpUPOBAHUE; ayIUT;
JOCTYyTIa B JIOKAIBbHOMN CeTH MOHHUTOPHHT U ONIEPATUBHOE
yIpaBieHUE; MOTHOMOYHOE
yHpaBiIeHUE TOCTYIIOM U KOHTPOJIb
MeYaTu.
Hroro 4
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2 llenTpanuzoBaHHas 3HAaKOMCTBO C OCHOBHBIMH 33/1a4aMU 2 OIIK-13,
MHBEHTapu3alus pecypcoB MHBEHTApU3aLUA U KOHTPOJIL OIIK-15
JIOKAJIBHOM CeTH. Y JaN€HHBIN |3allMIIaEMbIX PECYPCOB; MOATOTOBKA
KOHTPOJIb K MHCTICKUIUSIM; MHCTIEKIIUH
paboTOCTIOCOOHOCTH CPEACTB | KOMITBIOTEPOB; MOTYYSHHUE OTYETOB C
3amuThl HHQOpPMAIMK HA pe3ysibTaTaMu UHCIIEKTUPOBAHUSL.
pabounx CTAaHIHUAX VY nan€HHslii KOHTPOJIb
paboTOCTIOCOOHOCTH CPEJICTB 3ALUTHI
nH(popMaluy Ha paboYuX CTAaHIUAX.
Hroro 2
3 Llentpanu3oBanHas 3auuTa | YpaBieHUE 3alIUTHBIMU 4 OIIK-13,
OT BUPYCOB B JIOKaJIbHOM ceTu |MexanuzMamu [ T-undpactpykTypsi ¢ OIIK-15
nomortisio Kaspersky Security Center.
ApPXUTEKTYpa U TUIIOBBIE CTPYKTYPBI
3anuThl Ha 6aze Kaspersky Security
Center. YnpasieHue cepsepamu U
rpymnnaMu aIMUHUCTPUPOBAHUSI.
VYrpaBneHue KIMEHTCKUMU
KoMIetoTepamu. Pabota ¢ otuetamu,
CTaTUCTUKOU.
Hroro 4
4 IenTpamm3oBanuseiii yueT u | Haznauenue «SafeNet Authentication 4 OIIK-13,
yIIpaBJICHUE CPEACTBAMU Manager»; BO3MOXHOCTH; OIIK-15
MepCOHAIILHOU ApXUTEKTYpa; HACTPOUKa;
uAeHTU(GUKAIIY U yIIpaBJI€HUE )KU3HEHHBIM LIUKIIOM
ayTeHTU(UKAINH CPEICTB ayTeHTU(UKALIUN; Ay TUT
WCIIOJIb30BAaHUSI CPEJICTB
ayTeHTU(UKAIIIH.
HUrtoro 4
5 AHann3 HOPMAaTHUBHBIX AHanm3 HOPMATUBHBIX TPEOOBaHUIA 4 OIIK-13,
TpeOOBaHUH MO YIPABICHUIO |10 YIPABJICHHUIO CPEICTBAMH 3AIUTHI OIIK-15
CpeJICTBaMU 3alUThI uH(popManuu. AHaIu3 HOPMATUBHBIX
uHpOpMaLUN TpeboBanuii DenepabHON CITyKOBI
10 TEXHUYECKOMY U IKCIIOPTHOMY
koHTpoto (PCTIK) npu
obecrieyeHnr Mep 6€30MacHOCTH
MePCOHAIbHBIX TAHHBIX, B
rOCyIapCTBEHHBIX HH(POPMAIIMOHHBIX
cucremax. AHanu3 TpeOoBaHUI
0€30MacHOCTH K
aBTOMATHU3UPOBAHHBIM CUCTEMAM
YIPaBJIEHUS TEXHOJIOTUYECKUMU
IpoLEeccaMHu.
Htoro 4
Hroro 3a cemectp 18
Hroro 18

5.3. lIpakTuyeckue 3aHATUSA (CEMUHAPDI)

He npeaycmoTpeHo yueOHBIM IIJIaHOM

5.4. JlaGopaTtopHble 3aHATHUSA
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HaumenoBanue 1abopatopHbIX paboT MpHUBEACHO B TadnuIe 5.4.
Tabmuna 5.4 — HaumeHnoBaHue 1a60paTOPHBIX padboT

HasBanus paznenos (Tem) HaumenoBanue nadoparopusix | TpymoemkocTs, | dopmupyembie
JTUCTUTUTAHBI pabot q KOMIICTCHITHH
7 cemecTp
1 LlenTpanuzoBanHoe Secret Net Studio. Pazrpannyenue 6 OIIK-13,
yIIPaBJICHUE CPEICTBAMU JIOCTYIIA K TaHHBIM. OIIK-15
3alUThl UHHOPMAIIUU OT Pasrpanunuenue noctymna K
HECaHKIIMOHUPOBAHHOTO ycTpoiictBam. KoHTposb meuatu
JOCTYyTa B JIOKATBHOMN CETH KOH(UICHIIMATBHBIX JTaHHBIX.
Secret Net Studio. 3amMkHyTas 4 OIIK-13,
nporpammHas cpeaa. Konrposs OIIK-15
LEJIOCTHOCTH.
Secret Net Studio. Ayaut 4 OIIK-13,
coObITHI H(DOPMAITMOHHON OIIK-15
oe3omacHoctu B C3U1 ot HCJ]
Secret Net. Pabora co
CBEJICHUSIMH B JKypHaJe
peructpanuu coosiTrii. TeHeBoe
KOITUPOBaHUE
OnepatruBHOE yIpaBlIeHHE 6 OIIK-13,
3alUIaeMbIMH Pa00UYUMHU OIIK-15
CTaHIMSIMA U MOHHUTOPHUHT
cOOBITHH HH(pOPMALTMOHHON
0e30macHOCTH
Hroro 20
2 lleHTpanu3oBaHHas “Kb MnBenTapuzanms’”. 4 OIIK-13,
WHBEHTapHU3alus pecypcoB [IpoBeneHne MHCHEKIMI U y4eT OIIK-15
JIOKaJBHOW ceTH. Y Tan¢HHbI  |M3MEHEHUN KOH(DUTYpaITHH
KOHTPOJIb pa00OTOCIIOCOOHOCTH | 3aIIUIIIAEMBIX PAa0OYNX CTAHIIH.
CPEJICTB 3alIUThl HHPOPMAIIUU
Hroro 4
Ha paboYMX CTAHIIMSIX
3 LlenTpanu3oBaHHas 3allMTa | YIIPaBIEHUE CEPBEPAMHU 6 OIIK-13,
OT BUPYCOB B JIOKAJIIbHOM ceTn  |agMuHUCTpupoBanus "Kaspersky OIIK-15
Security Center"
Hroro 6
4 [leHTpaM30BaHHBIN YU€T U | YIIpaBJI€HUE KU3HEHHBIM IIUKIOM 6 OIIK-13,
yIIpaBJIeHUE CPEICTBAMH cpenctB ayreHtudukanuu eToken OIIK-15
MePCOHAILHON UACHTU(UKAITNY |C TTOMOITbI0 Safenet
U ayTeHTUUKAITTT Authentication Manager.
Hroro 6
Hroro 3a cemectp 36
Htoro 36

5.5. KypcoBas pa6ora

ConeprxaHue, TpyJAOEMKOCTh KOHTAKTHOW ayAUTOPHOM pabOThl U (popMuUpyeMble KOMIETEHIUHU B

paMKax BBIIIOJIHEHHUS KypCOBOI pabOThI MpeACcTaBlIeHbI B TabmuIe 5.5.

Tabmuma 5.5 — ConepkaHue KOHTAKTHOW ayTMTOPHOM pabOThI U €€ TPYJ0EMKOCTh

ConeprkaHre KOHTAaKTHOHN ayJIUTOPHOU pabOThI

TpynoemMKocTsb,

9

dopmupyembie
KOMIIETEHIINH
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7 cemecTp

B cooTBeTcTBHM ¢ BapuaHTOM, onpeeneHrue nHGOpMaIlim, 8 OIIK-13, OIIK-15
00pabaTeiBaeMOIl B aBTOMaTU3UPOBAHHBIX CHCTEMaX
opranuzanuu. Konkperusamus o01acTu JesITeIbHOCTH
opranuzanuu. OnpeneneHue yrpo3sl, a Takxke nHpopmanuu,
HY’KJalolleics B 3alIuTe, Kpyra JUI], UIMEIOIIUX MPaBo Ha
paboty ¢ 3Toi nH(pOopMaIuen.

OmnpeneneHre HOPMaTUBHBIX JOKYMEHTBI, PETYJINPYIOINX 4 OIIK-13, OIIK-15
00paboTKy M 3alIUTy UH(OPMAIMH ONIPE/IETICHHON KaTeropuu.
®duxcauus TpeOOBaHUM MO 3a1IUTe HHPOPMALIUH B
COOTBETCTBUU C JAaHHBIMU HOPMAaTUBHBIMH JOKYMEHTAMH.

O0beMHeHNe BUPTyaJIbHbIX MAIIMHbI (CEPBEPHYIO U 2 OIIK-13, OIIK-15
KJIMEHTCKYI0) B JIOMEH

YcranoBKka cepBepHOi U KiueHTCKuX yacteit Secret Net Studio, 8 OIIK-13, OIIK-15
npyrux C3U Ha BUpTyasbHbIE MAllIMHBI

Ycranoska 110, ucnons3ytomierocs 1 00padOTKU JaHHBIX 2 OIIK-13, OIIK-15
WIN BEJICHUS JIeATEIbHOCTH COTIIACHO UHIMBHYyaJIbHOMY

3aJJaHUI0

Hactpoiika moncuctem Secret Net Studio u 1pyrux cpencts 6 OIIK-13, OIIK-15

3allIUThI I/IHCI)OpMaIII/II/I Ha BUPTYyaJIbHbBIX MallIMHAaX B
COOTBCTCTBUH C BAPUAHTOM

O1eHKa COOTBETCTBUSI HOPMAaTUBHBIM TPEOOBAHUSIM 6 OIIK-13, OIIK-15
BBITIOJTHEHHON pa0OoThI U MOATOTOBKA MOSICHUTELHOM 3alHCKU
Hroro 3a cemectp 36
Hroro 36

[IpumepHas TeMaTuka KypcoBbIX padoT:

BrinonHenue KypcoBoit paboTel Ha Temy “AamuHucTpupoBanue u ynpasienue C3U or HC/|
Secret Net”. CoBMECTHO ¢ pyKOBOJIUTEIEM BO3MOXKEH BBIOOp IPYroil TeMbl KypcOBOM pabOThl, OJJHAKO
HEOOXOIUMBIM SIBJISIETCS YCIIOBHE NMPHUMEHEHUsS B paMKax KypcoBOW pabOTBl CpeacTBa 3allUThI
MH(pOpMAIMU OT HECAHKIIMOHUPOBAHHOI'O JOCTYINa B JIOKAJbHONH CETH ¢ MPUMEHEHHEM BBIJAHHBIX
[Ipero/iaBaTesieM BUPTYAIbHBIX MAIlIMH U BBIIOJIHEHHE TPEOOBAaHUI 3a/1aHMs 10 BAPHAHTY.

[IpumepHble BapHaHThI 3aJJaHUI Ha KYypCOBYIO paboTy:

1. Mana uadopmannoHHas cucreMa oOpabOTKU MEePCOHATBHBIX JIaHHBIX, KaCAIOLINXCsl pacOBOM U
HAIlMOHAJIBHON MPHUHAIIEKHOCTH TpaxkaaH, B o0beme MeHee 100 Thic. cyOBEKTOB 6e3 yuera
COTPYAHUKOB. J[JIs1 CHCTEMBI aKTyallbHbI YTPO3bl 3-I'0 THIIA.

2. Jlana rocyaapcTBeHHass MH(OPMAaLMOHHAS CUCTEMa PErHOHAIILHOTO YPOBHS, 00pabaThiBaroas
uH(pOpPMAINIO, HE COCTABJSIOUIYI0 TOCYAapCTBEHHYIO TaiiHy, pasrialieHue KOTOPO MOXKeT
IPUBECTH K YMEPEHHBIM HETaTHBHBIM IOCIEJCTBHUSAM B COLMATBHOW MIM SKOHOMHYECKOH
00J1aCTH I€ATETLHOCTH.

Y 1ocToBepsItouniA LEHTP.

bankoBckas opraHusanus.

. Jlana aBTOMaTH3MpOBaHHAsI CHCTEMa yNpaBJIeHUs TexHonornueckumu npormeccamu (ACY TII).
B cnyuae napymeHus 1eiaocTHOCTH MH(opmanuu, obpabarsiBaeMOll B JaHHOU cucTeme,
BO3MOKHO BO3HMKHOBEHHE YPE3BbIYAfHON CUTYyallul MEKPETHOHAIIBHOTO XapaKTepa.

oW

5.6. CamocTosiTeqIbHasi paboTa

Bunbr camoctosaTenbHOM paboThl, TPYJOEMKOCTh U (hOpMHUpYEMble KOMIIETEHIIMH MPECTaBICHBI B
Tadsmie 5.6.
Tabauna 5.6 — Buasl camocTosITeNIbHOM paboThl, TPYA0EMKOCTh U (pOpMHUpyeMble KOMIETEHIIMH

Hasga a3JIesioB (TeM) Brzer Tpynoemkoc ®o eMbIe do
BaHHMS Pa3IeiioB (TeM . JTOEMKOCTh MHPYEMBI MBI
p CaMOCTOSATEIIHHOM Py ’ pMHPY p
JUCITUATLINHBI q KOMITCTCHIIH KOHTPOJIS
paboTsl
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7 cemecTp

1 IlenTpanuzoBaHHOE [ToaroroBka k 3auery 2 OIIK-13, 3auér
yIIpaBJICHUE CPEACTBAMU OIIK-15
3alUThl MHGOPMALWK OT | HanucaHue oT4eTa 6 OIIK-13, Kypcosas
HCCaHKIIMOHUPOBAHHOTO |10 KypcOBOii paboTe OIIK-15 pabota, OTuer
JIOCTyTa B JIOKAJIbHOM CETH 10 KypCOBOif
pabote
IToaroroBka x 2 OIIK-13, TectupoBanue
TECTUPOBAHUIO OIIK-15
[ToaroToBka k 6 OIIK-13, JlaGopaTopHas
nabopaTopHOH OIIK-15 paborta
paboTe, HalMCaHNE
oTyeTa
Hroro 16
2 llenTpanuzoBaHHas [ToaroroBka k 3auery 2 OIIK-13, 3auét
WHBEHTApU3aLUs PECYPCOB OIIK-15
JIOKJIbHOM CETH. Hanicanune oTyera 4 OIIK-13, Kypcosas
Y 1an€HHBIN KOHTPOIIb o KypcoBoi paboTe OIIK-15 pabora, Otuer
paboTocroco0HOCTH 110 KypPCOBOi
CPEICTB 3aIUTHI paGore
uH(bOpMAMHK Ha pabounx [ToAroToBKa K 2 OIIK-13, TectupoBanue
CTaHIMAX TECTUPOBAHHUIO OIlIK-15
[TonroroBka k 2 OIIK-13, JlaboparopHas
nabopatopHoOit OIIK-15 pabora
pabote, HarMcaHue
oTyera
Htoro 10
3 LlenTpanu3oBaHHas IToaroroska k 3auery 2 OIIK-13, 3auér
3alMTa OT BUPYCOB B OIIK-15
JIOKAJIbHOM CeTH Hanucanue otuera 4 OIIK-13, Kypcosas
0 KypcoBo# pabore OIIK-15 pabora, Otuer
110 KypCOBOM
pabote
IToaroroBka x 2 OIIK-13, TectupoBanue
TECTUPOBAHUIO OIIK-15
IToaroroska k 2 OIIK-13, JlaGopatopHas
nabopaTopHOI OIIK-15 pabota
pabote, HarucaHue
oTyera
Hroro 10
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4 lenTtpanmzoBanuslil yuet |[loaroroska k 3auery 2 OIIK-13, 3auét
Y yIIPaBJICHUE CPEICTBAMU OIIK-15
NEePCOHAIbHOM Hamncanue otuera 4 OIIK-13, KypcoBas
HCHTHQUKALUY 1 0 KypcoBoi pabore OIIK-15 pabora, Otuer
ayTeHTH(UKAIUU M0 KypCOBOM
pabore
IToaroroska k 2 OIIK-13, TectupoBanue
TECTUPOBAHUIO OIIK-15
[TonroroBka k 2 OIIK-13, JlaboparopHas
nabopaTropHOit OIIK-15 pabora
pabote, HarMcaHue
oTyera
Htoro 10
5 Ananus HopmatuBHbIX  |[loaroroBka k 3adery 2 OIIK-13, 3auér
TpeboBaHuii MO OIIK-15
YIpaBJCHUIO CPCACTBAMU | HanmcaHue oTyeTa 4 OIIK-13, Kypcosas
3aLUTH HHPOPMALMH 0 KypcoBo# pabore OIIK-15 pabora, Otuer
110 KypCOBOM
pabote
IToaroroBka x 2 OIIK-13, TectupoBanue
TECTUPOBAHUIO OIIK-15
HUrtoro 8
Hroro 3a cemectp 54
Htoro 54

5.7. CooTBeTcTBHE KOMIIETEHUMH, (POPMUPYEMBIX IPH U3YUYEHUU TUCUMUIIIMHBI,
U BU/0B YU4eOHOM 1esiTeJIbHOCTH

CooTBeTcTBUE KOMIIETEHIIUM, (OPMUPYEMBIX MPU U3YUYCHHH TUCHHUIUIUHBI, U BUIOB YyueOHOM
JEATEILHOCTH MPEICTAaBICHO B TabHUIIe 5.7.

Tabnuna 5.7 — CooTBETCTBUE KOMIETSHIINH, ((OPMUPYEMBIX IPU U3YUYECHUHN AUCLUUILINHBI, U BUOB

3aHATHI
o Buapl yaeOHOI AesTENBHOCTH
LA Jlek. | Jla6. | Kype. | Cam. DopMbI KOHTPOIIS
KOMIETEHIINH
3aH. pao. pao. pao.
OIIK-13 + + + + Ot4er no KypcoBoii padore, Kypcosas
pabota, 3auér, JlabopaTopHas pabora,
TectupoBanue
OIIK-15 + + + + OTtyeTt no kypcoBoit padote, Kypcosas
pabora, 3auér, JlabopaTopHas padora,
TectupoBanue

6. PeiiTuHroBasi cucreMa /1Jisl OLlEeHKH yCIIeBAeMOCTH 00y4aromuxcst
6.1. banabHbie oneHKH 11t GOPM KOHTPOJISA

bannbHble otileHkH U1t POpPM KOHTPOJIS IPEICTaBICHbI B Ta0bmuie 6.1.
Tab6muma 6.1 — bamnbHbIE OLIEHKH

. . | MakcumanbHbIl Oasmn
MaxkcumanbHbIN MaxkcumanbHbIN
3a MepHOJ MEXKIY Bcero 3a
DopMBbI KOHTPOJISI 6ayt Ha 1-yro KT ¢ OaJit 3a mepuoI
2KT u Ha xoHEI CEeMEeCTp
Hayajia ceMecTpa mexay 1KT u 2KT
cemecTpa
7 cemecTp
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3auét 0 0 30 30
JlabopaTtopHnas pabota 20 20 20 60
TectupoBanue 0 0 10 10
Htoro makcumyM 3a 20 20 60 100
epuos

Hapacratomum ntorom 20 40 100 100

bannbHble oLleHKH 1St KypcoBOM paboThI MpeCcTaBieHbl B Tabnuue 6.1.1.
Tabmura 6.1.1 — bayutbHbBIC OIICHKH JIIsE KYPCOBOM pabOThI

. . | MakcumainbHbIi Oann
MaxkcumanbHbIN MaxkcumanbHbII
3a EpUOJ MEXKIY Bcero 3a
@DopMBI KOHTPOJIS 6amn Ha 1-y1o0 KT ¢ 6asu1 3a mepuos
2KT u Ha xoHel CEMECTP
HayaJjla ceMecrpa mexay 1KT u 2KT
cemecTpa
7 cemecTp
OTuer Mo KypcoBoii 30 40 30 100
pabore
HToro MakcumyM 3a 30 40 30 100
EPUOL
Hapacratomum urorom 30 70 100 100

6.2. IlepecueT 0a/110B B OLIEHKH 32 TEKYIIHH KOHTPOJIb

[TepecueT 6anIoB B OLIEHKH 3a TEKYIIUHA KOHTPOJIb MIPEACTABJICH B TabmuIe 6.2.
Ta6muia 6.2 — Ilepecder 6aIoB B OIEHKH 32 TEKYIIHI KOHTPOJIb

bamibl Ha JaTy TEKy1IEero KOHTPOIs Onenka

>90% oT MakcuMalIbHOI cyMMBbI OaiioB Ha gaty TK 5

Ot 70% 1o 89% ot MakcuManbHOI cymMbl OamioB Ha naty TK

Ot 60% 10 69% oT MakcuManbHOI cymMMbI OaioB Ha naty TK

[\S 2 VS BN SN

< 60% oT MakcUMalIbHOI cyMMBbI OaiioB Ha gaty TK

6.3. [lepecuer cyMMBbI 02/1JI0B B TPAAUIIMOHHYI0 M MEKIYHAPOAHYI0 OLIEHKY

Hepecqu CYMMbI 0aJlJIoB B TPaAUIIMOHHYIO U MCKAYHAPOAHYIO OLICHKY IIPCACTABJICH B Ta6m/1ue

6.3.
Tabnuua 6.3 — [lepecyer cyMMBbI OaJUIOB B TPAIUITMOHHYIO U MEXKIYHAPOIHYIO OIICHKY
Hroroas cymma 6asios,
Onenka YYUTBIBACT YCIICITHO CIAaHHBIN Onenka (ECTS)
IK3aMeH
5 (oTnU4HO) (3aYTEHO) 90—-100 A (0TAM4HO)
4 (xopo1o) (3a4TEHO) 85 -89 B (ouens xopomuio)
75— 84 C (xoporo)
70 - 74 D (ynoBieTBOPUTENTHHO)
3 (yAOBIETBOPUTENHHO) (3aYTEHO) 65— 69
60 — 64 E (mocpencTBenHo)
2 (HeyIOBIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6amnos F (meynoBnerBoputeabHO)

7. YueOHO-MeTOoAuYecKoe 1 MH(OPMAIITHOHHOE o0ecTevyeHne TUCITUITHHBI

7.1. OcHOBHas JqUTEpaTypa
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1. Jestaun, I1. H. Moaenu 6€30nacHOCTA KOMITBIOTEPHBIX CUCTEM. YTIPABJICHUE JOCTYIIOM H
WHGOPMAIIMOHHBIMU MOTOKaMH : yueObHoe mocooue / I1. H. JleBssHuH. — 2-€ W31., HCHp. W AOT. —
Mocksa : I'opsuas nunusi-Tenexkom, 2017. — 338 c. [DnekTpoHHBIN pecypc]: — Pexum mocryna:
https://e.lanbook.com/book/111049.

7.2. JlonoTHUTEIbHAS JJUTEpaTypa

1. ®omun, /I. B. Madopmanmonnas 6€30MacHOCTh U 3amuTa HHOOPMAIUH: CTICIUAIN3UPOBAHHBIC
aTTECTOBAaHHBIC MPOTrPAMMHBIE U MTPOrPaMMHO-AIIapaTHbIE CPEICTBA | MeToAnYeckue ykazanus / J1. B.
®omuH. — bnarosemenck : AMI'Y, 2017. — 240 c. [DnekTpoHHbIi pecypc]: — Pexum poctymna:
https://e.lanbook.com/book/156494.

2. EpmakoBa, A. FO. MeTtoapl U cpeacTBa 3alUThl KOMIBIOTEPHON MHPOpPMAIUU : yueOHOE
nocobue / A. 1O. EpmakoBa. — Mocksa : PTY MUPDA, 2020. — 223 c. [DnekTpoHHbIH pecypc]: —
Pexum noctyna: https://e.lanbook.com/book/163844.

7.3. Y4eOHO-MeTOANYeCcKHe MM0COOUS
7.3.1. O0s13aTe/IbHbIE YUeOHO-MEeTOAUYECKHE MOCOOHSI

1. JlaBopaTopHbIil MPAKTUKYM MO TUCIHUILIMHE “YTpaBiIeHHE CPeACTBAMHU 3alUThI HHpopManuu” /
Paxmanenko M.A. - 2021. - 103 c. [DnekTpoHHBIH pecypc]: — Pexum poctyna:
https://disk.fb.tusur.ru/information security management/laboratory work.pdf.

2. MeTonuueckre yka3zaHHs O BBIMOTHEHHS KypcOBOM pabOTHI Mo IUCHUIUIMHE "YTpaBieHUe
cpeAcTBaMu 3amuThl nHbopMauuu" nis cryaeHtos crnennanbHocTedd 10.03.01, 10.05.02, 10.05.03 /
Paxmanenko M.A. - 2019. - 7 c. [DnexTtpoHHBIU pecypc]|: — Pexum pocrtyna:
https://disk.fb.tusur.ru/information security management/course work.pdf.

3. Metonuueckue yKa3aHHs K CAMOCTOATEIbHON U MHAWBHUAYaIbHOW paboTe Mo AUCHUILINHE
"Vrpasienue cpencrsamu 3amutel nHbpopmauun" / Paxmanenko M.A. - 2021. - 6 c. [DneKTpOHHBIN
pecypc]: — Pexuwm qJocTyma:
https://disk.fb.tusur.ru/information security management/independent work.pdf.

7.3.2. YueOHO-MeTOAUYECKHE TOCOOUS IJIS JIUIY
€ OrpaHUYeHHBIMU BO3MOKHOCTSAMH 3/I0POBbSI M HHBAJIH/I0B

Y4eOHO-MeTOINYECKUE MAaTEPHUATIBI i1l CAMOCTOSITENIBHON U ayAUTOPHOIN pabOTHl 00yJaromuxcs
W3 YUCJIA JIUI] C OTPAaHUYCHHBIMH BO3MOXHOCTSIMH 37J0POBbSI M HHBAJIUIOB MPEIOCTABIAIOTCS B opMax,
aIalITHPOBAHHBIX K OTPAaHUYEHUSIM UX 3I0POBBS U BOCTIPUATHS HHPOPMALIUH.

J1st Iuu ¢ HapylIeHUsIMU 3PeHu:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B I1€YaTHOW (hopMe YBEIUICHHBIM IPUPTOM.

J1s Iuu ¢ HapyLIeHUsIMU cIyXxa:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B miedatHou popme.

J1s Iuu ¢ HApyLIeHUsIMU OTIOPHO-BUTaTeIbHOI0 anmapara:

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— B miedaTHou popme.

7.4. CoBpeMeHHbIe TPodeccHoOHATIbHBIE 0a3bI JAHHBIX
U UH(OpPMAaIIMOHHBbIE CTIPABOYHbIE CHCTEMbI

1. [Tpu M3y4eHUH AUCIHUILUIMHBI PEKOMEHIyeTCsl o0pamarhCcsi K COBPEeMEHHBIM 0a3aM JaHHBIX,
MHPOPMAIIMOHHO-CIIPABOYHBIM M MOUCKOBBIM cucTeMaM, K KOTopeiM Y TYCVYPa oTkphIT mocTy:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

2. l'ocynapcTBeHHBIH peecTp cepTHGUUUPOBAHHBIX CPEJCTB 3allUThl UHPOPMAIHU:
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii/
591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-01bi00.

8. MarepuaibHO-TEXHHYECKOE W MPOrPaMMHOe o0ecrneyeHue JUCHUNINHBI
8.1. MaTepuajJibHO-TeXHHUYECKOE U TPOrpaMMHoOe odecriedeHne J1Jisl JeKIMOHHBIX 3aHATHI

,Z[J'I?I MMPOBEACHUA 3aHATHH JISKITUOHHOT'O THUIIA, TPYNIIOBBIX U WHAWBUAYAJIbHBIX KOHCy.]'IBTﬂI.[HfI,
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TEKYLIEro KOHTPOJIS U MPOMEXKYTOUHON aTTECTAllMU UCIIONb3yeTCsl yueOHask ayAUTOPHS C TOCTATOYHBIM
KOJIMYECTBOM ITOCAJ0YHBIX MECT I Y4EOHOU rpymibl, 000pyA0BaHHAs JOCKOH M CTaHAAPTHOU y4eOHOU
MeOenpto. IMeroTest MybTUMeIniTHOe 000pyI0BaHNE U YUEeOHO-HATIISAHBIE TTOCOOUS, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH T10 JIEKIIMOHHBIM pa3ziesiaM AUCLUILTHHBIL.

8.2. MaTepua/ibHO-TeXHNYECKOE U POrpaMMHoOe o0ecrieuyeHue 1Jisl JJa0opaToOpHBIX padoT

JIaGopaTopusi mporpaMMHO-aNnapaTHBIX CPEACTB o0ecrieueHus] NH(POPMAIIMOHHOM 0€30MacHOCTH:
yueOHass ayauTOpHUs JJIS NMPOBEICHUSA 3aHATUN NMPAKTUUYECKOTO THIMA, yueOHas ayIuTOpHUs I
MpOBeIeHUs 3aHsITHi TabopaTopHoro tuma; 634045, Tomckas obmacts, r. ToMck, yi. KpacHoapmeiickas,
a. 146, 405 ayn.

Omnwucanue UMeEIoNIerocss 000py0BaHUS:

- UnTepaktusHas nocka [QBoard DVT TN100;

- IIpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yemnmurens Roxton AA-60M;

- [ToTonounslit rpomkorosopurensb Roxton PA-20T;

- AnimapaTHble cpesicTBa ayTeHTuuKanuu noias3zonarens "eToken Pro";

- Ilporpammuo-annapaTHbiii kKoMiuieke 3auuTsl nHpopmarun: [TAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW 1000 4 .x;

- YcrpoiicTBa UT€HUS CMapT-KapT U PaJMOMETOK: aJjanTep KOMIBIOTEPHBIN A CYUTHIBAHUS U
nepenauu B [IK cepuiiHpix HOMEpoB OECKOHTAKTHBIX uAeHTUUKaTOpoB IronLogic Z-2 USB;

- MarauTHO-MapKepHas J10CKa;

- Kommuiekt ciennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

[Iporpammuoe obecnieueHue:

- Kaspersky endpoint security;

- Microsoft Windows 10;

- VirtualBox;

- AnmapaTHO-IpOoTrpaMMHBIE CpEJICTBAa YNpPAaBJIECHUS JOCTYNOM K JaHHBIM, MH(POBAHUS:
DallasLock;

Aynutopuss MOAETUPOBAHUS, NMPOSKTUPOBAHUSA M HKCILUIyaTallMd HWH(POPMALUOHHBIX U
AQHAIUTUYECKUX CUCTEM: yueOHas ayAuTOpUs AJIs MPOBEACHUS 3aHATUN NMPAKTUYECKOTO TUMA, yueOHas
ayJIMuTOpHUs U1 MPOBEJEHUs 3aHATUI abopaTtopHoro Tuna; 634045, Tomckas obnacts, r. Tomck, yiI.
Kpacnoapmeiickas, a. 146, 407 ayn.

Omnwucanue UMeEroIerocss 000py0BaHUS:

- NnrepaktuBHas nocka TraceBoard TS-408L;

- [Ipoextop ViewSonic PJD5154 DLP;

- Kommuiekt cnennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

[Iporpammuoe obecnieueHue:

- Kaspersky endpoint security;

- KasperskySecurityCenter;

- Microsoft Windows 10;

- VirtualBox;

8.3. Marepua/bHO-TeXHUYECKOE U MPOrPaMMHOe ofecrniedeHue 1151 KypcoBoii padoTsl

Ayautopusi MOJEIHWPOBAHUS, NMPOEKTUPOBAHUS W SBKCILUTyaTallud HH(POPMALMOHHBIX U
AHAJUTUYECKUX CUCTEM: yueOHasi ayAUTOpUs AJis IPOBEICHUS 3aHATUN MPAKTUUYECKOTO THMa, yueOHas
ayauTOPUS U1l IPOBEICHUS 3aHATHM JTabopaTopHoro Tuma; 634045, Tomckas ob6nacth, r. ToMmck, yiI.
Kpacunoapmerickas, 1. 146, 407 ayn.

Onucanue uMeroerocs 000pya0BaHus:

- UnTepaktuBHas nocka TraceBoard TS-408L;

- [Ipoextop ViewSonic PJD5154 DLP;

- KommuiekT cnenuann3upoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTels.
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[IporpammHoOe obecnieueHue:
- Kaspersky endpoint security;
- KasperskySecurityCenter;

- Microsoft Windows 10;

- VirtualBox;

8.4. MaTepua/ibHO-TeXHNYECKOE M MPOrpaMMHOe o0ecredyeHue Jisl CaMOCTOSITeIbHOM padoThI

Jlist caMoCTOSATeNbHOU pabOThl UCTIONB3YIOTCS YUueOHbIE ayaUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacToNOKEHHBIC TI0 apecaM:

- 634050, Tomckas o6nactb, T. Tomck, Jlennna npocnekr, 1. 40, 233 ayn.;

- 634045, Tomckas obnacts, r. Tomck, yi. KpacHoapmetiickas, 1. 146, 201 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacth, T. Tomck, Bepmmanna ynuna, a. 74, 207 ayn.

Omnucanue UMeEIoIerocss 000py0BaHUS:

- yuebHas mebenb;

- KOMITBIOTEPHI;

- KOMIIBIOTEPHI MOJIKITIOUCHBI K ceTu «MHTepHEeT» U 00eCnednuBaloT JOCTYI B IJIEKTPOHHYIO
nHpopMaMoHHO-00pa3oBareibHylo cpeay TYCYPa.

[Tepeuens mporpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mnst Windows;

- 7-Zip;

- Google Chrome.

8.5. MaTepl/laﬂbHO-TeXl{H‘leCKoe odecneyeHue AUCHUINJIHHBI JIs1 JIMI ¢ OrPAHUICHHBIMU
BO3MOKHOCTSIMHA 310POBbA U HHBAJINI0B

OcBoeHME AUCHUILIMHBI JIMIIAMU C OTPAHUYEHHBIMU BO3MOKHOCTSIMU 3/10POBbSI M MHBAJIUJAMHU
OCYIIECTBIISIETCS C UCTIOIb30BAHUEM CPEICTB 00YUEeHUS OOIIEro U CreluaabHOro Ha3HAYEHUS.

[Ipu 3aHATHUAX ¢ OOy4YarOUIMMHCA C HAPYWIEHHSMH CJyXa MPEIyCMOTPEHO HMCIOJb30BaHHE
3BYKOYCHJIMBAIOUIEH ammapaTypbl, MyJbTUMEIUNHBIX CPEICTB U JPYTUX TEXHUUYECKHUX CPEJICTB
npuema/nepenadn yueOHol nHpopMaImy B JOCTYIHBIX GopMax, MOOMIIBHON CUCTEMBI MTPEINOaBaHUs
JUTsL 00YYaIOLIUXCSl ¢ UHBAJMHOCTHIO, TIOPTATUBHON MHAYKIIMOHHON CHCTEMBbl. YueOHas ayAuTOpus, B
KOTOPOHW 3aHUMAIOTCSl 00ydJaromuecs: ¢ HapyIIeHUeM CiyXa, 000pyJa0BaHa KOMIBIOTEPHOM TEXHUKOM,
ayAMOTEXHUKOM, BUACOTEXHUKOM, SJIEKTPOHHOU IOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHUSIX ¢ 00yUYaOIMIMMUCS C HAPYLIEHUSIMHU 3PeHUs MPETYCMOTPEHO UCIOJIb30BAaHUE B
JEKIUOHHBIX U y4eOHBIX ayAUTOPHUSAX BO3MOXKHOCTH MPOCMOTpaA YAAJI€HHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM claiijia Ha SKpaHe) MpH MOMOIIHM BUACOYBEIUUHUTENEH 9 KOMPOPTHOTO
MIPOCMOTpa.

[Ipu 3aHgATHAX ¢ O0y4YalOIIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOIr0 ammapara
HCIIOJIBb3YIOTCS allbTEpHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMalMU U APYyrue TEXHUYECKUE CpeACcTBa
npuema/rnepenadyn yueOHol nHGOpMaIMU B JOCTYHMHBIX GopmMax, MOOMIIBHON CUCTEMbI OOYUYCHUS IS
JIOJIEN ¢ MHBAIMIHOCTEIO.

9. OueHOYHbIe MaTepPUAJIbl M METOAUYECKHE PEKOMEHIAMHU 110 OPTaHU3aAUMH U3YUeHUsl
JTUCIUTINHBI

9.1. Conep:xaHne OLICHOYHBIX MATEPHAJIOB JIsl TEKYIIEr0 KOHTPOJIS
U MIPOMEKYTOYHOM aTTecCTAUM

JIyist olleHKHU cTeneHru COPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPCTUICHHBIX 32 AUCIUTIIIUHON
KOMITETEHIINI HUCTIONB3YIOTCS OLICHOYHBIE MaTepUalbl, MpeAcTaBiIeHHbIC B Ta0muIE 9.1.
Tabmuia 9.1 — @opMbI KOHTPOJISL U OLICHOYHBIC MATSPHAIIBI
Hazpanwust pa3nenos (Tem) dopmupyemble
JUCITUTLIAHBI KOMIIETEHITHH

®opmbl kKoHTpoItst | OrieHouHbIe MaTepuaisl (OM)
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JIOKAJILHOU ceTu. Y JaléHHBIN

1 LlentpanuzoBanHoe OIIK-13, 3auét [Tepeuens BompocoB 1ist
yIpaBiIE€HUE CPeACTBAMU OIIK-15 3aueTa
3aIUTh KHPOPMALUU OT Ortuer no KypcoBoi |[IpuMepHbIil TepedeHb
HECAHKIIMOHUPOBAHHOT'O pabote TEMAaTHUK KypPCOBBIX pabOT
JI0CTYTIA B JIOKATLHOH CETH JlaGoparopHast TeMbl 1a00paTOPHBIX PaboT
pabota
TectupoBanue [IpumepHBIil nepeyeHb
TECTOBBIX 3aJaHUI
2 llenTpanu3oBaHHas OIIK-13, 3auér Ilepeuenb BOIIPOCOB IJ1st
WHBEHTapHU3alus pecypcoB OIIK-15 3a4eTa

Otuer 1o KypcoBoi

IIpuMepHBIil IepeyeHb

KOHTPOIIb PabOTOCIIOCOOHOCTH pabote TEMaTHUK KypCOBBIX padoT
CPeJICTB 3aNUThl HHYOpPMAITHHI JlaGopaTopHas Temb1 1aGOpaTOpHBIX pabOT
Ha paboyuX CTAHIUAX pa6ota
TectupoBanue [IpuMepHbIii TEpeUeHb
TECTOBBIX 3a/IaHUN
3 LenTpanu3oBanHas 3amura ot |OITK-13, 3auér IIepeuyens BonpocoB 11t

CPEICTBAMU 3aIIUTHI
uHpopMaLun

BHUPYCOB B JIOKAJILHOU CETH OIIK-15 3a4era
Otuer no kypcosoii | [IpumepHbIii nepedeHb
pabote TEMaTHK KypCOBBIX paboT
JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue [IpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUI
4 [leHTpaaU30BaHHBINA YUYET U OIIK-13, 3auér Ilepeuenb BOITPOCOB AJ1st
yIIpaBJICHUE CPEACTBAMU OIIK-15 3ayeTa
NePCOHABHON HACHTHQHKAIINH Otuer no kKypcosoii | [IpumepHsbIil iepedeHb
H ay TeHTHUKanI pabote TEMaTHUK KypCOBBIX padoT
JlaGopatopHas Tembl m1abopaTOpHBIX padoOT
pabota
TectupoBanue [IpumMepHbIi IEpedeHb
TECTOBLIX 3aJaHUuN
5 AHanu3 HOpMaTUBHBIX OIIK-13, 3auér IIepeyens BOonpocoB 11t
TpeOOBaHU 1O YIIPABICHHIO OIIK-15 3a4era

Otuer 1o KypcoBoi
pabore

[IpuMmepHBIil nepeyeHb
TEMaTHUK KypCOBBIX padoT

TectupoBanue

[IpuMepHBIii TIEpeUYeHb
TECTOBBIX 3aJaHUN

[Ixana oneHku cPOPMUPOBAHHOCTU OTAEIbHBIX MIAHUPYEMBIX PE3YyJbTATOB OOyUYEHHS IO

JUCHUIUIMHE TpUBeJeHa B Tadnuue 9.2.

Tabmuna 9.2 — lllkana oueHkn cOPMUPOBAHHOCTH TUIAHUPYEMBIX PE3yJIbTATOB OOYyYECHHS IO

JMCIHTLINHE
®dopmynupoBka TpeboBaHUH K CTeeHH C(HOPMHUPOBAHHOCTH
Ouenka bamner 32 OM TUTAHUPYEMBIX PE3yJIbTaTOB 00YUYECHUS
3HATh YMETh | BJIQJICTh
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2 <60% ot OTCYTCTBHE 3HAHUU OTCYTCTBHUE OTCYTCTBHE
(HEYIOBIIETBOPUTEIIBHO ) | MAKCUMATHHOMU | HITH ()parMeHTApHBIC YMEHHUH HITH HaBBIKOB HMJIN
CYMMBI 0aJUIOB 3HAHUS YaCTUYIHO (dbparMeHTapHbIE
OCBOCHHOE MIPUMCHCHHE
YMCHHE HaBBIKOB
3 ot 60% 1o o01ue, HO He B IIEJIOM YCHENTHO, B IIEJIOM
(YZIOBIIETBOPUTEIHHO) 69% ot CTPYKTYPUPOBAaHHbIE HO HE YCIIEIIHOE, HO HE
MaKCUMaJIbHOMN 3HAHUS CHCTEMAaTHYECKH | CHCTEMaTUYECKOe
CyMMBI 0aJIIOB OCYIIECTBIISIEMOE MpUMEHEHNE
yMeHHe HaBBIKOB
4 (xoporio) ot 70% no c(hOpMHUPOBAHHEIE, B 1I€JIOM B IICJIOM
89% ot HO coJiepKaliue yCHEUIHOE, HO yCHEUIHOE, HO
MaKCUMaJIbHOM OTJICTIbHBIC coJieprKaIie coJieprKaIue
CyMMBI 0ayuioB | mpoOIeMbl 3HAHUS OTJICIIbHBIC OT/ICIIbHBIC
poOeIbl yMeHue poOeIbI
MPUMEHEHHE
HaBBIKOB
5 (OTIMYHO) >90% ot c(hOpMHUPOBaHHEIE | CHOPMUPOBAHHOE YCHENTHOE U
MaKCHUMaJIbHOM | CHCTEMAaTHYCCKHE YMCHHE CHCTEMAaTHYECKOE
CYMMBI 0aJIOB 3HAHUS MIPUMCHCHHE
HAaBBIKOB

[Ikana KOMIUIEKCHOH OLIeHKH C(hOPMHUPOBAHHOCTH KOMIIETEHIINI TIpuBeieHa B Tabmuie 9.3.
Tabmuia 9.3 — Illkana KOMIJIEKCHOM OIIEHKH C(OPMUPOBAHHOCTH KOMITETEHITUI

Onenka ®opmynupoBKa TpeOOBaHUM K CTETIEHU KOMIIETECHIINH

2 He nmeeT He0OXOAMMBIX MPEACTABICHUI O IPOBEPSEMOM MaTepHae
(HeyIOBIIETBOPHUTEIBHO) | MU
3HaTh Ha ypPOBHE OPMEHTHPOBAHMS, ITpeicTaBieHnt. OOyyaronuiics 3HaeT
OCHOBHBIC NPU3HAKU UM TEPMUHBI U3y4aE€MOI0 3JIEMEHTA COACPIKAHUS, UX
OTHECEHHOCTb K OIIPE/ICTICHHON HayKe, OTPACIH WiIK 00BEKTaM, y3HAeT B
TEKCTaxX, M300paKEHUAX WIM CXEMaX U 3HAET, K KAKUM HCTOYHUKAM HY>KHO
oOpamiarbes s 0oJiee eTaabHOrO €ro YCBOCHHUS.

3 3HaTh U YMETh HA PeNPOAYKTHUBHOM ypoBHe. O0yyaronuxcs 3HaeT
(YZIOBIIETBOPUTENBHO) |M3YUYEHHBIHN 3JIEMEHT CO/IEpP KaHUSI PEIPOAYKTUBHO: IPOU3BOIBHO
BOCIPOU3BOAMT CBOU 3HAHUS YCTHO, MUCbMEHHO WM B IEMOHCTPUPYEMBIX
JIEUCTBHSIX.

4 (xopotio) 3HaTh, yMETh, BJIa/ICTh HA AHAJIMTHYECKOM ypOBHE. 3Has Ha
PENpOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
M3YYECHHBIX 00BEKTOB, Ha UX IOCTOMHCTBA, OTPAHUYECHUS, UCTOPHUIO U

MCPCICKTHUBLI pa3BUTHUA U 0COOEHHOCTH JJIA Pa3HbIX 00BEKTOB YCBOCHUSI.

3HaTh, yMETb, BIAJICTh HA CHCTeMHOM ypoBHe. OOyuaromuiics 3HaeT
W3YYEHHBIHN 2JIEMEHT COEP KAHUSI CUCTEMHO, IPOM3BOJIBHO U 10Ka3aTEIbHO
BOCIIPOM3BOAMT CBOY 3HAHUS YCTHO, IMCBMEHHO WM B IEMOHCTPUPYEMBIX
JNENCTBUSAX, YUUTHIBAsI U YKA3bIBasl CBSA3HM U 3aBUCUMOCTH MEKIY ITUM
AJIEMEHTOM U JPYTMMHU JIEMEHTAMU COJAEPKaHUS AUCLHUILIMHBI, €T0
3HaYUMOCTb B COJIEP>KAHUU JUCLUILINHBL.

5 (OTJIMYHO)

9.1.1. IlpuMepHBIii IepeYeHb TeCTOBBIX 32/1aHUI

1. Kakoif u3 MeTo10B KOHTpOJs 1enocTHOCTH (aiinoB orcyrerByeT B C3U ot HCJI Secret Net
Studio?
a)  Koutpons copepxumoro
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b)  Kontpoas atpulbyToB
c) KoHTposib CAaHKIIMOHMPOBAHHBIX U3MEHEHUI
d) Kontpomas cymecTBoBaHUS

2. Jlns yero mpemHa3HadeHa MporpaMma ornepaTuBHoro ynpasienus Secret Net Studio?
a)  Jlms 3amuThl KoHGUAESHIIMATBEHON HHGOPMAITIT
b) g upentudukanuu u ayTeHTH(GUKAIMY 1TOJIb30BaTenei 10 3arpy3ku OC
¢)  Jyig ueHTpaaIu30BaHHOTO YIPABJIEHUS 3alIUIIAEMbIMH KOMIIbIOTEpaAMU
d)  Jlns xoHTpOJIs BEIBOAA KOH(MUICHIINATLHON HHPOpMAITIH

3. Kakue tumnosbie 3amaun aaMuHucTpaTopa 6e3onacHocTu Secret Net Studio HE otHOCsTCS K
HaCTPOMKE NMapaMeTPOB CUCTEMBI 3AIUTHI?
a)  PenmaktupoBaHue CTpyKTypbl ONEPATUBHOTO YIIPaBICHUS
b)  Hactpoiika mapameTpoB cOOpa JOKAIbHBIX )KYPHAJIOB
c¢)  KourponupoBaHue coCTOSAHUS 3aIUIIEHHOCTH CUCTEMBI
d) Hactpoiika mapaMeTpoB CETEBBIX COSTUHEHUI

4. Kakwue TumnoBsie 3amaun aaMuHucTpaTtopa 6e3onacHoctu Secret Net Studio HE otHOCsTCS K
MOHUTOPHUHIY U YIPABIECHUIO CUCTEMOM 3alIUTHI?
a) KouTponupoBaHue 1 onoBeieHre o MpoU30IIEAIINX COOBITUIX HECAHKIIMOHUPOBAHHOTO
JocTyna
b)  KoHTponupoBaHHe TEKYLIETO COCTOSIHUS 3aIIUIIAEMbIX KOMITBIOTEPOB
c) HacTtpoiika mo4ToBO# pacChUIKK YBEIOMJICHHI O TpEeBOrax
d) BrimonHenue neHCTBUH C 3aIIMIAEMBIMH KOMIIBIOTEPAMHU IIPH BO3SHUKHOBEHUU YTPO3 [
0€30MaCHOCTH CUCTEMBI

5. Jns gero HeoOX01MMO KBUTHUPOBaHHUE TpeBor B cucteMe Secret Net Studio?
a) Jnst ycTpaHeHus OCJIeACTBUIA TPEBOTH
b) [l mpenoTBpamieHus TPEBOT B OyayIiemM
c¢)  Jnsa duxcanuu peakuuu aIMUHACTPATOpa O€30MaCHOCTH Ha TPEBOTY
d) Jns ynaneHus TpeBOTH U3 )KYPHAJIOB ayuTa

6. Kaxkoil u3 MExaHU3MOB YJaJICHHOTO YIPaBJICHUs 3alIMIAEMbIM KOMIIBIOTEPOM HE peain30BaH B
Kaspersky Security Center?
a) VY aneHHas ycTaHOBKa MPUJI0KEHUN
b)  VnmameHHas mepesarpy3ka 3aliiiaeMoro KOMIbTepa
¢)  YpaaneHHBI KOHTPOJIb LIETOCTHOCTH HH(OPMALIUK OTPAHUYEHHOTO TOCTyIa
d) VYnmanennoe ynpaBieHHE HACTPOMKAMU aHTUBHpYCa

7. Kakue BO3MOXHOCTH YyIpaBJeHHsA amnmnapaTHeiMH uiacHTHGukatopamu e¢Token HE
npenocrapiset Safenet Authentication Manager?
a) Oo6noBneHue conepxxkumoro eToken
b)  OO6cnyxuBaHue 3aPOCOB Ha Pa30IOKUpoBKY eToken
c¢)  Hsneuenue kmoueid mudpoBanus u3 mamsatu eToken
d) CamocrostenbHas peructpanus e Token mons3oBarenem Ha oTaensHoM WEB-caiite

8. Kako#t u3 BapuantoB orBeTta HE OTHOCHTCS K BO3MOXKHOCTSIM LIEHTPAJIW30BAHHOIO ayauTa
COOBITHH, CBA3AHHBIX C MHPOPMAITMOHHONW OE30MaCHOCTHIO B JIOKAJIBHOW CETH OpraHU3aIluu C
MTOMOIIIBIO TIPOTPAMMBI ONIEpaTUBHOTO ynpaBieHus Secret Net Studio?
a)  KourtponupoBaHue cOCTOSHUS 3aLUIIIEHHOCTH CUCTEMBI
b) Omnpenenenue oOCTOSITENBCTB, KOTOPHIE NMPUBEIN K M3MEHEHHIO COCTOSHHSA
3auIneHHocTH cuctembl nin Kk HCJL
¢)  Hactpoiika KoHGUTYpaIIMOHHBIX MTAPAMETPOB CEPBEPOB OE30MACHOCTH M ar€HTOB
d) BrlsgBieHHE NPUYUH MPOU3OIIECIIINX U3MEHEHUH COCTOSIHUS 3aIUIIEHHOCTH CUCTEMBbI

9. Kakoii u3 BapuaHToB oTBeTOB HE wuncnonp3yeTrcs s onmepaTUBHOrO H3BEIICHUSA
aJIMUHHCTpaTopa 0e30MacHOCTH O TPeBOTraxX B MPOTpaMMe ONEpPaTUBHOIrO yIpaBlieHUs Secret
Net Studio?
a) BusyanbHoe oToOpa)keHHe TPEBOTU Ha AMAarpaMMe yIpaBiIeHUS
b)  IluceMo Ha PJIEKTPOHHYIO MOYTY aAMUHUCTPATOPY 0€30MMacCHOCTH
c)  VYBemomuieHue Ha TenedoH aAMUHUCTpaTopa O6e3omacHocTH o SMS
d)  3BykoBOe yBeJOMJIEHHE B MPOTPaMME ONEPATHUBHOTO YIPABICHUS IPU BOSHUKHOBEHUU
TpPEeBOTH

10. KakuM mepam 3amuTthl MHQOPMAIMKU B TOCYIapCTBEHHBIX MH(POPMAIIMOHHBIX CHUCTEMax

MTO3BOJISIET yIOBJIETBOPUTH MEXAHU3M 3aMKHYTOU mporpaMMHoi cpeapl Secret Net Studio?
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a) BrisBnenue, aHanu3 ysa3BUMOCTEH MHPOPMANMOHHON CUCTEMBI M OTIEPATUBHOE
YCTpaHEHUE BHOBb BBISIBIICHHBIX YS3BUMOCTEN
b) brokupoBanue ceanca moctyna B ”HGOPMAIMOHHYIO CUCTEMY IOCJE YCTAHOBJICHHOTO
BpeMeHHU 0e3/1ecTBUS (HEaKTUBHOCTH) TIOJIB30BATEIS HITH T10 €T0 3aIpoCy
c) VYnpapnenue 3amyckoM (0OpameHus IMi) KOMIIOHEHTOB TPOTPaMMHOTO oOecTieueHusl, B
TOM 4YHCJIE€ ONpeJeeHHE 3allyCKaeMblX KOMIOHEHTOB, HACTpPOWKa MapaMeTpoB 3amycka
KOMITIOHEHTOB, KOHTPOJIb 32 3allyCKOM KOMIIOHEHTOB MPOTPaMMHOI0 0OecredeHus
d) 3amuTa apXUBHBIX (alJioB, MapaMeTPOB HACTPOUKHU CPEJCTB 3aIMUTh HHGOPMAIIUU U
MpPOrpaMMHOI0 00ecreueHUs W MHBIX JaHHBIX, HE MOJJIeKAUMX U3MEHEHHUIO B Mpolecce
00paboTku nHOpMaIUn

11. Kakyro noxacucremy B cucteme Secret Net Studio cieayet ucrmoap30BaTh A peaanu3aiii MEPhI
3alUThl MHPOpPMAaUMU B TOCYyIapCTBEHHBIX HH(popManuoHHBIX cucteMax «KoHTpoib
HCIIOJIb30BaHUs MHTepdelcoB BBOoAa (BbIBOAA) MHGOpMAIUUM HAa MAIIMHHBIE HOCHUTEIIH
nHpopmanum»?
a) Monyns Bxona
b) Tlomcucrema KOHTPOIIS IEIOCTHOCTH
c) [Toncucrema pasrpaHuydeHHs AOCTYIA K yCTPOMCTBAM
d) 3amkHyTas mporpaMmHas cpena

12. Kakyro u3 Mep 3aumuThl HHGOPMaLMU B FOCYAapCTBEHHBIX MHPOPMAIMOHHBIX CUCTEMaX He
no3BossieT peasmzoBaTh C3U ot HC/ Secret Net Studio?
a) Peanu3zanmst He0OXOIUMBIX METOIOB (IMCKPEIIMOHHBIN, MaHIaTHBIN, POJICBON MW UHOU
METO]1), TUIIOB (YTEHHE, 3aMHUCh, BBIMOIHEHUE WM UHOM THIT) ¥ MPaBUJI pa3rpaHuyeHUs 10CTyna
b) VYrpapnenue 3amyckoM (0OpamieHus M) KOMIIOHEHTOB ITPOTPAMMHOTO 00eCTieYeHusI, B
TOM 4YHCJIE OINpeNesIeHHE 3allyCKaeMblX KOMIOHEHTOB, HACTpPOWKa MapaMeTpoB 3amycka
KOMIIOHEHTOB, KOHTPOJIb 32 3allyCKOM KOMIIOHEHTOB MPOTPaMMHOI0 0OecredeHus
c) 3amuTa nHpopManu, oopadaTeiBaeMON TEXHUUYECKUMHU CPEACTBAMHU, OT €€ yTEUKH I10
TEXHUYECKUM KaHajaM
d) VYmnpaBneHue 1OCTYNIOM K MAIIMHHBIM HOCUTENISIM HHGOPMAITIH

13. Kakyro noxacucremy B cucteme Secret Net Studio cieayet UCmoas30BaTh A peaanu3aiii MEPh
3alIUTHl MH(pOpMALKMU B TrOCyIapCTBEHHBIX HMH()POPMALMOHHBIX cucTeMax «MOHUTOPHUHT
(mTpocMOTp, aHANIN3) PE3yJIbTATOB PETHCTPAIUM COOBITHI OE30MaCHOCTH M pearupoBaHUE HA
HUX»?
a)  Ilomcucrema KOHTPOJISA ETOCTHOCTH
b) Tlomcucrema pasrpaHudeHus JOCTyIa K yCTPOUCTBaM
c¢) Iloacucrema onepaTUBHOIO ynpaBiIeHUS
d) 3amkHyTas mporpaMMmHas cpena

14. Kakoe u3 mporpaMMHBIX CPEJICTB IMO3BOJSIET peaju30BaTh CICAYIOMIYIO MEPY 3allUThI
uHpOopMalUu B TOCYIapCTBEHHBIX HHPOPMAIMOHHBIX cHUCTeMax: «YIpaBieHUE
uAeHTU(PUKATOPaMH, B TOM YUCIIE CO3JaHKEe, TPUCBOCHUE, YHUUTOKEHHUE UACHTU(PUKATOPOB»?
a) Kon bezonacnoctu: MHBeHTapu3anus
b)  Secret Net Studio
c) SafeNet Authentication Manager
d) Kaspersky Security Center

15. Jlns yero npenHa3Ha4eH MEXaHU3M KOHTPOJIS MOJKIKOYEHUS U u3MeHeHus yctporctB B C3U ot
HCJ] Secret Net Studio?
a)  Jlnd ciexkeHus 32 HEM3MEHHOCTBIO COAEPKUMOTO PECYPCOB KOMITbIOTEpA
b)  Jlnsa orpannuenus ucronb3zoBanus [10 Ha kommbIOTEpE
c) Jlnst oOHapy»XeHHsI U pearupoBaHUsA HAa U3MEHEHHS amnmapaTHOW KOHpUTypamuu
KOMIIBIOTEpA
d)  Jlns ueHTpaau30BaHHOIO yHpPaBIEHUS 3aIIMIIAEMbIMU KOMIIbIOTEPAMU

16. [lnsa yero npenna3znayeH mexanu3M koHTpouis nenoctHocTd (KII) B C3U ot HCJI Secret Net
Studio?
a) Jnst orpanndenus ucnosibzoBanus [10 Ha koMIbrOTEpE
b) Jnst oOHapyXKeHUsI U pearupoBaHUs HAa U3MEHEHHUS ammapaTHOW KOHPUTypaIluu
KOMIIBIOTEpa
¢)  Jyig ueHTpaau30BaHHOTO YIPAaBJIEHUS 3alIUIAEMbIMH KOMIIbIOTEpAMU
d) Jlns cnexxeHus 3a HEU3MEHHOCTBIO COIEPKUMOI0 PECYPCOB KOMITbIOTEPA
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17.

18.

19.

20.

21.

22.

23.

st yero nmpegHa3zHayeH MeXaHu3M 3aMKHYToM mporpammuoi cpeanl B C3U ot HCJI Secret Net
Studio?

a) Jlnst oOHapyXeHHsI U pearupoBaHUs HAa U3MEHEHHS amnmapaTHON KOHPUTypamuu
KOMIIBIOTEpa

b)  ig ueHTpaau30BaHHOTO YIPaBIEHUS 3alIUIIAEMbIMU KOMIIbIOTEPAMU

c)  Jlnd crexxeHus 32 HEU3MEHHOCTBIO COAEPKUMOTO PECYPCOB KOMITbIOTEpA

d)  Jns orpanmyenus ucnonb3oBanus [10 Ha kommbroTepe

Kakue pexxuMbl 111 3aMKHYTOM TTporpamMmMHoil cpenbl cymectBytoT B C3U ot HCJI Secret Net
Studio?

a)  KonbuneHnuaabHbIN U CEKPETHBIN

b)  DTajroHHBIN U TOJITHOMOYHBIN

c)  MArkuii u KeCTKUH

d) JluckpenwoHHBIN U MaHIATHBIA

Kaxkas u3 3amutHbeix pyaknuii HE otHocuTcs k Kaspersky Security Center?

a)  YpanmeHHoe ymnpaBiieHHE aHTUBUPYCHBIMH CPEACTBAMHU 3aILlUTHI

b)  Vder ycTaHOBJIEHHOrO MPOTPAMMHOI0 0OCCIICYCHHS M TIOUCK B HUX YSA3BUMOCTEH

c)  Pasrpanuuenue noctymna nojp3oBaTtenei K HH(GOpPMALIUMKA OTPAaHUYEHHOTO TOCTyIa

d) Aynut coOsITuil HHGOPMAITMOHHON 0€30TaCHOCTH, MPOUCXOASANINX HA 3alUIIAEMbBIX
KOMIIBIOTEpaXxX B CETH OpraHu3aluu

Kakoii u3 nepeuncieHHbiX 3anuTHBIX Mexanu3MoB Secret Net Studio HE ucnons3yercst st
oOecrnevyeHus 3aluThl HHOOPMALUK OTPAaHUYEHHOTO JoCTyna?

a)  KouTpomas nienoctHoctu

b)  PasrpanmveHue moctyna K yCTpOHCTBaM

c¢)  Hpenrtudwukamus u ayreHTUPUKALNS TOTb30BaTEICH

d) TlomHOMOYHOE pa3rpaHUUYEHUE JOCTYIIA

Cornacno npukazy ®CTIK Poccuu ot 11 despanst 2013 r. N 17 06 yTBepkaeHIN TpeOOBaHMI
0 3amuTe WHpOpMaINMU, HE COCTABISIONIEH TOCYIapCTBCHHYIO TalHY, COJAEpIKAIIEHCS B
rocyJIapCTBEHHBIX MHGOPMAIMOHHBIX CHCTeMax, kakoe u3 aeiictBuii HE oTtHOocuTcs k
BBISIBJICHUIO MHLKJEHTOB MH(GOPMAlMOHHON 0€30MacHOCTH M pearupoBaHHUIO HA HUX?

a)  OmpeneneHue Jull, OTBETCTBEHHBIX 32 BBISABICHUE UHIIUICHTOB

b)  AHanu3 MHUUJEHTOB, B TOM YHCIIE OINpEAesIeHHe HCTOYHUKOB U MPUYMH BOZHUKHOBEHUS
MHIUICHTOB, a TAK)KE OLIEHKA UX MOCJIeICTBUN

c) OnpeneneHue I, KOTOPBIM pa3pelieHbl AEHCTBUI IO BHECEHHUIO U3MEHEHUH B 0a30BY10
KoH(puryparuo nHGOpMaIMOHHON CHCTEMBI U €€ CUCTEMBI 3alUThl HHPOPMAIUH

d) [InanupoBaHue U MPUHATHE MEP MO MPEAOTBPAILIECHUIO TOBTOPHOTO BO3HUKHOBEHHUS
WHIU/ICHTOB

Cornacno npukazy ®CTIK Poccuu ot 11 despanst 2013 r. N 17 00 yTBepkaeHIN TpeOOBaHMI
0 3amuTe WHpOpMAINMU, HE COCTABIIONIEH TOCYIapCTBCHHYIO TalHY, COJAEpIKAIIEHCs B
roCyJ1apCTBEHHBIX MH(GOPMAIIMOHHBIX CUCTEMAaX, KaKOe U3 JIEUCTBUN OTHOCUTCS K KOHTPOJIIO
(MOHHUTOPHHTY) 3a Oo0ecCreueHneM YPOBHS 3alIMINECHHOCTH MH(OpPMAIIUK, COJIepKAIIeHCs B
nH(popMaIMoHHOM cucteme?

a) AHanu3 UHIIUJIEHTOB, B TOM YHCIIE ONpEeeIeHHe HCTOYHUKOB U MPUYUH BO3SHUKHOBEHHUS
MHIUICHTOB, a TAK)KE OLIEHKA UX MOCJIeICTBUN

b) Omnpenenenne mapamMeTpoB HACTPOUKH MPOTPAMMHOTO OOeCIeueHUs, BKIOYas
NMporpaMMHOE 00ECIeYeHUEe CPEJCTB 3aluThl WHQOpPMAIKMK, COCTaBa M KOHGUTYypaIuu
TEXHUYECKHUX CPEJICTB U MPOrpaMMHOro oOecreyeHus 10 BHECEHUSI U3MEHEHUU B 0a30BYIO
KoH(puryparuo nHGOpMaIMOHHON CHCTEMBI U €€ CUCTEMBI 3alUThl HHPOPMAIUH

c) AHanu3 W OleHKa (PYHKIIMOHHPOBAHUSA CUCTEMBI 3aMUTHl HHPOpMaANUU
MHPOPMALIMOHHON CHUCTEMBI, BKJIIOUAs BBISBJICHUE, aHAJIU3 U YCTpaHEHHE HEJOCTATKOB B
(GYHKIIMOHUPOBAHUM CUCTEMBI 3a1IUTHI HH(OpMaluu NHPOPMAITUOHHON CHCTEMBbI

d) VYupasneHue cpecTBaMu 3alluThl HHOOpMaui B HHOOPMAIIMOHHON CUCTEME, B TOM
YHClie TapaMeTpaMu HaCTPOUKH MPOTrPAMMHOI0 00ecreYeHUs

Cornacuao npukazy ®CTIK Poccuu ot 11 despanst 2013 r. N 17 06 yTBepkaeHIN TpeOOBaHMI
0 3amuTe WHpOpMAINMU, HE COCTABISIONIEH TOCYIapCTBCHHYIO TalHY, COJAEpIKAIIEHCS B
rocyJJapCTBEHHBIX HH(POPMALIMOHHBIX CUCTEMaX, KaKOe BbICKAa3bIBAHME OTHOCUTCSA K MepaM IO
OTPAaHUYEHUIO IPOTPAMMHON Cpeibl?

a) JomxHbl 0o0ecriedyuBaTh yIpaBlieHUE MpaBaMHU U IPUBUIIETUSIMU CyOBEKTOB JAOCTYyIa,
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pasrpaHUYeHUe JOCTyINa CyObEKTOB JOCTYIMa K 00BbEKTaM JOCTyNa Ha OCHOBE COBOKYITHOCTHU
YCTaHOBJIEHHBIX B MH(GOPMAIIMOHHOW CHCTEME MpaBUJI pa3TpaHUUYEHHsS AOCTyMa, a TaKxkKe
obecrnieunBaTh KOHTPOJIb COOJIOICHUS ATUX TPABIII
b) JlomkHbI 00ecieunBaTh cOOp, 3aNMMCh, XPaHEHUE U 3aITUTY MH(POPMALIMU O COOBITUAX
0e30macHOCTH B MH(GOPMALIMOHHOM CUCTEME, a TaKkKe BO3MOXKHOCTh NMPOCMOTpa U aHAIU3a
nH(GOpPMaIIMU O TAKUX COOBITUSX U pearnpoBaHUE Ha HUX
c) JomxHBl o0ecrnednBaTh YCTAHOBKY M (MJIM) 3alyCK TOJBKO Pa3pemIEeHHOTO K
HCIIO0JIb30BAHUIO B MH(POPMALIMOHHON CUCTEME MPOTPAMMHOI0 00EeCreyeHus Ui UCKII0YaTh
BO3MOXXHOCTh YCTAaHOBKHM U (MJM) 3amycka 3alpelieHHOTO0 K HCIOJb30BAaHHUIO B
WH(})OPMAITMOHHOW CHCTEME MPOTPAMMHOIO OOCCTICUCHHS
d) HomxHbl obecrieunBaTh 0OHApYy)KeHHE B HHOOPMAITMOHHON CUCTEME KOMIBIOTEPHBIX
nporpamMmm Ju00 HWHOW KOMIBIOTEpHOW uUHDOpPMAINUMU, NpPEIHA3HAYCHHOU s
HECAHKIIMOHUPOBAHHOTO YHUYTOXXEHUS, OJIOKUPOBaHUSA, MOAUGUKALMUHU, KOMHUPOBAHUSI
KOMIIBIOTEpPHOW MH(POPMALMU UM HEUTpalU3alUK CPEICTB 3aIUTHl HHPOPMAIIUH, a TAKXKe
pearupoBaHe Ha OOHAPYKEHUE ITUX MPOTrpaMM U HHpOopmaIuu

24. Jlns gero npennasHadyeHo TeHeBoe konupoBanue B C3U ot HCJI Secret Net Studio?
a) s HakomseHUsS WHPOPMAIMU O COOBITUAX, PETUCTPUPYEMBIX Ha KOMITBIOTEPE
CPEIICTBAMU CHUCTEMBI 3aIIUThI
b) JIns KOHTPOJIS ¥ OMOBELIEHUS O MPOU3OLIEAIINX COOBITUSIX HECAHKIIMOHUPOBAHHOTO
JocTyna
c) st mepemenieHus AyOauKaToB (KOTHUI) TaHHBIX, BEIBOJUMBIX Ha OTUYYXKJIaeMble
HOCHUTEIM UHPOpMaIUn
d) HenpaBwibHBINH OTBET

25. Jlna kakux ycrpoiictB HE ocymectBisiercs teneBoe konupoBanue B C3U ot HCJI Secret Net
Studio?
a)  IlpunaTepn
b)  USB-nOocurenu
c) CeteBble KapThl
d) CD-mpuBoasl

26. Kakoe anmapatHoe cpeactro 3amuTtel HE npumenserca coBmecto ¢ C3U ot HCJ] Secret Net
Studio?
a)  Amnmaparsasie uaeHtTuduratopsl «eTokeny
b)  IIporpammHo-ammapatHbiii KOMIUIEKC «C0O00ITbY»
c) [IporpamMHO-anmapaTHbIi KOMILIEKC «AKKOPI»
d) Ilmara «Secret Net Card»

27. C xakoi 1enplo MOXKeT ucmoiab3oBaThes Safenet Authentication Manager B rocygapCTBEHHBIX
nH(GOPMALMOHHBIX cUcTeMax?
a) [lenTpanu30BaHHOE pellI€eHHE OCHOBHBIX 3aJlay MO YNPaBICHUIO U 00CITYKUBaHUIO
CUCTEMBI 3alIUThl CETH OpraHUu3alun
b)  3ammra KOH(pUIESHIMATBHON HH()OPMAILIUH, B TOM YUCJIE TIEPCOHAIILHBIX IAHHBIX, a TAKKE
CBEJICHUI COCTABIISIIOIINX TOCYJaPCTBEHHYIO U KOMMEPYECKYIO TaliHy
c)  YmpaieHue )XKMU3HEHHBIM IIMKJIOM alNapaTHBIX ayTeHTU(HUKATOPOB

d) C6op, 06paboTka u cucteMaTu3amnus HHGOPMAIIMK O MPOTPAMMHOM M almnapaTHOM
oOecrieyeHNH, YCTAHOBICHHOM Ha KOMITBIOTEPAX M CepBepax B JOKAIBHOW BBIYMUCIUTEIBHON
CeTH

28. C xakoit 1menpio MoxeT ucmoib3oBathes Kaspersky Security Center B rocynapCTBEHHBIX
MH(GOPMaLMOHHBIX cucTeMax?
a)  3amura KOHQUACHIHUAILHOW HH(OPMALIMU, B TOM YHCIIE EPCOHATBHBIX JAHHBIX, a TAKXKe
CBEJICHUI COCTABIISIIOIINX TOCYJaPCTBEHHYIO U KOMMEPYECKYIO TaliHy
b)  VnpapneHue >KxU3HEHHBIM ITUKJIOM anapaTHBIX ayTeHTU(PUKATOPOB

c) Cobop, ob6paboTKa U cucteMaTr3alus HHPOPMAIUK O MPOTPAMMHOM H almapaTHOM
oOecrieyeHNH, YCTAHOBICHHOM Ha KOMITBIOTEPAX M CepBepax B JOKAIBHOW BBIYMCIUTEIBHON
CeTH

d) [lenTpanu3oBaHHOE pEIICHHE OCHOBHBIX 3a/1ay MO YIPaBICHUIO U 00CIYKHMBAHUIO

CUCTEMBI 3alIUThl CETH OpraHu3alun
29. Kakoe W3 mporpaMMHBIX CpPEJICTB IMO3BOJSIET PEAIU30BaATh CIEAYIOIYI0O MEpPY 3alIUThI
WH(pOpPMAIUH B TOCYJIapCTBEHHBIX MH(DOPMAITMOHHBIX CUCTeMaX: « YHUUYTOXKEHUE (CTHpaHUE)
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16.

17.
18.
19.
20.
21.
22.
23.

nHbOpMallMy Ha MAIIMHHBIX HOCHUTENSX MPH UX Mepeaaye MexAYy MOJb30BaTelsIMH, B
CTOPOHHHUE OpraHU3alUM I PEMOHTA WJIM YTUIM3ALUM, a TAKKe KOHTPOJIb YHUUTOXKEHHUS
(ctupanms)»?

a) Kon bezonacnoctu: MHBeHTapu3anus

b)  SafeNet Authentication Manager

c) Secret Net Studio

d) Kaspersky Security Center

9.1.2. IlepeyeHb BONPOCOB ISl 3a4€Ta

s 4yero npenHa3Hau€H MEXAaHU3M KOHTPOJIA NOJKIIOUEHUS U U3MEHEHUS yCTPOUCTB?
Jns KakuX YCTpPOWCTB peajau30BaH MEXaHU3M KOHTPOJSA MOJKIOYEHHS] U U3MEHEHUs?
Jns yero npenHa3zHaueH MeXaHu3M KOHTpoJis ueiaoctHoctu (KI)?

[ yero npegHazHaueH MEXaHU3M 3aMKHYTOW IIPOrpaMMHOM cpeabl?

[lepeuncnure u NOACHUTE METOABI KOHTPOJIS LIETOCTHOCTH.

Kakue ecTb peskuMBbl U151 3aMKHYTON IPOrpaMMHOMN cpenibl? B ueM 3axitouarorcs ux OTJIn4us?
Jlis 4ero Hy»eH KypHail cOObITHIA?

Kakoii popmar nanHbIX Hcnoab3yercs B )KypHane Secret Net?

[TpuBeuTE M MOSICHUTE HECKOJIBKO KaTETOPUIl pETUCTPAIIK COOBITHIA.

Kto moxeT paboTaTh ¢ )KypHaiIoM?

. st uero Hy»KHO TeHEBOE KONUpOBaHUE?
. st Kakux yCTpONCTB MOXKET OCYIIECTBIIATHCS TEHEBOE KOIUPOBaHUE?
. st yero npenHazHadeHa porpaMMa OepaTUBHOrO ypasieHus Secret Net?

Kakue pexumbl paboTsl HIMEET porpaMma OonepaTUBHOTO yrpasieHus Secret Net?

. Hepe‘-II/ICHI/ITC TUIIOBLBIC 3aJa4Yd aAMHUHUCTPATOpPA 6€3OHaCHOCTI/I, JJIA BBIIIOJIHCHUSA KOTOPBIX

UCTIOJIB3YETCsI IPOrpaMMa OTNepaTUBHOTO YIPABJICHUS B peXKUME KOH(PUTYPHUPOBAHUS.
[lepedncnuTe TUNOBBIEC 3a7a4l aAMUHUCTpPATOpa OE30MACHOCTH, JIJISl BBIIIOJHEHUS KOTOPBIX
UCTIOJIb3YETCsl IPorpaMMa OINepaTUBHOTO YIPABJICHHUS B PEXKUME YIIPABICHHS.

B kakoii mocnenoBaTenbHOCTH IPUMEHSIOTCS TapaMeTphbl IPYIIOBBIX MOJIUTUK?

Jis uero HeoO6xouMo kBUTHpOoBaHue coobituit HC/1?

Kakue Buibl 0TUETOB MOYKHO OCTPOUTH C IIOMOIIBIO Tporpammbl OY?

B kakux ciayyasx He0OX0IUMO U3MEHEHHE CETEBbIX HACTPOEK?

[Tepeuncaure ¢pyHkuuu cepBepa anmMmuauctpuponanus Kaspersky Security Center.

Jis uero HeoO6xouM nacnopT komnbioTepa B cucteme Kb: nBenTapuszanms?

HazoBuTe OCHOBHBIE 3a/1a4H, BOSHUKAIOIINE NPH YNPABICHUN KU3HEHHBIM LIUKJIOM YCTPOUCTB
ayTeHTH(UKaLUH.

9.1.3. IlpuMepHBIii IepedeHb BOMPOCOB /JIs1 3alIIUTHI KYPCOBO# padoThl

. Kakas mHpopmamnus oOpabaTsiBaeTCs B aBTOMAaTHU3MPOBAHHBIX CHCTEMax OpraHHU3allNU

COIJIACHO 3aaHuI0?

. Kakue HopmaTuBHBIE JOKYMEHTHI perjiaMeHTUPYIOT obecmedyeHHe HHPOPMAMOHHOMN

0e30macHOCTH /IS 33/IaHHOTO BapuaHTa?
Kakue moacuctemMbl cpeaCcTB 3amluThl MHGOpMAUKA pearn3yloT MEPHI MO0 00ECIEUYCHUIO
nH(}OpMAITMOHHOW 0€30MMaCHOCTH COTIIACHO 33JJaHHOMY BapHUaHTy?

. Kakum o6pa3om peannzoBaHbl HHCTPYMEHTBI 00paOOTKH M XpaHEHUS JaHHBIX HAa BUPTYaJbHBIX

ManmHax?

. Kakwue cpenctsa 3ammutsl TpeOyrores momumo C3U ot HC/] Secret Net Studio?

9.1.4. IlpuMepHBIii NepeYeHb TEMATHK KyPCOBBIX padoT

BrinonHenue KypcoBoit paboTel Ha Temy “AamuHuUcTpupoBaHue u ynpasienue C3U or HC/|
Secret Net”. CoBMECTHO ¢ PyKOBOJIUTEIEM BO3MOXKEH BBIOOP IPYroi TeMbl KypcOBOM pabOThI, OJJHAKO
HEOOXOOUMBIM SIBJISIETCS YCIIOBHE NPHUMEHEHUS B paMKax KypcOBOW pabOTBl CpeacTBa 3allUThI
MH(pOpMAIMU OT HECAaHKIIMOHUPOBAHHOI'O JOCTYIMAa B JIOKAJbHON CETH ¢ MPUMEHEHHEM BBIJIAHHBIX
MIpero1aBaTesIeM BUPTYAIbHBIX MAIIUH U BBINOJIHEHHE TPEOOBAaHU 3a1aHMs 10 BAPHAHTY.

ITpumepHble BapHaHThI 3aJaHUN Ha KYpPCOBYIO paboTy:

1.

Jana uadopmannonHas cucreMa oOpabOTKU MEePCOHATBHBIX TaHHBIX, KaCAIOUINXCsl PaCOBOM U
HAIlMOHAJIBHOW MPHUHAMICKHOCTH TpaxkaaH, B o0beme MeHee 100 Tbic. cyOBeKTOB 6e3 yuera
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COTPYIHUKOB. J[J151 CUCTEMBI aKTyaJbHbI yTPO3bl 3-I0 TUMA.
2. Jlana rocynapcTBeHHasi HH(OPMAIMOHHAsI CHCTEMa PETHOHAIBLHOTO YPOBHS, 00padaThIBatomas
MH(OpMaIMIO, HE COCTABISAIONIYIO TOCYIapCTBEHHYIO TailHy, pa3rialieHue KOTOPOi MOXKET
MPUBECTH K YMEPEHHBIM HETaTUBHBIM MOCJIEJCTBUAM B COLMAIBHOW MM KOHOMHYECKOM
o0J1acTy NEeATENLHOCTH.
VY nocroBepsAronmi HEHTP.
bankoBckas opranu3zanusi.
. Jlana aBTOMaTH3MpoOBaHHAs CUCTEMA YIIpaBIICHHS TexHoyorudeckumu mporeccamu (ACY TII).
B cnayyae HapymieHus 1EJIOCTHOCTH HMHpOpMaluu, o0padbaTeiBaeMO B JaHHOW CUCTEME,
BO3MO>KHO BO3HUKHOBEHHE UPE3BbIUAHON CUTyallMH MEXPETHOHAIBLHOTO XapaKTepa.

oW

9.1.5. Tembl 1a00paTOPHBIX padOT

1. Secret Net Studio. Pazrpannuenue noctyna K JaHHbIM. Pasrpanndenue 1octyna K yCTpoOHCTBaM.
KonTtposs neyatu KoHQUICHINATBHBIX TaHHBIX.

. Secret Net Studio. 3amkHyTast nporpamMmMHas cpeia. KoHTpousb 11e1ocTHOCTH.

Secret Net Studio. Aynut cobsituii nnpopmanronnoit 6ezomnacHoctu B C3U1 ot HCJL Secret

Net. PaGota co cBeieHUsIMH B KypHaJIe perucTpanuu coOsITuii. TeHeBoe KonupoBaHUe

4. OnepaTuBHOE YINpaBlEHUE 3AUIMINAEMBIMA Pa0OYMMH CTAHIUSAMH U MOHHUTOPUHT COOBITUIN
UH(POPMALIMOHHOM 0€301MacHOCTH

5. “Kb MuBenrtapusauus”. IlpoBeqeHne MHCHEKUUNA W y4yeT M3MEHEHUH KOHPUTypaluu

3alMIaeMbIX PA0OYMX CTAHIUH.

VYnpasnenue cepepamu anmuHuctpuposanus "Kaspersky Security Center"

VYrpaBineHue )KM3HEHHBIM LHUKJIOM cpeacTB ayTeHTuukauuu eToken ¢ momomisio Safenet

Authentication Manager.

W

o

9.2. MeTonnueckne peKOMeHIa N

YueOHBI MaTepuan u3iaraercsa B GopMe, MPeroiaraliiei caMoCTOsSTEIbHOE MBIIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosITeNbHas paboTa CTyICHTOB UIPAET PEIIAIOIIYIO POJIb
B XO/JI€ BCETro Y4eOHOro mpoliecca.

Hauatp uzydeHue quCHMIUIMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMMoi, CIUCKOM
y4e0HO-METOUYECKOTO U MporpaMMHOro odecrnedeHusi. CamocrosiTenbHas paboTa CTyJeHTa BKIIOYaeT
paboTy ¢ yueOHBIMH MaTepuajiaMH, BBIIIOJTHEHHE KOHTPOJIbHBIX MEPONPUATHH, MPEeayCMOTPEHHBIX
y4€OHBIM TUTAHOM.

B npouecce uzydeHus: TUCUUILIMHBI ISl Ty4YIIETO OCBOEHHUS MaTepHaia HeoOX0IUMO PEryJIspHO
oOpamaTbCcsi K pEKOMEHAYEMOU JUTEepaType M MCTOYHUKAM, YKa3aHHBIM B y4eOHBIX MaTepuanax;
MOJIb30BaThCsl yepe3 KaOMHET CTyAeHTa Ha cailTe YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
ANEKTPOHHO-OMOIMOTEYHON CUCTEMBI, a TAK)KE 00IIETOCTYTHBIMU UHTEPHET-NIOPTaIaMU, COAECPKAIIUMHU
HAayYHO-TIONYJSIPHbIE U CIEIUaJIU3UPOBAHHBIE MaTepHasbl, MOCBSIICHHbIE PAa3JIUYHBIM acHeKTaM
y4eOHOW AMCUUILIUHBIL.

[Ipu caMoCTOATEIHLHOM U3YYEHHUU TEM CIIEAYHTE pEKOMEHIAIHSIM:

— YTEHHE HWJH MPOCMOTP MaTepHuajia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBHUAYATbHOTO MOHMMAHUS U OCBOEHHS MaTepuaja, BbIJENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITATbCS COOTHECTH TEOPHUIO C MPUMEpPAMHU U3
MIPAKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEYEeT BBISICHUTH UX
3HauYeHHE JIJIsl MIOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATE Ha MPEJI0KEHHbBIE BOIIPOCHI.

CtyaeHThl MOTYT MOJy4aTh HHAWBUIyaIbHbIE KOHCYIbTAIlMH, B T.4. C UCIIOJb30BAaHUEM CPEJICTB
TEJIEeKOMMYHUKAIUH.

[lo nucuuniavHe MOTYT MPOBOJIUTHCA JOMOJHUTEIbHbIE 3aHATUS, B T.4. B opMe BEOMHAPOB.
Pacnimcanue BeOMHApOB M 3anucyu BEOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / SJIEKTPOHHOM
KypHaJIe Mo TUCIUIUINHE.

9.3. TpeGoBaHusi K OLIEHOYHBIM MaTepPHAJIaM JIUIsl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU
310POBbsI H HHBAJINI0B

I[JISI JUI C OrpaHUYCHHBIMU BO3MOXKHOCTIAIMH 3O0pPOBbd W HHBAJIHUAOB HNPCAYCMOTPCHBI
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JOTIOJTHUTEIBHBIE OIEHOYHBIE MaTEPHAJIbI, MEpeUeHb KOTOPHIX yKa3aH B Tabiuie 9.2.
Tabnuna 9.2 — JlomoJHUTENbHBIE MaTEpHaNbl OINCHUBAHUSA IS JIUI C OTPaHUYCHHBIMU
BO3MOJKHOCTSIMH 3JIOPOBBSI M1 MHBAJIHUIOB

Kareropuu o0yvaromuxcs

Buasl 1ooIHUTENEHBIX OLIEHOYHBIX
MaTepHuaioB

q)OpMI)I KOHTPOJIA U OLICHKHU
pe3yIbTaTOB OOyUECHHUS

C HapylIeHHsIMU cllyXa

TecTbl, THCbMEHHBIC
CaMOCTOSITENIbHBIE PAaOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE pabOThI

[IpenmymiecTBEHHO TUCHbMEHHAS
MpoBepKa

C HapyLIeHUSAMU 3pEHUS

CobecenoBanue 1o BOIIPOCaM K
3a4eTy, Onpoc MO TePMUHAM

[Ipeumy1iecTBEHHO yCTHas
poBepKa (MHIUBUYaTBHO)

C HapylLIeHUSIMH OIIOPHO-
JIBUTATEJILHOTO allapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE pa0OThI, TMCbMEHHbBIE
CaMOCTOSITeNIbHBIE PaOOTHI, BOITPOCHI

K 3a4eTy

[IpeumyiecTBEHHO
JUCTAaHIMOHHBIMU METOIaMH

C orpaHu4YeHUSIMHU 110
o01IIeMe IUIINHCKUM
MOKa3aHHUSIM

TecTbl, TUChbMEHHBIC
CaMOCTOSTENIbHBIE PAaOOTHI, BOITPOCHI
K 3a4€Ty, KOHTPOJbHBIE paOOTHI,
YCTHBIE OTBETHI

[Ipenmy1iiiecTBEHHO MPOBEPKa
METOJIaMU, ONPEIEISIOIIMMHUCS
UCXOS U3 COCTOSIHUS
oOyyJaromerocss Ha MOMEHT
MIPOBEPKHU

9.4. MeToauueckue PEKOMEHIAUHA MO OMCHOYHBIM MaTepuajdamM AJdA JUIl ¢ OrpAaHUYCHHBIMHA

BO3MOKHOCTSAAMH 310POBbA U HHBAJIN/I0B

I[J'IH JMg € OTpaHUYCHHBIMU BO3MOKHOCTAMHU 3J0POBbA U MHBAJIUAOB IMPEAYCMATPUBACTCA
AOCTYIIHAsA (bopMa MpeaOoCTaBJIICHUA 3aJaHUM OLIEHOYHBIX CpeacTB, a KUMCHHO!

— B mieyaTHoi (opme;

— B MieyaTHOM (hopme ¢ yBeIMYEHHBIM HIPUPTOM;

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— METOJIOM YTEHHS aCCUCTEHTOM 3aJaHUs BCIIYX;

— IpeoCTaBICHHE 3a/1aHUs C UCTIOIb30BaHUEM CYPIOTIEPEBOA.

Jlutiam ¢ OrpaHMYEHHBIMU BO3MOXKHOCTSMH 3I0POBbSI M1 MHBAIHAAM yBEIUYHUBAETCS BpeMs Ha
MOJTOTOBKY OTBETOB Ha KOHTPOJbHBIE BOMPOCHL. [ Takux oOyyarouiuxcs mpeaycMaTpuBaeTCs
noctynHasi popma npeaocTaBiIeHHsI OTBETOB Ha 3a/IaHUsl, @ UMEHHO:

— INMCBbMCHHO Ha 6yMare;

— Ha0Op OTBETOB Ha KOMIIBIOTEPE;

— Ha0Op OTBETOB C UCHOIB30BAHUEM YCIYT ACCUCTEHTA;

— IPEJCTaBJICHUE OTBETOB YCTHO.

[Ipouenypa oleHMBaHUS PE3YyJIHTATOB OOYYEHHS IHI[ C OFPAHMYEHHBIMH BO3MOYKHOCTSIMH
310POBbS U WHBAIHAOB MO AUCHUILIMHE MPEAycMaTPUBAET MpeaocTaBleHne nHpopmauu B popmax,
aJIaNITUPOBAHHBIX K OTPAHUYEHHUSAM UX 3/I0POBbS U BOCTIPUATHS HHPOPMAIIUU:

Jst M1 ¢ HAPYIIEeHUsIMU 3PeHHUs:

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— B MieyaTHOU popme yBeTrMueHHBIM HIpUdTOM.

Jst M1 ¢ HAPYIIEHUsIMU cJIyXa:

— B hopMe 2NIEKTPOHHOTO TOKYMEHTA;

— B IIeYaTHOM (opme.

I[J'IH JIMI ¢ HAPDYIICHUAMH OMMOPHO-ABUIaTCJIbHOI'0 anmapara:

—B cbopMe OJICKTPOHHOI'O JOKYMCHTA,

— B IIeyaTHOU (opme.

HpI/I H606XOI[I/IMOCTI/I JIA JIUL € OT'PAaHMYCHHBIMHU BO3MOXHOCTAMHU 3O0POBbA U MHBAJIHUIO0B
nponeaypa OuCHUBAHUS PE3YJIbTATOB O6y‘leHI/I${ MOJKCT IIPOBOAUTLCA B HECKOJIBKO 3TAIlOB.

CornacoeaHa Ha noptane N2 57061
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JIMCT COI'JTACOBAHUA

Paccmotpena u onobpena Ha 3acegannu kadenpst KUBOBC
npotokoa Ne 11 or«14 » 12 2020rT.

COI'TACOBAHO:
JIOKHOCTD Nuunmansl, pamunms IMoamuce
3aBenyrommii Beimyckatomiei kad. KUBOBC A.A. lllenynanos  CornacoBaHo,
c53e145e-8b20-45aa-
9347-a5e4dbb90e8d
3aBenytomuii obecrnieunBatoieit kagp. KUB5BC A.A. lllenynanoB  CornacoBaHo,
c53e145e-8b20-45aa-
9347-a5e4dbb90e8d

HavanpHuk y4eOHOTO yripaBiacHUs E.B. CaBpyk CornacoBaHo,
fa63922b-1fce-4ab6a-
845d-9¢ce7670b004c

IKCIIEPTHDI:

Houent, kap. KUBSBC A.A. Kones CormacoBaHno,
81687a04-85ce-4835-
9e1e-9934a6085fdd

Houent, kap. KUBDBC K.C. Capun CormacoBaHo,
68c81ca0-0954-467a-
8d01-193a0d553669

PA3PABOTAHO:

Homent, kap. BUC N.A. Paxmanenko PaspaboTtano,

438e5305-e83a-40ae-
b333-7c8412fc4661
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