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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. ®opMupoBaHUE y CTYAEHTOB MpPEACTABICHUNW O MNPAKTHUYECKOM HCIHOJIb30BAHUU
KpUNTOTPaQUIECKUX METOJ0B 3alUThl HHGOPMALUK JJIsI PEIICHUS OTACNbHBIX 3a/1au 00ecTneYeHus
MH(POPMALIMOHHOM 6€30MacHOCTH.

1.2. 3agauy AUCHUILIUHBI

1. ChopmupoBath mpeacTaBieHUe 00 OCHOBHBIX MpoOJeMax, CBA3aHHBIX C MPAKTHYECCKUM
HCIOJIb30BaHUEM KPUNTOrpaUUECKUX METOI0B 3alUThl HHPOpMAIUH.

2. V3y4uTh OCHOBHBIE KPpUTITOTpAa)UUECKHE TPOTOKOJIHI.

3. Uzyuuts uHGPACTPYKTYPy OTKPHITOTO KITFOYa.

4. V3yunTh MEXaHU3MbI YIIPABICHUS KIIFOYaMU.

2. MecTo aucuunannsl B crpykrype OIIOIT

bnok nucuunnun: b1. ucuumiunast (Moayan).

Yacte Otoka gucrmiing: O0g3aTeIbHas 4acTh.

Monyne quctumius: Moayns cnenansHocta (special hard skills - SHS).

Nunexc qucuumiunsl: 51.0.03.25.

PeanusyeTcs ¢ mpUMEHEHHEM D3JIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX

TEXHOJIOTHUH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHus: TUCHUTUTMHBI HANpaBieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHOI 00pa3oBaTeabHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMneTreHInn 1 HHAUKATOPBI UX JOCTHIKEHUS
WNHauKaTOpsl OCTHKEHUS [Tnanupyemble pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUIMHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN

Oob0menpodeccuoHanbHbIe KOMIIETEHIIUN
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OIIK-9. Cnocoben
UCTIOJIb30BaTh CPEICTBA
KpHunrorpaduyeckon
3aIUThl HHQOPMAIIH
NPY PEUICHUH 331324
pohecCHOHATLHOM
JeSITeITbHOCTH

OIIK-9.1. 3HaeT ocHOBHbIE
MOHATHUS KpUNITOrpaduu 1
KpUITOTrpagpuuecKue METOIbI
3alUThl HHOPMAIIHH,
OCHOBHBIE THITBI CPEJICTB
KpUITOTpapUUECKON 3aIIUTHI
unpopmanuu (CK3N) n
NpEIbIBISIEMbIE K HUIM
TpeOOBaHUs

3HaeT OCHOBHBIE KpUNTOrpaduyecKue
METO/BI, aJITOPUTMBI, IPOTOKOJIBI,
UCTIONIb3yEMBIE JUI 00eCTICUeHHS
MH(POPMALMOHHON O€30MaCHOCTH.

OIIK-9.2. Ymeer
OCYIIECTBIIATH 000CHOBAHHBIN
BBIOOp U ucnosib3oBaTh CK3U1
NIPY PEIICHUH 33124
npodecCuoHaIbHON
JeSITeTTHHOCTH

YMmeet 3¢ (PeKTHBHO HUCITOTH30BATH
KpUNTOTpaguueCKUue METOJIBI U CPEJICTBA
3amuThl THOPMAITUH B
aBTOMATH3HPOBAHHBIX CHCTEMaX.

OIIK-9.3. Bnaneer
MPaKTUYECKUMHU HaBbIKAMU
pa3paboTKu
KpunTorpapuueckux
AJITOPUTMOB MEXAHU3MOB,
ONpeesieMbIX
HallMOHAJIbHBIMU
CTaHJapTamMu U
PEKOMEHIallusIMU
Poccuiickoit denepanuu u
CTaHJapTaMHu
MEKTYHapOAHON
OpraHu3aIuu 1o
CTaHJapTU3aLUU

BnaneeT HaBbIKaMM UCIIOJIb30BAHUS CPEACTB
KpUNTorpadguyeckon 3amuThl HHPOPMALIUU
npu obecrieyeHn HHPOPMALIMOHHOM
0€301acHOCTH Ha aBTOMAaTU3UPOBAHHOM
pabouem mecTe.
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OIIK-13. Criocoben OIIK-13.1. 3naer 3HaeT OCHOBHBIE MEPHI 110
MPOM3BOJIUTH HACTPOUKY |METOM0JIOTHYECKHE OCHOBBI, |KpHNTorpaduyeckoi 3amure nHphopMaIiy B

n O6C.Hy}KI/IBaHI/Ie MCTOJbI U CPCACTBA ABTOMATU3HWPOBAHHBLIX CUCTCMAX.

KOMITIOHCHTOB MMOCTPOCHUA

o0ecrieynBarome 4acTu |MH(POPMAaIHOHHO-

I/IH(bOpMaIII/IOHHO- AHAJIMTUYCCKHUX CUCTEM, 3HACT

AHAJIIUTUYCCKUX CUCTEM HOPMAaTUBHBIC ITPABOBLIC aKThI

Ha BCEX dTamnax B 00J1aCTH 3aITUTHI

’KM3HCHHOTO ITMKJIA, uHpOpMaIUU

BCTPOCHHBIX CPEICTB OIIK-13.2. Ymeer YMeeT BBIOUpATh HEOOXOIUMBIE CPEICTBA

3aLUThl HH(OpMALKH, OCYIIECTBIATh HATAAKY Kpunrorpaguaeckoi 3anuTsl HHGOpMaIuu

BOCCTaHAaBJIMBaTh UX KOMIIOHEHTOB HUCXO/Isl U3 TUIIA 3aIHUIAaeMOM

paboToCIIOCOOHOCTE NPH | oGeceurnBatOIIeii YaCTH ABTOMATU3HPOBAHHON CUCTEMBI; IPUMEHSTH

BHCIITATHBIX CUTYAlUSAX |yH(MOPMALIMOHHO- cpencTBa KpunrtorpadhudecKon 3amuThl
AHAJTUTUYECKUX CUCTEM Ha uHpopmanuu st odecredeHus
BCEX dTanax UX )KU3HEHHOTO |KOH(PUACHITMATHLHOCTH U 1IETOCTHOCTH
IIUKJIa, TPUMEHSTh 00pabaTeIiBaeMOIl Ha ABTOMATHU3UPOBAHHOM
3aIUIIEHHBIE TIPOTOKOJIHI, paboueM MecTe HH(POpPMAIIUH.

MEXKCETEBBIE IKPaHBI U
cpeacTBa OOHAPYKEHUS
BTOPYKCHUH TSI 3aITUTHI
uHpopmaIuu B
KOMITBIOTEPHBIX CETSIX

OIIK-13.3. Bnageer Bitaneer HaBbIKaMU HACTPOMKU CPEICTB
METOJMKOH aHaIn3a KpUnTorpaguueckon 3amuTsl HHPOPMALIUHY,
pe3yabTaToOB pabOThI CPEICTB | TOCTPOCHHSI HHPPACTPYKTYPBI OTKPBITHIX
OoOHapy’KeHUs BTOPKEHUN B |KIIIOUEH, IPUMEHEHUS KPUIITOIIPOBAIEPOB U

KOMIIBIOTEPHBIE CETH, MHBIX IIPOTPaMMHBIX CPEACTB CUCTEMBI
METOAMKOMN aHajHM3a CETeBOro |3alUThl HH(OPMALMK aBTOMATH3UPOBAHHOM
Tpaduka CUCTEMBI.

IMpodeccuonanbHbIe KOMIIETEHIIUH
4. O0beM IMCUMIIMHBI B 324€THBIX eJUHULIAX C YKa3aHHEM KOJIHYeCTBA aKa/leMUYeCKUX YaCcOB,

Bbl/JIeJIEHHBIX HA KOHTAKTHYI0 pa0oTy o0y4aroimuxcsi ¢ npemnojaasarejieM
U HA CAMOCTOSITEJIbHYI0 Pa00oTy 00y4Yaromuxcs

OO61ast TpyA0€MKOCTh AUCHHUIUIMHBI COCTABISAET 3 3a4eTHBIX equHuIl, 108 akageMruuecKux 4acos.

Pacnpenenenue Tpya0eMKOCTH ITUCHUILIMHEI 110 BUAAM Y4EOHOU JesATEIbHOCTH MPEICTABICHO B
Tabnune 4.1.

Ta6smmna 4.1 — Tpy10eMKOCTh AUCITUIUIMHBI 110 BUJAM YU4SOHOM eI TeIbHOCTH

Becero |Cemectpsl

Bunpl yueOHoM aesTenbHOCTH
4acoB |7 cemecTp

KonrakTHas ayguropHasi pa6oTa o0y4alomuxcs ¢ npenojaaBarejeM, BCero 64 64
JIeKIIMOHHEBIE 3aHATUS 22 22
IIpaxkTHueckue 3aHATUS 10 10
JlaGopaTopHbie 3aHITHS 32 32
CamocTosiTesibHAsi padoTa 00y4alOIIMXCS, B T.4. KOHTAKTHAsl 44 44
BHeayIMTOpHAasi padoTa 00y4aIMXcs ¢ npenoaaBaresieM, BCero

Iloaroroska K 3a4eTy 11 11
[ToaroroBka k mabopaTopHOi paboTe, HAMMCAHUE OTYETA 20 20
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[ToaroroBka Kk TECTHPOBAHUIO 8 8

Harmncanne oT4yeTa mo mpakTHYECKOMY 3aHATHIO (CEMUHAPY) 5 5
O0mas Tpya0eMKoCTh (B 4acax) 108 108

Oo6mas TpyaoeMKocTh (B 3.€.) 3 3

5. CTpykTypa u cojep:kaHue TUCHHUIIMHBI
5.1. Pa3znennl (TeMbl) JUCHUNJIMHBI U BUAbI Y4eOHOI 1eITeJIbHOCTH

CTpyKTypa IHCIUILUTMHBI TIO pa3jaeiaM (TeMaMm) ¥ BHjaM y4eOHOW NesTeIbHOCTH NMPUBEACHA B
tabimue 5.1.
Ta6mmma 5.1 — Paznens! (TeMbl) TUCIUILIMHBI M BUABI YI€OHON ACATEIHHOCTH

HasBanus paznenos (Tem) faeHK' [Tpak. | JIa6. | Cam. Bcer(%:;COB dopmupyembie
MUCHUILINHEI ” | 3aH., 9 | pab. |pab., u KOMIIETEHIINH
q 9K3aMEHA)
7 cemecTp
1 BBenenue B npukiiaHble aCeKkTsl |4 4 12 10 30 OIIK-9, OIIK-13
KPUITOTpapUUeCKON 3aIIUThI
uHpOpMaUn
2 UndpacTpyKTypa OTKPBITHIX 6 4 16 21 47 OIIK-9, OIIK-13
KIIFO4EH
3 MexaHu3Mbl ynpaBIeHUS 8 - - 6 14 OIIK-13, OIIK-9
KITF0OYaMu
4 IlpakTHueCcKre aCIeKThI 4 2 4 7 17 OIIK-9, OIIK-13
KPUITOTpapUUECKON 3aIIUTHI
uHpOpMan
Hroro 3a cemectp (22 10 32 44 108
Utoro |22 10 32 44 108

5.2. Conep:xanue pa3aesioB (TeM) IMCHUANINHbBI

Copepxanre pa3aenoB (TeM) TUCUUTUINHGI (B T.Y. M0 JIEKIHUSIM) IPUBEICHO B Tabmuiie 5.2.
Tabmuma 5.2 — Conepskanue pa3ienoB (TeM) TUCIUILIMHEI (B T.4. IO JEKIUSIM)
TpynoemMKocTb
(JIEKITMOHHBIC
3aHATHSA), 4

dopmupyemble
KOMIIETEHIINH

Haspanwus pasnenos ConepxaHue pa3zeiioB (TeM)
(TeM) TUCIIUTIITUHBI JUCITUTIIUHBI (B T.Y. 11O JICKITHSIM)

7 cemecTp

1 Beenenue B [Nonsarue xpuntorpadhuaeckoro 4 OIIK-13,
MPUKIIAHBIE ACTIEKTBI npotokoina. Ponb kpunrorpaduyeckux OIIK-9
Kpunrorpaduyeckon IIPOTOKOJIOB B CUCTEMAX 3aLUThI
3alIATHl HHPOPMAIIUN uHpopmanuu. OCHOBHBIE aTaK! Ha
KpUNTorpadguyecKre mpoTOKOIIBI.
[IpoTokosibl uIeHTU(UKALIUY HA OCHOBE
apoJied, IPOTOKOJIBI «PYKOIOXKATUSI) U
THIIA «3arpoc-oTeeT. llonsaTue
IIPOTOKOJIOB UHTEPAKTUBHOIO
JI0Ka3aTeNbCTBA U JOKA3aTEIIbCTBA
3HaHuA. [IpoTOKOIIBI HAECHTHU(PUKALIUY HA
OCHOBE IIPOTOKOJIOB JIOKa3aTENbCTBA
3HaHUSA C HYJIEBBIM pa3IiIalllecHUEM.

Htoro 4
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2 Undpactpykrypa OCHOBHbBIE KOMIIOHEHTBI 6 OIIK-9
OTKPBITBIX KJIIOUEH UHPPACTPYKTYPHI OTKPBITHIX KITFOYEH.
[TonsTHe cepTrduKaTa OTKPHITOrO KIto4a.
Y nocroBepsromuii HEHTP. ApXUTEKTYypa
UHPPACTPYKTYPHI OTKPHITOTO KITF0UYa
Hroro 6
3 MexaHu3msl Wzyuenue cranpapra ISO/IEC 11770. 8 OIIK-13,
yIopaBieHus Kiro4aMu | MexaHu3MBl, HCIIOIB3YIOLINE OIIK-9
CUMMETPUYHBIE METObl. MeXaHU3MBI,
MCIIOJIB3YIOLINE ACUMMETPUYHBIE METO/BI.
MexaHu3Mbl, OCHOBaHHbBIE Ha CI1a0BIX
ceKpeTax. YNpaBiIeHUe IPyNIOBbIMU
KiroyaMu. PopMHUPOBAHUE KIIFOUEH.
Hroro 8
4 IIpakTyeckue [TpoGnembl peanuzanuu 4 OIIK-13
aCTIEKThI KPUNTOrpapUUeCKUX alrOpUTMOB.
Kpunrorpaguaeckoi 3ammura OT yTeukr HHPOpPMaIIUH.
3aImuThl THGOPMAITIHI [TocTpoenue 6Ge30macHOTrO
KOMMYHHUKAI[MOHHOTO KaHaJjla Ha OCHOBE
KpUNTOrpapUUeCKUX alrOpUTMOB.
Hroro 4
Hroro 3a cemectp 22
Hroro 22
5.3. [IpakTuyeckue 3aHATHS (CEMUHAPbI)
HanmeHoBaHMe NpaKTHYECKUX 3aHATUH (CEMUHAPOB) MPUBEAEHO B Tabmuue 5.3.
Ta6ymma 5.3 — HauMeHoBaHME MPAKTHYECKUX 3aHATHH (CEMHUHAPOB)
HazBanus paznenos (tem) HaumenoBanue npaktuyeckux | Tpymoemkocts, | Dopmupyemblie
JUCLUIUIMHBI 3aHATUH (CEMHHApOB) q KOMIIETEHIIUH
7 cemecTp
1 BBenenue B mpuKiIaHbIe Kpunrorpaduueckue aitnossie 4 OIIK-9
acmeKThl kpunrtorpapudeckoil |cucremsl. Llngpposanue
3amuThl HHGOPMALIUN daitnoBoii cucremsr Linux
Htoro 4
2 Undpactpykrypa oTkpbIThIX | [Ipumenenne MOK B knuenTax 2 OIIK-9
KIIIOUEH AIIEKTPOHHOU IOYTHI
ITpumenenne MOK Ha 2 OIIK-9
AaBTOMATH3UPOBAHHOM pabouem
MecTe
Htoro 4
4 IIpakTHuecKne aCIeKThI IIpuMeHeHre KpUNITOIIPOBaIepOB 2 OIIK-9, OIIK-13
KpUNTOrpauuecKoi 3aImThl
Hg(popMapul(/ll)H Hroro 2
Uroro 3a cemectp 10
Hroro 10

5.4. J1aGopaTopHbIe 3aHATHS

HammeHoBaHMe 1a00paTOpHBIX pabOT MpHUBEIECHO B Ta0mIE 5.4.
Tab6muma 5.4 — HaumeHnoBaHue 1a00paTOPHBIX padoT
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Hazpanust pa3nenos (tem) HaumenoBanue 1ab0paTopHbIX Tpynoemkocts, | Popmupyemble
JUCLUIUIAHBI pabor q KOMIIETEHIIUH
7 cemecTp
1 Beenenue B npukiannslie |Kpunrorpaduueckue aitnossie 4 OIIK-9
ACIIEKTBI cucremsl. llludpposannas ¢aitioas
KpHunrorpaduyeckon cucrema Windows
3alllUThI HH(OpMALUH Kpunrorpaduueckue daiinoBbie 4 OIIK-9
cucremsl. [Indpoanne aucka
BitLocker
[udposanue nuckor VeraCrypt 4 OIIK-9
Hroro 12
2 Undpactpykrypa YcTaHOBKa M HaCTpOHKa CIykO 4 OIIK-9, OIIK-13
OTKPBITBIX KJIIOUEH YA0CTOBEPSIOLIEr0 HEHTPa
N3yuenne pyHKmit 4 OIIK-9, OIIK-13
yZIOCTOBEPSIOLIETO LIEHTpa
Kpocc-ceptuduxanus 4 OIIK-9, OIIK-13
YAOCTOBEPSIOLIMX LIEHTPOB
[TocTpoenue nepapxudeckou 4 OIIK-9, OIIK-13
APXUTEKTYpPbl HHPPACTPYKTYPHI
OTKPBITBIX KJIIOUEH
Hroro 16
4 TIpaktnueckue acnekTsl |CpeacTBa Kpunrorpadhuyeckoi 4 OIIK-13
Kpunrorpaduyeckon 3alUThl UH(OPMALH
3alMThl HHpOpMALUU Utoro 4
Hroro 3a cemectp 32
Hroro 32

5.5. KypcoBoii npoekT / kypcoBasi padora

He npenycMOoTpeHo y4eOHBIM IIaHOM

5.6. CamocTosTesqIbHaAs1 paboTa

Bunbr camoctosaTenbHOM paboThl, TPYJOEMKOCTh U (hOpMHUpPyEMble KOMIIETCHIIMH MPECTaBICHbBI B

Tadymue 5.6.
Tabmumia 5.6 — Busbl caMocTosATeIbHON pabOThl, TPYJ0EMKOCTh U (hOPMHUPYEMbIE KOMIIETEHIIUN
Bunaer
HaszBanus pasznenos . Tpynoemkocts, | opmMupyembie
CaMOCTOSITENLHOMN DopMBI KOHTPOJIS
(TemM) MUCHIMIUIUHBI q KOMIIETEHIINU
paboThl
7 cemecTp
1 BBenenue B [ToaroroBka K 3auery 2 OIIK-9 3auér
IIPUKJIAHBIC aCIIEKThl | [ToaroToBKa K 4 OIIK-9 JlaGoparoprast
Kpunrorpapuyeckoil | maGoparopHoii pabote, pabora
3aIUThl KHQOPMALUK | gamnucanue oT4eTa
IToaroroBka x 2 OIIK-9 TectupoBanue
TECTUPOBAHUIO
Hamucanue otuera no 2 OIIK-9 OtueT o
MIPAKTUIECKOMY MPaKTUYECKOMY
3aHATHIO (CEMHUHAPY) 3aHATHIO
(cemuHapy)
Hroro 10
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2 Undpactpykrypa [loaroroBka k 3auery 3 OIIK-9 3auér
OTKPBITBIX KIIIOUCH [ToaroroBka k 14 OIIK-9, OIIK-13| JlaGopatopHas
nabopaTopHO paboTe, pabora
HamucaHue oT4era
[Togroroska k 2 OIIK-9 TectupoBanue
TECTUPOBAHUIO
Hanmcanue oryera no 2 OIIK-9 Otuer no
MIPaKTUYECKOMY IPAKTUYECKOMY
3aHATHUIO (CEMUHAPY) 3aHATHIO
(cemuHapy)
Hroro 21
3 MexaHu3msl ITogroroska k 3auery 4 OIIK-13, OIIK-9 3auér
YIIpaBJICHUA KIII0OYaMH |[JoaroTroBka K 2 OIIK-13, OIIK-9| TectupoBanue
TECTUPOBAHUIO
Hroro 6
4 IlpakTuueckue ITogroroska k 3auery 2 OIIK-9, OIIK-13 3auér
ACIICKTBHI IToaroroBka x 2 OIIK-9, OIIK-13| TectupoBanue
KpUNTOrpapuyeckon TECTUPOBAHUIO
3aMUThl HHPOPMAIUH | [T nroToRKa K 2 OIlK-13 JlaGopaTtopHas
nabopaTopHO padoTe, pabora
HamucaHue oT4era
Hanucanue oryera 1o 1 OIIK-9, OIIK-13 OTuer no
MIPAKTUYECKOMY IIPAKTUYECKOMY
3aHATHUIO (CEMHUHAPY) 3aHATHIO
(cemunapy)
Hroro 7
Hroro 3a cemectp 44
Hroro 44

5.7. CoorBercTBHE KOMIIETEHINH, GOpPMHPYEMBIX IPH H3YYCHHH AUCHHUILINHBI,
1 BHJIOB Y4eOHOM 1esiTe IbHOCTH

CooTBeTcTBUE KOMIETEHIUMH, (GOPMUPYEMBIX NMPU U3YyUYECHHH AUCIUILINHBI, U BUJIOB Y4eOHOM
JeSATEeIbHOCTH MPEICTABIICHO B Tabuiie S.7.
Tabnuua 5.7 — CooTBeTCTBHE KOMIETEHIUH, (OPMUPYEMBIX MPU U3yUYECHUH TUCIMILINHbI, U BUIOB

3aHATHI
Bunel yueOHO nesTeNbHOCTH
dopmMupyembie
Jlex. | IIpak. | JIa6. | Cawm. DopMbI KOHTPOJIA
KOMIIETECHIINU
3aH. 3aH. paod. pao.

OIIK-9 + + + + 3auér, JlabopaTopHas pabora,
TectupoBanue, OT4YET 110 MPAKTUIECKOMY
3aHATHUIO (CEMUHAPY)

OIIK-13 + + + +  |3auér, JIaboparopHas padora,
TectupoBanue, OTUET 1O MPAKTUYECKOMY
3aHATHUIO (CEMUHAPY)

6. PeifTuHroBasi cucreMa JJisi OleHKH yCIIeBAEMOCTH 00y4aronXCs

6.1. basuibHbIe OneHKH 1J1s1 POpM KOHTPOJIA

BambHbie oneHKH 17151 POpPM KOHTPOJIS MpeIcTaBIeHbI B Tabmuie 6.1.
Tabmuua 6.1 — bayibHbIe OLIEHKH
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MaxkcumanbHbII MaxkcumanbHbIA MaxcHmaibHE(f
DopMBI KOHTPOJIS O6amt Ha 1-yto KT ¢ | Gayn 3a mepuon Oau 32 nepuon Beero 3a
Hayana cemectpa | mexnay KT u 2KT mexcy 2KT u na cemectp
KOHEI| cemecTpa
7 cemecTp
3auér 0 0 30 30
Jlaboparopnas padoTa 15 15 10 40
TectupoBanue 0 0 10 10
Ortuer no 5 10 5 20
MPaKTUYECKOMY 3aHSITHIO
(cemunapy)
Htoro makcumyM 3a 20 25 55 100
epUOL
Hapacraromnm nrorom 20 45 100 100
6.2. [lepecuer 0a/1J1I0B B OILIEHKH 32 TeKYIIMA KOHTPOJIb
[Tepecuet 6amIoB B OLIEHKH 32 TEKYILIUI KOHTPOJb MPECTaBICH B Tabnuie 6.2.
Tabauia 6.2 — Ilepecuer 6aI0B B OIICHKH 32 TEKYIIUH KOHTPOIIb

bamibl Ha faTy TEKyIero KOHTpoIs OneHka
> 90% ot MakcuMaibHOI cymMMbl OamoB Ha faty TK 5
Ot 70% 1o 89% ot MakcuManbHOI cymMbl OamioB Ha naty TK 4
Ot 60% 110 69% oT MmakcuMabHOU cyMMBbI 6aiioB Ha naty TK 3
< 60% ot MakcuMaibHOI cymMbl OamioB Ha naty TK 2

6.3. Ilepecuer cymMMblI 02/1JIOB B TPAAMUIMOHHYIO U MEXKIYHAPOIHYI0 OLEHKY

[lepecuer cymmBbl 0aIOB B TPAJIULMOHHYIO M MEXIYHApOAHYIO OLEHKY MPEACTaBIICH B TaOIuUIE
6.3.
Tabnuua 6.3 — [lepecyeT cyMMBI 6aJJIOB B TPAJAUIIMOHHYIO U MEKIYHAPOIHYIO OIICHKY

Hrorosas cymma 6aiios,
OneHka YUHUTBIBAET YCHEUTHO CIAHHBIN Onenka (ECTS)

HK3aMEeH

5 (0TaMYHO) (3a4TEHO) 90 — 100 A (oTaM4HO)

4 (xopor110) (3a4TEHO) 85 -89 B (ouens xopormio)
75— 84 C (xoporo)
70 - 74 D (ynoBieTrBopUTENBHO)

3 (yAOBIETBOPUTENHHO) (3aYTEHO) 65— 69
60 — 64 E (mocpencTBeHHo)
2 (HeyOBJIIETBOPUTENHHO) (HE 3aYTEHO) Hwuxe 60 6ammoB F (HeynoBieTBOpUTENBHHO)

7. Y4eOHO-MeTOAMYECKOEe U NH(POPMALMOHHOE 0O0ecnevyeHHue TUCIUILINHBI
7.1. OcHoBHAasi IUTEpaTypa

1. Ocwunsn B. O. Kpunrorpadus B 3anavyax u ynpaxkaerusx. - M. : I'enmuoc APB , 2004. - 143[1] c.
(manmmuune B 6ubnmoreke TYCVYP - 50 ak3.).

2. Psabxko, b. f. Kpuntorpaduueckue Metonpl 3amuThl nHPopmaluu : yaebHoe mocodue / b. 5.
Ps6ko, A. H. ®uonos. — 2-e u3a., crep. — Mocksa : ['opsiuas nuausg-Tenexom, 2017. — 230 ¢. —
ISBN 978-5-9912-0286-2. [DnekTpoHHBIH pecypc]: — PexuMm pocrtymna:
https://e.lanbook.com/book/111097.

3. OcHoBbl HH(GOPMALIMOHHOW Oe30macHOCTH : YueOHoe mocoOue s By30B. - M. : ['opsuas
nunus-Tenexkom , 2006. - 544 ¢. (manuuue B Oubnumoreke TYCVYP - 81 3k3.).
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7.2. lonoJTHUTEIbHAS JIUTEPaTypa

1. ®omuués, B. M. Kpunrorpadpuueckue metonpl 3amuthl HuHGopManuu B 2 4. Yactp 1.
MareMaTuueckue acieKThl : ydeOHHK it By30B / B. M. ®omuués, . A. MenbHUKOB ; O peAakiuei
B. M. ®omuuéBa. — Mocksa : M3narensctBo FOpaiit, 2020. — 209 c¢. — (Briciee o6pa3oBanue). —
ISBN 978-5-9916-7088-3. — TekcT : 3JIeKTpOHHBIN [DIEKTPOHHBIN pecypc]: — Pexum pocrtyna:
https://urait.ru/bcode/450820.

2. ®omuués, B. M. Kpunrorpaduueckue MeToasl 3amuTel nHGopmanuu B 2 4. Yacts 2.
CucTtemMHbIE U IPUKIATHBIE aCTIEKTHI : yueOHUK 175 By30B / B. M. ®omuués, [I. A. MenbHUKOB ; O]
penaknueir B. M. ®omuuéBa. — Mocksa : MUzgarensctBo HOpaiit, 2020. — 245 ¢. — (Bricmiee
obpazoBanue). — ISBN 978-5-9916-7090-6. — TekcT : sMeKTpOHHBIN [DIEKTPOHHBIH pecypc]: —
Pexxum moctyna: https://urait.ru/bcode/451486.

7.3. YueOHO-MeTOAMYEeCKHE MOCOOUs
7.3.1. O6s3aTesIbHbIE YUeOHO-METOAMYECKUE MOCOOUSI

1. EBctotun O.0. Kpunrtorpadguueckue MeToabl 3alUThl HHOOpMAIUU [ DIEKTPOHHBIN pecypc]:
METOJUYECKHE YKa3aHUs AJIS BBIMOJHEHUS NMPAKTUYECKUX U CAMOCTOSITEIbHBIX paboT [DIeKTPOHHBIH
pecypc]. — 2014. — Pexum noctymna: [DIeKTpOoHHBIM pecypc]: — Pexum pgoctyna:
https://disk.fb.tusur.ru/kmzi/practice.pdf.

2. TlpuknagHas Kpuntorpadus: METOIUYECKUE YKa3aHUs JJI BBIMOTHEHUS J1a00paTOPHBIX padoT /
Sxumyk A.FO. — 195 c. [DnexTpoHHbIil pecypc]| - Pexxum nocrymna: [DnekTpoHHBIN pecypc]: — Pexum
nocrtyma: https://disk.fb.tusur.ru/crypto/laboratory work.pdf.

7.3.2. YueOHO-MeTOANYECKHE MTOCOONS IJIS JIUIT
C OrPaHUYEeHHBIMH BO3MOKHOCTSIMH 310POBbsI 1 HHBAJIU/I0B

Y4eOHO-MeTOINYEeCKUE MAaTEPHUaJIbl ISl CAMOCTOSTEILHON U ayAUTOPHOI pabOTHl 00yJaromuxcs
U3 YUCJIA JIUI] C OFPAaHUYEHHBIMH BO3MOXHOCTSIMH 3/]0POBbsI M HHBAJIUIOB MPEIOCTABIAIOTCA B opMaXx,
aIaNITUPOBAHHBIX K OTPAaHMYCHUSAM X 3[0POBBS U BOCHPUATHS HHOOPMALIUY.

Jl1s1i M1 ¢ HAPYIIeHUSIMH 3PeHus:

— B (popMe 31IEKTPOHHOTO TIOKYMEHTA;

— B I1€4aTHOW (hopMe YBEIUYECHHBIM HIPUPTOM.

JI1s1 i1 ¢ HAPYHIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— B miedatHoi popme.

JI1s1 JIMIL ¢ HAPYIIEHUSIMHU ONOPHO-IBUTaTEIbHOT0 anmnapara:

— B (popMe 3IIEKTPOHHOTO TOKYMEHTA;

— B miedatHoi popme.

7.4. CoBpeMeHHbIe TPo(deccuoHATIbHBbIE 0a3bl JAHHBIX
1 HH()OPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. [Ipu u3ydeHUU NUCHUIIMHBI PEKOMEHAYETCS 00pallaThCsa K COBPEMEHHBIM 0a3aM JaHHBIX,
WHGOPMAIIMOHHO-CIIPABOYHBIM M TOUCKOBBIM cucTeMaM, K KoTopeiM y TYCYPa oTKpHIT gocTym:
https:/lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MatepunajbHO-TeXHHYeCKOe H POrpaMMHOe ofecrieyeHne JUCHUIIHHBI
8.1. MaTepuaibHO-TeXHHYECKOe H IPOrpaMMHoe o0ecriedeHue sl JTeKINOHHBIX 3aHATHI

Jlnst mpoBeeHus 3aHATUN JEKIIMOHHOTO TUIA, TPYIIOBBIX U MHAUBUIYaIbHBIX KOHCYJbTAILU,
TEKYLIEro KOHTPOJIS U MPOMEXYTOUHON aTTECTAllMU UCIIONb3YeTCsl yueOHask ayAUTOPHUS € TOCTaTOYHBIM
KOJIMYECTBOM TTOCAI0YHBIX MECT I Y9eOHOH TPYIBI, 000pYyI0BaHHAS JOCKOHM M CTAaHIAPTHOW y4eOHOMI
MeOenbto. imeroTest MynbTUMeInitHOe 000pyI0BaHKE U YUEeOHO-HATJISAHBIE TTOCOOUS, 00eCTICUHBAIOIIINE
TEMaTUYECKHE WIUTIOCTPALMH 110 JIEKIIMOHHBIM pa3ziesiaM AUCLUILINHBL.

8.2. MaTepuaibHO-TeXHHYECKOE M MPOrPaMMHOe o0ecreuyeHue 1Jisl NPAKTHYECKUX 3aHATHI

Ay,Z[I/ITOpI/ISI I/IHTepHeT—TeXHOHOFHﬁ u I/IH(bOpMaI_II/IOHHO-aHaHHTquCKOﬁ ACATCIBHOCTU: yqe6Ha;1
AyJqUTOpHU JId IPOBEACHU A 3aHITUN JEKIIMOHHOTO THIIA, yqe6Haﬂ AyquTOpua JId IPOBECACHUA 3aHITHH
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MPAaKTHYECKOTO THUIA, ydeOHass ayauTOpHUs IJIs MPOBEACHUS 3aHATUN abopaTopHoro tuma; 634045,
Tomckas o6macts, T. ToMck, yi. KpacHoapmetickas, a. 146, 402 ayn.

Onucanue uMeroerocss 000pya0BaHus:

- UnTepaktuBnas nocka [QBoard DVT TN100;

- [Tpoextop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Axyctudeckas cuctema Yamaha;

- Kommext 6ecipoBoabix Mukpodonos Clevermic;

- MaruuTHoO-MapKepHas J0CKa;

- KommiekT cnienuann3upoBaHHON yueOHOM Mebenu;

- PaGouee mecTo mpenogaBaTes.

[IporpamMmmHoe obecrieueHue:

- Microsoft Windows 10;

- VirtualBox;

8.3. MaTepuaibHO-TeXHNYECKOE U POrpaMMHoOe o0ecrieueHue Jisl JJa0opaToOpPHBIX padoT

JIaGopaTopusi mporpaMMHO-aNnapaTHBIX CPEACTB o0ecrieueHus] NH(POPMAIIMOHHOM 0€30MacHOCTH:
yueOHass ayauTOpHUs JJIS NMPOBEICHUSA 3aHATUN NMPAKTUUECKOTO THUIA, ydueOHas ayIuTOpHUs I
MpOBeIeHuUs 3aHsITHiI TabopaTopHoro tumna; 634045, Tomckas obmacts, r. ToMck, yi. KpacHoapmeiickas,
a. 146, 405 ayn.

Omnwucanue UMeEroNIerocss 000py0BaHUS:

- UnTepaktusHas nocka [QBoard DVT TN100;

- IIpoexTop Optoma EH400;

- Be6-kamepa Logitech C920s;

- Yeunmurens Roxton AA-60M;

- [ToTonounslit rpomkorosopurensb Roxton PA-20T;

- AnmmapaTHble cpecTBa ayTeHTuuKanuu noias3zonarens "eToken Pro";

- Ilporpammuo-annapaTHbiii koMiuieke 3auuTsl nHpopmarun: [TAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW1000 4 .x;

- YerpoiicTBa UT€HUS CMapT-KapT U PaJMOMETOK: aJjanTep KOMIBIOTEPHBIN AJI CYUTHIBAHUS U
nepenauu B [IK cepuiiHpIx HOMEpOB OECKOHTAKTHBIX uAeHTUUKaTOpoB IronLogic Z-2 USB;

- MarauTHO-MapKepHas J10CKa;

- Kommuiekt ciennanu3upoBanHoi yueOHoM Meben;

- PaGouee mecTo mpemnogaBaTels.

[Iporpammuoe obecnieueHue:

- Microsoft Windows 10;

- VirtualBox;

- AnmapaTHO-IpOoTrpaMMHBIE CpEJCTBAa YNpPAaBJIEHUS JOCTYNOM K JaHHBIM, MH(POBAHUS:
Kpunrollpo CSP;

- Kpunrorpaduueckoe cpencrso 3amutsl uHGopmauuu Kpunrollpo CSP;

8.4. MaTepI/laJ'II)HO-TeXHI/I'-IeCKOC H MporpammHoe odecneyeHue IJ151 CAMOCTOATEILHOM paﬁoTI)I

Jnst camocToATENbHONU paboOThl UCTIOIB3YIOTCS yUeOHbIE ayIUTOpUH (KOMIBIOTEPHBIC KJIACCHI),
PacCIIOJIOKEHHBIE TIO apecam:

- 634050, Tomckast o6macts, r. Tomck, Jlennna npocnexr, 1. 40, 233 ayn.;

- 634045, Tomckas obmacts, . ToMck, yi. KpacHoapmeiickas, 1. 146, 201 ayn.;

- 634034, Tomckast o6macts, r. Tomck, Bepmuauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas o6nacts, r. Tomck, Bepmuauna ynuna, a. 74, 207 aya.

Ornrcanne UMEIOIIETOCs 000PYT0BaAHMS:

- yueOHast MeOeb;

- KOMIIBIOTEPHI;

- KOMIBIOTEPHI MOAKIIOUYEHBI K ceTH «VHTepHET» M 00ecneunBaIOT JOCTYI B AJICKTPOHHYIO
nH(popmanmoHHo-00pazoBaTenbHy0 cpeny TYCYPa.

[Tepeyens mporpaMMHOTO 00ECIICUEHUS:

- Microsoft Windows;
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- OpenOffice;

- Kaspersky Endpoint Security 10 mgns Windows;
- 7-Zip;

- Google Chrome.

8.5. MaTepuajJibHO-TeXHHYECKO€e o0ecrevyeHne TUCIMTLTAHBI IS JTUI] C OTPAaHUYEeHHBIMH
BO3MOKHOCTSIMH 3710POBbsI 1 HHBAJIN/IOB

OcBoeHue AMCHUIUIMHBI JIMIIAMH ¢ OTPAHUYCHHBIMH BO3MOKHOCTSIMHU 3/10POBbSI M MHBAIHIAMHU
OCYILIECTBIISICTCS C UCTIOJIb30BAaHUEM CPEJICTB 00YUEHUS OOILEro U CHeHUaIbHOI0 Ha3HAYCHHUS.

[Ipu 3aHATHSAX ¢ 00YYAIOIIMMUCS C HAPYWIEHUSAMH CJYyXa MPEeIyCMOTPEHO HCIIOJIb30BAHUE
3BYKOYCHUJIMBAIOIIEH ammaparypbl, MyJIbTUMEIUUHBIX CPEACTB M JPYTUX TEXHUUYECKHX CPEICTB
npuema/nepenaun yueoHoi HH(pOpMaluu B TOCTYIHBIX (opMax, MOOUIBHOM CUCTEMBI IPETOoAaBaHus
U1 00y4aloUUXCcs C HHBAJIUAHOCTHIO, MOPTAaTUBHON MHAYKIIMOHHOW CHCTEMbI. YueOHast ayauTopHs, B
KOTOPO# 3aHUMAIOTCA 00ydJaromuecs ¢ HapylUIeHHEeM cllyXa, 000pyJA0BaHa KOMIIBIOTEPHON TEXHUKOMH,
ayIMOTEXHUKOHU, BUJCOTEXHUKOU, dJICKTPOHHOU TOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHAX ¢ O0YYAIOMIMMHUCS C HAPYIIEHUSIMH 3PeHHs MPETyCMOTPEHO HCIOJIb30BaHHE B
JEKIMOHHBIX U YYEOHBIX ayJUTOPUSIX BO3MOXKHOCTH MPOCMOTPA YJaJEHHBIX 00OBEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM cllaiij]a Ha KpaHe) MPH MOMOIIM BUACOYBEIUUYUTEIEH 111 KOM(POPTHOTO
IPOCMOTpA.

[Ipu 3aHATHAX C OOy4YarOUIMMHUCS C HAPYUWIEHHUSIMH ONOPHO-IBUIaTeJbHOr0 ammaparta
UCIIOJIB3YIOTCS aJbTEPHATUBHBIEC YCTPOMCTBA BBOAA MH(MOPMALUU U APYrHe TEXHUYECKHE CPEICTBa
npuema/nepenayn yueOHoil nHGopmaIuu B JOCTYIHBIX opMax, MOOMIBHON CHCTEMbI 00y4YeHUS IS
JIIOJeY ¢ MHBAJIUIHOCTBIO.

9. OneHovnblie MaTepHuaJbl U METOAUIECCKUE PEKOMCHAALIMMA 110 OPraHU3aAllMU U3YICHUSA
JAUCHHUILIIMHBI

9.1. Conep:xanue OLEHOYHBIX MATEPHUAJIOB 1JI TEKYLIEr0 KOHTPOJISI
U MPOMEKYTOYHOI aTTecTaluu

Jlnst oueHKu cTeneHu chOPMUPOBAHHOCTH M YPOBHSI OCBOCHHS 3aKPETUICHHBIX 32 AUCIUIIIUHOMN
KOMITETEHITNH UCIIONB3YIOTCS OIICHOYHBIE MaTepualbl, MpeCcTaBlIeHHbIe B Taduure 9.1.
Tabmuia 9.1 — ®opMbI KOHTPOJISL U OLIEHOYHBIE MaTEPHAIIBI

Hassammi paspeinos (tem) PopwmHpyemie ®opmbl koHTpOJst | OnieHounbie MaTepuansl (OM)
JUCLUTIIINHBI KOMIIETEHIINH
1 BBenenue B npukIiagHbIe OIIK-9, OIIK-13 |3auér [Iepeuens BOIIPOCOB 1Ist
ACMEKTHI KpUNITOrpaduiecKon 3a4era
3aLUUTH HHOPMALMH JlabGopaTopHas Tewmbl 1abopaTopHBIX PabOT
pabota
TectupoBanue [IpumMepHbIi TEpedeHb
TECTOBBIX 3aJaHUN
Ortuer no TeMbl NpaKTUYECKUX 3aHATUN
MPaKTUYECKOMY
3aHATHUIO
(cemunapy)
2 Undpacrpykrypa otkpbiteix | OIIK-9, OIIK-13 |3auér [Iepeuens BonpocoB i
KIIIO4EH 3a4era
JlaGopaTopHas Tembl 1abopaTopHBIX paboT
pabora
TectupoBanue [IpuMepHBIil IepeyeHb
TECTOBBIX 3aJaHUN
Oruer o TeMbl NpakKTUYECKUX 3aHATHN
MIPAKTUYECKOMY
3aHSTHUIO
(cemuHapy)
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3 MexaHu3Mbl ynpaBiIeHUs OIIK-13, OIIK-9 |3auér [Iepeuyens BonpocoB i

KII0OYaMu 3aueTa
TectupoBanue [IpuMepHBIii TIEpedeHb
TECTOBBIX 3aJaHUN
4 IlpakTHueCKnE aCIEKThI OIIK-9, OIIK-13 |3auér IIepeuyens BOpocoB 11t
KPUITOTpapUUECKON 3aIIUThI 3aueTa
HH(OpMALIHH JlaboparopHas Temb! mabopaTopHBIX padoT
pabora
TectupoBanue [IpuMepHbIii TEpeUeHb
TECTOBBIX 3alaHNN
Oruer 1o TeMbl IPaKTUYECKUX 3aHATUN
IIPAKTUYECKOMY
3aHIATHIO
(cemunapy)

[Ixana oneHku cHPOPMUPOBAHHOCTU OTAEIbHBIX MIAHHUPYEMBIX PE3yJIbTAaTOB OOyUYEHHS IO
JTUCIUIUIMHE TpuBeaeHa B Tabnuue 9.2.
Tabnuna 9.2 — Illkama oneHkn cHopMUPOBAHHOCTHU IUIAHUPYEMBIX PE3YJbTATOB OOyYEHHUS IO

JAUCLUIIIINHE
®dopmynupoBKa TpeOOBaHUI K CTETICHH C(HOPMHPOBAHHOCTH
Ornenka banner 3a OM MJIAHUPYEMBIX Pe3yJIbTaTOB 00ydeHUS
3HATh YMETh BJIQ/IETh
2 < 60% ot OTCYTCTBHE 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HEyIOBIETBOPUTENHHO ) | MAKCUMATHHOMU | UITU ()parMeHTapHBIC YMEHHUH UITN HABBIKOB WJIN
CYMMBI 0aIOB 3HAHUS YaCTUYHO (dbparmMeHTapHbIE
OCBOEHHOE MpUMEHEHUE
yMEHUe HABBIKOB
3 ot 60% 1o obmue, HO He B 1I€JIOM YCIICIITHO, B IICJIOM
(YIOBJIETBOPUTEIHHO) 69% ot CTPYKTYPUPOBAHHbBIE HO HE YCIIEIIHOE, HO HE
MaKCHMAaJIbHOM 3HAHUS CHCTEMAaTUYECKH | CHCTEMaTUYECKOe
CyMMBI 0aJIIoB OCYIIECTBIISIEMOE MIpUMEHEHNE
yMeHHue HABBIKOB
4 (xopotio) ot 70% no chOopMHUPOBaHHEIE, B LIEJIOM B IIEJIOM
89% ot HO CozepKalue yCIICLLIHOE, HO YCHEUIHOE, HO
MaKCHUMaJIbHOM OTJIEbHbIE coJieprKalie coJieprKaliue
CyMMBbI 0auioB | mpoOsaemMbl 3HaHUS OTJICIbHbIE OTJIeIbHbIE
poOeIbl yMeHue poOeIbI
MpUMEHEHHE
HABBIKOB
5 (oTIM4HO) >90% ot chopmupoBaHHbBIE | CHOPMHUPOBAHHOE YCIELTHOE U
MaKCUMaJbHOM | CHUCTEMaTUYECKHE yMEHUe CHUCTEMATUYECKOe
CYMMBI 0aJIOB 3HAHUSA MPUMEHECHHE
HABBIKOB

[IIkanma KOMIUIEKCHOM OLIEHKH C()OPMHPOBAHHOCTH KOMITCTCHIIMI MPpUBEIeHa B Ta0uIe 9.3.
Ta6mmma 9.3 — [llkayia KOMIUIEKCHOM OIEHKH C(hOPMHUPOBAHHOCTH KOMITETCHIIUH

Ouenka dopMynrpoBKa TPeOOBAHUN K CTETICHH KOMIIETEHITUN
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2 He nMeet He0oOXOAMMBIX MIPEACTABICHHI O TPOBEPSIEMOM MaTepuase
(HEeyAOBIETBOPUTENBHO) | UJIU
3HaTh HA YPOBHE OPUEHTHPOBAaHMS, peicTaBiieHnid. OOydaromuiics 3Haet
OCHOBHBIC MPU3HAKH WM TEPMHUHBI U3y9IaeMOTO 3JIEMEHTA COACPKAHMS, UX
OTHECEHHOCTH K ONPEICIICHHON HayKe, OTPAC/Id WIH 00bEKTaM, y3HACT B
TEKCTax, N300PAKEHUSIX UITU CXeMaX U 3HAeT, K KAKMM HCTOYHUKAM HYKHO
oOpaiuarbcs 1)1 00Jiee 1eTalnbHOIO €ro YCBOSHHUS!.

3 3HaTh ¥ YMETh Ha PeNPOAYKTUBHOM ypoBHE. OOyJaronuxcs 3HaeT
(YIOBIIETBOPUTENBHO) |M3YUYEHHBIH 3JIEMEHT CO/IepKaHUSI PENPOAYKTUBHO: IPOU3BOIBHO
BOCIPOM3BOAMT CBOU 3HAHUS YCTHO, MUCHMEHHO WJIH B IEMOHCTPUPYEMBIX
NEUCTBUAX.

4 (xopo11o) 3HaTh, yMETh, BIA/I€Th HA AHAJMTHYECKOM ypOBHE. 3Has Ha
PENnpoayKTUBHOM YPOBHE, YKa3bIBaTh Ha 0COOEHHOCTH U B3aUMOCBS3H
U3yYEHHBIX 00BEKTOB, HA UX JOCTOWHCTBA, OTPAHUYEHUS, UCTOPHIO U
HEePCHEKTUBBI Pa3BUTUS 1 OCOOCHHOCTH JJIS1 pa3HBIX 0OBEKTOB YCBOCHHUS.

5 (oTIM4HO) 3HaTh, yMETh, BJIa/IETh HA CHCTEMHOM ypoBHe. OOyyaromuiics 3HaeT
M3yYEHHBIN 3JIEMEHT COAEP)KaHUSI CUCTEMHO, POU3BOJIBHO U JI0KA3aTEIBHO
BOCIIPOMU3BOJUT CBOM 3HAHUA YCTHO, IMCbMCHHO WUJIK B ACMOHCTPUPYCMbIX
HeﬁCTBHHX, YUUThIBAA U YKa3bIBasA CBA3U U 3aBUCUMOCTH MCKIY 3THM
9JICMCHTOM U APYTUMH DJICMCHTAMU COACPIKAHUA JUCHUIIIMHBI, €TO
S3HAYUMOCTD B COACPKAHUN JUCHUIIINHBI.

9.1.1. IlpuMepHBIii IepedeHb TeCTOBBIX 3a1aHUI

1. HezaBucumslii nmporpaMMHBIA MOJYJb, MO3BOJSIONINN OCYIIECTBIATh KpUNTOrpaduyeckue
oIepanuu, Ha3bIBAeTCHl. . .
a)  Kpunrooneparop
b) Kpunronposaiinep
¢) Kpunrorpapuueckuii KiueHT
d) Kpunrouumo3
2. Kaxkue npotoxosnsl Bxoadat B [PSec? BriOpaTh HeCKOIbKO BapuaHTOB

a) ISAKMP
b) TCP
c) ESP

d) Bce nepeuncnennbie
3. Uro Takoe PIM?
a) Cucrema Juis HEHTPATU30BAHHOTO YIIPABIEHUS OOIBIIMMU MAaCCUBAaMH JIaHHBIX
b) IlepcoHanbHBIN MHOXXHUTEIb UHTETPAIHI
c) [IpoTtokon mudpoBanus naHHBIX TpaHcopTHOro ypoBHs OSI, Bxoasmuil B cTek
npoTtokosoB [PSec
d) IlepconanbHbli HIEHTU(UKALMOHHBIA HOMEP
4. PaBeHCTBO 3HaueHUH XeNI-PYHKIUU Ha ABYX Pa3IUYHbIX OJIOKax JTaHHBIX Ha3bIBaeTCs?
a) IlepecedeHune 3IIMNTUYECKUX KPUBBIX
b)  KommpomeTarius X31-airopuTMoB
¢)  Kommmsus xsm-pyHkuunit
d) Kpunrorpaduyeckas coib
5. Kakwue cpeacrsa mupoBaHus U3 MEPEUUCICHHBIX ABIAIOTCS cTaHAapTHRIMU B OS Windows?
a) Bitlocker
b) IudpoBanue nucKoB
c¢) VeraCrypt
d) eCryptfs
6. UTo U3 NepeyrcIeHHOr0 HE SBISETCS IPOrPaMMHBIM CPEICTBOM IIN(POBaHUS TUCKOB?
a) Bitlocker
b) TPM
c¢) VeraCrypt
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10.

1.

12.

13.

14.

15.

16.

d) Hwu ogun u3 BapuaHTOB

. UTto He oTHOCHUTCS K 00s13aTeIbHBIM MOJIsIM cepTudukaTa popmara X.509?

a)  OTKpBITHINA KJIIOY CYOBEKTA.

b)  Upentudukatop airopurma momucH.
c¢) Wwmsa oObekTa ceprudukara.

d) Wwms cyObekTa ceprudukara.

. Uto o3nauvaet ab6peuarypa KDF?

a)  @Oyskusa GopMUpPOBaHUS KITIOUCH.
b)  ®DyHKIUSA pacHIUPEHUS KITFOUCH.

c)  DYHKIUSA U3BJICUYCHHS KITIOUYCH.

d) Konx ayrenTuduxamnuu cooOnieHus.

. Uem 3anmmaeTtcs cepBuc KoHpuaeHnuaabuoctu PKI?

a)  Arperupyer Bce cepTU(DHUKATOB, HEOOXOIUMBIX JIJIs1 (HOPMHUPOBAHMS TIOJTHOTO MTyTH.

b) OOecneynBaeT ayTeHTU(OUKALMIO YYaCTHUKOB KOMMYHUKAIIMA U ayTEHTU(UKAINIO
HCTOYHUKA JaHHbIX.

c) [IpenoTBpamiaeT npegHaMepeHHOE I ClydyailHOe HECAHKIMOHUPOBAHHOE U3MEHEHNUE
JAHHBIX.

d) OobecnieunBaeT 3aUUTy OT HECAHKIIMOHUPOBAHHOTO MOJIyYEHUST HH(OPMAITUH.

Uto Takoe LEeHTp MepeBoaa KIoUeu?

a) JloBepeHHas CyLIHOCTb, TeHEPUPYIOIIas WK MOIydarolias KI4d, U nepeaarnas ux
ob1aromuMes rpynnamM, a Takke UMeronias YHUKaJIbHbII CUMMETPUYHBIN KIIIOY C KaxIoi
TAKOM TPYIION.

b) JloBepeHHas CyIIHOCTh, OCYIIECTBISIONIAs paciudpoBaHue KI04Ya, CTEHEPUPOBAHHOTO U
3au(POBAHHOTO OJJHON CYIIHOCTbIO, U MOCEAYIONIee 3au(ppoBaHUE AT APYTOM CYIIHOCTH.
c) CymHOCTh, OTBETCTBEHHAs 3a MPEIOCTaBICHUE MPOBEPEHHBIX HUICHTHU(UKATOPOB
M0JIb30BaTeNe HEHTPY cepTUUKALINU.

d) JloBepeHHas CyIIHOCTb, CO3/AIONIAS U HA3HAYAIOIIAS CEPTU(PUKATHI OTKPBITHIX KITFOUEH.
Kaxkast u3 mepednciieHHbIX HIKe TexHoiorui Active Directory mpuMeHsIeTCs i1l OpraHUu3aIiuu
HH(DPACTPYKTYPHI OTKPBITHIX KIIFOUEH?

a)  JloMeHHBIE CITY)KOBI

b) CnyxObI cepTuduranum

c¢)  CuyxObl dhenepamuu

d)  CuyxOsl ympaBiaeHus IpaBaMu

UTo He OTHOCUTCS K OCHOBHBIM (DYHKIIMSIM, BBITIOJHSIEMBIM LIEHTPOM cepTudukanuu?

a) ®opmupoBaHue COOCTBEHHOTO CEKpEeTHOTO Kitova u ceprudukara L[C.

b) ®opmupoBaHue cepTUPUKATOB OTKPHITHIX KIIOUEH KOHEYHBIX MOJIH30BATENICH.

¢) ®opmMupoBaHUE CIIUCKA OTO3BAHHBIX CEPTUPUKATOB.

d) Perucrpanus HOBBIX MMOIB30BaTENEH IIEHTPA CEPTUDHUKAITNN.

UTo U3 mepeyrcieHHOro HKe He siBisgeTcs opmaTtom ceptudukara’?

a) X.509

b) PGP

¢) SPKI

d) MD5

Kaxkoro sTana HEeT B )KM3HEHHOM ITUKJIE cepTuduKara?

a) 3anpoc ceprudukara

b) Beimaua ceptudukara

¢) KonupoBanue ceprudukara

d) O13mIB cepTudukara

UTo M3 NMEepeurcICHHOT0 HMXKE SIBIISIETCS MPUMEPOM CUTYyalluU, MIPU KOTOPOIl OBepUe K
ceptudukaty ObUIO IOTOPBAHO 10 UCTEUEHHS CPOKA €ro IeHCTBUS?

a) Cmena pamunuu Biaenbiia cepTudukara

b) IoTeps KIOYEBOr0 HOCUTES BIAACIbIIEM cepTUduKaTa

¢) YBOJIbHEHHE W3 OpraHU3aIMK BiIaJIeblla cepTUdrKaTa

d) Bce BbIIEIEpEUNCIICHHOE

Kaxkas u3 mepeuncieHHbIX HIKE MOJIeNIel JoBepHs nHave Ha3biBaeTcs «hub and spoke»?

a) UeTbIpeXCTOPOHHSISI MOZIEITb

b) MocroBas MojeNb
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17.

18.

19.

20.

13.

14.
15.
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c¢) CereBas Mozienb

d) Uepapxuueckas MOI€Ib

Br16epute npaBusibHOE onpezesieHue MyTH cepTUhUKALINU.

a) [TocnenoBaTeabHOCTH cepTU(PHUKATOB, B KOTOPOU M3/1aTelb MEPBOTO cepTU(HKaTa U CyOBEKT
MOCJIEHETO CepTU(HUKATA SIBISIIOTCS KOHEUHBIMH CyOBEKTaMU.

b) IlocnenoBatenbHOCTh CEPTU(PUKATOB, B KOTOPOH M3JaTEb MIEPBOTO CEPTU(DHUKATA SBIISICTCS
MTyHKTOM JIOBEPHsI, 2 CYOBEKT MOCIETHEr0 cepTU(hUKaTa - KOHEUHBIM CyOBEKTOM.

¢) IlocnenoBaTenbHOCTh CEPTU(HUKATOB, B KOTOPOU M3ATENh IIEPBOTO cepTU(HUKaTa SIBISACTCS
KOHEUYHBIM CYOBEKTOM, a CyOBEKT MOCIEAHETO CEPTU(UKATA - TyHKTOM JIOBEPHS.

d) IlocenoBarenbHOCTh CEPTH(HUKATOB, B KOTOPOU M3/1aTeINb MEPBOTO cepTU(DHKATA U CYOBEKT
MOCTIEHETO cepTU(UKATA SIBISIOTCS MYHKTaMU JJOBEPUSL.

Kakum o0pa3oM B NPUIIOKEHUSAX MPOBEPSAETCS BAIUAHOCTh CepTU(UKATA B MPOILIECCE €ro
UCIIOJIb30BaHUsA?

a) [To mokanpHOMY CIIMCKY OTO3BAaHHBIX CEPTH(PUKATOB.

b) Ilo 3HaueHMIO KITItOUa CyObEeKTa CepTU(HUKATA.

¢) I1o snexTpoHHOM MOANUCH U3IaTeNs CepTU(UKATA.

d) ITo cpoky nericTBus ceprudukara.

B xakom BHzI€ KpUNITOITPOBAKIEPHI XPAHITCA Ha KOMITbIOTEpE?

a) B dbopmare ucnonusemsix Ganios.

b) B dhopmate nuramMudecku noakirodaemMbix onodamorex DLL.

¢) B dbopmate mapameTpoB peectpa.

d) B Buae kimtoueBbIX KOHTEHHEPOB B KOPHE JTMCKA.

Kakyto 3amauy He Boinonusetr CryptoAPI?

a) HanmexXHOCTh COKpBITHSI TaHHBIX.

b) PacimdpoBsiBaHre MOTYyUYSHHBIX KOHPUIECHITHATBHBIX JaHHBIX.

¢) JlemmdpoBbiBaHNE MTOTYYEHHBIX KOH(PDUICHIIMAIBHBIX TaHHBIX.

d) OGecnieuenue pabOThI C MPU3HAHHBIMHU KPUNTOTrpadUIECKUMH CTaHIapTaMHU.

9.1.2. IlepevyeHb BONPOCOB ISl 3a4€Ta

[TonsiTHe KpunTOrpauuIecKoro MPOTOKOIIA.

Ponp kpuntorpadguyeckux npoToKoJIOB B CHCTEMax 3aIllUThl HHPOPMALIUH.
OCHOBHBIE aTaKH HA KPUNITOrpahUIeCKUe MPOTOKOJIBI.

IToHsiTHE DIEKTPOHHOM IOAIIHCH.

VYipaBieHne OTKPBITBIMU KIOYaMH.

OcCHOBHBIE KOMIIOHEHTHI HHPPACTPYKTYPBI OTKPBITHIX KITIOYEH.

[TonsiTue cepTuuKaTa OTKPHITOrO KI0Ya.

Y n1ocToBepsItoIniA LEHTP.

ApPXUTEKTYpa HHPPACTPYKTYPHI OTKPHITOTO KITIOYA.

[TpoToKoIBI HACHTU(UKALIMN Ha OCHOBE MApOoJIe, MPOTOKOJIBI «PYKOMOXKATHUS» U TUIA «3aIPOC-
OTBETY.

. Ilonsarue MMPOTOKOJIOB HHTCPAKTUBHOI'O JOKA3aTCIILCTBA U JJOKA3aTCIILCTBA 3HAHU.
. HpOTOKOHLI I/I,Z[CHTI/Iq)I/IKaLII/II/I Ha OCHOBC MPOTOKOJIOB JOKAa3aTCJIbCTBA 3HAHUA C HYJCBBIM

pasriameHeM.

[TocTpoenune 6e30MacHOr0 KOMMYHHMKAallMOHHOTO KaHalla Ha OCHOBE KPUNTOrpadUuecKux
QITOPUTMOB.

[Tpobaembl peannzanui KpUunTorpapuuecKux airopuTMoB.

3ammra oT yTeukH WH(pOpPMAIIHH.

9.1.3. TembI J1a00paTOPHBIX PadoT

Kpunrorpadudaeckue daiinossie cucremsl. [llndposannas daiinosas cuctema Windows
Kpunrorpaduueckue daiinossie cucremsl. [llndposanne nucka BitLocker
[Indposanue nuckos VeraCrypt

YcTaHoBKa M HACTPOIKA CITYKO yIOCTOBEPSIONIETO IIEHTPa

N3yuenne GyHKIMI yIOCTOBEPSIONIETO IIEHTPA

Kpocc-cepruduxaius y10cTOBEpsIIONINX [IEHTPOB

[TocTpoeHue nepapXxuuecKkon apXuTeKTypbl HHOPACTPYKTYPBI OTKPBITHIX KITIOUeh
CpenctBa Kpuntorpaguieckoi 3anuThl HHGOpMauu
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9.1.4. TeMbl NpaKTUYECKUX 3aHATHI

1. Kpunrorpaduueckue daitnossie cuctemol. [lludpoBanue daiinooit cucremsr Linux
2. ITpumenenune MOK B kimueHTax 3J€KTPOHHOMN MOYTHI

3. IIpumenenne MOK Ha aBTOMaTH3UPOBAaHHOM paboyeM MecTe

4. IlpumeHeHHe KPUIITOIIPOBAIEPOB

9.2. MeToanueckne peKOMeHIa N

VY4eOHbIil MaTepuan u3naraercs B (Gopme, mpenamnoiaramiieii caMoCTOATEIbHOE MBIIICHUE
CTYJIEHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosITeNbHas padoTa CTyA€HTOB UIPAET PEIIAIOILYIO POJIb
B XO/I€ BCETr0 Y4eOHOro npolecca.

Hauatp uzydeHue AuCHMIUITMHBI HEOOXOIMMO CO 3HAKOMCTBA C paboueil mporpaMmoi, CIuCKOM
y4e0HO-METOUYECKOTO U IporpaMMHOro obecnedeHusi. CamocTosiTenbHas padoTa CTyJ€HTa BKIIOYAeT
paboTy ¢ yueOHBIMM MaTepuajiaMH, BbIIIOJTHEHHE KOHTPOJIbHBIX MEPONPUATHH, MPEAYCMOTPEHHBIX
y4€OHBIM IIJIAaHOM.

B npouecce nzydeHus: IUCUUILIMHBI ISl Ty4YIIEr0 OCBOEHUS MaTepHraia He0OX0IUMO PEryJIsipHO
oOpamaTbCcsi K pEKOMEHAYEMOW JIUTEpaType M MCTOYHUKAM, YKa3aHHbIM B y4eOHBIX MaTepuanax;
M0JIb30BaThCsl yepe3 KaOMHET CTy/AeHTa Ha cailte YHuBepcuteTa o0pa3oBaTeIbHBIMU pecypcaMu
AJIEKTPOHHO-OMOIMOTEYHON CHCTEMBI, 8 TAaKXKe OOIIEAOCTYITHBIMUA HHTEPHET-TIOPTAIAMH, COJCPKAIIUMHU
HAay4YHO-TIONYJSPHbIE U CIELUAJIU3UPOBAHHBIE MaTepHajbl, MOCBSIICHHBIE Pa3JIUYHBIM acCHEKTaM
y4eOHOW AMCLMILIINHBIL.

[Ipu caMoCTOATEILHOM U3YYEHUU TEM CIIEAYHTE pEKOMEHIAIMSIM:

— YTEHHME HUJHM MPOCMOTP MaTepuajia OCYLIECTBISHTE CO CKOPOCTHIO, NOCTATOYHOM s
WHAUBUAYAIbHOTO NTOHUMAaHUS U OCBOEHMS MaTepuaja, BblJENsisi OCHOBHbIE UJE€HU; HA OCHOBAHUHU
M3yUYEHHOT'0 COCTAaBUThH Te3UChl. OCBOMB MaTepual, MONbITaTbCSI COOTHECTH TEOPHUIO C MPUMEpPAMHU U3
MIPAKTUKH;

— €CJIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UJIM MAJIO3HAKOMbBIE TEPMMHBI, CIEYET BBISICHUTh UX
3HAYEHUE /71l IOHUMaHUS JajJbHEHIIero MaTepyuana;

— OCMBIC/IMBalTE IPOYUTAHHOE U N3YUEHHOE, OTBEYANTE HA MPEJI0KEHHbBIE BOIIPOCHI.

CryneHTsl MOTYT MOJy4aTh HHAUMBUIyaIbHbIE KOHCYJIbTALlMH, B T.4. C UCIOJb30BAaHUEM CPEJICTB
TEJIEKOMMYHUKaLUH.

[To gucuuniIMHEe MOTYT MPOBOAMTHLCS OMOJHHUTEIbHBIC 3aHATHSA, B T.4. B (hopme BeOMHAPOB.
Pacnicanue BeOMHAPOB W 3amUCH BEOMHAPOB MYOJHMKYIOTCS B 3JEKTPOHHOM Kypce / 3IeKTPOHHOM
KypHaJIE M0 TUCUUIUINHE.

9.3. TpeGoBaHUs K OLIEHOYHBIM MaTePHUAJIAM JIJISl JIUL ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMU
310POBbSI M MHBAJTH/I0B

I[J'IFI JUIl € OrpaHUYCHHBIMU BO3MOXKHOCTAMH 3O0POBbA W HHBAJIHUAOB HNPECAYCMOTPCHBI
JAOMOJHHUTECIBHBIC OLCHOYHBIC MAaTCpHaibl, ICPCUYCHb KOTOPBLIX YKa3aH B Ta6.]'II/II_IC 9.2.

Ta6JII/II_Ia 9.2 — HOHOJ’IHI/ITGHBHHG MaTcpuajJlbl OOCHUBAHUA AJIA JIUI C OI'PaHHYCHHBIMHU
BO3MOXHOCTAMHA 3J0POBbIA WM MHBAJIMIOB

Bubl 1OTIOTHUTENBHBIX OLICHOYHBIX |  DOpPMBI KOHTPOJISA U OIICHKH

Kareropuu oOGydarommxcs

MaTepuasoB pe3yJIbTaTOB 00YUYECHUS
C HapylIeHHsIMU CiTyXa TecTpl, MUCbMEHHBIE [IpenmMy1iecTBEHHO MUCHMEHHAS
CaMoCTOSITeNIbHBIE PaOOThI, BOMPOCHI MpOBEpPKa
K 3a4eTy, KOHTPOJIbHBIE paOOTHI
C HapylLIEHUSMH 3pEHUS CobecenoBanue 1O BOTIPOCaM K [IpenMy1ieCTBEHHO yCTHAs
3a4eTy, ONpPOC M0 TEPMUHAM IIpOBepKa (MHANBUYAJIBHO)
C HapyleHUsIMHA OTIOPHO- Pemenue nucTaHIIMOHHBIX TECTOB, [IpenmytiecTBEHHO

JBUTATEIBHOTO allfapara | KOHTPOJIbHbIE pa0OThI, MUCbMEHHBIE | JAMCTAaHIUOHHBIMU METOAAMHU
CaMOCTOSITeNIbHbIE PabOThI, BOIPOCHI
K 3a4eTy
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C orpaHMyYeHUSIMH TIO
0011IeMETUIIUHCKUM
MOKa3aHUSIM

TecThl, TUChbMCHHBIC
CaMOCTOSITEIIbHBIE PAOOTHI, BOTIPOCHI
K 3a4€Ty, KOHTPOJbHBIE paOOTHI,
YCTHBIE OTBETHI

[Ipeumy1iecTBEHHO POBEpPKA
METOAAMHU, ONPEACIIAIOLIMMUCS
UCXOJS U3 COCTOSIHUS
o0yyaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToauuecKkue PECKOMEHIAUHU MO OIMCHOYHBIM MaTepuajaamMm IJid JUll ¢ OrpaHUYC¢HHBIMHU
BO3MOKHOCTSIMHA 310POBbS U UHBAJINI0B

Jns nui ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIHUJIOB MPEayCMaTPUBACTCS
JOCTYITHAs popMa Mpea0CTaBICHUS 3aJaHUI OIICHOYHBIX CPEJICTB, 4 UMEHHO:

— B IIeYaTHOU (opme;

— B IieyaTHOM hopme ¢ yBeJIMYEHHBIM HIPUPTOM;

— B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— METOJIOM YTE€HHSI aCCUCTEHTOM 3aJ]aHUsl BCIIYX;

— IpeJ0CTaBICHHUE 3a/1aHUs C UCIOIb30BaHUEM CYpIOTIEPEBOAA.

Jluuam ¢ orpaHMYE€HHBIMU BO3MOXKHOCTSMH 3/I0POBbSI M MHBAJIKAaM yBEJIUUYMUBAETCS BpeMs Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJIbHbIE BOMpockl. s Takux oOyyarouiuxcs mpeaycMaTpuBaeTCs
nocTynHast popma npeaocTaBiIeHHsI OTBETOB Ha 3aJlaHUsl, @ UMEHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB Ha KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNEM YCIIYT aCCHCTEHTA;

— MpEe/ICTaBIIEHUE OTBETOB YCTHO.

[Ipouenypa omeHWBaHHUS PE3yIbTATOB OOYYEHHUsS JHUIl C OTPAHUUYCHHBIMHU BO3MOXXHOCTSIMHU
3I0pPOBbSI M WHBAIUIOB 10 AUCIHILIMHE TPEIyCMAaTPUBACT MpeJAOoCTaBlIeHne HHPopManuu B Gopmax,
a/IaTITUPOBAHHBIX K OTPAaHUYEHISIM UX 3I0POBbBSI U BOCIIPHATHS HHPOPMAITUH:

Jst Iuu ¢ HAapylIeHUsIMU 3PeHu:

— B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— B rieyaTHOU popme yBeIMueHHBIM HIpUdTOM.

J1st Iun ¢ HApYLIeHUsIMU cJIyXa:

— B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— B TIe4aTHOU (opme.
JJ1s1 11 ¢ HApyLIEHUSIMH OTIOPHO-ABHUIaTEJIbHOIO anmapara:

— B popMe 3JIEKTPOHHOTO TIOKYMEHTA;

— B IIeyaTHOU (opme.

[Ipn HEOOXOAUMOCTH JJIsl JUI] C OTPAHUYCHHBIMU BO3MOXHOCTSIMH 3JI0POBbSI U MHBAJIHUIOB
MpoIieIypa OLICHUBAHUS PE3YJIBTATOB 00YUEHHUS MOXKET IPOBOJUTHCS B HECKOJIBKO JTaIloB.
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