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OO011as TpyJ0€MKOCTh 100 100 4acoB
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1. O01mue moJI0:KeHus
1.1. lean AUCHUIIHHBI

1. ®opmupoBaHue y CTYACHTOB OOLINX MPEACTABICHUNA O KpUNTOrpaUuecKux MeToAax 3amuThl
uHpOpMaLUH.

2. ®opMHUpOBaHHE Y CTYAEHTOB NpPEICTAaBICHUH O MNPAKTUUYECKOM HCHOJb30BAHUHU
KpUNTOTpaQUUYECKUX METOAO0B 3aIUThl UH(GOPMAIUU JUIsl PEIIeHHs] OTAENbHBIX 3a1a4y oOecrnedeHus
MH(POPMALIMOHHOM 6€30MacHOCTH.

1.2. 3agauy AUCHUILIUHBI

1. JlaTe npeacraBiieHne o KpunTorpaguueckux MeTofax 3aluTbl HHGOpMaIUu.

2. V3y4unth MaTeMaTHYECKHE OCHOBBI COBPEMEHHOM KpUTITOTpaduu.

3. ChopmupoBaTh mpeacTaBIeHUE 00 OCHOBHBIX MPOOJIEeMax, CBA3aHHBIX C MPAKTHYCCKUM
HCIOJIb30BaHUEM KPUNTOrpaUIECKUX METOI0B 3alUThl HHGOpMAIUH.

4. V3y4uTh OCHOBHBIC KpUNITOTpaPUIECKUE TPOTOKOJIBI.

5. V3yunth HHPPACTPYKTYPY OTKPBITOTO KITFOYA.

6. 3yuuTh OCHOBHBIE KpuUITOrpaduyeckue ajaropuTMbl (CUMMETPUYHBIE, aCUMMETPUUYHBIE,
OCCKITIOUEBhIC).

2. MecTo aucuuniannsl B crpykrype OIIOIT

bnok nucuunnun: b1. ucuumiunasl (Moayan).

Yacte 6soka aucturiuH: YacTs, popmupyemast ydacTHUKaMH 00pa30BaTEIbHBIX OTHOIICHHIA.

Monynb quctuminH: Moayns crienanu3anuy (major).

Nunexc quctumiunsl: 51.B.02.04.

PeanusyeTcs ¢ mpUMEHEHHEM SJIEKTPOHHOTO OOy4YeHUs, JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHH.

3. Hepeqeﬂb IJIAHUPYEMBIX PE3YyabTAaTOB Oﬁy‘lel-[]/lﬂ mo JTMCUMIIJIMHE, COOTHECCCHHBIX C
HHAUKATOPpaAaMH J0CTUKCHUSA KOMIIeTeHIInii

[Iponecc u3ydeHus: TUCHUTUTMHBI HANpaBjieH Ha GOPMHUPOBAHUE CIEAYIONIUX KOMIICTCHIIUHA B
cootBeTcTBUU ¢ ®I'OC BO 1 ocHOBHO# 00pa3oBaTeIbHOM mporpaMmoi (Tadsmma 3.1):
Ta6mmma 3.1 — KoMnereHInn 1 HHAUKATOPBI UX JTOCTHIKEHUS
WNHauKaTOpsl OCTHKEHUS [Tnanupyemble pe3yabTaThl O0ydeHUS 110
KOMIICTEHIIMH JUCLUIUIMHE

Komnerenius

yHHBepcaJIbeIe KOMIIETCHIIUN
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YK-1. Cnocoben
OCYILIECTBIISATh
KPUTHYECKHUI aHAIN3
IPOOJIEMHBIX CUTYyalUi
Ha OCHOBE CHCTEMHOT'O
M0/JIX0/1a, BBIPA0ATHIBATh
CTpaTEruI0 ACUCTBUI

VK-1.1. 3naer meToauku
cOopa u 06paboTku
UH(POPMAIINH, aKTyaJIbHbIC
poccuiickue u 3apyOexHbie
UCTOYHUKH UHPOPMALIUH JISI
pEIIECHUS TOCTABACHHBIX
3a[a4, a TAKXKe METOJIbI
CHCTEMHOTO aHaJlu3a

3HaeT OCHOBHBIE KpUNTOrpaduyecKue
METO/BI, aJITOPUTMBI, IPOTOKOJIBI,
UCTIONIb3yEMBIE JUI 00eCTICUeHHS
MH(POPMALMOHHON O€30MaCHOCTH.

VK-1.2. YMmeeT npuMeHsITh
METOJMKH TTOUCKa, cOopa n
00paboTku nHpoOpMaIuy,
OCYUIECTBIIATH KPUTHUECKHIA
aHaJIU3 U CUHTE3
uH(pOpMalnu, NOTYy4YEHHON U3
pa3HbIX UCTOYHUKOB

YmMmeet 3¢ PeKTHBHO UCTTOTH30BATH
KpUNTOTpaguIeCKUe METOJIBI U CPEJICTBA
3amuThl THOPMAITIHU B
aBTOMATH3HPOBAHHBIX CHCTEMaX.

VK-1.3. Baageet MmeTogamu
noucka, coopa u 00paboTKH,
KPUTHUYECKOTO aHAIH3a U

BnaneeT HaBbIKaMM UCIIOJIb30BAHUS CPEACTB
KpUNTorpadguyeckon 3amuThl HHPOPMALIUU
Jui o0ecrieyeHust ”HPOPMALMOHHOM

CHHTE3a HHpOpMaLUHY, 0€301acHOCTH.
METOAMKON CUCTEMHOTO
NOAX0/a JUISl PEIICHHS
NIOCTABJICHHBIX 33]1ay;
CHoco0eH reHepupoBaTh
pa3ITUYHbIC BAPUAHTEHI
pELICHUS TOCTaBICHHBIX

3aaad

IIpodeccuonanbHbIe KOMIIETEHIUH
4. O0beM TUCHUILIMHBI B 32Y€THBIX eIMHUIAX C YKA3aHHEM KOJIUYECTBA aKaleMUYEeCKUX YaCoB,

Bbl/IeJIEHHBIX HA KOHTAKTHYIO Pa00Ty 00y4aloluXxcs ¢ npenojgaBarejiemM
U HA CAMOCTOSITEJIbHYIO PadoTy 00y4aromuxcs

OobmenpodeccuoHaNbHbIe KOMIIETEHIIHMU

OO6mmas TpyA0€MKOCTh JUCIMIUIMHBI COCTABIISIET 3 3aUeTHBIX enuHull, 100 akageMudecKux 4acos.

Pacnpenenenue Tpya0€eMKOCTH JUCIUIUIMHBI 10 BHIaM YU4eOHOU JEATEIBPHOCTH MPEJACTABICHO B
tabymue 4.1.

Ta6ymmna 4.1 — Tpy10eMKOCTh AUCIUIUIMHBI TTO BUJAM YUYSOHOM eI TeIbHOCTH

o Becero  |CemecTpsl
Bunel yueOHOI nesTebHOCTH

4acoB 7 cemectp
KonTakTHas aynuTopHasi padora 00y4aomuxcs ¢ npenogaBaresaeM, BCero 36 36
JIeKIIMOHHbBIE 3aHATUS 18 18
[IpakTHyeckue 3aHATUA 18 18
CamocrosiTesibHasi padoTa 00y4al0UIUXCSl, B T.4. KOHTAKTHaSA 64 64

BHeayIUTOPHas padoTa 00y4yarommxcsi ¢ npenoaasarejieM, BCcero
[TonroroBka k 3auery 26 26
[ToaroToBka K TECTUPOBAHUIO 18 18
Hanucanue oTdera no npakTHYECKOMY 3aHITHIO (CEMUHApY) 20 20
OO0mas Tpy10eMKOCTh (B 4acax) 100 100
Oo6wmas TpyroeMKocTh (B 3.€.) 3 3
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5. CTpykTypa u coaep:kaHue JUCUMILIHHbI
5.1. Pa3nennl (TeMbl) JUCHUIJIMHBI U BUABI Y4eOHOH 1eATeJIbHOCTH

CTpykTypa IUCHUIUIUHBI IO pa3aenam (TeMam) u BUJaM y4eOHOU JesSTeNTbHOCTH MPUBEICHA B
tabiuue 5.1.

Tabnuma 5.1 — Pa3aensl (TeMbl) AUCHUILINHBL U BUBI YUEOHOH IATEIbHOCTH

Bcero yacos
Jlek. | Ilpak. | Cam. dopmupyemble
Ha3BaHnus pa3nesnoB (TeM) TUCHUTIINHBI (6e3
3aH., 4| 3aH.,4 | pab., d KOMIIETEHIIUU
JK3aMEHa)
7 cemecTp
1 O6mmue noHsATHs KpUnrorpapuu 8 8 26 42 YK-1
2 NndpacTpyKTypa OTKpPBITHIX KiItouen |6 4 18 28 YK-1
3 MexaHu3MBl yIIpaBJICHUSI KIIIOUaMu 2 4 10 16 YK-1
4 ITpakTyecKue acreKThl 2 2 10 14 YK-1
KpunTorpaguueckoi 3ammThbl
uHbopMaluu
Uroro 3a cemectp|18 18 64 100
Htoro |18 18 64 100

5.2. Conep:xanue pa3esoB (TeM) TUCHUNIMHBI

Copepxanue pa3esioB (TeM) JUCIUTLINHBI (B T.9. IO JISKIIHSIM) TIPUBEICHO B Tadwmie 5.2.
Ta6ymna 5.2 — CoaepikaHue pa3ieaoB (TeM) TUCHUILIMHEI (B T.Y. IO JCKIIHSIM)

TpynoemkocTs
HasBanwus paznenos | Coaepskanue pas3zienoB (TeM) TUCIUILIMHE (B (nexiio . dopmMupyembie
JIEKITUOHHBI
(TEM) TUCHUTUIMHBI T.4. TIO JICKIHSIM) KOMIIETEHIIN U
3aHATHUSA), U
7 cemecTp
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1 O0mue noHATHS
Kpunrorpadun

OCHOBHBIE 1IeNTU 1 33]]a91 KpUIITOrpaduu.
Kpunrorpaduueckue METOIbI 3aIIUTHI
uHpOopManuu: muppoBaHue, XeIIMPOBAHHUE,
3JIEKTPOHHAS HOIHUCH.

YK-1

MaremaTtuueckre OCHOBbI KpUIITOTpaduu.
Anrebpanyeckue CTpyKTypbl. [ pynmsl.
[uxnuyeckue rpynmnsl. Kosbiia, Koibia
KJ1accoB BbryeToB. Koneunsie noss. [Toms
lNanya. Dnnuntuyeckue kpussbie. [lonsTre
HanOOJIBIIIET0 OOIIETO AeTUTENS. AJITOPUTM
EBknupa, pactmmpeHHbii anroput™ EBkina.
CpaBHeHME IEPBOM CTENEHU C OJTHUM
Hen3BecTHBIM. KuTatickas Teopema 00
OCTaTKax.

YK-1

Hctopuueckas kpuntorpadus. Knaccuueckue
mUdpPHI: TOACTAHOBOYHBIH,
HepecTaHOBOYHBIH, mH(p Xusuia, mudpsl
raMMHPOBaHUS.

VK-1

Cummerpuunoe mmdposanue. DES. TOCT
28147-89.TTOCT P 34.12-2015.TOCT P
34.13-2015. Pexxwumbl mudpoBanus,
smmuToBcTaBka. AES.

YK-1

[ToTrounoe mmdpoBanwue. [IpuHIHATIBI
MOTOYHOTO MH(poBaHus. THUIIBI TOTOYHOTO
mdpoBanusi. CHHXpOHHBIE U
CaMOCHHXPOHU3UPYIOLIUECS MHU]PHI.
I'enepanus ciiyyallHbIX YUCEN.
IIceBnocnyuaiiHble YnUClia U UX OTIUYUS OT
WMCTHUHHO CJIy4alHbIX yucen. [Toaxoasr k
MOJIYYEHHIO [ICEBIOCTYYalHbIX YUCEN.
Kputepun kadecTBa rnceBaoCcydyaiHbIX YUCE.

YK-1

XemupoBanue. Kpunrorpadguueckue xem-
¢ynkuuu. 'OCT P 34.11- 2012. SHA-3.

VK-1

Hroro

2 UndpacTtpykrypa
OTKPBITBHIX KITIOUEH

Konnenmus kpunrorpaduu ¢ OTKPHITHIM
kimodoM. [Tporokon Juddu-Xemmvana.
Kpunrtocucrema RSA. Kpunrocucrema
Onel amans. Kpuntocucrema Pabuna.

VK-1

OCHOBHBIE KOMIIOHEHTBI HHPPACTPYKTYPbI
OTKpBITHIX Kimtoueil. [Tonsarue ceprudukara
OTKPBITOTO KJItOUa. Y TOCTOBEPSIOLINI LIEHTP.
ApXUTEKTYpa HHPPACTPYKTYPbI OTKPHITOTO
KJIr04ya

VK-1

Hroro
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3 MexaHu3MBI Nzyuenwne crangapra ISO/IEC 11770. 2 YK-1
yIpaBieHus KiarodamMu | MexaHu3Mbl, HCTIONb3YIOIINE CUMMETPUYHbBIE
METOJIbl. MeXaHU3Mbl, UCIIOJIb3YIOIINE
aCUMMETPUYHbIE METO/Ibl. MeXaHU3MBl,
OCHOBAHHBIE Ha CJIa0bIX CEKpeTax.
VYpaiieHne rpynnoBbIMU KIFOUaMHU.
DopMUPOBAHUE KITFOUECH.
Hroro 2
4 IlpakTuueckue [Tonsarue kpunTorpapuyeckoro NpoTOKoA. 2 VK-1
ACTIEKThI Poinp kpunrorpaduyeckux NpoToOKOJIOB B
Kpunrorpadguueckor |cucremax 3amuThl HHPopManuu. OCHOBHbIE
3alUThl UHQOPMAIMK |aTaKH HA KPUNITOrpaduuecKre MPOTOKOJIBI.
[IpoTokonbl HASHTU(UKALMY HA OCHOBE
napoJieil, IPOTOKOJIbI «PYKOTIOXKATUS» U THUIIA
«3anpoc-oTeeT». [loHsATHE TPOTOKOJIOB
MHTEPAKTUBHOI'O JOKA3aTEIbCTBA U
JI0Ka3aTeNnbCcTBa 3HaHUA. [IpoToKOIIBI
UICHTU(HKAIIMK HAa OCHOBE MPOTOKOJIOB
JI0Ka3aTeNbCTBA 3HAHUS C HYJIEBBIM
pasrilalieHUEM.
HUroro 2
Hroro 3a cemectp 18
Hroro 18
5.3. llpakTn4yeckue 3aHATUSA (CEMUHAPHI)
HanmeHoBaHMe NpakTUYECKUX 3aHATUH (CEMHUHAPOB) MPUBEACHO B Tabmuie 5.3.
Tabnuma 5.3 — HauMeHoBaHUE MPAKTUYCCKUX 3aHITHIA (CEMUHAPORB)
Ha3zBanus paznenos (Tem) HanmenoBaHMe MpakTHYECKUX Tpynoemkocts, | dopmupyembie
JUCITUTIAHBI 3aHATUN (CEMHHAPOB) q KOMIIETEHIINH
7 cemecTp
1 O6utue noHsATUS Kpunrorpaduueckue daiinossie 4 YK-1
Kpunrorpaduu cucteMsl. [lludpoBannas daitnosas
cucrema Windows
Kpunrorpaduueckue daiinoBsie 4 YK-1
cucremsl. [lIudpoBanue aucka
BitLocker
Htoro 8
2 UndpacTtpykrypa [Tpumenenne MOK B kimenTax 4 YK-1
OTKPBITBHIX KITIOUEH 3JIEKTPOHHOU MMOYTHI
Hroro 4
3 Mexanusmsl ynpasienust |[Ipumenenne MOK Ha 4 YK-1
KIIIOYaMu aBTOMATU3MPOBAHHOM paboueM
MecTe
Htoro 4
4 IIpakTHuecKne aCIeKThI IIpuMeHeHre KpUNTONIPOBANIEPOB 2 YK-1
KpunTorpaduueckoin
3:1111/1%1 l;)/IH(I()I)OpMaI_II/II/I Hroro 2
Uroro 3a cemectp 18
Hroro 18
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5.4. JlabopaTopHbIe 3aHATHSA

He npeayCcMoOTpeHO y‘le6HLIM IIJTaHOM

5.5. KypcoBoii npoekT / kypcoBasi padora

He npemycMoTpeHO y4eOHBIM ITaHOM

5.6. CamocTosiTesibHass paboTa

Buapr camocTosTenbHOM pa6OTBI, TPYAOCMKOCTb U (bOpMI/IpyeMHe KOMIICTCHI WA ITPCACTABJICHLI B

tadyuue 5.6.
Tabmmia 5.6 — Buabl caMoCTOSATEIbHON pabOThI, TPYJ0EMKOCTh U (DOPMHUPYEMBIE KOMIETEHIIUN
Buger
Hassanus pasnenos . TpynoemkocTs, | Dopmupyembie
(TeM) AMCIHIHHb CaMOCTOSATEILHOU " KOMITCTCHIIHH DopMBI KOHTPOJIS
paboThl
7 cemecTp
1 OGmme moHATHS [ToaroroBka k 3aueTy 10 YK-1 3auét
Kpunrorpapuu IToaroroBka k 8 VK-1 TectupoBanue
TECTUPOBAHUIO
Hanucanue oryera no 8 VK-1 OTyer 1o
MPAKTHIECKOMY MPAKTUIECKOMY
3aHITHIO (CEMUHAPY) 3aHSITHIO
(cemuHapy)
Hroro 26
2 UndpacTtpykrypa IToaroroBka K 3auery 8 YK-1 3ayér
OTKPBITBIX KITFOUYCH IToaroroska k 6 VK-1 TectupoBanue
TECTUPOBAHUIO
Hammcanne oruera nmo 4 YK-1 OTyer 1o
MPAKTHIECKOMY MPaKTUYECKOMY
3aHATHUIO (CEMUHAPY) 3aHITHIO
(cemunHapy)
Hroro 18
3 MexaHu3mbl IloaroroBka K 3a4eTy 4 YK-1 3auér
yIIpaBJICHHU KIIFOYaMH | [ToaroroBka K 2 YK-1 TectupoBanue
TECTUPOBAHUIO
Harmmcanue oTyera mo 4 VK-1 OTuer 1o
MIPAKTUYECKOMY MPAKTUYECKOMY
3aHATHIO (CEMUHAPY) 3aHATHIO
(cemunHapy)
Htoro 10
4 ITpakTuyeckue [ToaroroBka k 3auety 4 YK-1 3ayér
ACIICKTHI ITonroroBka K 2 VK-1 TectupoBanue
KpunTorpaduueckoit TECTUPOBAHHIO
3QIIUTEl MHGOPMALMH | Hapycanme oTuera o 4 VK-1 Ortuer 1o
MPAKTHIECKOMY MPAKTUIECKOMY
3aHITHIO (CEMUHApPY) 3aHSATHIO
(cemuHapy)
Hroro 10
Hroro 3a cemectp 64
Htoro 64

5.7. CooTBeTcTBHE KOMIETEeHINH, )OPMHUPYEMbIX IPH U3yYeHUH JUCHUIINHBI,
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U BU/0B YU4eOHOI 1esITeJIbHOCTH

CooTBeTcTBUE KOMIIETEHIIUM, (POPMUPYEMBIX MPU U3YUYCHHH TUCHHUIUIUHBI, U BUIOB YyueOHOM
NEATEILHOCTH MPEICTAaBICHO B TabHIIEe 5.7.

Tabnuna 5.7 — CooTBETCTBUE KOMIETSHIIHNH, ((OPMUPYEMBIX IPU U3YUYEHUHU AUCLUUILINHBI, U BUOB
3aHSATHN

dopmupyembie Bunsl yueOHOM aesTenbHOCTH
DopMbI KOHTPOJIS
KOMITETEHIIMH Jlek. 3aH. |IIpak. 3an. |Cam. pab.
VK-1 + + + 3auér, TectupoBanue, OTUET 1O
IPaKTHUECKOMY 3aHITHUIO (CEMHUHApY)

6. PeiiTuHroBasi cucreMa /IJisl OlleHKH YCIIeBaeMOCTH 00y4aloIuXxcst
6.1. basuibHbIe OLeHKH /151 JopM KOHTPOJIA

bannbHbIe onleHKH 11 POpM KOHTPOJIS MPEACTaBICHBI B Ta0uIE 6.1.
Tabmuia 6.1 — banapHbIE OLIEHKH

. . | MakcumanbHBbIi Oayt
MaxkcumanbHbII MaxkcuManbHBIN
3a mepuoa Mmexay | Bcero 3a
@DopMBbI KOHTPOJIS 6amn Ha 1-y10 KT ¢ Oas 3a nepuos
2KT u Ha KoHeIr CEMECTP
Hauana cemectpa | Mexay KT u 2KT
cemecTpa
7 cemecTp
3auét 0 0 30 30
TectupoBaHue 5 5 10 20
Otuer no 20 20 10 50
MPAKTHUECKOMY
3aHATHIO (CEMUHAPY)
HToro MakcumyM 3a 25 25 50 100
nepuos
Hapacratomum urorom 25 50 100 100
6.2. IlepecueTt 0a/110B B OLIEHKH 32 TEKYIIHH KOHTPOJIb
[TepecueT 6annoB B OLIEHKH 3a TEKYIIUHA KOHTPOJIb MIPEACTABICH B TabmuIe 6.2.
Ta6muia 6.2 — Ilepecder 6aIoB B OIEHKH 32 TEKYIIMI KOHTPOJIb

Bayer Ha 1aTy TEKyIero KOHTPOJIs Omnenka
>90% oT MakcuMalIbHOI cyMMBbI OaiioB Ha gaty TK 5
Ot 70% 1o 89% ot MakcuManbHOI cymMbl OamioB Ha naty TK 4
Ot 60% 10 69% oT MakcuManbHOI cymMMbI OaioB Ha naty TK 3
< 60% oT MakcUMalIbHOI cyMMBbI OaitoB Ha gaty TK 2

6.3. [lepecuer cyMMBbI 02/1JI0B B TPAAUIIMOHHYI0 M MEKIYHAPOAHYI0 OLIEHKY

[TepecyeT cymMMBbl 6amiioB B TPAJUIIMOHHYIO U MEXAYHApPOAHYIO OIIEHKY MPEJCTABICH B TaOIHUIE
6.3.
Tabmuia 6.3 — Ilepecuet cymMMbl 6AJIIOB B TPAIUIIMOHHYIO U MEXKTYHAPOAHYIO OLICHKY

Hroroas cymma 6asios,
Onenka YYUTBIBACT YCIICITHO CIAaHHBIN Onenka (ECTS)
IK3aMeH
5 (oTnU4HO) (3aYTEHO) 90—-100 A (0TAM4HO)
4 (xopo1o) (3a4TEHO) 85 -89 B (ouens xopomuio)
75— 84 C (xoporo)
70 - 74 D (ynoBieTBOPUTEIHHO)
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3 (yAOBIETBOPUTENIHHO) (3aYTEHO) 65— 69

60 — 64 E (mocpencTBenHo)

2 (HeyIOBIETBOPHUTENHHO) (HE 3aUTEHO) Huxe 60 6ammos F (meynoBrnerBoputeabHO)

7. Y4eOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE o0ecneyeHue TUCHUILINHBI
7.1. OcHOBHas JUTEpaTypa

1. Psabko, b.5l. OcHOBBI cOBpeMeHHOU KpunTorpaduu u creraHorpadguu [DIeKTpOHHBINA pecypc]
[DnexTponnsiii pecypc]: moHorpadwus / b.5. Pabko, A.H. ®uonoB. — DnekTpoH. AaH. — MoCKBa :
lNopsiuag nunusa Tenexkom, 2016. — 232 ¢. — 3aru. ¢ skpana. — Pexum noctyna: [DneKTpOHHBIN
pecypc]: — Pexxum nmoctymna: https://e.lanbook.com/book/111098.

2. Ocumnsz B. O. Kpunrorpadgus B 3agauax u ynpaxkuenusix. - M. : I'enuoc APB , 2004. - 143[1] c.
(nanmuue B 6ubnuoreke TYCVYP - 50 3k3.).

7.2. lonoJTHUTEIbHAS JIUTEPATypa

1. OcHoBbl kpunrtorpaduu: yuedHoe nocodbue ansa By3os / A.Il. Andepos, A.1O. 3y6os, A.C.
Ky3pmun, A.B. Uepemymkus. — 3-e usn., ucnp. u gon. — M.: I'enuoc APB, 2005. — 479 [1] c.
(mamumune B 6ubnuoreke TYCVYP - 30 3k3.).

2. OcHOBBI coBpeMeHHOH kpunrtorpaduu: yueOnsiit kypc / C.I'. bapuues, B.B. I'onuapos, P.E.
CepoB. — 2-e u3n., nepepad. u non. — M.: ['opsiuas nunus-Tenexkom, 2002. — 176 c. (Hanuuue B
ouobmmorexke TYCVYP - 51 3k3.).

3. ®omuués, B. M. Kpunrorpadpuueckue meroasl 3amutsl uHGopmanuu B 2 4. Yacts 1.
MatemaTtuueckue acleKkThl : yueOHUK A By30B / B. M. ®omuués, /[. A. MenpHUKOB ; oA pefakuueit
B. M. ®omuuéBa. — Mocksa : M3narensctBo FOpaiit, 2020. — 209 c¢. — (Briciiee o6pa3oBanue). —
ISBN 978-5-9916-7088-3. — TekcT : 31eKTPOHHBIN [DJIEKTpOHHBIM pecypc|: — Pexum gocryna:
https://urait.ru/bcode/450820.

4. ®omuués, B. M. Kpunrorpapuueckue MeToAsl 3amuThl nHGopManuu B 2 4. YacTp 2.
CucteMHbIe U NMPUKIIAJHBIE aCIEKTHI | y4eOHUK U1 By30B / B. M. ®omuués, J{. A. MenbHUKOB ; O]
penaknueir B. M. ®omuuéBa. — Mocksa : U3natensctBo FOpaiit, 2020. — 245 c. — (Bricmee
obOpa3oBanue). — ISBN 978-5-9916-7090-6. — TekcT : 3MeKTpOHHBIN [DIeKTpOHHBIN pecypc]: —
Pexxum noctyna: https://urait.ru/bcode/451486.

7.3. YueOHO-MeTOANYEeCKHE MOCOOUs
7.3.1. O6s3aTes1bHbIE YUeOHO-METOAMYECKHE TOCOOUSI

1. EBctotun O.0. Kpunrtorpadguyeckue MeTo bl 3aUThl HHOOpMAIUU [ DIEKTPOHHBIN pecypc]:
METOJUYECKHE YKa3aHHs JJIS BBINOJHEHUS MPAKTUYECKUX U CAMOCTOSITEIBHBIX paboT [DIeKTPOHHBIH
pecypc]. — 2014. — Pexum noctyna: [DaeKTpoHHBIH pecypc]: — Pexum pgoctyna:
https://disk.fb.tusur.ru/kmzi/practice.pdf.

2. Escrotun O.O. [Ipuknagnas kpuntorpadus [DIeKTpOHHBIN pecypc]: METOAMYECKUE YKa3aHUS
JUTSL BBITIOJTHEHHUS JTA0OPATOPHBIX M CAMOCTOATEIILHBIX padoT [DnekTpoHHbIH pecypc]. — 2014. — Pexum
JocTymna: [DNeKTPOHHBIU pecypc]: — Pexum gocTymna:
https://disk.fb.tusur.ru/crypto/laboratory_work.pdf.

7.3.2. YueOHO-MeTOANYECKHE MTOCOONS IJIS JINIT
€ OrpaHMYeHHBIMU BO3MOKHOCTSIMHM 3/10POBbSI M HHBAJIHU/I0B

Y4eOHO-MeTOIUYeCKUEe MaTepUaIIbl ISl CAMOCTOSITEIILHON U ayIMTOPHOM PadOThl 00YYarOLIHXCS
U3 YHCiIa JIUI] ¢ OTPAHUYCHHBIMU BO3MOXKHOCTSIMU 370POBbSI M HHBAJIH/IOB MPEIOCTABIAIOTCS B (hopMax,
aIalITUPOBAHHBIX K OTPAHHYCHHUSM X 3[J0POBbS U BOCHPUATHS HH)OPMALIUY.

JI1s JIMIL ¢ HApYIIEeHUSIMH 3PeHus:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B [1€YaTHOW (hopMe YBEIUYECHHBIM HIPUPTOM.

JI1s1 JIMIL ¢ HAPYIIEHUsIMU CJIyXa:

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B miedatHou popme.

JI1s1 JIMIL ¢ HAPYIIEHUSIMHU ONOPHO-IBUTaTEIbHOI0 anmnapara:
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— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,
— B IIeYaTHOU (opme.

7.4. CoBpeMeHHbIe TPpo(eccuoHATIbHBIE 0a3bI JAHHBIX
U HH(OPMAIMOHHBIE CTIPABOYHbIE CHCTEMbI

1. IIpu u3y4yeHUn AUCHUIUIMHBI PEKOMEHyeTCsl 00pamaThCs K COBpeMEHHBIM 0a3aM JdaHHBIX,
MH(QOPMAIIMOHHO-CIIPABOYHBIM U TMOMCKOBBIM cHcTeMaM, K KoTopbiM Y TYCVYPa oTKpeIT JOCTYI:
https://lib.tusur.ru/ru/resursy/bazy-dannyh.

8. MarepuaibHO-TEXHUYECKOE U MPOrPaMMHOe ofecneyeHue TUCIHHIINHBI
8.1. MaTepuaibHO-TeXHHMYECKOE U MMPOrPaMMHOe o0ecreuyeHue J1JIsl JIEKIIMOHHbIX 3aHATHH

Jlns mpoBeeHUs 3aHATUN JEKIIMOHHOTO THUMA, TPYIIOBBIX U HHANBUIYATbHBIX KOHCYIbTAIIHA,
TEKYLIETo KOHTPOJIS U MPOMEKYTOUHON aTTEeCTAllMU UCIIONb3yeTCs yueOHask ayAUTOPHs C TOCTAaTOYHBIM
KOJIMYECTBOM MOCAI0YHBIX MECT i y4eOHOI rpymibl, 000pyI10BaHHAs JOCKOW U CTaHAAPTHON y4eOHOM
Mebenbto. FiMeroTcss MynbTuMenitHoe 000py10BaHie U y4eOHO-HArIsAHbIE TOCOOUS, 00eCTIeUUBAIOIIHE
TEMaTUYECKHUE WILTIOCTPAIIMH T10 JICKITAOHHBIM pa3jiejaM JUCITUILUIHHBI.

8.2. MaTepuaibHO-TeXHHYECKOE H IPOrPaMMHoOe odecredeHue A NPAKTHYEeCKUX 3aHATHI

Aynutopusi MOAETUPOBAHHS, MPOSKTHUPOBAHUSA M OJKCILUIyaTallMd WHPOPMAIUOHHBIX U
AQHATUTUYECKUX CUCTEM: yueOHasl ayAUTOPUS ISl POBEACHUS 3aHATUN MPAKTUYECKOTO TUMA, yueOHas
ayauTOpUs U1l IPOBECHUS 3aHATUM abopaTopHoro tuma; 634045, Tomckas o6nacts, r. Tomck, yiI.
Kpacnoapwmeiickas, n. 146, 407 ay.

Onucanue nMeroerocss 000pya0BaHus:

- NatepaktuBHas nocka TraceBoard TS-408L;

- [Ipoexrop ViewSonic PJD5154 DLP;

- Kommnexr cnenuanu3upoBaHHON yueOHON Mebeny;

- PabGouee mecTo mpenogaBaress.

[IporpamMmmMHoOe obecrieueHue:

- Microsoft Windows 10;

- VirtualBox;

8.3. MaTepua/ibHO-TeXHNYECKOE U MPOrpaMMHOe o0ecreyeHue 1Jisi CAMOCTOSATEIbHOI padoThI

Jlnst caMocTosATeNnbHOU pabOThl UCTIONB3YIOTCS YueOHbIE ayAUTOPUH (KOMIIBIOTEPHBIE KIIACCHI),
PacCITOIOKEHHBIE TI0 aJpecam:

- 634050, Tomckas o6nactb, T. Tomck, Jlennna npocnexkr, . 40, 233 ayn.;

- 634045, Tomckas obnacth, T. Tomck, yi. KpacHoapwmeiickas, a. 146, 201 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 47, 126 ayn.;

- 634034, Tomckas ob6nacth, T. Tomck, Bepmmauna ynuna, a. 74, 207 ayn.

Onucanne UMEIOIIErocss 000pya0BaHUS:

- yueOHasi MeOenb;

- KOMIIBIOTEPHI;

- KOMIIBIOTEPHI MOJAKIIOUECHBI K ceTu «MHTepHeT» U 00ecrneynuBaloT JOCTYI B 3JIEKTPOHHYIO
nH(popMannoHHO-00pa3oBaTenbHyto cpeny TYCYPa.

[TepeyeHb mporpaMMHOTO 0OECIICUEHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 pis Windows;

- 7-Zip;

- Google Chrome.

8.4. MaTepuanbﬂo-TexnnquKoe odecrneyeHue AUCHUIIVIMHBI JIA JUI ¢ OTPAHUYCHHBIMU
BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

OcBocHue AUCHHUIIIMHEBL JIMaMU C OrpaHUYCHHBIMU BO3MOKHOCTAMU 3JO0POBbA U MHBAJIWIaMU
OCYHICCTBIIACTCA C UCITOJIB30BAHUCM CPCACTB OGy‘ICHI/ISI O6HICFO " CIICHHUAaJIbHOIO Ha3HA4YCHMUA.
HpI/I 3aHATHAX C O6y‘IaIOHH/IMI/IC$I C HApYIIECHUSAMHU cJyXa INpeaAyCMOTPCHO HMCIIOJb30BaHUC

CornacoBaHa Ha noptane Ne 55906 10


https://lib.tusur.ru/ru/resursy/bazy-dannyh

3BYKOYCHJIMBAIOIIEH ammapaTypbl, MyJIbTUMEIUNHBIX CPEICTB U JPYTHUX TEXHUUYECKHUX CPEJICTB
npuema/nepenadn yueOHol nHpopMaIuy B JOCTYIHBIX GopMax, MOOMIIBHON CHUCTEMBI MPEINOaBaHUs
JUTsL 00YYaIOIIUXCSl C UHBAJMHOCTHIO, TIOPTATUBHON MHAYKIIMOHHON CHCTEMBbl. YueOHas ayauTOpus, B
KOTOPOW 3aHUMAIOTCSI 00ydJaromuecs: ¢ HapylIeHUeM CiyXxa, 000pyJa0oBaHa KOMIBIOTEPHOU TEXHUKOM,
ayAMOTEXHUKOM, BUACOTEXHUKOM, SJIEKTPOHHOM IOCKOU, MYJIbTUMEIUMHON CUCTEMOM.

[Ipu 3aHATHUSIX ¢ 00yUaIOIMIMMUCS C HAPYLIEHUSIMHU 3PEHUs MPETYCMOTPEHO UCIOJIb30BAaHUE B
JEKIUOHHBIX U y4eOHBIX ayAUTOPHUSAX BO3MOXKHOCTH MPOCMOTpaA YAAJICHHBIX 00BEKTOB (Hampumep,
TEKCTa Ha JOCKE WJIM claiijia Ha dKpaHe) MPH MOMOIIHM BUACOYBEIUUHUTENEH 19 KOMPOPTHOTO
MIPOCMOTpa.

[Ipu 3aHgATHAX ¢ O0YyYalOIMMHCS C HAPYHIEHHWSIMH ONOPHO-ABUTaTeJbLHOI0 ammaparta
HCIIONBb3YIOTCS allbTEpHATUBHBIE YCTPONCTBA BBOJA MH(GOpPMalMU U ApYyrue TEXHUYECKUE CpeacTBa
npuema/mnepeaadyn yueOHoM nHGOpMaIMU B JOCTYHHBIX GopMax, MOOMIIBHON CUCTEMbI OOYyUYCHUSI IS
JIOJIEN ¢ MHBAIUIHOCTEIO.

9. OueHOYHbIe MaTePUAJIbl M METOAUYECKHE PEKOMEHIAMY 110 OPraHU3aALMH U3YUeHUs!
JTUCIUTINHBI

9.1. Conep:xaHne OLICHOYHBIX MATEPHAJIOB JIsl TEKYIIEro KOHTPOJIS
U MIPOMEKYTOYHOM aTTeCTAUH

I[J'ISI OLICHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I N YPOBHA OCBOCHUA 3aKPCIIJICHHBIX 3a I[HCIII/IHJ'IPIHOﬁ

KOMITETCHIINI HCTIONB3YIOTCS OLICHOYHBIE MaTepUalibl, MpeAcTaBiIeHHbIC B Ta0muIe 9.1.
Ta6ymma 9.1 — ®opMbI KOHTPOJIS M OLICHOYHBIC MATEPUATIBI

Hasparus pasnenos (Tem) PopmHpyembie ®opmbl KoHTpoItst | OrieHouHbIe MaTepuaisl (OM)
JUCLIUIUIAHBI KOMIIETEHIINU
1 OOutue moHATUS YVK-1 3auét [Tepeuens BOIpOCOB AJist
KpunTorpaduu 3a4era
TectupoBanue [IpumepHBIii IepedeHb
TECTOBBIX 3a/laHUN
Otuer 1o TeMBbl IPaKTUYECKUX 3aHATHN
IIPAKTUYECKOMY
3aHATHUIO
(cemuHapy)
2 Undpactpykrypa oTkpbIThIX | YK-1 3auér Ilepeuenb BOITPOCOB AJIst
KIIIOYeHn 3a4eTa
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3a/laHNUN
Otuer 1o TeMbl NPaKTUYECKUX 3aHATHN
IIPAKTUYECKOMY
3aHATHUIO
(cemuHapy)
3 MexaHu3Mbl yIIpaBIeHUS YVK-1 3auér [lepeuenb BOIIPOCOB 115t
KIII0OYaMHu 3a4eTa
TectupoBanue IIpuMepHBIil IepeyeHb
TECTOBBIX 3a/laHUN
Oruer 1o TeMbl NPaKTUYECKUX 3aHATHN
IIPAKTHYECKOMY
3aHATHUIO
(cemuHapy)
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4 TlpakTUYeCKUE aCTIEKThI YK-1 3auét [Tepeuens BOIIPOCOB 1Jist

KpunTorpaguueckoi 3anmThl 3aueTa
uHpOpMaLUH TectupoBanue [IpuMepHBIii TIEpedeHb
TECTOBBIX 3aJaHUN
Ortuer no TeMbl NpaKTUYECKUX 3aHATUN
MPaKTUYECKOMY
3aHSATHUIO
(cemunapy)

lxana oneHku cHPOPMUPOBAHHOCTU OTAECIbHBIX MIAHUPYEMBIX PE3yJbTAaTOB OOyUYEHHS IO
JTUCIUILIMHE TpUBeAcHa B Tabiuie 9.2.
Tabnuna 9.2 — Illkana oneHku cHopMUPOBAHHOCTH IUIAHUPYEMBIX PE3YJbTATOB OOyYEHHUS IO

JAUCLUILIIMHE
®dopmynupoBKa TpeOOBaHUH K CTETICHH C(HOPMHUPOBAHHOCTH
Ornenka banner 3a OM TJIAHUPYEMBIX Pe3yJIbTaTOB 00ydeHUS
3HATh yMETh BJIQ/IETh
2 <60% ot OTCYTCTBME 3HAHUU OTCYTCTBHE OTCYTCTBHE
(HEyIOBIETBOPUTENHHO) | MAKCUMATBHOMU | UITU ()parMeHTapHBIC YMEHHUH UITN HABBIKOB WJIN
CYMMBI 0aJII0B 3HAHUSA YaCTUYHO ¢parmeHTapHble
OCBOEHHOE MPUMECHECHHE
yMEHHE HABBIKOB
3 ot 60% no o0mue, HO HE B 1I€JIOM YCIICIITHO, B 1IEJIOM
(YZ1OBIIETBOPUTENHHO) 69% ot CTPYKTYypUPOBAHHbIE HO HE YCIEIIHOE, HO HE
MaKCHMAaJTbHOM 3HaHUS CHUCTEMAaTHUYECKH | CHCTEMATUYECKOE
CYMMBI OaJIOB OCYIIECTBIIIEMOE pUMEHEHNE
yYMEHHUE HABBIKOB
4 (xopotio) ot 70% no c(hOpMHUPOBaHHEIE, B LIEJIOM B IIEJIOM
89% ot HO CoZepKalue yCIIELIHOE, HO yCIIEIIHOE, HO
MaKCHUMaJIbHOM OTJIebHbIE coJieprKalime coJieprKariue
CYMMBbI 0ayuioB | mpoOsemMbl 3HaHUS OTJIEIbHbBIE OTJIeIbHbIE
npoOesbl yMEHUe poOeIBI
MpUMEHEHHE
HABBIKOB
5 (OTIMYHO) >90% ot chopMUpOBaHHbBIE | CHOPMUPOBAHHOE YCHEUIHOE U
MaKCUMAJIbHOW | CHCTEMaTUYECKHE yMEHHue CHUCTEMaTHUYECKOe
CYMMBbI 0aJIOB 3HAHUSA MPUMECHEHHE
HABBIKOB

[IIxanma KOMIUIEKCHOM OLIEHKH C()OPMHPOBAHHOCTH KOMITETCHIIMI MPUBEIeHa B TabuIe 9.3.
Ta6mmma 9.3 — [lIkayia KOMIUIEKCHOM OIEHKH C(hOPMHUPOBAHHOCTH KOMITETSHITUHA

Onenka ®opmynupoBKa TpeOOBaHUM K CTENIEHU KOMIIETEHIIUH

2 He nmeet HeoOX0IMMBIX TIPECTABICHUN O IPOBEPSIEMOM MaTepHalie
(HEeyAOBIETBOPUTENBHO) | LITU
3HaTh HAa YPOBHE OPUEHTHPOBAHMS, ITpeacTaBneHuil. O0yuaronuiics 3HaeT
OCHOBHBIE NMPU3HAKU WM TEPMHUHBI U3y4aeMOT0 dJIEMEHTa COACPKAHMS, UX
OTHECEHHOCTb K OMpPEJICIICHHON HayKe, OTPaciid WK 00bEKTaM, y3HAeT B
TEKCTax, U300paKEHUSX UM CXeMaX U 3HAeT, K KaKUM HCTOYHUKAM HY>KHO
oOpainarscs A 6ojee IeTalbHOTO €ro YCBOCHHUS.
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3 3HaTh U YMETh Ha PeNPOAYKTUBHOM ypoBHE. OOy4Jaronmxcs 3HaeT
(YIOBJIETBOPUTENHHO) |M3YUYEHHBIN 3JIEMEHT COACPKAHUS PENPOYKTUBHO: IPOU3BOIHHO
BOCITPOM3BOIUT CBOU 3HAHUS YCTHO, MUCbMEHHO UJIU B JIEMOHCTPUPYEMBIX
JIEUCTBUSAX.

4 (xoporo) 3HaTh, YMETh, BIAJCTh HAa AHAJUTHYECKOM YPOBHE. 3Has Ha
PENpOAYKTUBHOM YPOBHE, YKa3bIBaTh HA OCOOEHHOCTH U B3aUMOCBSI3H
M3YYEHHBIX 00BEKTOB, Ha UX IOCTOMHCTBA, OTPAaHUYECHUS, UCTOPHUIO U
MEPCTIEKTUBBI Pa3BUTHUS U OCOOEHHOCTH IS Pa3HbIX OOBEKTOB YCBOCHHUSI.

5 (0TIMYHO) 3HaTh, yMETb, BIAJICTh HA CHCTeMHOM ypoBHe. OOyuaromuiics 3HaeT
W3YYEHHBIHN 2JIEMEHT COAEP KAHUSI CUCTEMHO, IPOM3BOJIBHO U 10KA3aTEIbHO
BOCIIPOM3BOAMT CBOU 3HAHUS YCTHO, IMCBMEHHO WM B IEMOHCTPUPYEMBIX
NEHCTBUAX, YUYUTHIBAS U YKa3bIBasl CBA3U U 3aBUCUMOCTU MEXIY 3TUM
AJIEMEHTOM U JPYTMMHU JIEMEHTAMU COJAEPKAaHUS AUCLHUIIIMHBI, €T0
3HaYUMOCTb B COJIEP’KAHUN JUCLMUILINHBIL.

9.1.1. IlpuMepHBbIi NepeYeHb TECTOBbIX 3aaHUH

1. o mpunuuny Kepkroddca B KpunrocucreMe CEKPETHBIM TOIHKHO OBITH!
- KITIOY
- Bpemst mu(poBaHus
- CJIO)KHOCTb JITOPUTMA
- JUIMHA KJIF0Ya
2. Tlo6enurens koukypca AES (Advanced Encryption Standard)?
- DES
- RC6
- Rijndael
- Twofish
3. Uro Takoe muddy3usn?
- Bnusiaue onHOTO 3HaKa OTKPBITOrO KJIIOYa HAa 3HAYUTEIbHOE KOJHYECTBO 3HAKOB
mudpoTeKcTa.
- BrnusHue OoAHOrO 3HaKa 3aKpHITOTO KJIOYa Ha 3HAYUTEIbHOE KOJHUYECTBO 3HAKOB
mudpoTeKcTa.
- Bnusinue onHOTO 3HAKa OTKPBITOTO TEKCTAa HAa 3HAYMTEIBHOE KOJMYECTBO 3HAKOB
mudpoTeKcTa.
- Bnusiaue anroputma 3amuThl MHGOpPMANUM HA 3HAYUTEIbHOE KOJIUYECTBO 3HAKOB
mudpoTeKcTa.
4. KakuM CBONCTBOM JOJDKEH 00J1a1aTh KaHal nepenaun nadpopmanuu B cxeme uddu-Xemimana
- 3alUIIECHHBIA OT MOJMEHBI
- 3aLUIIEHHBIN OT MPOCITYIINBAHUS
- 3aKPBITBINA KaHaJI
- OTKPBITBIA KaHaJI
5. Kak Ha3zbpiBaeTcs mpeoOpa3oBaHHE BXOJHOIO MAacCHBa JaHHBIX HPOU3BOJIBHOW JJIMHBI B
BBIXOJHYI0 OUTOBYIO CTPOKY (DMKCHUPOBAHHOW MJIHMHBI? (MCHOJB3YyET OJHOCTOPOHHIOIO
byHKIHIO)
- Pa3buenne BxoqHOrOo MaccuBa
- XemupoBaHue
- Cxarue
- CaBur
6. Buapl CHMMETPUYHBIX KPHUIITOCHCTEM:
- MOTOYHBIE MHUDPHI
- OUII
- KPUITOCHCTEMBI C OTKPBITHIM KITFOUOM
- HET OTBeETa
7. Advanced Encryption Standard (AES), Takxe uszBectasiii kak Rijndael umeer pasmep 610ka (B
ourax):
- 64
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10.

1.

12.

13.

14.

15.

16.

17.

18.

- 128
- 192
- 256

. Advanced Encryption Standard (AES), Taxxe n3BecTHbIi kak Rijndael MoxkeT umeTh Kiro4 (B

ouTax):

- 128

- 192

- 256

- BCE BBINIC MIEPEUYHCIICHHBIC

. Kakasg cxema nexxut B ocHoBe DES u I'OCT 28147-89?

- Le3aps

- Kanropa

- Qeiicrens

- Buwxenepa

Kakue 13 cneayromux aaropuTMoB SBJISIOTCS aCCUMMETPUYHBIMU?
- DES

- Onb-I'amans

-T'OCT 28147-89

- RC4

Ha kakoii TpynHopemaeMoi 3agaye OCHOBaH anroputm RSA?

- ®akTopu3anuu yuces

- Haxoxxaenust 00J1b1IOT0 MPOCTOT0 YKcia

- Boruncnenuu o6paTHOTO 2NeMEHTa

- MuckpetHoro norapuMupoBaHUs

Kaxkas nnmuna xmoua B [OCT 28147-89(Marma)? (oTBeT B OMTax)

- 64

- 128

-192

- 256

Uto 00b19HO B ce0sI BKITIOUAET CXeMa JIEKTPOHHOM moanucu?

- aJITOPUTM T'€HEepaIiH KJIIOUEBbIX Map MoJIb30BaTeNs

- (pyHKLIMIO TPOBEPKH MOANUCH

- HUYETro U3 BBILIENEPEYNCIEHHOTO

- BCE U3 BBIIICTIEPEUUCTICHHOTO

Meroa nonuandaBuTHOro mudpoBaHus OyKBEHHOTO TEKCTa C MCIOJIb30BaHUEM KIIOYEBOIO
cloBa

(TEeKCTOBOTO):

- ludp I'porcdennaa

- llIudp Buxenepa

- udp Lezaps

- [lludp Bepnama

Kaxoit k104 goctyneH BceM sl IpOBEPKH MUGPOBON MOAMUCH MO JOKYMEHTOM?
- 3aKPBITHIN

- OTKPBITHIN

- BHYTPEHHUI

- 00t

Kaxoit mpudt Gosiee croiikuii Kk B3omy?

- CUMMETpUYHBIN

- ACUMMETPUYHBII

- [IceBmocumMmMeTprUyYHBIN

- Het mpaBuiibHOTO OTBETA

Kaxoit anroputm mmdpoBanus crain npoodpazom st oredectBeHHoro 'OCT28147-89?
- DES

- DSA

- Rijndael

- IDEA

B yem npeumynecTBO CHUMMETPUUYHBIX CUCTEM HaJl ACUMMETPUYHBIMU?
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- CKOPOCTh MM POBAHUS
- IPOCTOTA pealln3alnuu
- U3YYEHHOCTh
- BCE OTBETHI IPABUIIbHBIE
19. Yro nmoapazymMmeBaeTcst 0l TEPMUHOM ayTEHTHYHOCTH HH(MOpMaIuu?
- llenoctHOCTH MHBOPMATTITH
- HeBo3mokHOCTB OTKa3a OT aBTOPCTBA
- [TonyiuHHOCTH aBTOPCTBA
- BCE OTBETHI IPABUIIbHBIE
20. BriGepute nmpaBuIbHBIN BapuaHT, 3alIMPOBAHHON ¢ MOMOIIBIO Hdpa 1e3apsi, CTPOKU: mudp
[e3aps
- piixc 4€nbdco
- mgiixc yéunobcea
- BKIIT IIDKUBCO
- JOOBII] BKHEIDK

9.1.2. IlepeyeHb BONPOCOB ISl 3a4€Ta

[TonsiTHe KpunTOrpauuecKoro MPOTOKOINIA.

Ponp kpunrorpadguyeckux npoToKoJIOB B CHCTEMax 3aIllUThl HMHPOPMALIKH.

OCHOBHBIE aTaKH Ha KPUNITOrpahuIeCKUe MPOTOKOJIBI.

ITonsiTHE DIEKTPOHHOM NOAIIHCH.

VYnpaBieHue OTKPHITBIMU KITIOUaMH.

OcCHOBHBIE KOMIIOHEHTHI HHPPACTPYKTYPBI OTKPBITHIX KITIOYEH.

[TonsiTue cepTuuKaTa OTKPHITOrO KIIt0ya.

Y nocToBepstomuii LHEHTP.

ApPXUTEKTYpa HHPPACTPYKTYPHI OTKPHITOTO KITIOYA.

[TpoToKobI HACHTU(UKALIMN HA OCHOBE MApoJIe, MPOTOKOJIBI «PYKOMOXKATHUS» U TUIA «3aIPOC-

OTBETY.

11. TloHsATHE IPOTOKOJIOB MHTEPAKTUBHOTO JJOKA3aTENbCTBA M JOKA3aTEIbCTBA 3HAHUSL.

12. IIpoToKOabl MAECHTU(PUKAIMU Ha OCHOBE NMPOTOKOJOB OKA3aTENbCTBA 3HAHMS C HYJIEBBIM
pasriameHHeM.

13. IlocTpoeHune 6€30MacCHOr0 KOMMYHHUKAIIMOHHOTO KaHajla Ha OCHOBE KPUITOTIpapUUYECKUX
QITOPUTMOB.

14. IIpoGnemMsl peanu3alii KpUNTOTpapUIECKUX alrOPUTMOB.

15. 3amura OT yTeuku HHPOpPMALIUH.

COXNANRE DD~

9.1.3. TeMbl NpaKTHYECKUX 3AHATHI

Kpunrorpadudaeckue daiinossie cucremsl. [llndposannas daiinosas cuctema Windows
Kpunrorpaduueckue daiinossie cucremsl. [llndposanne nucka BitLocker
[Tpumenenne MOK B kiMeHTax 3JIEKTPOHHON MOYTHI

[Tpumenenne MOK Ha aBTOMaTH3MpPOBAaHHOM paboyeM MecTe

. IIpuMeHnenue kpunTonpoBanaepoB

N

9.2. MeToan4yeckne peKOMeH AU

VY4eOHbIil MaTepuan uznaraercs B (Gopme, mpeanoaramplileii caMoCTOATENbHOE MBIILICHHE
CTYZCHTOB, camooOpa3oBanue. [Ipu 3ToM camocTosTenpHast paboTa CTyA€HTOB UTPAET PEIIAIONIYIO POJIb
B XO/I€ BCETro y4eOHOro mporecca.

Hauatp n3ydeHne MUCHMILUIMHBI HEOOXOIUMO CO 3HAKOMCTBA ¢ padoueil MporpaMMoOid, CIIUCKOM
y4eOHO-METOMUECKOT0 U MporpaMMHoOro obecnedyenus. CamocrosTenbHas paboTa CTyACHTa BKIIOYAET
paboTy ¢ yuyeOHBIMU MaTepHalaMH, BBINOJHEHHE KOHTPOJBHBIX MEPONPUITHH, MPETyCMOTPEHHBIX
y4eOHBIM ILTAHOM.

B nporecce n3ydeHuns: IUCHUIUIMHBI IS JIyYIIETO OCBOCHUS MaTepuana He0OXOAMMO PETYISIPHO
oOpamarbcsi K PeKOMEHAYEMOM JIuTeparype M MCTOUYHMKAM, YKa3aHHBIM B y4eOHBIX Marepuaiax;
MOJIb30BAThCS 4Yepe3 KaOWHET CTyJAeHTa Ha caiiTe YHuBepcuUTeTa o0pa3oBaTENbHBIMH pecypcamu
AJIEKTPOHHO-OMOIMOTEYHOM CHUCTEMBI, @ TAaKXKe OOIIEAOCTYITHBIMUA HHTEPHET-IOPTAIaMH, COJCPKAILIUMHU
HAy4YHO-IIONYJAPHbIE U CIELUAIU3UPOBAHHBIE MAaTEpHalbl, MOCBSLICHHBIE Pa3JIMYHBIM acCIEeKTaM
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y4eOHON NMCITUIUIMHBI.

[Ipu camMoCTOATEIHLHOM U3YYEHHUU TEM CIIEAYHTE PEKOMEHIAIHSIM:

— YTEHHE HWJHM MPOCMOTP MaTepHualia OCYLIECTBISHTE CO CKOPOCTbIO, NOCTATOYHOM s
WHAUBUAYATbHOTO MOHMMAHUS U OCBOEHHS MaTepuaja, BbIJIENsis OCHOBHbIE UJEH; HA OCHOBAHUHU
M3YUYEHHOT'0 COCTaBUThH Te3UChl. OCBOMB MaTepual, MOMbITaTbCS COOTHECTH TEOPHUIO C IPUMEpPAMHU U3

MIPAKTUKU;

— €CIIM B TEKCTE BCTPEUAIOTCS HE3HAKOMbIE UM MAJIO3HAKOMbBIE TEPMHHBI, CIIEyEeT BBISICHUTH UX
3HAauYeHHE JIJIsl TOHUMaHUS JajbHEHIIero MaTepuarna;

— OCMBICIIMBalTE MPOYUTAHHOE U N3YUEHHOE, OTBEUATE Ha MPEJI0KEHHbBIE BOIIPOCHI.

CtyaeHThl MOTYT MOJy4aTh HHAUBUIyaIbHbIE KOHCYJIbTAIMH, B T.4. C UCIOJb30BAaHUEM CPEJICTB

TCJIICKOMMYHHKAIIUN.

[To gucuumIMHE MOTYT MPOBOJMTHLCS OMOJHUTEIbHBIC 3aHATHUSA, B T.4. B (hopMe BeOMHAPOB.
Pacnimcanue BeOMHApOB | 3anucyu BEeOMHAPOB MyOJMKYIOTCS B DJICKTPOHHOM Kypce / JIEKTPOHHOM

KypHaJIe Mo TUCIUIUINHE.

9.3. TpeGoBaHusl K OLIEHOYHBIM MaTepPHAJIaM /ISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTIMU

3/10POBbsI H HHBAJINI0B

s nun ¢ OrpaHUYEHHBIMH BO3MOXHOCTSMHU 3J0POBbS M MHBAJIHUIOB INPEAYCMOTPEHBI
JIOTIOJTHUTEJIHHBIE OLIEHOYHBIE MaTepHalibl, IEPEeYeHbh KOTOPHIX yKa3zaH B Tadmnwie 9.2.

Tabnuma 9.2 — JlomonHUTENbHBIE MaTepHaAllbl OLICHUBAHUS JUJISL JIUIl C OTPAHUYCHHBIMH
BO3MOKHOCTSIMUA 3JJ0POBbsl 1 WHBAJINJIOB

Kareropuu o6yuaroniuxcs

Bupl 7onoMHUTENBEHBIX OLIEHOYHBIX
MaTCpHaIOB

@DopMbI KOHTPOJISL ¥ OLICHKH
pe3yJabTaToOB 00yUYEHUs

C HapymeHusIMH ciIyxa

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4€Ty, KOHTPOJIbHBIE pA0OTHI

[Ipenmy1ieCTBEHHO MMCbMEHHAS
IIPOBEPKA

C HapyIICHUSMU 3pEHUS

CobecenoBaHue o BOIpocam K
3a4eTy, OMPOC MO0 TEPMHUHAM

[Ipenmy1iecTBEHHO yCTHas
poBepKa (MHAWBUYAJIBHO)

C HapyuIeHUsIMH OIIOPHO-
JIBUTATEIILHOTO arlnapara

Pemenue nucTaHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTBI, IIMCHbMCHHBIC
CaMOCTOATCIIbHBIC pa6OTBI, BOIIPOCHI

K 3a4CTy

HpeI/IMYH_IeCTBeHHO
JUCTAaHIMOHHBIMH MCTOAaMU

C orpaHMyYeHUSIMH TIO
o01IeMe TUIIMHCKUM
MOKa3aHUSM

TecThl, TUCbMEHHBIC
CaMOCTOSITeNIbHBIE PAOOTHI, BOIPOCHI
K 3a4eTy, KOHTPOJIbHBIE paOOTHI,
YCTHBIE OTBETHI

[IpeuMy1ieCTBEHHO POBEpPKA
METOAaMU, ONIPCACTIAIONIUMUCA
UCXOJS U3 COCTOSIHUS
o0ydaromerocss Ha MOMEHT
IIPOBEPKU

94. MeToanuyecKkue PCKOMEHAAIUHA 110 OCHOYHBIM MaTepHaJdaM IJid JUIl ¢ OrPAaHUYCHHBIMHA

BO3MOKHOCTSIMM 310POBbSA 1 HHBAJIMI0B

Jns nun ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMU 3J0POBbSI U MHBAJIUJIOB MpPEayCMaTPUBACTCS
noctymnHas popma MpeaoCTaBICHHS 3a/IaHUi OIIEHOYHBIX CPEJICTB, & HMECHHO:

— B mieuaTHoOu hopme;

— B I1€YaTHOH (hopMe C yBETUUYEHHBIM IIPHPTOM;

— B hopMe JIEKTPOHHOTO JIOKYMEHTA,

— MCTOAOM YTCHUA aCCUCTCHTOM 3aJIaHUSA BCIIYX;

— MPEJIOCTABJICHUE 33JJaHMUS C UCTIOJIL30BAHUEM CYPIOIIEPEBO/IA.
.HI/IIIaM C OrpaHUYCHHBIMU BO3MOXHOCTAMHU 3JO0POBLA U MHBAJIMAAM YBCIIMYUBACTCA BPEM Ha

IMOATOTOBKY OTBCTOB HAa KOHTPOJIBHBIC BOIIPOCHI. I[J'ISI TaKux 06yt{a}0m1/1xcs{ npeaycMaTpmuBacTCd
nocTymHas popMa IpeaoCTaBICHIs OTBETOB HA 33aJJaHHs, 2 UMEHHO:

— MUCBMEHHO Ha Oymare;

— Ha0Op OTBETOB HAa KOMIIBIOTEPE;

— HabOp OTBETOB C UCIOJIH30BAHNEM YCIIYyT aCCHCTEHTA;

— MpEeJICTaBIEHUE OTBETOB YCTHO.
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[Ipouenypa omeHUBaHHUS PE3yIbTATOB OOYYECHHUsS JUIl C OTPAHUUYCHHBIMU BO3MOXXHOCTSIMHU
3I0pPOBbSI U MHBAIUIOB 10 JUCIUILIMHE TPEIyCMAaTPUBACT MPEAOCTaBlIeHNEe HHPOopManuu B hopMax,
aIalITUPOBAHHBIX K OTPAaHUYEHHSIM UX 3JI0POBbsI U BOCTIPHATHSI HHPOPMAITUH:

Jist Iuu ¢ HapylIeHUsIMU 3PeHu:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU popMe yBEITUUCHHBIM HIPUGPTOM.

J st Iun ¢ HApYIIeHUsIMU cJIyXa:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOM (opme.

J1st U1 ¢ HApYLIeHUsIMU OTIOPHO-IBUTaTeIbHOTO anmapara:

— B (popMe 2IIEKTPOHHOTO TOKYMEHTA,

— B IIeYaTHOU (opme.

[Ipn HEOOXOMMMOCTH IS JUIl C OTPAHHUYCHHBIMU BO3MOXXHOCTSIMH 3J0POBbSI U MHBAJIHJIOB
mpoIielypa OIEHUBAHUS PE3yJIbTaTOB 00yUEHHSI MOKET MPOBOAUTHCS B HECKOJIBKO 3TATIOB.
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