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4 | Bcero aymuTOpHBIX 3aHATHH 54 62 116 4acoB
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
OOy4uTh CTYICHTOB OCHOBaM TOCTPOEHHUS U KCIUTyaTallii BHIYMCIUTEIBHBIX CETEH, MPUHITAIIAM
¥ METo/aM 3alUThl HHPOPMAIMU B KOMITBIOTEPHBIX CETSAX, HABBIKAM KOMIUIEKCHOTO MPOEKTUPOBAHUSA,
MTOCTPOCHHMS, OOCTY)KUBAHUS U aHAIIN3a 3AIIUIICHHBIX BEIYUCITUTEIHHBIX CETEH.

1.2. 3agaum qMCHUNINHBI

JlaTh OCHOBBI:

—  — apXUTEKTYPHI BHIYUCITUTEIIbHBIX CETEH;

—  — IpOrpamMMHO-AINIAPATHBIX U TEXHUYECKUX CPEICTB CO3AAHUS CETEH;

—  — NPUHIUIOB MOCTPOEHUS CETeH U yNPaBICHUS UMU;

—  — HCIOJIb30BaHUS IPOrPAMMHBIX U allllapaTHBIX TEXHOJOTUM 3aIUThl CETEH;

— — METOJIOJIOTHH MPOEKTUPOBAHUS, Pa3BEPTHIBAHMSI M COITPOBOXKIACHUS OE30TIaCHBIX CETEH;
— —o0cnenoBaHUs M aHAIW3a 3aMIUIICHABIX BIYUCIUTEIIBHBIX CETEH.

2. Mecto mucuuniauebl B ctpykrype OIIOII

Huctummuaa «beszonacHocts ceteit O9BM» (b1.B.03.01) otHOCHTCS K OnoKy 1 (BapuaTHBHas
4acTh).

[IpeamecTByOMUMHA TUCITUTIIMHAMUA, (HOPMHUPYIONTUMHU HavyaJbHbIE 3HAHUS, SABJIAIOTCS: be3omac-
HOCTh cereit DBM, besonmacHocth cereit DBM, MudopmaTtuka, OcHOBE HHPOPMAIIMOHHONW 0€30macHO-
CTH.

[TocnenyromuMu aucuuIinHaMu sBistoTCs: bezonmacHocTh ceteit OBM, be3zomacHocth ceteit
OBM.

3. TpeGoBanusi K pe3yJibTATAM OCBOEHMS JUCUUILIUHBI

[Tporniecc n3yueHus: AUCUUILIMHBI HAPaBJICH HA (HOPMUPOBAHUE CICAYIOMINX KOMITETCHIIU:

— IIK-9 crnocoOHOCTBIO BBISBISATH OCHOBHBIE YIpO3bl 0€30MacHOCTH MH(OpPMALIUU, CTPOUTH U
MCCJIEI0BATh MOJICTIN HAPYIIUTEIIS B KOMIIBIOTEPHBIX CUCTEMAX;

— ITIK-10 crnocoGHOCTBIO OCYIIECTBISATH BHIOOP TEXHOJIOTMH, WHCTPYMEHTAJbHBIX CPEICTB,
CPEJICTB BBIYMCIUTENBHON TEXHUKHU U CPEACTB obOecriedeHrs NHPOPMAIIMOHHOW Oe30MMacHOCTH co3/aBae-
MbIX crienraiabHeIXx MAC;

B pe3ynbraTe u3ydeHus TUCIUILIMHBI 00Y4aOIUICS TODKEH:

— 3HATh CPEJCTBA U METOJBl XPAHCHUS M Tiepeaul HHPOPMAITUH; STAJIOHHYIO MOJIENIb B3aUMO-
NENCTBUS OTKPBITHIX CUCTEM; OCHOBHBIE CTAHIAPTHI B 00JaCTH MHPOKOMMYHUKAIIMOHHBIX CUCTEM U TeX-
HOJIOTH; OCHOBHBIE HOPMATHUBHO MPABOBHIE aKThl 1 HOPMATUBHBIE METOIUYECKUE JOKYMEHTHI B 00JIACTH
MH(GOKOMMYHHUKAIIMOHHBIX CHCTEM; MPHUHIIMIIBI TTOCTPOCHUS 3alUIIICHHBIX TEIEKOMMYHUKAIIMOHHBIX CH-
CTEM; MEXaHU3MBbI PeaTN3allUM aTaK B KOMIIBIOTEPHBIX CETSX; 3alIUTHbIE MEXaHU3MbI U CPEJICTBA obecte-
YEeHUsI CeTeBOI 0€30MacHOCTH; CPEJICTBA U METO/IbI MTPEIOTBPAIlCHUS U 0OHAPYKEHUS BTOPKEHUH.

—  yYMeTb NPUMEHSTH 3alUIIEHHBIE TPOTOKOJIbI, MEXKCETEBBIE IKPAHbI U CPEJICTBA OOHAPYKEHUS
BTOPKEHUH ISl 3aIIUTHI HHOOPMAIIMH B CETSX; OCYIIECTBIISATH MEPHI IPOTUBOACUCTBUS HAPYIICHUSIM CE-
TeBOI1 0€30MaCHOCTHU C UCTIOIB30BAHUEM PA3TMUHBIX TPOTPAMMHBIX U alapaTHBIX CPEICTB 3aAIIUTHI B CO-
OTBETCTBUHU C TPEOOBAHUSIMU HOPMATHBHO MPABOBBIX aKTOB M HOPMATHUBHBIX METOINYECKUX JOKYMEHTOB.

— BJIaJieTh HaBbIKAMU KOH(UTYPUPOBAHUS JIOKAIBHBIX CETEH, HABBIKAMHU peau3allii CETEBBIX
MIPOTOKOJIOB C TTOMOIIBIO MMPOTPAMMHBIX CPEACTB; HABBIKAMU HACTPOWKH MEKCETEBBIX KPAHOB; HABBIKA-
MU MPUMEHEHHUS HOPMATHUBHO MPABOBBIX AKTOB W HOPMATHBHBIX METOAUYECKUX JOKYMEHTOB B OOJACTH
WH(POKOMMYHHKAIIMOHHBIX CHUCTEM; METOIWKOM aHajau3a CeTeBOro Tpaduka; METOIUKOW aHaim3a pe-
3yIBTaTOB PabOTHI CPENICTB OOHAPYKEHUST BTOPKEHUH.

4. O0beM IMCOMIJIMHBI M BUABI Y4e0HOI padoThI
OO61as TpyI0eMKOCTh AUCIMILINHBI cocTaBigeT 8.0 3a4eTHBIX €IMHUIBI U IIPE/ICTaBICHA B Ta0JIu -
ue 4.1.
Tabmuua 4.1 — TpyaoeMKoCTh JUCIUILIMHBI

Bupl yueOHOI 1esITEIBHOCTH Bcero yacos CemecTpsl
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5 cemectp 6 cemecTp

AynuTtopHble 3aHATUSA (BCETO) 116 54 62
Jlexuun 36 18 18
[IpakTnueckue 3aHATHS 16 8 8
JlaboparopHbie pabOTHI 64 28 36
CamocrosTenbHas paboTa (BCero) 136 54 82
OdopmiieHre 0TYETOB 110 JIA0OPATOPHBIM 64 28 36
pabotam

[IpopaboTka JIEKIIMOHHOTO MaTepuaia 36 18 18
CamocTosiTenbHOE U3yuyeHrne TeM (BOIPOCOB) 20 0 20
TEOPETUYECKOI YacTu Kypca

[ToaroroBka Kk MpakTUUYECKUM 3aHSATHUSM, 16 8 8
ceMuHapam

Bcero (0e3 ax3amena) 252 108 144
[ToaroroBka u cnava 3x3aMeHa 36 0 36
OO01mas Tpy10eMKOCTb, 4 288 108 180
3avetHbie EnuHUIB 8.0 3.0 5.0

5. Coneprxanue TMCUMILTHHBI
5.1. Pa3nenbl AUCHMILUIMHBI U BUAbI 3aHATHIA
Pazniensl IUCUUIUTMHEI M BUABI 3aHATUH PUBEICHBI B Ta0muiie S.1.
Tabmuna 5.1 — Pa3jenbl AUCIMIUIMHBI U BUJIbI 3aHATHH
Bcero
Tpax. | JTa6. Can. | T2COB dopmupyeMbI
Hazpanus pa3aenoB TUCHUILUIMHBI Jlex., u (Ce3 e
3aH., 4 | pab., 4 | pab., q
9K3aMe | KOMIETEHIIUN
Ha)
5 cemecTp

1 OcHOBHBIE TOHATHUS HH()OPMAITMOHHBIX 4 0 8 12 24 | IIK-10

ceren

2 OCHOBBI IOCTPOEHUSI COBPEMEHHBIX JIO- 4 8 8 20 40 |TIK-10
KaJIbHBIX CETEH

3 Cpencta peaan3aluyd MEKCETEBOI0 6 0 12 18 36 [1IK-10
B3aMMOJEHCTBUS

4 TlepceKTUBHBIE HAIIPABJIEHUS pPa3BU- 4 0 0 4 8 ITIK-10

TUS ¥ IpoOIeMbl HHPOPMAIIMOHHBIX Ce-

Teu

Hroro 3a cemectp 18 8 28 54 108

6 cemecTp

5 OcHOBHBIE NOHATHS HHPOPMALIMOHHOM 4 0 0 8 12 |IIK-10, TIK-9
6e3omnacHocTH ceteit OBM

6 Texuonoruu odecreueHuss 0€301acHO- 8 8 12 37 65 |IIK-10, I1IK-9
CTH B JIOKQJIbHBIX CETSIX

7 ObecrieueHre 0€30MaCHOCTH MEKCETE- 6 0 24 37 67 |IIK-10, IIK-9
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BOIro BSaHMOﬂeﬁCTBHH

Hroro 3a cemectp

18 36

82 144

Hroro

36 16 64

136 252

5.2. Conep:xanue pa3aesioB AMCUMILIMHBI (110 JEKIMAM)
ConeprkaHue pa3iesoB TUCIUILINH (TIO JIEKIMSIM) IPUBEACHO B Tabmuiie 5.2.
Tabmuma 5.2 — Coaeprkanue paseiaoB JUCIUILIAH (TI0 JISKIIHSIM)

Haszpanus paznenos

CopneprkaHue pa3iesoB TUCIUILIUHEI (IO
JICKIIMSIM)

TpynoeMKocCTb,
q

dopmupyembie
KOMIIETCHITUHN

5 cemecTp

1 OcHOBHBIE TTOHATUSI
MH(OPMAITMOHHBIX
ceren

Ucrtopust passutus cereii 9BM. Mecto u
POJIb BBIYUCIUTEIBHBIX CETEH B COBPEMEH-
HOM Mupe. OCHOBHBIE TTOHATHS U TEPMUHO-
norusi. OOuMe npeacTaBIeHus O BEIUMCITH-
TenbHOU ceT. O01iee NoHsITHE 00 HepapXu-
YECKOM CTPYKType MpOTOKONIOB. [IpuHImmIbI
MHOTOYPOBHEBOM OpraHU3alUU JTOKATBHBIX
U T100anpHbIX ceTeit DBM. Monens OSI.
CraHgapTHBIC CTEKH KOMMYHHKAITHOHHBIX
IIPOTOKOJIOB.

Cranpaptuzanus B cetsix. Knmaccudukanus
BBIUHCIIUTENBHBIX ceTeil. TpeboBaHus,
IIPEIbSABISIEMbIE K COBPEMEHHBIM BBIYHCIIH-
TEJIBHBIM CETSIM. METO/BI U TEXHOJIOTMHU
IIPOEKTUPOBAHHUS CPEICTB TEIEKOMMYHHKA-
. CTpykTypusanuu cetu. Ousndeckas u
Joru4eckas Tonojaoruu cereid. OCHOBHOE
KOMMYHHKAI[HOHHOE 000pYy/IOBaHHE

Hroro

IIK-10

2 OCHOBBI ITOCTPOEHUS
COBPEMEHHBIX
JIOKaJIbHBIX CeTen

Kondurypanuu nokaibHbIX BBIYUCIUTENb-
HBIX CETEW U METOABI AoCTyna B HUX. CTpyk-
Typa ¥ QyHKLUH JOKaJIbHBIX ceteil. Conep-
xanue crangapra IEEE 802. ba3oBbie Tex-
HoJstornu JiokanbHbIX cereid. IEEE 802.2
Ethernet. OGopynoBaHue JTOKaIbHBIX CETEH.

IIporpamMHBIE CpEICTBA TEIEKOMMYHHUKA-
uu. CTpyKTypa IporpaMMHOro odecreye-
HUs JTOoKanbHOU cetr. Kitaccudukanus mpo-
IPaMMHOT0 00ecIieueH s JIOKAJIbHBIX CEeTeH.
I IpyuHIMITBI TOCTPOEHHUS CETEBOTO MPO-
IPaMMHOT0 00€CIIeYeHHs U CETEBbIX Olepa-
uoHHbIX cucteM. Kiaccudukanus cepse-
pos. IIpoektupoBanue cereir 9BM 1o npux
LUIY «KJIHUEHT-CEPBEPY.

Hroro

I1K-10

3 Cpencta
peann3anuu
MEKCETEBOTO
B3aNMOJICHCTBHUS

CeTeBoil ypOBEHb Nepenaun JaHHbix. [P-
anpecanus. Peanuzaius MexceTeBOro B3au-
monaeiictus cpenctsamu TCP/IP. TTopsmok
pacupenenenus [P-anpecos. OToOpaxenwue
[P-anpecoB Ha JokasbHBIE aapeca. ARP

ITIK-10
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IMPOTOKOJIL.

ITpuHuune! mapmpyrusanuu B IP-ceTsx.
[Iporokonel mapmpytuzauuu. [louarue no-
MeHa. JlomeHHas agpecanus B [P-ceTsx.
DNS npoTtokos.

ITporokon IPv6. ITpoTOKONBI TPAHCTIOPTHOTO
ypoBHst TCP u UDP.

Hroro

4 TlepcieKTUBHBIE

HaITpaBJICHUA Pa3BUTHA

¥ IPOOJIEMBI
MH(pOpPMATMOHHBIX
ceren

CoBpeMeHHbIE TEHIEHIIUN Pa3BUTHS TEle-
KOMMYHUKAI[MOHHBIX cucTeM. MHTerparus
Pa3IMYHBIX THUIIOB CETEH U CETEBBIX CIYXKO.

Bupryanusarus nHGOPMAIIHOHHBIX CHCTEM.
O01a4HbIE BEIYUCIIEHUS.

Hroro

ITK-10

Hroro 3a cemectp

6 cemecTp

5 OcHOBHEBIE TTOHATHS
UH(POPMALTMOHHON
0e30MacCHOCTHU CeTer
OBM

OGecrieueHune 6€30MaCHOCTH TEJIEKOMMYHH-
KAal[MOHHBIX CBSA3EH U aAIMUHUCTPATUBHbBIN
KOHTPOJIb. OCHOBHBIE MOHATHS U TEPMUHO-
JoTHsl.

TumnoBkie yrpo3sl CETEBOM 0€30MaCHOCTH.
OcHOBBHI KIaccU(UKAIIIU CETEBBIX YTPO3 U
aTak. BnusiHue yenmoBeueckoro (hakropa Ha
CeTeBYIO O€30MaCHOCTb.

Hroro

I1K-10, I1K-9

6 TexHoJIOTHH
oOecneyeHus
0€30IacHOCTH B
JIOKAJIBHBIX CETAX

3aruTa TOMOJIOTUH CeTH. BUpTyaibHbIC J10-
KaJbHbIE ceTH. JloNOTHUTENbHBIE (YHKIIUU
KOMMYTaTopoB. [lepcoHabHbIC SKPaHBI.
AboHeHTCKOe H(pOBaHHE.

3amuTa ceTeBoro Tpapuka 1 KOMIOHEHTOB
cetu. 3amuTta KomnoHeHToB cetu oT HC/I.
besonacuocTs pecypcoB cetu. Cpeacra
UICHTHU(PHUKALNN U ayTeHTU()UKAIIIH, METO-
b1 pa3/iesIeHHs. PECypCcoB U TEXHOJIOTHHU pa3-
TpaHUYEHUS TOCTYTIA.

CucteMbl 0OHapYKeHHs U IPOTUBOJICHCTBUS
BTOp>KeHUsAIM. Kimaccudukanus ¥ mpyuHIMITBI
(YHKIIMOHUPOBAHUS CUCTEM OOHAPYKEHUS
BTOPKEHUH

Ckanepsl 6e3onacHocTu. Kitacesl ckanepoB
0€30MacHOCTH U 0COOEHHOCTH IPUMEHEHHUS.
3amuTa OT BUPYCOB.

Hroro

[1K-10, ITK-9

7 ObecrieueHue
0e30IacHOCTH
MEKCETEBOIO
B3aUMOJICHCTBHS

OcHOBHBIE MEXaHU3MBI 00ecIIeueHus Oe3-
OIMMACHOCTH M yIPaBJICHHUS pacIpeIeIeHHbI-
MU pecypcamu. O0ecrieyeHrne HaIeKHOCTH
uHppacTpykTypsl MHTEpHET.

[1K-10, ITK-9
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3amuTa KaHajaoB cBsi3u B MIHTepHeT. Buabl
UCIIOJIb3yeMbIX B IHTEpHET KaHAJIOB CBSI3U.
Hcrnonp3oBaHue MEXKCETEBBIX IKpaHOB. Bup-
TyaJIbHbIE YaCTHBIE CETH.

VYA3BUMOCTH U 3a1uTa 6a30BbIX MPOTOKOIOB 2

u cinyx0: [IpoTokonsl mapuipytuszanuu. Ce-

merictBo TCP/IP. Cityx06b1 noncka. bezomac-

HOCTb WWW 1 371€KTpPOHHOM TOYTHI.

Hroro 6
Hroro 3a cemectp 18
Hroro 36

5.3. Paznenbl AUCHUILIMHBI U MEKIUCIMIUIMHAPHBbIE CBSI3H ¢ 00ecneYnBAKIIMMH (TpeabIy IUMH)
U obecneynBaeMbIMU (MOCJAEYIONIUMH) TUCHUIIMHAMUA
Paziensl AUCIIUTUIMHBI M MEKIUCITUTUIMHAPHBIC CBS3M C 00€CTICUMBAOIIMMU (MTPEABIAYIIMMA) H
obecrnieunBaeMbIMU (MTOCJIETYIONUMHI ) AUCITUTUIMHAME TPEJICTABIEHBI B TabmuIe 5.3.
Tabmua 5.3 — Pa3aensl AUCHMIUIMHBL U MEXIUCITUIUIMHAPHBIE CBS3H

HauMmeHoBaHUe TUCIUILINH

Ne pa3aciioB JIaHHOM AUCHUIUIMHBI, IS KOTOPBIX HCO6X0,Z[I/IMO
H3quHHCO6€CHGQHBaKHHHXIIO6€CHCHHB&€MBD(HHCHHHHHH

OITIaCHOCTH

1 2 3 4 5 6 7
[IpenmecTByron#e AUCIUTUIAHBI
1 be3onacHocTth cereir OBM + + +
2 be3omnacHocTs cereit OBM + + +
3 Undopmarnka +
4 OcHoBbl MH(OPMAITMOHHOH 0€3- N

[Tocnenyromue TUCIUIIITUHBL

1 bezonacuocths cereit OBM

—+

+

+

2 besonacHocTh ceteiit DOBM

+

+

+

5.4. CooTBeTCcTBHE KOMIIETeHINI, (POpMHUPYEMBbIX PH U3YYECHUHU AUCUMILIMHBI, M BU/10B 3aHATHI
CooTBeTcTBHE KOMIETEHLUH, (OPMUPYEMBIX MPU HM3YYEHUHM IUCLUIUIMHBI, M BHJOB 3aHATHH

IpeJCTaBIeHO B Ta0nuue 5.4.

Tabmuua 5.4 — CooTBETCTBUE KOMIIETEHIUH, (POPMUPYEMBIX MTPH U3YYEHUH JUCIHUILTUHBI, U BUIOB 3aHS -

THH
KommeTen Bune! 3ansaTrii
@DopMbI KOHTPOJIS

o1 Jlek. [Tpak. 3aH. JIab. pao. Cam. pa0.

I1K-9 + + + + Dk3aMeH, 3aluTa OT4eTa,
Ot4er no 1aboparopHoii pa-
6ote, Omnpoc Ha 3aHATUSX,
Tect

IIK-10 + + + + OK3aMeH, 3alIuTa 0T4eTa,
OtyeTt no nabopaTopHoOi pa-
6ote, Omnpoc Ha 3aHATHUSX,
Tect

6. UnTepakTuBHBIC MeTOABI M (POPMBbI OPraHU3ANMHU 00yYEeHHUS
He mpenycmotpeno PVYII
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HanmenoBanue nabopaTopHbIX paboT npuBeIeHO B Tabmmie 7.1.

7. JIaGopaTtopHbie padoThI

Tabmuma 7.1 — HaumeHnoBanue 1abopaTopHBIX paboT

Tpynoemkocts, | Dopmupyembie
HasBanus paznenos HaumeHnoBaHue 1a60paTopHBIX paboT 24 ’ PMHDPY
q KOMIIETEHIINHT
5 cemecTp

1 OcHOBHBIE IOHATHSL | MozenpoBaHUe CETEBBIX YCTPOMCTB U MIPO- 4 ITIK-10
MH(OPMaIIMOHHBIX TOKOJIOB B JIOKQJIbHBIX CETSIX
ceren MonenrpoBaHrue BUPTYaIbHbBIX JTOKAIbHBIX 4

cereit (VLAN) ¢ pasrpanndeHuem A0cTyna K

CETEBBIM pecypcam

Uroro
2 OcHoBbl noctpoenus | Hactpoiika noaxitoueHust y3iaa K ceTH. ABTO- 4 ITIK-10
COBPEMEHHBIX MaTU4ecKas JMHaMHU4YeCKasi U CTaTHYeCKas
JIOKaJIbHBIX CETeU HAaCTPOWKHU CETEBOT0 MOAKIKOYCHUS.

Crex nporokonoB TCP/IP. ITpuknaansie mpo- 4

TOKOJIBI ceTh MHTepHeT.

Hroro
3 Cpencta MonenupoBanue 6a30BbIX CITYKO U TIPOTOKO- 4 ITK-10
peanusanuu JIOB MapUIPyTU3ALIUU B ITIO0AJIBHBIX CETAX.
MEKCETEBOTO bazosie ciyx0b1 cetn MaTepuer. DHCP. 4
B3aUMOJICHCTBUS

3aHMMOJCHC DNS. IIpoTokosnsl MapuIpyTH3aLUK.

[Tpuknanneie ciyx0b1 cetu Mutepuet. Ha- 4

ctporika Web-, FTP-cepBepoB u cepsepa

AJIEKTPOHHOM MOYTHI.

Uroro 12
Hroro 3a cemectp 28

6 cemecTp

6 TexHosoruu Pasrpannuenue nocryna K JIOKaJIbHBIM U Ce- 4 I1IK-10, IIK-9
obecrieyeHus TEBBIM pecypcaM. J(MCKpelMoHHAas U MaHAAT-
0€30MacHOCTH B Hasi MOJIEJIN YTIPABJICHUSI TOCTYIIOM.
JIOKQJIBHBIX CCTAX WHCTpYyMEHTSHI JUIs UCCIIE0BAHUS CeTH (CHU- 4

teper)

WHCTpyMEHTHI 17151 UCCIIE0BAaHUs CETH (CKa-

HEepbI 0€30MTaCHOCTH)

Uroro 12
7 OGecnieuenue MexceTeBble DKpaHbl 4 I1K-10, TIK-9
GezonacrocTu AHTHBUpPYCHAas 3aIlHATA 4
MEXCETEBOTO
B3AUMOJICICTBHUS BupTtyanbHble yacTHbIE CETH 4

Cucrtembl 00HapYKEHUS U IPEIOTBPAILCHUS 4

BTOPKEHUN

DLP-cucremsl

be3onacHOCTh MpUKIIAAHBIX TPOTOKOJIOB

Uroro 24
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Hroro 3a CEMCECTP

36

Hroro

64

8. [IpakTHYeckue 3aHATHS (CEMUHAPBHI)
HanmMeHnoBaHMe MpakTUUECKUX 3aHATHH (CEMHUHAPOB) MpUBEIeHO B Tadmmie 8.1.
Tabmuua 8.1 — HaumeHOBaHME PAKTUUECKHUX 3aHATUH (CEMHUHAPOB)

HanmeHnoBaHMe NpakTUYECKUX 3aHATHU Tpynoemkocts, | PopMupyemblie
HasBanus paznenos
(cemuHapoB) q KOMITCTCHITH
5 cemecTp

2 OcHoBbl nocTpoenus |IIpopaboTka CTPYKTypbl KOMITBIOTEpPHOU CETH 4 ITIK-10
COBPEMEHHBIX OpraHu3aliy CETH, OTIMCAHNE XapaKTepa CBS-
JIOKAJIbHBIX CETEU 3ell MeXIy dJIeMEHTaMH U UHPOPMAITMOHHBIX

MTOTOKOB.

Br16op o6opynoBanus 1j1sl TOKaJIbHOM CeTH 4

OpraHu3alIiHy.

Hroro 8
Hroro 3a cemectp 8

6 cemecTp
6 TexHonoruu [TpopaboTKa CTPYKTYpbI CUCTEMBI 3aILUTHI 4 I1K-10, ITK-9
oOecrnieueHus nH(GOpPMaIMHU U COCTaBa CPEACTB 3alLUTHI B
0€30I1aCHOCTH B KOMITBIOTEPHOMU CETH.
KaJIbHBIX CETSIX

fokar ce ITonroroBka JOKYMEHTOB IO CHCTEME 3alIU- 4

Tl UHPOPMALIUHN B NH(POPMALIMOHHON CUCTE-

Me.

Hroro 8
Hroro 3a cemectp
Uroro 16
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Tabimue 9.1.

9. CamocTrosiTesqibHasi paboTa
Bunbr camocTosTenbHOM paboThI, TPYAOEMKOCTh U (POPMUPYEMbIE KOMIIETCHIINH TPE/ICTABICHBI B

Tabmura 9.1 — Buasl caMoCTOSTEIBHON pabOThI, TPYAOEMKOCTh U (DOPMHUPYEMBbIE KOMIIETEHITUN

Bunsl camocrositensHol | TpynoemkocTs, | DopMupyemMblie
HasBanns paznenos a Py ’ PMHPY @DOpMBI KOHTPOJIA
paboThI q KOMITETEHI[HA
5 cemecTp
1 OcHOBHBIE [TpopaboTka JIeKITMOHHO- 4 ITK-10 Onpoc Ha 3aHATHSX,
TTOHSITHS ro MaTepuasa Otuer no nabopa-
nHOOPMAITMOHHBIX TOPHOM T
q)(zp amuo OdopmiteHre 0T4ETOB TIO 8 TOP ofi pabore,
ceren na0opaToOpHBIM paboTam et
Uroro 12
2 OCHOBBI IToaroroBka K nmpaxkTuye- 8 ITIK-10 3amuTa oT4era,
MOCTPOCHUS CKUM 3aHATHUSM, CEMHHA- Omnpoc Ha 3aHATHSX,
COBPEMEHHBIX pam Otuet o nabopa-
JIOKAJIBHBIX CeTeH |y pPOPaBOTKA JIEKIHOHHO- 4 ”;OpHOI/I paborte,
T
ro Marepuana ec
OdopmieHne 0T4ETOB 110 8
nabopaTtopHbeIM paboTam
Uroro 20
3 Cpencta [IpopaboTka JIEKITMOHHO- 6 [TIK-10 Onpoc Ha 3aHATHSX,
peanusanuu ro Marepuaia Otuet o nabopa-
MEHKCCTCBOTO OdopmieHne 0TYETOB TI0 12 ;op HOH pabore,
B3aMMO/ICHCTBUS T
3aMMOJCHC nabopaTtopHbBIM paboTam ec
Hroro 18
4 TlepcniektuBHble | [IpopaboTka JIEKITMOHHO- 4 ITK-10 Onpoc Ha 3aHSTHSX,
HaIPABJICHUS ro MaTepuala Tect
pa3BUTHUSA U Vroro 4
IpOOJIEMBI
UHGOPMAITMOHHBIX
ceren
Hroro 3a cemectp 54
6 cemecTp
5 OcHoBHbIE CamocTosTeNnbHOE U3yYe- 4 I1IK-9, I[IK-10  |Onpoc Ha 3aHATHSX,
MIOHSATHSA HUE TeM (BONPOCOB) T€O- Tect, Dx3amen
MH(OPMAITMOHHON | pETHUYECKOM YacTH Kypca
MACHOCTH
6630v ?;BKZ [TpopaboTka JEKIIMOHHO- 4
Tei
cete ro Marepuana
Hroro 8
6 TexHonorun [ToaroroBka k mpakTuye- 8 IIK-10, I[IK-9 |3amura oTyeTa,
obecrieyeHus CKHUM 3aHSITUSIM, CEMHUHA- Ornpoc Ha 3aHATHUSX,
0€30MacHOCTH B pam OtyeT mo nabopa-
HOKAIBHBIX CeTAX | (o i cosTenpHOE H3ye- 9 "T[OPHO; pabore,
T, DK3aMeH
HHE TeM (BOIIPOCOB) TEO- ©CT, JK3aMe
PETUYECKOM YacTu Kypca
[TpopaboTka JIEKITMOHHO- 8
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ro Marepuana

OdopmieHre OTYETOB TI0 12

JabopaTOpHBIM paboTam

Hroro 37
7 ObecrieueHue CamocrosiTenbHOE U3yye- 7 [1IK-10, IIK-9 | Omnpoc Ha 3aHATHUSAX,
0€30macHOCTH HUE TeM (BOTIPOCOB) TE€O- OtyeT mo nabopa-
MEXCETEBOT0 PETHUYECKOM YacTH Kypca TOpHOM paborTe,
B3aMMOACHCTBUS Tect, Dx3ameH

3aMMOZIeHC [TpopaboTka JIEKITMOHHO- 6 ecT, Jk3ame

ro MaTepuasa

OdopmiteHre 0TYETOB TIO 24

nabopartopHbeIM paboTam

Uroro 37
Hroro 3a cemectp 82

[ToaroroBka u caava K- 36 DK3amMeH

3aMeHa
Hroro 172

10. KypcoBoii npoekT / kKypcoBasi padota
He mpenycmorpeno PVYII

11. PeiiTuHroBasi cucremMa JJisi OEHKH yCIIeBAeMOCTH 00y4al0IuXcs

11.1. banabHbIe OLIEHKH JJIs1 3JIEMEHTOB KOHTPOJIA
Tabmuna 11.1 — bayuibHBIC OIICHKH ISl 2JIEMEHTOB KOHTPOJIS

. . MaxkcuManbHbIi
. MakcumanbHbIN MakcumanbHbIN
DneMeHThl y4eOHOM 0aJut 3a mepuos Bcero 3a
6amn Ha 1-yto KT ¢ | ©Oamn 3a nepuon
NS TeNbHOCTH mexay 2KT u Ha CEMECTp
Hayana cemectpa | mexay 1KT u 2KT
KOHEIl ceMecTpa
5 cemectp

Onpoc Ha 3aHATUSX 3 4 3 10
OTuet no nabopaTopHOii 30 30 30 90
pabote

Wroro makcumymM 3a nepu- 33 34 33 100
on

Hapacratomum urorom 33 67 100 100

6 cemecTp

3amura oT4eTa 10 10 20
Ormpoc Ha 3aHATUAX 3 4 3 10
OtyeTt no nabopaTopHOM 20 20 40
pabote

Hroro makcumyM 3a nepu- 13 34 23 70
on

DK3aMeH 30
Hapacratomum urorom 13 47 70 100

11.2. IlepecyeT 6a/1J10B B OLIEHKHU 32 KOHTPOJIbHbIE TOYKH

[TepecueT OasnoB B OLIGHKH 32 KOHTPOJIbHBIE TOUKH MPE/ICTaBiIeH B Tabmuie 11.2.
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Ta6muma 11.2 — IlepecueT 0ansioB B OLIEHKU 32 KOHTPOJIbHBIE TOUKH

bainel Ha 1aTy KOHTPOJIBHOW TOYKHU Onenka

> 90% ot MakcuManbHOU cyMMBbl OamioB Ha gaty KT 5

Ot 70% no 89% ot makcumasbHOM cymMmbl OaiioB Ha aaty KT

4
Ot 60% 10 69% OoT MakcuMaIbHOM cyMMbl OaisioB Ha naty KT 3
2

< 60% oT MakcuMaIbHOU cCyMMBbI OaioB Ha naty KT

11.3. Ilepecyet cyMMbI 02/1710B B TPAAULHOHHYIO M MEKITYHAPOIHYIO OLEHKY

[TepecueT cymmbl 6a/IOB B TPAAULIMOHHYIO U MEXIYHAPOIHYIO OLEHKY MPEACTaBICH B TaOIuIe
11.3.

Tabmuma 11.3 — Ilepecuer cymMMbl OaJIOB B TPAAUITMOHHYIO M MEXKTYHAPOJIHYIO OLICHKY

HtoroBas cymma 0aos,

Onenka (I'OC) YYMTBHIBAET YCHEIIHO CAAHHBIN Onenka (ECTS)

9K3aMEH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85 -89 B (ouens xoporiiio)

4 (xopoI10) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBnetrBoputTeiabHO)

3 (yZIOBJIIETBOPUTENHHO) (3aYTEHO) 60 - 64 E (HocpeicTaentio)
2 (HEYROBIIETBOPHTENLHO) (e Huxe 60 6ammon F (HeynoBneTBOpUTENHHO)

3a4TEHO)

12. YueOHO-MeTOAM4YecKOe M HHGOPMALMOHHOE o0ecnevyeHne JUCHMIITTHHbI

12.1. OcHoBHas1 JIMTEpaTypa
1. TlocTpoeHme 3amIUIEHHBIX KOPHOPATUBHBIX CETEH [DIEKTPOHHBIA pecypc]| [DIeKTpOHHBIN
pecypc]: yuebnoe nocodue / PH. AuminoB. — Dnextpon. nan. — Mocksa : [IMK IIpecc, 2013. — 250 c.
— Pexxum moctyna: https://e.lanbook.com/book/66472 (nara obpamenus: 12.05.2021).

12.2. lonoiHuTEAbHAS JIUTEpaTypa
1. KoMmmnbroTepHbI€ CETH U CITYKOBbI YIAQIEHHOTO A0CTyNa [ DIEeKTPOHHBIN pecypc] [DneKTpoHHbII
pecypc]: cnpaBounuk / O. M6e. — Dnektpon. man. — Mocksa : JIMK IIpecc, 2007. — 336 ¢. — Pexum
noctyna: https://e.lanbook.com/book/1169 (nata obpamenus: 12.05.2021).

12.3. YueOHO-MeTOAHYECKHE MTOCOOUH

12.3.1. O0s3aTenbHbIC y4eOHO-METOAMYECKHE TOCOOHS

1. bezomacHocTh ceteit OBM [DnexktpoHHBI pecype]: Metoaudeckue ykazanus ajis jabopa-
TOpHBIX U MpakTudeckux padot / HoBoxpectoB A. K., IIpackypun ["'A., 2014. — 99 c. [DneKkTpoHHBIH pe-
cypc] — Pexum goctyna: https://disk.fb.tusur.ru/bsevm/practice.pdf (nara oopamenus: 12.05.2021).

2. besonacHoctb cereit OBM [OnekTpoHHBIN pecypc]: MeToauueckue yka3zaHus A4Ji1 CaMOCTOs -
TenpHOM padoThl ctyneHTa / HoBoxpectoB A.K., Ilpackypun I'A., 2014. — 4 c. [DnekTpoHHBIH pecypc] —
Pexum moctyna: https://disk.fb.tusur.ru/bsevm/independent work.pdf (nata oopamenus: 12.05.2021).

3. besonacuocts cereit 9BM. Yacte 1 [Dnekrponnslii pecypc]: JlabopartopHslil mpakTUKyM /
Hosoxpectos A. K., I'ysie A. U. - 2017. 92 c. — Pexxum poctyna: https://edu.tusur.ru/publications/7225
(mara obpamenust: 12.05.2021).

12.3.2. YuyeOHO-MeTOAMYECKHE OCOOUS ISl JIUI] C OTPAHUYEHHBIMH BO3MOKHOCTSIMU 310POBbS U
HHBAJIHI0B
Y4eOHO-METOIMYECKIE MaTepUaIbl IJIsi CAMOCTOSTEIFHOM M ayTUTOPHON pabOThl 00YJarOITUXCS
U3 yuciia Jun C OI‘paHI/I‘-IeHHBIMI/I BO3MOXKXHOCTAMHAU 3I[OpOBB$I 1 MHBAJIMIOB HpeI[OCTaBJISIIOTCSI B (bopMax,
aJJaNTUPOBAHHBIX K OTPAHUYCHHAM UX 37I0POBBS U BOCIIPHUATHUS HH(DOPMAITHH.

CornacoeaHa Ha noprane Ne 50865 12




JI1s1 M1 ¢ HApyIIeHUsIMM 3PeHust:

- B (hopMe ANIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOM (hopMe YBEITMYCHHBIM HIPUPTOM.

JI1s1 JIMI ¢ HApYIIEHUSIMHM CJIyXa:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (opme.

JI1s1 1M1 ¢ HApYIIEHUSIMM ONIOPHO-ABUTaTe/ILHOI0 annapara:
- B (hopMe AIIEKTPOHHOTO JIOKYMEHTA;

- B Ie4yaTHoOU opme.

12.4. IIpo¢eccuonasibHbie 0a3bl JAHHBIX U HH(POPMALMOHHbIE CIIPABOYHbIE CHCTEMBI
1. http://www.elibrary.ru - HayuHast 371€KTpOHHasi OMOIMOTEKA;

2.  http://www.edu.ru - BeO-caiiT cuctemsl (henepanibHbIX 00pa30BaTEIbHBIX TOPTAJIOB;

3. http://edu.tb.tusur.ru/ - o6pa3oBarenbHbII OpTan GakyapTeTa 6€30MACHOCTH;

4. https://fstec.ru/ - @enepanpHas Cy)0a MO0 TEXHHYECKOMY M SKCIIOPTHOMY KOHTPOJIIO.

13. MaTtepuaibHO-TEXHMYECKOE 00ecneyeHue JUCIUILJIMHBI U TpedyeMoe MPorpaMMHoe
ol0ecreueHue

13.1. O0uue TpeOOBaAHUA K MATEPUAIBLHO-TEXHUYECKOMY U IIPOrPAMMHOMY 00ecriedeHnIo
AUCHHUILJIMHBI

13.1.1. MaTepuaJibHO-TeXHHUYECKOE U POrPAMMHOe o0ecneyeHue sl JIEKIIMOHHbIX 3aHATHH
Jlist ipoBeieHus! 3aHATUH JICKIIMOHHOTO TUTIA, TPYIIOBBIX M MHIAWBUYaTbHBIX KOHCYJABTALIUH, T€-
KYIIIETO KOHTPOJISI U MIPOMEKYTOYHOW aTTECTAI[UU HCITONIb3YeTCs yueOHas ayTuTOPHUS ¢ KOJTMYECTBOM TIO-
CaJIOYHBIX MeCT He MeHee 22-24, 006opyIoBaHHAs JOCKON M CTaHAApTHOH ydueOHOI mebenbro. MMeroTes
JIEMOHCTPAIIMOHHOE 000pYIOBAaHUE U YU4eOHO-HATIIATHBIE TTOCOOMsI, 00€CTIEUNBAOIINE TEMATHUECCKUE HJI-
JIOCTPAIIMHU 10 JIEKIIMOHHBIM pa3ielaM TUCIUTUINHEI.

13.1.2. MaTepuabHO-TEXHHYECKOE U MPOrpaMMHoOe ofecredyeHne A1 MPAKTUYEeCKUX 3aHATHI

JlaGoparopus "bezonacHoctu ceteit 9BM U ceTeBbIX KOMIBIOTEPHBIX TEXHOJIOTHIT"

ydeOHast ayuTOpus AJIsl IPOBECHHSI 3aHITHH PAKTUIECKOTO THIA, yueOHast ayIuTOpHs IS TIPO -
BE/ICHUS 3aHATUHN JJaOOPaTOPHOTO TUIIA

634045, Tomckast obnacts, T. Tomck, yi. KpacHoapmetickast, 1. 146, 804 aym.

Onwucanue uMeroierocs 000pya0BaHuUs:

- Kommerotepsr kimacca ve Hike GigaByte GA-F2A68HM-DS2 revl.0 (RTL) / AMD A4-6300 /
DDR-III DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Tb Gb SATA-III Seagate (10 mr.);

- OOyuaromuii CTeH/I JJOKaJIbHBIE KoMITbIoTepHBIe ceT Microtik routerboard (2 mit.);

- VIPNET YMK «be3onacHOCTb ceTeii»;

- KommyraTtop Mikrotik CRS125-24G-1S-IN (6 miT.);

- Komnsrotep kiacca He Hike 15-7400/8DDR4/SSD120G;

- AHamm3atop kabenbHbIX ceteit MI 2016 Multi LAN 350 (3 mrT.);

- Anammzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mit.);

- CepBep kinacca He HIKe 4XE7-4809v4/512GBRE16/L.9300-81/5T6000G7;

- Mapmpyru3zatop Cisco 891-K9 (2 mt.);

- Mapupyruzatop Cisco C881-V-K9 (2 mrt.);

- Mapuipyruzatop Check Point CPAP-SG1200R-NGFW (2 mit.);

- Kommutekt crienmanusupoBanHoi yueOHOW Mebenu;

- Pabouee mecTo mpemnoaBares.

[IporpamMMHoOe obecrieueHue:

— Cisco Packet Tracer

— Cucrema monuTOpuHTa Zabbix

— Microsoft Windows 10

— XSpider

— Amnanuzarop Tpaduka Wireshark
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— JHuctpubyrus Kali Linux

— Mexceresoii skpan UKC Lite

— MexcereBoidkpanPositive Technologies Application Firewall Education
— CucreMa a"anu3za 3amuinesaoctu cetu MaxPatrol Education

— CucreMa oOHapyXeHUsl BTOp>)KeHUH Snort

— Cucrema oOHapyKeHUs1 BTOp>KeHUH Suricata

— CpencTBo nocTpoeHMs BUPTYyalnbHbIX 4acTHBIX ceTeid OpenVPN

13.1.3. MaTepuaJibHO-TEXHHYECKOE M IPOrPaMMHoOe odecriedeHne J1JIs J1adopaTopHbIX padoT
JlaGopatopus "be3onacHoctu cereii 9BM U ceTeBBIX KOMIIBIOTEPHBIX TEXHOJIOTHUN"
yueOHasi ayuTOpus ISl IPOBEICHHS 3aHATUI PAKTUYECKOrO THIA, yueOHast ayIuTOpus IS TIPO-
BEJICHUS 3aHATHI 1a00paTOPHOrO THUMA

634045, Tomckas obmacts, T. Tomck, yin. KpacHoapmeiickas, 1. 146, 804 ayn.

Ornucanue UMerIerocs 000pyI0BaHUS:

- Kommsrotepsr knacca ne Hiwke GigaByte GA-F2A68HM-DS2 revl.0 (RTL) / AMD A4-6300 /
DDR-III DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Tb Gb SATA-III Seagate (10 mr.);

- OOyuaromuii CTeH/ I JOKaJbHbIe KoMITbloTepHbIe ceT Microtik routerboard (2 mir.);

- VIPNET YMK «be3onacHOCTE ceTei»;

- KommyraTtop Mikrotik CRS125-24G-1S-IN (6 mrT.);

- Kommrotep kiacca ne ke 15-7400/8DDR4/SSD120G;

- Ananuzatop kabenbHbIX ceteir MI 2016 Multi LAN 350 (3 mT.);

- Araimmzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mit.);

- CepBep knacca He HIke 4xE7-4809v4/512GBRE16/L.9300-81/5T6000G7;

- Mapmpytuzarop Cisco 891-K9 (2 mT.);

- Mapmpyru3zatop Cisco C881-V-K9 (2 mr.);

- Mapmpyruzarop Check Point CPAP-SG1200R-NGFW (2 mit.);

- Kommutekt cienmanusupoBanHoi yueOHON Mebenu;

- PaGouee mecto npenogaBares.

ITporpaMMHoO€e obecrieueHue:

— Cisco Packet Tracer

— Cucrema MmoHuTOpHHTa Zabbix

— Microsoft Windows 10

— XSpider

— Amnanuzarop tpaduka Wireshark

— JHuctpubyrus Kali Linux

— Mexceresoit skpan UKC Lite

— MexcereBoidkpanPositive Technologies Application Firewall Education

— Cucrema ananusa 3amuiieHHocty cetu MaxPatrol Education

— Cucrema oOHapyXeHuUsl BTOpKEeHUH Snort

— Cucrema oOHapy>KeHHUs BTOp>KEHUN Suricata

— CpenctBo NoCTpOCHUSI BUPTYyaIbHbIX YacTHBIX ceTeil Open VPN

13.1.4. MaTrepuaJibHO-TEXHHYECKOE H MIPOrPaMMHOe o0ecredyeHne Il CAMOCTOSITe IbHON padoThl
Jnst camocTosTeNnbHOM paboThl HCTONB3YIOTCA y4eOHblE ayAUTOpUU (KOMITbIOTEPHBIE KJIacchl),
PacIoJI0KEHHBIE 10 a/Ipecam:
- 634050, Tomckast o6macTs, 1. Tomck, Jlennna mpocnexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, T. Tomck, yi. KpacHoapmeiickas, a. 146, 201 ayx.;
- 634034, Tomckast o6macTs, 1. Tomck, Bepmmanna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckast 06nacTb, T. Tomck, Bepimanna ynuima, 1. 74, 207 ayx.

CocTtaB 060pyI0BaHMS:
- yueOHast Mmebeb;
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- koMnbroTepsl kKi1acca He Huke [IDBM INTEL Celeron D336 2.8 T1. - 5 wiT.;
- KOMIBIOTEPHI MOIKIIOYEHB! K ceTH «/HTepHeT» M 00ecneynBaloT OCTYI B AJICKTPOHHYIO WH-
(opManoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[lepeyeHp MPOrpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ais Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuaibHO-TeXHHYecKoe o0ecnieueHre TUCHMIIIMHBI VIS JIMIL ¢ OFPAHMYeHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

OcBoeHHE NUCHMIUIMHBI JUIIAMUA C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBbSI U MHBAJIUAAMU
OCYILECTBIISIETCS C UCIIOIb30BAHUEM CPEIACTB 00ydeHHs OOIIEro U CHEeNUaIbHOI0 Ha3HAUYeHUsL.

[Tpu 3aHATHAX ¢ O0YYAIOUIMMHUCS ¢ HAPYIIEHUAMH CJIyXa MPEyCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUJIMBAIOLLEH anmapaTypbl, MyJIbTUMEIUHHBIX CPEICTB U JPYTUX TEXHUYECKUX CPEACTB IIpUeMa/nepena-
4yi y4yeOHOM nH(pOPMALIUU B TOCTYIHBIX (PopMax, MOOMIIBHOM CUCTEMBI MTPETIOaBaHus il 00YJatOLTHXCSI
C MHBAJIUAHOCTbIO, IOPTATUBHOM MHIYKIIMOHHOHN CHCTeMBbl. YueOHas aynuTopHus, B KOTOPOH 3aHUMAIOTCS
oOydJaronyecs: ¢ HapylIEeHHEM ClIyXa, 00OpYy/I0BaHA KOMITBIOTEPHOW TEXHHMKOM, ayAMOTEXHUKOH, BUICO-
TEXHUKOMU, AJICKTPOHHOM JTOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYUYAIOLUIMMUCS ¢ HAPYLIEHUSIMU 3PEHUSAMM IIPETYCMOTPEHO HUCIIOJIb30BAaHUE B
JIEKIIMOHHBIX U YYEOHBIX ayAUTOPHUIX BO3MOKHOCTH IPOCMOTPA YAAIEHHBIX 0OBEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WJIM CJIaiijia Ha SKpaHe) P MOMOIIH BUACOYBEINIUTENIEH A1 KOM(POPTHOTO IPOCMOTPA.

[Tpu 3aHATHAX ¢ O0YYalOUIMMUCS ¢ HAPYLIEHUSIMM ONOPHO-ABUIaTeJbHOI0 ANNAPATA HCIOJIb-
3YIOTCS aJbTePHATUBHBIC YCTPOHCTBA BBO/IA HH(OPMAIMHK U IPYTHE TEXHUUECKUE CPENICTBA ITpHeMa/epe-
Jau yuyeOHOM MHpOpMaluu B AJOCTYIHBIX (opMax, MOOMIIBHOW CHCTEMbl OOy4eHUs [UIs JIOAEH ¢ UHBaA-
JIUTHOCTBIO.

14. OueHouyHble MaTepUAJIbI U MeTOAMYECKHEe PeKOMEHAAIUH 110 OPraHU3aluu U3yYeHHUsI
AUCHUTLTHHBI

14.1. Conepmalme OLCHOYHBIX MATCPHAJIOB U METOANIECCKUEC PEKOMECHAAIIUH
I[J'ISI OLICHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I H YPOBHA OCBOCHHA 3aKPCINNICHHBIX 3a ﬂHCHHHHHHOﬁ
KOMITC TEHITHUM HCIOJIB3YIOTCA OLCHOYHBIC MaTCpUajibl B COCTABE!

14.1.1. TecToBble 3agaHus

1. ITo macmTaly KOMIBIOTEPHBIE CETH MOIPA3ALIISIOTCS Ha

a) 3Be371000pa3HbIe, KOJIbIIEBBIC, ITTHHBIC

b) onHOpaHTOBBIE U CETH "KIMEHT-cepBep”

C) MMPOBOAHBIE U OECIIPOBOJIHBIE

d) nokanbHBIC U INTOOATLHBIE

2. 3agaueii kakoro ypoBHsi mogenu OSI sBisieTcst ynpaBieHHE JOCTYIIOM K Cpelie B CeTsiX, Io-
CTPOEHHBIX Ha OCHOBE pa3IeNsieMOM cpelbl?

a) IPUKJIATHOTO

b) cereBoro

C) KaHAJBLHOTO

d) dusmueckoro

3. Kakoe MUHUMaJIbHOE KOJIMYECTBO YpOBHEH MPOTOKONOB (B TepmuHax moaenu OSI) momxHb
NOJIEPKUBATh MapIIPYTU3aTOPBI CETEN ¢ KOMMYTAIUEN TaKETOB?

a)l

b) 2

c)3

d) 4

4. K tpancnoptHoMy ypoBHIO Mojienu OSI oTHOCATCS MPOTOKOJIBI:

a) IP, RIP, OSPF
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b) SSL, TLS

c) SMTP, IMAP, POP3

d) UDP, TCP

5. Ilo kakoit mpuuuHe B npoTokose RIP paccrosinue B 16 X0MOB MEX1y CETIMU MOJIaraeTcsi HEJlo-
CTHXXKUMBIM?

a) 1oJie, OTBEACHHOE JJIsl XpaHEHUs 3HAUEHUS pacCTOSHUS, UMEET JUIMHY 4 IBOWYHBIX pa3zpsaa

b) ISt TOJTyYeHUsT TPUEMIIEMOTO BPEMEHH CXOAUMOCTH allTOPUTMA

¢) ceTH, B KoTophix padoraet RIP, peako ObIBatOT OOMBIIMMH

d) Ta0nuIel MapIIpyTU3AIUK HE MOTYT XpaHUTh OoJblie 16 3amuceit

6. Uro nyxHo caenats Ha DHCP cepBepe uToOBI MCKITIOUMTH BbIIauy ompeaeneHHoro IP agpeca
U3 CYIIECTBYIOIIETO AMana3oHa?

a) co3mark auana3oH IP agpecor

b) coznare napamerp DHCP

¢) cozmars obmacte DHCP

d) co3mate uckrouenue nis [P agpeca

7. Kak nHazwpiBaeTcsi 00beKT Active Directory, KOTOPBIM XpaHUT MH(POpPMAIHIO 00 YUYETHBIX 3aIlv-
csiX, OOIIUX pecypcax, NoJApa3AeIeHUAX ?

a) CETEBOM JIOCTYII

b) kaTayor

C) mamnka

d) nomeH

8. Kakoit mpoTOKOI UCTIONB3YeTCs IS JOCTYIIA K ciyk0e katainoro AD?

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

9. KomnbioTep, 3aHUMAIOUIHICS 00CTY)KMBaHUEM CETH, YIpaBJICHHEM Iepeaayeii cooOIeHH, 1
MPEIOCTABIAIOMINN YAaJCHHBIA JOCTYII K CBOUM pecypcaM, Ha3bIBaeTCs

a) xabom

b) cepsepom

) paboueii cTaHITHEH

d) xoctom

10. Metox mepenaun JaHHBIX, IPU KOTOPOM JIaHHBIE MEPECHUIAIOTCS B JIBYX HAMPABICHUSX OJI-
HOBPEMEHHO, Ha3bIBACTCH ...

a) CUMIUIEKCHBIM

b) nymiaeKCHbIM

C) CUHXPOHHBIM

d) momymymieKCHBIM

11. AHanu3 3aUUIIEHHOCTH - 3TO ...

a) BBIOOp 00OCHOBAaHHOTO HaOOpa KOHTPMEP, MO3BOJISIOMIUX CHU3UTh YPOBEHb PUCKOB JI0 TIPUEM-
JIEMOM BEJIMYUHBI

b) He3aBHCHMas IKCIIEPTHU3a OTACIBHBIX 001aCTe (PYHKITMOHUPOBAHUS MTPEATPUSITH

C) mpotueaypa ydeTa JIeHCTBUH, BHITTOTHIEMBIX TIOJIh30BaTEIeM Ha MPOTSHKEHUU CEaHca I0CTYIa

d) mouck ys3BUMBIX MeCT HH(POPMAITMOHHOW CHUCTEMBI

12. Bo3neiicTBuE Ha CUCTEMY C LIETBbIO CO3JaHMs YCIOBUM, IIPU KOTOPBIX JIETaJIbHBIE T0Ib30BaTE-
JIM CUCTEMBI HE MOTYT MOJIY4YUTh JOCTYI K MPEAOCTaBIsIEMbIM CUCTEMON pecypcam, JTU00 3TOT JOCTYI 3a-
TPY/AHEH.

a) DoS-araka

b) HeCaHKIIMOHUPOBAHHBIN TOCTYII

C) HE3aKOHHOE HCIT0JIb30BaHUE MPUBUIICTUN

d) nmporpamMMmHas 3aknaaka

13. TIporpamMmMHO€ CpeACTBO IS YIAJIECHHON WM JIOKAIBbHON JUArHOCTUKU PA3JIMYHBIX 3JIEMEHTOB
CETH Ha MPEIMET BBISIBIICHUS B HUX PA3IHYHBIX YSI3BUMOCTEH.

a) areHT 0e30MmacHOCTH

CornacoeaHa Ha noprane Ne 50865 16



b) moiauTHKa 6€30MaCHOCTH

C) CPENCTBO JIeJeTUPOBAaHUS aAMUHUCTPATUBHBIX TOJIHOMOYUN

d) ckanep GezomacHOCTH

14. ... - mporecc GIOKMPOBKH BBISIBICHHBIX BTOPKCHHIA.

a) aHaJIM3 3aLUIICHHOCTH

b) oOHapy)eHHE aTaKk

C) MpENOTBPALIEHHUE aTaK

d) aymut GezonmacHoOCTH

15. B xypHane ayreHTudukanuu oOHAPYKEHO HECKOIBKO 3alMCeH HEYCIICITHBIX MOMBITOK BOWTH
B CHCTEMY T0J1 yU€THBIMU 3aMUCSIMH T0JIb30BaTeneil. Bo3moskHo Oblia mombITka moadopa naposei. Kakoe
CTaHAAPTHOE CPEJCTBO CIEAYET UCIOIB30BaTh JUIsl yMEHbBILIEHUS PUCKa TAKOIO poja aTak?

a) UCTIOJIb30BaTh CUCTEMY OOHAPYKEHUST BTOPIKEHUI

b) nepeuMeHOBaTh YYETHYIO 3alUCh aIMUHHCTPATOPa

C) UCTIOJIb30BaTh MYJILTU(AKTOPHYIO ayTCHTU(DHUKAIIHIO

d) BKITIOUNTH OJOKHUPOBKY YUETHBIX 3alMCEN NIPU ONMPEIEICHHOM KOJIMUYECTBE HEYCIEIIHBIX OB~
TOK perucTpanuu

16. Ilonutuka 6e3omacHOCTH TpeOyeT COKphITUS cxembl IP-anpecannu, ucnonbp3yeMoil BO BHY-
TpeHHel cetu. Kakast u3 nepeynciaeHHbIX TEXHOIOTHI MO3BOJUT PEUIUTh MOCTABICHHYIO 3a1a4y?

a) cucteMa OOHapy)KEeHUs! BTOP)KEHU I

b) mepcoHaIbHBIN MEXCETEBOM dKpaH

c) NAT

d) aHTHBHpPYCHOE MPOTPAaMMHOE 00ECTICUCHHE

17. Texnomnorus, kotopas st OOHApYKEHHS aTak MCIOJIb3YeT, HarpuMmep, oopaser [P-nakera, xa-
PaKTEPHOTO JIJIs1 KaKOH-HUOY/Ib OTIPEICTICHHON aTaKH.

a) MOHUTOP PETUCTPAIMOHHBIX (haiIoB

b) KOHTPOJIb 1IETOCTHOCTH

C) BBISIBJICHHE aHOMAJIHOM J1€ATENbHOCTU

d) ananu3 curHatyp

18. Cornacno knaccupuxanuu @CTIK Poccun, mMexcereBoi 3KkpaH NpUMEHSIEMbIl Ha Joruye-
ckoit rpanunie UC nnm Mexy gorudyeckumu rpanuiiamMu cermentoB C, ato MO ...

a) Tumna A

b) Tuma b

c¢) tuna B

d) tuma I

19. CornacuHo knaccugpukanun @CTIK Poccun cuctembl 00HapyKeHUsI BTOP)KEHUH IENATCS Ha

a) YPOBHS y3J1a U YPOBHS CETH

b) BHEIIHUE U BHYTPEHHUE

C) CHMMETPHYHbIE U aCUMMETPUYHBIE

d) xoMMyTHpyeMBbIe 1 HEKOMMYTHpPYEMBbIE

20. CormacHo mpo¢uiII0 3alTUTHI CPEJICTBA AaHTUBUPYCHOM 3amuThl TUMa «b» ycTaHaBiamBaroTCs
Ha ... ”HPOPMALIMOHHON CUCTEMBI, (PYHKIMOHUPYIOIIEH Ha Oa3e BHIYUCIUTEIBHON CETH.

a) paboure CTaHIIUU MOJIh30BaTEIICH

b) cepepsl

¢) pabouyro CTAaHIIUIO aJIMHHUCTPATOPA

d) cepBepsl u paboune cTaHIIH

21. 3amuTa pecypcoB CeTH OT HECAHKIIMOHUPOBAHHOTO UCIOJIb30BAHHUS - 3TO

a) oxpaHa 000pyIOBaHUs CETH

b) 3ammTa siapa 6€30MacHOCTH

C) KOHTPOJIb AOCTYyIa

d) 3ammra mepumerpa 6€30MaCHOCTH

22. CpencTBO 3alMThI, 00ECTIEYMBAIOIIEE 3ATUIIEHHOCTh HH(OPMALIUK OT YTPO3 HEJIETUTUMHOU
nepesayu JaHHBIX W3 3al[UIIEHHOTO CErMEHTa CHCTEMbI MyTeM aHalu3a U OJIOKMPOBAHUS HCXOASAIIETO
Tpaduka

a) MEXCETEBOM IKpaH
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b) cpeacTBO aHTUBUPYCHOM 3aIUTHI

¢) DLP-cucrema

d) ckanep GezomacHOCTH

23. CpenctBo, pemiaromiee 3a1a9i KOHCOJIUIAIIMN U XPaHEeHUSI KYPHAJIOB COOBITHN OT pa3IMYHBIX
MCTOYHHKOB, a TaKXKe MMEIoIee MHCTPYMEHTHI JJIs aHalIn3a COObITUI U pa300pa MHLUACHTOB Ha OCHOBE
UX KOPPEJSAIHUHA U 00paOOTKH 1O MPaBHIIaM — 3TO ...

a) DLP-cucrtema

b) cucrema oOHApYKEHHUST BTOPKEHUI

¢) SIEM-cucrema

d) ckanep 6e3omacHOCTH

24. Cnoco0 nepexBata MH(OpMaIUK, TIPU KOTOPOM Ha MAlIMHY yCTAHABJIMBACTCS MPOrPaMMHOE
Cpe/CTBO, cobuparoiee 1 nepeaarIiee HHPOPMaIuo — 3TO ...

a) 1epexBar B pa3phiB

b) ceTeBoii mepexBar

C) areHTCKUi epexsar

d) mepexBar myTeM MHTErpalui CO CTOPOHHUMU MPOITYKTaMHU

25. IIporpaMMHOE WM anmapaTHOE CPEICTBO, KOTOPOE OCYIIECTBISIET MOHUTOPHHT CETH B peallb-
HOM BpPEMEHHM C LIEbIO BBISIBICHUS, IPEAOTBpAILeHUsI U OJOKUPOBKU BPEIOHOCHOI aKTUBHOCTH.

a) MEXCETEBOU IKpaH

b) cucrema oOHApYKEHHUST BTOPKEHUI

C) CUCTEMa MPeIOTBPAILEHHs BTOPKEHHH

d) cpeacTBO aHTUBUPYCHOM 3aITUTHI

26. K xakum metonam cOopa JaHHBIX, HCHOJIB3YIOIIMXCS TPU ayauTe HH(OpMAIIMOHHOM Oe3omac-
HOCTH, oTHOcuTCcI MaxPatrol?

a) aHaJIU3 JTOKYMEHTalUU

b) npenocTaBiIeHNE OMPOCHBIX JTUCTOB

C) UCTOJIb30BAaHHUE CIECIMATU3UPOBAHHBIX IIPOTPAMMHBIX CPEJICTB

d) uHTEpBHIOMPOBAHKE

27. Kakoil U3 METOJI0B MPOBEPKH HANPABJICH Ha OIpECTCHHE HAIUYHS YSI3BUMOCTH MO KOCBEH-
HBIM MpU3HaKam?

a) aKTUBHBIE 30HMPYIOLINE TPOBEPKH

b) mpoBepka 3arojIOBKOB M aKTUBHBIE 30HAUPYIONINE TPOBEPKHU

C) IPOBEPKA 3aroJIOBKOB

d) umuTanms atax

28. B KakoM pexuMe CKaHMPOBaHUs CHCTEMBbI aHanu3a 3amuiienHoctu MaxPatrol MoxxHO mpouns-
BECTH MOAOOD maposieit?

a) Audit

b) Compliance

c) PenTest

d) Pentest u Compliance

29. B xakom pexxume ¢pyHkunonuposanus [Psec mmdpyercs Bech ucxonusiit [P-naker, a 3arem ox
BCTaBJISIETCS B MOJI€ JaHHBIX HOBOTO MakeTa’?

a) TPaHCIIOPTHOM

b) TyHHETEHOM

) B 000MX pexxuMax

d) IPsec He ucnonb3yet mudpoBaHue

30. IIpouecc nmonyueHus: 0OObEKTUBHBIX KA4€CTBEHHBIX U KOJMUECTBEHHBIX OLIEHOK O TEKYIIEM CO-
CTOSIHUU UH(OPMAITMOHHOM 0€30I1acCHOCTH OpraHU3allii B COOTBETCTBUH C OMPENEIEHHBIMU KPUTEPUIMU
U TIOKa3aTesIMH 0e3011acCHOCTH — 37O ...

a) BBISBJICHHE aHOMAJIbHOM N1eATENbHOCTH

b) aHaM3 3aMUIIIEHHOCTH

) aymuT HHPOPMAIMOHHOM 06€30MacHOCTH

d) ycTaHOBKa CHCTEMBI 3aIUTHI
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14.1.2. Dx3aMeHAIlHOHHBbIE BONPOCHI

1. TumoBble KOHpUTYpaI HHPOPMAITMOHHBIX CUCTEM. BiusHue xondurypamuu napopmamoH-
HOU CHCTEMBI Ha 0€30MacHOCTh XPaHUMBIX, 00pabaThIBAEMbIX U MepelaBacMbIX 10 CETH JaHHBIX.
. Yrpo3a. Ys3BUMOCTh. ATaka. B3auMOCBSI3b MEXY 3TUMHU MTOHATHUSIMU.
. Knaccugukanus yrpo3 nHpopManoHHOM 6€30MaCHOCTH BHIYUCIUTEIBHBIX CETEH.
. Kimaccudukanus ys3BumMocTei.
. Knaccugukanus arax.
. [lepexBat undopmaruu B cetu. UucTpymeHThl. CrIOCOOBI TPOTUBOICHCTBUS TIEPEXBATY.
. Spoofing. CiocoOsI mogenku uaeHTupukatopon. CriocoOsl NpoTHBOCHCTBUSA spoofing'y.
. DOS-araku. Ocobennoctu peanmm3anuu. Criocoos! npotuBoeiicTBus DOS-arakam.
. YHHMBepcaJlbHble METOIbl OOecTeyeHUuss MHPOPMAIMOHHONW O€30MacHOCTH KOMITBIOTEPOB U
KOMITBIOTEPHBIX CETEH.

10. Cnenuanu3upoBaHHbIE METOIbI oOecredeHus] NHPOPMALMOHHON 0e30MaCHOCTH KOMIIBIOTEp-
HBIX CETEM.

11. Unentudukanus u ayreHtudukanus. OCoOCHHOCTH ayTeHTH(UKAUU MOJIb30BaTeNeH B
KOMITBIOTEPHBIX CETSX.

12. IIpotokon Kerberos. Haznauenue. OcoGeHHOCTH (QYHKIIMOHUPOBAHUSI.

13. Pasrpannyenue goctyna K HHOOPMAITMOHHBIM PECYPCaM KOMITBIOTEPHBIX CETEH.

14. Kpunrorpadudeckas 3ammra MHGOpMAIIMH B KOMIBIOTEPHBIX ceTsX. JOCTOMHCTBA M HEIO-
cratki. CiocoObI MPeoIoIeHHs] KpUNTOrpaduIecKou 3auThl HHQOpMaIuu.

15. Dnexrponnas noanuck. Hasnauenue. IIpumenenune i 3alUThl CETEBOTO B3aMMOACHCTBUS.
[Tpumepsl.

16. Cxanepsl 6e3omacHocT. CriocoObI BBISIBICHUS YSI3BUMOCTEH B MH(OPMAIIMOHHBIX CHCTEMaX.

17. Aymat B uaHpopMarmoHHbIX cucTeMax. OyHKIMKM U Ha3HAUCHUE ayauTa, €ro pojib B o0ecrede-
HUH WH(POPMALIMOHHOM 6€30MacHOCTH.

18. CucreMbl oOHapy)eHHUsT BTOp>KeHHH. CUCTEMBI TTPEIOTBPAIICHHUS BTOPKEHU. METOIMKN BbI-
SBJICHUS CETEBBIX aTaK.

19. CeTeBbie M1 XOCTOBBIE CHCTEMBI OOHAPYKEHUS U MPEAOTBPAIIEHUS BTOp)KEHUN. JIoOCTOMHCTBA U
HEJ0CTaTKH.

20. MexcerteBbie dkpanbl. Knaccudukanus. BapuanTsel pazMenieHnss MEKCETeBOro 3kpaHa. J[o-
CTOMHCTBA U HEJJOCTATKH.

21. Nemunutapu3oBanHas 30HbI. Haznauenne. CriocoObl BeIICTICHUSI.

22. Knaccudukanusi MeXCETeBbIX SKPAHOB 10 YPOBHSM 3alMIIeHHOCTH. [loka3arens 3ammiieH-
HOCTH, IPUMEHsIeMble 17151 Kiaccudukanuu. [IpuMeHenrne MexXceTeBbIX SKPaHOB Pa3IMYHbIX KJIACCOB.

23. Texnonorua VPN (Buptyanbhblie yactHble ceTH). HazHaueHue. JJocTOMHCTBA M HEJOCTATKH.

24. OCHOBHBIE KOMITOHEHTBI TEXHOJIOTHH BUPTYIbHBIX YacTHBIX ceTeil (VLAN).

25. Bpenonocusie nporpammel. Knaccugukanus. Kanansl pacnpoctpanenus. Biusiaue na uadop-
MAaI[MOHHBIE CUCTEMBI.

26. AnTuBHupycHble cpeactBa. Knaccuduxanus. MeTonuky BeISBICHHUS BPEJOHOCHOTO KOJIa.

27. CpenctBa obecneuenust naopmarmonHout 6ezonacHoctu B OC Windows’2003. Pasrpanuye-
HHE JJOCTyTa K JaHHBIM. [ pynmoBas monutuka. O61acTh AEUCTBUS TPYNIIIOBBIX MOJTUTHK.

28. OcHOBHBIE 3Tarnbl Pa3pabOTKH 3aNIUIIICHHOW KOMITBIOTEPHOM CETH.

29. IIpobnemsl obecrieueHus1 0€30MacHOCTH MPUKIaIHBIX cepBUCcOB (Beb, moura, FTP) u ux peme-

O 01O L B W

HUS.
30. ®usnueckue cpeacTBa odbecrneueHust HHHOPMAIMOHHOM 0€30MacHOCTH.

14.1.3. Tembl 0IPOCOB HA 3aHATHAX

Uctopus passutus cereit DBM. MecTo U poiib BBIYMCIUTENIBHBIX CETEH B COBPEMEHHOM MUDE.
OcHOBHBIE OHATHUS U TepMUHOJOTHs. OOIIMe MPeACTaBICHUS O BEIUUCIUTENbHON ceTh. Ob1ee noHsTHe
00 HepapXu4ecKol CTPYKType MPOTOKONOB. [IpHHIMIBI MHOTOYpOBHEBOH OpraHu3aliy JIOKaJbHBIX U
rinobaneHbIX ceteit OBM. Monens OSI. CtannapTHble CTEKM KOMMYHUKAIIMOHHBIX TPOTOKOJIOB.

Crangapruzanus B cersx. Kiaccudukanunsa BblUUCIUTENBHBIX ceTeld. TpeGoBaHUs, penbsBiise-
MBIE K COBPEMEHHBIM BBIUYUCIUTENBHBIM CETAM. METOIbI U TEXHOJIOTMU IIPOEKTUPOBAHUA CPEACTB TElle-
KOMMYyHUKauil. CTpykTypuzanuu cetd. @uznyeckas 1 Joruueckasi Tonojaoruu cereil. OCHOBHOE KOMMY -
HUKaIlMOHHOE 000pyI0BaHHE
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Konduryparuu noKambHBIX BBIYUCIUTENBHBIX CETEH W MeTonbl A0oCTyna B HuX. CTpykTypa u
dbynakuu nokanbHbIX cetei. Conmepkanne ctanaapra IEEE 802. ba3oBbie TeXHOIOTHH JTIOKATBHBIX CETEH.
IEEE 802.2 Ethernet. O60pynoBaHu€ JTOKAIbHBIX CETEH.

CereBoil ypoBeHb Tiepefaud JaHHbIX. [P-anpecanus. Peanuzanus MexceTeBOoro B3auMOACHCTBUS
cpenctBamu TCP/IP. [Topsnok pacnpenenenus: [P-agpecos. OtoOpaxkenue [P-anpecoB Ha T0OKaIbHBIC all-
peca. ARP nportoxkos.

ITpunnuner mapipyrusanuu B [P-cerax. IIporokonsr mapmpyruszauuu. Ilonstue nomena. JJomen-
Has aapecanus B [P-cersix. DNS npoTokon.

ITpotokon IPv6. IIporokons! TpancnopTHOro ypoHs TCP u UDP.

CoBpeMEHHbIE TEHJICHIIMM PAa3BUTHs TEIEKOMMYHUKALIMOHHBIX CUCTEM. MHTerpanus pasinvyHbIX
TUTIOB CETEU U CETEBBIX CIYKO.

ObecnieueHre 6€30MACHOCTH TEIEKOMMYHUKALMOHHBIX CBS3€H M aIMHUHHCTPATUBHBINA KOHTPOIIb.
OCHOBHbIE TOHSTHUS U TEPMUHOJIOTUSL.

Tunosie yrpo3sl ceTeBoit 6e3omacHOCTH. OCHOBBI KiIacCU(UKAIIUU CETEBBIX yIpo3 U aTtak. Bius-
HHE YeJIOBEYECKOro (hakTopa Ha CETEeBYIO O€30MacCHOCTb.

3amuTa TOMoJIOrHuHN ceTu. BupTyanbHble HoKambHbIe ceTH. JlOMONHUTENbHbIE PYHKIIMH KOMMYTa-
TopoB. [lepconanbHbIe YKpaHbl. AOOHEHTCKOE MU POBAHUE.

3ammra ceTeBoro Tpaduka ¥ KOMIIOHEHTOB ceTH. 3anuTta komrnoHeHToB cetu or HCJI. be3omac-
HOCTh pecypcoB cetu. CpeacTBa UASHTH(PHUKALNY U ayTeHTU()UKALIUN, METOABI Pa3eieHUs PECYpCOB U
TEXHOJIOTUH Pa3rpaHUYCHMs 10CTyIa.

CucremMbl OOHApPYKEHHS M MPOTUBOACUCTBUS BTOp KeHUsAM. Kiaccudukaius U IpUHIUIEL QyHK-
[IMOHUPOBAHMSI CUCTEM OOHAPYKEHUSI BTOPKEHU I

OcHOBHBIE MeXaHU3MBbI oOecrieueHHss 0€30MacHOCTU U YNpaBJICHUs pacHpeAeTIeHHBIMU pecypca-
Mu. O6ecrnieueHrne HaIe)KHOCTH HHPpacTpyKTypsl HTEpHET.

3amuTa KaHasoB cBs3U B MIHTepHET. Bunbl ncnons3yemsix B MIHTepHET KaHanoB cBs3u. Mcnonb3o-
BAaHHE MEKCETEBBIX SKPaHOB. BupTyanbHble YaCTHBIE CETH.

VYs3BUMOCTH M 3amuTa 0a30BBIX NPOTOKONIOB U ciayk0: [IpoTokons mapmpyruzanuu. CeMencTBO
TCP/IP. Cnyx0651 moricka. bezomacHoct WWW 1 31€KTpOHHOM TTOUTHI.

Ckanepsl 6e3omacHocTH. Kitaccel ckaHepoB 0€30MacHOCTH U OCOOCHHOCTH MPUMEHEHUS. 3aluTa
OT BUPYCOB.

[TporpaMmMHBIe cpencTBa TeleKoMMyHHUKanuu. CTpyKTypa MpOrpaMMHOTO OOECTICUEHUS JIOKAIIb-
Ho#l cetn. Knmaccudukarus nmporpaMmMHOTo 0o0ecTieueHus JOKAIbHBIX ceTei. [IpuHIUIIBI MoCcTpoeHUs ce-
TEBOTO MPOTPAMMHOTO OOECTIEYEHHSI M CETEBBIX ONEpalMOHHBIX cucTeM. Kraccudukanus cepBepos.
[IpoekTupoBanue cereit 9BM 1o npuHIMIY «KIUEHT-CEPBEPY.

Bupryanuzanus napopManmoHHbIX cucteM. O0IauHble BEIYACICHHUS.

14.1.4. Tembl 1a00paTOpHBIX padoT

Hactpoiika noakitoueHus y3ia K ceTu. ABTOMaTHYecKasi AMHaMUYeCcKasi U CTaTUYecKasi HaCTPOK -
KU CETEBOT0 MOJIKIIOYECHUS.

Crek nportokonioB TCP/IP. [Ipuknannsie npotokonsl cetu HTEepHET.

MopenupoBanue 6a30BbIX CIIYKO U IPOTOKOJIOB MAapLIPYTU3ALUHU B INIOOAIBHBIX CETSX.

bazossle ciyx0b1 cetn Mutepner. DHCP. DNS. [IpoTokosnbsl MapiipyTu3aiuu.

[Tpuxnanusie cinyx0sl cetn Mutepuer. Hactpoiika Web-, FTP-cepBepoB u cepBepa 31eKTpOHHON
MOYTBHI.

Pa3srpanuuenue nocTtymna K JOKaJIbHBIM U CETEBBIM pecypcaMm. [[uCKpellMoHHas U MaHJaTHas MO-
JIEJIN YIIPABICHUS TOCTYIIOM.

WHCTpyMEHTSHI [U1s ucciieioBaHus ceTH (CHUDEepHI)

WHCTpyMEHTHI 17151 KCCIIEIOBaHUS CETH (CKaHepbl O€30M1aCHOCTH)

Me:xceTeBble dKpaHbl

AHTUBUpYCHAs 3alUTa

BupryanbHble yacTHbIE CETH

Cucrembl 00HApYXEHUSI U IPEIOTBPAILICHUS BTOPKEHUN

DLP-cucremst

be3onacHOCTb NPUKIIAJAHBIX TPOTOKOJIOB

MogenupoBaHue CETEBBIX YCTPONUCTB U MPOTOKOJIOB B JIOKAJIBHBIX CETSX
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MogenupoBanue BUpPTyaldbHBIX JOKaJIbHBIX ceTel (VLAN) ¢ pasrpaHndeHneM J0cTyna K CeTe-
BBIM pecypcam

14.1.5. 3auér
. [lonsitue cetu. TpeGoBanus, MpeIbABISIEMbIE K CETH.
. Kimaccudukanus cereit. [Ipusnaku knaccudukanum.
. CereBble Tononoruu. [IpeumyiecTsa 1 HEAOCTATKU OA30BBIX CETEBBIX TOMOIOTHIA.
. MCTOI[I)I KOMMYTallun y3JIOB CCTH. Hpel/IMYHIeCTBa U HEAOCTATKH PA3JIMYHBIX MECTOJ0B KOMMY -

AW N =

TalUu.
. MeTonpl afipecaniii B MJIBIX B OOJIBIINX CETSAX. TpeOoBaHUs K aipecam.
. OCHOBHBIE annapaTHHIE U IPOTrPAMMHBIE KOMIIOHEHTBI KOMIIBIOTEPHBIX CETEH
. Hasnauenwne n coctaB nuHui cBsA3u. HazHaueHne KaX10ro KOMIIOHEHTA JIMHUM CBA3H.
. OcHoBHBIE BuBI NEpearomux cpel. Mx xapakrepuctuku. OrpaHuueHus Nepeaaroliux Cpes.

9. BectipoBoanas ymaMs cBsizu. CoctaB ob6opynoBanus. [lonsTre kanana.

10. CereBas mogens OSI. Ha3nauenue. YpoBHU B3aUMOAEHCTBUS OTKPBITBIX CUCTEM.

11. Cranpaptuzanus cerei. [Ipoext 802.x.

12. Metonp! nocTyna K cpesie nepeadu JaHHbIX.

13. TlonsiTue nporokona u uaTepdeiica. Crexku npoTokonoB. CTaHJapPTHBIE CTEKU ITPOTOKOJIOB.

14. CereBas apxurektypa Ethernet. ba3oBblii crannapt. KomnoHeHTsI peanu3anuu Ha GU3NIECKOM
YpOBHE.

15. Crpykrypa kanpa texnosnoruu Ethernet. Texnonorust VLAN. Crannapr IEEE 802.1q.

16. CereBas apxutexrypa Token Ring.

17. CereBas apxutexrypa FDDI.

18. O6opynosanue JIBC. Ilpunuunel paboTsl KOHLEHTPATOPOB, MOCTOB, KOMMYTaTOPOB.

19. CereBble onepanvoHHble cUCTeMBbl. TpeOoBaHus, npeabsBisemMble K cereBbiM OC.

20. ba3oBble NPUMUTHUBEI NT€peIaYd COOOIIECHUN B pacipeiesieHHOH ceTh. BbI30B yaalleHHBIX Mpo-
uenyp. Mexanusm COKETOB.

21. CeteBnie (daitnoBbie cucteMbl. CeMaHTHKa pa3aencHus (anos.

22. Cityx0b1 nMeHOBaHUs pecypcoB. Ciry:x0a kaTanoroB. JJoMeHHBIH MOAXOI.

23. Cnyx0a karanoroB Active Directory. Yrnpasnenue o0beKTaMu ceTH. [ pylmoBbI€ MOTUTHKH.

24. 3agaun MOCTPOCHUS OOBETUHEHHBIX CETEH.

25. T'mob6anbnas cetrs Hutepner. [loctpoenue. OcHoBHBbIe TOHATHSA. CeMEHCTBO MPOTOKOJIOB
TCP/IP u ero poJib B MIOCTPOCHUHU IT100aTIBHBIX CETEH.

26. Crex npotokono TCP/IP. O6nacts npumeHeHusi. OCHOBHBIE XapaKTEPUCTUKH.

27. Tunel agpecoB, npuMeHsieMblX B ceTh MHTepHeT. Haznayenue. TexHonorun paspemeHus an-
pecoB.

28. IP-agpeca. Knaccsl IP-cereii.

29. IP-anpeca. Texnoznorust CIDR. Ilonsitue cereBoro npeduxca.

30. O6opynoBanue ' BC. KpaTkas xapakTeprcTuKa 1 Ha3HAuUCHHE.

31. Ctpykrypa cetn MHTepHET. ABTOHOMHBIE CUCTEMBI U MaructpajibHble CeTU. THITBI TTPOTOKO-
JIOB MapIIpyTU3aLUH.

32. Mapupyrusanus [P-niporokona. AIropuTMbl MApIIPYTU3ALNH.

33. IIporokons! mapmpyruzanuu RIP u OSPF. XapakTepucTuku, 10CTONHCTBA U HEJOCTATKH.

34. TIlporokon ARP. Haznauenue. [Tpunuun ¢GpyHKIIMOHUPOBAHUS.

35. IIpotoxon DHCP. Haznauenwue. [lpuniun GpyHKIHOHUPOBAHUSL.

36. Ciiyxx6a DNS. Haznauenue. [Ipunuun GyHKImoHupoBaHus.

37. Ilporokomnsl TpancnopTHoro ypoBHs cteka TCP/IP. CpaBHUTEIbHBIE XapaKTEPUCTUKU U MIPUH-
IIUTIBI paOOTHI.

38. IlepexBar nmakeToB B JIoKainbHOU ceTH. IHCTpyMeHThI. CTpyKTypa aKeToB.

39. Texnonoruu «nocnenHer Muau». [IporpaMMHBIN 1 anmapaTHbIA COCTAaB.

40. Cny>x661 WWW u FTP. IIporokonsl. Hactpoiiku cepBeproro u kiueHtckoro I10.

41. Cnyx6a E-mail. [IpoTokonbl 31neKkTpoHHON mouThl. HacTpoiiku cepBepHOro U KIMEHTCKOTO

0 3 N D

I10.
42. Cny:x6a MrHoBeHHbIX cooOienuit Jabber. [Iporokonsl. HacTpoliku cepBepHOro U KIMEHTCKO-
ro I10.
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43. Texnonoruu nepenaun rogocoBoid nHpopmaruu. [porokonsr SIP, RTP.
44. TunoBas CTPyKTypa OTKa30yCTOMYMBOIO KjacTepa. Pe3epBupoBaHue JaHHBIX.
45. OcHOBHBIE KOMaH/Ibl, UCIIOJIb3yeMbIE MPH paboTe C CeThIO B p&KUME KOMAHIHON CTPOKH.

14.2. TpeOoBaHMS K OLIEHOYHBIM MATEepHAJIaM /JIsl JINI C OTPAHNYEHHBIMH BO3MOKHOCTSIMH
310POBbSI 1 HHBAJIH/I0B
st mui ¢ orpaHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbSI M1 MHBAJIHMJIOB MPEAYCMOTPEHBI JOTMOIHU -
TEJIbHBIC OLICHOYHBIE MaTepUaJIbl, IEPEYCHh KOTOPBIX YKa3aH B Tabmule 14.
Tabmuua 14 — JlomoMHUTENBHBIE MaTepHallbl OIICHUBAHUS ISl JIUIl C OTPAHUYCHHBIMH BO3MOXXHOCTSIMU
3JI0pPOBbsI 1 HHBAJIHJIOB

Kareropuu Bubl TONIOTHUTETBHBIX OLIEHOYHBIX ®opMbI KOHTPOIISL M OLICHKH
oOyJaronuxcs MaTepuaioB pe3ynbTaToB 00y4eHHUs

TecTsl, MUCEMEHHBIE CAMOCTOSITEIIbHBIC
paboTHI, BOIIPOCH! K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI

C napyumeHusMu
ciryxa

[Tpeumy1eCTBEHHO MUCHMEHHAS
poBepKa

C mapymenusasmu | CobeceoBaHme 1Mo BOIpocaMm K 3aueTy, | [IpenmyinecTBeHHO yCTHas MTPOBEpKa

3peHus OIIPOC 10 TEPMUHAM (MHOUBUYaJIbHO)
C napyumeHusMu Pemenne qucTaHIIMOHHBIX TECTOB,
OIIOPHO- KOHTPOJIbHBIE Pa0OThI, MUCbMEHHbIE | [IpenMylecTBeHHO AMCTaHIMOHHBIMU
JBUTATEJIBHOTO CaMOCTOsITENIbHbIE PaOOTHI, BONPOCHI K METOJAMHU
anmapara 3a4eTy
C orpanunuenussMu 1o | TecTsl, TUCbMEHHBIE CAMOCTOSITENILHBIE [IpenmyiiecTBEHHO NPOBEPKa
00IIEeMeTUITTHCKIM paboThI, BOIIPOCHI K 3a4ETY, METOJAMH UCXOJISl U3 COCTOSTHUS
MOKA3aHUAM KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI | 00YYaroLIerocss HA MOMEHT IPOBEPKU

14.3. MeToauueckue peKoMeHAAIMH M0 OLeHOYHBIM MaTepHAaJIaM JIsl JUI ¢ OTPAHUYEHHbIMHU
BO3MOKHOCTSIMU 3/10POBbsI 1 HHBAJIN/I0B

Jis aMil ¢ OrpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBbS M MHBAJIUIOB HPEAyCMAaTPUBACTCS J10-
cTymnHas ¢popMa NpeaoCTaBIeHUS 3aJaHUI OIIEHOYHBIX CPEJICTB, @ UMEHHO:

- B IleyaTtHo# (opme;

- B IIeYaTHO! (hopMe ¢ YBEITHUEHHBIM HIPUPTOM;

- B (hOpMeE INIEKTPOHHOI'O TIOKYMEHTA;

- METO/IOM YTEHUS ACCUCTEHTOM 3a/1aHUs BCIYX;

- IIPEJOCTABIICHUE 3a/1aHUs C UCIIOJIb30BAaHUEM CYPIONEPEBOA.

Jlunam ¢ OrpaHWYeHHBIMH BO3MOXKHOCTSIMU 3/I0POBbSI M MHBAIHIAM YBEIHMYUBACTCS BpeMs Ha
HOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. I TakKUX 00y4aromuxcs MpeycMaTpiuBaeTcs JOCTYII -
Hast popMa MpeIoCTaBICHHS OTBETOB Ha 3a/IaHUs, @ IMEHHO:

- MUCbMEHHO Ha Oymare;

- HaOOp OTBETOB HAa KOMIIBIOTEPE;

- Ha0Op OTBETOB C UCIOJIb30BAHUEM YCIIYT ACCUCTEHTA;

- IIPE/ICTaBJICHNE OTBETOB YCTHO.

[Tponienypa ornieHHBaHUs pe3yIbTaTOB OOYYEHMS JIMIl C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/10pO-
Bbsl M1 MHBAIHJIOB IO JUCHIHUIUIMHE MPEITyCMaTPUBACT MPEIOCTaBIeHne HHpopManuy B popMax, aJaarnTH -
POBaHHBIX K OTPAHUYECHHUSAM HX 370POBbS U BOCIPUATHS HH(POpMALIUK:

JL1s1 JIMI ¢ HAPYIIEHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOIO IOKYMEHTA;

- B [le4aTHOU (hopMe yBETNYEHHBIM HIPUPTOM.

JList i1 ¢ HAapYLIeHUusIMH cJIyXa:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (popme.

J1s1 1ML ¢ HapyIIeHUsIMM ONIOPHO-ABUTaTeJIbHOI0 annapara:

- B (hopMe INIEKTPOHHOTO TOKYMEHTA;
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- B Ie4aTHOU hopme.
HpI/I HeO6XOI[I/IMOCTI/I JJIg JIAL € OTrpaHUYCHHBIMUA BO3MOKHOCTAMMU 34J0POBbA U UHBAJIMJ0B IIPOIC-
Jypa OLICHUBAHHS PE3Y/IbTATOB O0YUCHHUSI MOXKET IIPOBOIUTHCS B HECKOJIBKO ITAIOB.

CornacoeaHa Ha noprane Ne 50865 23



	1. Цели и задачи дисциплины
	1.1. Цели дисциплины
	1.2. Задачи дисциплины

	2. Место дисциплины в структуре ОПОП
	3. Требования к результатам освоения дисциплины
	4. Объем дисциплины и виды учебной работы
	5. Содержание дисциплины
	5.1. Разделы дисциплины и виды занятий
	5.2. Содержание разделов дисциплины (по лекциям)
	5.3. Разделы дисциплины и междисциплинарные связи с обеспечивающими (предыдущими) и обеспечиваемыми (последующими) дисциплинами
	5.4. Соответствие компетенций, формируемых при изучении дисциплины, и видов занятий
	6. Интерактивные методы и формы организации обучения
	7. Лабораторные работы
	8. Практические занятия (семинары)

	10. Курсовой проект / курсовая работа
	11. Рейтинговая система для оценки успеваемости обучающихся
	11.1. Балльные оценки для элементов контроля
	11.2. Пересчет баллов в оценки за контрольные точки
	11.3. Пересчет суммы баллов в традиционную и международную оценку

	12. Учебно-методическое и информационное обеспечение дисциплины
	12.1. Основная литература
	12.2. Дополнительная литература
	12.3. Учебно-методические пособия
	12.3.1. Обязательные учебно-методические пособия
	12.3.2. Учебно-методические пособия для лиц с ограниченными возможностями здоровья и инвалидов
	12.4. Профессиональные базы данных и информационные справочные системы

	13. Материально-техническое обеспечение дисциплины и требуемое программное обеспечение
	13.1. Общие требования к материально-техническому и программному обеспечению дисциплины
	13.1.1. Материально-техническое и программное обеспечение для лекционных занятий
	13.1.2. Материально-техническое и программное обеспечение для практических занятий
	13.1.3. Материально-техническое и программное обеспечение для лабораторных работ
	13.1.4. Материально-техническое и программное обеспечение для самостоятельной работы
	13.2. Материально-техническое обеспечение дисциплины для лиц с ограниченными возможностями здоровья и инвалидов
	14. Оценочные материалы и методические рекомендации по организации изучения дисциплины
	14.1. Содержание оценочных материалов и методические рекомендации
	14.1.1. Тестовые задания
	14.1.2. Экзаменационные вопросы
	14.1.3. Темы опросов на занятиях
	14.1.4. Темы лабораторных работ
	14.1.5. Зачёт

	14.2. Требования к оценочным материалам для лиц с ограниченными возможностями здоровья и инвалидов
	14.3. Методические рекомендации по оценочным материалам для лиц с ограниченными возможностями здоровья и инвалидов

