MHUHHUCTEPCTBO HAYKH U BLICHIET'O OBPA3OBAHUSI POCCUMCKOM ®ENEPAIINA
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKH TOCYJIAPCTBEHHBI YVHUBEPCUTET CUCTEM
VIIPABJIEHUS U PAJTMODJIEKTPOHUK
(TYCYP)

= TUSUR YTBEPXJIAIO
m m UNIVERSITY [TpopekTop no yuebHO# padoTte
DowysaeaT NOONMCEM 3NEKTRO WHOM NOGEN B
Copreduear: all19608 cdf-4455-b54e-5235117c1B5c
Baaaenew Cenqeneo MNapes Bacassenn

Hencraamensd. ¢ 1/.09. 2019 no 16.09,.2024

PABOYA A [TPOI'PAMMA JJTUCTIUTIJIMHBI
IIporpamMmmHo-annapaTHbie cpeacTBa o0ecnedeHUs1 HHGOPMALIMOHHOH 0€30I1ACHOCTH

YpoBeHb 00pa3oBaHus: BhIcIee 00pa30BaHue - CIEIUATUTET

Hampasnenne moaroroBku /  cnenuanbHOCTh:  10.05.02 HWudopmanuonHas  06e30MacHOCTb
TeJIeKOMMYHMKAUMOHHBIX CHCTEM

Hampasnennocts (mpodwip) / cnenuanuzamusi: 3amura WHGOpPMANMU B CHCTeMax CBS3H U
ylpaBJieHUA

®dopma 0O0ydeHHS: OUHASA

QaxynbreT: @b, ®aKkyJabTeT 0€30I1aCHOCTH

Kadenpa: BUC, Kadenpa 6e3onacnocTu HHGOPMANMOHHBIX CHCTEM

Kypc: 4

Cemectp: 8

VY4eOns1ii mnan zHabopa 2020 rona

PaCHpe,Z[CJ'IeHI/IC paGoqero BpPEMCHU

Ne Bunpl yueOHO# nesTebHOCTH 8 cemectp Bcero Ennaunner
1 Jlexnn 24 24 4acoB
2 JlaGoparopHble pabOThI 36 36 4acoB
3 Bcero aymuTopHbIX 3aHATHN 60 60 4acoB
4 CamocTosiTenbpHas padboTa 48 48 4acoB
5 Bcero (0e3 ax3aMeHa) 108 108 4acoB
6 OO0m1as Tpy10eMKOCTh 108 108 4acoB
3.0 3.0 3.E.

3auér: 8 cemecTp

Tomck
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P'LICC.\I()'I'DCHU 151 ();l()6pCH’d Ha 3aCCJaHuM K'd(l)C,'_lpr
nporokor Ne 12 oT « 26 » 11 2019 r
JINCT COT'JTACOBAHUA

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (cnernuanbHoctu) 10.05.02 MuapopMmanmonHas 0€30MacHOCTh TEICKOMMYHUKAIIMOHHBIX CHCTEM,
yrBepxkaeHHoro 16.11.2016 roma, paccmoTpeHa u onoOpeHa Ha 3acemanuu Kageapst BUC «  »
20 ropma, mpotokos Ne

PazpaboTuuk:
Houent xad. BUC N. A. PaxmaHeHKO

3aBenyronmii o0ecnieunBaromeii kad.
bUC E. 1O. KocTrouenko

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Jexan Ob . B. Kpyunnun
3aBeAyIOIHi BRITYCKAIOIICH Kad.

BUC E. 1O. KocTrouenko
OKCIIepTHI:

JlotieHT Kadeapbl KOMITJIEKCHON MH-

(hopMaIMoHHO# 6€30MacHOCTH DJIEK-

TPOHHO-BBIYUCIIATEITHHBIX CHCTEM

(KNB2BC) K. C. Capun

JlonieHT Kadeapbl KOMITJIEKCHOM MH-

(dhopMaoHHO# 6€30MacHOCTH dJIeK-

TPOHHO-BBIYUCIIUTEITHHBIX CHCTEM

(KNBSBC) A. A. Kones
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
dopMUpOBaHUE Y CTYJACHTOB 3HAHUN MO OCHOBAM 3alTUThl HHGOPMAIIMHA B KOMIIBIOTEPHBIX CHCTE-
Max IpH MOMOIIM MPOrPaMMHO-AINAPATHBIX CPEJICTB, HABBIKOB U YMEHUH MO NPUMEHEHUIO MPOTrPaMMHO-
armapaTHBIX CPEJICTB 3alUThl HH(GOPMAIMK B KOHKPETHBIX YCIOBUAX, 0a30BbIX 3HAHUM M YMEHHI pa3pa-
OOTKM KOMITIOHEHTOB MPOTPaAaMMHO-ANMAPATHBIX CPEICTB 3aLUTHI HHPOPMAITUH.
Pa3zButne B mporecce 00ydeHus CUCTEMHOTO MBIIIUICHHS, HEOOXOMMOTO TSl pEIIeSHUs 3a1ad 3a-
HIUTH HTHPOPMAILIMH C YY4ETOM TpeOOBaHMI CUCTEMHOTO TOJXO0/A.

1.2. 3agaun JIMCHMIIINHBI

— JlaTb 3HaHUS MO KOHLENIMH oOecrieyeHnss UHPOPMAITMOHHONW 0€30MacHOCTH KOMIIBIOTEPHBIX
CHCTEM;

—  TIpOrpaMMHO-aNIapaTHBIM CPEICTBAM, PEAM3YIOIIUM OTIeNbHbIE (PYHKIIMOHAIBHBIE TPEOO-
BaHUs 10 3allUTE;

— MEeTOJaM U CPeACTBaM XpaHEHHs KJII0YeBOH HHPOpMaLIUY;

— METOJaM U CPEJCTBaM OIPaHMYEHUS JOCTyNa K KOMIOHEHTAaM BbIUHCIUTEIbHBIX CUCTEM;

—  METOoJaM 3alllUThl OT BPEJOHOCHBIX MPOrpamm;

—  3aluTe NpOorpaMM OT U3MEHEHHUS U KOHTPOJIIO LIEIOCTHOCTH;

—  3a/1a4aM ¥ TEXHOJIOTUH CePTU(UKAIIUH TPOrPaMMHO-AMIAPATHBIX CPEJCTB 3alUTH HHPOpMa-
IIUU Ha COOTBETCTBUE TpeOOBaHUAM HH(DOPMAIIMOHHON O€3011aCHOCTH;

—  MeToJaM pa3pabOTKU KOMIIOHEHTOB CPEJCTB 3aLIUThl HH(OpPMALIHH.

2. Mecto mucuuniuebl B ctpykrype OIIOII

Huctummuaa «[IporpaMMHO-anmapaTHble cpefcTBa oOecriedeHus HHPOPMAIMOHHON 0e301acHO-
cti» (b1.5.06.04) otHOCHTCS K 050Ky 1 (Ga30Bast 4acTh).

[TpenmecTBYOUMMH TUCIUIUIMHAMY, (POPMUPYIOIIMMH HavaldbHbIe 3HaHUS, SBIsIOTCS: bezomnac-
HOCTh OTEpPAIlMOHHBIX CUCTeM, JluckpeTHas maremaTnka, OpraHu3allMOHHOE M MPaBOBOE OOECICUeHUE
nHpopmarmonHon Oe3onacHocTH, OCHOBBI MH(GOPMAIMOHHON Oe3omacHocTH, [IpukiamHas kpunrorpa-
¢us1, YrpasieHue cpecTBaMM 3alIUThl HH(POpMALUK.

[TocnenyromuMu AUCITUIUIMHAME SIBJISTFOTCSI: 3aIlldTa BBIMYCKHOW KBATM(PUKAIIMOHHON pPadoTHI,
BKJTIOYAsl OATOTOBKY K MPOLIEAYPE 3aIIUTHI U IPOLEAYPY 3aIHTHI.

3. TpeOoBaHus K pe3yJbTaTaM OCBOCHHS THCHUIINHBI

[Tponecc n3yueHus JUCUUIUIMHBL HAapaBiieH Ha (POPMUPOBAHUE CIEAYIOIUX KOMIICTEHIUI:

—  OIIK-5 crnocoOHOCTBIO MPUMEHSATH MTPOrPaMMHBIE CPEICTBA CUCTEMHOTO U MPHUKJIAIHOTO Ha-
3HAUEHMsI, SI3bIKM, METOZbl U MHCTPYMEHTAJIbHBIC CPEICTBA NPOrpaMMHMPOBAHUS Ui pelleHus npodec-
CHOHAJIbHBIX 33]1a4;

— JIK-7 cnocoOHOCTBIO OCYLIECTBIIATh PALMOHATIBHBIN BBIOOP cpeAcTB obecnieueHust MHGOpMa-
IIMOHHON 0€30MaCHOCTH TEJIEKOMMYHUKAIIMOHHBIX CHCTEM C YU€TOM HPEAbABISIEMbIX K HUM TpeOOBaHUH
Ka4yecTBa 00CTyXKUBaHUS U KayecTBa (PyHKIIMOHUPOBAHMSI;

B pesynbrate nzyueHust JUCHUIUIMHBI 00yJaroIUiCs TODKEH:

— 3HATh NPOrpaMMHO-AINIAPaTHBIE CPeACTBA oOecreueHusT NHPOPMAIIMOHHON 0Ee30MacHOCTH B
TUIOBBIX aBTOMATU3MPOBAHHBIX CHUCTEMaxX; OCOOEHHOCTH NMPUMEHEHHs NMPOrpPaMMHBIX M NPOrpaMMHO-
amrmapaTHbIX CPEJICTB 3aUTH HH()OpMAIK B aBTOMATH3UPOBAHHBIX CHCTEMAaX; THIIOBBIE CPE/ICTBA, METO-
JIbl U IIPOTOKOJBI MAEHTU(DUKALINY, ayTeHTU(PUKALMU U aBTOPU3ALIUH; PYKOBOASAIINE U METOJJUUECKUE J0-
KYMEHTBI YITOTHOMOYEHHBIX (pe/iepaibHbIX OPTaHOB UCTIOHUTENFHON BIIACTH IO 3aIUTE HHPOPMAIIUH.

— ymMmetsb [IpoBoguTh BEIOOp MpOrpaMMHO-aNIapaTHbIX CPEACTB oOecreyeHHs MHPOPMAIOH-
HOMU 0e30MacHOCTH AJIsl UCIIOJIb30BaHMs UX B COCTaBE aBTOMAaTU3MPOBAHHOM CHCTEMBI C LIENIbI0 obecreye-
HUS TpeOyeMOro ypOBHS 3alIMIICHHOCTH aBTOMAaTH3HUPOBAHHOW CHCTEMBI; KOH(PHUTYPHPOBATH MAapaMETPhI
CUCTEMBI 3aIUThl HHPOPMALMU aBTOMATH3UPOBAHHOM CUCTEMBI B COOTBETCTBUU C €€ IKCIIITyaTallMOHHOM
JIOKyMEHTAMEN; UCII0Ib30BaTh IIPOrPAMMHBIE M IIPOrPAMMHO-AIIIAPAaTHBIE CPEACTBA JJII YHUUYTOKEHUS
UH(pOpPMaLUN U HOCUTENEeH HH(pOpMAIIHH.

— Baaaerb HaBpikamMu pazpaOoTKH apXUTEKTYpBl CHCTEMBI 3alIUTHI HHPOPMAITUN aBTOMATH3H -
POBaHHOM CHCTEMbI; HABBIKAMH MPOTHUBOAEHUCTBHS BPEIOHOCHOMY IIPOrPaMMHOMY OOECIIEUEHUI0; HABbI-
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KaMH pa3pabOTKH MPOrPaMMHBIX U MPOTPaMMHO-aNIapaTHBIX CPEACTB Il CUCTEM 3alIUThl HH(OpMAINK
aBTOMATU3UPOBAHHBIX CHUCTEM.

4. O0beM QUCHHUILIMHBI U BUABI Y4eOHOI padoThl
OO01mast TpyI0eMKOCTh AUCIUILTHHBI cOCTaBsAeT 3.0 3a4eTHBIX €AWHUIILI U MIPEJICTABICHA B Ta0JIH -
ne 4.1.
Tabmuma 4.1 — TpyA0eMKOCTh TUCIUILTHHBI

Bunel yueOHOI nesTenbHOCTH Bcero gacos Cemectpsl

8 cemecTp
AynuaTopHbI€ 3aHATHS (BCETO) 60 60
Jlexun 24 24
JlaGopartopHbie pabOThI 36 36
CamocrosiTenbHas paboTa (BCero) 48 48
BrinosiHeHME MHAUBUAYAJIBHBIX 3aJaHUN 18 18
IIpopaboTKa JEeKIIMOHHOTO MaTepuana 14 14
[ToaroroBka K MpakTUYECKUM 3aHATUAM, CEMUHApaM 16 16
Bcero (6e3 sx3amena) 108 108
OO6mmast Tpy1I0eMKOCTb, 4 108 108
3auetHbie EquHutb 3.0 3.0

5. Conepxxanue 1MCUMILITHHBI

5.1. Pa3nenpl AUCHUIJIMHBI U BUJABI 3aHATHHI
Paznensl AMCUMIIITMHBL U BUABI 3aHATUI NPUBEICHBI B Tabmwuie 5.1.
Taommua 5.1 — Pa3mensl AUCHUIUINHBI U BUABI 3aHATHI

Bcero
4acoB
HazBanus pa3aenoB 1UCHUIUIMHBI Jlek., u Jlab. Cam, (6e3 dopmHpyembie
pab.,u | pab.,u KOMIICTCHITUH
9K3aMeH
a)
8 cemecTp
1 TeopeTnyeckne acieKTbl IPUMEHEHUS IIPO- 6 0 12 18 OIIK-5, IIK-7
TpaMMHO-aIMAaPaTHBIX CPEACTB 00ECTICUCHNUS
uHGOPMAIIMOHHOM 0€30MacHOCTH.
2 IIporpammHO-anmapaTHbIe cpeacTBa odec- 16 32 30 78 OIIK-5, ITIK-7
neyeHuss HPOPMALMOHHON 6€30aCHOCTH.
3 HopmaTuBHBIE JOKYMEHTHI, PETYIUPYIOIINE 2 4 6 12 OIIK-5, TTK-7
MPUMEHEHHE POTrPaMMHO-AIIaPaTHBIX
CPEACTB 3allUThl HHPOPMALUU
Hroro 3a cemectp 24 36 48 108
Hroro 24 36 48 108

5.2. Conep:kanue pa3iejioB IMCUUILIMHBI (110 JIEKIUIM)
CopeprkaHue pa3iesaoB TUCIUILINH (TIO JIEKIMSAM) IPUBEACHO B Tabmuiie 5.2.
Tabmura 5.2 — Coneprkanue pa3faesoB JUCIUIUIAH (IO JICKIHSIM)

CopeprkaHue pa3aesioB TUCIUTIIUHEL (10 | TpymoemMkocTs, | DopMupyembie

HaszBanus paznenos
JIEKIIMSIM) q KOMIIETCHIUU

8 cemecTp
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1 TeopeTnueckue
ACTICKTHI TPUMEHEHUS
IPOrpaMMHO-
ammapaTHBIX CPEJICTB
obecneyeHus
MH(POPMAIIMOHHOM
0€30MacHOCTH.

[TonsTue nonutuku 6e3omnacHoctu. Onuca-
HHE TUTIOBBIX TOJIUTHK 0€30MacHOCTH. YTPO-
3bI 0€30MaCHOCTH KOMITbIOTEPHBIX CHCTEM.
Mopenb KOMIBIOTEPHOU cUCTEMBI. [1oHsATHE
MoHuTOpa 6e3onacHocTH. Konuenuus auc-
neryepa goctymna. OdecrneyeHue rapanTu
BBINOJIHEHUS TOJIMTUKU Oe30macHOCTH. Me-
TOJI TEHEPALIUH U30JUPOBAHHON ITPOrpaMM-
HOW cpeibl IPU MPOEKTUPOBAHUHU MEXaHM3-
MOB I'apaHTHPOBAHHOTO MOICPKAHUS TTOJIH-
TUKHU 0e30macHoCcTH. Mojenu 06e30macHoro
B3aumozericteusa B KC. [Ipouenypa unentu-
buKanmy ¥ ayTeHTU(UKALUK: 3alUTa Ha
ypoBHE pacuirpenwuii Bios, 3amuTa Ha ypoB-
HE 3arpy34MKOB ONEPALIMOHHON CPEbI.

Hroro

ITK-7

2 IIporpammHO-
arraparHble CpeICTBa
obecrieyeHus
H(pOPMaITMOHHON
0€30IacCHOCTH.

OCHOBHBIE IPUHIIMIIBI CO3aHUS MPO-
TpaMMHO-AMIMaPaTHBIX CPEACTB 00ECTICUCHHUS
uHpopMamonHoi 6e3onacHocTH. [1po-
TpaMMHO-aIMapaTHBIE CPENICTBA, PEaTH3YI0-
IIMe OT/AebHbIe (PyHKIIMOHABHBIE TPEOOBa-
HUSI 110 3aIUTEe, UX TPUHIHIEI TEHCTBUS U
TEXHOJIOTMYECKHE 0COOEHHOCTH. B3anmo-
NeiicTBrE ¢ 00IIECHCTEMHBIMI KOMITOHEHTA-
MU BBIYHUCIIUTENBHBIX cUCTEM. MeTobl 1
CpeZcTBa OrpaHIUYEHHSI JOCTYIA K KOMIIO-
HEHTaM BBIYMCIUTEIbHBIX CUCTEM. MeTO/IbI
U CpEeJCTBA MPUBA3KH MPOTrPaMMHOT0 odec-
MEYCHMS K allapaTHOMY OKPY>KEHHIO U (u-
3WYECKUM HOCHUTEISIM. YTIpaBJIeHUE KITF0Ya-
MU KpUOTOrpapruecKuMu KitoyaMu. Meto-
JIBI ¥ CPEJICTBA XpAaHEHUS KITFOUeBOr HHQOP-
MalMy. 3aluTa IporpaMM OT U3y4EHHs.
Crioco0Obl BCTpanBaHUs CPEACTB 3alIUTHI B
nporpaMMHoOe obecreueHue. 3amura oT pas-
PYLIAIOIIKX IPOrPAMMHBIX BO3JICHCTBUN U
BPEIOHOCHOTO ITPOrPaMMHOTO 00ECIICUeHHUS.
3ammTa nporpamMm OT U3MEHEHUS U
KOHTPOJIb IIEIOCTHOCTH.

Hroro

OIIK-5, TTK-7

3 HopmaTuBHBIE
TOKYMEHTHI,
peryampyromnme
pUMEHEHHE
pOTrpaMMHO-
anmapaTHBIX CPEACTB
3alIUThl HH(OPMAITUN

Ponb cTanmapToB nHGOPMAITMOHHOM 0e3-
onacHocTH. JlokymMeHThI [ ocynapcTBeHHOM
TeXHUYEeCKoM komuccuu Poccun. 3anauu u
TEXHOJIOTHS CepTU(UKAIINH TPOTPAMMHO-
arnmapaTHbIX CPEJCTB HA COOTBETCTBHUE Tpe-
O6oBaHUAM WH(OPMAIIMOHHON OE30TTaCHOCTH.
OcHOBHBIE KaTerOpuM TpeOOBaHUH K IIPO-
rPaMMHOM U IIPOrpaMMHO-aMIapaTHoil pea-
JU3aIUU CPEACTB obecrieueHust HHopMaIm-
oHHOM Oe3omacHocTu. [TokazaTenu 3amnm-
IIEHHOCTH CPEJICTB BHIYMCIUTENLHON TEXHU-
KU OT HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.

ITK-7
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Kiaccel 3anuiieHHoCTH aBTOMaTU3UPOBaH-
HBIX cucTeM. TpeboBaHUs K MPOIIECCY Ccep-
TA(HUKAITIN TPOIyKTa HHPOPMAIIMOHHBIX
TEXHOJOTHI

Hroro 2

Hroro 3a cemectp 24

5.3. Paznenbl JMCUMILVIMHBI M MEKIMCUMIUIMHAPHBIE CBSA3H ¢ 00eceYuBAKIIMMH (PeAbl Ty IIUMHU)
U o0ecnieynBaeMbIMH (IMOCJIEAYONIUMH) TUCHUIIHHAMU
Paznenpl TUCHUIUIMHBI M MEXIUCHUTUTMHAPHBIC CBSI3U C 00ECTICUMBAIOIIMMHU (TIPEABIAYIIUMU) U
obecrieunBaeMbIMHU (TTOCIIETYIONTUMHI ) AUCITUTUTMHAMHE TIPEICTAaBICHBI B TabmuIe 5.3.
Tabmuua 5.3 — Pa3nenbl AUCHUTUIMHBI B MeXKANCIUITNHAPHBIEC CBSI3U

Ne paznenoB naHHOM IUCLUIUIMHBL, JUIS
KOTOPBIX HEOOXOJMMO U3yUeHUE
JTUCIUILTUH
1 2 3
[IpenmecTByromue TUCHUILIMHbI
1 be3omacHOCTh OnepaloOHHBIX CUCTEM + +
2 JluckpeTHasi MaTeMaTuKa +
3 Opranu3anroHHOE U IPaBOBoOe obecneyeHne nHdopma- L
LIMOHHOM 0€3011aCHOCTH
4 OcHoBbl MH(OPMAIIMOHHOM 0€30MacCHOCTH + +
5 lpukiagnas kpunrorpadus
6 YmpaBiieHue CpeACcTBaMU 3alUThI HHPOPMAITUN
[Tocnenyroume TUCHUIIIMHBI

1 3amura BbIMYCKHON KBaJU(pUKAMOHHON pabOThI, BKIIO-
yasi IOATOTOBKY K IIPOLIEYPE 3aIIMThI U IPOLEAYPY 3allu- + + +
TBI

5.4. CooTBeTCTBHE KOMIIETEHIIHIT, (POPMUPYEMBIX NPH U3YYEeHUU THCHHILUINHBI, 1 BUI0B 3aHSI THIi
CoOTBeTCTBHE KOMITETCHIMH, (OPMUPYEMBIX INPH W3yYCHUW NUCHUIUIMHBI, W BUAOB 3aHATHH
npeCcTaBIeHo B Tabmwmie 5.4.
Tabmuua 5.4 — CooTBETCTBHE KOMIETEHINH, POPMUPYEMBIX MPU W3yYCHUH JAUCIMIUIMHBI, 1 BUIOB 3aHS-

THHU
KoMrerenmu Bunel 3ansaTHii
@DOpMBI KOHTPOJIA
u Jlek. JIab. pao. Cam. pa6.
OIIK-5 + + + OTyer 1o MHAUBUAYAIBHOMY 3a-

nanuro, KoHCTIeKT caMomoAroToB-
Kku, 3anura otdeTta, OTUeT 110 JIa-
6oparopHoii pabote, Onpoc Ha
3aHATUSIX, 3a4€T, BeicTymieHue
(mokinan) Ha 3aHsATHH, TecT
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T1K-7 + + + OTyer 1o MHAWBUAYAIBHOMY 3a-
nanuto, KoHcekT caMonoaroToB-
Kku, 3anura otdeTa, OTUeT 110 JIa-
6oparopHoii pabote, Onpoc Ha
3aHATUSIX, 3a4€T, BeIcTymieHue
(moknan) Ha 3aHsATHH, TecT

6. UnTepakTBHBbIE MeTOABI M (GOPMBI OPraHN3aLMU 00ydeHH s
He npenycmorpeno PVYII.

7. JlabopaTtopHble paGoThl
HaumenoBanue 1abopaTtopHbIX padoT npuBeneHo B Tabnuue 7.1.
Tabmuua 7.1 — HaumeHnoBaHue 1a00paTopHBIX paboT

Tpynoemkocts, | @opMupyemblie
Ha3Banwus pa3zaenos HaunmenoBanue mabopatopHbIX padoT Py ’ PMIPY
q KOMIIETCHIIUHI
8 cemecTp

2 IIporpammHoO- N3y4yeHnne cCOBpeMEHHBIX TPOrPaMMHO-AIIIA- 8 OIIK-5, IIK-7
amnmapaTHbBIE CPEACTBA | pPaTHBIX CPEICTB oOecredeHus nHpopMaIu-
oOecrnieueHus OHHOH Oe3onacHocTH. HazHauenue, pyHk-
nH(pOPMAITMOHHON [IUH, 00JIaCTh MPUMEHEHUS TPOTPaMMHO-
0€30I1acCHOCTH. amnmapaTHbIX CPEACTB 3aIUThl HHPOPMAIIUH.

W3ydeHure u cpaBHeHHE OCOOCHHOCTEH U aHa-

JIOTOB TIPOTPAMMHO-AIAPATHBIX CPEICTB

obecrneyenus nHGHOPMAITMOHHON Oe30MacHO-

CTH Pa3JIMYHBIX KaTeTOPUH.

Pa3pabortka 3amumennoro [10 ¢ npumene- 24

HUeM anmaparHbix kimoderd eToken

Uroro 32
3 HopmartuBHbIE N3yuenne HOpMaTUBHON JOKYMEHTAIINH, B 4 I1K-7
JIOKYMEHTHI, TOM YHCJIE PYKOBOJSAIINX U METOJAUYECKUX
perynupyroniue JIOKYMEHTOB YTIOJTHOMOUYEHHBIX (eriepab-
MIPUMEHEHHE HBIX OPTraHOB HCIIOJIHUTEILHOM BJIACTH 1O 3a-
MIPOrpaMMHO- mure nHpopmaruu. [Touck mporpaMMHo-
amnmapaTHBIX CPEJICTB | alMlapaTHBIX CPEICTB 3aIUTH HHPOpMALIUH,
3a1uThl UHGOPMAIIUU | COOTBETCTBYIOIIMX TPEOOBAaHUSIM PYKOBO/IS-

IIUX TOKYMEHTOB.

Hroro 4
Hroro 3a cemectp 36

8. [IpakTHyeckue 3aHATHS (CEMUHAPBHI)
He npenycmotrpeno PVYII.

9. CamocrosiTesibHasi padoTa
Bunbl camocTosTeNnbHOM paboThI, TPYAOEMKOCTh U POpMHpyEeMbIe KOMITETESHITUH TIPEICTABICHEI B
tabmune 9.1.
Tabmuma 9.1 — Busiel caMOCTOSTENBHON padOThI, TPYIOEMKOCTh M (JOPMHUPYEMbIE KOMIIETCHIIUN

Bunsl camocrostensHol | TpynoemkocTs, | DopMupyemMsie
HasBanus paznenos s PR ’ PMHDPY @DopMBbI KOHTPOJIS
paloTEI q KOMITETEHIIUU
8 cemecTtp
1 Teopetnueckue | IloaroroBka k mpakTuue- 2 ITIK-7, OIIK-5  |3auét, Onpoc Ha 3a-
aCTeKThI CKUM 3aHATHUSIM, CEMHHa- HATUAX, OTYET 1o
MIPUMEHEHHUS pam UHAUBUAYAIbHOMY
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MPOTPaMMHO- [TpopaboTka JIEKITMOHHO- 4 3agaHuto, Tect
anmapaTHbIX ro Marepuaina
qéeﬂCTB Brinonnenne uHaUBUAY- 6
OOCCHCHUCHUA | o b HBIX 3a1aHmi
uHGOPMAITMOHHOM
0€30I1acCHOCTH. Hroro 12
2 IIporpammHo- [ToaroroBka kK mpakTuye- 12 OIIK-5, ITIK-7  |3auéT, 3ammuTa oTue-
anmnaparHble CKUM 3aHSTUSM, CEMHUHA- ta, Onpoc Ha 3aHs-
cpeacTBa pam Tusax, OTYeT 1no uH-
TIeYCHUS WBU BHOMY 3a-

obecnete . |IIpopaboTka JIeKIIMOHHO- 8 a Ilyag OMy 33
UHGOPMAIIMOHHOM ro Matepuana AaHuto, OT4ET 110
0€30IMacHOCTH. naboparopHoii pabo-

Bemonnenne HHOAUBUY- 10 te, Tect

aJIbHBIX 3aJaHul

Hroro 30
3 HopmaTuBHBIE [ToaroroBka k nmpakTuye- 2 OIIK-5, [1IK-7 | Omnpoc Ha 3aHATHUSAX,
JIOKYMEHTBI, CKUM 3aHATHUSIM, CEMHHA- OTt4er no UHANBU-
peryimpyronye pam IyaJbHOMY 3a/a-
TPUMCHCHHC [TpopaboTka IeKIHOHHO- 2 HHEo, Tect
MPOrPaMMHO-

POTpaMMHO ro Marepuana

anmapaTHbBIX
CPEJICTB 3aIUTHI Brlinonnenvie MHIUBUAY- 2
HHpOpMAIINH QJIBHBIX 3alaHUI

Hroro 6
Hroro 3a cemectp 48
Hroro 48

10. KypcoBoii npoekTt / KypcoBasi padota
He npenycmotrpeno PVYII.

11. PeiiTuHroBas cucremMa Jisi OlleHKH YCIIeBAeMOCTH 00yYAIOIIUXCS

11.1. banabHbIe OLIEHKH JJIs1 3JIEMEHTOB KOHTPOJIA
Tabmuma 11.1 — bayuibHBIC OIIEHKH TSI 2JIEMEHTOB KOHTPOJIS

N . MaxkcuManbHbIN
. MakcumanbHbBIN MakcumanbHbBIN
DneMeHThl y4eOHOoM 0aJut 3a nepuos Bcero 3a
6amn Ha 1-yto KT ¢ | ©Oamnn 3a nepuon
NEITENbHOCTH mexay 2KT u na ceMecTp
Havana ceMectpa | Mexay 1KT u 2KT
KOHEI] cemecTpa
8 cemecTp
BricTynenue (noknan) Ha 10 10
3aHATUU
3auér 30 30
3amura oT4yera 10 10 20
Koncnekr camonoaroros- 5 5
KU
Ornpoc Ha 3aHATUAX
OTyeT N0 MHAUBUYAIIb- 10 10
HOMY 3a/IaHUIO0
OtyeTt no nabopaTopHOM 10 10 20
pabote
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Hrtoro makcumyM 3a nepu- 10 35 55 100
on

Hapacraromum utorom 10 45 100 100

11.2. IlepecyeT 0a/1710B B OLIEHKHU 32 KOHTPOJIbHbIE TOYKHU
[Tepecuer OanIoB B OLIEHKH 32 KOHTPOJIbHBIE TOUKHU MpeACTaBiIeH B Tabmue 11.2.
Tabmuma 11.2 — Ilepecuer 6aJUTOB B OIICHKH 32 KOHTPOJIbHBIE TOYKH

Banibl Ha 1aTy KOHTPOJIBHON TOYKH OneHka

> 90% ot MakcuManbHON cyMMbI OamioB Ha naty KT 5

Ot 70% 1o 89% oT MakcuMaIbHOM cyMMbl OaisioB Ha naty KT

4
Ot 60% 1o 69% ot makcumasbHON cymMmbl OaiioB Ha aaty KT 3
2

< 60% oT MakcuMaIbHOU cyMMBbI OauioB Ha naty KT

11.3. IlepecyeT cymMMbI 0QJIJI0B B TPAAUIIMOHHYIO M MEAKTYHAPOAHYIO OLEHKY
[lepecyer cymmbl OaIOB B TPAIUIMOHHYIO H MEXIYHAPOAHYIO OICHKY NpEJCTaBleH B TaOJHIe
11.3.

Ta6muma 11.3 — IlepecueT cyMMbl 0aJIJI0B B TPAAMIIMOHHYIO M MEXTYHAPOIHYIO OIICHKY

Hrorosas cymma 6asmios,

Onenka (I'OC) YUUTBIBAET YCIEIIHO CAAHHBIN Onenka (ECTS)

IK3aMeH

5 (OTIUYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85 -89 B (o4enp xoporiio)

4 (xopomio) (3a4TeHo) 75 - 84 C (xopor1o)
70 - 74
65 - 69 D (ynoBnerBopuTeabHO)

3 (YZIOBJIETBOPUTEIHHO) (3aYTEHO) 60 - 64 E (ocpercraenio)
2 (HeyROBICTBOHTENSHO) (HE Hwxe 60 6ammos F (HeynoBineTBOPHUTEIHHO)

3a4TEHO)

12. YueOHO-MeTOAUYecKOe U MHPOPMANIMOHHOE O0ecTieueHrue TUCIHIIINHBI

12.1. OcHoBHas JuTEpaTypa

1. TIporpammHo-anmapaTHble CpeAcTBa oOecreyeHHss MHPOPMALMOHHONW 0e30MacHOCTH [Diek-
TPOHHBIN pecypc]: yueOHoe mocodue / A. B. dymkun, O. M. bapcykos, E. B. Kpagsios, K. B. CnaBHoB ;
nox penakuuen A. B. Jlymkuna. — Mocksa : ['opsiuas aunusi-Tenexkom, 2018. — 248 ¢. — ISBN 978-5-
9912-0470-5 — Pexxum nmoctyma: https://e.lanbook.com/book/111053 (mata o6pamenns: 15.03.2021).

2. Kazapun, O. B. IlporpamMmMHo-anmapaTHble cCpelIcTBa 3alluMThl MH(OpMaNMU. 3amura Hpo-
rpaMMHOTO o0ecriedeHus [DIeKTpOHHBIN pecypce]: yueOHuK U mpakTukyM it By3oB / O. B. Kazapun, A.
C. 3a6a0ypun. — Mocksa : MU3garensctBo FOpaiit, 2020. — 312 ¢. — (Bricmiee oopazoBanue). — ISBN
978-5-9916-9043-0 — Pexum pgoctyna: http://biblio-online.ru/bcode/452368 (mara oOparmieHwus:
15.03.2021).

12.2. lonosiHuTEIbHAS JIUTEpaTypa

1. 3ammra mHOOPMANK C UCTIOIH30BAHHEM CMApT-KapT M 3JeKTpoHHBIX Openokos / JI. K. ba-
6enko, C. C. Umyxkos, O. b. Makapesuu. - M. : "T'enuoc APB", 2003. - 351[1] c. : un., Tabn., moptp. -
bubmmorp.: c. 348-349. (nanuuue B 6ubmmorexke TYCVYP - 29 3k3.)

2. IlporpammHo-anmapaTHbIE CpeicTBa oOecrneueHus] WH(GOPMAIMOHHON 0e30MacHOCTH @ y4eo-
Hoe TocoOue: B 2 pasnenax / A. I1. 3aiineB; MunuctepcTBo odpazoBanus U Hayku Poccuiickoit denepa-
1uu, TOMCKUH TOCYIapCTBEHHBIH YHHMBEPCUTET CHCTEM YIpaBICHUS M paauod’iekTpoHuku, Kadenpa
KOMIUIEKCHOW WH(OPMAIIMOHHONW O€30MacHOCTH 3JIEKTPOHHO-BBIUYMCIUTENBHBIX CHUCTEM. - Tomck : B-
Crextp, 2007 - . Pazgen 1. - 2-e uzn., nepepad. u goi. - Tomck : B-Cnektp, 2007. - 143[1] c. : un. - b. 1.
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(mamuune B 6ubmmorexe TYCVYP - 66 3k3.)

3. [IIporpammHo-amnmapaTHbIe CpencTBa obOecreueHus: HHPOPMAIIMOHHON 0€301acHOCTH : y4eO-
Hoe nocobue: B 2 paznenax / A. I1. 3aiineB ; MunuctepcTBo oOpa3oBanus U Hayku Poccuiickoit denepa-
1un, TOMCKMIA TOCYHapCTBEHHBIH YHUBEPCUTET CHUCTEM YIPABJICHHS W paanodiekTpoHuku, Kadempa
KOMITJICKCHOW WH(POPMAIIMOHHOW O€30MacHOCTH 3JICKTPOHHO-BBIUUCIUTENBHBIX cHCTeM. - ToMck : B-
Cuextp, 2007 - . Paznen 2. - 2-e uzn., nepepad. u gor. - Tomck : B-Cnextp, 2007. - 118[2] c. : ni. - bu6-
muorp.: ¢. 37. - b. u. (mannuue B 6ubnuorexe TYCVYP - 66 3k3.)

12.3. YueOHO-MeTOAHYECKHE MTOCOOUSH

12.3.1. O6s3aTe/ibHbIE Y4eOHO-METOAMYEeCKHE MOCOOUs
1. Meroauueckue yka3aHus K MPAKTHUYECKONW U CAMOCTOSTENIbHON padoTe mo aucuuruimae "TIpo-
rpaMMHO-aMIapaTHbIe CpeacTBa obecredeHus: uHpopManronHoi OezomacHocTn" / Paxmanenko W.A. -

2021. - 77 C. [D5eKTpOHHBII pecypcl: — Pexum JIoCTyIa:
https://disk.fb.tusur.ru/hardware software information security/practice.pdf (mata oOpareHus:
15.03.2021).

2. ®owmun, /1. B. UadpopmanmonHas 6€30MacHOCTh U 3ammTa WHGOpMaIuu [DIeKTPOHHBIN pe-
cypc]: crenuain3upoBaHHbIE aTTECTOBAHHBIC MPOTPAMMHBIC M IIPOTPAMMHO-aIIapaTHbIe CPEJICTBA : Me-
tomuueckue ykazanws / J[. B. ®omun. — bmarosemenck : AmI'Y, 2017. — 240 ¢. — Pexxum nmoctyna:
https://e.lanbook.com/book/156494 (nara obpamenus: 15.03.2021).

12.3.2. YuyeOHO-MeTOAMYECKHUE ITOCOOHS AJIsl JIML C OTPAHMYECHHBIMHU BO3MOKHOCTSIMHU 3/10POBbS U
UHBAJU/10B

Y4eOHO-MeTOIMUEeCKUE MaTepHalibl Il CAMOCTOSTENIbHOM M ayAUTOPHOM paboThl 00ydaromuxcs
U3 YKCIIa JIUI] C OFPAaHMYEHHBIMH BO3MOKHOCTSIMU 370pPOBbSI U MHBAJIHMJIOB MPEIOCTABISIOTCA B (popMax,
aJaNTHPOBAHHBIX K OTPAHUYEHUSM UX 3/I0pPOBbS U BOCHIPUATHUS UHPOPMAIIIH.

JL1s1 i1 ¢ HApYIIeHUSIMM 3PeHust:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOM (hopMe yBEITNUEHHBIM HIPUPTOM.

JI1s1 JIMI ¢ HApyIIeHUsIMHM CJIyXa:

- B (hOpMeE INIEKTPOHHOI'O TIOKYMEHTA;

- B Ie4aTHOU hopme.

JL1s1 JI1 ¢ HApYLIEeHUSIMH OIIOPHO-ABUTIATeJILHOIO aNapara:

- B (hOpMe 3NIEKTPOHHOI'0 IOKYMEHTA;

- B Ie4aTHOU hopme.

12.4. TIpodeccuonabHbie 0a3bl JaHHBIX H MH(GOPMALMOHHBIE CIPABOYHBIC CHCTEMbI

1. TocymapcTBeHHBIII  peecTp  CEpTUPUIMPOBAHHBIX CpPEACTB  3alIUThl  HMH(OpPMALUU:
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/1 53-sistema-
sertifikatsii/5S91-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-
01b100

2. @epepanpHas cayk0a MO TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOJIIO https://fstec.ru/

3. HWudopmanuoHHble, CIpaBOYHbBIE U HOpPMAaTUBHbBIE 6a3bl JTAHHBIX
https://lib.tusur.ru/ru/resursy/bazy-dannyh

13. MaTepuajibHO-TEXHHYECKOe o0ecnedyeHue TMCIUIUVINHBI U TpedyeMoe MporpaMMHoe
ol0ecreueHmne

13.1. O0uue TpeOOBaAHUA K MATEPUAIBLHO-TEXHHYECKOMY U IPOrPAMMHOMY 00ecrie4eHnI0
AUCHHUILIMHBI

13.1.1. MaTepuaJbHO-TEXHHYECKOE H IPOrPaMMHOe o0ecnedyeHne ISl JICKIIMOHHbBIX 3aHATHH
Jlis mpoBeieHus 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIIOBBIX M MHIWBUYaJIbHBIX KOHCYJIbTALUH, TE-
KYILEro KOHTPOJISL U MPOMEXKYTOUHON aTTECTAllMU UCIIONb3YyeTcs yueOHasi ayIUTOpUs ¢ KOITMUECTBOM I10-
CaJI0YHBIX MeCT He MeHee 22-24, 000opyloBaHHAs JOCKOM M CTaHAApTHOH yueOHOo#l meOenbo. MMeroTes
JIEMOHCTpaIlMOHHOE 000pyA0BaHKUE U yUeOHO-HAITIIIHbIE TOCOOMS, 00eCIeunBaloIINe TEMaTHIECKUEe Ul -
JIIOCTPALIMHU 10 JIEKLIMOHHBIM pa3jieiaM JUCIUIUINHBI.
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13.1.2. MaTepuaJbHO-TEXHHYECKOE M IPOrPaMMHoOe odecredeHne 1JIs JadopaTopHbIX padoT

Aynutopusi ”HPOPMATUKH, TEXHOJIOTUN U METOJIOB MPOTPaMMHUPOBAHUS

yueOHasi ayIuTOpHUs JUIs IPOBEICHUS 3aHATUH JIGKIIMOHHOTO TUTIA, YIeOHAs ayIUTOPHS JIsI TIPOBE -
JEHUS 3aHATUN MPAKTUUYECKOro TUIA, IOMEIIEHHE ISl KypCOBOTO MPOEKTUPOBAHUS (BBIMOJIHEHUS KypCO-
BBIX paboT), HOMENICHHE 1T CAMOCTOSTEIILHON paOOThI

634045, Tomckast obmactsb, T. Tomck, yi. KpacHoapmetickast, 1. 146, 408 ay.

Onwucanue uMeronierocs 000pyI0BaHuUs:

- UnarepaktuBHas nqocka [QBoard 78" ¢ I1O Activinspire;

- [IpoexTop ViewSonic PJD5154 DLP;

- Kommproteps: DEPO Neos 235/ A8-7650K/ DDR3 4G/ 1Tb / mbimis/ kitaBuatypa/ monutop (10
IT.);

- Komnerorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ XKectkuit nuck S00G/ MpIts/ KiaBuaty-
pa/ MOHHTOP;

- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;

- PaGouee mecto mpenogaBarens.

[IporpamMmmHoOe obecrieueHue:

— Microsoft Windows 10

— VirtualBox

— Visual Studio

Jlaboparopust mporpaMMHO-aNIapaTHBIX CPEICTB obecredeHrus NH(HOPMAITMOHHON 0€301TaCHOCTH

yueOHas ayTuTOpHsl 7Sl IPOBEACHUSI 3aHATHI MPAKTUYECKOrO TUTA, ydeOHas ayauTopus Ui Mpo-
BEJICHHS 3aHITHIA TaOOPaTOPHOTO THUIA

634045, Tomckas obmactsb, T. Tomck, ya. KpacHoapmetickast, 1. 146, 405 ayn.

Onucanue uMeroIerocs 000py10BaHUs:

- Mono6mok: Asus V222GAK-BA021D: Intel J5005/ DDR4 4G/ 500Gb/ WiFi / mpltis/ ki1aBuary -
pa (30mr.);

- Komnerorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ XKectkuit nuck S00G/ MbItib/ KiaBuary-
pa/ MOHHTOP;

- AnmapartHsie cpesicTBa ayreHTudukanuu nomaszoBarens «eToken Proy;

- IIporpammuo-anmaparabiii komrieke 3amuTtsl HHGopmarmn: [TAK ViPNet Coordinator HW100
C 4.x, [TAK ViPNet Coordinator HW 1000 4.x, ITAK Axkop;

CreHapl AT U3y4eHUs TIPOBOTHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKITFOUAIOIIHUE:

- aDOHEHCKHE YCTPOICTBa: KOMITbIOTEpPHI SuperMicro;

- kommytaTopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapmipytusaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- CpPeICTBa aHAJIM3a CETEBOTO Tpaduka W yriyOJeHHOH NMPOBEPKU CETEBBIX MAKETOB: aHAIM3ATOP
tpaduka Wireshark, nuctpubyrus Kali Linux;

- mexxcereBbie dkpanbl: MKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, M3 B coctaBe mapmipytuzartopa Check Point CPAP-SG1200R-NGFW;

- cHCTEeMbI OOHAPYKEHHUsI KOMITBIOTEPHBIX aTak: Snort, Suricata, COB B cocTaBe MapmpyTusatopa
Check Point CPAP-SG1200R-NGFW;

- Touku gocrtymna: D-link dwl3600ap;

- CUCTEMBI 3allUTHI OT yTeuku AaHHbIX: KoHTyp nHpopmanmonnoit 6e3onacHoctu SearchInform;

- CpeICTBa MOHHMTOPUHTA COCTOSHHS aBTOMATH3UPOBAHHBIX CHCTEM: CHCTEMa MOHHUTOPHHTA
Zabbix;

- CpeACcTBa CKAaHUPOBAHMS 3alIMIIEHHOCTH KOMIBIOTEPHBIX CeTel: ckaHep Oe3omacHocTH Xspider
Education, cucremMa aHanau3a 3anuieHHocTH cetd MaxPatrol Education.

VYerpoiicTBa UTeHHsS CMapT-KapT M pajuOMETOK: AJanTep KOMIIBIOTEPHBINA NIl CUMTHIBAHUS U
nepemaun B [1K cepuiinbix HoMepoB 0ecKOHTaKTHBIX HaeHTH(ukaTopoB IronLogic Z-2 USB;

- Kommutekt crienmanusupoBanHoi yueOHON Mebenu;

- PaGouee mecto npenogaBarens.

[IporpamMmHoe obecnieueHue:

— Microsoft Windows 10
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— VirtualBox

— Visual Studio

— AnmapaTtHO-IIPOrpaMMHBIC CPEJICTBA YIPABICHUS JOCTYIIOM K JaHHBIM, HIH(QpPOBaHUS:
DallasLock

Aymutopusi IHTepHEeT-TeXHONIO0T Ui U HHGOPMAITMOHHO-aHATTUTHYECKOH 1eATeIbHOCTH

yueOHast ayJuTOPHS TSI TPOBEACHUS 3aHATUN JIGKIIMOHHOTO THUIA, ydeOHas ayAuTOPHS JUIs IPOBE-
JIEHUS 3aHATUI MPAKTUYECKOTO THIA, yueOHas ayAuTOpUs AJIs IPOBEACHUS 3aHITHIA Ja00OpaTOPHOTO THUIA

634045, Tomckast obnacts, T. Tomck, yi. KpacHoapmetickas, 1. 146, 402 ayn.

Ornucanune UMerIIerocs 000pyI0BaHUS:

- DKpaH pa3aBUKHOM;

- MynsTaMenuitHbIN ipoekTop View Sonic PID5154 DLP;

- Kommerorepsr: AMD A8-5600K/ ASUS A88XM-A/ DDR3 4 Gb/ WD5000AAKX 500 Gb/
MBIIIB/ KaaBuatypa/ MoauTop (15mrT.);

- Kommsrotepsi: DEPO Neos DF226/13-7100/ DDR4 8G/ Xectkwuii quck S00G/ MbIb/ Ki1aBuaTy -
pa/ MoHUTOp (6IIT.);

- Kommutekt crienmanusupoBanHoi yueOHOW MebOenu;

- PaGouee mecto npenogaBarens.

[IporpamMmMHoe obecnieueHue:

— Kaspersky Endpoint Security 10 qyis Windows

— Microsoft Windows 10

— VirtualBox

— Visual Studio

13.1.3. MarepuajibHO-TEXHMYECKOE M IPOTPaAaMMHOe o0ecreyeHne J1JI CAMOCTOATEIbHOI padoThI
s caMoCTOSATEIbHON PabOThl MCTOIB3YIOTCS yYE€OHBIE ayIUTOPUHU (KOMIIBIOTEPHBIE KIIacChl),
PaCIOJIOKEHHBIE TIO aJIpecaM:
- 634050, Tomckast o6macTh, r. Tomck, Jlennna mpocnexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacTs, r. Tomck, yin. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast 0o6macTh, 1. ToMck, Bepmmanna ymuna, 1. 47, 126 ayn.;
- 634034, Tomckast 06nacTs, r. Tomck, Bepmmnauna ynuua, 1. 74, 207 aya.

CocTtaB 060pyI0BaHHS:

- yueOHast MmebOerb;

- koMnbroTepsl Ki1acca He Hmwke [IDBM INTEL Celeron D336 2.8 T1. - 5 miT.;

- KOMIBIOTEPHI MOIKIIOUYEHB! K ceTH «/HTepHeT» M 00ecneynBaloT IOCTYI B AJICKTPOHHYIO WH-
(dopmManmoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[lepeyeHp MPOrpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ais Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTtepuajbHO-TeXHHYeCKoOe o0ecriedyeHre JUCIUIIIMHBI /ISl JIMI C OTPAHHYeHHBIMU
BO3MOKHOCTSIMM 310POBbSI M HHBAJIU/I0B

OcBoeHME NUCUUIUIMHBI JIMLAMU C OTPAHUYEHHBIMU BO3MOKHOCTSIMH 3/10pOBbS U WHBAJIUIaMHU
OCYIIECTBIISECTCA C UCTIOIB30BAHUEM CPEJICTB 00yUEHHS OOIIEro U CIelnaIbHOT0 Ha3HAYEHHSI.

[Ipu 3aHATHAX ¢ 00YYaIOIMMUCS ¢ HAPYLIEHUSAMHM CJIyXa IPEAYCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUIIMBAIOIIEH anmapaTypbl, MyJIbTUMEIUUHBIX CPEJICTB U APYTUX TEXHUUYECKUX CPEACTB Mpuema/mepesa-
4yi y4yeOHOM nHPOPMALIUU B TOCTYIHBIX (OopMax, MOOMIIBHOM CHCTEMBI MTPETIOIaBaHus Il 00YJatOLTHXCSI
C MHBaJIHMIHOCTHIO, MOPTATUBHON MHIYKIIMOHHOM CHCTEMBI. YueOHas ayTUTOpHsl, B KOTOPOU 3aHUMAIOTCS
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oOyyarolnyecs: ¢ HapylIEHHEM CllyXa, 00Opy/lI0BaHA KOMITBIOTEPHOM TEXHMKOM, ayAMOTEXHUKOH, BUICO-
TEXHUKOMU, AJIEKTPOHHON JOCKOH, MYJIbTUMEIUIHON CUCTEMOM.

[Tpu 3aHATHSAX C OOYUAIOUTUMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMH TIPETYCMOTPEHO HCIIOJIb30BaHUE B
JICKIMOHHBIX U YU€OHBIX ayJUTOPUAX BO3MOXKHOCTH MPOCMOTPa yAaJIEHHBIX 00BEKTOB (Hampumep, TeKCTa
Ha JIOCKE WJIH CJaif/la Ha 9KpaHe) MPU TOMOIIY BUACOYBETUIUTENCH 151 KOM(GOPTHOTO IPOCMOTPA.

[Tpu 3aHATHAX C 0OYy4YAIOIIUMUCS ¢ HAPYLIEHUSIMH ONOPHO-ABUIaTeIbHOIO aNnapara UCIOJb-
3YIOTCSl aTbTEPHATUBHBIC YCTPOICTBA BBOJA MH(OPMAIIUY U IPYTHe TEXHHUECKHE CPEICTBA IIpueMa/Tiepe-
Jnaund yaeOHOM MHGOpMaIUKA B JOCTYIHBIX (popMax, MOOMIIBHONW CUCTEMbI OOYYCHUS JJIs JIFO/ICH C MHBA-
JUAHOCTBIO.

14. OIIeHO‘lHLIe MaTepHuajJbl  METOAUYECCKUE PEKOMEHIAUHU MO OPraHu3alluv U3yYCHUA
AUCHHUITINHBbI

14.1. Couepmalme OLICHOYHBIX MATCPHAJIOB U METOANIECCKUEC PEKOMECHAAIIUH
I[J'ISI OLCHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I N YPOBHsA OCBOCHHA 3aKPCIIJICHHBIX 3a HHCHHHHHHOﬁ
KOMITCTCHITUM HCIIOJIB3YIOTCA OLCHOYHBIC MaTCpHUajibl B COCTABE!

14.1.1. TecToBbIe 3a7aHUA

1. Yoepure numnee. [Ipumenenue anmapatHeix Moaynel 6e3zomacHoctd (HSM) Bo3moxHO B Ta-
KHX 00JacTsX, Kak:

a) PKI, nentp cepruduxanmu

b) bankoBckue oneparuu

¢) DKCIOPT KpUNTOrpaPUIECKUX KITFOUCH

d) Ycranosnenue SSL coenquuenunii

2. Kakast u3 pyHKUMI HE OTHOCHUTCA K armapaTtHbiM Moayisim Oe3onacHoct (HSM):

a) be3onacHas renepanus kitoden muppoBaHUs

b) be3zonacHoe xpaHeHue U yrpaBiIeHUE KIIOYaMU

¢) Pabora ¢ snmunTHuecKuMU KpUBBIMU

d) ludposanue u pacumdppoBbiBaHNE KOHPUACHINATLHOW HH(OpMALIUU

3. Breibepure BepHblii BapuaHT otBeta. Kimtoun mmudposanus kmoueit (KK), ucnonssyembie ams
MEPECHUIKU KITIOUEH MEX]y IByMs y3J1aMH CETH, Ha3bIBAIOTCS:

a) Kimrouamu s mmdposanust MK (mactep-kitoua)

b) Paboune nnu ceancosbie KK

¢) Kimrouamu obmena mexny y3namu cetu (cross-domain keys)

d) Kirouamu ayrenTudukanuu cooOmeHni

4. K ocobennoctsaM nporpaMmmHo-anmnaparHoro kommiekca MKTrusT He otHocuTCs:

a) [lo3BomnsieT paboTaTh B OJTHOM W3 JABYX PEKHUMOB — 3allUIEHHOM (Hampumep, padota ¢ IO
WIM UHBIMH KPUTHYHBIMHU K 3aIIMIIEHHOCTH CEPBHUCAMH) U HE3AIUIIEHHOM, 0€3 OrpaHUYEHUS] BO3ZMOXK-
HOCTEH

b) 3ammmennas OC — Linux co6cTBenHo# c6opku, HezamumieHHas OC — Android

¢) B cranpmapthoit komnekranmn MKTrusT npucyrcrByer [P-tenedon, mocTtpoeHHbI Ha «rap-
Bap/ICKOI» apXUTEKType

d) MKTrusT tpebyer i paboTsl TOIBKO TEJIEBU30p (MOHUTOP Uiu npoekTop) yepes HDMI nopr,
nutanue ot USB nopra (ne menee 1 Ammep), cetb — WiFi

5. BriGepute BepHbIl BapuaHT oTBeTa. Kak ocymiecTBisercs BbIOOp OAHOTO U3 JIBYX PEKHMOB Ha
BbIOOp — 3AIIMIIIEHHOT0 WJIK OOBIYHOTO — B IPOrpaMMHO-anmnapaTtHoM komiuiekce MK TrusT:

a) Mcnonb3yeTcst BBIOOp pexkuma B MpoIiecce 3arpy3Ku KOMITbIOTEpa

b) Mcnonb3yeTcst JONOIHUTENBHOE YCTPOHCTBO, COAEpIKalllee ONepallHOHHYIO0 CUCTEMY Ul COOT-
BeTCTBYyOMIEro pexuma padotsl MKTrusT

¢) Ucnonb3yercs puzndeckuii nepexoyaTesb

d) Ucnonszyercs cnermansHoe 10, peanusyroiee mogodue «BUPTyaTbHON MaITHHBDY

6. BcraBbTe mpomnyIieHHOe BBIPaXEHHUE. ... — Mepuo paboThl KOMIBIOTEPA, B PaAMKax KOTOPOTO
oOecrneunBaercs goBepeHHas 3arpy3ka OC, opraHusyercs 3alUIIEHHOE CETEBOE COEAUHEHUE U MOAJIEp-
KHUBAIOTCS JOCTAaTOYHbIE yciioBus Uit pabotel CK3U:

a) Madopmanmonno-nonckosas cucrema (UI1C)

b) be3omacusrit pexum (bP)
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c¢) JloBepennsiii ceanc cBszu (JJCC)

d) ABTomaTu3upoBaHHBINA padounii pexxum (APP)

7. UTO HE OTHOCHUTCS K CIIOKHOCTSM oOecredeHus: 0e30MacHOCTH yAan€HHOro JIOCTya K HHQOp-
MAaIIMOHHBIM pecypcam?

a) CIOXXHOCTh KOHTPOJIS BBINOJIHEHUsS TpeOoBanuii noautuku Vb na ynanéuusix APM nons3oBa-
Teneu

b) HeoOxoaumocTts ncnosip3oBanus ceptuduuupoBanubix OC, C3U HCJ u CK3U mist mudposa-
HUeM u padboTsl ¢ DI

¢) HeoOxomumMocTh MpOBEACHUS aTTECTAMOHHBIX, aIalTAIIMOHHBIX U MHCIIEKIIMOHHBIX JIEHCTBUN
JUJIs1 OTMyCKa nojb3oBareneit kK APM

d) Orpannuenue ¢ynkunonana ceprudpunupoanusix OC u npuknaanoro 10 (B T.4. CIOXHOCTh
MpoIIeTypbl OOHOBJICHUH)

8. Kakue u3 ¢pynkimii He otHOCsATCS K Bo3MokHOCTSIM KC3U « I Tarmmps-K»

a) Uneatudukanus u ayrearudukanus: Console, flash, eToken USB, ...

b) Pasrpannuenue u ayauT AeHCTBHIA MOJIB30BaTENEH U MPUIOKEHUH, KOHTPOJIb IIETOCTHOCTH

¢) BpemenHoe rapaHTHpoBaHHOE yJajJeHHE MHPOPMALUMU C BO3MOXHOCTbIO BOCCTAHOBJICHHUS 4Ye-
pe3 BCTPOECHHBIE MEXAHU3MBbI

d) HIudposanune: 3DES, AES, DES, I'OCT 28147-89

9. UTo HEe OTHOCHUTCSA K OCHOBHBIM NMPUHIIUIIAM pa3TpaHUYEHHUs JOCTymna K (ailioBoil cucreme B
KC3U «ITanmups-K»?

a) CyiecTByeT 1B MOJUTUKHA KOHTPOJIA IOCTYIA K PecypcaM — pa3peliuTeabHas U 3alpeTUTENb -
Hasl

b) IIpaBa nocTyna Ha3zHa4yalOTCs CyObEKTaM, a HE MIPUCBAUBAIOTCA OOBEKTaM B Ka4eCTBE UX aTpH-
OyTOB

¢) AIMUHHCTpaTOp UMEET TaKHe K€ IpaBa Ha Ha3HaueHHE (M3MEHEHHE) IpaBa J0CTyIa CyObeKTa
K 00BEKTY, Kak u “Bnanenen”

d) [lna moboro cy0bekTa JOCTyNa MOXKET ObITh peann30BaHa COOCTBEHHAs! pa3rpaHUYHMTENbHAs
HOJIMTHKA

10. Beibepure BepHbIii BapuaHT oTBeTa. K Mexanusmam koutposis renoctnoctu KC3U «ITaHuumps-
K» otHocurcs:

a) KoHTpounb 11enocTHOCTH KaTanoroB U (paiioB JaHHBIX (CHHXPOHHBIN M aCHHXPOHHBIH)

b) KoHTpoJ1b 11€7I0CTHOCTH HCTIOMHAEMBIX (PailyioB (ITporpamMm mepe1 3amycKoMm )

¢) Bce nepeuncnennoe

d) KonTpons nienoctaoctu daitno KC31U

11. Kakoe yTBep>kKAeHHE HE OTHOCHTCSA K OJHOMY M3 BapHaHTOB 00xoma cucteMsl 3auuthl 110 ¢
HOMOIIBIO KITFOUEH 3alUThI 3I0YMbIIIIEHHUKOM:

a) [lepexBar, MpOTOKONMPOBAHKE U aHAINU3 OOpAIEHUH K KITIOUY 3alUThI C MOCIEAYIOIeH dIMYIIs -
[IIEH OTBETOB

b) BHecenne naMeHeHH B IPOrpaMMHBIN MOAYJb (B3JI0M)

¢) Co3znanue BpeIOHOCHOM MPOrpaMMbl, BDEMEHHO OJIOKUPYIOIIEH 3aIpOChl K KITFOUY 3aIUThI

d) DmynmupoBaHue Hamuuus KiI04Ya MyTEM IepexBara BbI30BoB OuOmmorexku API nnst obmena c
KITFOUOM

12. Kakue yTBepxaeHus He otTHocsTes K 3amure 110 ¢ momomrsio API ¢ynkuit kitodeit 3amumThi?

a) CamocrosTenbHas pa3padoTka 3amutsl [10

b) MHTerpupoBaHme caMOCTOSATENLHO Pa3pabOTaHHOM CUCTEMBI 3alIUTHI B IPHIIOKEHNE HA YPOBHE
UCXOZHOTO KOJa

¢) OTcyTcTBHE HEOOXOIMMOCTU M3Y4YECHUS M MOIU(PUKAIMK HCIIOIHAEMOrO KOJA 3aIIUIIEHHOTO
NPUIOKEHUS TSl 00X0/a 3alUThI

d) CrnoxxHOCTH B HEHTpAIM3aLUU 3aIUTHI BCIECACTBHE €€ YHUKATBHOCTH U «Pa3MBITOCTH» B TeEJe
pOTrpamMMBbl

13. K sTany uHUIIMATU3a1H IPOrPaMMHO-aIIapaTHOTo KoMIuiekca «Co0o0Iib) He OTHOCUTCS:

a) YcraHOBKa IUIaThl KOMILIEKCA

b) Hactpoiika o0mux napameTpoB

¢) HacTpotiika mapaMeTpoB MOAKIFOUEHHUS K CETH
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d) Hacrtpoiika KOHTpOJIS IETT0CTHOCTH

14. K nmepeBoy mporpaMMHO-anmapaTHoro koMiiekca «Co0omby B PEKUM dKCIUTyaTallid HE OT-
HOCHUTCS JelCTBHE:

a) Mzpnekute muary komruiekca "Cobounp" u3 pazsema muubsl PCI-E/PCI

b) Ycranosure miary komiuiekca "Cobonp" B pazbeM cucremHoi muHsl PCI-E/PCI

¢) Berrammure kabens u3 mopta «Hactpoiika» 1 MepeKTIounTe €ro B MOPT « DKCIUTyaTaIis»»

d) [MoaxnrounTe K IIaTe CUMTHIBATEIb 1Button

15. Beibepure BepHBIM BapuaHT OTBETa. BrICTaBbTE B MPaBHIILHOM MOPSIKE JEHCTBUS MPHU yCTa-
HOBKE IIPOIPaMMHO-AIIIapaTHOrO KoMmIulekca «Akkopa». 1. IloncoenmHeHne KOHTAKTHOTO YCTpPOWCTBa
(cbemHmKka nHpOpMaIum). 2. YcraHOBKA TUIaThl KOHTPOJIIEpa B ¢cBOOOIHBIN ciioT [I9BM. 3. Perucrpanus
aamuuuctparopa b, HacTpoiika KOMIUIEKCa B COOTBETCTBHM C KOH(UTYpalUel TEXHHUECKUX CPEACTB
I[I9BM. 4. Ha3naueHnue crmicka JTUCKOB, (aiiioB, pasleioB peecTpa, KOHTPOJIUPYEMBIX Ha IIETOCTHOCTS.
5. Peructparnus nonp3oBareneil, Ha3HAYCHUE TIOJIb30BATEISAM MEPCOHAIBHBIX UIEHTH()HUKATOPOB, aposei
U BPEMEHHU JI0CTyTMa

a)2,1,3,4,5

b)1,2,3,5,4

c)2,1,3,5,4

d)1,2,5,4,3

16. Kakoe n3 nepeuncieHHbIX IPOrpaMMHO-AINAPATHRIX CPEACTB HE UCIIOJIB3YIOT AJIS XpaHEHUS
KpUNTOTpahUIeCKuX KITFOUeH?

a) eToken

b) CMapT-KapThI

c¢) iButton

d) AnmapatHsiii Moayib 6e3omacHoctu (HSM)

17. Kakoe 13 BbICKa3bIBaHUI HE OTHOCUTCS K MPEUMYILECTBAM allapaTHOIroO reHeparopa cilydai-
HBIX YHCeN:

a) 3amac yucels He OrpaHuYeH

b) Huzkue BRIUUCTUTEBHBIC 3aTPATHI

¢) Mcnonb3yeTcs cniennaabHOE yCTPOMCTBO

d) He 3anumaeTcs MecTo B maMsTH

18. Kakoe u3 neiicTBUil HE OTHOCUTCS K OpraHHU3allMM 3aMKHYTOM mporpamMHoi cpeasl B KC3U
«ITanmmpb-K»:

a) 3ajaHue CHMCKAa pa3pelIeHHBIX IPOLECCOB (CUCTEMHBIX M NPUKIAIAHBIX) C BO3MOXHOCTBIO
3aIlycKa TOJIKO T€X MPOIIECCOB, KOTOPbIE OTHECEHBI K Pa3pelIeHHbBIM

b) 3amanue manok, OTKyJa pa3peraeTcs 3amycKarh MporpaMMbl (C 3apeToOM 3alucu 1 MOAnu(pUKa-
IIMY B HUX (HalJIOB)

¢) 3amaHue CHEIUAIBHOTO OOINEro MOJbh30BaTeNs, OT YBEro JIMIA COBEPIIACTCS yCTAaHOBKA W
3aIlyCK Iporpamm

d) JlononHUTENpHBIN aHATU3 COAEPKUMOTO (aityioB (TOMCK MPU3HAKOB UCIIOJIHAEMOTO (aiina)

19. ITpu B311OME IIpOrpaMM, 3aIIMIIEHHBIX C TOMOILBIO annapaTHIX KIIOYEH 3aIUThl HE UCIIOJb-
3yeTcs CIEAYIOUIUNA METOL;

a) OTnagka

b) AnzaccembapoBanus

¢) JluBepcudukanus

d) [lamn onepaTuBHOM namsTH

20. YUTto HEe BXOAUT B KOMIUJIEKTAIMIO MPOrPpaMMHO-AIIAapaTHOro KoMIiekca « Akkopa-AM3»?

a) KonTpomnep

b) CreMHUK HHPOPMAIIUH ¢ KOHTAKTHBIM YCTPONCTBOM

¢) CekpeTHbIH JIOTHH U Tapojib, HEOOXOAMMBIN /171l IepBOHaYaIbHOTO 3anmycka AM/13

d) I[epconanbHBIM HISHTU(DUKATOP TOIB30BATENS

14.1.2. Tembl HHANBUAYAJIBbHBIX 321aHUI
NunuBuayanbHOE 3a/1aHUE BBIIOJHAETCS HAa OCHOBE CYILECTBYIOLIETO MPOrpaMMHOIO WIIMA IPO-
rpaMMHO-AIIAPATHOTO KOMIUIEKCA U 3aKJIFOYAETCS B AHAJIM3€E U OLICHKE CTENIEHU 3allUIIEHHOCTH CUCTEM,
3aIUTa KOTOPBIX 00eCTIeunBaeTCsl BBIOPAHHBIM CPEACTBOM 3alIUThl HHPopManuu. Tema 3agaHus BoIOUpa-

CornacoeaHa Ha noptane Ne 50464 15



CTCA CTYACHTOM CaMOCTOATCIIBHO, OAHAKO COTJIACYCTCA C MPECTIOAaBaTCIICM.

IIpumepHbIe TEMBI UHAUBUYAIBHBIX 3aJaHUN:

O 0 1 NN B~ W —

. C31 ot HCJI Secret Net

. C3U Dallas Lock

. CK3U «Bepba»

. KC3U «I[TAHLI1Pb»

. C3U Ctpax NT

. C3U1 «DanTom»

. Security Studio Endpoint Protection
. DeviceLock DLP

. C3U HCJI «Aypa»

10. ITAK “COBOJIb”

11

1.

. C3U HC Axxopa-AM/I3

14.1.3. 3auér
Mertoabl o0ecnieueHus: HHGHOPMAITMOHHOMN 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM (OCHOB-

HBIC TIOHSTHSI, YTPO3bI).

2.

Metoasl obecrieueHus I/IH(I)OpMaI_II/IOHHOI\/'I 0€3011acCHOCTH ABTOMATU3HUPOBAHHBIX CUCTCM (MCTO-

JIbI B3JIOMA, 3aIllUTa OT B3JIOMA).

3.

MeTtozanl obecrieueHuUs HH(I)OpMaHHOHHOﬁ 0€3011acCHOCTH ABTOMATU3HUPOBAHHBIX CUCTCM (3am1/1-

Ta OT IPOrPaMMHBIX 3aKJIAJ0K).

4.
3.
6.

IMonmutuka 6e3onacaoctu. Moaens KC.
3amMKHyTas MporpaMMHasi cpeja.
DopmMHUpoBaHHE U MTOACPKKA H3OTUPOBAHHON MTPOTPAMMHOM CpEIbI.

7. Peanuzanus UIIC c ucnonp3oBanneM mMexanusma pacupenus BIOS
8. UEFI. IIpuniuns! paboTsl

9. IlepconanbHoe cpenctso ayreHTuduxanuu eToken

10. eToken API

11
12
13
14
15
16
17
18
19

. besonacuoe B3aumoneiicteue B KC. Ilponenypsl naeHTUPUKAIUN U ayTeHTU(PUKALTIH.

. Ayrentuduxanus 1o 3arpy3ku OC

. KonTpous u ynpasnenue nocrynom. Jlucneruep gocTyna.

. Haznauenue, Qynxuuu, npuniun padotsl [TAK «Akkopm.

. Haznauenue, pynkuuu, npunuun padotsl ITAK «Co0oiby.

. I[lepconanbuble uaeHTuuKaTopsl. Buspl, Ha3HaueHHe, GYHKLIUH.

. Haznauenue, GyHKIMM, MPUHITUTT paOOTHI KIIFOUEH 3amuThl. MI3BeCTHBIE MOACIH.
. Buast 3amutel 110 ¢ noMonipro 31eKTpOHHBIX Kitoueld. MeTo/bl B3ioMa.
. KC3U1 IManuupe-K. CepBepHas W KIMEHTCKHE YacTH, MAECHTU(UKALUUSA U ayTeHTU(UKaLus

OJIL30BaTEIEN

20.
21.
22.
23.
24.
25.
26.
27.
28.

KC3U IMannups-K. KouTpoas u pasrpanuyeHue 1octyna

KC3U ITanuups-K. AymuT v JOTIOJIHUTENBHBIE BO3SMOXKHOCTH

VYnpasnenue KkpunrorpadpuyecKuMu KiIo4aMu

KoHuenuus nepapxuu Kiro4en, reHepanust KIoJei.

Anmnapartssie Monyau 6ezonacHoctu (HSM)

Konnenmus noBepennbix ceancoB cBsizu.. Kommiekec « MAPUI!y, «M!&M».

3amuiienuple MUKpokoMIibioTepsl « MK T». Haznauenue, GyHKIMH.

Sammmennasie Hocutenn «CEKPETY. Buabl, HazHaueHue, GyHKIUH.

Ceptuduxanusi aBTOMaTU3UPOBAHHBIX CHCTEM U CPEACTB BBIYUCIUTEIbHON TEeXHUKH. Busbl

HOPMAaTHBHBIX JOKYMEHTOB, OIIpEeNonuX TpedboBanus no cepruduxanuu C3U.

29

. Ceprudukanus aBTOMaTU3UPOBAHHBIX CHUCTEM U CPEJICTB BBHIYUCIUTENbHON TexHUKHU. Tpebdo-

BaHHUs K CPEJICTBAM BBIYUCIIMTEIILHON TEXHUKU
30. Ceprudukanys aBTOMaTU3UPOBAHHBIX CUCTEM M CPEACTB BBIYMCIUTENBHON TeXHUKU. Tpedo-
BaHHUs 110 KOHTPOJIKO OTCYTCTBHUS HEEKIIAPUPOBAHHBIX BO3MOKHOCTEN

14.1.4. Bonnpochbl Ha caMONIOATOTOBKY

1. [Togcucrema Ge3ommacHOCTH oneparoHHON cucteMbl Windows
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. Aymat coObITHi 6e30macHOCTH B onepaiioHHoi cucreme Windows
. [ToctaBmuk ciyx6 kpunrorpadpun OC Windows
. [ToctaBumk cimyx0 xkpunrtorpadun Kpuntollpo u ero unterpamuu 8 OC Windows
. DNEKTPOHHBIE TUIATEXKHBIE CUCTEMBI — IPUHIMIIBI (PYHKIIMOHUPOBAHUS M 3aLUTHI MH(YOpMALUU
. YipaBieHue KpunTorpapuueckuMu KiroyaMu. ['eHepanust Kiouei
. YnpaBnenue kpuntorpadhudecKUMH KItouyaMu. XpaHeHHUE KITF0YeH
. YmpaBieHue KpunTorpaguueckumMu KitoyaMu. Pacripenenenue kimoueit
. MeTop! 3aIIUThl IPOTpaMM OT U3yUEHHUS
10. Metoap! u cpeAcTBa UCCIIEI0BaHMS IPOTPAMM
11. MeTozbl u cpeACTBa OTpaHUYEHUS TOCTyNa K KoMnoHeHTaM DOBM
12. Metozpl U cpelcTBa MPUBS3KU MPOTPAMMHOTO 0OeCHeueHHs K anmapaTHOMY OKPYKEHHIO U
(U3UYIECKUM HOCUTEIISIM
13. 3ammra oT pa3pylIarouX IPOrpaMMHBIX BO3IEHCTBUI
14. 3anuTa OT U3BMEHEHHUSI M1 KOHTPOJIb LIETIOCTHOCTH
15. Knaccudukamnust KOMIbIOTEPHBIX BUPYCOB
16. ITpoGnemsl obecTieueHrs 6€30MaCHOCTH TP YAAJIEHHOM JIOCTYIIE
17. IIporpaMMHoO-ammaparHbie cpeacTBa odoecneueHus: HHPOPMAITMOHHOM 0€30MaCHOCTH B BBIYHC-
JIUTEIbHBIX CETAX
18. [NoHATHE MEXKCETEBBIX IKPAHOB, UX KIaCCUPUKAIH

O 00 1 O\ hn K~ W

14.1.5. Tembl 0IPOCOB HA 3aHATHAX

VYrpo3bl 6€301aCHOCTH KOMIIBIOTEPHBIX CUCTEM

[TpoTuBonEiicTBHE yrpo3am 0€30MacHOCTH

3amuTa KOMIOBIOTEPHOI CUCTEMBI OT B3J0Ma

Mogens KC

Merton reHepanuy M30JIMPOBAHHOM IPOrPAMMHON Cpelbl IPU IPOCKTUPOBAHUHA MEXAaHU3MOB Ta-
PAHTUPOBAHHOTO MOJIEPKAHUS TOJTUTUKH O€3011aCHOCTH

Peanuzanus mexaHu3MoB 0€30IIaCHOCTH Ha amnmapaTHOM ypoBHe be3omacHOCTh KOMITbIOTEPHOMN
cetu

3amyrTa OT aHaJIU3aTOPOB IIPOTOKOJIOB

TexHonmorus 3amuThl HHGOpPMaAIMKU HA OCHOBE CMapT-KapT

CocraB KoMILIeKca « AKKOPI»

[Tpunmn paboTel KOMIUIEKCA « AKKOPI»

MexaHu3M 3aMKHYTOH IporpaMMHoii cpenbl Secret Net

14.1.6. TeMbI nOKJIa70B
JlokJ1aJ] BBITIOJTHSIETCSL HA OCHOBE BBIMIOJIHEHHOTO PaHee WHIUBUAYATBHOTO 33 aHMS.
[TpumepHBIE TEMBI JOKIIAI0B:
1. C3U ot HCJI Secret Net
. C3U Dallas Lock
. CK3U «Bepba»
. KC3U «ITAHLI1Pb»
. C3U Crpax NT
. C3U «DanTom»
. Security Studio Endpoint Protection
. DeviceLock DLP
. C3U HCII «Aypa»
10. ITAK “COBOJIb”
11. C31 HCA Axkopa-AM/I3

O 0N L B W

14.1.7. Tembl 1a00paTOpHBIX padoT
PazpaboTka 3amumiennoro [10 ¢ npuMenernem anmaparHbeix kirouei e Token

14.2. TpeGoBaHHs K OLCHOYHBIM MATEPHAJIAM JJIsl JIHI] C OTPAHUYCHHBIMHU BO3MOKHOCTAMH
310POBbS U HHBAJIN/I0B
Jlis i ¢ orpaHMYEHHBIMA BO3MOYKHOCTSMHU 3/I0POBbSl M1 MHBAJIUIOB MIPELYCMOTPEHBI TOMOIHU -
TeJbHBIE OLIEHOYHbIE MaTepHUAIIb], IEpEUeHb KOTOPBIX YKa3aH B Tabnuue 14.
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Ta6mx1ua 14 — I[OHOJIHI/ITGJIBHLIG MaTCpuajibl OLUCHUBAHUSA IJId JIUL C OrPpaHUYCHHBIMU BO3MOXKHOCTAMU

3JI0pPOBbsI 1 HHBAJIHJIOB

Kareropuu
00y4arommxcs

Bup! JONOTHATEBHBIX OIEHOYHBIX
MaTepuaioB

@®opMBI KOHTPOJISL U OI[CHKH
pe3yabTaTOB 00yUCHUS

C napyueHusMu
ciyxa

TecTbl, MUCEMEHHBIE CAMOCTOSITEIIEHBIC
paboThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE pabOThI

[IpenMy111eCTBEHHO MMChMEHHAs
IIPOBEPKa

C HapymeHHIMHU
3peHus

CobecenoBanue 1Mo BOIpOcaM K 3a4eTy,
OIIPOC 0 TEPMHHAM

[TpenMyIIeCTBEHHO yCTHAs IPOBEPKa
(MHIUBUYaTbHO)

C napyueHusmMu
OIIOPHO-
JIBUTATEITLHOTO
armapara

Perienue qucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE PA0OTHI, MUCbMEHHbIE
CaMOCTOSITeNIbHbIE PabOThI, BOIIPOCHI K
3a4eTy

HpeI/IMyIJ_[eCTBCHHO JAUCTaHIIMOHHBbIMHA
METOAAMU

C orpaHUYEHUSIMH I10
00LIEMETUIIMHCKUM
MOKA3aHUSIM

TecTbl, MICEMEHHBIE CAMOCTOSTENTLHBIE
paboThl, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PAOOTHI, YCTHBIE OTBETHI

[IpenmyriecTBEHHO TPOBEPKA
METOJIaMU UCXOs U3 COCTOSIHUS
o0ydJaromierocst HA MOMEHT ITPOBEPKHU

14.3. MeTroauyeckue peKOMEHIAUMHU 110 OLEHOYHBIM MATEPHAIaM JIsl JIML C OTPAHUYEHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

Jnis M ¢ orpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBBSI M MHBAJTUIOB TPEAYCMAaTPHUBACTCS JI0-
cTynHas (hopMma MpeaoCTaBICHUS 3aJaHUI OLIEHOUHBIX CPEJICTB, @ UMEHHO:

- B IeyaTHou (opme;

- B IIeyaTHO! (hopMe ¢ YBETHMUYEHHBIM IPUPTOM;

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- METO/IOM YTEHUS ACCUCTEHTOM 3a/1aHUs BCIYX;

- IIPEJOCTABIICHUE 3a/laHUs C UCTIOJIb30BAaHUEM CYPJIOTIEPEBO/IA.

Jlunam ¢ OrpaHWYEeHHBIMH BO3MOXXKHOCTSIMU 3/I0POBbSI M MHBAIHIAM YBEIHMYUBACTCS BpeMs Ha
HOJrOTOBKY OTBETOB Ha KOHTPOJIbHBIE BOIPOCHL. [l TaKUX 00y4aroIuXcs peycMaTpuBaeTCsl JOCTYII -
Has popmMa mpeoCTaBICHHS OTBETOB HA 3a/1aHUs, @ IMEHHO:

- IUCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMIIBIOTEPE;

- HabOp OTBETOB C UCIOJIb30BAaHUEM YCIIYT ACCUCTEHTA;

- MIPEJICTABICHUE OTBETOB YCTHO.

[Tponienypa ornieHHBaHUs pe3yIbTAaTOB OOYYEHMs JIMIl C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/10pO-
Bbsl M1 MHBAIHJIOB IO JUCUUIUIMHE TPEIyCMaTPUBACT MPEAoCTaBIeHne HHpopManuy B popMax, aaarnTH -
POBaHHBIX K OTPAHUYECHHUSAM HX 3A0POBbS M BOCIPUATHS HH(POpMALIUK:

JL1s1 i1 ¢ HApYIIEHUSIMH 3PeHust:

- B (hopMe 3NIEKTPOHHOI'O TIOKYMEHTA;

- B IIeYaTHO! (hopMe yBEIMUEHHBIM HIPUPTOM.

JList JiM1 ¢ HapyLIeHUusIMH CJIyXa:

- B (hopMe INIEKTPOHHOIO IOKYMEHTA;

- B Me4aTHOU (opme.

JLst M1 ¢ HapyLIeHUsIMY OIIOPHO-ABUTaTeJILHOIO0 annapara:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU hopme.

ITpu HEoOXomUMOCTH /TS JIUL] C OTPAaHUYEHHBIMHU BO3MOXHOCTSIMU 3/I0POBbs U MHBAJIUIOB IpOILIE-
Jypa OILICHUBAHUSI PE3yIbTaTOB 00yUEHUsI MOXKET MPOBOAUTHCS B HECKOIBKO ITAIOB.

CornacoeaHa Ha noptane Ne 50464
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